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About This Guide

This Administration guide consists of comprehensive, conceptual information that you can use as
you configure and use Novell® ZENworks® 7 Desktop Management components in your production
environment. The sections include:

¢ Part I, “Understanding ZENworks 7 Desktop Management,” on page 33

¢ Part I, “Checking the ZENworks Desktop Management Installation,” on page 105

¢ Part III, “Automatic Workstation Import and Removal,” on page 125

¢ Part IV, “Workstation Management,” on page 139

¢ Part V, “Application Management,” on page 235

+ Part VI, “Workstation and Server Imaging,” on page 633

¢ Part VII, “Remote Management,” on page 823

¢ Part VIII, “Workstation Inventory,” on page 881

Audience

This guide is intended for network administrators and IT professionals with responsibility for
managing workstations in their corporate enterprise.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html (http://
www.novell.com/documentation/feedback.html) and enter your comments there.

Documentation Updates

Check the ZENworks 7 Desktop Management Documentation Web site (http://www.novell.com/
documentation/zenworks7/) for documentation updates.

Additional Documentation

For information about the installing, planning, setting up, testing, and upgrading processes that
Novell ZENworks 7 Desktop Management customers typically encounter while implementing this
product, see the ZENworks 7 Desktop Management Installation Guide (http://www.novell.com/
documentation/zenworks7/dm7install/data/front.html).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

About This Guide

31


http://www.novell.com/documentation/feedback.html
http://www.novell.com/documentation/zenworks7/
http://www.novell.com/documentation/zenworks7/dm7install/data/front.html
http://www.novell.com/documentation/zenworks7/dm7install/data/front.html
http://www.novell.com/documentation/zenworks7/dm7install/data/front.html

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.
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Understanding ZENworks 7
Desktop Management

This section of the Administration guide introduces the major parts of Novell® ZENworks® 7
Desktop Management and explains how they work together.

*

*

*

Chapter 1, “Understanding the Novell Client,” on page 35
Chapter 2, “Understanding the Desktop Management Agent,” on page 39

Chapter 3, “Understanding the ZENworks Middle Tier Server and the Desktop Management
Server,” on page 53

Chapter 4, “Understanding the ZENworks Multiple UNC Provider,” on page 69
Chapter 5, “Process Flow in ZENworks Desktop Management,” on page 73

Appendix A, “Implementing a DHCP Option for Delivering the Middle Tier Server Address,”
on page 81

Appendix B, “Using a ZENworks Tree,” on page 83
Appendix C, “E-Mail and Dotted Name Login Support,” on page 89

Appendix D, “Using the Novell Kerberos KDC to Support ZENworks Dynamic Local Users,”
on page 93

Appendix E, “Ports Used by ZENworks 7 Desktop Management,” on page 99
Appendix F, “Documentation Updates,” on page 101
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Understanding the Novell Client

Since the first release of Novell® ZENworks® Desktop Management (formerly called “ZENworks
for Desktops”), the Novell Client™ has been an integral part of delivering zero-effort networking
(ZEN) to the user's desktop. The client enables the user's Windows* workstation to securely access
network resources, including NetWare® and Windows 2000/2003 servers, security, and network
printers. It also integrates NetWare services such as file and print, object management in the
directory, drive mapping, browsing network servers and printers, user administration on network
servers, establishing rights, login scripts, and so on.

With ZENworks 7 Desktop Management, the Novell Client is not mandatory on a user's workstation
because the Desktop Management Agent performs all of the functions needed to manage a
workstation. For more information about the Desktop Management Agent, see Chapter 2,
“Understanding the Desktop Management Agent,” on page 39

This section includes the following information:

¢ Section 1.1, “The Role of the Novell Client,” on page 35

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

1.1 The Role of the Novell Client

ZENworks 7 Desktop Management supports the Novell Client for Windows 98 workstations
(version 3.4 and later) and the Novell Client for Windows 2000/XP workstations (version 4.9 SP1a
and later). When installed on workstations, earlier versions of the Novell Client (that is, the client
versions used prior to ZENworks for Desktops 4) included many of the ZENworks Desktop
Management components, but that is no longer the case.

Beginning with ZENworks for Desktops 4, the ZENworks Desktop Management Agent has been
responsible for installing ZENworks components on user workstations, making the Desktop
Management Agent a required component for ZENworks Desktop Management.

The following sections provide information about the continuing role of the Novell Client in
Desktop Management functionality.

¢ “The Novell Client and ZENworks Desktop Management Installation” on page 35

¢ “The Novell Client and ConsoleOne Administration” on page 36

¢ “Using the Novell Client in a ZENworks 7 Environment” on page 36

1.1.1 The Novell Client and ZENworks Desktop Management
Installation

When you install the Desktop Management Server and the ZENworks Middle Tier Server, the
installing workstation must have the required version of the Novell Client installed. The client

establishes communication between the workstation and eDirectory™, making it possible for either
of the two installation programs to recognize and display eDirectory trees and server objects that
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help you visualize where to install Desktop Management software. For more information, see the
Novell ZENworks 7 Desktop Management Installation Guide.

Upgrading from Earlier Versions of ZENworks

If you intend to perform an upgrade to ZENworks 7 from ZENworks 6.5 or ZENworks for Desktops
4.x, workstations in your environment already have the ZENworks Desktop Management Agent
installed (even if users routinely use the Novell Client to log in) along with Novell Application
Launcher™ components. This makes it simple to use the Application Launcher to upgrade the
Desktop Management Agent. For more information, see “Upgrading Workstations” in the
“Upgrading from ZENworks for Desktops 4.x” section of the Novell ZENworks 7 Desktop
Management Installation Guide.

1.1.2 The Novell Client and ConsoleOne Administration

Novell ConsoleOne® is a Java*-based tool used to manage your network and its resources. By
default, it lets you manage:

¢ eDirectory objects, schema, partitions, and replicas

+ NetWare server resources

When you install the Desktop Management Server, the eDirectory schema is extended to include
several directory objects unique to Desktop Management, including workstations, applications,
databases, and policy packages. The capabilities to configure these objects are snapped in to the
ConsoleOne structure.

You can install and run ConsoleOne locally on a Windows workstation or server, or you can install it
remotely on a NetWare or Windows server and run it through a mapped or shared drive pointing to
that server. The Novell Client must be installed on the Windows workstation or server where you
will be running ConsoleOne for administering ZENworks Desktop Management. This is because
ConsoleOne is dependent on the client's NetWare libraries. For more information, see the
ConsoleOne 1.3x User Guide (http://www.novell.com/documentation/lg/consol13/
index.html?page=/documentation/lg/consol13/c1_enu/data/hk42s9ot.html) at the Novell Product
Documentation Web site.

1.1.3 Using the Novell Client in a ZENworks 7 Environment

With ZENworks 7 Desktop Management, the Novell Client is not mandatory on a user's workstation
because the Desktop Management Agent makes it possible for users to authenticate to the Desktop
Management Server and benefit from ZENworks functionality when outside the corporate firewall.
For more information about the Desktop Management Agent, see Chapter 2, “Understanding the
Desktop Management Agent,” on page 39.

The Desktop Management Agent is not a replacement for the Novell Client. For more information
about using the Novell Client in a NetWare environment, see the Novell Client documentation Web
site (http://www.novell.com/documentation-index/index.jsp).

If the Novell Client and the Desktop Management Agent are both installed on a workstation, the
workstation login defaults to the Novell Client and all of the NetWare file system and eDirectory
access is through the client.
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NOTE: Users outside the firewall who have both the agent and the client installed on their
workstations must use an alternative login method and will receive applications only, not Desktop
Management policies. For more information about the alternative login method for authenticating to
eDirectory outside the firewall when both the client and agent are installed, see “Logging in Locally
to the Workstation” on page 76.
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Understanding the Desktop
Management Agent

This section contains information you can use to help you gain a high-level understanding of the role
of the Desktop Management Agent and how it works.

¢ Section 2.1, “What is the Desktop Management Agent?,” on page 39
¢ Section 2.2, “Getting Ready to Use the Desktop Management Agent,” on page 39

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

2.1 What is the Desktop Management Agent?

Novell® ZENworks® 7 Desktop Management requires the Desktop Management Agent. With this
agent installed, users who log in directly with the Novell Client™ can use ZENworks 7 Desktop
Management directly, while users in an all-Windows environment or users on workstations located
outside of the corporate network firewall can log in and authenticate the workstation through the
ZENworks Middle Tier Server to Novell eDirectory™ using port 80 over HTTP or port 443 over
HTTPS.

IMPORTANT: The Desktop Management Agent must be installed on every workstation where you
want to deploy ZENworks 7 Desktop Management functionality. This includes workstations where
the Novell Client is already installed.

When authenticated with the proper credentials, the workstation receives the distributed
applications, schedules, policies, and various workstation inventory, remote management, and
Workstation Imaging enabling files as designated by you, the administrator.

The Desktop Management Agent includes functionality for login and authentication, packaging,
sending, and receiving XML requests over HTTP or HTTPS.

2.2 Getting Ready to Use the Desktop
Management Agent

This section includes information you need to know if you plan to deploy the Desktop Management
Agent in your network environment:

¢ Section 2.2.1, “Desktop Management Agent Installation Considerations,” on page 40

¢ Section 2.2.2, “Upgrading the Desktop Management Agent,” on page 40

¢ Section 2.2.3, “Modifying the Desktop Management Agent Login,” on page 40

¢ Section 2.2.4, “Using the ZENworks Agent Control Panel Applet To Modify Agent Settings,”
on page 41

¢ Section 2.2.5, “Setting Up AutoAdminLogon for Windows 2000/XP,” on page 45
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2.2.1 Desktop Management Agent Installation Considerations

Make sure that the workstations where you install the Desktop Management Agent meet the
minimum requirements for hardware and installed software. For more information, see “User
Workstation Requirements” in “Preparation” in the Novell ZENworks 7 Desktop Management
Installation Guide.

The Desktop Management Agent installation lets you install various Desktop Management
components on a one-time basis; that is, if you want to add or delete any of the components installed
by the Agent in an earlier installation, you can use the Modify option that is available in the
maintenance dialog box of the Desktop Management Agent setup.

2.2.2 Upgrading the Desktop Management Agent

The version of the Desktop Management Agent that shipped with the original ZENworks for
Desktops 4 Program CD (setup . exe) is no longer supported. You must not attempt to upgrade
from that version of the Desktop Management Agent.

You can upgrade the ZENworks for Desktops 4.0.1 Desktop Management Agent (and its
functionality) and the ZENworks 6.5 Desktop Management Agent by installing the ZENworks 7
Desktop Management Agent.

Installing version 7 of the agent uninstalls older versions of the agent and enables ZENworks 7
functionality on your managed workstations.

For more information, see “Upgrading Workstations” in “Upgrade” in the Novell ZENworks 7
Desktop Management Installation Guide.

2.2.3 Modifying the Desktop Management Agent Login

If you want to modify the Desktop Management Agent for your network users, you can do so when
you create the Desktop Management Agent installation for the workstations and after you import the
workstations. This section includes information for both options:

+ “Modifying the Login Dialog” on page 40
¢ “Creating Custom Bitmaps for the Graphical Interface” on page 40

Modifying the Login Dialog

If the Novell Client is not present on the installing workstation when you are installing the Desktop
Management Agent, the installation program displays the Workstation Manager Settings dialog box.
This dialog box can be customized. For more information about the customization options, see
“Customizing the Agent Login” in “Setting Up Authentication” in the Novell ZENworks 7 Desktop
Management Installation Guide.

Creating Custom Bitmaps for the Graphical Interface

If you deploy the Desktop Management Agent in your network environment, you can customize the
login GINA (that is, the graphical interface used for authentication) and the Welcome dialog box
with your own company identity. To replace the Novell bitmaps on the Desktop Management Agent
Login dialog box or the Resident Workstation Welcome dialog box, use the Workstation Policy
Package > Desktop Management Agent policy. For more information, see Section 15.12,
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“ZENworks Desktop Management Agent Policy (Workstation Package),” on page 213. The
workstation must be imported into the eDirectory tree in order for these dialog boxes to access the
customized bitmaps. When you change the bitmaps that are accessed through this policy, the new
graphics are accessed when the scheduled system event occurs. The Login dialog box bitmap is sized
at 390 x 75 pixels and the Welcome dialog box bitmap is sized at 320 x 195 pixels. The Welcome
dialog box attribute is stored in the following registry key:

HKEY LOCAL MACHINE \SOFTWARE\Novell\NWGINA
The Login dialog box attribute is stored in the following registry key:

HKEY LOCAL MACHINE\SOFTWARE\Novell\LgnXtier

NOTE: You can also log in from the Application Explorer in the Windows system tray. The
graphical interface of this login GINA cannot be customized. For more information, see “Logging in
Locally to the Workstation” on page 76.

2.2.4 Using the ZENworks Agent Control Panel Applet To
Modify Agent Settings

When the ZENworks Management Agent is installed on user workstations, a specialized Windows
Control Panel applet, ZENworks Agent Options, is also installed.

Figure 2-1 The ZENworks Agent Options Applet in the Windows Control Panel
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This applet provides an interface for advanced users to perform the following tasks:

¢ View the Middle Tier IP address they use (if any) for access to ZENworks files
¢ Change the eDirectory password

+ Enable or disable various Workstation Manager settings

When the user double-clicks the ZENworks Agent Options icon in the Control Panel, the ZENworks
Agent Options dialog box is displayed:
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Figure 2-2 ZENworks Agent Options Dialog Box
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The dialog box lists the following information:

*

The eDirectory username and context of the individual logged into this workstation

The IP address or DNS name of the Middle Tier Server that this workstation uses for access
through the firewall

*

*

The Windows username of the individual logged into this workstation

*

The Windows domain name to which this workstation belongs

The Change Password button and Settings button open dialog boxes where agent options can be
configured.

¢ “Change Password Dialog Box” on page 42
+ “Workstation Manager Dialog Box™ on page 43

Change Password Dialog Box

The Change Password dialog box lists the eDirectory username and the Windows username of the
individual who is logged in to this workstation, and includes fields where the user can change his or
her password.
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Figure 2-3 Change Password Dialog Box
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The following fields in the dialog box accept user input:

Old Password: Users type their current password (Windows or eDirectory) in this field.
New Password: Users type their newly chosen password in this field.

Confirm Password: Users retype the new password in this field to confirm their choice.

The Change eDirectory Password check box lets the user choose whether to synchronize the
eDirectory password with the newly chosen local workstation password.

The Change Windows Password check box lets the user choose whether to synchronize the local
workstation password with the newly chosen eDirectory password.

The note in the dialog box indicates that if the user wants the same password for both eDirectory and
Windows (indicated by selecting both check boxes), the current (or “old”’) passwords for eDirectory
and Windows must already be the same (that is, they use the identical password to authenticate both
locally and to eDirectory).

Workstation Manager Dialog Box

When the user clicks Settings in the ZENworks Agent Options dialog box, the Workstation Manager
dialog box displays.
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Figure 2-4 Workstation Manager Dialog Box
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The user can configure the following settings in this dialog box:

Enable Workstation Manager: The user selects this check box to enable Workstation Manager at
the next reboot.

Tree: The user specifies the name of an eDirectory tree to designate the network location where
ZENworks should search for Workstation Manager policies.

Refresh Rate (Minutes): The user specifies a value (in minutes) to set the refresh rate for
eDirectory. The rate determines how often the agent looks for updated information (such as new or
edited policies) in eDirectory.

Enable Volatile User Caching: The user selects this check box to enable the caching of volatile
user information on the workstation for a specified number of days, so that volatile users are not
created or removed at every login or logout. When this option is selected, volatile users can log in
faster because NWGINA does not spend cycles re-creating the user desktop.

The Dynamic Local User (DLU) policy settings configure users created on Windows NT/2000/XP
workstations after they have authenticated to eDirectory.

The cache makes it possible for a user to continue using the workstation even when the workstation
is disconnected from the network and the user is not a registered user on the workstation.

This setting is also available in the Desktop Management Agent Policy. Because both the policy and
the applet write to the same registry location, the last setting made (either in the policy or in this
dialog box of the applet) before the cache flushes is the setting that takes effect.

For more information, see Section 15.12, “ZENworks Desktop Management Agent Policy
(Workstation Package),” on page 213.

Days to Cache: (Conditional) This option is available only if the Enable Volatile User Caching
check box is selected. Users specify the number of days for volatile user information to persist in the
workstation’s cache. When the time limit expires, all volatile user information is removed from the
workstation. If the user has not logged in within the specified time period, the countdown begins
again according to the number of days specified here.
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Enable Login Events: Selecting this check box enables Workstation Manager to notify its policies
about eDirectory logins occurring after the initial Windows login. (Usually, Workstation Manager
notifies its policies of user login only at initial Windows login, so if the user logs into eDirectory
later, policies are not applied.)

Activating this setting lets a user in a VPN environment initially log in locally to his or her
workstation; then, when that user's VPN is up and running, he or she can log into eDirectory and
their policies are applied.

By default, this check box is not selected (off), which means that the Workstation Manager service
applies policies only if the user initially logs into eDirectory.

NOTE: This option was added to the dialog box starting with ZENworks 7 Desktop Management
Agent with Support Pack 1.

2.2.5 Setting Up AutoAdminLogon for Windows 2000/XP

You can automate the logon process for selected Windows 2000/XP users by using the Windows
Registry Editor (regedit.exe) to enter user ID and password credentials in the Registry
database. The result for the user is immediate access to the desktop and network resources without
the need to pause to enter logon information.

NOTE: You can bypass the AutoAdminLogon process and log on as a different user by holding
down the Shift key after a logout or after a workstation reboot.

Using AutoAdminLogon opens your network to a serious security risk. It exposes user IDs and
passwords and it lets any user who starts the workstation use the embedded credentials to obtain
access to the workstation and network files—even if the workstation is locked. We recommend that
you review the Microsoft* recommendations regarding when to use AutoAdminLogon before you
implement it. For more information, see TID 10052847 (http://www.novell.com/support/
search.do?cmd=displayKC&docType=kc&externalld=10052847 &sliceld=&dialoglD=24441333&s
tateld=0%200%2024443463) at the Novell Support Web site (http://support.novell.com).

IMPORTANT: If you install the Novell Client 4.9 SP1a for Windows 2000/XP on a workstation
that already has the Desktop Management Agent installed and then set up AutoAdminLogon, you
receive a login error because of a conflict between AutoAdminLogon and Novell Modular
Authentication Services (NMAS™), installed by default by Novell Client 4.9 SP1a.

To work around the problem after the Client is installed, right-click the red N icon in the desktop
system tray > click Novell Client Properties > Advanced Login > deselect NMAS Authentication.

This section contains the following information:

¢ “General Procedure for Setting Up AutoAdminLogon” on page 45
+ “AutoAdminLogon Options” on page 46
¢ “Changing Passwords in NetWare Login with AutoAdminLogon” on page 51

General Procedure for Setting Up AutoAdminLogon

1 Start the Registry Editor (regedit.exe).
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WARNING: Using the Registry Editor incorrectly can cause serious, system-wide problems
that might require reinstalling Windows 2000/XP to correct them.

Locate the specified Registry keys and set the values as indicated.

If a value does not exist, click Edit > New > String Value, type the name of the value, then press
Enter. All the values should be string values except for AutoAdminQueryNDS, which must be
a DWORD value instead of a string value.

IMPORTANT: For a Windows logon only, if no DefaultPassword string is specified, the value
of the AutoAdminLogon key automatically changes from 1 (True) to 0 (False), disabling the
AutoAdminLogon feature after the first autoadminlogon session has occurred.

3 Exit the Registry Editor and log out of Windows 2000/XP.

AutoAdminLogon Options

This section lists the options you can choose from when you set up AutoAdminLogon.

*

*

“Logon to Workstation Only: Client Only, Agent Only, or Both Client and Agent Installed” on
page 46

“Logon to Workstation and eDirectory: Client Only, or Both Client and Agent Installed” on
page 47

“Logon to Workstation and eDirectory: Agent Only Installed” on page 48

“Login to NetWare Only Using Dynamic Local User (DLU) for Windows: Client Only, or Both
Client and Agent Installed” on page 49

“Logon to NetWare Only Using Dynamic Local User (DLU) for Windows: Agent Only
Installed” on page 49

“Logon to Windows and Query for NetWare: Client Only Installed” on page 50

In addition to these options for setting up AutoAdminLogon, you can also disable it. For more
information, see “Disable AutoAdminLogon” on page 51. You should also be careful to use these
options only for setting up user names and passwords if you want AutoAdminLogon to work
properly. Be careful to caution users against resetting their own passwords. For more information,
see “Changing Passwords in NetWare Login with AutoAdminLogon” on page 51.

Logon to Workstation Only: Client Only, Agent Only, or Both Client and Agent Installed

Use this option to allow users to go directly to the desktop when the workstation boots. Users are not
authenticated to eDirectory. The effect is similar to the user authenticating by checking the
Workstation Only check box in the Windows logon dialog box.
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Table 2-1 Settings for Using AutoAdminLogon: Logging on to the Workstation Only

Registry Key String Name Enter This Value

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ AutoAdminLogon 1
WindowsNT\CurrentVersion\Winlogon
DefaultDomain Name of Domain
or
Name of Local Workstation

DefaultUserName Windows User Name

DefaultPassword Windows Password for the
DefaultUserName specified
above

HKEY_LOCAL_MACHINE\SOFTWARE\Novell\ AutoAdminLogon 0
Login

Logon to Workstation and eDirectory: Client Only, or Both Client and Agent Installed

Use this option to allow users to go directly to the desktop upon workstation bootup. No login
prompts for Windows authentication or eDirectory authentication (Client or Agent) are displayed.
Users are authenticated to eDirectory and to the Windows workstation. All Desktop Management
policies and applications are delivered to the workstation.

Table 2-2 Settings for using AutoAdminLogon: Logging in to the Workstation and eDirectory with the Novell Client
Only Installed or with the Novell Client and ZENworks Agent Installed

Registry Key String Name Enter This Value
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\ AutoAdminLogon 1
WindowsNT\CurrentVersion\Winlogon
DefaultDomain Name of Domain
or

Name of Local Workstation

DefaultUserName Windows User Name

DefaultPassword Windows Password for the
DefaultUserName specified
above
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Registry Key String Name Enter This Value

HKEY_LOCAL_MACHINE\SOFTWARE\Novell\ AutoAdminLogon 1

Login
DefaultLocationProfile Name of the Location

Profile that contains the
information about the Novell
User to log in to the
NetWare network such as
Username, Tree, Context,
Server, etc.

DefaultPassword Novell Password for the
DefaultUserName specified
in the Location Profile

Location profiles let you save a user's specific login information. The profile automatically sets up
login information such as the user's name, server, tree, context, login script, and other applicable
information so that the user does not need to type this information.

NOTE: The NT Credential information in the Location Profile is not used. The NT user information
in the registry is used instead.

Logon to Workstation and eDirectory: Agent Only Installed

Use this option to allow users to go directly to the desktop upon workstation bootup. No login
prompts for Windows authentication or eDirectory authentication are displayed. Users are
authenticated to eDirectory and to the Windows workstation. All Desktop Management policies and
applications are delivered to the workstation.

Table 2-3 Settings for using AutoAdminLogon: Logging in to the Workstation and eDirectory with the ZENworks
Agent Only Installed

Registry Key String Name Enter This Value

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\ AutoAdminLogon 1
WindowsNT\CurrentVersion\Winlogon
DefaultDomain Name of Domain
or
Name of Local Workstation

DefaultUserName Windows User Name

DefaultPassword  Windows Password for the
DefaultUserName specified
above
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Registry Key String Name Enter This Value

HKEY_LOCAL_MACHINE\SOFTWARE\Novell\ AutoAdminLogon 1

Login DefaultUserName The fully-distinguished name
(DN) or the common name
(CN) portion of the DN that the
Novell User uses to log in to
eDirectory. Example: bjones or
bjones.sales.novell

DefaultPassword  Novell Password for the
DefaultUserName specified in
the DefaultUserName string.

Login to NetWare Only Using Dynamic Local User (DLU) for Windows: Client Only, or Both
Client and Agent Installed

Use this option to allow users to go directly to the desktop upon workstation bootup. Users are
authenticated to eDirectory according to the credentials entered in the registry, but they are
authenticated to the Windows workstation according to the configuration of the DLU policy (no
credentials for Windows are entered in the registry).

Table 2-4 Settings for using AutoAdminLogon: Logging in to NetWare Using DLU, Client Only or Both Client and
Agent Installed

Registry Key String Name Enter This Value

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ AutoAdminLogon 0
WindowsNT\CurrentVersion\Winlogon

HKEY_LOCAL_MACHINE\SOFTWARE\Novell\ AutoAdminLogon 1

Login DefaultLocationProfile Name of the Location
Profile that contains the
information about the Novell
User to log in to the
NetWare network, such as
Username, Tree, Context,
Server.

DefaultPassword Novell Password for the
DefaultUserName specified
in the Location Profile

Location profiles allow you to save a user's specific login information. The profile automatically
sets up login information such as the user's name, server, tree, context, login script, and other
applicable information so that the user does not need to type this information. In this case, the
location profile must specify an eDirectory user with Dynamic Local User (DLU) privileges on the
Windows 2000 workstation.

Logon to NetWare Only Using Dynamic Local User (DLU) for Windows: Agent Only
Installed

Use this option to allow users to go directly to the desktop upon workstation bootup. Users are
authenticated to eDirectory according to the credentials entered in the registry, but they are
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authenticated to the Windows workstation according to the configuration of the DLU policy (no
credentials for Windows are entered in the registry).

Table 2-5 Settings for using AutoAdminLogon: Logging in to NetWare Using DLU, Agent Only Installed

Registry Key String Name Enter This Value

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ AutoAdminLogon 0
WindowsNT\CurrentVersion\Winlogon

HKEY_LOCAL_MACHINE\SOFTWARE\Novell\ AutoAdminLogon 1

Login DefaultUserName The fully-distinguished name
(DN) or the common name
(CN) portion of the DN that the
Novell User uses to log in to
eDirectory. Example: bjones or
bjones.sales.novell

DefaultPassword  Novell Password for the
DefaultUserName specified in
the DefaultUserName string.

Logon to Windows and Query for NetWare: Client Only Installed

The following settings are applicable only if the workstation has only the Novell Client installed.
They are not applicable if only the Desktop Management Agent is installed.

This option authenticates the user to the Windows workstation according to the credentials entered
in the registry, but the login to NetWare requires the user to enter his or her eDirectory credentials.

Table 2-6 Settings for using AutoAdminLogon: Logging on to Windows, Client Only Installed

Registry Key String Name Enter This Value
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ AutoAdminLogon 1
WindowsNT\CurrentVersion\Winlogon
DefaultDomain Name of Domain
or or
Local Name of Local Workstation
WorkstationName
DefaultUserName Windows User Name
DefaultPassword Windows Password for the
DefaultUserName specified
above
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Registry Key String Name Enter This Value

HKEY_LOCAL_MACHINE\SOFTWARE\Novell\ AutoAdminLogon 0

Login
AutoAdminQueryNDS 1

IMPORTANT:

AutoAdminQueryNDS must
be a DWORD value instead
of a string value.

Disable AutoAdminLogon

This is the behavior setting for logon to the Windows workstation and to eDirectory. The user is
prompted for Windows workstation credentials and eDirectory credentials in order to authenticate.

Table 2-7 Settings for using AutoAdminLogon: Disabling for Logon

Registry Key String Name Enter This Value

HKEY_LOCAL_MACHINE\SOFTWARE\Micr AutoAdminLogon 0
osoft\
WindowsNT\CurrentVersion\Winlogon

HKEY_LOCAL_MACHINE\SOFTWARE\Nove AutoAdminLogon 0
I\ Login

Changing Passwords in NetWare Login with AutoAdminLogon

Novell Client Precautions

If AutoAdminLogon is enabled, be careful when running the NetWare Login utility from the icon in
the NetWare (Common) group. When run as a standalone utility from the icon, NetWare Login does
not recognize that the workstation is running AutoAdminLogon.

If the primary connection's password expires when running NetWare Login from the icon, the user is
given the chance to synchronize all NetWare and Windows passwords. Make sure that users do not
synchronize the Windows password, because NetWare Login does not update the Registry setting
for AutoAdminLogon.

Desktop Management Agent Precautions

Although you can change the login password for the Desktop Management Agent using an applet in
the Windows Control Panel, doing so doesn't affect the password setting in the Windows registry. If
you change the password using the applet but you don't change it in the registry, AutoAdminLogon
settings fail.

For information about changing the password with the applet, see Section 2.2.4, “Using the
ZENworks Agent Control Panel Applet To Modify Agent Settings,” on page 41.

Understanding the Desktop Management Agent
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Understanding the ZENworks
Middle Tier Server and the
Desktop Management Server

This section contains information you can use to help you gain a high-level understanding of the role
of the Novell® ZENworks® 7 Middle Tier Server and the Desktop Management Server and how to
prepare to use them.

¢ Section 3.1, “What Is the ZENworks Middle Tier Server?,” on page 53

¢ Section 3.2, “Getting Ready to Use the ZENworks Middle Tier Server,” on page 53
¢ Section 3.3, “What Is the Desktop Management Server?,” on page 65

¢ Section 3.4, “Getting Ready to Use the Desktop Management Server,” on page 66

3.1 What Is the ZENworks Middle Tier Server?

The ZENworks Middle Tier Server is installed on a Windows server, a NetWare® server, or a Linux
where a Web server (that is, Windows IIS on a Windows server or the Apache Web server on a
NetWare server, OES Linux server, or a SLES 9 SP1 server) is already installed. The modules of the
Middle Tier Server plug in to the Web server software and act as a Web service. The Middle Tier
Server allows access to Novell eDirectory™ and the Windows file system (if running on a Windows
server), the NetWare file system (if running on a NetWare server), or the Linux file system (if
running on a SLES 9.x, SLES 10 (only on ZENworks 7 with SP1), or OES Linux server) for the
users and workstations inside or outside the firewall.

Using ZENworks Desktop Management through the Desktop Management Agent and the Middle
Tier Server, users can access their applications and policies through a Web server interface. For
diagrams showing how the Middle Tier Server works, see Chapter 5, “Process Flow in ZENworks
Desktop Management,” on page 73.

3.2 Getting Ready to Use the ZENworks Middle
Tier Server

The ZENworks Middle Tier Server can be installed on NetWare 6, NetWare 6.5, Windows 2000
servers, Windows Server 2003, SLES 9.x, SLES 10 (only on ZENworks 7 with SP1), or OES Linux
platforms. The following sections provide details on where to find additional information about the
prerequisites, installation steps, and configuration for the Middle Tier Server:

¢ “Preparing for the Middle Tier Server” on page 54

+ “Installing ZENworks Middle Tier Server” on page 54

¢ “Configuring the ZENworks Middle Tier Server with NSAdmin™ on page 54
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3.2.1 Preparing for the Middle Tier Server

It is important that you understand the procedure for preparing to install the Middle Tier Server. We
recommend that you review the following documentation:

¢ “Platform Support for the Desktop Management Infrastructure” in “Overview” in the Novell
ZENworks 7 Desktop Management Installation Guide.

¢ “Prerequisites for the Workstation Running the Installation” in “Preparation” in the Novel/
ZENworks 7 Desktop Management Installation Guide.

+ “ZENworks Middle Tier Server Limitations” in “Preparation” in the Novell ZENworks 7
Desktop Management Installation Guide.

This documentation includes information that details the limitations of the ZENworks Middle Tier
Server, hardware and software requirements, and other installation prerequisites.

If you plan to install the ZENworks Middle Tier Server on a SLES 9.x server, a SLES 10 server
(only on ZENworks 7 with SP1), or OES Linux server, see “Preparing a Linux Server for ZENworks
Functions” in “Preparation” in the Novell ZENworks 7 Desktop Management Installation Guide.

3.2.2 Installing ZENworks Middle Tier Server

The procedure you should use for installing ZENworks Middle Tier Server software on a Windows
or NetWare server is detailed in “Installing the ZENworks Middle Tier Server” and “Installing the
Desktop Management Server and the Middle Tier Server on the Same Machine” in “Windows-
Based Installation” in the Novell ZENworks 7 Desktop Management Installation Guide.

The options you can use for installing ZENworks Middle Tier Server software on a SLES 9.x, SLES
10 (used for ZENworks 7 with SP1 only), or OES Linux server are detailed in “Installing ZENworks
Desktop Management Services on Linux” in the Novell ZENworks 7 Desktop Management
Installation Guide.

3.2.3 Configuring the ZENworks Middle Tier Server with
NSAdmin

When the ZENworks Middle Tier Server software is installed, it creates new registry entries on the
machine where it is installed. If you want to edit or configure the configuration parameters, you can
edit the registry of the NetWare or Windows server where the ZENworks Middle Tier server is
installed, or you can use the NSAdmin utility to change the configuration.

IMPORTANT: Use caution when changing NetWare registry settings. Some NetWare registry
entries should be changed only under direction from Novell. Changing the entries could adversely
affect the Middle Tier Server, NetStorage, ZENworks Desktop Management, and your NetWare
server.

You can invoke the interface of the NSAdmin utility by opening Internet Explorer and entering the
NSAdmin URL in the Address box. For example:

http://ip_address or dns_name/oneNet/nsadmin

It is necessary for users accessing this utility to have the appropriate rights for access. These rights
are normally configured when the Middle Tier Server is installed. For more information, see
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“Required Rights for NSAdmin Access” in the Novell ZENworks 7 Desktop Management
Installation Guide.

IMPORTANT: Do not use a browser other than Internet Explorer (for example, Mozilla Firefox) to
run the NSAdmin utility. Other browsers cannot run NSAdmin successfully.

It is not necessary to restart Tomcat or Apache or any other service in order for the changes made in
NSAdmin to take effect.

If you are running the server on a port number other than port 80, use the following syntax to run the
utility:
http://ip_address or dns_name:port/oneNet/nsadmin

If you run the server on a port number other than port 80, make sure that when you install the
Desktop Management Agent, you configure the IP address for the Middle Tier Server accordingly.

The NSAdmin Web page displays a list of links in the left column that are used to access the various
pages for editing and viewing Middle Tier Server configuration information in the registry.
Descriptions and information for each NSAdmin page are described in the following sections.

¢ “General (Xtier 2.6.2 Installation)” on page 55

¢ “General (Xtier 3.1.x Installation)” on page 57

+ “Authentication Domains (Xtier 2.6.2 installation)” on page 60

¢ “Authentication Domains (Xtier 3.1x Installation)” on page 61

+ “WebDav Provider” on page 62

¢ “iFolder Storage Provider” on page 63

+ “NetWare Storage Provider” on page 63

¢ “Current Sessions” on page 63

+ “Resource Usage” on page 63

* “Statistics” on page 64

IMPORTANT: The appearance and functionality of the NSAdmin Authenication Domains page
varies according to the version of the ZENworks Middle Tier Server you install.

+» ZENworks 7 Middle Tier Server installed on NetWare and Windows servers uses Xtier 2.6.2
(see “Authentication Domains (Xtier 2.6.2 installation)” on page 60)

¢ ZENworks 7 Middle Tier Server installed on Linux servers uses Xtier 3.1 (see “Authentication
Domains (Xtier 3.1x Installation)” on page 61)

» ZENworks 7 Middle Tier Server with SP1 installed on NetWare, Windows, or Linux servers
uses Xtier 3.1.4 (see “Authentication Domains (Xtier 3.1x Installation)” on page 61)

Please consult the appropriate documentation to understand the differences between these versions
of the Middle Tier.

General (Xtier 2.6.2 Installation)

The General page of the NSAdmin utility is the default display.
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Figure 3-1 The General Page of the NSAdmin Utility
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This page lets you view or edit the following configuration settings:

Proxy Username and Proxy Password: This is the admin username and password that you entered
when you installed your Middle Tier Server. If you want the Middle Tier Server to use a different
username and password for administrator access, enter it in the fields provided.

If you click the Set Defaults button, the value is set to whatever value appears in the Default Value
column. If there is no value in the Default Value column, the value is set to blank (no value).

Location: This is the registered location you want users to enter as part of the Middle Tier Server
URL to access the ZENworks Middle Tier Server. The default is oneNet.

If you change this registry setting on a ZENworks Middle Tier Server installed on NetWare, you
must also edit a configuration file for the change to take effect. Edit the
sys:\netstorage\xsrv.conf file and change the /oneNet setting in the Location section
(first section) to the same setting you specified in NSAdmin.

Certificate Name: Netldentity is the default certificate name. It is created automatically during the
Middle Tier Server installation. If you purchased a certificate that you want to use or if you just want
to use a different certificate, enter the certificate name in this field.

Any certificates used by the Middle Tier Server should reside in the same eDirectory context.

Session Timeout: This is the amount of time in seconds that the session will remain idle before it is
terminated. If there is no Middle Tier Server activity for this amount of time, the user is required to
log in again to the Middle Tier Server before being allowed file access.

Janitor Interval: This setting should not be changed except under direction from Novell.

Persistent Cookies: The Persistent Cookies setting can be turned on or off. With the value set to 0,
Persistent Cookies is turned off. Persistent Cookies is turned on (the default) if there is no value or if
the value is set to anything other than 0.
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With Persistent Cookies turned off, the NetStorage or ZENworks Desktop Management session
ends when the user closes the current browser or Web folder. Also, if the user has a current instance
of ZENworks Desktop Management or NetStorage up in a browser window or Web folder and starts
up a new browser instance or Web folder, the user is required to reauthenticate.

Turning off Persistent Cookies can be beneficial if you have workstations that are shared because as
long as the browser instance is closed down, the next user of the workstation cannot accidentally or
intentionally obtain access to your network through ZENworks Desktop Management or
NetStorage.

Leaving Persistent Cookies turned on can be beneficial if your workstations are not shared because
it prevents users from having to unnecessarily re-authenticate.

If the user selects the Logout option in NetStorage or ZENworks Desktop Management, the session
ends regardless of whether Persistent Cookies is turned on or off.

LDAP Port: Lets you change the LDAP port number if there is a conflict between Active
Directory* and eDirectory for LDAP requests.

This conflict exists because the back end server is acting as a domain controller, which has Active
Directory installed on it. The conflict is created by both eDirectory and Active Directory attempting
to use the same default port (the default port number is 389). Active Directory normally wins the
conflict. The Proxy User object type exists in eDirectory but not in Active Directory. Because of
this, when the Middle Tier Server tries to bind as a Proxy User, the bind attempt fails. This is also the
reason LDAP lookups fail.

General (Xtier 3.1.x Installation)

If you install the ZENworks 7 Middle Tier Server on a SLES 9.x server or on an OES Linux server,
or if you install the ZENworks 7 with SP1 Middle Tier Server, the underlying Xtier kernel, version
3.1x (versus the Xtier version 2.6.2 installed with ZENworks 7 for Middle Tier installations on
Windows and NetWare) displays a General page that looks like this:
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Figure 3-2 The General Page of the NSAdmin Utility When Xtier 3.1x Is Installed
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This page lets you view or edit the following configuration settings:

Proxy Username and Proxy Password: This is the admin username and password that you entered
when you installed your Middle Tier Server. If you want the Middle Tier Server to use a different
username and password for administrator access, enter it in the fields provided.

If you click the Set Defaults button, the value is set to whatever value appears in the Default Value
column. If there is no value in the Default Value column, the value is set to blank (no value).

Location: This is the registered location you want users to enter as part of the Middle Tier Server
URL to access the ZENworks Middle Tier Server. The default is oneNet.

If you change this registry setting on a ZENworks Middle Tier Server installed on NetWare, you
must also edit a configuration file for the change to take effect. Edit the
sys:\netstorage\xsrv.conf file and change the /oneNet setting in the Location section
(first section) to the same setting you specified in NSAdmin.

Certificate Name: Netldentity is the default certificate name. It is created automatically during the
Middle Tier Server installation. If you purchased a certificate that you want to use or if you just want
to use a different certificate, enter the certificate name in this field.

Any certificates used by the Middle Tier Server should reside in the same eDirectory context.

Session Timeout: This is the amount of time in seconds that the session will remain idle before it is
terminated. If there is no Middle Tier Server activity for this amount of time, the user is required to
log in again to the Middle Tier Server before being allowed file access.

Janitor Interval: This setting should not be changed except under direction from Novell.

Persistent Cookies: The Persistent Cookies setting can be turned on or off. With the value set to 0,
Persistent Cookies is turned off. Persistent Cookies is turned on (the default) if there is no value or if
the value is set to anything other than 0.
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With Persistent Cookies turned off, the NetStorage or ZENworks Desktop Management session
ends when the user closes the current browser or Web folder. Also, if the user has a current instance
of ZENworks Desktop Management or NetStorage up in a browser window or Web folder and starts
up a new browser instance or Web folder, the user is required to reauthenticate.

Turning off Persistent Cookies can be beneficial if you have workstations that are shared because as
long as the browser instance is closed down, the next user of the workstation cannot accidentally or
intentionally obtain access to your network through ZENworks Desktop Management or
NetStorage.

Leaving Persistent Cookies turned on can be beneficial if your workstations are not shared because
it prevents users from having to unnecessarily re-authenticate.

If the user selects the Logout option in NetStorage or ZENworks Desktop Management, the session
ends regardless of whether Persistent Cookies is turned on or off.

LDAP Port: Lets you change the LDAP port number if there is a conflict between Active
Directory* and eDirectory for LDAP requests.

This conflict exists because the back end server is acting as a domain controller, which has Active
Directory installed on it. The conflict is created by both eDirectory and Active Directory attempting
to use the same default port (the default port number is 389). Active Directory normally wins the
conflict. The Proxy User object type exists in eDirectory but not in Active Directory. Because of
this, when the Middle Tier Server tries to bind as a Proxy User, the bind attempt fails. This is also the
reason LDAP lookups fail.

Cookieless: Cookieless authentication is needed for some clients that use versions of WebDav that
don't support cookies. For example, Apple clients use a WebDav version that does not support
cookies. The setting is used by NetStorage.

The Cookieless option can be turned either on or off. With the value set to 0, Cookieless
authentication is turned off (the default). Cookieless authentication can be turned on by setting the
value to 1.

ClosestEDirServerDN: If used, this option requires the distinguished name of the closest
eDirectory server where needed applications distributed by ZENworks Desktop Management might
reside. The default value is MyServer.MyOrg.

This field works in conjunction with "Site Lists" defined for Application objects in ZENworks
Desktop Management. When the user has logged on through a Middle Tier Server at his or her site
and clicks on an Application icon, the Middle Tier Server determines the location of the nearest
eDirectory server where a needed application (defined in the site list) has been stored. The
application file is then distributed to the workstation and installed. For more information about Site
Lists, see Section 36.3, “Setting Up Site Lists,” on page 391 in the ZENworks 7 Desktop
Management Administration Guide.

The Site List feature is valuable when users move from one site to another and need access to
applications on his or her home server, but distribution of those applications over a WAN may be
time or cost prohibitive. When a closer eDirectory server contains the application(s) a user needs
and site lists are set up, more efficient application distribution is realized.
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Authentication Domains (Xtier 2.6.2 installation)

The Authentication Domains page lets you change or add the eDirectory server URLs and contexts
that are required by the ZENworks Middle Tier Server. If you installed the ZENworks 7 Middle Tier
Server on a Windows or NetWare server, it will look like this:

Figure 3-3 The Authentication Domains Page of the NSAdmin Utility when the Middle Tier Server s Xtier Kernel,
version 2.6.2, is Installed
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This page also lets you change the eDirectory server that is designated as the Primary. For more
information about eDirectory server URLs and contexts, see the NetStorage Administration Guide
(http://www.novell.com/documentation/lg/nw6p/index.html?page=/documentation/lg/nw6p/netstor/
data/h9izvdye.html) at http://www.novell.com/documentation/Ig/nw6p.

The following list identifies the functions of the buttons on the Authentication Domains page:
Add Domain: Lets you add another eDirectory server IP address or DNS name.
Make Primary: Makes the eDirectory server URL listed above the button the Primary.

Remove Domain: Removes the eDirectory server URL from the list of URLs used by the Middle
Tier Server.

Remove Context: Removes the context (if there is one) from the eDirectory server URL.
Add Context: Lets you add a context to the eDirectory server URL.

Add Host: Lets you list additional hosts for an Authentication Domain. Clicking the Add Hosts
button lets you create a list of alternative hosts for the domain.

If the ZENworks Middle Tier Server cannot reach the host specified in the domain, it searches the
Other Hosts list specified in the value field to find another server to use for authentication.

Enter DNS names or IP addresses of alternate servers separated by a comma delimiter in the Value
field. For example, you could enter a string similar to the following:

60 Novell ZENworks 7 Desktop Management Administration Guide


http://www.novell.com/documentation/lg/nw6p/index.html?page=/documentation/lg/nw6p/netstor/data/h9izvdye.html
http://www.novell.com/documentation/lg/nw6p/index.html?page=/documentation/lg/nw6p/netstor/data/h9izvdye.html
http://www.novell.com/documentation/lg/nw6p/index.html?page=/documentation/lg/nw6p/netstor/data/h9izvdye.html

Zenmaster.provo.novell.com,Zenmaster1.provo.novell.com
or

137.65.67.150,137.65.67.152

Authentication Domains (Xtier 3.1x Installation)

If you install the ZENworks 7 Middle Tier Server on a SLES 9.x server or on an OES Linux server,
or if you install the ZENworks 7 with SP1 Middle Tier Server, the underlying Xtier kernel, version
3.1x (versus the Xtier version 2.6.2 installed with ZENworks 7 for Middle Tier installations on
Windows and NetWare) displays an Authentication Domains page that looks like this:

Figure 3-4 Authentication Domains Page of the NSAdmin Utility when the Middle Tier Server s Xtier Kernel,
version 3.1 and later, is Installed
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The Authentication Domains page lets you change or add the eDirectory server URLs and contexts
that are required by the ZENworks Middle Tier Server.

For more information about eDirectory server URLs and contexts, see the NetStorage
Administration Guide (http://www.novell.com/documentation/Ig/nw6p/index.html?page=/
documentation/lg/nw6p/netstor/data/h9izvdye.html) at http://www.novell.com/documentation/lg/
nwop.

The following list identifies the functions of the buttons on the Authentication Domains page:
Universal Password: Select this check box if you want to enable Universal Password.

Use eMail Address Names: Select this check box if you want to enable e-mail address names. This
allows users to log in to the network through the ZENworks Middle Tier Server by using the same
syntax they might be accustomed to when sending e-mail.

Although ZENworks 7 Desktop Management does not enable e-mail or dotted name logins by
default (because of the complex process used by the Middle Tier Server to find the user and because
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of the network traffic this process might generate), both login methods can be used for
authentication when using the Desktop Management Agent.

Authentication contexts configured for the Middle Tier must not contain any embedded dots.

NOTE: In ZENworks 7 Desktop Management with SP1, this check box is still present, but is non-
functional. E-mail address name support is automatically enabled with this release.

Allow Dotted Names: Select this check box if you want to enable dotted name support. This
functionality (dotted-name support) applies for the user name only, not the user's context. The
ZENworks Middle Tier Server does not support authentication to a dotted name in the root context
of the eDirectory tree: that is, authentication contexts configured for the Middle Tier must not
contain any embedded dots. For more information, see TID 10098582 in the Novell Support
Knowledgebase (http://support.novell.com/search/kb_index.jsp).

NOTE: In ZENworks 7 Desktop Management with SP1, this check box is still present, but is non-
functional. Dotted name support is automatically enabled with this release.

Add Domain: Lets you add another eDirectory server IP address or DNS name.

Make Primary: Designates the eDirectory whose URL is displayed as the primary eDirectory
server.

Remove Domain: Removes the eDirectory server URL from the list of URLs used by the Middle
Tier Server.

Add Context: Lets you add a context to the eDirectory server URL.

Add Host: Lets you list additional hosts for an Authentication Domain. Clicking the Add Hosts
button lets you create a list of alternative hosts for the domain.

If the ZENworks Middle Tier Server cannot reach the host specified in the domain, it searches the
Other Hosts list specified in the Value field to find another server to use for authentication.

Enter DNS names or IP addresses of alternate servers separated by a comma delimiter in the Value
field. For example, you could enter a string similar to the following:

Zenmaster.provo.novell.com,Zenmaster1.provo.novell.com

or

137.65.67.150,137.65.67.152

Remove Context: Removes the context (if there is one) from the eDirectory server URL.

Change Priority: Lets you change the priority for the context to the eDirectory server URL.

WebDav Provider

This page is not used for administration of the ZENworks Middle Tier Server. Do not change the
values on this page.
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iFolder Storage Provider

This page is not used for administration of the ZENworks Middle Tier Server. Do not change the
values on this page.

NetWare Storage Provider

This page is not used for administration of the ZENworks Middle Tier Server. Do not change the
values on this page.

Current Sessions

The Current Sessions page displays a report with information on the current ZENworks Middle Tier
Server sessions. The report is in XML format and can be customized with a parser to provide

specific information.

Figure 3-5 The Current Sessions Page of the NSAdmin Utility
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Resource Usage

The Resource Usage page displays a detailed report of resource utilization (memory, etc.) for the
ZENworks Middle Tier Server. The report is in XML format and can be customized with a parser to

provide specific information.
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Figure 3-6 The Resource Usage Page of the NSAdmin Utility
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The Statistics page displays a report with information like server up time, login failures, and number
of sessions active on the ZENworks Middle Tier Server. The report is in XML format and can be
customized with a parser to provide specific information.
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Figure 3-7 The Statistics Page of the NSAdmin Utility
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3.3 What Is the Desktop Management Server?

The ZENworks Desktop Management Server lets you centrally create and manage policies and
profiles for users and workstations on a network. These policies and profiles enable you to
distribute, manage, and update applications, perform advanced inventory and remote management
functions, and automatically install operating systems on the Windows workstations in your
network.

The ZENworks Desktop Management Server can be installed on a Windows 2000/2003 server, a
NetWare 6/6.5 server, a SLES 9 SP1 server, or an OES Linux server.

The Desktop Management Server installation program installs selected components and necessary
files to the server or servers you select. These components and files are what is sometimes referred
to as the “back end” of the ZENworks Desktop Management setup. The back end also includes
eDirectory, ZENworks policy and application files, various Desktop Management services, and
designated NetWare or Windows servers that are either members of the same tree (if eDirectory is in
a NetWare environment) or members of the same Microsoft domain (if eDirectory is in a Windows
environment) where the ZENworks files are located.
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3.4 Getting Ready to Use the Desktop
Management Server
The ZENworks Desktop Management Server can be installed on NetWare 6 SP4 servers, NetWare
6.5 SP3 servers, Windows 2000 SP2 servers, Windows Server 2003 machines, SLES 9 servers, or
OES Linux servers. The following sections provide details on where to find additional information
about the prerequisites, installation steps, and configuration for the Desktop Management Server:

+ “Preinstallation Considerations” on page 66

¢ “Installing the Desktop Management Server” on page 66

+ “Configuring the Desktop Management Server” on page 67

3.4.1 Preinstallation Considerations

It is important that you understand the procedure for preparing to install the Desktop Management
Server. We recommend that you review the following documentation, which details the hardware
and software requirements and other installation prerequisites of the Desktop Management Server
installation.

+ “Platform Support for the Desktop Management Infrastructure” in “Overview” in the Novell
ZENworks 7 Desktop Management Installation Guide.

¢ “Prerequisites for the Workstation Running the Installation” in “Preparation” in the Novel/
ZENworks 7 Desktop Management Installation Guide.

¢ “Prerequisites for Installing the ZENworks Desktop Management Server” in “Preparation” in
the Novell ZENworks 7 Desktop Management Installation Guide.

¢ “Preparing a Linux Server for ZENworks Functions” in “Preparation” in the Novell ZENworks
7 Desktop Management Installation Guide.

NOTE: If the Desktop Management Server is installed on a Windows 2000/2003 server, the server
must have Microsoft Active Directory installed and it must be designated as a Primary Domain
Controller (PDC).

If the server has the Novell Client installed, the client must be set up to work over the IP protocol,
not [PX™,

If the ZENworks Middle Tier Server is installed on a Windows 2000/2003 server and it will
communicate with the Desktop Management Server installed on a Windows 2000/2003 server, both
of those servers must be members of the same Microsoft domain.

3.4.2 Installing the Desktop Management Server

The procedure you should use for installing the Desktop Management Server is detailed in
“Installing the ZENworks Desktop Management Server” and “Installing the Desktop Management
Server and the Middle Tier Server on the Same Machine” in “Windows-Based Installation” in the
Novell ZENworks 7 Desktop Management Installation Guide.

The Desktop Management Server installation program lets you install the software to multiple
servers, but because the ZENworks Middle Tier Server software installation allows for only one IP
entry, not all of the Desktop Management Servers you set up can be used.
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You can specify values in the Add Host field of the Authentication Domains page of the NSAdmin
utility to add other Desktop Management Servers to which your users can background authenticate.
If your primary Desktop Management Server goes down, these other servers are connected to the
ZENworks Middle Tier Server without losing any ZENworks functionality. For more information,
see “Authentication Domains (Xtier 2.6.2 installation)” on page 60.

The options you can use for installing ZENworks Desktop Management Server software on a SLES
9 SP1 or OES Linux server are detailed in “Installing ZENworks Desktop Management Services on
Linux” in the Novell ZENworks 7 Desktop Management Installation Guide.

3.4.3 Configuring the Desktop Management Server

The Desktop Management Server installation program installs selected . jar files to the
\consoleone directory of the server or servers you also select. These files are the ZENworks 7
Desktop Management snap-ins that you use to manage the ZENworks objects in a directory tree.

The Desktop Management snap-ins are used by ConsoleOne®, a graphical-interface management
tool that can be installed and run either on a network server you are authenticated to or to your local
workstation. ConsoleOne can view eDirectory objects of ZENworks (for example, workstation
objects, application objects, policies, database objects, and so on) in trees to which you are
authenticated.

When you manage or create a ZENworks object using ConsoleOne, you can define the path to the
server location of application files and policy files. The location of these “ZENworks files” never
changes, even though the policy or other eDirectory object that defines them might be replicated
throughout the eDirectory tree.

If you want to configure any component of ZENworks 7 Desktop Management, you need to identify
the object with which that component is associated and then make the adjustments you want.

For details about creating or configuring the components of Desktop Management, see the
appropriate section in this guide:

+ Part IV, “Workstation Management,” on page 139

¢ Part III, “Automatic Workstation Import and Removal,” on page 125

¢ Part IV, “Workstation Management,” on page 139

¢ Part V, “Application Management,” on page 235

¢ Part VI, “Workstation and Server Imaging,” on page 633

¢ Part VII, “Remote Management,” on page 823

¢ Part VIII, “Workstation Inventory,” on page 881
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Understanding the ZENworks
Multiple UNC Provider

In a Novell® ZENworks® for Desktops 4.x environment, accessing ZENworks policy and
application files on a network server from a user desktop without using the Novell Client™ or
mapped drives required the ZENworks Middle Tier Server, even if a Microsoft Client was available.

Now, in a ZENworks 7 environment, the ZENworks Multiple UNC Provider can use either the
Novell Client or the Microsoft Client (through the CIFS/SMB protocol) to increase the speed of
customer access to network policies and applications.

¢ Section 4.1, “What Is the ZENworks Multiple UNC Provider?,” on page 69

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

4.1 What Is the ZENworks Multiple UNC
Provider?

The Multiple UNC Provider (MUP) is a Windows service that assists in locating network resources
identified using the Uniform Naming Convention (UNC). MUP receives commands containing
UNC names from applications and sends the name to each registered UNC provider. When a
provider identifies a UNC name as its own, MUP automatically redirects future instances of that
name to that provider. Essentially, MUP determines which client the system must use to access the
requested UNC name and hands off requests to that client's redirector. The redirector then directs the
resource request from the workstation to the device on the network that can provide the resource.

The ZENworks Multiple UNC Provider (ZENMUP) lets workstations establish, on a per session
basis, the fastest connection available to network policies and applications based on the customer's
environment and what clients they are using. When requests for files (such as group policies,
applications, and inventory requests) come from the ZENworks Desktop Management Agent,
ZENMUP first attempts to access those files on the identified network volume by using any installed
client (calling _access on the network volume to test for existence). If this succeeds, the file system
provider registered with Windows claims this network name and native file system calls are used to
access all files on that network volume. If no file system provider knows about that network name,
the call fails and the ZENworks Middle Tier Server is used to access files on that volume. When the
successful access method is determined, that information is stored in the Windows mup . sys file
during that session. Subsequent file access to the same volume is accomplished with a lookup on
that file.

ZENMUP is automatically installed and enabled as part of the ZENworks 7 Desktop Management
Agent installation. It doesn't need to be configured and cannot be disabled.

This section contains more specific information about ZENMUP in the following subsections:

¢ Section 4.1.1, “How Does ZENMUP Work?,” on page 70
¢ Section 4.1.2, “ZENMUP Environments Overview,” on page 72
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4.1.1 How Does ZENMUP Work?

How ZENMUP works depends on the environment in which is it used, as outlined in the following
diagram:

Figure 4-1 How ZENMUP Logic is Invoked when a Network Connection is Established
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For more specific information about ZENMUP behavior in specific server environments, see the
following sections:

¢ “ZENMUP in a NetWare Server Environment” on page 70

¢ “ZENMUP in a Windows-only Environment” on page 71

¢ “ZENMUP in a Linux Server Environment™ on page 71

¢ “Other ZENMUP Considerations” on page 71

ZENMUP in a NetWare Server Environment

In a NetWare® server environment, when requests for files come from a workstation, ZENMUP first
checks to see if the Novell Client is installed on the workstation. If it is installed, and if no firewall is
present, the client uses either the NetWare Core Protocol™ (NCP™) or a CIFS/SMB connection to

access the server, depending on the network operating system where the ZENworks files are stored.

IMPORTANT: Using ZENworks 7 with versions of the Novell Client prior to 4.9 SP2, a Middle
Tier connection cannot be forced by right-clicking the Application Launcher/Explorer icon and
selecting ZENworks Middle Tier Server Login (as it could be in ZENworks 4.0.1). Upgrading to
Novell Client 4.9 SP2 allows a forced Middle Tier connection in ZENworks 7. If user logins hang,
you can remove the ZENworks Middle Tier login option using the Launcher Configuration setting.
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If ZENMUP detects that a firewall is present, all communication is done through the ZENworks
Middle Tier Server.

If no firewall is present but CIFS is running on the NetWare servers, the NetWare server attaches a -
wor _w (depending on the NetWare version) to the CIFS server name to differentiate the CIFS
protocol from the NCP protocol, thereby avoiding conflicts. If resources are stored on a Windows
server, those resources are accessed by the Microsoft Client using a CIFS/SMB connection.

If the Novell Client is not installed on the workstation, ZENMUP checks to see if there is a CIFS/
SMB connection. If there is, ZENMUP uses the CIFS/SMB connection exclusively. If there is no
CIFS/SMB connection, ZENMUP uses the ZENworks Middle Tier Server to access the files.

User support inside a firewall (using CIFS only) and continual support when outside a firewall
(using HTTP) requires that the Middle Tier Server’s host file is configured to recognize the CIFS
server name with the -w or _w.

Workstation support is limited to the Middle Tier Server. When configuring the file location, you
must specify the server’s NetBios name (NetWare machine name), thus forcing the connection to go
through the Middle Tier Server.

ZENMUP in a Windows-only Environment

In a Windows-only environment, you must use a domain controller, and each workstation must be a
member of the domain. Inside the firewall, the MS Client (CIFS) is always used for connections.
Outside the firewall, the Middle Tier Server is used. Because the CIFS/SMB protocol allows Guest
authentication to a network volume (with no file rights required for workstations that are not in a
Windows domain), all workstations in an agent-only environment must be members of a Windows
domain. This allows ZENMUP to function as designed.

ZENMUP in a Linux Server Environment

In an OES Linux server environment using NetWare-style volumes, when requests for files come
from a workstation, ZENMUP checks the preferred client protocol: if the Novell Client is installed,
and if no firewall is present, ZENMUP uses the NetWare Core Protocol™ (NCP™) to access the
Linux server; if the Desktop Management Agent is installed exclusively, ZENMUP uses a CIFS/
SMB connection to access the Linux server (if the CIFS/SMB connection fails, ZENMUP attempts
an HTTP connection). Essentially, the ZENMUP interacting with OES Linux works the same as it
does on a NetWare server (including the behavior inside and outside the firewall).

In a SLES 9x or SLES 10 server environment, Samba shares must first be set up and configured. For
more information, see “Preparing a Linux Server for ZENworks Functions” in the Novell ZENworks
7 Desktop Management Installation Guide. When this is accomplished, the ZENMUP interacting
with SLES works the same as it does on a Windows server (including the behavior inside and
outside the firewall). The exception to this is that it is not necessary to set up a domain controller nor
to make the workstations members of a domain.

Other ZENMUP Considerations

For each network name (server name or IP address), an entry is stored in the Windows mup . sys
file telling ZENMUP which connection to use. After a connection has been made, it is saved and
used for that session.
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NOTE: If your authentication environment changes (for example, if your CIFS server was down
during the first access attempt, then you subsequently start it), you must reboot the workstation to
refresh the file entries.

ZENMUP is session-based, so any connections made during a session are released when the
workstation is rebooted.

4.1.2 ZENMUP Environments Overview

For a quick overview of how ZENMUP works in different environments, see the following table:

Table 4-1 How ZENMUP Works in Different Network Environments

Environment Description

NetWare servers with workstations running If no firewall is present, either the NetWare Core Protocol

the Novell Client (NCP) is used (if accessing files on a NetWare server) or a
CIFS/SMB connection is used (if accessing files on a
Windows server).

NetWare servers running the CIFS User support inside the firewall uses CIFS.

protocol and workstations running the MS

Client and the Desktop Management If ZENMUP detects no direct file access (such as when a
Agent firewall is present), all communication is directed through

the ZENworks Middle Tier Server (HTTP).

Windows servers with workstations There must be a domain controller, and all workstations and

running the Desktop Management Agent  users must be members of the domain with the appropriate

only or the Desktop Management Agent file rights on the network share where the application and

and the MS Client. policy files are located. Inside the firewall, the MS Client
(CIFS) is always used. Outside the firewall, the ZENworks
Middle Tier Server is used to access files.

SLES 9 or SLES 10 servers with Samba shares must be set up for file access. Workstations
workstations running the Desktop must have the appropriate file rights on the network share
Management Agent only or the Desktop where the application and policy files are located. Inside the
Management Agent and the MS Client firewall, the MS Client (CIFS) is always used.

To access files on a SLES server outside the firewall,
workstations require a Windows Middle Tier Server.

OES Linux servers with workstations If no firewall is present, either the NetWare Core Protocol

running the Novell Client (NCP) is used (if using the Novell Client to access files on
an OES or NetWare server) or a CIFS/SMB connection is
used (if accessing files on a Windows or SLES server).

OES servers with workstations running the  All communication is directed through the ZENworks Middle
ZENworks Desktop Management Agent Tier Server unless Samba is configured to allow direct file
access.
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Process Flow in ZENworks
Desktop Management

This section includes information and diagrams that explain the following fundamental processes of
Novell® ZENworks® Desktop Management:

¢ Section 5.1, “Authenticating to eDirectory,” on page 73

+ Section 5.2, “Reading Attributes from eDirectory,” on page 77

¢ Section 5.3, “Accessing Policy and Application Files,” on page 77

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

5.1 Authenticating to eDirectory

Before any applications or policies can be accessed by the user, the user must log in to the network
(that is, log in to Novell eDirectory™) to verify login rights and to establish a connection to the
network servers where the user needs to be authenticated.

IMPORTANT: LDAP authentication, which is launched when users log in and access ZENworks
applications or policies, consumes two of the grace logins granted to a user when the user's
password expires. Grace logins are set in ConsoleOne on the Restrictions page (password
restrictions section) of the eDirectory User object.

For example, when eDirectory notifies a user that he or she has two grace logins left on a server, that
user actually has no grace logins and will not be able to log in until the password is reset.

If you have installed the Novell Client™, the Desktop Management Agent, and the Middle Tier
Server, there are three login scenarios:

¢ “Logging in Using the Novell Client” on page 73

¢ “Logging in Using the Desktop Management Agent” on page 74

¢ “Logging in Locally to the Workstation” on page 76

5.1.1 Logging in Using the Novell Client

When the Novell Client is used to authenticate, all communication to eDirectory and the server file
system uses the traditional Novell NCP™ protocol. The client launches as the default login GINA
(Graphical Identification and Authentication) user interface. For more information about
authenticating with the Novell Client, see “Using the Novell Client for Authentication” in the Novell
ZENworks 7 Desktop Management Installation Guide.

The process of authentication to eDirectory using the 32-bit client in this scenario is illustrated in the
following diagram:
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Figure 5-1 Authentication to eDirectory Using the 32-bit Novell Client
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Table 5-1 Steps in the eDirectory Authentication Process Using the 32-bit Novell Client

Step Explanation

@ A user with the appropriate rights enters eDirectory credentials in the login fields of Novell Client
GINA.

The Novell Client sends the authentication request to eDirectory in an NDAP/LDAP packet.

@ eDirectory confirms that the login credentials are valid and sends the authentication response
packet through NDAP/LDAP to the user workstation.

The Novell Client on the user workstation receives the response packet and confirms a
successful authentication. The network connection is established.

However, if these same workstations are taken outside of the firewall, the client continues to launch
as the default login GINA. Users can log in locally to their own Windows desktops, but they cannot
authenticate to eDirectory through the ZENworks Middle Tier Server.

If users who have both the agent and the client installed on their machines want to authenticate and
receive applications outside the firewall, they can still do so by using an alternative login method,
but their workstations can receive only application files, not Desktop Management policies. For this
reason, you should consider removing the client and installing only the agent on workstations that
are to be used mainly outside the firewall.

For more information about the alternative login method used when the client and agent are installed
together on a workstation outside the firewall, see “Logging in Locally to the Workstation” on
page 76.

5.1.2 Logging in Using the Desktop Management Agent

If you install the Desktop Management Agent and you want your users to log in to the network
through the agent, you need to understand how the Desktop Management Agent authenticates to the
network. For more information about setting up the Desktop Management Agent for authentication,
see “Using the Desktop Management Agent and the ZENworks Middle Tier Server for
Authentication” in the Novell ZENworks 7 Desktop Management Installation Guide.
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The diagram below shows the process occurring when a user authenticates to eDirectory using the
Desktop Management Agent outside the firewall. The process is similar when the user is inside the
firewall.

Figure 5-2 eDirectory Authentication Using the Desktop Management Agent Behind a Firewall
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Table 5-2 Steps of eDirectory Authentication Using the Desktop Management Agent Behind a Firewall

Step Explanation

@ A user accesses the ZENworks Management Agent and enters a user ID and password.

@ The agent collects the user credentials. Using public/private key and session key encryption
methods, the credentials are securely passed to the ZENworks Middle Tier Server (through a
corporate firewall) through HTTP or HTTPS.

NOTE: Credentials are always secured using the techniques mentioned above whether the
transport mechanism is HTTP or HTTPS.

@ The ZENworks Middle Tier Server Web service receives the credentials through the firewall,
unparses them, converts them to an NDAP/LDAP packet, and then uses NDAP/LDAP to pass
them through a port in the back-end firewall to eDirectory.

NOTE: No NetWare® licenses are consumed at the ZENworks Middle Tier Server. The licensed
connections are consumed by the Desktop Management Server.

@ eDirectory receives the NDAP/LDAP packet, confirms that the login credentials are valid, and
sends the authentication response packet through NDAP/LDAP to the ZENworks Middle Tier
Server.

@ The ZENworks Middle Tier Server encrypts the returned LDAP or NDAP packet to XML again,
then sends the XML confirmation packet over HTTP or HTTPS to the ZENworks Management
Agent.
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Step Explanation

@ The agent receives the XML packet, then unparses it and converts it to binary format, so the
user at the workstation can recognize a successful login.

When eDirectory authenticates users, they are authenticated to any server in the tree where the
system administrator has granted them rights.

The ZENworks Middle Tier Server uses LDAP/NDAP to authenticate to eDirectory because of the
search capabilities of these protocols. If you select Clear Text Passwords during the installation of
the ZENworks Middle Tier Server, the authentication request can use just the User ID (without its
context) to search the entire tree for the authenticating user. Without a clear text password, the user
must either log in using his or her fully distinguished name or you must restrict that user to an
Authentication Domain, which is a particular context in the directory.

For more information about authentication and the role of the ZENworks Middle Tier Server in
ZENworks file access, see Section 3.3, “What Is the Desktop Management Server?,” on page 65.

5.1.3 Logging in Locally to the Workstation

If users bypass the Desktop Management Agent login by logging in to the local workstation only,
they still need to authenticate to eDirectory to access their applications.

If the Application Explorer icon is displayed on the user's desktop or system tray, the user has the
option (by right-clicking the icon) to log in to the ZENworks Middle Tier Server. If the user chooses
to log in, the Novell Security Services login GINA is displayed.

Figure 5-3 The Novell Security Services Login Dialog Box
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When the user enters his or her user ID and password at the Security Services login GINA, these
credentials are given to the ZENworks Middle Tier Server, which passes them to eDirectory for
authentication. This login GINA uses the same authentication process used by the Desktop
Management Agent login GINA. For more information, see “Logging in Using the Desktop
Management Agent” on page 74.
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5.2 Reading Attributes from eDirectory

After the user is authenticated to eDirectory, Workstation Manager (or one of its helper . d11s)
follows steps similar to those used to authenticate to eDirectory in order to access objects in
eDirectory. The purpose of this second access is to read eDirectory for attributes; that is, settings that
are configured in a directory object or container and intended for applying to the workstation.

For a simplified, step-by-step description of the authentication process, see Section 5.1,
“Authenticating to eDirectory,” on page 73.

5.3 Accessing Policy and Application Files

After users are authenticated, the ZENworks Desktop Management can access the policy and
application files that you have defined for their use, making it possible for their workstations to be
configured, managed remotely, or inventoried, and the appropriate software applications pushed to
their desktops.

5.3.1 Policy Files

Policies define the capabilities or configuration of a Windows workstation. You can manage these
capabilities or configurations according to the user or workstation that is authenticated to eDirectory
and associated to the policy. For the most part, when you configure a policy for a workstation or
user, these configurations are stored in eDirectory as attributes. These attributes are read by various
.d11s in the client or agent, and pulled to the workstation at login time by the Workstation
Manager. These configurations are stored on the workstation in its registry.

Some workstation configurations, however, are not stored in eDirectory. The iPrint, Group Policies,
and Desktop Preferences policies require a defined path to files that must be accessed by the client
or Desktop Management Agent and applied to the workstation. For more information about the
policies that require file access, see Chapter 10, “Understanding Workstation Management,” on
page 141.

5.3.2 Application Files

ZENworks 7 Desktop Management lets you manage 32-bit Windows Application objects that are
associated to users or workstations. Using ConsoleOne®, you can configure numerous Application
objects and associate them to users, workstations, groups, or containers.

The Novell Application Launcher™ uses either the Novell Client or the ZENworks Middle Tier
Server to access the application files on NetWare or Windows servers so the files can be distributed,
launched, cached, or uninstalled. For more information, see Chapter 23, “Novell Application
Launcher: Managing Authentication and File System Access,” on page 289.

5.3.3 Accessing Files by Using a Client Inside the Firewall

The process of using a client inside the firewall to access policy or application files (from a path
defined in eDirectory) is illustrated in the following diagram:
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Figure 5-4 Using the Novell Client Inside a Firewall to Access Policy or Application Files
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Table 5-3 Steps in the Process for Using the Novell Client Inside a Firewall to Access Policy or Application Files

Step Explanation

@ A user with the appropriate rights enters eDirectory credentials in the login fields of Novell Client

GINA and is authenticated to eDirectory through an NDAP/LDAP connection.

For details, see Section 5.1, “Authenticating to eDirectory,” on page 73.

@ The Workstation Manager or the Application Launcher installed on the workstation determines
the need to access files and sends a request from the Novell Client to eDirectory in an NCP or

CIFS packet.

@ The files are sent to the workstation through an NCP or CIFS packet.

5.3.4 Accessing Files by Using the Desktop Management

Agent Outside the Firewall

The process of using the Desktop Management Agent outside the firewall to access policy or
application files (from a path defined in eDirectory) is illustrated in the following diagram:
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Figure 5-5 The Process of Using the Desktop Management Agent to Access Policy or Application Files Outside a
Firewall
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Table 5-4 Steps in the Process of Using the Desktop Management Agent to Access Policy or Application Files Outside
a Firewall

Step Explanation

@ A user with the appropriate rights enters eDirectory credentials in the login fields of the Novell
Client GINA or the Microsoft Client GINA and is authenticated to eDirectory through an NDAP/
LDAP connection.

For details, see Section 5.1, “Authenticating to eDirectory,” on page 73.

@ The Workstation Manager (or one of its helper .dlls) or the Application Launcher installed on the
workstation determines the need to access files and sends a request to the ZENworks Middle
Tier Server in an XML packet, using the HTTP or HTTPS protocol to pass it through a designated
port in the corporate firewall to the ZENworks Middle Tier Server.

©

The ZENworks Middle Tier Server Web service receives the request, unparses it, converts it to
an NDAP/LDAP packet, and then uses NDAP/LDAP to connect the request to eDirectory.

©

The file location is accessed and the files are sent back to the ZENworks Middle Tier Server in an
NCP or CIFS packet.

CIFS can be used only if the Middle Tier Server is running on a Windows server.

@ The ZENworks Middle Tier Server converts the returned NCP or CIFS packet containing the files
to XML format again, then sends the XML packet over HTTP or HTTPS to the ZENworks
Management Agent.

@ The Desktop Management Agent unparses the XML packet containing the files and converts
them to binary format to be applied at the workstation.

For more information about users inside the firewall accessing files, see Chapter 4, “Understanding
the ZENworks Multiple UNC Provider,” on page 69.
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Workstation Management Does Not Use the Middle Tier if the Novell Client is
Installed on the Workstation

If the Novell Client and the Desktop Management Agent are installed on a workstation (for example,
a laptop workstation) and that workstation is taken outside the corporate firewall, only the traditional
Novell Client login is displayed at login, and the user can log in locally by choosing Workstation
Only.

In this scenario, Desktop Management Workstation Management does not utilize the Middle Tier to
access eDirectory, and therefore Workstation Manager is in disconnected mode. This means that
only cached policies are applied because Workstation Manager does not have an eDirectory
connection for the User or the Workstation object. This is similar to the way Application
Management works: if users log in Workstation Only, they see only the installed applications that are
marked “disconnectable” or applications that were force-cached when they were connected.

There is one difference in this scenario between Application Management and Workstation
Management. If both the Desktop Management Agent and the Novell Client are installed, and if the
agent is configured with a Middle Tier Server address, users can log in to the Middle Tier through
the Application Launcher after logging in Workstation Only using the Novell Client. In this case, the
Application Launcher works in connected mode as it accesses eDirectory and the file system
through the Middle Tier Server instead of the Novell Client. However, workstation associated
applications do not work because Workstation Manager has already started the NAL Workstation
Helper at system startup in order for cached applications to function.

NOTE: If a connection to eDirectory is established through the Novell Client after a user logs in
using Workstation Only, within 60 seconds of the connection being made, Workstation Manager logs
in as the Workstation Object and policies from the Workstation Package are retrieved.
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Implementing a DHCP Option for
Delivering the Middle Tier Server
Address

Many corporate employees are often “on the road,” required to travel from worksite to worksite
while maintaining contact and sharing information with other individuals in the corporation.
Routinely, these roaming workers use their laptop computers to help them share information.

If Novell® ZENworks® is installed in the corporate network, and if the ZENworks Management
Agent is installed on a roaming user's laptop, he or she can install and run applications that process
e-mail and create documents by logging in through the ZENworks Middle Tier Server.

If the corporate network's DNS is not sub-zoned, however, the roaming user might find it necessary
to log in through his or her “home” Middle Tier Server, which might be hundreds of miles away and
which might require the use of a WAN link. Even in cases where the roaming user tries to log in to

an off-site Middle Tier and is presented with a list of Middle Tier Server names to choose from, the
inconvenience, loss of time and money make this a less-than-desirable scenario.

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

A.1 Overview

This section explains how to set up a local DHCP server to send out the address of the local Middle
Tier Server, making it convenient for roaming users to quickly authenticate as a local node in the
corporate network and making it possible to avoid authentication through a distant Middle Tier over
a slow WAN link.

When this method is properly implemented, the user's local ZENworks Management Agent uses the
configured-site DHCP option to get its Middle Tier information. Based on the information provided
by the local DHCP server, the workstation communicates through the Middle Tier Server to the
ZENworks Management Server and eDirectory.

IMPORTANT: This method does not work unless you select the Workstation Management feature
when you install the ZENworks Desktop Management Agent. For more information about installing
the agent, see “Installing and Configuring the Desktop Management Agent” in “Windows-Based
Installation” in the Novell ZENworks 7 Desktop Management Installation Guide.

For example, if a user's home base is Toronto, his or her laptop computer uses the Toronto Middle
Tier Server when authenticating at that office. If the user travels to S@o Paulo, Brazil, he or she
receives Sao Paulo Middle Tier Server information when they receive an IP address from the Sao
Paulo DHCP server.

Implementing a DHCP Option for Delivering the Middle Tier Server Address
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A.2 Creating a New DHCP Option

You need to create and enable a new predefined DHCP Option 100 named “ZENworks” at each
DHCEP server you will be using in the network environment. The DHCP server sends this option
with a configured string value you supply (the local Middle Tier Server address or DNS name) to the
agent each time a workstation running in the subnet boots and requests an IP address.

NOTE: When you create the new DHCP option (on either NetWare®, Windows, or SLES 9 SP1/
OES Linux servers), make sure that you set the Data value as string. For more information, see TID
10092121 (http://support.novell.com/cgi-bin/search/searchtid.cgi?/10092121.htm) in the Novell
Knowledgebase.

A.3 Changing the DHCP Option

Although by default the DCHP option number sought by the ZENworks Desktop Management
Agent is 100, you can change the option number by adding the following DWORD value to the
HKLM\Software\Novell\ZENworks registry key at the workstation:

MiddleTierDhcpOptionNumber

You can set the numeric data (that is, the option number) for this value to any number, but you also
need to make sure that the data matches the DHCP option string at the server.

A.4 Checking the Middle Tier Address in the
Registry
You can verify that the DHCP option you have created is being used for the Middle Tier address by

looking for the following STRING value in the HKLM\ Software\Novell\ZENworks registry
key at the workstation:

MiddleTierAddress

You can change the data for this value to the Middle Tier address being delivered from DHCP. If you
delete the key, it is re-created with the address in DHCP option on the next reboot.

82 Novell ZENworks 7 Desktop Management Administration Guide


http://support.novell.com/cgi-bin/search/searchtid.cgi?/10092121.htm
http://support.novell.com/cgi-bin/search/searchtid.cgi?/10092121.htm

Using a ZENworks Tree

This section contains the following information:

¢ Section B.1, “Understanding the ZENworks Tree,” on page 83
¢ Section B.2, “The ZENworks Tree in an Active Directory Environment,” on page 83

¢ Section B.3, “The ZENworks Tree in an eDirectory Environment,” on page 84

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

B.1 Understanding the ZENworks Tree

If you are concerned about creating change in your corporate directory structure (whether you use
eDirectory® or Active Directory), you need to create a dedicated tree in eDirectory that can be used
to hold the objects and configure the policies that are managed with Novell® ZENworks®. You use
this dedicated “ZENworks tree” to deploy ZENworks Desktop Management without affecting the
current tools, identity management processes, or authentication processes you currently have in
place with your corporate tree.

After you create the ZENworks tree, you can install the ZENworks Desktop Management Server,
the ZENworks Middle Tier Server there, and designate it in the ZENworks Desktop Management
Agent installation program so that the ZENworks Desktop Management users and workstations are
properly configured and ready to authenticate there.

Because you use the ZENworks tree exclusively for ZENworks, the Workstation objects created by
ZENworks Automatic Workstation Import are to be found only in this tree. You create policies,
Workstation Image objects, Database objects, and Application objects only in this tree. You can also
use Nsure® Identity Manager (shipping with ZENworks 7) to synchronize User objects between
your corporate tree and the ZENworks tree, making users available for association with desktop
policies and applications, just as the imported workstations are available to be associated with
policies and applications.

B.2 The ZENworks Tree in an Active Directory
Environment

In order for ZENworks to function in a Windows (Active Directory) environment, you need to
install eDirectory to synchronize with Active Directory and to manage your ZENworks objects. For
more information, see “Installing in a Windows Network Environment” in “Windows-Based
Installation” in the Novell ZENworks 7 Desktop Management Installation Guide.

If you don’t have Dynamic Local User requirements, you can configure the ZENworks Management
Agent configured for pass through mode to display the Windows login when your users log in. If the
Windows user credentials match those required by the ZENworks tree (after synchronizing User
objects with Novell NSure® Identity Manager 2), users are authenticated to Active Directory and to
the ZENworks tree. If the credentials don’t match, the user is prompted for credentials again, this
time with a ZENworks Management Agent login dialog box.

Using a ZENworks Tree
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The following illustration shows a simplified process of using a ZENworks tree in an Active
Directory environment.

Figure B-1 Using a ZENworks Tree in an Active Directory Environment
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Table B-1 Steps in the Process of Using a ZENworks Tree in an Active Directory Environment

Step Explanation

@ User authenticates to Active Directory.
@ The ZENworks Desktop Management Agent captures accepted user credentials.

@ The ZENworks Desktop Management Agent passes credentials to the ZENworks Middle
Tier Server.

@ The user authenticates to the ZENworks tree through the ZENworks Middle Tier Server.

For more information about pass through login, see “Synchronized Passthrough Login” in “Setting
Up Authentication” in the Novell ZENworks 7 Desktop Management Installation Guide.

B.3 The ZENworks Tree in an eDirectory
Environment

If you have an eDirectory corporate tree, you can authenticate to a separate ZENworks Tree (with
User objects synchronized with the corporate tree) whether you choose to use the Novell Client or
the ZENworks Management Agent in combination with the ZENworks Middle Tier Server.

This section contains the following information:

¢ Section B.3.1, “Using the Novell Client,” on page 85
¢ Section B.3.2, “Using the Desktop Management Agent,” on page 85
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B.3.1 Using the Novell Client

When users log in using the Novell Client, its login gathers user credentials and authenticates to the
corporate tree and to the designated ZENworks tree.

The following illustration shows a simplified process of using the Novell Client to authenticate to a
ZENworks tree while simultaneously authenticating to the corporate tree.

Figure B-2 Using the Novell Client to Authenticate to a ZENworks Tree
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Table B-2 Steps in the Process of Using the Novell Client to Authenticate to a ZENworks Tree

Step Explanation

@ The user authenticates to the corporate tree.

@ The user authenticates to the ZENworks tree.

B.3.2 Using the Desktop Management Agent

If only the ZENworks Desktop Management Agent is installed on workstations, depending on
whether pass through is set up, the credentials supplied at the local login dialog box (or at the Agent
login if pass through fails) are captured by the ZENworks login and are used to authenticate to both
the corporate tree and to the ZENworks tree.

Authenticating to Primary and Secondary Domains

If you set up a ZENworks tree and you plan to use the Desktop Management Agent and the Middle
Tier Server to authenticate, you can designate the ZENworks tree as the first authentication site or
“primary authentication domain” and the corporate eDirectory tree as a subsequent authentication
site, or “secondary authentication domain.” For more information about setting up authentication
domains, see “Authentication Domains (Xtier 2.6.2 installation)” on page 60.

Using a ZENworks Tree
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If an eDirectory object exists in the primary domain and is successfully authenticated, the
ZENworks Middle Tier Server looks for the presence of the same object in the secondary domain. If
the object exists in the secondary domain there is a successful authentication to the secondary
domain. If the object does not exist in the secondary domain, eDirectory fails the authentication to
that domain only.

IMPORTANT: The context structure of the primary domain and the secondary domain must be
identical (including leaf objects that might be authenticated, such as users or workstations) in order
for the authentication to complete successfully.

The following illustration shows a simplified process of using the Desktop Management Agent to
authenticate to a primary domain.

Figure B-3 Using the Desktop Management Agent to Authenticate to a Primary Domain
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Table B-3 Steps in the Process of Using the Desktop Management Agent to Authenticate to a Primary Domain

Explanation

The workstation attempts authentication.

The ZENworks Middle Tier Server passes credentials to the primary domain (the ZENworks
tree).

The Middle Tier Server passes credentials to the secondary domain (the corporate tree).

The workstation authenticates to the ZENworks tree through the Middle Tier Server.

@e® @@¢

The workstation fails to authenticate through the Middle Tier Server.

The primary/secondary domain setup is particularly useful if, for example, all of your ZENworks
objects, including workstations, are in the ZENworks tree, while other critical eDirectory objects
(GroupWise objects, for example) are in the corporate tree. In this scenario, the primary
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authentication would be to the ZENworks tree, where workstations exist, then to the corporate tree,
where workstations do not exist. Many ZENworks applications and policies (Workstation Inventory
policies, in particular) are associated to workstations only. If none of your policies or applications
are associated with workstations, it is not necessary to designate the ZENworks tree as the primary
authentication domain.
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E-Mail and Dotted Name Login
Support

If you want, you can allow users to log in to the network through the ZENworks Middle Tier Server
using the same syntax they might be accustomed to when sending e-mail, or you might want them to
log in with a more fully-qualified or perhaps a more simplified name that matches your
authentication scheme.

IMPORTANT: This functionality (dotted-name support) applies for the user name only, not the
user’s context. The ZENworks Middle Tier Server does not support authentication to a dotted name
in the root context of the eDirectory tree: that is, authentication contexts configured for the Middle
Tier must not contain any embedded dots. For more information, see TID 10098582 in the Novell
Support Knowledgebase (http://support.novell.com/search/kb_index.jsp).

This section explains these login methods and how to configure a workstation to use them. It
includes the following information:

¢ Section C.1, “E-Mail Formatted Names,” on page 89

¢ Section C.2, “Non-E-Mail Formatted Names,” on page 89

¢ Section C.3, “Enabling E-Mail and Dotted Name Login Support,” on page 90

NOTE: A new version of the Middle Tier Server (3.1.4) released with Support Pack 1 supports
dotted names and e-mail names by default (that is, it is always on), as long as LDAP search is set up
correctly.

C.1 E-Mail Formatted Names

E-mail formatted names have the following characteristics:

¢ They are considered short names, not partial contexts or distinguished names.
¢ They do not contain escaped (that is, “\.””) periods.

¢ They are found by the common name attribute in LDAP.
The following are some examples of e-mail formatted names:

tjones@example.com
tom.jones@example.com
tom.v.jones@example.com
tom@jones@miami.example.com

C.2 Non-E-Mail Formatted Names

Non-e-mail formatted names are those that:

¢ Begin or end with a period. Login names in this format are considered to be “fully qualified
distinguished names” (FQDN).

E-Mail and Dotted Name Login Support
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¢ Include both a period and an escaped period (that is, “\.””). Login names in this format are
considered to be “fully qualified names.”

The following are some examples of non-e-mail formatted names:

tom\.v\.jones.miami.example.acme_inc.(FQDN)
tom\.v\.jones.miami.example(FQDN)
tom.v.jones.miami.example

tom.v.jones

tom@jones

If a name includes a period, the Middle Tier Server attempts to authenticate it first as a FQDN. If
that authentication fails, the Middle Tier attempts to authenticate the name with the periods escaped
(“\.”) beginning from left to right. If that authentication fails, the Middle Tier attempts an LDAP
search from each configured base distinguished name.

C.3 Enabling E-Mail and Dotted Name Login
Support

You can enable e-mail and dotted name login support in the following location of the Windows
Registry:

HKLM\Software\Novell\Xtier\Configuration\XSrv\Authentication
Domains\DNS or IP Address

At the authentication DNS or IP address entry under the authentication domains key, you can add
DWORD values to control dotted name support and e-mail name support. The table below shows
these values and their possible settings.

Table C-1 DWORD Values and Settings Used to Control Dotted Name and e-Mail Name Support

Type of Login Name Support Setting
Dotted Name Support 1 or 0 (default)
E-Mail Name Support 1 or 0 (default)

At the context entry under the authentication DNS or IP address key, you can add DWORD values to
control whether the entered name is attempted as an appendage to the context and whether to
attempt an LDAP search from the context. The table below shows these values and their possible
settings.

Table C-2 DWORD Values and Settings Used to Control Dotted name and e-Mail Name Searches

Type of Search Attempt Setting
Append Context 1 (default) or 0
LDAP Search 1 (default) or 0
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If you specify the Dotted Name Support value as 1 (enabled) at the authentication domain entry, then
LDAP Search at the authentication context is always attempted.

NOTE: The registry does not allow a “\”” in a key name. This means you cannot use a dotted context
in the configuration.

NOTE: A new version of the Middle Tier Server (3.1.4) released with Support Pack 1 supports
dotted names and e-mail names by default (that is, it is always on), as long as LDAP search is set up
correctly.
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Using the Novell Kerberos KDC to
Support ZENworks Dynamic Local
Users

Kerberos*, an authentication protocol developed at MIT, requires entities (for example, a user and a
network service) that need to communicate over an insecure network to prove their identity to one
another so that secure authentication can take place.

The Kerberos protocol has been proven to be highly trusted and valuable security tool for providing
secure network authentication. Kerberos functionality is included natively in a Windows* Active
Directory* environment, but there are administrators who want to use Kerberos with Novell®
eDirectory® (in conjunction with the dynamic local user (DLU) accounts created by
ZENworks®Desktop Management) in their NetWare® or Linux environments.

Kerberos requires the use of a Key Distribution Center (KDC) to act as a trusted third party between
these entities. Novell has created a proprietary, Linux-based implementation of the KDC that makes
eDirectory® its core authentication and identity authority and allows full Kerberos authentication of
ZENworks DLU accounts. The Novell Kerberos KDC provides a single point of management, with
the advantage of eDirectory replication and security capabilities. It moves Kerberos-specific data to
eDirectory and provides Kerberos services using a KDC that accesses data stored in eDirectory.

The information in this section describes how to set up the Novell Kerberos KDC for use in a
ZENworks DLU environment.

If you want more specific information about the Novell Kerberos KDC, see the Novell Kerberos
KDC documentation (http://www.novell.com/documentation/kdc/) on the Novell product
documentation Web site.

This section includes the following information:

¢ Section D.1, “Kerberos Terms,” on page 93
¢ Section D.2, “Kerberos KDC Services,” on page 94

¢ Section D.3, “Things to Know Before Setting Up the Novell Kerberos KDC for ZENworks
DLU,” on page 95

¢ Section D.4, “Setting Up the Novell Kerberos KDC for ZENworks DLU,” on page 95

D.1 Kerberos Terms

The following table lists some of the terms that you need to understand as you set up the Novell
Kerberos KDC.

Using the Novell Kerberos KDC to Support ZENworks Dynamic Local Users
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Table D-1 Important Kerberos Terms

Kerberos Term Definition
Key (also referred to as An encryption key shared by a principal and the KDC, distributed outside
Secret Key) the system, with a long lifetime. In the case of a user’s principal, the key

is derived from a password.

Principal An entity in the network. Each entity corresponds to a principal.
Realm A logical grouping of principals.
Service A resource provided to network clients, such as a server holding a

ZENworks policy or an application.
Service ticket A record required to access services in the network.

Session key A temporary encryption key used between two principals, with a lifetime
limited to the duration of a single login session.

Ticket A record that helps a client authenticate itself to a server. It contains
information such as client's identity, a session key, a timestamp, and
other information---all sealed using the server's secret key.

Ticket Granting Ticket (TGT) The initial ticket obtained after a successful login. This ticket is used to
get the service ticket to access a service.

D.2 Kerberos KDC Services

A KDC contains the identities and keys of every principal in the network that it must service within
its realm. This principal information is stored in a local database within the KDC. In the Novell
Kerberos KDC, the principal and realm information is stored in eDirectory.

The following tables list some of the services provided by a typical KDC (including the Novell
Kerberos KDC):

¢ Table D-2, “Basic KDC Services and Their Purpose,” on page 94
¢ Table D-3, “KDC Services Used to Manage KDC and Kerberos Principals,” on page 95

Table D-2 Basic KDC Services and Their Purpose

Basic KDC Service Purpose

Authentication Server (AS) Issues authentication credentials known as Ticket Granting Tickets
(TGT) to users while logging in.

Ticket Granting Server (TGS) Issues service tickets to the users in response to their requests
accompanied by TGT so that they can access various services in the
realm.
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Table D-3 KDC Services Used to Manage KDC and Kerberos Principals

KDC Service Purpose
Kerberos Administration Server component for maintaining Kerberos principals, policies, and
Server service key tables (keytabs). This server responds to the requests from

the kadmin and kpasswd utilities.

Kerberos Administration Client component (such as kadmin, kadmin.local, and kdb5 util)

Utilities for maintaining Kerberos realms, principals, policies, and service key
tables.

Kerberos Password Server Server component of the Kerberos Password utility for changing

passwords of Kerberos principals.

Kerberos Client Utilities Utilities such as kinit and kpasswd, which are used for various
operations like login and changing passwords.

D.3 Things to Know Before Setting Up the Novell
Kerberos KDC for ZENworks DLU

Before you begin the setup of the Novell Kerberos KDC for ZENworks DLU, you need to know the
following:

¢ Time synchronization is required to be able to have a working Kerberos environment, make
sure that the workstation time varies no more that five minutes from the server time.
+ The Kerberos configuration file is located at /etc/krb5.conf.

+ Kerberos credentials must stay in sync with eDirectory credentials in order to authenticate the
user.

+ Similar to Active Directory, there is a two step process used for preparing an end user account
for Kerberos. Just as in Active Directory, you need to manually add the user principal to the
server and then you need to add the workstation principal to the server. In Active Directory this
is done when a workstation is added to the domain. With the Novell KDC, you need to use
ksetup.exe to configure the workstation and then use kadmin.local (installed with the
Novell KDC) to add it to the server using a process similar to adding a user principal.

+ Commands are case sensitive. Make sure the commands are entered correctly.

D.4 Setting Up the Novell Kerberos KDC for
ZENworks DLU

This section includes the following information:

¢ Section D.4.1, “Setting Up the Linux Server,” on page 96
¢ Section D.4.2, “Setting Up the KDC for Windows Workstations,” on page 97
¢ Section D.4.3, “Setup Options,” on page 98

NOTE: You need to know the following about the sample setup shown below:

+ The Kerberos Realm name is KERBEROS . YOURCOMPANY . COM.

+ The Kerberos username is testuser.

Using the Novell Kerberos KDC to Support ZENworks Dynamic Local Users

95



*

Kerberos workstation is testworkstation.

*

The eDirectory root context is Novell.

*

The Kerberos user context is Users .Novell.

*

The supported encryption types are des-cbc-crc and hmac. These are exclusive.

¢ Commands are case sensitive. Make sure that the commands are entered correctly.

D.4.1 Setting Up the Linux Server

Use the following sample procedure for setting up the KDC to run Kerberos authentication on a
SLES 9 (or later) server:

1 Install Novell eDirectory 8.8.1 for Linux, available from the ZENworks 7 Desktop Management
with SP1 Companion I CD.

2 Download (http://download.novell.com/Download?buildid=SqdluPPy8KE~) the Novell
Kerberos KDC for Linux from the Novell Download site.

3 Using the documentation for the Novell Kerberos KDC (http://www.novell.com/
documentation/kdc/), install the Novell Kerberos KDC for Linux.

4 Enter the following commands to set up the proper search paths, based on the installation
location of the Novell Kerberos KDC:

export PATH=/opt/novell/kerberos/bin/:/opt/novell/kerberos/
sbin/:$PATH

export LD LIBRARY PATH=/opt/novell/kerberos/lib/:/opt/novell/
lib/: $LD_LIBRARY_PATH

5 Enter the following command to start the Kerberos daemon:
/etc/init.d/krb5kdc start

6 Run kadmin.local from the shell, then run the following commands for each user and
workstation that you want to add to the Kerberos realm:

Command Comments

addprinc -x + Type for each user

userdn=cn=testuser, ou=Users, o=Novell -e des- (testuser.Users.Novell)

cbc-crc:normal, rc4-hmac:normal -pw password in eDirectory, to create a

testuser corresponding Kerberos user
principal

¢ The command maps the
eDirectory user
(testuser.Users.Novell)
to the kerberos user
(testuser)

+ Make sure that the password
for this newly created user
principal is the same as the
password for the user in
eDirectory.
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Command Comments

addprinc -x containerdn=o=Novell -e rc4- + Type for each workstation
hmac:normal,des-cbc-crc:normal -pw password (testworkstation).
host/

+ Make sure that the password
for this newly created
workstation principal is the
same as the password set with
/SetComputerPassword in
ksetup.exe on the Windows
workstation.

testworkstation.kerberos.yourcompany.com

7 From anew shell, run tail -f /var/log/krb5kdc.log before you attempt to connect
to the Kerberos server. This command displays all messages or errors in the transaction.

NOTE: In this sample setup, testuser.Users.Novell is a user in eDirectory. The
workstation (testworkstation) is a workstation to add to the Kerberos realm / domain, not
necessarily in eDirectory.

D.4.2 Setting Up the KDC for Windows Workstations

Use the following sample procedure for setting up the KDC to run Kerberos authentication on
Windows workstations:

1 Download (http://download.microsoft.com/) the ksetup . exe utility from Microsoft. The
utility is included in the support tools for Windows workstations.
2 Set up the workstation’s Kerberos information:

2a (Optional) Run the following commands from the Windows command line:

Command Comment

ksetup /SetRealm UPPERCASE REALM NAME Obtain the Realm Name
from the /etc/
krb5.conf file.

ksetup.exe /AddKdc UPPERCASE REALM NAME This command associates

KDC DNS name the Kerberos server to the
Realm where the computer
belongs so that the
workstation recognizes the
server that it needs to

contact.
ksetup.exe /AddKpasswd UPPERCASE REALM NAME This command allows
Kerberos Password Server DNS name access to the Password

Server so that you can
change Kerberos user
passwords from the
workstation GINA.
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Command Comment

ksetup.exe /SetComputerPassword This command sets the

computer password for Kerberos authentication workstation password to
authenticate to the
Kerberos server. The
password must be the
same on both the
workstation and the server.

2b (Optional) Run a batch filewith the following configuration (modified according to your
Kerberos server) from the Windows command line:
@echo off
ksetup.exe /SetRealm KERBEROS.YOURCOMPANY .COM
ksetup.exe /AddKdc KERBEROS.YOURCOMPANY.COM
your kerberos server.your company.com
ksetup.exe /SetComputerPassword password
ksetup.exe /AddKpasswd KERBEROS.YOURCOMPANY.COM novell
ksetup.exe /MapUser testuser@KERBEROS.YOURCOMPANY.COM testuser
ksetup.exe

3 Reboot the workstation.

D.4.3 Setup Options

Although ZENworks DLU can do so, you have the option of adding users to the Windows Kerberos
registry mappings (local users to kerberos user). Use the following procedure to add users:

1 Run the following command:
ksetup.exe /MapUser testuser@KERBEROS.YOURCOMPANY.COM testuser

The functionality for enabling DLU on the workstation is set in the Windows Registry at
HKLM\Software\Novell\NWGina\Security. The DWORD value is
AllowKerberosLoginWithDLU. When enabled, the setting is 1.
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Ports Used by ZENworks 7
Desktop Management

This appendix includes information regarding the IP ports used by Novell® ZENworks® Desktop
Management, including those that should be open and available for use by various ZENworks
components.

Table E-1 Ports Used by ZENworks 7 Desktop Management

ZENworks Component Using the Port(s) Port(s) Used Service Protocols
ZENworks Middle Tier Server to Source File 524 NCP TCP, UDP
Server

ZENworks Middle Tier Server to Authentication 389, 636 LDAP TCP
Domain

ZENworks Middle Tier Server to Source File 445 CIFS

Server

ZENworks Middle Tier Server to Desktop 8039

Management Server - AWI

Novell Application Launcher™ using NCP 524 NCP TCP, UDP
(server and client)

Web Server (Middle Tier Server to the Internet) 80, 8080, 443, HTTP, HTTPS TCP

8089
Remote Control 80 HTTP TCP, UDP
Remote Control 524 NCP TCP, UDP
Remote Control Management Agent (client) 1761 TCP, UDP
(configureable)
Remote Control Listener Port (from 1762 TCP
ConsoleOne®) (configureable)
Service Location Protocol (server) 427 TCP, UDP
Service Location Protocol (client - ephemeral)  1024-1500 UDP
ZENworks Preboot Services: DHCP and Proxy 67 TCP, UDP
DHCP Servers - PXE (server)
ZENworks Preboot Services: DHCP and Proxy 68 TCP, UDP
DHCP Servers - Client Requests (server)
ZENworks PXE TFTP Server 69 UDP
PXE RPC Port Map Server (Sun RPC) 111 UbP
MTFTP Listener (server) 360 UDP
PXE (Windows Server) 524

Ports Used by ZENworks 7 Desktop Management
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ZENworks Component Using the Port(s) Port(s) Used Service Protocols

PXE Imaging Server Engine 997

ZENworks Imaging Server 998 TCP

ZENworks Preboot Services: DHCP and Proxy 4011 UDP

DHCP Servers

PXE Transaction Server 18753 uUbP

Workstation Import Server (AWI server) 8039 TCP

MS SQL Inventory Database JDBC Driver 1433

(server)

Oracle Inventory Database JDBC Driver 1521

(server)

ZENworks Inventory Database (server) 2544 TCP

ZENworks Inventory Database (server) 2638 sybaseanywhere TCP
(configureable)

ZENworks Inventory Sybase Database 2639 TCP
(configureable)

ZENworks Inventory Sybase Database 2640 TCP
(configureable)

ZEnworks Inventory Service 8080 HTTP TCP

ZEnworks Inventory Proxy Port 65000 TCP
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Documentation Updates

This section contains information on documentation content changes that have been made in this
section of the Administration guide since the initial release of Novell® ZENworks® 7 (August 26,
2005). The information will help you to keep current on updates to the documentation.

All changes that are noted in this section were also made in the documentation. The documentation
is provided on the Web in two formats: HTML and PDF. The HTML and PDF documentation are
both kept up-to-date with the documentation changes listed in this section.

The documentation update information is grouped according to the date the changes were published.
Within a dated section, the changes are alphabetically listed by the names of the main table of
contents sections for ZENworks 7 Personality Migration.

If you need to know whether a copy of the PDF documentation you are using is the most recent, the
PDF document contains the date it was published on the front title page.

The documentation was updated on the following dates:

¢ Section F.1, “February 9, 2007,” on page 101

¢ Section F.2, “October 30, 2006,” on page 102

¢ Section F.3, “July 14, 2006 (Support Pack 1),” on page 102
¢ Section F.4, “January 31, 2006,” on page 103

¢ Section F.5, “December 23, 2005,” on page 103

¢ Section F.6, “December 9, 2005,” on page 104

F.1 February 9, 2007

Updates were made to the following sections. The changes are explained below.

¢ Section F.1.1, “Appendix C: E-Mail and Dotted Name Login Support,” on page 101

¢ Section F.1.2, “Understanding the ZENworks Middle Tier Server and the Desktop
Management Server,” on page 102

F.1.1 Appendix C: E-Mail and Dotted Name Login Support

The following changes were made in this section:

Location Change

Appendix C, “E-Mail and Dotted =~ Added a note explaining that the limitations on e-mail and dotted
Name Login Support,” on name support were lifted with Support Pack 1. The Support Pack fully
page 89 supports these login methods.
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F.1.2 Understanding the ZENworks Middle Tier Server and the
Desktop Management Server

The following changes were made in this section:

Location Change

“General (Xtier 3.1.x Installation)” Added this section to explain two new configuration fields in the
on page 57 NSadmin tool.

F.2 October 30, 2006

Updates were made to the following sections. The changes are explained below.

¢ Section F.2.1, “Appendix C: E-Mail and Dotted Name Login Support,” on page 102
¢ Section F.2.2, “Getting Ready to Use the Desktop Management Agent,” on page 102

F.2.1 Appendix C: E-Mail and Dotted Name Login Support

The following changes were made in this section:

Location Change

Section C.3, “Enabling E-Mailand Added a paragraph showing the Windows Registry key that is
Dotted Name Login Support,” on  modified to enable e-mail and dotted name login support.
page 90

F.2.2 Getting Ready to Use the Desktop Management Agent

The following changes were made in this section:

Location Change

Section 2.2.4, “Using the Added this section to explain a previously undocumented applet.
ZENworks Agent Control Panel

Applet To Modify Agent Settings,”

on page 41

F.3 July 14, 2006 (Support Pack 1)

The following note was added to each section:

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

Updates were also made to the following sections. The changes are explained below.

¢ Section F.3.1, “Appendix D: Using the Novell Kerberos KDC to Support ZENworks Dynamic
Local Users,” on page 103
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¢ Section F.3.2, “Understanding the ZENworks Middle Tier Server and the Desktop
Management Server,” on page 103

F.3.1 Appendix D: Using the Novell Kerberos KDC to Support
ZENworks Dynamic Local Users

The following changes were made in this section:

Location Change

Appendix D, “Using the Novell Newly-added appendix.
Kerberos KDC to Support

ZENworks Dynamic Local Users,”

on page 93

F.3.2 Understanding the ZENworks Middle Tier Server and the
Desktop Management Server

The following changes were made in this section:

Location Change

Section 3.2.3, “Configuring the Added the following sentence:

ZENworks Middle Tier Server
with NSAdmin,” on page 54 “It is not necessary to restart Tomcat or Apache or any other service

in order for the changes made in NSAdmin to take effect.”

F.4 January 31, 2006

Updates were made to the following sections. The changes are explained below.

¢ Section F.4.1, “Appendix E: Ports Used by ZENworks 7 Desktop Management,” on page 103

F.4.1 Appendix E: Ports Used by ZENworks 7 Desktop
Management

The following changes were made in this section:

Location Change

Appendix E, “Ports Used by Newly-added appendix.
ZENworks 7 Desktop
Management,” on page 99

F.5 December 23, 2005

Updates were made to the following sections. The changes are explained below.

¢ Section F.5.1, “Understanding the ZENworks Middle Tier Server and the Desktop
Management Server,” on page 104
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F.5.1 Understanding the ZENworks Middle Tier Server and the
Desktop Management Server

The following changes were made in this section:

Location Change

Section 3.1, “What Is the Added information to reflect the installation of ZENworks Middle Tier
ZENworks Middle Tier Server?,”  Server on OES Linux and SLES 9 SP1 servers.

on page 53

F.6 December 9, 2005

The page design in the guide was reformatted to comply with revised Novell documentation
standards.
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Checking the ZENworks Desktop
Management Installation

The purpose of this section of the Novell® ZENworks® 7 Desktop Management documentation is to
help you understand the methods you can use to help you check for a successful installation of
ZENworks components and to help you change the configuration of some of those components. The
section contains the following information:

¢ Chapter 6, “Checking the Installation of Desktop Management Components on Servers,” on
page 107

¢ Appendix G, “Documentation Updates,” on page 123
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Checking the Installation of
Desktop Management
Components on Servers

This section of the Novell® ZENworks® 7 Desktop Management Administration Guide includes
information that can help you check the installed Desktop Management components on Windows,
NetWare®, or Linux servers. The following items are included in this section:

¢ Section 6.1, “Determining the Version of ZENworks Components Installed on a NetWare or
Windows Server,” on page 107

¢ Section 6.2, “Using Logging Methods to Check ZENworks on NetWare and Windows
Servers,” on page 118

¢ Section 6.3, “Identifying Processes Started by the Linux Installation,” on page 119

¢ Section 6.4, “Determining the Version of ZENworks Components Installed on a Linux Server,”
on page 121

6.1 Determining the Version of ZENworks
Components Installed on a NetWare or Windows
Server

If you need to be certain about which version of ZENworks Desktop Management or its components
is installed on a Windows or NetWare server, use the following information included this section:

¢ Section 6.1.1, “Using Zenver.exe,” on page 107

¢ Section 6.1.2, “Registry Entries Containing Version Information,” on page 107

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

6.1.1 Using Zenver.exe

The easiest way to determine the version of ZENworks Desktop Management that is running on the
NetWare or Windows server is to run zenver . exe from the \public directory of the server
where ZENworks has been installed. The major version and support pack version of ZENworks
Desktop Management is displayed at the command line.

6.1.2 Registry Entries Containing Version Information

This section lists the registry entries (workstation and server) made by ZENworks 7 Desktop
Management installation programs. These entries contain the product version information for this
release. The Workstation Inventory scanner software uses these entries to determine and report the
Desktop Management component and version that are installed. If you need to contact Novell
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Support, you can convey this version information to support technicians who will use it to better
understand and troubleshoot any problems you may be having.

The section contains the following information:

¢ “Version Information Available on Windows Workstations” on page 108
¢ “Version Information Available on a Windows Server” on page 110

¢ “Version Information Available on NetWare Servers” on page 115

NOTE: The format for build dates in the registry is ymmdd.

Version Information Available on Windows Workstations

Registry information in this section is organized according to the registry data available on Windows
workstations for the following installed ZENworks agents:

¢ “One or More of the ZENworks Desktop Management Agents Installed to the Workstation” on
page 108

+ “Inventory Agent on a Windows Workstation” on page 109

+ “Remote Management Agent on a Windows Workstation” on page 109

+ “Application Management Agent on a Windows Workstation” on page 109

+ “Imaging Agent on a Windows Workstation” on page 110

+ “Workstation Manager Agent on a Windows Workstation” on page 110

One or More of the ZENworks Desktop Management Agents Installed to the Workstation

The registry keys and values indicating that one or more of the ZENworks 7 Desktop Management
Agents have been installed to the workstation are listed in the table below.

Registry Key Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent 7.build.revision

\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent O
\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent
\Display Name

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent
\InstallPath

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent
\Langauge

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent
\ProductGUID

ZENworks Desktop
Management Agent

Install Path - Install Root
Directory

Example:

C:\program
files\novell\zenworks

Language ID
Example: 1033 (for English)
MSI Product GUID
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Inventory Agent on a Windows Workstation

The registry keys and values indicating that the ZENworks 7 Desktop Management Inventory Agent
has been installed are listed in the table below.

Registry Key Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Inventory 7.build.revision
\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Inventory O
\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Inventory Desktop
\Display Name Management
Inventory Agent

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Inventory Install Path
\InstallPath

Remote Management Agent on a Windows Workstation

The registry keys and values indicating that the ZENworks 7 Desktop Management Remote
Management Agent has been installed are listed in the table below.

Registry Key Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Remote 7.build.revision
Management\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Remote 0
Management\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Remote ZENworks

Management\Display Name Desktop
Management
Remote
Management
Agent

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Remote Install Path
Management\InstallPath

Application Management Agent on a Windows Workstation

The registry keys and values indicating that the ZENworks 7 Desktop Management Application
Management Agent has been installed are listed in the table below.

Registry Key Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Applicatio 7.build.revision
n Management\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Applicatio 0
n Management\Support Pack
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Registry Key Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Applicatio ZDM

n Management\Display Name Application
Management
Agent

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Applicatio Install Path

n Management\InstallPath

Imaging Agent on a Windows Workstation

The registry keys and values indicating that the ZENworks 7 Desktop Management Imaging Agent

has been installed are listed in the table below.

Registry Key

Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Imaging\Ve
rsion

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Imaging\Su
pport Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfDAgent\Imaging\Dis
play Name

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Imaging\In
stallPath

7.build.revision

ZDM Imaging
Agent

Install Path

Workstation Manager Agent on a Windows Workstation

The registry keys and values indicating that the ZENworks 7 Desktop Management Workstation

Manager Agent has been installed are listed in the table below.

Registry Key

Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Workstatio
n Manager\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Workstatio
n Manager\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Workstatio
n Manager\Display Name

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Agent\Workstatio
n Manager\InstallPath

7.build.revisio
n

0

ZDM
Workstation
Manager
Agent

Install Path

Version Information Available on a Windows Server

Registry information in this section is organized according to the registry data available on a

Windows server for the following installed ZENworks servers:

+ “ZENworks Desktop Management Server Components Installed to the Windows Server” on

page 111
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+ “Application Management Server Component on a Windows Server” on page 111

¢ “Remote Management Server Component on a Windows Server” on page 112

+ “NAL Database Server Component on a Windows Server” on page 112

+ “Inventory Database Server Component on a Windows Server” on page 112

+ “Inventory Server Component on a Windows Server” on page 113

+ “Inventory (XML) Proxy Server Component on a Windows Server” on page 113

+ “Imaging Server Component on a Windows Server” on page 113

+ “Preboot Services Server Component on a Windows Server” on page 114

* “Workstation Import/Removal Server Component on a Windows Server” on page 114

+ “ZENworks Middle Tier Server on a Windows Server” on page 114

ZENworks Desktop Management Server Components Installed to the Windows Server

The registry keys and values used by all of the ZENworks 7 Desktop Management Server
components when any of them have been installed on a Windows server are listed in the table below.

Registry Key Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Langauge Language ID

Example: 1033 (for

English)
HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Version 7.build.revision
HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Support 0

Pack

Application Management Server Component on a Windows Server

The registry keys and values indicating that the ZENworks 7 Desktop Management Application
Management Server component has been installed on a Windows server are listed in the table below.

Registry Key Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\App Management 7.build.revision
Server\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\App Management 0
Server\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\App Management ZENworks

Server\Display Name Application
Management
Server

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\App Management Install Path
Server\Install Path

Remote Management Server Component on a Windows Server

The registry keys and values indicating that the ZENworks 7 Desktop Management Remote
Management Server component has been installed on a Windows server are listed in the table below.
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Registry Key

Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Remote
Management Server\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Remote
Management Server\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Remote
Management Server\Display Name

HKEY LOCAL MACHINE\Software\Novell\ZENworks\RMPath

7 .build.revision

ZENworks
Desktop
Management
Remote
Management
Server

Install Path

NAL Database Server Component on a Windows Server

The registry keys and values indicating that the ZENworks 7 Desktop Management NAL Database
Server component has been installed on a Windows server are listed in the table below.

Registry Key

Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\NAL Database
Server\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\NAL Database
Server\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\NAL Database
Server\Display Name

HKEY LOCAL MACHINE\Software\Novell\ZENworks\NALDBPath

7 .build.revision

ZDM NAL
Database Server

Install Path

Inventory Database Server Component on a Windows Server

The registry keys and values that indicate that the ZENworks 7 Desktop Management Inventory
Database Server component has been installed on a Windows server are listed in the table below.

Registry Key

Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Inventory
Database Server\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Inventory
Database Server\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Inventory
Database Server\Display Name

HKEY LOCAL MACHINE\Software\Novell\ZENworks\InvDBPath

7 .build.revision

ZDM Inventory
Database
Server

Install Path
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Inventory Server Component on a Windows Server

The registry keys and values indicating that the ZENworks 7 Desktop Management Inventory
Server component has been installed on a Windows server are listed in the table below.

Registry Key

Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Inventory
Server\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Inventory
Server\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Inventory
Server\Display Name

HKEY LOCAL MACHINE\Software\Novell\ZENworks\InvSrvPath

7 .build.revision

ZDM Inventory
Server

Install Path

Inventory (XML) Proxy Server Component on a Windows Server

The registry keys and values indicating that the ZENworks 7 Desktop Management Inventory
(XML) Proxy Server component has been installed on a Windows server are listed in the table

below.

Registry Key

Value

HKEY_LOCAL_MACHINE\Software\Novell\ZENworkS\ZfD\XMLPrOxy
Server\Version

HKEY_LOCAL_MACHINE\Software\Novell\ZENworkS\ZfD\XMLPrOxy
Server\Support Pack

HKEY_LOCAL_MACHINE\Software\Novell\ZENworkS\ZfD\XMLPrOxy
Server\Display Name

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZWSPath

7 .build.revision

ZDM XML
Proxy Server

Install Path

Imaging Server Component on a Windows Server

The registry keys and values indicating that the ZENworks 7 Desktop Management Imaging Server

component has been installed on a Windows server are listed in the table below.

Registry Key

Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Imaging
Server\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Imaging
Server\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Imaging
Server\Display Name

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Imaging
Server\Install Path

7 .build.revision

ZENworks
Imaging
Server

Install Path
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Preboot Services Server Component on a Windows Server

The registry keys and values indicating that the ZENworks 7 Desktop Management Preboot
Services (PXE) Server component has been installed on a Windows server are listed in the table

below.

Registry Key Value

HKEY LOCAL_ MACHINE\Software\Novell\ZENworks\ZfD\PXE 7.build.revision
Server\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\PXE 0

Server\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\PXE ZENworks PXE
Server\Display Name Server

HKEY_LOCAL_MACHINE\Software\Novel\ZENworks\ZfD\PXE Server\Install Path Install Path

Workstation Import/Removal Server Component on a Windows Server

The registry keys and values indicating that the ZENworks 7 Desktop Management Import/Removal
Server component has been installed on a Windows server are listed in the table below.

Registry Key Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Workstation 7.build.revision
Import Server\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Workstation 0
Import Server\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Workstation ZENworks
Import Server\Display Name Workstation
Import Server

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Workstation Install Path
Import Server\Install Path

ZENworks Middle Tier Server on a Windows Server

The registry keys and values that indicate that the ZENworks 7 Middle Tier Server has been
installed on a Windows server are listed in the table below.

Registry Key Value

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Middle Tier 7.build.revision
Server\Version

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Middle Tier O
Server\Support Pack

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Middle Tier ZENworks
Server\Display Name Middle Tier
Server

HKEY LOCAL MACHINE\Software\Novell\ZENworks\ZfD\Middle Tier Install Path
Server\InstallPath
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Version Information Available on NetWare Servers

Registry information in this section is organized according to the registry data available on
NetWare® servers for the following installed ZENworks servers:

+ “ZENworks Desktop Management Server Components Installed to a NetWare Server” on
page 115

+ “Application Management Server Component on NetWare” on page 115

+ “Remote Management Server Component on NetWare” on page 116

+ “NAL Database Server Component on NetWare” on page 116

¢ “Inventory Database Server Component on NetWare” on page 116

¢ “Inventory Server Component on NetWare” on page 117

¢ “Inventory (XML) Proxy Server Component on NetWare” on page 117

¢ “Imaging Server Component on NetWare” on page 117

* “Preboot Services Server Component on NetWare” on page 117

* “Workstation Import/Removal Server Component on NetWare” on page 118

+ “ZENworks Middle Tier Server on NetWare” on page 118

ZENworks Desktop Management Server Components Installed to a NetWare Server

The registry keys and values indicating that the ZENworks 7 Desktop Management Server has been
installed on a NetWare server are listed in the table below.

Registry Key Value

Software\Novell\ZENworks\zfD\Language Language ID
Example: 1033 (for English)
Software\Novell\ZENworks\ZfD\Version 7.build.revision

Software\Novell\ZENworks\ZfD\Support Pack 0

Application Management Server Component on NetWare

The registry keys and values indicating that the ZENworks 7 Desktop Management Application
Management Server component has been installed on a NetWare server are listed in the table below.

Registry Key Value

Software\Novell\ZENworks\ZfD\App Management Server\Version 7.build.revision

Software\Novell\ZENworks\ZfD\App Management Server\Support 0
Pack

Software\Novell\ZENworks\ZfD\App Management Server\Display ZENworks
Name Application
Management Server

Software\Novell\ZENworks\ZfD\App Management Install Path
Server\InstallPath
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Remote Management Server Component on NetWare

The registry keys and values indicating that the ZENworks 7 Desktop Management Remote
Management Server component has been installed on a NetWare server are listed in the table below.

Registry Key Value
Software\Novell\ZENworks\ZfD\Remote Management 7.build.revision
Server\Version

Software\Novell\ZENworks\ZfD\Remote Management 0

Server\Support Pack

Software\Novell\ZENworks\ZfD\Remote Management ZENworks Desktop
Server\Display Name Management Remote
Management Server

Software\Novell\ZENworks\ZfD\RMPath Install Path

NAL Database Server Component on NetWare

The registry keys and values indicating that the ZENworks 7 Desktop Management NAL Database
Server component has been installed on a NetWare server are listed in the table below.

Registry Key Value

Software\Novell\ZENworks\ZfD\NAL Database Server\Version 7.build.revision
Software\Novell\ZENworks\ZfD\NAL Database Server\Support Pack 0

Software\Novell\ZENworks\ZfD\NAL Database Server\Display Name ZDM NAL
Database
Server

Software\Novell\ZENworks\ZfD\NALDBPath Install Path

Inventory Database Server Component on NetWare

The registry keys and values that indicate that the ZENworks 7 Desktop Management Inventory
Database Server component has been installed on a NetWare server are listed in the table below.

Registry Key Value

Software\Novell\ZENworks\ZfD\Inventory Database Server\Version  7.build.revision

Software\Novell\ZENworks\zfD\Inventory Database Server\Support O
Pack

Software\Novell\ZENworks\zZfD\Inventory Database Server\Display ZDM Inventory

Name Database
Server
Software\Novell\ZENworks\Z£fD\InvDBPath Install Path
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Inventory Server Component on NetWare

The registry keys and values that indicate that the ZENworks 7 Desktop Management Inventory
Server component has been installed on a NetWare server are listed in the table below.

Registry Key Value
Software\Novell\ZENworks\ZfD\Inventory Server\Version 7.build.revision
Software\Novell\ZENworks\ZfD\Inventory Server\Support Pack 0
Software\Novell\ZENworks\ZfD\Inventory Server\Display Name ZDM Inventory
Server
Software\Novell\ZENworks\ZfD\InvSrvPath Install Path

Inventory (XML) Proxy Server Component on NetWare

The registry keys and values that indicate that the ZENworks 7 Desktop Management Inventory
Server component has been installed on a NetWare server are listed in the table below.

Registry Key Value

Software\Novell\ZENworks\ZfD\XMLProxy Server\Version 7.build.revision
Software\Novell\ZENworks\ZfD\XMLProxy Server\Support Pack 0
Software\Novell\ZENworks\ZfD\XMLProxy Server\Display Name ZDM XML Proxy Server

Software\Novell\ZENworks\ZfD\ZWSPath Install Path

Imaging Server Component on NetWare

The registry keys and values indicating that the ZENworks 7 Desktop Management Imaging Server
component has been installed on a NetWare server are listed in the table below.

Registry Key Value
Software\Novell\ZENworks\ZfD\Imaging Server\Version 7.build.revision
Software\Novell\ZENworks\ZfD\Imaging Server\Support 0

Pack

Software\Novell\ZENworks\ZfD\Imaging Server\Display ZENworks Imaging Server
Name

Software\Novell\ZENworks\ZfD\Imaging Server\InstallPath Install Path

Preboot Services Server Component on NetWare

The registry keys and values indicating that the ZENworks 7 Desktop Management Preboot
Services Server component has been installed on a NetWare server are listed in the table below.

Registry Key Value

Software\Novell\ZENworks\ZfD\PXE Server\Version 7 .build.revision
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Registry Key Value

Software\Novell\ZENworks\ZfD\PXE Server\Support Pack 0
Software\Novell\ZENworks\ZfD\PXE Server\Display Name ZENworks PXE Server

Software\Novell\ZENworks\ZfD\PXE Server\InstallPath Install Path

Workstation Import/Removal Server Component on NetWare

The registry keys and values indicating that the ZENworks 7 Desktop Management Workstation
Import/Removal Server component has been installed on a NetWare server are listed in the table
below.

Registry Key Value

Software\Novell\ZENworks\ZfD\Workstation Import Server\Version 7.build.revision

Software\Novell\ZENworks\zfD\Workstation Import Server\Support O
Pack

Software\Novell\ZENworks\zZfD\Workstation Import Server\Display ZENworks
Name Workstation
Import Server

Software\Novell\ZENworks\zZfD\Workstation Import Install Path
Server\InstallPath

ZENworks Middle Tier Server on NetWare

The registry keys and values that indicate that the ZENworks 7 Middle Tier Server has been
installed on a NetWare server are listed in the table below.

Registry Key Value

Software\Novell\ZENworks\ZfD\Middle Tier Server\Version 7.build.revision
Software\Novell\ZENworks\ZfD\Middle Tier Server\Support Pack 0

Software\Novell\ZENworks\ZfD\Middle Tier Server\Display Name ZENworks Middle
Tier Server

Software\Novell\ZENworks\ZfD\Middle Tier Server\InstallPath Install Path

6.2 Using Logging Methods to Check ZENworks
on NetWare and Windows Servers

Information about the location of installation and debug logs for all of the ZENworks Desktop
Management components installed on a NetWare or Windows server is included in TID 10093312
(http://support.novell.com/cgi-bin/search/searchtid.cgi?/10093312.htm) in the Novell
Knowledgebase. This information can be useful as you check and troubleshoot ZENworks
components after they are installed.
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6.3 Ildentifying Processes Started by the Linux
Installation

The following processes—sometimes called “daemons” or “scripts”—are started by the ZENworks
7 Desktop Management installation on Linux servers, depending on what ZENworks components
you have chosen to install. You can find these processes in the storage area for ZENworks scripts,
which is the /etc/init.d directory.

Many of these processes also has a . conf file or a .properties file that you can use to
configure its execution. The information included in the log file includes parameters you can use
while running the process from the command line.

One such process is the creation of log files. Each . conf or .properties file includes
information about the location of its log file and the logging levels you can set.The logging levels
settings are explained in the list below:

The following table is a summary of some helpful information about the ZENworks processes.

Table 6-1 Summary of ZENworks Processes on Linux

Name of Process ZENworks
. Service or Configuration File Log File
Script D
aemon
novell-zdm-awsi  ZENworks /etc/opt/novell/ /var/opt/novell/log/
Auto zenworks/zdm/novell-zdm- zenworks/awsi.logand
Workstation awsi.conf awsr.log
Import/ ] ]
Removal (Logging levels 0-3 are available)
novell-proxydhcp ZENworks /etc/opt/novell/novell- /var/opt/novell/log/
Preboot proxydhcp.conf novell-proxydhcp.log
Services ) ]
(Logging levels 0-4 are available)
novell-tftp ZENworks /etc/opt/novell/novell- /var/opt/novell/log/
Preboot tftp.conf novell-tftp.log
Services ] ]
(Logging levels 0-4 are available)
novell- ZENworks /etc/opt/novell/ /var/opt/novell/log/
zmgprebootpolicy Preboot zenworks/preboot/novell- zenworks/preboot/novell-
Services zmgprebootpolicy.conf zmgprebootpolicy.log

(Logging levels 0-4 are available)

noveII-zimgserv1 ZENworks /etc/opt/novell/ /var/opt/novell/log/
Imaging zenworks/preboot/novell- zenworks/preboot/novell-
Service zimgserv.conf zimgdbg.log

novell-zdm-wol ZENworks /etc/opt/novell/ /var/opt/novell/log/
Remote zenworks/rm/*.properties zenworks/rm/novell-zdm-
Management wol.log

novell-tomcat4 ZENworks /etc/opt/novell/novell- /var/opt/novell/tomcat4/
Middle Tier tomcatd.conf catalina.out
Server
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Name of Process

ZENworks

. Service or Configuration File Log File
Script
Daemon
apache2 ZENworks /etc/apache2/httpd.conf /var/log/apache2/
Middle Tier error log
Server
novell-xregd ZENworks no .conf file /var/log/messages2
Middle Tier ] . L3
Server other configuration utilities
novell-xsrvd ZENworks /etc/opt/novell/xtier/ /var/log/messages
Middle Tier xsrvd/xsrvd.conf and
Server ) ) o 3 /var/opt/novell/xtier/
other configuration utilities xterrornn.log
(The nn variable in the log file
name represents a number
between 1-10)
novell-zdm- ZENworks n/a n/a
sybase Inventory
Service
novell-zfs ZENworks /etc/opt/novell/ n/a
Inventory zenworks/zws.properties
Service
novell-zdm-inv ZENworks /etc/opt/novell/ /var/opt/novell/log/
Inventory zenworks/inv/ zenworks/inv/novell-zdm-
Service * . properties inv.log

1

novell-zimgserv is not a daemon in ZENworks 7 Desktop Management Services on Linux. It is

loaded by Novell eDirectory™ and is run as a subprocess of eDirectory.

’The messages log is a general log used by the novell-xregd and the novell-xsrvd daemons.

3You can launch novell-xregd and novell-xsrvd by invoking the regedit and xsrvefg utilities from an
SSH session. Among other things, these utilities can be used to configure authentication domains.
You must have the appropriate rights to use the regedit utility (the registry service), which is found
in /opt/novell/xtier/bin/regedit. For more information about the xrvcfg utility, see
the Novell NetStorage (http://www.novell.com/documentation/oes/oes_readme/data/
oes_readme.html#bu7fccs) section of the Novell Open Enterprise Server (Linux) readme.

6.3.1 Controlling Individual ZENworks Processes

You can use some command line parameters for each of these processes when you change the
directory to the location of the process and type the following command:

. /process_script -parameter name

The following command line parameters are available for these processes. Their purpose is self-
explanatory.

start
stop
status
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restart

6.3.2 Starting and Stopping All ZENworks Processes

Youcanuse . /ZDMstart to start and . /ZDMs top to stop all of the ZENworks processes at once.
Both of these utilities are found in the /opt/novell/zenworks/bin directory. You can also
use the . /ZDMstart -status command to show status for all of the ZENworks processes.

6.4 Determining the Version of ZENworks
Components Installed on a Linux Server

You can list the version of the ZENworks components installed on your Linux server by running the
version utility located in the /opt/novell/zenworks/bin directory called novell-zdm-
version. For a list of the available parameters you can use with this utility, enter one of the following
commands:

./novell-zdm-version -h
./novell-zdm-version -help

The help for this utility lists the following:

Usage: novell-zdm-version [options]Options:
-1[ist]: List component names with their display names
-c[omponent] <c> : Show version information for component <c> only
-plackages] : Show package versions for each specified component
-d[etails] : Display all ZENworks-installable packages per
component
-s [howcommon] : Show information about common components
-hlelp] : Display this help messageNotes:

1) Use the -1[ist] option to get a mapping from component names
to display names. The component names are used with the -c[omponent]
option.

2) The -d[etails] option shows additional package dependency
information for each component displayed.It implies the -p[ackages]
option.

3) The -s[howcommon] option displays information about
components (or packages) that are not directly selectable from the
installer.
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Documentation Updates

This section contains information on documentation content changes that have been made in this
section of the Administration guide since the initial release of Novell® ZENworks® 7 (August 26,
2005). The information will help you to keep current on updates to the documentation.

All changes that are noted in this section were also made in the documentation. The documentation
is provided on the Web in two formats: HTML and PDF. The HTML and PDF documentation are
both kept up-to-date with the documentation changes listed in this section.

The documentation update information is grouped according to the date the changes were published.
Within a dated section, the changes are alphabetically listed by the names of the main table of
contents sections for ZENworks 7 Personality Migration.

If you need to know whether a copy of the PDF documentation you are using is the most recent, the
PDF document contains the date it was published on the front title page.

The documentation was updated on the following dates:

¢ Section G.1, “July 14, 2006 (Support Pack 1),” on page 123
¢ Section G.2, “December 23, 2005,” on page 123
¢ Section G.3, “December 9, 2005,” on page 124

G.1 July 14, 2006 (Support Pack 1)

The following note was added to each section:

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

G.2 December 23, 2005

Updates were made to the following sections. The changes are explained below.

¢ Section G.2.1, “Checking the Installation of Desktop Management Components on Servers,” on
page 123

G.2.1 Checking the Installation of Desktop Management
Components on Servers

The following changes were made in this section:

Location Change
Section 6.4, “Determining the Moved the information in this section into a more generically named
Version of ZENworks chapter so that all methods for determining versioning, for all server

Components Installed on a Linux platforms are in the same chapter.
Server,” on page 121
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G.3 December 9, 2005

The page design in the guide was reformatted to comply with revised Novell documentation
standards.
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Automatic Workstation Import and
Removal

The Automatic Workstation Import and Automatic Workstation Removal features of Novell®
ZENworks® Desktop Management provide simplified, hands-off management of users'
workstations.

Automatic Workstation Import imports workstations into Novell eDirectory™ and integrates them
automatically. Automatic Workstation Removal removes obsolete workstation data from the
directory and from the Inventory database.

The Workstation objects created by Automatic Workstation Import provide you with a way to push
software and computer settings down to the workstations by using the Novell Application
Launcher™ and Workstation Management policies. For more information about the Novell
Application Launcher, see Part V, “Application Management,” on page 235. For more information
about Workstation Management policies, see Part [V, “Workstation Management,” on page 139.

The following sections help you to understand, deploy, and use Automatic Workstation Import and
Removal:

¢ Chapter 7, “Understanding Automatic Workstation Import and Removal,” on page 127

¢ Chapter 8, “Setting Up Automatic Workstation Import and Removal,” on page 131

¢ Chapter 9, “Workstation Registration Files,” on page 135

¢ Appendix H, “Documentation Updates,” on page 137

Automatic Workstation Import and Removal
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Understanding Automatic
Workstation Import and Removal

Novell® ZENworks® Desktop Management Automatic Workstation Import includes Automatic
Workstation Removal and provides management of the entire life cycle of a workstation, from the
creation of its object to its removal.

The following sections help you to understand Automatic Workstation Import and Removal:

¢ Section 7.1, “Understanding Workstation Import and Registration,” on page 127

¢ Section 7.2, “Server Considerations,” on page 129

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

7.1 Understanding Workstation Import and
Registration

After you have installed Automatic Workstation Import using the ZENworks Desktop Management
Server installation, importing workstations is a one-step process. The Workstation Registration
program in the Desktop Management Agent accesses the Automatic Workstation Import service,
which creates the Workstation object in Novell eDirectory™ and registers the workstation. For more
information about using ZENworks Desktop Management with either the Novell Client™ or with
the Desktop Management Agent, see Part [, “Understanding ZENworks 7 Desktop Management,”
on page 33. For more information about installing Automatic Workstation Import, see “Installing the
ZENworks Desktop Management Server” in the Novell ZENworks 7 Desktop Management
Installation Guide.

The actual process of importing unregistered workstations into eDirectory depends on the physical
location of the workstation (whether it is located inside or outside of the firewall).

If the workstation is located inside the firewall, the workstation accesses the Automatic Workstation
Import service directly. In this scenario, the hostname (zenwsimport) must resolve to the Import
Service as in previous versions of ZENworks.

If the workstation is located outside the firewall, the workstation accesses the ZENworks Desktop
Management Middle Tier Server via HTTP using the Desktop Management Agent. The Middle Tier
Server then acts as a proxy to pass the request on to the Automatic Workstation Import service. In
this scenario, the hostname on the Middle Tier Server (zenwsimport) must resolve to the server
running the import service. You should ping the server from the Middle Tier Server to make sure
that it is pointing to the correct address.

The following sections provide additional information:

¢ “Using the Import Service” on page 128
+ “Registering Imported Workstations” on page 128
+ “Removing Workstation Objects” on page 128
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7.1.1 Using the Import Service

The Automatic Workstation Import service creates network traffic; however, the import service is
used only when one of the following occurs:

+ A workstation boots and a corresponding Workstation object does not exist.

This is normally the first time the workstation is registered. The Automatic Workstation Import
service initially creates the Workstation object in the tree, populates the object with default
values, and updates the properties with the current registration information.

The Workstation Import policy is used to determine where the Workstation object is created
and how it is named.

+ A workstation attempts to log in to the tree and its Workstation object was either moved or
renamed.

The registration program calls the import service to synchronize the workstation with its
Workstation object.

At all other times when a workstation is logged in to the network, the Workstation Registration
program registers the workstation and updates the Workstation object. The import service is not
contacted for these operations, so network traffic to and from the Workstation Import service is not
an issue. Workstations that authenticate and update Workstation objects still generate some network
traffic.

For more information, see Section 13.4, “Workstation Import Policy,” on page 161.

7.1.2 Registering Imported Workstations

After a workstation has been imported into the directory, it only needs to be registered each time it
logs in to the tree. The Workstation Registration program updates the Workstation object when one
of the following occurs:

¢ The Workstation Manager program starts

+ A user logs in to the tree

+ A Windows 2000/XP user logs out

The Workstation Registration program updates the workstation's registration time, network address,
last server, and last user information.

Network traffic is minimized because the Workstation Registration program doesn't need to access

the import service.

7.1.3 Removing Workstation Objects

You should periodically remove unused Workstation objects from the directory so that inventory
reporting is more accurate.

Automatic Workstation Removal uses the Workstation Removal policy to determine when
Workstation objects are considered to be unused so that they can automatically be removed from the
directory.

Workstation objects can be automatically removed when a workstation has not been registered
within the time frame you specify in the effective Workstation Removal policy.
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You can specify any number of days for how long a workstation can go without registering before it
is considered unused.

For more information, see Section 13.5, “Workstation Removal Policy,” on page 166.

7.2 Server Considerations

Consider the following when setting up the server portion of Automatic Workstation Import and
Removal:

¢ “Selecting Servers for Deployment” on page 129
¢ “Using DNS Names or Hosts Files” on page 129
¢ “Scheduling Workstation Removal” on page 130

7.2.1 Selecting Servers for Deployment

Generally, more workstations are imported than are removed. Therefore, you should have more
servers set up with the Automatic Workstation Import service than with the Automatic Workstation
Removal service.

To minimize network traffic, you should install the Automatic Workstation Import service on at least
one server per WAN location. Automatic Workstation Removal does not generally produce a lot of
network traffic, so it can be used across WAN links.

If you create a Server package in ZENworks Desktop Management 4.x or later, you cannot associate
the package with a ZENworks for Desktops 3.x import server. You must associate it with a
ZENworks Desktop Management 4.x or later import server.

7.2.2 Using DNS Names or Hosts Files

In setting up Automatic Workstation Import, you should use DNS for TCP/IP addresses so that
hostnames can be found automatically, instead of setting up and maintaining a hosts file on every
workstation.

Using DNS names in your network provides you with automated management of workstation
importing. You should coordinate with your DNS administrator to set up IP addresses for your
workstation import services according to physical location in order to allow workstations to contact
the import service locally, rather than across WAN links.

You can differentiate IP addresses according to domain or zone by using multiple domains or by
using primary and secondary zones. For example, you could have a DNS entry for Automatic
Workstation Import using the following syntax:

zenwsimport.context string.com

Hosts files can be used to handle exceptions, such as when you want a specific workstation to
resolve to a specific workstation import service. A hosts file is useful for manually importing a
workstation, such as in a test environment. For information about setting up a hosts file on a local
workstation, see “Setting Up a Hosts File on a Local Workstation™ on page 130.
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Setting Up a Hosts File on a Local Workstation

To set up workstation import on a local workstation, open and edit the host s file on the local
workstation.

For Windows 98, the hosts file's location should be:
Win98 drive:\Win98 directory\hosts

IMPORTANT: The default hosts file in Windows is named hosts . sam. Do not use the . sam
extension with your filename. Rename hosts . samto hosts, or make a copy and rename the
copy. By default, Windows 98 hides filename extensions that are of a known type, so you should
make sure that filename extensions are being displayed so that you can correctly rename the
hosts.samfile to hosts.

For Windows 2000/XP, the hosts file's location should be:
Win drive:\Win directory\SYSTEM32\drivers\etc\hosts

Hosts as shown above is a filename, not a folder name.

The following is an example of the text you would add in a hosts file for Automatic Workstation
Import:
151.155.155.55 zenwsimport

In this example, the TCP/IP address is for the server where you are running the Automatic
Workstation Import service. “zenwsimport” is not the name of a server, but a DNS name that
resolves to this TCP/IP address. In other words, zenwsimport is a label to identify the server as the
one running the Automatic Workstation Import service.

7.2.3 Scheduling Workstation Removal

You should schedule workstation removal so that it is performed periodically when the network is
least busy, such as during non-work hours.
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Setting Up Automatic Workstation
Import and Removal

When installing Novell® ZENworks® Desktop Management, you can specify import and removal
roles for selected servers. Therefore, before running the ZENworks Desktop Management
installation program, you should determine which servers you want to run the import service, the
removal service, or both. For further information on selecting servers to run each service, see
“Selecting Servers for Deployment” on page 129.

To deploy Automatic Workstation Import and Removal, we recommend the following sequence:

1. Install the Automatic Workstation Import and Removal service software. For more information,
see “Installing the ZENworks Desktop Management Server” in the Novell ZENworks 7
Desktop Management Installation Guide.

2. Set up the Automatic Workstation Import and Removal policies. For more information, see
Section 8.1, “Setting Up the Automatic Workstation Import and Removal Policies,” on
page 132.

3. Set up DNS names and customize logging.

Using DNS names is preferable to using hosts files for registering workstations because
hosts files must be managed manually at each workstation.

4. Install the Novell Client™ and/or the Desktop Management Agent on the workstations. For
more information, see “User Workstation Hardware Requirements” and “User Workstation
Software Requirements” in the Novell ZENworks 7 Desktop Management Installation Guide.

After you have completed this sequence, Automatic Workstation Import and Removal is functional.

Before completing the tasks in the following sections, you should have already installed the
Automatic Workstation Import and Removal software during your installation of ZENworks
Desktop Management. For more information, see “Installing the ZENworks Desktop Management
Server” in the Novell ZENworks 7 Desktop Management Installation Guide.

The following sections contain steps to help you set up Automatic Workstation Import and
Removal:

¢ Section 8.1, “Setting Up the Automatic Workstation Import and Removal Policies,” on
page 132

¢ Section 8.2, “Setting Up Automatic Workstation Import and Removal to Run on the Servers,”
on page 132

¢ Section 8.3, “Using the Novell Client and the ZENworks Desktop Management Agent,” on
page 133

¢ Section 8.4, “Verifying that Automatic Workstation Import and Removal are Working,” on
page 133

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.
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8.1 Setting Up the Automatic Workstation Import
and Removal Policies

The following sections help you to configure and associate the necessary policies:

+ “Configuring the Automatic Workstation Import Policy” on page 132
¢ “Configuring the Automatic Workstation Removal Policy” on page 132

+ “Associating the Server Package” on page 132

8.1.1 Configuring the Automatic Workstation Import Policy

For Automatic Workstation Import to work, you must configure the Workstation Import policy. This
policy determines how the workstation objects are named and where they are placed in Novell
eDirectory™.

For conceptual and step-by-step information about configuring the Workstation Import policy, see

Section 13.4, “Workstation Import Policy,” on page 161.

8.1.2 Configuring the Automatic Workstation Removal Policy

For Automatic Workstation Removal to work, you must configure the Workstation Removal policy.
This policy determines when unused Workstation objects are removed from eDirectory.

For conceptual and step-by-step information about configuring the Workstation Removal policy, see
Section 13.5, “Workstation Removal Policy,” on page 166.

8.1.3 Associating the Server Package

The Import and Removal policies you configured and enabled cannot be in effect until you associate
their Server package with a server. For further information, see Section 13.7, “Associating the
Server Package,” on page 172.

8.2 Setting Up Automatic Workstation Import
and Removal to Run on the Servers

The steps in the following sections assume that you selected the Import, Removal, or Import/
Removal option as part of Automatic Workstation Import installation. For further information, see
“Installing the ZENworks Desktop Management Server” in the Novell ZENworks 7 Desktop
Management Installation Guide.

The most important item to remember when deploying Automatic Workstation Import is to use DNS
for TCP/IP addresses so that DNS names can be found automatically. This is preferable to setting up
and maintaining hosts files on every workstation.

To set up Automatic Workstation Import, do the following for each import service server:
1 Set up a DNS name for Automatic Workstation Import to use.

This can be either a DNS entry or an entry in a local hosts file. An example of a DNS name is
www.novell.com.
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The following is an example of the text you would add in a hosts file for Automatic
Workstation Import:

151.155.155.55 zenwsimport

In this example, the TCP/IP address is for the server where you are running the Automatic
Workstation Import service. “Zenwsimport” is not the name of a server, but a DNS name that
resolves to this TCP/IP address. In other words, zenwsimport is a label to identify the server as
the one running the Automatic Workstation Import service.

For Windows 98, the hosts file's location should be:
Win98 drive:\Win98 directory\hosts

IMPORTANT: The default hosts file in Windows is named hosts. sam. Do not use the
.sam extension with your filename. Rename hosts. samto hosts, or make a copy and
rename the copy. By default, Windows 98 hides filename extensions that are of a known type,
so you should make sure that filename extensions are being displayed so that you can correctly
rename the hosts. sam file to hosts.

For Windows 2000/XP, the hosts file's location should be:
Win drive:\Win directory\SYSTEM32\drivers\etc\hosts

Hosts as shown above is a filename, not a folder name.

2 To verify the DNS name or TCP/IP address, enter the following at the workstation command
prompt:

ping zenwsimport

8.3 Using the Novell Client and the ZENworks
Desktop Management Agent

You must update each workstation that you want to import with the latest ZENworks Desktop
Management Agent. This is required to place Workstation Manager on the workstations. For further
information, see Part I, “Understanding ZENworks 7 Desktop Management,” on page 33.

8.4 Verifying that Automatic Workstation Import
and Removal are Working

At this point, if the scheduler is working, workstation import should happen automatically when any
of these events occur, depending on the Import policy:

¢ Scheduler service startup (98/2000/XP)
+ User login (98/2000/XP)

Verifying That Automatic Workstation Import and Removal Are Working
To verify that Automatic Workstation Import and Removal are working:

+ For each NetWare® import or removal service server, press Ctrl+Esc and look for a ZENworks
Workstation Import screen.

¢ For each Windows 2000/XP import or removal service server, check services for:
ZENworks Workstation Import

Setting Up Automatic Workstation Import and Removal

133



or
ZENworks Workstation Removal

* For each SLES 9 SP1 or OES Linux server, run /etc/init.d/novell-zdm-awsi
status at the bash prompt. The import service returns a message as to whether it is currently
running.

If Automatic Workstation Import or Removal is not running on the Windows server or on the
NetWare server, restart the server. If they are not running on the Linux server, restart the service as
explained below.

Forcing Workstation Import at the Workstation

You can force workstation import or registration to occur by running zwsreg. exe, located on the
workstation at:

drive:\program files\novell\zenworks\zwsreg.exe
Stopping the Import/Removal Service on NetWare Servers

To stop an import or removal service on a NetWare server, use the following commands in place of
using the process IDs displayed by the java -show command. Enter the following at the server
console:

java -killzenwsimp

java -killzenwsrem

These commands are also contained in the sys: \system\zfdstop.ncft file.

Stopping and Restarting the Import/Removal Service on Linux Servers
To stop the import/removal service on a SLES 9 SP1 server or on an OES Linux server:

1 At the Linux server prompt, go to /etc/init.d.

2 Enter . /novell-zdm-awsi stop.

To start the service, run /etc/init.d/novell-zdm-awsi startor /etc/init.d/
novell-zdm-awsi restart atthe bash prompt.

To restart the service while it is currently running, run /etc/init.d/novell-zdm-awsi
restart at the bash prompt.
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Workstation Registration Files

Workstation registration in Novell® ZENworks® 7 Desktop Management involves three executable
files: zwsreg.exe, zenwsreg.dll, and zenwsrgr.dll.

The following sections provide information on these files:

¢ Section 9.1, “Registration File Functions,” on page 135
¢ Section 9.2, “Registration File Locations,” on page 135
¢ Section 9.3, “Using Zwsreg.exe,” on page 135

¢ Section 9.4, “Using Zenwsreg.dll,” on page 136

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

9.1 Registration File Functions

Zwsreg.exe: Calls zenwsreg.dll.
zenwsreg.dll: Performs workstation registration tasks.

zenwsrgr.dll: Contains strings used by zenwsreg.d11. These strings are available for language
translation.

9.2 Registration File Locations
Windows 98 Client Workstation:

drive:\program files\novell\zenworks\zwsreg.exe
drive:\program files\novell\zenworks\zenwsreg.dll
drive:\program files\novell\zenworks\nls\english\zenwsrgr.dll

Windows 2000/XP Client Workstation:

drive:\program files\novell\zenworks\zwsreg.exe
drive:\program files\novell\zenworks\zenwsreg.dll

drive:\program files\novell\zenworks\nls\english\zenwsrgr.dll

9.3 Using Zwsreg.exe

In previous versions of ZENworks for Desktops, wsreg32.exe and unreg32 . exe handled
workstation import and removal functions. In ZENworks Desktop Management 4.x or later,
zwsreg.exe replaces both files.

The syntax for zwsreq is as follows:
zwsreg option

You can use the following options with zwsreg:
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Table 9-1 Zwsreg.exe Startup Options

Option Explanation

-importserver server_ip_address Specifies the IP address of the import server. If you specify None
or 0 for the import server, you can import workstations without
setting up an import server. To do this, however, the user must
have sufficient rights and the Novell Client™ must be installed on
the workstation.

-importpolicy policy DN Specifies the DN of the effective Workstation Import policy.

-importws new_workstation_DN  Specifies the DN of the workstation to be imported. You can
specify a custom workstation DN to override the effective
Workstation Import policy.

-version 3_or_4 Specifies whether the workstation to be imported is a ZENworks
for Desktops 3 or a ZENworks for Desktops 4 workstation. The 4
setting is the default and works for ZENworks for Desktops 4 and
newer.

-unreg Clears the registry.

9.4 Using Zenwsreg.dil

Zenwsreg.dll is called by Workstation Manager's Scheduler when one of the following events
occurs:

+  Workstation startup
¢ User login
¢ User logout

¢ Registration service shutdown
When one of the above events is detected, the sequence of file calls is as follows:
Windows 98: wm95.exe > wm98sast.exe > zenwsreg.dll.

Windows 2000/XP: wm.exe > wmrundll.exe > zenwsreg.dll.
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Documentation Updates

This section contains information on documentation content changes that have been made in this
section of the Administration guide since the initial release of Novell® ZENworks® 7 (August 26,
2005). The information will help you to keep current on updates to the documentation.

All changes that are noted in this section were also made in the documentation. The documentation
is provided on the Web in two formats: HTML and PDF. The HTML and PDF documentation are
both kept up-to-date with the documentation changes listed in this section.

The documentation update information is grouped according to the date the changes were published.
Within a dated section, the changes are alphabetically listed by the names of the main table of
contents sections for ZENworks 7 Personality Migration.

If you need to know whether a copy of the PDF documentation you are using is the most recent, the
PDF document contains the date it was published on the front title page.

The documentation was updated on the following dates:

¢ Section H.1, “July 14, 2006 (Support Pack 1),” on page 137
¢ Section H.2, “December 9, 2005,” on page 137

H.1 July 14, 2006 (Support Pack 1)

The following note was added to each section:

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

H.2 December 9, 2005

The page design in the guide was reformatted to comply with revised Novell documentation
standards.
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Workstation Management

Much of the functionality of the Workstation Management component of Novell® ZENworks®
Desktop Management depends on the preliminary administrative work you do in ConsoleOne® as
you import user workstations into the directory and set up the policies that can be associated with
User and Workstation objects.

Before you can manage your network’s workstations, you must understand Workstation
Management and set up policies. After deploying Workstation Management, you can perform
periodic maintenance operations, such generating reports of effective policies and policy package
associations, copying policy packages from one container in the directory to another container, and
more.

Refer to the following sections for further information:

¢ Chapter 10, “Understanding Workstation Management,” on page 141

¢ Chapter 11, “Creating Policy Packages,” on page 151

¢ Chapter 12, “Setting Up the Search Policy in the Container Package,” on page 153
¢ Chapter 13, “Setting Up Server Package Policies,” on page 157

¢ Chapter 14, “Setting Up Service Location Package Policies,” on page 173

¢ Chapter 15, “Setting Up User and Workstation Package Policies,” on page 177

¢ Chapter 16, “Generating Policy Reports,” on page 217

¢ Chapter 17, “Copying Policy Packages,” on page 219

¢ Chapter 18, “Workstation Scheduler,” on page 221

+ Appendix I, “Documentation Updates,” on page 231
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Understanding Workstation
Management

The following sections help you to understand and plan a full deployment of the Workstation
Management component of Novell® ZENworks® 7 Desktop Management on your network:

¢ Section 10.1, “Workstation Management Components and Features,” on page 141

¢ Section 10.2, “ZENworks Database,” on page 144

¢ Section 10.3, “ZENworks Desktop Management Policies and Policy Packages,” on page 144

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

10.1 Workstation Management Components and
Features

Workstation Management helps you reduce the overall cost and complexity of configuring and
maintaining workstation desktops in your network. Desktop Management policies provide you with
automatic management of server, user, and workstation configurations, processes, and behaviors.
You set up these policies using ConsoleOne®, which means that you do not need to visit each
workstation in your site to configure user and workstation settings.

Using Workstation Management, you can:

+ Enable roaming profiles and set default desktop preferences for users

+ Use extensible policies (for Windows 98) and Group policies (for Windows 2000/XP) to
control any application function that is configured in the Windows registry

¢ Set parameters such as remote control and remote view for remotely managing users'
workstations

+ Set parameters for imaging workstations

¢ Configure users created on Windows 2000/XP workstations after they have authenticated to the
directory

¢ Set parameters to specify what inventory information to collect

¢ Set parameters to automatically import new workstations into the tree and to remove
workstations when they are no longer is use

¢ Set user parameters for printing using the Novell iPrint client, which lets users print to any
iPrint printer, regardless of the printer's physical location

¢ Configure users' Terminal Server connections

The following sections provide basic information on Workstation Management components and
features:

¢ “Components” on page 142

¢ “Features” on page 142
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10.1.1 Components

Workstation Management has the following components:

+ “Workstation Resident Modules” on page 142

¢ “ConsoleOne Snap-Ins” on page 142

Workstation Resident Modules

The workstation resident modules authenticate the user to the workstation (Windows 2000/XP only)
and network, and transfer configuration information to and from the directory. Under Windows
2000/XP, Workstation Management runs with administrative privileges that allow it to dynamically
create and delete user accounts, provided it can communicate with the directory.

ConsoleOne Snap-ins

The ConsoleOne snap-ins are Java files that are used to create, view, and configure the various
Workstation Management directory objects through ConsoleOne. For more information about
ConsoleOne, see the ConsoleOne Documentation Web site (http://www.novell.com/
documentation).

10.1.2 Features

Workstation Management features let you store and configure Windows 98/2000/XP desktop
policies in the directory and push them to the client. The client workstation can be thought of as an
extension of the user.

Workstation Management has the following features:

+ “Multiple Platform Support” on page 142

+ “Windows 2000/XP Support” on page 143

+ “Workstation Profile Management” on page 143

¢ “Scheduled Actions” on page 143

¢ “Server and Client Policies” on page 143

+ “Directory Storage for Extensible Policies” on page 143

+ “ZENworks Desktop Management Reports” on page 143

Multiple Platform Support

Workstation Management software allows all user account and desktop information for Windows
98/2000/XP to be centrally managed within the directory using ConsoleOne as the single
administrative utility.

Configuration information is stored in policy package objects. For example, there are policy
package objects containing policies for Windows 98, Windows 2000, Windows XP, and Microsoft
Terminal Servers that can be downloaded to the workstations.

For more information about Desktop Management support for the Windows NT* platform, see
“Interoperability with Windows NT 4 Workstations” in the Novell ZENworks 7 Desktop
Management Installation Guide.
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Windows 2000/XP Support

For Windows 2000/XP environments, Workstation Management also eliminates the need for
domains or for a large number of user accounts to reside in the local Security Access Manager
(SAM) of each workstation.

The Windows Group policy is an extension of extensible policies for Windows 2000/XP and Active
Directory.

Workstation Management stores user information, desktop configuration, OS configuration, and
workstation information in the directory. For 2000/XP users, this means that when a user’s directory
account is associated with this configuration information, the user can access the network using any
2000/XP workstation configured with Workstation Management.

If the user does not have an account on the workstation at the time of login, Workstation
Management can automatically create an account according to the associated user information. A fter
the user is attached to the network, associated policies are downloaded to the workstation to provide
a consistent desktop on each workstation used.

Workstation Profile Management

You can create and manage mandatory user profiles, and you can control user interface options, such
as the command console and display control attributes. After you have set these attributes, users
cannot modify these settings unless they are given the appropriate rights.

Scheduled Actions

This feature lets you schedule actions to occur at a specific time, such as during the evening when
the workstation is not in use. These actions can be done without requiring users to be logged in to
the network from the workstation. As long as the workstation is powered on, Workstation
Management can authenticate the workstation to the directory and perform the action.

Server and Client Policies

Desktop Management uses policies for hands-off management of server and client processes.
Policies can be set for automating workstation import and removal, managing users and
workstations, and providing workstation inventory information.

Directory Storage for Extensible Policies

Workstation Management lets you create extensible policies using ConsoleOne instead of the
Microsoft POLEDIT utility. This approach to creating policies provides three specific benefits:

+ [t eliminates the requirement that you copy the policy file to the sys: \public directory of
each server on the network, thus reducing your initial setup workload.
+ Because the policy is stored in the directory, you only need to make changes once.

+ Any change you make to a policy is automatically replicated across the network in a multiple-
partition network, thus providing automatic fault tolerance.

ZENworks Desktop Management Reports

Desktop Management provides predefined reports for effective policies and policy package
associations. The scope of both reports is for a selected container and, optionally, its subcontainers.
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The Effective Policies report provides the following information:

Version

Tree

Container

Object DN

Platform

Effective Policy DN

The Package Associations report provides the following information:

Tree
Container
Package DN
Association

The report results are displayed in Notepad and are automatically saved as text files on the
workstation where you are running ConsoleOne. For further information, see Chapter 16,
“Generating Policy Reports,” on page 217.

10.2 ZENworks Database

The ZENworks database is used for logging report information for Desktop Management.
Therefore, to run reports on Workstation Management, you need a configured Database object with
an associated ZENworks Database policy.

If you selected to install the Sybase* database management system during installation of Desktop
Management, you should configure and enable the ZENworks Database policy to identify the
location of the database object, which knows the location of the database file (mgmtdb . db).

If you are using a Sybase database, the Database object is created during installation if you selected
the Inventory option. The Database object then contains default values.

If you are using an Oracle* or Microsoft SQL database, you need to create and configure the
Database object and the database.

For more information on configuring the Database object for both Sybase and Oracle, as well as
information on configuring the ZENworks Database policy, see Section 13.6, “ZENworks Database
Policy,” on page 169.

10.3 ZENworks Desktop Management Policies
and Policy Packages

To fully deploy the Workstation Management component of Desktop Management, you must
configure, enable, and associate the necessary policies and policy packages in ConsoleOne.

A policy is a set of rules that defines how workstations, users, and servers can be configured and
controlled, including application availability and access, file access, and the appearance and
contents of individual desktops. Policies are contained within policy packages, where they are also
administered and customized.
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A policy package is a Novell eDirectory™ object containing one or more individual policies. A
policy package groups policies according to function, making it easier to administer them. It also
provides the means for the administrator to change policy settings and to determine how they affect
other eDirectory objects.

Review the following sections for an understanding of Desktop Management policies and policy
packages:

+ “Policy Packages” on page 145

¢ “ZENworks Desktop Management Policies” on page 145

¢ “Plural Policies” on page 146

+ “Enabling Policies” on page 146

¢ “Policy Scheduling” on page 147

+ “Policy Package Associations” on page 147

¢ “Search Policy” on page 148

+ “Effective Policies” on page 148

+ “Extensible Policies” on page 149

10.3.1 Policy Packages

Desktop Management policies are grouped into policy packages for ease of administration. You
create and manage policy packages using ConsoleOne.

The property page for each policy package contains one or more platform-specific tabs that list one
or more policies specific to that platform and package. These pages each identify an operating
platform, such as General, NetWare, Windows (9x/NT/2000/XP), or Windows Terminal Server
(2000/XP). Any policy that you enable on a General page applies to all platforms indicated by the
other pages. However, any policy configurations you set on a specific platform page override similar
settings on the General page.

The Desktop Management policy packages are:

Container Package

Server Package

Service Location Package
User Package
Workstation Package

The Container Package and Service Location Package are identical to the policy packages used in
ZENworks Server Management. The Server Package also exists in ZENworks Server Management;
however, in ZENworks Desktop Management it contains different polices. The User Package and
Workstation Package are unique to Desktop Management. For more information, see Chapter 11,
“Creating Policy Packages,” on page 151.

10.3.2 ZENworks Desktop Management Policies

A policy is a set of rules that defines how workstations, users, and servers can be configured and
controlled, including application availability and access, file access, and the appearance and
contents of individual desktops. Policies are contained within policy packages, where they are also
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administered and customized. Desktop Management policies provide you with automated
management of server, user, and workstation configurations, processes, and behaviors. For example,
you could set up a user policy that determines how a certain user's desktop looks, regardless of the
machine that users logs in from. Or, you could set up a workstation policy that determines how a
certain machine's desktop looks, regardless of which user logs in.

You can use policies to define the following:

¢ Parameters for importing workstation objects to the tree
+ How far in the tree to search for effective policies
+ Parameters for collecting hardware and software inventory

¢ Parameters for remotely controlling a workstation

*

Event and action scheduling

Each policy's properties contains one or more tabs where you can specify settings or configurations
related to User, Workstation, Group, or container objects, depending on the type of policy. For more
information, see Chapter 11, “Creating Policy Packages,” on page 151.

10.3.3 Plural Policies

Plural policies allow you to have multiple instances of the same policy type within the same policy
package or as effective policy. Desktop Management has one plural policy in both the User and
Workstation Policy packages with the default name of Scheduled Action.

Because you can have several different actions that you might want to run on different schedules,
when you add a Scheduled Action policy to the policy package you should name it to reflect the
action being scheduled.

For Desktop Management, the Scheduled Action plural policy is available for all platforms in the
User Package and Workstation Package. For more information about the Scheduled Action policy in
the User Package, see Section 15.6, “Scheduled Action Policy (User and Workstation Packages),”
on page 195.

10.3.4 Enabling Policies

As your Workstation Management needs change, you can enable, disable, or modify a policy using
any of the three states for policy settings:

Table 10-1 States for Policy Settings

State Description

Enabled Activates the policy's settings; however, settings are not enforced unless the policy
package is also associated with an object.

Disabled Clears a policy. However, disabling a policy in ConsoleOne does not immediately clear
its effect at the workstation. The workstation runs the policy with the cleared settings
because the settings for each policy are saved in the workstation’s registry.

Ignored Does not guarantee the clearing or enabling of a policy, because it allows the
workstation to continue with whichever policy setting it previously had.
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When you create a policy package, its policies are disabled by default. After you enable a policy,
some default settings are still in place.

A policy can be enabled when you:

¢ Create a policy package
+ Modify a policy package

A policy can also be enabled anytime from within most of the lists where the policy is displayed.

10.3.5 Policy Scheduling

Some policies can be scheduled to run at a certain time. During creation, all policy packages are
given a default run schedule. This means that all applicable policies in this package run according to
the default schedule. However, you can change the entire policy package schedule, or you can set a
policy within the package to run at a different time from the rest of the package.

If you enable a policy but fail to schedule it, it runs according to the schedule currently defined in
the Default Package Schedule.

10.3.6 Policy Package Associations

When you have enabled a policy, you must then associate it to make it effective. Configuring,
enabling, and scheduling a policy only sets it up. A policy is enforced through its association with a
directory object, such as a Server, Container, User, Group, or Workstation object.

Because policy package associations flow down a tree like inherited rights flow in the directory, you
can associate a policy package directly with an object. You can also associate a policy package
indirectly, such as with the object's parent container.

When you view the associated policy packages for an object, Desktop Management starts at the
object and searches up the tree in the following order for the associated policy packages to be
displayed (unless the search order has been changed with a Search policy):

1. The object itself

2. Any Group where the object has membership

3. Any container above the object up to [Root]

Similar to assigning different rights for different users in the directory, you can set a general policy
for most users and unique policies for unique users.

You must have the Write right to both the policy package and the object in order to associate one
with the another.

You can associate a policy package with Server, Container, User, Group, or Workstation objects
when you:

¢ Create or modify the policy package

¢ Create or modify the Server, Container, User, Group, or Workstation object

+ Associate a policy package with a group or container where the User or Workstation objects
have membership
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IMPORTANT: Do not associate the policy packages with Alias objects. Alias objects are not
supported.

10.3.7 Search Policy

The Search policy is used to prevent tree-walking. Unless specified differently in a Search policy,
when Desktop Management starts searching for an object's associated policy packages, it starts at
the object and works its way up the tree. If Desktop Management does not have any Search policies
defined, it walks the tree until it finds the root object. This can cause unnecessary network traffic.
Therefore, plan to use Search policies wherever needed.

Unless otherwise specified in a Search policy, all enabled policies in a policy package that is
associated directly with an object have precedence over contradicting policies in policy packages
higher in the tree.

For more information about configuring the Search policy, see “Setting Up the Search Policy in the
Container Package” on page 153.

10.3.8 Effective Policies

Effective policies for a directory object are those that have been configured, enabled, and associated
with the object. Just as the effective rights in the directory flow down the tree, policy package
associations also flow down the tree.

The following sections provide more information on effective policies:

+ “How Effective Policies Are Determined” on page 148

+ “How Package Associations Are Resolved to Determine Effective Policies” on page 148

How Effective Policies Are Determined

When Desktop Management calculates the effective policies for an object, it starts with all policy
packages assigned to that object. It then looks up the tree for policy packages associated to Group
objects and then for policy packages associated to Containers (assuming that the search order starts
at the leaf object and goes up towards the root of the tree).

How Package Associations Are Resolved to Determine Effective Policies

Because Desktop Management policies provide management-by-exception through policy package
associations, a lower package association overrides an upper package association. In other words, a
package associated to a User object overrides any similar settings in a package associated to the
user's container object.

The following illustrates policy package associations:
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Figure 10-1 Directory Tree Showing Policy Package Associations

Users (User Package 1 is associated with this
Organizational Unit)

[ & Admin (User Package 2 is associated with
' this User)

Suppose that in this illustration, User Package 1 contains three enabled policies: Windows Desktop
Preferences, Inventory, and Remote Control. User Package 2 contains one enabled policy: Windows
Desktop Preferences. For the User object, the Windows Desktop Preferences policy settings in User
Package 2 overrides the similar policy settings in User Package 1.

The effective policies for the user are the Windows Desktop Preferences policy in Policy Package 2
and the Inventory and Remote Control policies in Policy Package 1. The Associations tab for this
User object lists the one policy in User Package 2 that has been enabled. The two enabled policies in
User Package 1 are also listed on the User object's Associations tab. In other words, effective
policies are the sum of all enabled policies in all policy packages associated directly or indirectly to
an object.

Extensible Policies

For any Windows-compatible software program, an extensible policy allows you to control any
application function that is configured in the Windows registry. Desktop Management lets you
easily customize and deploy extensible policies across your network to accommodate your specific
business practices.

Extensible policies are not supported on Windows XP. You should use Windows Group policies to
configure policies for Windows XP systems. Additionally, we recommend that you use Windows
Group policies instead of extensible policies for Windows 2000 or newer. You should continue using
extensible policies for the Windows 9.x platforms.

For more information, see Section 15.2.1, “Understanding Extensible Policies,” on page 181.
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Creating Policy Packages

For Novell® ZENworks® 7 Desktop Management to function properly, you must create the policy
packages so that you can configure, enable, schedule, and associate your planned policies.

Many of the Desktop Management policies are available only if you select the Workstation
Management installation option. For installation steps, refer to “Installing the ZENworks Desktop
Management Server” in the “Novell ZENworks 7 Desktop Management Installation Guide”.

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

A policy package is a Novell eDirectory™ object containing one or more individual policies. A
policy package groups policies according to function, making it easier to administer them. It also
provides the means for the administrator to change policy settings and to determine how they affect
other eDirectory objects.

You should create an Organizational Unit (OU) to hold the policy packages. Consider the following
when determining where to place this OU:

¢ Ifyou have partitions in your tree

¢ The 256-character limit in eDirectory for the full distinguished name

¢ The Search policy that is used to determine the search order and the search level ceiling for the

policy package

To minimize tree walking, it is best to create this policy package OU at the root of the partition that
contains the objects with which the policy package is associated and to configure the Search policy
to stop searching at the container in which the policy package is located. In doing so, the following
benefits are realized:
+ Tree walking is minimized with the root of the partition and the Search policy being used
¢ Placing the OU at the partition’s root maximizes the number of characters that are available for
naming plural policies
To create an OU and then a policy package:
1 In ConsoleOne®, right-click the container where you want the container for the policy
packages placed, click New, then click Organizational Unit.
2 Give the container a short name, then click OK.

Because you can have ZENworks Desktop Management, ZENworks Handheld Management,
and ZENworks Server Management policies in the same tree, make sure you use a name that
distinguishes your Desktop Management policies container, for example, Desktop Policies.

3 Right-click the new container that will hold your policy packages, click New, then click Policy
Package.
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Policy Package Wizard x|

Choose a policy package to create ar madify. The palicies
cantained in the selected policy package are displayed in the

Nove" palicy list.

Policy packages: Policies:
g Cortainer 2 " % Search Policy
‘% Server Package
?é = 5& G Service Location Package
4@ "E User Package

& = V) wiorkstation Package
W, Description

Container Package - is an eDirectory ohject that contains a collection
of policies relsting to containers. This policy package can be
associated only with container objects.

Cancel | Finish | Help |

4 Sclect one of the following policy packages:

Container Package
Server Package
Service Location Package
User Package
Workstation Package
To see a list of policies that are contained in each policy package, select the desired policy

package in the Policy Packages list on the left side to display the available policies in the
Policies list on the right.

5 Click Next, give the package a short name, click Next, click Create Another Policy Package
(unless this is the last one being created), then click Finish.

Short package name suggestions include:
Container
Server
Location

User
Workstation

6 Repeat Step 4 through Step 5 for each policy package to be created.
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Setting Up the Search Policy in the
Container Package

The Container Package contains only the Search policy. The Search policy is used to limit how far
up the tree Desktop Management searches for the effective policies.

The Search policy provides the following benefits:

+ Improved security
¢ The ability to reorder a search

¢ Better search performance by limiting the search levels traversed in Novell® eDirectory™ and
by avoiding unnecessary LAN traffic

The Search policy locates policy packages that are associated with containers. To make a Search
policy effective, you associate it with a container.

You can specify the number of levels above or below the location to begin the search:

Table 12-1 Search Policy Levels

Number Description

0 Limits the search to the selected level.
1 Limits the search to one level above the selected level.

For example, if you selected the server's parent container, this limits the search to one
level above the parent level.

-1 Limits the search to one level below the selected level.

For example, if you selected [Root], -1 would limit the search to one level below [Root].

Without a Search policy in effect, the default is to search from the parent container to [Root]. The
search checks each container up the tree towards [Root] for policy packages associated with those
containers.

The default Search policy recognizes the policy package associated with the User or Workstation
object before it looks in any group or container where such an object resides.

The default search order, Object > Group > Container > Root, can be reordered and can include as
few as one of the locations. For instance, you can exclude Group objects by setting the search order
to Object > Container > Root.

You can avoid unnecessary LAN traffic by searching to an associated or selected container instead
of [Root].

When you view the associated policy packages for an object, by default Desktop Management starts
at the object and searches up the tree to [Root] for all policy packages associated with:

¢ The object
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¢ Any Group where the object has membership
+ Any of the object’s parent containers
The Search policy is required to limit the range which is being used to find other policies. You set up

Search policies at a container level. Set up as many Search policies as you need to help minimize
network traffic.

To set up a Search policy:
1 In ConsoleOne®, right-click the Container Package, then click Properties.

If you have not yet created the Container Package, see “Creating Policy Packages” on
page 151.

2 Select the check box under the Enabled column for the Search policy.
This both selects and enables the policy.

3 Click Properties to display the Search Level Page.

Properties of Container Package:General:Search Policy ll

Search Level | Search Order | Refresh Interval | MDS Rights - | Cither | Right= ta Files and Folders
Search Level

Search for policies up to:

Selected container:

| 5
Search level:

P4

[0z current level, 1 iz up one level, -1 is down one level. The level is between -25 and 25)

Page Options... | ok | Cancel | Apply Help

4 Using the drop-down list, select the level to search up to:
[Root]: Searches from the object to the root of the tree.
Object Container: Searches to the parent container of the Server, User, or Workstation object.

Associated Container: Searches to the associated container that this Search policy is
associated with. The Associated Container level replaces Partition in earlier versions of
ZENworks® for Desktops.

If you are upgrading from a previous version, and you use Partition in your Search policy, make
sure that the Container Package is associated only to the partition root.

Selected Container: Searches from the object to the selected container.
5 (Conditional) If you chose Selected Container, browse for and select the container.

6 To determine the searching limits in either direction, specify a number in the Search Level box:
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Number Description

0 Limits the search to the selected level. This is the default setting.
1 Limits the search to one level above the selected level.

For example, if you selected the server's parent container, this would limit the
search to one level above the parent level.

-1 Limits the search to one level below the selected level.

For example, if you selected [Root], -1 limits the search up to one level below
[Root].

You can specify any number between -25 and 25, but using the default setting of 0 is a good
administrative practice.

7 Click the Search Order tab.

Properties of Container Package:General:Search Policy ll

Search Level | Search Order | Refresh Interval | MDS Rights - | Cither | Right= ta Files and Folders
Search Order

Policy =earch order

[Ohject
(Group
Container

1' il Add Refnoye

Page Options... | Ok | Cancel | Apply | Help |

8 Specify the policy searching order using the arrow keys, the Add button, and the Remove button
as necessary.

The default search order is Object > Group > Container.
9 Click the Refresh Interval tab.
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Properties of Container Package:General:Search Policy : ll

Search Level | Search Crder | Refresh Interval | MDS Rights | Cither | Right= ta Files and Folders
Refresh Interval

lﬂ_ﬂ chayi(=) |1_ﬂ hour(s]

Description
Refresh interval setting tells palicy managers how often to refresh palicies from eDirectory. (Al settings =0
means the policy managers won't refresh palicies fram eDirectanyd

Page Options... | Ok | Cancel | Apply | Help

10 Specify the frequency for how often the server should refresh its policies.

By default, the Policy Manager Will Refresh Policies from eDirectory option is enabled and the
refresh interval is set to one hour. If you set both time increments to zero (0), policies are never
refreshed, even if you have the Policy Manager Will Refresh Policies from eDirectory option
enabled.

11 Click OK.
12 Click the Associations tab, then click Add.

13 Browse for and select the container object for association to the Search policy.
14 Click OK when finished.
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Setting Up Server Package
Policies

The Server Package has six policies that are used for ZENworks® Desktop Management server
functions. The policies you configure and enable are not in effect until you associate their policy
package with a container or server object. For further information on configuring the available
policies and associating them, see the following sections:

¢ Section 13.1, “Dictionary Update Policy,” on page 157

¢ Section 13.2, “Imaging Server Policy,” on page 159

¢ Section 13.3, “Inventory Roll-Up Policy,” on page 159

¢ Section 13.4, “Workstation Import Policy,” on page 161

¢ Section 13.5, “Workstation Removal Policy,” on page 166

¢ Section 13.6, “ZENworks Database Policy,” on page 169

¢ Section 13.7, “Associating the Server Package,” on page 172

NOTE: The Distributed Server Package is not used by ZENworks Desktop Management. It is only
used by Policy and Distribution Services in ZENworks Server Management.

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

13.1 Dictionary Update Policy

This policy allows you to specify where the source for the software dictionary list is located. A
software dictionary contains a list of files that, when found on the drive, constitute a known software
package. The software dictionary is stored on each individual workstation as it performs its scanning
process for it to determine the software packages present on the workstation.

Occasionally, you might want to update the dictionary to include additional, internal software
package files. This policy tells the workstation agents where to find the source and how often to
update their individual dictionary files.

To configure the Dictionary Update policy:

1 In ConsoleOne®, right-click the Server Package, click Properties, then click the appropriate
platform page.

Policies set on a specific platform override policies set on the General tab.

2 Select Dictionary Update Policy, then click Properties.

Setting Up Server Package Policies

157



Properties of Server Package:General:Dictionary Lpdate Policy

Dictionary Update Policy « || MDS Rights « I Cther | Rights to Files and Faolders
Dictionary Update Policy ;

|:| Use the Rollup Server as the update source

Source Server Configuration

Select the zervice ohject of the source server.

Source Service Ohject: | ‘ [ 12 Browse

Server IP Address [ DNS Marme: | ~ |

Proxy Server Configuration

P Address [ DMNS Mame : |

3 Fill in the fields:

Use the Rollup Server as the update source: Select this option if you want the Dictionary
Update Service to use the Inventory server configured in the Roll-Up policy as the source for
dictionary updates. If you do not select this option, the Dictionary Update Service will use the
following settings.

NOTE: Do not select this option for a Standalone server. You must manually configure the
following settings of the policy.

Source Server Configuration

+ Source Service Object: Browse to select the DN of the Inventory server, which provides
the dictionary updates.

¢ Server IP Address / DNS Name: Select the IP address or the DNS name of the Inventory
server, which provides the dictionary updates.

Proxy Server Configuration: If the Inventory server, which provides the dictionary updates,
is across a firewall, specify the IP address port number of the proxy server.

¢ IP Address / DNS Name: Specify the IP address or the DNS name of the proxy server.
+ Port: Specify the port number of the proxy server.

Page Options: Click to specify your preferences for arranging the property pages for this type
of object. These preferences are saved and used the next time you start Novell® ConsoleOne®
on this computer.

4 Click the down-arrow on the Dictionary Update Policy tab and click Dictionary Update
Schedule.
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Properties of Server Package:General:Dictionary Update Policy

Dictionary Update Policy MES Rights I Cther I Right= to Files and Folders
Dictionary Update Scheduls |

Dictionary Update Policy schedule snapin description

Schedule type: |Weekl\,n' w |

Select the day(s) the schedule will activate:

[ooosn | el owed fl g LR ga

The schedule will activate between the hours of:

Starttime: | 08:00 (05:004M) Endtime: | 17:00 (05:00PM)

Randomly dispatch during time period

5 Select the schedule using the Schedule Type drop-down list:

Daily
Monthly
Yearly
Never

6 Select the days the schedule will activate.
7 Click Apply.

13.2 Imaging Server Policy

If you will be imaging workstations, configure and enable this policy. This policy sets rules that
determine which images to put on workstations that are imaged by this policy. For more detailed
information, see Chapter 58, “Setting Up Imaging Policies,” on page 705.

13.3 Inventory Roll-Up Policy

If you want to track workstation inventory information, configure and enable the Inventory Roll-Up
policy. For more detailed information on Inventory, see Part VIII, “Workstation Inventory,” on
page 881.

While performing the following steps, you can get detailed information about each dialog box by
clicking the Help button.
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To set up the Inventory Roll-Up policy:

1 In ConsoleOne, right-click the Server Package, click Properties, then click the appropriate
platform page.
Policies set on a specific platform override policies set on the General page.

2 Select the check box under the Enabled column for the Inventory Roll-Up policy.
This both selects and enables the policy.

3 Click Properties.

Properties of Server Package:General:RollUp Policy ll

MDS Rights - | Cither | Right= ta Files and Folders

~Destination Server Configuration

Select the service object of the next level destination server.

Destination Service Object: I e Browse |

Server IP Address /DS Mame: I LI

Proxy Server Configuration

IP Address FDNS Mame : I

Part : I

Page Options... | ok Cancel Apply Help

4 Fill in the fields:

Destination Service Object: Browse to and select the DN of the next-level server for the
selected Inventory server.

Server IP Address / DNS Name: Select the IP address or DNS name of the next-level
Inventory server.

IP Address / DNS Name: If the Inventory server is outside of the firewall, specify the IP
address or DNS name of the proxy server.

Port: If the Inventory server is outside of the firewall, specify the port number of the proxy
server.

5 Click the down-arrow on the Roll-Up Policy tab, then click Roll-Up Schedule.
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Properties of Server Package:General:RollUp Policy ll

MDS Rights - | Cither | Right= ta Files and Folders

Roll-Up Palicy schedule shapin description

Schedule type: IDain LI
Select the day(=) the schedule will activate:

Sun hdan Tue | e | Thu | Fri Sat |

The zchedule will activate between the hours of:

Start time: IDB:DD (05:00AM) End time: |1 700 [05:00FPh)

i Randaomly dispatch during time period

r Repeat the action every: ID ﬂ Haurs ID ﬂ Mirutes ID ﬂ Seconds

Page Options... | ok | Cancel | Apply Help

6 Select the schedule using the Schedule Type drop-down list:

Daily
Monthly
Yearly
Never

Click the Help button on the Roll-Up Schedule page for detailed information about each
schedule type and its options.

7 Click OK to save the policy.

8 Repeat Step 1 through Step 7 for each platform where you want to set an Inventory Roll-Up
policy.

9 When you have finished configuring all of the policies for this package, continue with the steps

under Section 13.7, “Associating the Server Package,” on page 172 to associate the policy
package.

13.4 Workstation Import Policy

The Workstation Import policy sets parameters to control automatic workstation importing. It must
be enabled for Automatic Workstation Import to function. For more detailed information, see
Section 7.1, “Understanding Workstation Import and Registration,” on page 127.

You can set rules on how Workstation objects are named and where they are created. You should
decide if you want to create Workstation objects in their own containers or in the container where
the User objects reside.

You might find it easiest to manage Workstation objects in a common container if your User objects
are scattered among various containers in the tree.

You might also find it easiest to keep User and Workstation objects in the same container.
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While performing the following steps, you can get detailed information about each dialog box by
clicking the Help button.

To set up the Workstation Import policy:

1 In ConsoleOne, right-click the Server Package, click Properties, then click the appropriate
platform page.
Policies set on a specific platform override policies set on the General tab.

2 Select the check box under the Enabled column for the Workstation Import policy.
This both selects and enables the policy.

3 Click Properties to display the Containers page.

Properties of Server Package:General:Workstation Impork ﬂ

Platforms | Lirnit= | MDS Rights | Cither | Right= ta Files and Folders

i Containers

Containers or parent containers where rights are needed to create workstations

Wiarkstation cortainers:

Add.. | Remave | Remayve Al |

Page Options... | o] | Cancel | Ay | Help |

4 Click Add, select the eDirectory™ containers where rights are needed for creating Workstation
objects, then click OK.

5 Click the Limits tab.
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Properties of Server Package:General:Workstation Impork ﬂ

Containers | Platforms MDS Rights | Cither | Right= ta Files and Folders

User login number:
k4

Murnber of times user logs in before creating & workstation if policy needs user information

[ Disable user histary

[ Limit number of workstations imparted
vorkstations crested per hour:

Maximum number of workstations crested per hour for each import service

Page Options... | Ok Cancel Apply Help

6 Fill in the fields:

User Login Number: If the Workstation Import policy requires user information, this number
represents the number of times the user needs to log in before the user’s Workstation object is
created.

Disable User History: Each time a user logs in to a workstation, the Workstation object's User
History page is updated so that an administrator can view a complete list of all users who have
logged in to that workstation. If you do not want user history to be collected for workstations,
you should enable this option.

This option lets you disable the collection of user history for all workstations imported after
you enable this option. To disable user history collection on workstations that were imported
before you enabled this option, right-click the appropriate Workstation object, click Properties,
click the User History tab, then select the Do Not Add to History check box.

Limit Number of Workstations Imported: To help balance server workload, enable this
option to limit how many workstations are imported. When you select this option, the
Workstations Created Per Hour box is available.

Workstations Created Per Hour: Specify the limit for how many Workstation objects can be
created per hour.

7 Click the Platforms tab, then click General, WinNT, Win2000, WinXP, or Win9x, as applicable.
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Properties of Server Package:General:Workstation Impork ﬂ

Containgrs Limits | NDS Rights = | Other | Rights ta Files and Folders

Lacation | Namingl Groupsl

v &llowe importing of waorkstations
Create wworkstation objects in:

IServer Cortainer
Path:

=
| 5

Description:

Server Container
Workstation will be created in the same container as the server where the import service is running. The
optional Path field specifies a relative DS path from the server container.

Page Options... | ok Cancel Apply Help

8 Fill in the fields:

Enable Platform Settings to Override General Settings: This check box appears only on the
WinNT, Win2000, WinXP, and Win9x platform pages; it does not appear on the General page.
Select this check box to override the settings on the General page with the setting you configure
on one of the four specific platform pages.

Allow Importing of Workstations: Enable this option to allow registered workstations to be
imported.
Create Workstation Objects In: Select an option from the drop-down list:

¢ Selected Container: The Workstation object is created in the container specified in the
Path field. This is an absolute path.

+ Server Container: The Workstation object is created in the same container as the server
running the import service. You can specify a relative path from the server container.

¢ User Container: The Workstation object is created in the container where the User object
resides for the logged-in user. You can specify a relative path from the user container.

+ Associated Object Container: The Workstation object is created in the container that is
associated with the Workstation Import policy. You can specify a relative path from the
associated container.

Path: If you are using a relative path, specify a string. The number of periods you end the path
with determines the number of relative levels. If you are using an absolute path, select the
container.

9 Click the Naming tab.
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Properties of Server Package:General:Workstation Impork ﬂ

Cortsiners | Platforms ~ ' Limits | NDS Rights = | Other | Rights ta Files and Folders
General

Location  Maming | Groupsl

Wiarkstation name:

Computer+WAC Address

Add name field and place them in order:

(Computer
MAC Address

3]

Description:

i || e |

Page Options... |

O Cancel Ay Help

10 Fill in the fields:

Workstation Name: Displays the workstation naming convention currently defined in the Add
Name Fields and Place Them in Order list. Whenever there is a potential name conflict (such
as two Workstation objects in the same container named after the User object), the system
appends a 3-digit number on the end of the name that you enter here.

Add Name Fields and Place Them in Order: You must have at least one option in this list.
By default, Computer + Network Address is displayed in the list. Click Add to select from the
following list of name fields. After creation of the Workstation object, this information is static

and does not change.

Name Field Description

Computer The Windows computer name, usually as it was named during the
Windows installation process.

MAC Address The workstation's MAC address. This address is unique to the
workstation's network card.

Container The container where the User object resides.

<User Defined>

User

You can type your own information here. You must use characters that
are valid in a DS object name. Do not use the following characters:

+ Underscore (_)

+ Asterisk (*)

+ Less than symbol (<)

+ Greater than symbol (>)
+ Semicolon (;)

+ Pound sign (#)

The name of the user that is logged in.
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Name Field Description

IP Address The workstation's Internet Protocol (IP) address.

DNS The Domain Name System name (the logical name related to the IP
address).

Server The workstation's preferred server.

oS The workstation's operating system (Windows 98, Windows NT,

Windows 2000, Windows XP).

CPU The type of central processing unit in the workstation (386, 486,
Pentium*, and so forth).

11 Click the Groups tab.

Properties of Server Package:General:Workstation Impork ﬂ

Cortsiners | Platforms ~ ' Limits | NDS Rights = | Other | Rights ta Files and Folders
General

Loc:ationl Maming  Groups |

The workstation will be added to the following warkstation groups when the workstation is imported.

vyaorkstation Groups:

Add.. | Remave | Remayve Al |

Page Options... | o] | Cancel | Ay | Help |

12 Click Add, then browse for and select the workstation groups you want this Workstation object
to belong to when it is imported.

13 Click OK to save the policy.

14 Repeat Step 1 through Step 13 for each platform where you want to set a Workstation Import
policy.

15 When you have finished configuring all of the policies for this package, continue with the steps
under Section 13.7, “Associating the Server Package,” on page 172 to associate the policy
package.

13.5 Workstation Removal Policy

If you want Workstation objects to be automatically removed after they have not been used for a
specified period of time, configure and enable the Workstation Removal policy. For more detailed
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information on workstation removal, see Part I1I, “Automatic Workstation Import and Removal,” on
page 125.

While performing the following steps, you can get detailed information about each dialog box by
clicking the Help button.

To set up the Workstation Removal policy:

1 In ConsoleOne, right-click the Server Package, click Properties, then click the appropriate
platform page.
Policies set on a specific platform override policies set on the General tab.

2 Select the check box under the Fnabled column for the Workstation Removal policy.
This both selects and enables the policy.

3 Click Properties to display the Containers page.

Properties of Server Package:General:Workstation Removal x|

Limits | Schedule | NDS Rights + | Cither | Right= ta Files and Folders

Containers or parent containers where workstations are remaved

Wiarkstation cortainers:

[™ Remove workstations from subcontainers

Add.. | Remave | Remayve Al |

Page Options... | o] | Cancel | Ay | Help |

4 Click Add, select the containers where workstations to be removed reside, then click OK.
Select the Remove Workstations From Subcontainers check box, if desired.
5 Click the Limits tab.
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Properties of Server Package:General:Workstation Removal x|

Containers Schedule | NDS Rights - | Cither | Right= ta Files and Folders

Days before removing unused workstations:
IBD ﬂ

Murnber of days workstation has not registered befare being removed

Page Options... | Ok | Cancel | Apply | Help |

6 Specify the number of days a Workstation object should remain in the tree without registering
before its object is removed.

7 Click the Schedule tab.

Properties of Server, Package:General:Workstation Removal rz

Cortsiners | Limits | NDS Rights = | Cther | Rights to Files and Folders |

The year to bedgin workstation removal (usually the current year)

Year:

2006

Select the day of the year you want the policy to run on
Date: | May 01 |

Start the policy between the hours of:

Starttime: | 23:00 (11:00PM) Duratior: | 04:00 =

Repeat interval in days:

Repeat this action after a specified number of days (1 = Daily, 7 =YWeekly)

|:| Limit number of workstations removed
‘Workstations removed per session:

o

Maximum number of workstations removed per removal session for each removal service

8 Fill in the fields:
Year: The year to begin workstation removal.

Date: The day of year that you want the policy to run on.
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Start Time: The beginning time of when the policy can run.
Duration: Length of the time window.

Repeat Interval In Days: Beginning from the starting date, Workstation object removal is
performed at this interval.

Limit Number of Workstations Removed: To help balance server workload, enable this
option to limit how many workstations are removed in a session. When you select this option,
the Workstation Removed Per Session option becomes available.

Workstations Removed Per Session: Specify a number to set the limit for how many
Workstation objects can be removed per session.

9 Click OK to save the policy.
10 Repeat Step 1 through Step 9 for each platform where you want to set a Workstation Removal
policy.
11 When you have finished configuring all of the policies for this package, continue with the steps

under Section 13.7, “Associating the Server Package,” on page 172 to associate the policy
package.

13.6 ZENworks Database Policy

This policy identifies the location of the ZENworks Database object. If you selected to install the
ZENworks database, you should configure and enable this policy.

NOTE: In previous versions of ZENworks for Desktops, you configured and enabled the
ZENworks Database policy using the Service Location Package. In ZENworks for Desktops 4.x and
later, you can also configure and enable this policy in the Server Package.

The ZENworks Database policy in the Server Package lets you configure only the Inventory
database. The ZENworks Database policy in the Service Location Package lets you configure both
the Inventory database and the Application Management databases.

If backward compatibility with an existing ZENworks Database policy for ZENworks for Desktops
3.x is important, you might want to configure this policy in the Service Location Package. However,
there is improved manageability if you configure this policy in the Server Package. Configuring the
ZENworks Database policy in the Server Package allows you to associate the policy with individual
servers rather than with containers.

Sybase: If you are using a Sybase database, the Database object might have been installed with
default property values, depending on whether you selected to install Desktop Management
Inventory. In either case, follow the applicable steps under “Configuring the ZENworks Database
Object for Sybase” on page 170, then continue with “Setting Up the ZENworks Database Policy” on
page 171.

Oracle: If you are using an Oracle database, you need to create the Database object and enter the
required property values. In this case, follow the steps under “Configuring the ZENworks Database
Object for Oracle” on page 170, then continue with “Setting Up the ZENworks Database Policy” on
page 171.
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13.6.1 Configuring the ZENworks Database Object for Sybase

While performing the following steps, you can get detailed information about each dialog box by
clicking the Help button.

1 In ConsoleOne, right-click the Database object, then click Properties.

The ZENworks Database tab should be displayed.

2 Fill in the applicable fields, keeping the user name and password pairs together:
Database (Read-Write) User Name: Secures read and write access to the database file.
Database (Read-Write) Password: Secures read and write access to the database file.
Database (Read Only) User Name: Secures only read access to the database file.
Database (Read Only) Password: Secures only read access to the database file.
Database (Write Only) User Name: Secures only write access to the database file.
Database (Write Only) Password: Secures only write access to the database file.

3 To change any default JDBC* driver type information, click the JDBC Driver Information tab,
then edit the fields:

Driver
Protocol
Subprotocol
SubName
Port
Flag
Database Service Name
4 Tf you will use an ODBC driver for the database file, click the ODBC Driver Information tab,
then fill in the fields:

Driver Filename
Data Source Name
Connection Parameters

5 Click OK to save the database property changes.

Continue with “Setting Up the ZENworks Database Policy” on page 171.

13.6.2 Configuring the ZENworks Database Object for Oracle

While performing the following steps, you can get detailed information about each dialog box by
clicking the Help button.

1 In ConsoleOne, right-click the container where the Database object is to be created, click New,
click Object, click ZENworks Database, then click OK.

2 Specify a name for the Database object, click Define Additional Properties, then click OK.
The ZENworks Database tab should be displayed.

3 Select the DN of the server where the database files are to be stored.

4 (Optional) Specify the IP address of the server.
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5 Fill in the applicable fields, keeping the user name and password pairs together:

Database (Read-Write) User Name: Secures read and write access to the database file.
Database (Read-Write) Password: Secures read and write access to the database file.
Database (Read Only) User Name: Secures only read access to the database file.
Database (Read Only) Password: Secures only read access to the database file.
Database (Write Only) User Name: Secures only write access to the database file.
Database (Write Only) Password: Secures only write access to the database file.

To specify the JDBC driver type, click the JDBC Driver Information tab, click the Populate
Fields With Default Values For An Oracle Database button, then click Populate Now.

To change any default JDBC driver type information, edit the fields:

Driver
Protocol
SubProtocol
SubName
Port

If you will use an ODBC driver for the database file, click the ODBC Driver Information tab,
then fill in the fields:

Driver Filename
Data Source Name
Connection Parameters

9 Click OK to save the database property changes.

Continue with “Setting Up the ZENworks Database Policy” on page 171.

13.6.3 Setting Up the ZENworks Database Policy

While performing the following steps, you can get detailed information about each dialog box by
clicking the Help button.

1

In ConsoleOne, right-click the Server Package or the Service Location Package, then click
Properties.

The General tab is displayed.

Select the check box under the Enabled column for the ZENworks Database policy.

This both selects and enables the policy.

Click Properties.

4 Select the database DN, then click OK.

When you have finished configuring all of the policies for this package, continue with the steps
under Section 14.5, “Associating the Service Location Package,” on page 176 to associate the
policy package.
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13.7 Associating the Server Package

The policies you configured and enabled are not in effect until you associate their policy package
with a container or server object.

1 In ConsoleOne, right-click the Server Package, then click Properties.
2 Click the Associations tab > Add.

3 Browse for and select the container or server for associating the package, then click OK.
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Setting Up Service Location
Package Policies

The Service Location Package includes four policies on the General platform page. The policies you
configure and enable are not in effect until you associate their policy package with a container
object. For further information on configuring the available policies and associating them, see the
following sections:

¢ Section 14.1, “SMTP Host Policy,” on page 173

¢ Section 14.2, “SNMP Trap Targets Policy,” on page 174

¢ Section 14.3, “XML Targets Policy,” on page 175

*

Section 13.6, “ZENworks Database Policy,” on page 169

*

Section 14.5, “Associating the Service Location Package,” on page 176

14.1 SMTP Host Policy

While performing the following steps, you can get detailed information about each dialog box by
clicking the Help button.

To set up the SMTP Host policy:
1 In ConsoleOne®, right-click the Service Location Package, then click Properties.

The General tab is displayed.

2 Select the check box under the Enabled column for the SMTP Host policy.
This both selects and enables the policy.

3 Click Properties to display the SMTP Host page.
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Properties of Service Location Package:General:SMTP Host

TSMTP Host || NDS Rights ~

SMTP host:

Page Options... | o] | Cancel | Ay | Help |

4 Specify the TCP/IP address or DNS name of the relay host server, then click OK.

5 When you have finished configuring all of the policies for this package, continue with the steps
under Section 14.5, “Associating the Service Location Package,” on page 176 to associate the
policy package.

14.2 SNMP Trap Targets Policy

If you are using SNMP, you should configure and enable this policy. You use this policy to establish
the targets (or locations) where you want SNMP traps sent. Each target must be a valid TCP/IP
address or DNS name.

To set up the SNMP Trap Targets policy:
1 In ConsoleOne, right-click the Service Location Package, then click Properties.

The General tab is displayed.

2 Select the check box under the Enabled column for the SNMP Trap Targets policy.
This both selects and enables the policy.

3 Click Properties.
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Properties of Service Location Package:General:SNMP Trap Targets ﬂ

icy || NDS Rights | Other | Rights to Files and Folders

SHMP trap targets:

Al
Remave |

Page Options... | ok Cancel Apply Help

4 Click Add, enter a new target, then click OK.
5 Repeat Step 4 for each trap target you need.
6 Click OK to save the policy.

7 When you have finished configuring all of the policies for this package, continue with the steps
under Section 14.5, “Associating the Service Location Package,” on page 176 to associate the
policy package.

14.3 XML Targets Policy

Extensible Markup Language (XML) is a flexible way to create common information formats and
share both the format and the data on the Internet, intranets, and elsewhere. If you choose to export
and view Application Management information in XML format via the Internet, you should
configure and enable this policy. The XML Targets policy lets you assign the URL that you'll use to
view this information.

While performing the following steps, you can get detailed information about each dialog box by
clicking the Help button.

To set up the XML Targets policy:
1 In ConsoleOne, right-click the Service Location Package, then click Properties.

The General tab is displayed.

2 Select the check box under the Enabled column for the XML Targets policy.
This both selects and enables the policy.

3 Click Properties.
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Properties of Service Location Package:General:XML Targets ﬂ
MDS Rights - | Cither | Right= ta Files and Folders
URL Targets:
Al
Remave |
Page Options... | ok Cancel Apply Help

4 Click Add, type the URL, then click OK.
5 Click OK to save the policy.

6 When you have finished configuring all of the policies for this package, continue with the steps
under Section 14.5, “Associating the Service Location Package,” on page 176 to associate the
policy package.

14.4 ZENworks Database Policy

In previous versions of ZENworks® for Desktops, you configured and enabled the ZENworks
Database policy using the Service Location Package only. You can now also configure and enable
this policy in the Server Package. For more information see, Section 13.6, “ZENworks Database
Policy,” on page 169.

14.5 Associating the Service Location Package

The policies you configured and enabled are not in effect until you associate their policy package
with a container object.

1 In ConsoleOne, right-click the Service Location Package, then click Properties.
2 Click the Associations tab, then click Add.

3 Browse for and select the container for associating the package, then click OK.
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Setting Up User and Workstation
Package Policies

Review the following sections for information to help you set up and associate the User and
Workstation Package policies:
¢ Section 15.1, “Platform Pages,” on page 177
¢ Section 15.2, “Computer/User Extensible Policies (Workstation/User Packages),” on page 180
¢ Section 15.3, “Dynamic Local User Policy (User Package),” on page 185
¢ Section 15.4, “Novell iPrint Policy (User and Workstation Packages),” on page 190
¢ Section 15.5, “Remote Control Policy (User and Workstation Packages),” on page 195
¢ Section 15.6, “Scheduled Action Policy (User and Workstation Packages),” on page 195
¢ Section 15.7, “User Extensible Policies (User Package),” on page 197
¢ Section 15.8, “Windows Desktop Preferences Policy (User Package),” on page 198
¢ Section 15.9, “Windows Group Policy (User and Workstation Packages),” on page 201
¢ Section 15.10, “Workstation Imaging Policy (Workstation Package),” on page 213
¢ Section 15.11, “Workstation Inventory Policy (Workstation Package),” on page 213

¢ Section 15.12, “ZENworks Desktop Management Agent Policy (Workstation Package),” on
page 213

¢ Section 15.13, “Associating the User or Workstation Package,” on page 216

NOTE: The information in this section also applies to ZENworks® 7 Desktop Management with
Support Pack 1.

15.1 Platform Pages

Desktop Management provides policies that apply to various individual computer platforms, to a
combination of platforms, and to a General platform, which lets you configure policies that apply to
all platforms.

To display a platform page:

1 In ConsoleOne®, right-click the User Package or Workstation Package, then click Properties.

2 Click the down-arrow on the Policies tab, then select the desired platform.
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Figure 15-1 The User Package Properties Page

Properties of User Package : ll

=] I Azzocistions | MDS Rights - | Cither | Right= ta Files and Folders
General Q
Winclomes 9x

v iincovyes MT-2000-XP

\Windawws NT Palicy | Schedule l

Windovs 2000 Folicy not enabled

Wincowes P nlicy M,
Windowys 2000-2003 Terminal Server  [olicies Policy not enabled
Wincovys 2000 Terminal Server Preferences i,
Policy Policy nat enabled
Wincowes 2003 Terminal Server
Properties... Resef... | A | Remove... |

Default Package Schedule
Run event: User login

Exdit....

Page Options... | o] | Cancel | Ay | Help |

The following table lists each platform page, the package that contains each platform page, and a
brief description:

Table 15-1 Platform Pages and the Packages They Contain

Platform Page Package Description
General User and Workstation Lists the available policies for the General
Packages page.

Policies set on this page apply to all platforms
unless you configure the same policy on a
specific platform page; policies set on a specific
platform page override policies set on the
General page.

Windows 9x User and Workstation Lists the available policies for Windows 9.x
Packages machines.

Although Microsoft no longer supports Windows
95, existing Windows 95/98 policies from a
previous installation of ZENworks that are
associated with Windows 95 machines or users
will continue to function. Desktop Management
does not allow you to create new policies for
Windows 95 machines or users.
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Platform Page Package

Description

Windows NT-2000-XP User and Workstation
Packages

Windows NT User and Workstation

Packages

Windows 2000 User and Workstation

Packages

Windows XP User and Workstation

Packages

Lists the available policies for Windows NT/
2000/XP machines.

Use this page if you do not want to treat
Windows NT/2000/XP machines as separate
platforms. You can also use this page to set
policies for users and workstations that are
using earlier versions of ZENworks for
Desktops.

If you are using the Novell Client™ without the
Desktop Management Agent, you must
configure and enable policies on this page
rather than on the individual platform pages
listed below (Windows NT, Windows 2000, or
Windows XP).

If you are upgrading from a previous version of
ZENworks for Desktops, your existing policies
are listed on this platform page. New platform
pages that separate the Windows NT/2000/XP
platforms into individual platform pages were
new enhancements to ZENworks for Desktops
4. You can continue to manage your policies
from a previous version of ZENworks for
Desktops on this page or you can configure and
enable new policies that apply to individual
platforms by using one of the specific platform
pages listed below.

For more information about Desktop
Management support for the Windows NT
platform, see “Interoperability with Windows NT
4 Workstations” in the Novell ZENworks 7
Desktop Management Installation Guide.

Lists the available policies for Windows NT
machines.

For more information about Desktop
Management support for the Windows NT
platform, see “Interoperability with Windows NT
4 Workstations” in the Novell ZENworks 7
Desktop Management Installation Guide.

Lists the available policies for Windows 2000
machines'.

Lists the available policies for Windows XP
machines'.
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Platform Page Package Description

Windows 2000-2003 User Package only Lists the available policies for Windows 2000 or
Terminal Server Windows 2003 Terminal Servers?.

You should use this page if you want to set
policies that apply to both platforms to make
managing Terminal Servers easier. If you want
to treat Windows 2000 and Windows 2003
Terminal Servers as separate platforms, use
one of the specific platform pages.

Windows 2000 User Package only Lists the available policies for Windows 2000
Terminal Server Terminal Servers?.
Windows 2003 User Package only Lists the available policies for Windows 2003
Terminal Server Terminal Servers?.

1 policies enabled on this page are applied only on workstations that have been upgraded to
ZENworks for Desktops 4 or newer. To set policies for workstations using earlier versions of
ZENworks for Desktops, use the Windows NT-2000-XP page.

2 Because earlier versions of ZENworks did not support Terminal Servers, policies enabled on this
page are applied only on workstations that have been upgraded to ZENworks for Desktops 4 or
newer.

You must be running the Desktop Management Agent to configure and enable policies for Terminal
Servers.

Terminal Servers do not support the Scheduled Action and Remote Control policies.

15.2 Computer/User Extensible Policies
(Workstation/User Packages)

For any Windows-compatible software program, an extensible policy allows you to control any
application function that is configured in the Windows registry. Desktop Management lets you
easily customize and deploy extensible policies across your network to accommodate your specific
business practices.

NOTE: Computer Extensible policies are contained in the Workstation Package; User Extensible
policies are contained in the User Package. The information in this section applies to both packages;
however, there are differences between the two packages. When you set Computer Extensible
policies in the Workstation Package, the policies apply to all users who log in to an associated
workstation. When you set User Extensible policies in the User Package, the policies apply to all
associated users regardless of the workstation they use.

The following sections contain additional information:

¢ Section 15.2.1, “Understanding Extensible Policies,” on page 181
¢ Section 15.2.2, “Configuring Extensible Policies,” on page 182
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15.2.1 Understanding Extensible Policies

Desktop Management leverages Microsoft desktop enhancements by doing the following to provide
extensible policies that are enabled in the directory:

+ Moving the policy editor functionality into the directory
+ Moving Windows registry information for applications into the directory

¢ Enabling the directory to point to extensible policy files
Review the following sections for more information:

+ “How Extensible Policies Work” on page 181
¢ “.Adm Files” on page 181

How Extensible Policies Work

When you install a software application that is compatible with Windows, the application's
installation program uses the Microsoft policy editor (poledit . exe) to read the application's
.adm file and create a . pol file that updates the workstation’s Windows registry. However, when
you install an application on a workstation under the umbrella of Desktop Management, the Desktop
Management policy editor (wmpolsnp.exe) is used to read the . adm file and make the necessary
changes to the workstation’s Windows registry.

The Microsoft policy editor lets you make changes to the policies created by the . adm files, but
only per workstation. If an application is installed using the Application Management component of
Desktop Management, the Desktop Management policy editor ensures that the application’s
directory-enabled policies are automatically applied across the network, rather than manually to one
workstation at a time.

Extensible policies are not supported on Windows XP. You should use Windows Group policies to
configure policies for Windows XP systems. Additionally, we recommend that you use Windows
Group policies instead of extensible policies for Windows 2000 or newer. You should continue using
extensible policies for the Windows 9.x/NT platforms.

Extensible policies are not cumulative. Unless specified differently in a Search policy, when
Desktop Management starts searching for an object's associated policy packages, it starts at the
object and works its way up the tree. Because extensible policies are not cumulative, Desktop
Management walks the tree until it finds the first effective policy for the object and applies that
policy's settings.

.Adm Files

Files with the . adm extension provide customizable attributes for users and workstations. You can
add existing . adm files and configure their settings to create extensible policies. Depending on
whether you are configuring User Extensible policies or Computer Extensible policies, the attributes
you can customize will vary.

The . adm files are static templates for creating policies in the ZENworks database. When you edit a
policy in Desktop Management, the changes are made in the database rather than in the . adm file.
Even so, you should not delete an . adm file from a directory after it has been used in Desktop
Management because it is needed to undo registry changes if you should remove the policy from
Desktop Management.
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When you have . adm files that you want to use, you should place them in a location where you can
easily browse for them. You should save them on a server, because after the . adm file has been used
to create a policy, it is not needed again until you modify the policy.

Because Desktop Management automatically displays any policies listed in the following location
when you view an Extensible Policies page, we recommend that you use it:

sys:\public\mgmt\consoleone\l.2\bin\zen\adm files

This is the default location where . adm files shipped with Desktop Management are placed if you
run ConsoleOne from the server. If you run ConsoleOne from a workstation, . adm files are placed
in the consoleone\1.2\bin\zen directory on the workstation.

15.2.2 Configuring Extensible Policies

The Computer Extensible/User Extensible policies are not found on the General or Windows XP
platform pages.

To set up the Computer Extensible or User Extensible policies:

1 In ConsoleOne, right-click the User Package or the Workstation Package, click Properties, then
click the appropriate platform page.

For more information about Desktop Management support for the Windows NT platform, see
“Interoperability with Windows NT 4 Workstations” in the Novell ZENworks 7 Desktop
Management Installation Guide.

2 Select the check box under the Enabled column for the Computer Extensible or User
Extensible policies.

This both selects and enables the policy.
3 Click Properties to display the User Extensible/Computer Extensible Policies page.

Propetrties of User Package:NT-2000-XP:User Extensible Policies x|

Workstation Manager Policies | Policy Schedule | MDS Rights - | Cither | Right= ta Files and Folders
Uszer Extensible Policies

ADM Files: Palicies:

Azentadmfilesiadmin adm # Mo ADM File selected...
Azentadmfiles\common adm
Azentadmfileswinnt adm

Jzentadmiilesizakywvinnt adm

Add... Remove | LI

r Always update extensible policies on eDirectory authentication

Extensible Policies are not supported on Windows XP. You should use Windows Group Palicies to ;I
canfigure palicies for Windows XP systems. LI

Page Options... | o Cancel Apply |
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The User Extensible/Computer Extensible Policies page is divided into three areas.

+ ADM Files: The ADM Files list box displays, by default, the four . adm files that are
automatically pulled into ConsoleOne by the Desktop Management plug-in:
admin.adm, common.adm, winnt.adm, and zakwinnt .adm. You can use the 4dd
button to add . adm files for applications that you have installed using ZENworks
Application Management to the list. You can use the Remove button to remove . adm files
from the list. Do not manually delete an . adm file from its directory without first
removing it in ConsoleOne from the ADM Files list. If you first delete the . adm file from
the directory, registry changes that enable the policy are still in effect.

¢ Policies: When you select an . adm file in the ADM Files list box, its registry contents are
displayed in the Policies list box. You can expand and traverse the policy tree to enable or
disable each policy attribute.

+ Settings: The policy-specific Settings box at the bottom right of the page displays other
attribute options with check boxes that can be enabled or disabled. It can also provide
fields for information entry or drop-down lists for selecting attribute options.

4 To edit the properties of a policy, click the policy in the ADM Files box, then browse and edit
the policy settings in the Policies and Settings list boxes.

The check box states are as follows:

Check Box State Description

Enabled The attribute is enabled in the client. Any values you enter for it
are applied.

D Disabled The attribute is disabled in the client.

D or Ignored The attribute is ignored (not changed in the client). If the attribute

is already enabled in the client, it remains enabled. If it is already
disabled in the client, it remains disabled.

5 (Optional) Select the Always Update Extensible Policies on eDirectory Authentication check
box if you want extensible policies to be pushed when the user or workstation is authenticated.

6 Repeat Step 4 and Step 5 for each extensible policy to be added.
7 Click the Policy Schedule tab.
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Properties of User Package:NT-2000-XP:User Extensible Policies

'olicy Sche uie }| NDS Rightz | Cither | Right= ta Files and Folders
i Policy Schedule

‘Workstation Manager Policies

Policy schedule type: |Package schedule LI

Run event: User login

Advanced Seftings... |
Page Options... | Ok | Cancel | Apply | Help |

When you create an extensible policy, you must schedule it to run before it can take effect.
Some hard-coded policies are run explicitly at login. Such policies are not scheduled.

8 Select a schedule type:

Package Schedule
Event

Daily

Weekly

Monthly

Yearly

Click the Help button on the Schedule tab for more information about each schedule.

For a Windows 98 User Extensible policy, even if you select User Login on the Policy
Schedule page, the Color Scheme settings are not applied until the user logs out. When the user
logs in again, the settings are correct. However, if you first create a user profile on the
workstation under Control Panel > Users, the settings are applied when the user logs in the
first time.

9 Click Apply.

Until you click Apply, policy changes are kept in a temporary location. Because of this, if two
. adm files have the same check box item attribute (the same Windows registry entry), a change
made in one . adm file is seen in the other.

10 Repeat Step 1 through Step 9 for each platform where you want to set a User Extensible/
Computer Extensible policy.

11 When you have finished configuring all of the policies for this package, continue with the steps
under Section 15.13, “Associating the User or Workstation Package,” on page 216 to associate
the policy package.
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15.3 Dynamic Local User Policy (User Package)

A dynamic local user (DLU) is a User object that is temporarily or permanently created in the
workstation’s Security Access Manager (SAM) database.

A temporary user or account is known as a volatile user, and the duration is determined by the
administrator. This type of account prevents the SAM from becoming too large.

If your environment has several users who log on to a shared workstation or Terminal Server, you
can configure and enable the Dynamic Local User (DLU) policy. After you have configured and
enabled this policy, Desktop Management dynamically creates user accounts on the local
workstation or Terminal Server while the user is logging in to the system.

For Windows NT/2000/XP workstations and Windows 2000/2003 Terminal Servers, the Dynamic
Local User policy lets you configure users created on Windows NT/2000/XP workstations and
Windows 2000/2003 Terminal Servers after they have authenticated to the directory. After a user has
been associated with a Configuration object, NetWare® Graphical Identification and Authentication
(NWGINA) can retrieve information from the Configuration object to create a user account on the
workstation.

If a user is not defined as a DLU and does not have an account on the workstation, the user’s account
cannot be created. Therefore, the user cannot log in to the workstation, unless there is a previous
account, or the administrator manually creates the user’s account on the workstation. If the user is
not defined as a DLU, the user’s credentials from the Windows NT/2000/XP tab of the login dialog
box are used to authenticate to the workstation.

If the user is defined as a DLU, the user’s credentials from the directory or from the User Package,
depending on how the administrator sets it up, are used.

If you configure a DLU in a User Policy Package to administer user access to NT/2000/XP
workstations or Windows 2000/2003 Terminal Servers, and if you use a credential set other than the
NetWare credential set, the workstation user accounts created have a random, unknown password
and are created as volatile user accounts. If volatile user caching is also enabled, the user accounts
persist on the workstation for the duration of the cache life. However, these accounts are
inaccessible because they have an unknown password.

If you use volatile user caching for users with non-NetWare credential sets, those user accounts are
not accessible unless the users log in to the directory concurrently and have the Manage Existing
User Account option set.

You can allow or restrict DLU login access to certain workstations by using the Login Restrictions
page. Workstations and containers listed in the Excluded Workstation list cannot use DLU access;
workstations listed or workstations that are part of containers listed in the Included Workstations list
can use DLU access.

To properly manage group priorities, do not allow users associated with DLUSs to be members of
multiple groups.

To set up the Dynamic Local User policy:

1 In ConsoleOne, right-click the User Package, click Properties, then click the appropriate
platform page.
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For more information about Desktop Management support for the Windows NT platform, see
“Interoperability with Windows NT 4 Workstations” in the Novell ZENworks 7 Desktop
Management Installation Guide.

2 Select the check box under the Enabled column for the Dynamic Local User policy.
This both selects and enables the policy.
3 Click Properties.

Properties of User Package:Windows XP:Dynamic Local User ﬂ
Dynamic Local User ~ | NDS Rights + | Cither | Right= ta Files and Folders
Dyhamic Local User

Configures user on Windows workstation after successfully logging into workstation

r Manage existing user account (if any)
[ Use eDirectory credentials

¥ “alatile user (Remave user after logout)

Uzer name:
Full name:
Description:

Member of: Mot member of:

Administrators
Backup Operstors
Guests

Remave == Poweer Users

== Add

Custom... |
Page Options... | Ok Cancel | Apply | Help |

4 Fill in the fields:

Enable Dynamic Local User: Enables creation of a User object that resides either temporarily
or permanently in the workstation’s Security Access Manager (SAM) database.

NWGINA requires that you specify whether a local user is to be created.

If this check box is not selected, NWGINA does not create a user in the local SAM. Instead,
NWGINA attempts to find an existing user with the credentials indicated in the NWGINA
login interface.

If the Enable Dynamic Local User check box is selected, NWGINA gets the Username from
the Configuration object and queries the local SAM to see if the Username already exists. If it
does exist, NWGINA authenticates the user to the workstation or Terminal Server and access is
granted. If the Username does not exist, NWGINA creates the user in the local workstation’s or
Terminal Server’s SAM.

If password restriction policies are set on the local workstation or Terminal Server, Dynamic
Local User is not used. The password that the DLU uses for the local account must meet local
workstation password restrictions.

Manage Existing User Account (If Any): Allows management through the existing user
account. Enable this option if the User object you want to manage already exists. Workstation
group assignments specified by Workstation Management are implemented, including
changing the account from nonvolatile to volatile when the user logs in to the account. The
account is also removed from the workstation after the user logs out.
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If this check box and the Volatile User check box are both selected, and the user has a
permanent local account that uses the same credentials specified in eDirectory™, the permanent
account is changed to a volatile (temporary) account. The account is managed, but is removed
when the volatile user cache age is reached or the user logs out.

Any settings you change here overwrite the current account settings at the workstation or
Terminal Server. If this option is not enabled, Workstation Management cannot manage the
existing User object.

Use eDirectory Credentials: Enables logging in through the user’s eDirectory credentials
instead of NT/2000/XP credentials. When creating the user account, NWGINA can use either
the same credential set used for eDirectory authentication or a predetermined credential set
specified in the Configuration object. When using eDirectory credentials to create the
workstation user account, NWGINA queries the user’s eDirectory account for the login name,
full name, and description. The password for the NT/2000/XP user account is the same as that
for the eDirectory user account.

If eDirectory credentials are not used, the account is always volatile and is not accessible. Full
Name and Description can also be included to provide a complete user description.

If you don’t use eDirectory credentials and the user account does not already exist (as indicated
by the Manage Existing User Accounts check box), the user account is created as a volatile user
account, which means that the user account is automatically deleted at logout. This is apparent
because the Volatile User check box is automatically enabled if the Use eDirectory Credentials
check box is not enabled.

Volatile User (Remove User After Logout): Specifies the use of a volatile user account for
login. The user account that NWGINA creates on the local workstation can be either a volatile
or a nonvolatile account.

Be aware that if you select both the Volatile User (Remove User After Logout) and Manage
Existing User Account (If Any) check boxes, the volatile user account is removed when the user
logs out, even if the account existed before the user logged in using DLU.

User Name: The NT/2000/XP user name. The user name (not including the context) must
contain fewer than 20 characters for a dynamic local user to log in.

A user that is manually created via User Manager can't have a longer name.
Full Name: The user's full name.

Description: Enter any additional information that helps you to further identify this user
account.

Member Of: Lists the groups where this user has membership. When NWGINA creates the
workstation user, it can provide group membership to any user groups. The groups that the user
is added to are listed in the Members Of list. The default configuration is for the user to be
added to the Users group. Other groups can be added by selecting the group and clicking Add.
Groups can be removed by selecting the group and clicking Remove.

Not Member Of: Lists available groups where this user has not been assigned as a member.

Custom: Opens the Custom Groups page, where you can add a new custom group, delete an
existing custom group, and view or modify properties of an existing custom group. Click the
Help button on the Custom Group Properties dialog box for more information about the
available options.

(Optional) If you want to restrict DLU access to certain workstations, click the down-arrow on
the Dynamic Local User tab > click Login Restrictions.
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Properties of User Package:NT-2000-XP:Dynamic Local User ﬂ

MDS Rights - | Cither | Right= ta Files and Folders

[~ Enable Login Restrictions
¥ Restrict Unregistered Warkstations

rExcluded workstation: rIncluded workstation:

A Delete | A Delete |

Page Options... | o] | Cancel | Ay | Help |

5a Seclect the Enable Login Restrictions check box to restrict DLU access to certain
workstations.

When you select the Enable Login Restrictions check box, the Add and Delete buttons are
available.

5b Select the Restrict Unregistered Workstations check box if you want to restrict DLU
access to unregistered workstations

In previous releases of ZENworks for Desktops, workstations that had not registered in
eDirectory could not be given DLU access because they could not be listed in the Included
Workstation list. If you enable this option, all unregistered workstations cannot be granted
DLU access (as in previous versions of ZENworks for Desktops). If you do not select the
Restrict Unregistered Workstations check box, all unregistered workstations can be
granted DLU access even if they do not appear in the Included Workstations list.

5¢ Use the Add and Delete buttons under the Excluded Workstations list box as appropriate.

The Excluded Workstation box lists the workstations and containers that you want to
exclude DLU access to. Workstations listed or workstations that are part of containers
listed in this box cannot use DLU access. You can make exceptions for individual
workstations by listing them in the Included Workstation list. This allows DLU access to
those workstations only, while excluding DLU access to the remaining workstations in the
container.

5d Use the Add and Delete buttons under the Included Workstations list box as appropriate.

The Included Workstations box lists the workstations and containers that you want to
allow DLU access to. Workstations listed or workstations that are part of containers listed
in this box can use DLU access. You can make exceptions for individual workstations by
listing them in the Excluded Workstation list. This excludes DLU access to those
workstations only, while allowing DLU access to the remaining workstations in the
container.
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6 (Optional) Click the down-arrow on the Dynamic Local User tab > click File Rights if you
want to manage DLU file system access on Windows NT/2000/XP workstations and Terminal
Servers.

Properties of User Package:NT-2000-XP:Dynamic Local User ﬂ
MDS Rights - | Cither | Right= ta Files and Folders
File Right=
Al
[~
Aclel | Ediit | [elete |
File Right=
[~ Full Cortral [~ Read
[~ inrite [ Execute
[ Grant Permizsiohs [~ Take Duvnershin
Page Options... | Ok | Cancel | Apply | Help |

You can control access to entire directories or to individual files. For example, if the Dynamic
Local User policy creates the user as a member of a group that does not give access to a
directory required to run an application, you can use this page to explicitly grant the required
directory rights. Or, if the user has Full Control rights to a directory, you can use this page to
limit rights to any of the directory’s files.

6a Use the Add button to modify the directories and files to which the user has been explicitly
assigned file system rights.

You are prompted to enter or select the directory or file. The directory or file path must be
from the perspective of the workstation or Terminal Server where the rights will be
assigned. After you add a directory or file to the list, select the directory or file, then use
the File Rights box to assign the appropriate file rights (Full Control, Read, Write,
Execute, Grant Permissions, and Take Ownership).

The File Rights list displays the directories and files to which the user has been explicitly
assigned file system rights. When you select a directory or file in the list, the assigned
rights are shown in the File Rights box below the list. For an explanation of each of these
rights (Full Control, Read, Write, Execute, Grant Permissions, and Take Ownership), refer
to the Microsoft Windows operating system documentation.

6b Use the Arrow buttons on the right side of the File Rights list box to reposition the entries
as appropriate.

Directory rights are assigned in the order the directories are listed, from top to bottom.
Because of directory rights inheritance, if a directory and its subdirectory are listed, the
subdirectory must be listed after its parent directory. This ensures that the subdirectory’s
explicitly assigned rights are not overridden by rights inherited from its parent directory.
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File rights always take precedence over directory rights, regardless of their position in the
list. For example, if you assign Full Control rights to the c:\program files
directory and Read and Execute rights to the c: \program files\sample.txt file,
the user is assigned Read and Execute rights to the file regardless of whether the file is
listed before or after the directory.

It is possible to block the inheritance of rights on the NTFS files system, and under
Windows XP, by default, the Windows directory does not allow rights to be inherited.

7 Click OK to save the policy.
8 Repeat Step 1 through Step 7 for each platform where you want to set a Dynamic Local User
policy.

9 When you have finished configuring all of the policies for this package, continue with the steps
under Section 15.13, “Associating the User or Workstation Package,” on page 216 to associate
the policy package.

15.4 Novell iPrint Policy (User and Workstation
Packages)

The Novell® iPrint policy lets you configure a Novell iPrint client that can be placed on
workstations. Using the Novell iPrint client, users can use the Internet to print to iPrint printers just
like any other printer, regardless of the printer's physical location.

NOTE: The Novell iPrint policy is contained in both the User Package and in the Workstation
Package. The information in this section applies to both packages; however, there are differences
between the two packages. When you configure the Novell iPrint policy contained in the User
Package, the policy applies to all associated users regardless of the workstation they use. When you
configure the Novell iPrint policy contained in the Workstation Package, the policy applies to all
users who log in to an associated workstation.

IMPORTANT: Unless you are running NetWare 6.5 SP2 or later, you must download the latest
Novell iPrint utility file from TID 2968629 (http://support.novell.com/cgi-bin/search/searchtid.cgi?/
2968629.htm). See Step 4 on page 192 for more information.

Novell iPrint ships with NetWare 6 (Support Pack 2 or newer) and Open Enterprise Server Linux, or
it can be purchased separately. Novell iPrint also runs on NetWare 5.1 (Support Pack 5 or newer).
The Novell iPrint policy in Desktop Management replaces all previous ZENworks printer policies.
If you are upgrading from a previous version of ZENworks for Desktops and are running previous
printer policies, Desktop Management supports them. For further information about iPrint, see the
iPrint Product Web page (http://www.novell.com/products/netware/printing/index.html).

In order to use the Novell iPrint policy, be aware of the following:

¢ NetWare/Open Enterprise Server Linux: To use the iPrint client, you must have at least one
NetWare or Open Enterprise Server Linux server in your system. If you choose to not use the
iPrint client, you can still use your existing Microsoft printing setup outside of Desktop
Management.

¢ Desktop Management Agent: You must also install the Desktop Management Agent on each
workstation where you want to run the iPrint client; the policy does not run on a workstation
that uses only the Novell Client.
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¢ Using the Novell iPrint Policy for the Windows NT/2000/XP Platforms Contained in the
User Package: If you configure the Novell iPrint policy as part of a User package to be pushed
to Windows NT/2000/XP workstations, you must change the A/lowUserPrinters value in the
iprint.ini file (refer to Step 4 on page 192 for the default location of the
iprint.ini file) from the default value of 0 to 1.

¢ Using the Novell iPrint Policy in Conjunction with the Dynamic Local User or Windows
Desktop Preferences Policies: If you are managing user profiles using the Dynamic Local
User or Windows Desktop Preferences policy, you must rename the native Microsoft Internet
Print Provider (inetpp.d11) registry reference. Renaming this registry reference ensures
that user profiles are properly closed or deleted when users log out. If user profiles remain
open, when users log back in to workstations, the profile remains locked, causing multiple user
accounts to be created.

To prevent this situation, you should change the following registry value:

HKEY Local Machine\SYSTEM\CurrentControlSet\Control\Print\Provi
ders\Internet Print Provider\Name

from inetpp.dll to inetpp.old.

You can also use ZENworks Application Management to deliver the iPrint client to users'
workstations. For more information, see Chapter 28, “Distribution: Simple Applications,” on

page 321. If you choose to distribute the iPrint client with a simple Application object, follow the
instructions under Path to the Novell iPrint Client Install in Step 4 on page 192 to make sure that the
iPrint client install file (nipp-s.exe) is in its own directory location on your server.

To set up the Novell iPrint policy:

1 In ConsoleOne, right-click the User Package or Workstation Package, click Properties, then
click the appropriate platform page.

NOTE: For more information about Desktop Management support for the Windows NT
platform, see “Interoperability with Windows N'T 4 Workstations” in the Novell ZENworks 7
Desktop Management Installation Guide.

2 Select the check box under the Enabled column for the Novell iPrint policy.
This both selects and enables the policy.
3 Click Properties to display the Client Install page.
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Properties of User Package:NT-2000-XP:Novell iPrint Policy = ll

vell iPrint Policy - | Policy Schedule | NDS Rights - | Cither | Right= ta Files and Folders

Path to the Movell iPrint Cliert Install:

Language “ersion:
|Engish =l h

™ Re-install client it higher versian

¥ Force Reboot

Ll

See help for impaortant iPrint policy compatibility requirements

Page Options... | ok Cancel Apply Help

4 Fill in the fields:

Path to the Novell iPrint Client Install: Specify the path to the iPrint client install file
(nipp-s.exe). This file must be the only file in its own directory location on your server.
Make sure that users have rights to this directory.

Unless you are running NetWare 6.5 SP2 or later, you must download the latest Novell iPrint
client install file from TID 2968629 in the Novell Knowledgebase (http://support.novell.com/
search/kb_index.jsp?sourceidint=hdr_support_kb).

The downloadable iPrint client install file is a self-extracting utility that places the nipp-
s . exe file and other files in the directory that it is executed in.

After the latest nipp.exe is extracted, copy the nipp-s.exe (on NetWare 6.5 SP 2 it is
already extracted to sys: \apache2\htdocs\ippdocs) to an empty directory where
users have rights. For example, create an iprint directory under sys: \ login and then copy
the fileto sys:\login\iprint\.

Language: Select a language from the drop-down list. If you are using the latest Novell iPrint
client install file, the language that is installed is detected automatically, based on the
configuration of the workstation. The English language is the default. If you push the iPrint
client to a workstation that is configured for a non-localized language (Japanese, for example),
the English version of the iPrint client is installed.

Version: Specify a version number for this iPrint policy. The version number you provide in
this field does not reflect the actual version of the iPrint client. If you want to force a new iPrint
policy to workstations or users to upgrade the iPrint client, you should increment the version
number (from 1 to 2, for example). This version number is stored in the Windows registry. If
the version number stored in the registry is lower than the number in the Version field, the
iPrint client is installed if the Re-install client if higher version check box is selected.

Re-install client if higher version: Select this check box to re-install the iPrint client if the
iPrint client listed in the Path to the Novell iPrint Client Install is newer than that installed on
the workstation.
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Force Reboot: Enable this option to force a reboot on each workstation after the iPrint client
has been installed. We recommend that you use the default setting (enabled) for this option.
You should use the default setting if you are performing a silent install after working hours.
Also, you should use the default setting to avoid possible errors if you should uninstall the
iPrint client from a workstation or reinstall the iPrint client to a workstation.

5 Click the down-arrow on the Novell iPrint Policy tab > click Settings.

Properties of User Package:NT-2000-XP:Novell iPrint Policy ll

Policy Schedule | MDS Rights - | Cither | Right= ta Files and Folders

Printers to he installed (default printer on top):

Add.. Remave Set ez Default

[~ Force Defaut

™ Remove ary installed iPrint printer that is not included in this list of printers.
[Mote: User iPrint Policies will anly remaove User Printers and Workstation iPrint Policies will anly remove YWorkstation Printers.)

Internet-accessible Address for Printing:

See help for impaortant iPrint policy compatibility requirements

Page Options... | o] | Cancel | Ay | Help |

6 Click Add to browse to a printer to add to the Printers to be installed list box.
or
Select a printer to be removed from the Printers to be installed list box, then click Remove.

Depending on users’ driver signing settings, user workstations might display a “This driver is
not digitally signed” message when the printer is installed. If you do not want users to see this
message and be forced to choose to install the driver, you can change this setting in the Control
Panel of each workstation (Start > Settings > Control Panel > System > Hardware > Driver
Signing) or you can change this setting using a Windows Group policy in Desktop
Management.

7 To select a default printer, select a printer in the Printers to be installed list box, then click Set
as Default.

The user can also select another printer to use as the default.
8 Select the Force Default check box to force the selection of the default printer.

If a user changes the default printer, the default printer that you choose is set as the default each
time this policy is run, according to its schedule.

The Force Default printer setting can only be set when a user is logged in. This setting does not
work when the policy is scheduled to run at system startup.

9 (Optional) Select the Remove any installed iPrint printer that is not included in this list of
printers check box.
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If you selected the Re-install client if higher version check box in step Step 4 on page 192, any
iPrint printers that were pushed by a previous version of the Novell iPrint policy to the
workstation are removed, unless they are listed in the Printers to be installed list box.

Consider the following platform-specific information about using the Remove any installed
iPrint printer that is not included in this list of printers check box:

+ Windows NT/2000/XP and Windows 2000/2003 Terminal Servers Platforms
Contained in the User Package: For the Windows NT/2000/XP platforms and Windows
2000/2003 Terminal Servers, if you are configuring the Novell iPrint policy contained in
the User Package, enabling this option removes only those iPrint printers that were pushed
to the workstation or Terminal Server using the Novell iPrint policy in the User Package.

+ Windows NT/2000/XP Platforms Contained in the Workstation Package: For the
Windows NT/2000/XP platforms, if you are configuring the Novell iPrint policy
contained in the Workstation Package, enabling this option removes only those iPrint
printers that were pushed to the workstation using the Novell iPrint policy in the
Workstation Package. Additionally, if you enable this option in the Novell iPrint policy
contained in the Workstation Package, and if the user of that workstation is locked down,
that user does not have sufficient rights for that iPrint printer to be removed.

+ Windows 9x Platform in the User or Workstation Package: For the Windows 9x
platform, if you are configuring the Novell iPrint policy contained in either the User
Package or the Workstation Package, the printers are installed as workstation printers,
regardless of which type of package they were installed from. Enabling this option
removes any iPrint printers that were pushed to the workstation using the Novell iPrint
policy in either package.

10 (Optional) If you have workstations that are physically located outside the firewall, use the
Internet accessible Address for Printing field to specify the proxy, firewall, or Network
Address Translation (NAT) address followed by a colon (:) and the port number.

If you have workstations outside the firewall and they use Novell iPrint printers, you must open
port 631. If you have workstations outside the firewall and they use secure printers that are not
Novell iPrint printers, you must open port 443 (the standard port number for secure printers
coming through a firewall).

If workstations are not located outside of the firewall, you should leave this field empty.

If you are using NetWare 6.5 and have workstations outside of the firewall, you must have a
server proxy set up in order to use the Novell iPrint policy.

11 (Optional) Click the Policy Schedule page to schedule the Novell iPrint policy.

If you configure the Novell iPrint policy as part of a Workstation Package and schedule the
package to run at system startup, the iPrint policy runs; however, printers cannot be pushed at
system startup. For printers to be pushed to the workstation, a user must be logged in to the
workstation. This is not an issue if you configure the Novell iPrint policy as part of a User
Package because you cannot schedule User Package policies to run at system startup.

If you normally schedule Workstation Packages to run at system startup, you should create a
schedule for the iPrint policy to run at user login or some other time when the user is logged in
to the workstation. If you schedule an iPrint policy in a Workstation Package to run at user
login, make sure that the Impersonation remains at the default: System Impersonation
(Advanced Settings > Impersonation). If you set the policy to run at user login and interactive
user, the policy fails to run.

12 Click OK to save the policy.
13 Repeat Step 1 through Step 12 for each platform where you want to set a Novell iPrint policy.
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14 When you have finished configuring all of the policies for this package, continue with the steps
under Section 15.13, “Associating the User or Workstation Package,” on page 216 to associate
the policy package.

NOTE: On Windows 98, the iPrint client installation applies to all user profiles on the workstation.
If you set up different user profiles on a Windows 98 workstation before installing the iPrint client,
Novell iPrint Client appears on the default user's Start Menu rather than on the logged-in user's Start
Menu. For this reason, if you want to uninstall the iPrint client from a Windows 98 workstation
using the Novell iPrint Client Uninstall option on the Start Menu, you need to log in as the default
user. On Windows NT/2000/XP workstations, after installation of the iPrint client, Novell iPrint
Client appears on the logged in user's Start menu.

15.5 Remote Control Policy (User and
Workstation Packages)

Sets parameters for remote management sessions. This policy is available on each of the platform
pages. For more detailed information, see Part VII, “Remote Management,” on page 823.

15.6 Scheduled Action Policy (User and
Workstation Packages)

The Scheduled Action policy sets up schedules for specific actions that you specify. As many as 15
items can be placed in an action.

NOTE: The Scheduled Action policy is contained in both the User Package and in the Workstation
Package. The information in this section applies to both packages; however, there are differences
between the two packages. When you configure the Scheduled Action policy contained in the User
Package, the policy applies to all associated users regardless of the workstation they use. When you
configure the Scheduled Action policy contained in the Workstation Package, the policy applies to
all users who log in to an associated workstation.

Because scheduled actions do not apply to Terminal Server sessions, the Add button has been
disabled on the Windows 2000-2003 Terminal Server, Windows 2000 Terminal Server, and
Windows 2003 Terminal Server platform pages. Only those policies that are run before the Terminal
Server’s desktop is started apply to Terminal Server sessions.

The Scheduled Action policy is a plural policy, meaning it can be added many times to the policy
package. Plural policies allow you to have multiple instances of the same policy type within the
same policy package.

Because you can have several different actions that you might want to run on different schedules,
when you add a Scheduled Action policy to the policy package you should name it to reflect the
action being scheduled.

The Scheduled Action policy is available for each of the platform pages.
To set up the Scheduled Action policy:

1 In ConsoleOne, right-click the User Package or Workstation Package, click Properties, then
click the appropriate platform page.
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Policies set on a specific platform override policies set on the General page.

For more information about Desktop Management support for the Windows NT platform, see
“Interoperability with Windows NT 4 Workstations” in the Novell ZENworks 7 Desktop
Management Installation Guide.

2 To add the Scheduled Action policy, click Add, give the policy a descriptive name, then click
OK.

3 Select the check box under the Enabled column for the newly created Scheduled Action policy.
This both selects and enables the policy.
4 Click Properties to display the Actions page.

Propetties of User Package:sched x|

Actions | Policy Schedule | MDS Rights - | Cither | Right= ta Files and Folders
Actionz

Actionz

[Marne ‘Working Directory Parameters Priority Terminate Time
A Remove Properties... | Dizable |
™ Run items in arder listed flave Up | Maove Do |
Page Options... | o] Cancel | Ay | Help |
5 Click Add.

6 Fill in the fields:
Name: The name of the action item.

Working Directory: This is usually the path where the executable file for this action is
located. It can be a different path if the program requires it.

Parameters: The parameters to pass to the action item. For more information, see the
documentation associated with the executable file specified in the Working Directory field.

Priority: The importance assigned to this action in relation to the user’s access to the
workstation.

Terminate Time: The length of time this action can run before the system stops it. The
assumption is that if it takes longer than a specified time to run, there might be a problem
associated with running this action and the action should be terminated.

7 Click OK.

Select the Run items in order listed check box if you want the items to run in the order they
display in the list. You can reorder the list with the Move Up and Move Down buttons.
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9 Click the Policy Schedule tab.

Propetties of User Package:sched x|

Actions | Policy Schedule | NDS Rights + | Cither | Right= ta Files and Folders
Policy Schedule

Policy schedule type: IPackage schedule LI

Run event: User login

Advanced Seftings... |
Page Options... | o] | Cancel | Ay |

10 Select a schedule type:

Package schedule
Event

Daily

Weekly

Monthly

Yearly

Click the Help button on the Schedule tab for more information about each schedule.

If you select the Event schedule type and then select User Logout or System Shutdown, some
actions cannot occur before the user is logged out or the system shuts down. If actions that are
scheduled at user logout or system shutdown do not function as expected, try changing the
schedule to another event.

11 Click OK to save the policy.

12 Repeat Step 1 through Step 11 for each platform where you want to set a Scheduled Action
policy.

13 When you have finished configuring all of the policies for this package, continue with the steps
under Section 15.13, “Associating the User or Workstation Package,” on page 216 to associate
the policy package.

15.7 User Extensible Policies (User Package)

For information about User Extensible policies, see Section 15.2, “Computer/User Extensible
Policies (Workstation/User Packages),” on page 180.
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15.8 Windows Desktop Preferences Policy (User
Package)

Allows you to enable roaming profiles and apply desktop settings.

When a user logs on to a Windows 2000/XP workstation for the first time, Windows creates a user
profile: a data file associated with that user containing information that defines customized desktop
environments, which include individual display settings, network and printer connections, and other
specified settings. The user profile maintains the desktop settings for each user’s work environment
on the local computer.

According to information on the Microsoft Web site about user profiles (http://www.microsoft.com/
windows/windows2000/en/advanced/help/sag_UPconcepts 1.htm), there are three types of user
profiles:

+ Local user profile: A local user profile is created the first time a user logs on to a computer
and is stored on a computer’s local hard disk. Any changes made to the local user profile are
specific to the computer where the user made the changes.

+ Roaming user profile: A roaming user profile is created by the system administrator and is
stored on a server. This profile is available every time a user logs on to any computer on the
network. Changes made to the user’s roaming user profile are updated on the server. For more
information on creating a roaming profile in ZENworks, see Section 15.8.1, “Setting Up the
Windows Desktop Preferences Policy in ConsoleOne,” on page 198.

Normally, a user profile works on just one workstation or Terminal Server, but a roaming
profile follows the user regardless of where the user logs in, so each network workstation or
Terminal Server where the user logs in always has the same appearance. If the applications are
stored on the network, the user also has access to the same applications.

¢+ Mandatory user profile: A mandatory user profile is a roaming profile that can be used to
specify particular settings for individuals or an entire group of users. Only system
administrators can make changes to mandatory user profiles.

You can enable a roaming profile or a mandatory profile and specify where the profile is to be
stored. How changes to that profile are handled depends on the profile type.

This section includes information you can use to set up Windows user profiles (called Windows
Desktop Preferences in ZENworks) to manage the user’s desktop settings:

¢ Section 15.8.1, “Setting Up the Windows Desktop Preferences Policy in ConsoleOne,” on
page 198

¢ Section 15.8.2, “Accommodating Roaming Profiles on a Slow Network,” on page 200

¢ Section 15.8.3, “Setting Up a Mandatory User Profile,” on page 201
15.8.1 Setting Up the Windows Desktop Preferences Policy in
ConsoleOne

To set up the Windows Desktop Preferences policy:

1 In ConsoleOne, right-click the User Package, click Properties, then click the appropriate
platform page.
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For more information about Desktop Management support for the Windows NT platform, see
“Interoperability with Windows NT 4 Workstations” in the Novell ZENworks 7 Desktop
Management Installation Guide.

2 Select the check box under the Enabled column for the Windows Desktop Preferences policy.
This both selects and enables the policy.
3 Click Properties to display the Roaming Profiles page.

Properties of User Package:Windows XP:Windows Desktop Preferences ﬂ

| NDS Rights + | Cther | Rights to Files and Folders

E__Roaming Profiles

r Roaming Profiles

™ Enable Storage af Raating Profiles
[~ @verride Terminal Server Profile Path
{* Store User Profile in User Home Directary

" Store Wser Profile in Metwark Directory location

Fath

Page Options... | o] | Cancel | Ay | Help |

4 To enable roaming profiles, set the desired parameters in the following fields:

Roaming Profiles: Select this check box to enable roaming profiles. When you enable this
check box, the other options on this page become available.

Enable Storage of Roaming Profiles: Select this check box to enable the storage of roaming
profiles. This option allows profiles to be stored on a network server where they can be
accessed from any workstation. Choose from the following options to specify how you want
roaming profiles managed:

¢ Override Terminal Server Profile Path: If the user is accessing a Terminal Server that
has its own profile, enable this option to override the Terminal Server’s profile and use the
roaming profile stored in the user’s home directory or the profile stored in the network
directory location specified in the Path field.

¢ Store User Profile in User’s Home Directory: Stores the roaming profile on the network
in the user’s home directory. This allows the user to utilize the same desktop environment
on all workstations throughout the network. Any changes made to the user’s environment
on one workstation are saved to the profile stored in the user’s home directory on the
network. The environment specified in the profile is then available on any workstation
where the user subsequently logs in.

¢ Store User Profile in Network Directory Location: Stores the user profile in a network
directory. When you choose this option, the user profile is stored on the network and users
who have their roaming profiles pointed to this location share this profile. Any changes
that users make to the profile are saved in the network directory location.
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¢ Path: Specify the UNC path to the user’s profile.

IMPORTANT: If roaming profiles are to be stored on a NetWare file system, either the Novell
Client is required or CIFS needs to be installed on the NetWare server; CIFS lets workstations
access the NetWare file system without needing the Novell Client.

You can store roaming profiles on a Windows server if the workstations are not running the
Novell Client but are running the Microsoft SMB client.

5 Click the down-arrow on the Desktop Preferences tab, then click Settings.

Properties of User Package:Windows XP:Windows Desktop Preferences ﬂ

Console Dizplay

r Always update desktop settings on eDirectary authentication

Page Options... | Ok | Cancel | Apply | Help |

6 Click either the Console or Display button to display a dialog box that shows the options
available for each feature.

This page displays icons matching the equivalent desktop features in Windows 98 or Windows
NT/2000/XP.

See your Microsoft Windows documentation for help on these features and their options.
7 (Optional) Select the Always update desktop settings on eDirectory authentication check box.
8 Click OK to save the policy.
9 Repeat Step 1 through Step 8 for each platform where you want to set desktop preferences.

10 When you have finished configuring all of the policies for this package, continue with the steps
under Section 15.13, “Associating the User or Workstation Package,” on page 216 to associate
the policy package.

15.8.2 Accommodating Roaming Profiles on a Slow Network

In ZENworks for Desktops 4.x, if a slow link was detected that would require significant time to
download a roaming profile, you could set registry keys to automatically download the roaming
profile, use the locally stored profile, or display an instructional dialog box to let the user choose to
either continue the download or to use the locally stored profile. This functionality is no longer
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supported in ZENworks 7 Desktop Management. All roaming profile processing is now handled by
Microsoft code.

This functionality is provided by the Microsoft native support for slow link detection. The Microsoft
Group Policy Editor should now be used to configure slow link detection.

15.8.3 Setting Up a Mandatory User Profile

You can create a default mandatory user profile appropriate for the tasks that a user or a group of
users performs. The mandatory user profile does not save changes to the desktop settings made by
the user. Users can modify the desktop settings of the computer while they are logged on, but none
of these changes are saved when they log off. The mandatory profile settings are downloaded to the
local computer each time the user logs on.

A mandatory user profile is a roaming profile, following the user wherever he or she logs on. It is
created in ConsoleOne using the same procedure used to create roaming profiles (see Section 15.8.1,
“Setting Up the Windows Desktop Preferences Policy in ConsoleOne,” on page 198) but with some
important differences:

+ Make sure you set the appropriate access permissions for the user or groups of users that will
use this profile. This is most easily done by storing the profile in a network directory location
where all users have Read rights.

¢ When the user profile, ntuser.dat, has been stored in the designated network location,
rename it to ntuser .man. User profiles become mandatory (Read Only) when you rename
them with the . man extension.

15.9 Windows Group Policy (User and
Workstation Packages)

You can specify and edit group policies for Windows 2000/XP workstations (User and Workstation
Package) and for Windows 2000/2003 Terminal Servers (User Package only).

NOTE: The Windows Group policy is contained in both the User Package and in the Workstation
Package. When you configure the Windows Group policy in the User Package, the policy applies to
all associated users regardless of the workstation they use. When you configure the Windows Group
policy in the Workstation Package, the policy applies to all users who log in to an associated
workstation.

The following sections contain additional information:

¢ Section 15.9.1, “Understanding the Windows Group Policy,” on page 202
¢ Section 15.9.2, “Configuring the Windows Group Policy in the User Package,” on page 204

¢ Section 15.9.3, “Configuring the Windows Group Policy in the Workstation Package,” on
page 207

¢ Section 15.9.4, “Editing Existing Windows Group Policies (User and Workstation Packages),”
on page 209

¢ Section 15.9.5, “Importing Windows Group Policies (User and Workstation Packages),” on
page 211
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15.9.1 Understanding the Windows Group Policy

The Windows Group policy is an extension of extensible policies for Windows 2000/XP and Active
Directory. There is some cross-over in policy settings between the Windows Group policy and
Desktop Management extensible policies, such as under User Configuration > Administrative
Templates. For more information about extensible policies, see Section 15.2, “Computer/User
Extensible Policies (Workstation/User Packages),” on page 180.

NOTE: You should not configure group policies on a Windows 2000 Domain Controller using
ConsoleOne. To edit group policies through ConsoleOne, you should use a Windows 2000
workstation to edit Windows 2000 group policies and a Windows XP workstation to edit Windows
XP group policies.

If a workstation is a member of an Active Directory domain but is disconnected from the domain,
Windows Group policies contained in both the User and Workstation packages do not apply.

Using ZENworks Desktop Management to distribute Group policies to workstations or users where
Group policies are already distributed by Active Directory (or vice versa) is not supported because
of the unpredictable behavior that occurs. ZENworks Desktop Management does support
distributing Active Directory settings. For more information, see Section 15.9.5, “Importing
Windows Group Policies (User and Workstation Packages),” on page 211.

For the following reasons, you must use UNC paths rather than mapped drives for importing this
policy to Desktop Management:
¢ Users could change their login scripts, altering drive mappings
+ Workstation objects are often logged in before users are, so there are no drive mappings
available

With UNC paths, as long as the server is available, the policy is found.

Group policies have changed significantly since the ZENworks for Desktops 3 initial release.
Review the following sections for more information:

+ “Additive Group Policies” on page 202

¢ “Revision Checking” on page 203

¢ “Group Policy Caching” on page 203

+ “Persistent and Volatile Settings” on page 203

+ “Using Group Policies on Terminal Servers” on page 203

Additive Group Policies

Group policies are now additive. This means that settings from multiple Windows Group policies
are cumulatively effective, rather than individually. Settings from multiple Windows Group policies
can affect users and workstations. Policies start with the local Windows Group policy settings and
are applied in reverse of the policy search order. This means that a setting in a policy applied first
has lowest priority and its value is overwritten by any other policy with the same setting.

Security settings are not additive; they are set by the last effective policy.
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Revision Checking

Windows Group policies now track the revision of the policies in effect. As long as the list of
effective policies and their revisions remains the same, Windows Group policies are not processed,
but use the cached Group policy.

NOTE: Each time the Edit Policies button is clicked, the revision of a Windows Group policy
changes, causing the policies to be reprocessed.

Group Policy Caching

The last-processed Windows Group policy is cached locally. This helps reduce network traffic by
processing Windows Group policies only if necessary. If UserA logs in on a new machine, his or her
effective Group policies are processed and then cached.

If UserA logs out and UserB logs in, and if UserB has the same effective Group policies as UserA,
the locally-cached Group policy is restored instead of reprocessing Windows Group policies. If the
list of effective policies is different or if the revision is changed on any policy, the Windows Group
policies are reprocessed.

New functionality has been added to the Desktop Management Windows Group policy
implementation. The Windows Group policy settings in both the User Package and in the
Workstation Package can remain in effect even when the workstation is disconnected from the
network.

Persistent and Volatile Settings

The administrator determines if Windows Group policies are persistent or volatile. The persistent
setting indicates that when the Windows Group policies are set, they remain set—even if a user
happens to log in only to a workstation and not to the network.

The volatile setting indicates that the original local Windows Group policy settings will be restored
when:

¢ The user logs out (the user Group policy settings are removed)

¢ The system shuts down (the workstation Group policy settings are removed)

Using Group Policies on Terminal Servers

You can configure Windows Group policies in a User Package for Windows 2000 and Windows
2003 Terminal Servers. You can also use the Window 2000-2003 Terminal Server platform page if
you want to set policies that apply to both platforms to make managing Terminal Servers easier.

When configuring Windows Group policies for Terminal Servers, consider the following:

¢ Applied Settings Types: Only the User Configuration settings under Applied Settings Types
apply to Terminal Servers. The Computer Configuration and Security Settings options are not
available for Terminal Servers.

+ Logoff Scripts: Logoff scripts are not supported in a Terminal Server environment.
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15.9.2 Configuring the Windows Group Policy in the User
Package

1 In ConsoleOne, right-click the User Package, click Properties, then click the appropriate
platform page.

When choosing the appropriate platform page, take the following into account:

+ Windows NT: For more information about Desktop Management support for the
Windows NT platform, see “Interoperability with Windows NT 4 Workstations™ in the
Novell ZENworks 7 Desktop Management Installation Guide.

+ Windows NT-2000-XP platform page: Because of the differences between Windows
2000 and Windows XP in regards to how security settings are saved, you cannot use the
Windows NT-2000-XP platform page to edit the Windows Group policy. For Windows
2000, security settings are saved in the gpttml. inf file; for Windows XP, security
settings are saved in the xpsec.dat file. Both files are located in the \ group
policies\machine\microsoft\windows nt\secedit directory.

In ZENworks 7, the Edit option on the Windows NT-2000-XP platform page has been
disabled; you must use one of the specific platform pages to edit group policies.

2 Select the check box under the Enabled column for the Windows Group policy.
This both selects and enables the policy.
3 Click Properties to display the Windows Group Policies page.

Properties of User Package:Windows 2000:Windows Group Policy ll

i
§Workstation Manager Policies Palicy Schedule | MDS Rights | Cither | Right= ta Files and Folders
Windawes Group Palicies

Manage Group Paolicies
Metwork location of existing/new Group Policies

I Erowse... |

Edit Policies... Imnpart Palicy.

[~ | Group Policies remain in effect on user logout
[™ Cache User Configuration
Applied Seftings Types
¥ Wser Configuration
[~ Computer Canfigurstion

[ Security Settings

Page Options... | ok | Cancel | Apply Help

4 Specify the network location for new or existing group policies.
Make sure that users have sufficient rights to access this network location.

If you use an environment variable in the Network location of existing/new group policies field,
you must first set the environment variable on the management workstation on which you are
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running ConsoleOne and on any workstations that receive the group policy. You must also exit
and restart ConsoleOne before the variable is recognized.

(Conditional) If you want to import group policies from Active Directory, click Import Policy.

For more information, see Section 15.9.5, “Importing Windows Group Policies (User and
Workstation Packages),” on page 211.

(Conditional) If you want to edit existing group policies, click Edit Policies.

For more information, see Section 15.9.4, “Editing Existing Windows Group Policies (User
and Workstation Packages),” on page 209.

(Optional) Select the Group Policies remain in effect on user logout check box to indicate that
the pushed group policies remain in effect on the local Windows desktop after the user logs out.

IMPORTANT: We do not recommend using both the Group policies remain in effect on user
logout settings and the Cache User Configuration settings in an environment in which the user
Group policies are pushed to different users on common workstations.

(Optional) Select the Cache User Configuration check box.

Caching user configuration settings is different than enabling the Group Policies remain in
effect on user logout check box.

Setting the Group policies remain in effect on user logout option enables the administrator to
retain the group policy settings of the last logged-in user. The limitation with this approach is
that any user who logs in locally (workstation only) receives the Group policy settings of the
last person who logged in to the network on that workstation. If an administrator was the last
user to log in to the network on a particular workstation, any subsequent local logins result in
the user receiving the administrator’s policy settings.

To avoid this situation, you can enable the Cache User Configuration check box to allow each
user's settings to be cached.

Consider the following before you enable caching of settings in the User Package's Windows
Group policy:

+ The cache user settings functionality works with both NetWare or Windows on the back
end. If you are using a Windows server on the back end, consider the following:

¢ The user must be logged in with a local user account, not a cached domain account.
Windows Group policy settings apply to domain accounts as long as the user is
logging in to the domain. When the user does not log in to the domain, but uses a
cached domain account, the Desktop Management Windows Group policy settings
do not apply.

+ If you store Group policy files on an Active Directory server, the Active Directory
username and password must match the eDirectory credentials.

+ Users must have unique local user accounts. The Windows Group policy settings are
cached in the local user’s profile, so users with different effective Windows Group
policies must have different local user accounts.

¢ FEach user must have a profile on the machine in which to cache the settings. You can
provide this profile by using local user accounts or by using Dynamic Local User (DLU)
accounts; however, the account cannot be removed. If the DLU policy removes the local
user account (either by a using a volatile user account or by using an expired cached
volatile user account), the user cannot log in locally.

¢ Only the settings contained in the \user\registry.pol file are cached. This is
roughly equivalent to the User Settings in the Group Policy editor with the exception of
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the logon/logoff scripts (they are stored in the Scripts folder under \user, and therefore
not cached).

Selecting the Cache User Configuration check box causes the user configuration settings of
each user’s effective Windows Group policies to be stored in each user's local profile. When
each user logs in locally, the user settings are read from the cached copy of the
registry.pol in that user's profile and are applied. The only settings cached are those
stored in the registry.pol file in the \user folder. Other settings are not cached,
including logon/logoff scripts, computer settings, and security settings.

IMPORTANT: We do not recommend using both the Group Policies remain in effect on user
logout settings and the Cache User Configuration settings in an environment in which the user
Group policies are pushed to different users on common workstations.

9 In the Applied Settings Types group box, enable the desired options.

These options allow Windows user, computer, and security settings to be pushed with a User or
Workstation policy. This differs from earlier releases in which user settings were pushed with
User Packages and computer and security settings were pushed with Workstation Packages.

User Configuration: Select to push settings under User Configuration with the Windows
Group policy.

Computer Configuration: Select to push settings under Computer Configuration (except
Security Settings) with the Windows Group policy.

Security Settings: Select to push Windows security settings with the Windows Group policy.
Selecting this option applies all security settings under Computer Configuration > Windows
Settings > Security Settings, including Account Policies, Local Policies, Public Key Policies,
and IP Security Policies on Local Machine. You cannot choose to push individual policies and
policies are not additive.

Only the User Configuration settings under Applied Settings Types apply to Terminal Servers.
The Computer Configuration and Security Settings options are not available for Terminal
Servers.

10 Click the Policy Schedule tab > select a schedule type:

Package Schedule

Event

Daily

Weekly

Monthly

Yearly

You can click Advanced Settings to set additional settings such as Completion, Fault,

Impersonation, Priority, and Time Limit. For detailed information on each of these settings,
click the Help button on each page.

11 Click OK to save the policy.

12 When you have finished configuring all of the policies for this package, continue with the steps
under Section 15.13, “Associating the User or Workstation Package,” on page 216 to associate
the policy package.
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15.9.3 Configuring the Windows Group Policy in the
Workstation Package

1 In ConsoleOne, right-click the Workstation Package, click Properties, then click the
appropriate platform page.

When choosing the appropriate platform page, take the following into account:

+ Windows NT: For more information about Desktop Management support for the
Windows NT platform, see “Interoperability with Windows NT 4 Workstations™ in the
Novell ZENworks 7 Desktop Management Installation Guide.

+ Windows NT-2000-XP platform page: Because of the differences between Windows
2000 and Windows XP in regards to how security settings are saved, you cannot use the
Windows NT-2000-XP platform page to edit the Windows Group policy. For Windows
2000, security settings are saved in the gpttml. inf file; for Windows XP, security
settings are saved in the xpsec . dat file. Both files are located in the \ group
policies\machine\microsoft\windows nt\secedit directory.

In ZENworks 7, the Edit option on the Windows NT-2000-XP platform page has been
disabled; you must use one of the specific platform pages to edit group policies.

2 Select the check box under the Enabled column for the Windows Group policy.
This both selects and enables the policy.
3 Click Properties to display the Windows Group Policies page.

Properties of Workstation Package:Windows 2000:Windows Group Policy x|

i
§Workstation Manager Policies Palicy Schedule | MDS Rights | Cither | Right= ta Files and Folders
Windawes Group Palicies

~Manage Group Palicie:
Metwork location of existing/new Group Policies

I Erowse... |

Edit Policies... Imnpart Palicy.

I~ Persist Workstation Settings

Applied Settings Type:
[~ Wser Configuration
¥ Computer Canfiguration

[ Security Settings

I~ | Group Policy loophack suppor

{ Don't apply user's policy setiings (Replace mode)
 Apply svorkstation's policy, settings last (Merge made)

Page Options... | ok | Cancel | Apply Help

4 Specify the network location for new or existing group policies.
Make sure that users have sufficient rights to access this network location.

If you use an environment variable in the Network location of existing/new Group Policies
field, you must first set the environment variable on the management workstation on which you
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are running ConsoleOne and on any workstations that receive the group policy. You must also
exit and restart ConsoleOne before the variable is recognized.

5 (Conditional) If you want to import group policies from Active Directory, click Import Policy.

For more information, see Section 15.9.5, “Importing Windows Group Policies (User and
Workstation Packages),” on page 211.

6 (Conditional) If you want to edit existing group policies, click Edit Policies.

For more information, see Section 15.9.4, “Editing Existing Windows Group Policies (User
and Workstation Packages),” on page 209.

7 (Optional) Select the Persist workstation settings check box.

Selecting this option specifies that all workstation settings that Desktop Management supports
(user, machine, and security settings) in the Workstation Package's Windows group policy can
remain in effect (are cached) regardless of network connectivity.

Consider the following before you enable caching of settings in the Workstation Package's
Windows group policy:

¢ The persistent workstation settings functionality works with both NetWare or Windows on
the back end. If you are using a Windows server on the back end and you store Windows
Group policy files on a Windows server, the workstation must be a member of that
domain.

+ In order to use persistent workstation settings, you cannot enable the Group Policy
LoopBack Support option in the Windows Group policy associated to the workstations for
which you want to cache settings (this includes either the Replace Mode or the Merge
Mode options). By not enabling loopback support, the configuration in the user’s policy
always takes precedence over the configuration in the Workstation Package's Windows
Group policy if conflicting settings exist.

Selecting the Persist Workstation Settings check box causes the workstation’s effective
Windows Group policy settings that are already stored in

windows directory\system32\group policy.wkscache to be applied, even if
that workstation is unable to log in to the network as the Workstation object (for example, when
the workstation is disconnected from the network).

8 In the Applied Settings Types group box, enable the desired options.

These options allow Windows user, computer, and security settings to be pushed with a User or
Workstation policy. This differs from earlier releases in which user settings were pushed with
User Packages and computer and security settings were pushed with Workstation Packages.

User Configuration: Select this option to push settings under User Configuration with the
Windows Group policy.

Computer Configuration: Select this option to push settings under Computer Configuration
(except Security Settings) with the Windows Group policy.

Security Settings: Select this option to push Windows security settings with the Windows
Group policy. Selecting this option applies all security settings under Computer Configuration
> Windows Settings > Security Settings, including Account Policies, Local Policies, Public Key
Policies, and IP Security Policies on Local Machine. You cannot choose to push individual
policies and policies are not additive.

9 (Optional) Select the Group Policy Loopback Support check box, then select a mode.

Enabling this option gives precedence to Workstation Package policies over User Package
policies. Loopback support has two modes, replace and merge:
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Don’t Apply User’s Policy Settings (Replace Mode): Select this option to ignore all User
policy settings; Workstation policy settings are applied.

Apply Workstation’s Policy Settings Last (Merge Mode): Select this option to apply User
policy settings first and then Workstation policy settings. This lets you apply user settings but
override conflicting settings with workstation settings. If a user setting does not conflict, it
remains in effect.

10 Click the Policy Schedule tab > select a schedule type:

Package Schedule
Event

Daily

Weekly

Monthly

Yearly

Because the Windows desktop files finish loading before group policy settings are loaded,
some group policies in the Workstation Package might exhibit odd behavior if they are
scheduled to run at user login. Specifically, any changes to desktop settings (for example, hide
My Network Place, hide all icons on desktop, etc.) do not occur, and programs won't run if you
have scheduled them to run at user login through use of a login script. If the user logs off and
back on, the settings display correctly.

To prevent this behavior, do not configure group policies in the Workstation Package to run at
user login. Instead, configure them to run at system startup, on a daily basis, or on some other
regular schedule.

If you configure group policies to run startup scripts and you schedule those policies to run at
system startup, you should select the Persist Workstation Settings option in Step 7 on page 208.
Because Windows 2000/XP looks for and runs startup scripts before Workstation Manager
authenticates and applies policies, group policies that you configure to run startup scripts might
fail to run when scheduled to run at system startup. If you select the Persist Workstation
Settings option, the Workstation Package group policy settings (and startup scripts) are cached
and can be applied correctly at the next system startup.

You can click Advanced Settings to set additional settings such as Completion, Fault,
Impersonation, Priority, and Time Limit. For detailed information on each of these settings,
click the Help button on each page.

11 Click OK to save the policy.

12 When you have finished configuring all of the policies for this package, continue with the steps
under Section 15.13, “Associating the User or Workstation Package,” on page 216 to associate
the policy package.

15.9.4 Editing Existing Windows Group Policies (User and
Workstation Packages)

1 In ConsoleOne, right-click the User or Workstation Package, click Properties, then click the
appropriate platform page.

2 Select the check box under the Enabled column for the Windows Group policy.
This both selects and enables the policy.
3 Click Properties to display the Windows Group Policies page.

Setting Up User and Workstation Package Policies 209



4 Specify the network location for new or existing group policies.
5 Click Edit Policies.

When you click the Edit Policies button, the Microsoft Management Console editor is
launched, where you can edit a User Package policy or a Workstation Package policy. For more
information, click Help in the dialog boxes. After you have finished editing the policy, click the
Close button.

When you edit group policies, be aware of the following:

+ Directory Path: Make sure you have selected the correct directory path because you
could destroy data. All of the files in the selected directory as well as the \adm, \user,
and \machine subdirectories are deleted before the Active Directory group policy is
copied to it.

NOTE: If the Network Location of Existing/New Group Policies path is set to a Linux
file server, permission must be set from a Linux machine to allow read rights for users and
workstations.

¢ Security Settings that Cannot be Edited in Windows XP: Because of changes in
Windows XP, you cannot currently edit the following Windows XP Security settings using
Desktop Management:

¢ Under Computer Configuration > Windows Settings > Security Settings > Account
Policies > Password Policy:

Password Must Meet Complexity Requirements
Store Password Using Reversible Encryption

¢ Under Security Settings > Local Policies > Security Options:

Network Access: Allow Anonymous SID/Name Translation
Accounts: Administrator Account Status
Accounts: Guest Account Status

+ Operating System Version and Service Pack Level Checking in ZENworks 7: New
functionality has been added to ZENworks 7 to check the operating system version and
service pack level while editing group policies on all platforms on which you can edit
group policies (Windows 2000, Windows XP, and Windows Server 2003). For example, if
a group policy was created on a Windows XP SP1 or earlier workstation and you attempt
to edit it on a Windows XP SP2 workstation, ZENworks displays a warning dialog box.
ZENworks also prohibits you from editing a group policy that was created on a Windows
XP SP2 workstation if you are using a workstation with either Windows XP or Windows
XP SP1 installed.

+ Disabling Group Policy Settings using ZENworks 7: In ZENworks 7, new
functionality has been included to let you disable certain group policy settings without
preventing future editing of the policy.

In previous versions of ZENworks, disabling certain settings disabled the group policy
editor, preventing you from editing that policy in the future. These settings include the
following (depending on the OS and service pack level, not all settings might be present):

¢ Under User Configuration > Administrative Templates > Windows Components >
Microsoft Management Console:

Restrict the user from entering author mode
Restrict users to the explicitly permitted list of snap-ins
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¢ Under User Configuration > Administrative Templates > Windows Components >
Microsoft Management Console > Restricted/Permitted Snap-ins > Group Policy:

Group Policy Management
Group Policy Object Editor

¢ Under User Configuration > Administrative Templates > Windows Components >
Microsoft Management Console > Restricted/Permitted Snap-ins > Group Policy >
Group Policy snap-in extensions:

Administrative Templates (Computers)
Administrative Templates (Users)
Folder Redirection
Internet Explorer Maintenance
Remote Installation Services
Scripts (Logon/Logoff)

Scripts (Startup/Shutdown)

Security Settings

Software Installation (Computers)
Software Installation (Users)

Wireless network (IEEE 802.11) Policies

If you disable any of these settings and then attempt to edit the policy, an error message
displays stating that the snap-in has been restricted by policy. In addition, the group policy
editor does not open.

To avoid this problem in ZENworks 7, these settings are removed from the group policy
and saved in a temporary local location. When you close the editor, the settings in the
temporary file are merged with the settings in the newly configured group policy. If you
made any changes to these settings while using the editor and they conflict with those
settings that were saved in the temporary file, the new settings take precedence over the
original settings that were moved to the temporary file.

6 Click OK to save the policy.

15.9.5 Importing Windows Group Policies (User and
Workstation Packages)

1 In ConsoleOne, right-click the User or Workstation Package, click Properties, then click the
appropriate platform page.

2 Select the check box under the Enabled column for the Windows Group policy.
This both selects and enables the policy.

3 Click Properties to display the Windows Group Policies page.

4 Specify the network location for new or existing group policies.

5 If you want to import group policies from Active Directory, click Import Policy, then fill in the
fields.

5a Seclect an import option:

Import Whole Active Directory Folder: Lets you import all group policies in the Active
Directory folder. If you select this option, use the Source Location field to specify the
UNC path to the folder containing group policies created by Active Directory that you
want to migrate to the directory listed in the Destination location of migrated group
policies field. You must know or browse for the Unique Name of the directory from where
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you import the Active Directory group policy. You can find the Unique Name by
examining the properties of the Active Directory Group policy.

Import Security Settings: Lets you import security settings from a file. If you select this
option, use the Source Location field to specify the UNC path to the file containing the
security settings created by Active Directory that you want to migrate to the directory
listed in the Destination location of migrated group policies field. You must know or
browse for the Unique Name of the file that you import into the group policy.

Imported security settings let administrators set only certain security settings without
affecting all remaining security settings. Security settings can be imported from an Active
Directory Group policy or can be created with the Security Templates snap-in in the
Microsoft Management Console (MMC). For more information, see “Creating Security
Settings Using the Security Templates Snap-In in the Microsoft Management Console
(MMC)” on page 212.

When you import an Active Directory Group policy containing security settings or import
a security settings file, the imported settings are saved in a new file called zensec. inf.

The security settings in zensec . inf are used instead of the regular security settings
displayed when editing the Group policy in MMC. The security settings shown in MMC
are not accurate and any changes made are not applied. If imported security settings are
detected while editing a Group policy, a message box informs the user that the security
settings in zensec . inf will be used in place of the regular security settings and give the
user the option of displaying the settings in the zensec. inf file.

IMPORTANT: You should use UNC paths rather than mapped drives for group policies.

5b Click Import.

This copies the Active Directory group policy or file to the directory specified in the
Destination Location of Migrated Group Policies field. If the specified directory does not
exist, it is created.

WARNING: Make sure you have selected the correct directory path in the Destination
Location of Migrated Group Policies field because you could destroy data. All of the files
in the selected directory as well as the \adm, \user, and \machine subdirectories are
deleted before the Active Directory group policy is copied to it.

6 Click OK to save the policy.

Creating Security Settings Using the Security Templates Snap-In in the Microsoft
Management Console (MMC)

We recommend that you create new security settings rather than editing existing settings in the
MMC. If you edit existing security settings, they might contain default settings that you do not need
and might take a significant amount of time to process. You can avoid this problem by generating
new settings.

NOTE: You must be logged on as an administrator or a member of the Administrators group to
create security templates. Network policy settings might also prevent you from creating security
templates.

To create new security settings using the Security Templates snap-in:

1 Click the Start button, then click Run.
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Type mmc, then click OK.
Click File > Add/Remove Snap-in to display the Add/Remove Snap-in dialog box.
In the Standalone page, click 4dd.

a A~ WODN

In the Add Standalone Snap-in dialog box, click Security Templates, click Add, then click
Close to close the Add Standalone Snap-in dialog box.

6 In the Add Remove Snap-in dialog box, click OK.

7 (Optional) In the console tree, right-click Security Templates, click New Template Search Path,
then select the new location.

A folder with the path of the new location appears in the console tree.
8 Right-click the folder where you want to store the new template, then click New Template.
9 Type a template name and description, then click OK.

10 In the console tree, double-click the new security template to display the security areas and
navigate until the security setting you want to configure is in the right pane.

11 Double-click the security setting you want to configure, select the Define This Policy setting in
the Template check box, edit the settings, then click OK.

15.10 Workstation Imaging Policy (Workstation
Package)

Sets the parameters for imaging workstations. This policy is found on each of the platform pages.
For general imaging information, see Part VI, “Workstation and Server Imaging,” on page 633.

The setup procedure that is applicable to you depends on your imaging deployment strategy. For
more information, see Chapter 58, “Setting Up Imaging Policies,” on page 705.

15.11 Workstation Inventory Policy (Workstation
Package)

Sets what hardware and software inventory data you want to view for each workstation. For more
detailed information, see Part VIII, “Workstation Inventory,” on page 881.

15.12 ZENworks Desktop Management Agent
Policy (Workstation Package)

The ZENworks Desktop Management Agent policy lets you configure the Desktop Management
Agent, which lets you use Desktop Management without using the Novell Client. The Desktop
Management Agent lets users access the Desktop Management Middle Tier server using a DNS
name or [P address. In order to use the ZENworks Desktop Management Agent policy, you must
have the Desktop Management Agents installed; you cannot use this policy in an environment that
has only the Novell Client installed. For more information, see Part I, “Understanding ZENworks 7
Desktop Management,” on page 33.

To set up the ZENworks Desktop Management Agent policy:

1 In ConsoleOne, right-click the Workstation Package, click Properties, then click the
appropriate platform page.
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For more information about Desktop Management support for the Windows NT platform, see
“Interoperability with Windows NT 4 Workstations” in the Novell ZENworks 7 Desktop
Management Installation Guide.

2 Select the check box under the Enabled column for the ZENworks Desktop Management
Agent policy.

This both selects and enables the policy.
3 Click Properties to display the Settings page.

Properties of Workstation Package:General:ZENworks Desktop Managemenk ﬂ

ZEHworks Desktop Management Agent Policy

Policy Schedule | MNDS Rights - | Cther | Rights to Files and Folders EE
 Seftings

~Glokal Setting

™ apply Middle Tier Address
DRE name or IF address of the ZENwarks Middle Tier Server

~Workstation Manager Specific Sefting:

eDirectory Refresh Rate (Minutes) |1 380 ﬂ

Login Setting:

r Display ZENworks authentication dialog (Mate: Client32 login displayed if installed)

[~ Allawy users to change ZENworks Middle Tier server address on authertication dislag

Resident workstation welcome bitmap

vyelcome caption I

Login swincowy bitragp I

Dynamic Local User Policy Setting:

[~ Erble Volstile ssr cache

Cache Yolstile ser tirme period (Days)ls ﬂ

Page Options... | O | Cancel | Al | Help

4 Select the Apply Middle Tier address check box, then fill in the fields:

DNS Name or IP Address of the ZENworks Management Middle Tier Server: Specify the
DNS name or IP address of the Middle Tier Server.

The DNS name or IP address you specify in this location identifies the access point that all
Desktop Management components (Workstation Inventory, Workstation Management,
Application Management, and Remote Management) use to function outside of the firewall.

Only non-blank values are passed on to the associated workstations. If you leave the DNS name
or IP address of the Middle Tier Server field blank, this setting is not affected on the associated
workstations.

If you change the DNS name or IP address in this location, this setting is applied to all
associated workstations the next time they start up. Therefore, in a clientless environment, be
sure to provide adequate time for associated workstations to transition to the new DNS name or
IP address before removing access to the previous location.

eDirectory Refresh Rate (Minutes): Use the arrows to set the refresh rate for eDirectory. The
rate you set determines how often the agent looks for updated information in eDirectory, such
as new or edited policies.

Display ZENworks Authentication Dialog: Select this check box if you want the ZENworks
authentication dialog box to display during startup.
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Allow Users to Change ZENworks Middle Tier Server Address on Authentication
Dialog: Select this check box if you want to allow users to change the Middle Tier Server
address to point to another Middle Tier Server. If this box is selected, users can click the
Options button in the ZENworks authentication dialog box and specify another Middle Tier
server's address.

Resident Workstation Welcome Bitmap: Specify the name of the bitmap file that appears on
the welcome screen when you start Windows NT/2000/XP. You can specify any file located in
the associated workstations’ Windows NT/2000/XP directory. You can also leave this field
blank if you do not want to use a bitmap.

Welcome Caption: Specify the text that appears in the header on the welcome screen when
you start Windows NT/2000/XP.

Login Window Bitmap: Specify the name of the bitmap file that appears in the login window.
You can specify any file located in the associated workstations’ Windows NT/2000/XP
directory. You can also leave this field blank if you do not want to use a bitmap.

Enable Volatile User Cache: Select this check box to enable the volatile user cache. This
option allows for volatile user information that has previously been cached on a workstation to
remain on the workstation for a specified period. Therefore, volatile users are not created or
removed at every login or logout. This promotes faster logins for volatile users because
NWGINA does not need to spend cycles re-creating the user desktop.

The Dynamic Local User (DLU) policy settings configure users created on Windows NT/2000/
XP workstations after they have authenticated to eDirectory.

The cache makes it possible for a user to continue using the workstation even when the
workstation is disconnected from the network and the user is not a registered user on the
workstation.

Cache Volatile User Time Period (Days): Use the arrows to select how often you want to
remove volatile user information. When the time limit expires and if the user has not
authenticated to eDirectory within the specified time period, all volatile user information is
removed from the workstation. However, if the user authenticates to eDirectory within the
specified time period, the countdown begin again according to the number of days you specify
using this option.

5 Click the Policy Schedule tab.
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x

Properties of Workstation Package:NT-2000-%P:ZENworks for Desktops Manag

FENwaorks for Desktops Management Agent Policy i| NDS Rights | Cither | Right= to Files and Folder{ EE

Policy schedule type: |Package schedule LI

Run daily: MTUWThHF start at 05:00PM duration & hour{s) 59 minute(s)

Advanced Seftings... |
Page Options... | Ok | Cancel | Apply | Help |

6 Select a schedule type:

Package Schedule
Event

Daily

Weekly

Monthly

Yearly

Click the Help button on the Schedule tab for more information about each schedule.
7 Click OK to save the policy.

8 Repeat Step 1 through Step 7 for each platform where you want to set a ZENworks Desktop
Management Agent policy.

9 When you have finished configuring all of the policies for this package, continue with the steps
under Section 15.13, “Associating the User or Workstation Package,” on page 216 to associate
the policy package.

15.13 Associating the User or Workstation
Package

The policies you configured and enabled are not in effect until you associate their policy package
with a container object.

1 In ConsoleOne, right-click the User Package or Workstation Package, then click Properties.
2 Click the Associations tab > Add.

3 Browse for and select the container, group, user, or workstation object for associating the
package, then click OK.
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Generating Policy Reports

Novell® ZENworks® 7 Desktop Management provides two predefined reports through
ConsoleOne® for effective policies and policy package associations.

You can run either report based on a selected container, and you can include its subcontainers.

Report results are automatically displayed in Notepad and are saved as text files in the \ temp
directory of the workstation where you are running ConsoleOne.

The following sections provide information on Desktop Management reporting:

¢ Section 16.1, “The Effective Policies Report,” on page 217
¢ Section 16.2, “The Package Associations Report,” on page 217

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

16.1 The Effective Policies Report

The Effective Policies report shows which policies are currently in effect for the listed objects. It
provides the following information:

Version

Tree

Container

Object DN

Platform

Effective Policy DN

To run a report on the effective policies:

1 In ConsoleOne, click Tools > ZENworks Utilities > Report Policies and Packages.
2 In the Report From field, browse for a context for the report.

3 To include all subcontainers in that context, click Include Subcontainers.

4 Click Effective Policies Report, then click OK.

The report results are displayed in Notepad and are automatically saved to
\temp\effectivepolicies.txt on the user's workstation.

16.2 The Package Associations Report

The Package Associations report shows which policy packages are associated with the listed
containers, subcontainers, and objects. It provides the following information:

Tree
Container
Package DN
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Association
To run a report on policy package associations:

1 In ConsoleOne, click Tools > ZENworks Utilities > Report Policies and Packages.
2 In the Report From field, browse for a context for the report.

3 To include all subcontainers in that context, click Include Subcontainers.

4 Click Package Association Report, then click OK.

The report results are displayed in Notepad and are automatically saved to
\temp\packageassociations.txt on the user's workstation.
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Copying Policy Packages

Novell® ZENworks® 7 Desktop Management provides a utility to help you copy policy packages
from one directory container to another. You can run the Copy Policy Packages utility via a
ConsoleOne® snap-in or you can use a version of the utility based on Windows.

The following sections contain step-by-step instructions to help you run the Copy Policy Packages
utility:

¢ Section 17.1, “Using the ConsoleOne Copy Policy Packages Utility,” on page 219
¢ Section 17.2, “Using the Windows Copy Policy Packages Utility,” on page 219

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

17.1 Using the ConsoleOne Copy Policy
Packages Utility

The Copy Policy Packages utility can be run via a ConsoleOne snap-in. The snap-in consists of the
zencopypol.jar and zencopypolreg. jar files.

To run the Copy Policy Packages utility from ConsoleOne:

1 In ConsoleOne, click Tools > ZENworks Utilities > Copy Policy Packages.
2 Browse to and select a policy package or container that contains policy packages.
3 Browse to and select a container where you want to copy this policy package.
4 Click Add to add the container to the Selected Container list.
To copy the policy package or container to multiple containers, repeat Step 3 and Step 4.

5 Click OK.

17.2 Using the Windows Copy Policy Packages
Utility

The Windows-based Copy Policy Packages utility is found in the

windows drive\sys\public\mgmt\consoleone\l.2\bin directory.

To run the Copy Policy Packages utility from Windows:

1 Double-click copypol . exe.

2 Specify the name of a policy package or container that contains policy packages that you want
to copy from one Novell eDirectory™ container to another.

3 Specify a container name.
4 Click Add to add the container name to the Selected Container list.

To copy the policy package or container to multiple containers, repeat Step 3 and Step 4.
5 Click OK.
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The Windows-based Copy Policy Packages utility can also run from the Windows command line.
You can copy a policy package from one container to another or you can copy all of the policy
packages from one container to another container.

To copy a policy package from one container to another, use the following syntax:
copypol policy package DN /d destination container

To copy all of the policy packages from one container to a different container, use the following
syntax:

copypol container DN /d destination container

You can use the following command line switches:

Table 17-1 List of Command Line Switches for Use with the Windows Copy Policy Packages Utility

Switch Description

/d Specifies the destination container where the policy packages will be copied

/h Runs the Copy Policy Packages utility in hidden mode

Ir Replaces the policy package in the destination container if a policy package with the

same name already exists in that container
It Specifies the tree to copy the policy packages to

v Lets you view a log file to verify the results of the copy process
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Workstation Scheduler

The Novell® ZENworks® 7 Desktop Management Scheduler allows you to set up different actions
to run on a workstation. You can run actions on a workstation using policies or manually using the
Scheduler. In previous versions of ZENworks for Desktops, the Scheduler was available on the
Windows taskbar. Because many system administrators do not want users to be able to access the
Scheduler, it is no longer displayed in the taskbar. The Scheduler (wmsched. exe), however, is
installed as part of the Workstation Client installation.

This section contains the following topics to help you understand and use the workstation Scheduler
manually; for further information on how to manage the workstation scheduler using policies, see
Section 15.6, “Scheduled Action Policy (User and Workstation Packages),” on page 195:

¢ Section 18.1, “Understanding Workstation Scheduler,” on page 221

+ Section 18.2, “Using Workstation Scheduler,” on page 222

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

18.1 Understanding Workstation Scheduler

This section contains the following topics:

¢ “Actions” on page 221

+ “Rights for Running Actions” on page 222

¢ “Using the Scheduler in Windows 2000/XP”” on page 222
+ “Microsoft SAGE Compatibility” on page 222

18.1.1 Actions

An action is an object that contains a list of one or more action items (for example, . exe files .d11
files, ActiveX*, and JavaScript*). The action applies only to the workstation from which you are
running the workstation Scheduler.

Actions and action items can be given a priority, allowing you to specify which action or action item
should run first, second, and so forth. You can also schedule actions to automatically run when a
workstation event occurs or periodically at a certain time.

You determine the amount of time each action or action item has to complete. If the action cannot
occur at the specified time, you can indicate whether to discontinue it, retry it every minute, or have
it rescheduled.

If the action does not complete within a specified amount of time, you can indicate that the action
should be terminated. If the action does complete successfully, you can indicate that the action
should not be run again.

You can also specify if an action should dial a number before any action item runs.
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If you have the necessary rights, you can view and edit details or properties associated with an
action. You can also delete an action, disable or enable an action, or run an action immediately even
if it was scheduled to run at a later date or time or upon the occurrence of a given event.

You can remove, disable or enable, reorder, and view or modify properties associated with action
items.

18.1.2 Rights for Running Actions

For actions to have the proper rights to modify the workstation’s environment, you must have the
appropriate workstation access rights.

18.1.3 Using the Scheduler in Windows 2000/XP

In Windows 2000/XP, a user does not need to be logged in to the workstation or the network for the
action to happen. The action takes place even when no one is at the workstation. However, the
workstation must be powered on for the action to occur. If the workstation is not on when an action
starts, Scheduler reschedules the action within a block of time called the startup block of time. If the
workstation is not turned on within this time, you can indicate that the action be retried every
minute, rescheduled to occur during the next interval, or dropped.

18.1.4 Microsoft SAGE Compatibility

The Scheduler is compatible with Microsoft SAGE for Windows 98 and can run SAGE-aware
programs.

18.2 Using Workstation Scheduler

This section contains the following topics:

¢ “Adding an Action” on page 222

¢ “Adding an Action Item” on page 224

¢ “Disabling or Enabling an Action” on page 225

+ “Disabling or Enabling an Action Item” on page 225

¢ “Removing an Action” on page 225

+ “Removing an Action Item” on page 225

¢ “Running an Action Immediately” on page 225

¢ “Scheduling an Action to Run” on page 226

+ “Setting Advanced Action Properties” on page 228

* “Viewing or Editing the Details or Properties of an Action” on page 228
+ “Viewing or Editing the Details or Properties of an Action Item” on page 228

+ “Viewing or Editing User-Defined Action Item Properties” on page 229

18.2.1 Adding an Action

Setting up an action item requires that you add the action item to the list of action items. The
network administrator (or other user with the Supervisor right) can do this in ConsoleOne® and then
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push the action item to one or more user workstations. Users can also set up action items to run on
their individual workstations by using the workstation Scheduler.

1 Load the Scheduler (run wmsched. exe).
2 Click Add to display the Action Properties dialog box.
3 On the General page, fill in the fields:

Name: The name of the action. In ConsoleOne, the name includes the action object’s full
context. In the workstation Scheduler, the name is whatever you enter in this field.

Priority: The order in which the action is run. Higher priority actions run first. If two actions
have the same priority, the first one encountered in the action list (contained in the window that
is first displayed when the Scheduler is loaded) runs first. The priority selected applies to all
action items contained in this action, unless the action item overrides it.

Impersonation: The workstation access rights to grant to all action items contained by this
action. (Windows NT/2000/XP only.)

Action Remains Persistent after Reboot: The action is saved to the workstation, allowing the
Scheduler to reactivate the action at the appointed time when the workstation is rebooted. If
this option is not selected, the action is lost when you exit Windows NT/2000/XP.

4 On the Actions page, click Add.
5 In the Item Properties dialog box, fill in the fields:

Name: Specify the name of the program to run. This program must exist on the user’s path to
be run as an action item.

Working Directory: The working directory is automatically set when you specify an action
item. It is set to the directory that the action item is in. You can specify a different working
directory by entering the path in this field.

Parameters: The information the system can use for command line arguments to be sent to the
application. For example, if you want to launch notepad. exe and have it automatically
open the readme. txt file, put readme. txt in the Parameters field.

Priority: Both actions and action items have four priorities available: Action Default, Above
Normal, Normal, and Below Normal. Action items can assume the same priority as the Action
object that contains them; in other words, they take on the action’s default priority.
Alternatively, they can override the default by using one of the three other priority settings.

If the action occurs during normal business hours, it should be assigned a Below Normal
priority so it does not affect the user's workstation performance.

If two or more actions or action items have the same priority, the first one defined (the one that
appears first in the list) has precedence over the others.

6 Select the Terminate action if still running after ? minutes check box, then select the desired
number of minutes.

This option terminates the action if it is still running after the number of minutes you specify.
The action is then rescheduled to run at the next scheduled time.

The number of minutes you specify in the Minutes field should be the total time required by the
action itself as well as by all action items associated with the action, where applicable. If you
do not specify sufficient time for the action and all associated action items to run, your action
items might not have enough time to complete their tasks.

7 Click OK twice.
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The action is added to the Action list on the Scheduler. You can now do any of the following:
+ Specify when this action should take place (Schedule page).
+ Add items to this action (Items page).

* Specify what happens if this action cannot occur (Advanced page).

18.2.2 Adding an Action Item

This process assumes that you have previously created an action to contain the action items. If you
have not yet created an action, see “Adding an Action” on page 222.

1 In the Scheduler, select an action, click Properties, click Items, then click Add.
2 In the Item Properties dialog box, fill in the fields:

Name: Browse to or enter the name of the program to run. This program must exist on the
user's path to run as an action item.

Working Directory: The working directory is automatically set when you browse for an action
item. It is set to the directory that the action item is in. You can specify a different working
directory by providing the path in this field.

The Working Directory field must specify a local device. Network paths cannot be used as
working directories.

Parameters: The information the system can use for command line arguments to be sent to the
application. For example, if you want to launch notepad. exe and have it automatically
open the readme.txt file, put readme . txt in the Parameters field.

If you are adding an action item that is a DOS batch file, a DOS window must be opened to run
it. The DOS window closes when the batch file has finished running if you include the /c
parameter. You must add the /c parameter, followed by a space, in front of the name of the
batch file in the Parameters field.

For example, to run a DOS batch file called test c.bat, make the following entries in the
Item Properties dialog box for the action item when you add the action item:

¢ Name: CMD. exe (the name of the Windows NT/2000/XP command that opens a DOS
window) or START (the name of the Windows 98 command that opens a DOS window).

¢ Working Directory: Leave this field blank unless you need to specify where either cmd.exe
or start is located.

¢ Parameters: /c test c.bat. You must include the full filename with its extension,
and you must use the /c parameter if you want the DOS window to close as soon as the
batch file has finished running.

* Priority: Leave at Action Default, or choose one of the other settings.

Priority: Both actions and action items have four priorities available: Action Default, Above
Normal, Normal, and Below Normal. Action items can assume the same priority as the Action
object that contains them; in other words, they take on the action’s default priority.
Alternatively, they can override the default by using one of the three other priority settings.

If the action occurs during normal business hours, it should be assigned a Below Normal
priority so it does not affect the user's workstation performance.

If two or more actions or action items have the same priority, the first one defined (the one that
appears first in the list) has precedence over the others.
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3 Select the terminate action if still running after ? minutes check box, then select the desired
number of minutes.

This option terminates the action if it is still running after the number of minutes you specify.
The action is then rescheduled to run at the next scheduled time.

The number of minutes you specify in the Minutes field should be the total time required by the
action itself as well as by all action items associated with the action, where applicable. If you
do not specify sufficient time for the action and all associated action items to run, your action
items might not have enough time to complete their tasks.

4 To save the settings and continue editing the action, click Apply.
or
When you are done with the action item’s properties, click OK.
The action item now appears in the Action item list.
If any action items are scheduled to run now and you click OK or Apply, they run.

5 Repeat Step 2 through Step 4 until you have finished adding items.

18.2.3 Disabling or Enabling an Action

1 Load the Scheduler (run wmsched. exe).
2 Click an action.
3 Click Enable/Disable.

18.2.4 Disabling or Enabling an Action Item

1 Load the Scheduler (run wmsched. exe).
2 Click an action, then click Properties.

3 Click the Items page, select an action item, then click Disable/Enable.

18.2.5 Removing an Action

This procedure cannot be undone. When you click Remove, you are not prompted to verify the
removal of the action. If you remove an action that you need later, you must add it again.

1 Click an action.
2 Click Remove.
18.2.6 Removing an Action Item

This procedure cannot be undone. When you click Remove, you are not prompted to verify the
removal of the action item. If you remove an action item that you need later, you must add it again.

1 Click an action, then click Properties.

2 Click Items, select an action item, then click Remove.

18.2.7 Running an Action Immediately

1 Click an Action.
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2 Click Run Now.

18.2.8 Scheduling an Action to Run

Use the fields on the Schedule page to specify when the action should run and to provide details that
the system needs about when the action runs.

The Schedule page contains five scheduling options: Event, Daily, Weekly, Monthly, and Yearly. The
option you choose and the settings you associate with it determine when the action is run.

You can use only one scheduling option at a time. For example, if the Daily option is selected, all
other options are ignored unless you use the options found on the Advanced tab.

Time units are shown according to a 24-hour clock (for example, 9:00 for 9 a.m. and 13:30 for 1:30
p-m.).

The Scheduler ignores the scheduling information until the action can be started successfully.
To schedule an item:

1 Select the action you want to schedule.
2 Click Properties > Schedule.
3 Select the desired scheduling option:

+ Event: Event scheduling allows you to determine what kind of workstation event causes
your action to run. To schedule the action based on an event, click Event and choose from
the following list of recognized events:

Scheduler Service Startup: Runs the action when the Scheduler starts up. You cannot
choose the Scheduler Service Startup event to start the action if you are going to run the
action with the rights of an interactive user. When these events take place, the interactive
user is not yet authenticated. Scheduler Service Startup requires System rights.

User Login: Runs the action after the user has successfully logged in but before the login
scripts are executed.

User Desktop Is Active: Runs the action after the login scripts have completed (does not
apply to Windows 98).

Workstation Is Locked: Runs the action when the workstation is locked (does not apply
to Windows 98).

Workstation Is Unlocked: Runs the action when the workstation is unlocked (does not
apply to Windows 98).

Screen Saver Is Activated: Runs the action when the screen saver is activated.
User Logout: Runs the action before logout is completed.

System Shutdown: Runs the action after all other applications have successfully closed,
but before the system shuts down. You cannot choose the System Shutdown event to start
the action if you are going to run the action with the rights of an interactive user. When
these events take place, the interactive user is no longer authenticated. System Shutdown
requires System rights.

¢ Daily: Lets you schedule an action to occur on one or more days between the specified
start and end times. Optionally, it allows you to repeat the action at regular intervals after
the action successfully starts. For example, on Monday, Wednesday, and Friday, you could
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start the action between 12:30 and 13:00 and run it every 10 minutes. To schedule the
action based on a daily basis, click Daily and choose from the following options:

Run this Action on the Following Days: Specify the days of the week when the action is
to run.

Start the Action Between the Hours of ? (HH:MM): Specify a range of time within
which this action can be started.

Repeat the Action Every ? (HH:MM:SS): Specify the length of time the system is to
wait before it repeats this action.

+ WeeKkly: Lets you schedule an action on a particular day of the week. To schedule an
action on a weekly basis, click Weekly and choose from the following options:

Run this Action Once a Week On: Identifies day of the week when you want the action
to run.

Start this Action Between the Hours of ? (HH:MM): Identifies the exact hour (HH)
and minute (MM) to start this action.

¢ Monthly: Lets you choose the day of the month when this action runs, as well as the time
to start this action. For example, you can choose to run this action on every fourth day of
the month, between the hours of 8:00 and 10:15. You specify the time range using a 24-
hour clock. If you prefer, you can choose to have the action run on the last day of the
month, regardless of how many days there are in the month. To schedule the action on a
monthly basis, click Monthly and choose from the following options:

Run this Action Once a Month on Day _ of the Month: Specify the day of the month
on which the system is to automatically run this action. Click one of the available option
buttons:

¢ On Day _ of the Month: This action runs on the specified day.

¢ On the Last Day of the Month: This action runs on the last day of the month
regardless of how many days there are in the month.

Start this Action Between the Hours of ? (HH:MM): Specify the exact hour (HH) and
minute (MM) this action is to start.

¢ Yearly: Lets you determine the time and the day of the month to perform the action. To
schedule the action on a yearly basis, click Yearly and choose from the following options:

Run the Action Once a Year on Day ? of ?: Specify the day of the month and the month
of the year for the action to run.

Start the Action between the Hours of ? and ?: Using a 24-hour clock, specify the hour
and minute of the earliest time this action is to be started, and then the hour and minute of
the latest time this action is to be started. For example, choose 17:30 to begin the action no
earlier than 5:30 p.m. and 20:00 to begin the action no later than 8:00 p.m.

4 Click OK.

The schedule you define applies to every action item contained in the action and overrides the
package schedule.
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18.2.9 Setting Advanced Action Properties

Use the fields on the Advanced page to determine what happens to the action’s schedule if it did not
complete or run within the given time, or when it successfully completes.

1 Click an action > Properties > Advanced.

2 Specify what should happen if the system cannot run the action:

+ Disable the Action: Disables the action so it does not run again (unless you enable it
again).

¢ Retry Every Minute: Causes the system to keep trying to run this action every 60
seconds.

¢ Ignore the Error and Reschedule Normally: Causes any error that occurred while the
action was running to be ignored and the action to be rescheduled for a later date/time.

3 Select the Disable the action after completion check box to disable the rescheduling
mechanism for this action after all action items have started successfully.

4 Select the Terminate action if still running after ? minutes check box, then select the number of
minutes.

This feature terminates the action if it is still running after the number of minutes you specify.
The action is then rescheduled to run at the next scheduled time.

To set a time limit on how long the action should run, select the check box. The number of
minutes that you specify in the Minutes field should be the total time required by the action
itself as well as by all action items associated with the action, where applicable. If you do not
specify sufficient time for the action and all associated action items to run, your action items
might not have enough time to complete their tasks.

This feature prevents an action that has stopped responding or running without completing
from continuously tying up the system. However, selecting this option only affects actions that
are not currently running. You cannot use this check box to terminate an action that has already
been loaded by the Scheduler and is currently running. Also, if the action you are running (such
as a DOS batch file) opened a DOS window, the DOS window is not automatically closed after
the action has completed, unless you added the /¢ parameter in the Parameters field when you
originally added the action item.

18.2.10 Viewing or Editing the Details or Properties of an
Action

1 Click an action, then click Properties.

2 Click one of the pages containing the details or properties associated with this action.
3 Make the necessary changes.

4 Click OK.

18.2.11 Viewing or Editing the Details or Properties of an
Action Item

1 Click an action, then click Properties.

2 Click [tem, select an action item, then click Properties.
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3 Make the necessary changes.
4 Click OK.

18.2.12 Viewing or Editing User-Defined Action Item Properties

1 Open the Scheduler on a workstation.

2 Select an action item > click Properties.
3 Make the necessary changes.

4 Click OK.
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Documentation Updates

This section contains information on documentation content changes that have been made in this
section of the Administration guide since the initial release of Novell® ZENworks® 7 (August 26,
2005). The information will help you to keep current on updates to the documentation.

All changes that are noted in this section were also made in the documentation. The documentation
is provided on the Web in two formats: .html and . pdf. The HTML and PDF documentation are
both kept up-to-date with the documentation changes listed in this section.

The documentation update information is grouped according to the date the changes were published.
Within a dated section, the changes are alphabetically listed by the names of the main table of
contents sections for ZENworks 7 Workstation Management.

If you need to know whether a copy of the PDF documentation you are using is the most recent, the
PDF document contains the date it was published on the front title page.

The documentation was updated on the following dates:

¢ Section I.1, “February 9, 2007,” on page 231

¢ Section 1.2, “July 14, 2006 (Support Pack 1),” on page 232
¢ Section 1.3, “April 28, 2006,” on page 232

¢ Section 1.4, “February 28, 2006,” on page 232

¢ Section 1.5, “December 9, 2005,” on page 233

.1 February 9, 2007

Updates were made to the following section. The changes are explained below.

¢ Section I.1.1, “Windows Desktop Preferences Policy (User Package),” on page 231

.1.1 Windows Desktop Preferences Policy (User Package)

The following updates were made in this section:

Location Change

Section 15.8, “Windows Desktop + Added definitions for the different types of user profiles.
Preferences Policy (User

+ Added information about how to create a mandatory user
Package),” on page 198 v

profile.

+ Relocated information about “accommodating roaming profiles
on slow networks” in a separate subsection.
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1.2 July 14, 2006 (Support Pack 1)

Updates were made to the following section:

2

¢ Section 15.9.4, “Editing Existing Windows Group Policies (User and Workstation Packages),
on page 209

.2.1 Windows Group Policies

The following updates were made in this section:

Location Change
Section 15.9.4, “Editing Existing Added a note to warn users that if the Network Location of
Windows Group Policies (User and Existing/New Group Policies path is set to a Linux file server,

Workstation Packages),” on page 209 permission must be set from a Linux machine to allow read
rights for users and workstations.

1.3 April 28, 2006

Updates were made to the following sections. The changes are explained below.

¢ Section 13.1, “Dictionary Update Policy,” on page 157
¢ Section 15.4, “Novell iPrint Policy (User and Workstation Packages),” on page 190

1.3.1 Dictionary Update Policy

The following updates were made in this section:

Location Change

Section 13.1, “Dictionary Update Added a section documenting the Dictionary Update Policy.
Policy,” on page 157

1.3.2 Novell iPrint Policy (User and Workstation Packages)

The following updates were made in this section:

Location Change

Section 15.4, “Novell iPrint Policy Deleted outdated information on using the Novell iPrint Policy on
(User and Workstation Packages),” on Windows 2000 terminal servers.

page 190

.4 February 28, 2006

Updates were made to the following sections. The changes are explained below.

¢ Section [.4.1, “ZENworks Windows Group Policy (User and Workstation Packages),” on
page 233
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1.4.1 ZENworks Windows Group Policy (User and Workstation
Packages)

The following updates were made in this section:

Location Change

Section 15.9.1, “Understanding the Added a paragraph to warn users that using ZENworks Group
Windows Group Policy,” on page 202  Policies and Group Policies configured in Active Directory in the
same environment is not supported.

1.5 December 9, 2005

The page design of the entire guide was reformatted to comply with revised Novell documentation
standards.

Updates were made to the following sections. The changes are explained below.

¢ Section [.5.1, “Setting Up User and Workstation Package Policies,” on page 233

1.5.1 Setting Up User and Workstation Package Policies

The following updates were made in this section:

Location Change

Section 15.9.4, “Editing Existing One of the subsections in this part of the documentation,

Windows Group Policies (User and entitled “Using Windows XP SP2 and ZENworks 7” was deleted

Workstation Packages),” on page 209 because the scenario is no longer viable because of a fix in the
code.
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Application Management

The following sections provide information on the Application Management features in Novell®
ZENworks® Desktop Management and the tasks you might need to perform to manage your
applications:

¢ Chapter 19, “Novell Application Launcher: Components Overview,” on page 237

¢ Chapter 20, “Novell Application Launcher: Installing and Starting,” on page 247

¢ Chapter 21, “Novell Application Launcher: Configuring Settings,” on page 261

¢ Chapter 22, “Novell Application Launcher: Customizing Views,” on page 277

¢ Chapter 23, “Novell Application Launcher: Managing Authentication and File System
Access,” on page 289

¢ Chapter 24, “Novell Application Launcher: Managing the Cache,” on page 299

¢ Chapter 25, “Novell Application Launcher: Organizing Applications,” on page 309
¢ Chapter 26, “ZENworks Launch Gadget: Configuring Settings,” on page 315

¢ Chapter 27, “Distribution: Overview,” on page 319

¢ Chapter 28, “Distribution: Simple Applications,” on page 321

¢ Chapter 29, “Distribution: Complex Applications,” on page 327

¢ Chapter 30, “Distribution: Terminal Server Applications,” on page 337

¢ Chapter 31, “Distribution: Web Applications,” on page 343

¢ Chapter 32, “Distribution: Applications to Terminal Servers,” on page 347

¢ Chapter 33, “Advanced Distribution: Creating Distribution Rules,” on page 349

¢ Chapter 34, “Advanced Distribution: Transferring Applications Using BITS,” on page 361
¢ Chapter 35, “Advanced Distribution: Pre-Installing Applications,” on page 373

¢ Chapter 36, “Advanced Distribution: Configuring Fault Tolerance, Load Balancing, and Site
Lists,” on page 383

¢ Chapter 37, “Advanced Distribution: Configuring Application Dependencies and Chains,” on
page 395

¢ Chapter 38, “Users: Supporting Terminal Server Users,” on page 403
¢ Chapter 39, “Users: Supporting Disconnected Users,” on page 407

¢ Chapter 40, “Users: Supporting Remote Users,” on page 411

¢ Chapter 41, “Controlling Rogue Processes,” on page 421

¢ Chapter 42, “Verifying Applications,” on page 429

¢ Chapter 43, “Uninstalling Applications,” on page 431

¢ Chapter 44, “Reporting Application Events,” on page 437

¢ Chapter 45, “Metering Software Licenses,” on page 465

¢ Chapter 46, “Reference: AdminStudio ZENworks Edition,” on page 469
¢ Chapter 47, “Reference: ZENworks SnAppShot,” on page 471

¢ Chapter 48, “Reference: Application Object Settings,” on page 477
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*

Chapter 49, “Reference: Macros,” on page 589

*

Chapter 50, “Reference: Novell Application Launcher Tools,” on page 605

*

Chapter 51, “Reference: Application Object Location,” on page 613

*

Chapter 52, “Reference: Novell Application Launcher Authentication Hook,” on page 615

*

Appendix J, “Documentation Updates,” on page 619
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Novell Application Launcher:
Components Overview

Novell® ZENworks® Desktop Management includes Novell Application Launcher™, workstation-
based software that is used to deliver applications to the workstation.

Application Launcher is a 32-bit application that supports Windows 98 SE, Windows 2000, and
Windows XP. When run on a workstation, Application Launcher reads Novell eDirectory™ to
provide access to the applications the logged-in user and the workstation have been given rights to.
If the user or workstation is not authenticated to eDirectory, Application Launcher uses the
eDirectory information cached on the local workstation. It then controls every aspect of an
application's use, from installing the application files, to mapping required drives, to uninstalling the
application.

Application Launcher consists of three different user views that can be used to display, manage, and
launch applications on user workstations: Application Window, Application Explorer, and
Application Browser. If desired, all three views can be used at the same time on the same machine.

In addition to the three user views, Application Launcher includes the engine application, a
Windows service, and a ZENworks Workstation Manager plug-in.

The following sections provide information to help you understand each of these components:

¢ Section 19.1, “Application Window,” on page 237

¢ Section 19.2, “Application Explorer,” on page 239

¢ Section 19.3, “Application Browser,” on page 240

¢ Section 19.4, “Application Launcher Engine,” on page 244

¢ Section 19.5, “Application Launcher Service for Windows,” on page 244

¢ Section 19.6, “Application Launcher Workstation Helper,” on page 245

19.1 Application Window

The Application Window is a standalone desktop window that provides greater administrative
control of the user desktop than the other Application Launcher views.

The following sections contain additional information:

¢ Section 19.1.1, “Application Window Description,” on page 238
¢ Section 19.1.2, “What Users Can Do with the Application Window,” on page 238
¢ Section 19.1.3, “Why Use the Application Window?,” on page 239
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19.1.1 Application Window Description

Figure 19-1 Application Window
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The Application Window is divided into two panes. The left pane, referred to as the folder view,
displays the following:

+ [All] folder: Contains all applications that have been associated with the user or the
workstation. This is an administrator-controlled feature. By default, it is enabled, which means
the folder appears. You can disable the feature if desired. For instructions, see Section 21.3,
“Configuring User Settings,” on page 264.

+ eDirectory trees: Each tree contains the applications, located within the tree, that have been

associated with the user or workstation. The Application Window displays only the trees to
which the user and workstation are authenticated.

+ Personal folder: Provides a location for the user to create personal folders for organizing
applications. This is an administrator-controlled feature. By default, it is disabled, which means
the folder does not appear. For information about enabling personal folders, see Section 21.3,
“Configuring User Settings,” on page 264.

When a user selects a tree or folder in the left pane, the right pane displays the items (folders or
applications) that are contained within the tree or folder.

You can also configure the Application Window to not include the folder view (the left pane).

19.1.2 What Users Can Do with the Application Window

Using the Application Window, users can do the following:

+ Run an application by double-clicking the application's icon in the right pane. Depending on
the application and how it is configured in eDirectory, the Application Launcher might install
files to the workstation, map drives, or change workstation configuration files or settings.

¢ View the properties of an application. The properties include a description of the application,
information about people to contact for help with the application, the times when the
application is available for use, and the workstation requirements established for the
application.
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+ Verify (fix) problems with an installed application. Verifying an application causes Application
Launcher to redistribute the application to the workstation.

¢ Uninstall an application. This is an administrator-controlled feature. By default, it is disabled.
You can enable it on a per-application basis. For information, see Section 43.1, “Enabling an
Application to be Uninstalled,” on page 431.

¢ Create personal folders to organize applications. This is an administrator-controlled feature. By
default, it is disabled. For information about enabling personal folders, see Section 21.3,
“Configuring User Settings,” on page 264.

¢ Log in to eDirectory through the Novell Client™ or the ZENworks Middle Tier Server. This is
an administrator-controlled feature. By default, it is disabled.

¢ Disconnect Application Launcher from eDirectory so that the user can work offline.
Disconnecting Application Launcher from eDirectory does not log the user out of eDirectory.

19.1.3 Why Use the Application Window?

The Application Window provides greater administrative control of the user desktop than either of
the other two views. You should use this view if you want to partially or completely lock down user
workstations.

For example, the Application Window lets you ensure that all distributed applications are located
only in the Application Window. At the same time, you can also determine the way the applications
are organized in the window.

Or, if you want even greater control, you can replace the Windows desktop with the Application
Window. This lets you restrict user access to only the applications in the Application Window. For
instructions, see Section 20.4, “Using Application Launcher As the Windows Shell,” on page 250.

19.2 Application Explorer

Application Explorer integrates with Windows Explorer to make applications available through a
standalone window, similar to the Application Window, and from the Windows desktop, the Start
menu, the system tray, and the Quick Launch bar.

The following sections contain additional information:

¢ Section 19.2.1, “Application Explorer Description,” on page 239
¢ Section 19.2.2, “Why Use Application Explorer?,” on page 240

19.2.1 Application Explorer Description

In the following example screen, the Application Explorer window displays the applications
contained in the DOC_TREE. In addition, these same four applications are also displayed on the
Start menu, and two of the applications also appear on the desktop, one in the Quick Launch bar, and
another in the system tray.
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Figure 19-2 Application Explorer Window
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The Application Explorer window contains the same features and functionality as the Application
Window (see Section 19.1, “Application Window,” on page 237). In addition, because the
Application Explorer window is an extension to Windows Explorer, it also includes functionality
native to Windows Explorer, such as showing or hiding the folder view (left pane).

19.2.2 Why Use Application Explorer?

You should use Application Explorer if you don't require complete control of user desktops and you
want take advantage of all the locations (Start menu, Windows desktop, and so forth) where
application shortcuts can be placed.

19.3 Application Browser

Application Browser, shown below, is a Web browser view similar to the Application Window and
the Application Explorer window.

The following sections contain additional information:

¢ Section 19.3.1, “Application Browser Description,” on page 241

¢ Section 19.3.2, “What Users Can Do with the Application Browser,” on page 241

*

Section 19.3.3, “Why Use the Application Browser?,” on page 242

Section 19.3.