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About This Guide

This guide discusses storage and file services solutions available in NetWare® 6.5 SP8.

IMPORTANT: This book contains information for NetWare 6.5 SP8 and Novell Open Enterprise
Server 2 SP1 Linux. For the latest information about using storage products and relates services on
Linux, see the Novell Open Enterprise Server 2 SP2 Linux or later versions of the OES 2 SP2:
Storage and File Services Overview.

¢ Chapter 1, “Storage Solutions,” on page 9
¢ Chapter 2, “Storage Architectures,” on page 29
Audience

This guide is intended for system administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html (http://
www.novell.com/documentation/feedback.html) and enter your comments there.

Documentation Updates

For the most recent version of the Storage and File Services Overview, see the NetWare 6.5 SP8
Documentation Web site (http://www.novell.com/documentation/nw65).

Additional Documentation

A list of all storage services and file services documents is provided in Section 1.12, “Storage
Documentation Quick Reference,” on page 24.

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.

About This Guide
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Storage Solutions

Businesses depend on their data. You need a storage solution that easily adapts to your changing
business needs. Novell® Open Enterprise Server 2 supports several preconfigured solutions and
provides a variety of storage services that allow you implement a wide range of storage
architectures, from the simplest small office file server to a complex, fault-tolerant, highly available
data center. Whether you measure storage in gigabytes or terabytes, OES can help you implement
the storage solution that meets your needs.

To find the right storage solution, you first need to identify your data requirements by accurately
assessing your data and understanding its business relevance. Compare your list of requirements to
the typical storage criteria described in this document to identify features in Open Enterprise Server
that address those needs.

The information in this section can help you find the right components of Novell Open Enterprise
Server 2 to create a variety of secure, flexible, scalable, and highly available storage solutions.

¢ Section 1.1, “General Storage,” on page 9

¢ Section 1.2, “File Access and Collaboration Services,” on page 11

¢ Section 1.3, “Compatibility,” on page 13

¢ Section 1.4, “Reliability,” on page 14

¢ Section 1.5, “Scalability,” on page 15

¢ Section 1.6, “File Space Virtualization,” on page 16

¢ Section 1.7, “Availability,” on page 16

¢ Section 1.8, “Data Protection and Security,” on page 17

¢ Section 1.9, “Performance,” on page 20

¢ Section 1.10, “Data Consolidation,” on page 21

¢ Section 1.11, “Storage Monitoring and Maintenance,” on page 22

¢ Section 1.12, “Storage Documentation Quick Reference,” on page 24

¢ Section 1.13, “What’s Next,” on page 28

IMPORTANT: For links to the documents mentioned in this section, see Section 1.12, “Storage
Documentation Quick Reference,” on page 24.

1.1 General Storage

Your storage solution must meet your basic file system management needs. In addition to the
operating platform, servers store software and data. The primary challenge is to store the data
efficiently while making it available to users when and where they need it. To simplify that task,
your storage solutions should abstract diverse storage devices into a single logical storage space.

Storage solutions must be flexible and scalable. Flexibility lets you apply the storage solution to a
variety of equipment. Scalability lets you continue to grow and adapt your solution as your business
needs change.

Storage Solutions



The following table describes general storage requirements and OES 2 solutions.

Storage Requirement Novell OES Solution

Virtualized storage management: The Novell Storage Services™ (NSS) virtualizes the file storage
ability to manage diverse storage devices  to take advantage of all space available on disks. NSS
from multiple vendors and to present the supports a variety of storage device technologies and
combined space as a single resource that  vendor products. NSS is available on both Linux and

you can subdivide and allocate according to NetWare® kernels.

your data management needs.
For information, see NW 6.5 SP8: NSS File System

Administration Guide.

Flexibility: The ability to implement NSS supports a variety of storage architectures, including
different storage solutions to meet a variety direct-attached storage (DAS), network-attached storage
of workplace scenarios and to modify the (NAS) servers, and storage area networks (SANs). For
storage solution easily as business needs information, see the NW 6.5 SP8: NSS File System
change. Administration Guide.

NSS supports both Fibre Channel and iSCSI SANs that
allow authorized access to any device in the SAN fabric
and optimization of available storage.

For information about the NetWare iSCSI SAN solution,
see the NW 6.5 SP8: iSCSI 1.1.3 Administration Guide.

For OES 2 Linux, a Linux solution for iSCSI storage is
available. For information, see “Mass Storage over IP
Networks— iSCSI” (http://www.novell.com/documentation/
sles10/book_sle_reference/data/
cha_inst_system_iscsi.html) in the SUSE Linux Enterprise
Server 10 SP3 Installation and Administration Guide (http://
www.novell.com/documentation/sles10/
book_sle_reference/data/book_sle_reference.html).

Novell Cluster Services™ supports server clusters. Data for
the cluster can be shared as DAS or in SANs, depending
on your application requirements. For information see the
NWE6.5 SP8: Novell Cluster Services 1.8.5 Administration
Guide or the OES 2 SP2: Novell Cluster Services 1.8.7 for
Linux Administration Guide.

1.1.1 Diverse Storage Devices

OES 2 is compatible with a wide variety of storage devices such as disk drives, JBOD (just-a-bunch-
of-disks) arrays, RAID arrays, storage subsystems, tape drives, and tape libraries.

Storage devices can be SCSI, Fibre Channel, iSCSI, SATA, or ATA/IDE, depending on your
performance and reliability requirements. In general, SCSI devices are faster and more reliable than
ATA devices. Today’s ATA devices can be used for primary and near-line storage or as staging areas
in a disk-to-disk-to-tape backup strategy.

NetWare supports both Fibre Channel and iSCSI SAN solutions. In a Fibre Channel SAN, the SAN
equipment and connections are based on Fibre Channel interconnect technologies. In an iSCSI SAN,
the equipment and connections are based on conventional Ethernet and IP interconnect technologies.
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For conceptual information about devices and partitions used by the NSS File System and the
NetWare Traditional File System, see the OES 2: Server Disks and Storage Devices for NetWare
Guide.

For information about Linux POSIX file systems such as Ext3 and Reiser, see “File Systems in
Linux” (http://www.novell.com/documentation/sles10/book_sle reference/data/

cha _filesystems.html) in the SUSE Linux Enterprise Server 10 SP3 Installation and Administration
Guide (http://www.novell.com/documentation/sles10/book_sle reference/data/

book_sle reference.html).

1.1.2 Flexible Storage Architectures

For more information about general storage solutions such as DAS, NAS servers, SANs, and
clusters, see “Storage Architectures” on page 29.

1.2 File Access and Collaboration Services

Users need to access data securely from a variety of locations including in the office and home,
throughout the business or university campus, and on the road. Security and resources management
should be easy to use for administrators and users. Security should protect the network resources but
not impair the users’ ability to do their job anywhere, at any time.

Storage Requirement Novell OES Solution

Authorized access to data: The ability to  Novell eDirectory™ provides a trustee-based rights and

restrict access to data based on userand  access control system that maintains access control rights

applications rights. throughout the enterprise. Trustee management is
integrated into the NSS file system on OES 2 Linux and
NetWare. NCP™ volumes for OES 2 Linux also support the
file system trustee model for access control.

For information, see the Novell eDirectory 8.8
Administration Guide.

Authorized access to data in the event NSS provides Encrypted Volume Support that requires
that media is stolen: The ability to meet password access to activate an encrypted NSS volume on
the legal standard of making data server boot or restart.

inaccessible to software that circumvents ) ) . ]
normal access control, such as if the media For information, see the “Managing Encrypted NSS

were stolen. Volumes” in the OES2: NSS File System Administration
Guide.
Heterogeneous client and application NetWare supports native file access for multiple client and
support with transparent read/write server platforms including Windows*, Macintosh*, Linux,
access to network storage areas: The and Windows. Web Distributed Authoring and Versioning
ability to access network data regardless of (WebDAV) clients are also supported. Protocols supported
client or server operating system, the file include NCP, CIFS, AFP, and NFS. For information, see the
storage system, or the database format. OES2: Native File Access Protocols Guide.

OES 2 Linux supports file access protocols for Windows,
Linux, and UNIX clients. OES 2 supports NCP and Linux
Samba and NFS. In OES 2 SP1 Linux, Novell CIFS and
Novell AFP are also available. They work similarly to CIFS
and AFP on NetWare. For information, see the OES 2 SP1:
Novell CIFS for Linux Administration Guide and OES 2
SP1 Novell AFP for Linux Administration Guide.

Storage Solutions
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Storage Requirement Novell OES Solution

Heterogeneous client and application For OES 2 SP1 Linux and later, Domain Services for

support in an Active Directory domain:  Windows is available. It allows CIFS/Samba users in an
Active Directory domain to access their data on NSS

The ability to access network data using the yojymes and NCP volumes on OES 2 SP1 Linux servers.

Novell trustee model in an Active Directory  For information, see the OES 2 SP1: Novell Domain

domain. Services for Windows Administration Guide.

Secure access to network data from Novell NetStorage provides Internet-based access to
anywhere, at any time: The ability to network files. You can set up a NetStorage server to
securely access network data using a provide users with secure Web-based access to their files

standard Web browser from anywhere at from anywhere, at any time. For information, see the OES
any time without requiring special software 2: NetStorage for Linux Administration Guide and the OES
on the workstation. 2: NetStorage for NetWare Administration Guide.

NetStorage also provides access to previous file versions if
you implement the Novell Archive and Version Services as
part of your overall storage solution. For information, see
the OES 2: Novell Archive and Version Services
Administration Guide.

Secure access to local data from Novell iFolder® provides Web-based and network-based
anywhere, at any time: The ability to access to local files stored on network servers. iFolder
access local data using a standard Web provides users transparent, cross-platform file transfer by
browser from anywhere at any time without synchronizing files across multiple workstations from a
requiring special software on the secure, centralized network server.
workstation.

Users can use the iFolder client on specified workstations
Secure access to local data from to access their local files wherever they are working and
specified workstations at any time: The know that they have the most current version of a file to
ability to access local data from different work with.

locations on the network.
Data transfers between the server and clients are

encrypted for secure data transfer.

Users can use a Web browser to access files from
anywhere using a secure sockets layer (SSL) connection; it
does not require a virtual private network (VPN)
connection.

Novell iFolder 3x supports shared access to iFolders. For
information, see the Novell iFolder 3.x documentation Web
site (http://www.novell.com/documentation/ifolder3).
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Storage Requirement

Novell OES Solution

Secure file access for data on NetWare
servers: The ability to provide secure file
access to data on NSS volumes on
NetWare servers for clients in a
heterogeneous client environment.

The Novell Client™ provides secure file access from clients
using NCP. For information, see the Novell Client 4.91 SP5
for Windows XP/2003 Installation and Administration
Guide, the Novell Client 2 for Windows Vista/2008
Administration Guide, and the Novell Client 2.0 SP2 for
Linux Administration Guide.

For NetWare, OES supports native file access protocols
such as CIFS, AFP, and NFS. For information, see the
OES 2: Native File Access Protocols Guide.

In OES 2 SP1 Linux, Novell CIFS and Novell AFP work
similarly to CIFS and AFP on NetWare. For information,
see the OES 2 SP1: Novell CIFS for Linux Administration
Guide and OES 2 SP1 Novell AFP for Linux Administration
Guide.

Secure file access to data on Linux
servers: The ability to provide secure file
access to data on Linux servers for clients
in a heterogeneous client environment.

OES provides the NCP Server for Linux. For information,
see the OES 2: NCP Server for Linux Administration
Guide.

The Novell Client provides secure file access from clients
using NCP. For information, see the Novell Client 4.91 SP5
for Windows XP/2003 Installation and Administration
Guide, the Novell Client 2 for Windows Vista/2008
Administration Guide, and the Novell Client 2.0 SP2 for
Linux Administration Guide.

For Linux, OES supports native file access protocols such
as Samba and NFS. For OES 2 SP1, Novell CIFS, Novell
AFP, and Domain Services for Windows are also options.

1.3 Compatibility

Your storage solution must be compatible with the network architecture. It must use the same or
compatible protocols and technologies for connecting servers and devices and for communicating
with other networking equipment, servers, and clients in a cross-platform environment.

Storage Requirement

Novell OES Solution

Compatible with existing security
solution: The ability to work with the
preferred secure access solution or
directory service.

Novell eDirectory provides an integrated trustee rights and
access control system for NetWare.

For information, see the Novell eDirectory 8.8
Administration Guide.

Compatible with network
communications protocols: The ability to
access network data regardless of the
network equipment and interconnects.

OES servers operate in an Ethernet and TCP/IP network
environment. For information, see the NW 6.5 SP8: TCP/
IP Administration GuideNW 6.5 SP8: Novell IPv6
Administration Guide, and “Basic Networking” (http://
www.novell.com/documentation/sles10/
book_sle_reference/data/cha_basicnet.html) in the SUSE
Linux Enterprise Server 10 SP3 Installation and
Administration Guide (http://www.novell.com/
documentation/sles10/book_sle_reference/data/
book_sle_reference.html).

Storage Solutions
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Storage Requirement

Novell OES Solution

Compatible with SAN communications
protocols: The ability to access network
data regardless of the SAN equipment and
interconnects.

OES supports SAN solutions with popular interconnect
protocols such as Fibre Channel and iSCSI.

For information about iSCSI on NetWare, see the NW 6.5
SP8: iSCSI 1.1.3 Administration Guide.

For information about using iSCSI on Linux, see “Mass
Storage over IP Networks— iSCSI” (http://www.novell.com/
documentation/sles10/book_sle_reference/data/
cha_inst_system_iscsi.html) in the SUSE Linux Enterprise
Server 10 SP3 Installation and Administration Guide (http://
www.novell.com/documentation/sles10/
book_sle_reference/data/book_sle_reference.html).

Compatible with cross-platform
environments: The ability to access
network data regardless of client or server
operating system, the file storage system,
or the database format.

NetWare supports clients and servers natively with Novell
CIFS, Novell AFP, and Novell NFS. For information, see
the OES 2: Native File Access Protocols Guide.

NetWare fits into any environment with support for open
source technologies, directory integration, and
synchronization. It natively supports multiple client and
server platforms including Windows, Macintosh, and UNIX/
Linux. It also supports WebDAV clients.

1.4 Reliability

Your storage solution must provide reliable access to data for users and applications. One way to
improve reliability is through redundancy of components to avoid single points of failure in your
network design. OES supports redundant devices, connections, and servers.

Storage Requirement

Novell OES Solution

Reliable access to data in the event of
disk failure: The ability to provide fault-
tolerant solutions to allow users and
applications to access data in the event of
disk failure.

NSS software RAID 1 and RAID 5 devices provide disk
fault tolerance. NSS supports software RAIDs 0, 1, and 5
on Linux and NetWare platforms. It supports software
RAIDs 10, and 15 on NetWare platforms.

For information, see the OES 2: NSS File System
Administration Guide.

Reliable access to data in the event of
connection failure: The ability to provide
fault-tolerant solutions to allow users and
applications to access data in the event of
connection failure.

NSS supports for NetWare multipath 1/0 to devices for
connection fault-tolerance. Multipathing can be used for
DAS, NAS, and SAN (iSCSI and Fibre Channel)
architectures in single server and in cluster solutions.

For information, see “Managing Multipath 1/0 to Devices
(NetWare)” the OES 2: NSS File System Administration
Guide.

On Linux, you can manage multipath 1/0 with Device
Mapper Multipath tools. For information, “Managing
Multipath 1/O for Devices” in the SLES 10 SP3: Storage
Administration Guide.
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Storage Requirement Novell OES Solution

Reliable access to data in the event of Novell Cluster Services provides server and application
server and application failure: The ability fault-tolerance options. See the NW6.5 SP8: Novell Cluster
to provide fault-tolerant solutions to allow Services 1.8.5 Administration Guide and the OES 2 SP2:
users and applications to access data in the Novell Cluster Services 1.8.7 for Linux Administration
event of server or application failure. Guide.

1.5 Scalability

Your storage solution must be able to grow with your business.

Storage Requirement Novell OES Solution

Rapid access to data: The ability to rapidly NSS allows you to aggregate and manage large amounts

mount and access data regardless of file, of storage without any degradation in performance. NSS

directory, or volume size. can recognize and store massive files (up to 8 terabytes)
and large numbers of them (up to 8 trillion). Up to one
million files can be open concurrently (server RAM
permitting).

You can mount up to 255 NSS volumes concurrently on a
given server, plus the system volume.

Volumes can be mounted with a minimum amount of RAM.
It takes only seconds to mount a volume of any size.

For information, see the OES 2: NSS File System
Administration Guide.

Scalable storage structures: The abilityto You can create and expand NSS pools and volumes while

expand storage solutions with minimal the servers are up and running and the volumes are
service interruptions. mounted and online. NetWare supports up to 8 terabytes
per volume.

You can dynamically add NetWare NAS servers into the
network to provide additional network data access without
disrupting the network.

You can add devices to a SAN while the SAN and servers
are up and running and the volumes are mounted and
online.

For clusters, you can add servers incrementally to increase
processing power or expand resources without system
interruption.

For information, see the NW6.5 SP8: Novell Cluster
Services 1.8.5 Administration Guide and the OES 2 SP2:
Novell Cluster Services 1.8.7 for Linux Administration
Guide.

Modifiable storage structures: The ability NSS supports moving and splitting volumes to reorganize
to easily modify storage solutions to data and to optimize and expand capacity.

reorganize data and to optimize and expand ) . o
capacity. For information, see the NW 6.5 SP8: Novell Distributed

File Services Administration Guide.

Storage Solutions
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1.6 File Space Virtualization

Storage Requirement Novell OES Solution

Hierarchy of Tiered Storage: The abilityto Dynamic Storage Technology for Linux allows you to create

move low-activity or inactive files to a a virtual shadow volume that consists of a primary storage
hierarchy of lower-cost storage with an area on high-performance storage media for current and
efficient storage capacity management recently used files, and a secondary storage area on lower-
solution based on rule-driven migration cost storage media for low-activity or inactive files. You can
policies specify policies based on age, file type, and so on.

For information, see the OES 2 SP2: Dynamic Storage
Technology Administration Guide.

Virtual Storage Solutions: The ability to Novell Distributed File Services is available for NSS

move data to satisfy storage needs without volumes on Linux and NetWare. DFS uses junctions and a

impacting users. volume location database to support the relocation of data
behind the scenes without impacting users.

For information, see the NW 6.5 SP8: Novell Distributed
File Services Administration Guide.

1.7 Availability

Your users must be able to access network data on demand. Your storage solution must remain
available through server, connection, and device failures. Automatic failover solutions empower the
administrator to set failover policies so that the network continues to work transparently to users
whenever a failures occur.

Beyond the day-to-day failures and outages, most businesses today must provide high availability
solutions and business continuance solutions to ensure continuous data access and network security
in the event of site failures and disasters. Your solution should ensure that your mission-critical data
is never at risk.

Storage Requirement Novell OES Solution

High availability of access to data in the Novell Cluster Services supports up to 32 cluster nodes for
event of server failure: The ability to service and storage failover in the cluster. It also supports
provide highly available solutions to allow  Web service-enabled failover, quarantine of failing service,
users and applications to access datavia  maintenance mode, and XML (Extensible Markup
alternate servers in the event of server Language) management. A read-only shared cluster
failure. volume capability is also available.

For information, see the NW6.5 SP8: Novell Cluster
Services 1.8.5 Administration Guide and the OES 2 SP2:
Novell Cluster Services 1.8.7 for Linux Administration
Guide.
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High availability of access to data in the
event of connection or device failure:

The ability to provide highly available
solutions to allow users and applications to
access data via alternate routes or
resources.

NSS supports both Fibre Channel (FC) and iSCSI SAN
solutions. It also supports full Novell Cluster Services with
devices in SAN solutions.

The Linux or NetWare operating systems can boot with the
system volume on a local hard drive or on a Fibre Channel
storage device if your server BIOS supports booting from a
SAN. Booting from an remote storage device allows
administrators to immediately swap out server hardware in
the event of a disaster and directly boot without re-installing
the operating system. The automatic hardware detection in
the operating system allows for a new server to have
updated or different controllers when booting from a FC
SAN.

For information about using iSCSI on Linux, see “Mass
Storage over IP Networks— iSCSI” (http://www.novell.com/
documentation/sles10/book_sle reference/data/
cha_inst_system_iscsi.html) in the SUSE Linux Enterprise
Server 10 SP3 Installation and Admi