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Preface

Sentinel™ is a security information and event management solution that receives information from
many sources throughout an enterprise, standardizes it, prioritizes it and presents it to you to make
threat, risk and policy related decisions.

Audience

This documentation is intended for Information Security Professionals.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation and enter your comments there.

Additional Documentation

Sentinel Technical documentation is broken down into several different volumes. They are:

+ Sentinel 6.1 Install Guide
+ Sentinel 6.1 User Guide
+ Sentinel 6.1 User Reference Guide

¢ The documentation for this product is available at http://www.novell.com/documentation/
sentinel61/index.html (http://www.novell.com/documentation/sentinel61/index.html)

+ Additional documentation on developing collectors (proprietary or JavaScript) and JavaScript
correlation actions is available at the Novell Developer Community web site: http://
developer.novell.com/wiki/index.php?title=Develop_to_Sentinel (http://developer.novell.com/
wiki/index.php?title=Develop to Sentinel)

Sentinel Install Guide

This guide explains how to install the following Sentinel components:

*

+ Sentinel Communication Server
+ Data Access Service (DAS) + Advisor

Crystal Reports Server

+ Sentinel Control Center + Collector Builder
+ Sentinel Correlation Engine + Sentinel Data Manager
+ Collector Manager + Sentinel Solution Designer

Sentinel User Guide

This guide discusses how to use the Sentinel components and features:

Preface
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Sentinel Console Operation
Sentinel Features

Sentinel Architecture
Sentinel Communication
Shutdown/Startup of Sentinel
Vulnerability Assessment
Event Monitoring

Event Filtering

Event Correlation

Sentinel Data Manager

Event Configuration for Business Relevance
Mapping Service

Historical Reporting

Collector Host Management

Incidents

Cases

User Management

Workflow

Solution Packs

Actions and Integrators

+ Identity Integration

Sentinel User Reference Guide

This guide discusses the following advanced topics:

+ Collector administrator functions + Sentinel correlation engine
+ Collector and Sentinel meta tags * User Permissions
+ Sentinel database schema + Correlation command line options

Collector Builder User Guide

This guide discusses how to use the Collector Builder. This guide is located in the Novell Developer
Community web site.

+ Collector Builder Operation + Collector Host Management
+ Collector Manager + Building and Maintaining Collectors

+ Collectors

Sentinel Patch Installation Guide

This guide discusses how to upgrade from one version of Sentinel to another.

+ Patching from Sentinel 4.x to 6.0 + Patching from Sentinel 5.1.3 to 6.0

Documentation Conventions

The following are the conventions used in this manual:

+ Notes and Warnings

NOTE: Notes provide additional information that may be useful or for reference.
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WARNING: Warnings provide additional information that helps you identify and stop performing
actions in the system that cause damage or loss of data.

¢ Commands appear in courier font. For example:

useradd -g dba -d /export/home/oracle -m -s /bin/csh oracle
¢ Go to Start > Program Files > Control Panel to perform this action: Multiple actions in a step.
+ References
+ For more information, see “Section Name” (if in the same Chapter).
+ For more information, see “Chapter Name” (if in the same Guide).
+ For more information, see “Section Name” in “Chapter Name”, Name of the Guide (if in a

different Guide).

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, TM, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.

Contacting Novell

+ Web Site: http://www.novell.com (http://www.novell.com)

+ Novell Technical Support: http://support.novell.com/
phone.html?sourceidint=suplnav4 phonesup (http://support.novell.com/
phone.html?sourceidint=suplnav4 phonesup)

¢ Self Support: http://support.novell.com/
support_options.html?sourceidint=suplnav_supportprog (http://support.novell.com/
support_options.html?sourceidint=suplnav_supportprog)

¢ Patch Download Site: http://download.novell.com/index.jsp (http://download.novell.com/
index.jsp)

¢ 24x7 support: http://www.novell.com/company/contact.html (http://www.novell.com/
company/contact.html)

¢ For Collectors/Connectors/Reports/Correlation/Hotfixes/TIDS: http://support.novell.com/
products/sentinel (http://support.novell.com/products/sentinel)
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Sentinel Control Center

¢ Section 1.1, “About Sentinel Control Center,” on page 21
¢ Section 1.2, “Log in to the Sentinel Control Center,” on page 24

¢ Section 1.3, “Introduction to the User Interface,” on page 25

1.1 About Sentinel Control Center

Sentinel™ is a Security Information and Event Management solution that receives information from
many sources throughout an enterprise, standardizes it, prioritizes it and presents it to you to make
threat, risk and policy related decisions. The Sentinel Control Center (SCC) is the main user
interface for viewing and interacting with this data.

Sentinel gathers and correlates security and non-security information from across an organization's
networked infrastructure, as well as third-party systems, devices and applications. Sentinel presents
the collected data in a more sensible GUI, identifies security or compliance issues, and tracks
remediation activities, streamlining previously error-prone processes and building a more rigorous
and secure management program.

The Sentinel Control Center includes the following functional tabs and interfaces:

¢ Section 1.1.1, “Active Views,” on page 21

¢ Section 1.1.2, “Incidents,” on page 22

¢ Section 1.1.3, “iTRAC,” on page 22

¢ Section 1.1.4, “Analysis,” on page 22

¢ Section 1.1.5, “Advisor,” on page 22

¢ Section 1.1.6, “Admin,” on page 22

¢ Section 1.1.7, “Correlation,” on page 23

¢ Section 1.1.8, “Event Source Management,” on page 23
¢ Section 1.1.9, “Solution Packs,” on page 24

¢ Section 1.1.10, “Identity Integration,” on page 24

1.1.1 Active Views

The Active Views tab presents events in near-real time.
In the Active Views tab, you can:

¢ View events occurring in near real-time

¢ Investigate events

¢ QGraph events

¢ Perform historical queries to collect data for a specified period
+ Invoke right-click functions

+ Initiate manual incidents and remediation workflows

Sentinel Control Center
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1.1.2 Incidents

An incident is a set of events that require attention (for example, a possible attack). Incidents
centralize the data and typically comprise a correlated event, the associated events that triggered a
correlation rule, asset details of the affected systems, vulnerability state of the affected systems and
any remediation information, if known. Incidents can be associated with a remediation workflow in
iITRAC, if specified. An incident associated to an iTRAC workflow allows users to track the
remediation state of the incident.

In the Incidents Tab, you can:

¢ Manage incident views
+ View and manage incidents and their associated data

+ Switch between existing incident views

1.1.3 iTRAC

iTRACs stateful incident remediation workflow capability allows you to incorporate your
organization’s incident response processes into Sentinel.

In the iTRAC tab, you can:

¢ Create custom workflow templates

*

Edit workflow templates

+ Create custom activities

*

Edit activities

+ Associate activities with workflow steps

*

Initiate and execute Processes

1.1.4 Analysis

The Analysis tab is the historical reporting interface for Sentinel. Reports are published on a Web
server and can be rendered in the analysis tab or in an external browser. You can also run and save
an Offline Query for later quick retrieval of search results.

1.1.5 Advisor

Advisor is an optional module that provides real-time correlation between detected IDS attacks and
vulnerability scan output in order to immediately indicate increased risk to an organization.

1.1.6 Admin

The Admin tab provides you access to perform the administrative actions and configuration settings
in Sentinel. In the Admin tab, you can:

¢ Configure connection to Crystal Reports
¢ Create and modify filters

+ Use filters to format data
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¢ Use filters to determine event routing

+ View system statistics about the Data Access Service
¢ Start and Stop system components

¢ Configure Sentinel event fields

¢ Configure the mapping service

+ Create new options for right-click event menus

+ Aggregate data for reporting

¢ Create users and assign them to roles for workflows

+ Manage user sessions

1.1.7 Correlation

The Correlation tab provides an interface to create and deploy rules to detect suspicious or malicious
patterns of events.

In the Correlation tab, you can:

* Create and edit rules
¢ Deploy/Undeploy rules
+ Add an action and associate it to a rule

¢ Configure dynamic lists

1.1.8 Event Source Management

The Event Source Management (ESM) interface is available through the Sentinel Control Center
menu. It allows you to manage and monitor connections between Sentinel and its event sources
using Sentinel Connectors and Sentinel Collectors.

In the ESM, you can:

¢ Import/export Connectors and Collectors from/to the centralized repository available in ESM
¢ Add/edit connections to event sources through the configuration wizards
¢ View the real-time status of the connections to event sources

¢ Monitor data flowing through the Collectors and Connector

Sentinel Collectors

The Collectors parse the data and deliver a richer event stream by injecting taxonomy, exploit
detection and business relevance into the data stream before events are correlated and analyzed and
sent to the database.

Sentinel Connectors

The Connectors use industry standard methods to connect to the data source to get raw data.

Sentinel Control Center
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1.1.9 Solution Packs

You can use the Solution Packs interface through the Tools menu in Sentinel Control Center.
Solution Packs provide a framework within which sets of content can be packaged into controls,
each of which is designed to enforce a specific business or technical policy.

1.1.10 Identity Integration

Novell Sentinel 6.1 provides an integration framework for identity management systems. This
integration provides functionality on several levels. With the Identity Browser you can:

+ Look up the following information about a user:
¢ Contact information
+ Accounts associated with that user
+ Most recent authentication events
+ Most recent access events
* Most recent permissions changes

¢ Lookup from events

1.2 Log in to the Sentinel Control Center

To Start the Sentinel Control Center on Windows:

1 Go to Start > Programs > Sentinel and select Sentinel Control Center. Sentinel Login window

displays.
N Sentinel Login E”Elg|
€
v 6.1
Username:
Pigmmymr .
o 1953-2008 huvu_ll. fic. Al righls reganed N OVLII

2 Provide the user credentials you are provided with to log-in to Sentinel Control Center.
+ Username and password, if using SQL Server authentication, OR
+ Domain\username and password, if using Windows authentication

3 Click Login.
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4 On the first login, the following warning message displays. The user must accept the certificate
in order to securely log in to the Sentinel Control Center

N Warnmng - Security = E

An untrusted certificate has been detected. Do you R
want to run the application?

Certificate Type: x.504

Issued To: desk.domain.com
Issued By: desk.domain.com
Fingerprint: TEDA2:49:41: 7563, 3C:.C8: 7601 2:49:41.78.63:3C
[ Accept J I Accest Permanertly J I Cancel I

5 If you select Accept, this message displays every time you try to start Sentinel on your system.
To avoid this, you can select Accept permanently.

To Start the Sentinel Control Center on Linux and Solaris:

1 As the Sentinel Administrator User (esecadm), change directory to:
SESEC_HOME/bin

2 Run the following command:
control center.sh

3 Provide your username and password and click OK.

4 A Certificate window displays, if you select Accept, this message displays every time you try
to start Sentinel on your system. To avoid this, you can select Accept permanently.

1.3 Introduction to the User Interface

In the Sentinel Control Center user interface, you can perform the activities through the following
components:

¢ Section 1.3.1, “Menu Bar,” on page 26

¢ Section 1.3.2, “Toolbar,” on page 26

¢ Section 1.3.3, “Tabs,” on page 27

¢ Section 1.3.4, “Frames,” on page 28

Sentinel Control Center provides you the “dockable” framework, which allows you to move the
Toolbars, Tabs or Frames from their default location to user-specific locations for ease-of-use.

Sentinel Control Center
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Figure 1-1 Sentinel Control Center
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1.3.1 Menu Bar

The menu bar has the menus required to Navigate, perform activities and change the appearance of
Sentinel Control Center.

Figure 1-2 Figure 1-2: Menu Bar

N Hovell Sentinel Control Center - logged in as esecadm

File Options  Wincdows  Ewent Source Mahagement  Active Wiews  Correlation  Incidents iTRAC  Anslvsis  Advisor  &dmin - Help

The File, Options, Event Source Management, Windows and Help menus are always available. The
availability of other menus depends on your location in the console and permissions.

1.3.2 Toolbar

The Tool Bar allows you to perform the Tab specific functions. There are four system-wide toolbar
buttons that are always displayed. These toolbar buttons are View Sentinel Help, Cascade All
Display Windows, Tile All Display Windows and Save User Preferences. The availability of other
toolbar buttons depends on your location in the console and permissions.

System-Wide Toolbar

The system-wide toolbar buttons are:

Figure 1-3 System-Wide Toolbar

Rese: layrout Opline Help  Cascade AT Display Windows
Undo 1 ¢ E S = Sawve
fm:mggmg E @ @ & I E Q ‘ E hﬁ.ll Prferences

Eeda Tile Al Display Windowrs
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Tab Specific Toolbar buttons

Tab-specific toolbar buttons allows you to perform the functions related to each tab.

Table 1-1 Tab Specific Toolbar Buttons

Toolbar

View

Active Views

Correlation

Incidents

iTRAC

Analysis

Admin

fs

2V 3)

BN |

»
A3

CifflineOnernes
Create Report

TNEl

Event hznu Configuration
Report Data Configuration  Servers View
Crystal Repott Configuration I Filter Configration T

t
A aSr&Isudld

l Memn Confizmratmn Glohal Filier Wap Data User
wom Conf 5 Configuration Confignration

For more information on Tabs-specific toolbar buttons, see the sections on each of the Tabs
mentioned in the list above.

1.3.3 Tabs

Depending on your access permissions, Sentinel Control Center displays the following tabs.

*

Active Views™
Correlation
Incidents
iTRAC™
Analysis
Advisor
Admin

For more information about Tabs, see the sections on each tab.

Sentinel Control Center
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1.3.4 Frames

Sentinel provides a dock-able framework which allows you to drag frames on the screen to place
them in user preferred locations. In a frame the following buttons displays, which allow you to drag/
hide frames.

+ Toggle Floating
+ Toggle Auto-hide

Figure 1-4 Navigator Frame

0
-

Marvigstor

=] Active Wiews

. 2+ Real Time

gl IELIC AL, Severity
B Snap Shat

+_| Historical Gueries

To drag a frame to any location:

1 Click Toggle Floating icon on the Frame or hold the frame and drag it to the desired location.

To hide a frame:

1 Click Toggle Auto-hide icon.

NOTE: You can undo dragging or reset to default position using the toolbar buttons.

1.3.5 Navigating through Sentinel Control Center

To navigate using Toolbar:

1 Click the tab you need to work on.

2 Click toolbar buttons to perform the actions.

To navigate using Menu bar:

1 Click the tab menu in the Menu bar.

2 Select an action you need to perform.

NOTE: This procedure is generic for all the tabs in Sentinel Control Center. Navigation specific
procedures for tabs are discussed in the relevant sections.

1.3.6 Changing the appearance of Sentinel Control Center

You can change the Sentinel Control Center’s look by:

+ “Setting the Tab Position” on page 29
¢ “Cascading Windows” on page 29
+ “Tiling Windows” on page 29
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¢ “Minimizing and Restoring Windows” on page 29

+ “Closing all open Windows” on page 29

Setting the Tab Position

To set the tab position:
1 Click Options > Tab Placement.
2 Select either Top or Bottom.

Cascading Windows

To cascade windows:

1 Click Windows > Cascade All. All open windows in the right panel cascade.
Tiling Windows

To Tile Windows:
1 Click Windows > Tile All.

2 Select from the following to meet your requirement:
+ Tile Best Fit
+ Tile Vertical

¢ Tile Horizontal
Minimizing and Restoring Windows

To minimize all windows:

1 Click Windows > Minimize All. All open windows in the right panel minimize.

To restore windows to original size:

1 Click Windows > Restore All. All open windows in the right panel restores to their original
size.

NOTE: Use the Minimize and Restore options provided on the top-right corner of the tab to
minimize individual tabs.

Closing all open Windows

To close all windows:

1 Click Windows > Close All.

Sentinel Control Center
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1.3.7 Saving User Preferences

If the user has permissions to save their workspace, they can save the following preferences:

¢ Permanent windows that are not dependent on data that was available at the time of their
original creation.

*

Active Views

*

Summary displays

*

Window positions

+ Window sizes, including the application window

*

Tab positions

*

Navigator docked or floating and showing or hidden

The following preferences are not saved when the user logs out:

*

Snapshots

*

Historical event queries

*

Secondary windows opened from one of the primary windows in the Admin Navigator

*

Column widths in Active Views

To save your preferences:

1 Click File > Save Preferences or click

3]

1.3.8 Changing Password

To change your Sentinel Control Center password:

1 Click Options > Change Password.

2 Provide the old password.

3 Provide the new password and matching confirm password.
4 Click OK.

NOTE: For more information on password security, see “Setting Passwords” in “Best Practices
section” in Sentinel Installation Guide.

1.3.9 Hostname updates

If the hostname of a system is changed, you might need to perform some of the following actions on
the system depending on the Sentinel components installed on it.

IMPORTANT: Stop Sentinel Service before you perform these actions.

30 Sentinel 6.1 User Guide



You might need to update all the machines (which have components affected by the hostname
change) before you restart Sentinel service on any machine.

Scenario 1: Change in Sentinel Database Hostname
In this scenario, the affected components are DAS and SDM. So you might need to

¢ Update the DAS
¢ Update SDM

The configuration file enables DAS to connect to the database. So, you need to update the
configuration files to update DAS.

To update DAS:

1 Login to the machine where DAS is installed as esecadm (on UNIX), or as an administrator (on
Windows).

2 Stop the Sentinel Services running on the machine.

3 Go to ESEC_HOME\bin:
¢ On Unix, type the command c¢d $ESEC_HOME/bin
+ On Windows, type the command cd /d %ESEC_HOME%\bin

4 Update DAS configuration files on Unix and Windows using the following commands.
¢ On Unix, execute . /dbconfig -a ../config -h <new DB hostname>.

+ On Windows, execute . \dbconfig -a ..\config -h <new DB hostname>.

You require the Database Hostname to login to SDM. To login to SDM, you might need to update
the Database Hostname in SDM login window.

To Update SDM
1 Open Sentinel Data Manager.
2 In the login window, provide details of the Database, new hostname and other required details.
3 Click Connect.

Scenario 2: Change in Sentinel Communication Server Hostname

In this scenario, the affected components are Communication Server, DAS, Correlation Engine,
Sentinel Collector Manager and Sentinel Control Center. So you might need to

¢ Update the Communication Server

¢ Update DAS, Correlation Engine, Sentinel Collector Manager, Sentinel Control Center

You might need to re-install the Communication Server to update the Hostname change.

To re-install Communication Server:

1 Login as root (Unix) or administrator (Windows) on the system where the Communication
Server is installed.

Sentinel Control Center
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2 Run Sentinel Uninstaller. In the Select components to Uninstall window, select Communication
Server and deselect all other options.

Follow instructions in “Uninstalling Sentinel” in Sentinel 6.1 Installation Guide as required and
complete uninstallation.

3 Click Finish.
4 Insert (and mount, on Solaris/Linux only) the Sentinel Installer CD.

5 Run the setup file. In the Select components to Install window, select Communication Server
only.

Follow the instructions in “Installing Sentinel 6.1” in Sentinel 6.1 Installation Guide as
required and complete installation.

6 Reboot the system.
The configuration file that connects the Communication Server and Sentinel processes needs to be

updated. You might need to perform the steps given below on all machines with DAS, Correlation
Engine, Collector Manager, and Sentinel Control Center installed.

To update DAS, Correlation Engine, Collector Manager, and Sentinel Control Center:

1 Go to ESEC_HOME/config/ and edit configuration.xml.

2 Replace the four occurrences of the Communications Server Hostname with the new
Hostname.

3 Save and exit the configuration.xml file.

IMPORTANT: After the steps mentioned above are performed, restart the Sentinel Services for the
changes to take affect.

1.3.10 Configuring the Attachment Viewer

To configure the Attachment Viewer:

1 On the Tools menu, click Attachment Viewer Configuration or alternatively click Configure
Attachment Viewers button. The Attachment Viewer Configuration window displays.

32 Sentinel 6.1 User Guide



{2 Attachment Yiewers

Attachment Yiswers

Extension | Type | Subtype | Appl
e DEFALLT DEFALLT C\Program Files! Wi E
.heml ESEC ADYWISOR C:YProgram Files! Inl
doe DEFALLT DEFALLT CiProgram Filesii Edif |

i3

[Celete |

Ok, |

2 Click Add. The Attachment Identification window displays.

(3 Attachment ¥iewer Configuration

Extension: ||

~Attachment Identification

Type: {pEFALLT

Subtype:  [DEFALLT

~Attachment Yiewer

Application: I

Pararneters: I%FILE%

Browse |

Ok

| Cancel |

Specify the extension type (such as .doc, .x1s, .txt, .html and so on) and click Browse or
type in the application program to launch the file type (such as notepad.exe for Notepad).
3 Click OK.

Sentinel Control Center
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Active Views Tab

Section 2.1, “Understanding Active Views,” on page 35

Section 2.2, “Introduction to the User Interface,” on page 36

Section 2.3, “Reconfiguring Total Display Time,” on page 39

Section 2.4, “Viewing Real Time Events,” on page 39

Section 2.5, “Showing and Hiding Event Details,” on page 43

Section 2.6, “Sending Mail Messages about Events and Incidents,” on page 43
Section 2.7, “Creating Incidents,” on page 45

Section 2.8, “Viewing Events that Triggered Correlated Events,” on page 46
Section 2.9, “Investigating an Event or Events,” on page 46

Section 2.10, “Viewing Advisor Data,” on page 53

Section 2.11, “Viewing Asset Data,” on page 54

Section 2.12, “Viewing Vulnerabilities,” on page 55

Section 2.13, “Ticketing System Integration,” on page 60

Section 2.14, “Viewing User Information,” on page 60

Section 2.15, “Using Custom Menu Options with Events,” on page 61

Section 2.16, “Managing Columns in a Snapshot or Navigator Window,” on page 61
Section 2.17, “Taking a Snapshot of a Navigator Window,” on page 62
Section 2.18, “Sorting Columns in a Snapshot,” on page 63

Section 2.19, “Closing a Snapshot or Navigator,” on page 63

Section 2.20, “Adding Events to an Incident,” on page 63

2.1 Understanding Active Views

The Active Views tab presents events in near-real time. In the Active Views tab, you can:

*

*

*

*

*

*

View events occurring in near real time
Investigate events

Graph Events

Perform Historical Statistical Analysis
Invoke right-click functions

Initiate manual incidents and remediation workflows

An event represents a normalized log record reported to Sentinel from a third party security,
network, or application device or from an internal Sentinel source. There are several types of events:

*

External Events (event received from a security device), such as:

+ An attack detected by an Intrusion Detection System (IDS)

Active Views Tab
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+ A successful login reported by an operating system

+ A customer-defined situation such as a user accessing a file

+ Internal Events (an event generated by Sentinel), including:

+ A correlation rule being disabled

¢ Database filling up

You can monitor the events in a tabular form or using several different types of charts, you can

perform queries for recent events.

NOTE: Access to these features can be enabled or disabled for each user. For more information, see
“Microsoft SQL Users, Roles,and Access Permissions for Sentinel” in Sentinel 6.1 Reference Guide

2.2 Introduction to the User Interface

In Active Views, you can see Create Active View and Event Query. You can navigate to these

functions from:

Table 2-1 Active View-User Interface

¢ The Active View menu in the Menu Bar

+ When you create a filter, The Active View
menu has these additional options.

+ The Navigation Tree in the Navigation Pane

Active Wiews

Properties

ﬁ Creste Active Wiew

Ciderds [:_7 rRac™ | Wl el

.

—

Mavigator

= _I Active Views

""" 1 Resl Time

e ] Shap Shat
—_I Hiztorical Queries

0y
+
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+ The Toolbar Buttons Snapshot

Create Active View !
: | ‘f 4 \#; I
Event Query Manage Columns

Active Views provides two types of views which display the events in Tables and Graphs.

Table Format displays the variables of the events as columns in a table. You can sort the information
in the grid by clicking on the column name.

Figure 2-1 Active View-Tabular Format

Severity EvertTime EwertMame EvertiD SourcelD Collector
5IBI07 12:3331 PM DbSpacelow  |E30E4443-DAES-1029-8D0A-001 25 | AR C459 C0-DABS-1029-9F5C-00123F3
B/BI07 12:33:31 PM ChSpacelow  |B30E4A43-DABI-1029-9008-00123... | A5 C489 CO-DABS-1029-9F6C-00123F9.
GIRI0F 12:33:31 PM DbSpacelow  |BI0E4A43-DABI-1029-8004-00123... | A5C489 C0-DABS-1029-9F6C-00123F9.
BIBI07 12:33:31 PM DbSpacelow  |E30F4443-DAES-1029-8001 -001 23| AR C459 C0-DABS-1025-9F5C-00123F9

688 e

Graphical Format displays events as Graphs. You can change the chart types to display other chart
types.

Figure 2-2 Active View-Graphical Format

Filter PUBLIC:Internal_Events, Attribute Resource ]
5 b Ocollecto...
18 Minute;30 Second Intervals )
@ B i Emappings...
] Ouserauth...
y 5 - ls |Jusersess...
) drealTime...
] H F+ |MDBspace
=
2 Oeventsub...
O
= 3 m 2 (Mcore
a
& W Healthia...
] B ? |Deventsou..
H-other=
14 1
YT T T T T T T T T T T T T T T 0
12:35.. 12:37:30FPM  12:40:00 PM 12:42:30 M 12:45:00 FM  12:47:30 PNV
Time
£ >

A near Real Time Event Table with graphical presentation and Snapshot are the two types of Active
Views.

+ Near Real Time Event Table:

¢ Holds up to 750 events per 30-second period. If there are more than 750 events, the events
are displayed in the following priority order: correlated events, events that are sent to the
GUI only using a global filter, and all remaining events.

¢ By default, the client maintains a 24-hour period of cached events. This is configurable
through Active View Properties.

¢ By default, the smallest possible display interval of an active view is 30 seconds. This is
represented by a gray line in the event table.

Active Views Tab
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Figure 2-3 Gray Line- Smallest Possible Display Interval

3)  [2005.06.21  06:34:38 EDT [Threshold_e]
2005 06,21 [ 06:34:38 EDT 10.0.0.1 | 10.0.0.12 Password_ex
@  |2005.06.21 | 06:34:28 EDT 10.0.0.22 10.0.0.9 Programn_exe

In the event when there are more than 750 per 30-second time period, a red separation line
displays indicating that there are more events than what is displayed. The other events can
be viewed by using Historical Queries.

Figure 2-4 Red Line- More Events then Displayed

D) [2005.06.21 [ 07:07:00 EDT 10.0.0.11 | 10.0.0.21 | unsuccesshuy
) 2005,06.21 [ 07:07:00 EDT i 10.0.0.13 | 10.0.0.35 | suspicious-fil
1) |2005.06.21 [ 07:06:58 EDT 10.0.0.54 | 10.0.0.25 | successful-a|

+ On saving user preferences, system continues to collect data for 4 days. For instance, if
you save your preferences, log out and log back in the following day, your Active View
displays data as if you never logged off.

+ Ifan Active View is created and not saved, it will continue to collect data for an hour.
Within that hour time frame if an identical Active View is created, the Active View
displays data for the last hour.

¢ Snapshot: Time-stamped views of a Real Time Event View table.
The following is what makes an Active View unique.

¢ Filter assigned to an Active View
¢ The z-axis attribute

¢ The security filter assigned to a user

The Active Views Tab allows you to:

Reconfigure Total Display Time Send messages about Events by e-mail

Add Events to an incident Show or Hide Event Details

Close a Snapshot or Navigator Window Snapshot of a Navigator Window

Create an Incident View Events that triggered a correlated event
Custom Menu Options with Events View Vulnerability Visualization

Investigate Event Query View Asset Data

Investigate Graph Map Integrate with Ticketing System

View Advisor Data View Identity Browser

Manage Columns

You can change labels (column names) to user-friendly names and the new names will be populated
throughout the system. For more information, see Section 2.15, “Using Custom Menu Options with
Events,” on page 61.
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2.3 Reconfiguring Total Display Time

Active View Properties allows you to configure the cached time in each client. The default cache
time value in an Active View is 24 hours.
To configure Maximum Total Display Time:

1 Click the Active Views tab.
2 Click Active Views > Properties.
3 Make your changes. Click OK.

Active Views Properties El

| 1 Day

"Maximum Total Display Time

Thiz walue will not take effect until you restart Sentinel Cortrol Center.

NOTE: The new values will not take effect until you restart the Sentinel Control Center.

2.4 Viewing Real Time Events

To View Real Time Events:

1 Click the Active Views tab.

2 Click Active Views > Create Active View or click Create Active View icon.

—
L

3 In the Event Visualization Wizard window, click the down arrows to select your Event
Attribute (Z Axis), Filter and to Display Events (Yes or No).

NOTE: In the Filter Selection window you can build your own filter or select one of the
already built filters. Selecting the All filter allows all events to display in your window. When
creating an Active View, if the filter assigned to the Active View is changed or deleted after
creation of the Active View, the Active View is unaffected.

Active Views Tab
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40

Active Yiews™ Wizard s x|

Step 1. Event Collection Parameter Setup -

Define the dizplay properties by selecting the Event Attribute to use onthe Z '-"'|,|"\""-’\r

Axiz of the chart, the fitter to spaply and whether or not o display events.

-Evert Atribute (2 Axis)

ISeverHy LI
~Filter
| =

~Dizplay Everts?

I‘r’es LI

= Back | [k = Fimish

After making your selection, you can click Next or Finish. If you select Finish, the following
default values are selected:

*

Display Interval and Refresh rate of 30 seconds

*

Total Display Time of 15 minutes
+ Y-axis as Event Count
¢ Chart type: Stacked Bar 2D
4 If you click Next, click the down arrows to select your:
+ Display Interval and Refresh rate:
+ Display Interval is the Time interval to display events.
¢ Refresh Rate is the rate at which Active Views should refresh.
+ Total Display Time: Amount of time to display the chart
¢ Y-axis: Either total Event Count or Event Count per Second
Click Next.
5 Select your chart type from the drop-down list and click Finish.
¢ Chart type: Stacked Bar 2D, Bar 3D, Line and Ribbon

Your graph looks similar to:
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= PUBLIC:High_Severity, Severity
=l Filter PUBLIC Hig Top Values for Last 5 Minutes
6:08:00 AW - 6:13.00 AM
Rerk | Sevedty | CounRate |
- 1 [BE] 410
2 2 s 20
o 3 w4 197
=
2
I
508 GO000 AW GO200 AW 60400 AM GOG00 AM 00300 Al 01000 AM 6:12.00
Time
Kl i Ibervel Vabies Top Values
Severty | DataTime SourceP | | WP

0 BA406 61252 AM - 10.0.041 | 100021 Failed_login-administrator 0 ﬁ‘
) 54106 61252 AM 10.0.0.6 | 10.00.29 apache-chunked-encoding-bo 1
1) BN406 61252 AM | 10.0.0.11 | 10.0.0.10 P S-00 0
) BN406 61252 AM 100,048 100022 Reject 0

@  EN408E1252AM 100.014 | 10.0.0.28 Aftempted_teinet 0

@  snamse1zsiaM | 100.0.2 | 10.0.0.52 [Repested_login_falures 0

@  5M406E1252AM 10.0.0.7 10.0.0.77 Failed_su 0

@  sranse1z5AM 10003 | 100032 Failed_su 0

@  BH406E1252 AM . 1000413 | 10.00.51 [Repeated login_tadures 0
N BN406E1252AM Revested loain faiures 0 =

2451 of 2451 Update: 614108 6:13.00 AM Recerved 87 (of 87) Displeyng 67

The five buttons to the left of the chart perform the following functions:

o » Lock/Unlock the Chart: Uzed when perfortning a drill-down, zoom in,
Dut, zoom to zelection and saving a chart as an himl file,
05 = Increase Display Interval: Increases the display time interwal for

mcoming events

Decrease Display Interval: Decreases the display time interval for
mcomming events

Increase Display Time: Increase the time interval along the x-asis

Decrease Display Time: Decreases the time interval along the x2-ais

When you click the Lock button, additional available buttons are:

Lock/Unlock the Chart: Used when performing a drill-down, zoom in,
zoom out, zoomm to selection and sawing a chart as an himl file.

Zoom In: Zooms in without changing any of the tirme settings of the
chart

Zoom Out: Zooms out without changing any of the time zettings of the
chart

Zoom to Selection: Zooms in on a selection of time intervals of events.

Snapshot Active View: Save as an bl file with chart as images and
events in a tabular format.

2.4.1 To Reset Parameters and Chart Type of an Active View

When viewing an Active View, you can reset your chart parameters, change your chart type.

To Reset Parameters and Chart Type of an Active View:

1 Within an Active View displaying a chart, right-click and select Properties.

Active Views Tab

4



Crill Dowen b Evenk
Jol Bar 3D chart
Stacked Bar 2D Chart
Line Chart
Ribbon Chart

Properties @izard

Ivwp =

< Active Views™ Properties

3 ! Chart Types

rTime Intenvals

Display Interval 30 Second w

Refresh Rate 30 Second w

Total Display Time 2 Hour w
s Yales

Y Axis Ewert Court b

Under the Parameters tab, you can set:

*

*

*

Display Interval: Time between each interval

Refresh Rate: Number of seconds for event rate to be updated

Total Display Time: Amount of time to display the chart

¢ Y-axis: Either total Event Count or Event Count per Second

Under the Chart Types tab, you can set your chart to Stacked Bar2D, Bar 3D, Line or Ribbon.

£ Active Views™ Properties

Parameters | Chart Types |

—Chart Property

Type: | Stacked Bar 20 L

Stacked Bsr 2D
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2.4.2 Rotating a 3D Bar or Ribbon Chart

To rotate a 3D bar or ribbon chart:

1 Click anywhere on the chart and hold the mouse button.

2 Reposition the chart as desired by moving the mouse and holding the button.

2.5 Showing and Hiding Event Details

To show event details:

1 In a Real Time Event Table of the Navigator or Snapshot, double-click or right-click an event
and click Show Details. An event details displays in the left panel of the Real Time Event

Table.
Property Value : Severty  Evert Time Everitiame Message
= 0 722008 10:26:43 AM |CombinedPersistent MepsS1... Tatal € persistent maps with DKB in 2 & A
Severty 0 v 72008102832 AM |CombinedPersisterthaps 3t... Tatal § persistent maps with 10KE in 44
7122006 10:26°32 D 722008 102632 AWM SinglePersistentMapStatus  EventMameDim 10KE in 50 enfries fok:
EventTime
A 71221 E'—an Detads PersistentMapStatus  Customer Dim OKS in 2 entries
EventName SrJePersistenthd D rsistent [Event Taxonomy Dim 1KB in 5 eniries (
aptetus v e PersistentMapStatus  JigentDim 20KE in 34 entries fotal 191
Message  CvetomerDim 0 71224 R A T PersistentMapStatus  EventXDAS Taxonomy Dim OKE in 1 ent
';KB ';z:h':essc o 7 ) , [ErsstertManStatus _|User im 18 n & eriries fotal  fefche
Resource w“c’:' p3er Y 2 Itvestigete: Persistent MapStatus _|FesourceDim 15KE in 46 ertries total
0 3 it
SubResource Customer Dim 71220 Analyze ned Persistent Maps 5. Total 9 parsls!ad.maps with 51KB in 14
SenscrType P D (7722, 'er:.mriMapstt(u! Protocal Dirn O.KB in J anlries
CollectorSc... Performance D 722 fersistentMapStatus ___ User Dim 1l.<BnEentnEs -
C1B55550-3607- v 7R Esmail nedRealTimeSummeri. . Total 3 Active \iews and combined car
EventiD 1026-68640015 - 7822 Creste Incidert [hroughput Capacty  |Event throughgut capacity is et 0% for
FESIBA0E DRI ) Mroushpet Capac Evert throughput capacity is at 0% for
2E536940-35FB- v [7e CETUDE LT Performance Summary | Engine esecsiestd |
Senfinel3er... 1026-B6C4-0018 D zr2n ping roughput Capacit Evert throughgut capacty is at 0% for
FESIBADE D) - hedPersistent MapsSt... Tatal 6 persistert maps with OKBin2 &
* ) EL7L | " nedPersistentMaps 8, Total § persistent maps with 10KB in 4
+ DI tracercute bedPersistert MapsSta _ Total 3 persistent maps wih 51KB In 1¢
+ 3 " T Wheis? frmrd D 1 Tim e S0 e Ttal 3 Ackive Viauie sned cochined cee ™
+
25 of 25 Upcate: 72208 10:35:30 AM Received: 0 (of 0) Displaying: 0

To hide an event detail:

1 In an Real Time Event Table of the Navigator or Snapshot, with event details displayed in the
left panel, right-click an event and click Show Details. The Event Details window closes.

2.6 Sending Mail Messages about Events and
Incidents

To send mail messages from within the Sentinel Control Center, you must have an SMTP Integrator
is configured with connection information and with the property SentinelDefaultEMailServer set to

ER]

“true”.

To send an event message by e-mail:

1 In a Real Time Event Table, select an event or a group of events, right-click and select Email.
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rrailevents |

~Selected Events: 10

D | Resouce | Message |
37FF1066-2EF8-1026-. .. [FRWL_Res udp drop detected FR.., ‘I
R7FEE73A-2EFS-1026-... [FRWL_Res udp drop detected FR...
R7D33324-2EF8-1026-. .. [FRWL_Res tcp drop detected FR... |
R7DSADDE-2EFE-1026. .. [FRWL_Res udp drop detected FR...
R7AETEZ4-ZEFS-1026-. .. [FRWL_Res tcp drop detected FR...
RTOFCARRA-PFFR-1N7FA FRWWI Res AR Avan detertad FR LI

~Email Composition

Email Address: | ;I

Email Subject: I

Email Message:

Ok, Cancel

2 Provide the following information:
¢ Email Address
+ Email Subject
+ Email Message

3 Click OK.

To e-mail an Incident:

1 After you save your incident, click the Incidents tab, Incidents > Incidents View.

2 Click All Incidents option in the Switch View drop down list located at the bottom right corner.
3 Double-click an Incident.

4 Click Email Incident.

L)

5 Provide the following information:
¢ Email Address

Sentinel 6.1 User Guide



¢ Email Subject

¢ Email Message

6 Click OK. The e-mail messages have html attachments that address incident details, events,
assets, vulnerabilities, advisor information, attachment information, Incident Notes and
incident history.

2.7 Creating Incidents

NOTE: To perform this function you must have user permission to create Incident(s).

This is useful in grouping a set of events together as a whole representing something of interest
(group of similar events or set of different events that indicate a pattern of interest such an attack).

NOTE: If events are not initially displayed in a newly created Incident, it is most likely because of a
lag in the time between display in the Real Time Events window and insertion into the database. If

this occurs, it will take a few minutes for the original events to finally be inserted into the database

and display in the incident.

To create an incident:

1 In a Real Time Event Table of the Navigator or a Snapshot Real Time Event Table, select an
event or a group of events and right-click and select Create Incident.

S PUBLIC:ALL @ XAA07 123006 P Snapshot

0 seria)

1) juartha sppiabe et a7 12 [2] srow etass e

] SAR7 11 Wi in Active Browser kit S2iggamt

L (eariha spplabs red Amnri

E wnec Sezid AT 12 Ivestigaia r Eistireylatn :

\ esectessd amo7 12 Analyze ¢ E

Y esectiessd LT 12

1 esecTiesid amo7 13 p0u [

v epectiessd 3mo7 12 Emad gExistrgain |

Ll o ] aori2 i " din |

M esectestd a7 12 0

¥ lemectiesEd 380713 Ot |

é ezec Tesid AA07 12 ping F:-un
TRET 11

L] e Tienia AAnT 11 sy feurce .

® | AmaT 11 uadmtiule

:_ Rt Sherid am|or 11 Wt 7

2 In the New Incident window, you will find the following tabs:

*

*

*

Events: Shows which events make up the incident

Assets: Show affected assets

Vulnerability: Show related asset vulnerabilities

Advisor: Asset attack and alert information

iTRAC: Under this tab, you can assign a WorkFlow (iTRAC)
History: Incident history

Attachments: You can attach any document or text file with pertinent information to this
incident

Notes: You can specify any general notes you want to refer regarding this incident.
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3 In the Create Incident dialog box, specify:
Title
State

*
*

*

Severity
Priority
Category
Responsible
¢ Description
.

Resolution

4 Click Create. The incident is added under the Incidents

tab of the Sentinel Control Center.

2.8 Viewing Events that Triggered Correlated

Events

You must right-click a correlated event in order to view the events that triggered the correlated
event. In the event table from which you are selecting the event, look in the summary display panel
on the right for an event that has a property of SensorType with a Value of C (C: correlated event).

To view events that triggered a correlated event:

1 Ina Real Time Event Table of the Navigator or Snapshot, or an Event Query table, right-click a
correlated event and select View Trigger Events. A window opens showing the events that

triggered the rule and the name of the Correlation Rule.

N Correlated Events For 9FB1FEZC-4630- 1026-8E0F-0B0020A o =] 5|
Everd Id Correlstion rube: Batch size
[SFB1FEIC-4630-1026-6E0F.030020ADB488 |a_auick_ore froo =] S ﬁ‘
1 DeteTime | severty | EvertNeme | sowcer | Destination
2004 0226 7033953 EST j) Password_svpired annn | AN NN A9
4 | i
(T}, search complete Court: 1
2.9 Investigating an Event or Events

This Investigate options on the Event Menu allow you to:

¢ Perform a Event Query for the last hour on a single event for:

¢ Other events with the same target IP address
¢ Other events with the same source (initiator) IP ad

¢ Other targets with the same event name
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NOTE: You cannot perform a query on a null (empty) field.

¢ Graphically display the mappings between any two fields in the selected events. This is
particularly useful to view the relationship between the initiatiors (IP, port, event, sensor type,
Collector) and the targets (IP, port, event, sensor type, Collector name) of the selected events,

but any fields can be used

Below is an illustration of initiator IP addresses mapped to target IP addresses.

Figure 2-5 Graph Mapper

N Graph Mapper

Apply Layout |[elElTs

100,48

£ 3
1EIEIEIB‘EI\

1000 Tag
! /1‘300254

1
1000136

10.0.0.122 1000138

10.0.0.165

,}3

1000238

10.0.0.208
£ 3

10.0.0.66

2.9.1 Investigate — Event Query

&
"}’/1700049

4/10 D\
10.0.0.82 1
10.0.0.242
10.0.0.248 10.0.0.164

i [=1 E3

This function allows you to perform Event Query within the last hour for events similar to the

selected event.

To perform an Event Query using the Investigate function:

1 In a Navigator or Snapshot window, right-click an event>Investigate> <select one of three

options below>
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Option Function

Show More Events to this target Events with the same Destination IP address
Show More Events from this source Events with the same Initiator IP address
What are the target objects of this event? Events with the same event name as the

selected event

2 An event table opens showing the chosen event information.

2.9.2 Investigate — Graph Mapper

To create a graph map:

1 In Real Time Event Table right-click an event or events and select Investigate>Show Graph.

Severity EvertTine SourcelP - Destination P EventMame

) ST T287 35 AW T T T o6 TEST EVErT
[T] SS2207 12:47:04 Al 10.0.0.2 10.0.0.70 Test Event

2

2

2

y

g Show Details

Wigw in Active Browser

: Investigate » | '§howGraph...—|
- Analyze L Show More Events to this target
g :Eig; 12:1223 i: i AT U Show Maore Everts from this source
@  |se2m7 124038 A Ernail ihat are the terget objects of this evert?
- e

2 You must specify the From and To fields and click Finish. The Graph Mapper window
displays.

The following is a graphic depiction of Sensor Name to Event Name of severity 5 in an organic
format. You can view a graphic mapping in the following formats:
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¢ Circular + Organic

* Hierarchical + Orthogonal
N Graph Mapper(1]) - M E
Aoply Layout |Hierarchial [v”ALL[v] ’ & ] [ @, ] [ ] [ & ]
[A
UpdateDataObject PRiCharCreated
s
< ] | 1l [ >]

2.9.3 Historical Event Query

You can query the database for the past events through Historical Event Query. The events can be
queried according to the filter and severity criteria in required batch size. You can export the results
in HTML or CSV file format.

To query events in Historical Event Query window:

1 Inthe Active Views tab, select Active Views > Event Query. You can also open Historical
Event Query window by clicking Historical Query Icon on the toolbar. The Historical Event
Query window displays.

Event Query

FiRer: Severity: O From B To: Batch size:

v TMB10:2205 AWM W (72208103705 AM % (100 v | @ | @R g HTML

Severity  EwentTime Everthame Message

il
%, Enter search criteria.

| %

Active Views Tab
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2 Click Filter. In Filter Selection window, select a filter from the list of available filters.

3 Click Severity Icon. Select Severity values window displays.

3

N Select Severity values

Select All

[#a
[#]1
[vl 2
[¥]a
[w] &
[¥a

Clear &l

Select one or more values for Severity and click OK

4 You must select From and To Date and Time from From and To drop-down. The Time you
select corresponds your system time.

5 Select a batch size from the Batch size drop down. The events queried displays in the batch size
you specify.

If you select a batch size of 100, the first 100 events are displayed in the window first. After the
query is processed, the Begin Searching icon changes to More results icon. You can see next
100 events along with the previous events by clicking More results icon.

6 Click Begin Searching Icon. The query is processed. You can stop/cancel the search by
clicking Cancel search icon.

N Historical Event Query

. Query | Active Browser
Fiter Severtty: B From: B To: Batch size:
PUBLIC:ALL v B 7220610:2206 AWM | 70208 103705 M v [100 v A | @ | B HTML -
Property “alue Messag:

& Base - A i
Severty 1 o) [7/2208 10:26:43 Al I Total 6 persistent maps with 0
EvertTime /122108 o) [7/220B 02632 AM CombinedPersisterihiapsSt... (Total 5 persistert maps with 1

10:36:41 AM [ 712208 10:26:32 AM SinglePersistenthésp Status | EventNameDim 10KE in 50 er
Everthame UpdateData Obj o) 7722008 10:26:32 AM |SinglePersisterthapStatus | Customer Dim 0<B in 2 entries
ect v [7/220B10:26:32 AM SingleParsister EventTaxonomyDim 1KB in 5+
[Hpdating Cerfig 1) [7R20810:26:32 AM SingleParsistentMapStatus | AgentDim 20KE in 34 erfries ¢
— Sf:;‘mm . o) [7220810:26:32 AM ‘SinglePersistenthap EventXDAST: D OK|
. v [7/220810:2632 AM SingleParsister UserDim 1 KB in§ ertries flote
reqld(ermwn‘J L) 7722008 10:26:32 AM SinglePersistentidapStalus  |ResourceDim 15KE in 46 entri
Resource  Core o 12206 1002632 AM |CombinzdPersisteriMapsSt... | Total 8 persistent maps with §
SubReso.. Preferences o) [7/72208 10:26:32 AM al Dim 0K3 in 2 erfries
SensorTy... A v [7/220810:26:32 AM SinglePersistenitéap Stelus  |UserDim 1 KB in eniries
CollectorS. .. Audit o) [7£220810:2553 AM CombinedReal Time Summear... |Total 3 Active Wiews and comi
CA707010-3607 o) [7£220B 10:2552 AM Evert Throughput Capacity  |Evertt throuahput capacty is &
EwenilID =1 02 Bit51 3001 L] [7/22/00 10:25:01 AM EventThroughput Capacity [Cwent throughput capaciy is ¢
SFEESEADE L) 7722008 10:25:28 AM Engine PerformanceSummary |Engine esecslestid ~
CETOTDI0-3607 o ([ ¢ s
“4, Search complste, Count. 18

TIP: Select HTML or CSV from the drop-down list to export query results.
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2.9.4 Active Browser

The Active Browser provides the ability to browse through a selected set of data to look for patterns
and perform investigation. You can view the selected events in the Active Views in Active Browser.
You can perform all the right-click activities that are available in Active Views in Active Browser
too. When you open the Active Browser using Analysis > Offline Query and click Browse against a
specific offline query, the events table is displayed only when the number of events are less than or
equal to1000.

The events are grouped according to the metatags. In these metatags various sub-categories are
defined. The numbers in the parentheses against these sub-categories displays the total number of
event counts corresponding to the value of the metatag.

To view events in Active Browser:

1 In the Active Views tab, highlight the event/s you want to view in Active Browser.

2 Right-click event/s and select View in Active Browser. The selected event/s displays in the
Active Browser window.

Or

3 Inthe Active Views tab, select Active Views > Event Query. Historical Event Query window
displays.

4 In the Historical EventQuery window, run a Query and click Active Browser tab. The selected
Query displays in the Active Browser window.

NOTE: The Active Browser tab will be enabled only if the Query results in at least one event
displays.

To view events in Active Browser in Analysis tab:

1 In the Analysis tab, highlight the Query you want to view in Active Browser.
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2 Click Browse. The selected Query result displays in the Active Browser window.

N Active Browser

Tatal: 146
Active Browser
& Collector Script F ]
AU (146])
154 PUBLIC: High_Seveilty 18
= Eventiame x
E
H
LostConnection  (96) 8 10 10
MewrConnection (49 E
ProcessStop (1) Pir}
Select Multiple Values
54 &
= InitlP x
<emgty= (146) o 0
§ $ 3 3 F 5
= Resource  § ~ U o v o o
Time
Auck Cornectar  (145) >
Sentinel (1) | severty  EventTime EvertName Message
[ Fr2108 B1ESE PM ProcessStop Sentinel Service A |
[ 7121008 5:38.01 PM LostConnection A Novel applical |
W 3ensorRiE % @ 710853801 PM NewConnection Anew Novel ap
A ¢145) [ 7121108 5:37 48 PM Lost Connection (A hovel applical
&  [r108s53523 PM LostConnection A Novel applical
FRA08 53523 PM WewConnection A rew Novell ap
= Severity x ® 210863513 FM Last Connection A Novel applical
L] T8 53451 PM Lozt Connaction A Movel applical
40148 & rens coees ne o —— o et e O
£ >

To search in Active Browser:

1 Specify the value or text you want to search for in the Search field

2 Press Enter or click the Search icon against the search field to search.

NOTE: You can move between the various searches by using the Forward and Backward button
above the search field.

To add attributes in Active Browser:

1 Click Add an attribute for categorization icon as shown below:

N Historical Event Queny({2)

C& Quep/ra' Active Browser
@9

2 Select an attribute in the Add an attribute for categorization window that displays.
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Add an attribute for categorization E|

li'gﬂ Chooze the attribute name

EedginTime
Collector
Callectorld
Collector ManagerId
Conrectar i
ControlMonitor
CortralPack
Criticality

ct1 w

18]} 3

3 Click OK.

2.10 Viewing Advisor Data

Advisor provides a cross-reference between real-time IDS attack signatures and Advisor's
knowledge base of vulnerabilities. Advisor feed has an alert and attack feed. The alert feed contains
information about vulnerabilities and viruses. The attack feed lists the exploits associated with
vulnerabilities.

The supported Intrusion Detection Systems are listed in Chapter 9, “Advisor Usage and
Maintenance,” on page 215.
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To View Advisor Data:

1 In a Real Time Event Table of the Navigator or Snapshot, right-click an event or a series of
selected events > Analyze > Advisor Data. If the DeviceAttackName field is properly
populated, a report similar to the one below displays. This example is for a WEB-MISC
amazon 1-click cookie theft.

|

Advisor Summary

Attack Attack ID Alert IDs
WEB-#ISC arnazon 1-click cookie theft 2991272, 1087, 1194, 8835, 9010
WEB-8ISC arnazon 1-click cookie theft 2992801 1194, 8835, 9010

Advisor Report
Microsoft Excel XLM Arbitrary Macro Execution (id 9991272) top

3 4 t4icrosoft Excel contains a flaw that may allow a malicious user to rui
warning the user, 1he issue is triggered when a malicious usar creat
Excel macro cornmands, and embed conmands in a spreadsheet that
launch the macro without asking the user for permission. If may be f
user to persuade the user to launch the file containing embedded ma
loss of integrity and/ or availability of data.

Urgency Severity

Scenario:

Impact:
Loss of Integrity

Safeguards: ;j

2.11 Viewing Asset Data

This function allows you to view and save your view as an HTML file of your Asset Report. You must
run your asset management Collector to view this data. The available data for viewing are:

Table 2-2 Available Data

Hardware
+ MAC Address + Value
+ Name + Criticality
+ Type + Sensitivity
+ Vendor ¢ Environment
¢ Product ¢ Location
+ Version
Network
+ |P Address ¢ Hostname
Software
+ Name * Product
* Type * Version
+ Vendor
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Contacts

¢ Order
+ Name
* Role

Location

¢ Room
+ Rack

¢ Email

¢ Phone Number

+ Address

To view Asset Data:

1 In a Real Time Event Table of the Navigator or Snapshot window, right-click an event or
events>Analyze>Asset Data. Window similar to the one below displays.

Asset
Report
Hardware MAC Address  04:73:473:44:h0:87
Hame Vahie LINKMOW R
Type DESKTOR Criticality LINEMNOW
Yendar UNKROWN Sensitivivy UMERNW R
Product Enviranment  LINENOWN
Yersien Lecation LIMENOWN
S v T ity bl
T2 1R 0.0
deviboxild
Software Hame Type Yendar Pradust Varsion
Contacts Order  Hame Role Ermail
OwrsrrFirs thame W Qumprlasthame 10 ASSET_OWNER DwrerE mait 10
MalntairieePiisiiama 10 ASSET_MAINTAINERMaIntaina Email 10
fLastName il
BUSINESS LIMIT
LINE_OF_BUZINESS
Divizion 10 CIVISnN
Department 10 CEP#RTMENT
Loeation Feom 709
Rack 0
Addies: HIQ
1521 Gallovars Bl
Suito D0
Yiemnn VA 22132 USa
Hardware MAC Address  04:73:870:04: 4074
Hame Valus Aszsetvalus
Type OESKETOR Criticality
Wendsr Vandar Senzitivity
Froduct Frodue L Nam Enviranment ntidentity
Wersion Productiarsion Lecatien Metworkldentity
Hetwork iF Hostname
L2 ARRD.A

2.12 Viewing Vulnerabilities

Vulnerability Visualization provides a textual or graphical representation of the vulnerabilities of
selected destination systems. Vulnerabilities for the selected destination IPs can be seen for the
current time or for the time of the selected events.

Phane Humber

Dwarer Phg nibceribioe 80

MaintainarPhonaNumber 12

Vulnerability Visualization requires that a vulnerability Collector is running and adding
vulnerability scan information to the Sentinel database. The Novell Web site (http://
support.novell.com/products/sentinel/collectors.html) provides Collectors for several industry-
standard vulnerability scanners, and additional vulnerability Collectors can be written using

Collector Builder.

NOTE: Vulnerability Collectors are distinct from Event Collectors and use different commands.
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There are several Vulnerability Visualization views:

¢ HTML
¢ Graphical
¢ Circular
¢ Organic
¢ Hierarchical
¢ Orthogonal

The HTML view is a report view that lists relevant fields, depending on which vulnerability scanner
you have:

¢ IP

+ Host

¢ Vulnerability
¢ Port/protocol

Figure 2-6 Viewing Vulnerability

Vulnerabllily Summary

L - Host Yulnerobilifies Port/Probocol

17216013 18 O[)rTCR, 21 (L) TCR, 21 (Ftp)¢ TCR, 21(Ftp)/ TCR, Z3(ssh|TCR, Z2(ssh) TOR, 22|ssh)rTCR, 23(telnet|/Top, 3a[telnet) TCP,
28(smtp|ITCR, 26{srip| FTCR, 26{smip| ITCF, S&T = TR, 557 TCF, 1241 [nessus]FTCR,
1241 |nessus| JTCR, 3306 (gl T OF

17216071 49 G[IFTER, GO TCR, 24 (Fp)ATCR, 21 (Fpl/TCP, 23 (ssh) (TCP, Z3(tlna/TCR, 23 |talet)(TCP, 23{talnet)/ TCA, 25 [smipl/TCP,
25{smtp ITER, 26{sralp| ITCR, 26{sttpl (TOF, BE|Sntp)/TCP, 36|smip) TeR, 35|smip)/ TCR, 25{smip) (TCR, 26 (smip)/ TCR,
25(smtp| ITCF, 25{sratp| FTCR, S0fdnesls)r TCF, 90finste| ITCP, 90(dnsk)/TCP, 30(dnsl) ITCP, S0fdnsta) TCF, S0jdnst) FTCR,
20[dnsix}/ TGP, 30 [dnsi4) F TGP, 111 (sunmc)FTCP, 11| sunipe]F TER, 167 |snimp) FUDP, 512 (axec| /TGP, §13(ogin/ TGP, 514 |shell rTEPR,

ission| FTCR, is sion| FTCA, jission)/TCH, B ission)/TCP, BET | iszion)! TCP, 6B7|; i
1Ten, TR, TR, & TP, G000(E1 117 TCP, 7100 font-rarvice)/ T CP,

a7 Tct 8 ¢ TER, 77 2] (TCR, 37T trmes-rpe2t]/ TOR, 32778 (sometimes-rpes L TeR

12160132 18 Q()FTCP, 21 (Fp)F TCP, 21 (Fp)f TCP, 21 (Fp) TCP, Z2(ssh| S TCR, Z2(sshl4TCP, 22 |ssh) FTCP, 23(telnat| A TCR, 23|teinet)FTCP,
=(smtp|TCP, 25(smtp| FTCA, 25(smip| i TGP, 587 ission)/ TR, 587 i TCP, 587 is5ion) (TCP, 124 (nessus)FTEP,
1244 [nessus| TGP, 3306 (mysal T P

1216071 a3 Q)FTCR, QW TTR, 21(fp)ATCR, 27 (Fp)ATCP, 22 (st} (TGP, 23(telna )/ TCR, 23[talnet) F TCP, 23(telnat)/ TCR, 25 MM TGP,

2S(smtp|FTGP, 25{smip| TGP, 25(sttp| I TCR, 25|3ntpl# TGP, 25 |smipld TCP, 25[smip)# TP, 25(smip] FTCR, 25 (smtp)f TCR,

Z5(smtp| TP, 25{smip| /TCA, $0(dnsix) TCP, S{insix| /TCR, S0(dnsix)/TCP, 90(insik) (TP, S0idnsix)/ TCR, 0 [dnsi] (TCP,

Soo{dnstx}/ TCP, 90 [dnsiv)f TEP, 111 {sunrpc)¢ TCP, 111 |sunrpc)¢ TCP, 161 |snmp] {UDP, 512 (awec] /TP, §13{login}/ TCP, §14|shal (TCR,
iTER, ITCR, B&T ITCR, 5&T ITCR, B&T JTCR, 507 TCR,

57 ITCP, 587 ITCP, 587 TCR, 587 TCP, GO00(E11)/ TCR, 7100 fant-serulce] TCR,
Er Pl 3)(TCF, 32 21} TCF, BT 1) TOP, 32773 (sometimes-rpo21 4 TGP

The graphical display is a rendering of vulnerabilities that link them to an event through common
ports. Below are the examples of the four available views:
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Figure 2-7 QOrganic View

ftp
21TCP
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Figure 2-8 Hierarchical View
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Figure 2-9 Circular View
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Figure 2-10 Orthogonal View
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In the graphical display there are four panels. They are:

¢ Graph panel
¢ Tree panel
¢ Control panel

¢ Details/events panel

The graph panel display associates vulnerabilities to a port/protocol combination of a resource (IP
address). For example, if a resource has five unique port/protocol combinations that are vulnerable,
there are five nodes attached to that resource. The resources are grouped together under the scanner
that scanned the resources and reported the vulnerabilities. If two different scanners are used (ISS
and Nessus), there are two independent scanner nodes that will have vulnerabilities associated with

them.
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NOTE: Event mapping takes place only between the selected events and the vulnerability data
returned.

The tree panel organizes data in same hierarchy as the graph. The tree panel also allows users to
hide/show nodes at any level in the hierarchy.

The control panel exposes all the functionality available in the display. This includes:

¢ Four different algorithms to display
+ Ability to show all or selected nodes which have events mapped to them
¢ Zooming in and out of selected areas of the graph
There are two tabs in the Details/Events panel. When in the Details tab, clicking on a node results in

displaying node details. When in the Events tab, clicking on an event associated with a node the
node displays in tabular form as in a Real Time or Event Query window.

To run a Vulnerability Visualization:
1 In an Real Time Event Table of the Navigator or Snapshot, right-click an event or a series of
selected events and click:
* Analysis:

¢ Current Vulnerability: Queries the database for vulnerabilities that are active
(effective) at the current date and time.

¢ Event Time Vulnerability: Queries the database for vulnerabilities that were active
(effective) at the date and time of the selected event.

N PUBLIC:Correlation, (@ 3/23/07 7:16:17 PM Snapshot

DestinationlP
172168138

172168138

DateTime SourcelP

32307 5:06:30 PM
32307 5:16:47 PM

Severity
2]

Show Details

Wiew in Active Browser
Investigate 4
Analyze ]

Wiew Trigoer Events Asset Data

Email Current Wulnerahitty

Create Incident Evert Time Yulharakitty
Add Tao Incident

nzlookup
pin

traceroute

Whois'?

2 At the bottom the vulnerability results window, click either:
+ Event to Vulnerability Graph
* Vulnerability Report
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3 (For Event to Vulnerability Graph) Within the display, you can:
+ move nodes and their labels
+ use one of four different layout algorithms to display the graph
+ show all nodes or only those nodes that have events mapped to them

¢ in-line tree filtering in the event that a large number of resources are returned as
vulnerable

+ zoom in and out of selected areas

2.13 Ticketing System Integration

Novell provides optional integration modules for HP Service Desk or BMC Remedy that allows you
to send events from any display screen to one of these external ticketing systems.

You can also send incidents and their associated information (asset data, vulnerability data, or
attached files) to Service Desk or Remedy.

For more information on Remedy integration, see Remedy Integration Guide, available at the
following web site for users with a Remedy integration license: http://support.novell.com/products/
sentinel/sentinel61.html (http://support.novell.com/products/sentinel/sentinel61.html).

NOTE: The permission to create Service Desk or Remedy incidents is controlled by the
administrator on a user-by-user basis.

2.14 Viewing User Information

Novell provides optional integration with identity management systems, specifically Novell Identity
Manager. With this integration, user identity information will be added to incoming events when the
account name matches one from Novell Identity Manager. When the InitUserIdentity or
TargetUserIdentity column is populated in an event, a right-click option menu option is enabled
to open the user’s page in the Identity Browser.

—
: Severlty | EwventTime E\m.\}-l:lzsl.u--—‘z Message
- @ 71608 11:11:63 AM RiChatl( # Show Details Active View with filtler _SYSTEM:ALL and aftribute sy«
|| @ [716/08 11:11:06 AM Demo B |
@ 721608 11.11:06 AM Diemo Ev Show ldentity Details  » Initiator |
@  [716/08 11:11:06 AM DemoEy View in Active Browser | Target
1 [ ] TEI08 11:11:06 AW Demo Ev I tigat ¥ Both
@  [T1608 11:11:06 AM DemoEy , TuTETwT |
@ [7/16/08 11.11.06 AM Siwpculy ANalze #2B77370-009A-1028-8069-0018F ECIBADE, eyl
il A0 Irmport2y entity_Injection_Dema_Collector
[ ] T EI08 11:10:53 AW i 3| denfity_Injection_D Collector (ID 9B37E4FE-5970
@ [neme 111053 AM UpgateD: [ on_Demo_Collector (1D 9E37B4F6-597C-7729-98504
1l :0B: ath 0 Active View with filter High_Sewerity and &
@  [716/08 11:06:14 AM RiChat)i — tive Vi th filter _SYSTEM:High_Severity and a|
i 061 ath = 3 Active View wi iter _! Internal_Events an
7116108 11:06:14 AM RiChat)| &reate Incident tive View with filler_SYSTEM Intemal_Events and| |
[ ] TNEIDS 11:06:09 AM UserLog( Agdd To Incident with OS name egacadm at 10.0.0.101 Inte_ogged in; oy
Q 711 6/08 11:06:09 AN A uthertic™ has passed Authentication to Sentineldizard, regld(R
o) |BGI08 11.05.34 AM Combine B!M0 Brf maps with 1KB in 20 eniries, iotal of 0 fetchad and

When you select Show Identity Details, you can choose to view the identity of the Initiator user, the
Target user, or Both. The Identity Browser opens and shows identifying information about the user
(or users) from the identity management system, all the accounts to which the user is provisioned,
and the recent activity by that user. For more information on Identity Browser, see Chapter 16,
“Identity Integration,” on page 385 section.
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2.15 Using Custom Menu Options with Events

To use a custom menu option with an event:

1 In an existing Real Time Event Table of the Visual Navigator or Snapshot, right-click an event
and select a menu option. The default custom menu options are as follows:

*+ ping

nslookup

*

¢ ftracert
+ Whois?

You can further assign user permissions to View Vulnerability and to perform HP Actions. You
can add options using the Event Menu Configuration option on the Admin tab.

N PUBLIC: Comelation @ 3/23/07 7:16:17 PL Snapshot

Severity DateTime Source|P Destination| P Ewenthame

32307 6:06:30 PM CorrelatedEver
E 5:47 P CorrelatedEver

Show Details

Wiew in Active Browser
Investigate ]
Analyze ]
Wiews Trigger Everts

Ernail
Create Incidert
Add To Inciclert

nzlookup
ping
traceroute

Whais?

2.16 Managing Columns in a Snapshot or
Navigator Window

To select and arrange columns in a Snapshot or Navigator:

1 With a Snapshot or Navigator window open, click Active View > Event Real Time > Manage
Columns or click the Manage Columns of Real Time Event Table.

2 Use the Add and Remove buttons to move column titles between the Available Columns list
and the Show these columns in this order list. The Insert button can be used to insert an
available column item into a specific location. For example, in the illustration below clicking
Insert will place Attackld above DateTime.
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M Manage Columns E

Ao silakle colunns: Showw these columng in this order:

BeginTime Ll Sewerity Ead
Cotector
Collectoril Cwerthame

Colector Marager ld Message

Colector Script FDASTaxonomy MName

Connectorkl HADASOutcomeMams

Cartralbdonitor Init User Mame E]
CortrolPack Init Lise=r Diomairy

Cofrelatedd Event Luids Fp—— Init LIz&r FullMame @
Criticality Init Uzer Department

Ctl Effectivelzer Mame

ct2 Init Host Mame:

13 It |P

Customers Hierarchy |d InitAz et Function

Customer Hierarchy Lewel! Init Service Port Marme

Customer Hierarchy Level2 b TaraetUserklame b

Use the Up and Down arrow buttons to arrange the order of the columns as you want them to
display in the Real Time Event Table. The top to bottom order of column titles in the Manage
Column dialog box determines the left to right order of the columns in the Real Time Event
Table.

3 In the Manage Column dialog box, click OK.

4 If you want your columns to display the next time you open the Sentinel Control Center, click
File > Save Preferences or click Save User Preference icon

&3

2.17 Taking a Snapshot of a Navigator Window

To perform this function you must have user permission Snapshot.

This is useful to study events of interest because the Navigator refreshes automatically and the alert
or alerts of interest will scroll off the screen. Also, within a snapshot, you can sort by column.

To take a snapshot of a Real Time Event Table:

1 With a Navigator window open, click Active View > Event Real Time > Snapshot or click
Snapshot Event Real Time Table icon

A Snapshot window opens and is added to the Snap Shots folder list under Active Views in the
Navigator. The graphical display will not be part of the snapshot.
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2.18 Sorting Columns in a Snapshot

To sort columns in a Snapshot:

1 Click any column header once to sort by ascending value and twice to sort by descending
value.

2.19 Closing a Snapshot or Navigator

To close a Snapshot or a Real Time Event Table:

1 With a Snapshot or Navigator open, close by using the Close button (upper right corner in
Windows or upper right corner in Windows/SUSE Linux/Red Hat Linux or upper left corner in
Solaris).

NOTE: The view or snapshot will not redisplay when you close and reopen the Sentinel Control
Center.

2.20 Adding Events to an Incident

To perform this function you must have user permissions to Modify Incident(s) and Add to existing
Incident(s).
To add events to an incident:

1 In a Real Time Event Table or a Snapshot, select an event or a group of events and right-click.
Click Add To Incident.

2 In the Add Events To Incident dialog box, click Browse to list the available incidents.

(&) Add Events (1) | _ O]
&dd Events To Incident |
: Severity | DateTime I SourcelP
3)  [2006,04.17 [ 13:51:25EDT [10,0.20.5
4 i
Selected Incident: Browse I
ok Cancel |
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3 Select Incident window displays. Click Search to view a list of incidents. List of incidents of
selected criteria displays.

NOTE: You can define your criteria to better search for a particular incident or incidents in
Select Incident window.

@Select Incident
—Select Dats

Severity | CateCreated I Priarity I Criticality Ra...l Severity Rat...l
Medium 04172006 ... [Mone 0.0 0.0
Medium 04/17/2006 ... [Mone 0.0 0.0
4 | 2

Add | Cancel |

[ Showy tems that match these criteria:

&dd criteria from below to this list>

Remave |

~Define more criter a:

Relations

INu:une LI

Field Condition Yalue

INone LI INDne j I
Add to List |

4 Highlight an incident and click Add.

5 Click OK. The event or events selected are added to the incident in the Incidents Navigator.

NOTE: If events are not initially displayed in a newly created Incident, it is most likely
because of a lag in the time between display in the Real Time Events window and insertion into
the database. If this occurs, it will take a few minutes for the original events to finally be
inserted into the database and display in the incident.
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Correlation Tab

¢ Section 3.1, “Understanding Correlation,” on page 65

¢ Section 3.2, “Introduction to the User Interface,” on page 67
¢ Section 3.3, “Correlation Rules,” on page 67

¢ Section 3.4, “Dynamic Lists,” on page 87

¢ Section 3.5, “Correlation Engine,” on page 90

¢ Section 3.6, “Correlation Actions,” on page 91

3.1 Understanding Correlation

Sometimes, an event viewed in the system might not necessarily draw your attention. But, when you
correlate a set of similar or comparable events in a given period, it might lead you to an alarming
event. Sentinel helps you correlate such events with the rules you create and deploy in the
Correlation engine and take appropriate action to mitigate any alarming situation.

Correlation adds intelligence to security event management by automating analysis of the incoming
event stream to find patterns of interest. Correlation allows you to define rules that identify critical
threats and complex attack patterns so that you can prioritize events and initiate effective incident
management and response. Starting with Sentinel 6.0, the correlation engine is built with a
pluggable framework, which allows the addition of new correlation engines in the future.

Correlation rules define a pattern of events that should trigger, or fire, a rule. Using either the
correlation rule wizard or the simple RuleLG language, you can create rules that range from simple
to extremely complex, for example:

¢ High severity event from a finance server

+ High severity event from any server brought online in the past 10 days

*

Five failed logins in 2 minutes

*

Five failed logins in 2 minutes to the same server from the same username

*

Intrusion detection event targeting a server, followed by an attempted login to root originating
from that same server within 60 seconds

Two or more of these rules can be combined into one composite rule. The rule definition determines
the conditions under which the composite rule fires:

¢ All subrules must fire

+ A specified number of subrules must fire

¢ The subrules must fire in a particular sequence
After the rule is defined, it should be deployed to an active Correlation Engine, and one or more
actions can be associated with it. After the rule is deployed, the Correlation Engine processes events

from the real-time event stream to determine whether they should trigger any of the active rules to
fire.
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NOTE: Events that are sent directly to the database or dropped by a Global Filter is not processed
by the Correlation Engine.

When a rule fires, a correlated event is sent to the Sentinel Control Center, where it can be viewed in
the Active Views window.

Figure 3-1 Active View window
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The correlated event can also trigger actions, such as sending an email with the correlated event’s
details or creating an incident associated with an iTRAC workflow.

3.1.1 Technical Implementation

All correlation is done in-memory on the machine (or machines) that host the correlation engine.
This model allows fast, distributed processing that does not contend with database operations such
as inserting events into the database.

For environments with large numbers of correlation rules or extremely high event rates, it might be
advantageous to install more than one correlation engine and redeploy some rules to the new
correlation engine. The ability to deploy multiple correlation engines provides the ability to scale as
the Sentinel system incorporates additional data sources or as event rates increase.

Sentinel’s correlation is near real-time and depends on the timestamp for the individual events. To
synchronize time, you can use an NTP (Network Time Protocol) server to synchronize the time on
all devices on your network, or you can rely on the time on the Collector Manager servers and
synchronize only those few machines.

Correlation relies on the data that is collected, parsed, and normalized by the Collectors, so a
working understanding of the data is necessary to write rules. Many Novell correlation rules rely on
an event taxonomy that ensures that a “failed login” and an “unsuccessful logon” from two devices
are classified the same.
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In the Correlation tab, you can:

¢ Create/Modify Correlation rules and rule folders
¢ Deploy Correlation rules on Correlation Engine
¢ Create and associate an action to a rule

¢ Configure Dynamic lists

NOTE: Access to the correlation functions can be enabled by the administrator on a user-by-user
basis.

3.2 Introduction to the User Interface

In Correlation, you can see the Correlation Rule Manager, Correlation Engine Manager, Correlation
Action Manager and Dynamic Lists.

You can navigate to these functions from:

Table 3-1 Correlation-User Interface

¢ The Correlation menu in the Menu Bar

|

carrelation

Carrelation Rule Manager
Carrelation Endine Manager
Correlation Action Manager

Dyramic Lists

w & il ®

* The Navigation Tree in the Navigation Pane Navigator 50

- Correlation Rule Manager
# Correlation Engine Manager
# Correlation Action Manager
L Dyhamic Lists

+ The Toolbar Buttons _ _
Correlation Rule Ianager Correlation &ction Ianager

baval

Drymric Lists
Correlation Engine Ilanager

3.3 Correlation Rules

Correlation Rules are created, modified, renamed, deployed/undeployed in the Correlation Rule
Manager. Correlation Rules are organized into Rule Folders, which can also be managed in the
Correlation Rule Manager.

NOTE: There is no limit to the number of users that can access Correlation Rules. When more than
one user is editing the same rule, the last person to save overwrites all previous saves.
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3.3.1 Opening the Correlation Rule Manager

To open the Correlation Rules Manager:

1 Click Correlation tab.

2 In the navigator, click Correlation Rules Manager. Alternatively, click Correlation Rules
Manager button in the Tool Bar. The Correlation Rule Manager window displays.

M Correlation Rule Kanager

EEJ Add  Folder: | Carrelation Rules % List zarrelation rules in sub-folders  Manage Folders

wwr

WieniEdit Undeploy Fule

Feeady i) Refresh| Refreshed At 440007 141:14:45 AM

3.3.2 Creating a Rule Folder

To create a Rule Folder:

1 Open the Correlation Rules Manager window and click Manage Folder.
2 Highlight and right-click a folder and select Add Folder.
3 Specify Rule Folder name.

3.3.3 Renaming a Rule Folder

To rename a Rule Folder:

1 Open the Correlation Rules Manager window and click Manage Folder.

2 Select a folder and click Rename. Change the name of the folder.

To delete a Rule Folder:

1 Open the Correlation Rules Manager window and click Manage Folder.

2 Select a folder and click Delete. Click Yes when the system asks for confirmation.

3.3.4 Creating a Correlation Rule

To create a Correlation Rule:
1 Open the Correlation Rules Manager window and select a folder from the Folder drop-down
list to which this rule is added.
2 Click Add button located on the top left corner of the screen.

3 The Rule Wizard displays. Select one of the following rule types and follow the steps for that
particular rule type:

+ Simple

+ Composite
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+ Aggregate
+ Sequence
¢ Custom/Freeform

4 Define the update criteria for the rule. If you select Continue to perform actions every time this
rule fires, the rule fires every time the criteria is met. If you select Do not perform actions every
time this rule fires for the next (t) time the events fires only once as per user-defined time
period. All the other events that match the correlation rule within the specified time are grouped
together with this correlated event. This user-defined time period can be a certain number of
seconds, minutes, or hours.

Click Next.

Provide the rule name. The syntax of the rule is checked at the time it is created.
Under Namespace, select a correlation rule folder in which to store the rule.
Type the description of the rule.

Click Next. The rule is created and displays in the Correlation Rules Manager window.

o ©W 0 N OO O

Select Yes if you want to create another rule or No if you do not want to create another rule.
Click Next.

The rule types and the steps to create them are described below.

3.3.5 Creating Correlation Rules

Correlation rules can be defined in the Correlation Rule wizard by walking through the wizard or by
choosing the Custom/Freeform option to write the rule in the proprietary RuleLG language. All rule
definitions are stored in the database in RuleLG.

Correlation rules can be defined based on any populated event field.

NOTE: When creating a Rule, you can refer to a dynamic list to it. For more information, see
Section 3.4.5, “Using a Dynamic List in a Correlation Rule,” on page 89.

Simple Rule

A simple rule is defined by specifying which events can trigger the rule to fire (For example,
firewall events, firewall events of severity 3 or higher). The filter criteria can be intersected (using
the “all”option in the GUI or the “AND” operator in RuleLG) or the filter criteria can be unioned
(using the “any” option in the GUI or the “OR” operator in RuleLG).

For example, a rule might be defined so that it fires anytime an event takes place on a server that is
on the critical list. Another rule might be defined to fire anytime an event of severity 4 or greater
takes place on a server that is on the critical list.

A simple rule requires only one event in order to fire.

NOTE: For users familiar with the correlation rule language (RuleLG), the defining operator for a
simple rule is the “filter” operator. For more information about RuleLG, see “Sentinel Correlation
Engine RuleLG Language” in the Sentinel 6.1 Reference Guide.
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NOTE: In Sentinel 6, filter criteria must be defined in the correlation rule wizard. You cannot use
existing public filters.

To create a simple rule:

1 Open the Correlation Rules Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Simple Rule.

Correlation Rule

Simple Rule
Tire if I:I of the following conditions are met:

Attackld [
ttac ki lA
EaglnTIme

Calleelir

CollectorSeripe

Controlkonto:

ContralPack

Zoarrelale dEvenilioiuids

Curitir ality [»

[ adg || Delete |

RuleLo Mreview:

[ = Back ] Pzt [ Canccl ]

3 In the Simple Rule window, define a condition for this rule. Select the Property and Operator
values from the drop-down lists and specify data in value field.

-

Correlatizn Hule

Simple Rule

Fire 1t ot the tollowing conoitions are mek:

T - CEEe

| aug || Delele

Rulelg Preview.
Ter e Severlty =31

< Hack “ Mext | I Cancel
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4 Click Add to add additional definitions for this rule.

5 You can preview the rule in the RuleLG preview window. For example, filter (e.sev=3).
Click Next. The Update Criteria window displays.

-

Correlation Rule ﬁ

Update Criteria

Atter rule fires:

) Corinue fo perfarm actions every time this rule fires

rthe next: SECOIS) |

1)

< Back " MNexd ]’ Cancel

6 Enable the update criteria for the rule to fire and click Next. The General Description window
displays.

Correlation Rule

General Description
MName

Sewratity
Namespace
Zarrelation Rules b

Description

’ = Back ” It ] [ Cancel ]

7 Provide a name to this rule. You have an option to modify the rule folder.
8 Provide rule description and click Next.

9 You have an option to create another rule from this wizard. Select your option and click Next.

Aggregate Rule

An aggregate rule is defined by specifying a subrule and the number of times the subrule must fire
within a specific time window in order to trigger the aggregate rule. For example, an aggregate rule
might require that a subrule fire 10 times within 5 minutes for the aggregate rule to fire.

Aggregate rules have an optional group by field, which can be any populated field from the events.
For example, an aggregate rule might require that a subrule fire 10 times within 5 minutes where
each of the 10 events has the same destination server.

NOTE: For users familiar with the correlation rule language (RuleLQG), the defining operator for an
aggregate rule is the “trigger” operator. The trigger clause might also use the “discriminator”
operator to define the group by field. For more information about RuleLG, see the “Sentinel
Correlation Engine RuleLG Language” in the Sentinel 6.1 Reference Guide.
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To create an aggregate rule:
1 Open the Correlation Rules Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Aggregate Rule.

Correlation Rule E|

Aggregate Rule

Sub Rules:

Add R

*

[ WiewiEd: H Revame ” Delzte ]

For Aggregate Rule to fire:

The pattern should matea lirmes within | 1 :| |Mithe{s) v|

Group by these ewenttags in the following order:

|

RuleLpy Presiew:
filter{e. Sewerity = "2") flow trigoerdl ,60)

[ = Back ][ ezt H Canicel l

3 In Aggregate Rule window, you can select a sub-rule to create an aggregate rule. To select a
sub-rule, click Add Rule button. Add Rule window displays.

1

Add Rulc =
Add Saved Rule

8 | Correlation Rules

Rule Prevlew:

ok | [cance ]

NOTE: You can select only one sub-rule when creating an aggregate rule.
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4 Select a rule and click OK.

5 Set parameters for the rule to fire.

6 To group event tags according to the attributes, Click Add/Edit. The Attribute List window

9
10
1"

displays.

< Attribute List

Select & Clear All

LI SourceRackMurmber
[] sourceroom

|:| SourceSensitivity
|:| Sourcestate

|:| SourceThresat Lewel
|:| Sourcelser Context
|:| Sourcellzerbame
|:| SourcedipCode

[] subresource

[ vendorEvert Code
|:| Virus Status
Wulnershility

Check the attribute as per your requirement. You can preview the rule in the RuleLG preview

window. Click Next. The Update Criteria window displays.

Update the criteria for the rule to fire and click Next. The General Description window

displays.

Provide a name to this rule. You have an option to modify the rule folder.

Provide rule description and click Next.

You have an option to create another rule from this wizard. Select your option and click Next.

Composite Rule

A composite rule is comprised of 2 or more subrules. A composite rule can be defined so that all or
a specified number of the subrules must fire within the defined timeframe. Composite rules have an

optional group by field, which can be any populated field from the events.

NOTE: When a subrule is used to create a composite rule, a copy of the subrule is added to the
composite rule’s definition. Because a copy is added, changes to the original subrule do not affect
the composite rule.

To create a composite rule:

1 Open the Correlation Rules Manager window and select a folder from the drop-down list to

which this rule is added.

2 Click Add button located on the top left corner of the screen. The Correlation Rule window

displays. Select Composite Rule.
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Composite Rule
Sub Rules:

W fiter IF

" fitter Begn-=nd Tinre

addRue - | viewEdt || Renarie | Delste |

For Composite Rule to fire:

) All sLb-rules should fire sithir | || |cr'each sther

) Any <ub-riles skould fire u\rithin| 1 :| |h.'1inLte[s) v| of 2ach oher

Group by these ewent tags in the following order:

Severty Mulneraility ’ AdAEddit

RulelLg Preview:

Jatefiter(e.B2ginTime =11 FEEQ8624 and e Severiy =="1"1filer(e BeginTime =1 73796322 and
2 EndTime = 11768827 41) any B0,discriminator{e. Severity, e Alnerahiliy’)

’ < 3ack ” Hent [ Carcel |

3 In Composite Rule window, you can select sub-rules to create a composite rule. To select a sub-
rule, click Add Rule button. Add Rule window displays.

4 Select a rule or a set of rules (hold control on your keyboard to select a set of rules) and click
OK.

5 Set parameters for the rule to fire.

6 To group event tags according to the attributes, Click Add/Edit. The Attribute window
displays.

7 Check the attribute as per your requirement. You can preview the rule in RuleLg preview box.
Click Next, the Update Criteria window displays.

8 Update criteria for the rule to fire and click Next.
9 Provide a name to this rule. You have an option to modify the rule folder.
10 Provide rule description and click Next.

11 You have an option to create another rule from this wizard. Select your option and click Next.

Sequence

A sequence rule is comprised of 2 or more subrules that must have been triggered in a specific order
within the defined timeframe. Sequence rules have an optional group by field, which can be any
populated field from the events.

NOTE: When a subrule is used to create a sequence rule, a copy of the subrule is added to the
sequence rule’s definition. Because a copy is added, changes to the original subrule do not affect the
sequence rule.
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To create a sequence rule:
1 Open the Correlation Rules Manager window and select a folder from the Folder drop-down
list to which this rule is added.

2 Click Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Sequence Rule.

Sequence Rule
Sub Rules:

W ke ir
_
[ WiewEdit ” Rarame ” Delzte l

All sLb-rulzs should tire wtqin Minuteis) + cfeazqohe:

Group by these svent tags in the following order:

Citicality, Severiy, vulrerab Hy H AdAECT

RuleLyg Proview:;

sedLenceiiltEme B2c1111M2 = 1/kbY3 24 and e Seventy == 1" L Ike e Sevarty =
13, 63.d scrimiralcr(2. Criica iy e Severity, e Wulners bil 1,

[ < Baz< [ M=t l Zehcel l

3 In Sequence Rule window, you can select a sub-rule to create a sequence rule. To select a sub-
rule, click Add Rule button. Add Rule window displays.

4 Select a rule and click OK.

5 Set parameters for the rule to fire. To group event tags according to the attributes, Click Add/
Edit. The Attribute List window displays.

6 Check the attribute as per your requirement. You can preview the rule in RuleLg preview box.
Click Next, the Update Criteria window displays.

7 Update criteria for the rule to fire and click Next.
8 Provide a name to this rule. You have an option to modify the rule folder.
9 Provide rule description and click Next.

10 You have an option to create another rule from this wizard. Select your option and click Next.

Custom or Freeform Correlation Rules

The custom or freeform rule option is the most powerful option for creating a correlation rule. This
allows the user to create any of the previous types of rules by typing the RuleLG correlation rule
language directly into the Correlation Rule Wizard.

Freeform rules are the only way to include certain functionality in a correlation rule. Freeform rules
give you the ability to do the following:

+ Nest operations using parentheses (to specify order of operations)

¢ Use the inlist operator to refer to a dynamic list
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¢ Use the isnull operator to refer to unpopulated fields

¢ Use the w. prefix for a field name in the window operation to compare an incoming event’s
value to a set of previous events

TIP: You can select the Functions, Operators and Meta-Tags from the drop-down list selection.
Type e. or w. in the Correlation Rule section to view the drop-down lists.

To create a custom or freeform rule:

1 Open the Correlation Rules Manager window and select a folder from the Folder drop-down
list to which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Custom/Freeform Rule.

r 0

Custom/fFreeform Rule

Correlalion Rule

filterie BegirTime = 11 7TEE38624 ard e Severity == "1") fow trigoer(1,60)

'@ Rule Symtay is valid [ < Back ] ’ Mext ] [ Zancel l

3 In the Custom/Freeform Rule window, write the condition for the rule and click Validate to test
the validity of the rule.

4 After validation of the rule, click Next, the Update Criteria window displays.
Update the criteria for the rule to fire and click Next.

5 Provide a name to this rule. You have an option to modify the rule folder.
Provide rule description and click Next.

7 You have an option to create another rule from this wizard. Select your option and click Next.

3.3.6 Using Correlation Rules for MSSP Customers

Using correlation rules involves the following tasks:

¢ Adding a rule folder
¢ Creating a correlation rule

+ Deploying the correlation rule

Adding a Rule Folder

1 Open the Correlation Rules Manager window, then click Manage Folders.
2 Ensure that Correlation Rules is highlighted, then select Add Folder.
3 Specify the folder name.
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Creating a Correlation Rule

You can create correlation rules for single and multiple MSSP customers.

Creating Correlation Rule for a Single MSSP Customer

1 Select the Correlation tab and open the Correlation Rule Manager window.

2 Select the folder for which you want to add corelation rule from the Folder drop-down list.

3 Select Add.

The Correlation Rule wizard is displayed.

4 Select the type of rule that you want to create for the folder. For more information on the types

of rules, refer to Creating Correlation Rules.

5 Specify the conditions for the rule. For example, for a Simple Rule, specify the following:

5a Seclect whether all or any of the condition must be met.
5b Select the following values:Property: .

Property: MSSPCustomerName

Operator: As required for the rule

Value: <Name of the MSSP Customer>

N Correlation Rule

General Description

Name

FiX_LAB Severityh

Mamespace

Correlation Rules M

Description

< Back

Next

Cancel

5¢ (Optional) Click Add or Delete to add or delete a rule respectively.
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5d (Optional) The RuleLg Preview area displays the specified rule in RuleLg language. Click
Edit RuleLg to edit the rule.

5e Click Next.
The Update Criteria screen is displayed.
6 Select a relevant option in the Update Criteria screen, then click Next.
The General Description screen is displayed.
7 Specify a name for the rule in the Name field.

8 (Optional) Select a rule folder from the Namespace drop-down list if you wish to change the
rule folder that you selected.

9 (Optional) Specify a description for the rule in the Description field.
10 Click Next.
The Would you like to create another rule? screen is displayed.
11 Select Yes to create another rule or No to exit, then click Next.

The rule is displayed in the Correlation Rule Manager window.

Creating Correlation Rule for Multiple MSSP Customers
You can create correlation rules for multiple MSSP customers using Composite rule.

1 Select the Correlation tab and open the Correlation Rule Manager window.
2 Select the folder for which you want to add corelation rule from the Folder drop-down list.
3 Select Add.

The Correlation Rule wizard is displayed.

4 Select the type of rule that you want to create for the folder. For more information on the types
of rules, refer to Creating Correlation Rules.

5 Specify the conditions for the rule. For example, for a Composite rule, perform the following:
5a Click Add Rules to add the existing rules.
The Add Rule window is displayed.
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Add Rule E3

Add Saved Rule

Hule Name: |

|»

Addd_F Lak_Dyrilist
Aetna Inc Freefram fule2
Fx Lab_Dynlist_Rule

|| FxLab

;l MESP_CUST_MULTIPLE
;l MISP_CUST_SINGLE

| ] Muttiple

| Multiple MESP Customers
Muttiple MZSP_Dyn rule

Rule Prewview:

0]} | Cancel |

5b Select a rule or a set of rules (hold the Ctrl key down), then click OK.
The selected rules appear in the Sub Rules field.

Correlation Tab 79



Correlation Rule [ x|

Composite Rule

Sub Rules:

i fitter: Copy of Fx Lab_Single Customer
a text: Copy of Setna Inc Freeform rule
W fitter: Copy of XvZ INC

Add Rule

-

Wiew/Edit | Renarme | Delete |

For Composite Rule to fire:

= All sub-rules should fire withinl 1i| IMinute(s) Ll of each other

. Anyl 13: sub-rules should fire withinl 1::’ IMinute(s) LI of each other

Group by these event tags:

| Add/Edit |

RuleLg Preview:

gatedfilteri{ie MSSPCustomerMame = "FX Lah") and (e.DeviceCategory ="IDS" ) and (e.Severily ==
A filter{{e MSSP Custamertlame = "Aetna Inc")) flow filker{{{e DeviceCategary = "IDS" and (e .Severity =
0 filtter{ie MSSPCustomerhlame = "XYZ NG ",all, 60)

Edit Fulely | = Back Mext Cancel

NOTE: You can use single MSSP customer rules as sub rules. You can fire the action
either when all or any of the single MSSP customer rules are met.

5¢ Select the appropriate parameter for the Composite rule to fire.
5d Click Add/Edit to group by specific event tags.
The Attribute List window is displayed.
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4 Attribute List

Select Al Clear Al

™ Rtz -]
™ iz

[T saREOX

r Sensar Type

|_ SertinelProcessTime

| sertinelServicelD

i [T subPResource

T TargetbsszetClass

| T TargetassetCriticality

: r Targettszet Department
[l Targett=zetFunction

T

Ol | Cancel |

5e Select the required attributes and click OK.
5f Click Next in the Composite Rule screen.
The Update Criteria screen is displayed.
6 Select a relevant option in the Update Criteria screen, then click Next.
The General Description screen is displayed.
7 Specify a name for the rule in the Name field.

(Optional) Select a rule folder from the Namespace drop-down list if you wish to change the
rule folder that you selected.

9 (Optional) Specify a description for the rule in the Description field.
10 Click Next.
The Would you like to create another rule? screen is displayed.
11 Select Yes to create another rule or No to exit, then click Next.

The rule is displayed in the Correlation Rule Manager window.

3.3.7 Deploying/Undeploying Correlation Rules

Correlation rules can be deployed or undeployed from the Correlation Engine Manager or the
Correlation Rule Manager. You can undeploy all rules or a single rule.

The rules can be associated with one or more actions. If no action is selected, a default Correlated
Event is generated with the following values:

Table 3-2 Default Correlated Event Details

Field Name Default Values

Severity 4

Event Name Same as the event name for the trigger event
Message Same as the message for the trigger event
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Field Name Default Values

Resource Correlation

SubResource <Rule Name>

Other types of actions can be configured in the Action Manager:

*

Configure a Correlated Event (replaces the default correlated event settings)

Add to Dynamic List (adds an element to a dynamic list)

Remove from Dynamic List (removes an element from a dynamic list)

Execute a Command (executes a shell or batch script)

Execute a Script (executes a script; only available for actions created in Sentinel 6.0)
Send an Email (using default Sentinel mail settings)

Create an Incident (creates a Sentinel incident)

Any Action configured in the Action Manager that was created from an Action plugin that
takes a Correlated Event as input. For more information on Action Manager (page 358), see the
Chapter 15, “Actions and Integrator,” on page 357.

To deploy Correlation Rules (in Correlation Engine Manager):

1
2

Open the Correlation Engine Manager window.

Highlight and right-click the engine you want to deploy the rule on and select Deploy Rule.

3 In the Rules tab, select the rule or rules you want to deploy.

N Select Rule X|

| Actions |

............... t

[T 4 Correlation Rules
I~ W after Hours Access
I~ W Rogue Administrator Activity
r a Unauthorized Privilege Escalation

Deploy | Cancel |

4 In the Actions tab, select the action or actions you want to associate with the rule.

82 Sentinel 6.1 User Guide



N Select Rule x|

Rules Actions |

p Start User Re-prouisioring Workflow
[T Mail to 2nd Tier Anslysts

I Disable Account
[T start User Deprovisioning Wiorkflow
[T send Email

Deploy | Cancel |

5 Click Deploy. Rules are deployed in an enabled state.

To deploy Correlation Rules (in Correlation Rule Manager):

1 Open the Correlation Rule Manager window.

2 Highlight a rule and click Deploy rules link. The Deploy Rule window displays.

N Select Rule x|

Rutes | Actions |

[T 24 Correlstion Rules

i [ @ After Hours Access

¥ @ Rogue Administrator Activity

“ [~ @ Unauthorized Privilege Escalation

pepioy | Cancel |

3 In the Deploy Rule window, select the Engine to deploy the rule from the drop-down list.

4 [Optional] Select an action or add a new action.
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N Select Rule x|

Fules  Actions |

ﬂuﬂ |_|"-'I'F'.P-r : u.nmg S
[~ il to 2nd Tier Analysts

[V Disable Accourt

[T start User Deprovisioning Waorkdlow

™ Send Email

Deploy | Cancel ]

If nothing is selected, a Correlated Event with default values is created.
Click Deploy.
To Undeploy a Single Rule:
1 In the Correlation Engine Manager, right-click the rule and select Undeploy Rule.
2 Alternatively, in the Correlation Rule Manager, highlight the rule and click Undeploy rule link.
To Undeploy All Correlation Rules:

1 Open the Correlation Engine Manager window.

2 Right-click the Correlation Engine and select Undeploy All Rules.

3.3.8 Enabling/Disabling Rules

To Enable/Disable Rule:

1 Open the Correlation Engine Manager window.

2 Highlight and right-click the rule or set of rules and select Enable Rule or Disable Rule.

Enable Rule

B Erabled Undeploy Rule

Action
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3.3.9 Renaming and Deleting a Correlation Rule

To rename a Correlation Rule:

NOTE: You must undeploy a rule before you rename or delete the rule.

1 Open the Correlation Rules Manager window and select the rule you want to rename.

2 Ifthe rule is deployed, click Undeploy Rule link to undeploy the rule.

3 Click View/Edit link. In the General Description tab change the name of the Correlation Rule.

4 Click OK.

To delete a Correlation Rule:

1 Open the Correlation Rules Manager window and select the rule you want to delete.
2 If the rule is deployed, click Undeploy Rule link to undeploy the rule.

3 Click Delete link. Click Yes when the system prompts for confirmation.

3.3.10 Moving a Correlation Rule

To move a Correlation Rule:

1 Open the Correlation Rules Manager window and click Manage Folder.

2 Click and drag a correlation rule from one folder to another.

3.3.11 Importing a Correlation Rule

To Import a Correlation Rule:

1 Open the Correlation Rules Manager window and click Import/Export Correlation Rule icon.

The Import Export Rule window displays.
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Impart Fxport 1fule |RA_|

Impurl Expurl Rulexs
Import Export RuUles
Action Drexscription
Expart Irport
linpaorl
FilG Marns
" Erowsc ]
Diescriftion
I et I l Zancel I

2 Seclect the Import option from the Action pane. The Description in the Description pane
changes to Import.

3 Click Browse to select the Correlation Rule you want to import. Select the file and click
Import. Click Next. The Import Rule window displays.

Import Export Rule E|
Import Hule
Irnpport Rule
Importing Structure prewview
-
[ < Back l [ Finish l [ Cancel l|

4 Select the folder you want to import the Correlation rule into. Click Finish.

NOTE: When importing a correlation rule in a folder, if the correlation rule with the same
name exists, the system displays a message and does not import the file.

IMPORTANT: If you import a correlation rule using the inlist operator, the dynamic list
aligned to that rule must exist or you must create the dynamic list with the same name on the
system to it is imported.

3.3.12 Exporting a Correlation Rule

To Export a Correlation Rule:

1 Open the Correlation Rules Manager window and click Import/Export Correlation Rule icon.
The Import Export Rule window displays.
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2 Select the Export option from the Action pane. The Description in the Description pane
changes to Export.

3 Click Browse to export the rule. Specify a file name and click Export. Click Next. The Export
Rule window displays.

Import Export Rule ﬁl

Export Rule
Export Rule

[] 24 correlation Rules
+ |:| _| Carr Rule
- EWal

| <eack || Finsh || coneal |

4 Sclect the Correlation Rule you want to export. Click Finish.

3.4 Dynamic Lists

Dynamic Lists are distributed list structures that can be used to store string elements, such as IP
addresses, server names, or usernames. The lists are then used within a correlation rule for a quick
lookup to see whether an incoming event includes an element from the Dynamic List. Some
examples of Dynamic Lists include:

+ Terminated user lists

+ Suspicious user watchlist

*

Privileged user watchlist

¢ Authorized ports and services list

¢ Authorized server list
A Dynamic List can be built using the text values for any event metatag. Elements can be added to
the list manually (by an administrator) or automatically whenever a correlation rule fires. Elements

can be removed from a list if manually (by an administrator), automatically whenever a correlation
rule fires, when their time limit expires, or when the maximum list size is reached.

IMPORTANT: The Time To Live (TTL) must be between 60 seconds and 90 days and the
maximum list size is 100,000.

Regardless of how the values were added, they can be Persistent (active until manually removed or
until the maximum list size is reached) or Transient (active only for a specified timeframe after
being added to the list, also known as the Time to Live). The Time to Live can range from 60
seconds to 90 days.

NOTE: If the Time to Live period is updated on an active Dynamic List, the change is not
retroactive to elements already on the list. Elements that are already added to the dynamic list retains
their original Time to Live.
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3.4.1 Adding a Dynamic List

To add Dynamic Lists:
1 Click Correlation on the Menu Bar and select Dynamic Lists. Alternatively, you can click
Dynamic Lists button on the Tool Bar.

2 Click Add button located on the top left corner of the screen. Dynamic List Properties window
displays.

3 Provide the Name of the List.

Dy nam

List Name | |

Lizt Element=

Quick: Fittar: | Q- |

Perziztert Walue Copires

Trahzient elemerts life span: | 1 : | |hnur|:s) w |

Ilsximum numker of elements: I:I

NOTE: The name cannot contain special characters, such as quotations or hyphens. For MSSP
customers, provide an intuitive name so that it can be easily identified as MSSP customer
dynamic list.

4 Click Add. The Add Element window displays:

Add Element

|:| hake persistert

o | [omen )

5 Provide name of the Element. To make the Element persistent, check Make Persistent Check
box and Click OK.

NOTE: To make an existing element persistent, select the checkbox before the element name
in the Dynamic Properties window.

6 Select Transient elements life span. It specify the time the persistent values are active in the list

7 Specify the Maximum Number of Elements. The number defined here limits the number of
elements in the list.

8 Click OK.
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NOTE: Select a filter type from Quick Filter drop-down list and specify the name of the
element, to filter the available elements.

3.4.2 Modifying a Dynamic List

To edit a Dynamic List:

1 Click Correlation on the Menu Bar and select Dynamic Lists. Alternatively, you can click
Dynamic Lists button on the Tool Bar.

2 Select a Dynamic List and click View/Edit link.
3 The Dynamic List Properties window displays. Edit the options as required and click OK.

3.4.3 Deleting a Dynamic List

WARNING: Do not delete a Dynamic List that is part of a correlation rule or rules.

To delete a Dynamic List:

1 Click Correlation on the Menu Bar and select Dynamic Lists. Alternatively, you can click the
Dynamic Lists button on the Tool Bar.
2 Select a Dynamic List and click Delete link against it. Confirmation message alert displays.

3 Click Yes to delete.

3.4.4 Removing Dynamic List Elements

There are several ways an element can be removed from a Dynamic List.

¢ A user can remove it manually
¢ The element can be removed by a correlation rule action
¢ The Transient elements life span can expire

¢ [fthe maximum number of elements for a Dynamic List is reached, elements are removed from
the list to keep the list at or below the maximum list size. The transient elements are removed
(from oldest to newest) before any persistent elements are removed.

3.4.5 Using a Dynamic List in a Correlation Rule

Dynamic Lists can be referenced in a Correlation Rule by using the Custom/Freeform option of the
Correlation Rule Wizard. For example:

filter (e.<tagname> inlist <Dynamic List Name>)
where

e.<tagname> represents a metatag in the incoming event, such as e.shn (Source
Host Name) or e.dip (Destination IP address)

<Dynamic List Name> is the name of an existing Dynamic List, such as
CriticalServerList
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The following instructions assume that a Dynamic List already exists.

To add a Dynamic List to correlation rule:
1 Open the Correlation Rules Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Custom/Freeform Rule.

3 In the Custom/Freeform Rule window, write the condition for the rule including the name of
the dynamic list. For example, filter (e.sev inlist Severity) where Severity is the
dynamic list name.

Click Validate to test the validity of the rule.

After validation of the rule, click Next, the Update Criteria window displays.
Update the criteria for the rule to fire and click Next.

Provide a name to this rule. You have an option to modify the rule folder.

Provide rule description and click Next.

© 0 N OO O b~

You have an option to create another rule from this wizard. Select your option and click Next.

NOTE: Users must have the permission to Start/Stop Correlation Engine to perform these actions.

The two states of Correlation engine are

Enable

||

Disable .

When the Correlation Engine is enabled, it processes active correlation Rules. When in a disabled
state, all its in-memory data is preserved and no new correlation events are generated. Disabling the
Correlation Engine does not affect other parts of the Sentinel system.

Correlation rules are stored in the Sentinel database. When you activate the Correlation Engine in
Sentinel Control Center, it requests the deployment information and rules from the database.
Changes to a rule are not reflected in the Correlation Engine until one of the following things
happens:

¢ The rule is undeployed, edited and redeployed.
¢ The rule is freshly deployed

3.5 Correlation Engine
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3.5.1 Starting or Stopping Correlation Engine

To Start or to Stop a Correlation Engine:

1 Open the Correlation Engine Manager window.

2 Highlight and right-click a Correlation Engine and select Start or Stop Engine.

Stop Engine
Deploy Rule
Undeploy &l Rules

Fename Engine

3.5.2 Renaming Correlation Engine

A Sentinel system can have one or more Correlation Engines. You can rename the engines if
desired.

To Rename a Correlation Engine:

1 Open the Correlation Engine Manager window.
2 Right-click the Correlation Engine and select Rename Engine.
3 Modify the name of the Engine and click OK.

3.6 Correlation Actions

The Action Manager allows you to configure repeatable Actions. There are several different types of
Actions that can be configured and then associated with a correlation rule deployment:

¢ Configure a Correlated Event

¢ Add to Dynamic List

¢ Remove from Dynamic List

¢ Execute a Command

¢ Send an Email

¢ Create an Incident

+ Any Imported JavaScript Action Plugin that is marked by the plugin developer as requiring a
Correlated Event as input

NOTE: Although all of these actions can be used in correlation rule deployments, only the
JavaScript Actions can be used in other areas of the Sentinel Control Center. For more information,
see Chapter 15, “Actions and Integrator,” on page 357.

Actions associated with a Correlation Rule are executed when the deployed correlation rule fires
(with the frequency of their execution determined by settings on the Update Criteria window of the
Correlation Rule Wizard).
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If no Action is specifically selected when deploying a correlation rule, a correlated event with the
following default settings is created:

Table 3-3 Default Settings

Field Name Default Values
Severity 4

Event Name Final Event Name
Message <message>
Resource Correlation
SubResource <Rule Name>

3.6.1 Configure Correlated Event

Figure 3-2 Configure Correlated Event

X

N Configure Action
Iction Mame

Wotion

b Configure Correlsted Event ~

Mame Walue
=
Ewert Options Copy fields from trigger event

1]

EvertMame
Meszage
Resource
SubResource

A Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments.

To override the default values for the correlated event created when a rule fires, an action can be
created to populate the following fields in the correlated event:

+ Severity

+ Event Name

+ Message

+ Resource

+ SubResource
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3.6.2 Add to Dynamic List

Figure 3-3 Adding to Dynamic List

N Configure Action @

1iotion Mame

Lction
Wb Add to Dynamic List w

Mame Walue
Element Yalues
Element Type Persistent
Diyetamic: Lizt Mare
Aftribute Marmes

Addd Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments.

This action type can be used to add a constant value or the value of an event attribute (such as Target
IP or Initiator User Name) to an existing Dynamic List. Any values that are repeated across multiple

events are only be added to the dynamic list once. The various parameters available are:

Table 3-4 Parameters

Option Function

Element Values [optional] Specify a constant value to add to the dynamic list. If this is

blank, Attribute Name must be populated.

Element Type Persistent or Transient
Dynamic List Name Select an existing Dynamic List from the dropdown menu.
Attribute Names [optional] For every event that is part of a correlated event, the value or

values of the selected event attribute is added to the Dynamic List. If

this is blank, Element Values must be populated.

If there are entries for both Element Values and Attribute Names, both are added to the Dynamic
List when the rule fires. If the Element Value is filled in and the Element Type is Transient, the

timestamp for the element in the Dynamic List is updated each time the rule fires.
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3.6.3 Remove from Dynamic List
Figure 3-4 Removing from Dynamic List

N Configure Action
Action Mame

X

Wiotion

404 Remowve from Dynamic List v

Mame Value
=
Element Yalues
Dynamic List Marme
Atribute Mames

[ Add Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments

This action type can be used to add a constant value or the value of an event attribute (such as Target
IP or Initiator User Name) from an existing Dynamic List. The various parameters available are:

Table 3-5 Parameters

Option Function

Element Values Specify a constant value to remove from the list.

Dynamic List Name Select an existing Dynamic List from the dropdown menu.

Attribute Names For every event that is part of a correlated event, the value or values of

the selected event attribute are deleted from the Dynamic List.
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3.6.4 Execute a Command

Figure 3-5 Executing a Command

N Configure Action X
Wotion Mame
Lition
4 Execute & Command -
Iame Walle
Command
Arguments
Add Action Plugin ] [ Save ] [ Cancel ]

NOTE: This type of action can only be used in Correlation deployments

This action type can be used to execute a command when a correlated event triggers. You can set the

following parameters:

¢ Command

NOTE: For actions that execute a command or run a script, the command or script must reside
in the SESEC_HOME/config/exec or % ESEC_HOME%\config\exec folder on the Correlation
Engine. Symbolic links on UNIX are not supported.

Arguments: This can include constants or references to an event attribute in the last event, the
one that caused the rule to fire.

NOTE: References to event attributes must use the values in the metatag column enclosed in %
or $ symbols. For example, %InitIP% represents the Initiator IP address value from the
Correlated Event, except in the Configure Correlated Event action. Because the correlated
event has not been created before the action is executed, the InitIP value comes from the trigger
event. $InitIP$ always represents the value from the current event.Both %all% and $all$ are the
same, and they pass information (a limited set of attributes from both the trigger event and the
correlated event along with some correlation rule data) to a correlation action. They are
provided primarily for backward compatibility with existing correlation actions. They cannot
be used in JavaScript actions or in the Configure Correlated Event action. For more information
on metatags, see “Sentinel Event Fields” in Sentinel 6.1 Reference Guide.
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Command actions can be created to perform a non-interactive action, such as modifying a firewall
policy, entering a record in a database, or deactivating a user account. For an action that generates
output, such as a command to run a vulnerability scan, the command should refer to a script that runs
the command and then writes the output to a file.

NOTE: By default, the action output is stored to the working directory, SESEC_HOME/data. The
action output can be written to a different directory by specifying a different storage location of the
output file in the script

3.6.5 Create Incident

Figure 3-6 Configure Action- Create Incident

N Configure Action E|
Wtion Marne
L0 ticn
WG4 Creste Incidert w
Mame Walue
=2
Reszponsible
Title
Category DEMIAL OF SERWICE
Sewverity Mone (0
Priority Mone (0)
State OPCM
ITRAC Process
Plugin To Executz
Al Action Plugin ] [ Sane ] [ Cancel ]

NOTE: This type of action can only be used in Correlation deployments

This action type create an incident whenever a correlated event fires. You can also initiate an iTRAC
workflow process for remediation of that incident. For more information about the values of the
following parameters, see Chapter 4, “Incidents Tab,” on page 99.

+ Responsible

+ Title

¢ Category

+ Severity

¢ Priority

+ State

¢ [Optional] iTRAC Process: dropdown of configured iTRAC processes

+ [Optional] Action Plugin to Execute: dropdown of configured JavaScript Actions
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WARNING: Do not enable the Create Incident action until the correlation rule has been tuned. If
the rule fires frequently, the system can create more incidents or initiate more iTRAC workflow
processes than desired.

3.6.6 Send Email

Figure 3-7 Configure Action- Send Email

X

N Configure Action
Wction Mame

Lction
4 Send Email w

Mame Walue
Ta
Subject H
Farmatter Mame il

Add Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments

This action type can be used to send an Email when a correlated event triggers. The various
parameters available are:

Table 3-6 Parameters

Option Function

To Specify the recipient email address

Subject Specify the subject of the mail

Formatter Name The format of the email will contain the correlated event formatted as “xml”

or “Name Value Pair”, depending on what you select

3.6.7 Imported JavaScript Action Plugins
For information on the JavaScript related actions and how to debug them, see Section 15.2, “Action

Manager,” on page 358 in Chapter 15, “Actions and Integrator,” on page 357. The JavaScript
Actions can be used in many places throughout the Sentinel interface.
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Incidents Tab

¢ Section 4.1, “Understanding an Incident,” on page 99

¢ Section 4.2, “Introduction to User Interface,” on page 99
¢ Section 4.3, “Manage Incident Views,” on page 101

¢ Section 4.4, “Manage Incidents,” on page 105

¢ Section 4.5, “Switch between existing Incident Views,” on page 112

4.1 Understanding an Incident

In Sentinel, a set of related events (for example, a possible attack) can be grouped together form an
Incident. An Incident in “open” state alerts you to investigate, resolve, and close the incident. For
example, the resolution to an attack might be to close a port, block a source IP, or rebuild a machine.

Incidents can be created:

¢ Manually, by a security analyst monitoring incoming data or querying past data.
+ Automatically, as a result of a correlation rule being triggered. For more information, see
“Correlation Tab” section.

In the Incidents Tab, you can:

¢ Manage Incident Views
¢ Manage Incidents

+ Switch between existing Incident Views

NOTE: You need to have appropriate permissions to access this tab. Only an Administrator has
controls to enable/disable access to the features of Incidents for a user.

4.2 Introduction to User Interface

In the Incidents Tab, you will see the Display Incident View, Create Incident and Attachment
Viewer Configuration.

You can navigate to these functions from:

Table 4-1 Table 4-1: Incident Tab -User Interface

* The Incident menu in the Menu Bar PE—

j Digplay Incidet View Marager

a Creats hcident
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+ The Navigation Tree in the Navigation Pane

0y
-

Izvigaior
#  |nhcidonts Vicw
| Incidert Details
__| Investgate
| Analysis

| Actions

BH-EE

+ The Toolbar Buttons . . -
Display Incident View Manager

EIEY

Create Incident

LA LLET

4.2.1 Incident View

In the Incident View Manager, you can view the list of incidents and the parameters you specified
when adding an incident.

To open Incident View Manager:

1 Click Incidents on Menu Bar and select Display Incident Views or click Display Incident View
button in the Tool Bar.

X ¥ O
1 State Sewerity Pricrity Id Rezponzible
= 2] neident -
E yu OPEM Mane [0 Mane (0] 330
D timecwt2 QFEM Tone () Maone (0} 410
D abc OFPEM Mane ([0 Maone (0] 200
D Testnct OPEN Low 723 Mone (01 423
D = OPEN Mone (07 Mone (01 3580
D Sel OPEM Mone [0 Mone (D) 702
D el OPEN Mone (07 Mone (01 o0
D 51 OPEN Mone (07 Mone (01 428
[ neh h e h1 m can b’
S0 of 50 EE‘ Refresh @ Manage View - @ Switch View -

4.2.2 Incident

When you add/edit an incident, you will see the tabs listed below where you can perform the
incident related activities. As you investigate and remediate an incident, additional information can
be added to these tabs. Except for Events and History, entering information on the tabs is optional.
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Figure 4-1 Add/Edit Incident

N New Incident (1)
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Priority: Mone (0) -

Category: v E]
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4 Severity

+ Events: Lists events attached to this incident. You can attach events to incidents in Active

Views.

+ Assets: Lists assets affected by the events of this incident.

¢ Vulnerability: Lists asset vulnerabilities.

¢ Advisor: Displays Asset attack and alert information.

¢ iTRAC: Allows you to add a workflow to incident from iTRAC Tab.

¢ History: Lists activities performed on the current incident.

¢ Attachments: Allows you to add an attachment to the incident created in the system.

+ Notes: Allows you to add notes to the incident.

4.3 Manage Incident Views

Manage View allows you to:

* Add Views
+ Edit Views

+ Delete Views

+ Mark a View as default

4.3.1 Adding a View

To add an Incident View:

1 Click Incidents > Display Incident View Manager. Alternatively, click Display Incident View

button on the Tool Bar.
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2 Open the View Options by either:

+ Clicking the down-arrow on the Manage Views button located in bottom right corner of
the window and selecting Add View. or

¢ Clicking the down arrow on the Manage Views button located in the bottom right corner
of the window, selecting Manage Views and then clicking the Add View button.

Oiptinn karme |

|

Oiptions

Group By...

Fillezr ...

I

Loof Atribtc. .

Mane

[algl=

(][}

Category, Created By, Criticalty Rati...

Scloct Attributc for dizplay

SAuR ] [ Cln=e ]

3 Provide a name in the Option Name field. Click each button (listed below) to specify the

options.

+ Fields: The variables of the events attached to incidents are displayed as fields. By
default, all the fields are arranged as columns in the Incident View. In the Field options
window, you can add or remove columns that display and arrange the order of the columns
by moving the up and down arrows.

N Fields

Auvailsble Colurmas

|

Inzert

Shove Columnins nihis G

Calecory i
Creat=d By

Crilicality Patrc

Dale Created

Dale vedifec
Diescripdian

H

X

Modified By ]
Priority

Rezoltion

Severity ¥

l Qe l Cose l

+ Group By: You can set rules to group incidents in the display View.
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+ Sort By: You can set rules to sort the incidents in the display view.
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¢ Filter: You can set Incident filters. Only the Incidents that match your filter displays in
the View.

M Critaria |E|

fGeriera ;) v | s

zhow tems that match thesa crterna:

Moo s

Ciefine more criterls:

Flald 1Zonditior Walus

T L —
Al to List

| ok || oneet || cloar |

+ Leaf Attribute: You can select an attribute from the list which is displayed as the first
column in the Incident View.

N Select Attribute lﬁl
Atributes

Cateqory
Crested By
Criticality Fating
Date Created
Date hodified
Description

Id

hodified By
Priority
Rezolution
Severity
Sewerity Rafting
State w

|

4 Click Save.

4.3.2 Modifying a View

To edit an Incident View:

1 Click Incidents > Display Incident View or click Display Incident View Manager button on the
Tool Bar.
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2 Open a view by:

+ Clicking the down-arrow on the Switch View button in the bottom right corner, select the
view you want to edit. Click the down-arrow on the Manage View button located in
bottom right corner of the screen and select Edit Current View from the list. or

¢ Clicking the down arrow on the Manage Views button located in the bottom right corner
of the window, select Manage Views. Select a view to edit and click View/Edit.

3 Edit the options as required and click Save.

4.3.3 Deleting a View

To delete an Incident View:
1 Click Incidents > Incident View Manager or click Display Incident View button on the Tool
Bar.

2 Click the down-arrow on the Manage Views button located in bottom right corner of the screen
and select Manage View from the list. The Manage View window displays. Select a view and
click Delete. A confirmation message alert displays.

3 Click Yes to delete.

4.3.4 Default View

To mark a View as default:
1 Click Incidents > Display Incident View Manager, or click Display Incident View Manager
icon on the Tool Bar.

2 Click the down-arrow on the Manage Views button located in bottom right corner of the screen
and select Manage Views from the list. The Incident View window displays.

3 Select the incident view you want as default, and click Mark as Default.

4.4 Manage Incidents

You can perform the following activities related to Incidents:

¢ Create an Incident

+ Attach Workflows to Incidents
¢ Add Notes to Incidents

¢ Add Attachments to Incidents
¢ Execute an Incident Action

¢ Email an Incident

+ Edit an Incident

* Delete an Incident
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4.4.1 Creating Incidents

To create an Incident:

1 Click Incidents > Create Incident, or click Create Incident button on the Tool Bar. The New
Incident window displays.

N New: Incident (1) E@

File  Actions  Options

m @ 2 B X

Incident ID: NEWS _" Bvents | Assets | vulherahilty | Advisor | ITRAC | History | Mtachments | hNotes 4 B
Associated Events:
Title: 4 N
N Severity DateTime  SourcelP Destination|P EvertMame
State: OPEM -

Sewverity: Mone (0) v

Priority: Mone {0} w

Category: s G

Originator: esecadm

Responsible; v

Description:

Rasnlutinn-

j~
[

2 Specify the following information:
+ Title: Specify the Title of the Incident.
+ State: To set state of the incident, select from the drop-down list.
+ Severity: To mention the severity of the incident, select from the drop-down list.
¢ Priority: To mention the priority of the incident, select from the drop-down list.
¢ Category: Specify the category of the Incident.

+ Responsible: To assign the responsibility to investigate and close the incident, select
from the drop-down list.

+ Description: Specify the description of the Incident in the text area.
¢ Resolution: Specify the resolution description in the text area.

3 Click Create. The Incident ID automatically generates after you click Create.

NOTE: For more information on creating an incident grouping events, see Creating Incident in
“Active Views Tab” section.
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4.4.2 Viewing an Incident

To open an Incident

1 Click Incidents > Display Incident View Manager or click Display Incident View Manager
button on the Tool Bar.
2 Open an Incident by:

+ Seclecting a view from the Switch Views button in the bottom right corner.

+ Double click an incident in the Incident View Manager window.

4.4.3 Attaching Workflows to Incidents

To attach a workflow to an Incident:

1 Open an incident.

2 In the Incident window, click iTRAC Tab.

3 Select an iTRAC process from the drop-down list.
4 Click Save.

NOTE: You can attach only one process to an incident.

4.4.4 Adding Notes to Incidents

To add a note to an Incident:

1 In the Incident window, click Notes Tab.

2 Click Add. Add Notes to Incident window displays.
3 Provide your notes and click OK.

4 Click Save.

NOTE: To edit or delete the note, select a note in the Notes tab of the Incident window, right-click
the note and select edit or delete.

4.4.5 Adding Attachments to Incidents

To add an attachment to Incident:

1 In the Incident window, click Attachments Tab.
2 Click Add. Add Attachment to Incident window displays.
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Add Attachment To Incident E|

Attachment File Selection:

| | Browse

Attachment ldentification

wne | |
Type: | DEFAULT |
Subtype: | DEFAULT |

‘ Ok | | Cancel |

3 Click Browse, navigate to the attachment, and select it.
4 Provide the following information, or accept the default entries:
¢ Name
¢ Description
+ Type
+ Subtype
Click OK, click Save.

NOTE: Right-click the attachment to view or save.

4.4.6 Executing Incident Actions

Any configured Javascript action or iTRAC activity can be executed on an incident.

To execute an incident action:

1 Open an Incident.

2 Click Execute Incident Action or select Actions>Execute Incident Action.
]

The Execute Incident Action window displays.
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Incident Actions:
Marne Description

? CollectionActivity

\§ Cortainmentactivity

3z| Disable Account Sentingl Action

[ F EracicationActivity

3z| Mail to 2nd Tier Analysts Sentinel Action

s Send Email Sentinel Action

3z| Start User Deprovisioning Workflow | Sentingl Action

52 Start User Re-provisioning Worldlow | Sentinel Action

Acd Action... Execite Cancel

X

3 Select an Action or click Add Action to create a new one.

4 Click Execute. If the action is a Javascript Action, a window opens to show the progress of the

action.

N Mail to 2nd Tier Analysts

Constructing email...

End of action output.

=101 %]

Waiting for action output stream to connect..
Action output stream connected. Waating for action autput...

[

Attach To Incident | Cloze |

5 To add the command output to the Incident, click Attach to Incident.
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Add Attachment To Incident100

~Attachment File Selection:

I Brovse |
~Attachment ldentification
Mame: IMaiI_tu_an_Tjer_Analysts.h:t
Description: IFle-sults of Mail to 2nd Tier Analysts
Type: |DEFAULT
Subtype: |DEFAULT
Ok Cancel

The action output is saved and can be viewed from the Attachments tab of the Incident.

4.4.7 Emailing an Incident

To mail an incident using the preinstalled Email Incident action, you must have an SMTP Integrator
is configured with valid connection information and with the property SentinelDefaultEMailServer
” documentation available at Novell

set to “true”. For more information, see “SMTP Integrator

website (http://www.novell.com/documentation/sentinel61).

To email an Incident:

1 Open an incident.
2 Click Email Incident button.

3

The Email Incident window displays.
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)

Email Ineident

Ernail Composition

Email Address: | v |
Email Subject: | |

Email Message:

Include Associated Data:
(¥) Events (%) Assets (&) Wulnerabilities
() Advisor Aftacks (8 Hislory (8 Aftachments
) Motes

Ok ] ’ Cancel

3 Provide:
+ Email Address
+ Email Subject
+ Email Message

4 Select which HTML attachments should be included in the mail message: the events included
in the incident, assets, vulnerabilities, Advisor attacks, incident history, attachments, and notes.

5 Click OK.

4.4.8 Modifying Incidents

To edit an Incident:
1 Click Incident tab. Click Incidents > Display Incident View. Alternatively, click Display
Incident View button on the Tool Bar. Incident View window displays with the list of incidents.
2 Right-click the incident you want to edit and select Modify.
3 Incident window displays. Edit the following information:
+ Title
+ State

¢ Severity

*

Priority

*

Category
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+ Responsible

¢ Description

¢ Resolution
4 Click Save.

NOTE: Save button gets active only if you modify any information in Incidents screen.

4.4.9 Deleting Incidents

To delete an Incident:

1 Click Incident tab. Click Incidents > Display Incident View Manager, or click Display Incident
View button on the Tool Bar. The Incident View window displays.

2 Right-click the incident you want to delete and select Delete.
3 A confirmation Message displays. Select Yes.

4.5 Switch between existing Incident Views

To switch between Incident views:

1 Click the down-arrow on the Switch View button on the bottom right corner of the screen
which displays a list of existing views.

2 Select a view.
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iTRAC Workflows

¢ Section 5.1, “Understanding iTRAC Workflows,” on page 113
¢ Section 5.2, “Introduction to the User Interface,” on page 114
¢ Section 5.3, “Template Manager,” on page 115

+ Section 5.4, “Template Builder Interface,” on page 116

¢ Section 5.5, “Steps,” on page 120

¢ Section 5.6, “Transitions,” on page 131

+ Section 5.7, “Activities,” on page 139

¢ Section 5.8, “Process Management,” on page 148

5.1 Understanding iTRAC Workflows

iTRAC Workflows are designed to provide a simple, flexible solution for automating and tracking
an enterprise’s incident response processes. iTRAC leverages Sentinel’s internal incident system to
track security or system problems from identification (through correlation rules or manual
identification) through resolution.

Workflows can be built using manual and automated steps. Advanced features such as branching,
time-based escalation, and local variables are supported. Integration with external scripts and plug-
ins allows for flexible interaction with third-party systems. Comprehensive reporting allows
administrators to understand and fine-tune the incident response processes.

NOTE: Access to manage iTRAC templates, activities, and processes can be enabled on a user-by-
user basis by any user with the ability to change user permissions.

The iTRAC system uses three Sentinel objects that can be defined outside the iTRAC framework:

Table 5-1 Sentinel Objects used by iTRAC

+ Incident Incidents within Sentinel are groups of events that represent an actionable
security incident, plus associated state and meta-information.

Incidents are created manually or through correlation rules, and can, but need not
be associated with a workflow process. They can be viewed on the Incidents tab.

* Activity An Activity is a pre-defined automatic unit of work, with defined inputs, command-
driven activity, and outputs (for example, automatically attaching asset data to the
incident or sending an e-mail).

Activities can be included in a workflow template and executed during workflow
processes, or they can be executed within an incident.

+ Role Sentinel users can be assigned to one or more Roles. Manual steps in the
workflow processes can be assigned to a Role.

iTRAC Workflows have four major components that are unique to iTRAC:

iTRAC Workflows
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Table 5-2 Major components of iTRAC

+ Step A Step is an individual unit of work within a workflow; there are manual
steps, decision steps, command steps, mail steps, and activity-based
steps. Each step displays as an icon within a given workflow template.

¢ Transition A Transition defines how the workflow moves from one state (Activity) to
another — this can be determined by an analyst action, by the value of a
variable, or by the amount of time elapsed. .

+ Templates A Template is a design for a workflow that controls the flow of execution of
a process in iTRAC.

The template consists of a network of manual and automated Steps.
Activities and criteria for transition between them.

Workflow templates define how an incident is responded to after a process
based on that template is instantiated (see below).

A template can be associated with many incidents.

* Processes A process is a specific instance of a workflow template that is actively
being tracked by the workflow system. It includes all the relevant
information relating to the instance, including the current step in the
workflow, the associated incident, the results of Steps, attachments, and
notes.

Each workflow process is associated to one and only one incident.

5.2 Introduction to the User Interface

Within the Sentinel Control Center, you access the iTRAC administrative functions by selecting the
iTRAC tab from the main screen. This tab gives you access to the Activity Manager (where you
define Activities), the Template Manager (where you define Templates), and the Process View
Manager (where you manage instantiated workflow Processes).

You can navigate to these functions from:

Table 5-3 iTRAC -User Interface

¢ The iTRAC menu in the Menu Bar — | |

e Display Process Manage
3 Activity Manager

;J Templste Manager

. N . —
The Navigation Tree in the Navigation Pane Newigator —

: +-_ ] Templates
=-__| Process Maragemert
- Process View Manager
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+ The toolbar buttons

5.3 Template Manager

The Template Manager can be used to create, view, modify, copy, or delete a Template. Within the
Template Manager you can add, delete, copy, view, and edit templates. Templates can be sorted into

folders for easy management
In the Template Manager, you can:

¢ Create new workflow Templates
+ Edit or copy existing Templates
¢ Define workflow Steps
¢ Manual or Automated
¢ Description of Step or instructions for iTRAC users
¢ Define transitions between Steps
¢ Transition type
¢ Escalation procedures

+ Timeout and alert attributes
Figure 5-1 iTRAC workflow
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5.3.1 Default Templates

iTRAC is shipped with the following templates to use as examples. The process and activity
attributes for these templates are set to pre-defined values. Users can modify these to suit their

requirements. The default templates are:

+ AlertTimeoutExample
+ TwoStepSimpleExample
¢ Conditional TransitionExample

¢ CommandExample

iTRAC Workflows 115



5.4 Template Builder Interface

Figure 5-2 Template Builder Interface
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The following panes displays in the Template Builder window:

¢ Process Tree: This pane displays the Steps, Transitions and Variables added to the Template.
User can add Steps or Variables, Edit or Remove Steps, Variables and Transitions.
To perform an action on a Step, Variable or Transition:
+ Expand the relevant group in the Tree.
+ Select and right-click an existing attribute.
+ Select action you want to perform.

¢ Process: This is the main GUI for viewing and creating a Workflow template. For more
information on creating a Workflow Template, see “Section 5.4.1, “Creating Templates,” on
page 118”.

¢ Quick Edit: Select a Step or Transition to see its properties. This pane allows you to edit
process attributes.

To edit the details of steps using Quick Edit:
¢ Click the Process Attribute value in the Quick Edit Pane.
¢ The attribute values are highlighted indicating Edit Mode.
+ Modify the value and click anywhere outside the Quick Edit frame to save the new value.

¢ Messages: This pane displays messages if Steps or Transitions are incomplete. You must
resolve any issues listed here before saving the Template.

¢ Overview: This pane displays an overview of the entire Template.

+ Step Palette: There are four types of Steps in the Step Palette. You can Drag and Drop the
Steps into the Process pane.

¢ Decision Step
+ Mail Step
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¢ Manual Step

¢ Command Step

¢ Activities: The activities added in the Activity Manager are shown in this pane and can be
added to a workflow template. The user can also Add, Edit and Remove Activities. For more
information, see Section 5.7.5, “Managing Activities,” on page 146.

WARNING: Use caution when editing or deleting an Activity that is already in use.

The following icons are used in the Template Builder to represent the Steps:

Table 5-4 Template Builder Icons

Icon

Description

.

g

Start Step: All workflow templates have a Start Step.

Decision Step: This step provides different execution paths depending on the value
of a variable defined in a previous Step.

Mail Step: This step sends a pre-written email.

Manual Step: This step indicates that manual work must be performed, often outside
the Sentinel system (For example, telephoning the owner of the affected system or
analyzing the results of a scan).

Activity Step: This step is a pre-defined set of Activities.

Command Step: This step executes a command or script on the iTRAC workflow
server, usually installed in the same place as the Data Access Service (DAS). The
output of the command can be stored in a string variable and used as input to a
Decision Step.

End Step: This step signifies the completion of a workflow process.

iTRAC Workflows
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5.4.1 Creating Templates

To create a New Template:

1 Click the iTRAC tab.
2 In the navigation pane, click iTRAC Administration > Template Manager.
3 Click Add. The iTRAC Template Builder window displays.
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4 In the Process Details window, provide a name and description (optional) of the template and
click OK.

5 Drag and drop a Step from the Step Palette or an Activity from the Activities pane into the
Process window. Or click the New Step drop-down button in the upper left corner and select
one of the following Step types. Or right-click Start step, select Insert New and select one of the

following Step types.
+ Decision Step + Manual Step
+ Mail Step ¢+ Command Step

6 Add as many Steps and Activities as needed to create the Template.

7 Create transitions between each Step. To create Transitions, right-click the step after which you
need to add transition and click Add Transition.

NOTE: Any step (except for the End step) might have one or more exit transition lines. A
Decision step must have at least two exit lines.

8 Right-click each final step in the Template and click Add End Transition.

NOTE: On the bottom of the iTRAC Template Builder is a message pane that lists any
warnings or errors about incomplete steps during the construction.

9 To save your process, go to File>Save or click Save button.
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5.4.2 Managing Templates

After creating a template, you can modify, copy, delete the Template.
Viewing/Editing Templates

To view/edit an Existing Template:

1 In the Navigator, click iTRAC Administration > Template Manager.
2 Highlight a template and click View/Edit. The Template builder displays.

aad@

Process Saved Successhuly

start| (3 8 @ 9 5 [ Meved Sentinel Contd .| (TRAT Process Budder... D w0

Copying Templates

One way to create a new workflow Template is to copy one of the default Templates and modify it.

To copy a Template:

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Highlight a template and click Copy. A Template Builder with the copied template displays.

4 Provide a new name, save and edit the template as needed.

Deleting Templates

Even if you delete a Template, any instantiated workflow processes that are based on that Template
still completes normally.

To delete a Template:

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Highlight a template and click Delete.

iTRAC Workflows

119



5.5 Steps

Steps are the basic components of a Template. Every Template must have a Start Step and an End
Step. The Start Step exists by default. You can also add the following types of Steps to a Template:

¢ Manual Step

¢ Decision Step

¢ Mail Step

¢ Command Step

* Activity Step

¢ End Step

5.5.1 Start Step

Every workflow template must have one and only one Start step. The transition from a Start step is
always Unconditional.

5.5.2 Manual Steps

-

IR

This type of step indicates that manual work must be performed. Every manual step in a Template
must be assigned to a Role. The users in that role are notified through a worklist item when an
instantiated workflow process reaches the Manual Step. When a user accepts the worklist item, it is
removed from the queue of the other users in that Role. For more information about worklists and
stepping through a workflow process, see Section 6.1.1, “Work [tem Summary,” on page 153.
section.

The description of the step should indicate what work needs to be performed. The user is expected to
perform that work and then acknowledge completion.

A Manual Step includes the following attributes:

+ Name of step
+ Role
¢ Variables
+ Delete
*+ Add

Description

*

Variables

The user can also be asked to set one or more variables to appropriate values. Four variable types
can be assigned to manual steps: (1) Integer, (2) Boolean, (3) String and (4) Float. This variable can
be set to an explicit default value during the Step definition, or the user can set the value at run-time
as part of the workflow process. The value can be optional or required.
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The value of the variable can be used as part of a Conditional transition to determine the path the
workflow follows. It can also be used later as part of a Conditional Transition from a Decision step
to determine the workflow path.

NOTE: If the value is going to be used later as part of a Decision step, it should be marked
“Required.”

For example, an integer variable can be set by the user to hold the event rate. Output transitions from
the Manual Step can be defined so that if the event rate is greater than 500, one path is followed; else
another path is followed.

To create a variable:

1 Click iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.

3 Click Add button in upper left corner to open a new template or highlight an existing template,
click View/Edit.

4 Right click Variables in the Process Tree and select the type of variable to add or right-click the
variable type and select Add [type] Variable.

Process

Process
B Steps

\3 Wiarkivarning
3. Recard
3- TimeSenstiveicrl:
\3 WorkEzcalated
..... <;l> Stepd

Ado BOOLEARN Wariahle
Add FLOAT Variahle
Add INTEGER Wariahle
Add STRING Wariable

5 Give the variable a name and specify the Default Value, if desired.

Boolean Variable:
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Process Yariables |

Mame |variabled

Yariable Type IBOOLEAN LI b

Defaultvalue ITrue LI

Description

6] 4 | Cancel |

Integer Variable:

Process Yariables

Mame [variablez

Wariahle Type

Defaultvalue 100

Cescription

Ok | Cancel |

String Variable:
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Process Yariables

Name |variabled
Wariahle Type ISTRING LI
Defaultvalue |Cr'rtica||
Description
Ok | Cancel |
Float Variable

Process Yariables [ x|

Name  |variabizd

Wariahle Type |FLOAT j d

Default Value |55.3|

Description

1| ¥ DefaultWalue must be Float Ok | Cancel |

6 Click OK.

From a Manual Step, you can set Conditional, Unconditional, Timeout, or Alert transitions.
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5.5.3 Decision Steps

P

This type of step selects between exit transitions depending on the values of variables defined in
prior steps. See Section 5.5.2, “Manual Steps,” on page 120 for the available variable types. The
Decision Step itself is very simple; you can edit only the step name and description. The workflow
path is determined by the transitions.

From a Decision Step, you can set Conditional and Else transitions. Every Decision Step must have
an Else transition and at least one Conditional transition. The Else transition leads to a workflow
path that is followed if none of the criteria for the Conditional transitions is met.

5.5.4 Mail Steps

.
—
This step sends a pre-written email. A Mail Step includes the following attributes:

+ Name of step

+ To addressee

*

From addressee

*

Subject of email

+ Body of email

From a Mail Step, you can set a Conditional, Unconditional, Timeout, Alert, or Error transition. An
Error transition should always be included so error conditions can be handled properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

5.5.5 Command Steps

Sl

A Command Step is a step in which an operating-system level command or script (shell, batch, perl
and so on) is executed. The name of the command can be provided explicitly or set as a string
variable, and parameters can be passed in the same manner. Output from the command can also be
placed back into a string variable.

A Command Step includes the following attributes:

+ Name of step
¢ Description

¢ Command (Can be explicit or variable-driven)

Sentinel 6.1 User Guide



¢ Arguments (Can be explicit or variable-driven)

¢ Output Variable

NOTE: The command (or a batch file or script that refers to the command) must be stored in the
%ESEC_HOME%\config\exec or SESEC_HOME/config/exec directory on the iTRAC workflow
server, usually the same machine where the Data Access Server (DAS) is installed. Symbolic links
are not supported

Variables

The command output can also be used to set a variable to the appropriate values. Command steps
must use String variable types.

The value of the variable can be used as part of a Conditional transition to determine the path the
workflow follows. It can also be used later as part of a Decision step to determine the workflow
path.

For example, a command step can return a value of 0 for failure and 1 for success. This output can
be assigned to a variable, and then a Conditional transition or a Decision step can use this value to
determine which workflow path to take.

The command and its arguments can each be specified explicitly by the person designing the
workflow or be set as a string variable. If either one is set as a string variable, there must be a
previous step in the Template where the variable is set to a string value.

From a Command Step, you can set Conditional, Unconditional, Timeout, or Alert, or Error
transitions. An Error transition should always be included so error conditions can be handled

properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

5.5.6 Activity Steps

An Activity Step is a type of automated step that can be used in a workflow Template. Activity
Steps are created in the Activity Manager and can consist of internal Sentinel operations or external
scripted operations. After Activity Steps are created, the user can select from the library of these
Activities and include them into in a workflow. For more information on creating each type of pre-
defined Activity, see Section 5.7.4, “Creating iTRAC Activities,” on page 141.

An Activity Step includes the following attributes:

+ Name
¢ Description

¢ Activity Assignment
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From an Activity Step, you can set Conditional, Unconditional, Timeout, or Alert, or Error
transitions. An Error transition should always be included so error conditions can be handled

properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

5.5.7 End Step

Every workflow template must have an End Step to complete every branch of the workflow path.

5.5.8 Adding Steps to a Workflow

Steps can be added to a workflow using the Step Palette or using a right-click in the Process Builder.
When adding steps to a workflow, a yellow entry field indicates an invalid entry.

To add a Step from the Step Palette:

1 Drag and drop a step from the Step Palette.
2 Right-click the step and select Edit Step.
3 Edit the details of the step and click Save.

To add a Step using a Right-Click:
1 Right-click an existing step in the Process Builder and select Insert New.
2 Edit the details of the step and click Save.
3 Select Manual, Decision, Mail, Command or End Step.
4 Edit the details of the step and click Save.
To add an Activity Step:

1 Click and drag an Activity from the Activity Pane to the Process Builder.

To add an End Step:

1 Right-click a Step with no transition and select Add End Transition.
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5.5.9 Managing Steps

Steps can be copied, edited, or deleted.
Copying Steps

To copy a Step:

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Template Manager.

Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
Select an existing step, right-click, and select Copy Step.

A » ON =

The Step window opens in edit mode with all the attributes of the selected step. Specify a name
to the new step.

6 Edit step attributes as required. Click OK.
Modifying Steps

To edit a Step:

1 Click the iTRAC tab.

2 In the Navigator, click iTRAC Administration > Template Manager.

3 Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
4 Select an existing step, right-click, and select Edit Step.

5 Edit the step attributes. Click OK.

To edit a Manual Step:

1 Right-click a Manual Step and select Edit Step.
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Manual Step

Manual Step

=
iz azzigned to a role. Variables may be aszociated with a m [E
manual step to get input from users

Mame ||

~ General | Description

Role | i

Azzociate Variablzs

= Aszociate @ B0 Preview

MName
Type
Default

# Mame is Invalid.

2 Provide a Name for the step.

3 Attach a Role to this step by selecting a Role from the drop-down list. (For more information
on Roles, see Chapter 10, “Administration,” on page 223.

4 Click Associate to associate a Variable; select the variable from the list or create new variables
to be associated. Set a default value as desired.

Check the Read-Only box if this variable is to be forced to the default value.
Click Description tab to provide description for this step.

Click Preview to preview the step you created.

Click OK.

0 N O O

To edit a Decision Step:

1 Right-click a Decision Step and select Edit Step.
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Decision 5tep

Decision Step

iz uzed :o creste decision points for conditional transtions

3

s

Marne ||

~ General | Description

& Mame is Invalid.

e

2 Provide Name.

3 Click Description tab to provide description for this step.

4 Click OK

To edit a Mail Step:
1 Right-click a Mail Step and select Edit Step.

Mail Step
Mail Step

Ehdail will be zert to configured addresses

X

.&

Mame ||

~ General | Body

Tao |

From |

Suhject

3 Subject shouldn't be em... [¥)

[ ]

2 Provide Name for the step.

3 Provide To and From mail addresses and Subject in the General Tab.

4 Click Body tab and type the message.
5 Click OK.
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To edit a Command Step:
1 Right-click a Command Step and select Edit Step.

X

Command Step

Command Step
Command step executes the configured command. The output E E]
of the command may be mapped to process variable
Mame ||
A General | Description
|:| Use Variahles
S rd
|:| Uze Variables
Argumetts
OutputVariahle A
X Outputwariable not set (W)

N

Provide a Name for this step.

w

Specify the path and name of the command or script to execute (relative to the SESEC_HOME/
config/exec or %ESEC_HOME%\config\exec directory)

If you want to run a command or script referenced in a variable that gets populated during the
workflow process, check the Use Variables box.

F N

a

Specify any command-line arguments to pass to the command or script. If you want to use the
contents of a variable that gets populated during the workflow process, check the Use Variables
box.

6 Specify a variable to hold output from the command or script. Any standard output is placed
into these variables.

7 Click Description tab to provide description for this step.
8 Click OK.

Deleting Steps

To delete a Step:

1 Click iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
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4 Sclect an existing step, right-click, and select Delete Step.

5 In the Alert Message window, select Yes to delete.

5.6 Transitions

Transitions are used to connect steps. There are several types of transitions:

+ Unconditional
+ Conditional

+ Timeout

¢ Alert
* Else

¢ Error

A Transition can have the following attributes:

+ Name

¢ Description

¢ Destination: Step to which the transition links

¢ Expression

+ Timeout Values

Different steps have different properties and therefore they are associated with different transition

types.

Table 5-5 Steps and Valid Transition

Step Type Valid Transitions

+ Decision + Conditional
* Else

¢ Manual + Unconditional
+ Timeout
* Alert

¢ Command + Unconditional

+ Mail + Timeout

* Activity * Alert
¢ Error

5.6.1 Unconditional Transitions

An unconditional transition must always be used from a Start step. Manual, Command, Activity, and
Mail Steps can also have unconditional transitions. The only parameter for an unconditional

transition is the next step.

This path is taken when the current step is completed (unless a timeout transition is configured and

the timeout period elapses).
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To add an Unconditional Transition:

1 Open the Process Builder.
2 Select an existing step, right-click and select Add Transition.
3 Specify a name for the transition.

4 Select the Transition type Unconditional from the list.
Mame Ista.rt

Type Unconditional E>
Source  jskatt T Cestination |NameIT ':!

Desciption

5 Click the down arrow for the Destination field and select a step.

Diestination INEmeIT v|
SEartNOTEPAD
—————erraillH

6 Provide a description for this transition and click OK.

5.6.2 Conditional Transitions

Select an exit path based on an expression using iTRAC variables set in a Manual or Command step.

NOTE: You can add Conditional Transitions only from a Decision Step to any other step.

When creating a Conditional Transition, the conditional expressions can be based on comparing a
variable that is populated during the workflow process to a specific value or to another variable
populated during the workflow process. Multiple conditional expressions can be combined or nested
using the AND and OR operator.

To add a Conditional Transition:

1 Open the Process Builder.
2 Select an existing Decision step, right-click and select Add Transition.
3 Provide a name for the transition.

4 Select the Transition type Conditional from the list.
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Transitions

Mame Idfafweafewafewa

Type IConditiDnal

Source Isdfasdfa... "I

S =g

Destination |AEERSS

Expression
et |
Clear |
Descripton

0] 34 | Cancel |

5 Specify the destination Step.

6 Click Set to add an expression. The empty Expression window displays.

& Expression

Complate Exprossion

¥ eoir @ DEL

164 | Cancel |

7 Click EXP to add the first expression. The evaluation expression is an expression that evaluates
to TRUE or FALSE during the workflow process. Select the appropriate dropdown under
Relations to compare a variable to a constant value (Variables and Values) or to another

variable (Variables and Variables).
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Relationz

Agtribute Condtion Walue

= =

Ok | Cancel |

8 Select a variable from the Attribute dropdown or add a new one if desired.

9 Select a condition from the Condition dropdown. The condition list varies depending on the
type of Attribute variable chosen.

String Variable Conditions:

| & Expression
; @ AND 2k OR 9 eoir @ DEL
| Relations
I‘u‘ariables and Yalues - |
Agtribute Condition Wallue
ISampIeString\-‘ari&ble LI Isiads‘u‘u'i‘th :I I
| startsiilith
ends it O | Cancel |
eouals
eoualslgnoreCase
matches
i= empty
1 i ot emply
Complste Expresson

o] 4 | Cancel |

Integer and Float Variable Conditions:
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L EXP of AND 2k OR A eom @ DEL

| Relations

I\.’ariables and Yalues hi |
Aftribiute Condition Walue
ISampIeIrrtegerVarable ﬂ Iis exactly LI I
o133 | Cancel |

=

iz ==

(e

iz ==

Corprlats Exprassiok

Boolean Variable Conditions:

£ Expression

#EXP <8 AND & OR 9 eoir @ DEL
| Relations

Wariahles and Walies - |
Atribiute Condition Walle

_ISampIeBooIean\feriable LI quuals LI ITrue ll

not equas QK | Cancel |

Complste Expresson

ak | Cancel |

10 Set the Value.
11 Click OK.
12 If a second expression is desired, highlight the root folder.

W

13 Repeat steps 7-12 as needed.

14 By default, all expressions at the root level is separated by AND operators. To nest expressions

or to use the OR operator, click the appropriate operator button and drag and drop expressions

onto that operator.
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M < Expression

ter Lo g oR = EpiT ) DEL

G {}

,r'ﬁ Sample Stringarisble matches virus

,r'k Samplelrtegeryarishle i< 100

; ,-k SampleFlostWariable is exactly SampleFlostvariable2
Eo ,t SampleBoalean'ariable equals False

Complete Expression

I Sample StringVarisble matches Mwirns™) AND Sample integervariable s < 100 ANG {SampleFlostWariable is
sxachly SampleFlostvarisble2 OR SamplzBoolean'yariable soquesls Falseld

Qk | Cancel |

15 When the expression is complete, click OK.

NOTE: You can edit/delete an existing expression using the Edit and Delete buttons in the
Expression window.

16 Click OK. The expressions you provided displays in Transition window under Expression
section.

17 Provide a description for your transition and click OK.

5.6.3 Else Transitions

An Else transition leads to a path that is taken from a Decision Step when the criteria for the
Conditional transitions are not met. This transition only applies to Decision Steps, and every
Decision Step must have an Else transition. The workflow path with the Else transition is only
followed if none of the criteria for the Conditional transitions is met.

NOTE: You can add Else Transitions only from a Decision Step to any other step.

To add an Else Transition:

1 Open the Process Builder.

2 Select an existing Decision step, right-click and select Add Transition.
3 Select the Transition type Else from the list.

4 Specify the destination Step.

5 Provide a description for this step and click OK.
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5.6.4 Timeout Transitions

A Timeout transition leads to a path that is taken when a user-specified amount of time (minutes,
hours or days) elapses after a Base Time, which is either step_activated time or step _accepted time.
Step_activated time is the time that iTRAC activates this step within the workflow process.
Step_accepted_time is the time when a user accepts (or takes ownership) of the worklist item for this
step. If the timeout time period passes without the step being completed, control moves to the next
step.

Timeout transitions can be set for a Manual Step or a Command Step. Step_accepted_time is only
relevant for Manual Steps and should not be selected for a Command Step.

This transition is represented by a red line.

To add a Timeout Transition:

Open the Process Builder.

Select an existing Decision step, right-click and select Add Transition.
Select the Transition type Timeout from the list.

Specify the destination Step.

Click Set to specify the Timeout details. Timeout details window displays.
Specify the timeout value in minutes, hours, or days. Click OK.

Select Base Time.

0 N O A~ ODN -~

Provide a description for your transition and click OK.

5.6.5 Alert Transitions

An Alert transition leads to a path that is taken when a user-specified amount of time (minutes, hours
or days) elapses after step _activated time or step_accepted time. At this point, the workflow
process is usually escalated to a user who can intervene and take action.

Step_activated time is the time that iTRAC activates this step within the workflow process.
Step_accepted_time is the time when a user accepts (or takes ownership) of the worklist item for this
step.

If the alert time period passes without the step being completed, the workflow process branches into
two active paths. The original step remains active for user intervention. The alert path is also
initiated. For example, the alert path might escalate the workflow process to the attention of a
supervisor, although the main path is still open and the original owner still has the option to
complete the worklist item. Another example is that if a command is taking too long to run, you
might want to alert an analyst to investigate the delay or possibly run the command manually.

Alert transitions can be set for a Manual Step or a Command Step. Step_accepted_time is only
relevant for Manual Steps and should not be selected for a Command Step.

This transition is represented by a yellow line.

To add an Alert Transition:

1 Open the Process Builder.

2 Select an existing Decision step, right-click and select Add Transition.

iTRAC Workflows

137



3 Select the Transition type Alert from the list.

4 Specify the destination Step.

5 Click Set to provide the Alert details. Alert details window displays.
6 Specify the Alert Time value, in minutes, hours, or days. Click OK.

7 Provide a description for your transition and click OK.

5.6.6 Error Transition

An Error transition leads to a path that is taken if an automated step cannot successfully complete.
Error transitions can be used for Command, Mail, and Activity Steps (for example, if a Command
Step fails to execute).

Error Transitions should typically lead to some kind of notification. For example, an Error
Transition might lead to a Manual Step in which the user is instructed to manually run a process that
previously failed.

NOTE: The Error transition is only taken if the iTRAC call to the Command, Mail, or Activity Step
fails. If there is an internal error with the Command script or the mail server fails, this does not
satisfy the conditions for an Error transition.

Only the destination Step can be specified, along with a description.

To add an Error Transition:

1 Open the Process Builder.

2 Select an existing Decision step, right-click and select Add Transition.
3 Select the Transition type Error from the list.

4 Specify the destination Step.

5 Provide a description for this step and click OK.

5.6.7 Managing Transitions

After creating a transition, you can edit or delete the transition.
Modifying Transitions

To edit a Transition:

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Template Manager.

Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
Double-click an existing transition line. The Transitions window displays.

Edit the transition as needed.

O O A~ ODN -~

If you are editing an expression from a decision step, click ... button and double-click the
expression.
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kame I2E| tmin Tirneout

Twpe ITimeDu‘t ;I @ s @
Source  [File name | Destination [Time out =] @

Timeout Details

Ti ut will fire in 20 minutes aft I
imeout vill fire in 20 minutes after @

ACTHITY ACCEPTED TIME Clear I

Timeout Details E3

Diescripti

Time [ Unt  Mintes =]
=

Ease Time IStep Accepted Time

il | Cancel |

7 Edit as needed.
8 Click OK until you exit the Transitions window.
9 Click Save.

Deleting Transitions

To Delete a Transition:

1 Click iTRAC tab.

2 In the Navigator, click iTRAC Administration > Template Manager.

3 Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
4 Select an existing step, right-click, and select Remove Transition.

5 In the Alert Message window, click Yes.

5.7 Activities

An Activity is very similar to a Command Step, except that Activities are reusable and cannot use
input or output variables. The Activities pane shows a library of user-defined, reusable Activities
that can reduce the amount of configuration necessary when building Templates.

Activities are exported or imported as xml files. These files can be exported or imported from one
system to another.
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Figure 5-3 Activity Pane

Activites
Activities v % 9 M

B collectionactivity
F cortainmertActivty
F Eradicationsctivity
3 Internal Activity

iTRAC Activities can be used in iTRAC templates to define a workflow step, or they can be
manually executed from within an Incident. Sentinel provides three types of actions that can be used
to build Activities:

¢ Incident Command Activity

¢ Incident Internal Activity

¢ Incident Composite Activity

5.7.1 Incident Command Activity

An Incident Command Activity enables you to launch a specific command with or without
arguments. The following fields from the incident associated with the workflow process can be used
as input to the command:

¢ DIP [Target IP] + SIP [Initiator IP]

+ DIP : Port + SIP: Port

+ RT1 (DeviceAttackName) + Text (incident information in name value pair
format)

NOTE: The command (or a batch file or script that refers to the command) must be stored in the
%ESEC_HOME%\config\exec or SESEC_HOME/config/exec directory on the iTRAC workflow
server, usually the same machine where the Data Access Server (DAS) is installed.

5.7.2 Incident Internal Activity

An Incident Internal Activity enables you to mail and/or attach information from the Sentinel
database to the incident associated with the workflow process. Each of these options has a
prerequisite:

¢ Vulnerability for the Initiator IP address (SIP) or the Target IP address (DIP): This
requires that you run a vulnerability scanner and bring the results of the scan into Sentinel using
a Vulnerability (or “information”) Collector

+ Adyvisor attack-related data: This requires the purchase and installation of the optional
Advisor data subscription service.

¢ Asset data: This requires that you run an asset management tool such as NMAP and bring the
results into Sentinel using an Asset Collector.
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To send mail messages from within the Sentinel Control Center, you must have an SMTP Integrator
that is configured with connection information and with the property SentinelDefaultEMailServer
set to “true”.

5.7.3 Incident Composite Activity

An Incident Composite Activity enables combine one or more existing Command and Internal
activities.

5.7.4 Creating iTRAC Activities

To create an iTRAC Activity:

1 Click iTRAC tab.

2 In the Navigator, click iTRAC Administration > Activity Manager or click the Add button in
the Activity Pane.

3 Highlight an existing activity and click > Add button. Activity Wizard window displays.
Select an Activity type: Command, Internal, or Composite.

5 Provide a name and description for this activity. Click Next.

| activiies R B

7 Collectionactivity
¥ Cortainmmett Activity

B Eradicationsctivity
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Activity Wizard E3
Activity Wizard
Select Activity Type,Erter Mame and Description.

Tipe Usage
Inciderit Cormrmancd Activity Incicent Commnatcd Lotivity

Incidert Composite Activity
Incident Internal Activity

Mame

SampleMarme
Description

Sarmple description|

Back et Cancel

6 Configure the necessary settings for the type of activity you chose.
¢ Incident Command Activity
¢ In the Command Arguments Wizard, specify the Command.

¢ Provide the Arguments for this command. You can select None, Incident Output
(Values from the Drop-down list), or provide Custom values.
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Activity Wizard

Command Arguments Wizard
Provide command name and select required cormand argunnent type,

Caommand:

Argumerts:
@ More

) Incidert Output DIp

O Custom

[ 3

<

Description

[ Back: ]L Ted J [ Cancel

+ Click Next.

¢ You can configure an Incident Command Activity to email the output to a specific
address and/or attach the output to the incident associated with the workflow process

in this window.
¢ Select Mail and specify the To and From email address and Subject.
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Activity Wizard

]

Command Activity Mail and Attachment VWizard

Select required attachrment options and provide the necessary mail details.

EE

To: |

Fram :

| esec_activity |
Subject ; |

] attack to Incidert

Description

[ Back ” Tt ] [ Cancel

¢ Select Attach to Incident, if required.
¢ Click Next.

¢ View and confirm the details you chose in the Summary page and click Finish.
¢ Incident Internal Activity

¢ In the Command Arguments wizard, specify the Command.

¢ Provide the Arguments for this command. You can select None, Incident Output
(Values from the Drop-down list), or specify Custom values.
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Activity Wizard X
Internal Activity Mail and Attachment ¥izard
Select reguired mails and attachments.
hail and Mtach
Mail Attach
|:| |:| Wulnerability
|:| |:| Adlvizor Dats
Description
Back ” et ] [ Cancel
Click Next.

¢ Select your options (Mail and attach).

¢ Ifyou select Mail, you are prompted to provide To, From email address and Subject.
Provide this information and click Next.

¢ View and confirm the details you chose in the Summary page and click Finish.
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¢ Incident Composite Activity

+ Select the activities from the list of available activities and click Next.

Activity Wizard X
Composite Activity Wizard
Select required user defined Activities.

Activities

|:| Cortainmert Activity
[ Eradicationactivity
Bl Collectionactivity

[ Back ” Pedt l[ Cancel ]

View and confirm the details you chose in the Summary page and click Finish.

5.7.5 Managing Activities

After creating an Activity, you can modify, import or export it.
Modifying Activities

To modify an Activity:

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Activity Manager.
3 Highlight activity that needs modification and click View/Edit. Edit Activity window displays.

4 Edit information in General, Attachment and Mail tabs.
5 Click OK.

Exporting Activities

To export an Activity:

1 Click iTRAC tab.
2 In the Navigator, click iTRAC Administration > Activity Manager.
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3 Click Import/Export Activity icon. Import/Export Wizard window displays.

Import/Export Wizard &l

Activity Import/Export

Select Impart or Exaart action and the file for activities to be imported from or exported into.

Descriptian
Exprort AJ:‘tivitﬂ

File MName

|[ Explore ]

File Path

[ Ml ] [ Cancel

4 Select Export Activity and click Explore.

5 Navigate to where you want save your exported file.
6 Click Next.

7 Select one or more activities to be exported.

8 Click Next and click Finish.

Importing Activities

To import an Activity:
1 Click iTRAC tab.

2 In the Navigator, click iTRAC Administration > Activity Manager.
3 Click Import/Export Activity icon. Import/Export Wizard window displays.

%

4 Select Import Activity and click Explore.

5 Navigate to your import file. Click Import.

6 Click Next. You will see a list of activities that are imported.
7 Click Next and click Finish.
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5.8 Process Management

Process Management allows you to view the incident’s progress in the workflow or terminate a
workflow process. Process Management allows you to:

+ Display Status of your Process
¢ Start your Process

¢ Terminate your Process

Process Execution is the time period during which the process is operational, with process instances
being created and managed.

When an iTRAC process is executed or instantiated in the iTRAC server, a process instance is
created, managed and eventually terminated by the iTRAC server in accordance with the process
definition. As the process progresses towards completion or termination it executes various
activities defined in the workflow template based on the criteria for the transitions between them.
The iTRAC workflow server processes Manual and Automatic Steps differently.

An iTRAC process must be created with a single associated incident; there is therefore a one-to-one
match between iTRAC processes and incidents. Not all incidents are necessarily attached to
processes, however.

NOTE: Only one incident can be associated to an iTRAC process instance.

5.8.1 Instantiating a Process

An iTRAC process can be instantiated in the iTRAC server by associating an incident to an iTRAC
process by the following three methods

+ Associate an iTRAC process to the incident at the time of incident creation

+ Associate an iTRAC process to incident after an incident has been created

¢ Associate an iTRAC process to an incident through correlation

For more information on associating a process to an incident, see Chapter 4, “Incidents Tab,” on
page 99.

5.8.2 Automatic Step Execution

When the process instance executes an automatic Activity Step, Command Step, or Mail Step, it
executes the associated Activity or command defined in the Template, and stores the result in
process variables. It then transitions to the next Step in the iTRAC template.

For example, an Activity might be defined to ping a server; when this Activity is executed in a

workflow process the Activity runs and attach the results to the associated incident.

5.8.3 Manual Step Execution

On encountering a Manual Step, the iTRAC server sends out notifications in the form of work items
to the assigned resource. If the Step was assigned to a role then a work item is sent to all users within
the role. The iTRAC server then waits for the user to complete the work item before proceeding to
the next activity.
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For more information, see Section 6.1.1, “Work Item Summary,” on page 153.

NOTE: All Manual Steps must be assigned to a Role, or group of users.

5.8.4 Display Status

The Display Status function is to monitor the progress of a process. As the process instance
progresses from one activity the user might track the progress visually by clicking on the Refresh
button, the process monitor also provides an audit trail of all the actions performed by the iTRAC
server when executing the process.

[ ALL PROCESSES ==&
State: Process Definition . Inciclert Cwner Inciciert Il Last Updste Time
= & WFERuntimeProcess
terminatecd Command Step 242 1241172006 12:09:24)
w COMmand terminated Command Step 243 121172006 12:09.23
wpressinn_Rnnlean
(¢ Testincident runhing Expression_Eoolean am 1215/2006 12:22:02
(¢ 569507 running Expression_Eoolean 4o 121572006 11:13:40
1% 10,45 AM completed Expression_Eoolean 360 1211672006 10:51:44)
&G EC13 completed Expression_Eoolean 333 1214/2006 12:42:26
& EC12 completed Expression_FEoolean 332 124 4/2006 12:40:52
% ECT completed Expression_Eoolean In 121472006 123655
wpression_Check
A3 2

Activities that are running are represented by and those completed by and terminated by icons
respectively.

5.8.5 Displaying Status of a Process

To display Status:

1 Click iTRAC tab.
2 Click Display Process Manager icon.

X

3 Click down-arrow on the Switch Views button to select a view or create a new view.

4 Tn the Process Manager window, highlight and right-click a process and select Actions >
Display Status.
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M Processes \Wiew ™ =] E3

| State | Process Definition Na...l Incident Cwner |

Bl ¢ WF ERurtime...
- et TimeoutE. .

Alzrt Tiras o d F

Actions b

wamale

Display Status

Start Process

Terminate Process

Kl

| RPeady

| i

|||f§‘ Rﬁfresh| EI Manage Wiews - E] Switch View -

5 The current step is highlighted in red.

N Sampleincident - Alert Timeout Example !EE
Gl ZoomOut Ji Zoom Selected Fesct sj' Process Detsilz - Hiztory
State: running Owner Name:
Process Definition Name: Instance Id: [P)L:_ct:ls_s
Aert Timeout Example 1_MlerTimeoutExample_Alert Timeout Example |r! lan
Version: 1
k1
\ -
@ _”@
_ s -
= _— i = . /"Recurd End
o ab escalate Y k2
start m WorkEscalated
alert
oy
o—D
Warkharning End
| Ready ”Refresh” Crested || State: runhing

6 To close, click X in the upper right corner.

5.8.6 Changing Views in Process Manager

To Change the View in the Process View Manager:
1 Click iTRAC tab.
2 Click Display Process Manager icon.
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3 Click the drop down list in Manage View and select Edit Current View option.

4 TIn View Option window you can also set your:
+ Fields
¢ Group by
+ Sort
+ Filter
¢ Tree Display
Click Apply and Save

The following is view with Tree Display set to Status (running and not started).

M Process Wiew Manager

Description 1 ncident ld Incident Cwner Instance Id

=- &:‘}'\‘ WFERURtime....

G 11714464, 1_Test!_Test! o
@ 11720466, 23 _Template_to_cke... 0
0376... 233 _samplewarkiow... E
e LB 11720452, 405 307 _Activity_chk_acti... O
@ 11720466... 405 309_Cmd_check_Cn... O
5 11720482 .. 410 311 _Timeout! _Temgl... O
o b 11720601 .. 412 313 _Activity_chk_fch. 00
p T, F— = e
Ready r%‘ Refresh @ Manage WView - @ Switch Wiew -

5.8.7 Starting or Terminating a Process

To Start or Terminate a Process:

1 Click iTRAC tab.
2 Click Display Process Manager icon.

iy

&

Alternatively, you can select iTRAC > Display Process Manager.

3 Click drop down arrow on the Switch Views button to select a view or create a new view.

4 In the Process View Manager window, highlight a process, right-click and select Actions >

Start Process or Terminate Process.
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Work Items

¢ Section 6.1, “Understanding Work Items,” on page 153
¢ Section 6.2, “Processing a Work Item,” on page 156

¢ Section 6.3, “Manage Work Items Of Other Users,” on page 157

6.1 Understanding Work Items

A Work Item is a workflow task assigned to a particular user or role in the iTRAC application. The
individual activities to be performed to complete an iTRAC process are listed as work items in Work
Item Summary in the Sentinel Control Center. For more information on iTRAC processes, see
Chapter 5, “iTRAC Workflows,” on page 113. You can access the work items from any tab in the
Sentinel Control Center.

NOTE: To have access to a work item, you must assign it to you or acquire the work item
management permissions. If you have Work Item management permission, you can manage work
items of other users.

6.1.1 Work Iltem Summary

The Work Item Summary lists the work items allocated to a user as an individual and as a member
of a group; it can be referred as an incident workflow to-do list for a user who is a part of the
Incident response process. In the Work Item Summary, you can access the work items and:

¢ View the details of a work item

¢ Process the work item to complete the task
In the Work Item Summary, work items are grouped by current user and by other users with similar

role. The following example is for a user who is a member of the Admin, Analyst, Jr Analyst and
Admin Asst group.

Figure 6-1 Work Item Summary

Work Rem Summary

There are 2 tems
owvned by me and 1 DGroup

asgigned to my groups. El e

Wiy weark items

g m | Click here towiew Work Iters
min

A alyst |
A Analvsit '| Ja———— These ars [ser created rales, using Riole
Admin Asst H Ilanager in Adwmin Tab.

The following is an example of a user who is a member of the Analyst group who has a process
assigned to his role (group).

Work Items
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Figure 6-2 Work Item Summary-Example

Work Bem Summary

There are O tems
e
ovvred by e and 1 D roug
aggignec to my groups. | [ Me

Wi weork items

Anakyst |

To view a Work Item:

1 In the Work Item Summary, click the yellow or green bar. A work item list for the group or the
current user displays and shows the name and ID of the incident, the workflow process name,
and the step name and description

x
User: ]ssscacm ﬂ Group: I.ﬂmlysi _ﬂ Owner: | Group Yl Process: Ic&b "’I

*¥ SR_104_2008-07-31 (203) Process: General Incidert Process
Evaluate the associated incident within 12 hours o determine escalation pal Step: TimeSenstiveiliork

Complete  Acquire  “iew Details

2 Double-click any work item and click View Details. Work Item Details window displays and
shows the Process Details, including any detailed instructions included by the iTRAC
workflow developer and any variables that need to be set in the step.

xl
Process Name : General Incident Process Status * FUnning
Owner : Performer - 2nalyst

Pracess De'laisl Process Overview | Incident|

Process Description

Events assigned to this process must be evalusted by the SOC within 12 hours. The SOC analyst must decﬂ
ide in this time whether to keep the incident and resolve it or escalate it to the Tier 2 analysts.
SO0 arabests should follow the miidesines in Comearahiame Sacrbvincident Marisl nof to determine whe 2

"Step Description

escalation |Trus ;l =

False

H

omaammwvaﬂauesbeﬂ:m completing Complete | Acquire I Cancel |

3 Click Process Overview to view an overview of the entire iTRAC process.
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N Work Item Details x|

Process MName : Gzneral Incident Process Status : FLIRRnG
Owner ; Performer : Analyst

Process Details  Process Ouerview| Incident|

@. Zoam Sut -Cl Zoom Selected @ Reszet L’f’ Frocess Detals -

State: running Onner Name:
Process Process
Definition Mame: Instance Id: Definition
General Incident 4 _MertTimeowt Example _&ert Timeout Example \ersion: 3
Process

Escalat Incident -y wah?

-
-
i ’ - 2] WikrhEscalated 1 Tier 2 fnalysts & - e
u Mahe Dacizion u

ot DR i Fembater m  TL L o
@

whi

&

Wbk bz Compleed by S0C

Complete | Acuire | Cancel |

4 Click Incident to view the details of the associated incident.

N ¥ork Item Details x|

Process Name : General Incidert Process Status * LRI
Owner : Performer : Analyst

Process Details | Process Overview  Incident |

ILEIEIE] r
Incident ID: Events | Azsets | wulner ability | Anvizor | History | Atachments | Notes | kil
203 Associated Events:
Title: : Severty EventTire Ewert Mame
ISF{_'I 04_2008-07-31 3 7E0G 64428 PM  |Test Evert  |Test data generated at 2008~07~01
) ' PG00 Gedd:2C Ph |Test Cvent | Test data generated st 2000-07-00
State: -é; FIGNG 64427 Ph [Test Evert  |Test data genersted st 2005~07~01
IOF'EN v I ® [F50864427 PM [Test Evert  |Test data generated at 2008~07~01
Sewerity: li FIGNG 6:44:27 PM  [Test Evert  |Test dats genersted st 2008~07~01
li FIGNG 64427 PM  [Test Everd  |Test data genersted st 2008~07~01
ILDW 2 :,' @)  |7i6M08 6:44:27 PM |Test Evert  |Test data generated st 2003~07~01
Priority: @ FIBI0E 64427 P |Test Event | Test data generated at 2008~07~01
lm [ 7IGI0G 6:44:27 P |Test Evert  |Test data generated at 2008~07~01
lb 7505 6:44:27 P |Test Evert  |Test data generated &t 2005~07~01
Catenory: . 2 FIGI0E 6:44.27 PM | Test Evert  |Test data generated st 2008~07~01
| — e P T T o Y ey
5 T

Complete | Acouire | Cancel |

5 To take responsibility for this work item, click Acquire. Otherwise, click Cancel.

NOTE: Any changes to the Incident from this screen must be saved. There is a Save button on the

toolbar and Save button if you scroll down to the bottom of the screen.
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The information on the Process Details and Process Overview tabs is defined by the iTRAC
workflow designer. For more information on creating workflow templates, see Chapter 5, “iTRAC

Workflows,” on page 113.

6.2 Processing a Work Iltem

A Work Item can be accessed from any part of the main tabbed Sentinel Control Center interface.
* You can still process a Work Item in a group even if you have logged in as a different user.
However, you cannot acquire a step if you have login as a different user.
¢ The Work Item remains with the user of a group who has acquired it.

+ Consecutive steps are dependent. If two steps in a row are assigned to the same Role, the user
who acquires the first step will also be assigned the second step.

+ Non-consecutive steps are independent. For example, if a workflow proceeds from steps that
are assigned to the Tier 1 Analyst group to the Tier 2 Analyst group and then back to the Tier 1
Analyst group, the third step will be available to the entire Tier 1 Analyst group; it is not
assigned to the individual user who handled the first step.

The two stages of processing a work item are

¢ Accepting a work item

¢ Completing a work item

6.2.1 Accepting a Work Item

To accept Work items:

1 In the Work Item Summary, click the yellow or green bar. A work item list for the group or the
current user displays.

N Work Items rzl

User: |esecadm v Group: | Acdmin A Oweer: | Group ¥ Process: |<All> »

LR TRSIER SRS T R

53 work_em Twwa StepSimpleExample

2 To assign an iTRAC process to you, highlight the process and click Acquire.

N Work Items rzl

User: |esecadm b Group: | Admin ~ Quener: | Group v Process: <Al v

55 (T0T) T SIER ST TR

& 55 (100) TraStepSimple Example

Process: TwoStepSimpleExample
Siep: Stepl

Compiste  Acquire  View Details

TimwoStep SimpleExample

5 work_item

50 work_tem (115) TwoStepSimpleExample .

The Work Item Summary changes from yellow to green.
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Work item assigned to a group (role)

Work item assigned to the user under the
Analyst role.

VWork tem Summary

There ate 0 terms
&
owvned by me and 1 D s

aszighed to my groups. D e
Yig wWork BEms —

Work Rem Summary

There are 0 tems
awvned by me and 1 D RO
assignec 1o my groups. D he

Wiy weork terns

NOTE: When acquiring (accepting) a work item, it is removed from the queue of all other

users in the same role. The work item can be returned to the group by clicking Release.

3 Click View Details.

4 The current step within a Work Item is highlighted in red.

5 To take action on the step, click the Process Details tab.

In the case of a manual step and depending on the type of variable (Integer, String, Boolean and
Float) assigned to that step, click the down arrow and select a decision. If needed, you can add

comments or add an attachment.

In all other cases, the steps are automatic.

6 Click Complete to complete the process.

Completing the work item signals the completion of the task to the iTRAC server. The updateable

variables from the work item are processed by the server to move to the next step, which depends on
how the workflow is defined. The work item is removed from the user’s worklist and appears in the
worklist of the individual or role associated with the next step in the process.

6.3 Manage Work Items Of Other Users

The Administration function allows an administrative user to release a Work Item from a specific

user back to everyone in a role. This is beneficial in the event that a Work Item is in already in

process but the assigned user cannot complete the work.

To release a Work Item back to a role (Admin):

1 Login into Sentinel as a user with iTRAC — Manage Work Items Of Other Users user rights.

2 In the Summary pane, click View work items.
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Work fem Summary

There are 0 tems
e
owvred by me and 1 D PR

azsigned to my groups. I Me
Wiewy Wwiork TEmS —

3 In the Work Items window, set the following:

N work Items

User Ijr1 LI GroLp: IAnaIys{ j et I<AII> 'l Process: I<AII> VI
Process : blame chart

Step : HackedCRnot

Compete Release  View Details

¢ User: Name of the user that has acquired the process

¢ Group: Name of the Group that the user belongs to. In the above example, the user
belongs to the Analyst group.

+ Owner: Seclect either <All> (all processes acquired or not), me (acquired processes) or
Group (un-acquired processes).

+ Process: Name of the process.

In the above example, all processes acquired by jrl, who belongs to Group Analyst, with all
processes listed.

4 To release the Work Item, high light the Work item and click Release. Release changes to
Acquire (not available).

In this example, only a member of the Analyst group can acquire this Work Item.
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Analysis Tab

¢ Section 7.1, “Understanding Analysis,” on page 159
¢ Section 7.2, “Introduction to the User Interface,” on page 159

¢ Section 7.3, “Offline Query,” on page 162

7.1 Understanding Analysis

The Analysis tab allows historical reporting. Historical and vulnerability reports are published on a
Web Server, these run directly against the database and they appear on the Analysis and Advisor
tabs on the Navigator pane.

Analysis tab also provides Offline Query and Crystal Reports Server™ to view pre-defined reports.
In Offline Query you can save and generate the queries offline. This helps in optimizing network
usage as it relieves network from heavy processing when similar queries are triggered. Offline
Query helps you in ad hoc reporting and with Crystal Reports Server you can view predefined
reports. You can also customize reports to meet your requirements.

NOTE: Sentinel is integrated with Crystal Reports Server to generate and display reports. The
administrator must configure the location of the Crystal Reports Server that publishes reports in the
Crystal Report Configuration window of the Admin tab. The Navigator window on the Analysis tab
shows a list of available reports.

In order to run the report templates, you must have Crystal Reports Server Edition installed and your
Sentinel Control Center configured to access that server. For more information, see “Crystal Reports
for Windows” or “Crystal Reports for Linux” in Sentinel 6.1 Installation Guide.

NOTE: You must have proper permissions to use Analysis tab. If this permission is not assigned,
Analysis tab is not displayed.

7.2 Introduction to the User Interface

In Analysis, you can see the Create Reports and Offline Queries options.

You can navigate to these functions from:

Table 7-1 Analysis Tab -User Interface

The Analysis menu in the Menu Bar Analysis
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The Navigation Tree in the Navigation Pane

0
-

Mavigator

=] Offline Queries

L Offline GLery

—J Hstorical Everts
b _~J|Histnrical Ewvent QLeries|

The Toolbar Buttons Ot
Create Repert

_ETiES

7.21 Top Ten Reports

The following are the Top 10 reports which are available in Sentinel 6:

¢ Top 10 Correlation Rules Triggered
¢ Top 10 Destination Host Names

¢ Top 10 Destination IP Addresses

¢ Top 10 Destination Port Numbers

*

Top 10 Destination User Names

*

Top 10 Destination Event Names

*

Top 10 Source Host Names
Top 10 Source IP Addresses

Top 10 Source to Destination IP Pairs

*

*

*

Top 10 Source User Names

*

Top 10 Virus Names
Event Count by Top 10 Assets
Event Count by Top 10 Departments

*

*

*

Event Count by Top 10 Taxonomy Level 3

¢ Incidents by Top 10 Assets

¢ Incidents by Top 10 Users
The Top 10 reports are enabled by default, and the following summaries are turned on to enable the
Top 10 reports:

¢ EventDestSummary

+ EventSevSummary

¢ EventSrcSummary

If Top 10 reports are not needed, you can disable these summaries, or you can enable additional
summaries in order to use them for reporting. If the summary service is not in use, you can disable it.
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To enable/disable Aggregation:

1 In Sentinel Control Center, go to Admin > Server Views.

2 Right-click DAS Aggregation and select Start/Stop to enable/disable Aggregation.

To enable/disable summaries:

1 In Sentinel Control Center, go to Admin > Report Data Configuration.

2 Highlight the Summary to enable/disable and click the status (Active/Inactive) of that
summary.

3 Select Yes to confirm that you want to change the status of the summary.

To enable or disable EventFileRedirectSerice:

1 At your DAS machine, using text editor, open:
For UNIX:
$ESEC_HOME/config/das_binary.xml
For Windows:
$ESEC_HOMES%\config\das binary.xml
2 For EventFileRedirectService, change the status to on or off, as appropriate. For example:
<property name="status">off</property>
3 Log into the Sentinel Control Center as the Sentinel Administrator.

4 Go to Admin > Servers View.

‘ Servers View ! E m

[ Starts | suto Restarts | Start T
El ) ProcessHestth
= J cwitt-desktop
@ Colector_Manager 1 o £ 407 3091
@@ Correlation_Engine 1 ] £ 407 308
\a DAS_Aggregation
; 1 )
- DAS_Query 1 i £ 407 308
i @ Das_RT 1 o 5M4/07 508 ¢
- DASITRAC 1 a 5 4007 308
- (@) UNIX Communicati.. 0 o
o @ Windows Communi... 1 o £ 407 3081
Kl | i
| RPeady ||.,\? F-Bfresh| @ Manage Yiews - E Switch View -

5 Right-click DAS Binary and select Restart.
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7.2.2 Running a Report from Crystal Reports Server

To run a report:

1 Click the Analysis tab.
2 In the Analysis Navigator, click a report from the available reports.

NOTE: To run any Top 10 reports, aggregation must be enabled and EventFileRedirectService
in DAS Binary.xml must be set to on. For information on how to enable aggregation, see
Section 10.10, “Report Data Configuration,” on page 262.

3 Click Analysis > Create Report or click Create Report.

4

4 Complete the information prompts and click OK. The report displays.

7.2.3 Running an Event Query Report

To create an Event Query report:

Click the Analysis tab.
In the Analysis Navigator, open the Historical Events folder.
Click Historical Event Queries.

Click Analysis > Create Report or click Create Report icon. An Event Query window displays.

a o ON =

Set the following:
+ time frame
+ filter
* severity level

+ Dbatch size (this is the number of events to view — events display from oldest events to
newer events)

6 Click Begin Searching.
7 To view the next batch of events, click More results icon.

8 Rearrange the columns by dragging and dropping them and arrange the sort order by clicking in
the column heading.

9 When your query is complete, it is added to the list of quick queries in the Navigator.

7.3 Offline Query

Offline Query is most often used to run queries against large amounts of data. Offline Query will
continue to run even after the user logs out of the Sentinel Control Center, if necessary.

NOTE: You can view the result of your query only after it is completely processed.
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After the query has completely finished processing, the results are available to the user who initiated
the Offline Query and other Sentinel users with the same security filter. When you attempt to browse
or save the result as HTML or CSV, the data is transferred from the server to the local machine
running the Sentinel Control Center.

NOTE: For performance reasons, the result set for Offline Query is limited to 100,000 records. For
better results, you must specify a better filter or a smaller time range when creating an Offline

Query.

7.3.1 Creating an Offline Query

To create an Offline Query:
1 Click Analysis on the Menu Bar. The Offline Query window displays. Alternatively, you can
click Offline Query button on the Tool Bar.

2 In the Offline Query window, Click Add button located on the top left corner of the screen. The
Add Offline Query window displays.

N Add Offline Quary A
p -
o Description
Suery
Fltter -
.
Slarl Tune
20T 3062 Ph wr
Cincl Tirne :
207 30642 P hd
Ok Cancel

3 Provide a Query Name. Select an existing filter to be used for generation of offline query. For
more information on the selection and creation of filters see Chapter 2, “Active Views Tab,” on
page 35.

4 Seclect the Start Date and End Date for which you want to generate an offline query.
5 Specify the description in the Description Tab.
6 Click OK. The Offline Query gets listed in the Offline Query window.

7.3.2 Viewing, Exporting or Deleting an Offline Query

To view, export or delete an Offline Query:

1 Click Analysis on the Menu Bar. The Offline Query window displays. Alternatively, you can
click Offline Query button on the Tool Bar.
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2 In the Offline Query window, select an offline query. The following options are available:

*

Browse: Click Browse to view the output of the Offline Query in the Active Browser
window.

CSV: Click CSV to generate a Comma Separated Value file with the queried information.
HTML: Click HTML to generate an HTML file with the queried information.

Delete: Click Delete to delete the Offline Query. Confirmation message alert displays.
Click Yes to delete.

Details: Click Details to view the details of the Offline Query as specified when adding
the Query.
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Event Source Management

¢ Section 8.1, “Understanding Event Source Management,” on page 165

¢ Section 8.2, “Introduction to the User Interface,” on page 166

¢ Section 8.3, “Live View,” on page 173

¢ Section 8.4, “Components of Event Source Hierarchy,” on page 178

¢ Section 8.5, “Debugging,” on page 197

¢ Section 8.6, “Export Configuration,” on page 205

¢ Section 8.7, “Import Configuration,” on page 207

¢ Section 8.8, “Event Source Management Scratchpad,” on page 211

¢ Section 8.9, “Comparison between Sentinel 5.x and Sentinel 6.0,” on page 211

¢ Section 8.10, “Configuring ESM for MSSP Customers,” on page 212

8.1 Understanding Event Source Management

The Event Source Management (ESM) panel provides a set of tools to manage and monitor
connections between Sentinel and the event sources which are providing data to Sentinel. The
graphical interface shows at a glance the current event sources and the software components that are
processing data from that event source. Each component can be easily deployed to quickly integrate
the devices in the enterprise, and then can be monitored in real time within the ESM interface.

NOTE: You need to have appropriate permissions to access this tab. Only a Sentinel Administrator
has controls to enable/disable access to the ESM panel for other users.

Through ESM, you can:

¢ Add/edit connections to event sources using Configuration wizards.

+ View the real-time status of the connections to event sources.

+ Import/export configuration of event sources to or from Live View/Scratchpad.
+ View and configure Connectors and Collectors that are installed with Sentinel
¢ Import/export Connectors and Collectors from or to a centralized repository

¢ Monitor data flowing through the Collectors and Connectors

¢ Debug Collectors

+ Design, configure and create the components of the Event Source Hierarchy, and execute
required actions using these components. For more information, see Section 8.3, “Live View,”
on page 173.
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8.1.1 Plugin Repository

A plugin is a package of code that provides additional functionality to Sentinel; ESM leverages two
types of plugins called Collectors (Scripts) and Connectors. Implementing these features as plugins
allows Novell to deliver enhancements to our event collection system without the need to deliver a
new version of the Sentinel platform.

¢ Collector: The Collector plugin adds the ability to parse raw data from an Event Source. This
is similar to the Collector in Sentinel 5, however in Sentinel 6 the plugin also provides
additional meta-data to enable the ESM panel to prompt the user for parameter values as well
as enable ESM to automatically select supported connection methods that work well with the
Collector. This meta-data is added to the Collector plugin by the plugin developer. Collectors
are written using JavaScript or our legacy scripting language and as such are sometimes called
“Scripts.”

¢ Connector: In Sentinel 6, all Connectors are pluggable. A Connector plugin contains both the
implementation of the connection mechanism used to gather data from an event source as well
as the GUI screens needed to configure the Connector. This allows for a user to easily add
additional Connectors to Sentinel.

+ Hot Fixes and New Functionality: In the future, some Sentinel enhancements and defect
fixes might be available as plugins.

¢ After you import a plugin into Sentinel, it is centrally stored in the Plugin Repository. The
appropriate Sentinel component on other machines automatically starts using the plugin.
Auxiliary Files

Some plugins, such as database Connectors, require one or more auxiliary files in order to function.
Auxiliary files are typically files that can not be shipped by Novell within the standard plugin such
as user-specific configuration files or third party libraries that require specific licenses. In all cases
the documentation for the plugin will include detailed instructions about which auxiliary files are
necessary and where they can be obtained.

To add an Auxiliary File to a specific plugin:

1 Select the plugin to which the Auxiliary file will be added and then click Add Auxiliary File.
2 A wizard guides users through the process of importing the Auxiliary file.

8.2 Introduction to the User Interface

The ESM Live View and Scratchpad are independent windows. This allows you to work on other
tabs in Sentinel simultaneously as you work on ESM.

The Event Source Management windows include:

¢ A Menu Bar with the ESM menus
¢ A Tool Bar which helps you execute the functions of ESM
¢ Several different types of frames to display ESM data

*

Display Health Monitor frame with graph and table views where you can perform your
activities
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Figure 8-1 Event Source Management-Live View
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8.2.1 Menu Bar

The Menu Bar has File, View, Tools and Help options.

Figure 8-2 Event Source Management-Menu Bar

N Event Source Management |z E”E|

File  Wiew Toolz Help

The following are the options available in the each of the Menu Bar options which are described in

the document:

+ File
+ Export Configuration

*

Import Configuration

*

Save Preferences
+ Close
¢ View
+ Reset Layout
¢ Redo Layout
¢ Undo Layout
+ Tools
¢ Connect to Event Source

¢ Import plugin
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+ Help
+ About
+ Help

These options allow you to perform a set of actions mentioned below:

8.2.2 Tool Bar

Table 8-1 Event Source Management -User Interface

Launch the wizard for connecting to a new Event Source

H =¢:" Connect Ta Evert Source l

Import/Export & Reload Event Source Management Export fonfigmation
Configurations and plugging )

Trmport Configuration

Reload ESW Data

The tool bar contains several tools for displaying objects in — rmn —
ESM. You can zoom the entire Graphical view in and out, or L~ G N (e i [0
zoom directly to a selected region.

The Magnifying Glass allows you to enlarge the text and
icons for a small portion of the Graphical view without
affecting the overall zoom level.

The Fit to Screen option adjusts the ESM view to fit the
screen.

You can select from several different layouts to display the
objects in ESM. y play E Higrarcaic Left to Right ﬂ

You can also enable/disable animations during transition
from one layout to the other in the Graphical view of the
Health Monitor Display.

You can reset to the default settings too. Reset to defanlt layout

Undo Laryout
Redo Layout

8.2.3 Zoom

In ESM, you can use Magnifying Glass to zoom into a region.

TIP: To enable/disable magnifying glass in ESM, use the local zooming using a Magnifying Glass
button on the toolbar.

Hot Keys:

You can increase or decrease the magnification factor with the following key combinations:
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To increase or decrease the size of magnification glass cursor:
¢ To increase: Ctrl key + Backward scrolling of the Mouse wheel
¢ To decrease: Ctrl key + Forward scrolling of the Mouse wheel

To increase or decrease the zooming of the nodes:

+ To Zoom in: Forward movement of the Mouse wheel

+ To Zoom out: Backward movement of the Mouse wheel

NOTE: Magnification glass is available only in the Graphical View of ESM window.

8.2.4 Frames

You can see the following Frames in the Live View or Scratchpad window.

Attribute Filter

The Attribute Filter allows you to display the components of ESM. You can specify the components
to be displayed based on the component name and status.

Figure 8-3 Attribute Filter frame

Aftribwte Fitter o &
Search:
Lirnit to: | Gl Cvert Sources =
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[ stopped
[] % Error
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[] & reporter Time I Skewed
|:| LW arning

[+ attribite Fi. | o' Hierarchy F.]

+ Text Filter: It allow you to filter the nodes that are displayed in the graphical and tabular view
based on the text they type in.

¢ State Filter: It allows you to filter the nodes that are displayed in the graphical and tabular
view based on the current state of the node.

Hierarchy Filter

The Hierarchy filter sets the display based on the hierarchy you select in this frame. It allows the
user to filter the nodes that are displayed in the graphical and tabular view based on the node
hierarchy. All children and parents of selected nodes are shown.

Event Source Management
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Figure 8-4 Hierarchy Filter frame
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To set Hierarchy filter for displaying components:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live
View or Scratch Pad.

2 Click the Hierarchy Filter frame.

3 Select the Hierarchy Level to display the components.

Connectors

Connectors are plugins in Sentinel. Importing a Connector implements the Connector mechanism in
the system. Connectors frame allows you to Add, Remove, and Refresh connectors and Add
auxiliary file in the system.

Figure 8-5 Connector frame
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Table 8-2 Connector frame Icons

IEI Add

Delete
Refresh

Add Connectors to the system.

Delete Connectors.

Refreshes the list.
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¢l

Add Auxiliary Files

Add Auxiliary Files. For more information, see Add
Auxiliary Files

To add Connector Plugins:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live
View or Scratch Pad.

2 Click the Script or Connectors frame. You can plugin connectors from here. For more

information, see “Adding Connectors/Collector Plugins” on page 180.

Scripts

Collectors are plugins in Sentinel. Collector plugins add the ability to parse raw data from a
particular event source. The Scripts frame is used to manage the importing and updating of
Collectors (also called “Scripts”) into Sentinel.

Figure 8-6 Scripts frame
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Table 8-3 Scripts frame Icons

E

]

Add

Delete

Refresh

Add Auxiliary Files

Add Scripts (Collectors) to the system.

Delete Collectors.

Refreshes the list.

Add Auxiliary Files. For more information, see Add

Auxiliary Files

To add Collector Plugins:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live
View or Scratch Pad.

2 Click the Script or Connectors frame. You can import Collectors from here. For more

information, see “Adding Connectors/Collector Plugins” on page 180.
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Event Source Palette

This frame displays the list of Devices or Event Sources supported by the existing Collectors in the
Central Repository. Each Collector ships with meta-information that describes the list of event
source types supported by that Collector — this information is compiled to provide the data in this
palette. The supported devices for a particular Collector might not necessarily be the same as the
name of the Collector.

Figure 8-7 Event Source Palette
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Children

This frame displays names of immediate children nodes of a parent (main) node when you click the
parent node. This frame is useful to manage children of nodes which have been contracted in the
Graphical View. To perform any action in ESM, right-click a component and select from options
listed. For more information, see Section 8.3.3, “Right-Click Menu,” on page 176.

Figure 8-8 Children frame
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Status Details
This frame displays the status details of a selected component in the Health Monitor Display frame.

Available status information includes the current state, the number bytes processed, the number of
records sent, the number of Sentinel™ Events sent, and various other status and statistical
information.

NOTE: The status information varies based on the type of component that is selected.
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Figure 8-9 Status Details frame
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Overview

The overview frame allows you to quickly move across the graphical view. This is particularly
useful when there are a lot of objects in the screen.

Figure 8-10 Overview frame

Civeryisu
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8.3 Live View

The ESM panel provides the main user interface to Event Source Management. You can view
configuration data in Graphical or Tabular view.
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8.3.1 Graphical ESM View

The Graphical view of ESM is the default view in Event Source Management. In Graphical view,
you can view the status of a Collector and access the configuration settings of Collectors and
Collector related objects as a graph of connected nodes.

Figure 8-11 Graphical View

< Graph | Tahle
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By default, the Health Monitor Display frame displays in the Graphical View. The data can be
displayed in seven different layouts. The default layout in graph is the “Hierarchic Left to Right”
layout. You can change between these layouts by selecting the layout format from the drop-down
list in the Tool Bar.

Figure 8-12 Layout Selection

@ G d @ ’; Hierarchic Left to Right v

q Compact Tree Layout
Hierarchic Left to Right
Hicrarchic Mgkt to Loft
Hierarchic Layout

Hierarchic Layout (Descencing)

Eallcon Layout

TIP: Click in the Graphical ESM view and use “+” or “-”’sign to zoom in or zoom out. Alternatively
use mouse wheel to zoom in and zoom out.
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In the Graphical View, the lines connecting the components are color-coded to indicate data flow.

¢ Green Line: Indicates data is flowing between the components.

¢ Grey Line: Indicates the connection is not live and there is no data flow.

¢ Blue dashed Line: Indicates the logical relation of Event Source Servers to their associated
Collector Managers and Event Sources.

The terminology used for nodes are:

¢ Parent Node: A Node from which child nodes originate

¢ Immediate Children: The sub nodes that are logically and functionally linked to a Parent
Node.

¢ Collapsed/Expanded nodes: To improve the manageability and performance of the Graphical
display, Sentinel automatically contracts any node with 20 or more immediate children. This is
especially useful for Connectors such as Syslog or Novell Audit that have the ability to
automatically configure a large number of event sources.

TIP: Collapsed Nodes are identified by a “-” sign on the node and Expanded Nodes by “+”
sign.

Double-click a node to expand or collapse.

In collapsed state, a node displays the number of immediate children next to the node; for example,
WMI Connector (3) [Collector name (Number of immediate children)]. The “Children” panel of a
contracted node shows the immediate children of that node, each of which can be managed in the
same way as nodes in the Tabular ESM View.

[T3RL

NOTE: Event Source Server node do not have “+” or
children.

sign after its name even if it contains

Double-clicking a parent node changes the state from collapsed to expanded and vice versa. Double-
clicking a node with no children displays the status details for that node. If an additional node is
added to an expanded parent with over 20 children the node is contracted automatically. If an
additional node is added to a manually expanded parent with over 20 children the node will not be
contracted automatically.

The parent node can take several minutes to expand if the parent node has a large enough number of
child nodes to potentially cause the UI to become unresponsive; an alert message displays on the
user interface to warn you about the delay in response. Click Yes to continue.

Figure 8-13 Expand Selected Node prompt

Expand Selected Node? = x|

b Expanding the selected node may cause the display fo become unresponsive
“"':"J Are you sure you stil veant to expand the selected node?

I Da ot show this message sgsin

o] e |

If you chose not to show this message again, the preferences are saved on that machine and any user
logging into Sentinel from that machine will not get an alert again.
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8.3.2 Tabular ESM View

The components visible in the Graphical view of ESM can also be viewed in tabular format. In
Tabular view, you can view the status of a Collector in a table and access the configuration settings
of Collectors and Collector related objects.

Figure 8-14 Tabular View

P Grapt; Table
Mame: Configured Status®1  Actual Status Connection o Errar
= \3 Sentine| on an

= & Ccollector Marager (DAS) on on

= é@, General Collector
= s Data Generator Connector
‘i 5 rps Event Source
= ém General
= Y Data Generator Conector
‘u Data Generator Event Source
g Data Generator Evert Source
= ‘ww Data Generator Coniector
W, Data Generator Evert Source |

85888828

iQQSSQSSS
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The columns in the ESM Tabular View are:

¢ Configured Status: The On state the object is configured to be in. This is the state that is
stored in the database and do not necessarily match the actual On state of the object. For
example, the two states will not match if a parent object is turned off or if there is an error.

*

Actual Status: The On state of the object as being reported by the actual running Collector
Manager.

*

Connection Info (populated for Event Sources only): A textual description of the Event
Source connection.

¢ Error: A textual description of an error that occurred in the running object.

TIP: Use the Table/Graph tabs to change to Tabular/Graphical views.

8.3.3 Right-Click Menu

The Health Monitor Display View provides a set of right-click menus that helps you execute a set of
actions, as described below:

NOTE: The right-click actions available depend on the kind of object you clicked on.

¢ Status Details: You can view all information known about the status of the selected object.

¢ Start: You can set the object to be running.

NOTE: The selected object will only start after the parent nodes starts and its running.

¢ Stop: You can stop the running object.

¢ Edit: You can modify the editable information (Filter information, Object name and so on)
with this option.

¢ Debug: You can debug the Collector. You must stop the running Collector before you debug
it.

¢+ Move: You can move the selected object from its current parent object to another parent
object. You can move objects between the views that is live view to scratchpad and vice versa.
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¢ Clone: You can create a new object that has its configuration information pre-populated with
the settings of the currently selected object. This allows you to quickly create a large number of
similar Event Sources without having to retype in the same information over and over again.
You can clone objects between the views that is live view to scratchpad and vice versa. Cloning
an object Copies all the settings except the “Run” status. New objects created using the Clone
command will always be in the Stopped state after creation.

¢+ Remove: You can delete a selected object from the system.

¢ Contract: Contract the child nodes into this node. This option is only available on parent
nodes that are currently in an expanded state.

¢ Expand: Expand the child nodes of this node. This option is only available on parent nodes
that are currently in a contracted state.

¢ Add Collector: It allows you to open an Add Collector wizard that guides you through the
process of adding a Collector to the selected Collector Manager.

¢ Add Connector: It allows you to open an Add Connector wizard that guides you through the
process of adding a Connector to the selected Collector.

¢ : It allows you to open an Add Event Source wizard that guides you through the process of
adding an event source to the selected Connector.

¢ Open Raw Data Tap: You can view the live stream of raw data from an Event Source or
flowing through the selected object.

¢ Open Active View: You can open Active View window that only displays events that have
been generated by data from or flowing through the selected object.

¢ Zoom: You can zoom in the graphical view display on the selected object.

¢ Show in Tabular/Graphical View: You can switch over to the other view (to tabular view if
on graphical view, or to graphical view if on tabular view) and automatically selects the object
that is selected in the current view. When switching to graphical view, it also zooms in on the
selected object.

¢ Raw Data Filter: It allows you to filter the raw data flowing through the selected node. The
raw data filter is available on Collectors, Connectors, and Event Sources. If a filter is specified
to drop data, the data to be dropped will not be passed to the parent node and, therefore, will not
be converted into events.

+ Import Configuration: You can import the configuration of ESM objects.
+ Export Configuration: You can export the configuration of ESM objects

¢ Add Event Source Server : It allows you to add Event Source Server to the selected Collector
Manager

¢ Add Collector Manager: In Scratchpad mode, you can add a Collector Manager to the
scratchpad by using this option. In the Live view, Collector Manager objects are created
automatically as each Collector Manager connects to the Sentinel system.

When you select multiple objects in the ESM panel and right click. The following options are
available:

¢ Start: To start all the objects

¢ Stop: To stop all the objects

+ Remove selected objects: To remove the selected objects along with its children

TIP: Press “Shift” and click the object to select multiple objects.
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8.4 Components of Event Source Hierarchy

ESM displays the information on the Collectors and other components in a hierarchy specific to

ESM.

Figure 8-15 ESM Hierarchy

|
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NOTE: ESM allows you to add Collector, Event Source and Connector.

Table 8-4 Components of ESM Hierarchy

o
-

L
Rk

Sentinel

Collector Manager

Collector

Connector

Event Source

The single Sentinel icon represents the main Sentinel™
Server that manages all events collected by the Sentinel
system.

The Sentinel object is installed automatically through the
Sentinel installer.

Each Collector Manager icon represents another
instance of a Collector Manager process. Multiple
Collector Manager processes can be installed
throughout the enterprise. As each Collector Manager
process connects to Sentinel the object are created in
ESM automatically.

Collectors instantiate the parsing logic for data from a
particular event source. Each Collector icon in ESM
refers to a deployed Collector script as well as the
runtime configuration of a set of parameters for that
Collector.

Connectors are used to provide the protocol-level
communication with an event source, using industry
standards like Syslog, JDBC, and so forth. Each
instance of a Connector icon in ESM represents the
Connector code as well as the runtime configuration of
that code.

An Event Source Server (ESS) is considered part of a
Connector, and is used when the data connection with
an Event Source is inbound rather than outbound. The
ESS represents the daemon or server that listens for
these inbound connections. The ESS will cache the
received data, and one or more Connectors will connect
to the ESS to fetch a set of data for processing. The
Connector will request only the data from its configured
Event Source (defined in the meta-data for the Event
Source) and that matches additional filters.
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Event Source Server

The Event Source represents the actual source of data
for Sentinel. Unlike other components this is not a
plugin, but is a container for meta-data, including
runtime configuration, about the event source. In some
cases a single Event Source could represent many real
sources of event data, for example if multiple devices
are writing to a single file.

8.4.1 Component Status Indicators

Indicators are used to represent various states as follows:

Table 8-5 Component Status Indicators

m Stopped
[ Running
P, Warning
a Error
) Reporter Time is Skewed
#. Debug
7] Unknown

Indicates that the component is stopped.

Indicates that the component is running.

Indicates that a warning is associated with the component.
At this time, this warning indicator is primarily used to show
when the configured state and actual state of a component
differ. (that is, a component is configured to be running, but
the actual state of the component is stopped.)

Indicates that an error is associated with the component.
See the individual component’s status display for details
about the error.

Indicates when the time of a component differs from the
main server’s time. (The difference is greater than a
predefined time threshold.)

Indicates that the component is in Debug mode. Only a
Collector can be in Debug mode.

This indicator is displayed when the status of the object in
the ESM panel is not yet known.

To set Attribute filter for displaying components:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live

View or Scratch Pad.
2 Click the Attribute Filter frame.

3 Specify the Search and Limit to criteria.

4 Check Running and/or Stopped checkbox to specify the status of the components.

To hide components based on type:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live

View or Scratch Pad.
2 Click Attribute Filter frame.

Event Source Management

179



3 Specify the Search and Limit to criteria.
4 Sclect the component type by which to limit the view.

8.4.2 Adding Components to Event Source Hierarchy

Although some Sentinel components are pre-installed with the Sentinel system, Novell recommends
that you check the Sentinel Content web site for updated versions. This content can be downloaded
from the following location:

http://support.novell.com/products/sentinel/sentinel6. 1html (http://support.novell.com/products/
sentinel/sentinel6.1html)

Collectors, Connectors and Event Sources can be added to the system through the right-click menus
on the main ESM display.

8.4.3 Collectors

To run the Collectors and generate the Events as per your requirements, you need to:

*

Download Collectors

*

Import and Deploy Collectors
+ After downloading Collectors, import and deploy the Collectors.

*

Generate Events

¢ Start (Right-click the Collector and select Start) the Collector to generate Events.

*

Debug Collectors

+ For any errors in the output of a Collector, select the Collector, right-click and select
Debug.

+ For more information, see Section 8.5, “Debugging,” on page 197.

Edit Collectors

*

¢ To troubleshoot any misbehavior of a Collector, you can edit the Collector. The method
for editing the Collector depends on the type of Collector

+ For proprietary (or legacy) Collectors, copy the Collector Script to a Windows machine
that has Collector Builder installed.

+ For JavaScript Collectors, any standard development environment for JavaScript can be
used.

+ For more information on editing Collectors, see Sentinel Collector SDK.

¢ Re-Import and deploy Collectors

Adding Connectors/Collector Plugins

NOTE: When you use the Sentinel Control Center to browse to locate a file on the Desktop of the
Collector Manager, clicking Desktop takes you to the Desktop of the user running the Collector
Manager, usually SYSTEM. Extra steps might be necessary to navigate to the correct user’s
desktop.
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To add a Connector plugin:

1 Click Tools on the Menu Bar and select Import plugin... Import Plugin wizard window
displays.

Import Plugin Wizard @

Plugin Import Type
Specify whether to import plugin from a plugin package or a directcry.

@ Import Collector Script or Connector plugin package file [ Zipg

{:) Impaort Collector Script f-am directory

l Back: ” et ] [ Cancel ]

2 Select Import Collector Script or Connector plugin package file (.zip). Click Next.
3 Browse to a location of the Connector Plugin package file and click OK. Click Next.

NOTE: If the file imported is not in the format specified for the Collector scripts or for the
Connector plugin package, system displays an error message.

4 Plugin details window displays. Select the Deploy Plugin option to deploy the plugin from this
window. For more information, see “To connect to the Event Sources:” on page 188.

M Edit Connector
Configure Connector |

- Diezcription
Give thiz Connector & name and select the options you wish to run-with

[ General

éName: ;Data Generstor Connectar

[ ™ b Runl
| ek ;2 C228C40-297 D-1 0229530 B-00135321 653204 |

éPIugin: Data Generator Details !

T Blert it no data received in speciied time peroc

(T Limit Deta Rate

Il
S

Set Fitter... i
¥ Sawve Raw Data tor s file ic:'demp\iestrawcata.tx‘t Brovse .. i

Ok i Cancel i

5 Click Finish.
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NOTE: When you add a plugin into Sentinel, it is placed in the Plugin Repository, which
enables Sentinel components on other machines to start using the plugin without having to add
the plugin separately.

To add a Collector plugin:

1 Click Tools on the Menu Bar and select Import plugin. Import Plugin Wizard window displays.

Import Plugin Wizard &l

Plugin Import Type
Specify whether to import plugin from a plugin package or a directory.

@' Jmport Collector Script or Connector plugin packacge file (zZip

O Import Caollectar Script from directory

[ Back ” Mt ll Cancel ]

2 You can select from the two options available in this window. Click Next.

3 Ifyou chose first option, browse to a location of the Collector Script file and click OK. Click
Next. If you chose second option, you are directed to the Collector workspace. Select a
Collector Script directory and click Next.

4 Collector Script Detail window displays.
4a Click the button next to id field to generate UUID.

4b The name and author details are displayed. Edit the details as per your requirement.
Specify Version number.

4c Browse and attach the help file.

NOTE: If the help file is not in the plugin directory, the system prompts to copy the help
file to the plugin directory before import. Click Yes.

4d Provide description and click Next. Supported Devices window displays.

NOTE: You must specify at least one device.

Click Add. The Supported Devices window displays.

Provide vendor, name, version, description and click OK. Click Next.

NOTE: Use Edit button to edit the details of a device or use Delete button to delete a
device from the list.

5 Plugin details window displays. Check the Deploy Plugin option to deploy the plugin from this
window. For more information on deployment procedure, see “To connect to the Event
Sources:” on page 188.

6 Click Finish.
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Updating Connector/Collector Plugins

If a new version of a Connector or Collector is released, you can update the Sentinel system and any
deployed instances of the Connector or Collector.

NOTE: When you use the Sentinel Control Center to browse to locate a file on the Desktop of the
Collector Manager, clicking Desktop takes you to the Desktop of the user running the Collector
Manager, usually SYSTEM. Extra steps might be necessary to navigate to the correct user’s
desktop.

To update a Connector or Collector plugin:

1 Click Tools Menu and select Import plugin...Import Plugin Wizard window displays.

Import Plugin Wizard &l

Plugin Import Type
Specify whether to import plugin from a plugin package or a directory.

@ jmport Collectar Script or Connectar plugin package file [ zipe

O Impport Collector Script from directory

[ Back ” Iext ][ Cancel ]

2 You can select from the two options available in this window. Click Next.

3 Browse to a location of the Connector or Collector Plugin package file and click OK. Click
Next.

NOTE: If the file imported is not in the format specified for the Collector scripts or for the
Connector plugin package, system displays an error message.

4 When updating an already-imported Connector or Collector, you are provided with the option
of updating the existing plugin, going back and selecting a different plugin, or canceling the
import. If you want to continue, click Next.
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|
Replace Existing Plugin?

A differegt wersion of the same plugin alresdy exists in the Plugin Repositary. Choose what
to do wiltaghe existing plugin,

—Details of Plugin in Repository

Mame File =
Type COMMECTOR
Wersioh Er2

Release Date S307 2:52 PM
Description Reads data from a file.

4|

~Details of Plugin Being Imported

Mame File =
Type COMMECTOR
Yersion Er2

Releasze Date 50307 2:52 P
Dezcription Reads data from & file.

L |

Click Mext to replace the existing plugin with the one being inported, or click Back to zelect
different plugin package.

Mext Cancel

5 Plugin details window displays. Check the Update Deployed Plugins option to update any
currently deployed plugins that use this Connector or Collector.

Import Plugin Wizard &l

Plugin Details
Details of the pluginto be imported are shown below, Click Finish to import the plugin,

Description

Mame Swyslog

Type CONMECTOR

Authaor Mowell Engineering

Wersion Br2

Feleaze Date S21007 1146 A4

Supparted OS5 Platforms

] 900C3770-5080-1029-64A5-001321 BSCOE3

Cescription Connector to Syslog Devices.

|:| Update Deployed Plugins Wiew Deployed Plugins (4)

Check the box to immediately update deployed plugins after the import iz complete. Even if the
box iz not checked, plugins will update automatically the next time they restart .

Back ][ Finish ] [ Cancel
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6 Click View Deployed Plugins to view the Plugins deployed in ESM Live View. The number in
parentheses represents the number of instances of this plugin that are currently deployed and
configured. The Deployed Plugins window displays the Affected Connectors/Event Sources/
Event Source Servers or Affected Collectors. These are the components whose configuration is
affected because of adding already existing Connectors/Collectors in ESM.

Affected Event Sources/Connectors/Event Source Servers

Affected Event Sources(2)

Ewert Zource Connector Collectar Collectar Ma...

e ! allectar ...

. ]
Sy Swsiog B '@ Syslog Co... EE. Sourcefire. . 1 Collectar ...

Affected Event Source Servers(l)

Ewert Source Server Caollector Manager

* &% Syslog Server ALL14E3(TCR) [T] Collector Manager (|

Affected Connectors(1)

Caonnector Callector Callector Manager

& :—- Syslog Connector Sourcefire Short 2. [T] Collector Manage...

Affected Collectors

Deployed Plugins |E|

Affected Collectors (1)

Collector Collector Manager

AH-LDAP Collector

Click Finish.

NOTE: When you add a plugin into Sentinel, it is placed in the Plugin Repository, which enables
Sentinel components on other machines to start using the plugin without having to add the plugin
separately.
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Deploying a Collector

To add a Collector:
1 In the main ESM display, locate the Collector Manager to which the new Collector will be
associated.
2 Right-click the Collector Manager and select the Add Collector menu item.
3 Follow the prompts in the Add Collector wizard.
4 Click Finish.

NOTE: Collector Script enables the ESM panel to prompt you for parameter values as well as
enable ESM to automatically select supported connection methods that work well with the Collector
Script.

Deploying a Connector

To add a Connector:

1 In the main ESM display, locate the Collector to which the new Connector will be associated.
2 Right-click the Collector and select the Add Connector menu item.

3 Follow the prompts in the Add Connector wizard.

4 Click Finish.

Deploying an Event Source

To add an Event Source:
1 In the main ESM display, locate the Connector to which the new Event Source will be
associated.
2 Right-click the Connector and select the Add Event Source menu item.
3 Follow the prompts in the Add Event Source wizard.
4 Click Finish.

Deploying Event Source Servers

Certain Event Source Connectors (such as the Syslog Connector) require a process to collect data
from the actual data source. These processes are called “Event Source Servers”. They collect data
from the data source and then “serve” it to the Event Source Connector. Event Source Servers must
be added and associated to any Event Source Connectors that require a server.

To add an Event Source Server:

1 In the Live View, right-click the Collector Manager and select Add Event Source Server. Select
Connector window displays.
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i i fen i B 38TIVe

Select Connector

Select the connector this Event Source Server should run.

Installed Connectors: [ Instsll More Connectars... ]

Mame Wersicn
_

Description:
Connectar for Movel Audit Platformn Lgents.

[ P ] [ Cancel ]

NOTE: To start the Add Event Source Server wizard, locate the Collector Manager on which
the Event Source Server process will run.

2 Select a Connector that will support your device and click Next. If you do not have any
connectors in the list that will support your device, click Install More Connectors. For more
information on installing Connector, see “Adding Connectors/Collector Plugins” on page 180.

3 Configure the various parameters for the server with reference to the Connector selected (For
example, Syslog Connector, NAudit Connector, and so on.). The configurable parameters are
different for the different Connector types. Click Next.

4 Provide a Name for the Event Source Server. If you want this server to be running, select the
Run checkbox.

5 Click Finish. In the Health Monitor Display frame, the Event Source Server added here
displays with a dashed blue line showing the Collector Manager to which it is associated to.

NOTE: This Add Event Source Server wizard can also be initiated from within the Add Connector
wizard if a compatible Event Source Server has not yet been added.

Connect to Event Source

There are several methods to configure an event source. Event sources can be deployed by right-
clicking on an existing Collector Manager, Collector, or Connectors.

To deploy an event source, you need the following components:

¢ Collector Script: Collector scripts can be downloaded from the Sentinel Content web site
(http://support.novell.com/products/sentinel/sentinel6.1html), copied from a previous Sentinel
implementation (4.x or 5.x), or built using Collector Builder
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¢ Connector: Connector can also be downloaded from the Sentinel Content web site (http://
support.novell.com/products/sentinel/sentinel6.1html). There are also some Connectors
included in the installed Sentinel system, but there may be more recent versions on the web
site.

¢ Configuration information for the event source

To connect to the Event Sources:

1 Click Tools on the Menu Bar and select Connect to Event Source. Alternatively, click the
Connect to Event Source button on the Tool Bar. Connect to Event Source window displays.

Connect To Event Source El

Select Event Source .
Wihich ewert source do you want to connect to? i&‘l
_

Select the Evert Source that you wart to connect and collect data from. Ftke Evert Source is not
lizted helow, zelect "Innport” toimport & collector script that supports the desired Event Source.

Supported Event Sources:

Wendor Mame Wersion

[ M ] [ Cancel l

NOTE: Event Source types for which you currently have compatible Collector parsing scripts
are listed here.

2 Select an Event Source from the list to which you want to connect to and collect data from. You
can click Add More to import an Event Source. Click Next. Select Collector Script window
displays.

NOTE: You can open Select Collector Script window by double clicking or dragging a
selected event source from the Event Source Palette window.
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Connect To Event Source El

Select Collector Script

Select the parsing scrip: that will be used to convert the raw data from the Event Source into
Sertinel events.

Wihich collector script do wou want use? E

@ Wiew Compatible Perzers Only O Wiew All Parsers
Installed Scripts: [ natall More Scrigts.. ]
Author Mame Yersion

ravell Endinesring _

Description:
Populates the base message with the walue in =_R<Buffer String.

[ Back ][ Pl ] [ Cancel

l

3 Select a Collector script from the list. You can also install additional Collector scripts (click
Install More Scripts) that support your Event source, if it is not listed here (For more
information on installing a Collector script, see “Adding Connectors/Collector Plugins” on

page 180. Click Next. Select Connection Method window displays.
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X

Connect To Event Source

Select Connection Method

Wihich connector do you want use? h

Wiew Compatible Connection Methods Cnly

@ Wiew Al Connection Methods

Installed Connectors: [ Inztall Mare Connectors... ]

Mame Yersich

Data Generator

Description:
Generstes test data at a specified rate. This connector does not recuire a dats source.

[ Back ][ Pl ][ Cancel l

4 Sclect a connection method from the list. You can also install additional connectors by clicking
on the Install More Connectors button. For more information, see “Adding Connectors/
Collector Plugins” on page 180 to install connectors. Click Next. Event Source Management
window displays.
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Connect To Event Source

Event Source Management

Haoww will wour Everr Source Connection be managed? ?

@ Create a new Collectar and Connector

Select this optlon to create & new Collector and & new Connectar to mahage the Event Source
connection.

(:) Uze an existing Colectar

Select this optioh 1o use ah existing Collectar and to create a new Connector to manage the Event
Source connection.

O U=ze an existing Connector

Select this option to use ah existing Collectar and an existing Connector to nanage the Event
Source connection.

[ Back ][ Pl ] [ Cancel

|

X

L

5 You can create a new Collector and Connector or you can use an existing Collector or

Connector. Select an option and click Next.

NOTE: Based on the existing Collectors and Connectors in your system that is compatible
with your new Event Source, one or more of these options might be unavailable.

¢ Create a new Collector and Connector: Select this option to create a new Collector and

Connector to manage the Event Source connection.

1. After you select this option and click Next, Select Collector Manager window

displays.

2. Select the Collector Manager you want to use and click Next. Configure Collector

Property window displays.
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Connect To Event Source

X

Configure Collector Property
Select the aptions yaou wish this Collector to ran with ?l—i
_rs'

Configure Parameters

Hert Unknown Events Ves P
Default Reporter Marne L2GF_RM

Default Sensor Mame LOGF_SN

Default Severity &) Medium (3]

Ewett Source Data System Type Windows

Event Source Missing Year yes

Evert Source Time Zone +0000

Evetrt Source Time uses 24 Hour ClL.. yes

Execution Mode release

IF To Country Mapping off

MESF Customer (D
Taxonomy Filename

Translate [P and hosthame [yl

Llaknnmn Puents Seweritye (. Hirth rdy b
(Mame)
(Description)

oo J ]

3. Configure the parameters available and click Next. Configure Collector window
displays.

4. Provide the name of the Collector and configure the options.
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Connect To Event Source E

Configure Collector

Specify & name for this Collector and select the options you wish this Collector to run "'i
wiith. &
Mame: | General |

||:|D-F-!un

Id | 4F3ESBB0-2936-1 024-B562-005056 CO000S

Plugin: General

Rert if no data received in specified time period

Time Period (seconds):

Send repested alerts every time period

Limit Data Rate

Mzzimum Fecords Per Second: a5

Trust Event Source Time Set Fiter...

o ]

¢ Check the Run checkbox if you want to run your Collector automatically.
¢ Click Details button to see plugin details.

+ You can set alerts (with repeated option) if no data is received in a specific
period.

* You can limit the data rate as maximum number of records per second.
+ You can set filter through Set Filter button.

* You can check Trust Event Source Time to display the Device Time (time when
the event occurred) instead of Event Source Time (time when the event was
reported to console).

NOTE: If Trust Event Source Time option is selected, then all data flowing through
the Collector will have there Event Source Time trusted even if the Event Sources do
not have this option selected.

Click Next. The Configure Connector window displays.
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M Edit Connector @

Description

Give thiz Conaector a name and select the options ywou wish to run with
General

Mame: | File Cannectar
[ pun
Id 92723960-2EC2-1024-80F0-00CO9FLE8F 23

Flugin: File

|:| Alert if no data received in specified time petiod

[ Limit Cats Rate

|:| Save Raw Data to afile

5. Provide the name of the Connector and configure the options.
¢ Check the Run checkbox if you want to run your Connector automatically.
¢ Click Details button to see plugin details.

+ You can set alerts (with repeated option) if no data is received in a specific
period.

+ You can limit the data rate as maximum number of records per second.
+ You can set filter through Set Filter button.
Click Next. The Event Source Configuration window displays.

+ Use an existing Collector: Select this option to use an existing Collector and to create a
new Connector to manage the Event Source connection.

1. After you select this option and click Next, the Select Collector window displays.

2. Select the Collector you want to use and click Next. The Configure Connector
window displays.

3. Provide the name of the Connector and configure the options
¢ Check the Run checkbox if you want to run your Connector automatically.
+ Click Details button to see plugin details.

+ You can set alerts (with repeated option) if no data is received in a specific
period.

* You can limit the data rate as maximum number of records per second.
+ You can set filter through Set Filter button.

Click Next. The Event Source Configuration window displays.
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+ Use an Existing Connector: Select this option to use an existing Collector and an

existing Connector to manage the Event Source connection.

1. After you select this option and click Next, the Select Connector window displays.

Connect To Event Source

Select Connector
Which Connector do you want to use?

Caonnectar Callector

General

" Dt Generator Connector |L
‘&t Data Generator Connector m Genersl Collector
‘e\{ Data Generator Connectar é“! General

ﬂ Collector Manager (DAS)

[ Back ” [=E

] [ Cancel

2. Select the Connector you want to use and click Next.

6 The Records Per Second window displays.

7 Set the number of records to be transferred per second and click Next. The General window

displays.
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Connect To Event Source

X

General
Specifty general preperties of this Event Source, # =)
=
General
Mame: | Data Generator Evert Source B Run
Plugin Details

Plugin: Data Genersar

Alert if ho data received in specified time period
Time Period (zecchds): 60
Send repeated alerts every time period
Lirmit Data Rate

L

Maxirum Recards Per Second: 0

Trust Evert Source Time Set Fitter...

o e

+ Provide Name of the Event Source.

¢ Check the Run checkbox if you want to run your Event Source automatically.

¢ Click Details button to see plugin details.

+ You can set alerts (with repeated option) if no data is received in a specified time interval.
* You can limit the data rate as maximum number of records per second.

* You can check Trust Event Source Time to display the Device Time (time when the event
occurred) instead of Event Source Time (time when the event was reported to console).

+ You can set filter through Set Filter button. In the Filter window, add/edit the filters and
click OK.

8 Click Next. The Summary window displays.

¢ Click Test Connection to test the event source. Test Event Source window displays with
Data and Error tabs. The Error tab displays the error message if there is any error in the
configuration of event source.

+ After a few seconds, a sampling of raw data should be received from the Event Source and
displayed in the Data tab.

¢ Use the Start and Stop buttons to start or stop the test.

¢ Use the “Maximum Rows” component to control the max number of raw data records to
obtain at once.
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N Test Event Source: Data Generator. Event Source

~~ Data | Errar

X
aimurmn Rows:

Raw Data
&_RXxBuffer String z_SIP

| BT QETE QENEFETEN 81 200/ ~U4~1 /~1U3.20 5/~ PR~ 1D | WIN SEVerty U, U2
Test data generated at 2007~04~17~0326.37~PM~ ST with severity 5. 1000215
Test data generated at 2007 ~04~1 7~03:26 37PN~ ST with severity 3. 100.0.78
Test data generated at 2007 ~04~1 7~03.26.37~PM~ ST with zeverity 1. 10.0.0.209
Test data generated at 2007 ~04~1 7~03:26 37PN~ ST with severity 5. 100025
Test data generated at 2007 ~04~1 7~03.26.37~PM~ ST with severity 4. 10.0.0.69

£ |

- w

Raw Data Detalls

Mame Value

[ [ ]

You can test the event source in the Test Event Source window. It displays the data in the Data
tab and errors in the Errors tab. You can select maximum rows to be displayed and can start and

stop the test.
9 Click Finish.

NOTE: The Collector parsing script is executed on the same system as the Collector Manager that

you select here.

8.5 Debugging

Sentinel's Collectors are designed to be easily customizable and to be created by customers and
partners. There are two types of Sentinel Collectors: proprietary (or legacy) Collectors that are
written in a language developed for Sentinel, and JavaScript Collectors. The debugging interface is
slightly different for each type, and is intended to analyze the Collector code running in place on the
Collector Manager For more information on customizing or creating new Collectors, obtain the

Novell Developer's Kit for Sentinel at http://developer.novell.com/wiki/
index.php?title=Develop to_Sentinel (http://developer.novell.com/wiki/
index.php?title=Develop to Sentinel).
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8.5.1 Collector Workspace and Collector Directory

Collectors are simple textual scripts that are run by a Collector Manager. The handling of these
scripts is a bit complex:

1 The code for all Collectors is stored in a Plugin Repository on the central Sentinel Server when
they are imported.

Location: ESEC_HOME data\plugin_repository on Sentinel Server.

2 The runtime configuration for the Collector (when it is configured to run on a particular
Collector Manager) is stored separately in the Sentinel database.

3 When a Collector is actually started on the Collector Manager, in real time the Collector plugin
is deployed to the Collector Manager, the runtime configuration is applied, and the code is
started. Any pre-existing instance of the Collector code on that Collector Manager is
overwritten.

Location: ESEC_HOME\data\collector mgr.cache\collector_instances on each Collector
Manager.

4 1In order to edit a Collector, you need to use the ESM Debuggger “Download” button, which
will copy the Collector to the local Collector Workspace on the client machine (the machine
where you are running SCC). Edits are made against that local copy and then uploaded back
into the central Plugin Repository.

Location: ESEC_HOME\data\collector workspace on the client application machine.

8.5.2 Debugging Proprietary Collectors

The Debugging Collector window allows you to debug Collectors written in Novell’s proprietary
language. The left column on the debugger displays the commands for the current script state. The
highlighted command is being executed.

The right column on the debugger displays the script’s variables and their current value. The
variable list expands as all the script’s variables are used. The variables are color coded to show new
variables in blue, changed variables in red, and variables whose value has not changed since the last
“Step” as black.
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Figure 8-16 Debug Collector window

Debug Collector: Microsoft_Windaows_ 2000 W kI_520 X

r Everts rUploadIannlnad

1 B

Currerit Script State: | 1 Current Script: | loof s

. Cormmarnds

FSTATE1: Setup *f
7 TEMPLATE IMFORMATI...

Template_Mane: L.

Template_Wersion: 520

Template _Dat=: Fe...

i
P Agent Setup Information *F
BREAKPCINTO

} COPY CTemplate " LOGF™
COPY(E_AledUnknownEwve ..
TOLOWER(E_AlertUnknow...
STONUMM" i_Unkrnown_...
COPY(E_Generic_RM"LO...
COPY(s_Gereric_SH"LO..
COPY(z_Default_Sewerity ...

STOMUM(z_Default_Severi...
TP e TranzlateHnst| P

Wariahle M. © Walue
s _ R Buffer String ™

iR BufferLength 0

Dehug Start Time: Tue May 15 16:10:19 |5T 2007
Last Update: Tue May 15161023 |ST 2007

L] 0 [ @]

The Events tab displays the events generated using this Collector and the Upload/Download tab
allows you to upload/download another Collector Script file to make modifications.

The debugger has the following four controls:

Table 8-6 Debugger Icons

b Run

T Step Into
ii Pause
Stop

Run the script until the next breakpoint is encountered.

Step one instruction at a time.

Pause the running script.

Stop the script.

NOTE: The Command list and the Variable list are not displayed in the debugger when the Script is
“Running”. To see the Command list and the Variable list, the debugger must be “Stepping”,

“Paused” or “Stopped”.
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You can view events as well as upload and download the Collector’s script from the Events tab and
Upload/Download tab.

NOTE: Multiple Sentinel Control Center users might connect to the same debugging session. And
for this reason, a Collector will remain in Debug mode until one of the users specifically presses the
debugger’s Stop button.

To debug a Collector:

1 In the main ESM display, locate the Collector that to run Debugging.
2 Right-click the Collector and select Debug.

3 In the Debug Collector window, select a variable from the list of variables in the right pane,
click Run Debug button.

4 After debugging all the variables, close the Debug window.
5 Start the Collector to generate the Events.

8.5.3 Debugging JavaScript Collectors

The debugger for JavaScript Collectors can be used to debug any JavaScript Collector. The
JavaScript debugger is launched the same way the debugger for Proprietary collectors is launched.

Ul Davrloscd |

fcontext: | = Expression Yalue

Mare | Walue

ﬂl Lucalsl | Wiatch I E\raluatel
Pl | 2| 2| w| m|

+ Debug: Launches JavaScript file in this window to execute.
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¢ Upload/Download: Upload/Download a JavaScript file here. You can download an existing
JavaScript file, edit it, and upload again into the system to continue debugging.

¢ Context: Displays the variable (the debugger is pointing to at a point) and its value here.

¢ Expression: Watch the values of a selected parameter here.

You can use the following when debugging a Collector.

» I Run Click to start debugging.
] I Pause Click to pause debugging.
ib Step Into Click to step to then next line in
the script.
I h .
" I Step Over Click to step over a function.
P I Step Out Click to step out of a function.
| I Stop Click to stop debugging.
Hot Keys

When the source code window is on focus in the debugger, you can use the following hot keys:

¢ CTRLHF, to find a string in the source code
¢ CTRL+G, go to a line number
¢ CTRL+M, to find the parenthesis or brace that matches the highlighted one

You can also open a script file, set break-point, step through the script code, and watch variables’
and methods' values at each step.

You can debug Collectors in Standalone or Connected modes.

To debug a Collector:

1 Log into Sentinel Control Center. On the menu bar, click Event Source Management > Live
View.
2 Right-click on the Collector and stop the Collector if it is running.

3 Right-click on the Collector and select Debug.
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Upon selecting Debug, the Debug Mode Selection window displays. You can choose to debug
in Standalone or Live mode. You can choose Standalone or Connected modes.

N Select Debugging Mode @

(%) Live Mode {Requires a running Colector hanagzn]

(H_, Stand-alons Mode (Requires local inpu file).

Ingout Fike

Output File

Standalone mode
+ Standalone debug mode allows you to debug a Collector even if the associated Collector
Manager is not running.

¢ For standalone mode, input to the script comes from an input file rather than a live event
source. Specify the path to a raw data file that will be used as input. For Collectors that use a
DB Connector, the input file should be a text file with log data in “nvp” format and for
Collector that uses File Connector, input text file with log data in “csv” format.

+ For standalone mode, Output from the script is to an output file rather than live Events. You
must specify the path to the output file that the script will use for output. If you specify an
output file that does not exist, the system creates the file for you

1. Select Standalone mode.
To debug in Standalone mode:
¢ Stop the Collector
¢ The Collector Manager needs not be up and running.
¢ The Events will not display in the Active Views.

2. Specify the path for the input and output files. If you specify the output file that does not
exist, system creates the file for you. Click OK. Debug Collector window displays.
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Debug Caollector: Microsoft Windo 10 J5 600
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3. In the Debug Collector window, click .
2|

In the Source text area, the source code of the Collector appears and stops at the first line
of the text script.

4. Click left side bar and toggle a breakpoint in the script code. Click to go to the next
breakpoint.

You can click to step through the code. Click to pause debugging whenever required.
After debugging is complete, click to stop debugging.
Click ‘Upload/Download’ tab in the debugger window.

Click Download and specify a location to download the script file.

L N W

Open with any JavaScript editor or a text editor.
10. Make your edits in the code and save the file. Click Upload.
11. Debug the uploaded script to have a Collector Script ready to use.

Live Mode

¢ Live debug mode requires that the Collector Manager associated with the Collector is running.
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¢ In Live debug mode, Input to the script comes from actual Event Sources connected to the
Collector. To get data from a specific Event Source, you must right-click and start the desired
Event Source via the ESM display. Starting/stopping Event Source(s) can be done any time
during the debug session.

NOTE: If no Event Source is started during the debug session, then no data will be available in

LT3

the buffer for the Collector and you will see the Collector script’s “readData” method blocking.

¢ In Live debug mode, Output from the script is via live Sentinel Events. The Events can be
viewed on the Active Views displays.

NOTE: When in “Live” debug mode, the script engine will be executed on the local box rather
than the actual box that the associated Collector Manager is running on. The Connectors/Event
Sources will still run on the same box as the Collector Manager. When running debug mode,
data will automatically be routed from the Event Sources to the script engine running in debug
on the local box.

8.5.4 Generating a Flat File using the Raw Data Tap

Occasionally when debugging, it might be helpful to view Connector output data. In addition to
viewing raw data from the Connector using the Raw Data Tap right-click option for nodes in the
Sentinel Control Center, Sentinel also includes an option to save the raw data from a Connector to a
file for further analysis.

To save raw data from a deployed Connector to a file:

1 Right-click the Connector node and select Edit. The Edit Connector dialog displays.

M Edit Connector @

Dezcription

Give thiz Conaectar a name and select the aptions you wish to run with

General
Mame: | File Cannectar

Ied 927 13960-2EC2-102A-80F0-00 COSFE8F 23

Flugin: File

[ Pun

|:| Alert if no data received in specified time period

[ Limit Dats Rate

|:| Save Raw Data to afile

Sentinel 6.1 User Guide



2 Check Save Raw Data to a file.

3 Specify (or browse to) a path on the Collector Manager machine where the raw data is saved.

IMPORTANT: The account running the Sentinel service on the Collector Manager machine must
have permissions to write to the file location.

8.6 Export Configuration

Export configuration helps you export the configuration of ESM objects along with their Collector
script and the Connector plugins.

NOTE: You can export any object in the ESM panel. Depending on the object selected, all its
children and parent should be displayed in the Select Data window of Export Configuration wizard.

To export your configurations:

1 Go to Menu Bar and click File > Export Configuration or right click an object in the ESM panel
and select Export Configuration. Export Configuration window displays.

Export Configuration &l

Select Data

Select the nodes to export.

Select Al_| | Desetect Al

= ‘iﬂ Sentinel
= [ iy . sorftha:164.93.193 253
]
= ::. T1_ISSx_SITE_02x6_JDBC_Bws20
H L
= =‘= Process Connector
i H Frocess Event Source
[
i [w] B2
= ::. Short
: L ]
== =q File Connector
H File Ewert Source

[ Med l[ Cancel l

2 Check the data to export and click Next. Select Collector Scripts window displays.
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Export Configuration

Select Collector Script

Select collector scripts to export,

select &l | | Desetect Al

Collector Scrigt

Yersion

Dezcription

Dependents

Populstes the base message with the value in
=_RBuffer String.

ﬂ‘! General Collectar

General Collector

Back

I

et l [ Cancel

]

3 Select the Collector scripts from the list to export. You can select or deselect all. Click Next.
Select Connectors Plugin window displays.

Export Configuration

X]

Select Connector Plugins
Select connector plugins to export.
Select Al | | Deselect Al
Caonnector Wersion
|Data Generator A
Back ” Mexxt l [ Cancel
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4 Sclect the Connector Plugins from the list to export. You can select or deselect all. Click Next.
Specify Export File window displays.

Export Configuration &l

Specify Export File
Specify the file to save export data to.

Cile Marmne: Drowese...

NOTE: If you want to view the description and dependents of a particular plugin in the above
window, select that plugin from the table.

5 Browse a location to save the configuration and click Next.

NOTE: You can save the configurations only to a zip file.

6 Summary page with the details of the configurations and plugins selected to export displays.
7 Click Finish to export. The file is exported in zip format.

8.7 Import Configuration

Import configuration helps you to import the configuration of ESM objects exported to a zip file
along with the plugins.

8.7.1 Enable/Disable Import Configuration

The import configuration option is enabled

¢ in Live view, when you select the Collector manager/Collector/Connector/

¢ in Scratch pad, when you select any node other then the Event source
Import Configuration in Live View and Scratchpad is disabled if you

+ select “Sentinel” or “Event Source” nodes (only in Live View)
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+ do not select any node (only in Live View)
¢ select an Event Source node in child view of Graphical View

+ select multiple nodes

To import your configurations:

1 Click File on the Menu Bar and select Import Configuration. You can also click the Import
Configuration button on the Tool Bar. Import Configuration window displays.

NOTE: You can also import configuration by right clicking on the object in the ESM panel.
Depending on the object you have selected in the ESM panel, the node along with its child
nodes are displayed in the Select Data window of Import Configuration wizard.

2 Browse and select the configurations file and click Next. Select Data window displays.

Import Configuration z|

Select Modes

Select the nodes waimpart.

Sslect Ml | | Deselect 4

-l
= E:. T _15%x_SITE 0Z<A_JDEC_Ewa20
B 'ﬁ Froczzs Connectar
E Process Evert Scurce

[ Back H Ted | l Cance

NOTE: Configurations must be saved to a zip file to import.

3 Check the data to import and click Next. Select Collector Script window displays.
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Import Configuration

Select Collector Script

Select collector scripts toimport,

X

Select &l | | Deselect al

Collector Serigt

Wersioh

Ce=cription

Dependerts

Populstes the base message with the value in
=_FXxEBuffer String.

Thiz script is the same version of & script that has already been imported ivta the repostory.

[

Back

” Pl ] [ Cancel

4 Seclect the Collector script from the list to import.

NOTE: Color indicator is displayed in Select Collector Scripts and Select Connector Plugins
window to indicate whether the plugin is already present in the repository or not. If the plugin
does not present in the repository, then the color is displayed as red and if same version of
plugin exists then the color is green else it is orange.

5 Click Next. Select Connector Plugins window displays.
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Import Configuration

Select Connector Plugins

Select the connector plugins for impaorting Connectors.

X

Select &l | | Deselect al

Connectcr Script

[ 7 Data Generstor

Wersioh

Ce=cription

Dependerts

Generates test data & a specified rate. This
connector does not require a data source.

‘wr Data Generator Connector

‘.5-;: Data Generator Contector

Thiz script is the same version of & script that has already been imported inta the repostory.

[

Back ”

e ] [ Cancel

6 Select the Connector plugins from the list to import.

NOTE: To view the description and dependents of a particular plugin in the above window,
select that plugin from the table. If there are any Collectors or connectors in the ESM panel
which gets affected on importing the plugin then Affected Collectors or Affected Connectors

window is displayed.

7 Click Next. Summary page with the details of the configurations and plugin selected to import

displays.
8 Click Finish.

8.7.2 Reset Layout

To reset to default settings:

1 Click View on the Menu Bar and select Reset Layout. Alternatively, click the Reset button on

the Tool Bar.

8.7.3 Undo Layout

To undo layout changes:

1 Click View on the Menu Bar and select Undo Layout. Alternatively, click the Undo Layout

button on the Tool Bar.
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8.7.4 Redo Layout

To redo layout changes:

1 Click View on the Menu Bar and select Redo Layout. Alternatively, click the Redo Layout
button on the Tool Bar.

8.8 Event Source Management Scratchpad

Scratchpad is the “Design Mode of the Health Monitor”. Through Scratchpad you can design and

configure:

¢ Collector Managers

*

Collectors
+ Event Sources

+ Connectors

+ Event Source Servers

You can right-click the Sentinel icon and add the components. For more information, see
Section 8.4.2, “Adding Components to Event Source Hierarchy,” on page 180.

NOTE: You cannot view the status of any object in the design mode as they are not connected to an

instance of a real Collector Manager.

8.9 Comparison between Sentinel 5.x and
Sentinel 6.0

The following Sentinel 5 components have been rolled up into ESM. Along with the Sentinel 5
component name, there is a hint at where to find the related functionality in ESM.

Table 8-7 Comparison Table

Components

Sentinel 5.x

Sentinel 6.0

Build / Edit Collector

Import Collector

Deploy Collector

Debug Collector

Building, Modifying or editing a
Collector was possible in Collector
Builder in 5.x

Importing a Collector is not applicable
in 5.x

Deploy Collector was possible in
Collector Builder in 5.x

A debugging interface that enabled a
user to step through the parsing logic
in a Collector. This interface was
available in Collector Builder in
Sentinel 5.x

Building, Modifying or editing a
Collector is possible in Collector
Builder in 6.0

You can import a Collector from
Sentinel Control Center in 6.0

Deploy Collector is possible in Sentinel
Control Center in 6.0

In ESM, this is now done through the
ESM panel in Sentinel Control Center.
To debug a Collector in ESM, right
click the Collector node you want to
debug and select the Debug option.
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Components

Sentinel 5.x

Sentinel 6.0

Storage location for
files for Collectors in
development

Storage location for
files for running
Collectors

Collectors Scripts

Port Configurations

Collector Health Status
View

WORKBENCH_HOME
directory

%ESEC_HOME%\wizard\Elements

on Collector Builder machine

%ESEC_HOME%\wizard\Elements

on Collector Manager machine

Collector Scripts were managed from
Collector Builder in Sentinel 5.x

The configuration of the connection to
the event source as well as the
Collector to parse the data from the
event source. Port Configurations were
managed from Collector Builder in
Sentinel 5.x

A real-time view of the status (For
example, on, off, events per second
and so on) of Port Configurations
configured across all Collector
Managers. This view was available in
the Sentinel Control Center in Sentinel
5.

The WORKBENCH_HOME directory
which was available in Sentinel 5.x and
prior versions no longer exists.

%ESEC_HOME\data\collector_worksp
ace

on Collector Builder machine

%ESEC_HOME%\data\collector_mgr.
cache\collector_instances

on Collector Manager Machine

In Sentinel Control Center, Collector
Scripts are plugins in 6.0. A Collector
Script plugin must be added to the
plugin repository before it can be
deployed as a Collector. Collector
parameters are now set when
deploying a Collector in ESM.

In ESM, this configuration is now
managed in the ESM panel in Sentinel
Control Center. The connection
mechanisms are now plugins, which
must be added to plugin repository
before being deployed as Event
Sources.

In ESM, status information is now
viewable in both graphical and tabular
format of the ESM panel in Sentinel
Control Center.

8.10 Configuring ESM for MSSP Customers

You can configure the ESM for MSSP customers either by providing the MSSP customer name
while adding the Collector or editing the properties of an existing Collector. This section provides
instructions for configuring the ESM for MSSP customers using both methods.

Configuring the MSSP Customer for an Existing Collector

Perform the following steps to configure MSSP customer for an existing Collector:

1 Right-click the desired Collector, and select Edit.

2 Select the Configure Collector tab.

3 Enter the MSSP customer name in the Name field, and click OK.
The customer name is displayed in the MSSP Customer Name field of the Configure Collector

Poperty window.
4 Click OK.
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Configuring the MSSP Customer While Configuring a Collector
Perform the following steps to configure the MSSP customer while adding a Collector:

1 In the ESM display, locate the Collector Manager to which the new Collector will be
associated.

2 Right-click the Collector Manager, and select the Add Collector menu item.
3 Follow the prompts in the Add Collector wizard and enter relevant information.

4 1In the Configure Collector window, enter the MSSP customer name in the Name field.

NOTE: By default, the Collector name is “General”. When configuring for multiple MSSP
customers, the HP Scanner ID property should be unique for each MSSP customer.

5 Click Finish.

Viewing the ESM for a Specific MSSP Customer
Perform the following steps to view the ESM for a specific MSSP customer:

1 Enter the desired MSSP customer name in the Attribute Filter > Search field.
2 Select a relevant option to view from the Limit to drop-down list.

For example, if you select “Collectors”, you can see the list of Collectors running for the
specific MSSP customer.
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Advisor Usage and Maintenance

*

Section 9.1, “Understanding Advisor,” on page 215

*

Section 9.2, “Installing Advisor,” on page 216

*

Section 9.3, “Viewing Advisor Data,” on page 217

*

Section 9.4, “Maintaining Advisor,” on page 218

9.1 Understanding Advisor

Advisor is an optional data subscription service that provides device-level correlation between real-
time events from intrusion detection and prevention systems and enterprise vulnerability scan
results. By providing normalized attack information, Advisor acts as an early warning service to
detect attacks against vulnerable systems. It also provides associated remediation information.

NOTE: You must also have the optional Advisor license in order to view the tab correctly.
Otherwise a notification displays that you are not licensed for Advisor. In addition, access to the
Adbvisor tab is controlled by the administrator on a user-by-user basis.

The Advisor data feed is updated on a regular basis as new attacks and vulnerabilities are reported. It
contains two types of data:

¢ Alert Data: Information relating to known security vulnerabilities and threats

¢ Attack Data: Normalization of intrusion detection signatures and vulnerability scanning plug-
ins

The supported systems are listed below with their associated device type (IDS for intrusion
detection system, VULN for vulnerability scanners, and FW for firewall).

Table 9-1 Supported Systems and their Associated Device Type

Supported Systems Device Type RV31 Value

Cisco Secure IDS IDS Secure

Enterasys Dragon Host Sensor  IDS Dragon

Enterasys Dragon Network IDS Dragon Network
Sensor

Intrusion.com IDS SecureNet_Provider

(SecureNet_Provider)

ISS BlackICE PC Protection IDS BlackICE

ISS RealSecure Desktop IDS RealSecure Desktop
ISS RealSecure Network IDS RealSecure

ISS RealSecure Server IDS RealSecure Server
ISS RealSecure Guard IDS RealSecure Guard
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Supported Systems Device Type RV31 Value

Sourcefire Snort/Phalanx IDS Snort

Symantec Network Security 4.0  IDS ManHunt
(ManHunt)

Symantec Intruder Alert IDS Intruder

McAfee IntruShield IDS IntruShield

eEYE Retina VULN Retina
Foundstone Foundscan VULN Foundstone

ISS Database Scanner VULN Database Scanner
ISS Internet Scanner VULN Internet Scanner
ISS System Scanner VULN System Scanner
ISS Wireless Scanner VULN Wireless Scanner
Nessus VULN Nessus

nCircle IP360 VULN nCircle IP360
Qualys QualysGuard VULN QualysGuard
Cisco 10S Firewall FW Cisco I10S

To fully enable exploit detection, the Sentinel Collectors must populate several variables correctly.
Collectors built by Novell populate these variables by default.

¢ In IDS and vulnerability collectors, the RV31 (DeviceName) variable must be set to the value
in the RV31 column above. This string is case-sensitive.

¢ In the IDS collector, the DIP (Destination or Target IP) must be populated with the IP address
of the machine that is being attacked.

¢ In the IDS collector, RT1 (DeviceAttackName) must be set to the attack name or attack code
for that IDS.

¢ In the IDS and vulnerability collectors, RV39 (MSSPCustomerName) must be populated. For a
standard corporation, the value can be anything. For a Managed Security Service Provider, the
customer name should be set for the individual customer. For either type of company, the value
in the IDS collector must exactly match the vulnerability collector.

These values are used to populate a map by the Mapping Service. This map is used to evaluate
incoming events to determine whether a vulnerability has been exploited.

Collectors provided by Novell set these variables by default.

9.2 Installing Advisor

Advisor installation is explained in detail in the Sentinel installation guide. Because of the data
volume involved, Novell strongly recommends that you use the Advisor Core Data installer to
perform the initial data load and then use the internet download to bring the database up to date. For
more information, see “Advisor Configuration” in Sentinel 6.1 Installation Guide.
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9.3 Viewing Advisor Data

Advisor data can be viewed in two ways: by right-clicking on an event with an attack signature, or
by running reports from the Advisor tab of the Sentinel Control Center.

NOTE: Until the initial data feed is completely loaded, Advisor will not be fully functional.

9.3.1 Viewing Advisor Data using Right-Click Menu Option

To View Advisor Data:

1 You can view using right-click menu options from:
+ Active Views Tab
¢ Click Active Views tab.
+ Incidents
¢ Click Incidents tab.
+ In the Events tab, the associated events display.
+ Analysis Offline Query
1. Click Analysis Tab.
2. Go to Offline Query and highlight a Query and click Browse.
3. Event grid displays in Active Browser.
+ Analysis Historical Query
¢ Click Analysis Tab > Historical Query.
¢ Event Grid displays in the Query tab and the Active Browser Tab.
2 Select and right-click an event or a set of events from the Event Grid.
3 From the right-click menu options, select Analyze > Advisor data.

4 A new window with Advisor data displays.

NOTE: The right-click function will not be fully operational until the first download of Advisor
data has been fully loaded into the database.

NOTE: You can analyze Advisor data only if the selected event are from the intrusion detection
systems (IDS's) supported by Advisor.

NOTE: Data in Advisor database must be up-to-date for accurate results.

9.3.2 Running Advisor Reports

To create an Advisor report:

1 Click the Advisor tab.

2 In the Advisor Navigator, click a report template.

Advisor Usage and Maintenance 217



3 Click Advisor > Create Report.

4 Complete the information in the template and click View Report.

9.4 Maintaining Advisor

Several maintenance tasks for Advisor that are described in the Sentinel installation guide:

+ Updating Advisor data: To be effective, the Advisor data must be updated on a regular basis as
new attacks and vulnerabilities are added to the data feed. The Advisor data feed can be
configured to run regularly scheduled updates, or it can be updated manually.

¢ Changing the password Advisor uses for automatic data updates
+ Changing the configuration for Advisor notification emails

¢ Changing the scheduled update time

9.4.1 Updating Data in Advisor Tables

The Advisor data feed is updated on a regular basis as new vulnerabilities are reported. It contains
two parts:

¢ Alert Data: Information relating to known security vulnerabilities and threats

¢ Attack Data: Normalization of intrusion detection signatures and vulnerability scanning plug-

ms

To update Advisor, new datafiles need to be downloaded from Novell’s Advisor server and loaded
into the Sentinel database on a regular basis. This update process depends on whether Advisor was
installed with the Standalone or Direct Internet Download option.

Advisor Updates with Standalone Installation

If you have selected Standalone Installation of Advisor in the Sentinel installer, follow the procedure
given below to update Advisor data manually.

NOTE: Novell recommends that you install the latest service pack for Sentinel. However, if you
still use Sentinel 6.0 SP1 or below, the manual update procedures are different. For more
information, see Chapter 9, “Advisor Usage and Maintenance,” on page 215. The instructions below
apply to Sentinel 6.0 SP2 and above.

To update Advisor feed manually:

1 Go to the following URL and provide your Novell eLogin username and password.

https://secure-www.novell.com/sentinel/advisor/advisordata (https://secure-www.novell.com/
sentinel/advisor/advisordata)

NOTE: The Novell eLogin username and password must be associated with the optional
Advisor license.

2 Download the .zip files for all data since the previous download.

3 Place the new feed data files (zip files) on your computer.
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NOTE: Do not place the zip file in the %esec_home%\data\advisordata\new directories.

4 Unzip the data feed .zip files to the location specified during install for Advisor data files.
5 Run the following command:
For Windows:

advisor.bat
For UNIX:

./advisor.sh

NOTE: advisor.sh and advisor.bat updates the database and then deletes the files.

Advisor Updates with Direct Internet Download Installation

If you select the Direct Internet Download installation of Advisor in the Sentinel installer, data
updates will take place automatically on a scheduled basis. However, to force an update, you can use
the following procedure.

To update Manual Advisor Feed - Direct Internet Download:

1 Go to the following directory:
For Windows:
$ESEC_HOME%\bin
For UNIX:
$ESEC_HOME/bin

2 Run the following command:
For Windows:
advisor.bat
For UNIX:

./advisor.sh

NOTE: advisor.sh and advisor.bat updates the database and then deletes the attack and alert
files that were unzipped into the attack and alert directories.

When you download the updates using Direct Internet Download installation of Advisor, the data
updates will take place automatically on a scheduled basis. When the Advisor process starts a . lock
file is automatically created at ESEC_HOME/map_data/advisor data. This .1ock file is
automatically deleted when the process exits. This creation of . 1ock file prevents two advisor
process running simultaneously and feeding the data into the database which may corrupt the
database.

However when the advisor process terminates improperly the . 1ock file is not deleted and exists at
ESEC_HOME/map_data/advisor_data location. You must delete . 1ock file and other feed files
existing at this location.

To delete .lock file and feed files:

1 Go to the following directory:
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For Windows:

$ESEC_HOME%\map datal\advisor data

For UNIX:

$SESEC_HOME/map data/advisor data
2 Delete the . lock file

3 Open the advisor0.0.log file and check the feed file name in which the exceptions are logged.
The following are the example of exceptions:

Tue May 20 19:00:49 GMT+05:30 2008 |INFO|Thread-
18|esecurity.ccs.comp.advisor.feed.NewFeedProcessorSAX.processData
Starting to load the feed file : C:\Program
Files\Novell\Sentinel6\data\advisor data\new\feed.129.0

or

Fri May 23 17:28:12 IST 2008|INFO|Thread-
18|esecurity.ccs.comp.advisor.feed.Advisor.load Removing the feed file /
opt/novell/sentinel6/data/advisor data/new/feed.260.0

4 Goto
For Windows:
$ESEC_HOME%\data\advisor data\new
For UNIX:
SESEC_HOME/data/advisor data/new
5 Delete the feed files (based on our example feed.129.0 and feed.260.0 files must be deleted.)

6 Restart the Advisor download by executing advisor.bat (for windows) or advisor.sh (for Unix)
file.

9.4.2 Resetting Advisor Password (Direct Download Only)

If you are running Advisor in Direct Download mode and you’ve obtained a new Advisor password
or the Advisor password you set during installation was incorrect, you must update the encrypted
Advisor eLogin password stored in Advisor’s configuration file. This procedure must also be
performed if the . keystore file is updated with a new encryption key.

NOTE: This procedure is required if you update Advisor from Sentinel 6.0 SP1 or below to Sentinel
6.0 SP2 or above because of changes in the Advisor authentication.

There is no need to update the password if you are running Advisor in a Standalone configuration. In
this mode, the password is provided manually and not stored in a file.

To reset the password for automatic Advisor downloads:
1 For UNIX, log into the machine where Advisor is installed as the Sentinel Administrator User
(esecadm by default). For Windows, login as a user with administrative rights.
2 Go to the following location:
For UNIX:
$ESEC_HOME/bin
For Windows:
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$ESEC_HOMES%\bin
3 Execute the following command:
For UNIX:
./adv_change passwd.sh <newpassword>
For Windows:
adv_change passwd.bat <newpassword>

where <newpassword> is the updated Advisor password.

9.4.3 Changing the Advisor Email Configuration

To mail Advisor notifications, you must have an SMTP Integrator configured with valid connection
information and with the property SentinelDefaultEMailServer set to “true”. For more information,
see “SMTP Integrator” documentation available on Novell website (http://www.novell.com/
documentation/sentinel61).

After the SMTP Integrator is configured, Advisor uses other settings configured during installation
to send a notification if there is an error in the data loading process. During installation, the
administrator can also determine whether Advisor sends notifications for successful Advisor
updates and what “to” and “from” addresses should be used for the messages.

These installation settings can be changed in the configuration files for Advisor.

To change your Advisor server email configuration:

1 For UNIX, log in as Sentinel Administrator User. For Windows, log in with administrative
rights.

2 Goto:
For UNIX:
SESEC_HOME/config
For Windows:
$ESEC_HOME%\config

3 Open advisor client.xml in a text editor and make changes to the necessary highlighted
areas shown belowL
<property name="advisor.mail.from">fromNAME@domain.com</property>

<property name="advisor.mailto.list">toNAME@domain.com</property>
<property name="advisor.notify.success">false</property>

NOTE: To send messages to more than one address, provide email addresses as comma
separated, without spaces.

9.4.4 Changing the Scheduled Data Update Time

When installing Advisor in Direct Download mode, the administrator can select to update Advisor
on a 6-hour or 12-hour schedule. By default, the data update times are:

+ Six Hour: 01:00, 07:00, 13:00 and 19:00
* Twelve Hour: 02:00 and 14:00
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To change the Advisor scheduled update times:
1 Login to your Advisor machine (In UNIX, log in as Sentinel Administrator User and in
Windows log in with administrative rights.).
2 To edit your data feed times:
For UNIX: Use the “crontab” command

For Windows: Use the Scheduled Tasks utility under Control Panel to edit the
Sentinel Advisor task.
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Administration

Section 10.1, “Understanding Admin Tab,” on page 223
Section 10.2, “Introduction to User Interface,” on page 224
Section 10.3, “Crystal Report Configuration,” on page 225
Section 10.4, “Servers View,” on page 227

Section 10.5, “Filters,” on page 230

Section 10.6, “Configure Menu Options,” on page 239
Section 10.7, “DAS Statistics,” on page 245

Section 10.8, “Mapping,” on page 247

Section 10.9, “Event Configuration,” on page 257

Section 10.10, “Report Data Configuration,” on page 262
Section 10.11, “User Configurations,” on page 267

10.1 Understanding Admin Tab

In Admin tab you can configure filters and reports. In User Manager you can create users and you
can assign rights to the users.

The Admin tab allows you to access:

*

*

Crystal Report Configuration (page 225): Configure connection to Crystal Reports Server
Servers View (page 227): View health of server components

Filters (page 230): Create and edit filters

DAS Statistics (page 245): View health statistics for DAS components

Color Filter Configuration (page 236): Format events based on filter criteria

Mapping (page 247): Configure mapping service

Event Configuration (page 257): Rename event fields and configure fields to be populated by
mapping service

Event Menu Configuration: Configure options for right-click event manu options
Report Data Configuration (page 262): Enable or disable aggregation service

User Configurations (page 267): Create users and roles and manage active user sessions

NOTE: You need to have appropriate permissions to access this tab. Only an Administrator has
controls to enable/disable access to the features of Admin for a user.
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Figure 10-1 Sentinel Control Center
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10.2 Introduction to User Interface

In Admin tab, you can see Server views, Filter Configuration and User Configuration in the Admin
Navigator.

You can navigate to these functions from:
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Table 10-1 Admin Tab- User Interface

¢ The Admin menu in the Menu Bar
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10.3 Crystal Report Configuration

To configure the URL for Analysis and Advisor Reports:
1 Click Admin tab.
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2 In the Admin Navigator, click Crystal Report Configuration.
For Crystal Reports Server running on Windows:

+ In the Analysis URL box, specify the URL for the Crystal Reports Server and click
Refresh.

http://<hostname or IP of web server>/
GetReports.asp?APS=<hostname>&user=Guesté&password=&tab=Analysis

NOTE: <hostname or IP of web_server> must be replaced with the IP address or
hostname of the Crystal Reports Server.

NOTE: The URL above will not work properly if the APS is set to the [P Address. It must
be the host name.

¢ In the Advisor URL box, specify the URL for the Crystal Reports Server and click
Refresh.

http://<hostname or IP of web server>/
GetReports.asp?APS=<hostname>&user=Guest&password=&tab=Advisor

NOTE: <hostname or IP_of web server> must be replaced with the IP address or
hostname of the Crystal Reports Server.

NOTE: The URL above will not work properly if the APS is set to the [P Address. It must
be the host name.

NOTE: For more information, see “Crystal Reports for Windows” in Sentinel 6.1
Installation Guide.

For Crystal Reports Server running on Linux (SUSE and Red Hat):

¢ In the Analysis URL box, specify the URL for the Crystal Reports Server and click
Refresh.

http://<hostname or IP of web server>:<web server port default 8080>/
esec-script/
GetReports.jsp?APS=<hostname>&user=Guest&password=&tab=Analysis

where

<hostname or IP of web server> must be replaced with the IP address or
hostname of the Crystal Reports Server

<APShostname> must be a hostname, not an IP address

<web server port default 8080> must be replaced with the port of the
Crystal Reports Server is listening on

¢ In the Advisor URL box, specify the URL for the Crystal Reports Server and click
Refresh.

http://<hostname or IP of web server>:<web server port default 8080>/
esec-script/
GetReports.jsp?APS=<APShostname>&user=Guesté&password=&tab=Advisor

where

<hostname or IP of web server> must be replaced with the IP address or
hostname of the Crystal Reports Server

<APShostname> must be a hostname, not an IP address
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<web server port default 8080> must be replaced with the port of the
Crystal Reports Server is listening on.

NOTE: For more information about Crystal Reports Server installation and configuration,
see “Crystal Reports for Linux” in Sentinel 6.1 Installation Guide.

M Crystal Report Configuration

Reporting Options

Analysiz URL:

Agvizor URL:
0 Refresh

(@) | e defmilt browuzer

() Use the following comreands to lsunch & broveser:
(% URLY indicates where the URL argumernt i inserted)

l Browse.., J[Test.. ]

Render reports using | HTML with frames

You can select Use default browser to use your default browser or select Use the
following commands to launch a browser to specify a command to launch a browser.
When using a browser other than the default browser, your command line must be
followed by a %URL%. For example:

C:\Program Files\Internet Explorer\IEXPLORE.EXE %URL%

3 Wait for the Refresh button to turn green and click Save. You must logout of the Sentinel

Control Center and login again.

10.4 Servers View

Through Servers View you can Start/Stop/Restart the processes that get installed on the product
installation. Server Views allows you to monitor the status of all Sentinel Server processes across
the system. The following are the Sentinel Server processes:

*

*

Collector Manager
Correlation_Engine
DAS Aggregation
DAS Binary

DAS Proxy

DAS Query

DAS RT
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+ DAS iTRAC

* Unix Communication Server

+ Windows Communication Server

NOTE: Windows Communication Server and Unix Communication Server will run for their

respective platform.

Figure 10-2 Server View window

' Server View Manager

= ProcessHealth

= (2 ct-shapp04m
Collector_tansger
@ Correlation_Engine
DAS_Aggregstion
@ DAS_Binary
@ DAS_Prosy
@ Das_query
@ Das_AT
@ Das_TRAC
@ LM Communicati...
ot Q Wincloms Cammuni
= () esecsols

Starts

oo o000 o0oo - —~

oo ocoocooooo

Auto Restarts

Start Time

45107 10:26:23 A
45107 10:26:23 A

State

Running

Running

NOT_INITIALIZED
NOT_INITIALIZED
MOT_INITIALIZED
MOT_INITIALIZED
MOT_INITIALIZED
MOT_INITIALIZED
MOT_INITIALIZED
MOT_INITIALIZED

Up T...

26:03s
26045

Wersion

6000
6000
6000
6000
5000
5000
5000
5000
5000
5000

™

Ready

:{? Refresh Q Marage Yiew - @ Switch Wiew T

+ Start, stop or restart processes: These actions can be taken on a process by right clicking on
the process entry.

NOTE: The options in the right click actions on the Windows Communication Server and
Unix Communication Server are not enabled because stopping these Communication Server

will result in losing contact with all of the processes.

The terms Starts and AutoRestarts, in the context of the Server View, are defined as follows:

¢ Starts: The number of times the process was started, for whatever reason. This includes starts
initiated by the user through the GUI or done automatically.

¢ AutoRestarts: The number of times the process was automatically restarted. Because this
only applies to purely automatic restart scenarios, it does not apply to restarts initiated by a
user. This field is helpful for determining if the process exited (For example, because of an
error) and was automatically restarted by Sentinel Watchdog.

10.4.1 Monitoring a Process

To Monitor a Process:

1 Click the Admin tab.

Click Servers View. Alternatively, in Navigator click Servers View > Servers View. You can

also click Servers View icon.

2 Expand the server view. All the processes will list as shown in the above figure.
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10.4.2 Creating a Servers View

To Create a Servers View:

1 Click the Admin tab.

Click Servers View. Alternatively, in Navigator click Servers View > Servers View. You can

also click Server View icon.

2 To create a new view, on the bottom right corner click Manage View drop down arrow. Click

Add View.
+ Specify your Option Name

¢ To arrange which fields you want to be shown, click Fields
+ To group different attributes, click GroupBy
+ To sort by different attributes, click Sort

+ To filter, click Filter

+ To change the display values of the processes shown in the servers view, click Leaf

Attribute
3 Click Save.

10.4.3 Starting, Stopping and Restarting Processes

To Start, Stop and Restart Processes:

1 Click the Admin tab.

Click Servers View. Alternatively, in Navigator click Servers View > Servers View. You can

also click Servers View icon.

2 Expand the servers view. All the processes will list as shown in the above figure.

Select a process, right-click > Actions > select a function (Start, Restart or Stop).

- @@ Das_sggregstion 4
v DAS_Binary =
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NOTE: You cannot stop the Windows Communication Server and Unix Communication Server
using this feature.

10.5 Filters

Filters allow you to process data based on specific criteria for events in real-time and for users of the
system. Filters enable you to manage data seen in the Sentinel Control Center. The Filter Engine
drives the Real Time Event windows by maintaining the data structure for each security filter. Filters
prevent users from viewing unauthorized events and drop events that users don’t want to see. Filters
are created in the Admin tab of the Sentinel Control Center.

NOTE: The following are invalid filter name characters: $ # . * & : <>,

There are three types of filters:

*

Section 10.5.1, “Public Filters,” on page 230

*

Section 10.5.2, “Private Filters,” on page 230
Section 10.5.3, “Global Filters,” on page 231
Color Filters

*

*

10.5.1 Public Filters

Public filters are system-owned. Public filters can be used as security filters or display filters.
Security filters are based on user permissions. Display filters determine which events are depicted in
the real time event tables, charts and graphs.

Figure 10-3 Filter Manager window
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10.5.2 Private Filters

Private filters are user-owned. Private filters are display filters and are shareable if you have the
View Private Filters permission.
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10.5.3 Global Filters

Global filters are classified as Public filters. Global filters are sequentially processed at the Collector
Manager for each event. Once the global filter criteria are met, the evaluation stops for that event
and the associated global filter action is taken for the event.

The order of evaluation of global filters is top to bottom, as shown in the console. They can be
enabled or disabled as required. Global Filters enable routing actions and JavaScript actions on
events. Routing actions include dropping events or routing events to database, database and GUI
(SCCQ), or only to GUI (SCC).

This section includes the following topics:

+ Create Global Filter
¢ Rearrange a Global Filter
* Delete a Global Filter

Figure 10-4 Global Filter Configuration
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Creating a Global Filter

To create a Global Filter:

1 Click the Admin tab.

2 Click Admin > Global Filter Configuration or select Global Filter Configuration in the
navigation tree.

3 In the Global Configuration window, click Add.

4 In the new blank row, click Filter Name column.

Administration 231



5 In the Filter Selection Window, highlight a relevant filter and click Select, or click Add if you
need to create a filter.

The Expression column displays the selected filter in the RuleLg language.

6 In the Active column, select the checkbox to associate the filter with options specified in the
Route and Action columns.

NOTE: If the Active checkbox is not selected, the options sepecified in the Default Route and
Default Action will be associated to the filter. If the Default Action is set to None, then no action
will be associated to the filter.

7 In the Route column, select the routing action that the global filter will have on events that pass
this global filter. If an event does not meet any of the active global filters, then the Default
Routing determines how the event is handled.

The following are the options available in the Route drop-down list:

¢ drop: Events are dropped and are not sent to Sentinel Control Center or the Sentinel
Server database.

+ database: Events are sent directly to the Sentinel Server database, bypassing the Sentinel
Control Center.

+ database and gui: Events are sent to the Sentinel Control Center and Sentinel Server
database.

+ gui only: Events are sent to the Sentinel Control Center.

8 In the Action column, select the action that needs to be performed once the filter criteria are
met.

NOTE: To create new actions for the filter, click Action Manager or select Tools > Action
Manager from the menu bar. For more information on creating actions, see “Actions’ on

page 371. You can associate single or multiple actions to a filter. By default, the Action and
Default Action are set to None. Global Filters execute only JavaScript actions. Actions that are
associated with global filters cannot be deleted from the Action Manager.
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NOTE: The Action column and the Action Manager button are available only on systems that

have Sentinel 6.1 SP1 Hotfix 2 or later installed.

9 Continue adding filters until you have completed adding all the required filters.

10 Click Save.
Rearranging Global Filters

To Rearrange Global Filters:

1 In the Global Configuration window, select a filter and click Up or Down to move it to a

different location on the list.
2 Click Save.

Deleting a Global Filter

NOTE: When deleting a Global Filter, the confirmation message will not display.

To delete a global filter:

1 In the Global Configuration window, select a filter from the list and click Delete.

2 Click Save.

10.5.4 Configuring Public and Private Filters

Configuring Public and Private filters allow you to:
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Add a Filter
Clone a Filter

Modify a Filter

View the Details of a Filter

Delete a Filter

Figure 10-5 Filter Manager window
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Adding a Filter

To add a public and private filter:

1 Click Admin > Filter Manager or select File Manager under the Filter Configuration folder in

the Navigator; click Add.

2 Select an Owner ID (public or private [user owned]).
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3 Specify a Filter Name.
4 The table editor is the default selection for editing the contents.

NOTE: Optionally, you can click Use free form editor to display a free form editor. The free
form editor allows you to create complex expressions not possible with the table editor.
However, after the expression is modified with the free form editor, the table editor cannot be
used with the expression.

5 Select the criteria for the following columns:
* Property
¢ Operator

+ Value columns

NOTE: In order to include special characters in the Value column, you should provide the
hexadecimal value (character code) of the special character. For example, if the Value is

“10.1.1.17, then you should enter \x2210.1.1.1\x22 to embed the double quote in a string
value.

The Expression string box displays the filters that you created in RuleLg language.
6 In the Match if box, click either:
+ All conditions are met (and)
¢ One or more conditions are met (or)

7 To create another filter expression, click Create a New Filter Expression (+) to add another row
to the filter expression table.
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8 To remove a filter expression, select a filter expression from the table and click Remove the
Selected Expression (-).

Click Save.

To Clone a Public and Private filter
Cloning is a convenient way to duplicate a filter to assure consistency of criteria among a group of
filters or users.

To clone a public and private filter:

1 Open the Filter Manager window.

2 Click Clone.
Provide a new filter name.
Change any the original filter’s criteria.
Click Save.

Modifying a Public and Private Filter

To modify a Public and Private filter:

1 Open the Filter Manager window.
2 Select a filter and click Details.

Change any of the criteria as desired. You will not be able to change the Owner ID and the
Filter Name.

Click Save.
Viewing the Details of a Public and Private Filter

To view a public or private filter:
1 Open the Filter Manager window.
2 Select a filter and click Details.

Deleting a Public and Private Filter

To delete a Public and Private filter:

1 Open the Filter Manager window.
2 Select a filter and click Delete.

A confirmation window displays. Click Yes in delete confirmation dialog.

10.5.5 Color Filter Configuration

The Color Filter Configuration allows you to assign background and text colors to events in the
Sentinel Control Center based on filter criteria. The background and text colors assigned to a filter
apply to all Sentinel tables, including active views, event tables associated with Incidents, offline
queries and historical event queries.
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On applying a color filter, all the event tables are updated.

Figure 10-6 Color Filter Configuration

M Color Filter Configuration

Text Color

Fitter Marne Example

PUBLIC: Real_Time

Background Color

Example

Delete

Manage Color Fitter Configurstion

The Color Filter Configuration GUI displays a listing of all the color filters that are defined in the
order in which they should be applied. If an event meets the criteria for more than one of the color
filters, the topmost color filter configuration will be applied. For example, the following filter
configurations are created and attached to color filter configuration:

¢ Color filter configuration 1: sev=2 (with background color red and text color yellow)

¢ Color filter configuration 2: sev>1 (with background color white and text color black)
Any event with severity=2 will meet the criteria for both color filters, but since the sev=2 color filter
configuration is at the top, all the events with sev=2 will be coded as per color filter configuration 1.

All the other events with sev>1 (For example, sev=3, 4, 5 and so on) will follow color filter
configuration 2.

Adding Color Filter

To add a color filter:

1 Click Color Filter Configuration in the navigation pane or click the Color Filter Configuration
button.

2 Click Add. A new Color Filter Configuration row is created as shown below.

Fitter Mare Text Colar Background Calar Example
IExa'ane |

3 Click Filter Name drop down list. The Filter Selection window displays.
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4 From the list, select a filter to which you want to apply the color filter configuration and click
Select or click Add to create a new filter. For more information on configuring filters,
seeSection 10.5.4, “Configuring Public and Private Filters,” on page 233.

N Filter Selection l_]

FUEBLIC
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PUEBLIC EventSource _SOE7... fitter( e Reservedar24 = "S0B75272-A04F-1029-86F3-0018FES..
PUEBLIC Collector_S1594524. . fitter ( & Reservedyar22 = "8159A544 -A82F 1 029-ACED-0015FE...
PUBLIC EvertSource 9201 ... fitter( e PeservedVar24 = "9201 731 A2 C1029-B4DC-0018FE. .
PUBLIC EvertSource_F2C2..

PUELIC EvertSource_EDFS..
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PUBLIC Collector _0BDDEDE. .. fitter( & PeservedVar22 = "0BDDEDE0-L561-1029-8AC8-0018FE.. | —
PUELIC Collgctor_5201 C793.. fitter( & ReservedVar22 = "9201 C793-A22 C-1029-97070018FES... | w

MManage Fiter Configuration
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5 In the Color Filter Configuration window click Text Color. The Pick a Color window displays.
Select a color from the Swatches tab. Alternatively, click HSB or RGB tab and specify the HSB
or RGB color value in the respective tab. Click OK.

<. Pick a Color

Swatches |E"R_§B|

Recerit:

Prewview

n - . Sample Text Sample Text

. . . Sample Text Sample Text

[ ok || cancel || Reset |

6 In the Color Filter Configuration window, click Background Color. The Pick a Color window
displays. Select a color from the Swatches tab. Alternatively, click HSB or RGB tab and
specify HSB or RGB color value in the respective tab. Click OK.

7 Click Save.
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NOTE: The order of the color filter configuration row in the Color Filter Configuration window
matters. In the case where more than one color filter definition applies to an event, the formatting for
the topmost color filter takes precedence.

Deleting Color Filter

To delete a color filter:

1 Click Color Filter Configuration in the navigation pane.

2 Select a Color Filter Configuration row and click Delete.
Setting Color Filter Priorities

To set priority for a color filter:
1 Click Color Filter Configuration in the navigation pane or click the Color Filter Configuration
button.
2 Select a Color Filter Configuration row.

3 Click Up or Down button to set the priority.

NOTE: The Up and Down button will be active only when there is more than one color filter
configuration row available in the Color Filter Configuration window.

10.6 Configure Menu Options

NOTE: To use this feature, you must have the user permission Event Menu Configuration.

Use the Event Menu Configuration window to create the menu items that appear on the Event menu,
which is available by right-click when an event (or set of events, if the action is written in
JavaScript) is selected in any event table (for example, an Active View window, Snapshot window,
Incidents Events window, or Offline Query window). Sentinel has the following default Event Menu
Configuration items that you can clone, activate or deactivate:
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Figure 10-7 Event Menu Configuration

N Menu Configuration ™ =1 E3
Active Menu Label Description
W@ ping Ping the Destination IP of the selected evert.
4 higlookug Perfortn an nelookup on the Source P of the selected event.
¢ tracert Perfartn & tracert from the Source [P of the selected event.
4 Whois? Perfortn an ARIN YWhois? lookup on the Source [P of the selected event.

4 | ]

~Manage Menu Configuration

Ailed | Dztailz | Clane | Delete | [z} | Lt | Browser.. |

¢ Ping: Ping the destination (or target) IP of the selected event
¢ nslookup: Perform an nslookup on the Source (or initiator) IP of the selected event

+ traceroute (tracert on Microsoft SQL 2005): Perform a traceroute from the Source (or
initiator) IP of the selected event to the Sentinel Server

¢ Whois?: Perform an ARIN Whois? lookup on the Source (or initiator) IP of the selected event

To view the configuration details for any of these options, select the item and click Details. The
following is the nslookup configuration.

Figure 10-8 Menu Item

~hlenu lterm
MName: Inslnnkup|
Descripkion: IPerfu:urm an nslookup on the Source [P of the selected event.
Ackion: IExecuie Comtnand j

Use browser u

File type I

Cammand [ URL; Inslookup

Parameters: I%SuurcelP%

In addition, new options can be customized to execute a command, open a Web browser, or execute
a JavaScript Action configured through the Action Manager.

NOTE: The Execute Command scripts, commands, or applications must be available in
$ESEC_HOME/config/exec (on UNIX) or %ESEC_HOME%\config\exec (on Windows). Symbolic
links are not supported on UNIX.

Event Menu Configuration allows you to perform the following activities:

¢ Section 10.6.1, “Adding an Option to the Event Menu,” on page 241
¢ Section 10.6.2, “Cloning an Event Menu Option,” on page 242
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¢ Section 10.6.3, “Modifying an Event Menu Option,” on page 243

¢ Section 10.6.4, “Viewing Event Menu Option Parameters,” on page 243

¢ Section 10.6.5, “Activating or Deactivating an Event Menu Option,” on page 243
¢ Section 10.6.6, “Rearranging Event Menu Options,” on page 244

¢ Section 10.6.7, “Deleting an Event Menu Option,” on page 244

¢ Section 10.6.8, “Editing Your Event Menu Browser Settings,” on page 244

10.6.1 Adding an Option to the Event Menu

Users with the appropriate permissions can add new actions to the event menu that appears when
users right-click on an event or events in any event table. There are three types of actions that can be
configured for the event menu:

+ Execute Command: Executes a script or an application, opens the output in a specified
application. This can take the value of a field or fields as input. This action can only be
executed on a single event.

¢ Launch a Web Browser: Launches a web browser with a specified URL. This can take the
value of a field or fields as input. This action can only be executed on a single event.

¢ JavaScript Actions configured through the Action Manager. JavaScript actions can be executed
on a single event or multiple events.

NOTE: Some JavaScript Action Plugins require a correlated event or incident as input. Actions
configured from these plugins will be excluded from the Event Menu Configuration list. This Action
Plugin property is defined by the developer.

To add a command to the right-click menu:

1 Click Admin tab.
2 In the Admin Navigator, click Admin > Event Menu Configuration.

3 Click Add. The Event Menu Configuration window opens.

N Event Menu Configuration E]

Marme: ping command
De=crigtion: | To execute *Fing" command

Action: 44 Execute Command -

Options

lsebrowser: ]
File typea:

Command f URL: | ping

Parameters: 1000111

[ Hew | [ odaction. | [ ok | | cancel |
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4 Enter a Name and Description.

NOTE: To place the command in a folder, provide [foldername]/[commandname] in the Name
field.

5 Select an action from the dropdown menu or click Add Action to configure a new JavaScript
action. The available settings vary based on which action is chosen:

Option Description

Use browser Displays the output of your command using the defaults configured for
the web browser, based on the file type below. This is only available
with the Execute Command Action

File Type If you selected the Action Execute Command, your Browser settings
are setup to Use Default Browser, and you selected the option Use the
following commands to launch a browser, you have the option of
setting the File Type for the output of this command (such as pdf or
.pdf). This is only available with the Execute Command Action if Use
browser is selected

Command/URL The script or URL that the browser should open or the script/
application name to invoke. This is only available with the Execute
Command and Launch Web Browser Actions

Parameters Parameters to represent information from the selected event must be
enclosed by percent signs (for example, %InitIP%). For a list of
available tags you can use when specifying parameters, click Help on
the Event Menu Configuration dialog box or see “Sentinel Event
Fields” in Sentinel 6.1 Reference Guide.

NOTE: This option is only available if your menu configuration browser settings are set to Use
Default Browser. For more information, see Section 10.6.8, “Editing Your Event Menu
Browser Settings,” on page 244.

NOTE: On Unix, the script or application for Execute Command must be located in
$ESEC_HOME/config/exec or SESEC_HOME%\config\exec.

6 Click OK. The new option is added to the list of menu items when users right-click on an event
or events.

10.6.2 Cloning an Event Menu Option

To clone an Event Menu option:

1 Open the Event Menu Configuration window.
2 Select a menu item from the table and click Clone.
3 In the Event Menu Configuration dialog box, edit:
¢ Name
¢ Description

+ Action
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*

To use a browser or not. For information, see Section 10.6.8, “Editing Your Event Menu
Browser Settings,” on page 244.

Command/URL

Parameters

*

*

*

Select an action:
+ Execute Command
+ Launch Web Browser.

¢ Any JavaScript action configured in the Action Manager

NOTE: For a list of available tags you can use when specifying parameters, click Help on the
Event Menu Configuration dialog box or see “Sentinel Event Fields” in Sentinel 6.1 Reference
Guide.

4 Click OK. The new option is added to the list of menu items in the Event Menu Configuration
window.

10.6.3 Modifying an Event Menu Option

To modify an Event Menu Configuration option:

1 Open the Event Menu Configuration window.
2 Double-click a menu option.

3 Type your desired changes and click OK.

10.6.4 Viewing Event Menu Option Parameters

To view the parameters for an Event Menu Configuration menu option:

1 Open the Event Menu Configuration window.

2 Highlight a menu item and click Details.

10.6.5 Activating or Deactivating an Event Menu Option

To activate or deactivate an Event Menu Configuration option:

1 Open the Event Menu Configuration window.

Select a menu option, right-click and select either Activate or Deactivate.

[traceroute
(Whois? il
[Lauch Esecu| Details
Clone
Delete
Up
Down

Deactivate
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10.6.6 Rearranging Event Menu Options

To move an Event menu option up or down:

1 Open the Event Menu Configuration window.

2 Select a menu option and click Up or Down.
10.6.7 Deleting an Event Menu Option

To delete a Menu Configuration option:

1 Open the Event Menu Configuration window.
2 Select a menu option and click Delete.
¢ Click Yes to delete the menu option

+ Click No to retain the menu option

10.6.8 Editing Your Event Menu Browser Settings

This option allows you to send your Event Menu output to an external browser. The external
browser can be any application. It is not restricted to Internet Browsers. By changing the file
extension you can launch whatever application is associated with that extension. For example, txt is
often associated with Notepad. You can also select to launch a specific program (for example, you
can set txt files to be opened by Wordpad or other editor).

To Edit your Menu Configuration Browser Settings:

1 Open the Event Menu Configuration window.

2 Click Browser.

() Use the folowing commands to launch a browser:
(3 URL% indicates where the URL argument is inserted)

| Brovesa. . ]l Tast... |

Default extersion | himl

[ O ] [ Carcel ] [ Help ]

You can select from the following two options:

¢ Use default browser: Uses the default browser set in that particular machine. For
example, in Windows, “Internet Explorer”.
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¢ Use the following commands to launch a browser: Allows you to specify a specific

application to launch. When using a browser other than the default browser, your
command line must be followed by a %URL%. For example:

C:\Program Files\Internet Explorer\IEXPLORE.EXE %URL%

¢ Default extension: This file extension is assumed if the File Type in a configured action

is blank.

The following is an example where the output of the Menu Option launches into Internet

Explorer.

N Event Menu Configuration @

() Use defaul beoviser

() Usa the following commanis to launch a browsar:

(HURL% incicates wihere the URL argument is inserted)
C\Program Filesiinternet Explorer UEXPLORE.EXE %URLY

| Brovess. ..

Default extension | himil

[ o ] [ Cancel ] [

3 After you set your configuration, click OK.

10.7 DAS Statistics

This feature is for internal monitoring of your system. It is not intended for the average user. DAS

Statistics monitors the following:
¢+ DAS Binary
¢+ DAS Query
¢ DAS rt

Collector Manager

*

*

Correlation _Engine
+ DAS iTRAC

Statistics are broken down as follows:

¢ Service: Name of service such as DAS Query
¢ Time: Time since the last update

¢ num: Number of requests processed for this entry

+ WaitTime: Average wait time in seconds for a request before its processing starts

+ Runtime: Average time to process a request (in seconds)
+ #wait: Average size of the wait queue

¢ #run: Average size of the run queue
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The information is divided into 3 sections:

+ Requests
+ Services
+ ThreadPools

Under Requests it keeps all the requests by channel (such as services.CorrelationService). Under
services it does the same by service. Sometimes it provides a breakdown by appending
“<category>" under the name, such as Services.CorrelationService or
Services.RemoteObjectService. EMap.getMapPK.

Under Services, all the remote method calls from user defined services (your XML services) are all
under services.RemoteObjectService. Under that it puts the name of the service (EMap) in the above
example and if asked, the name of the method (getMapPK in the above).

When a request is received by a server, such as DAS Query, a task is created and scheduled. The task
is then assigned to a thread pool for execution. There can be more than one thread pool and a thread
pool can service multiple services. For that reason, a request needs to wait for an available thread
even if the service is not heavily used. If the statistics indicate that the wait time for a request is large
and the number of requests for that service is low, check the information about the thread pools.

The numbers next to an entry are the sum for all its children. So requests 15 means that there are 15
requests for all requests method calls. Under that, requests.configurations 1 means that 1 of the 15
are to configurations, requests.esecurity.correlation.config 2 means that 2 of the 15 are to
esecurity.correlation.config and so on.

Figure 10-9 Das Statistics window

N Das Statistics M =
5min|
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ThreacPoals Def... |7 0.0035 0.095 0. .o e
ThreadPools RIE... |5 0.008 37488 oo 0.1
ThreadPoals REE... |5 0.003 37 498 0. 0.1
ThreadPools RiTi. .. |547 0.000 0015 oo 0o
ThreacPoals RETI ... 4 0.000 0.136 0. .o
ThreadPools RiTi.. 0 oo 0.0
ThreadPoals RETI .. 4 0.000 0.000 0.0 0.0
ThreadPools RiTi . |539 0.000 0.014 0o 0.0
ThreadPoals.Tim... [372 0.000 0.001 0.0 .o
ThreadPools Tim... & 0.000 0.000 0o 0.0
ThreadPoals.Tim... & 0.000 0.078 0o 0.0
ThreadPools Tim... [360 0.000 0.000 0o 0o
requests a1 0.0 0.006 0.0 0.0
requests esecuri... |7 0.044 0.095 0.0 .o
requests ewizar... 364 0.000 0.004 0o 0.0
SErvices 37 o.om 0.008 0.0 0.0
services Evertst.. (364 0.000 0.004 0o 0.0 LI

The information can be useful because it shows what is going on. The number of requests is
especially useful, you can see where they are all going or concentrated. The #waiting is useful
because it shows how busy the server is. That number should be small. If it is large, new requests
(even for simple tasks) will need to wait for potentially slow ones. This is not a good situation. The
average run time is very important because it shows which requests are actually taking all the time,
as opposed to waiting for others.
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10.8 Mapping

A map is a collection of values and keys defined in a CSV or text file. You can enrich your data by
using maps. With the help of maps you can add additional information to the incoming events from
your source device. This additional information which was not present can be used for correlation
and reporting.

You can create your custom maps in addition to the default maps available. You can use event
mapping which allows you to add additional data to an event by using data already present in the
event and by referencing and pulling data from an outside source. For more information, see
Section 10.9, “Event Configuration,” on page 257 and Section 10.9.1, “Event Mapping,” on
page 257.

NOTE: In order to do Mapping, your configuration.xml file must be pointing to a
Communication Server that has DAS Binary and DAS_Query connected to it. This will normally be
the case, by default, as long as the Communication Server and DAS processes are running.

The Mapping tab allows you to:

¢ Add new map definitions
+ Edit map definitions
¢ Delete map definitions

¢ Update map data

Mapping works together with the Referenced from Map Data Source setting for individual fields
under Section 10.9, “Event Configuration,” on page 257. You can map by using a string or number
range. The following are the default maps available:

+ Accountldentity: Contains information about identities and the accounts associated with
them. The keys are UserName, UserDomain, and CustomerName (for MSSPs). This map is
populated from information in the Account and Identity tables in the Sentinel database.

+ Asset: Contains the data from the map data source file asset.csv. The asset.csv is
automatically generated from asset data from Sentinel Database when an asset Collector is run.
This file could be populated manually instead, if desired. The keys are PhysicalAssetName and
CustomerName (for MSSPs).

+ AssetToRegulation: Contains the data from the map data source file
AssetToRegulation.csv. This file must be populated manually.

¢ CustomerHierarchy: Generally used for Managed Security Service Providers (MSSPs), this
can be used to organize customers into a four-level hierarchy Contains data from the
customerhierachy.csv. This file must be populated manually. The key is CustomerName.

¢ IpToCountry: Contains the data from the map data source file IpToCountry.csv. This file
must be populated manually.

+ IsExploitWatchlist: Contains the data from the map data source file
exploitDetection.csv (vulnerabilities and threats). The exploitDetection.csv file is
automatically generated from Advisor and Vulnerability data from Sentinel Database when
either an Advisor feed is completed or a vulnerability Collector is run. The keys are IP,
AttackName, DeviceName, and CustomerName (for MSSPs).
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To view maps in the GUI:

1 Navigate to Admin tab and select Map Data Configuration from the Navigation pane or click
Map Data Configuration button.

a

N Map Data Configuration =10 =
I:}ﬁdd Folder: [Hms Zlfh_f List maps in sub-folders Manape Folders

of Asset

o pToCourtry

o AszetToRegulation
o Tacoomonmyr

& IsExplodiiatchist

s Customer Hierarchy

| Resdy |2 metresh Refreshed A1 76508 103233 PM

The main Mapping GUI displays a listing of all of the maps that have been defined for the system.

NOTE: Default Sentinel maps cannot be edited or deleted.

10.8.1 Adding Map Definitions

To add a map definition:
1 Navigate to Admin tab and select Map Data Configuration from the navigation pane or click
Map Data Configuration button.
2 Click Add.
3 Ifyou are creating a new map folder, click New Dir. Specify a folder name.

4 Ensure that the folder you want to provide your map definition into is selected. (that is, the
folder indicates that it is open).

5 Specify your Map Name.
6 Click Next.

NOTE: The Map Type field box is disabled.

7 Select either Local File or Remote File.

+ Local File: Allows you to browse for your file on your local file system (on the machine
where Sentinel Control Center was launched from).

+ Remote File: Allows you to select from existing map source data files on the server
where DAS is running. Remote file points to $ESEC_HOME$\data\map data (Windows)
or SESEC_HOME/data/map data (UNIX)
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N New Map Definition

~Source Data File:

File Mame: |Remnte Filesfattack coy

" Local File i Remote File

|--I]ata Preview {The first 500 rows are shown):
|

' L L T
[|FealSecure Deskiop, bind-fdmax-dos, 101425 ;i
[|FealSecure,apache-tomeatfle-contents, 101426
||RealSecure Guard isa-nethios-bypass-policy, 101427
[|FealSecure wordpress-blogheader-sgl-injection 1 01428
|5 ecureMet_Provider HTTP Client [14allcgi] Probe -MG,101324
[|FealSecure Deskiop,csm-server-bo, 101429
[|BlackICE mirc-dde-gain-privileges, 101431 e
|IBlackiCE, sugar-sales-moduledefaultiile-file-include, 101430 o

>|

!<| |

= Back [ et = | Cancel |

Select your map definition file. Click Next.

NOTE: Only the first 500 rows of the map appear in the interface.

8 In the New Map Definition window, set the following:

¢ Delimiter: (pipe, comma, semicolon and so on) of data in rows of the map data source
file

¢ Start at row: The number of rows to skip from the top of the map data source file.
¢ Column names
¢ Column types: The currently supported column types are:

+ String: A string is a group of characters used as a single object by a computer. A
string might consist of a single letter, word or number. The word FINANCE or IP
Address 192.168.2.40 might be a string. A string can also consist of a combination of
words, spaces, and numbers. The street address of 1313 LION DOG TOWER could
be a string.

¢ Number Range: A number range (NumberRange) is a range of numbers. For
example, 10 to 200 are represented as 10-200. To use the range map functionality, a
map definition must have exactly one key column and the key column must be of
type NumberRange. If there are any other key columns, or the key column is of a
different type, the mapping service will not consider the map a range map.

+ Active columns: When a column is marked as active, the data in the column will be
distributed to processes using maps. All key columns must be active. Only active columns
(but not key columns) can be selected as the Map Column under the Event Configuration
tab.

+ Key columns: A key is a unique identifier for the row of data in the map data. If more
than one column is selected as a key, the overall key of the map will include all of the
columns selected as keys.
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¢ Column filtering: A row can be explicitly included or excluded based on matching
criteria for a particular column. This can be used to exclude rows from the map source
data that are not needed or will interfere with your mapping.

As you configure each setting and filter, the data table will automatically update to allow you to
preview your data and ensure your data is being parsed as expected.

N New Map Definition
rColumn Definition: -
| - Delimiters:

" PFipe

" Semicolon

f"Other:I_
: Stanatruwl 03:

| The first 500 rows are shown

| Calurnn 1 I Calurmn 2 | Calumh 3 |
IMarne: D= Mfr Marne fr Mttack Marne Attack D 3
Type: String =trirg =tring
Key: r r 3
Active: I v v
Riowy O RealSecure Desktop orade-dhmssystem-bo 01001
Rowy 1 RealZecure Guatd openssl-asn] -parzer-dosi 01003
Ry 2 ElackICE erak-icevwarp-file-deles. 101002 :J
Column Filtering I
= Back | Finish | Cancel |

9 After you finish configuring all parameters and filters for the definition, click Finish.

10 If you selected Local File in step 7 above, you will be prompted to upload your file to the
Remote Files virtual folder located: % ESEC_HOME%\data\map_data. Specify a file name and
click OK.

10.8.2 Adding a Number Range Map Definition

To use the range map functionality, a map definition must have exactly one key column and the key
column must be of type NumberRange. If there are any other key columns, or the key column is of a
different type, the mapping service will not consider the map a range map.

To create a range map, select a single column to be the key of the map and select NumberRange as
the type of the column. The format of the data in a column of type NumberRange must be “m-n”,
where m is the minimum number in the range and n is the maximum number in the range (that is,
10-200). The maximum number in the range is not included in the range (that is, [m,n)). This means
a range of 10-200 will only key off numbers equal to 10 to 199. An example set of data is with the
first column as the key:
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1-2,AA
2-4,2A
4-12,BB

10-20, BB
30-31,BB

100-200,AA
110-120,CC

Figure 10-10 Number Range Map Definition

~The First 500 rows are shown
I Calumn 1 I Column 2

Marme: F.ange alue

Tvpe: umberfange String

Key: ¥ [

Active: = =

Fow 0 1-4 ¥

Fow 1 #-20 BB

Fow 2 30-31 BB

Fow 3 100-110 A,

Fow 4 110-120 CC

Faow 5 120-200 ety

The example table gets transformed to:
Figure 10-11 Table Transformation

FROM TO:
1-2, a8 1-4, 28
2-4, a8 4-20, BE
4-1Z, BE 30-31,EBE
10-Z0,EBE 100-110, A
30-31,BE 110-1Z0, cc
100-200, Ad 120-200, Ad
110-120, cc

An example event configuration on the above map might look like:

Figure 10-12 Event Configuration

SAREBCK
HIPAA
GLEA
FISMA

(Customeriarsz
(Customerards
(CustomeriYard4
(Customerards
(Cuskomeryar3t
(Customerard’?

-Data Source

™ External

' Referenced From Map

Map Mame: IJ‘ Maps/RangeMap

IMap Columnn; I\.-'alue Vl

Kew Configuration:

=

‘ Map Key Field |

Event Tag

Customeryard?

Where CustomerVar97 is expected to contain a numeric value (or is of a type that can be converted
to a numeric value, such as an IP or Date).
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When performing lookups into the example range map, the value in CustomerVar97 will take the
range map and search for the range that the value belongs in (if any). Some examples and their
results are:

CustomerVar97 = 1; CustomerVar89 will be set to AA
CustomerVar97 = 4; CustomerVar89 will be set to BB
CustomerVar97 = 300; CustomerVar89 will not be set

Internally, Sentinel converts IP addresses and dates to an integer for tags of the type IPv4 and Date.
IPv4 tags are:

¢ TargetIP (dip)

¢ InitIP (sip)
Date tags are:

¢ CustomerVarll to CustomerVar20 (cv11 to cv20)
¢ DateTime (dt)

¢ ReservedVarll to ReservedVar20 (rv11 to rv20)
¢ DeviceEventTime

¢ SentinelProcessTime

¢ BeginTime

¢ EndTime

For more information on meta-tags, see “Sentinel Event Fields” in Sentinel 6.1 Reference Guide.

For example, for the table below, column 1 is numerical range equivalent to an IP range of 10.0.0.0
to 10.0.2.255.

167772160-167772415,ARAA
167772416-167772671,BBB
167772672-167772927,CCC

Using the same setup as the previous example, if:

¢ The Event Tag is set to TargetIP and key column set to column 1 (range)

¢ Map Column to column 2 (value). The output values for CustomerVar89.
Figure 10-13 Number Range Map Definition

| ~The First 500 rows are shown—

252 Sentinel 6.1 User Guide

I Column 1 Colurn 2
Marme; ange alue
Tvpe: umberFange Gkring
key: i r
Aickive: I~ I~
Row 0 167772160-167772415 AAL
Fow 1 167772416-167772671 EEE
Row 2 16777267 2- 167772927 CCC
al el




Figure 10-14 Event Configuration

(Cuskomeri'ars?
(Custormeri'arss i~ External

Data Source

Cuskarner'arss

SAREOK

i+ Referenced From Map

HIFAL Map Name: IJ‘ Maps)e-Se-urity fqwerky _V_I
GLE
FISMA Map Column: ivalue vi

I‘S\Illgzg)ul\:tw Kew Conficur ation:

DIPCountry Map Key Field Event Tag I.
(Custarmeryard? DestinationlP !

If an event contains a target [P of 10.0.1.14 (equivalent to numerical value of 167772430), the
output for column CustomerVar89 within the event will be BBB.

Sentinel supports the following number ranges:

+ Range from negative number to negative number (for example, “-234—34")
+ Range from negative number to positive number (for example, “-234-34”)
+ Range from positive number to positive number (for example, “234-236")

+ Single number range (negative) (for example, “-234”). In this case, the min and the max will
both be -234.

+ Single number range (positive) (for example, “234”). In this case, the min and the max will
both be 234.

¢ Range from negative number to max number (for example, “-234-"). In this case, the min will
be -234 and the max will be (263 - 1).

¢ Range from positive number to max number (for example, “234-"). In this case, the min will be
234 and the max will be (2763 - 1).

NOTE: In all cases, the min must be less than or equal to the max (for example, “-234- -235” is
NOT valid).

10.8.3 Editing Map Definitions

To edit a map definition:
1 Navigate to Admin tab and select Map Data Configuration from the navigation pane or click
Map Data Configuration button.
2 Expand the folder of interest.
3 Highlight a map definition and click Edit.

NOTE: The editing function is disabled for map definitions that are under the UNMANAGED
ITEMS folder.
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M Edit Map Definition Ed

- Column Definition:

rDelimitere: -
" Pipe

 Semicalon

Start at o I ng:

- The first 500 rows are shown

| Column 1 I Column 2 | Column 3

Marme: Device SttackSignature MormalizedAttacdd ﬂ
Type: =tring String Mumber -
ey = W |

Acthve: o = ¥

Fowe 0 RealZecure Desktop ozilla-netscape-nonas..[101000

Rowy * RealSecure Desktop cracle-dbmssystem-ho 01001 =
L S w e LFI

Colurmn Filtering |

Ok | Cance |
The edit function allows you to:
+ set your delimiters + activate or deactivate a column
+ set which row to start your map + set your column keys
* rename your columns + column filter

4 After making your changes, Click OK.

10.8.4 Deleting Map Definitions

To delete a map definition:
1 Navigate to Admin tab and select Map Data Configuration from the navigation pane or click
Map Data Configuration button.
2 Expand the folder of interest.
3 Highlight the map definition to be deleted.
4 Click Delete.

NOTE: Default Sentinel maps cannot be edited or deleted.
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10.8.5 Updating Map Data

Updating allows you to replace the map source data file of a map on the server running DAS with
another file. Your new map source data file must have the same delimiter, number of columns, and
overall structure as the existing map data source file in order for the map to function properly after
the update. The new map source data file should only differ from the existing file by the values that
appear in the columns. If the new map source data file has a different structure than the existing file,
use the “Edit” feature to update the map definition.

Map updates can be performed on demand from the Sentinel Control Center. To set up an automated
process to update map data, it is possible to run an equivalent process from the command line using
map_ updater.sh or map_updater.bat.

There are two map locations; the location referenced by the Event Map Configuration (which is a
user-defined location) and the location where Sentinel stores its internal representation of the map
($ESEC_HOME/data/map_data). The internal representation of the map should never be manually
updated.

To update map data from the Sentinel Control Center:

1 If you haven’t already, create a file containing the new map source data. This file can be
generated (for example, from a data dump script), created manually from scratch, or be an
edited version of the existing map data source file. If needed, you can obtain the existing map
data source file from the location:

For Windows:
$ESEC_HOME%\data\map data
For UNIX:
$SESEC_HOME/data/map data

2 Navigate to Admin tab and select Map Data Configuration from the navigation pane or click
Map Data Configuration button.

3 Expand the folder of interest. Highlight the mapping to be updated. Click Update.

i@ Map Data Update: Maps,/New Folder/wuln_attack 5[

-Source Daka File:

Flig Narme: | Browse |

- Data Praview:

Mew I Current |

I Column 1 I Column 2
Mame: Column 1 Column 2
Tvpe: String String
Ky = =
Active: v [+
Kl | ]
|+ Backup Existing Data On Server Ok Cancel |
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4 Sclect the new map data source file by clicking Browse and selecting the file with the new map
data. After selecting the file, the data from the new map data source file displays under the New
tab. The map data you are replacing will be under the Current tab.

5 Uncheck or leave the default setting for Backup Existing Data On Server. Enabling this option
results in a backup of the existing map data source file being put in the
%ESEC_HOME%\bin\map data (Windows) or SESEC_HOME/data/map _data (UNIX) folder.
The prefix of the name of the backup map data source file will be the name of the existing map
data source file. The end of the filename will contain a set of random numbers followed by the
.bak suffix. For example: vuln_attacks10197.bak.

6 Click OK.

7 The data from the new map data source file will be uploaded to the server, replacing the
contents of the existing map data source file. After the source data is completely uploaded, the
map data will be regenerated and distributed to map clients (For example, Collector Manager).

To update map data using the command line:

1 If you haven’t already, create a file containing the new map source data. This file can be
generated (for example, from a data dump script), created manually from scratch, or be an
edited version of the existing map data source file. If needed, you can obtain the existing map
data source file from the location:

For Windows:

$ESEC_HOME%\data\map data

For UNIX:

$SESEC HOME/data/map data
2 Log into the Sentinel database.

3 Find UUID for the map in the MD_CONFIG table (refer to the CONFIG_ID column for the
appropriate map listed in the VALUE column).

4 On the Sentinel Server machine, log in as esecadm.

5 Run the following command:
On Windows:
map updater.bat <uuid> <source path> [nobackup]
On UNIX:

map updater.sh <uuid> <source path> [nobackup]

NOTE: On Windows, if the map data is in a directory including a space (For example,
Program Files), it might be necessary to place double quotes around the new data file path.

6 The data from the new map data source file will be uploaded to the server, replacing the
contents of the existing map data source file. After the source data is completely uploaded, the
map data will be regenerated and distributed to map clients (for example, Collector Manager).

Unless the optional -nobackup argument is added, the previous map data will be saved in a backup
file on the server. Enabling this option results in a backup of the existing map data source file being
put in the %ESEC_HOME%\bin\map data (Windows) or SESEC_HOME/data/map_data (UNIX)
folder. The prefix of the name of the backup map data source file will be the name of the existing
map data source file. The end of the filename will contain a set of random numbers followed by the
.bak suffix. For example: vuln_attacks10197.bak.
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10.9 Event Configuration

NOTE: In order to use the Event Configuration, your configuration.xml file must be pointing to
a Communication Server that also has DAS_Binary and DAS_Query connected to it. This will
normally be the case, by default, as long as your Communication Server and DAS processes are
running.

10.9.1 Event Mapping

Event Mapping is a mechanism that allows you to add data to an event by using data already in the
event to reference and pull in data from an outside source. The outside data source is a map, which is
defined usingMap Data Configuration. The data already in the event that should be used as the
reference into the map and the data to be pulled from the map into the event are specified using the
Events tab.

Because virtually any data set can be made into a map, Event Mapping is useful for incorporating
into the event stream data from elsewhere in your organization. Some opportunities Event Mapping
provides are:

¢ Regulatory Compliance monitoring

¢ Policy compliance

+ Response prioritization

+ Enable security data to be analyzed related to business operations

¢ Enhance accountability
When an Event Mapping is defined, it is applied system-wide to all events from all Collectors.
Additionally, Sentinel will automatically distribute map data to all processes that perform event

mappings as well as keep the map data in these processes up-to-date. For these reasons, Event
Mapping provides significant capabilities to support enterprise deployments.

Event Mapping comprises of four main parts:

¢ Controller: Stores all map information

¢ Distributor: Automatically redistributes modified maps to those processes that registered for
the map

+ Monitor: A monitor to detect changes in map source data

¢ Generator: Generates maps from source data

One application of Event Mapping is Sentinel's Asset Data functionality. For example, asset
information is collected and stored in the Sentinel Database asset schema and is represented by a
Physical Asset Entry. Soft assets, such as services and applications, are represented by an entry that
is linked to a Physical Asset. The primary automated update mechanism for asset data is through an
asset Collector reading data from a scanner such as Nmap. The asset Collector automates the
retrieval of asset information by reading asset data from the scanner and populating the asset schema
tables with this data. For Event Mapping, asset information is mapped from the destination IP and
source IP.

There are two types of data sources:

¢ External: A Collector populates that value in the event tag.
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¢ Referenced from Map: Data is retrieved from a map to populate the tag.
Figure 10-15 Data Sources

Data Source -

eSecTaxonomyleveld

ReservediarSd _J " External

ReservedVarSs

s {* Referenced fron Map

SourceMacAddress Map Mame: |.ﬁ.sset _YJ

Sourcelobworl ddentity

SourcefssebCatagory Map Column: W

SourceEnvironmentIdentity : X

Sourcedssetyalue G e G |
SourceCriticality Map Key Field | Event Tag |
SoUrceSensitivicy PhysicalassetMame |SourceIP |

In the above illustration, the SourceAssetName tag is populated from the map called Asset (which
has asset.csv as its map data source file). The specific value for SourceAssetName is taken from
the AssetName column from the Asset map. The PhysicalAsssetName column is set as the key.
When the InitIP tag of the event matches one of the source IP values in the PhysicalAsssetName
column of the map, the row with the matching key is used to intersect the AssetName Column. For
instance, in the below example the IP corresponds to AssetName Finance35.

NOTE: When a column is set as a key, it will not appear in the Column drop down field.

Figure 10-16 Physical Assent Name corresponds to Asset Name

PhysicalAssetName CustomerlD MacAddress AssetName

198.168.1.91 Marketing01
198.168.1.95 Marketingd2
198.168.1.96 Frogramgrmtd3
193.1658.1.93 Financedd
193.168.1.100 Finance3s

You can have more than one column set as a key as you do not want the map to be a Range Map
(Range Maps can only have one key column, with that column type set to NumberRange). For
instance (with column type set to String) the Attackld tag has the DeviceName (name of the security
device) and DeviceAttackName columns set as keys and uses the NormalizedAttackID column in
the AttackNormalization map for its value. In a row where the DeviceName event tag matches the
data in Device map column and the DeviceAttackName matches the data in the AttackSignature
map column, the value for Attackld is the value in the NormalizedAttackID column. The
configuration for Event Mapping just described is:

Figure 10-17 Event Mapping Configuration

-
Reservedyat26 -Draka Source

Reservedvar2? ~ Extsrral

Reservedyar2l

ecarvediarzo (% Referenced from Map

Attack
Map Mare: |.¢\ttack5ignatureNormaIization_:!

Devicelame

DeviceCategary IMap Column: |N0rma|izedAttackId vI

EventContaxt ) :

SourceThreatLevel Key Configuration: |
SourcellserContext Map Key Field Event Tag | |
DataContext Device Devicelame |
SourceFunction AttackSignature DeviceAttackMarne |
S e amimer skinm sl T Amkak
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Figure 10-18 Device and Attack Signature corresponds to Asset Name

Device AttackSignature NormalizedAttackld

Secure BazkDoorProbe (TCP 1234) 3 Trojan: Backdoor. SubSeven

Secure bBazkDoorHrobe {1 CH 14494 3| lrojan: Backdoor. Subzeven

Dragon RWALLD:SYLOG-FORMAT 4 Sun Microsystemns Solsris rwall Elevated F
Snort RPC TCP rwalld request 4 Sun Microsystemns Solsris rwall Elevated F
Snort RPC UDP rwalld request 4 Sun Microsystemns Solsris rwall Elevated F
Snort YWEB-IIS foxweb. dll access 12 Microsoft Exchange Server Arbitrary Code
RealSecure | SMTP_Exchange_“erb_Do3 12 Microsoft Exchange Server Arbitrary Code

To Configure Event tags (columns) to use Mapping:

1 Navigate to Admin tab and click Event Configuration in the navigation pane or click Event
Configuration button.

2 Highlight an event tag entry from the Event Columns list.

NOTE: The original Event Tag name displays above the Label field. In addition, the
description of the event column is provided.

Ewent Columns:
SertinelProcess Time A
Santinel ServicelD

SubRezource
TargetdssetClass
TargetAzset Criicalty

3 Click Referenced from Map to configure the event tag to be populated with data from a map.
Click External to keep whatever value the Collector put in the event tag (if any).

4 Click the Map Name field down arrow.
Daka Source

" External

¥ Referenced From Map

Map hlame: | Asset LI
o Asset

o AssetToRegulation

Key Configursti o arrarksignatrebnemaliz Abinn
M3F IpToCaountry E
Phisicalsseti i ST R

rap Column:

Select one of the available default maps or a map you have created.

5 Click the Map Column field down arrow and select a Map Column name. Depending on your
Map Name choice in the previous step, these values will vary.
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Map Marne;:

Assel

=

Map Calurrmn:

Assethlame

E2

| Kew Configurati

Customerld

Pheysicalfssetly

Mo Uress

Assetyalus
Criticality

hetwiorkIdentity
AssebCategory
ErvvironmentIdentity

e

=—hourcelP

IIsEproitWatchIist ;I

Map Marne:

Map Colurmn: I_EXIST_ vl
EKE'}.-' CDnFiguratim

| Marm Ko l:ia.lrr\‘\-" I

Map Marne: l.ﬁ.ttackSignatureNu:urrraIizatiu:unLI

Map Colurrn: INurmalized.ﬁ.ttackIdj

ettt e MormalizedAttackld K
MaAERIST_ i

¢+ EXIST : This is a special Map Column that exists in every map. If this Map Column is
selected, a “1” will be put in the event tag if the key is in the map data. If the key is not in

the map data, a “0” will be put in the event tag.

+ All other choices: Names of active columns within the map definition that are not set as

a key (for example, Customerld column in Asset or NormalizedAttackld column in
AttackNormalization)

6 In the Key Configuration, for each row in the table select the event tag in the Event Tag column
that will be matched against the map key column specified in the corresponding Map Key Field
column. The rows in the Key Configuration table will depend on the Map Name selected.

NOTE: A key is a unique identifier for the row of data in the map data.

Key Configsration
Map Ky Field

Aysthior ity
Customer Mame

Ewert Tag
— Select a Tay —

— Select a Tag —
Begin Tirmes

7 Click Apply.

Collector

Collector Manager id
Collector Scrigh
Connectorkd
Controdhonitor

NOTE: Clicking Apply saves the changes you made for the currently selected event column in
a temporary buffer. If you don't click Apply, when you select a different event column the
changes you made to the previously selected event column are lost. Changes won’t be saved to

the server until you click Save.

8 Ifyou want to edit the Event Mapping of another Event column, repeat the steps above.
Remember to click Apply after editing the Event Mapping of each Event column.

9 Click Save.

NOTE: Clicking Save will save your changes to the server. The save function saves all
changes stored in the temporary buffer (when you clicked Apply).
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10.9.2 Renaming Tags

The Event Configuration window also allows you to assign names to existing event tag labels. For
example, you can rename the label for event tag Ct2 to City. Doing this will result in the event tag
that formally appeared in Sentinel Control Center as “Ct2” to now appear as “City”. Some places

where event tags appear in Sentinel Control Center are filters, correlation rules, and Active Views.

Renaming tags does not change the name of the variable in Collector scripts or in internal Sentinel
representations of the tag, however. For example, even if the event tag labeled Ct2 is renamed to
City, the variable that must be used in a Collector script to reference this meta-tag will still be
s_CT2. Any references to this variable in correlation or filters will still work, even if they were
originally written using Ct2.

Below is a before and after illustration of this feature in an Active View.

Figure 10-19 Active View window-Before illustration

PUBLIC:High_Severity @ 6/21J06 10:26:56 AM Snapshot

I‘ urcelP DestinationlP EventMame Ct2 “ulherahility .J' Criticalit
190168.12.21 Failed_login-administratar Shuri a -_l
2 190165.12.24 apache-chunked-encoding-bao |Shuri 1 —
- 1901658.12 24 xlight-pass-bo Shuri o
L 19016581224 Reject Shuri o

Figure 10-20 Active View window-After illustration

PUBLIC:High_Severity & 6/21 /06 10:30:43 AM Snapshot

I: urcel? DestinationlP Eventhlarme City “ulnerability .4" Criticalit
190.166.12.21 Failed_login-administrator Shiri ] AI
190.168.12.24 apache-chunked-encoding-bo | Shuri 1 —
190.166.12.24 xlight-pass-ho Shuri ]

19016512 24 Reject Shuti o

To rename an event column:

1 Click Event Configuration in the navigation pane or click the Event Configuration button.

NOTE: The original Event Column name displays above the Label field. In addition, the
description of the event column is provided.

2 Highlight an event column entry.

3 Specify a new value for your Event Column in the Label field.

& Sentinel Database Manager [_ (O] x|
File “iew Database
.l\.boutl Parfrtionsl Tablespacesl Mapping Events | Reporting Da’[al
Ewvent Calumns: ~Tag
F

Mes.sage _I log ot
DevicesttackMane
Rtz I Label fcity
Ct

Description:
o fsting) =
[ o] ~Mata Srnrre -

4 Click Apply.
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NOTE: Clicking on Apply saves the changes you made for the currently selected event tag in a
temporary buffer. If you don't click Apply, when you select a different event tag, the changes
you made to the previously selected event tag are lost. Changes won’t be saved to the server
until you click Save.

5 Click Save.

NOTE: Clicking Save will save your changes to the server. The save function saves all
changes stored in the temporary buffer (when you clicked Apply).

6 In order for changes to be visible in Sentinel Control Center, running Sentinel Control Centers
must be closed and reopened.

10.10 Report Data Configuration

NOTE: In order to use Report Data Configuration, your configuration.xml file must be
pointing to a Communication Server that has DAS Binary and DAS_Query connected to it. This
will normally be the case, by default, as long as the Communication Server and DAS processes are
running.

The Report Data Configuration option allows you to enable and disable summaries, or aggregate
tables in the Sentinel database. Enabling a summary allows aggregation to start computing the
counts for that particular summary and will shorten the execution time for any report that uses the
summary table. Sentinel Top 10 reports use summary tables.

A summary is a defined set of attributes that make up the key for which to compute the number of
unique occurrences (event count) by each hour time period (event time). In the case of the
EventSevDestPortSummary, when active, it saves the count of events for each unique combination
of destination port and severity for an hour time frame. These saved computations of the event data
allow for quicker summary reporting and querying. These reports are used by Crystal Reports
Server. For more information, see “Crystal Reports for Windows” and “Crystal Reports for Linux”
in the Sentinel 6.1 Installation Guide. Certain summaries will need to be active in order for the
summary reports to be accurate.

Aggregation is the process of calculating the running count for all active summaries as events flow
through the system. These running counts are saved to the database in the respective summary
tables.

Summaries Benefits:

+ Greatly reduced event data set

¢ Conformed dimensions that allow the ability to drill-down, roll-up and drill-across on event
data

¢ Summary reports run much faster with pre-computed summaries
Aggregation Benefits:

¢ Only processes active summaries

+ Does not affect event insertion into the real time database.
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Report Data Configuration tab allows you to:

+ ecnable/disable any predefined summaries

¢ view attributes of each summary

+ see the validity of a summary for a timeframe

¢ query which eventfiles need to be run so that the summary is complete

The following are all summaries already defined in the system. It lists the summary name, database
table name and it’s attributes in a brief description about the summary.

Table 10-2 Summary Name description

Summary Name

Table/Description

EventSrcSummary

EventDestSummary

EventSevDestTxnmySummary

EventSevDestEvtSummary

EventSevDestPortSummary

EventSevSummary

EVT_SRC_SMRY_1

This summary sums the event count by source ip, source asset
information, source port, source user, taxonomy, event_name,
resource, Collector, protocol, severity and event time by hour

EVT_DEST_SMRY_1

This summary sums the event count by destination ip, destination
asset information, destination port, destination user, taxonomy,
event_name, resource, Collector, protocol, severity and event time
by hour.

EVT_DEST_TXNMY_SMRY_1

This summary sums the event count by destination ip, destination
asset information, taxonomy, severity and event time by hour.

EVT_DEST_EVT NAME_SMRY_1

This summary sums the event count by destination ip, destination
event asset, taxonomy, event name, severity and event time by
hour.

EVT_PORT_SMRY_1

This summary sums the event count by destination port, severity
and event time by hour.

EVT_SEV_SMRY_1

This summary sums the event count by severity and event time by
hour.

To disable/enable Summary:

1 Click Report Data Configuration in the navigation pane or click Report Data Configuration

button.

2 To disable a summary, click Active in the Status column until it changes to say InActive.

3 To enable a summary, click InActive in the Status column until it changes to say Active.
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Source Skatus

formedEvent Infct
formedEvent In.ﬂ.cti}%

formedEwvent Infctive
formedEvent Infctive
formedEvent Infctive
formedEvent Infctive

To enable Aggregation for Top 10 reports for Crystal Reports Server:
Enable the following three summaries:
¢ EventDestSummary
¢ EventSevSummary
+ EventSrcSummary
Enable EventFileRedirectService in the das_binary.xml located:
For UNIX:
$SESEC_HOME/config/das binary.xml
For Windows:
$ESEC_HOMES$\config\das binary.xml

NOTE: To enable the summary you must set the property “Status” to ON for
EventFileRedirect in das binary.xml

To view information for a Summary:

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.

2 Click the ... button in the Attributes column to see the attributes that makes up a summary.

— M Summary Attributes
[CIET 10.0es el
[CUST 10,065 L Summaty NEMEW
FEv.DEST POl Lo
| ISR | Attribute | Attribute Type |
1 CLUST_ID attribte -
2 RSRC_ID attribute
3 DEST_EWT_ASSET_ID attribte
4 DEST_IP attribute
B DEST_PORT attribte
[&3 DEST_USR_ID attribute
7 TH MY _ID attribte
I3 SEY attribte
El AGENT_ID attribte
10 EVT_MAME_ID attribte
11 PRTCL_ID attribute e
12 E%'T_TIME attribte - I
o |
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To check the Validity of a summary:

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.

2 Select Status.

3 Select the summary or summaries you want to query.

N Summary Status

BEEET
v |
[
r
r
r

EvertDestSummary
EvertSevDestTxnry Summary
EvertSevDestEvtSummary
EvertSevDestPortZummary
EvertSevSummary

A

EvertSroeSummary

i Time Interval
Betwesn [i2008 o] Jermizoos

Showy Everit | Showy Graph | Cancel |

4 Select a time interval.
5 Click Show Graph.

6 The green bars signify that the summary is complete for that time frame. The red sections
signify that the summary is missing data during that time period.

N summary Graph
[
e
=
= EwventDestSummary. {2 e
=
=
[ix)

i W wh i wh wh
POLAP o @' aef el
LR 5P \ p% ek
B N R }-.mdb @ P
Time

NOTE: To complete summaries, see “To run Eventfiles for a summary:” on page 266.

To query the Eventfiles for a summary:

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.

2 Select Status.
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3 Select the summary or summaries you want to query.

M Summary Status

Summary Mare

EvertSevDest Txnmmy Summary
EvertSevDestEvtSummary
EvertSevDestPortSurmmary
EvertSevSummary
EvertSroeSummary

B
mE E
=
-

-
-
-

;- Time Interval

_| fareiz008

Showy Event | Shaove Graph | Cancel |

Between |1i4:2005

4 Select a time interval.
5 Click Show Event.

6 The Eventfiles needed to complete the summary displays in a list format.

NOTE: To complete summaries, see “To run Eventfiles for a summary:” on page 266.

M Processed Summary Status E

Suitnary

File Marme

Wiy Everit Tirme

Max Everit Time

Process

EvertDestSummary

events_200609035...

QS0E 50221 AM

QD06 9:08:31 Al

EvertDestSumimary

events_ 20060905

ASI06 9:22:46 AM

Q506 9:52:47 A

EventDestSummary

events_20060305. ..

Q06 95246 Al

QEI06E 95327 A

|
d

EvertDestSummary

events_200609035...

ASNE1012:23 AW

QD06 10:42: 23 AW

EvertDestSumimary

events_ 20060905

/506 10 42:33 AM

Q206 11:12:30 AM

EventDestSummary

events_20060305. ..

06 11 12:40 Al

Q06 114257 AW

EvertDestSummary

events_200609035...

QTG 11 4247 AW

QS0E 1201244 PM

EvertDestSumimary

events_ 20060905

/506 12 12:54 P

Q506 12:4252 PM

=R =R R = N L F R

EventDestSummary

... [9/506 12 42:54 P

Q506 1:12:50 PM

=l

Process

L 1

Cloze |

To run Eventfiles for a summary:

1

Click Report Data Configuration in the navigation pane or click the Report Data Configuration

button.

Select Status.

Select the Summary or Summaries you want to query.

N o o A WODN
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Select a time interval.
Click Show Event.

The Eventfiles needed to complete the summary displays in a list format.

Check the Eventfiles that you want to run so that the summary is complete.
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1e | Min Even...| Max Eve...l Process I
v |Man Jan ... |Man Jan ..
.. |Man Jan ... |Man Jan ...

RS

oo [Man Jan ... Mon Jan ...
o (Mon Jan ... Mon Jan o,

8 Click Process.

10.11 User Configurations

You must have the user permission in order to work in the User Configuration window.

User configuration allows you to:

Create a User Account Terminating an Active Session
Modify a User Account Add a iTRAC Role

View Details of a User Account Delete iTRAC Role

Clone a User Account Viewing details of an iTRAC Role

Delete a User Account

The installer will create the following default users on the Sentinel Server:

10.11.1 Oracle and Microsoft SQL 2005 Authentication:

*

*

esecdba: Schema owner (configurable at install time).

esecadm: Sentinel administrator user (configurable at install time).

NOTE: For UNIX, the Installer also creates the operating system user with the same user name
and password.

esecrpt: Sentinel Reporter User, password as the admin user.
ESEC_CORR: Sentinel Correlation Engine users, used to create incidents.

esecapp: Sentinel application username for connecting to the database.

10.11.2 Windows Authentication:

Sentinel DB Administrator: Schema owner (configurable at install time).
Sentinel Administrator: Sentinel administrator user (configurable at install time).
Sentinel Report User: Sentinel Reporter user, password as the admin user.

Sentinel Application DB User: Sentinel application username for connecting to the database
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10.11.3 Opening the User Manager Window

To open the User Manager window:

1 Click the Admin tab.
2 Click Admin > User Configuration.

10.11.4 Creating a User Account

NOTE: In order to meet stringent security configurations required by Common Criteria
Certification, Sentinel requires a strong password with the following characteristics:

Select passwords of at least 8 with characters in length that includes at least one UPPER CASE, one
lower case, one special symbol (!@#$%"&*()_+), and one numeric (0-9).

Your password might not contain your e-mail name or any part of your full name.

Your password should not be a “common” word (for example, it should not be a word in the
dictionary or slang in common use).

Your password should not contain words from any language, because numerous password-cracking
programs exist that can run through millions of possible word combinations in seconds.

You should select a password you can remember and yet is complex. For example, Msi5!'YOId (My
Son is 5 years old) OR ThliCf5#yN (I have lived in California for 5 years now).

To use this feature, you must have the user permission User Management. User permissions are
fairly detailed. For more information, see “Microsoft SQL Users, Roles,and Access Permissions for
Sentinel” in Sentinel 6.1 Reference Guide.

NOTE: The Sentinel Database Administrator, Sentinel Administrator, Sentinel Application User,
and Sentinel Report User are created during installation. For more information about these users, see
“Sentinel Accounts and Password Changes” in Sentinel 6.1 Reference Guide.

To create a user account using local authentication:

1 Go to the Admin tab.

2 Open the User Configuration folder.
Open the User Manager window.
Click Add a new User,

Y .ﬂdi fdd a new User ;

or highlight any user, right-click and select Add User.
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N User Manager

Marre Firstharme LasztMame Fiter

o Users Add User |ALL

Clarne User
Delete User
Uzer Details
Lock Uszer

Unlock User

3 Under Authorization:

*

Select Local for Authentication.

*

Specify User Name.

*

Specify Password.

*

Confirm Password.

4 For Security Filter, click the down arrow. The Filter Selection window displays and shows all
public filters.

5 Select a filter and click Select or click Add to create and then select a new filter.

NOTE: After assigning a security filter to a user, you cannot delete that filter.

(Optional) Under Details, specify:

¢ First Name

¢ Last Name

¢ Department

¢ Phone

¢ Email
6 Click the Permissions tab and assign user permissions.
7 Click the Roles tab and select an iTRAC workflow role for the user.
8 Click OK.

NOTE: Oracle does not allow the creation of users named the same as one of the Oracle Reserved
words. Also, Sentinel does not allow you to use these names.

To create a user account using domain authentication

1 Go to the Admin tab.

2 Open the User Configuration folder.

3 Open the User Manager window.
Click Add a new User,

E F\dﬁ fdd a new User |i
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or highlight any user, right-click and select Add User.

N User Manager

Marne Firsthlatne LastMame Fiter

2 Users Add User [aLL

Cloke User
Delete User
Uzer Details
Lock User

Unlock User

4 Under Authorization:
¢ Select Domain authentication.
+ Specify an existing User Name in the form Domain\Username.

5 For Security Filter, click the down arrow. The Filter Selection window displays and shows all
public filters.

6 Sclect a filter and click Select or click Add to create and then select a new filter.

NOTE: After assigning a security filter to a user, you cannot delete that filter.

(Optional) Under Details, specify:

+ First Name

*

Last Name
¢ Department
¢ Phone
¢ Email

7 Click the Permissions tab and assign user permissions. For more information about
permissions, see “Sentinel Control Center User Permissions” in Sentinel 6.1 Reference Guide.

8 Click the Roles tab and select an iTRAC workflow role for the user. This affects what work
items appear in the user’s work list.

9 Click OK.

NOTE: Oracle does not allow the creation of users named the same as one of the Oracle Reserved
words. Also, Sentinel does not allow you to use these names.

10.11.5 Modifying a User Account

To use this feature, you must have the User Management permission.

NOTE: The Sentinel Database Administrator, Sentinel Administrator, Sentinel Application User,
and Sentinel Report User are created during installation. For more information about changing
passwords for these users, see “Sentinel Accounts and Password Changes” in Sentinel 6.1 Reference
Guide.
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To modify a user account:

1 Open the User Manager window.

2 Double-click a user account or right-click > User Details.
3 Modify the account.

4 Click OK.

10.11.6 Viewing Details of a User Account

To use this feature, you must have the User Management permission.

To view user account details:

1 Open the User Manager window.
2 Double-click a user account or right-click > User Details.

Review the details of the user account and close the window.

10.11.7 Cloning a User Account

To clone a user account:

1 Open the User Manager window.
2 Select a user account ID, right-click > Clone User.

Change the user information and the user permissions.
Click Save.

10.11.8 Deleting a User Account

To use this feature, you must have the User Management permission.

To delete a user account:

1 Open the User Manager window.
2 Select a user account ID, right-click > Delete User.

3 A Delete box displays. Click Yes to Delete the User.

10.11.9 Terminating an Active Session

To terminate an active session:

1 Open the Active User Sessions window.
2 Highlight an active session you want to terminate.
Right click > Kill Session.
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N Active User Sessions [Z”E|E|

Uszer Mame 0% User Mame IP Address Login Time Session Id
B, g pma susn AL IDHAL . |1 54 .99.135.70 709 114740 Ak |4?829?SD—4?93—...
| Kl Session

You will be prompted for a termination message. This option is provided so that you can
inform the user why you are killing the session.

NOTE: If the Client machine has multiple network interfaces, the IP Address displayed in the
Active User Sessions window might not be the desired IP address, as the non-loop back IP
address of the first NetworkInterface returned by the system is displayed.

10.11.10 Adding an iTRAC Role

To add an iTRAC Role:

1 Open the Role Manager window.
2 Click Add a new Role,

s

or right-click > Add New Role.

10.11.11 Deleting an iTRAC Role

To delete an iTRAC Role:

1 Open the Role Manager window.
2 Select a role, right-click > Delete Role.
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10.11.12 Viewing Details of a Role

To view role details:

1 Open the Role Manager window.
2 Select a role, right-click > Role Details.
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Sentinel Data Manager

¢ Section 11.1, “Understanding Sentinel Data Manager,” on page 275
¢ Section 11.2, “Starting the SDM GUI,” on page 275
¢ Section 11.3, “SDM Command Line,” on page 283

11.1 Understanding Sentinel Data Manager

The Sentinel Data Manager (SDM) is a tool by which users can manage the Sentinel Database. The
SDM allows users to perform the following operations:

¢ Monitor Database Space Utilization

¢ View and Manage Database Partitions

*

Configure Auto-Archives

Configure Auto-Addition of Partitions

*

Monitor Database Space Utilization, View and Manage Database Partitions and Configure Auto-
Archives operations can be accessed using the Sentinel Data Manager GUI or using a command line
interface to SDM.

NOTE: Event Mapping, Summary Data and Reporting data are SDM functionalities which are
moved from SDM to Sentinel Control Center in Sentinel 6.x.

11.2 Starting the SDM GUI

There are several prerequisites to run the SDM GUI on a machine:

¢ If using an Oracle database, the Oracle JDBC driver must be downloaded and placed in the
$ESEC_HOME/lib (UNIX) or %ESEC_HOME%\lib (Windows) directory. As of the print date
of this document, this file could be found at the following URL: http://otn.oracle.com/software/
tech/java/sqlj_jdbc/index.html (http://otn.oracle.com/software/tech/java/sqlj_jdbc/index.html).
This file, typically called ojdbc14.7jar, will be installed by default on the machine that hosts
the Sentinel DAS component.

NOTE: Sentinel 6.x does not support Oracle 91 OCI-based connections.

¢ The user must know the following information:
+ Name and password for the Sentinel Database User (esecdba by default)
+ Database host server
+ Database (instance) name

¢ Port used for database communications (1521 by default for Oracle and 1433 by default
for SQL Server)

To start SDM GUI on UNIX:

1 Login to the UNIX box as a member of the esec group (for example: esecadm).
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2 Go to SESEC_HOME/sdm
3 Provide the following command line:
./sdm

To start SDM GUI on Windows:

1 Click Start > All Programs (Win XP) or Program Files (Win2000) > Sentinel > Sentinel Data
Manager.

NOTE: To run the SDM from the command line, see the Section 11.3, “SDM Command Line,” on
page 283.

To connect to the Database:

1 Log into the machine with SDM installed.

NOTE: If the Sentinel Database Administrator account uses Windows Authentication, you
must log into the SDM machine using the Sentinel Database Administrator account.

Start the SDM GUI using the appropriate procedure (for Windows or UNIX).
Select the database type (Oracle or MSSQL).

Specify the Database instance name used during the Sentinel database installation.
Specify the Database Host (hostname or IP address).

Specify the port used for database communications.

N oo g~ ODN

If using SQL Server authentication, specify the Sentinel Database Administrator username and
password.

NOTE: If you select Windows Authentication, you will be authenticated to the MS SQL
database as the user you are currently logged into Windows as (that is, single sign-on).

For Oracle:
@ Connect to Database
: SErver
!Oracle vl

Database Host Port
[EsEC |ry_database 1521

Username Password
iesecdha I

¥ Save connzction settings

Zonreck I

For Windows:
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@ Connect to Database
Server
GE ;MSSQL vi

Database

Host Pork

[EsEC

imy_catabase 1433

= Use Windows futhetication

€= Usiz SQL Server Aulhien bicalion

Username

Password

iesecdba

[V Save connection settings

Conneck I

NOTE: If you select to save your connection settings, the settings are saved to the local

sdm. connect file. By default the sdm. connect file is located in SESEC_HOME/bin directory
or %ESEC HOME%\bin folder. Next time you start the GUI, the connection settings will be
re-populated from the sdm. connect file. This file can be used when running SDM from the

command line.

8 Click Connect. The SDM is now ready for use.

11.2.1 Partitions Tab

The Sentinel database is partitioned by time to simplify maintenance and improve the performance
of the database. The Partitions tab in the SDM allows users to view and manage database partitions

for the tables that hold event data, correlated event data, and summary data.

To view partitions in the GUI:

1 Click the Partitions tab.

2 Select the table in the dropdown list you want to see.

SDM displays the partitions of the currently selected Database Table.

Each row in the Segments table displays the related Database Table, Time Range, Status and Name

of the partition.

The Status of each of the partitions shown in the Segments table will have one of the following

states:

Table 11-1 Partition States

Online
Online Current

Online Archived

Partition with data that is available for access

Partition to which events are currently getting inserted

Partition with data that has been archived but is still accessible because

the partition has not been dropped
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Offline Archived Partition with data that has been archived and then dropped from the
database

Online Archived Imported Partition with data that has been archived, dropped from the database,
and then re-imported into the database

NOTE: If you delete a partition without archiving it, it is deleted from the partition list in the GUIL.

@ Sentinel Database Manager =]

File ‘“iew Jatahaze

About  Partitions I Tablespaces! Mappingl Eventsl Reporting Da‘ta!

Manage Data Segments

Tahle
|Revenrs |
Segments
Tahle Position Start Date Enif Diate Status  Matne
. EWVEMTS 1 GM 2006 6:54:04 PM 614506 7:00:00 Ph Onling  EVENTS_P_200606141 30000 ﬂ
. EVENTS 2 G106 70000 PR 61506 7:00:00 PM Online  EVENTS_P_2006061:5190000
. EVEMNTS 3 EM 506 7:00:00 P BHGME 7:00:00 PM Orline  EVWENTS_P_20060616190000
. EVENTS 4 GM GG 7:00:00 P 617106 7:00:00 Ph Onling  EVENTS_P_200606171 30000
. EVEMTS 5 EM 706 70000 P BMEM06 7:00:00 PM Orlime  EVENTS_P_200606131 90000
. EVENTS 6 GM 06 7:00:00 P 61906 7:00:00 Ph Onling  EVENTS_P_200606191 30000
! FyWFRITS 7 FH QMR 720000 PR 20006 700000 Pha Minline  FYWFRITS P 2NNRNR2M qnqnn_’lLI

A I Deletel Archivel Importl Releasel

Audd |1 Partition per DAY 'i far the next ED 'l day(=]

Al Save |

| _r| | conrected to EsEc

At the bottom of the Partitions tab, there are several smaller tabs that allow the user to perform the
following operations:

*

Add empty partitions to the database

*

Delete partitions from the database

*

Archive data from partitions to flat files in a specified, pre-existing directory

*

Import Partitions

¢ Drop Partitions

Many of these operations can be executed automatically in the database using stored procedures, but
this tab allows the administrator to perform these tasks manually.

To manage partitions:

1 Click the Partitions tab.
2 Select the table in the dropdown list.
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NOTE: Sentinel partitioned tables are organized into 2 groups. One is the EVENTS table
group, which includes EVENTS and CORRELATED EVENTS; the other is the summary
table group, which includes all summary, or aggregate, tables. If any one of the tables in the
group is selected then the changes will apply to all the tables in the group.

3 Select the tab in the bottom of the window that relates to the operation that you want to perform
— Add, Delete, Archive, Import or Release.

To add partitions:

1 Select the Add partitions tab.
2 Specify the number of days over which to add the partitions.

NOTE: You can specify the number of partitions in Partition Configuration in SDM GUI.

3 Click Add.

NOTE: In case of MS SQL (MS SQL 2000/2005/2008) databases, maximum number of online
partitions allowed is 255. Therefore, you must schedule the offline delete / archive operations
in such a way that the online partitions should not exceed 255.

To delete partitions:

1 Select the Delete partitions tab.
2 Specify the number of days for which older partitions will be deleted.
3 Click Delete.

To import partitions:

1 Select the Import partitions tab.
2 Select the partition in the Segment table into which the data will be imported.

NOTE: You can specify the input directory in the “Archive Destination” field in Partition
configuration tab in SDM GUI.

3 Click Import.

To release imported partitions:

1 Select the Release partitions tab.
2 Select the partition in the Segment table that will be released.
3 Click Release.

Archiving

Events, correlated events, and aggregation (or summary) tables can all be archived using SDM.
There are several requirements for archiving:

¢ The directory to which the partitions are archived must already exist on the database server (not
the machine running SDM); SDM does not create the directory.

¢ On UNIX systems, archiving cannot be to the /root directory.
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¢ On UNIX systems, the oracle user must have permissions to write to the archive directory.

¢ On Windows systems, owner of the SQL Server Agent service must have permissions to write
to the archive directory.
To archive partitions:

1 Select the Archive partitions tab.
2 Specify the number of days for which older partitions will be archived.

NOTE: You can specify the archive directory in the Archive Destination field in Partition
configuration tab in SDM GUI.

3 Click Archive.

Oracle Archive Partitions tab:

Add | Delete | Archive || Import | Pelease

Added for the next 1 | day(s)

Microsoft SQL Archive Partitions tab:

Al I Deletel .Jl.rc:hivel Importl Releasel

Add for the next I:I v| day (5]

Al Refresh

11.2.2 Tablespaces Tab

The Tablespaces tab in the SDM allows users to view the current database space utilization,
including:

+ Total space allocated for each tablespace

+ Space used by each tablespace

+ Space available (free) for each tablespace.

NOTE: All the tablespaces are set to Autogrow.
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& SentinelDatabase Manager
File ‘iew Catabasze

| Partition Cofiguration

% Database tablespace usage

Tablezpaces
Marne Total Used Free Usage
Blos 100M @M mm Bawn
E EsEnTD ] =T Y P AT
= esenTD2 s00M M 4ozM 1%
B Esentx 10000 44b 955n N 4%
B EsEnT<2 SO0M  10M  42aM 2%
B rrimary oo0M  16M 183M W a%
B senT_apwis. 2o0m  118m @Ml san
B seuT_amas  annM RFM aM BRF%
B sENT_sMRyYD 20000 47M 19520 R [
B sENT SMRyx 1000M oM 990 S 0%

LESEMD
B Free zpace
B Used space

b Cornected:o ESECBETA

Color coded bar graphs help to visualize the total space allocated for each tablespace and the percent

used of each tablespace.

NOTE: On Microsoft SQL Server, “tablespace” usage represents “filegroup” usage.

11.2.3 Partition Configuration

The Partition Configuration tab in the SDM allows you to set parameters to auto-archive partitions.
It also allows you to auto-add partitions.

To configure auto-archive parameters:

1 Click the Partition Configuration tab. The Partition Configuration window displays.
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& Sentinel Database Manager g@@

File ‘iew Database

About || Partitions | Tablespaces | Partition Corfiguration

Table Group EVEMT_SMRY v

Partition Corfiguration
Partition Irterval

g W IHOUR | per partition

Days Onling a0

Archive destination: farchive [on databasze server)

Offling Operation: archive | drop

Joh Schedule

[] Jobs Enabled
Job Properties

Al bin: 7

Al hdanc: 14

Archive Chunk: 3

SAVE

Properties have heen updated successfully E] & Connected to ESECFET

2 Select the table group from the drop-down list.
3 Specify the following partition configuration information:

¢ Partition Interval: Specify the number of partitions that should be created per day or per
hour.

+ Days Online: Number of days of data to keep online in the database.

+ Archive destination: Specify the destination to store the automatically archived data and
the manually archived data.

¢ Offline operation: Select archive and/or drop the data.

NOTE: Data that is dropped without archiving cannot be retrieved using SDM. You should
almost always select the archive option.

4 Specify the Job Schedule parameters:

¢ Check Jobs Enabled checkbox if it’s not selected. By default, the Jobs Enabled checkbox
is checked if you have selected this feature during the installation.

* Schedule adding partitions and offline operation parameters, then click Save.

NOTE: Partitioning Job scheduling through SDM is reflected only after the partition
refresh interval. The default refresh interval is 5 minutes. To change the refresh interval,
edit the partitionJobRefreshInterval specified in the /opt/novell/

pilin 1.0 x86-64/config/das_core.xml file and restart the Sentinel service.
/etc/init.d/sentinel stop

/etc/init.d/sentinel start

+ Click History to view the Job History.
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5 Specify the Job Properties:

¢ Add Min: Minimum number of days of partitions for future data that should exist in the
database at any time

¢ Add Max: Maximum number of days of partitions for future data that should exist in the
database at any time

¢ Archive Chunk: Minimum number of days of partitions that will account to total number
of days of partitions for Archive.

NOTE: If the fewer than Add Min days partitions exist in the database, partitions are added
until there are enough partitions for Add Max days. Archiving also is done in chunks of days so
that these database operations are not necessary every day.

6 Click Save.

11.3 SDM Command Line

The SDM command line functions can be used instead of the GUI. The command line can be used to
create a batch file or cron job for SDM operations, but Novell recommends using auto-archiving
instead. Auto-archiving can be configured on the Partition Configuration tab of the SDM GUI.

The first step to using the SDM command line is to create a file that stores the connection properties
for the database.

¢ Section 11.3.1, “General Syntax of the SDM command,” on page 283
¢ Section 11.3.2, “Starting SDM GUI,” on page 283
¢ Section 11.3.3, “Viewing Sentinel Database Space Usage,” on page 283

11.3.1 General Syntax of the SDM command

[path to SDM] -action [actionname] [action-specific flags] [path to database
connection file]

The specific flags for each action are described below.

11.3.2 Starting SDM GUI

startGui (DEFAULT)
-action startGui [-connectFile <filePath>]

11.3.3 Viewing Sentinel Database Space Usage
In Tablespace Management, the command line option allows you to:
+ View Sentinel database space usage

This action (dbstats) displays the Sentinel database usage for all Sentinel tablespaces in Oracle and
Sentinel filegroups in MS SQL.

This command uses the following flags:
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Table 11-2 Viewing Sentinel Database Space Usage flags

-action dbstats

-connectFile <filePath>

To view Sentinel Database Space Usage (Command Line):

1 Execute the following command:
-action dbStats -connectFile <filePath>

The following example displays the tablespaces of Sentinel database with their total space,
used space and free space available.

¢ Oracle Example:

./sdm —-action dbStats -connectFile sdm.connect

¢ SQL Server Example:

Sdm -action dbStats -connectFile sdm.connect
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¢ Section 12.1, “Introduction to Sentinel Utilities,” on page 285

¢ Section 12.2, “Starting and Stopping Sentinel Server,” on page 285
¢ Section 12.3, “Sentinel Scripts,” on page 286

¢ Section 12.4, “Version Information,” on page 292

¢ Section 12.5, “Database Cleanup,” on page 293

¢ Section 12.6, “Updating Your License Key,” on page 298

12.1 Introduction to Sentinel Utilities

This section allows you to understand the utilities provided by Sentinel. You can use these utilities
for the following purposes:

+ For starting or stopping certain Sentinel services.

*

For modifying Sentinel configuration.

¢ To determine the version of a Sentinel library.

*

For troubleshooting activities.

*

For configuring Sentinel email.

12.2 Starting and Stopping Sentinel Server

A Sentinel Server is made up of the following components:

+ Communication Server
¢ Correlation Engine
+ DAS

¢ Collector Manager
Any combination of the above components can be installed in a particular Sentinel Server.

In a distributed installation of Sentinel, it is likely that there will be more than one machine with a
Sentinel Server running on it. In this case, all of the Sentinel Servers work together to provide the
complete Sentinel functionality.

NOTE: At most one Communication Server and DAS component can be installed across all
Sentinel Servers in a distributed Sentinel installation. On the other hand, multiple instances of
Correlation Engine and Collector Managers are allowed.

When a Sentinel Server is started or stopped, all components installed in that Sentinel Server are
also started or stopped. To start or stop a particular component on a Sentinel Server, use the Servers
View under the Admin tab in Sentinel Control Center.

You need to start or stop a Sentinel Server because of the following routine maintenance:

¢ Upgrades
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+ Patches

+ Hotfixes

12.2.1 Starting a Sentinel Server

To start the UNIX Sentinel Server:
1 Log into the machine where the Sentinel Server you want to start is installed as the Sentinel
Administrator operating system user (by default esecadm).
2 Go to the SESEC_HOME/bin directory.
3 Run the following command:

./sentinel.sh start

To start the Windows Sentinel Server:

1 Click Start > Settings > Control Panel.

2 Double-click Administrative Tools.

3 Double-click Services.

4 In the Services window, highlight Sentinel.

5 Right-click >Start or click Start in the tool bar.

12.2.2 Stopping a Sentinel Server

To stop the UNIX Sentinel Server:
1 Log into the machine where the Sentinel Server you want to stop is installed as the Sentinel
Administrator operating system user (by default esecadm)
2 Go to the SESEC_HOME/bin directory.
3 Run the following command:

./sentinel.sh stop

To stop the Windows Sentinel Server:

1 Click Start > Settings > Control Panel.

2 Double-click Administrative Tools.

3 Double-click Services.

4 In the Services window, highlight Sentinel.

5 Right-click >Stop or click Stop in the tool bar.

12.3 Sentinel Scripts

Depending upon which components are installed, the SESEC_HOME/bin (on UNIX) or
%ESEC_HOME%\bin (on Windows) directory might contain some or all of the scripts below. The
operational scripts are appropriate for use during normal operations of Sentinel. The troubleshooting
scripts should only be used when troubleshooting an issue.
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For most scripts that require arguments, running the scripts without arguments provides details
about the arguments and usage of the script.

12.3.1 Operational Scripts

The scripts below can be used during the normal operation of Sentinel.

Table 12-1 Operational Scripts

Script File: Description:

adv_change_passwd.bat Resets the encrypted Advisor password stored in the Advisor
configuration files. For more information, see section “Resetting

adv_change_passwd.sh Advisor password (Direct Download Only)” of “Advisor

Configuration” in Sentinel 6.1 Installation Guide.

advisor.bat Starts the Internet download and processing of Advisor feed data.
This script is scheduled to run automatically when Advisor is

advisor.sh installed.

AnalyzePartitions.sh Runs the analyze partitions action on the Sentinel Database. This

script is only available for Sentinel Database running on Oracle. For
more information, see section “Analyze Partitions” in “Supported
Platforms and Best Practices” in Sentinel 6.1 Installation Guide.

BackuplncidentData.bat Used to backup Incident related data before running the delete
. incident utilities. For more information, contact Novell Technical

BackuplncidentData.sh Support (http://support.novell.com/
phone.html?sourceidint=suplnav4_phonesup).

Clean_Database.bat Used to delete Incident and/or Identity information from the
database. For more information, see Section 12.5, “Database

Clean_Database.sh Cleanup,” on page 293.

control_center.bat Launches the Sentinel Control Center graphical user interface.

control_center.sh

CreateStartStop Creates start/stop scripts for Oracle 10
dbconfig.bat Configures the database connection settings stored in the DAS
] container xml files. For more information, see section
dbconfig “Reconfiguring Database Connection Properties” of “Sentinel Data

Access Service” in Sentinel 6.1 Installation Guide.

dbHealthCheck.sh Displays Sentinel Database health information. This script is only
available for Sentinel Database running on Oracle. For more
information, see section “Database Health Check for Oracle” in
“Supported Platforms and Best Practices” in Sentinel 6.1
Installation Guide.

esm_manager.bat Starts, stops, or restarts any of the Event Source Management

nodes.
esm_manager.sh

Available in Sentinel 6.0 SP1 and above.
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Script File:

Description:

extconfig.bat

Resets any of the encrypted 3rd Party Integration passwords stored
in the das_query.xml file. For more information, see either the

extconfig section Resetting the Remedy Password in the Remedy Help Desk
Operations or section Resetting the HP OpenView Passwords in
HP OpenView Service Desk Integration.

keymgr.bat Generates a random encryption key to be used to encrypt
messages in transport over the iISCALE message bus. For more

keymgr.sh information, see the section “Changing the Communication

Encryption Key” of “Communication Layer (iISCALE) ” in Sentinel
6.1 Installation Guide.

map_updater.bat

map_updater.sh

Uploads contents of a map to Sentinel

proxy_passwd_update.bat

proxy_passwd_update.sh

Changes the password used for the proxy server if Advisor is
downloading information through a proxy server.

register_trusted_client.bat

register_trusted_client.sh

Registers the Sentinel installation as a trusted client of the
Communication Server on the machine where this script is run. This
script is used when manually configuring Collector Manager to
connect to Sentinel through the proxy. For more information, see
section “Collector Manager” in “Communication Layer (iSCALE) ” in
Sentinel 6.1 Installation Guide.

runadvisor_client.bat

runadvisor_client.sh

Launches the client to download Advisor data.

sdm.bat Launches the Sentinel Data Manager application. For more
information, see Chapter 11, “Sentinel Data Manager,” on

sdm page 275.

sentinel.sh Starts or stops the Sentinel Server. For more information, see
Section 12.2, “Starting and Stopping Sentinel Server,” on page 285.

sentinel.bat

setadvenv.bat Used by the Advisor scripts to set some local environment
variables.

setadvenv.sh

setenv.sh Used by many of the Sentinel scripts to set some local environment
variables.

softwarekey.bat Resets the Sentinel license key. For more information, see
Section 12.6, “Updating Your License Key,” on page 298.

softwarekey.sh

solution_designer.bat

solution_designer.sh

Starts the Solution Designer application.

uninstallAt.bat

uninstallcron.sh

Removes the Advisor feed download and processing scheduled
jobs. This script is run automatically by the uninstaller.

versionreader.bat

versionreader.sh

Displays the version information stored in a Sentinel jar file. For
more information, see Section 12.4.3, “Sentinel .jar Version
Information,” on page 293.
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12.3.2 Troubleshooting Scripts

The scripts below are useful when troubleshooting an issue you are experiencing. They provide finer
grain control of certain components in Sentinel, allowing you to drill down to the root cause of the

issue.

NOTE: These scripts should not be used during normal operation of Sentinel. They are intended for

troubleshooting purposes.

Table 12-2 Troubleshooting Scripts

Script File:

Description:

collector_mgr.bat
collector_mgr
correlation_engine.bat
correlation_engine
das_aggregation.bat
das_aggregation
das_binary.bat
das_binary
das_cmd.bat
das_cmd
das_itrac.bat
das_itrac
das_query.bat
das_query
das_rt.bat

das_rt

Starts the associated Sentinel Server process. These scripts are
useful when troubleshooting a problem with a Sentinel Server
process that is not running properly and when no helpful error
message is written to the log file. Before running one of these
scripts, make sure the associated process is not already running
on that machine.

event_file_info.bat

event_file_info

Displays information about an event file that will be processed by
DAS Aggregation.

list_broker_connections.bat

list_broker_connections

Displays all of the active connections to the iISCALE message
bus.

remove_sonic_lock.bat

Removes Sonic lock files in the event of an abnormal shutdown.

start_broker.bat

start_broker.sh

Starts the message bus component of the Communication
Server. This script is useful if you are having problems starting
the message bus (Sonic). For more information, see “Starting the
Communication Server in Console Mode” on page 290.
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Script File: Description:

StartSQLAgent.bat Starts the SQL Server Agent Service and configures it to run
automatically. This script is run automatically by the installer.

stop_broker.bat Stops the message bus component of the Communication
Server. For more information, see “Stopping the Communication

stop_broker.sh Server in Console Mode” on page 290.

stop_container.bat Stops a particular Sentinel Server process. This is useful when

) you need to restart a particular Sentinel Server process without
stop_container.sh stopping the entire Sentinel Server. Please note that the Sentinel

Server watchdog will automatically restart the process after it is
stopped. For more information, see “Restarting Sentinel
Containers” on page 291.

Starting the Communication Server in Console Mode

These scripts start the Communication Server on the command line in console mode. These scripts
are useful for debugging the Communication Server without requiring you to run the rest of Sentinel
Server.

NOTE: During normal operations, you should not use these scripts. Instead, follow the procedures
in the Section 12.2.1, “Starting a Sentinel Server,” on page 286. If you use these scripts on
Windows, for example, the service will only run as long as the Command Prompt window remains
open.

To start the Communication Server (Windows):

1 Either go or navigate through Windows Explorer to:
$ESEC_HOME$\bin
2 Either double-click (through Windows Explorer) or execute the following file:

start broker.bat

To start the Communication Server (UNIX):

1 Login as Sentinel Administrator operating system user (default is esecadm).
2 Goto:

$ESEC_HOME/bin
3 Specify:

./start_broker.sh

Stopping the Communication Server in Console Mode

These scripts stop the Communication Server on the command line in console mode. These scripts
are useful for troubleshooting the Communication Server without forcing you to stop the rest of
Sentinel Server.

NOTE: During normal operations, you should not use these scripts. Instead, follow the procedures
in the Section 12.2.2, “Stopping a Sentinel Server,” on page 286.
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To stop the Communication Server (Windows):

1 Either go or navigate through Windows Explorer to:
$ESEC_HOME$\bin

2 Either double-click (through Windows Explorer) or execute the following file:
stop broker.bat

To stop the Communication Server (UNIX):

1 Login as user Sentinel Administrator operating system user (default is esecadm).
2 Goto:

$ESEC_HOME/bin
3 Specify:

./stop_broker.sh

Restarting Sentinel Containers

The following procedures describe how to restart a Sentinel Server process from the command line.

NOTE: During normal operations, you should not use these scripts. Instead, use the“Servers View”
in the “Admin tab” of Sentinel Control Center.

Below are the names of the Sentinel Server processes that can be restarted using the procedure
described below. The name must be used in the command line exactly as shown below.

Table 12-3 Sentinel Server process names

Name Description

+ Correlation_Engine Processes Correlation Rules.

+ Collector_Manager Process raw event source data and sends events.

+ DAS_Aggregation Calculates event data summaries that are used in reports.

+ DAS_Binary Performs event database insertion.

+ DAS_IiTRAC Provides the server-side functionality for the Sentinel iTRAC
functionality.

+ DAS_Proxy Provides the server-side of the SSL proxy connection to Sentinel
Server

+ DAS_Query Performs general Sentinel Service operations including Login and

Historical Query.

¢ DAS_RT Provides the server-side functionality for Active Views.

To restart a Sentinel Server process (Windows):

1 Go to:
$SESEC_HOME%\bin
2 Specify:
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.\stop_container.bat <host machine> <process name>
For example:

.\stop container.bat localhost DAS RT

To restart a Sentinel Container (UNIX):

1 Login as user Sentinel Administrator operating system user (default is esecadm).
2 Go to:

$ESEC HOME/bin
3 Specify:

./stop_container.sh <host machine> <process name>

For example:

./stop_container.sh localhost DAS_RT

12.4 Version Information

Below listed provides information about versions.

12.4.1 Executable Version Information

Sentinel has a command line option to display the version information of the following executable:

¢ agentengine

To display Sentinel executable version information (UNIX):

1 Go to:
$ESEC_HOME/bin

2 Specify:
./<process> -version
For example:

./agentengine -version

To display Sentinel executable version information (Windows):

1 Go to:
$SESEC_HOME%\bin

2 Specify:
.\<process> -version
For example:

.\agentengine -version
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12.4.2 Sentinel .dll and .exe File Version Information

The following procedure describes how to gather the version information of Sentinel .d11 and
.exe files:

To obtain Sentinel .dll and .exe file version information:

1 Go to %ESEC_HOME%.
2 Within the bin and 1ib directory, right-click either a .d11 or .exe file and select Properties.
3 Click the Version tab.

4 In the Item Name pane, select Product Version. The version number of the file appears in the
Value pane.

12.4.3 Sentinel .jar Version Information

The following procedure describes how to gather the version information of Sentinel .jar files:

To obtain sentinel .jar file version information:
1 Log into the machine where Sentinel is installed as the Sentinel Administrator operating system
user (default is esecadm) on UNIX or as an Administrator on Windows.
2 Go to:
For UNIX:
SESEC_HOME/bin
For Windows:
$ESEC_HOME%\bin
3 At the command line, Specify:
For UNIX:
./versionreader.sh <path/jar file name>
For Windows:

.\versionreader.bat <path/jar file name>

12.5 Database Cleanup

The Clean Database.bat and Clean Database.sh scripts are used to purge incidents and
identities from the Sentinel database. For example, an improperly configured correlation rule might
create hundreds of unwanted incidents in the database. It’s also possible that the identity information

may encounter an error (for example, if someone attempts to delete the TdentityAccountMap.csv
file).

WARNING: Because these scripts are designed to delete information from your database, they
should be used very carefully and only after understanding the implications.
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12.5.1 Components

$ESEC_HOME/bin/Clean_Database.sh
%ESEC_HOME%\bin\Clean_Database.sh
$ESEC_HOME/bin/BackuplincidentData.sh
%ESEC_HOME%bin\BackuplIncidentData.bat
%ESEC_HOME%/bin/PromptForDatabaseConnectioninfo.bat

esec_incidents_pkg.delete_incidents_by query (Oracle)
delete_incidents_by_query (SQL Server)
esec_incidents_pkg.delete_incidents_by_rule (Oracle)

delete_incidents_by_rule (SQL Server)

esec_incidents_pkg.delete_incident_by id (Oracle)
delete_incidents_by_id (SQL Server)
esec_identity_pkg.cleanup_identity (Oracle)

identity_cleanup (SQL Server)

Main database cleanup script. This
calls the other scripts.

Script used to backup Incident data

Script used to prompt the user for SQL
Server database connection
information.

Stored procedure used to delete
Incidents specified by an SQL query

Stored procedure used to delete
Incidents created by a specified
Correlation Rule

Stored procedure used to delete an

Incident with a specified ID

Stored procedure used to delete
Identity related data

12.5.2 Prerequisites

There are several prerequisites for running the Clean_Database script.

¢ The user running the script must have permission to execute the cleanup script.

¢ The user running the script must have permission to access/execute all of the database tools/
utilities. On Linux systems, this may involve making the esecadm user a member of the

"oinstall" group. For example:

usermode -G esec,dialout,video,oinstall esecadm)

¢ [Identity Cleanup only] The database must be in a healthy state and in good running condition
as the Identity cleanup stored procedure will disable/enable foreign key constraints.

¢ [Identity Cleanup only] All Identity/Account loaders and collectors, such as the Identity Vault

Collector, should be stopped.

¢ [Identity Cleanup only] Reports that are running queries against the Identity tables should be

stopped.

The Identity cleanup DDL operations are NOT atomic so if one DDL statement execution fails, the
script will exit with errors written to the specified log file. There is no recovery for this scenario and

a DBA would be required to run the DDL again.

WARNING: If identity information is cleaned out of the database and then reloaded, the new
identity information will not be synchronized with any past events that had identity information
injected. Therefore, attempts to perform identity lookups on past events (received before the
cleanup) or run reports on past events with identity information will not be successful.
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Use this option with extreme caution.

To run Clean_Database.sh on Linux:

1 Open a console, go to SESEC_HOME/bin and enter Clean Database.sh to start the script.

n.n

NOTE: At any time you can abort the execution of the cleanup script by entering "q" at any
prompt.

2 At the prompt, indicate which objects you want to remove from the database:

Which objects would you like to cleanup?
(1) Incidents

(2) Identities

(3) Both

3 At the prompts, enter the following information to connect to the Oracle database:

Database name (Example: ESEC) => Ansping will be performed to verify the
existing of the specified database instance.

Database username (Press ENTER for default esecdba)

<username> password =>

The connection to the database will be verified.

The database connection is verified before proceeding to the next step.
4 If cleaning Incidents, the following things happen:

4a The following prompt displays:

Would you like to backup Incidents first? (y or n) =>
Enter "y" to backup the Incident data (recommended) or "n" to skip the
Incident data backup.

4b If you select “y” to back up the Incidents, enter the destination directory (a full path or a
path relative to the location of the cleanup script) for the backup files.

NOTE: The user running the script must have permission to write to this directory.

4c You will be prompted again to enter the password for the database user previously
specified

NOTE: This prompt is necessary to prevent passing the password via the command line
to the database exp command and making the password possibly visible in "ps"
commands.

4d The .dmp files and a log file are created in the specified backup directory.
4e Choose an Incident cleanup option:

(1) Delete Incidents By Query — You will be prompted to enter a custom SELECT query.
For example:

select inc_id from incidents where inc_id=500

NOTE: The SELECT statement cannot include quotation marks.

(2) Delete Incidents By Rule — You will be prompted to enter the name of the Correlation
Rule(s) that created the Incident(s) For example:

My Test Rule

Utilities 295



(3) Delete Incidents By Id — You will be prompted to enter the ID of a specific Incident.
For example:

101
(g) Quit without action

4f At the Incident Cleanup Confirmation prompt, type "start" to start the Incident cleanup
(deletion) or "abort" to quit without performing any cleanup.

4g The results of the Incident Cleanup will be written to the specified log file.

NOTE: You should review the log file for any errors before continuing.

5 If cleaning Identity, the following things happen:

5a At the Identity Cleanup Confirmation prompt, type "start" to start the Identity cleanup or
"abort" to quit without performing the Identity cleanup.

5b The results of the Identity Cleanup will be written to the specified log file.

NOTE: You should review the log file for any errors before continuing.

5¢ In addition to deleting the Identity information from the database tables, the script will
attempt to delete the Identity Account Map file (identityAccountMap.csv). So at the
prompt
Please enter the esecadm user password =>

enter the esecadm user’s password.

NOTE: NOTE: If you have a distributed Sentinel install, you may need to manually
connect to the main Sentinel Server to delete the identityAccountMap.csv file.

To run Clean_Database.bat on Windows:

1 Open a console, go to %ESEC_HOME%\bin and enter Clean_Database.bat to start the script.

n.n

NOTE: At any time you can abort the execution of the cleanup script by entering "q" at any
prompt.

2 At the prompt, indicate which objects you want to remove from the database:

Which objects would you like to cleanup?
(1) Incidents

(2) Identities

(3) Both

3 At the prompt, enter the following connection information for the SQL Server database.
+ SQL Server database server hostname
+ SQL Server database instance name (Press ENTER to use the default instance)
¢ Database port number (Press ENTER to use the default port - 1433)
¢ Database name (for example, ESEC)

+ Database authentication option (“1” for Windows Authentication and “2” for SQL
Authentication)

+ esecdba password
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NOTE: This option is only required if using SQL Authentication. If using Windows
Authentication, you must run the script as the domain user equivalent to esecdba.

The database connection is verified before proceeding to the next step.

4 If cleaning Incidents, the following things happen:

4a

4b

4c

4d

4e

4f

The following prompt displays:

Would you like to backup Incidents first? (y or n) =>
Enter "y" to backup the Incident data (recommended) or "n" to skip the
Incident data backup.

If you select “y” to back up the Incidents, enter the destination directory (a full path or a
path relative to the location of the cleanup script) for the backup files.

NOTE: The user running the script must have permission to write to this directory.

You will be prompted to confirm the Incident backup:
Backup Incidents to <directory>?

Type "start" to start the Incident backup (deletion) or "abort" to quit without performing
any action. The backed up files will be placed in the specified backup directory.

Choose an Incident cleanup option:

(1) Delete Incidents By Query — You will be prompted to enter a custom SELECT query.
For example:

select inc id from incidents where inc i1d=500

NOTE: The SELECT statement cannot include quotation marks.

(2) Delete Incidents By Rule — You will be prompted to enter the name of the Correlation
Rule(s) that created the Incident(s) For example:

My Test Rule

(3) Delete Incidents By Id — You will be prompted to enter the ID of a specific Incident.
For example:

101
(g) Quit without action

At the Incident Cleanup Confirmation prompt, type "start" to start the Incident cleanup
(deletion) or "abort" to quit without performing any cleanup.

The results of the Incident Cleanup will be written to the specified log file.

NOTE: You should review the log file for any errors before continuing.

5 If cleaning Identity, the following things happen:

LY: |

5b

5c

At the Identity Cleanup Confirmation prompt, type "start" to start the Identity cleanup or
"abort" to quit without performing the Identity cleanup.

The results of the Identity Cleanup will be written to the specified log file.

NOTE: You should review the log file for any errors before continuing.

In addition to deleting the Identity information from the database tables, the script will
attempt to delete the Identity Account Map file (identityAccountMap.csv). So at the
prompt
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Please enter username with privileges to delete the identity map file
=>

enter the name of the user who has permission to delete the identity map file (located in
%ESEC_HOME%/data/map_data directory).

5d Enter the user’s password at the next prompt.

NOTE: NOTE: If you have a distributed Sentinel install, you may need to manually
connect to the main Sentinel Server to delete the identityAccountMap.csv file.

12.6 Updating Your License Key

If your Sentinel license key has expired and Novell has issued you a new one, run the software key
program to update your license key.

To update your license key (UNIX):
1 Log into the machine where the DAS component is installed as the Sentinel Administrator
operating system user (default is esecadm).
2 Go to SESEC_HOME/bin
3 Specify the following command:
./softwarekey.sh
4 Specify the number 1 to set your primary key. Press enter.

To update your license key (Windows):
1 Log into the machine where the DAS component is installed as a user with administrative
rights.
2 Go to %ESEC_HOME%\bin
3 Specify the following command:
.\softwarekey.bat
4 Specify the number 1 to set your primary key. Press enter.
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Quick Start

*

Section 13.1, “Security Analysts,” on page 299

¢ Section 13.2, “Creating Incidents,” on page 303
¢ Section 13.3, “iITRAC,” on page 304

¢ Section 13.4, “Report Analyst,” on page 317

¢ Section 13.5, “Administrators,” on page 318

13.1 Security Analysts

NOTE: This document assumes your Security Administrator has built the necessary filters and
configured Collectors for your system.

13.1.1 Active Views Tab

In the Active Views tab, you can monitor events as they happen, performing queries on these events.
You can monitor them in a table form or through a 3-D graphical representation.

To get a Real-Time events started:

1 Go to the Active View tab.

2 Click Active Views > Create an Active View, select a filter from the Filter drop-down menu
and click Select.

Ackive Wigws | Incidents  (TRAC  omalysis G

Properties

ﬁ Create Active Wiew
_ vig | o Advism
\%‘ Ewent Query Create Gekive Yiew
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3 Click Finish. If you have an active network, you might see something similar to:
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@  [2005.05.03 [ 0::52:29 EDT 10,001 10.0.0.2 Program_execution_started :ﬂ
(3)  [2005.05.03 { 09:52:29 EOT 10003 10004 Faited_jogin-admiristrator |
3} [2005.05.03 09:52:29 EDT 10.0.0.1 10.0.0.2 WEB-I1S. asp_chunked !
(3} [2005.05.03 § 09:52:29 EDT 10003 10004 HTTP_II5_ASP_Header_Ov... |
3} [2005.05.03 [ 09:52:29 EDT 10001 10002 Reject i
| @  2005.05.03 / 0%:52:29 EDT 10003 10004 Port_scan !
® 20050503 /09522901 | 10001 10002 Port_san I
2005.05.03 { 09152129 EDT | 10003 10004 Inttempted_telnet =]
kI 5]
550 of 19443 Update: 2005.05,03 § 09:52:30 AM EDT received: 50 (of 196) BRI

NOTE: To display a 3-D graph without real time events, click the Display Events down arrow
and select No.

13.1.2 Exploit Detection

To view any events indicating a possible exploitation, you must have the following:

+ Advisor Feed
+ Intrusion detection

¢ Vulnerability scanning
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Figure 13-1 Severity, Vulnerability and Attackld column

Severity | ulnersbility J | Attackid .J’ |
@ |
= [0

Within an event, the values in the Vulnerability field convey the following:

+ When the Vulnerability field equals 1, the asset or destination device is possibly exploited.

¢ When the Vulnerability field equals 0, the asset or destination device is indicated as not being

exploited.

¢ When the Vulnerability field is blank, the exploit detection feature of Sentinel is not enabled.

To view events that indicate a possible exploitation, create an Active View with a filter where
Vulnerability equals 1. For example, if you have Nmap and have run the Nmap Collector, you can

view asset information on the exploited asset or any asset.

For more information on how exploit detection works and which Intrusion Detection Systems and
Vulnerability Scanners are supported, see Chapter 1, “Sentinel Control Center,” on page 21.

13.1.3 Asset Data

To view Asset information for any event, right-click an event or events > Analysis > Asset Data, a

window similar

to the one below displays:

Figure 13-2 Asset Report

Asset
Report
Hardware MAC Address  (04:23:A3:44:65:87
Name Value UINKNCAN
Type DESKTOR Criticality UNKNOWN
Vendor UMKNOWN Sensitivity UNKNOWN
Product Environment  LINKNCAWN
Version Location UNKNOWN
Netwark IP Hostname
192, 168.0.10
devbox10
Software Name Type Vendar Product Version
Contacts Order  Name Role Email
OwnerFirstName10 OwnerLastMame10 ASSET_OWHER OwnerEmail10
MaintainerFirstMame 10 P .
MaintainerLastName 10 ASSET_MAINT AINERMaintainerEmaill0
BusinessUnit10 BUSINESS_UNIT
LineOfBusiness 10 LINE_OF_BUSIMESS
Division10 DIISION
Department10 DEPARTMENT
Location Room 709
Rack 0
Address HQ
1921 Gallows Rd
Suite 700
Vienna WA 22182 USA
Hardware MAC Address  04:23:A3:44:65:78
Name Value AssetValue
Type DESKTOP Criticality Criticality
Vendor “endor Sensitivity Sensitivity
Product ProductName Environment  Environmentldentity
Version ProductWersion Location Netwaorkldentity
Netwark IP Hostname
192.1658.0.1

13.1.4 Event Query

This section talks about event query

Phone Number
OwnerPhoneNumber10

MaintainerPhoneNumber10
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Example Scenario — Telnet Event:

During monitoring, you see numerous telnet attempts from source IP 10.0.0.1 Telnet attempts could
be an attack. Telnet potentially allows an attacker to remotely connect to a remote computer as if
they were locally connected. This can lead to unauthorized configuration changes, installation of
programs, viruses, and so on.

You can Event Query to determine how often this possible attacker has attempted a telnet; you can
setup a filter to query for this particular attacker. For example, you know the following:

+ Source IP: 10.0.0.1 + Event Name: Attempted_telnet
+ Destination IP: 10.0.0.2 + Sensor Type: H (Host Intrusion Detection)
+ Severity: 5

To Perform an Event Query:
1 In the Sentinel Control Center, click Event Query (Magnifying Glass icon) and click the Filter
drop-down menu.

2 A window with a list of filters displays. Click Add; specify a filter name of telnet SIP 10.0.0.1.
In the field below the Filter, specify:

+ SourcelP =10.0.0.3 + SensorType = H
+ EventName = Attempted_telnet + DestinationIP = 10.0.0.4
+ Severity =5 + Match if, select All conditions are met (and)

3 Click Save. Highlight your filter and click Select.

4 Provide your time period of interest; click Search (Magnifying Glass icon). The result of your
query displays. If your Event Query makes a match, you will get a result similar to the
following illustration.

Filter: & From: 2 From: 0 To: G To: Bakch size;

usLcteetsP 10001 1 v] Faos  zlpszzen 3] fevs  =lpesor  z] i =] W I b4

4 severty | DateTime [ SourcelP | Desfinationlp | Eventhlame |
®  2005.05.03 [ 09:25:24 EOT 10004 10005 Pttempted_teinet o f]
@  2005,05.03 ] 09:25:22 EOT 10.00.2 | iooo7 Attempted_telnet 0
®  2005.05.03 [ 09:25:20 EDT 10004 | 10005 Attempted_teinet o
@  2005.05.03 ] 09:25:18 EOT | 10002 10007 Attempted_telnet o
@  2005.05.03 ) 09:25:16 EDT T qoooa | qo00s Iktempted_teinet o
@  2005.05.03 [ 09:25:14 EOT 10002 1 10007 Attempted_teinet o
@  2005,05.03  09:25:12 EOT 10.0.0.1 | 1ooos Retempted_telnet o
®  2005.05.03 [ 09:25:10 EOT 0002 | 10009 Attempted_teinet o
@  2005.05.03 [ 09:25:08 EOT 10004 10006 Attempted_telnet o
@  2005.05.03 f 09:25:06 EDT 10002 I ioonse Inktempted_teinet o~

1 J »
| Batch received, click More for additional resuts, Complete through S/3J05 9:25:24 . = [ Count: 100

If you want to see how often in general this user is attempting a telnet, remove DestinationlP,
SensorType and Severity from your filter or create a new filter. The results will show all the
destinationIPs this user is attempting to telnet to.

If any of your events are correlated events, you can right-click > View Trigger Events to find
what events triggered that correlated event.

NOTE: Correlated events will have the SensorType column populated with a C.

302 Sentinel 6.1 User Guide



More Information about Attacks

Another event of interest could be excessive FTP events. This can also be a remote connection,
allowing for transferring, copying and deleting of files.

Below is a short list of attacks of interest. Types of attacks are an extensive list. For more
information about network/host attacks, there are many resources available (that is, books and the
internet) that explain different types of attacks in detail.

+ SYN Flood + Packet Sniffing + Smurf and Fraggle
+ ICMP and UDP Flood + Denial of Service + Dictionary Attack

13.2 Creating Incidents

NOTE: To perform this function you must have user permission to create Incidents.

This is useful in grouping a set of events together as a whole representing something of interest
(group of similar events or set of different events that indicate a pattern of interest such as an attack).

NOTE: If events are not initially displayed in a newly created Incident, it is most likely because of a
lag in the time between display in the Real Time Events window and insertion into the database. If
this occurs, it might take a few minutes for the original events to finally be inserted into the database
and display in the incident.

To create an Incident:

NOTE: It is possible to create an incident that does not contain any events. Events can always be
added to Incidents.

1 In a Real Time Event Table of the Visual Navigator or a Snapshot Real Time Event Table,
select an event or a group of events and right-click and select Create Incident.

Figure 13-3 Creating Incident
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2 In the Incident Window are the following tabs:
¢ Events: Shows which events make up the incident

+ Assets: Show affected assets
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¢ Vulnerability: Show related asset vulnerabilities

+ Advisor: Asset attack and alert information

¢ iTRAC: Under this tab, you can assign an iTRAC Process
¢ History: Incident history

¢ Attachments: You can attach any document or text file with pertinent information to this
incident

+ Notes: You can specify any general notes you want to refer regarding this incident.

3 In the Create Incident dialog box, provide:

+ Title + Category

+ State + Responsible
* Severity + Description
* Priority + Resolution

4 Click Create. The incident is added under the Incidents tab of the Sentinel Control Center.

13.3 iTRAC

This section gives and idea relevant to iTRAC.

13.3.1 Instantiating a Process

An iTRAC process can be instantiated in the iTRAC server by associating an iTRAC process to an
incident the following methods:

+ Associate an iTRAC process to the incident at the time of incident creation

+ Associate an iTRAC process to incident after an incident has been created

+ Associate an iTRAC process to an incident as an action when deploying a correlation rule

For more information on association a process to an incident, see Chapter 3, “Correlation Tab,” on
page 65 and Chapter 4, “Incidents Tab,” on page 99.

Example Scenario — Creating a Simple Two Tiered iTRAC Process for a Possible
Network Attack

NOTE: To perform all of the scenarios in the iTRAC section, iTRAC scenario sections must be
followed in the order presented.

This discusses how to make a simple two tiered iTRAC Process. The process is flow of steps that
can be taken in the event there is a possible attack on your system.
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The example process is:

¢ Asks the question (in the first step — a manual step [Decide if Hacked]), from a preliminary
look has the network been attacked? This leads to a Decision Step.

NOTE: All Decision Steps provide different execution paths depending on the value of the
variable defined in the previous step.

¢ Ifthere has been an attack, go collect necessary data to determine if there has been an attack. If
there is no attack, send an email out to the supervisor that there is not an attack.

¢ The Collect Data step is to review the data to make a better determination if there has been an
attack.

¢ [fthere has been an attack, take measures to prevent another attack and send an email out to the
supervisor that proper measures have been taken. If there is no attack, send an email out to the
supervisor that there is not an attack.

Figure 13-4 iTRAC Process

PMotHacked

—*"“«}‘4,@
= - Dlecision s NotHached -’
"%)_’E!B—’ Tr MotHached End
. Heched @ HackedorHaf
sbrt  Decide HHached Hached? -
Sitin e Hached Foppensd 7 Proper Measurez Tohen
econs S i o
PrenentFuure fthcks Heazures Tahen  Enad

To Create an iTRAC Process:

1 Click the iTRAC tab.
2 In the navigation pane, click iTRAC Administration > Template Manager.
3 In the Template Manager window, click Add.

4 The iTRAC Process Builder displays with a Process Details window. Provide the name iTRAC
Tutorial. Optionally, add a description.

£ process Details
~Details———— -

Mame liTRAC Process Tutorial

Description & simple two tier iTRAC Process for a possible stack. j
=l
Ok | Cancel |

5 From the Step Palette pane, drag and drop three Manual Steps, two Mail Steps, and two
Decision Steps. Rename and the attributes to the steps as follows by right-clicking and
selecting Edit Step.

¢ Manual Step-0 to Decide If Hacked
¢ set Role to Analyst
¢ click Associate
¢ click Add
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¢ provide Hacked in the Name field

Decide If Hacked E2
Manual Step -
iz assigned to a role. Variables may be associsted with a @“ >
manuzl step to get input from users

Name |Decide If Hacked

General | Description |

Role

-&z=zocigte Variables

<& Associate @ Delete & preview

= Hacked
Name
Type
Default

[T READ-OMLY

S | Cancel |

Canrrl

¢ in the Process Variables window select the Variable Type as String
¢ provide Default Value as yes

Process ¥ariables E3

Mame IHacked

Wariahle Type |STRING LI

DefaultWalue Iyes

Description

Inttial evaluation of event(s) to determine if there has beenan attack.

6.4 | Cancel |
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¢ under the Description tab, (optional) specify Initial evaluation of event(s) to
determine if there has been an attack

¢ click OK

+ highlight the newly created association, continue to click OK until the step is
renamed

+ Manual Step-1 to Collect Data
¢ set Role to Analyst
+ click Associate
+ highlight Hacked, click OK

+ under the Description tab, (optional) specify To further evaluate after collecting of
events to determine if there has been an attack.

¢ click OK, the step should be renamed
¢ Manual Step-2 to Prevent Future Attacks
¢ set Role to Analyst

¢ under the Description tab, (optional) specify Take measures to stop the attack
(firewall, router or other intrusion protection method). Also, if possible, determine
how the attacked was done.

¢ click OK, the step should be renamed
¢ Mail Step-3 to Not Hacked

+ in the To field, (because this is for tutorial) provide your email address. When this
step completes it will send you an email

¢ in the From field, provide a made up address such as me@nowhere.com

+ in the Subject field, specify We have not been hacked.

Quick Start 307



Mot Hacked E3

Wail Step .:\}.
EMail will be zert to corfigured addresses gl [

Mame  [Wot Hacked

General | Body |

To Iyouremailaddress@nadumain.net
From Ime@me.com
Suhbject & Have Mot Been Attacked (=imulation)

(0134 | Cancel |

¢ Under the Body tab, (optional) specify This email is generated from a tutorial
(simulation) iTRAC process.
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Mot Hacked E3

Wail Step a‘}.
EMail will be zert to corfigured addresses gl [
Mame [Mot Hacked
General  Body |
Thiz email is generated from from & tutarial cimulation)) iTRAC pru:ucess.|
6 4 | Cancel |

¢ click OK
+ Mail Step-4 to Prevent Future Attacks
¢ in the To field, specify your email address
¢ in the From field, specify a made up email address
+ in the Subject field, specify Proper Attack Measures Taken

¢ Under the Body tab, (optional) specify This email is generated from a tutorial
(simulation) iTRAC process.

+ Decision Step-5 to Hacked? (optional) Under the Description tab, (optional) provide a
description such as Preliminary decision as to if there has been an attack or not.
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Decision Step

<
v

iz uzed to create decision points for conditional transitions

Mamme |Hacked?

General | Deszcription !

Cancel |

+ Decision Step-6 to Hacked or Not. (optional) Under the Description tab, you might
provide a description such as Decision as to if there has been an attack or not.

Hacked?

Decision Step

<
v

iz uzed to create decision points for conditional transtions

Mame |Hacked?

General  Description

Preliminary decizion as to i there has been an attack or nclt.|

Ok | Cancel |
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6 Right-click Start and select Add Start Transition. Select destination to step Decide If Hacked.

7 Right-click Decide If Hacked and select Add Transition. Select and specify the following:

+ Name, provide Decision
+ Type, select Unconditional

+ Destination: Hacked?

Transitions

1]

Mame IDECiSiDn

Type | Uncandit anal = |:>
Sovrce IDeu:ide ff .. 'I Destination |[FE=A=ek
Description

+ Click OK

8 Right-click Hacked? and select Add Transition. Select and specify the following:
+ Name, provide Not Hacked
+ Type, select else
+ Destination: Not Hacked
+ Click OK

NOTE: A decision step provides different execution paths depending on the value of the

variable defined in the previous step. A Decision Step can have more than two transitions.

9 Right-click Not Hacked and select End Transition.
10 Right-click Hacked? and select Add Transition. Select and specify the following:
+ Name, provide Hacked
* Type, select Conditional

+ Destination: Collect Data
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Transitions

Marme IHacked|

Type I Condional ;I -c
Source IHacked? v| Destination |c:-||e-:t .. vl

Exprassion

{ Hacked starsWikh ("yes") Set |
Clear |

Description

Ciks | Cancel |

+ Click Set > EXP
¢ Select Variables and Values
¢ Select Attribute Hacked
¢ Select Condition equals

¢ Specify Value of yes

Transitions

Mame IHacked

1
4
R EXP  og AND 2k OR o eoim @ oEL

J Relations

[m I\fariables and Walues it I

Altribute Condition Walue

L IHacked LI quuals LI Iyes
: oK | Cancel |

L Cormplste Expression
{ Hacked startsWilh (Mwves™))

Ok | Cancel |

¢ Click OK until the transition is complete
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11 Right-click Collect Data and select Add Transition. Select and specify the following:
+ Name, Hacked or Not?
+ Type, Unconditional
+ Destination, Hacked or Not

12 Right-click Hacked or Not and select Add Transition. Select and specify the following:
+ Name, Not Hacked
* Type, Else
+ Destination, Not Hacked

13 Right-click Hacked or Not and select Add Transition. Select and specify the following:
+ Name, Hack Happened
¢ Type, Conditional
+ Destination, Prevent Future Attacks

Click Set > EXP

¢ Select Variables and Values

+ Select Attribute Hacked

*

¢ Select Condition equals
¢ Specify Value of yes
¢ Click OK until the transition is complete
14 Right-click Prevent Future Attacks and select Add Transition. Select and specify the following:
+ Name, Proper Measures Taken
+ Type, Unconditional
+ Destination, Measures Taken

15 Right-click Measures Taken and select Add End Transition.

hotHached

i
0-1\4).@
19 @ Dmision o HotHached -’
d“‘m*“ 3 RotHacke Eni
S Hacked @ Hachedortof &
st DecideHHacked Hachad? ‘:a—i- ]
gl T Hached Happened oo Proper Wessures Taken
TN ket & L
FresentFunre fmchs HeasuresTahen  End

16 Click Save. Your new process should appear in the Template Manager.

Example Scenario — Running an iTRAC Process for a Possible Network Attack
The following example assumes the following:

¢ A process named iTRAC Process Tutorial has been assigned to your role (analyst)

NOTE: This is a process created in Section. “Example Scenario — Creating a Simple Two
Tiered iTRAC Process for a Possible Network Attack™ on page 304.

+ All steps within the process belong to the Analyst group
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NOTE: By assigning steps to other roles, will mean having to
assigned to that role and accept the process. For simplicity, the
role.

log out and then log in as a user
following example is assigned to one

To run this process, this process must first be assigned to an incident.

To Start or Terminate a Process:

1 Click the Incident tab.
Click Incidents > Create Incidents.
Specify the following:
¢ Title: iTRAC Tutorial
+ Category: Other
+ Responsible: assign this Incident to yourself
4 Click the iTRAC tab, select iTRAC Process Tutorial.
Click Create.

NOTE: Because this is a tutorial Incident and not a true Incident, it can be deleted without

negatively affecting your Sentinel setup.

items.
Wiew work tems

Analyst

From anywhere in the Sentinel GUI, click the Analyst group (yellow bar) under View work

NOTE: Your bar might already be partially green indicating that you have accepted (acquired)

an iTRAC Process.

All of the processes assigned to the Analyst role displays.

N Work Items

User: ([ > omner. [Group x| Process: I<AII> -

v Sroup; I.ﬂna\yst

53 FTP HIT
B3 ITRAC Tulurial

ComrmandExample

ITRAC Prusess Tulurial

N Work Items

User: Ianalys1 LI Sroup; I.ﬂna\yst LI Cwner IGrDup LI Process: I<AII> LI

To accept a Work Item, highlight iTRAC Tutorial and click Acquire.

83 FTP HIT

#* iTRAC Tutoriol

Complete Ac% ire  View Details

ComrmandExample
Procoas : ITRAC Mocess Tutoricl

Step: Decide f Hacke:
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If the View Work Item list bar was yellow as illustrated above, it changes with an addition of a

green bar.

Wiew wark: tems

snayst [

9 Click the green bar under View work items. In the Work Items window, click View Details.

User: Ianalysﬂ LI Groug: IAna\ysﬁ LI Owner IMe LI Process: I<AII> LI

# ITRAC Tutorial Process: iTRAC Process Tutorial
Step: Decide f Hacked
Complete  Release  Views Details

& possible stlack 0706107 Hacled_tnalyst
N ¥ork Item Details
Process Name iTRAC Process Tutorial Process Id :208_iTRAC_Process_Tu‘torial_iTRAC_Proca!
Incident Name iTRAC Tutorial Incident Id : 307

Owner s ahaly st Performer : Anslyst

Incident Owner : analy st Status * PURKiFE

Process Status | Process Details | Description |

Q Zaormln Q Zoormout »Ci Zoom Selected Reset ﬂ.‘? Process Details - Histary
State: running Owner Name: analyst1
:::::_Si:_;:gnmon Instance ld: Process Definition
% 3 206_iTRAC_Process_Tutarial_iTRAC_Process_Tutorial Yersion: 1
Process Tutarial
P bt
e,
: @
== 3 e et st e
) t
e R I L1 N
i e Hoachaxd Happmd & Fiops Ko " ahan Al/ o
P Fuiuan Allasa Mo e Cw

oPIease review variables before completing Cornplete Pelease | Cancel |

The red highlighted step indicates what step this process is currently in.
10 To start the steps within this process, click the Process Details tab.
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N Work Item Details

| Process Mame :iTRAC Process Tutorisl Process Id :QDB_iTRAC_Proc:ess_TutoriaI_iTRAC_Procaf
Incident Name :iTRAC Titorial Incident ld : 307 |
Owner canalyst] Performer : &nalyst
Incident Owner : anhalystl Status < running
Process Status  Process Details | Description|
=
Haclked Iyes
=
Comments: A | Attachments: Al |
TCorarmerts and shachments will be added to sssocisted incident)
JE1 | T | 3
0 Please review variables before comgpleting Complete Release | Cancel |

For this manual step the variable yes is specified. Providing another value such as no or else
(no attack) will result in going to an email that will send an automatic email and complete the
process. Let say that initial assessment is that there is an attack, with the hacked variable equal
to yes, click Complete (to complete this step, not complete the process).

11 In the Work Items window, highlight the process and click View Details. The Collect Data step
should be highlighted in red. As before, this is a manual step.

12 Click the Process Details tab.

13 Again, the variable page displays. In the previous step of the iTRAC Process, Collect Data is a
step to further determine by analyzing the event(s) of interest if an attack has occurred. Let’s
say that an attack has occurred. Leave the default value of yes. If this were a real attack, it will
be beneficial to add clear notes and/or attachments as to the information about this attack. Click
Complete.

14 In Work Items window, highlight the process and click View Details. The Prevent Future
Attacks step should be highlighted in red. As before, this is a manual step.

15 In this manual step, measures should be taken to harden the network to prevent future attacks.
When this is done, as before it will be beneficial to add clear notes and/or attachments as to the
information about this attack. Click Complete.

The next step is an automatic email step indicating that proper anti-attack measures have been
taken. The iTRAC Process will be removed from the Work Items window.

316 Sentinel 6.1 User Guide



Also, if you go to the Process View window it indicates as Complete or if you double-click this
process, it indicates as Complete.

E-iTRAC Process Tutorial

- Propst Wadsures Taksn &5
- 8% ITRAC Tutarial fcompleted E L T 3 @
W Fyre ATACiE MEazures TIken Eng

:“Refreshn Created “ State: completed |

13.4 Report Analyst

NOTE: Assumption, your Security Administrator has configured your Crystal Enterprise Web
Server and published a list of available reports.

13.4.1 Analysis Tab

The Analysis tab allows for historical reporting. Historical and vulnerability reports are published on
a Crystal Web Server, these run directly against the Sentinel database. These reports can be useful to
track and investigate activity over a large time frame, for instance a week or a month. These reports
can also be used as a high level reporting method to your supervisors. If your reporting Web Server
is installed, look in the navigator bar to see what reports are available.

NOTE: Your reports might be different, Sentinel Crystal Reports are “living” reports. They are
under constant updating.

For example, if you are responsible for generating reports to upper management within your
organization, you can run Source Destination Reports. These are Top 10 Source to Destination IP
Pairs on hosts names, ports, IPs and users. To run this report, do the following:

To run a Crystal Report:
1 Expand Top 10 and highlight Top 10 Source to Destination IP Pairs and click Create Reports
(magnifying glass).

2 Specify Sentinel Report User (for SQL authentication and Oracle) as the username or your
Windows Authentication username and specify your password.

3 Under Report Type, select one of the following:

*

Specific Date Range
¢ Prior Day

Daily Report
Weekly Report
Monthly Report

*

*

*

NOTE: Other reports might have additional parameters such as resource name and severity
range.

4 Click OK. The following is a sample monthly report.
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Top 10 Source to Destination IP Paire: Monthly

Report Description: This anit displays the Top 10 Source IF - Destination IP pairs basad on total event count for the sele cred
severity and date range,07-01-2007 12:00:00 AM - 07-08-2007 11:59:58 PM

Source and Destination IP Pairs

Event Count

SIF - DIF Pairs

Source IP Destination IP Mumber of Ocourrences
1000167 10.0.0.21 3
10.0.0.61 10.0.0.2 2
10.0.0.119 10.0.0.7 2
10.0.0.54 10.0.0.32 2
10.0.0.81 10.0.0.38 2
10.0.0.57 10,0.0.37 2
10.0.0.205 10,0.0.44 2
10.0.0.245 10.0.0.51 2
10.0.0.87 10.0.0.60 2
10.0.0.82 10.0.0.65 2

5 You can export this file as a doc, pdf, rtf, xls or as a Crystal Report by clicking Export
(envelope).

[ Crystal Reports (RPT) x|

Microsoft Exoel 9F-2000 (ML<)

Microsoft Excel 97-2000 - Data Only (XL5)
Microsaft Wiard (RTF)

Microsaft Wiard - Editable (RTF)

Rich Text Format (RTF)

Similar to the Security Analyst, if you have an event or events of interest within your reports, you
can run an Event Query under the Analysis tab. To run a query, highlight Historical Events >
Historical Event Queries and click Create Reports (magnifying glass). For more information, see
section Event Query Sample Scenario.

13.5 Administrators

This section is about administrator actions.

13.5.1 Simple Correlation
Correlation is the process of analyzing security events to identify potential relationships between

two or more events. Correlation allows quick association of priority attacks based on common
elements of event data.
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The following example is written for the Data Generator Connector that comes installed in Sentinel
as a test event generator.

NOTE: Anytime the Data Generator Connector is running, it will be putting data into your database.
Having a correlation rule fire that is associated with the Data Generator Connector will additional
data to your database.

To Create a Simple Correlation Rule:

1 Click the Correlation tab and highlight Correlation Rule Manager in the navigation bar.
2 In the Correlation Rule Manager window, click Add.
3 Click Simple to create a simple rule.

4 Select Fire if All (in the drop-down menu).
Fire if Im hd | of the following conditions are met:

5 Specify the following:

+ SourcePort = 10025 + DestinationPort = 25

Fire if IAII Vi of the following conditions are met:

| DestinationPort =l|-
ISourcePort LI l=
Click Next.
6 To have this rule fire as many times as possible, select Continue to perform actions every time
this fires.

After rule fires:

' Coptinue to perform actions every time this rule fires

Click Next.

7 In the General Description window, specify a name. Recommend a name and description that
indicates that this is tutorial rule and cannot be germane to the network.

MName

|TutnriaI_SnurcePnn_DestinaticunPcur‘c
Namespace
|Cnrrelatiun Rules j

Description

IThis i5 a tutarial correlation rule.

Click Next.

8 Select not to create another rule, click Next.
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To Deploy the Simple Correlation Rule:

1 Click the Correlation tab and highlight Correlation Rule Manager in the navigation bar.

2 Click Tutorial SourcePort DestinationPort (this is the name of the rule from the previous

example) > Deploy Rule.

N Correlation Rule Manager

oP Add  Folder: | Correlation Rules 'l [V List correlation rules in sub-olders

1 =1 B3

Manage Folders ‘f

T Tutorial_SourcePort_DestinationPo

elation rule.

rt

W@ Titorial telet atterest SIP 183 1RR 10 97

WigwEdit Deplay Rule Delete
5 ]

3 (optional) In the Deploy Rule window, you can add an action. This allows you to:

+ Configure Correlated Event
+ Add to Dynamic List

+ Remove from Dynamic List

+ Execute a Command
+ Send Email

+ Create Incident

Action
Corfigure Correlated Event

Configure Correlated Event k
Al to Dynamic List

Remove from Dyrarmic List
Execute & Commanc

Zend Email
Create Incident

Click Next. The rule indicates deployed by the color green.

N Correlation Rule Manager
0H Add  Folder: ICUrreIatiun Fules

q*— T

To view what events triggered your correlated event

1 Right-click the correlated event and select View Trigger Events to see how many events (could

be more than 1) triggered this correlation rule.
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SourcePart

DestinationPart

SersorType

Severity

0025 25

Q Active Browser |

Show Details

Inwestigate
Analyze

N

Wiew in Active Browser

ed Events For 5FOBG700-0FA9-102A-8612-000D56C7335A

Correlation rule:

| Wiew Trigger Events [,
&0

Batch size:

1 [=]

Event Id:
: - - a| %
ISFD BE7OCOF 249-1 024-861 2000053 C73354 ITutorlaI_Sourc:ePort_DestlnatlonPDrt |1 oo LI
[: SourcePart Destination Port SensorType Sewerity Cwert Timne SourcelP
10025 26 Q 2 FEOT 51342 PM 10.0.0.156
4| 5
Count: 1

| L Searchcomplete.
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Solution Packs

*

Section 14.1, “Solution Packs,” on page 323

*

Section 14.2, “Solution Manager,” on page 326

*

Section 14.3, “Managing Solution Packs,” on page 328

*

Section 14.4, “Solution Designer,” on page 346

*

Section 14.5, “Deploying an Edited Solution Pack,” on page 356

14.1 Solution Packs

Solution Packs allow Novell, partners, and customers to create and easily manage solutions to
specific business problems. They provide a framework within which sets of content can be packaged
into controls, each of which is designed to enforce a specific business or technical policy. The
control can use any of the detection, filtering, alerting, and response features of Sentinel, as well as
provide documentation on control status and enforcement. By managing the set of content as a unit
within the control, the Solution Pack solves dependency problems and simplifies implementation.

Controls within a Solution Pack can include the following types of content:
¢ Correlation Rule Deployments, including deployment status and associated Correlation Rules,
Correlation Actions, including JavaScript plugins and Integrators, and Dynamic Lists
+ Reports
+ iTRAC Workflows, including associated Roles
+ Event enrichment, including map definitions and event metatag configuration
+ Other associated files added when the Solution Pack is created, such as documentation,

example report PDFs, or sample map files.

Although Solution Packs have many uses, one is to package content related to governance and
regulatory compliance into a comprehensible and easily enforceable framework that is easy to
deploy. Novell and its partners will offer and extend Solution Packs around such regulations or other
customer needs.

Solution Packs are created with Solution Designer application. Using this tool, a user creates the
Solution Pack, associated controls and documentation (including implementation and testing steps),
and then associates Sentinel content with each control. The entire package is then exported as a ZIP
file.

The ZIP file containing the Solution Pack is imported and deployed into an existing Sentinel system
using the Solution Manager in the Sentinel Control Center. The Solution Manager displays
implementation and testing steps in the Solution Pack and tracks the status of each control. At any
time, users can generate a detailed document with implementation status for each control.

14.1.1 Components of a Solution Pack

Solution Packs consist of Categories, Controls, Content and Content Groups. These components are
represented in a hierarchy. The following image depicts the hierarchy in a Solution Pack:

Solution Packs
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Figure 14-1 Solution Pack hierarchy

I8} solution_Pack

= i@ Category
- o Control
H- 4" DIPCountry
) IpToCounkry

" DIPCounty

= % ConditionalTransitionE xample
S Adrmir
2 ConditionalTransitionExample

= @ Correlation_Ruls

[ Correlation Rules)

ol

L
L

El- gy Advisor: &ffected products by wulnerability
- gl Advisor: Affected products by vulnerabilit

The table below describes each level in a Solution Pack hierarchy.

Table 14-1 Solution Pack hierarchy levels

g Solution Pack
Catego
- gory
B Control
R
N/A Content Group

Solution Pack is the root node in the content hierarchy. Each
Solution Pack can contain one or multiple Category node(s).

Category is a conceptual classification. Each Category can
contain one or multiple Control(s).

Control is another level of classification, which often
corresponds to a particular control defined by a set of
regulations. Each Control can contain one or multiple Content
Group.

Content Group is a set of related content. There are several
types of Content Groups, such as Reports, Correlation Rules,
and Event Configurations, each with its own icon.

The table below describes the types of Content Groups and the content that they contain.

Table 14-2 Table 14-2: Types of Content Group

> Event Configuration
&
- Map

Event Configuration is a Content Group that contains a
Map Definition and the configuration of one or more
related Sentinel metatags.

This icon is also used for the metatag configuration
definition.

Indicates the Map Definition Instance.
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=
L

@

ols

Workflow

Role

Correlation Rule

Namespace

JavaScript Action Plugin

JavaScript Action

Integrator Plugin

Integrator

Action

Correlation Rule Deployment

Report

Dynamic List

Workflow is a Content Group that contains an iTRAC
Workflow template and any associated Roles.

This icon is also used for the iTRAC workflow template
itself.

Indicates a Role used in a Workflow.

Correlation Rule is a Content Group that contains a
correlation rule, the namespace in which it is stored, and
any associated correlation actions or dynamic lists.

This icon is also used for the correlation rule definition.

Indicates Namespace Instance in which the correlation
rule is stored

Indicates a JavaScript Action plugin

Indicates a configured JavaScript Action instance

Indicates an Integrator plugin

Indicates a configured Integrator instance

Indicates Action Configuration for a correlation action.

Indicates the Correlation Rule deployment.

Report is a Content Group that contains a Crystal report.
This icon is also used for the . rpt report file.

Indicates Dynamic List.

14.1.2 Permissions for Using Solution Packs

To use the Solution Manager or Solution Designer, a user must be assigned the necessary
permissions in the User Manager.

To grant permissions for the Solution Pack:

1 Log into the Sentinel Control Center as a user with permissions to use the User Manager.
2 Go to the Admin tab.

3 Open the User Configuration folder.

4 Open the User Manager window.

5 Click the Permissions tab.

Solution Packs
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6 Select Solution Designer, Solution Manager, or Solution Pack (which will automatically select
both child permissions). The new permissions will be applied the next time the user logs in.

N User, Details §|

Details | Permizzions | Roles

This user has access o the following functionaity

User Permiszions

=l [#] Permissions

+- [#] Zeneral
¥ Botive Wiews
~[vliTRAC
-~ [¥] neidents
- [¥] regrators
- ¥ Betions
- [¥] Zvent Source Managemert
- [+] Enalysis
- | Belvizor
- [¥] admiristration
-] Zorrelation
= [v] solution Pack
- [¥] clertity

P8 PN o 99 rog O o O g8 o O g PO o B o OO oy 8o O

14.2 Solution Manager

After a Solution Pack is imported, the Solution Manager in the Sentinel Control Center is used to
install, implement and test each Control.

+ Installing a Control installs the child content for the Control into the Sentinel system. When the
content is initially installed, its status is Not Implemented.

+ Implementing a Control is the process to configure event source systems and Sentinel to use the
content associated with the Control. Novell Solution Packs include detailed documentation
describing implementation steps. The user should change the status of the Control to
Implemented after following all of these steps.

¢ Testing a Control is the process to verify the content associated with the Control. Novell
Solution Packs include detailed documentation describing testing steps. The user should
change the status of the Control to Tested after following all of these steps.

To use the Solution Manager, a user must be assigned Solution Manager permissions under Solution
Pack. For more information, see Section 14.1.2, “Permissions for Using Solution Packs,” on
page 325.

14.2.1 Solution Manager Interface

The Solution Manager window is divided into two frames: Content and Documentation.
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Content Frame

Content Frame provides Solution Pack zip extracted information. The Content frame displays a
hierarchical view of the Category, Control, Content Group, and various types of content. All parent
nodes reflect the overall state of the controls they contain. This means that parent nodes have an
inherited status based on their child content.

The Content frame consists of the following columns:

¢ Name: Displays the name of the node.

+ Installed: Indicates whether the content is installed in the target Sentinel system. If not, this
column will be blank.

¢ State: This column is available for the control node. This column contain a drop-down box
with the following values:

+ Not Implemented: This is the default state when the control is first deployed.

+ Implemented: This state indicates that the content is fully implemented using the
associated documentation.

¢ Tested: This state indicate that you have fully tested the content for this control using the
associated documentation.

NOTE: Because of the regulatory significance of implementing controls, status changes for each
control are tracked for auditing purposes.

Figure 14-2 Content Frame

&) Install D [O creste POF
= State
= W Pl Solution Pack ~

— @ Reguiremert 1: Install and maintain & firewsll configuration ta

B = Ccrtrol1.1.1: Firewall Configuration Chal

= wlk Crystal Report PCI-1 1 1-Firgwall_Conf guration_Cha. . '&)
‘@l Crystal Report PG 1 1 -Firewal_Configuration_c... €

2 u;p Certrol 1 .4.2: Direct Access to PCI Systems &)
= & PCltsset
| % PCI 4.2 AssetToPCl (5]

Ly PClAsset
I 4 DMZsset
{0 [ MapstPCIDI 3RO 4.2; AssetToDME (5]
- PO 42 Azset ToDWMZE 'E\)
- &P D7 As st b

Documentation Frame

The Documentation frame provides description of selected node Descriptive information provided
when creating the Solution Pack using Solution Designer is displayed here. For more information on
Solution Designer, see Section 14.4, “Solution Designer,” on page 346.

Solution Packs 327



The following informational tabs, populated and edited using the Solution Designer, are available in
Documentation frame:

¢ Description: This tab displays the description of selected node. An additional panel is
attached to this tab called Attachment. You can view attachments and their description in the

Description tab.

The user can add text to the External ID field to refer to specific regulations or corporate IDs.
+ Implementation: This tab, associated with the control nodes, displays the instructions for
implementing the selected control.
+ Testing: This tab, associated with the control nodes, displays the instructions for testing the
selected control.

+ Notes: The Notes tab, associated with the control nodes, is editable. This can be used for any
notes related to the control, including user comments on the testing or implementation process.

Figure 14-3 Documentation Frame

0;
+

i Documentstion: Control 1.1.1; Firewall Configuration changes
Descrition | S, Implementation | &8 Testing | Motes

1: BB3F14C0-9732-1028-83303-444553544200

External D:

Establizh firewall configuration standards that include the following : A formal process
for approving and testing all external network connecticns and changes to the firewall

configuraton.

Thiz cartrol has more to do with standards relating to the process for change
managemernt for firewalls. The process can, however, be validated 1o ensure that no
wialations of the process are occurring. The implementstion of thiz control inwclves
capturing 3l configurstion changz events fram firewallz S0 that such changes can be

wetted against approved changes.

14.3 Managing Solution Packs

This section states to manage solution packs.

14.3.1 Importing Solution Packs

Solution Packs are be available from several sources. They can be downloaded from http://
support.novell.com/products/sentinel6 (http://support.novell.com/products/sentinel6) (an additional
license might be needed). They can be provided by one of Novell’s partners, or they can be created
from content in your own Sentinel system.

The first step in using a Solution Pack is to import the .zip file into the system using the Import
Plugin Wizard. When a Solution Pack is imported, the .zip file is copied to the server where the
DAS (Data Access Service) components are installed. The actual contents of the Solution Pack are
not available in the target Sentinel system until the Controls are installed using the Solution

Manager.

If you import an updated version of a Solution Pack, you are prompted to replace the existing plugin.
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To import Solution Packs:
1 Click Tool menu and select Solution Packs. The Solution Packs window displays.
=
EEELE |

Mame I

SolutionPackwithAtachments
Report SentinelReports Reports
Solution Pack_placeholder
Replica Of PCI-DSS

| Ready I

2 Click Import icon in the Solution Packs window. The Import Plugin Type window displays.

Import Plugin Wizard E|

Plugin Import Type
Specify whether to import plugin from a plugin package or a directory.

@" Impart Solution paclkage plugin file (i)

[ Mt J[ Cancel ]

Select Import Solution package plugin file (.zip). Click Next. The Choose Plugin Package File
window displays.

3 Use the Browse button to the locate Solution Pack to import to the plugin repository. Select a
zip file and Click Open.

Import Plugin Wizard

Choose Plugin Package File
Select the plugin peckage file to import into the Plugin Repository.

File Name:| | |[ Browse. ..

If you have selected a solution pack which already exists then the Replace Existing Plugin
window displays. Click Next if you want to replace the existing plugins.
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Replace Existing Plugin?

A different version of the same plugin already exists inthe Plugin Repository. Choosze what
1o do with the existing plugin,

Detailz of Pluginin Repository

Mame PCI Solution Pack ~

Type SOLUTION_PaCK

WErsion 10

Felease Date 12026/07 2:44 PR

Descriation The PCI Solution Pack prowvides cortrolHewel support for most of the b’

Detailz of Plugin Being Imported

Mlarme PCI Solution Pack -

Type SOLUTION_P&CK

Wersion 10

Releaze Date 12/26/07 2:44 P

Dezcrigtion The PCI Solution Pack provides contralHewel susnoart for mast of the b
Click Mext to replace the existing plugin with the ohe being inported, ar click Back to select a
different plugin package.

[ Back ” Mext l [ Cancel

Click Next. The Plugin Detail window displays.

4 The details of the plug-in to be imported are displayed. Check the Launch Solution Manager
checkbox if you want to deploy the plug-in after importing the Solution Pack. If you check the
Launch Solution Manager check box, the Solution Manager displays.

Click Finish

14.3.2 Opening Solution Packs

To use the Solution Manager and view the contents of a Solution Pack, a user must be assigned
Solution Manager permissions. For more information, see Section 14.1.2, “Permissions for Using
Solution Packs,” on page 325.

To open a Solution Pack in the Solution Manager:

1 Click Tool menu and select Solution Packs. The Solution Package window displays:
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M Solution Pocks

EYEEE

=10 x|

SolutionPackwithallachments

Repica Of PCI-D3S

| Rendy

2 Double-click a Solution Pack in the Solution Packs window. The Solution Manager window

displays.

M Solution Manaper

Drom @ O cosae poF

Nt aue
= W PCi Sonmon Pack

1.1-Firewsd_Corfiguration_Cha... Q)
il Crysini g PCEA 1 1-Firsvesl_Configuration_C €
= Coriral 1.1.4; Unapproved Firemsl Administr sfion 2

&c:

@ PO 18 Unapporeved Firewsd Advins

=l Crvatal Fiepon PO 1 4-Unapeeound_Firewal_Admin

i Crypstnl Brpoet PCLY 1 4 Urippronened_Freveal_Ad

S Control 142 Deact Access 1o PC1 Systanms ]
2; AaseToOME 2
]

)5
1 cranges a8
Bmscription | %, wnpeernertaton | £ Testeyy | otes
w BBIF14C0-4732-1025 S3DTA4BE 44200
External 1D
For o eternal
configuration.
Thiz cortrol has more 10 do win stiderds reisting fahe rocess for change
eeats. Tre , Mo, be m
seciepoas of e pres: - peer ofthis
st
thed sgainst spproved changes.
Amschments
Tiane Dascrigtion

Content Comparison

When the Solution Pack is opened, the Solution Manager compares the contents of the Solution
Pack to other Solution Pack content (from different Solution Packs or previous versions of the same

Solution Pack).

Table 14-3 Content Status

5] Installed

Out of Sync

Indicates that the content is already installed in the target Sentinel

system.

The version is the same in the opened Solution Pack and the

previously installed Solution Pack.

Indicates that a different version of the content is already installed in

the target Sentinel system. A difference in name, definition, or

description could trigger an Out of Sync status.
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Out Of Sync Status

The Out of Sync icon indicates that content in the newly opened Solution Pack differs from a
version that was previously installed by another Solution Pack (either a different Solution Pack or a
previous version of the same Solution Pack). The name, definition, or description of the content
might be different.

NOTE: The Solution Manager only compares content from different Solution Packs (or different
versions of the same Solution Pack) for installed content. It does not compare content that has not
yet been installed. It also does not compare Solution Pack content to content in the target system;

manual changes to content in the Sentinel Control Manager are not reflected in Solution Manager.

When you right-click a Solution Pack, you can select Expand Only Out of Sync Nodes. This option
expands all Controls that are out of sync and collapses all Controls that are either uninstalled or in
sync. This makes it easy to find the out of sync content in a large Solution Pack.

To resolve out of sync content:

1 Select the out of sync content (not the Control or Category) in the Solution Manager.

2 Right-click and select Out of sync content details. A message displays with information about
which Solution Pack is the source of the out of sync content.

3 Compare the description of content item in the two Solution Packs to determine which version
you want to keep.

4 Uninstall the out of sync Control from all Solution Packs. (Ideally you should resolve the out of
sync issue before installing the new Solution Pack.)

5 Reinstall the Control with the content you want to keep.

6 Implement and test as required.

14.3.3 Installing Content from Solution Packs

To use the content of a Solution Pack in the Sentinel Control Center, you must install the Solution
Pack or selected Controls in a Sentinel System (also known as the “target” Sentinel system).

When you install either a Solution Pack or an individual Control, all of the child nodes are installed.

To install the contents of a Solution Pack:

1 Go to Tools > Solution Packs.

2 Double-click a Solution Pack to open Solution Manager. Alternatively you can click Open with
Solution Manager icon. The Solution Manager window displays.

3 Select a Solution Pack or a Control which you want to install. Click Install. Alternatively, right-
click on a Solution Pack or Control and select Install. The Install Control Wizard displays. If
you select a Solution Pack, all the controls in that Solution Pack displays. If you select an
individual Control then that control is displayed in the Install Control Wizard window.

332 Sentinel 6.1 User Guide



Install Control Wizard

X

Controls To Install
Ligts the set of cotrrols to be installed.

Yiou are about ta install he conterts of the contralzs below. This action will be audited.

:& Cortrol 1.4.2; Direct Access to PCI Systems

The pages to follow will aromgt you for information reguired to install the selected contrals.

4 Click Next. If Correlation Rules or Reports are included in the Solution Pack, you need to
proceed through several additional screens until you reach the Install Content window.

Install Control Wizard f'>_<|

Install Content
Ihstalls contert of selected contrals

SHMMAry

Marme Status
B :b Cortrol 1.4.2: Direct Accessto PCI Systems 3
2 & PClasset
{ L@ pCld 42 AssetToPCl (5]
P e P PClAsset
B 4" DMZasset
b [ MapsWPCDESIPCIA 4.2 Laset ToDMZ (5]
o ) PCI- 4.2: AzsetTaDME =)
Pk DMZosset
EI a FCl-1.4.2: Direct Access to PCI Systems
¢ i 0 Correlation FulestPCHDSSIPCIA 4.2: Direct..,

Back ” Install ] [ Cancel
Click Install.
5 After installation the Finish button displays.
Click Finish.

If the installation fails for any content item in the Control, the Solution Manager rolls back all the
contents in that control to uninstalled.
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There are special considerations for installing certain types of content, including Correlation Rules
and Reports; these issues are described below.

Correlation Rules and Actions

Correlation Rules are deployed to a specific correlation engine. During the Control installation, the
following screen shows the correlation engines in the target Sentinel system and the rules that are
already running on those engines. Based on the number and complexity of the rules running on the
engines, you can decide which correlation engine to which you will deploy the Correlation Rule.

Correlation rules will deploy in an Enabled or Disabled state, depending on their status in the source
Sentinel system when the Solution Pack was created.

If an Execute Script Correlation Action (created in Sentinel 6.0) is associated with the Correlation
Rule, the Solution Manager attempts to install the associated JavaScript code on all correlation
engines. If any of the correlation engines is unavailable, a message displays.

Figure 14-4 Install Control Wizard-Select Correlation Engine

Install Control Wizard x|
Select Comelation Engine
Select the correlation engine to which you wart to install the listed correlation rules,
Correlation Engine: | = dtapp0s69:172.16.4 46 LI
Fules to install i
=8 RuleFors B ct-citapp0B02:164.99.193179
W RuleForSEN-7525 W aRue
"-\,.'- WS -\,Ji Cl
-8 SEN-7568 (Deployment)
S SEM-7558
Lf SEM-7668
=& 1 (Deployment)
1
= §@ NewRule (Deployment)
ﬁ Mewm Bl ;I
- Descrigtion ~Description
Back Mext Cancel

You can cancel the Control’s installation and fix the problem or continue installation on only the
available correlation engine(s).
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Figure 14-5 Unavailable Correlation Engines

Unavailable Correlation Engines e ﬂ

L ] The following correlation engines are not running, therefore, the selected JavaScript
a."/ files cannct he installed orto them:

o computer_name: 10,001 (D 3E21B5CO-8C4B102A-BC21-00016CATBFD3)

The Jawa Script files can be successfully installed on the correlation enging wou
zselected, but if you later wart to-use the JavaScript files on one of the ehgines above,
you will hawve to manually copy them onto the engine before you can execute the
related JavaScript action.

Do you still wart to continue’?

NOTE: The Execute Script Correlation Action (created in Sentinel 6.0) cannot run on a particular
correlation engine if the installation of the JavaScript code fails for that correlation engine. The .js
file can be manually copied to the proper directory on the correlation engine. In a default
installation, the proper directory is SESEC_HOME/config/exec or % ESEC_HOME\config\exec.

If an Execute Command Correlation Action is associated with the Correlation Rule, the Solution
Manager installs the command and its arguments, but the script, batch file, or utility must be
manually configured on the correlation engine(s). This might require installing the utility,
configuring permissions, or manually copying a script or batch file to the proper directory on the
correlation engine(s).

NOTE: In a default installation, the proper directory for the script or batch file is SESEC_HOME/
config/exec or %ESEC_HOME!\config\exec.

If a JavaScript Action is associated with the Correlation Rule, the Solution Manager installs the
Action configuration, the Action Plugin, and the associated Integrator configuration and Integrator
Plugin (if needed).

Reports

There are two options for publishing Crystal Reports. They can be installed to a local directory and
then installed using the Crystal Publishing Wizard, or with additional configuration, they can be
published directly from the Solution Manager to the Crystal Reports Server.

NOTE: Crystal Reports Server must be deleted in the same manner they were added. It is strongly
recommended that the Notes tab of the Documentation frame be edited to indicate whether the
reports are added using the local method or the Crystal Reports Server method.

To install to a local directory on the Sentinel Control Center machine, select Install to Local
Directory on the screen below and then browse to the directory. Then the user must publish the
reports to a SentinelReports folder using the Crystal Publishing Wizard. For more information, see
“Crystal Reports for Windows” and “Crystal Reports for Linux” in Sentinel 6.1 Installation Guide.
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Figure 14-6 Deploy Control Wizard-Crystal Reports Server Information

X

Deploy Control Wizard

Crystal Server Information

Erter connection irformation for your Crystal Server.

@ In=tall to Local Directory

Select Directary

File Mame: | | [ Browse...

Affected Crystal Reports

i Top_10_Dashboard.ret
Wy Security_Dashbozrd rpt

[ Back ” e ][ Cancel ]

To publish the reports directly to the Crystal Reports Server, select Publish to Crystal Reports Server
and specify the Crystal Reports Server Name, Username and Password. (In a default installation, the
Username is “Administrator” and Password is blank.) When you publish directly to the Crystal
Reports Server, all reports are installed in the SentinelReports folder so they will be visible from the
Analysis tab of the Sentinel Control Center. Any folder hierarchy below SentinelReports is also
preserved.

NOTE: The direct publishing method is only possible if you configure the Web Server as described
in the“Patching Crystal Reports Server for Use with Sentinel” section of “Crystal Reports for
Windows” or “Crystal Reports for Linux” in the Sentinel 6.1 Installation Guide.
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Figure 14-7 Deploy Control Wizard-Crystal Reports Server Information

X

Deploy Control Wizard

Crystal Server Information

Erter connection infarmation for your Crystal Server,

'@ Publish to Crystal Server (Requires installstion of Crystal Server)
Crystal server login details

Server Mame I

User Mame I

Password I

Affected Crystal Reports

oy Top_10_Dashboard rpt

Ll Security _Daszhboard.rgt

[ Back ” Meut l[ Cancel ]

Regardless of how the reports are published, they must have the appropriate permissions configured.
If this is the first time you have added any reports for Sentinel, you must set View on Demand
permissions on the SentinelReports folder. If the View on Demand permissions are set, use the
following procedure:

To set View on Demand Permissions:

1 On the Crystal Reports Server, click Start > Programs > BusinessObjects > Crystal Reports
Server > .NET Administration Launchpad.

NOTE: When launching NET Administration Launchpad, if you find “HTTP 404 - File or
Directory not found” error, see http://support.microsoft.com/kb/315122 (http://
support.microsoft.com/kb/315122) for resolution.

2 Click Central Management Console.

The System Name should be your host computer name. Authentication Type should be
Enterprise. If not, select Enterprise.

3 Provide Administrator as the User Name. Provide your password (by default, this will be
blank). Click Log On. In the Organize pane, click Folders.

Single-click SentinelReports.
Select AlL
Click the Rights tab.

For Everyone, in the drop-down menu to the right under Access Level select View on Demand.

N o a b~
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8 Click Update.

9 Logoff and close the window.

You can customize the URL’s that the Solution Manager will attempt when installing reports. The
following procedure allows you to customize the URL’s:

To customize the URL.:

1 Based on the operating system:

¢ For Windows: Copy publish report.jspanddelete report.jsp files from <build
unzipped directory>\reports_patch\IIS to \BusinessObjects Enterprise 11.5\Web
Content\Enterprise115\WebTools\Sentinel

¢ For Linux: Copy publish report.asp and delete report.asp files from <build
unzipped directory>/reports_patch/Tomcat to /opt/crystal_xi/bobje/tomcat/webapps/esec-
script/Sentinel

NOTE: You must create the Sentinel directory if it’s not available.

2 Browse to %ESEC_HOME%/conf/ folder.

3 Open SentinelPreferences.properties file using Notepad for editing. Add the following
two new properties to supply customized URL’s for publishing and deleting reports:

com.eSecurity.Sentinel.crystal.publishURLs=http://##HOSTH##/
businessobjects/Enterprisell5/WebTools/Sentinel/publish report.aspx
http://##HOST##:8080/esec-script/publish report.jsp

com.eSecurity.Sentinel.crystal.deleteURLs=http://##HOST##/
businessobjects/Enterprisell5/WebTools/Sentinel/delete report.aspx http:/
/##HOST##:8080/esec-script/delete report.jsp

Each of these properties contains two URL’s separated with single whitespace.

NOTE: Report generation will fail if the proper port is not specified for the URL’s above (For
example, 8080 default port for Tomcat).

The string “##HOST##” is automatically substituted with the server name specified during
deployment in Deploy Control Wizard, Crystal Reports Server Installation window of Solution
Manager. You can modify these properties or append them with additional URL’s.

Content Placeholders

Only fully defined Controls can be installed. For Controls that contain placeholders, the Install
option is disabled:
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The following warning displays in the Description frame:

i Documentstion: Coniral =
Descriphion | implementation | Testing  Motes

@ Cannot Deploy a3 R contsire placeholder (5)

I=8 A0Z2EET0-8E99-1024-5 CH4-44456 3544200

External ID:

Duplicate Content within Solution Pack

If two separate Controls contain identical content and one Control is deployed successfully, the
status of the duplicate content in the other Control is changed to Installed. The remaining child
nodes in the second Control stay uninstalled.

Each content item is only installed once. If the same content item (for example, an iTRAC workflow
or a correlation rule) is included in more than one Control, it is only installed once. Therefore, if you
install one of those Controls, the content displays with an installed status in the other Control. In this
scenario, the Solution Manager might show that the content for the second Control is only partially
installed. See Control 1.4.2 in the example below:
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Figure 14-8 Duplicating Content with Solution Pack
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Content with the Same Name in the Target Sentinel System

If the Solution Manager detects content with the same name but a different unique identifier in the
target Sentinel system, the Solution Manager installs the content with a unique ID appended to the
name. For example, the rule from the Solution Pack might be named Unauthorized Firewall Change
(1). The existing rule in the Sentinel system is unchanged.

NOTE: To prevent confusion for end users, Novell recommends that one of these rules be renamed.

14.3.4 Implementing Controls

After the content installation, additional steps might be necessary to fully implement a control, such

as the following examples:

*
*
+ Enable auditing on source devices.
*

on the correlation engine(s).

Populate a . csv file that is used by the mapping service for event enrichment.

Schedule automatic report execution in the Crystal Reports Server.

Copy an attached script for Execute Command Correlation Action to the appropriate location

These steps should be added when the Solution Pack is created in Solution Designer.

To implement a control:

1 Open a Solution Pack in Solution Manager.
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Select a Control.
Click the Implementation tab in the Documentation frame.

Follow all of the instructions in the Implementation tab.

a b~ ODN

Add notes to the Notes tab of the Documentation frame as necessary to document progress or
necessary deviations from the recommended implementation steps.

6 When the implementation is complete, select the Control and change the status drop-down to
Implemented.

7 An audit event is generated and sent to the Sentinel Control Center.

Because of potential legal and regulatory implications, the status for a Control should only be
changed after all of the implementation steps have been successfully completed.

NOTE: A Control must be installed before it can be implemented.

=I- W0 PCI Solution Pack
— @ Reguirement 1: Install and maintain a firewsall configurstion to .

= Control 1.1 1 Fireveall Configuration Changes Mat Implemerted R
llk Crystal Report PCIS1 A A -Firewall_Cofiguration_Cha... @ Mat Implemented
b Gl Cristal Repart PCIA A 4 -Firewal_Configuration_C... &@ [Implemerted
HE~ -;p Control 1.1 .4: Unapprowved Firewall Administrstion

14.3.5 Testing Controls

After the content implementation, the content should be tested to verify that it is working as
expected. Testing might require steps such as the following:

+ Run a report.

¢ Generate a failed login in a critical server and verify that a correlated event is created and

assigned to an iTRAC workflow.

These steps should be added when the Solution Pack is created in Solution Designer.

To test a control:

Open a Solution Pack in Solution Manager.
Select a Control.
Click the Testing tab in the Documentation frame.

Follow all of the instructions in the Testing tab.

A H WON =

Add notes to the Notes tab of the Documentation frame as necessary to document progress or
necessary deviations from the recommended testing steps.

6 When the testing is complete, select the Control and change the status drop-down to Tested.
An audit event is generated and sent to the Sentinel Control Center.

Because of potential legal and regulatory implications, the status for a Control should only be
changed after all of the testing steps have been successfully completed.

NOTE: A Control must be installed (and should be implemented) before it can be tested.
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14.3.6 Uninstalling Controls

Controls are often used to meet legal or regulatory requirements. After they are implemented and
tested, Controls should be uninstalled only after careful consideration.

When a Control is uninstalled, the status for the Control reverts to Not Implemented and child
content is deleted from the Sentinel system. There are a few exceptions and special cases:

¢ Dependencies are checked to ensure that no content that is still in use is deleted. Some
examples of this include a dynamic list that is used by a correlation rule created in the target
Sentinel system, a report that is used in a Control that is still installed, an iTRAC workflow
template that is used in a Solution Pack that is still installed, or a folder that still contains other
content.

¢ Reports (. rpt files) copied to a local system cannot be removed if the uninstall is performed
from a Sentinel Control Center on a different machine.

¢ JavaScript files associated with Execute Script Correlation Actions remain on the correlation
engine(s).

¢ Maps (.csv files) and the data they contain are not deleted.
+ Roles associated with workflows are not deleted.

+ iTRAC workflow processes that are already in progress complete even if the iTRAC workflow
is uninstalled.

To uninstall a Control:

1 Right click the Control you want to uninstall and select Uninstall. Alternatively, you can click
Uninstall icon. The Controls To Uninstall window displays

Uninstall Control Wizard

Controls To Uninstall

Ligts the set of cotrrols to be uninstalled.

Yiou are about ta uninstall the conterts of the cortrals below. This action willbe sudited.

-:p Cortral 1.1 Firewall Configuration Changes

The pages to follow will aromgt you for information reguired to uninstall the selected controls.

[ M ] [ Cancel

Click Next.

2 If the Control you are uninstalling includes one or more reports, you are prompted whether to
uninstall the reports from the local server or the Crystal Reports Server. Ideally, this
information was recorded on the Notes tab when the reports were installed. Click Next. The
Uninstall Content window displays.
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Back ” Uninstall ] [ Cancel

3 Click Uninstall. The selected contents are uninstalled.

NOTE: Local reports cannot be uninstalled from a different Sentinel Control Center machine
than they were installed or if the files were copied to a new location after installation. If the
Solution Manager cannot find the . rpt files in the expected location, a message is logged in
the Sentinel Control Center log file.

4 Click Finish.

14.3.7 Viewing Solution Pack Status

There are several sources of information about the status of a Solution Pack.

Viewing Status in Solution Manager
You can view the status of Solution Pack contents in the Solution Manager:

+ None/Blank: No status indicator for a Control indicates that the associated content has not
been installed yet.

¢ Not Implemented: When none or some of the contents of a control are installed, the control is
in the Not Implemented state. If the same content is installed by another Control, a Control
might be Not Implemented even if some of its child content is Installed.

+ Implemented: This status indicates that a user has completed all of the implementation steps
and manually set the Control status to Implemented.

+ Tested: This status indicates that a user has completed all of the testing steps and manually set
the Control status to Tested.
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¢ Out of Sync: This status indicates that a different version of the content in the Solution Pack is
deployed in the Sentinel target system by another Solution Pack (or a previous version of the
same Solution Pack.

Generating Status Documentation

The information about the Solution Pack can be exported in PDF format. The report contains details
about every node in the Solution Pack, including Category, Control, and Content Group. You can
select the following available options:

+ Show status: Select this option to show deployment status for each control (Not Installed, Not
Implemented, Implemented, or Tested) and whether it’s Out of Sync.

¢ Show individual content: Check this option to include information about the child content for
each Control in the documentation.

Figure 14-9 Status Document

Solution Pack Contents

i Correlation Rules\Severity GT 3
Status

& Not Installed

D
Key[id=BB402CA0-07D7-102A-84B8-000C205C 1020, Type=NAMEEPACE]

Description
Correlation Rules\Severity GT 2

] Correlation Rules\test2

Status
@ instalied

15}
Key[id=BB4058CA0-0707-102A4-8732-000C295C 1030, Type=NAMESPACE]

Correlafion Rules'test2

To generate Solution Pack documentation:

1 Open a Solution Pack for which you want to generate a status report.
2 Click Create PDF... The Report Options window displays.
3 Check the Show status and Show individual content if desired.

4 To view the documentation, click Preview. If this is the first time a PDF has been opened from
your Sentinel Control Center, you might need to locate Acrobat Reader.
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5 To save the PDF, click Browse. Navigate the location where you want to save the PDF and

specify a filename. Click Save
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[ Prewiew ] [ Save ] [ Cancel ]

Audit Events in the Sentinel Control Center

All major actions related to Solution Packs and Controls are audited by the Sentinel system, with
information about which user performed the action. The following events are visible in the Sentinel
Control Center and are stored in the Sentinel database:

*

*

Solution Pack is imported.

Control is installed.

Control status is changed to Implemented.
Control status is changed to Tested.

Control status is changed to Not Implemented.
Control is uninstalled.

Notes are modified for a Control

Solution Pack is deleted.

14.3.8 Deleting Solution Packs

Solution Packs are often used to meet legal or regulatory requirements. After they are implemented
and tested, Solution Packs should be deleted only after careful consideration.
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All deletions are audited by the Sentinel system and sent to both the Sentinel Control Center and the
Sentinel database.

To Click Tool menu and select Solution Packs. The Solution Packs window displays.

Select the Solution Pack you want to delete and click the Open icon on the tool bar.

Select the Solution Pack node and click Uninstall. All Controls are uninstalled.

Close the Solution Manager

a o ON =

With the same Solution Pack selected, click Remove plugin. You are prompted for deleting the
Solution Pack. Click Yes to delete.

NOTE: If you attempt to delete a Solution Pack without uninstalling the content first, you are
notified that content is still deployed. You have the option to open the Solution Pack in Solution
Manager and uninstall the content.

14.4 Solution Designer

You can use the Solution Designer to package and export different contents for example, Correlation
Rule with associated Actions and Dynamic lists and Crystal Reports Server. These contents can be
selected and packaged with their respective configuration to a zip file. You can then view or select
the content of the zip file using Solution Manager. For more information on Solution Manager, see
Section 14.2, “Solution Manager,” on page 326.

To use the Solution Designer, a user must be assigned Solution Designer permissions under Solution
Pack. For more information, see Section 14.1.2, “Permissions for Using Solution Packs,” on
page 325.

14.4.1 Solution Designer Interface

The Solution Designer is divided into several frames: Content Palette, Content Description, Solution
Pack, and Documentation. The Content Palette includes several sections that can be expanded,
including Correlation Deployment, Event Enrichment, Workflow Templates and Reports. The
displayed contents are populated from the Sentinel Server and can be exported into a Solution Pack.
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Table 14-4 Table 14-4: Solution Designer - User Interface
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¢ Documentation

0
-

: Documertstion: Control 1.1.1; Firewsl Configuration Changes

Description | S, Implementation | &9 Testing | Notes
1D BE3F14C0-973532-1024-53D3-444555544 200
External 10
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far approving and testing all external network: connections and changes to the firewsl
configuration.

This contral has more to do with standards relsting to the process for change
managemnert far firewalls. The process can, however, be validated to ensure that no
winlstions of the process are occurring. The implementation of this contral involves
capturing all corfigurstion change events from firewalls so that such changes can be
wetted against approved changes.

14.4.2 Connection Modes

Solution Packs can be created or edited in Solution Designer in connected or offline modes.

In offline mode, there is no connection to an active Sentinel Server or its content (such as iTRAC
workflows, event enrichment, or correlation rules). However, you can perform the following
actions:

¢ Define the structure of the Solution Pack (including Categories, Controls, and content
placeholders).

¢ Write implementation documentation.

+ Write testing documentation.

¢ Add reports (. rpt files) available in your local system or published on a connected Crystal
Reports Server.

¢ Add attachments to any node of the Solution Pack.
In connected mode, all content in the Sentinel system is available. In addition to all of the actions
that are available in offline mode, you can also perform the following actions:

¢ Add Sentinel content (such as Correlation Rules, Maps, iTRAC workflows).

+ Replace placeholders with Sentinel content.

To open Sentinel Designer in offline mode:
1 In Windows, use the Sentinel Solution Designer shortcut on the desktop, or start Solution
Designer by executing one of the following commands:

solution designer.bat (in %ESEC_HOME%\bin on Windows)
solution designer.sh (in $ESEC_HOME/bin on Solaris/Linux)

The Sentinel Solution Designer login window displays.

2 Provide your login credentials. Check Work Offline checkbox if desired, then click Login. The
Solution Designer displays.
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3 Open or create a Solution Pack.

14.4.3 Creating a Solution Pack

Using Solution Designer, you can create a Solution Pack using existing content objects (for
example, Correlation Rules, Dynamic Lists, or iTRAC workflow templates) from Sentinel. The
Solution Designer will analyze the dependencies for a content object and include all necessary
components in the Solution Pack. For example, a correlation rule deployment includes a correlation
rule definition and can also include one or more actions and the ability to create an incident using a
workflow. The Solution Designer will include the correlation rule, the associated correlation actions,
the iTRAC template, and the roles associated with the iTRAC template in the Solution Pack.

NOTE: To add a content object to a Solution Pack, it must already exist in Sentinel. Content objects
cannot be created using Solution Designer.

To create a new Solution Pack:

1 Open the Solution Designer in either connected or offline mode.
2 Click File > New. An empty Solution Pack displays in the Solution Pack frame.

3 Add Categories, Controls, Content Groups, and content placeholders using the proper
procedures for each.

4 Add file attachments to the hierarchy nodes as desired.

5 Select File > Save. The Save window displays. Provide a name and click Save. The Solution
Pack is saved in a .zip format.

NOTE: Although you can save a Solution Pack with empty placeholders, you cannot install
Controls in Solution Manager unless all placeholders have been filled with content.

14.4.4 Managing Content Hierarchy Nodes

All content in a Solution Pack is hierarchically organized into Categories, Controls, and Content
Groups in those groups. These nodes in the hierarchy can be added, deleted, renamed, or reordered.
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Table 14-5 Adding, Deleting, Renaming and Reordering Content hierarchy

Function Description

Create Add a node to the existing control.

Select an existing node. Right-click and select Create, or click Create
in the Solution Pack frame. Specify the details and click Create.

Rename Rename an existing node.

Select an existing node. Right-click and select Rename, or click
Rename in the Solution Pack frame. Provide the new name and click
OK.

Delete Delete a Category, Control or Content Group object.

Select an existing node. Right-click and select Delete, or click Delete
option in the Solution Pack frame. The Delete Selected Objects?
message displays. Click OK.

View or Edit Properties View or edit the properties of a Solution Pack, such as the creator.

Select File > Properties from the menu bar or right-click the Solution
Pack node and select Properties.

Expand or Collapse Nodes Expand or collapse all child nodes.

Select the Solution Pack or any Category, Control or Content Group
level. Right-click a node and select Expand All or Collapse All.

Move Nodes Category, Control, and Content Group nodes can be created in any
order and then reordered or moved to a different parent in the
hierarchy.

To move a node to another branch in the hierarchy. Drag and drop a
node to its new parent node. A Control can be moved to a new
Category. A Content Group can be moved to a new Control.

To reorder a node, drag and drop it on top of the node it should
appear after in the Solution Pack.

14.4.5 Adding Content to a Solution Pack

A vital part of creating a Solution Pack is adding content to the controls. Each control can have one
or more types of content associated with it.

Sentinel Content

The same general procedure is used to add all types of Sentinel content to a Solution Pack. The
Sentinel content options include the following:

¢ Correlation Rule Deployments, including their deployment status (enabled or disabled) and
associated Correlation Rules, Correlation Actions, and Dynamic Lists

+ Reports

+ iTRAC Workflows, including associated Roles
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¢ Event enrichment, including map definitions and event metatag configuration
+ Other associated files added when the Solution Pack is created, such as documentation,
example report PDFs, or sample map files.

The general steps for Sentinel content are described below. The steps for reports, which are Crystal
content, are slightly different. For more information, see “Crystal Reports Server” on page 351.

NOTE: Because dynamic list elements and map data are often highly dependent on the system
environment, this data is not included as part of the dynamic list or map definition in the Solution
Pack. However, this data can be attached to the Solution Pack as a . csv file.

To add Sentinel content to a control:

1 Log into Solution Designer in connected mode.
2 Open or create a Solution Pack.

3 Click the appropriate panel to display the available Reports from the Content Palette-Solution
Pack, Category, Control, Control Group and Contents.

4 Select the specific Content Group you want to add.

5 Select the appropriate Control or placeholder and click Add Selected Content. Alternatively,
drag and drop the selected Content Group to the appropriate Control or placeholder in the
Solution Pack frame.

NOTE: If you try to add pre-existing content in Solution Designer by drag and drop, the existing
content is highlighted. After you drop the content, a message prompt displays stating existence of
similar content.

Crystal Reports Server

You can add a Crystal Report (. rpt file) from the SentinelReports folder on a Crystal Reports
Server or from a local file system. Adding a Crystal report is similar to adding other types of
content, but it requires an extra step to log into the Crystal Reports Server.

Crystal reports must be deleted in the same way they were added. It is strongly recommended that
the Description be edited to indicate whether the report was added to the local file system or to the
Crystal Reports Server.

To add a report from a Crystal Reports Server:

1 Log into Solution Designer in connected mode or offline mode and open or create a Solution
Pack.

2 Click Report panel in the Content Palette. The Report Panel will expand.

¥ Reports |

-Fdﬁl: j Connect

il | 2
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3 Click Connect. The Login to Crystal Reports Server window displays. Specify the Server
Name, User Name and Password in their respective fields.

NOTE: In a default Crystal installation, the User Name is “Administrator” and the password is
blank.

Click Login.

4 All the report folders will be available as a dropdown. Select the folder to view all
corresponding reports.

gy Reports

Folder: | | | SentinelReports l! Cannect

{ | Dashboards
) Incident Management
| Internal Events

| Security Evenits
| Top 10

Kl | &

5 Select a report, drag and drop the report in the Solution Pack frame. The report can now be
exported using the Save option in the File menu.

NOTE: Only reports from the SentinelReports folder and its subfolders are available. The folder
hierarchy is preserved when the reports are added to a target Sentinel system. (Reports must be in
the SentinelReports folder to be viewed on the Analysis tab of the Sentinel Control Center.

To add a report from the local file system:
1 Log into Solution Designer (in connected or offline mode) on the machine where the . rpt files
reside.
2 Open or create a Solution Pack.

3 Click Report panel in the Content Palette. The Report Panel will expand.

o Reports |

Folder: | j Connect

4 | 2

4 Sclect a control in the Content tree. Select a Local Report File... in Content Palette and click
Add Selected Content button on the top left corner.

5 The Add From Local Report File window displays. Browse to the location on your local drive
where the report is located.
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Add From Local Report File
Select Local Report File

| | [ Browse ]

File Description

Report Marne: ‘ |

Description: ‘ |

Relative Path: ‘ |

X

6 Select the file and click Open. The file description is displayed.
7 Click OK.

Placeholders

If the user is working in offline mode or is not ready to associate content with a control, an empty

placeholder can be used instead.

To add a placeholder:

1 Click a button in the Content Palette to open the panel for the type of placeholder you want to

add: Correlation, Event Enrichment, iTRAC workflow or Report.

2 Drag and drop the placeholder to the appropriate Control in the Solution Pack frame.

3 Rename if desired.

To replace a placeholder with content:

1 Click a button in the Content Palette to open the panel for the type of placeholder you want to

replace: Correlation, Event Enrichment, iTRAC workflow or Report.

2 Drag and drop the appropriate Content Group from the Content Palette to the placeholder in the

Solution Pack frame.

File Attachments

You can attach a file or files to any node in the hierarchy, and they will be included in the Solution
Pack. These files can include anything useful for a user who must deploy the Solution Kit, such as a
PDF view of a report, sample map data for event enrichment, or a script for an Execute Command
Correlation Action. These files can be added, deleted, viewed, renamed, or saved to the local

machine.
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Table 14-6 File Attachment

O Add File Add an attachment to a node. The system prompts for another file if
you attempt to add one that is already attached.

Select a node. Click Add a new attachment icon in the Attachments
panel. Locate the file, provide a description, and save.

View View an attachment.

Select a node and then select the attachment in the Attachment panel.
Right-click and select View File. The file displays in the associated
application.

N/A Rename Rename an attachment.

Select a node and then select the attachment in the Attachment panel.
Right-click and select Rename. Specify the new name and click OK.

0 Delete Delete an attachment.

Select a node and then select the attachment in the Attachment panel.
Right-click and select Delete. Click OK to delete.

Save Save a copy of the attachment to the local system.

L

Select a node and then select the attachment in the Attachment panel.
Right-click and select Save As. Select a file location and click Save.

14.4.6 Documenting a Solution Pack

Implementation Steps

Add the steps required to implement the content in the target Sentinel system to the Implementation
tab of the Documentation frame. The steps might include instructions for the following types of
implementation actions:

+ Populating a . csv file that is used by the mapping service for event enrichment.

¢ Scheduling automatic report execution in the Crystal Reports Server.

+ FEnabling auditing on source devices.

+ Copying an attached script for an Execute Command Correlation Action to the appropriate

location on the correlation engine(s).

After the content implementation, the content should be tested to verify that it is working as
expected. Testing might require steps such as the following:

Testing Steps

Add the steps required to test the content in the target Sentinel system to the Testing tab of the
Documentation frame. The steps can include instructions for the following types of testing activities:

¢ Run a report and verify that data is returned.

¢ Generate a failed login in a critical server and verify that a correlated event is created and
assigned to an iTRAC workflow.
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14.4.7 Editing a Solution Pack

A saved Solution Pack can be edited using Solution Designer. For information about deploying the
changes into an existing system, see Section 14.5, “Deploying an Edited Solution Pack,” on
page 356.

When an existing Solution Pack is saved, the user has several options:
+ Save: Saves an updated version of the original Solution Pack. If the Solution Pack is re-
imported into a Sentinel system, it replaces the old version.

¢ Save As: Saves a renamed version of the original Solution Pack. If the Solution Pack is re-
imported into a Sentinel system, it replaces the old version.

¢ Save As New: Saves a Solution Pack with a new unique identifier. If the Solution Pack is
imported into a Sentinel system, it does not impact any previously imported Solution Packs.

To edit a Solution Pack:
1 In Windows, use the Sentinel Solution Designer shortcut on the desktop, or start Solution
Designer by executing one of the following commands:

solution designer.bat (in %ESEC_HOME%\bin on Windows)
solution designer.sh (in $ESEC _HOME/bin on Solaris/Linux)

The Sentinel Solution Designer login window displays.

2 Provide your login credentials. Check Work Offline checkbox if desired, then click Login. The
Solution Designer displays.
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3 To edit a Solution Pack, click File > Open. Browse and select the existing Solution Pack zip
file. Click Open.

4 To update the Solution Pack with modified content from the source Sentinel system, drag and
drop the content from the Content Palette to the appropriate Control.

5 Add or delete Controls as necessary.
6 Click File > Save, Save As, or Save As New.

7 Ifyou selected Save or Save As and some of the content is out of sync, you will be prompted to
synchronize.
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Out of Sync Content

If the content in the source system is modified, the content in the source system and the content in
the original Solution Pack can be out of sync.
+ You can drag and drop the content from the Content Palette onto the control.

¢ For simple content with no dependencies, the modified content is immediately updated. For
example, a report has no dependencies.

¢ For content with dependencies, the dependencies are checked and updates are made when you
click Sync All Content or when you save the Solution Pack.

NOTE: In the special case in which an action uses the Send Email action that is included in all 6.1
systems by default, the Send Email action will always appear as Out of Sync. This is expected and
will not cause an error.

14.5 Deploying an Edited Solution Pack

When a Solution Pack is modified and saved using the Save or Save As options in Solution
Designer, it is considered a new version of the original Solution Pack. When it is imported, it
replaces any older versions of the original Solution Pack. There is no immediate impact on any
installed content in the target Sentinel system.

After the Solution Pack is installed, its behavior varies depending on the status of the original
Solution Pack’s content.

+ [fthe content from the original Solution Pack was not installed yet, the content is simply
replaced. When a user installs content, the new content is installed to the target Sentinel system.

¢ [fthe content from the original Solution Pack was installed (Not Implemented), Implemented,
or Tested, the original content is compared to the new content.

+ [fthe content version is the same, the original content is still valid and no action is necessary.

¢ [f the content version is different, the content status is set to Out of Sync. The user must decide
how to resolve the synchronization issue. For more information, see “Out Of Sync Status” on
page 332.

¢ [f the content didn’t exist in the original Solution Pack, it is displayed in Solution Manager as
not installed. You can install, implement, and test the new content.

¢ [f the content existed in the original Solution Pack but has been deleted from the modified
Solution Pack, it does not appear in the Solution Manager.

NOTE: The Solution Manager only handles differences in the contents of Solution Packs. It does
not recognize manual content changes that are performed after content is installed.

356 Sentinel 6.1 User Guide



Actions and Integrator

¢ Section 15.1, “Overview,” on page 357

¢ Section 15.2, “Action Manager,” on page 358

¢ Section 15.3, “Action Plugins,” on page 359

¢ Section 15.4, “Actions,” on page 371

¢ Section 15.5, “Integrator Manager,” on page 376
¢ Section 15.6, “Integrator Plugins,” on page 378
+ Section 15.7, “Integrators,” on page 379

This section allows you to understand:

¢ Integrator Manager
¢ Action Manager

¢ Action Plugins

+ Actions

¢ Integrator Manager
¢ Integrator Plugins

¢ Integrators

15.1 Overview

Actions are used to execute some type of action in Sentinel, either manually or automatically. An
Action plugin framework was introduced in Sentinel 6.1. This framework consolidates several
disparate ways of executing actions in Sentinel 6.0. The same Action framework is now used to
execute actions in all of the following contexts:

¢ When a deployed correlation rule fires (automatic)

¢ When a user chooses the Action from within an Incident

+ When a user chooses a right-click menu option using an Action in an Active View or other

event table

The plugin framework has several advantages over the method for using JavaScript actions in
previous versions of Sentinel. Using the plugin framework:

¢ There is no need to place the JavaScript file in a particular directory. The plugin is placed in a
central repository.

¢ There is no need to manually distribute the file to multiple machines in a distributed
environment. The plugins are downloaded as needed.

¢ Importing the updated plugin from one Sentinel Control Center machine is sufficient to update
the plugin everywhere it is used.

One or more configured Action instances can be created from an Action plugin using different
parameters.
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An Action can be executed on its own, or it can make use of an Integrator instance, configured from
an Integrator plugin. Integrators provide the ability to connect to an external system, such as an
LDAP, SMTP, or SOAP server, to execute an action.

15.2 Action Manager

The Action Manager allows you to configure repeatable actions that can be executed in various
contexts throughout the Sentinel system. The Action Manager allows you to configure the following
types of actions:

¢ Configure a Correlated Event

Add to Dynamic List

*

*

Remove from Dynamic List

*

Execute a Command

*

Send an Email

*

Create an Incident

+ Execute JavaScript Action Plugins

NOTE: Except for JavaScript Actions, the Actions above can only be used in the context of a
correlation rule deployment. For more information about correlation-only actions, see the
Correlation section. This section focuses exclusively on JavaScript Action plugins and Actions.

Using the Action Manager you can import, create, and manage Action plugins (.zip files) and
configure specific Action instances.

15.2.1 Permissions for Using Action Plugins

To use Action Plugins, a user must be assigned the necessary permissions in the User Manager. By
default these permissions are assigned to esecadm.

To grant permissions for the Action Plugins:

1 Log into the Sentinel Control Center as a user with permissions to use the User Manager.
2 Go to the Admin tab.
3 Open the User Configuration folder.

4 Open the User Manager window. Double-click the desired user. The User Details window
displays.

5 Click the Permissions tab.
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X

N User Details

Dietails | Permissions | Roles

This user has access to the following functionsity

User Permizsions

B---- Permizzions

3 General
Active Views
iTRAC
Incidorts
Integrators
Actions

Evert Source Management
Analysis
Acdvizor

- [¥] Admiristration
-[v] Carrelstion

-[¥] Solution Pack
- [¥] Iddertity

6 Select View Actions, Manage Actions, or Manage Action Plugins (which will automatically
select all child permissions). The new permissions will be applied the next time the user logs in.
For more information, see “Sentinel Control Center User Permissions” in Sentinel 6.1

Reference Guide.

15.3 Action Plugins

You can download Action plugins from the Sentinel Content Site (http://support.novell.com/

products/sentinel/sentinel61.html).

Action plugins are frequently included in Solution Packs. Also, JavaScript actions used in Execute
Script actions in versions of Sentinel before Sentinel 6.1 can be converted to Action Plugins using

the Action Manager.

15.3.1 Importing JavaScript Action Plugins

JavaScript plugins from Novell or other sources can be imported into Sentinel.

To import Action plugins:

1 Click Tool menu and select Action Manager. The Action Manager window displays.
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N Action Manager
08 Add

IManage Plugins

.Q set-eDirectory

Iz B 0 D

WigwwEdlit Delete

Reachy

|2 Refresh| Refreshed 4: B/5I05 3:45:09 PM

2 Click Manage Plugins.

*HE

The Action Plugin Manager window displays.

Mame

LDAP_Setaftr

3 Click the icon on the top left corner to Import plugins. Plugin Import Type window displays.
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]

Import Plugin Wizard
Plugin Import Type
Specify whether ta import plugin from a plugin package or a directory.

(=) import an Action plugin file (zipk

(:} Irnppart &h Action plugin from directory

[ et l l Cancel

4 Select Import an Action plugin file (.zip). Click Next.
5 The Choose Plugin Package File window displays.

)

Import Plugin Wizard

Choose Plugin Package File
Select the plugin package file to import into the Plugin Repository.

File Mame: H Erowse...
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6 Browse to a location of the Plugin package file and click OK. Click Next.

NOTE: If the file you have selected is not of proper format, the Next button will not activate.

If you are updating an already-imported plugin file, you are provided with the option of
updating the existing plug-in, going back and selecting a different plug-in, or canceling the
import. If you want to continue, click Next.

7 The Plugin Details window displays. Details of the plugins to be imported are displayed.

Import Plugin Wizard g|
Plugin Details
Details of the plugin to be imported are showre below. Click Finish to import the plugin,
Dezcription
Marme Jszcript
Typee JEVASCRIPT_ACTION
Author Uk
Yersion 141
Release Date 43005 3:28 PM
Supported O Platforms
Idd G9EES020-E390-1028-9CF 2001 555005725
Description Java script file
Back H Finizh ] [ Cancel
Click Finish.

15.3.2 Importing JavaScript Files

Although JavaScript Action plugins can be obtained from Novell, it is also possible to create and
manage your own JavaScript Action plugins. Plugins can be created using JavaScript files that were
used in the Execute Script command in versions prior to Sentinel 6.1, or they can be created using
any JavaScript file written using the Sentinel JavaScript APL

NOTE: For information about the API for developing JavaScript scripts for Sentinel correlation, see
Sentinel JavaScript Action API on the Novell Developer Community web site (http://
developer.novell.com/wiki/index.php?title=Develop_to_ Sentinel).

After you import a JavaScript file into Sentinel, a JavaScript Action plugin is created and stored in
the central plugin repository. Then the Action plugin can be used to configure an Action instance.
Unlike the Sentinel 6.0 Execute Script command, the JavaScript file does not need to be manually
moved to a specific directory location.
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When you import a JavaScript file from a directory, it is important to define the required objects
correctly so the JavaScript Actions that use the plugin are available in the right parts of the Sentinel
Control Center interface. The following table shows the Required Objects options in the import
wizard and where the Actions will be available if those options are checked.

Table 15-1 Required Objects

Actions Available for Selection in these Contexts:

Associate with

Create Incident Execute Incident

Required Object Event Menu Deploy Correlation

Configuration Rule Correlation. Action Action
None Yes Yes Yes Yes
Event Yes Yes Yes Yes
Correlation Rule No Yes Yes Yes
Incident No No Yes Yes

To import JavaScript files:

1 Click Tool menu and select Action Manager. The Action Manager window displays.

N Action Manager

lf.}‘ Al IManage Plugins

:T_s] set-eDirectory

BE sta on-1D Wigw/Edlit Delete

Reachy @ Refresh| Refreshed Af: 6/5/058 3:45:03 P

2 Click Manage Plugins. The Action Plugin Manager window displays.
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0 E 0 Andage L]

P HSE

Mame

LDAP_Settitr

3 Click the icon on the top left corner to Import plugins. Plugin Import Type window displays.

Import Plugin Wizard

Plugin Import Type
Specify whether to import pludin from a plugin package or a directory.

@ Jmport an Action plugin file [ zip

(:} Impart an Action plugin from directory
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4 Select Import an Action plugin from directory. The Choose JavaScript Directory window
displays.

Import Plugin Wizard E|

Choose JavaScript Directory
Select the directory where the JavaScrpt that you would ke to import i3 located

Fe e

5 Browse to a location of the JavaScript Plug-in directory and click OK. Click Next.

6 The Action Plugin Detail window displays. Provide the required information. Attach a Main
JavaScript File and Help File.
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Import Plugin Wizard

%)

Action Plugin Details
Specify the detalls of the Action plugin.
Id ‘ BB449B00-1350-1026-9004 001 23F3F 4527 ‘ | = |
Mame | Jsseript |
Author | Unknown |
Versinn 10 |
Main Javascrat File |example.j3 | [ . ]
Help File | | [ . ]
Description Jawa script fil
| Back || et | cancel |

NOTE: If the file you have selected is not of proper format, the Next button will not activate.

When updating an already-imported JavaScript file, you are provided with the option of
updating the existing plug-in, going back and selecting a different plug-in, or canceling the
import. If you want to continue, click Next.

7 Click Next. The Required Input window displays.
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Import Plugin Wizard

Required Inputs
Select the objects required by this =cript, if any.

Fecuired Input Objects
D Ewvent

If the selected javascript uses Event okjects from the script environment, select thiz option.
Actions with this option selected can be triggered from the Evert Menw (right-click) and

Carrelation.
Correlation
Actions with this option selected can only be triggered from Correlation.

[ incident

Actions with this option selected can be triggered from within an Incident or from the Correlation
"Create Incident Action”.

If the selected javascript uses Correlstion objects from the script environment, select this option.

If the selected javascript uses the Ihcident object from the script enwvironment, select thiz option.

[ Back ” et l[ Cancel ]

8 Select the objects that the JavaScript action requires. This affects where the Action is available
in the interface. For more information, see the Table 15-1 on page 363. Click Next. The Plugin

Parameters window displays.
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]

Import Plugin Wizard

Plugin Parameters

Specify the Mame, value type parameters for this Plugin,

harne Type Default Value | Options Description

String Mame String string value property=value |String Test
Eoalean hame  |Boolean True
Irtegrator Mame |Integrator

[ Back ” Mexd ][ Cancel ]

9 [Optional] Click Add button to add parameters that can be set when an Action is configured.
This option should be used for any JavaScript files that expect to receive parameterized
information. The Parameter Definition window displays.
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N Parameter Definition E]

Mame | |

Tupe | String 3 |

Crofaut Valuc | |

Optionz Property Walue

Description A
w

9a Specify the parameter name. The name used here should be identical to one used in the
JavaScript API method scriptEnv.getParameter(“name>") in the script that is being
imported.

9b Select parameter name from Type drop down. The various parameter types available are:
¢ String: Accepts the sting values for the parameters
¢ Boolean: The parameter can take “True” or “False” value
¢ Integrator: Select Integrator name for the parameters
¢ Event Tag: Select Event Tag for the parameters

¢ Severity: Select Severity for the parameters

NOTE: The “Options” area is only available for “String”-type parameters.

[Optional] Specify a description.
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Click Next.

X

Import Plugin Wizand

Plugin Details
Detailz of the plugin to be imported are showre belove, Click Finish to import the plugin,

Description

Marme Jescript

Type JEVASCRIPT_ACTION

Authar Unkiriomn

Wersion 1.0

Releaze Date BA05 1221 PM

Supported O3 Platforms

Id EEB449B00-135D-1 0289004001 23F9F 4527
Description Jawa soript file

[ Back “ Finish ][ Cancel ]

10 The Plugin Details window displays. Details of the plugins to be imported are displayed.
11 Click Finish.
If the directory from which the JavaScript file is imported contains a package . xml file, the system

updates the package.xml file with the information defined in the wizard. If no package.xml file
exists in the directory, a new package.xml file will automatically be created.

An Action plugin is also created from the JavaScript file. The package.xm1 file is zipped as part of
the JavaScript plugin along with other files in the specified directory.

NOTE: When a plugin is created from a directory, the original contents of the directory are stored
in a backup . zip file located on the same directory level as the directory being zipped. The name of
the backup file will be in the format <Directory Name> <Randomly Generated Number>_bak.zip
where <Directory Name> is the directory in which the plugin is created.

The following is the example of package . xm1 file:

<?xml version="1.0" encoding="UTF-8"7?>
<JavaScriptActionPackage>
<ID>FA6944D0-DC43-102A-976F-001321B5C0B3</ID>
<Name>Example JavaScript Plugin</Name>
<Type>JAVASCRIPT ACTION</Type>

<DisplayName>Example JavaScript Plugin</DisplayName>
<Author>Novell Engineering</Author>
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<Version>6lrl</Version>
<ReleaseDate>1206414663439</ReleaseDate>
<MainScriptFile>example.js</MainScriptFile>

<Description>An example JavaScript Action plugin.</Description>
</JavaScriptActionPackage>

NOTE: When a plugin is created from a JavaScript file and an existing package.xml file, the
package.xml file is updated with the list of files contained in the package, hash codes, current dates
and so on.

15.4 Actions

There are many types of Actions, many of which are intended only to be used with Correlation
Rules. For more information about the Correlation Rule actions, see Chapter 3, “Correlation Tab,”
on page 65. This section focuses on JavaScript actions, which can be used in Correlation Rule
deployments, within an Incident, or in a right-click menu action.

15.4.1 Creating Actions

The Action Manager allows you to manage Action instances, which are individual configurations of
an Action plugin.

To add an Action:

1 Click Tools menu and select Action Manager.
2 Click Add button located on the top left corner of the screen. Configure Action window
displays.

N Configure Action g|
[iction Mame

Wtion
¢ Configure Correlated Event hd

Iame alue
=]
Event Optichs Copy fields from trigger event

0

Everthame
Message
Resource
SubResourse

[ Add Action Plugin H Save H Cancel ]

3 To create a JavaScript Action, select an already imported JavaScript Action plugin from the
available action types in the Action dropdown. Alternatively you can import another plugin by
clicking the Add Action Plugin button.
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NOTE: If you select an Action plugin that is configured to use an Integrator to connect to an
external system, the Add Integrator button displays.

4 The parameters for the selected plugin display. For Actions provided by Novell, more
information about configuration and the available parameters are available in the help file for
the Action.

5 Specify the attribute values for the type of action selected.
6 Click Save.

15.4.2 Editing Actions

If you edit an action that is associated with a deployed rule, the changes will take effect the next time
the correlation rule fires.

To edit an Action:

1 Click Tools menu and select Action Manager.
2 Select an Action and click the View or Edit link next to it.

3 The Configure Action window displays. Edit the options as required and click Save.

15.4.3 Deleting Actions

You cannot delete an action if the action is associated to either of the following:

¢ Deployed correlation rule or Event Menu Configuration item.
¢ Global Filters

To delete an action:

1 Click Tools and select Action Manager.
2 Select an action and click the Delete the link.
3 Click Yes to delete.

15.4.4 Using JavaScript Actions

After an Action instance is configured, it can be selected in one or more of the following locations:

¢ Event Menu Configuration on the Admin tab (to create right-click menu actions)
+ Actions tab when deploying a Correlation Rule (to be executed when a correlation rule fires)

+ Execute Incident Action within an Incident (to be executed within an incident)

However, not all JavaScript Actions are available in all contexts. The developer who creates the
JavaScript Action plugin can define the required inputs for a JavaScript action, which determines
what type of input it requires and in what contexts it can be used. For more information, see the
Table 15-1 on page 363. For more information on using these actions, see Chapter 3, “Correlation
Tab,” on page 65, Chapter 4, “Incidents Tab,” on page 99, and Chapter 10, “Administration,” on
page 223.

372 Sentinel 6.1 User Guide



15.4.5 Developing JavaScript Actions

The information below is very basic development information about developing JavaScript Actions.
For more information, see Novell Developer Community web site (http://developer.novell.com/
wiki/index.php?title=Develop_to_Sentinel).

Creating a JavaScript Action

JavaScript Actions take advantage of the functionality and flexibility of the JavaScript language and
can be used to execute actions using Sentinel system methods to do things such as:

¢ Start/Stop the Collectors

¢ Add/Remove from Dynamic Lists
¢ Get Current Event

¢ Get Correlated Event

¢ Get Correlation Event Collection
¢ Get Incident

+ Execute actions using Integrators
The code sample below starts or stops a Collector based on information in the correlated event.

importPackage (java.lang) ;
var CollectorName = "TC 5";
var evt = scriptEnv.getCurrentEvent();
var collNm = evt.getPort();
var outfile = new Jjava.io.PrintWriter (new java.io.FileWriter ("/opt/jaya/
strtcoll.txt", true));
if (collNm && collNm.equals (CollectorName))
{
var collist = ESM.collectorsForName (collNm) ;
if (collist.size() > 0)
{
var coll = collist.get (0);
outfile.println("Stopping " + CollectorName) ;
coll.stop();
Thread.sleep (60000) ;
outfile.println("starting " +CollectorName) ;
coll.start();
}
}
else
{

outfile.println("JSTest collector does not exist");

}

outfile.close();

Debugging JavaScript Actions

You can debug JavaScript files from the Sentinel Control Center with the help of the JavaScript
debugger. The JavaScript Debugger is a local debugger that executes scripts with respect to the
machine on which the Sentinel Control Center is running. The JavaScript Debugger instantiates a
debug session from the Data Access Service (DAS) machine.
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A JavaScript Correlation Action can only be debugged after it is associated with a fired Correlation
Rule. Therefore, a prerequisite to debugging is to create a correlation rule that is guaranteed to fire,
then associate the JavaScript Correlation Action with that rule.

The debugger has the following controls:

Table 15-2 Debugger Controls

>
ne

9 M

Run Run the script until the next breakpoint is encountered.
Step Into Step into a function, one line at a time.

Pause Pause the running script.

Stop Stop the script.

Step Over Step over a function to the next line in the script.

Step Out Step out of the function to the next line in the script.

To open a JavaScript Debugger:

1

Click Correlation on the Menu Bar and select Correlation Engine Manager. Alternatively, you
can click Correlation Engine Manager button on the Tool Bar.

M Correlation Engine Manager !E[
Name | Hostmame | Hostid | Heath |Enablemisa.. |
B & Sentinel
S i devawin3201 164 99, devamind201 10001 & Heathy [ Enabled  ABSF
Healthy b Enabled
ExiLibActio
4] | 3
| Ready | Refresh | Refreshed A 121207 2:29:11 PM
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Select a JavaScript Action associated with Correlation Rule. Right click and select Debug. The
Debug JavaScript Correlation Action window displays.

M Debug Javascript Correlation Action
Retrieved source file, waiting for associsted correlation rule to fire...

import Package (ave lang);
rrar curewt ® soript Ery get CurrentEvent(),

outfie] = neve jaa io, Printirier (new java io. Filewirter ('csoutcurent] Da”, truel),
putfie] printin("Current Date > +» curewt get Evert Time (),
outfied primtinicurest foXiml String();
it oll = Crirdic List Tor Marne (" List™);
i ()
outfie printin(“List does not exist™);
Elze
ol addPersistent (TestEvent]);

dl add Transkent " TestEvert 27);
outfilet printin (" Added 10 TestEvert] and Test Event2 to the k™)

oitfie] closel);

The screen displays the following message: Retrieved source file, waiting for associated correlation
rule to fire....

The correlation rule must fire (and a correlated event or incident must be created) before you can
debug the script. After the rule fires, this text panel is replaced by a debug panel and the actual
debugging session begins. The following JavaScript Correlation Action window displays.

M Debasg Javascript Correlation Action

This [[Loceis] " watch [ Evahuste |
ARNEIFIAN AN B

Click Run. The debugger panel displays the source code and positions the cursor on the first line of
the script.
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M Debug Javascript Correlation Action

& corr_js41268action

1 orimporcPackageijava.lang): =
wrar cureve = =criptEnv.getfurrentEvent():

ouctfilel = new java.io.PrintWricer(nev jeva.lo.FileWricer(“c:il)jsoutcurevcl. k™, Cr
outfilel.princln("Current Date ->" + curevt.getEvencTime()):
outfilel.printin(cucevt., todliteing()):

W= o W b

var dl = Dynamiclist, forHeme | "HyLiac™):

L0 A€ [!dlb)

1L |

12 ourfile.princin(”Llisc does not exisch);

13 ]

14 else

L5

L6 dl.addFersiscent ("TestEventl™) ;

L7 dl, addTransient ("TescEvent2™) ;

L8 outfilel.printlni"Added to TeatEventl and TestEventZ to the list™):

Al | ]
Jcontext: |'__orr_jsan258sction’, ine 1

K|
e [ Vian T
=

Exprasson Valie

o Aray Tunction Array () { [native co... | =
. Boolean Tunction Bockean() { [nafve ..
Cal Turction Call() { [native cod . |
- Continuation Turction Continusticn() { fna... |
- Conversionrror Turiction ConwversionError() ... |

R = _tcn [ vt
Pl el n|m|

You can debug the script as many times as needed (without requiring a new correlation rule to fire).
After the debugger gets to the end of the script (or after you click the Stop button), click Run again.

To debug the script using a different rule, different correlated event, or different incident, close the
Debug JavaScript Correlation Action window and repeat the debugging process.

15.5 Integrator Manager

Integrators are plugins that can be used in Sentinel 6.1 to extend the features and functionality of
Sentinel remediation actions. The Sentinel system is loaded with several Integrators by default, but
you can download updates and additional Integrators from the Sentinel content download pages at
http://support.novell.com/products/sentinel/secure/sentinel61.html (http://support.novell.com/
products/sentinel/secure/sentinel61.html).

Integrators allow Sentinel to connect to other external systems, for example, an LDAP server, SMTP
server, or SOAP server. JavaScript actions can use Integrators to interact with other systems. For
example, you can set the attribute in Novell eDirectory (an LDAP server) to enable or disable a user,
edit details and so on. You could also start an Identity Manager workflow, such as a provisioning
request, using SOAP calls.
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|
&]|
(X

" Integrator Manager,

Irtegrators:

P
@ test is heatthy Update:

For mare infarmation,see details.

@ Email (SMTP) Integratar
¥ Lpap

Basic Information | LDAP Connection Selfings | Imegrator Properties |

1D Mumaer: | 2F ADBE10-24B5-1026-9499-00123F9F 4527
Trpe: LDAP Irtegrator
Meme: | LDAP
Service Catesiny |as _ antispam =3

Descrigion

EXEIED

[ Help H Test ” Save ]I Revert ]

The general process for using an Integrator to perform remediation actions includes the following
steps:

To use an Integrator to perform remediation actions:
1 Determine the best type of Integrator to access the external system with which you want to
interact.
2 Import and configure the appropriate Integrator to connect to the external system.

3 Write a JavaScript action to be executed through the Integrator. This script makes calls to
methods specific to the integrator in order to execute actions on the external system.

4 Import and configure the JavaScript action using the Action Manager.

5 Perform additional configuration, if desired, to associate the action with a deployed correlation
rule or an event menu action.

6 The action can be executed when a correlation rule fires, manually by a user from the event
menu, or from the Execute Incident Action menu in an incident.

For more information on specific Integrators, see the documentation that is available with the
integrators. You can download the updated integrators from http://www.novell.com/documentation/
sentinel61 (http://www.novell.com/documentation/sentinel61). Alternatively you can view the
Integrators specific document by clicking Help button in Integrator Manager after configuring that
Integrator.

15.5.1 Permissions for Using Integrators

To use the Integrator Manager, a user must be assigned the necessary permissions in the User
Manager. By default these permissions are not assigned to the users.

To grant permissions for the Integrator:

1 Log into the Sentinel Control Center as a user with permissions to use the User Manager.

Actions and Integrator

377


http://www.novell.com/documentation/sentinel61
http://www.novell.com/documentation/sentinel61

2 Go to the Admin tab.
3 Open the User Configuration folder.
4 Open the User Manager window. Double click User. The User Details window displays.

5 Click the Permissions tab.

N User Details E]

Detailz | Permisgions | Raoles

This user has access to the following functionality

Uzer Permiszions

= [¥] Permissions
Seneral
Active Wiews
iTRAC
heiderts
ritegrators
YWiew Integrators
Manage Integrators
Manage Integrator Plugins
Actions
Event Source Management
Analysis
Acdvizar
Administration
Correlation
Solution Pack:

#- [] Kentity

6 Select View Integrators, Manage Integrators, Manage Integrator Plugins or Integrators (which
will automatically select all child permissions). The new permissions will be applied the next
time the user logs in. For more information, see “Sentinel Control Center User Permissions” in
Sentinel 6.1 Reference Guide.

15.6 Integrator Plugins

This section talks about Integrator Plugins.

15.6.1 Importing Integrator Plugins

To import Integrator Plugin:

1 Click Tools on the menu bar and select Integrator Manager. The Integrator Manager window
displays.

378 Sentinel 6.1 User Guide



2 Click Manage Plug-Ins button. The Integrator Plugin Manager window displays. In Integrator
Plugin Manager window you can add, delete, refresh, view Integration plugin details, configure
Integrators and add auxiliary files

3 Click Import icon in the Integrator Plugin Manager window. The Plugin Import Type window
displays.

4 Seclect Import an Integrator plugin file (.zip). Click Next. The Choose Plugin Package File
window displays.

5 Use the Browse button to locate an Integrator file to import to the plugin repository. Select a zip
file and Click Open.

6 If you have selected an Integrator file which already exists then the Replace Existing Plugin
window displays. Click Next if you want to replace the existing plugins.

Click Next. The Plugin Detail window displays.

7 The details of the plug-in to be imported are displayed. Check the Launch Integrator
Configuration Wizard checkbox if you want to deploy the plug-in after importing the Integrator
Plugin.

Click Finish
15.6.2 Deleting Integrator Plugins

To delete an Integrator Plugin:

1 Click Tools menu and select Integrator Manager. The Integrator Manager window displays.
2 Click Manage Plug-Ins button. The Integrator Plugin Manager window displays.

3 Select an Integrator Plugin and click delete icon. A confirmation message displays. Click Yes.

NOTE: You can delete an Integrator plugin only if there are no Integrators configured to use it.

15.7 Integrators

This section talks about Integrators.

15.7.1 Creating an Integrator Instance

An Integrator is a configured instance of an Integrator plugin. There can be one or more Integrator
instances with different parameters or settings using an Integrator plugin.

The specific steps to configure an Integrator instance depend on the type of Integrator, and those
steps are described in detail in documents that come with the Integrators. Documentation for
installed plugins can be viewed by selecting an integrator in the Integrator Manager and clicking
Help.
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15.7.2 Editing an Integrator Instance

To edit an Integrator Instance:

1 Click Tools menu and select Integrator Manager. The Integrator Manager window displays.

2 Select an Integrator from the left panel. You can edit the Integrator instance information using
the Basic Information, Connection Settings and Integrator Properties tab.

3 Click Save after you have edited the information.

15.7.3 Deleting an Integrator Instance

An Integrator instance cannot be deleted if it is currently associated with an Action. To delete an
Integrator instance, you must first delete or modify any Actions that are associated with it.
To delete an Integrator Instance:

1 Click Tools menu and select Integrator Manager. The Integrator Manager window displays.

2 Select an Integrator from the left panel. Click delete icon to delete an Integrator instance.

15.7.4 Integrator Connection Status

To check all Integrator connection status:

1 Click Tools menu and select Integrator Manager. The Integrator Manager window displays.

2 Click Refresh health of all Integrators button. The Integrator Connection Status window
displays.

B Integrator Connection Status @

Connection Status

Idap : (Success)
LOAP _IDM @ [Success)
remedy-ntegrator ; (Failed)

Ir‘rtegratu:nr_s: [Success)

4 out af the total 4 integrators were tested. 3 su ful. 1 failures.
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The server performs a test of the Integrators in the actual service where the Integrators will be

used when actions are executed.
Click OK.

15.7.5 Viewing Integrator Health Details

To view Integrator Plugin health status:

1 Click Tools menu and select Integrator Manager. The Integrator Manager window displays.

2 Select an integrator from the left pane.

3 Click See Details. The Refresh Health Information window displays

™ Sentinel Mail: Health Details X]

Health Status
@ Sentinel Mal is hesithy

Usar-Initiated Healtr Check Requests

Mozt Recert: Success
Time of Last Occurrence: 7/ 50880513 PM

Integrator AP| Calls

zend |5 THS0E 217 27 PM

Count Last Time
Call Success 5 N 508 21727 PM
Call Failure gout Connection Success): o
Connection Failure: 0
Integrator Health Details
Method Marne Suctess Count Time of Last Successful .. Ay Successid Fun Time Error Court

1.12 sec a

>

Integrator Everts

Health screen displays the Refresh Health State, Time of last occurrence, its method calls and
the related events of the selected Integrator configuration. The detailed description follows:

+ Integrator API Calls: This section indicates the status of count and time of both the
connection as well as the method calls used from the API of the selected integrator. For
more information on JavaScript Plugin, see Section 15.2, “Action Manager,” on page 358.

¢ Call Success Count: Displays the count for the number of times the connection was
established successfully and the methods were called successfully from the APIL
Time of Last Occurrence displays the time when the connection and the method call

were successful.

¢ Call Failure (but Connection Success) Count: Displays the count for the number
of times the connection was established successfully but the method(s) call failed.
Time of Last Occurrence displays the last time when the connection was successful

and the method call failed.

¢ Connection Failure Count: Displays the count for the number of times the
connection failed. Time of Last Occurrence displays the last time when the

connection and method call failed.
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NOTE: The most recent time among Connection Success and Call Success Count,
Connection success and call failure count and Connection failure and call failure count is
reflected in the overall health status for the configured Integrator.

+ Integrator Health Details: The health details are displayed in Integrator Health Details
pane. It provides information about the success of the API methods called in the
JavaScript action file(s) associated with the Integrator. It provides information specific to
the methods called. Below is the information for each method :

¢+ Method Name: Name of the API method used in the JavaScript
Success Count: Number of times the API method executed successfully.

Time of Last Successful Call: The time at which the method was last successfully
executed.

Average Successful Run Time: Average time to make a successful method call.
Error Count: Number of times the API method failed
Time of Last Error Call: The time at which the method call failed.

Average Error Run Time: Average time to make a failed method call.

NOTE: The most recent time among Time of Last Successful Call and Time of Last Error
Call is reflected in the overall health status of the method.

15.7.6 Integrator Events Query

When an Integrator faces connection failures, it generates internal audit events. If you want to query
these events, you can use Integrator Events Query. Using Integrator Events Query you can
automatically create a filter for the selected Integrator and process a query.

To generate Integrator Events query:

1 Click Tools menu and select Integrator Manager. The Integrator Manager window displays.

2 Click See Details. The Refresh Health Information window displays.
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& LDAP_IDM
Refresh Health Information

Refresh Health State: Success  Time of Last Occurrence: 363008 3:08:31 P

Integrator ARI Calls
Connectioh Success and Call Success Count: 0 Time of Last Occurrence:
Connection Success and Call Failure Count: 0 Time of Last Cccurrence:

Connection Failure sand Call Failure Count: 0 Time of Last Occurrence:

Integrator Health Details

Method Marne Success Count Time of Lazt Successful ... Al

< ¥

Integrator Events

3 Click Integrator Events button. The Query window displays. All the events related to the
configured integrator automatically displays in the Query window. You can filter the displayed
events using the filter criteria. For more information see, Section 2.9.3, “Historical Event
Query,” on page 49.

|®@ |

i

Fiter: Severty: E From: & To: Batch size:

PUBLICINTEGRATO.. ] |  [consi2as1apm Z][azone 253 1aem Tfia 2] = g g HTML v
Property | value § severty | EvertTime | SourcelP [ Destinationlp | =

KT — ) KT 0|

|45 searching... [ Court: 0
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15.7.7 Using Integrators from Actions

Some Actions may require an Integrator in order to make a connection to an external system. You
can write or customize JavaScript code that connects to an external system using the Integrator and
executes methods appropriate for the external system. Because all the connection and other
configuration information is already configured as part of the Integrator, the code only needs to
perform a task on the system with which it integrates.

When writing code that needs to access an Integrator, you must determine how to locate a specific
Integrator. You can locate an Integrator in the following ways:

+ Lookup an Integrator by its name

¢ Lookup an Integrator by its ID.

+ Lookup a set of Integrators by their service category

¢ Retrieve a set of Integrators that have a specific property name or value

¢ Retrieve all Integrators and iterate through them to find the required one based on custom logic

After you retrieve the Integrator you can access the API for the external system to make
programmatic calls to achieve the required integration.
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Identity Integration

¢ Section 16.1, “Overview,” on page 385
+ Section 16.2, “Identity Browser,” on page 388
¢ Section 16.3, “Reports,” on page 393

16.1 Overview

Novell Sentinel 6.1 provides an integration framework for identity management systems. This
integration provides functionality on several levels:
+ Identity Browser provides the ability to look up the following information about a user:
+ Contact information
+ Accounts associated with that user
+ Most recent authentication events
+ Most recent access events
* Most recent permissions changes
¢ Identity Browser lookup from events

+ Reports and correlation rules provide an integrated view of a user's true identity, even across
multiple system on which that user has separate accounts. For example, accounts like
NOVELL\testuser; > cn=testuser,ou=engineering,o=novell, and TUser@novell.com can be
mapped to the actual person who owns the accounts.

By displaying information about the people initiating a given action or people affected by an action,
incident response times are improved and behavior-based analysis is enabled.

Novell provides an optional integration with Novell Identity Manager. The screenshots and
descriptions in this section are based on Novell Identity Manager.

Sentinel 6.1 synchronizes Identity information with major Identity Management systems and stores
local copies of key information about each Identity. The following table summarizes the commonly-
used information provided:

Name Description

AccountGUID Auto-generated internal ID

Name User name that references the account, generally provided by the user to log
in.

ID The numeric or other identifier that represents the account in Event Source.

This ID is used for resolution when the username is not available.

Authority The realm within which this account is unique. Collectors will calculate the
realm based on event information.

Status The status of the account

IdentityGUID A reference to the identity that owns this account
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The Identities stored by Sentinel are then linked with accounts created on endpoint systems by the
Identity Management system. This helps Sentinel associate the correct Identity information with the
native events from those endpoint system. Some Identity information is injected directly into the
inbound event by using the mapping service. The remaining identity information, such as
photograph and contact information, is accessible through the Identity Browser.

Figure 16-1 Accessing the Identity Browser

Toals

a Attacament Viewer Configuratian

1; Solution Packs
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!Iﬁ-] ldertty Browser

The Identity information injected into the event can be used for correlation and for performing
actions on the Identities that are associated with detected activity. For example, Sentinel is able to
see multiple failed logins from a given person and not just an account. A detected violation could
trigger disabling activities for all accounts associated with an Identity.

Figure 16-2 Identity Details
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16.1.1 Integration with Novell Identity Manager

Integration with Novell Identity Manager is available as part of the Novell Compliance Management
Platform, which includes the following components:

+ Sentinel 6.1

¢ Identity Manager 3.6

¢ Access Manager 3.0.3

¢ Identity Tracking Solution Pack for Sentinel 1.0

¢ Analyzer for Identity Manager 1.0

¢ Identity Manager Resource Kit 1.2

¢ Identity Manager Driver for Sentinel 3.6
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The Solution also requires “identity-enabled” Collectors, which are available for download at the
standard Sentinel content download web site (http://support.novell.com/products/sentinel/
sentinel61.html).

After Sentinel and Identity Manager are installed, the Sentinel Driver for Identity Manager sends
identity and account information from the Identity Vault to the Sentinel Identity Vault Collector,
which populates the Sentinel database. The information is inserted into two new tables in Sentinel
6.1. These two tables are the Identity table (USR_IDENTITY) and the Account table
(USR_ACCOUNT ). For more information, see “Sentinel Database Views for Oracle” and “Sentinel
Database Views for Microsoft SQL Server” in Sentinel 6.1 Reference Guide.

The time required to initially populate the Sentinel database will depend on the amount of data in the

Identity Vault; identity information including photographs will require significantly more time to
load.

The Sentinel Driver for Identity Manager and Identity Vault Collector also keep the identity
information synchronized as information is updated in the Identity Vault during normal Identity
Manager operations.

After the identity information and account information are loaded in their respective tables with a
link between them, a map named IdentityAccount is generated automatically in the location
ESEC HOME/DATA/MAP_DATA. The map contains the following information:

¢ Account Name

¢ Authority

¢ Customer Name

¢ Identity GUID

¢ Full Name

¢ Department

+ Job Title

¢ Manager GUID

¢ Account Status

IMPORTANT: An identity can have multiple accounts but one account cannot be assigned to
multiple identities.

The identity map is automatically applied to all events from Collectors to look for an identical match
between the information in the event and key fields in the map. The table below shows the fields that
are populated if all of the map key fields and event data exactly match. These mappings are
automatically configured and are not editable.

Populated by which Column

Label from IdentityAccount Map

Map Key Field : Event Label

InitUserDepartment Department Account Name : InitUserName
Authority : InitUserDomain

Customer Name : MSSPCustomerName
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Populated by which Column

Label from IdentityAccount Map

Map Key Field : Event Label

InitUserFullName Full Name Account Name : InitUserName

Authority : InitUserDomain

Customer Name : MSSPCustomerName
InitUserldentity Identity GUID Account Name : InitUserName

Authority : InitUserDomain

Customer Name : MSSPCustomerName
TargetUserDepartment ~ Department Account Name : TargetUserName

Authority : TargetUserDomain

Customer Name : MSSPCustomerName
TargetUserFullName Full Name Account Name : TargetUserName

Authority : TargetUserDomain

Customer Name : MSSPCustomerName
TargetUserldentity Identity GUID Account Name : TargetUserName

Authority : TargetUserDomain

Customer Name : MSSPCustomerName

NOTE: To find a match, the event fields and map key fields must match exactly. This may require
modifications to existing Collectors to “identity enable” them to parse or concatenate data to make
these fields match the data from the Identity Vault.

Once added to the event by the mapping service, these fields are used by correlation rules,
remediation actions, and reports in the Identity Tracking Solution Pack. In addition to using the
content included in the Solution Pack, users can also perform the following actions:

¢ Create correlation rules based on identity in addition to account name. This allows you to look
for similar events from a single user, which provides a more comprehensive view than looking
at events from a single account

¢ Create reports that show identity, including all accounts associated with a user

¢ Use the Identity Browser to get more information about a user and their activity

NOTE: For other identity systems, similar integration can be achieved by writing an identity
synchronization collector that uses the Identity API.

16.2 Identity Browser

Identity Browser in Sentinel allows you to search and view user profiles of the identities in the
Sentinel database that have been synchronized from the identity management system. In addition to
information from the identity management system, the Identity Browser also shows recent activity
for the user that has been collected using the Sentinel Collectors.
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To open Identity Browser:

1 Click Tools menu and select Identity Browser. The Identity Browser window displays.

Alternatively, you can launch the Identity Browser through the icon that appears when you
launch the Sentinel Control Center.

=]

Identity Browser

16.2.1 Searching Profiles

To search profiles:

1 Click Tools menu and select Identity Browser. The Identity Browser window displays.

N Identity Browser

Enter a search term to find a profile.

2 Enter the first name or last name or first character of either name for the profile in the Search
box.

TIP: You can input letter(s) and you can view all the identities whose first or last name starts
with the letter(s). For example, if the user enters the letter “ab” then the names Abraham,
Abdullah and so on will be matched.

If the search is broad, the results will show the first 100 names with a Load <x> More Records
button, where <x> depends on the number of records remaining and can be up to 100.
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3 Click Search Icon. The searched profile displays:

N Identity Browser

View Full Profile

NAME ROLE

Chang, Ko

4 Seclect a user and click View Full Profile to see more information. Alternatively, you can right-
click a user name (identity) and select Open New Window. It opens a new Identity Browser
window. It is similar to the parent Identity Browser window and you view the full profile in a
new window.

5 Use the back arrow icon to navigate to the previous profile.

16.2.2 Viewing Profile Details

To view details of a profile:

1 Click Tools menu and select Identity Browser. The Identity Browser window displays.

2 Enter the first name or first character of the profile in the Search box. Click Search Icon. The
searched profile displays.

3 Click View Full Profile button. The user profile displays:
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N Identity Browser

«

Ken Carson

loper

SHOW: User Profile Recent Activity

DisgtinguishedMName onken =Active ousLisers

Accounts

Using the view profile window, you can view User Profile, Accounts, and Recent Activities
performed by the user. By default the User Profile displays when you click the view profile

button as shown above.

4 Select Accounts. The details of the account are displayed:
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Ken Carson

You can access Accounts in Active View by right clicking on an event generated by the
Identity Collector and by selecting Show Identity Details option. Select Initiator, Target or
Both option. The account details of the associated Identity in that event displays in a pop up
window.
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5 Select Recent Activity. The contextual event information such as Authentication, Access and
Permission change events for that identity are displayed. The events displayed are limited to
last 10 events in each category as shown below:

dentity Browser

. I

Ken Carson

SHOW: User Profile Recent Activity Accounts

As of 07-16-2008 11:14:05 IST refresh now

Authentication Information
nullkcarson AUTH FAILED Wed Jul 16 11:11:06 15T 2008

Access Ewents
null:kcarsaon DATA BREAD Wed Jul 16 11:11:06 1ST 2008

Permission Changes

Using the Clipboard Functionality

You can use the clipboard functionality to copy the data of User Profile, Recent Activity, or the
Account tabs. On any of the three tabs, you can click the clipboard option and copy the related to the
respective option to the clipboard. For example, if you viewing the Recent Activity tab and click the
clipboard, the recent activity data is copied to the clipboard. You can then choose to paste the
information on the clipboard to a Notepad and save.

You can also copy the information to the clipboard after you have visited the tabs. For example, you
can visit User Profile, and Recent Activity tabs then use the clipboard to copy the data. Similarly,
you can visit all the three tabs and then use the clipboard to copy the data.

16.3 Reports

Sentinel 6.1 reports include identity information. If identity management integration is configured,
this information appears on the reports. For example, see the report below.
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Figure 16-3 Reports

Novell Sentinel

Configuration Changes: Daily

Novell |dentity Manager
June 20, 2008 12:00:00 AM t

1:59:59 PMIST

This report shows. details on configuration changes made o Novell Identity Manager that took place within the

selected date range

Config:Driver Cache Limit

Rem

Loader Password Set
Config:Driver Start Option

Keyed Password Set

Driver Start

Config:Driver Start Option
Remote Loadsr Password Set

Config Driver Cache Limit

Micheal Jones {apptest)

tson Richard {eaccess7)

Micheal Jones (apptest)

‘William Davis (ablake)
l‘-lwchea ;or\‘e_:;aooleszl
Micheal 'nngi‘tnppt!;il
Wilson Ricre;d rea;cecsr.‘

Micheal Jones (apptest)

D.rKNL-D(\»HCatH:L mit
Dmk".l..‘shiméulhﬂ;s;ww.:
DFKI{;.‘—D‘H&HEL:I“OJ}:D"
antoous
<|..:Lr-:z;m,

DirXML-DriverStartOption

DXL iMAuthPassword

DirXML-DriverCac!

Sentinel 6.1 User Guide




Sentinel Architecture

*

Section A.1, “Sentinel Features,” on page 395

*

Section A.2, “Functional Architecture,” on page 395
¢ Section A.3, “Architecture Overview,” on page 396
¢ Section A.4, “Logical Architecture,” on page 407
Sentinel is a security information and event management (SIEM) solution that automates the

collection, analysis and reporting of system network, application and security logs to help
organizations manage IT risk.

This section provides you the functional and technical architecture of Sentinel.

A.1 Sentinel Features

Sentinel allows you to monitor and manage a variety of functions. Some of the main functions
include:

+ Real time views of large streams of events

+ Reporting capabilities based on real time and historical events

¢ Managing users and what they are able to see and do by permission assignment

+ Managing access to events to different users

+ Organizing events into incidents for efficient response management and tracking

¢ Detecting patterns in events and streams of events

¢ An intuitive and flexible rule-based language for correlation

¢ Rules compiled for high performance

+ Scalable, multi-threaded, distributable and extensible architecture

Sentinel processes communicate with each other through a Message-Oriented Middleware (MOM).

A.2 Functional Architecture

Sentinel is composed of three component subsystems, which form the core of the functional
architecture:
¢ iSCALE Platform (page 396): An event-driven scalable framework

+ Event Source Management (page 402): An extensible framework built to manage and monitor
connections between Sentinel and third-party event sources using Sentinel Connectors and
Sentinel Collectors.

¢ Application Integration (page 403): An extensible application framework

Sentinel treats both “services” and “applications” as abstract service end-points that can readily
respond to asynchronous events. Services are “objects” that do not need to understand protocols or
how messages get routed to the peer services.
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A.3 Architecture Overview

The Sentinel system is responsible for receiving events from the Collector Manager. The events are
then displayed in real-time and logged into a database for historical analysis.

At a high level, the Sentinel system uses a relational database and is comprised of Sentinel processes
and a reporting engine. The system accepts events from the Collector manager as its input. The
Collector manager interfaces with third-party products and normalizes the data from these products.
The normalized data is then sent to the Sentinel processes and database.

Historical analysis and reporting can be done using Sentinel's integrated reporting engine. The
reporting engine extracts data from the database and integrates the report displays into the Sentinel
Control Center using HTML documents over an HTTP connection.

Figure A-1 Sentinel Architecture
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A.3.1 iSCALE Platform

Sentinel’s iISCALE™ architecture is built using a standards-based, Service-Oriented Architecture
(SOA) that combines the advantages of in-memory processing and distributed computing. iSCALE
is a specialized message bus capable of handling high data volumes.

Message Bus

The iISCALE Message Bus allows for independent scaling of individual components while also
allowing for standards-based integration with external applications. The key to scalability is that
unlike other distributed software, no two peer components communicate with each other directly.

All components communicate through the message bus, which is capable of moving thousands of
message packets per second.

Leveraging the message bus’ unique features, the high-throughput communication channel can
maximize and sustain a high data throughput rate across the independent components of the system.
Events are compressed and encrypted on the wire for secure and efficient delivery from the edge of
the network or collection points to the hub of the system, where real-time analytics are performed.

The iISCALE message bus employs a variety of queuing services that improve the reliability of the
communication beyond the security and performance aspects of the platform. Using a variety of
transient and durable queues, the system offers unparalleled reliability and fault tolerance. For
instance, important messages in transit are saved (by being queued) in case of a failure in the

communication path. The queued message is delivered to the destination after the system recovers
from failure state.
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Figure A-2 iSCALE Message Bus
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The iISCALE platform employs a data-driven or event-driven model that allows independent scaling
of components for the entire system based on the workload. This provides a flexible deployment
model because each customer’s environment varies: one site can have a large number of devices
with low event volumes; another site can have fewer devices with very high event volumes. The
event densities (that is, the event aggregation and event multiplexing pattern on the wire from the
collection points) are different in these cases and the message bus allows for consistent scaling of
disparate workloads.

iSCALE takes advantage of an independent, multi-channel environment, which virtually eliminates
contention and promotes parallel processing of events. These channels and sub-channels work not
only for event data transport but also offer fine-grain process control for scaling and load balancing
the system under varying load conditions. Using independent service channels such as control
channels and status channels, in addition to the main event channel, allows sophisticated and cost-
effective scaling of event-driven architecture.

A.3.2 Sentinel Event

Sentinel receives information from devices, normalizes this information into a structure called a
Sentinel Event, or Event for short and sends the event for processing. Events are processed by the
real time display, correlation engine and the backend server.

An event comprises of more than 200 tags. Tags are of different types and of different purposes.
There are some predefined tags such as severity, criticality, destination IP and destination port.
There are two sets of configurable tags: Reserved Tags are for Novell internal use to allow future
expansion and Customer Tags are for customer extensions.

Tags can be repurposed by renaming them. The source for a tag can either be external, which means
that it is set explicitly by the device or the corresponding Collector or referential. The value of a
referential tag is computed as a function of one or more other tags using the mapping service. For
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example, a tag can be defined to be the building code for the building containing the asset mentioned
as the destination IP of an event. For example, a tag can be computed by the mapping service using
a customer defined map using the destination IP from the event.

Mapping Service

Map Service allows a sophisticated mechanism to propagate business relevance data throughout the
system. This facility aids scalability and provides an extensibility advantage by enabling intelligent
data transfer between different nodes of the distributed system.

Map Service is a data propagation facility that gives the ability to cross-reference Vulnerability
Scanner data with Intrusion Detection System signatures and more (for example, asset data,
business-relevant data). This allows immediate notification when an attack is attempting to exploit a
vulnerable system. Three separate components provide this functionality:

+ Collection of real time events from an intrusion detection source;

+ Comparing those signatures to the latest vulnerability scans; and

+ Cross referencing an attack feed through Sentinel Advisor (an optional product module, which
cross-references between real-time IDS attack signatures and the user’s vulnerability scanner
data).

Map Service dynamically propagates information throughput the system without impacting system
load on the system. When important data sets (that is, “maps” such as asset information or patch
update information) are updated in the system, the Map Service propagates the updates across the
system, which can often get to be hundreds of megabytes in size.

iSCALE’s Map Service algorithms handle large referential data sets across a production system
processing large real-time data volumes. These algorithms are “update-aware” and selectively push
only the changes or “delta data sets” from the repository to the edge or system perimeter.

Streaming Maps

Map Service employs a dynamic update model and streams the maps from one point to another,
avoiding the build up of large static maps in dynamic memory. The value of this streaming
capability is particularly relevant in a mission-critical real-time system such as Sentinel where there
needs to be a steady, predictive and agile movement of data independent of any transient load on the
system.

Exploit Detection (Mapping Service)

Sentinel provides the ability to cross-reference event data signatures with Vulnerability Scanner
data. Users are notified automatically and immediately when an attack is attempting to exploit a
vulnerable system. This is accomplished through:

* Advisor Feed
+ Intrusion detection
¢ Vulnerability scanning

+ Firewalls
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Advisor provides a cross-reference between event data signatures and vulnerability scanner data.
Adpvisor feed has an alert and attack feed. The alert feed contains information about vulnerabilities
and threats. The attack feed is a normalization of event signatures and vulnerability plug-ins. For
more information on Advisor installation, see “Advisor Configuration” in Sentinel 6.1 Installation
Guide.

The supported systems are:

Table A-1 Sentinel Supported Systems

Intrusion Detections Systems Vulnerability Scanners
+ Cisco Secure IDS + eEYE Retina
+ Enterasys Dragon Host Sensor + Foundstone Foundscan
+ Enterasys Dragon Network Sensor + |SS Database Scanner
+ Intrusion.com (SecureNet_Provider) + |SS Internet Scanner
+ |ISS BlackICE + |ISS System Scanner
+ |SS RealSecure Desktop + |SS Wireless Scanner
+ ISS RealSecure Network * Nessus
+ ISS RealSecure Server + nCircle IP360
+ |SS RealSecure Guard + Qualys QualysGuard
+ Snort

Intrusion Protection System

+ Symantec Network Security 4.0 (ManHunt) .
+ |ISS Proventia

+ Symantec Intruder Alert

+ McAfee IntruShield Firewalls

+ Cisco IOS Firewall

You will require at least one vulnerability scanner and either an IDS, IPS or firewall from each
category above. The IDS and Firewall DeviceName (rv31) has to appear in the event as hi-lighted
above. Also, the IDS and Firewall must properly populate the DeviceAttackName (rt1) field (for
example, WEB-PHP Mambo uploadimage.php access).

The Advisor feed is sent to the database and then to the Exploit Detection Service. The Exploit
Detection Service generates one or two files depending upon what kind of data has been updated.
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Figure A-3 FExploit Detection

Advisor and Vulnerability

Scan information
i Exploit Detection

|

map has - .
Even Gonfiguration changed Mapping Service Mapping Service
register (DAS)
IDS Collector 99 o
Events
Database
Vulnerability Event Router
Collector .@— Database
Events

Collector Manager

Exploit Detection
Service (DAS)

Advisor Feed

Alert Feed

Attack Feed

Ul

Exploit Detection Map Files
1

Firewall Collector

0

The Exploit Detection Map Files are used by the Mapping Service to map attacks to exploits of
vulnerabilities.

Vulnerability Scanners scan for system (asset) vulnerable areas. IDS' detect attacks (if any) against
these vulnerable areas. Firewalls detect if any traffic is against any of these vulnerable area. If an
attack is associated with any vulnerability, the asset has been exploited.

The Exploit Detection Service generates two files located in:
$SESEC_HOME/bin/map data

The two files are attackNormalization.csv and exploitDetection.csv.
The attackNormalization.csv is generated after:

¢ Advisor feed
¢ DAS Startup (if enabled in das_query.xml, disabled by default)

The exploitDetection.csv is generated after one of the following:
¢ Advisor feed

¢ Vulnerability scan

+ Sentinel Server Startup (if enabled in das_query.xml, disabled by default)

By default, there are two configured event columns used for exploit detection and they are
referenced from a map (all mapped tags will have the Scroll icon).

¢ Vulnerability
+ Attackld

Figure A-4 FEvent Columns

Severity | ulnersbility qr | Attackid .J" |

®

) 0

When the Vulnerability field (vul) equals 1, the asset or destination device is exploited. If the
Vulnerability field equals 0, the asset or destination device is not exploited.
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Sentinel comes pre-configured with the following map names associated with
attackNormalization.csv and exploitDetection.csv.

Table A-2 Map Name and csv File Name

Map Name csv File Name
AttackSignatureNormalization attackNormalization.csv
IsExploitWatchlist exploitDetection.csv

There are two types of data sources:

+ External: Retrieves information from the Collector

+ Referenced from Map: Retrieves information from a map file to populate the tag.

The Attackld tag has the Device (type of the security device, for example, Snort) and
AttackSignature columns set as Keys and uses the NormalizedAttackID column in the
attackNormalization.csv file. In a row where the DeviceName event tag (an IDS device such as
Snort, information filled in by Advisor and Vulnerability information from the Sentinel Database) is
the same as Device and where the DeviceAttackName event tag (attack information filled in by
Advisor information in the Sentinel Database through the Exploit Detection Service) is the same as
AttackSignature, the value for Attackld is where that row intersects with the Normalized AttackID
column.

Figure A-5 Attackld and Data Source information
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Figure A-6 attackNormalization.csv sample

Device AttackSignature NormalizedAttackld

Secure BackDoorPrabe (TCP 1234) 3 Trojan: Backdoor. SubSeven

Secure backUoorHrabe (I CH 19494) 3| lrojan: Backdoor. Sub=even

Dragon RWALLD: S¥LOG-FORMAT 4 Sun Microsystems Solaris rwall Elevated F
Snort RPC TCP rwalld request 4 Sun Microsystems Solaris rwall Elevated F
Snort RPC UDP rwalld request 4 Sun Microsystems Solaris rwall Elevated F
Snort WEB-IIS foxweb.dll access 12 Microsoft Exchange Server Arbitrary Code
RealSecure | SMTP_Exchange_‘Verb_DoS 12 Microsoft Exchange Server Arbitrary Code

The Vulnerability tag has a column entry “ EXIST ”, which means that map result value will be 1 if
the key is in IsExploitWatchlist (exploitDetection.csv file) or 0 if it is not. The key columns for
the vulnerability tag are IP and NormalizedAttackld. When an incoming event with a DestinationIP
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event tag that matches the IP column entry and an Attackld event tag that matches the
NormalizedAttackld column entry in the same row, the result is one (1). If no match is found in a
common row, the result is zero (0).

Figure A-7 Vulnerability and Data Source
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A.3.3 Event Source Management

Sentinel 6 delivers a centralized event source management framework to facilitate data source
integration. This framework enables all aspects of configuring, deploying, managing and monitoring
data Collectors for a broad set of systems, which include databases, operating systems, directories,
firewalls, intrusion detection/prevention systems, antivirus applications, mainframes, Web and
application servers, and many more.

Using adaptable and flexible technology is central to Sentinel’s event source management strategy,
which is achieved through interpretive Collectors that parse, normalize, filter and enrich the events
in the data stream.

These Collectors can be modified as needed and are not tied to a specific environment. An
integrated development environment allows for interactive creation of Collectors using a “drag and
drop” paradigm from a graphical user interface. Non-programmers can create Collectors, ensuring
both current and future requirements are met in an ever-changing I'T environment. The command
and control operation of Collectors (for example, start, stop and so on) is performed centrally from
the Sentinel Control Center. The event source management framework takes the data from the
source system, performs the transformations and presents the events for later analysis, visualization
and reporting purposes. The framework delivers the following components and benefits:

¢ Collectors: Parse and normalize events from various systems
¢ Connectors: Connect to the data source to get raw data
+ Taxonomy: Allows data from disparate sources to be categorized consistently

¢ Filtering: Eliminates irrelevant data at the point of collection, saving bandwidth and disk
space.

+ Business relevance: Offers a way to enrich event data with valuable information

¢ Collector builder: An Integrated Development Environment (IDE) for building custom
Collectors to collect from unique or proprietary systems

¢ Live view: User interface for managing live event sources.
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¢ Scratch pad: User interface for offline design of event source configuration.

A.3.4 Application Integration

External application integration through standard APIs is central to Sentinel. For example, when
dealing with a third party trouble-ticketing system, Sentinel 6 can open an initial ticket in its own
iTRAC workflow remediation system. Sentinel then uses bi-directional API to communicate with
the other trouble ticketing systems—for example, Remedy® and HP OpenView’s ServiceDesk® -
allowing straightforward integration with external systems.

The API is Web Services-based and therefore allows any external systems that are SOAP-aware to
take advantage of pervasive integration with the Sentinel system.

A.3.5 Time

The time of an event is very critical to its processing. It is important for reporting and auditing
purposes as well as for real time processing. The correlation engine processes time ordered streams
of events and detects patterns within events as well as temporal patterns in the stream. However, the
device generating the event might not know the real time when the event is generated. In order to
accommodate this Sentinel allows two options in processing alerts from security devices: trust the
time the device reports and use that as the time of the event, or, do not trust the device time and
instead stamp the event at the time it is first processed by Sentinel (by the Collector).

Sentinel is a distributed system and comprises several processes that can be in different parts of the
network. In addition, there can be some delay introduced by the device. In order to accommodate
this, the Sentinel processes reorder the events into a time ordered stream before processing.

The following illustration explains the concept of Sentinel Time.
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Figure A-8 Sentinel Time

If Event Time is clder lhan & minutes
from Wizard Time (cormect tima),
events will be directly routed to the

* A configurasle time buffer that
database. ’ reorders events and updates real time
If time difference is greater than 1 ERRE ™ displays. Default time is 30 seconds
haour, events go to a batch file for ime E before and after Server tima,
batch leading to datakase ReafTima ts
Ewvents from security Re-arder Buffer
devices, example: ‘l

-1Ds
-Firewalls
-Qis
- Routers

- Web Servers

- Dalabases

- Switches

- Mainframe Global Filter v

;Ank-\irus Re-order Buffer
Security Devices N t

=l
P Database 5‘
Reports
Sentinel Server

" By default Event Time is sel to Wizard m Comelation Re-order Buffer

time. |deal time would be device tima. Corralation Engh 3- If Event Time is mare than 30

Iceally it is best set Evert Time to orrelation Engine seconds older than Server time
Device Time if Device Time is correlalion engine will not process the
avallable, accurate and propery evenls.

parsed by the Collector

1. By default, Event Time is set to Collector Manager time. Ideal time will be device time.
Therefore it will be best to set Event Time to Device Time if Device Time is available, accurate
and properly parsed by the Collector.

2. A configurable time buffer that reorders events and updates real time displays. Default time is
30 seconds before and after server time.

3. Correlation Re-order buffer, if event time is more than 30 seconds older than Server time,
correlation engine will not process the events.

4. If event time is older than 5 minutes from Collector Manager Time (correct time), events will
be directly routed to the database.

A.3.6 System Events

System Events is a means to report on the status and status change of the system. There are three
types of events generated by the internal system, they are:

+ Internal Events
+ Performance Events

¢ Audit Events
Internal Events
Internal Events are informational and describe a single state or change of state in the system. They

report when a user logs in or fails to authenticate, when a process is started or a correlation rule is
activated.

Performance Events

Performance Events are generated on a periodic basis and describe average resources used by
different parts of the system.
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Audit Events

Audit Events are generated internally. Each time an audited method is called or an audited data
object is modified, audit framework generates audit events. There are two types of Audit Events.
One which monitors user actions for example, user login/out, add/delete user and another which
monitors system actions/health, for example, process start/stop.

Some of these events used to be called Internal Events (mainly for system actions/health
monitoring). So the functionality of Audit Events is similar to Internal Events. Audit Events can be
logged into log files, saved into database, and sent out as Audit Event at the same time. (Internal
Events are only sent out as events.).

All System Events populate the following attributes:

+ ST (Sensor Type) field: For internal events it is set to “I” and for performance events it is set

tO ‘6P’7

¢ Event ID: A unique UUID for the event

¢ Event Time: The time the event was generated

¢ Source: The UUID of the process that generated the event

¢ Sensor Name: The name of the process that generated the event (for example, DAS Binary)

+ RV32 (Device Category): Set to “ESEC”

¢ Collector: “Performance” for performance events and “Internal” for internal events
In addition to the common attributes, every system event also sets the resource, sub resource, the
severity, the event name and the message tags. For internal events, the event name specific enough
to identify the exact meaning of the event (for example, UserAuthenticationFailed). The message
tags add some specific detail; in the above example the message tag will contain the name of the

user, the OS name if available and the machine name). For performance events the event name is
generic describing the type of statistical data and the data itself is in the message tag.

Performance events are sent directly to the database. To view them, do a quick query.

For more information, see Appendix B, “System Events for Sentinel,” on page 423.

A.3.7 Processes

The following processes and Windows service communicate with each other through iISCALE - the
message-oriented middleware (MOM).

+ Sentinel Service (Watchdog) (page 406)

¢ Data Access Service (DAS) Process (page 406)

+ DAS Query: Performs general Sentinel Service operations including Login and
Historical Query.

+ DAS Binary: Performs event database insertion.
+ DAS RT: Provides the server-side functionality for Active Views.
+ DAS Aggregation: Calculates event data summaries that are used in reports.

+ DASITRAC: Provides the server-side functionality for the Sentinel iTRAC
functionality.

+ DAS Proxy: Provides the server-side of the SSL proxy connection to Sentinel Server.
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¢ Correlation Engine Process (correlation_engine) (page 407)
¢ Collector Manager (page 407)
¢ iSCALE (page 407)

The following is the architecture for Sentinel Server.

Figure A-9 Sentinel Server Architecture
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Sentinel Service (Watchdog)

Watchdog is a Sentinel Process that manages other Sentinel Processes. If a process other than
Watchdog stops, Watchdog will report this and will then restart that process.

If this service is stopped, it will stop all Sentinel processes on that machine. It executes and reports
health of other Sentinel processes. This process is launched by the “Sentinel” Windows Service or
the “sentinel” UNIX service.

Data Access Service (DAS) Process

The Data Access Service (DAS) process is Sentinel Server's persistence service and provides an
interface to the database. It provides data driven access to the database backend.

DAS is a container, composed of five different processes. Each process is responsible for different
types of database operations. These processes are controlled by the following configuration files:

¢ das_binary.xml: Used for event and correlated event insertion operations
¢ das_query.xml: All other database operations

¢ activity_container.xml: Used for executing and configuring activity service
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¢ workflow_container.xml: Used for configuring the workflow (iTRAC) service
¢ das_rt.xml: Used for configuring the Active Views function within the Sentinel Control
Console

DAS receives requests from the different Sentinel processes, converts them to a query against the
database, processes the result from the database and converts it that back to a reply. It supports
requests to retrieve events for Quick Query and Event Drill Down, to retrieve vulnerability
information and advisor information and to manipulate configuration information. DAS also handles
logging of all events being received from the Collector Manager and requests to retrieve and store
configuration information.

Correlation Engine Process (correlation_engine)

The Correlation Engine (correlation_engine) process receives events from the Collector Manager
and publishes correlated events based on user-defined correlation rules.

Collector Manager

Collector Manager services, processes and sends events.

iSCALE

It is a message-oriented middleware (MOM) that provides the communication platform for all other
Sentinel processes.

A.4 Logical Architecture

Sentinel is composed of three logical layers:

¢ Section A.4.1, “Collection and Enrichment Layer,” on page 408
¢ Section A.4.2, “Business Logic Layer,” on page 411

¢ Section A.4.3, “Presentation Layer,” on page 419

The collection/enrichment layer aggregates the events from external data sources, transforms the
device-specific formats into Sentinel format, enriches the native events source with business-
relevant data and dispatches the event packets to the message bus. The key component orchestrating
this function is the Collector, aided by a taxonomy mapping and global filter service.

The business logic layer contains a set of distributable components. The base component is a
Remoting service that adds messaging capabilities to the data objects and services to enable
transparent data access across the entire network and Data Access service that is an object
management service to allow users to define objects using metadata. Additional services include
Correlation, Query Manager, Workflow, Event Visualization, Incident Response, Health, Advisor,
Reporting and Administration.
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Figure A-10 Sentinel Logical Layers
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The presentation layer renders the application interface to the end user. A comprehensive dashboard
called the Sentinel Control Center offers an integrated user workbench consisting of an array of
seven different applications accessible through a single common framework. This cross-platform
framework is built on Java™ 1.4 standards and provides a unified view into independent business
logic components — real-time interactive graphs, actionable incident response, automated
enforceable incident workflow, reporting, incident remediation against known exploits and more.

Each of the layers are illustrated in the figure above and subsequently discussed in detail in the
following sections.

A.4.1 Collection and Enrichment Layer

Event Source Management (ESM) provides tools to manage and monitor connections between
Sentinel and third-party event sources. Events are aggregated using a set of flexible and configurable
Collectors, which collect data from a myriad of sensors and other devices and sources. User can use
pre-built Collectors, modify existing Collectors or build their own Collectors to ensure the system
meets all requirements.

Data aggregated by the Collectors in the form of events is subsequently normalized and transformed

into XML format, enriched with a series of metadata (that is, data about data) using a set of business

relevance services and propagated to the server-side for further computational analysis using

message bus platform. The Collection and Enrichment layer consists of the following components:
¢ Connectors and Collector

¢ Collector Manager and Engine

+ Collector Builder

Connectors and Collectors

A Connector is a concentrator or multiplexed adapter that connects the Collector Engine to the
actual monitored devices.

Collectors are the component-level aggregator of event data from a specific source. Sentinel
primarily supports remote “Collector-less” connections to sources; however, Collectors can be
deployed on specific devices where a remote approach is less efficient.
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Collectors are controlled from the Sentinel Control Center, which orchestrates the communication

between the Collectors and the Sentinel platform for real time analysis, correlation computation and

incident response.

Collector Manager and Engine

Collector Manager manages the Collectors, monitors system status messages and performs event
filtering as needed. Main functions of the Collector Manager include transforming events, adding
business relevance to events through taxonomy, performing global filtering on events, routing
events and sending health messages to the Sentinel server.

A Collector Engine is the interpreter component that parses the Collector code.

Collector Builder

Collector Builder is a standalone application that is used to build, configure and debug Collectors.
This application serves as an integrated development environment (or IDE) that allows the user to
create new Collectors to parse data from source devices using a special-purpose interpretive
language designed to handle the nature of network and security events.

ESM introduces a new hierarchy of deployment objects that allow users to group multiple
connections into sets. The hierarchy is as follows:

Figure A-11 ESM Hierarchy
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The Event Source, Event Source Server, Collector, and Connector are configuration related objects
and can be added through the ESM user interface.

+ Event Source: This node represents a connection to a specific source of data, such as a
specific file, firewall or Syslog relay, and contains the configuration information necessary to
establish the connection. The health of this node represents the health of the connection to the
data source. This node will send raw data to its parent Connector node.

+ Event Source Server: This node represents a deployed instance of a server-type Connector
plug-in. Some protocols, such as Syslog UDP/TCP, NAudit and others, push their data from the
source to a server that is listening to accept the data. The Event Source Server node represents
this server and can be configured to accept data from protocols that are supported by the
selected Connector plug-in. This node will redirect the raw data it receives to an Event Source
node that is configured to receive data from it.

¢ Collector: This node represents a deployed instance of a Collector Script. It specifies which
Collector Script to use as well as the parameter values with which the Collector should run.
This node will send Sentinel events to its parent Collector Manager node.

¢ Connector: This node represents a deployed instance of a Connector plug-in. It includes the
specification of which Connector plug-in to use as well as some configuration information,
such as “auto-discovery.” This node will send raw data to its parent Collector node.

Common Services

All of the above-described components in this Collection and Enrichment layer are driven by a set of
common services. These utility services form the fabric of the data collection and data enrichment
and assist in filtering the noise from the information (through global filters), applying user-defined
tags to enrich the events information (through business relevance and taxonomy mapping services)
and governing the data Collectors’ functions (through command and control services).

Taxonomy:

Nearly all security products produce events in different formats and with varying content. For
example, Windows and Solaris report a failed login differently.

Sentinel’s taxonomy automatically translates heterogeneous product data into meaningful terms,
which allows for a real-time homogeneous view of the entire network security. Sentinel Taxonomy
formats and filters raw security events before adding event context to the data stream. This process
formats all the security data in the most optimal structure for processing by the Sentinel Correlation
engine, as you can see in the following diagram.

Figure A-12 Sentinel Taxonomy
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Business Relevance:

Sentinel injects business-relevant contextual data directly into the event stream. It includes up to 135
customizable fields where users can add in asset specific information such as business unit, owner,
asset value, geography. After this information is added into the system, all other components can
take advantage of the additional context.

Figure A-13 Injecting Business Relevance
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Exploit Detection: Exploit Detection enables immediate, actionable notification of attacks on
vulnerable systems. It provides a real-time link between IDS signatures and vulnerability scan
results, notifying users automatically and immediately when an attack attempt to exploit a
vulnerable system. This dramatically improves the efficiency and effectiveness of incident response.

Exploit Detection provides users with updates of mappings between IDS and vulnerability scanner
product signatures. The mappings include a comprehensive list of IDS and vulnerability scanners,
Users simply upload vulnerability scan results into Sentinel. Exploit Detection automatically parses
them and updates the appropriate IDS Collectors. It uses the embedded knowledge of vulnerability
status to efficiently and effectively prioritize responses to security threats in real time.

When an attack is launched against a vulnerable asset, Exploit Detection alerts users with the
corresponding severity level of the exploited vulnerability. Users can then take immediate action on
high-priority events. This takes the guesswork out of alert monitoring and increases incident
response efficiency by focusing reaction on known attacks against vulnerable assets.

Exploit Detection also enables users to map or “un-map” signatures and vulnerabilities to tune out
false positives and negatives and to leverage custom signatures or vulnerability scans.

A.4.2 Business Logic Layer

The kernel of the Sentinel platform consists of a set of loosely-coupled services that can run in a
standalone configuration or in a distributed topology. This service-oriented architecture (SOA) is
called iISCALE. Specifically, Sentinel’s SOA comprises a set of engines, services and APIs working
together for linear scaling of the solution against increasing data load and/or processing workload.

Sentinel services run in specialized containers and allow unparalleled processing and scaling
because they are optimized for message-based transport and computation. The key services that
make up the Sentinel Server include:
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*

* “Remoting Service” on page 412 “Incident response through iTRAC” on page 415

+ “Data Access Service” on page 412 + “Reporting Service” on page 417
* “Query Manager Service” on page 412 * “Advisor” on page 418
+ “Correlation Service” on page 412 ¢ “Health” on page 418

* “Workflow Service (iTRAC)” on page 413 + “Administration” on page 419

+ “Event Visualization” on page 413

Remoting Service

Sentinel’s Remoting Service provides the mechanism by which the server and client programs
communicate. This mechanism is typically referred to as distributed object application.

Remoting Service provides the following capabilities:

¢ Locate remote objects: This is achieved through metadata that describes the object name or
registration token, although the actual location is not required, because the iISCALE message
bus allows for location transparency.

+ Communicate with remote objects: Details of communication between remote objects are
handled by the iISCALE message bus.

¢ Object streaming and chunking: When large amounts of data need to pass back and forth
from the client to the server, these objects are optimized to load the data on demand.

¢ Callbacks: Another pattern and layer of abstraction built into the Remoting Service that allows
for PTP remote object communication.

¢ Service monitoring and statistics: This provides performance and load statistics for usage of
these remote services.

Data Access Service

Data Access Service (DAS) is an object management service, which allows users to define objects
using metadata. DAS manages the object and access to objects and automates transmission and
persistence. DAS also serves as a facade for accessing data from any persistent data store such as
databases, directory services or files. The operations of DAS include uniform data access through
JDBC.

Query Manager Service

The Query Manager Service orchestrates drill-down and event history requests from the Sentinel
Control Center. This service is an integral component for implementing the paging algorithm used in
the Event History browsing capability. It converts user-defined filters into valid criteria and appends
security criteria to it before events are retrieved. This service also ensures that the criteria do not
change during a paged event history transaction.

Correlation Service

Sentinel’s correlation algorithm computes correlated events by analyzing the data stream in real
time. It publishes the correlated events based on user-defined rules before the events reach the
database. Rules in the correlation engine can detect a pattern in a single event of a running window
of events. When a match is detected, the correlation engine generates a correlated event describing
the found pattern and can create an incident or trigger a remediation workflow through iTRAC. The
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correlation engine works with a rules checker component which computes the correlation rule
expressions and validates syntax of filters. In addition to providing a comprehensive set of
correlation rules, Sentinel’s correlation engine provides specific advantages over database-centric
correlation engines.

¢ By relying on in-memory processing rather than database inserts and reads, the correlation
engine performs during high steady-state volumes as well as during event spikes when under
attack, the time when correlation performance is most critical.

¢ Correlation volume does not slow down other system components, so the user interface
remains responsive, especially with high event volumes.

¢ Distributed correlation: Organizations can deploy multiple correlation engines, each on its own
server, without the need to replicate configurations or add databases. Independent scaling of
components provides cost-effective scalability and performance.

¢ The correlation engine can add events to incidents after an incident has been determined.

Users are encouraged to measure a metric called Event Rules per Second (ERPS). ERPS is the
measure of the number of events that can be examined by a correlation rule per second. This
measure is a good performance indicator as it estimates the impact on performance when two factors
intersect: events per second and number of rules in use.

¢ Dynamic Lists: Dynamic lists are distributed list structures that can be used for storing
elements and performing fast lookups on those elements. These lists can store a set of strings
such as IP addresses, server names or usernames. Examples of dynamic lists include:

¢ Terminated user list

+ Suspicious user watch list

+ Privileged user watch list

¢ Authorized ports and services list
¢ Authorized server list

¢ In all cases, correlation rules might reference named dynamic lists to perform lookups on list
members. For example, a rule can be written to identify a file access event from a user who is
not a member of the Authorized Users list. Additionally, correlation actions integrate with the
dynamic list module to add or remove elements from a list. The combination of lookups and
automated actions on the same list provides a powerful feedback mechanism used to identify
complex situations.

Workflow Service (iTRAC)

The Workflow Service receives triggers on incident creation and initiates workflow processes based
on pre-defined workflow templates. It manages the lifecycle of these processes by generating work
items or executing activities. This service also maintains a history of completed processes that can
be used for auditing incident responses.

Event Visualization

Active Views™, the interactive graphical user interface for event visualization, provides an
integrated, security management dashboard with a comprehensive set of real-time visualization and
analytical tools to facilitate threat detection and analysis. Users can monitor events in real time and
perform instant drill-downs from seconds to hours in the past. A wide array of visualization charts
and aids allow monitoring of information through 3D bar, 2D stacked, line and ribbon chart
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representation and others. Additional valuable information can be viewed from the Active Views
dashboard, including notification of asset exploits (exploit detection), viewing asset information and
graphical associations between pertinent source IPs and destination IPs.

Because Active Views uses the iSCALE architecture, analysts can quickly drill down for further
analysis because Active Views provides direct access to the real-time memory-resident event data,
which easily handles thousands of events per second without any performance degradation. Data is
kept in memory and written to the database as needed (Active Views can store up to 8 hours of data
in memory with typical event loads). This uninterrupted, performance-oriented real-time view is
essential when under attack or in steady-state.

Figure A-14 Active View

Fie Cpmere e G T oy

DR R LD

TER _u..m...,.n.jl.u..nnx.i...-,;.-m RN —

PUELICS oty ) and s 1V D010 Scond 61 Vi e S
[ mener
Ll

Ty oo

Yo et 1 e AL s e
i RRLICALL b, (0 18 o, 4 ) Mt _B_: ! LU R

\ ®Tc SES SEE S8 ACR CAE BFE SAT GEE SO0 GOW EEE  [—

414 Sentinel 6.1 User Guide



Figure A-15 Network
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Incident response through iTRAC

Sentinel iTRAC transforms traditional security information management from a passive “alerting
and viewing” role to an “actionable incident response” role by enabling organizations to define and
document incident resolution processes and then guide, enforce and track resolution processes after
an incident or violation has been detected.

Sentinel comes with “out-of-the-box” process templates that use the SANS Institute’s guidelines for
incident handling. Users can start with these pre-defined processes and configure specific activities
to reflect their organization’s best practices. iTRAC processes can be automatically triggered from
incident creation or correlation rules or manually engaged by an authorized security or audit
professional. iTRAC keeps an audit trail of all actions to support compliance reporting and historical
analysis.
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Figure A-16 Process Template
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A worklist provides the user with all tasks that have been assigned to the user and a process monitor
provides real-time visibility into process status during a resolution process lifecycle.

iTRAC’s activity framework enables users to customize automated or manual tasks for specific
incident-resolution processes. The iTRAC process templates can be configured using the activity
framework to match the template with an organization’s best practices. Activities are executed
directly from the Sentinel Control Center.

iTRAC’s automation framework works using two key components:

Activity container

It automates the activities execution for the specified set of steps based on input rules
Workflow container

It automates the workflow execution based on activities through a work-list.

The input rules are based on the XPDL (XML Processing Description Language) standard and
provide a formal model for expressing executable processes in a business enterprise. This standards-
based approach to the implementation of business-specific rules and rule sets ensures future-
proofing of process definitions for customers.

The iTRAC system uses three Sentinel 6 objects that can be defined outside the iTRAC framework:

+ Incident: Incidents within Sentinel 6 are groups of events that represent an actionable security
incident, associated state and meta-information. Incidents are created manually or through
correlation rules, and can be associated with a workflow process. They can be viewed on the
Incidents tab.

+ Activity: An Activity is a pre-defined automatic unit of work, with defined inputs, command-
driven activity and outputs, such as automatic attachment of asset data to the incident or
generation of an e-mail. Activities can be used within workflow templates, triggered by a
correlation rule, or executed by a right-click when viewing events.
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+ Role: Users can be assigned to one or more Roles for example, Analyst, Admin and so on.
Manual steps in the workflow processes can be assigned to a Role.

Sentinel 6 workflows have four major components that are unique to iTRAC:

¢ Step: A Step is an individual unit of work within a workflow; there are manual steps, decision
steps, command steps, mail steps, and activity-based steps. Each step displays as an icon within
a given workflow template.

¢ Transition: A Transition defines how the workflow will move from one state (Activity) to
another and can be determined by an analyst action, by the value of a variable or by the amount
of time elapsed.

+ Templates: A Template is a design for a workflow that controls the execution of a process in
Sentinel iTRAC. The template consists of a network of manual and automated steps, activities
and criteria for transition between them. Workflow templates define how to respond to an
incident when a process based on that template is instantiated. A template can be associated
with many incidents.

+ Processes: A process is a specific instance of a workflow template that is actively being
tracked by the workflow system. It includes all the relevant information relating to the instance,
including the current step in the workflow, the associated incident, and the results of the steps,
attachments and notes. Each workflow process is associated with one and only one incident.

Figure A-17 iTRAC Workflow
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Reporting Service

The Reporting service allows for reporting, including historical and vulnerability reports. Sentinel
comes with out-of-the-box reports and enables users to configure their own reports using Crystal
Reports. Some examples of reports included with Sentinel are:

¢ Trend analysis

+ Security status of lines of business or critical assets

+ Attack types

¢ Targeted assets

+ Response times and resolution

¢ Policy compliance violations
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Figure A-18 Sentinel Top 10 Reports
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Advisor

Sentinel Advisor, an optional module, cross-references Sentinel’s real-time alert data with known
vulnerabilities and remediation information, bridging the gap between incident detection and
response. With Advisor, organizations can determine if events exploit specific vulnerabilities and
how these attacks impact their assets. Advisor also contains detailed information on the
vulnerabilities that attacks intend to exploit, the potential effects of the attacks if successful and
necessary steps for remediation. Recommended remediation steps are enforced and tracked using
iTRAC incident response processes.

Health

The Health service enables users to get a comprehensive view of the distributed Sentinel platform. It
aggregates health information from various processes that are typically distributed on various
servers. The health information is periodically displayed on the Sentinel Control Center for the end
user.
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Administration

The Administration facility allows for user management and settings setup facilities typically
needed by application administrators of Sentinel.

Common Services

All of the above described components in this business logic layer of the architecture are driven by a
set of common services. These utility services assist in fine-grain filtering (through Filter Engine) of
events to users, continuous monitoring of system health statistics (through Health Monitor) and
dynamic updates of system wide data (through Map Service). Together, these utility services form
the fabric of the loosely-coupled services that allow for unparalleled processing and scaling over the
message bus-based transport for real-time analytics and computation.

A.4.3 Presentation Layer

The presentation layer renders the application interface to the end user. The Sentinel Control Center
is a comprehensive dashboard that presents information to the user.

The presentation of event is possible through Active Views which displays the events in a tabular
form or by using different types of charts. Table Format displays the variables of the events as
columns in a table. Sorting of information is possible in the grid by clicking on the column name.

Figure A-19 Active Views-Tabular format
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Graphical Format displays events as graphs. Stacked Bar 2D, Bar, 3D, Line and Ribbon graphs are
available for proper representation of information in graphical format.

Figure A-20 Active Views-Graphical format-Stacked Bar 2D Graph
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Figure A-21 Active Views-Graphical format-Bar Graph
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Figure A-23 Active Views-Graphical format-Ribbon Graph
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Active Browser

Active Browser facility helps in viewing the selected events. In Active Browser, the events are
grouped according to the metatags. In these metatags various sub-categories are defined. The
numbers in the parentheses against these sub-categories display the total number of event counts
corresponding to the value of the metatag.
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Figure A-24 Active Browser
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In Active Browser, the query manager service retrieves a list of events taken from any part of the
system and performs a statistical analysis of these events to break them down into ranges of values
for each desired attribute of the event. Using single clicks through a Web browser interface, you can
select ranges to quickly drill down on a large set of events. Then individual event details can be
viewed or exported to an html or csv file. Additional event attributes for analysis can be added
dynamically at any time, and the interface provides an interactive way to drill down on events in a

given time range.
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System Events for Sentinel

In the description tables below, words in italics surrounded by <...> are replaced by relevant values
in the real messages.

B.1 Authentication Events

Below listed are the autentication events.

B.1.1 Authentication

When a user is authentic, the following event is generated.

Table B-1 Authentication Events - Authentication

Tag Value

Severity

Event Name Authentication

Resource UserAuthentication

SubResource Authenticate

Message User <name> has passed Authentication to Sentinel/Wizard

B.1.2 Creating Entry For External User

When creating an external user, the following event is generated.

Table B-2 Authentication Events - Creating Entry For External User

Tag Value

Severity

Event Name CreatingEntryForExternalUser

Resource UserAuthentication

SubResource Authentication

Message No existing local user entry with name <name> found, creating one
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B.1.3 Duplicate User Objects

When there is an unexpected second active user object, this should not happen, the following event
is generated. This is an internal error.

Table B-3 Authentication Events - Duplicate User Objects

Tag Value

Severity 4

Event Name TooManyActiveUsers

Resource UserAuthentication

SubResource Authenticate

Message Error in user table : Multiple users with the name <name> found

B.1.4 Failed Authentication

When a user authentication fails, the following event is generated.

Table B-4 Authentication Events - Failed Authentication

Tag Value

Severity 4

Event Name AuthenticationFailed

Resource UserAuthentication

SubResource Authenticate

Message Authentication of user <name> with OS name <domUser> from <IP>
failed

B.1.5 Locked Account

When a locked user account is attempting to login, the following event is generated.

Table B-5 Authentication Events - Locked Account

Tag Value

Severity 4

Event Name LockedUser

Resource UserAuthentication

SubResource Authentication

Message Attempt to login using locked account <acct>
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B.1.6 No Such User Event

When a user attempts to login into the application and authentication succeeds but the user is not an

Sentinel user, the following event is generated.

Table B-6 Authentication Events - No Such User Event

Tag Value

Severity 4

Event Name NoSuchUser

Resource UserAuthentication

SubResource Authenticate

Message No existing user with name <name> found

B.1.7 Too Many Active Users

Table B-7 Authentication Events - Too Many Active Users

Tag Value

Severity
Event Name
Resource
SubResource

Message

B.1.8 User Discovered

If the server restarts, it loses the session information. It will then reconstruct the session when it
receives messages from active users. When it discovers a connected user, the following internal
event is generated.

Table B-8 Table B-8: Authentication Events - User Discovered

Tag Value

Severity 1

Event Name UserLoggedin
Resource UserSessionManager
SubResource User
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Tag Value

Message Discovered active user <user> with OS name <osName> at
<IP> logged in; currently <number> active users

B.1.9 User Logged In

When a user logs in, the following internal event is generated.

Table B-9 Authentication Events - User Logged In

Tag Value

Severity 1

Event Name UserLoggedin

Resource UserSessionManager

SubResource User

Message User <user> with OS name <osName> at <IP> logged in; currently

<number> active users

B.1.10 User Logged Out

When a user logs out, the following internal event is generated.

Table B-10 Authentication Events - User Logged Out

Tag Value

Severity 1

Event Name UserLoggedOut

Resource UserSessionManager

SubResource User

Message Closing session for <user> OS name <osName> from <IP> was on

since <date>; currently <number> active users

B.2 User Management

Below listed are for user managment
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B.2.1 Add Users To Role

Table B-11 User Management - Add Users To Role

Tag Value

Severity

Event Name createRole

Resource WorkflowServices

SubResource WorkflowAdminService

Message Adding users <name> to role <role>

B.2.2 Create Role

Table B-12  User Management - Create Role

Tag Value

Severity

Event Name createRole

Resource WorkflowServices

SubResource WorkflowAdminService

Message Creating role with name <name> and description <description>

B.2.3 Create User

Table B-13 User Management - Create User

Tag Value

Severity

Event Name createUser

Resource WorkflowServices

SubResource WorkflowAdminService

Message Creating user {0} Name {1} {2} belonging to roles <roles>
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B.2.4 Creating User Account

Table B-14 User Management - Creating User Account

Tag Value

Severity

Event Name createUser

Resource Config

SubResource UserManagementService

Message Creating User Account: {0} with Last Name: <lastName>, First

Name: <firstName>, State: <state>

B.2.5 Delete Role

Table B-15 User Management - Delete Role

Tag Value

Severity

Event Name deleteRole

Resource WorkflowServices

SubResource WorkflowAdminService
Message Deleting role with name <name>

B.2.6 Deleting User Account

Table B-16 User Management - Deleting User Account

Tag Value

Severity

Event Name deleteUser

Resource Config

SubResource UserManagementService
Message Deleting User Account: {0}
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B.2.7 Locking User Account

Table B-17 User Management - Locking User Account

Tag Value

Severity

Event Name lockUser

Resource Config

SubResource UserManagementService
Message Locking User Account: {0}

B.2.8 Remove Users From Role

Table B-18 User Management - Remove Users From Role

Tag Value

Severity

Event Name removeUsersFromRole

Resource WorkflowServices

SubResource WorkflowAdminService

Message Removing users <name> from role <role>

B.2.9 Resetting Password

Table B-19 Resetting Password

Tag Value

Severity

Event Name setPassword

Resource Config

SubResource UserManagementService

Message Resetting password for User Account {0}
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B.2.10 Unlocking User Account

Table B-20 User Management - Unlocking User Account

Tag Value

Severity

Event Name unlockUser

Resource Config

SubResource UserManagementService
Message Unlocking User Account: {0}

B.2.11 Updating User

Table B-21 User Management - Updating User

Tag Value

Severity

Event Name updateUser

Resource Config

SubResource UserManagementService

Message Updating user: {0} Last Name:<lastName>, First Name: <firstName>, State:
<state>

B.3 Database Event Management

Below listed shows database event management

B.3.1 Database Space Reached Specified Percent Threshold

When event insertion is resumed after being blocked, the following event is sent.

Table B-22 Database Event Management - Database Space Reached Specified Percent Threshold

Tag Value

Severity 0

Event Name DbSpaceReachedPercentThrshid
Resource Database

SubResource Database
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Tag

Value

Message

Tablespace <string> has current size of <number> MB with a max size of
<number> MB and has reached the percentage threshold of <number> %

B.3.2 Database Space Reached Specified Time Threshold

When event insertion is resumed after being blocked, the following event is sent.

Table B-23 Database Event Management - Database Space Reached Specified Time Threshold

Tag Value

Severity 0

Event Name DbSpaceReachedTimeThrshid

Resource Database

SubResource Database

Message Tablespace <string> has <number> MB left and growing <number> bytes per

second and will run out space within the time threshold specified <number>
seconds

B.3.3 Database Space Very Low

When event insertion is resumed after being blocked, the following event is sent.

Table B-24 Database Event Management - Database Space Very Low

Tag Value

Severity 5

Event Name DbSpaceVeryLow

Resource Database

SubResource Database

Message Tablespace <string> has current size of <number> MB and has reached the

physical threshold of <number> MB

B.3.4 Error inserting events

When inserting events into the database fails the following internal event is generated.

Table B-25 Database Event Management - Error inserting events

Tag

Value

Severity

5

System Events for Sentinel

431



Tag

Value

Event Name
Resource
SubResource

Message

InsertEventsFailed
EventSubsystem
Events

Error inserting events into the Database—the events might be permanently lost.
Please check the Database and backend server logs<Exception>

B.3.5 Error Moving Completed File

When an event file is completed it is moved to the output directory. If that move fails the following
internal event is generated.

Table B-26 Database Event Management - Error Moving Completed File

Tag Value

Severity 3

Event Name MoveArchiveFileFailed

Resource <DAS name>

SubResource ArchiveFile

Message Error moving completed archive file <fileName> to <directory>

B.3.6 Error Processing Event Message

Table B-27 Database Event Management - Error Processing Event Message

Tag Value

Severity

Event Name ErrorProcessingEventMessage

Resource EventSubsystem

SubResource EventStore

Message Error processing event message, events may be lost; check the log file for more

details: {0}
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B.3.7 Error Saving Failed Events

Table B-28 Database Event Management - Error Saving Failed Events

Tag Value

Severity

Event Name ErrorSavingFailedEvents

Resource EventSubsystem

SubResource EventStore

Message Error inserting failed events to cache; {0} events may be permanently lost.

Check the logs for more detail and correct the problem immediately: {1}

B.3.8 Event Insertion is blocked

If DAS is writing into the overflow partition and the user attempts to add partitions SDM will send a
request to DAS to temporarily stop inserting events into the database. When this happens DAS will
send internal events every time it attempts to insert events into the database.

Table B-29 Database Event Management - Event Insertion is blocked

Tag Value

Severity 4

Event Name EventlnsertionlsBlocked

Resource EventSubSystem

SubResource Events

Message Event insertion is blocked, waiting <number> sec

B.3.9 Event Insertion is resumed

When event insertion is resumed after being blocked, the following event is sent.

Table B-30 Database Event Management - Event Insertion is resumed

Tag Value

Severity 2

Event Name EventinsertionResumed

Resource EventSubSystem

SubResource Events

Message Event insertion has resumed after being blocked
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B.3.10 Event Message Queue Overflow

Table B-31 Database Event Management - Event Message Queue Overflow

Tag Value

Severity

Event Name EventMessageQueueOverflow

Resource EventSubsystem

SubResource EventStore

Message In the previous {O}ms, failed to execute event store task for {1} events because

task queue is full--Events were stored to file for later insertion. Check the log
files and the database " "for more information. The error occurred {2} times in
this time range: {3}";

B.3.11 Event Processing Failed

Table B-32 Database Event Management - Event Processing Failed

Tag Value

Severity

Event Name EventProcessingFailed

Resource EventSubsystem

SubResource EventStore

Message In the previous {O0}ms, failed to process {1} events--Events were stored for later

insertion. Check the log files and the database for more information. The error
occurred {2} times in this time range: {3}, cause {4}";

B.3.12 No Space In The Database

Table B-33 Database Event Management - No Space In The Database

Tag Value
Severity

Event Name DbNoSpace
Resource DBSpace
SubResource tableSpace
Message
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B.3.13 Opening Archive File failed

When opening an archive file for storing the events for aggregation fails, the following internal
event is generated.

Table B-34 Database Event Management - Opening Archive File failed

Tag Value

Severity 3

Event Name OpenArchiveFileFailed

Resource <Das name>

SubResource ArchiveFile

Message Error opening archive file <fleName> in <directory>

B.3.14 Partition Configuration

Table B-35 Database Event Management - Partition Configuration

Tag Value

Severity

Event Name New/Update/Remove

Resource

SubResource PartitionConfig

Message ableName=<name> PartTimeUnit={1} PartTimeFactor={2} NumberOfUnits={3}

B.3.15 Writing to Archive File failed

When opening an archive file for storing the events for aggregation fails, the following internal
event is generated.

Table B-36 Database Event Management - Writing to Archive File failed

Tag Value

Severity 3

Event Name WriteArchiveFileFailed

Resource <Das name>

SubResource ArchiveFile

Message Error writing newly received events to aggregation archive file <fileName>
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B.3.16 Writing to the overflow partition (P_MAX)

An event is sent approximately every 5 minutes notifying the user when events are being written to
the overflow partition (P MAX). When this occurs, the administrator needs to use SDM and add
more partitions otherwise performance will start degrading.

Table B-37 Database Event Management - Writing to the overflow partition (P_MAX)

Tag Value

Severity 5

Event Name InsertintoOverflowPartition

Resource EventSubSystem

SubResource Events

Message Error: currently inserting into the overflow partitions (P_MAX), add more partitions

B.4 Database Aggregation

Below listed states database aggregation.
B.4.1 Creating Summary

Table B-38 Database Aggregation - Creating Summary

Tag Value

Severity

Event Name createSummary

Resource

SubResource

Message Creating summary: <summaryDescription>

B.4.2 Deleting Summary

Table B-39 Database Aggregation - Deleting Summary

Tag Value

Severity

Event Name deleteSummary
Resource
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Tag Value

SubResource

Message Deleting summary: <summaryDescription>

B.4.3 Disabling Summary

Table B-40 Database Aggregation - Disabling Summary

Tag Value

Severity

Event Name disableSummary

Resource

SubResource

Message Disabling summary: <summaryDescription>

B.4.4 Enabling Summary

Table B-41 Database Aggregation - Enabling Summary

Tag Value

Severity

Event Name enableSummary

Resource

SubResource EventAggregationAdminService

Message Enabling summary: <summaryDescription>

B.4.5 Error inserting summary data into the database

If an error is encountered while writing aggregation data into the database, the following internal
event is generated.

Table B-42 Database Aggregation - Error inserting summary data into the database

Tag Value

Severity 4

Event Name SummaryUpdateFailure
Resource Aggregation
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Tag Value

SubResource Summary

Message Error saving summary batch to the database for summary <summaryName>

B.4.6 Saving Summary

Table B-43 Database Aggregation - Saving Summary

Tag Value

Severity

Event Name saveSummary

Resource

SubResource

Message Saving summary: <summaryDescription>

B.5 Mapping Service

Below listed are relevant to mapping service
B.5.1 Error

Table B-44 Database Aggregation - Error

Tag Value

Severity

Event Name error

Resource

SubResource

Message Error while updating map data: {0}

B.5.2 Error Applying Incremental Update

This event is sent when the mapping service fails to apply an update to an existing client map.
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Table B-45 Database Aggregation - Error Applying Incremental Update

Tag Value

Severity 4

Event Name ErrorApplyingincrementalUpdate

Resource MappingService

SubResource ReferentialDataObjectMap

Message The error <error> occurred while applying updates to map <mapName> (ID

<mapld>) v.<version>. Rescheduling a refresh to complete map update.

B.5.3 Error initializing map with ID
This internal event is generated from the client side of the mapping service (the one that is part of the

Collector Manager). This error is generated when the Collector Manager attempts to retrieve a map
that does not exist. This should not happen but can happen if maps are created and deleted.

Table B-46 Database Aggregation - Error initializing map with 1D

Tag Value

Severity 4

Event Name ErrorNoSuchMap

Resource MappingService

SubResource ReferentialDataObjectMap

Message Error initializing map with id <ID>: no such map

B.5.4 Error Refreshing Map

This internal event is generated from the client side of the mapping service (the one that is part of the
Collector Manager). When the Collector Manager is told to refresh the map because it has been
modified or its definition has changed it sends an internal event. This means that there was some
unexpected non-transient error while trying to refresh a map. The Collector Manager will wait 15
minutes and will try again. If this happens during initialization the initialization will proceed and
this map will be ignored until it can be successfully loaded.

Table B-47 Database Aggregation - Error Refreshing Map

Tag Value

Severity 4

Event Name ErrorRefreshingMapData
Resource MappingService
SubResource ReferentialDataObjectMap
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Tag Value

Message Error refreshing map <mapName>: <exc>

B.5.5 Error Saving Data File

Table B-48 Database Aggregation - Error Saving Data File

Tag Value

Severity

Event Name ErrorSavingDataFile

Resource MappingService

SubResource MapService

Message The error <error> occurred while saving data to file <fleName> (no) backup

B.5.6 Get File Size

Table B-49 Database Aggregation - Get File Size

Tag Value

Severity

Event Name getFileSize

Resource

SubResource

Message Retrieving size for file <fileName>

B.5.7 Loaded Large Map

This internal event is an information event sent by the mapping service informing that a large map
was loaded to the Collector Manager. A map is considered large if the number of rows exceeds
100,000.

Table B-50 Database Aggregation - Loaded Large Map

Tag Value

Severity 0

Event Name LoadedLargeMap
Resource MappingService
SubResource ReferentialDataObjectMap
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Tag Value

Message Finished loading map <name> with id <ID> and <number> entries and total
size <#>Kb in <##>sec

B.5.8 Long Time To Load Map

This internal event is an information event sent by the mapping service informing that loading a map
took an unusually long time (greater than one minute).

Table B-51 Database Aggregation - Long time To load Map

Tag Value

Severity 0

Event Name LongTimeToLoadMap

Resource MappingService

SubResource ReferentialDataObjectMap

Message It took <##>sec to load map <name> with id <ID> and <number> entries and total
size <##>Kb

B.5.9 Out Of Sync Detected

This event is sent when the mapping service detects that a map is out of date. The mapping service
will automatically schedule a refresh.

Table B-52 Database Aggregation - Out Of Sync Detected

Tag Value

Severity 2

Event Name OutOfsyncDetected

Resource MappingService

SubResource ReferentialDataObjectMap

Message Map <mapName> detected the map data is out-of-sync, probably because of a

missed update notification--scheduling a refresh

B.5.10 Refreshing Map from Cache

This internal event is generated from the client side of the mapping service (the one that is part of the
Collector Manager). When the Collector Manager is told to refresh the map because it has been
modified or its definition has changed it sends an internal event. This means that its cache is up to
date and is refreshing the map from cache.
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Table B-53 Database Aggregation - Refreshing Map from Cache

Tag Value

Severity 1

Event Name LoadingMapFromCache

Resource MappingService

SubResource ReferentialDataObjectMap

Message Loading from cache v<version> of map <mapName> (ID <id>)

B.5.11 Refreshing Map from Server

This internal event is generated from the client side of the mapping service (the one that is part of the
Collector Manager). When the Collector Manager is told to refresh the map because it has been
modified or its definition has changed it sends an internal event. This means that the map was either
not in the cache or the version in the cache was not up to date and the Collector Manager is
retrieving the map from the server.

Table B-54 Database Aggregation - Refreshing Map from Server

Tag Value

Severity 1

Event Name RefreshingMapFromServer

Resource MappingService

SubResource ReferentialDataObjectMap

Message Refreshing from server map <name> with id <ID>

B.5.12 Save Data File

Table B-55 Database Aggregation - Save Data File

Tag Value

Severity

Event Name saveDataFile

Resource

SubResource MapService

Message Saving data file {0}, backup? {1}
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B.5.13 Saved Data File

Table B-56 Database Aggregation - Saved Data File

Tag Value

Severity

Event Name SavedDataFile

Resource MappingService

SubResource MapService

Message Saved "+fileSize+" bytes to file <fleName> with original backed up to

"+backupFile:"no backup of original

B.5.14 Timed Out Waiting For Callback

When the Collector Manager needs to refresh a map it sends a request to the backend. This request
contains a callback. The backend generates the map and when it is ready it sends the map to the
Collector Manager using the callback. If it takes too long for the response to arrive (more than ten
minutes) the Collector Manager will submit a second request assuming the first was lost. When this
occurs, the following internal event is generated.

Table B-57 Database Aggregation - Timed Out Waiting For Callback

Tag Value

Severity 2

Event Name TimedoutWaitingForCallback

Resource MappingService

SubResource ReferentialDataObjectMap

Message Map <name> timed out waiting for callback with new map data--retrying

B.5.15 Timeout Refreshing Map

This internal event is generated from the client side of the mapping service (the one that is part of the
Collector Manager). When the Collector Manager is told to refresh the map because it has been
modified or its definition has changed it sends an internal. This means that the Collector Manager
attempted to retrieve the map from the server and the server never acknowledged the request and
timed out. This error is considered transient and the Collector Manager will retry.

Table B-58 Database Aggregation - Timeout Refreshing Map

Tag Value

Severity 4
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Tag Value

Event Name TimeoutRefreshingMap

Resource MappingService

SubResource ReferentialDataObjectMap

Message Request timed out while refreshing map <name>: <exception>

B.5.16 Update

Table B-59 Database Aggregation - Update

Tag Value

Severity

Event Name update

Resource

SubResource MapDataCallback
Message Updating map data

B.5.17 Update

Table B-60 Database Aggregation - Update

Tag Value

Severity

Event Name update

Resource

SubResource (low)

Message Updating map data (ser)

B.6 Event Router

Below listed are relevant to Event router.

B.6.1 Event Router is Initializing

This event is sent when an event router starts its initialization. The event router starts initializing
when it has established a connection with the backend (DAS Query).
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Table B-61 Event Router - Event Router is Initializing

Tag Value

Severity 1

Event Name EventRouterlnitializing

Resource CollectorManager

SubResource EventRouter

Message Event router is initializing in standalone mode; reqld(1EEAD430-E790-1029-

93AC-000C296FC5D4)

B.6.2 Event Router is Running

Event router is the main component of the Collector Manager (the one that performs the maps,
applies global filters and publishes the events). This internal event is sent when the event router is
ready during initialization. When the Collector Manager is restarted, another event will be sent when
it is ready.

This event is not sent until the event router successfully loaded all the global filters and map
information.

Table B-62 Event Router - Event Router is Running

Tag Value

Severity 1

Event Name EventRouterlsRunning
Resource CollectorManager

B.6.3 Event Router is Stopping

This event is sent when a request is received by the event router to stop during shutdown.

Table B-63 Event Router - Event Router is Stopping

Tag Value

Severity 2

Event Name EventRouterStopping

Resource CollectorManager

SubResource EventRouter

Message Event router is stopping; reqld(B408EC15-F4D2-1029-A795-
000C296FC5D4)
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B.6.4 Event Router is Terminating

This event is sent when a request is received by the event router to stop during shutdown.

Table B-64 Event Router - Event Router is Terminating

Tag Value

Severity 2

Event Name EventRouterTerminating

Resource CollectorManager

SubResource EventRouter

Message Event router is terminating; reqld(B408EC15-F4D2-1029-A797-
000C296FC5D4)

B.7 Correlation Engine

Below listed are relevant to correlation engine.

B.7.1 Correlation Action Definition

Table B-65 Correlation Engine - Correlation Action Definition

Tag Value

Severity

Event Name New/Update/Remove

Resource Correlation

SubResource CorrelationActionDefinition
Message Action Name: <name> with Id: <ID>

B.7.2 Correlation Engine Configuration

Table B-66 Correlation Engine - Correlation Engine Configuration

Tag Value

Severity

Event Name New/Update/Remove
Resource Correlation
SubResource CorrEngineConfig
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Tag Value

Message Correlation Engine ID: <ID> Name: <name> Active: {2}

B.7.3 Correlation Engine is Running

The correlation engine process can be idled by the user. Its running state determines whether the
active process is processing events or not. The process starts in the idle (stopped) state and waits to
retrieve its configuration from the database. This event is sent when the engine changes state from

stopped to running.

Table B-67 Correlation Engine - Correlation Engine is Running

Tag Value

Severity 1

Event Name EngineRunning

Resource CorrelationEngine

SubResource CorrelationEngine

Message Correlation Engine is processing events.

B.7.4 Correlation Engine is Stopped

This event is sent out when the engine changes state from running to stopped.

Table B-68 Correlation Engine - Correlation Engine is Stopped

Tag Value

Severity 1

Event Name EngineStopped

Resource CorrelationEngine

SubResource CorrelationEngine

Message Correlation Engine has stopped processing events.

B.7.5 Correlation Rule

Table B-69 Correlation Engine - Correlation Rule

Tag Value
Severity
Event Name New/Update/Remove
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Tag Value

Resource Correlation
SubResource CorrRule
Message Rule Name: <name> Type: <type> Rule Id: <ID>

B.7.6 Correlation Rule Configuration

Table B-70 Correlation Engine - Correlation Rule Configuration

Tag Value

Severity

Event Name New/Update/Remove

Resource Correlation

SubResource CorrRuleConfig

Message Correlation Rule Config ID: <ID> Rule Definition ID: {1} Name: <name> Active: {3}

B.7.7 Deploy Rules With Actions To Engine

Table B-71 Correlation Engine - Deploy Rules With Actions To Engine

Tag Value

Severity

Event Name deployRulesWithActionsToEngine

Resource CorrelationManagementService

SubResource CorrelationManagementService

Message Deploy Rules With Actions To Engine <enginld>: Rules: <ruleID> Actions:
<action|D>

B.7.8 Disabling Rule

Table B-72 Correlation Engine - Disabling Rule

Tag Value

Severity

Event Name disableRule

Resource CorrelationManagementService
SubResource CorrelationManagementService
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Tag

Value

Message

Disable Rule: {ruleCfgld}

B.7.9 Enabling Rule

Table B-73 Correlation Engine - Enabling Rule

Tag Value

Severity

Event Name enableRule

Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Enable Rule: {ruleCfgld}

B.7.10 Rename Correlation Engine

Table B-74 Correlation Engine - Rename Correlation Engine

Tag

Value

Severity
Event Name
Resource
SubResource

Message

renameCorrEngine
CorrelationManagementService
CorrelationManagementService

Rename Engine to: <name> with Engineld: <ID>

B.7.11 Rule Deployment is Modified

This event is sent out when an engine successfully reloads a rule deployment. This message is sent
out regardless of the engine running state.

Table B-75 Correlation Engine - Rule Deployment is Modified

Tag Value

Severity 1

Event Name DeploymentModified
Resource CorrelationEngine
SubResource Deployment
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Tag Value

Message Deployment <name> modified

B.7.12 Rule Deployment is Started

This event is sent out when an engine successfully loads a rule deployment. This message is sent out
regardless of the engine running state.

Table B-76 Correlation Engine - Rule Deployment is Started

Tag Value

Severity 1

Event Name DeploymentStarted
Resource CorrelationEngine
SubResource Deployment

Message deployment <name> started

B.7.13 Rule Deployment is Stopped

This event is sent out when an engine successfully unloads a rule deployment. This message is sent
out regardless of the engine running state.

Table B-77 Correlation Engine - Rule Deployment is Stopped

Tag Value

Severity 1

Event Name DeploymentStopped
Resource CorrelationEngine
SubResource Deployment

Message deployment <name> stopped

B.7.14 Starting Engine

Table B-78 Correlation Engine - Starting Engine

Tag Value

Severity

Event Name startEngine

Resource CorrelationManagementService
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Tag Value

SubResource CorrelationManagementService

Message Start engine: <enginelD>

B.7.15 Stopping Engine

Table B-79 Correlation Engine - Stopping Engine

Tag Value

Severity

Event Name stopEngine

Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Stop engine: <enginelD>

B.7.16 UnDeploy All Rules From Engine

Table B-80 Correlation Engine - UnDeploy All Rules From Engine

Tag Value

Severity

Event Name undeployAllRulesFromEngine
Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Undeploy all rules from Engine:

B.7.17 UnDeploy Rule

Table B-81 Correlation Engine - UnDeploy Rule

Tag Value

Severity

Event Name undeployRule

Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Undeploy Rule: {ruleCfgld}
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B.7.18 Update Correlation Rule Actions

Table B-82 Correlation Engine - Update Correlation Rule Actions

Tag Value

Severity

Event Name updateCorrRuleActions

Resource CorrelationManagementService

SubResource CorrelationManagementService

Message Update Rule Config {0} by deleting Actions: <actionID> and adding Actions:
<action|D>

B.8 Event Source Management-General

Below listed are relevant to Event Source Management-General.

B.8.1 Collector Manager Initialized

Table B-83 Event Source Management (General) - Collector Manager Initialized

Tag Value

Severity

Event Name CollectorManagerinitialized
Resource CollectorManager
SubResource Internal

Message Initialized Collector Manager...

B.8.2 Collector Manager Is Down

Table B-84 FEvent Source Management (General) - Collector Manager Is Down

Tag Value

Severity

Event Name CollectorManagerDown

Resource HealthManager

SubResource CollectorManagerHealth

Message Collector manager <name> UUID {1} is down for {2} days {3} hrs {4} min
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B.8.3 Collector Manager Started

Table B-85 Event Source Management (General) - Collector Manager Started

Tag Value

Severity

Event Name CollectorManagerStarted
Resource CollectorManager
SubResource Internal

Message Started Collector Manager...

B.8.4 Collector Manager Stopped

Table B-86 Event Source Management (General) - Collector Manager Stopped

Tag Value

Severity

Event Name CollectorManagerStopped
Resource CollectorManager
SubResource Internal

Message Stopped Collector Manager...

B.8.5 Collector Service Callback

Table B-87 Event Source Management (General) - Collector Service Callback

Tag Value

Severity

Event Name restart

Resource

SubResource CollectorServiceCallback
Message Restart Collector with Id: <ID>

B.8.6 Cyclical Dependency
Event Service sends this event when it detects a cycle in the Event Definition (in dependencies

among tags because of referential map assignments). Check the event configuration in SDM and
resolve the dependency.
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Table B-88 Event Source Management (General) - Cyclical Dependency

Tag Value

Severity 5

Event Name CyclicalDependency

Resource EventService

SubResource ObjectAttrinfos

Message Cyclical dependency detected in event transformations. Check event
configuration.

B.8.7 Event Source Manager Callback

Table B-89 Event Source Management (General) - Event Source Manager Callback

Tag Value

Severity

Event Name restart

Resource

SubResource EventSourceManagerCallback
Message Restart node with Id: <ID>

B.8.8 Initializing Collector Manager

Table B-90 Event Source Management (General) - Initializing Collector Manager

Tag Value

Severity

Event Name CollectorManagerinitializing
Resource CollectorManager
SubResource Internal

Message Initializing Collector Manager...
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B.8.9 Lost Contact With Collector Manager

Table B-91 Event Source Management (General) - Lost Contact With Collector Manager

Tag Value

Severity

Event Name LostContactWithCollectorManager

Resource HealthManager

SubResource CollectorManagerHealth

Message Lost contact with collector manager <name> UUID {1}--down for {2} days {3}
hrs {4} min

B.8.10 No Data Alert

Table B-92 Event Source Management (General) - No Data Alert

Tag Value

Severity

Event Name NoDataAlert

Resource CollectorManager

SubResource objectName

Message No data received for {7} {0} (ID {1}) for last {2} days {3} hrs {4} min {5} sec

(threshold {6} ms)

B.8.11 Persistent Process Died

Collector Engine sends this event when the persistent process connector detects its controlled
process has died.

Table B-93 FEvent Source Management (General) - Persistent Process Died

Tag Value

Severity 5

Event Name PersistentProcessDied

Resource AgentManager

SubResource AgentManager

Message Persistent Process on port <port ID> has died.
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B.8.12 Persistent Process Restarted

Collector Engine sends this event when the persistent process connector is able to restart the
controlled process that had died.

Table B-94 Event Source Management (General) - Persistent Process Restarted

Tag Value

Severity 1

Event Name PersistentProcessRestarted

Resource AgentManager

SubResource AgentManager

Message Persistent Process on port <port ID> has restarted.

B.8.13 Port Start

Collector Manager sends this event when a port is started.

Table B-95 Event Source Management (General) - Port Start

Tag Value

Severity 1

Event Name PortStart

Resource AgentManager

SubResource AgentManager

Message Processing started for port_<port ID>

B.8.14 Port Stop

Collector Manager sends this event when a port is stopped.

Table B-96 Event Source Management (General) - Port Stop

Tag Value

Severity 1

Event Name PortStop

Resource AgentManager

SubResource AgentManager

Message Processing stopped for port_<port ID>
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B.8.15 Reestablished Contact With Collector Manager

Table B-97 Event Source Management (General) - Reestablished Contact With Collector Manager

Tag Value

Severity

Event Name ReestablishedContactWithCollectorManager

Resource HealthManager

SubResource CollectorManagerHealth

Message Reestablished contact with collector manager {0} UUID {1} after {2} days {3}

hrs {4} min

B.8.16 Restart Plugin Deployments

Table B-98 Event Source Management (General) - Restart Plugin Deployments

Tag Value

Severity

Event Name restartPluginDeployments
Resource EventSourceManagement
SubResource EventSourceManagerService
Message Restart deployments of plugin: {0}

B.8.17 Restarting Collector Manager (Cold Restart)

Table B-99 Event Source Management (General) - Restarting Collector Manager (Cold Restart)

Tag Value

Severity

Event Name CollectorManagerRestart

Resource CollectorManager

SubResource Internal

Message Restarting Collector Manager (Cold restart)
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B.8.18 Restarting Collector Manager (Warm Restart)

Table B-100 Event Source Management (General) - Restarting Collector Manager (Warm Restart)

Tag Value

Severity

Event Name CollectorManagerRestart

Resource CollectorManager

SubResource Internal

Message Restarting Collector Manager (Warm restart)

B.8.19 Start Event Source Group

Table B-101 Event Source Management (General) - Start Event Source Group

Tag Value

Severity

Event Name startEventSourceGroup
Resource EventSourceManagement
SubResource EventSourceManagerService
Message Start Connector: {0}

B.8.20 Start Event Source Manager

Table B-102 Event Source Management (General) - Start Event Source Manager

Tag Value

Severity

Event Name startEventSourceManager

Resource EventSourceManagement

SubResource EventSourceManagerService

Message Start Collector Manager: <eventSourceManager|D>
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B.8.21 Starting Collector Manager

Table B-103 Event Source Management (General) - Starting Collector Manager

Tag Value

Severity

Event Name CollectorManagerStarting
Resource CollectorManager
SubResource Internal

Message Starting Collector Manager

B.8.22 Stop Event Source Group

Table B-104 Event Source Management (General) - Stop Event Source Group

Tag Value

Severity

Event Name stopEventSourceGroup
Resource EventSourceManagement
SubResource EventSourceManagerService
Message Stop Connector: {0}

B.8.23 Stop Event Source Manager

Table B-105 Event Source Management (General) - Stop Event Source Manager

Tag Value

Severity

Event Name StopEventSourceManager

Resource EventSourceManagement

SubResource EventSourceManagerService

Message Stop Collector Manager: <eventSourceManager|D>
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B.8.24 Stopping Collector Manager

Table B-106 Event Source Management (General) - Stopping Collector Manager

Tag Value

Severity

Event Name CollectorManagerStopping
Resource CollectorManager
SubResource Internal

Message Stopping Collector Manager...

B.9 Event Source Management-Event Sources

Below listed are relevant to Event Source Management-Event Sources.

B.9.1 Start Event Source

Table B-107 Event Source Management (Event Sources) - Start Event Source

Tag Value

Severity

Event Name startEventSource

Resource EventSourceManagement
SubResource EventSourceManagerService
Message Start EventSource: {0}

B.9.2 Stop Event Source

Table B-108 Event Source Management (Event Sources) - Stop Event Source

Tag Value

Severity

Event Name stopEventSource

Resource EventSourceManagement
SubResource EventSourceManagerService
Message Stop EventSource: {0}
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B.10 Event Source Management-Collectors

Below listed are for Event Source Management-Collectors.
B.10.1 Start Collector

Table B-109 Event Source Management (Collectors) - Start Collector

Tag Value

Severity

Event Name startCollector

Resource EventSourceManagement
SubResource EventSourceManagerService
Message Start Collector: {0}

B.10.2 Stop Collector

Table B-110 Event Source Management (Collectors)- Stop Collector

Tag Value

Severity

Event Name stopCollector

Resource EventSourceManagement
SubResource EventSourceManagerService
Message Stop Collector: {0}

B.11 Event Source Management-Event Source

Servers

Below listed are relevant to Event Source Management-Event Source Servers.
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B.11.1 Start Event Source Server

Table B-111 Event Source Management (Event Source Servers)- Start Event Source Server

Tag Value

Severity

Event Name startEventSourceServer

Resource EventSourceManagement

SubResource EventSourceManagerService

Message Start EventSourceServer: <eventSourceServer|D>

B.11.2 Stop Event Source Server

Table B-112 Event Source Management (Event Source Servers)- Stop Event Source Server

Tag Value

Severity

Event Name stopEventSourceServer

Resource EventSourceManagement

SubResource EventSourceManagerService

Message Stop EventSourceServer: <eventSourceServerlD>

B.11.3 Stop Event Source Server

Table B-113 Event Source Management (Event Source Servers)- Stop Event Source Server

Tag Value

Severity

Event Name stopEventSourceServer

Resource EventSourceManagement

SubResource EventSourceManagerService

Message Stop EventSourceServer: <eventSourceServerlD>

B.12 Event Source Management-Connectors

Below listed are relevant to Event Source Management-Connectors.
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B.12.1 Data Received After Timeout

When the File Connector is configured with a DataTimeout greater than 0 in the package . xml file
and the DataTimeout period without reading any data and then new data is read from the file, the
following internal event is generated.

Table B-114 Event Source Management (Connectors)- Data Received After Timeout

Tag Value

Severity 4

Event Name FileUpdatedAfterTimeout

Resource FileConnector

SubResource FileConnector

Message After Event source<File Event Source ID> reached time out of<Timeout

Period>, file<File Location> received new data.

B.12.2 Data Timeout

When the File Connector is configured with a DataTimeout greater than 0 in the package . xml file
and no data is read from the file in the DataTimeout period, the following internal event is
generated.

Table B-115 Event Source Management (Connectors)- Data Timeout

Tag Value

Severity 4

Event Name FileTimeout

Resource FileConnector

SubResource FileConnector

Message Event source <File Event Source ID> reached time out of <Timeout Period>

when processing file <File Location>.

B.12.3 File Rotation

When the File Connector is configured to use file rotation and the Connector changes from one file
to the next, the following internal event is generated.

Table B-116 Event Source Management (Connectors)- File Rotation

Tag Value

Severity 4
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Tag Value

Event Name RotatingFile

Resource FileConnector

SubResource FileConnector

Message File rotated for event source <File Event Source ID>. Rotating file from

<Previous File Location> to <New File Location>.

B.12.4 Process Auto Restart Error

Table B-117 Event Source Management (Connectors)- Process Auto Restart Error

Tag Value

Severity 4

Event Name ProcessAutoRestartError

Resource ProcessConnector

SubResource ProcessConnector

Message Process <{0}> [command: {1}] was automatically restarted more than the

allowed {2} automatic restart(s) in {3} min. The process will no longer be
automatically restarted. Please check process configuration.

B.12.5 Process Start Error

Table B-118 Event Source Management (Connectors)- Process Start Error

Tag Value

Severity 1

Event Name ProcessStartError
Resource ProcessConnector
SubResource ProcessConnector
Message Error starting command: {0}

B.12.6 Process Stop

Table B-119 Event Source Management (Connectors) - Process Stop

Tag

Value

Severity

1
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Tag Value

Event Name ProcessStop

Resource ProcessConnector

SubResource ProcessConnector

Message Process <{0}> exited [command: {1}]

B.12.7 WMI Connector Status Message

Table B-120 Event Source Management (Connectors) - WMI Connector Status Message

Tag Value

Severity 4

Event Name WMIConnectorStatusMessage
Resource WMIConnector

SubResource WMIConnector

Message <Exception>

B.13 Active Views

Below listed is about Active views.

B.13.1 Active View Created

DAS Binary sends this event when an Active View is created.

Table B-121 Active View - Active View Created

Tag Value

Severity 1

Event Name RtChartCreated

Resource RealTimeSummaryService

SubResource ChartManager

Message Creating new Active View with filter <filter> and attribute <attribute> for users

with security filter <security filter>. Currently <n> Active View(s) Collecting.

B.13.2 Active View Joined

DAS_Binary sends this event when a user connects to an existing Active View.
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Table B-122 Active View - Active View Joined

Tag Value

Severity 1

Event Name RtChartJoiningExistingData

Resource RealTimeSummaryService

SubResource ChartManager

Message Joining existing Active View with filter <filter> and attribute <attribute> for users

with security filter <security filter>. Currently <n> Active View(s) Collecting.

B.13.3 Active View No Longer Permanent
DAS Binary sends this event when it detects a formerly permanent Active View that is no longer

permanent. This check happens periodically, so it can be several minutes after an Active View is
removed from preferences before this event is generated.

Table B-123 Active View - Active View No Longer Permanent

Tag Value

Severity 1

Event Name RtChartNotPermanent

Resource RealTimeSummaryService

SubResource ChartManager

Message Active View with filter <filter> and attribute <attribute> for users with security

filter <security filter> is no longer permanent.

B.13.4 Active View Now Permanent

DAS Binary sends this event when it detects an Active View as newly permanent. This check
happens periodically, so it can be several minutes after an Active View is saved to preferences
before this event is generated.

Table B-124 Active View - Active View Now Permanent

Tag Value

Severity 1

Event Name RtChartlsNowPermanent
Resource RealTimeSummaryService
SubResource ChartManager
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Tag Value

Message Active View with filter <filter> and attribute <attribute> for users with security
filter <security filter> is now permanent.

B.13.5 Idle Active View Removed

DAS Binary sends this event when a non-permanent Active View is removed because of inactivity.

Table B-125 Active View - Idle Active View Removed

Tag Value

Severity 1

Event Name RtChartlnactiveAndRemoved

Resource RealTimeSummaryService

SubResource ChartManager

Message Removed idle Active View with filter <filter> and attribute <attribute> for users

with security filter <security filter>. Currently <n> Active View(s) Collecting.

B.13.6 Idle Permanent Active View Removed
DAS Binary sends this event when a permanent Active View is removed because of inactivity.

Permanent Active Views are ones saved in user preferences and timeout after several days of
inactivity by default.

Table B-126 Active View - Idle Permanent Active View Removed

Tag Value

Severity 1

Event Name RtPermanentChartRemoved

Resource RealTimeSummaryService

SubResource ChartManager

Message Removed idle permanent Active View with filter <filter> and attribute <attribute>
for users with security filter <security filter>. Currently <n> Active View(s)
Collecting.

B.14 Data Objects

Below listed is about Data objects.
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B.14.1 Activity Definition

Table B-127 Data Objects - Activity Definition

Tag Value

Severity

Event Name New/Update/Remove

Resource

SubResource ActivityDefinition

Message Activaty Name: <name> Description: <description>

B.14.2 Configuration

Table B-128 Data Objects - Configuration

Tag Value

Severity

Event Name New/Update/Remove

Resource Core

SubResource FilterConfig, GlobalFilterConfig, MenuConfig, OptionsConfig,

IncidentActionConfig, AnalyzeDefaultConfig, AnalyzeReportConfig,
AdvisorDefaultConfig and AdvisorReportConfig

Message Updating Config Object: <name> by User: _SYSTEM

B.14.3 Viewing Configuration Store

Table B-129 Data Objects - Viewing Configuration Store

Tag Value

Severity

Event Name New/Update/Remove

Resource

SubResource ViewConfigurationStore

Message name <name> type <type> description <description>
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B.14.4 Write Data

Table B-130 Data Objects - Write Data

Tag Value

Severity

Event Name WriteData

Resource ListService

SubResource ListUpdater

Message Could not write data for list

B.15 Activities

Below listed are relevant to Activities.
B.15.1 Creating an Activity

Table B-131 Activities - Creating an Activity

Tag Value

Severity

Event Name createActivity

Resource

SubResource ActivityNamespace

Message Creating iTRAC Activity <name>

B.15.2 Deleting an Activity

Table B-132 Activities - Deleting an Activity

Tag Value

Severity

Event Name deleteActivity

Resource

SubResource ActivityNamespace

Message Deleting iTRAC Activity <name>
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B.15.3 Saving an Activity

Table B-133 Activities - Saving an Activity

Tag Value

Severity

Event Name saveActivity

Resource

SubResource ActivityNamespace

Message Saving changes for iTRAC Activity <name>

B.16 Incidents and Workflows

Below listed are relevant to Incidents and Workflows.
B.16.1 Add Events To Incident

Table B-134 Incidents and Workflow - Add Events To Incident

Tag Value

Severity

Event Name addEventsTolncident

Resource IncidentService

SubResource IncidentService

Message User: <name> adding <number> events to incident with ID: <ID>

B.16.2 Adding Process Definition

Table B-135 [ncidents and Workflow - Adding Process Definition

Tag Value

Severity

Event Name addProcessDefinition

Resource WorkflowServices

SubResource WorkflowObjectMgrService
Message reading iTRAC Template <name>
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B.16.3 Create Incident

Table B-136 Incidents and Workflow - Create Incident

Tag Value

Severity

Event Name createlncident

Resource IncidentService

SubResource IncidentService

Message User: <name> created incident with name: <incidentName>, state: <state>,

severity: <severity>, resolution: <resolution>

B.16.4 Creating Group

Table B-137 Incidents and Workflow - Creating Group

Tag Value

Severity

Event Name createGroup

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Creating iTRAC Role {0} : description : <description>

B.16.5 Creating User

Table B-138 Incidents and Workflow - Creating User

Tag Value

Severity

Event Name createUser

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Creating User in WorkFlow: {0} with firstname: <firstName> lastname :

<lastName>
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B.16.6 Delete Incident

Table B-139 Incidents and Workflow - Delete Incident

Tag Value

Severity

Event Name deletelncident

Resource IncidentService
SubResource IncidentService

Message Delete incident with ID: <ID>

B.16.7 Deleting Group

Table B-140 Incidents and Workflow - Deleting Group

Tag Value

Severity

Event Name deleteGroup

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Deleting iTRAC Role {0} : description : <description>

B.16.8 Deleting Process Definition

Table B-141 Incidents and Workflow - Deleting Process Definition

Tag Value

Severity

Event Name deleteProcessDefinition
Resource WorkflowServices
SubResource WorkflowObjectMgrService
Message Deleting iTRAC Template <ID>
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B.16.9 Deleting User

Table B-142 Incidents and Workflow - Deleting User

Tag Value

Severity

Event Name deleteUser

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Deleting User in WorkFlow: {0} with firstname: <firstName> lastname :

<lastName>

B.16.10 E-mail Incident

Table B-143 Incidents and Workflow - E-mail Incident

Tag Value

Severity

Event Name emaillncident

Resource IncidentService

SubResource IncidentService

Message User: <name> emailed incident with name: <incidentName>, state: <state>,

severity: <severity>{2}, resolution: <resolution> to email address: <e-maillD>

B.16.11 Get Incident

Table B-144 Incidents and Workflow - Get Incident

Tag Value

Severity

Event Name getincident

Resource IncidentService
SubResource IncidentService

Message Get incident with ID: <ID>
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B.16.12 Save Incident

Table B-145 Incidents and Workflow - Save Incident

Tag Value

Severity

Event Name savelncident

Resource IncidentService

SubResource IncidentService

Message Save incident with name: <name>, state: <state>, severity: <severity>,

resolution: <resolution>

B.16.13 Saving Group

Table B-146 Incidents and Workflow - Saving Group

Tag Value

Severity

Event Name saveGroup

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Saving iTRAC Role {0} : description : <description>

B.16.14 Saving Process Definition

Table B-147 Incidents and Workflow - Saving Process Definition

Tag Value

Severity

Event Name saveProcessDefinition

Resource WorkflowServices

SubResource WorkflowObjectMgrService
Message Saving iTRAC Template <name>
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B.16.15 Send Incident To Hp Service Desk

Table B-148 Incidents and Workflow - Send Incident To Hp Service Desk

Tag Value

Severity

Event Name sendIncidentToHpServiceDesk

Resource IncidentService

SubResource IncidentService

Message User: <name> sent incident with name: <incidentName>, state: <state>,

severity: <severity>, resolution: <resolution> to HP Service Desk

B.16.16 Send Incident To HpOVO

Table B-149 Incidents and Workflow - Send Incident To HpOVO

Tag Value

Severity

Event Name sendIncidentToHpOVO

Resource IncidentService

SubResource IncidentService

Message User: <name> sent incident with name: <incidentName>, state: <state>,

severity: <severity>, resolution: <resolution> to HP Open View

B.16.17 Viewing Process Definition

Table B-150 Incidents and Workflow - Viewing Process Definition

Tag Value

Severity

Event Name getProcessDefinition
Resource WorkflowServices
SubResource WorkflowObjectMgrService
Message Viewing iTRAC Template <ID>

B.17 General
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Below listed are relevant to General.

B.17.1 Configuration Service

Table B-151 General - Configuration Service

Tag Value

Severity

Event Name saveConfig

Resource

SubResource ConfigService

Message Saving configuration, unit {0} app {1} userld {2}

B.17.2 Controlled Process is started

Watchdog is run as a service. Its main purpose is to keep Sentinel processes running. If a process
dies, Watchdog will automatically restart that process. This event is sent out when a process is
started.

Table B-152 General - Controlled Process is started

Tag Value

Severity 1

Event Name ProcessStart

Resource Sentinel

SubResource Process

Message Process <ProgramName> spawned (command <plID>)

B.17.3 Controlled Process is stopped

This event is sent out when a process is stopped. The severity is set to 5 if the process was set to
respawn (that is, it is not expected to die). The severity is set to 1 if the process was set to run once.

Table B-153 General - Controlled Process is stopped

Tag Value
Severity 1/5

Event Name ProcessStop
Resource Sentinel
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Tag Value

SubResource Process

Message Process <ProgramName> exited (command <exit_code>)

B.17.4 Importing Auxiliary

Table B-154 General - Importing Auxiliary

Tag Value

Severity

Event Name importAuxiliary

Resource

SubResource PluginRepositoryService (Medium)

Message Import auxiliary file <auxiliaryJarName> into plugin <pluginiD>.

B.17.5 Importing Plugin

Table B-155 General - Importing Plugin

Tag Value

Severity

Event Name importPlugin

Resource

SubResource PluginRepositoryService

Message Import plugin <name> (ID <ID>) of type <type>.

B.17.6 Load Esec Taxonomy To XML

Table B-156 General - Load Esec Taxonomy To XML

Tag Value

Severity

Event Name loadEsecTaxonomyToXML

Resource

SubResource EsecTaxonomyNodeService

Message Loading Esecurity taxonomy Info to an xml format:
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B.17.7 Process Auto Restart Error

This event is sent out when a process is stopped. The severity is set to 5 if the process was set to
respawn (that is, it is not expected to die). The severity is set to 1 if the process was set to run once.

Table B-157 General - Process Auto Restart Error

Tag Value

Severity 1/5

Event Name ProcessAutoRestartError

Resource Sentinel

SubResource Process

Message Process <{0}> [command: {1}] was automatically restarted more than the

allowed {2} automatic restart(s) in {3} min. The process will no longer be
automatically restarted. Please check process configuration.

B.17.8 Process Restarts

Table B-158 General - Process Restarts

Tag Value

Severity

Event Name ProcessRestart

Resource Sentinel

SubResource Process

Message Process <ProgramName> spawned (command <plD>)

B.17.9 Proxy Client Registration Service (medium)

Table B-159 General - Proxy Client Registration Service (medium)

Tag Value

Severity

Event Name registerClient

Resource

SubResource ProxyClientRegistrationService (medium)
Message Registering new client
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B.17.10 Restarting Process

Table B-160 General - Restarting Process

Tag Value

Severity

Event Name restartProcess

Resource SentinelHealth

SubResource SentinelHealthService

Message Restarting process <name> on Sentinel server <name> UUID {2}

B.17.11 Restarting Processes

Table B-161 General - Restarting Processes

Tag Value

Severity

Event Name restartProcesses

Resource SentinelHealth

SubResource SentinelHealthService

Message Restarting <number> processes: <number> name <name> server <name>

server ID <ID>;

B.17.12 Starting Process

Table B-162 General - Starting Process

Tag Value

Severity

Event Name startProcess

Resource SentinelHealth

SubResource SentinelHealthService

Message Starting process <name> on Sentinel server <name> UUID {2}
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B.17.13 Starting Processes

Table B-163 General - Starting Processes

Tag Value

Severity

Event Name startProcesses

Resource SentinelHealth

SubResource SentinelHealthService

Message Starting <number> processes: <number> name <name> server <name>

server ID <ID>;

B.17.14 Stopping Process

Table B-164 General - Stopping Process

Tag Value

Severity

Event Name stopProcess

Resource SentinelHealth

SubResource SentinelHealthService

Message Stopping process <name> on Sentinel server <name> UUID {2}

B.17.15 Stopping Processes

Table B-165 General - Stopping Processes

Tag Value

Severity

Event Name stopProcesses

Resource SentinelHealth

SubResource SentinelHealthService

Message Stopping <number> processes: <number> name <name> server <name> server
ID <ID>;
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B.17.16 Store Esec Taxonomy From XML

Table B-166 General - Store Esec Taxonomy From XML

Tag Value

Severity

Event Name storeEsecTaxonomyFromXML
Resource

SubResource EsecTaxonomyNodeService
Message Storing Esecurity taxonomy Info :

B.17.17 Watchdog Process is started

As the Watchdog process starts, the following internal event is generated.

Table B-167 General - Watchdog Process is started

Tag Value

Severity 1

Event Name ProcessStart

Resource WatchDog

SubResource WatchDog

Message WatchDog Service Starting

B.17.18 Watchdog Process is stopped

When the Watchdog service is stopped, the following internal event is generated.

Table B-168 General - Watchdog Process is stopped

Tag Value

Severity 5

Event Name ProcessStop

Resource WatchDog

SubResource WatchDog

Message WatchDog Service Ended
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Documentation Updates

This section contains information about documentation content changes made to the User Guide for
Novell® Sentinel 6.1. 1f you are an existing user, review the change entries to readily identify
modified content. If you are a new user, simply read the guide in its current state.

Refer to the publication date that appears on title page to determine the release date of this guide.
For the most recent version of the Novell Sentinel User Guide, see the Novell Sentinel 6.1
documentation Web site (http://www.novell.com/documentation/sentinel61/).

In this section, content changes appear in reverse chronological order, according to the publication
date. Within a dated entry, changes are grouped and sequenced, according to where they appear in
the document itself. Each change entry provides a link to the related topic and a brief description of
the change.

This document was updated on the following dates:

C.1 August 2009

Updates were made to the following section. The changes are explained below:

Table C-1 Updates

Location Changes

Chapter 10, “Administration,” on page 223 Updated the Section 10.5.3, “Global Filters,” on
page 231 on the enhancements that are made in
the 6.1 SP1 Hotfix 2 release

C.2 March 2009

Updates were made to the following section. The changes are explained below:

Table C-2 Updates

Location Changes

“Third-Party Materials” on page 3 Removed references to Third-Party guides.

Fixed Bug#455535 (https://bugzilla.novell.com/
show_bug.cgi?id=455535)

Section 11.3, “SDM Command Line,” on page 283 Removed the occurrences of commands that no
longer available in Sentinel 6.1.

Removed references to deleteData,
filesToImport,saveConnection,
addPartitions, dropPartition,
ViewPartitions, archiveData,
dropImported, and updateMapData.
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C.3 May 2009

Updates were made to the following section. The changes are explained below:

Table C-3 Updates

Location Changes
Section 11.2.1, “Partitions Tab,” on Added a note in the “To add partitions:” on page 279 section
page 277 to fix Bug#488374 (https://bugzilla.novell.com/

show_bug.cgi?id=488374)

C.4 August 2009

Updates were made to the following section. The changes are explained below:

Table C-4 Updates

Location Changes

Chapter 10, “Administration,” on page 223 Updated the Section 10.5.3, “Global Filters,” on
page 231 on the enhancements that are made in
the 6.1 SP1 Hotffix 2 release
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