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Secure Every Click with
Novell. Identity and Access
Management Solutions

The list of identity and access management
challenges you face is constantly growing.

Roles management. User provisioning. Password
management. They all require your time, attention
and budget. To effectively decrease risk and reduce
cost and complexity, you need security technologies
you can trust. You need Novell. [dentity and Access

Management solutions.

Discover Solutions You Can Trust
Today’s organizations must effectively
manage everything from user roles and
provisioning to passwords. But the chal-
lenges don’t stop there: You must be able
to keep up with ever-increasing changes

to user accounts and access assignments.
You must ensure that people can only access
the systems they are authorized to use based
on their roles. You must be able to implement
stronger password policies without over-
whelming your helpdesk with password
resets. And you must be able to manage
people from outside your company while
ensuring internal users have what they

need to be productive.

It's a long list of challenges, but the bottom
line is this: Your business can’t run at peak
efficiency if you are worrying about identity
and access issues. To meet these challenges
and improve productivity, you need solutions

that are flexible and sophisticated. You need
solutions you can trust.

Take Advantage of Novell Identity
and Access Management Solutions
With Novell Identity and Access Management
solutions, you can trust that your business

is secure. The solutions help you to mitigate
the security risks inherent in manual, error-
prone processes by automating user and
security management. This automation will
also reduce administration costs and improve
productivity, allowing your IT staff to concen-
trate on driving innovation and seizing new
opportunities. Our technologies ensure that
security and access-related policies are
followed every time, eliminating the risks
inherent in granting access to network
resources. Our solutions help you trust that
your systems are managed according to
identity and policy—even across business
boundaries. Novell Identity and Access

m Solutions:
Identity and Access Management
= Products:
Novell Identity Manager with
Roles Based Provisioning Module
Novell Access Manager

Novell SecureLogin
Novell Identity Audit
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“Novell stood out as the market
leader in identity and access
management. Having centralized
management of user identities

is only possible with our

Novell solutions.”

Marc Lamoureux
IT Director
Bridgepoint Health



You can trust that systems are secure and
well managed because our Identity and
Access Management solutions deliver
capabilities such as |dentity Lifecycle
Management, Access Management,
Enterprise Single Sign-On and

Password Management.
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“The ability of Novell
identity management and
SIEM products to connect
directories, databases
and applications to
achieve a full enterprise
provisioning scenario is
an important advantage
for customers.”

Sally Hudson
IDC

Management solutions deliver productivity
you can prove and security you can trust.

Solve Your Identity-related

Business Challenges

Through capabilities such as identity lifecycle
management, access management, enterprise
single sign-on, and password management,
Novell provides enterprises with solutions

to address their most complex and compre-
hensive identity and access management
challenges. Our Identity and Access Manage-
ment solutions provide these capabilities to
help you make IT work as one.

Identity Lifecycle Management

Novell Identity and Access Management
solutions automate the management of

user identities throughout their lifecycles.
Our solutions make most account changes
an automatic response to a single event.

For example, a major event in the user life-
cycle, such as hiring, triggers automatic
workflows and provisioning that occur with
little to no human intervention, based on roles
and policy. Users get the appropriate access
even when their needs change, anywhere

in the enterprise—from the e-mail system to
your front door. And it keeps your IT team
focused on strategic projects, rather than
focusing on change management and

other user-related requests.

Access Management

Our Identity and Access Management
solutions grant all users—whether employees,
contractors, partners or customers—appro-
priate access while safeguarding resources.
Trusted users gain secure authentication and
access to portals, Web-based content and
enterprise applications, while IT administrators
gain centralized policy-based management
of authentication and access privileges.

Our technologies allow you to share identity
information among trusted external sources
to provide a unified user experience and tight
security—a process known as federation.
You can seamlessly integrate different organi-
zations and their users with your organization,
and changes in identities and rights are
respected across organizational domains.

Enterprise Single Sign-On

Novell Identity and Access Management
solutions allow users to access a variety of
network resources through a single sign-on
process. Once users log in to any computer
on the network, they are automatically
authenticated to the single sign on-enabled
applications, databases and operating
system platforms they need—with just one
login. These single sign-on capabilities are
also flexible enough to require more than one
type of authentication—such as fingerprints,
tokens, smart cards, strong passwords or
any combination of these—to ensure roles-
based access to sensitive information.

With enterprise single sign-on, organizations
can eliminate most password-related calls
to the helpdesk and allow IT administrators
to focus on value-added projects.

Password Management

Everyone recognizes the need for strong
passwords, but without enforcement, even
the strongest password policy does nothing
to strengthen security. And yet, enforcement



is difficult because applications and systems
interact with users in different ways, and some
don’t even have the capability to specify
password requirements. Our automated
approach to identity and access manage-
ment allows organizations to set and enforce
strong password policies. Novell Password
Management stands between a user and her
authorized applications. When a new user

is created, or when his credentials change,
Password Management validates the pass-
word against your company policy, and then
synchronizes the password to all other sys-
tems. And easy self-service features increase
user and IT staff productivity because users
can manage their own credentials rather than
calling the helpdesk to reset passwords.

Leverage Award-winning Products
We deliver our leading Identity and Access
Management solutions through our inno-
vative products, including:

= Novell Identity Manager with Roles
Based Provisioning Module. Translate
business policies and compliance
mandates into IT control, consistently
enforced across all connected systems.
Simplify identity management across your
enterprise with Novell Identity Manager.
You can control user administration costs,
eliminate complex manual processes,
ensure security and enforce compliance
enterprise-wide—all while delivering the
right resources so your users can do
their jobs.

= Novell Access Manager™. Deliver the
right resources to the right people at the
right time, even to partners and employees
outside the firewall. You can ensure user
productivity from any location by extending
seamless access and security to all your
users with Novell Access Manager. We
combine advanced capabilities such as

role-based, multi-factor authentication,
data encryption, single sign-on and client-
less virtual private network for local and
remote users.

= Novell SecureLogin. Reduce multiple,
simple, insecure passwords to a single,
complex and more secure password
with Novell SecureLogin. Users will only
be required to remember a single user
ID and password to access their applica-
tions, eliminating the need to write down
or unsafely store passwords. Novell
Securelogin is the perfect combination
with support for advanced authentication
methods such as smart cards, biometrics
or proximity cards.

= Novell Identity Audit. Gain an enterprise-
wide, real-time view of all network, system,
application and user events with Novell
Identity Audit. Its ease of use allows you
to respond swiftly to known threats and
to identify and resolve new risks as
they emerge.

Secure Every Click with
Novell Identity and Access
Management Solutions

www.novell.com

Achieve Rapid ROI with

Novell Services

When you deploy Novell solutions, you have
access to Novell Services, our world-class
support, training and professional services
offerings to help you make the most of your
investment. For example, our Fast Track
professional services engagements can
help you deploy tailored solutions quickly
and efficiently at a fixed cost. Our flexible
and convenient training options ensure

that your people can get the expertise

they need, which leads to faster ROl and
reduced downtime and support costs.

And our support organization offers the
best customer experience in the industry.

Partner Opportunities
Novell continues to build strong partnerships
with System Integrators and Global Solution



Novell has long had a reputation for quality and leadership in the
identity and security space. And we’re continuing that tradition of
excellence by being placed in the leaders quadrant of Gartner, Inc.’s,
“Magic Quadrant for User Provisioning, 2H08.”

Providers. In addition to local providers
around the globe that sell and implement
Novell technologies, we've built strategic
relationships with partners such as SAR,
HP and others.

= SAP. Expanding on the existing Novell/
SAP partnership, Novell is leveraging
its strengths in Identity and Access
Management to deliver solutions tailored
to SAP customers. The solutions extend
SAP business policy throughout the enter-
prise, helping them mitigate compliance
and security issues based on SAP policy.
Further, the Novell solutions extend roles
definition and management beyond
SAP’s proprietary domain, thereby
greatly improving overall role reporting,
certification and change management.

= HP. HP has chosen Novell as its exclusive
partner for migrating its existing base of
identity and access management custom-
ers to the Novell Identity and Security
Management portfolio. Together, HP and
Novell have clarified a path forward for HP
customers who have invested in critical

identity and access management infra-
structure. The migration program will pro-
vide comprehensive support to customers
throughout the transition, ensuring that the
move is as smooth as possible. By taking
advantage of the program, HP customers
will have access to industry-leading Novell
technologies and solutions, as well as the
world-class services and support delivered
by both HP and Novell.

Make IT Work As One

With Novell Identity and Access Management
solutions, you can automate business pro-
cesses, mitigate security risks and lay the
foundation for complying with internal secu-
rity mandates and government regulations.
We can help you solve the fundamental
problem of managing who has access to
what. To find out more about Novell Identity
and Access Management solutions and
how you can make IT work as one, contact
your Novell Solution Provider partner today
or visit www.novell.com/identityandsecurity
for more information.
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Contact your local Novell
Solutions Provider, or call
Novell at:

1800 714 3400 U.S./Canada
1801 861 1349 Worldwide
1801 861 8473 Facsimile

Novell, Inc.
404 Wyman Street
Waltham, MA 02451 USA
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