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Novell. Single Sign-on

for Healthcare

For most healthcare professionals, the plague

of multiple passwords and time-consuming

logins not only inhibits workflow and complicates
compliance, it also costs time and money and
could present security risks. Novell. Single Sign-on
for Healthcare eliminates these challenges by
giving clinicians fast access while maintaining
security. The result? More time for providing

quality healthcare.

Overview

It shouldn’t be a challenge—or even an
inconvenience—to access the applications
you need to do your job. That's where Novell
Single Sign-on for Healthcare comes in.

It allows you to quickly log into and out of
the network, streamlining functionality, reduc-
ing time-delay frustrations and increasing
productivity, all while enhancing security and
reducing risk. Additionally, directory-enabled
workstation profiles simplify application
access by identifying terminals with specific
workflow requirements. As a result, Novell
Single Sign-on for Healthcare delivers a
strong, enterprise-wide return on investment.

Features and Benefits

= Fast login and logout, counted in
minimal seconds. You won't have to wait
to gain access to the network or to the
applications you need.

= Single sign-on to the network. One user
ID and password provide access to all
authorized applications, which also allows
the implementation of a stronger
password policy.

= Invisible application authorization.

This enhances security and eliminates the
opportunity to share passwords. Applica-
tion usernames and passwords can be
controlled centrally and securely.

» Directory-enabled workstation profiles.
Allow individual terminals to support
location- or department-based workflows
by automatically opening specified appli-
cations, saving additional access time.

= Support for strong and multi-factor
authentication methods. Proximity, smart

cards, biometrics, tokens, digital certificates

and others are supported. The solution’s
flexibility allows different login methods
to be used in various clinical settings.

= Solutions:
Novell Single Sign-on for Healthcare

Proven Solutions

Novell Single Sign-on solutions
are proven to create secure,
efficient and user-friendly environ-
ments with enhanced security and
ease of administration. Whether
you’re managing identity, patient
information, data resources or
application integration, Novell has
the right solution for your healthcare
needs. For more information, visit:
www.novell.com/healthcare



= Reduced password-related administra-
tion and IT costs. Fewer helpdesk calls
to verify or reset passwords allow IT to
focus on higher priority needs.

= Centralized administration. Administra-
tors grant application access by user or
group and set preferences on what users
can view and edit. Simplified management
of password directories and system
monitoring deliver more control.

= Experience with the enablement of
clinical applications. Novell has single
sign-on enabled many clinical applications,
including Windows, Web, Java, terminal
emulators and legacy applications. In fact,
Novell has enabled more applications
than any other single sign-on vendor.

= Rapid return on investment. You'll find
this through less downtime, less IT helpdesk
assistance, improved user satisfaction,
greater productivity and greater security.

= Solutions from the most trusted
enterprise single sign-on technology
provider. Novell solutions provide improved
functionality and enhanced security.

User-friendly Experience

When dozens of tasks need your attention,
the last thing you need to do is stand in front
of a computer. With Novell Single Sign-on

for Healthcare, you won'’t have to. In minimal
seconds, you'll be uniquely logged into the
workstation from the network level and have
the applications you need to do your job.
This not only meets HIPAA requirements
but is particularly valuable for multi-user
workstations. You'll also have automatic
authorization to all of your approved appli-
cations—every time. That means no more
having to keep up with multiple passwords
and no more frustration when you can’t
remember them!

Solution Architecture

While usability is important, the solution also
takes care of other critical issues, like provid-
ing secure credential management and data
protection. Moreover, administrators can
tailor the solution to your organization by
gaining the control necessary to manage
and facilitate specific business parameters.

Novell solutions fit into a broad range of
environments through open standards.
Novell Single Sign-on for Healthcare is

no exception; it integrates seamlessly into
your existing network, so you don't have to
replace your current systems, or even your
proprietary infrastructure.
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