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Novell is a partner you 
can trust to help you  
automate your desktop 
PC management and 
lower costs. Now you can 
advance your enterprise IT  
management strategy—
from the desktop to the 
data center.

	 Collaborative Remote Control. Connect 
and control Windows workstations easily 
and securely. Multiple technicians can  
collaborate in a single remote control 
session to resolve end-user device 
problems. In those situations, the initiating  
technician can retain full control, share 
control or even delegate control to another 
administrator joining the session.

	 System status. System dashboards and 
hot lists provide a rich Web-based view of 
errors and warnings—for a machine or an 
entire zone. You can even set up a watch 
list to monitor the desktops you most care 
about. Additionally, ZENworks Configuration 
Management allows you to see at a glance 
if a device is in compliance with your  
established corporate policies and to  
monitor the successful deployment of  
applications to your desktops.

	 Remote diagnostics. This capability is 
similar to remote control but limits which 
diagnostic utilities a help desk person can 
access on a workstation. Because it is fully 
customizable, you can specify which tools 
you want to make available. For example, 
you can allow help desk personnel to make 
changes in a user’s Control Panel while 
perhaps limiting their access to a user’s 
registry, which typically requires a higher 
skill level.

	 Remote management through Network 
Address Translation (NAT). With ZENworks  
Configuration Management, you can remotely 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
  

manage devices on the other side of a NAT 
using a “meet in the middle” approach.

Get More from Your IT Assets

Gain greater visibility and central control of all 
your hardware and software assets. ZENworks 
Configuration Management offers sophisti
cated capabilities to simplify deployment, 
automate asset management and enable 
better software license decision-making.

	 Enterprise-class inventory management. 
Use comprehensive hardware and software 
asset inventory features to quickly trouble-
shoot and audit systems across multiple 
operating systems and versions.

	 Accurate software reporting. Learn about 
your system configurations as well as the 
software, versions and patches installed  
on each server or device with ultimate 
accuracy using patented Application 
Fingerprinting. ZENworks Configuration 
Management provides the most accurate 
inventory of the software and configuration 
of targeted desktops, including installed 
software, versions and installed patches.

	 Comprehensive license tracking and 
management. Manage and track all license  
models and types, including complex 
license scenarios. Enhanced flexibility  
lets you upgrade and downgrade rights, 
manage perpetual and term licenses,  
and easily add and manage bulk license 
purchases to simplify corporate acquisitions  
or license compliance true-ups. You can 
even allocate software licenses across 
specific departments, sites, cost centers or 
workstations. Visibility into underutilized and 
unused entitlements and a manufacturer-
based license summary enhances vendor 
software negotiation.

	 License compliance. Software license 
data can come from an array of different 
sources, including software reseller reports, 
spreadsheets and enterprise resource 
planning (ERP) systems, with capabilities 
that automate license entry, normalization 
and software reconciliation. 

Figure 2. See at-a-glance messages, events, hot-list 
and watch list items—for a machine or an entire zone.
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	 Change notification. Be informed when 
something changes in your PC environment.  
Know when a user’s machine is hit with a 
virus or spyware, so you can take quick 
remedial measures. Learn if a DVD burner 
goes missing, so the company can begin 
tracking it down immediately.

	 Rich asset reports. Enforce standard 
configurations, prepare for upgrades, 
determine device locations and meet 
compliance reporting requirements. Out-of-
the-box reports can be easily customized 
to view detailed asset information.

Tap into a Complete,  
Cross-product Reporting Engine 

ZENworks Configuration Management  
features a completely redesigned ZENworks 
Reporting Server that provides unprecedented  
cross-product reporting capabilities. This 
enhanced reporting universe is driven by 
comprehensive use-case methodologies. 
It features 1,500 different reporting objects 
and offers an impressive range of pre-defined  
reports. And it allows you to create custom 
reports that span configuration management, 
asset management, patch management and 
more. With ZENworks Reporting Server, you 
can create, manage and deliver reports to 
the right people quickly and securely.

	 BusinessObjects* Enterprise XI  
Release 2. Turn your raw data into action-
able information for better decision-making 
at all levels of the organization. ZENworks 
includes enterprise-class reporting powered  
by BusinessObjects Enterprise XI. You can 
easily publish Crystal Reports to the Web or  
convert them into popular electronic formats,  
such as PDF and Excel. In addition, you can  
import custom reports created with Crystal 
Reports into ZENworks Configuration 
Management to leverage existing reporting 
tools and expertise.

	 BusinessObjects Web Intelligence.  
Take advantage of ad hoc reporting with 
graphical elements, report scheduling, report  
collaboration and notification, historical 

reporting and more. BusinessObjects Web 
Intelligence is the leading Web-based query  
and analysis tool. You learn information by 
asking iterative business questions of your 
company’s data.

Secure Your Endpoint Devices

Centrally manage the security of all wired 
and wireless endpoint devices while leaving 
users free to concentrate on their work.

	 Personal firewalls. Protect systems 
against hackers, malware, protocol attacks 
and more using the world’s strongest 
firewall to secure all your endpoint  
communication ports and adapters.

	 Wireless security. Centrally control where, 
when and how users can connect—limiting 
wireless connectivity to authorized access 
points, establishing a minimum level of 
encryption strength or even disabling  
Wi-Fi* completely. Automatically enforce 
VPN policies and detect rogue access 
points in and around the office.

	 USB security. Secure thumb drives 
and other removable storage media that 
can seriously compromise data security, 
device integrity and corporate compliance. 
ZENworks provides customizable device 
security policies that are automatically  
distributed and continuously enforced 
without user intervention.

	 Data encryption. Control encryption by  
file type, location, device type and more  
to protect your irreplaceable knowledge 
assets that travel beyond the walls of  
your company on notebooks, handhelds,  
removable media and via the Internet. 

Choose the Capabilities  
You Need

Novell ZENworks Configuration Management  
is available in Standard, Advanced and 
Enterprise editions—allowing you to choose 
the capabilities that best match your system 
management needs. This includes flexible 
installation options that allow you to install 

Align IT Services 
with Business Needs

ZENworks Configuration 
Management adheres to 
the ITIL framework, which 
defines best practices for 
delivery of IT services to:

	 Align IT processes  
with your company’s 
overall business goals

	 Comply with rapidly 
changing regulatory 
requirements

	 Provide an extensible, 
enterprise-wide control 
framework for building  
comprehensive IT 
management services
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Novell is a partner you can trust to help you 
automate your desktop PC management 

and lower costs. Now you can advance  
your enterprise IT management strategy—

from the desktop to the data center.

only the pieces you need, perform post-
installation evaluations and quickly activate 
additional capabilities when you need them. 
It’s the most advanced, easiest to use and  
extensible management solution from Novell  
to date, allowing Web-based updates and  
easy integration of future capabilities. Upgrade  
options extend and protect your system 
management investment as your company 
grows or needs change. For a complete 
list of capabilities by edition, consult the 
features guide on page 9.

	 Standard Edition. If you have a Windows-
only desktop environment and don’t require 
integrated patch, asset or endpoint security 
management, ZENworks Configuration 
Management Standard Edition is an  
excellent way to lower your cost of  
ownership. Like all editions, it supports  
the latest versions of Windows, including  
Windows Vista and Windows 7. This 
includes features designed to simplify 
your migration to the Windows operating 
platform of your choice.

	 Advanced Edition. The advanced  
Edition extends the capabilities of the  
Standard Edition by offering more  
advanced endpoint capabilities for  
integrated patch management, Linux 
management and handheld management 
capabilities and services.

	 Enterprise Edition. The Enterprise Edition 
builds on the capabilities of the previous 
two versions by adding advanced asset 
management, license tracking and endpoint  
security capabilities to create today’s most 
comprehensive systems management 
solution. 

Upgrade with Confidence
Whether you’re upgrading from a previous 
version of ZENworks or another systems 
management product, ZENworks Configuration  
Management allows you to roll it out without  
impacting your existing system. As you  
introduce Windows Server 2008, Novell Open  
Enterprise Server 2 (Linux) or SUSE Linux 
Enterprise Server to your infrastructure, 
ZENworks continues to deliver configuration 
management from any of these systems.

	 Coexistence. Don’t worry about impacting  
your existing systems management products.  
ZENworks Configuration Management  
runs side by side with previous versions  
of ZENworks and third-party systems  
management offerings.

	 Controlled upgrade. Upgrade at your  
own pace—as quickly or controlled as  
you deem necessary. Model and test your 
configurations until you are comfortable, 
then migrate applications and policies  
on your own schedule with full rollback 
capabilities. During migration, all your 
previous work is preserved—applications, 
policies, associations and more.

	 Extensible architecture. Easily add 
capabilities and future innovations to  
address changing business needs.  
Its modular, Web services architecture 
gives ZENworks Configuration Management  
unprecedented extensibility and scalability 
—while supporting easy integration for 
customers and partners.

	 ITIL framework. Because it’s built on the 
Novell Desktop-to-Data Center Management  
Blueprint for delivering Information  
Technology Infrastructure Library (ITIL*)-
based services, ZENworks Configuration 
Management aligns with your strategic plans.

Management from the  
Desktop to the Data Center
The Novell ZENworks family of resource 
and systems management products is a 
comprehensive set of integrated tools that 

“We installed ZENworks 
Configuration Manage-
ment and were up and 
running in no time. This 
elegant solution simplifies 
desktop management, 
delivering the functionality  
and control that meet our 
user’s needs and work 
habits, while reducing the 
overall effort and cost of 
managing our desktops.”

David Jones
Head of Technology Services
Virgin Radio



p. 9

Novell ZENworks Configuration Management www.novell.com

automate IT management and business 
processes across the lifecycle of desktops, 
laptops, mobile devices and servers. Novell 
ZENworks automatically enforces your 
business and IT policies to dynamically 
manage and maintain IT resources based 
on user and asset identities.

Only ZENworks uses Policy-Driven Automation  
to control IT costs by minimizing administrator  

effort, reducing IT skill requirements and 
optimizing the value of IT assets across 
diverse server and client platforms—all the 
while ensuring security and compliance. 
Discover how ZENworks transforms resource 
and service delivery to increase the efficiency,  
scalability and flexibility of IT staff and assets— 
from desktop to data center.

Visit www.novell.com/zenworks today.

ZENworks Configuration Management Feature Summary
KEY:   v Available in ZENworks 7 and ZENworks 10 Configuration Management     New/improved in ZENworks 10 Configuration Management 

  Installation and Deployment

Flexible standalone installation options	 	

Simplified installation	  

Works with Windows Vista	 

Prerequisite checking	 v 

Automated device discovery	  

Non-intrusive deployment	 

Browser-based management	  

Adaptive Agent deployment	 

System update	  

Advanced migration utility	  

  Policy-Driven Automation

Identity-based management	  	

Policy-driven configuration	  

Dynamic groups	  

Target via defined system requirements	  

Role-based administration	  

Flexible scheduling options	  

Blackout schedules	  

Device compliance dashboards	  

Centralized messaging and monitoring	  

ZENworks Control Center	  

  Internet Friendly and Efficiency

Web services architecture	  

Firewall friendly	  

Bandwidth throttling	  

Checkpoint restart	 v 

Application cache	 v 

Compression on disk	 v 

Compression over the wire	 v 

Mobile user management	 v 

continued on next page
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KEY:   v Available in ZENworks 7 and ZENworks 10 Configuration Management     New/improved in ZENworks 10 Configuration Management

  Best-in-class Reporting

Enhanced cross-product ZENworks Reporting Server	 	

BusinessObjects Enterprise XI—Release 2	  

Ad hoc custom reporting via Web	 

BusinessObjects Web Intelligence	 

Report linking and drill down	  

Group-by categorization	 

Incorporate graphics and summations	  

Web-based reporting	 

Report scheduling	 

Historical reports	 

Publish reports to Web	 

Import custom reports	 

Report collaboration and notification	 

Export to pdf, Excel and other formats	 v 

Pre-built reports	 v 

Advanced report querying	 v 

  Application Deployment

Delivery of applications by users	  	

Delivery of applications by workstation	  

Find nearest server	  

Load balancing support using round robin	  

Advanced load balancing support via support for L4 switches	  

Auto content replication	  

Satellites—distribution points	  

Bundle groups	  

“Lights out” distribution	 v 

Self-healing	 v 

Auto-verification	 v 

MSI package customization	 v 

MSI packaging consistency support—MSI ICE	 v 

Industry-standard Windows packaging	 v 

MSI re-install to workstation	 v 

Advanced MSI support	 v 

Application chaining	 v 

Web-based application delivery	 v 

Detailed and/or system requirements	 v 

Language variables	 v 

Uninstall scripts	 v 

Citrix Presentation Server support	 v 

continued on next page
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__________

2 	 90 days patch subscription  
for 100 devices. Continued 
service requires patch  
subscription.

KEY:   v Available in ZENworks 7 and ZENworks 10 Configuration Management     New/improved in ZENworks 10 Configuration Management

  Patch Management2

Integrated management of Windows patching	 	

Cross-platform support	  

Dashboard charts	 

Mandatory baseline	 

Improved end-user experience with “snoozed” deployments	  

Automated patch management	 v

Vulnerability assessment	 v 

Detailed patch information	 v

Applicable target selection	 v

Patch compliance reporting	 v 

  Enterprise-class Inventory

Integrated asset inventory	  	

Satellites—collection points	  

User-defined products and suites	  

Report inventory on retired devices	  

Hardware inventory	 v

Software inventory	 v 

Increased inventory accuracy	 v

Inventory history reporting	 v 

Inventory change notification	 v 

Passive network discovery	  

Extensible and customizable inventory	 v 

Rich Web-based asset reports	 v 

Integration with ZENworks Asset Management	 v 

  Troubleshooting and Remediation

Remote management through NAT	  	

Secure remote management	  

Calculated primary user of workstation	  

Lasted logged-in users	 

Remote diagnostics	  

Collaborative remote control	  

File transfer	 

Wake-on-LAN integration	  

continued on next page
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__________

3 	 Included in ZENworks 
Configuration Management 
Enterprise Edition

4 	 Inventoried devices only

KEY:   v Available in ZENworks 7 and ZENworks 10 Configuration Management     New/improved in ZENworks 10 Configuration Management

  OS Migration and Imaging

Improved desktop imaging	 	

Add-on images	  

Satellites—Imaging with PXE support	 

Integrated 3rd-party imaging support for Ghost and ImageX	 

Peer-to-peer multicast	 v

Client/Server multicast	 v

Image from FDD, HDD, CD-ROM	 v

PXE boot support	 v

Split images across CD or DVD	 v 

Real-time migration	 v 

Personality migration	 v 

  Cross-platform Support

Native Active Directory support	  	

eDirectory support	 v

Mixed eDirectory and Active Directory support	  

Novell Open Enterprise Server 2 (Linux)	  

Windows Server 2008	  

Windows Server 2003	 v

SUSE Linux Enterprise Server 10	 v 

Microsoft SQL Server 2005 support	 v

Oracle Database 10g support	 v 

Sybase 10 support	  

  Managed Systems

Ready for Windows 7	  	

Windows Vista	  

Windows XP Professional	 v 

Windows XP Tablet Edition	 v 

Windows 2000 Professional	 v 

Windows CE3	 v 

Windows Mobile3	 v 

Palm* OS3	 v 

Blackberry*3	 v 

Windows Server 2008	  

Windows Server 2003	 v 

Windows 2000 Server	 v 

SUSE Linux Enterprise Server 9 and 103	 v 

SUSE Linux Enterprise Desktop 9 and 103	 v 

SUSE Linux Enterprise 11	  

Red Hat 4 and 53	 v 

Solaris*4	 v 

AIX4*4	 v 

UP-UX*4	 v 

Macintosh* OSX4	 v 

NetWare® 6.54	 v
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ZENworks Configuration Management Comparison Chart

__________

5 	Product includes 90 days 
of patch updates. Requires 
product upgrade protection 
or maintenance for continued 
service.

 	  Standard	 Advanced	 Enterprise

Windows desktop imaging	 v	 v	 v	

Application management	 v	 v	 v

Application self-healing	 v	 v	 v

IT asset discovery	 v	 v	 v

IT asset inventory and classification	 v	 v	 v

Remote control	 v	 v	 v

Enterprise Web reporting based on BusinessObject	 v	 v	 v

Integrated ZENworks Patch Management5	 V	 v	 v

Removable media device control	 V	 V	 v

USB/Port control (e.g., LAN, Bluetooth*, Firewire*)	 V	 V	 v

Data encryption for internal and external devices	 V	 V	 v

Wireless networking control	 V	 V	 v

Handheld device application management	 V	 v	 v

Handheld device security management	 V	 v	 v

Handheld device password sync with network security	 V	 v	 v

Handheld device remote control	 V	 v	 v

Linux systems management	 V	 v	 v

Linux device patching and remediation	 V	 v	 v

Linux device remote management	 V	 v	 v

Personal firewall	 V	 V	 v

Application control	 V	 V	 v

Device integrity enforcement	 V	 V	 v

Software license management	 V	 V	 v

Software usage tracking	 V	 V	 v

Contract management	 V	 V	 v
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