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Novell ZENworks Patch

Management gives you

the ability to automatically

enforce mandatory patch

management baseline

policies for groups of

devices. If a device 

falls out of compliance, 

a mandatory baseline

ensures the device 

is patched back 

into compliance.

Automated Patch Subscription

Novell ZENworks Patch Management signifi-
cantly reduces the amount of time you need
to monitor, source and distribute patches
through its automated patch subscription 
by providing the following services:

Continuous research: A team of security
experts tracks Microsoft and non-Microsoft
software vendor support sites and updates
feeds on a continuous basis.
Signature and fingerprint creation:

ZENworks Patch Management thoroughly
analyzes each security update and creates
signatures and fingerprints through a
patented process, providing the highest
level of accuracy available.
Global distribution: After signatures 
and fingerprints are added to patches to
ensure accuracy, the security updates are
published to an easily accessible content
delivery network where they are immediately
available on a global basis.
Automated download: ZENworks Patch
Management can be configured to update

its local cache of security updates as often
as an organization’s policy dictates. It can
also be set to download updates only for the
languages applicable to your organization.

Policy Monitoring and Enforcement

Patches can be quickly assigned to devices
or groups through the ZENworks Patch
Management wizard. The wizard guides users
through all the options available for patch
assignment, distribution and installation.
Once assigned, patches are delivered to the
managed device leveraging the ZENworks
Configuration Management bundle delivery
mechanism. ZENworks Patch Management
monitors all of these patch processes,
reporting on their success or failure. Finally,
ZENworks Patch Management provides con-
venient options for end users. For example,
users can receive notifications through their
“Z” tray icon, and patch deployments can be
“snoozed” until users are ready to deploy
updates and reboot their machines. Of course,
you can place limits on how long the patch
installation process can be delayed by users.

Figure 10. Automated patching of both operating systems and most common software
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Mandatory Baselines

ZENworks Patch Management gives you the
ability to automatically enforce mandatory
patch management baseline policies for
groups of devices. If a device falls out of
compliance, a mandatory baseline ensures
the device is patched back into compliance.
For example, you can specify that certain
patches must be continually monitored and
enforced on all devices in a certain group.
Policy enforcement can be used to monitor
security events, such as the removal of a man-
datory patch, a patch being compromised or
a device being re-imaged. When it detects
these types of events, it can automatically
remediate them without human intervention. 

Dynamic Device Groups

Membership in a group with a mandatory
baseline is dynamic in nature. When a device
is added to the network that meets the group’s
membership criteria it automatically becomes
a member, and ZENworks Patch Management
will automatically bring it into compliance with
the group’s mandatory baseline. For exam-
ple, your organization might have servers
that, even though they all have different
hardware characteristics, are each running
SQL server and have a mandatory baseline
that ensures they receive the latest SQL
patches. If running SQL server is the group’s
criteria for participation in the mandatory
baseline, whenever another server running
SQL server is deployed, it will also automati-
cally become a member of that mandatory
baseline group.

Security Audit Reporting

ZENworks Patch Management provides
security patch management reports built 
on the monitoring and policy data collected
during its ongoing patch management pro-
cess. It significantly reduces the time and
costs that come with preparing for audits. 
To help you better prepare for network secu-

rity audits, the solution provides the following
built-in reports, which can be run at both the
individual device and group levels:

Vulnerability Assessment Detail provides
precise vulnerability assessment detail 
and can be filtered by vulnerability, group
and device to help you assess network
security situations.
Vulnerability Assessment Summary

generates a management-level vulnerability
assessment to help executives quickly and
accurately ascertain network security status
from a patch management standpoint.
Baseline Compliance provides an
analysis of the status of your organization’s
patch management policy to help your
administrators, executives and auditors
understand their security policies and 
their level of policy attainment.

Due to the tight integration between ZENworks
Patch Management and the powerful reporting
engine of Novell ZENworks Configuration
Management, you have complete freedom in
the types of reports you can create to meet
network security audit requirements. You can
easily extend the standard built-in patch man-
agement reports to create the exact reports 
you need to address your unique audit situ-
ations. ZENworks Patch Management also
offers convenient dashboard charts that pro-
vide a quick summary of patch management
status and a history of patch compliance
over time.

Patch Management Features

Single, integrated infrastructure—New

Centralized and automated patch
management—Improved

Cross-platform support—Improved

Mandatory baseline enforcement—New

Dynamic device groups—New

“Snoozed” patch installation and reboot—
New

Dashboard charts—New

Persistent patching

A Novell ZENworks

Configuration

Management primary

server can be deployed

on either a Windows 

or Linux server.
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Creating a Deployment

Task is easy. Launch the

Deploy Device Wizard,

enter a task name and

task description, select

the targeted discovered

devices from the

ZENworks database,

provide the proper

credentials, schedule 

the task and select the

ZENworks server that will

perform the deployment.

Automated patch subscription
Vulnerability assessment
Detailed patch information
Applicable target selection
Patch compliance reporting
Security auditing reporting 

Installation and 
System Requirements

ZENworks Primary Server Installation

A Novell ZENworks Configuration
Management primary server can be deployed
on either a Linux or a Windows server, includ-
ing Windows Server 2008. You can even run
Novell ZENworks Configuration Management
in a virtualized environment, using the included
Xen hypervisor—giving you the ability to con-
solidate server resources, increase utilization,
and respond quickly to changing needs.
While the installation program leads you
through a straightforward and easy to follow
installation process, you should be prepared
with the following information:

Installation Path
For Windows only, the default is
%ProgramFiles%, but can be changed 
to any path currently available on the server.
The installation program creates the
Novell\ZENworks directory here for the
installation of the ZENworks software files. 
If more disk space is needed for the content
repository in the Windows path available dur-
ing installation, the path can be changed to
another location after completing the installa-
tion. For Linux, several fixed installation paths
are used, but the database and content repos-
itory reside beneath the /opt directory, so its
partition needs to be large enough for both.

Management Zone

When installing the first primary server, you
will need to provide a name and password
for gaining access into that server’s manage-
ment zone in the ZENworks Control Center.

When installing into an existing zone, you will
need the username and password for that
zone and will need either the DNS or IP
address of an existing primary server in 
that zone and the port used by that server. 

Database Options

When installing the first Novell ZENworks
Configuration Management server into a
management zone, a database must be
established. By default, the Embedded
Sybase* SQL Anywhere will be automatically
installed onto the server, but you can choose
instead to use a Microsoft SQL server or
Oracle* 10g server that already exists on 
the network.

Novell ZENworks Adaptive 
Agent Deployment

The Novell ZENworks Adaptive Agent can be
deployed to any discovered devices running
on the following systems: 

Windows 2000 Server 
Windows Server 2003 and 2008
Windows 2000 Professional
Windows XP
Windows Vista

Agents can be deployed to devices through
a variety of methods, including ZENworks
Deployment Tasks, Web downloads from 
the ZENworks server, automated scripts 
(i.e., as part of a login script), application
media installs, part of an image or as part 
of a migration from an earlier version of
ZENworks. For new installations, the simplest
method will likely be to create a ZENworks
Deployment Task. Creating a Deployment
Task is easy. Launch the Deploy Device
Wizard, enter a task name and task descrip-
tion, select the targeted discovered devices
from the ZENworks database, provide the
proper credentials, schedule the task and
select the ZENworks server that will perform
the deployment.
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Inventory-only Devices

The Novell ZENworks Configuration
Management inventory-only module can be
deployed to the following devices to enable
the collection of their inventory information:

Servers
AIX 4.3-5.3 IBM* pSeries* (RS6000)
HP-UX* 10.20-11.23 HP PA-RISC (HP9000)
NetWare® 5.1 1
NetWare 6 1
NetWare 6.5 1
Novell Open Enterprise Server for 
NetWare 1
Red Hat* Enterprise Linux 2.1-4. x

Solaris* 2.6–10 Sun* SPARC (32 and 
64-bit)
SUSE Linux Enterprise Server 8.0-10 
(all editions)
Windows NT* 4

Workstations
Mac OS* X 10.2.4
Red Hat Linux 7.1–9
SUSE Linux Enterprise Desktop 8.0–10 
(all editions)
Windows 95
Windows 98
Windows Me

Minimum Requirements

Operating System � Windows Server 2003 SP1 Enterprise or Standard x86, x86-64
� Windows Server 2008 Enterprise or Standard x86, x86-64
� SUSE® Linux Enterprise Server 10 on the 32-bit (x86) and 64-bit (x86-64) architectures
� Novell Open Enterprise Server 2 for Linux x86, x86-64

Processor � Pentium* IV 2.8 GHz x86, or equivalent AMD or Intel processor
(If the Primary Server is running ZENworks Patch Management, a faster processor, such as the Intel Core* Duo
processor, is recommended)

Memory � 2 GB of RAM

Free Disk Space � 4 GB 

Display � 1024 _ 768 with 256 colors

Minimum Requirements

Operating System � Windows 2000 Server SP4 
� Windows 2000 Server SP4: x86 (thin-client sessions)
� Windows Server 2003 SP1: Standard or Enterprise x86, x86-64 
� Windows Server 2003 SP1: x86, x86-64 (thin-client sessions)
� Windows Server 2008: Standard or Enterprise x86, x86-64
� Windows 2000 Professional SP4 x86 
� Windows XP: Professional SP3 x86, Tablet PC Edition SP2 or Embedded SP2
� Windows Vista SP1: Business, Ultimate or Enterprise x86, x86-64

Processor � Pentium III 700 MHz, or equivalent AMD* or Intel*

Memory � 256 MB of RAM

Display � 1024 _ 768 with 256 colors

System Requirements

Novell ZENworks Configuration Management requires the following server systems: 

Managed Devices

Novell ZENworks Configuration Management can manage any workstations and servers that
meet the following minimum requirements:
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Summary

Novell ZENworks Configuration Management
delivers a comprehensive set of integrated
solutions that facilitate the entire management
lifecycle of desktops, laptops and servers. 
It automatically enforces business and IT
policies to dynamically manage and maintain
IT resources based on user and device asset
identities. Its Policy-driven Automation helps
control IT costs by minimizing administrative

effort, reducing IT skill requirements and
optimizing the value of IT assets across
diverse server and client platforms—all while
ensuring security and compliance. ZENworks
Configuration Management transforms
resource and service delivery in a way that
increases efficiency, scalability and flexibility
of IT staff and assets—from the desktop to
the data center.
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Novell ZENworks Configuration Management transforms resource 

and service delivery in a way that increases efficiency, scalability and

flexibility of IT staff and assets—from the desktop to the data center.


