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SIEM and IAM Together at Last ~ monitoring of the IT environment allows for
immediate notification of out-of-policy or

The automation of identity-driven policy non-compliant behavior

and process together with the continuous

Figure 4.
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By tying together

people, processes and
technologies, a combined
IAM/SIEM solution
enables affected
organizations to benefit
from a solution set that
delivers data-driven

automation of IT controls.

Being able to correlate device-based event
logs with the activities of individual users
allows administrators to take action in a
timely manner. And that timeliness can

be critical.

To illustrate, let’s say an IT administrator pro-
visions an employee with access privileges
to the Accounts Receivable invoicing system.
However, security personnel soon detect
that, unbeknownst to the IT department, that
individual is attempting to obtain the capa-
bility to generate payment, a clear violation
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SIEM workflow triggers

a remediation process

in identity management
application, which consults

of the segregation of duties. Being able to
correlate the authorization attempts in the
context of the user’s identity provides the
information needed to manage the risk.
Once risks are uncovered, organizations
must be able to remediate them based on
policy and processes. Responses may range
from removing a user’s access rights to all
systems to notifying management of the
violation or engaging a multitude of policy-
based actions. A converged IAM and
SIEM solution makes this broad range

of responses possible.

Relevant events are
collected and normalized
by SIEM application

SIEM correlation
engine determines

if the access was in
compliance with policy

Correlation

Engine

If the access was out of
compliance with policy
an incident is generated
and the remediation
workflow begins

Or consider an organization governed by the retail industry standard PCI-DSS. PCI-DSS is
intended to help facilitate the broad adoption of consistent data security measures on a
global basis. The standard crosses a broad set of technologies because its main purpose

is to ensure safeguards around sensitive credit card information. By tying together people,
processes and technologies, a combined IAM/SIEM solution enables affected organizations
to benefit from a solution set that delivers data-driven automation of IT controls. This data-
driven automation provides the required preventative, corrective and detective controls to act
long before losses become severe—or before they occur at all. As a result, the combined
solution can balance an organization’s operational efficiency imperatives with a robust risk

management infrastructure.
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