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Novell Sentinel 6 Architectural Overview

Figure 2. Novell Sentinel is composed of three logical layers:
layer and a presentation layer.

dashboard known as the Novell Sentinel
Control Center offers an integrated user
workbench, consisting of an array of seven
different applications accessible via a single
common framework. This cross-platform
framework is built on Java standards and
provides a unified view into independent
business logic components—real-time inter-
active graphs, actionable incident response,
automated enforceable incident workflow,
reporting, incident remediation against
known exploits and more.

Collection and Enrichment Layer

With the introduction of Event Source
Management (ESM), Novell Sentinel provides
the user with a new set of tools to manage
and monitor connections between Sentinel
and third-party event sources. ESM provides
all of the tools the user needs to manage
and monitor connections to event sources.
These tools include:
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Novell Sentinel 6
introduces Event Source
Management (ESM),
which provides the user
with a new set of tools
to manage and monitor
connections between
Sentinel and third-party
event sources.

a collection and enrichment layer, a business logic

Event source discovery, which provides
automated data source discovery and
topology rendering.

Data source fault detection and reme-
diation, which gives a view of connections
to event sources with the real-time indicator
status.

Policy-based data segmentation, which
enables users to classify data sources and
collection attributes based upon policy.
Quick and simple configuration via
wizards (o assist the user in adding and
editing connections to event sources. It also
features simple import/export capabilities
that allow users to export any configuration
to a file and later import it back.

Data flow viewers, which are a supporting
set of GUI-driven tools that allow the user
to investigate the status of connections

to event sources and to monitor the data
flowing through them.



The Collector Manager
monitors system status
messages and performs
event filtering as needed.

ESM introduces a new hierarchy of deployment objects that allow the user to group multiple
connections into sets. The hierarchy is as follows:
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Figure 3. The Event Source Management framework in Novell Sentinel makes managing Collectors and
Connectors easier and faster, and it streamlines deployment.

The Collector Manager monitors system
status messages and performs event filtering
as needed. Main functions of the Collector
Manager include transforming events into
groups, adding business relevance to events
via taxonomy, performing global filtering on
events, routing events and sending health
messages to the Novell Sentinel 6 server.

The Event Source, Event Source Server,
Collector, and Connector are configuration-
related objects and can be added through
the ESM user interface.
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m Event Source—This node represents a
connection to a specific source of data,
such as a specific file, firewall or Syslog
relay, and contains the configuration
information necessary to establish the
connection. The health of this node repre-
sents the health of the connection to the
data source. This node will send raw data
to its parent Connector node.

= Event Source Server—This node repre-
sents a deployed instance of a server-type
Connector plug-in. Some protocols, such
as Syslog UDP/TCR NAudit and others,





