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The identity vault in
Novell eDirectory
(NetWeaver certified)
can incorporate identity
aspects throughout
NetWeaver integration
points. Novell Access
Manager can be utilized
as an authentication and
authorization conduit
and extend NetWeaver
identity-enabled services
to business partners
through the use of
Liberty-enabled
federation capabilities.

Figure 2. Novell comprehensive identity and security stack

Extending the Reach of SAP

Extending the Reach of
SAP NetWeaver*

SAP NetWeaver enables application-to-
application processes, business-to-business
processes, business process management
and inserts real-world awareness into busi-
nesses processes. NetWeaver delivers a path
to an enterprise services architecture blue-
print while Novell provides a unique capability
to inject identity throughout these processes.
The identity vault in Novell eDirectory”
(NetWeaver certified) can incorporate
identity aspects throughout NetWeaver
integration points. Novell Access Manager
can be utilized as an authentication and
authorization conduit and extend NetWeaver
identity-enabled services to business part-
ners through the use of Liberty-enabled
federation capabilities.
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Novell Identity Manager (also NetWeaver
certified) offers a powerful and flexible set

of identity synchronization and provisioning
capabilities. Leveraging the business roles,
processes and policies defined within SAP,
Novell solutions extend this reach to hundreds
of other systems, including:

m Directories

m Databases

» E-mail/collaboration systems

» Helpdesk/ticketing systems

m Physical access control systems

m Telephone systems

m Mainframe systems

» UNIX*/Linux* systems

» Mid-range systems

= RADIUS, 802.1X, VPN and other
authentication/access systems

m Routers, switches, firewalls and other
network tools
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n File systems

m Resource/asset management systemms
(desktops, handheld devices, servers
and so on)

m Systems managed through message
queue architecture such as JMS

= And many more

Furthermore, with Web services enabled inter-
faces, the Novell Identity Manager workflow
and approval system can be easily incorpo-
rated into the SAP NetWeaver Portal to inte-
grate SAP with other enterprise applications.

Extending the Reach of
SAP Solutions for GRC

The functional reach of SAP solutions for
governance, risk and compliance (GRC)
extends throughout the SAP application
modules. They manage vital provisioning,
access control and/or monitoring capabilities.
In addition to extending the current capabilities
of SAP solutions for GRC, Novell Sentinel,

a leader in the SIEM space, also augments
the functionality of SAP solutions for GRC.
Novell is unique among competitors in both
the depth and breadth of functionality it
delivers and the degree of integration among
its components—especially with the indus-
try’s first integration of Identity and Access
Management and Security Information and
Event Management. This combination enables
powerful and flexible policy expression and
enforcement capabilities throughout your
enterprise applications.

By leveraging the policy definitions within SAP
solutions for GRC, you can take advantage
of Novell capabilities, including:

Dynamic Separation of Duties (SoD)

In addition to static SoD, Novell supports
session-level SoD. In many businesses, user
roles are not inherently mutually exclusive,
but an individual user is not allowed to act
in certain role combinations simultaneously.
Once a user logs on to the system, acting in
a particular role, Novell solutions prevent the
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Novell is uniqgue among competitors in
both the depth and breadth of functionality
it delivers and the degree of integration
among its components—especially with
the industry’s first integration of Identity
and Access Management and Security
Information and Event Management.

user from acting in conflicting roles during
that session. To act in a different, conflicting
role, the user must log out of the current
session and establish a new session acting
in the other role.

In addition to extending
the current capabilities

of SAP solutions for GRC,
Novell Sentinel, a leader
in the SIEM space, also
augments the functionality
Soft Separation of Duties of SAP solutions for GRC.
Similar to dynamic SoD, soft SoD is another

way to handle incompatible role combina-

tions. Some duties must be clearly separated

at all times (hard SoD). However, experi-

enced audit organizations stress that hard

SoD constraints are sometimes overused,

leading to an unsustainable conditions for

the organization (see Deloitte, Under Control:

Sustaining Compliance with Sarbanes-Oxley

in Year Two and Beyond, 2005).

Many organizations choose to follow a “trust,
but verify” philosophy, consistent with the
sustainability notion described above. Soft
SoD is one control that fits this approach.
Under this model, your organization would
give users guidance and training on what
constitutes inappropriate behavior. In addition
to enforcing this approach through strict
access prevention, Novell solutions support
robust monitoring of all user activity. If a user
behaves inappropriately, the Novell solution
detects it and can initiate immediate follow-
up actions. You can decide the severity of the
follow-up action: you can choose an action
as gentle as a notification to the user and
manager, or perhaps add a more severe
option, such as a temporarily locking the
user out from the system in question.
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Novell Identity and Security Management
solutions readily address the broad
range of customers’ identity and security
requirements. And this fact is supported
by thousands of customers worldwide
who use these products daily.

Integrating Novell Identity
and Security Management
solutions with the
NetWeaver and GRC
offerings extends SAP’s
reach to all aspects

of the enterprise.

Grace Period Separation of Duties

In a further refinement of the soft SoD concept,

the Novell solution supports grace period
SoD. This approach not only detects when a
user violates appropriate behavior, but also
keeps track of the number of occurrences.
The organization may then institute an esca-
lating response policy, such as the following:

m The first time a violation occurs, simply
provide notification to user and manager.

m The second time, notify the security staff
and temporarily lock the user out of the
violated system.

m The third time, disable all user access
to all systems, including physical building
access, telephone access and so on,
pending a review of the user’s activities.
Alert the security staff to immediately
escort the user off the premises.

SAP NetWeaver, SAP Solutions
for GRC and Novell

In summary, integrating Novell Identity and
Security Management solutions with the
NetWeaver and GRC offerings extends
SAP’s reach to all aspects of the enterprise.
Based on an industry-recognized reference
architecture, integrating Identity and Security
Management solutions from Novell will
provide SAP customers with:
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A Common Architecture—Common

Elements Shared between Components:

s Common event model

s Common policy store

s Common user store

» Common authorization model

s Common authentication model

s Common administrative tools

» Common architecture/modeling tools

s Common audit/monitoring architecture

s Common cross-platform strategy,
including enterprise-class Linux and
Linux virtualization

s Common language support

s Common development process
and standards (development tools,
testing process and more)

Inter-product Integration Scenarios:

m User provisioning that can also provision
access policies, physical access, assets,
resource management and more

m Access management policy decisions

that leverage attributes in a common

identity store, including federation

Enterprise password management with

single sign-on credentials (ESSO and

Web SSO) that can be unified with the

overall provisioning process

Monitoring is possible for all products,

enterprisewide

Monitoring/event correlation which

considers events from SAR the identity

suite and all other assets/applications
throughout the enterprise

m Automated remediation capabilities with

enterprise reach

Common audit and compliance reporting

that can be incorporated with SAP

compliance solutions
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Conclusion

As organizations struggle to deal with
increasing IT costs, escalating security risks,
and mounting competitive pressure effec-
tively, Novell delivers a positive and optimistic
answer to their needs. Novell Identity and
Security Management solutions readily
address the broad range of customers’
identity and security requirements. And this
fact is supported by thousands of customers
worldwide who use these products daily.
Combining the power of the SAP solutions

for GRC framework and the NetWeaver plat-
form with the strength of Novell Identity and
Security Management technologies delivers a
comprehensive identity, access and security
management solution that effectively removes
the barriers that inhibit the flow of security and
security information throughout the enterprise.
The benefits of such a solution—such as
reduced administration costs, accelerated
productivity, enhanced security and stronger
relationships with employees, customers,
partners and suppliers—will be immediate.
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Combining the power

of the SAP solutions for
GRC framework and the
NetWeaver platform with
the strength of Novell
Identity and Security
Management technologies
delivers a comprehensive
identity, access and
security management
solution that effectively
removes the barriers

that inhibit the flow of
security and security
information throughout
the enterprise.





