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About This Book

Purpose

This book describes corefacilities (tools, utilities, services) provided with the Novel |®
exteNd™ Application Server.

Audience

This book isfor anyone who manages the application server or develops applications
forit.

Prerequisites

This book assumes some familiarity with J2EE (Java 2 Enterprise Edition).

Organization

Here’'sa summary of the topics you' Il find in this book:

Chapter Description

Chapter 1, “JSP How to deploy a JSP application to the file system for
Deployment to the File a quick develop/test/refine cycle

System”

Chapter 2, “J2EE Archive ~ How to deploy J2EE-compatible archive files to the
Deployment” application server

Chapter 3, “Deployment Reference documentation about the DTDs (XML
Plan DTDs” document type definitions) used when deploying
J2EE archives to the application server

Chapter 4, “SilverCmd Reference documentation about SilverCmd and its
Reference” utilities
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Chapter Description

Chapter 5, All about the facilities provided with the application
“SilverJ2EECIlient” server to host Java-based clients using
SilverJ2EEClient

Chapter 6, “Server Details about the application server’s implementation
Implementation Notes” of various features, including its J2EE containers and
its support for CORBA, XML, and internationalization

Related resources

The Novell exteNd Application Server also provides severd facilities that come with
their own documentation. These include:

+ Novell exteNd Messaging Platform
+ Novell exteNd UDDI Services

Additional documentation

A For the complete set of Novell exteNd documentation, see the Novell
documentation Web site (www.novell.com/documentati on/exteNd.html).

12 exteNd Application Server Facilities Guide


new ../../../Start_MP_Help.html
new ../../UDDI/readme.html
new http://www.novell.com/documentation/exteNd.html
new http://www.novell.com/documentation/exteNd.html

JSP Deployment to the File System

This chapter describes how to use the Novell exteNd Application Server's JSP File
System (JSP/FS) deployment to speed your JSP development. With JSP/FS you can
deploy your Web application to the file system and instantly see the result of changes
you make—without redeployment. The chapter contains these sections:

+ Using JSP pages

+  Setting up your application

+ Deploying your application to the file system
+ Updating your application

+ Putting your application into production

Using JSP pages

This section provides a quick introduction to JSP pages and their deployment.

About JSP pages and Web applications

The JavaServer Pages technology is an important part of Sun’s J2EE platform, which
recommends using JSP pages (with supporting servlets) to provide the core of the user
interface of your application. JSP pages are typically used in Web-based J2EE
applications (Web applications). A Web application includes JSP pages, servlets,
JavaBeans, utility classes, images, and so on that are packaged in an archive called a
Web application archive (WAR) file. These applications are accessed by browser
clients.

The application server provides full support for JSP pages.

13



Ll For more information on JSP pages and how to create them, see the exteNd
Director™ help.

About file system deployment

To make your Web application availableto users, you deploy it to an application server.
Users access your application by specifying appropriate URLs in their browsers.

But when devel oping, testing, and refining your application, you want fast
turnaround—you want to make a change to your JSP pages and immediately see the
result in a browser without having to redeploy the application. With JSP/FS, you can.

After deploying your application to the file system, you can create or change a JSP
page, refresh the browser, and immediately see the change. Thereisno need to
redeploy.

Similarly, you can change any static resource in your application and see the change
immediately. (A static resource is any file that the server serves asis. Static resources
include HTML files, imagesfiles, and style sheets.)

JSPIFSis:

+ Meant only to enhance development. Don't use it with your production
applications, instead see “ Putting your application into production” on page 19.

+ Not supported in a clustered environment.

Using exteNd Director deployment tools

14

If you are using Novell exteNd Director to do your devel opment and deployment, you
don’t have to perform the procedures described in the rest of this chapter. You need
only to specify Enable Rapid Deployment in your project’s deployment settings
when you deploy your WAR (or EAR containing a WAR). exteNd Director’s
deployment tools will manage everything for you, including:

+ Updating the deployment plan with the proper specification for JISP/FS
+ Deploying the project to the file system
+ Managing changes you make in your project’s files (including creating and

removing a REL OAD file as necessary, as described in “Making changes to Java
source files” on page 18)

You continue to work with your project’sfiles as usual. Changes will be reflected
immediately in your deployed application.

When you are ready to do your production deployment, simply deselect Enable Rapid
Deployment in your project’s deployment settings and redeploy.

Ll For more information, see exteNd Director help.
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Setting up your application

To usefile system deployment, you do not need to do anything special when you begin
your Web application development. You'll set up your development areausing a
directory structure that conforms to the format required for Web applications. Then
when you are ready to test your application, you packageit inaWAR file.

What must be in the WAR file To create your WAR filefor file-system
deployment, all you need is:

+ Any supporting files for your Web application, such as:

+ Compiled servlet and utility classes, either as classfiles (in WEB-
INF/classes) or as JAR files (in WEB-INF/lib)
+ Taglibraries (typicaly in WEB-INF/tlds)
+ A deployment descriptor for the application. The file must be named web.xml
and must be in the WEB-INF directory.
There are different versions of the Sun J2EE Web application DTD. Each version
of the Java Servlet Specification provides complete documentation on each tag.

You can find these documents on the Sun Java Web site at
java.sun.com/j2ee/docs.html.

Creating the WAR file You can create the WAR file using the archive tool of your
choice. For example, you can use Novell exteNd Director or Sun’sjar utility.

Deploying your application to the file system

Once you havethe WAR file, you are ready to deploy it to thefile system. To deploy a
J2EE archive (such asaWAR file), you create a deployment plan, an XML file that
specifies application server—specific information about how to manage the Web
application and how it should be deployed.

Creating the deployment plan

The WAR's deployment plan must be in the correct format. The deployment plan
DTDsare located in the server’s Resources’DTDCatal og directory. Different server
versions use different DTDs. See Chapter 2, “ J2EE Archive Deployment” for
information on which DTD is appropriate for your server version.

The deployment plan for file-system deployment is the same as for a production
deployment, with one exception: it includes aline within the <war Jar > section that
specifiesthat you want the server to deploy the application to thefile system. To deploy
to the file system, include thisline in your deployment plan:

<deployToFilesystem type="Boolean">true</deployToFilesystem>

JSP Deployment to the File System 15
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Example The following shows how to use the <deploy ToFilesystem> element:

<warJarName>C: \MyProjects\JSPSample\JSPSample.war</
warJarName>
<isEnabled type="Boolean">True</isEnabled>
<deployToFilesystem type="Boolean">true</deployToFilesystem>
<sessionTimeout type="String">5</sessionTimeout>
<urls type="StringArray">
<el>JSPSample</el>
</urlss>
<deployedObject type="String">JSPSample</deployedObject>
</warJars>
</warJarOptions>

Deploying the application

Now run the DeployWAR SilverCmd to deploy your application (you can also use
DeployEAR, aslong asit includes your WAR file).

What happens Theapplication isdeployed to the file system asfollows: the server
expands the WAR file in the directory /webapps/DBname/URL in the server’s
installation directory, where:

+ DBnameisthe name of the database containing the application deployed to the
file system

+ URL isthe URL specified in the deployment plan for the application (if you have
specified more than one, the first one is used)

Example Hereisthe structure of the sample application whose deployment planis
shown above (entriesin bold are directories):

JSPSample
jsps (directory containing the JSP pages)
WEB-INF
web.xml (deployment descriptor)
classes (directory containing the supporting class files)
tlds (directory containing the TLD files)

Here is the deployment command line:
SilverCmd DeployWAR localhost JSPSampleDB JSPSample.war -f JSPSampleDeplPlan.xml -o

After deploying this application to the file system, the WAR fileis expanded in
/webapps in the server’sinstallation directory asfollows:

ServerInstallDir
webapps
JSPSampleDB (directory whose name is the deployment database)
JSPSample (directory whose name is the URL in the deployment
plan)
com (directory where JSPs will be compiled -- see below)

jsps

16 exteNd Application Server Facilities Guide
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WEB-INF
web .xml
classes
tlds

The subdirectories under webapps/JSPSampleDB/JSPSample make up the
deployment area, and you can work with the application there.

Updating your application

Once you have deployed your application to the file system, you can make changesin
the deployment area and immediately see the result of the changes.

What you can change You can:

+ Change an existing JSP page

+ Addanew JSP page

+ Delete an existing JSP page

+ Change, add, or delete a static resource

To see the result To seethe result of your change, simply save thefile(s) in the
deployment area, go to your browser, and specify the appropriate URL.

For example, to see the result of changing sample.jsp, you would specify an URL
similar to this;

http://localhost/JSPSampleDB/JSPSample/jsps/sample.jsp

What the server does The application server checksto see whether the JSP page
has ever been accessed. If not, it compilesit and displaysthe result in the browser. The
server storesthe resulting Java and class filesin the com/sssw/gen/jsp directory in the
deployment area.

Similarly, the server checksto see whether the JSP page (the JSP source file) has been
updated since it was last accessed. If so, thefileis recompiled and redisplayed.

Also, the server serves updated static resources as needed.

If there is an error If there are any JSP compilation errors for the requested page,
the server generatesan HTML page describing the error and returnsit with a 500 status
code to the client.

If thereisan error compiling a JSP page other than the one requested, the server cannot
intercept the failure. Depending on where in the compilation process the error
occurred, you might see an error message in the generated JSP page with alink that
describes the error. You can prevent the server from trying to compile JSP pages that
are known to fail by using the <excludedJSPs> tag in the deployment plan.

JSP Deployment to the File System 17
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Making changes to Java source files Sometimesin the course of development
you will need to update utility classes, servlets, JAR files, and so on in the application
and will want to refresh your deployment area.

To refresh the deployment area:
1 Makethe changesin your development area.
2 Compilethe classes and refresh any JARs that need updating.

3 Copy the updated CLASS and JAR files to the appropriate locations in the
deployment area.

4 Create afile named RELOAD (all uppercase) in the root of the deployment area.

In the sampl e deployment, you would create RELOAD in
webapps/ JSPSampleDB/JSPSampl e.

TIP: To easily create the file, open a DOS command prompt, change to the
directory, type copy con RELOAD, then press Return, Ctrl+Z, Return.

5 Accessyour application in the browser.

The server will automatically reload the application, getting all the updated files,
and delete the RELOAD file.

You can now continue to make changes to JSP pages in the updated deployment area.

Redeploying the application to the file system After deploying to thefile
system, you shouldn’t redeploy your application to the file system with DeployWAR.
Instead, work with your application as described above. When you are ready to put
your application into production, follow the procedure in “ Putting your application
into production” next.

If (inerror) you do redeploy your application to the file system with DeployWAR, the
server noticesthat the deployment directory already existsin webapps. It renames that
directory to DeploymentDir.1, then redeploys the application to the file system. That
means the current application continues to be DeploymentDir, with the previous
version archived as DeploymentDir. 1. If you do the deployment again, DeploymentDir
is renamed DeploymentDir.2, and so on. The current application is always
DeploymentDir, and the version before that is archived as the highest numbered
DeploymentDir.n. The server is responsive only to changes in DeploymentDir.

In the sample shown, if the application is deployed to the file system a second time,
webapps/JISPSampleDB/JSPSampleis renamed to JSPSample.1, and the current
application is deployed to JSPSample.
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Putting your application into production

JSP/FSismeant only for usein the devel opment phase of your application. When you
have completed the application and are ready to put it into production, do the
following.

> To put your application into production:

1 Bring your development area up to date with the changes you made in the
deployment area.

2 Rebuild your WAR or EARfile.
Delete or comment out the <deployToFilesystem> linein the deployment plan.
4 Do afull deployment using DeployWAR or DeployEAR.

w
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J2EE Archive Deployment

This chapter describes the requirements for deploying J2EE-compatible archive files
to aNovell exteNd Application Server. It covers these topics:

*

*

*

*

Deploying archives

EJB deployment tips

Specifying classpath JARS on the server
Controlling thread usage for deployment

Using exteNd Director This chapter describes deployment using the application
server deployment tools. To learn about devel oping, packaging, and deploying with
Novell exteNd Director, see the exteNd Director help.
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Deploying archives

To deploy a J2EE archive to the application server, you'll:

Archive
Step  Action type Where to go for more information
1 Package the  Client Sun establishes the requirements for each
applicationin  application,  application type. For more information about
an archive EJB, EAR, writing or packaging J2EE applications, see
file and WAR the published specifications on the Sun
Java Web site at:
http://java.sun.com/j2ee/docs.html
RAR For information about writing and packaging
a RAR, see the J2EE Connector
architecture specification, available from the
Sun Java Web site at:
http://jcp.org/jsr/detail/016.jsp
2 Write a Client See “Client JAR deployment plan DTD” on
deployment  application page 48
plan NOTE: A deployment plan is only required
if the application references EJBs,
environment entries, or other external
resources (such as databases). If the
application does not include external
references, a deployment plan is not
required.
EJB See Chapter 3, “Deployment Plan DTDs”
EAR
RAR
WAR
3 Deploy the Client See “DeployCAR” on page 76
archive application
EJB See “DeployEJB” on page 80
EAR See “DeployEAR” on page 77
RAR See “DeployRAR” on page 81
WAR See “DeployWAR” on page 82
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new http://jcp.org/jsr/detail/016.jsp

EJB deployment tips

This section describes some features specifically related to deploying EJB archives
including:

« Updating EJB 1.1 Finder methods
« Tipsfor completing the EJB deployment plan

Updating EJB 1.1 Finder methods

If you have existing EJB 1.1 beans, you'll have to update the deployment plan to use
the correct DTD. For more information on EJB deployment plans, see “EJB JAR
deployment plan DTD” on page 50.

You can use the Novell exteNd Director Deployment Plan Editor to convert the
deployment plan for you. For more information on using the Deployment Plan Editor
to convert deployment plans, see the exteNd Director help.

When you use exteNd Director to update the deployment plan for CM P entity beans,
Finder method definitions are converted from whereClause elementsto
sglWhereClause el ements.

The Deployment Plan Editor convertsthe EJB 1.1 Finder methods to simple
expressionsthat include the WHERE clause of a SQL statement and one or more input
parameters. It convertsthefirst input parameter from the finder is converted to 71, the
second to 72, and so on.

For example:

<sglWhereClause>
WHERE COL1=?1
</sglWhereClause>

If you do not specify WHERE in the sglWhereClause element, the container prepends
it for you. So

<sglWhereClause>
WHERE PRICE>1
</sglWhereClause>

and

<sglWhereClause>
PRICE>1
</sglWhereClause>

are both valid.

To specify afindAll() method, just supply an empty string for the sqlWhereClause
element.

Al For more information on upgrading, see the exteNd Director help.
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Tips for completing the EJB deployment plan

This section describes some tips and examples for completing the EJB depl oyment
plan. It includes these sections:

+ Supporting autoincrement

+ Mapping CMP entity beansto atable

+ Mapping persistent fields

+ Using TRANSACTION_READ_COMMITTED isolation levels
+ Mapping relationships

+ Mapping aprimary key

+ Mapping for message-driven beans

+ IOR configurations for EJB security

Supporting autoincrement

The container supportsautoincrement through the deployment plan’sautol nc element.
When autolnc is marked for acmp-field, the database column that it maps to must
support autoincrement, as follows:

Database Requirement

Oracle You must provide a sequence name through
autolncSequenceName element

Sybase, Microsoft, and IBM DB2 The column has to be an identity column

Informix The column has to be a SERIAL type

IBM Cloudscape The column type has to be autoincrement type

Mapping CMP entity beans to a table

24

You map a CMP entity bean to one (and only one) table. You use the
beanPersi stencelnfo element of the deployment plan to map abean to atable.

Suppose that you had a deployment descriptor with an entry for an entity bean, like
this:

<entity>
<ejb-name>BEAN NAME</ejb-namex>

</entitys>

The corresponding entry in the deployment plan would be in the beanPersistencel nfo
node. It would look something like this:

<beanPersistenceInfox>
<beanName>BEAN NAME</beanName>
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<dataSourceName>DATABASE OR POOL_NAME</dataSourceName>
<sglHandler>SQL HANDLER</sglHandler>
<isolationLevel>ISOLATION LEVEL</isolationLevel>
<table>

<name>DB_TABLE</name>

</table>
</beanPersistenceInfo>

Notes about the deployment plan:

*

The beanName element of the beanPersi stencel nfo node must match the gjb-
name element in the deployment descriptor (in this example, BEAN_NAME).

The dataSourceName element is the name of the database or connection pool
where the table (in this example, DB_TABLE) resides.

The sglHandler element of the deployment plan can be one of the following:

For this database or class Valid sglHandler element values
Oracle Oracle
IBM Cloudscape Cloudscape

Sybase Adaptive Server Anywhere AdaptiveServerAnywhere

Sybase Adaptive Server Enterprise AdaptiveServerEnterprise

Informix Informix

Microsoft SQL Server MicrosoftSQLServer

IBM DB2 DB2

MYSQL MySQL

Class that implements The fully qualified name of the class

com.sssw.shr.ejb2.api.
AgiEJBSqlHandler

NOTE: The sqlHandler element values are not case sensitive.

TheisolationLevel element identifiestheisolation level to be used. The container
supports TRANSACTION_READ_COMMITTED or
TRANSACTION_SERIALIZABLE. When TRANSACTION_
READ_COMMITTED isolation level is used, the container checks to make sure
no values are changed by other users during a commit; if they are changed, the
container throws a concurrency Violation exception.

If you have multiple beans (mapped to different tables in the same database)
using different isolation levels, you need multiple pools—except for Oracle
databases (see just below).

Use TRANSACTION_SERIALIZABLE with caution, asthe likelihood of
deadlock increases.
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Exceptionsfor Oracle For Oracle databases, all READ SQL statements for
TRANSACTION_SERIALIZABLE are appended with FOR UPDATE to
explicitly place awrite lock on the row.

Mapping persistent fields

The persistent fields (the cmp-field elements) listed in the deployment descriptor must
be mapped to a database column in the database table in the deployment plan. This
enables the container to persist the fields appropriately. Suppose your deployment
descriptor looked like this:

<entity>
<ejb-name>BEAN NAME</ejb-namex>
<cmp-field>fieldl</cmp-£fields>
<cmp-field>field2</cmp-£field>
<cmp-field>field3</cmp-fields>

</entity>

The cmp-field elements in the deployment descriptor would have a corresponding
elementsin the table node of the deployment plan—for example:

<table>

<name>DB_TABLE</name>

<fields>
<cmpFieldName>fieldl</cmpFieldName>
<columnName>COLUMN1</columnName>

</field>

<fields>
<cmpFieldName>field2</cmpFieldName>
<columnName>COLUMN2</columnName >

</fields>

</ta£lé>-
Notes about the deployment plan:

+ The cmpFieldNamesin the deployment plan must match the cmp-field elements
in the deployment descriptor.

+ ThecolumnNameisan actua column name in the database. Thisfield is case-
sensitive and must exactly match the database column name returned by the
JDBC getColumns() method. The container needs the correct name to locate the
column.
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Using TRANSACTION_READ_COMMITTED isolation levels

When you specify TRANSACTION_READ_COMMITTED for theisolation level,
you may be able to specify some columns as deltaType columnsin the deployment
plan to improve performance.

The deltaType element specifies whether the column dataiis used to maintain a count
or atotal, such astotal count or total sales. If you use this element, you should set up a
database constraint to guard against overflow/underflow. For example, suppose you
have a column that contains the quantity left for a specific product; many transactions
may try to increase or decrease this quantity. Instead of generating SQL like this:

UPDATE table SET quantity = ? WHERE coll=old coll value AND col2 =
old col2 value

and
quantity = old_quantity

whichwill resultinaconcurrency violation if two users change them concurrently. The
container generates SQL likethis:

UPDATE table SET quantity = quantity + ? WHERE coll=old coll value
AND col2 = old col2 value

For thisexample, you would apply aconstraint that does not allow the quantity to drop
bel ow zero, and the column should not allow NULL.

Using the deltaType element appropriately can greatly reduce the possibility of a
CONCURRENCY_VIOLATION exception and improve performance. To use the
deltaType element:

+  The column must represent a quantity—because the data type can only be a
number type like an int, a short, afloat, a double, a BigDecimal, and so on.

+ Thefield cannot be null.
+ Ithasnoimpact for TRANSACTION_SERIALIZABLE.

Mapping relationships

A relationship can exist between two entity beans that have CMP. This relationship is
expressed viathe relationships node of the deployment descriptor. Therelationshipis
mapped to real tables viatherelationsL ist node of the deployment plan.

Based on the contents of the deployment descriptor and the deployment plan, the
container will be able to generate the appropriate SQL code to traverse the tables and
get and set the appropriate values. To generate the SQL, the container needsto havethe
answers to these questions:

+ Doesarelationship exist?
+ What beans areinvolved in the relationship?
+ What isthe multiplicity of the relationship?
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*

*

*

What is the direction of the relationship (bidirectiona or unidirectional)? If
unidirectional, which bean is the one that can access the other bean?

How do you navigate the relationship?
What are the foreign key/primary key relationships?
Does the relationship support cascade delete?

The container getsthe all this information (except the foreign key mapping) from the
deployment descriptor relationships node. The relationships node contains the
elements shown here:

<relationships>
<ejb-relation>
<ejb-relationship-roles>
<multiplicity></multiplicitys>
<relationship-role-sources>
<ejb-name></ejb-name>
</relationship-role-sources>
<cmr-fields>
<cmr-field-name></cmr-field-name>
<cmr-field-type></cmr-field-types>
</cmr-fields>
</ejb-relationship-role>
<ejb-relationship-role>
<multiplicity></multiplicitys>
<relationship-role-sources>
<ejb-name></ejb-name>
</relationship-role-sources>
<cmr-fields
<cmr-field-names></cmr-field-name>
<cmr-field-type></cmr-field-types>
</cmr-fields>
</ejb-relationship-role>
</ejb-relation>

</relationships>

Notes about the relationship:

For each relationship there are exactly two gjb-relationship-role nodes.

The multiplicity element determines whether the relationship is one-to-one, one-
to-many, many-to-one, or many-to-many.

For each cmr-field element in the deployment descriptor, there will be a
corresponding set or get method in the bean class. So the cmr-field element (or
lack of) determines the direction (unidirectional or bidirectional).

The <gjb-relation-name> element is optional (according to the EJB
specification).

For amany-to-many relationship, alinkTable element (in the deployment plan) is
required. The container allowsthe linkTable element to be used in a one-to-many
relationship but does not recommend it.
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Once you have the deployment descriptor, you can create a new deployment plan or
complete an existing one.

How to express a one-to-one bidirectional relationship

Thisexampleillustrateshow you would express aone-to-onebidirectional relationship
for the CustomerEJB (which mapsto the CUSTOMER table) and the AddressEJB
(which mapsto the ADDRESS table). The primary keys are Customer|D and
AddressID respectively.

The deployment descriptor would look like this;

<ejb-relation>
<ejb-relationship-role>
<multiplicity>One</multiplicity>
<relationship-role-source>
<ejb-name>CustomerEJB</ejb-name>
</relationship-role-source>
<cmr-fields>
<cmr-field-namesaddress</cmr-field-name>
</cmr-fields>
</ejb-relationship-role>
<ejb-relationship-role>
<multiplicity>One</multiplicity>
<relationship-role-source>
<ejb-name>AddressEJB</ejb-name>
</relationship-role-source>
<cmr-fields>
<cmr-field-namescustomer</cmr-field-name>
</cmr-fields>
</ejb-relationship-role>
</ejb-relation>

Notes about the deployment descriptor:

+ Themultiplicity element in both ejb-relationship-rolesis One to specify the one-
to-one relationship.

+ Both gb-relationship-role elements list cmr-field-names. This indicates that the
relationship is bidirectional. The cmr-field-names do not actually represent
columns or foreign keysin the related tables. You don’t know the actual names of
the target columns until deployment; the cmr-field-names are just entries that
represent the direction of the relationship.

Suppose you are ready to deploy the EJB JAR and now need to create the depl oyment
plan that would represent the CustomerEJB and AddressEJB EJBs. You might be
mapping the CustomerEJB and AddressEJB to a target database where the
CUSTOMER table contained aforeign key to the ADDRESS table; the foreign key
field nameis ADDRESS ID. The relation node of your deployment plan would look
likethis:
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<relation>
<relationRole>
<beanName>CustomerEJB</beanName>
<cmrFieldNames>address</cmrFieldName>
<columnNames>
<el>ADDRESS_ ID</el>
</columnNames>
</relationRole>
<relationRole>
<beanName>AddressEJB</beanName>
<cmrFieldName>customer</cmrFieldName>
</relationRole>
</relation>

Notes about the deployment plan:

*

The beanName in the deployment plan must exactly match the ejb-name element
of the deployment descriptor.

The cmrFieldName of the deployment plan (or lack of this element) must exactly
match the cmr-field-name of the deployment descriptor.

The deployment plan’s columnName element is the column name of the foreign
key in the table (CUSTOMER) to which it is mapped. This means that the
container will construct SQL so that it can navigate from the customer to the
associated address, and vice versa

The cmrFieldName of the AddressEJB is not mapped to a column name. Thisis
because the ADDRESS table does not (and should not) contain aforeign key to
the CUSTOMER table.

The location of the foreign key does not determine the direction of the
relationship.

If your database should be set up so that the ADDRESS table contained aforeign key
CUSTOMER_1D, the deployment plan would look like this:

<relation>
<relationRole>
<beanName>CustomerEJB</beanName>
<cmrFieldName>address</cmrFieldName>
</relationRole>
<relationRole>
<beanName>AddressEJB</beanName>
<cmrFielNames>customer</cmrFieldName>
<columnNames>
<el>CUSTOMER_ID</el>
</columnNames>
</relationRole>
</relation>
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How to express a one-to-one unidirectional relationship

This exampleillustrates how you would express a one-to-one unidirectional
relationship for CustomerEJB (which maps to the CUSTOMER table) and
AddressEJB (which mapsto the ADDRESS table). The primary keys are CustomerlD
and AddressID respectively.

The deployment descriptor would look like this;

<ejb-relation>
<ejb-relationship-role>
<multiplicity>One</multiplicity>
<relationship-role-source>
<ejb-name>CustomerEJB</ejb-name>
</relationship-role-source>
<cmr-fields>
<cmr-field-names>address</cmr-field-name>
</cmr-fields>
</ejb-relationship-role>
<ejb-relationship-role>
<multiplicity>One</multiplicity>
<relationship-role-source>
<ejb-name>AddressEJB</ejb-name>
</relationship-role-source>
</ejb-relationship-role>
</ejb-relation>

Notes about the deployment descriptor:

+ Themultiplicity element in both ejb-relationship-rolesis One to specify the one-
to-one relationship.

+ The CustomerEJB includes a cmr-field-name element (in this case, address), but
the AddressEJB does not. This specifies that the relationship is unidirectional—
you can get to the AddressEJB from the CustomerEJB but not vice versa. (The
CustomerEJB will include get and set methods for the ADDRESS EJB.)

+ The cmr-field-name address does not actually represent a column in the
AddressEJB. When you create the deployment plan, you' [l have to map the
address cmr-field to the actual foreign key column.

This deployment plan shows how to map the cmr-field-name when the CUSTOMER
tableincludes the foreign key ADDRESS ID:

<relations>
<relationRole>
<beanName>CustomerEJB</beanName>
<cmrFieldName>address</cmrFieldName>
<columnNames>
<el>ADDRESS ID</el>
</columnNames>
</relationRole>
<relationRole>
<beanName>AddressEJB</beanName>
</relationRole>
</relation>
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Notes about the deployment plan:

+ ThebeanNamein the deployment plan must exactly match the ejb-name element
of the deployment descriptor.

+ ThecmrFieldName of the deployment plan must exactly match the cmr-field-
name of the deployment descriptor (this also means that the deployment plan
should not have a cmrFieldName when the deployment descriptor does not have
acmr-field-name).

+ Thedeployment plan’s columnName element is the column name of the foreign
key in the table (CUSTOMER) to which it is mapped. This specifies that the
container will construct SQL so that it can navigate from the customer to the
associated address.

+ The AddressEJB does not have acmrFieldName or columnNames element,
because the ADDRESS table does not (and should not) contain aforeign key to
the CUSTOMER table.

Suppose your existing database used adifferent structure and the ADDRESS table had
the foreign key CUSTOMER_ID. The deployment plan would look like this:

<relations>
<relationRole>
<beanName>CustomerEJB</beanName>
<cmrFieldName>address</cmrFieldName>
</relationRole>
<relationRole>
<beanName>AddressEJB</beanName>
<columnNames>
<el>CUSTOMER_ ID</el>
</columnNames >
</relationRole>
</relation>

Notes about the deployment plan:

+ TherelationRole and cmrFieldNames exactly match the entriesin the
deployment descriptor as noted above—but this time the columnName is not
included in this node of the relationRole element. Thisis because the foreign key
isnot inthe CUSTOMER table (it'sin the ADDRESS table).

+ Therelationshipis still unidirectional, because only one cmrFieldName element
is present.

+ You specify the foreign key in the table in which it belongs. The foreign key has
nothing to do with the direction of the relationship.

Expressing a one-to-many bidirectional relationship
This example uses:

+ The OrderEJB (which maps to the ORDER table)
AND
+ TheLineltemEJB (which mapsto the LINEITEM table)
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For each OrderEJB there can be many Lineltems. You can navigate from the ORDER
tableto the LINEITEM table and back.

The deployment descriptor looks like this:

<ejb-relation>
<ejb-relationship-role>
<multiplicity>One</multiplicity>
<relationship-role-source>
<ejb-name>0rderEJB</ejb-name>
</relationship-role-source>
<cmr-fields>
<cmr-field-names>lineltems</cmr-field-name>
<cmr-field-type>java.util.Collection</cmr-field-
type>
</cmr-fields>
</ejb-relationship-role>
<ejb-relationship-role>
<multiplicity>Many</multiplicitys>
<relationship-role-sources>
<ejb-name>LineItemEJB</ejb-name>
</relationship-role-sources>
<cmr-fields
<cmr-field-namesorder</cmr-field-name>
</cmr-fields>
</ejb-relationship-role>
</ejb-relation>

Notes about the deployment descriptor:

+ The OrderEJB includes a cmr-field-name element (in this case, lineitems), and
the LineltemEJB also has a cmr-field-name element (in this case, order). This
specifies that the relationship is bidirectional .

+ Thedatatype of the lineitems cmr-field-name element includes a data type
specification (ajava.util.Collection), because more than one item can be
returned.

Suppose you are writing a deployment descriptor for the situation where:

+ The OrderEJB bean maps to the ORDERS table (whose primary key is
ORDERID)

+ TheLineltemEJB bean mapsto the LINEITEM table (whose primary key is
LINEITEMID)

+ TheLINEITEM table has aforeign key ORDER _ID
In this case the deployment plan would look like this:

<relation>
<relationRole>
<beanName>0OrderEJB</beanName>
<cmrFieldNames>lineItems</cmrFieldName>
</relationRole>
<relationRole>
<beanName>LineItemEJB</beanName>
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<cmrFieldNames>order</cmrFieldName>
<columnNames>
<el>ORDER_ID</el>
</columnNames>
</relationRole>
</relation>

Notes about the deployment plan:

+ Asaways, the beanName has to be the same as the gjb-name of the deployment
descriptor, and the cmrFieldName has to be the same as the cmr-field-name of
the deployment descriptor.

+ TheLineltemEJB contains a columnName element that maps to the foreign key.

+ Inaone-to-onerelationship, the location of the foreign key may be in either
table. In aone-to-many relationship, the foreign key always resides on the Many
side. The location of the foreign key does not determine the direction of the
relationship.

Expressing a one-to-many unidirectional relationship

34

This example illustrates how to express a one-to-many unidirectional relationship.
This example uses the ProductEJB (which maps to the PRODUCT table) and the
LineltemEJB (which mapstothe LINEITEM table). For each ProductEJB there can be
many LineltemEJBS. You can navigate from the LINEITEM table to the PRODUCT
table but not back.

The deployment descriptor looks like this:

<ejb-relation>
<ejb-relationship-role>
<multiplicity>One</multiplicity>
<relationship-role-source>
<ejb-name>ProductEJB</ejb-name>
</relationship-role-source>
</ejb-relationship-role>
<ejb-relationship-role>
<multiplicitys>Many</multiplicity>
<relationship-role-source>
<ejb-name>LineItemEJB</ejb-name>
</relationship-role-source>
<cmr-fields>
<cmr-field-name>product</cmr-field-name>
</cmr-fields>
</ejb-relationship-role>
</ejb-relation>

+ Themultiplicity element for the ProductEJB is One and for the LineltemEJB is
Many—specifying that one ProductEJB can have many related LineltemEJBs.

+ TheLineltemEJB includes a cmr-field-name element (in this case, products), but
the ProductEJB does not have one. This indicates that the relationship goesin a
single direction from Lineltem to Product.
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Using a link table

Suppose that you are writing a deployment plan for the deployment descriptor above
where:

+ The ProductEJB bean maps to the PRODUCT table (whose primary key is
PRODUCTID)

+ TheLineltemEJB bean mapsto the LINEITEM table (whose primary key is
LINEITEMID)

+« TheLINEITEM table hasaforeign key PRODUCT_ID
In this case the deployment plan would look like this:

<relation>
<relationRole>
<beanName>ProductEJB</beanName>
</relationRole>
<relationRole>
<beanName>LineItemEJB</beanName>
<cmrFieldNames>product</cmrFieldName>
<columnNames>
<el>PRODUCT_ID</el>
</columnNames>
</relationRole>
</relation>

Notes about the deployment plan:

+ Asaways, the beanName must be the same as the gjb-name of the deployment
descriptor, and the cmrFieldName must be the same as the cmr-field-name of the
deployment descriptor.

+ TheLineltemEJB contains a columnNames element that maps to the foreign key.

Itispossibleto use alink table (but not recommended). For example, the link table
might be PROD_L INEITEM, which has the PRODUCT_ID and LINEITEM_ID,
mapped to PRODUCTID and LINEITEMID respectively.

In this case the deployment plan would look like this:

<relations>
<linkTable>PROD LINEITEM</linkTable>
<relationRole>
<beanName>ProductEJB</beanName>
<columnNames>
<el>PRODUCT_ID</el>
</columnNames >
</relationRole>
<relationRole>
<beanName>LineItemEJB</beanName>
<cmrFieldName>product</cmrFieldName>
<columnNames>
<el>LINEITEM ID</el>
</columnNames >
</relationRole>
</relation>
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How to express a many-to-many unidirectional relationship

This exampleillustrates how you would express a many-to-many unidirectional
relationship for the OrderEJB (which maps to the ORDER table) and the ProductEJB
(which mapsto the PRODUCT table). The primary keys are Order| D and Product!D
respectively. Many-to-many relationships always use alinkTable.

The deployment descriptor would look like this:

<ejb-relation>
<ejb-relationship-role>
<multiplicitys>Many</multiplicity>
<relationship-role-sources>
<ejb-name>0rderEJB</ejb-name>
</relationship-role-source>
<cmr-fields
<cmr-field-name>products</cmr-field-name>
<cmr-field-type>java.util.Collection</cmr-field-
type>
</cmr-fields>
</ejb-relationship-role>
<ejb-relationship-roles>
<multiplicitys>Many</multiplicitys>
<relationship-role-source>
<ejb-name>ProductEJB</ejb-name>
</relationship-role-sources>
</ejb-relationship-role>
</ejb-relation>

Notes about the deployment descriptor:
+ Themultiplicity element for both gb-relationship-rolesis Many.
Suppose you had to write a deployment plan where:

+ The ProductEJB bean maps to the PRODUCT table (whose primary key is
PRODUCTID)

+ The OrderEJB bean maps to the ORDERS table (whose primary key is
ORDERID)

+ Thelink tableis PROD_ORDER. The PROD_ORDER tabl€e's primary keys are
PRODUCT _ID and ORDER_ID (which are also foreign keys to the PRODUCT
and ORDER tables).

In this case your deployment plan would look like this:

<relations>

<linkTable>PROD_ORDER</linkTable>

<relationRole>
<beanName>0OrderEJB</beanName>
<cmrFieldNames>products</cmrFieldName>
<columnNames>

<el>ORDER ID</el>

</columnNames>

</relationRole>
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<relationRole>
<beanName>ProductEJB</beanName>
<columnNames>
<el>PRODUCT_ID</el>
</columnNames >
</relationRole>
</relation>

Notes about the deployment plan:

*

As always, the beanName must be the same as the gjb-name of the deployment
descriptor, and the cmrFieldName must be the same as the cmr-field-name of the
deployment descriptor.

The relation node would include the linkTable element that specifies the actual
name of the database table.

Therelation roles for both OrderEJB and ProductEJB include foreign key
mappings (via the columnNames element) to the linkTable.

General restrictions on relationship mapping

Keep inthefollowing in mind:

*

Mapping a primary key

You can use a single column as both a cmp-field and a cmr-field; but when the
single column is both a cmp-field and a cmr-field, the cmp-field should be read-
only. Calling a set method on the cmp-field resultsin an Exception in this case.

You cannot use the same database column for more than one cmp-field or cmr-
field.

The way to change arelationship is through its cmr-field (not the cmp-field).

You specify the primary key for the entity bean using the primkey-field and/or the
prim-key-class elements. (According to the EJB specification, the prim-key-class
element isrequired, but the primkey-field is optional.)

For single-field primary keys, the primkey-field has to be one of the cmp-fields.

If the primary key isamultifield key:

*

*

*

Use the prim-key-class to specify the primary key.
All of the prim-key-class's fields must be public.

The prim-key-class's field names must correspond to the field names of the entity
bean class.

A classisan unknown primary key (seethe EJB 2.0 specification section 10.8.3) if the
primkey-field element is missing and the prim-key-class element isajava.lang.Object.
For unknown primary keys, the EJB container generates aunique key. The deployment
plan primaryKey element is used to support the unknown primary key asfollows:

*

You must specify a primaryKeyClass element for the primaryKey element.
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The container supports java.lang.String, java.lang.Integer, or java.lang.Long for

primaryK eyClass.

+ If theprimaryKeyClassisjava.lang.String, the autolnc element isignored,
and the column has to be able to store a 32-byte length of String data.

+ If primaryKeyClassisjavalang.Integer or javalang.Long, then the autolnc
element isrequired (and has to map to a column that supports
autoincrement)—so that an autoincrement column can be used to generate
unique primary keys.

+ Ingenera, performanceis better with autoincrement columns. Thefollowing
showswhat aprimary key class entry in the deployment plan might look like:

<primaryKeys>
<primaryKeyClass>java.lang.Integer</primaryKeyClass>
<columnName>AUTO_INC_COL</columnName>

</autoInc>
</primaryKey>

Mapping for message-driven beans

M essage-driven beans use a JM S server to transmit and consume messages. For the
container to locate the IM S server, you must specify at least the destinationName
element and the ConnectionFactoryName element—for example;

<message>
<destinationName>
corbaname:iiop:JMSServer:53506#queue/queueName
</destinationName>
<connectionFactoryName>
corbaname:iiop:JMSServer:53506#queue/xaConnectionFactory
</connectionFactoryName>
</message>

NOTE: The specified ConnectionFactory must support global transactions.

IOR configurations for EJB security

This section describes the information you must supply in the deployment plan to
support secure invocations of the EJB. You supply the information viathe
iorSecurityConfig e ement of the deployment plan. TheiorSecurityConfig nodeis part
of the entity and session elements.
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Interoperable Object References

Every object that isremotely accessible using CORBA isreferred to viaan
Interoperable Object Reference (IOR). The IOR is aremote reference to an object; it
can be stored (in the CORBA or JNDI naming service, for example) and subsequently
converted to astub that can be used to call the remote object. So the IOR must contain
all information that the client ORB needsto construct a stub for the remote object and
to issue remote method calls on the stub. The information includes:

Information item

Description

One or more addresses (host IP
address and TCP port number) at

The Novell exteNd ORB will be listening at
this address.

which the remote object can be
called

The object identifier assigned to the
remote object by the server ORB
when the object was created

The ORB uses this to find the object.

The client uses this to determine what kind
of stub to create.

The object’s type (the list of remote
interfaces the object implements)

The client uses this information to
determine whether a secure (encrypted)
connection should be used for calls to the
object, and whether a client certficate, user
name and password, or other caller ID and
credential information should be passed to
the object on each call. This is the
information specified by the
<iorSecurityConfig> element at
deployment time (as described in detail in
“Contents of the IOR security
configuration” just below).

Security information for the object

The client uses this to decide whether to
propagate two-phase commit transaction
information to the object.

Transactional information for the
object

When the client looks up a remote CORBA object (such as an EJB) in the naming
service (such asviaJNDI), what's returned is the IOR for the object. The client calls
PortableRemoteObject.narrow() to convert the IOR into a stub. When the client
attemptsto call amethod on the stub, the client’s ORB uses the information obtained
from the IOR to decide the following: what type of connection (encrypted or plain) to
create; what server address and port number to connect to; and whether or not to
encode and send client identity, credentials, and transaction information on the call.
The server in turn verifies that the information supplied matches what the IOR
demands and then dispatches the call to the remote object.
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Contents of the IOR security configuration

ThelOR security configuration as supplied in theiorSecurityConfig element hasthree
sections:

Section What it defines

Transport configuration Whether an encrypted communications channel is to
be used; if so, it defines the encryption parameters and
certificate information required

Authentication context What kind of authentication mechanism (such as user

configuration name and password) should be supplied on calls to
this object, and whether anonymous calls to the object
are allowed

Security attributes Whether or not caller identity propagation is supported

context configuration for this object

Transport configuration

Thetransport configuration, as supplied in the transportConfig element, tellsthe client
whether to use an encrypted communication channel (SSL or TLS) for callsto the
object—and if so, which encryption algorithms should be used and whether the client
must supply aclient certificate for authentication purposes.

The contents of the <transportConfig> element are four attributes:

Attribute Description

Integrity Specifies whether the object supports or requires
encryption that at least guarantees message integrity
(that can detect message corruption).

+ If set to REQUIRED, the caller must use SSL (or TLS)
and will choose an appropriate cipher suite

+ If setto SUPPORTED, the caller may use SSL (see
below for information on how the client makes the
decision)

Confidentiality Specifies whether the object supports or requires
encryption using an encryption algorithm that at least
guarantees message confidentiality—that can prevent
eavesdroppers from reading the message.

+ If set to REQUIRED, the caller must use SSL (or TLS)
and will choose an appropriate cipher suite

+ If setto SUPPORTED, the caller may use SSL
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Attribute Description

establishTrustInClient Specifies whether the object requires that the client
authenticate using a client certificate (x.509).

+ If set to REQUIRED, the client must supply a client
certificate when setting up the SSL connection to this
object; this also requires use of SSL (or TLS)

+ If set to SUPPORTED, the client may supply a client
certificate

establishTrustinServer  Specifies whether the object’s server must be able to
authenticate itself to the client. At present the only
mechanism for a server to authenticate itself to the client
is via the use of SSL (or TLS); so this flag is equivalent to
controlling use of SSL.

+ If set to REQUIRED, the client must use SSL (or TLS)
on calls to this object

+ If setto SUPPORTED, the client may use SSL

These flagsinteract; for example, the client must use SSL (or TLS) if any of the flags
are set to REQUIRED. Similarly, it islegal to specify the use of SSL (by setting
establishTrustInClient to REQUIRED) but not specify any particular cipher suites (by
setting both integrity and confidentiality to none).

Client algorithm for choosing SSL  If any of the four transportConfig flagsis set
to REQUIRED, the client must use SSL for callsto the object. If noneis REQUIRED
but at least oneis SUPPORTED, the client must choose whether or not touse SSL. The
client makesthisdecisionbased onthe-AS USE_SSL flagto SilverJ2EEClient. If the
flag is set to true, the callswill use SSL; otherwise, they will not.

Cipher suites The sets of cipher suites that are used for message integrity and
message protection may be explicitly specified in the deployment plan, using the
integrityCipherSuites and confidentiality CipherSuites el ements respectively. If
supplied, each element isa String array of cipher suite names.

In this situation This happens

If the integrityCipherSuites element A cipher suite from the supplied list will be

is supplied used for calls to any object that supports or
requires integrity but does not support or
require confidentiality

If the confidentialityCipherSuites A cipher suite from the supplied list will be
element is supplied used for calls to any object that supports or
requires confidentiality
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In this situation This happens

If either element is not supplied The server will supply a default list of cipher
suites for that category

Authentication context configuration The asContext element describes the
authentication information that will be passed from the client to the server as part of
each method call on the object. Thisinformation is separate from any client certificate
that may be passed when the SSL connection isestablished. The asContext element has
three subelements:

Subelement Description
authMethod The supported authentication method for callers. Possible
values are:

+ NONE—NOo caller authentication can be supplied on calls
to this object

+ USERNAME_PASSWORD—A user name and password
string can be supplied on each call

realm Supports a well-known realm named default. The default
realm matches any server-supported realm.

When the realm is specified as default, the user name and
password are passed as qualified names, so that the server
can distinguish LDAP user names from NT user names.

asContextRequired A boolean indicating whether or not the caller must supply a
user name and password. If true, the authMethod element
must not be NONE, and the caller must supply a user name
and password on each call to the object.

Security attribute context configuration

42

The security attribute context configuration is specified in the <sasContext> element
viacallerPropagation, an attribute indicating whether or not this object supports caller
identity propagation. Caller identity propagation is the ability for the client to
propagate the caller’s identity to the server without supplying any credentials, such as
apassword. Thisisuseful only if the server trusts the client and the client has already
verified the caller’s identity—for example, if the caller is another application server
owned by the organization that has already verified the client’s password. Possible
valuesare:

Value Means

NONE Caller propagation is not supported for this object
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Value Means

SUPPORTED  The caller may propagate an identity (subject to the server
verifying that the caller is trusted)

REQUIRED The caller must propagate an identity

The server determines whether the caller istrusted by the use of alist of trusted clients.
Thelist of trusted clients can be set using the SMC.

Suppose that multiple identities are supplied on the call (for example, aclient
certificate and identity asserted viaidentity propagation). Theidentitiesare determined
asfollows:

+ If aclient certificate was supplied, use it to obtain the caller’s identity.
+ If anidentity was asserted via caller propagation, useit as the caller’s identity.

+ If auser name and password were passed on the call, use them to obtain the
caler'sidentity.
+ Otherwise, treat the caller as Anonymous.

IOR configuration examples

Example 1 Thisexample showsthe IOR configuration for an object that:

+ Istobecalled using SSL with message confidentiality preserved (encryption)

+ Supports passing caller identity via either client certificate or user name and
password

<iorConfig>
<transportConfigs>
<integrity>NONE</integritys>
<confidentiality>REQUIRED</confidentiality>
<establishTrustInClient>SUPPORTED</establishTrustInClient>
<establishTrustInServer>SUPPORTED</establishTrustInServers>
</transportConfig>
<asConfig>
<authMethod>USERNAME_PASSWORD</authMethod>
<realm>default</realm>
<asContextRequired>FALSE</asContextRequired>
</asConfig>
<sasConfig>
<callerPropagation>NONE</callerPropagation>
</sasConfig>
</iorConfig>

Example 2 Thisexample showsthe IOR configuration for an object that:

+ Isto be caled without SSL
+ Butrequires caller authentication using user name and password

<iorConfig>
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<transportConfigs>
<integrity>NONE</integritys>
<confidentiality>NONE</confidentiality>
<establishTrustInClient>NONE</establishTrustInClients>
<establishTrustInServer>NONE</establishTrustInServers
</transportConfig>
<asConfig>
<authMethod>USERNAME PASSWORD< /authMethod>
<realm>default</realm>
<asContextRequired>TRUE</asContextRequireds>
</asConfig>
<sasConfig>
<callerPropagation>NONE</callerPropagation>
</sasConfig>
</iorConfig>

Example 3 Thisexample showsthe IOR configuration for an object that:

+ Istobecalled using SSL, with message confidentiality protection

+ Passesaclient certificate but supports caller propagation for server-to-server
cdls:

<iorConfigs>
<transportConfigs>
<integrity>NONE</integritys>
<confidentiality>REQUIRED</confidentiality>
<establishTrustInClient>REQUIRED</establishTrustInClient>
<establishTrustInServer>NONE</establishTrustInServers
</transportConfig>
<asConfigs>
<authMethod>NONE</authMethod>
<realm>default</realm>
<asContextRequired>FALSE</asContextRequireds>
</asConfig>
<sasConfigs>
<callerPropagation>SUPPORTED</callerPropagations>
</sasConfig>
</iorConfig>
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Specifying classpath JARs on the server

The deployment plansfor EJB 2.0, WAR 2.3, and EAR 1.3 support aclasspathJars
element that you can use to adjust the list of JAR files on your application’s classpath.
This lets you access user-supplied JARs that you' ve copied to the server.

You may have one or more commonly used JARs that you' d rather locate directly on
the server than deploy in multiple applications. You can copy such JARsto your
server’s\userlib directory and then list them as needed in an archive’s deployment
plan via classpathJars and its user libJar s subelement.

For example:

<classpathdarss>
<userlibJars>
<elsMyJarA.jar</el>
<els>MyJarB.jar</el>
</userlibJdars>
</classpathJars>

Thiswill enable the deployed archive to find classesin the listed userlib JARs at
runtime.

Ll Tolearn about the syntax for the classpathJars element, see Chapter 3,
“Deployment Plan DTDs".

Controlling thread usage for deployment

You can specify how many threads the deployer should use to upload objectsto the
server. By default, the deployer will use four threads for better performance.

> To change the number of threads:
1 Edit theuser.prefsfile.
The user.prefsfileislocated in the server’s \Resources\Preferences directory.

2 Addthe following lines before the last endobj to set the number of threads (this
exampl e specifies that only one thread will be used):

DEPLOYER
/ThreadNumber 1
endobj
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Deployment Plan DTDs

This chapter provides reference documentation for the Novell exteNd Application
Server deployment plan DTDs. Topicsinclude:

+ About the deployment plan DTDs

+ Client JAR deployment plan DTD

+ EJIB JAR deployment plan DTD

+ WAR deployment plan DTD

+ RAR deployment plan DTD

+ EAR deployment plan DTD

Before you begin A basic understanding of XML isrecommended for this chapter.

About the deployment plan DTDs

The deployment plan DTD files are used when you deploy J2EE archives to the
application server. These DTDs (XML document type definitions) describe the
structure you must follow when writing deployment plans for particular kinds of
archives.

DTD and sample XML files Here'sasummary of the namesand locations of these

files:
To find Look here in your server’s install
The deployment plan DTD files \Resources\DTDCatalog directory

Sample deployment plan XML files that use  \Samples\SilverCmd directory
the DTDs
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DTD documentation You can learn about the DTDs by looking at:

+ TheDTD filesthemselves—for comments about the elements they define

+ Thischapter—for details, hints, and examples for a subset of the elements
Editing deployment plans To create and edit a deployment plan, you can use:

+ The exteNd Director Deployment Plan Editor
+ An XML editor or text editor of your choice

Client JAR deployment plan DTD
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This section provides reference information about the application server’sclient JAR
deployment plan DTD:

+ DTDfile
+ Selected elements

DTD file Theclient JAR deployment plan DTD isdeploy-car_1 3.dtd.

Selected elements A subset of the elements defined by the client JAR deployment
plan DTD are described below (in aphabetical order):

« beanLink element
<!ELEMENT beanLink (#PCDATA) >

Specifies the INDI name of an EJB referenced by the application client. The
referenced EJB can be located on a server other than the one the application
client is deployed on.

Specifying the server host for abeanLink  Whether you deploy your client
JAR by itself or in an EAR, you must be careful about how you specify the
application server host name for any EJB references you map — because the host
name you type when invoking SilverJ2EECIlient must exactly match the host
name that appears in the beanLink elements of your deployment plan:

+ Guidelines Forinstance, if the host name portion of the beanLink specifies
myserver:
<beanLink>sssw://myserver/RMI/sbOrderSummary</beanLink>
the SilverJ2EECIient command line must also specify that name:
SilverJ2EEClient myserver snuckerby appclient Sam

Alternatively, both may specify the IP address of that server — or both may
specify localhost (although it's generally best to avoid using localhost). If
you specify the server’s port number (such as myserver:80) in one, you must
specify it in both.
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+ Troubleshooting If thereisn’t an exact match (such asif one specifiesthe
server’s host name while the other specifiesits I P address), aruntime error
will occur when your client tries to access an EJB:

java.rmi.RemoteException: Unable to get a valid session for
a request

+« For EARs If you decide to deploy your client JAR within an EAR, this
matching requirement still applies, whether you specify the host nameinyour
EAR deployment plan or on the SilverCmd DeployEAR command line.

clientDataSour ce element

<!ELEMENT clientDataSource (jdbcURL?, jdbcDriver?,

jdbcUsername?, jdbcPassword?) >

Container element that describes access to a javax.sql.DataSource accessed by
the application client. Clients access data source resources directly, so the client
must have the appropriate JDBC driversinstalled for the data sources it needs to
access. These values are passed as Strings. See the documentation for your
particular data source for the correct syntax for jdbcURL, jdbcDriver,
jdbcUsername, and jdbcPassword.

mailRefProperties element
<!ELEMENT mailRefProperties (el+) >

Specifies the set of name/value pairs to associate with a resource reference of
type javax.mail.Session, as determined by the JavaMail specification.

Some examples include:

mail.host

mail.from

mail.user

mail.store.protocol

mail.transport.protocol

mail.debug

mail. [protocol] .host (for example, mail.http.host)

mail. [protocol] .user (for example, mail.http.user)
name element

<!ELEMENT name (#PCDATA) >

Specifies the name of an environment entry, a resource reference, or an EJB
reference. The name must match the name of an entry of the same type in the
deployment descriptor (if it does not, you'll get awarning message during
deployment).

resour ceEnvReference

<!ELEMENT resourceEnvReference (name, resourceJNDIName) >

Maps a resource environment reference name to a INDI name. Each occurrence
of resource-env-ref in the deployment descriptor should have one corresponding
resourceEnvReference in the deployment plan to specify the INDI name. The
name element must be the same as the corresponding resource-env-ref-name in
the deployment descriptor.
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resourceJNDIName element
<!ELEMENT resourceJNDIName (#PCDATA) >
Specifies the INDI name for aresource reference. All resource references must

contain a JNDI name except javax.sgl.DataSource and java.net.URL resource
references.

The INDI name can be located on a server other than the one the application
client ison. To find aresourceJNDIName, use this syntax:

<resourceJNDIName>sssw://server:port/RMI/JINDINameOfResource
</resourceJNDIName>

resour ceReference e ement

< !ELEMENT
resourceReference (name, (clientDataSource|resourceURL|resourcedN
DIName|mailRefProperties)) >

Container element for resource references. You must specify the resource
reference name (from the deployment descriptor) plus one of the following:

+ A data sourcefor references of type javax.sgl.DataSource
+« AnURL for references of type java.net. URL

+ A JINDI name for references of type javax.jms.QueueConnectionFactory or
javax.jms.TopicConnectionFactory

« A Stringarray (to be treated as an array of name/value pairs) for references
of type javax.mail.Session

resourceURL element
<!ELEMENT resourceURL (#PCDATA) >
Specifies the URL that will be looked up at runtime for a specific INDI name.

EJB JAR deployment plan DTD
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This section provides reference information about the EJB JAR deployment plan
DTD:

DTD file
Selected elements

DTD file The EJB JAR deployment planisdeploy-ejb_2 0.dtd.

Selected elements A subset of the elements defined by the EJB JAR deployment
plan DTD are described below (in aphabetical order):

alternateColumn element
<!ELEMENT alternateColumn (#PCDATA) >
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Specifies an alternate column with a SQL type of BIGINT to manage the
handling of data of type BLOB when isolationLevel is
TRANSACTION_READ_COMMITTED.

autol nc element

<!ELEMENT autoInc (autoIncSequenceName?, (schemaName?,
autoIncTableName, columnName)?) >

Specifies the support for an autoincrement column:

+ For databasesthat support autoincrement (most databases), an empty autolnc
element isall that isrequired.

+ For Oracle databases, the autol ncSequenceName element specifies the
sequence name used.

+ For databases that do not support autoincrement, use the schemaName
element, autol ncTableName element, and columnName el ement to generatea
unique number.

beanJNDIName element

<!ELEMENT beandNDIName (#PCDATA) >
Specifiesthe INDI name of an EJB. The JNDI name is used by the container to
register the bean within the JNDI namespace. Any code that calls the bean must
find it first using the INDI name. JINDI names must be unique within a server and
across serversin a cluster. You should consider using a hierarchical structure for
naming your beans. You might even want to include the company name (or
initials) within the hierarchy to ensure that EJBs are unique. Some examples
include:

abccorp/samples/SalesDemo/Customers
com/sssw/samples/BankDemo/SessionBeans/AddCustomer
com/sssw/samples/BankDemo/EntityBeans/Customer

The INDI lookup for these examples would be (respectively):

contextEnv.lookup (“"RMI/abccorp/samples/SalesDemo/Customers”) ;

contextEnv.lookup (*RMI/com/sssw/samples/BankDemo/SessionBeans/
AddCustomer”) ;

contextEnv.lookup (“"RMI/com/sssw/samples/BankDemo/EntityBeans/
Customer”) ;

beanLink element
<!ELEMENT beanLink (#PCDATA) >

Specifies the INDI name of areferenced EJB. That EJB can be located on
another server.

Here are two examples of specifying the JNDI name of an EJB:
+ Onthesame server:

<beanLink>SBBankATM</beanLink>
+ Onadifferent server:

<beanLink>sssw://myServer:80/RMI/SBBankATM</beanLink>
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When you specify alink to an EJB that resides on a different server, you haveto
copy the remote JAR for the referenced bean to the server from which it isbeing
referenced.
classpathJar s element

<!ELEMENT classpathJars (excludedJ2EEXMLJars?, userlibJars?)>
Thiselement allows alist of JAR filesto be used in an application without
deploying them to the server. It also allows the user to disable the inclusion of the
default XML JARs that are used to passthe CTS tests.
columnName element

<!ELEMENT columnName (#PCDATA) >
Maps acmp-field (apersistent field) to a database column. The name must match
the COLUMN_NAME property returned by JDBC DataM etaData.getColumnsy().
delaylnstantiation element

<!ELEMENT delayInstantiation (#PCDATA) >
Specifies whether a CMP entity bean is instantiated immediately (FAL SE—the
default) or only when required (TRUE).
This element determines how the server will retrieve and cache data during finder
method execution. Beans whose instantiation is delayed are called lazy beans.

Here are the possible scenarios:

Scenario Description

You set delay instantiation ~ The server ignores the setting.
to TRUE, but the finder
method is not part of a
transaction context (an
unspecified context)

When you call a finder method, the server
retrieves the primary key and does not cache any
of the data. If your bean requires subsequent use
of this data, the server must retrieve the data at
that point.

You set delay instantiation ~ The server retrieves only the primary key for
to TRUE, and the finder each of the finder methods.
method is part of a

. Any subsequent method calls on that bean
transaction context

cause the server to access the database again to
retrieve the data and populate the fields for the
bean.

Although this causes an additional trip to the
database, it can be more efficient in cases where
the data is large or the application is only
interested in a single record. It allows the
application to do some processing to determine
which record it wants.

For applications that will only access a single
bean, the initial load time for all beans might not
be worth it.
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Scenario Description

You set delay instantiation ~ The server retrieves the primary keys and also
to FALSE, and the finder retrieves all values for all persistent mapped
method is part of a fields for each bean. The server caches this data.

transaction context If the client makes subsequent method calls for

any of the fields, the server will not need to
retrieve any additional data from the database
(because it will have cached all records).

Depending on your data, this could improve or
degrade your performance. It might degrade
performance if the bean has a lot of fields or the
fields contain large amounts of data. For
example, if the beans you are retrieving contain a
BLOB field and you do not need access to all of
the records, this might not be the right strategy
for your application.

deployedObject element
< !ELEMENT deployedObject (#PCDATA) >
Specifiesthe name of the EJB deployed object to create on the application server.
It is optional and can also be specified on the command line (when deploying
with SilverCmd DeployEJB).
When this element is not specified, deployment generates a name by appending
the word Deployed to the value of the gjbJarName element.
destinationName element
<!ELEMENT destinationName (#PCDATA) >
Specifies the Queue or Topic Name. It must be specified like this:
corbaname:iiop:JMSServer:53506#queue/queueName
Specifies the mapping of a CMP field to a database column.
mailRefProperties element
<!ELEMENT mailRefProperties (el+) >
Specifies the set of name/value pairs to associate with a resource reference of
type javax.mail.Session, as determined by the JavaMail specification.
Some examples include:

mail.host

mail.from

mail.user

mail.store.protocol

mail.transport.protocol

mail.debug

mail. [protocol] .host (for example, mail.http.host)
mail. [protocol] .user (for example, mail.http.user)
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+ relationRole element

<!ELEMENT relationRole (beanName, cmrFieldName?, columnNames?) >
Defines arole within arelation and contains:

+ Thebean name (from the deployment descriptor) for the source of arolethat
participates in the relationship. It needs to match that of the relationship-role-
source element in the gjb-rel ationship-role node.

+ TheCMR field namefor therole (from the depl oyment descriptor). It needs
to match the cmr-field-name (when there is no cmr-field-name this element
shouldn’t exist either). The deployer uses beanName and cmrFieldName to
match the relationship.

+ Alist of column names (that most frequently contains only one element) the
container uses to manage the relationships. These are typically the foreign
keys. For many-to-many rel ationships, these are the foreign key column
namesin the link table that correspond to the primary key for the bean.

+ resourceEnvReference element
<!ELEMENT resourceEnvReference (name, resourceJNDIName) >

Specifies the mapping of a resource environment reference name to a JINDI
name. Each occurrence of resource-env-ref in the deployment descriptor should
have one corresponding resourceEnvReference in the deployment plan, to
specify the INDI name. The name element must be the same as the
corresponding resource-env-ref-name in the deployment descriptor.

WAR deployment plan DTD
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This section provides reference information about the WAR deployment plan DTD:

+ DTDfile
+ Selected elements

DTD file The WAR deployment plan DTD isdeploy-war_2_3.dtd.

Selected elements A subset of elements defined by the WAR deployment plan
DTD are described below (in aphabetical order):

« beanLink element
<!ELEMENT beanLink (#PCDATA) >

Specifiesalink to areferenced EJB. Thismay be an internal nameif the EJB isin
the same JAR, or aJNDI nameif it'sin adifferent JAR. The EJB can be located
on adifferent server.

Here are two examples of specifying the JNDI name of an EJB:
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+ Onthe same server:
<beanLink>SBBankATM</beanLink>
+ Onadifferent server:
<beanLink>sssw://myServer:80/RMI/SBBankATM</beanLink>

classpathJars element

<!ELEMENT classpathJars (excludedJ2EEXMLJars?, userlibJars?)>
Thiselement allows alist of JAR filesto be used in an application without
deploying them to the server. It also allows the user to disable the inclusion of the
default XML JARs that are used to passthe CTS tests.
deployedObject element

< !ELEMENT deployedObject (#PCDATA) >
Specifies the name of the deployed abject to create on the application server.
When this element is not specified, deployment generates a name by appending
the word Deployed to the value of the warJarName element.
deployToFilesystem element

<!ELEMENT deployToFilesystem (#PCDATA) >
Specifies whether or not the application should be deployed to the file system on
the application server. The default is FALSE (no file system deployment).
excludedJSPs element

<!ELEMENT excludedJSPs (el+) >
List of JSP resources that should not be compiled. (Typically, JSP pagesintended
to be included in other JSP pages should not be compiled on their own.)
mailRefProperties element

<!ELEMENT mailRefProperties (el+) >
Specifies the set of name/value pairs to associate with a resource reference of
type javax.mail.Session, as determined by the JavaMail specification.
Some examples include:

mail.host

mail.from

mail.user

mail.store.protocol

mail.transport.protocol

mail.debug

mail. [protocol] .host (for example, mail.http.host)

mail. [protocol] .user (for example, mail.http.user)
name element

<!ELEMENT name (#PCDATA) >
Specifies the name of an environment entry, a resource reference, an EJB
reference, arole mapping, or a context parameter entry. The name must match
the name of an entry of the same typein the deployment descriptor (if it does not,
you'll get awarning message during deployment).
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+ resourceJNDIName element
<!ELEMENT resourceJNDIName (#PCDATA) >

Specifies the INDI name for aresource reference. All resource references must
contain a JNDI name, except for javax.sgl.DataSource or java.net. URL resource
references.

The INDI name can be located on a server other than the one containing the
WAR. When accessing a different server, use this syntax:

<resourceJNDIName>sssw://server:port/RMI/JNDINameOfResource
</resourceJNDIName>

+ resourceReference element

<!ELEMENT resourceReference (name, (dataSource | resourceURL |
resourceJNDIName | mailRefProperties))>

Container element for resource references. You must specify the resource
reference name (from the deployment descriptor) plus one of the following:

+ A data sourcefor references of type javax.sql.DataSource
+ AnURL for references of type java.net. URL

+ A JINDI namefor references of type javax.jms.QueueConnectionFactory or
javax.jms.TopicConnectionFactory

+ A Sringarray (to betreated as an array of name/value pairs) for references
of type javax.mail.Session

+ sessionTimeout element
<!ELEMENT sessionTimeout (#PCDATA) >

Specifies session timeout in minutes. Hereis the hierarchy of session timeout
precedence, from highest to lowest:

+  Thetimeout set programmatically with HttpSession.setM ax| nactivel nterval ()
(in seconds)

+ Thedeployment plan (in minutes)
+ Thedeployment descriptor (in minutes)
+ Theserver'sdefault session timeout

RAR deployment plan DTD
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This section provides reference information about the resource adapter archive (RAR)
deployment plan DTD:

+ DTDfile
+ Selected elements

DTD file The RAR deployment plan DTD isdeploy-rar_1 0.dtd.
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Selected elements A subset of the elements defined by the RAR deployment plan
DTD are described below (in aphabetical order):

+ idleTimeout
<!ELEMENT idleTimeout (#PCDATA) >

Specifiesthe number of seconds an unused connection remainsin the pool before
the server destroysit. The default is 60 seconds. The value you specify will
depend on the type of applications that will rely on the connection pool. If you
specify shorter timeout periods, the server may be forced to create connections
more often—and creating connections is an expensive operation. But if you
specify atimeout that is too long, other applications may be forced to wait for an
available connection.

+ isEnabled
<!ELEMENT isEnabled (#PCDATA) >
Specifies whether the RAR is enabled (the default) or not. You disable a
deployed RAR by setting this flag to FALSE and redeploying the RAR.
¢ Name
<!ELEMENT name (#PCDATA) >
Specifies the name of the ManagedConnectionFactory.
+ password
<!ELEMENT password (#PCDATA) >
Specifies the password for the default connections created in the pool. A default
connection is created when users invoke ConnectionFactory.getConnection().
Thisisthe preferred method for obtaining a connection, because it allows the
server to efficiently pool connections.
+ poolName
<!ELEMENT poolName (#PCDATA) >
Specifies the name of the connection pool added to the server. Use this name to
administer the connection pool.
+ resourceAdapter Name
< !ELEMENT resourceAdapterName (#PCDATA) >
Specifies the name under which the resource adapter will be deployed in the
application server. Thisisalogical name.
. user
<!ELEMENT user (#PCDATA) >
Specifies the user name for the default connections created in the pool. A default
connection is created when users invoke ConnectionFactory.getConnection().

Thisisthe preferred method for obtaining a connection, because it allows the
server to efficiently pool connections.
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EAR deployment plan DTD
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This section provides reference information about the EAR deployment plan DTD:

+ DTDfile
+ Selected elements

DTD file The EAR deployment plan DTD isdeploy-ear 1 3.dtd.

Selected elements A subset of elements are described below (in al phabetical
order):

+ alternateDeplDesc element
<!ELEMENT alternateDeplDesc (#PCDATA) >

| dentifies a deployment descriptor to use for a specified module. Use this element
when you do not want to use the deployment descriptor in the specified module’'s
archive. The alternate deployment descriptor that you specify must bein the
EAR.

There are two situations when you might want to use this element:

+ If youwant to use the same modul e twice but want to configure the two uses
differently

+ If there are two instances of the module in the EAR (such astwo EJB JARS)
and you want to configure the modules differently

+ classpathJarselement
<!ELEMENT classpathJdars (excludedJ2EEXMLJars?, userlibJars?)>

Thiselement allows alist of JAR filesto be used in an application without
deploying them to the server. It also allows the user to disable the inclusion of the
default XML JARs that are used to pass the CTS tests.

+ deployAselement
<!ELEMENT deployAs (#PCDATA) >
Overrides the name under which the module would normally be deployed. By
default, the EAR deployment process creates a deployment namethat isa
combination of the EAR name and the module name. For EJB modules, this
name (if specified) is also used as the base name for the remote JAR. Use with
caution.
+ earJarName element
<!ELEMENT earJarName (#PCDATA) >
Specifies the name of the EAR to deploy. You may specify thisin the deployment
plan or on the command line (when deploying with SilverCmd DeployEAR).
Values specified on the command line take precedence. You can specify afull
path (if the EAR ison disk) or just the name. When you specify just the name and
the EAR isnot in the current directory, the EAR isassumed to already exist in the
same database and server to which it is being deployed.
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module element
<!ELEMENT module (ejbJar | warJar | carJar)s>
Describes a specific J2EE module in the EAR.
The information contained in this element is the deployment plan for the specific
module. You should cut and paste the deployment plan from the application
client JAR, EJB JAR, or WAR to complete this section.
For EJBs, the beanName components of the bean element must be unique within
the EAR or you will encounter errors when deploying the EAR (because the bean
names are used to resolve bean references within an EAR).
name element
<!ELEMENT name (#PCDATA) >
Specifies the name of arole reference that must be mapped to a user or group
name. It must match the name of arole reference entry in the deployment
descriptor (if it does not, awarning is generated at deployment).
order element
<!ELEMENT order (#PCDATA) >
Identifies the order of deployment of the modules. The smaller the number the
higher its deployment priority. Modules without the order element are deployed
after ordered modules.
roleM ap element
<!ELEMENT roleMap (roleMapping+) >
Container for EAR-level role mappings.
You might consider mapping security roles at the EAR level and not within
individual modules (EJB JARSs, WARs, and so on). This allows you to combine
and simplify the security settings for the constituent J2EE modules.
Here are the basic rules:
+ If theindividual modules do not contain any role maps, the EAR-level role
map is used
+ If someor al individual modules and the EAR both contain arole map:
And therolesare unique, the role map used for each module is a union of
the EAR-level role map and the module
And one or more of the rolesare not unique, the module-level role map
takes precedence for the duplicate role and the unique roles are added to the
role map
Thisexampleillustrates how arole map is determined when roles are not unique.
If the EAR-level role map contains the following values:

This role Is mapped to this userOrGroupName

EJBAdmin Zack
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This role Is mapped to this userOrGroupName

User Mary

and an EJB module within the EAR contains this role map:

This role Is mapped to this userOrGroupName
Admin Joe
User Helen

then the role map used for the EJBs will look like this:

This role Is mapped to this userOrGroupName
Admin Joe
User Helen

EJBAdmiIn Zack

In this case, the EJB modul€’s User role takes precedence. The Admin roleis
added to the EJB’s role mapping, because it isinherited from the EAR's role
map.
user Or GroupName element

< !ELEMENT userOrGroupName (#PCDATA) >
Specifies the name of a principal in a security policy domain or auser group in
the operational environment. This is mapped to arole reference name from the
deployment descriptor. You can map arole reference to any of the security
domains supported by the application server.
userlibJars element

<!ELEMENT userlibJars (el+) >
Lists any additional JAR files that should be made available to the application.
The JARs must reside in the server’s userlib directory. The valueisa StringArray
of JAR names, relative to (and contained within) the userlib directory.
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SilverCmd Reference

This chapter describes the SilverCmd commands that work with the Novell exteNd
Application Server. It describes how to run SilverCmd and includes the associated
security and authentication issues and the purpose, syntax, and arguments for each
command. It includes these sections:

+ Command locator

+ About SilverCmd

+ Alphabetical list of commands

Command locator

Click acommand to display complete information:

Command Description
AddCP Adds a connection pool to the application server
AddDatabase Deprecated. Registers a database with the specified

application server

ClearDefaultURL Clears a database or server default URL

ClearLog Clears records from the HTTP log, the error log, or the trace
log

DeleteURL Deletes the directory at the specified URL.

DeployCAR Deploys a J2EE-compatible client application archive (CAR)

to an application server
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Command

Description

DeployEAR Deploys a J2EE-compatible enterprise application archive
(EAR) to an application server

DeployEJB Deploys a J2EE-compatible enterprise JavaBean archive
(EJB) to an application server

DeployRAR Deploys a J2EE-compatible resource adapter archive (RAR)
to an application server

DeployWAR Deploys a J2EE-compatible Web archive (WAR) to an
application server

GetConsole Redirects server console output to the local terminal

GetDefaultURL Displays the default URL for a database or server

LdapProvider Adds, deletes, or lists LDAP providers configured on a server

ListCP Lists the active connection pools on a server

ModifyCP Modifies a subset of the configuration properties for a
connection pool

Prefs Updates various compiler settings for the preferences file

PrintLog Displays records from the HTTP log, error log, or trace log

QueryCP Displays configuration properties for a connection pool

RemoveCP Removes a connection pool from a server

RemoveDatabase  Deprecated. Removes a deployment database from a
server’s list of accessible databases

ServerState Tests whether a server is running or shuts down the server

SetDefaultURL Sets the default URL for a database or server

SetSecurity Sets Read, Write, Protect, Select, and Execute security on

application objects

SetUserGrouplnfo

Creates, deletes, and sets properties for Silver Security users
and groups

Undeploy Undeploys any of the following J2EE archive types: EAR,
EJB, CAR, RAR, or WAR

ValidateEAR Validates the deployment descriptor within an EAR

ValidateEJB Validates an EJB archive for correctness
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About SilverCmd

SilverCmd provides away to perform operations from the command line. You can use
SilverCmd to automate many of the tasks associated with managing the application
server.

Separate ports  SilverCmd communicates with the application server using the
HTTP(S) protocol. The application server lets you define separate runtime and
administration ports for different types of users and operations. Some commands
require you to specify the administration port. Specifying an inappropriate port will
result in a security error code. When necessary, the reference section for each
command lists the type of port you must specify.

[ For more information about using separate ports, see the chapter on running the
server in the Administrator’s Guide.

Running SilverCmd

Authentication

SilverCmd resides in the server’s \bin directory. If you will be using SilverCmd
frequently, consider adding the server’s \bin directory to your system path for
convenience.

If your server isrunning in arestricted environment, you will need to authenticate
yourself using the -U and -P options to run commands that access the server.

Running SilverCmd from the command prompt

To run SilverCmd from the command prompt, use this syntax:
SilverCmd command arguments
To display the list of commands enter:

SilverCmd -?
OR
SilverCmd -h

To display the usage for a specific command enter:

SilverCmd command -?

Normally when SilverCmd encounters an error, it stops execution, generates detailed
error messages explaining the failure, and displays the messages in the command
prompt window. If you specify -i, SilverCmd ignores the errors and continues
execution. Here's how you use the -i option:

SilverCmd command -1
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Security

If you want ahigher level of security, you can use HTTPS (instead of HTTP) asthe
communication protocol between SilverCmd and the application server.

To specify HTTPS, you must include the protocol and port number when specifying
the server and port arguments. For example, to deploy an EJB using HTTPS, you
would specify both HTTPS and the port 443, as shown here:

SilverCMD deployEJB HTTPS://localhost:443 myDB myEJB.jar -f
EJB_depl plan.xml

You cannot specify just the port, as shown here;

SilverCMD deployEJB localhost:443 myDB myEJB.jar -f
EJB_depl_plan.xml

And you cannot specify HTTP with the HTTPS port, as shown here:

SilverCMD deployEJB HTTP://localhost:443 DB EJB.jar -f
EJB_depl plan.xml

If you do not specify HTTPS and the port number, SilverCmd assumes that you are
deploying to an HTTP port and the command will be blocked until a socket time out
ocCurs.

Running SilverCmd in execute mode

64

You can run one or more SilverCmds from afile. Thisis called execute mode. To run
in execute mode, use this syntax:

SilverCmd Execute command-file

+ Command-fileformat The command fileisatext file, and it must be
structured so that each command is on its own line and contains the appropriate
arguments. Do not specify the SilverCmd keyword on each line in the command
file—specify SilverCmd only at the command line. For example;

ClearLog localhost:80 -E -U myusername -P mypassword

Undeploy localhost:80 SilverMaster50 myEAR -U myusername -P

mypassword

RemoveCP localhost:80 myPool -U myusername -P mypassword
The file can have any extension, but you may want to use .SCD—because the
server'sinstallation program automatically creates afile association for fileswith
an .SCD extension.

The commands execute in the order in which they appear in the file. Running in
execute modeis like repeatedly calling SilverCmd, except that when you runin
execute mode you can avoid any performance penalty associated with starting
SilverCmd repeatedly.
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+ Usingthei option in execute mode When you usethe -i option in execute
mode, you can ignore errors from any one command and proceed with the
command that follows in the command file. To use -i in execute mode, specify it
after the command-file name, like this:

SilverCmd Execute command-file -1i

A subset of commands also allow you to specify the -i option. When used this
way, -i means to continue on error within the set of operations of that
command—for example:

SetSecurity localhost mydb -f myfile.xml -1

+ Usingthe-U and -P options The -U and -P options specify a user name and
password combination for server authentication. When the server isrunning in a
restricted environment, you must be authenticated to run commands that access
the server.

When you run SilverCmd in execute mode, you can run al commandsin the
command file as a single authenticated user by specifying the -U and -P options
after the command file, like this:

SilverCmd Execute command-file -U myusername -P mypassword
You can also run each command as a different authenticated user by specifying
the -U and -P options with each command, like this:

ClearLog localhost:80 -E -U myusername -P mypassword
Undeploy localhost:80 SilverMaster50 myEAR -U myusername -P
mypassword

RemoveCP localhost:80 myPool -U myusername -P mypassword

You can also specify SSL for some commands but not others by specifying
HTTPS and the HTTPS port, like this:

ClearLog localhost:80 -E -U myusername -P mypassword
RemoveCP HTTPS://localhost:443 myPool -U myusername -P
mypassword
Ll For more information about supplying these values for each supported
security realm, see the chapter on setting up security in the Administrator’s
Guide.

Logging messages to a file

By default, SilverCmd logs informational messages, warnings, and errors to the
command window. You can write the messagesto a file using the standard redirect
symbol (>), like this:

SilverCmd Execute command-file -i > SilverCmd.log
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Permission to write temporary files when deploying

The SilverCmd deployment commands (such as DeployEAR) generate temporary files
on disk. These files are created in the server’sinstallation directory, unless you have
defined aHOME environment variable. If you have a HOME variable, the temporary
files are created in %bHOM E%\.appsrv. Soif you have aHOME environment variable
defined, it must point to a reachable and writable location in order to deploy
successfully.

Specifying values in input files and deployment plans

Some commands require an input file or a deployment plan (specified using the
-f option); for other commands, the -f option is optional and provided asa
convenience. For example:

Command Description

AddDatabase  Requires you to supply the database name, database type, user
name, password, and JDBC driver in an input file

Prefs Does not require an input file; you can specify a single preference
at the command line, or you can specify a list of preferences
within an input file

Undeploy Does not take an input file and will generate an error message if
you attempt to use it

Input file and deployment plan format

Input files and deployment plans must bein XML format and must include a
DOCTY PE statement. You do not need to be an XML expert to createinput files. You
can use exteNd Director’s Deployment Plan Editor to create deployment plans. For
other commands (unrelated to deployment), there are sample XML files, and you can
copy and paste the required DOCTY PE statement from the appropriate sample into
your own XML input file:

Sample file Location

The DTD for each input file or The server's \Resources\DTDCatalog

deployment plan directory

The XML sample for each file The server’'s \Samples\SilverCmd
directory

The samples and DTDs are self-documenting. See them for the most up-to-date
requirements.
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Command line versus input file

For commands where val ues can be specified both at the command line and within an
input file or deployment plan, values specified at the command line override input file
settings.

Alphabetical list of commands

AddCP

Description

Syntax

Adds a connection pool to the server.

Server permissions DTD and sample input file

Modify server configuration None

SilverCmd AddCP server[:port] poolName poolTypeFlag dataSourceOptions
[options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target server and the administration
port

poolName Specifies the logical name for the pool

poolTypeFlag Specifies the type of pool to create. Values are:
-J—to create a JDBC connection pool
-C—to create a Connector connection pool

options Specifies any operating criteria for the command

Thevalid options for all pool types are:

Option Description

-? or-h Displays the usage message

-A username Specifies user name and password for connection pool resource
and -W manager authentication
password
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Option

Description

-m minconn

The minimum number of connections. The pool manager will
attempt to maintain this minimum number of transactions (this is
a soft limit)

-t timeout

The idle timeout in seconds. The default is 60 seconds. When set
to -1, idle timeout is disabled and no idle connections are ever
closed

-U username
and -P
password

Specifies user name and password for server authentication

-w timeout

The connection wait timeout in seconds. The default is 30
seconds. When set to -1, clients are forced to wait until a
connection becomes available

-v log level

Specifies the logging level. The logging levels are:

+ 0 -logging disabled

+ 1 - basic ConnectionFactory operations and settings

+ 2 -level 1 plus detailed output from connection pool manager

+ 3 -level 2 plus exception stack traces and logging information
from underlying JDBC driver or Connector resource adapter

-N

When used, the connections returned by the pool are not enlisted
in XA transactions

-X max conn

The maximum number of connections allowed by the pool. The
default is 10. Use -1 to create a pool with no maximum

-Z

When used, the connections can more efficiently handle
connections in shared transactions.

This option can only be used for connection pools for drivers or
RARs that support the XA standard. The driver or adapter must
be able to handle active delistment of resources from and
reenlistment in a transaction.

Usage Adding JDBC1.0 connection pools To create adata source for aJDBCL1.0
connection pool, you can specify either the JDBC driver class name or the LDS Key.

To specify the JDBC driver class name, use these options:

Option Description
-d driver Specifies the fully qualified name of your JDBC driver class
-j url Specifies the JDBC URL string defined by the driver vendor to

connect to your database
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Option Description

-a attributes (Optional) Specifies any additional URL attributes defined by the
vendor that you can use to customize the driver connection. For
example:

cache=100

To specify the LDS K ey, use these options:

Option Description
-l Ids key Specifies the LDS key
-j url Specifies the JDBC URL string defined by the driver vendor to

connect to your database

-a attributes (Optional) Specifies any additional URL attributes defined by the
vendor that you can use to customize the driver connection. For
example:

cache=100

Adding JDBC2.0 connection pools To create adata source for aJDBC2.0
connection pool, you can specify the JDBC LDS Key, the CPDS class name, or the
XADS class hame.

To specify the L DS key, use these options:

Option Description
-l Ids key Specifies the LDS key
-p properties Specifies the data source configuration properties

The format for these properties is:
name=value
For example: namel=valuel, name2=value2, name3=value3, . ..

For names and property values, see your driver documentation

To specify the CPDS class name, use this option:

Option Description

-k class name  Specifies the fully qualified Connection Pool DataSource class
name
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Option

Description

-p properties

Specifies the data source configuration properties
The format for these properties is:
name=value
For example: namel=valuel, name2=value2, name3=value3, . ..
For names and property values, see your driver documentation

To specify the XADS class name, use this option:

Option

Description

-g class name

Specifies the fully qualified name of the XA DataSource class

-p properties

Specifies the data source configuration properties
The format for these properties is:
name=value
For example: namel=valuel, name2=value2, name3=value3, . ..

For names and property values, see your driver documentation

Adding connector connection pools To create a data source for a connector
connection pool, use these options:

Option

Description

-r adapter

Specifies the resource adapter name

-p properties

Specifies the properties for the ManagedConnectionFactory using
the format:

name=value

For example: namel=valuel, name2=value2, name3=value3, . ..

L] see your Resource Adapter documentation for these
values

AddDatabase

Description Deprecated. Registers a SQL database with the specified server.

Server permissions DTD and sample input file

Modify server configuration DTD: add_database.dtd

Sample: add_database_sample.xml
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Syntax SilverCmd AddDatabase server[:port] -f file [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target server and the administration
port

-f file Specifies the input file containing the database and connection
information

If -s is also specified, the XML file must contain a System Tables
node describing the connection information for the database
containing the system tables

options Specifies any operating criteria for the command

Thevalid options are:

Option Definition

-S Indicates that you want to store the system tables in a different
database from the one you are adding

If you want to store the system tables in a different database, the
input file must include a System Tables node that specifies the
database name and connection information for the different
database

-U username Specifies user name and password for server authentication

and -P
password
? Displays the usage message
Usage AddDatabase input file The AddDatabase command requires an input file. The

input file includes the following entries:

Entry Description

Database name  Specifies the fully qualified database name

Username and Specifies the user account used by the server when accessing
Password this database

The account must have read/write permissions for the database

Platform Specifies the database vendor name—for example: Oracle,
DB2, or Sybase System 11

For more information, see “Valid database connection
types” on page 72
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Entry Description

Driver set Specifies the driver type for the database

Each database type has a default connection type that the
server assumes if you do not specify a value

If you are using a value that is not in the list of database
type/connection type values, you must specify Other JDBC
Driver plus:

« The fully qualified package name for the JDBC driver

+ The JDBC URL that tells the driver where to connect to the
specified database

+ The URL attributes (which include properties like cache size)
This syntax is driver-dependent

The following nodes are optional :

Entry Description
Table list Specifies a subset of the tables that should be made available to
the server

The table list can include:

+ A list of table names (which must exactly match the names in
the database)

+ Alist of table name patterns

NOTE: When you specify a pattern, you can use the %
symbol to match any number of characters and the
underscore (_) character to specify that you want to match any
one character

+ A combination of names and patterns

System tables  Stores system tables in a different database from the one you are
adding

This section must include the following information about the
database where you want to store the system tables: database,
user name, password, database platform, and driver set or the
LDS key

This entry is required when you specify the -s argument at the
command line; otherwise, it is ignored

Valid database connection types To connect to adatabase, the server needs
either of thefollowing:

+ (&) Thecombination of:
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+ Platform name. Identifies the vendor and version of the database (for
example, Oracle 7 or Microsoft SQL Server 7).
AND

+ Driver set. Identifiesthe databasedriver. It must include the package name so
the server can locateit.

OR

+ (b) LDSkey. Thelogica data source key. You can use thisin place of the
platform name and driver set.

The server has defined strings that resolve to these values. See
add_database sample.xml in the server’s\Samples\SilverCmd directory for the
complete listing of supported values.

ClearDefaultURL

Description

Syntax

Clearsthe default URL for a server or a database.

Server permissions DTD and sample input file
Modify server settings None
SilverCmd ClearDefaultURL server|[:port] [databasel [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target server and the administration port

database Specifies the database whose default URL you want to clear. If the
database is not specified, ClearDefaultURL clears the server’s
default URL

options Specifies operating criteria for the command

Thevalid options are:

Option Definition

-? or-h Displays the usage message

-U username  Specifies user name and password for server authentication
and -P
password
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ClearLog

Description Removesrecordsfrom the HTTPlog, the error log, or thetracelog. ClearL og can only
del ete records when server logging output is specified as database (not file- or user-
defined).

Ll For more information on specifying logging output using the SMC, see the
chapter on running the server in the Administrator’s Guide.

Server permissions DTD and sample input file

Modify server None
configuration
Syntax SilverCmd ClearLog server: [port] logTypeFlags [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target server and the administration
port

logTypeFlags Values are:

-E—Removes records from the error log
-H—Removes records from the HTTP log
-T—Removes records from the trace log

You can specify any combination in a space or comma
separated list

options Specifies operating criteria for the command

Thevalid options are:

Option Definition

-? or-h Displays the usage message

-Uusername  Specifies user name and password for server authentication
and -P
password
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DeleteURL

Description.

Syntax

Deletesthe directory at the specified URL.

Use this command when a deployment failswith error messages indicating that the
server is not ableto create the context URL resources because the resource already
exists.

This might happen when:

+ You deploy a WAR with a nested context path (such as
myProject/myPortal/myTest).
+ You undeploy the WAR.

+ You deploy aWAR (or redeploy the same one) to a higher level location of the
original URL (for example myProject/myPortal).

The deployment will fail unless you remove the myPortal directory.

To allow the deployment using the myProject/myPortal context path, use DeleteURL
to delete the myPortal directory resource. The command would look like this:

SilverCmd DeleteURL
http://localhost/SilverMaster50/myProject/myPortal

When DeleteURL completes you'll be able to deploy using the myProject/myPortal
context.

SilverCmd DeleteURL url [options]

Thevalid arguments are:

Argument Description

url The full URL to the resource to delete including the protocol, the
server name and port, for example:

http://localhost:80/SilverMaster50/myProject/MyPortal
This command deletes the MyPortal resource.

options Specifies any operating criteria for the command

Thevalid options are:

Option Description

-? or-h Displays the usage message

-U username and Specifies user name and password for authentication by the
-P password server
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DeployCAR
Description Deploys a J2EE-compatible application client archive file to the specified application
server.

Once the deployed object is on the server, any application client can accessit using
SilverJ2EECIient. All application components are automatically available for client
requests; you do not need to restart the server.

The archive file must comply with the J2EE specification and must contain a manifest
file that includes a Main-Class entry.

The deployed object is given the same name as the archive unless you specify the -d

option.
Server permissions DTD and sample input file
Write to the Deployed Objects DTD: deploy_car.dtd
directory of the deployment
database
Syntax SilverCmd DeployCAR server|:port] database jarfile

[-f deployment plan] [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target server and the administration port

database Specifies the name of the target database

jarfile Specifies the name (and path) of the client application archive to
deploy

options Specifies any operating criteria for the command

Thevalid options are:

Option Description
-?or-h Displays the usage message
-d Specifies an alternate name for the deployed object

Use this option when you want to use the same client archive
for multiple deployments

-f deployment plan  Specifies the name (and path) of the deployment plan

If this option is not specified, DeployCAR looks in the CAR’s
META-INF/appserver.xml file by default
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DeployEAR

Description

Syntax

Option

Description

-0

Overwrites an existing deployed object of the same name

-U username and
-P password

Specifies user name and password for authentication by the
server

-v verbose-level

Specifies the level of messages to output. Values range from
0 for no messages (default) to 5 for the most messages

Deploys an enterprise archive file (EAR) to the specified server. You can use this
command to deploy EARs of any supported J2EE version.

DeployEAR performs these tasks:

1 Opensthe EAR file and extracts al filesto alocal temporary directory.
2 Vdidatesany EJBs.
3 Passesthe -o flag (if specified) to each of the DeployX XX commands:
+ You might want to specify -o if you are redeploying an existing EAR.
+ You might not want to specify -0 if you are deploying an EAR name which
has not previously been deployed. This ensures that you will get an error if
there’s one there already that you might not want to overwrite.

Server permissions

DTD and sample input file

Write to the Deployed Objects DTD: See “EAR deployment plan DTD” on
directory of the deployment page 58
database

SilverCmd DeployEAR server|[:port] database [EARFile]
[-f deploymentPlan] [options]

Thevalid arguments are:

Argument

Description

server[:port]

Specifies the name of the target server and the
administration port

database

Specifies the name of the target database
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Argument

Description

EARFile

Specifies the name and location (on disk) of the EAR file to
deploy

This value can also be specified in the deployment plan
(specified with -f). When specified in both places, the
command-line value is used

-f deploymentPlan

Specifies the name and location (on disk) of the XML-
based deployment plan

If this option is not specified, DeployEAR will look for the
EAR’s META-INF/appserver.xml by default

L For more information on the structure of this file, see
Chapter 3, “Deployment Plan DTDs”

options

Specifies any operating criteria for the command

Thevalid options are:

Option Description
-? or-h Displays the usage message
-d Specifies development mode deployment.

CAUTION: Do not use for production deployment.

When specified, DeployEAR determines if any modules in
the EAR have changed (or been added) since the last
deployment, and redeploys only the changed (or added)
modules.

When the changed module is an EJB interface,
DeployEAR:

+ Deploys the interface

+ Regenerates the stub classes

+ Repackages the other modules in the EAR with the new
stub classes and uploads them to the server (instead of
redeploying them).

NOTE: Does not detect changes in the deployment plan
or deployment descriptor. If you change either of these,
use -m instead.

Ignores errors when compiling JSP pages and deploys
whatever builds successfully
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Option

Description

-m modulename
[,moduleName]

Specifies the name(s) of the module to deploy. You can
specify a single module name or a comma-separated list
of modules. The name corresponds to the <module>
element of the EAR’s deployment descriptor.

This option is useful when you make changes to one or
more modules of the EAR and want to deploy just those
changed modules. When updating already deployed
modules, use the -m option in conjunction with -o to
ensure that the updated module overwrites the already
deployed module.

-n Specifies that EJB validation should be skipped during
deployment. If not present, SilverCmd ValidateEJB is
executed before the EAR is deployed

-0 If a deployed object (or remoteJar object for 1.2

deployments only) already exists on the server, this flag
forces that object to be overwritten

Used for debugging JSP pages using non-Latin-1
character sets: if specified, the ISP compiler outputs into
the compile cache an additional Java file with the
extension -local (for example, along with
date_jsp_xxxxxxxxxxx.java you will also find
date_jsp_xxxxxxxxxxx-local.java). The version of the file
with -local is in the machine's local character set (instead
of UTF-8)

By default, these files reside in
compilecache/server/database/temp/sources//archive/com
/sssw/genl/jsps

-U username and -P
password

Specifies user name and password for authentication by
the server

-v verbose-level

The level of messages to write to the SilverCmd console
window. Values range from 0 for no messages (default) to
5 for the most messages
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DeployEJB

Description. Deploys an EJB JAR on the specified server.
DeployEJB performs these tasks:

+ Vadidatesthe EJB JAR

+ Creates implementation classes for interfaces and generates wrapper classes that
handl e security and transactions

+ Generates a deployed object and uploadsit to the server

+ If thegb-client-jar element is present in the deployment descriptor, generates
stub classes and puts them in the gjb-client-jar and uploadsiit to the server

NOTE: For external Java clients, you must manually copy this ejb-client-jar to
each client that needs to access the deployed EJBs.

+ Enables the deployedObject for client access when allowed by the deployment

plan
Server permissions DTD and sample input file
Write to the Deployed Objects DTD: deploy-ejb_2_0.dtd
directory in the deployment
database
Syntax SilverCmd DeployEJB server|[:port] database [EJBFilel

[-f deploymentPlan] [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target application server and the
administration port

database Specifies the name of the target database

EJBFile Specifies the name of the EJB archive to deploy

If not specified at the command line, the EJB archive must be
specified in the deployment plan

-f deploymentPlan  Specifies the name and path of the deployment plan

If this option is not specified, DeployEJB will look in the JAR’s
META-INF/appserver.xml by default

L) For more information on the structure of this file, see
Chapter 3, “Deployment Plan DTDs”

options Specifies operating criteria for the command
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Thevalid options are:

Option Description

-? or-h Displays the usage message

-Uusername and  Specifies user name and password for application server

-P password authentication

-0 Specifies that when the ejbDeployedObject or ejpbRemoteJar

values are used in the deploymentPlan and the object exists
on the application server, the objects will be overwritten

-n Specifies that validation should be skipped. If not present,
SilverCmd ValidateEJB is executed before DeployEJB

-t Specifies that DeployEJB should write temporary Java files in
the local character set for debugging

-v verboseLevel The level of messages to write to the SilverCmd console
window; values range from 0 for no messages (default) to 5 for
the most messages

DeployRAR
Description Uploads a resource adapter archive (RAR) to the specified application server and
creates the associated connection pool(s).
Server permissions DTD and sample input file
Write to the Deployed Objects directory of deploy-rar_1_0.dtd
the deployment database deploy_rar_sample.xml
Syntax SilverCmd DeployRAR server|:port] database RARFile [-f deployment plan]

[options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target application server and the
administration port

database Specifies the name of the target database

RARFile Specifies the name of the RAR to deploy
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Argument Description

-f deploymentPlan  Specifies the name of the deployment plan

If this option is not specified, DeployRAR looks in the RAR’s
META-INF/appserver.xml by default

You can create the RAR deployment plan using exteNd
Director’s Deployment Plan Editor

options Specifies operating criteria for the command

Thevalid options are:

Option

Definition

-?or-h

Displays the usage message

-U username and -P
password

Specifies user name and password for authentication
by the application server

-0

When specified, overwrites a RAR of the same name
deployed in the same database

-n resource adapter name

Specifies the name that the resource adapter will be
deployed as on the server. This can also be specified
in the deployment plan

-d extract directory

Specifies the directory (on the deployer’'s machine)
that the contents of the RAR file are extracted to
during deployment. This value can also be specified in
the deployment plan

If -d is not specified, files are extracted to the
compilecache directory

-v verboselLevel

The level of messages to output. Values range from 0
for no messages (default) to 5 for the most messages

Deploys a J2EE-compatible Web archive (WAR) to an application server.

+ Compilesall JSP pagesin the WAR into Java source files and then compiles

DeployWAR
Description
DeployWAR performs these tasks:
these Java sources
+ Addsthe compiled Java class files to the WAR file
+ Uploads the WAR file to the application server
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(It does not include the Java source files in the WAR.)

Server permissions DTD and sample input file

Write to the Deployed Objects directory None
of the target database

Syntax SilverCmd DeployWAR server|[:port] database [WARFilel
[-f deploymentPlan] [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target server and the
administration port

database Specifies the name of the target database

WARFile Specifies the name of the WAR file to deploy

This value can be specified either at the command line or in
the deployment plan. Values specified at the command line
override deploymentPlan settings

-f deploymentPlan An XML-based file that specifies the server-specific
deployment information

If this option is not specified, DeployWAR looks in the
WAR'’s WEB-INF/appserver.xml file by default

options Specifies any operating criteria for the command

Thevalid options are:

Option Description

-? or-h Displays the usage message

-i Ignores errors when compiling JSP pages and deploys
whatever builds successfully

-0 If a deployedObject or remoteJar object already exists on
the server, this flag forces it to be overwritten
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Option Description

-t Used for debugging JSP pages using non-Latin-1
character sets: if specified, the JSP compiler outputs into
the compile cache an additional Java file with the
extension -local (for example, along with
date_jsp_xxxxxxxxxxx.java you will also find
date_jsp_xxxxxxxxxxx-local.java). The version of the file
with -local is in the machine's local character set (instead
of UTF-8)

By default, you will find these files in the server’s
compilecache/server/database/temp/sources/archive/com
/sssw/gen/jsps

-U username and -P User name and password for authentication by the server

password
-v verboseLevel The level of messages to output. Values range from 0 for
no messages (default) to 5 for the most messages
GetConsole
Description Displays the contents of the specified server’s console in the SilverCmd console
window.

Server permissions DTD and sample input file

Read server configuration None
Syntax SilverCmd GetConsole server|[:port] [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name and optionally the administration port number
of the target server

options Specifies operating criteria for the command

Thevalid options are:

Options Description

-? or-h Displays the usage message
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Options Description

-p Specifies the port to use for the server console socket
connection

-Uusernameand  Specifies user name and password for server authentication

-P password

GetDefaultURL

Description Displaysthe default URL for the specified database or server.
Server permissions DTD and sample input file
Read server configuration None

Syntax SilverCmd GetDefaultURL server[:port] database [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name (and optionally the adminstration port) of the
target server

database Specifies the name of the database whose default URL you want to
get
options Specifies operating criteria for the command

Thevalid options are:

Options Description

-? or-h Displays the usage message

-Uusernameand  Specifies user name and password for server authentication
-P password
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LdapProvider

Description Adds or deletes LDAP security providers on the specified server. When using the
command to add a provider, you must also supply an input file containing all of the
configuration information. Theinput file must comply with theadd Idap_provider.dtd.

Server permissions DTD and sample input file

Modify server configuration add_ldap_provider.dtd
add_ldap_provider_sample.xml

Syntax SilverCmd LdapProvider server|[:port] [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the server and the administration port
where you want to configure an LDAP provider

[options] Specifies operating criteria for the command

Thevalid options are:

Option Definition

-? or-h Displays the usage message

-U username Specifies the user name and password for server authentication
and -P
password

-afile Adds the LDAP providers listed in the file

-d name Deletes the named LDAP provider

-l Lists the LDAP providers currently configured

ListCP

Description Lists the connection pools that are active on the specified server.

Server permissions DTD and sample input file

Read server configuration None

Syntax SilverCmd ListCP server[:port] [options]
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Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the server and the administration port for
which you want the connection pool listing

[options] Specifies operating criteria for the command

Thevalid options are:

Option Definition

-? or-h Displays the usage message

-U username Specifies the user name and password for server authentication

and -P
password
ModifyCP
Description Modifies a subset of connection pool properties. To change properties not listed, you
must recreate the connection pool.
Server permissions DTD and sample input file
Modify server configuration None
Syntax SilverCmd ModifyCP server[:port] poolName [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target server and the administration
port

poolName Specifies the name of the connection pool whose properties you

want to modify

options Specifies operating criteria for the command

Thevalid options are:

Option Definition

-? or-h Displays the usage message
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Option

Definition

-m min conn The minimum number of connections. The pool manager will
attempt to maintain this minimum number of transactions (this is a
soft limit)

-X max conn Specifies the maximum number of connections allowed by the
pool. The default is 10. Use -1 to create a pool with no maximum

-t timeout Specifies the idle timeout in seconds. The default is 60 seconds.
When set to -1, idle timeout is disabled and no idle connections
are ever closed

-w timeout The connection wait timeout in seconds. The default is 30
seconds. When set to -1, clients are forced to wait until a
connection becomes available

-U username Specifies the user name and password for server authentication

and -P

password

-v log level Specifies the logging level. The logging levels are:

+ 0 - Logging disabled
+ 1 - Basic connection factory operations and settings
+ 2 - Level 1 plus detailed output from connection pool manager

+ 3 - Level 2 plus exception stack traces and logging information
from underlying JDBC driver or Connector resource adapter

You must remove and recreate the connection pool to change these values.

Updates the following compiler settings in the preferencesfile:

Prefs
Description
+ Compiler name and directory
+ Compiler flags
+ Compile cache directory
+ Server debug flags
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Syntax

The preferencesfile contains additional information that is not settable from the Prefs
command line. Any compiler values not specified viathe command line or in an input
file areleft unchanged in the preferencesfile.

Server permissions DTD and sample input file

None

DTD: prefs.dtd

Sample: prefs_sample.xml

SilverCmd Prefs

[options]

Thevalid options are:

Option

Description

-? or-h

Displays the usage message

-a flags

Sets the compiler-specific flags. It must be a quoted string

If compiler flags start with a hyphen (-), eliminate the space
between the -a and the flags. For example:

SilverCmd Prefs -c sj “-a-nodeprecated -noinline”

-C name

Sets the compiler type. The value must be one of the following:

« Sun Javac In-Proc
+ Sun javac

+ Symantec cafe sj

+ Jikes Compiler jikes

-d dir

Sets the compiler’s directory

-g true/false

Turns debugging information on or off
Debug is off (false) by default

-t dir

Sets the compile-cache directory

-r true/false

Runs the rmi2iiop compiler in process (true) or not (false)

-f file

Specifies an input file that contains the new compiler preferences

Values specified at the command line override input file settings

L Foran example that shows how to create one of these files,
see the prefs_sample.xml file in the \Samples\SilverCmd directory

Lists existing preferences to the console

Do not specify -| with any other options; if you do, the other options

will not take effect
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PrintLog

Description

Syntax

Option Description

-s file Saves existing preferences to the specified file

Do not specify -s with options specified at the command line. If you
do, the other options will not take effect

Setting debug flags The DebugFlags option is a directive not to the compiler but
to the server.An existing preferences file might list the value as 0 or 1, but when you
set this flag you should always set it to a boolean value (true or false). You cannot
change the debug flags option at the command line; you must set it viathe XML file
specified, using the -f option.

Displaysrecordsfrom the HTTP log, error log, or trace log to the SilverCmd console
window. Use the standard redirect symbol (>) to write the records to afile. PrintLog
can only display records when server logging output is specified as database (not file
or user defined).

L For more information on specifying logging output using the SMC, see the
chapter on running the server in the Administrator’s Guide.

Server permissions DTD and sample input file

Read server configuration None

SilverCmd PrintLog server[:port] logTypeFlags [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target server and the administration port

logTypeFlags Values are:
-E—Removes records from the error log
-H—Removes records from the HTTP log
-T—Removes records from the trace log

You can specify any combination in a space or comma-separated
list

options Specifies operating criteria for the command
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admRun.html

Thevalid options are:

Option Definition

-? or-h Displays the usage message

-Uusername  Specifies user name and password for server authentication

and -P
password

QueryCP

Description Displays configuration properties for a connection pool.
Server permissions DTD and sample input file
Read server configuration None

Syntax SilverCmd QueryCP server[:port] poolName [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the target server and the administration
port

poolName Specifies the connection pool name

options Specifies operating criteria for the command

Thevalid options are:

Option Definition
-? or-h Displays the usage message
-a Displays all properties for a connection pool

When -a is not specified, only the settable properties are
displayed. Settable properties include connection wait timeout,
idle timeout, minimum, connections, maximum connections, and

debug
-U username Specifies user name and password for server authentication
and -P
password
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RemoveCP

Description

Syntax

Shuts down the specified connection pool and removesit so that the server does not try
to restart the connection pool during a server restart.

Server permissions DTD and sample input file

Modify server configuration None

SilverCmd RemoveCP server[:port] poolName [options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the target server and administration port

poolName Specifies the name of the connection pool to remove

options Specifies operating criteria for the command

Thevalid options are:

Option Definition

-?or-h Displays usage message

-U username Specifies user name and password for server authentication
and -P
password

RemoveDatabase

Description

Syntax

Depr ecated. Removes a deployment database from the server’slist of accessible
databases.

Server permissions DTD and sample input file

Modify server configuration None

SilverCmd RemoveDatabase server[:port] database [options]

Thevalid arguments are:

Argument Definition

server[:port] Specifies the name of the source server and the administration port

92 exteNd Application Server Facilities Guide



Argument Definition

database Specifies the name of the deployment database to remove

options Specifies operating criteria for the command

Thevalid options are:

Option Definition
-? or-h Print the usage message
-U Specifies user name and password for application server
username authentication
and -P
password
ServerState
Description Manages the server’'s state. Use it to shut down a server or test whether the server is
currently running.
NOTE: ServerState can be run on either (runtime or administration) port with the
isrunning action—if you have configured separate ports. If you run ServerState with
the shutdown action, you must specify the administration port.
Server permissions DTD and sample input file
Modify server configuration when the None
action is shut down
Read server configuration with the action
is isrunning
Syntax SilverCmd ServerState server[:port] action [options]

Thevalid arguments are:

Argument Definition

server[:port] Specifies the name of the source server and the port. The required
port depends on which of the following two actions you specify
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Argument Definition

action Specifies one of the following:

« isrunning—Returns a message when the server is (or is not)
running. You can run ServerState with the isrunning action on
either (runtime or administration) port. This action must be run
as part of a batch file or script

+ shutdown—Gracefully shuts down the server. You must enter
the administration port when running this action; otherwise, a
security error code is returned

options Specifies operating criteria for the command

Thevalid options are:

Option Definition

-? or-h Displays the usage message

-U username  Specifies user name and password for server authentication

and -P

password

-d Deactivate the target server. For use only when action is

shutdown

-r Restart the target server. For use only when action is shutdown
SetDefaultURL
Description Setsthe default URL for a server or database.

Server permissions DTD and sample input file

Modify server configuration None
Syntax SilverCmd SetDefaultURL server|[:port] [database] [options] -e URL

Thevalid arguments are:

Argument Description
server[:port] Specifies the target server and the administration port
database Specifies the target database; include only if setting a database-

default URL (see the examples below)

options Specifies operating criteria for the command
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Examples

Thevalid options are:

Option Definition
-? or-h Displays the usage message
-U username Specifies user name and password for server authentication

and -P password

-e URL Specifies a server-relative URL (database/URL) or a database-
relative URL (URL)

Here is a server-relative URL:
/MyDatabase//pgHome.html
Here is a database-relative URL.:

/SilverStream/pgHome.html

Setting server-default URLs When setting aserver-default URL, do not specify a
database name as an argument, and specify an URL using a server-relative URL.

For example, the following command sets a server-default URL for the server
myServer:

SilverCmd SetDefaultURL myServer
-e /MyDatabase/SilverStream/pgHome.html

Setting database-default URLs When setting a database-default URL, specify
the database name as an argument, and use a database-relative URL.

For example, the following command sets a database-default URL for the database
myDatabase on the server myServer:

SilverCmd SetDefaultURL myServer myDatabase
-e /SilverStream/pgHome.html
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SetSecurity

Description. Sets Read, Write, Protect, Select, and Execute security permissions on the application
server, adatabase, a directory, or one or more objects. Certain permission types are
applicable only for certain types of items. For example, the Select permissionisonly
applicable to tables.

You can also set permissions onthe Security directory of aserver. The Read permission
on this resource rules who can have access to user and group information such as lists
of users and groups and user/group properties. The Protect permission rules who can
set the permissions on the Security directory.

Server permissions DTD and sample input file
Set Permissions DTD: set_security.dtd
Read Users and Groups Sample: set_security_sample.xml,

secure_application_sample.xml,
secure_cluster_sample.xml,
secure_server_sample.xml

Syntax SilverCmd SetSecurity server[:port] [database]l -f file [options]

Thevalid arguments are:

Argument Definition

server[:port] Specifies the name of the server and the administration port

database Specifies the name of the target database
Not required when setting server permissions

-f file Specifies the fully qualified name for an input file whose contents
specify the security permissions information

options Specifies the operating criteria for the command

Thevalid options are:

Option Definition

-? or-h Displays the usage message

-Uusernameand  Specifies user name and password for server authentication
-P password

-i Continues on error
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SetUserGrouplinfo

Description Creates and deletes Silver Security users and groups, adds users to groups, and sets
properties for both. This command has eight optional actions (listed in “Actions” on

page 97).

Server permissions DTD and sample input file

Modify server settings DTD: set_user_group_info.dtd

Sample: set_user_group_info_sample.xml

Syntax SilverCmd SetUserGrouplInfo server[:port] [action action-parameters]
[options]

Thevalid arguments are:

Argument Description

server[:port] Specifies the name of the server and the administration port

action Specifies the action to perform—for example, CreateUser or
DeleteUser

L For alist of actions, see “Actions” below

action-parameters Specifies any special operating criteria for the action

options Specifies operating criteria for the command

Thevalid options are:

Option Description
-? or-h Displays the usage message
-f file Specifies the name of a file containing data for the

SetUserGrouplnfo command

-i Continues on error

This is valid in batch mode only

-U username and Specifies user name and password for server authentication
-P password

Actions The SetUserGrouplnfo actions are:

Action Description

AddUserToGroup Adds a user to a Silver Security group
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Action Description

CreateGroup Creates a Silver Security group

CreateUser Creates a Silver Security user or certificate
DeleteGroup Deletes a Silver Security group from the server
DeleteUser Deletes a Silver Security user from the server

DeleteUserFromGroup Deletes a user from the specified Silver Security group

SetGroupProperties Specifies properties for an existing Silver Security group

SetUserProperties Specifies properties for an existing Silver Security user

AddUserToGroup action

Description

Syntax

Examples

Adds an existing user from aknown security realm (such as NT) to an existing Silver
Security group.

SilverCmd SetUserGrouplInfo server[:port] AddUserToGroup username
groupname [options]

The action-parameters are:

Action-parameter  Description

username Specifies the name of the user to add. The name must be in a
valid login format

If the name includes spaces, it must be enclosed in quotes

LY For more information about supplying these values for the

security realms, see the chapter on setting up security in the
Administrator’s Guide

groupname Specifies the name of the Silver Security group to which you
want to add the user

If the name includes spaces, it must be enclosed in quotes. The
name is case-sensitive and must exactly match an existing
groupname

This example shows how to add the NT user admin to the Silver Security group
Admins:

SilverCmd SetUserGroupInfo localhost AddUserToGroup ntDomainl\
admin Admins

This example shows how to add the NT user admin to the Silver Security group Our
NT Administrators:
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admSecurity.html

SilverCmd SetUserGroupInfo localhost AddUserToGroup ntDomainl\
admin "Our NT Administrators"

CreateGroup action

Description

Syntax

Examples

CreateUser action
Description

Syntax

Creates a Silver Security group for the specified server.

SilverCmd SetUserGrouplInfo server[:port] CreateGroup -g groupname [-d
description]

The action-parameters are:

Action-parameter Description

-g groupname Specifies the name of the group

This value is required. If the groupname includes spaces, it
must be enclosed in quotes

-d description Specifies a description for the group

This value is optional. If the description includes spaces, it
must be enclosed in quotes

The foll owing examples show how to create three distinct Silver Security groups: one
called Developers, one called Our Administrators, and one called Finance:

SilverCmd SetUserGroupInfo localhost CreateGroup -g Developers -d
"Research and Development Group"

SilverCmd SetUserGroupInfo localhost CreateGroup -g "Our
Administrators" -d "Our Admins"

SilverCmd SetUserGroupInfo http://myserver CreateGroup -g Finance

Createsa Silver Security user by specifying auser name/password or a certificate user.

SilverCmd SetUserGrouplInfo server[:port] CreateUser -u username [-p
password] [-n full-name] [-d description]

OR

SilverCmd SetUserGrouplInfo server[:port] CreateUser -c client-
certificate-file
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The action-parameters are:

Action-parameter Description

-u username Specifies the name by which the new user will be known
to the application server. This value is required except
when specifying a client certificate file

Note that this value is different from the -U and -P
(uppercase) parameters used for authenticating the
user running SilverCmd

-p password Specifies the user’s password. This value is optional

Note that this value is different from the -U and -P
(uppercase) parameters used for authenticating the
user running SilverCmd

-n full-name Specifies the user’s full name. If the name includes
spaces, it must be enclosed in quotes. This value is
optional

-d description Specifies a description for the user. If the description

includes spaces, it must be enclosed in quotes. This
value is optional

-c client-certificate-file Specifies the client certificate file

Examples These examples show how to create a new user:

SilverCmd SetUserGroupInfo http://myserver CreateUser -u userl -p
MyPassword -n “John Doe" -d "Applications Developer"

SilverCmd SetUserGroupInfo localhost CreateUser -u userl -n "John
Doe"

SilverCmd SetUserGroupInfo localhost CreateUser -u userl
This example shows how to create a certificate user, given aclient certificatefile:

SilverCmd SetUserGroupInfo localhost CreateUser -c
c:\certs\ClientCertl.cer

DeleteGroup action
Description Deletes a Silver Security group.

Syntax SilverCmd SetUserGroupInfo server[:port] DeleteGroup groupname
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Example

DeleteUser action
Description

Syntax

Example

Usage

The action-parameter is:

Action-parameter Description

groupname Specifies the name of the group to delete. It must exactly match
the existing groupname (it is case-sensitive). If the name
includes spaces, it must be enclosed in quotes

SilverCmd SetUserGroupInfo localhost DeleteGroup TestGroup

Deletes a Silver Security user from the system.

SilverCmd SetUserGrouplInfo server[:port] DeleteUser username

The action-parameters are:

Action-parameter Description

username Specifies the name of the user to delete. It must exactly match
an existing username (it is case-sensitive). If the name
includes spaces it must be enclosed in quotes

SilverCmd SetUserGroupInfo http://myserver DeleteUser testUserl

To delete a certificate user:

SilverCmd SetUserGroupInfo localhost DeleteUser "CERT\\Jack Brown,
DigitalID Class 1 - Microsoft Full Service, VeriSign, Inc.
(28f52c889e8d6d8cf21d932d9b712z705) "

You must specify the compl ete distinguished name of the certificate user:

+ The constant CERT\\ must be prepended to the distinguished name to
disambiguate it (CERT stands for Certificate Security Realm).

+ The\\ signifies a security authority that is not present in this case.

«  With NT, for example, the name would look something like this:

NT\domainname\userl

+ With Certificate Security Realm, no authorities are specified.

You can specify the default security realm (viathe SMC or by setting the
AgiAdmServer.PROP_DEFAULT _SECURITY_REALM property on the server
object). If you set the default to Certificate Security Realm (for example, by setting
the property valueto CERT), there would be no need for the CERT\\ part, because it
would be assumed by default.
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DeleteUserFromGroup action

Description

Syntax

Example

Deletes a user from a Silver Security group.

SilverCmd SetUserGroupInfo server[:port] DeleteUserFromGroup username
groupname

The action-parameters are:

Action-parameter Description

username Specifies the name of the user to delete from the group.

It must exactly match an existing username (it is case-
sensitive). If the name includes spaces, it must be enclosed in
quotes

groupname Specifies the name of the Silver Security group from which to
delete the user. It must exactly match an existing groupname
(it is case-sensitive). If the name includes spaces, it must be
enclosed in quotes

SilverCmd SetUserGroupInfo localhost DeleteUserFromGroup
ntDomainl\admin Admins

SetGroupProperties action

Description

Syntax

Sets propertiesfor aSilver Security group. Any propertiesthat are not specified retain
their original values.

SilverCmd SetUserGrouplInfo server[:port] SetGroupProperties -g
groupname [-d description -1 "is-locksmith"]

The action-parameters are:

Action-parameter Description

-g groupname Specifies the name of the group. It must exactly match an
existing groupname (it is case-sensitive). If the name includes
spaces, it must be enclosed in quotes

-d description Provides a description of the group. If the name includes
spaces, it must be enclosed in quotes
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Examples

SetUserProperties

Description

Syntax

Action-parameter Description

-l “is-locksmith” Specifies the Locksmith value, which may be true or false

You may set is-locksmith on any type of group, not just Silver
Security groups

You can only grant Locksmith privileges if you have them—for
example, if you are a Locksmith

The value true means grant the privilege, and false means
revoke the privilege

SilverCmd SetUserGroupInfo myserver SetGroupProperties -g testGroup -d
"This is a test group"

SilverCmd SetUserGroupInfo myserver SetGroupProperties -g "Our
Administrators" -1 false

action

Modifies propertiesfor aSilver Security or certificate user. Valuesnot specified are not
modified.

SilverCmd SetUserGrouplInfo server[:port] SetUserProperties -u username
-p password -n full-name [-d description] [-1 “is-locksmith”]

OR

SilverCmd SetUserGrouplInfo server[:port] SetUserProperties -u username
-p password -c certificate-file [-1 is-locksmith]

The action-parameters are:

Action-parameter Description

-u username Specifies the user name for the user whose properties you
want to change. This value is required and is not configurable

-p password Specifies a new password for the user

-n full-name Specifies a full name for the user. If the name includes spaces,
it must be enclosed in quotes

-d description Provides a description of the user. If the name includes spaces,
it must be enclosed in quotes
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Action-parameter Description

-l is-locksmith Specifies the Locksmith privilege value. You can give
Locksmith privileges to any type of user, not just SilverUser or
CertificateUser. You can only grant Locksmith privileges if you
have them—for example, if you are a Locksmith. The value
true means grant the privilege and false means revoke the
privilege

-c certificate-file Specifies the certificate file for updating the certificate users.
This is a required value for certificate files and is not
configurable

Exanuﬁes SilverCmd SetUserGroupInfo localhost SetUserProperties -u jsmith -p
"new password" -1 false

SilverCmd SetUserGroupInfo localhost SetUserProperties -u jsmith -n
"Jonathan H. Smith"

SilverCmd SetUserGroupInfo localhost SetUserProperties -u jsmith -d
"Principal Engineer" -p "new pwd"

Undeploy
Description Undeploys a J2EE deployed object from a specified server. You can use this command
to undeploy EARs, EJBs, RARs, CARs, and WARs.
Server permissions DTD and sample input file
Modify server configuration None
Syntax SilverCmd Undeploy server[:port] database object [options]

Thevalid arguments are:

Argument Description

server[:port] The target server

database The database containing the deployed J2EE archive
object The name of the J2EE object to undeploy

Use the name exactly as shown in the SMC’s Deployed Object
panel (accessed via the Deployment icon)

options Specifies operating criteria for the command
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Thevalid options are:

Option

Definition

-?or-h

Displays the usage message

-U username and  Specifies user name and password for server authentication
-P password

-v verboseLevel The level of messages to output. Values range from 0 for no

messages (default) to 5 for the most messages

ValidateEAR

Description Validates the deployment descriptor within the specified EAR file. It reports any
deployment descriptor problems, missing application assembly components, and
class-related problems. The problems are written to the command window.

Use this command when you want to verify that the descriptor is correct before
attempting to deploy the EAR on the server with DeployEAR.

Server permissions DTD and sample input file

None

None

Syntax SilverCmd ValidateEAR earfile [options]

Thevalid arguments are:

Argument

Description

earfile

Specifies the name of the EAR file to validate

options

Specifies any operating criteria for the command

Thevalid options are:

Option

Description

-? or-h

Displays the usage message
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ValidateEJB

Description Validates the beans, the deployment plan, and the deployment descriptor. It is
automatically called by SilverCmd DeployEAR and DeployEJB and writes any errors
or warnings to the SilverCmd console window.

Server permissions DTD and sample input file
None None
Syntax SilverCmd ValidateEJB ejbJarFile deploymentPlan [options]

Thevalid arguments are:

Argument Description

ejbJarFile Specifies the EJB JAR file whose beans are to be validated

deploymentPlan Specifies the EJB’s deployment plan

options Specifies operating criteria for the command

Thevalid options are:

Option Description

-? or-h Displays the ValidateEJB usage message

-v verboseLevel The level of messages to output. Values range from 0 for no
messages (default) to 5 for the most messages
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SilverJ2EECIient

This chapter describes SilverJ2EECIient, thefacility provided with the Novell exteNd
Application Server to host Java-based clients for J2EE applications. Topicsinclude:

+ About SilverJ2EECIient

+ Instaling SilverJ2EECIient

+ Starting SilverJ2EECIient

+ Using startup options

+ Passing application arguments

+ Supporting access to secured EJBs

About SilverJ2EECIient

If your production environment includes J2EE application clients, the user machines
running them will need to install and use Silver J2EECIient. SilverJ2EEClientisa
low-administration J2EE application client container that hosts your clientswith a
robust set of supporting J2EE services (including deployment, JINDI namespace
access, and security authentication).

Ll For information on devel oping J2EE application clients, see the exteNd Director
help.
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SilverJ2EECIient features

Usersinvoke SilverJ2EECIient to run J2EE application clients you’ ve deployed to the
application server. The features SilverJ2EECIient provides to support these clients
include:

Feature Description

Container installation SilverJ2EECIient is easy to download from the server and
install on user machines.

Client deployment When the user starts a particular client, SilverJ2EECIlient
checks whether the user machine already has the
appropriate versions of that client’s deployed JAR files. If
not, it automatically downloads them from the server.

Communication When downloading JARs from the server to a user

protocols machine, SilverJ2EECIlient uses HTTP (or HTTPS) as the
communication protocol. In all other cases (such as
access to EJBs and other resources), it uses RMI-IIOP or
RMI-IIOP over SSL (for secured EJBs). Beyond that,
you're free to code your client classes to use any
communication protocols necessary for particular tasks.

User authentication When SilverJ2EECIient connects to the server to
download client JARs, it automatically handles any user
authentication required (such as by prompting for user
name and password). Alternatively, it lets you pass user
name and password command-line options (to support
authentication during RMI-IIOP communication).

Server access When accessing the server, SilverJ2EECIlient
automatically takes care of establishing an RMI session.
You don't need to write any code for this in your client
classes.

Namespace access SilverJ2EECIient automatically provides a JNDI
namespace for your client. This gives your client classes
access to environment entries, EJB references, and
resource references.

Client portability Because SilverJ2EECIient handles the housekeeping,
you are insulated from having to write vendor-specific
code in your client classes.
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Installing SilverJ2EECIient

To minimize administration effort, the Novell exteNd Application Server can host
installer sthat usersthen download to set up the current version of SilverJ2EECIient.
The server aso offersaninstall page that users can browseto for easy selection of the
appropriate installer flavor (Windows, UNIX, or Linux).

Hosting the SilverJ2EECIient installers on your server

The SilverJ2EEClient installers are not included when you instal| the Novell exteNd
Application Server from the product CD. If you want to host these installers on your
application server, you must obtain them from the Novell devel oper Web site and store
them in the appropriate server directory.

> To host the installers:

1 Download the SilverJ2EEClient installer files from
developer.novell.com/ndk/j2eeclient.htm

2 Copy the downloaded installer files to the following Novell exteNd directory on
your application server machine:
AppServer\Resources\SilverJ2EEClientInstall

When you compl ete these steps, the SilverJ2EEClient installerswill be ready for users
to access from your server.

Going to the SilverJ2EECIient install page

By default, the SilverJ2EECIient install page is available from your server at the
following URL:

http://servername/SilverStream/Pages/SilverJ2EEClient.html

You can instruct usersto type thisURL directly in their browsers, or you can supply a
page that linksto it for easier access.

Using the install page Oncedisplayed, the SilverJ2EEClient install page provides
links that users can click to download:

+ A Windows version of the SilverJ2EEClient installer

+ UNIX or Linux versions of the SilverJ2EECIient installer (for supported
platforms)

This page a so includes instructions for using the installers and for starting
SilverJ2EECIient once installed.
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Providing direct access to the installers You may want to let users download a
SilverJ2EECIient installer directly, without going to the SilverJ2EECIient install page
first. In that case you can instruct them to type one of the following URLS, or you can
link to it from your own pages:

To link directly to this version of the

SilverJ2EECIient installer Use this URL

Windows SilverJ2EECIientiInstall.exe
UNIX (Solaris) SilverJ2EECIientInstallSolaris.sh
Linux SilverJ2EECIientInstallLinux.sh

These URLs all begin with:

http://servername/SilverStream/SilverJ2EEClientInstall/

NetWare support for the installers On Novell NetWare, the application server
can host the SilverJ2EECIient installers for Windows, UNIX, and Linux clients. To
download these installers, users can access the SilverJ2EECIient install page from the
application server. Because NetWareisaserver platform, thereisn’t aNetWareversion
of the SilverJ2EEClIient installer for users to downl oad.

SilverJ2EECIient itself is automatically installed on the NetWare machine when you
install the application server. Also, you can use the Novell Clients Software CD that
accompanies NetWareto install Novell exteNd Application Server Clients (which
includes SilverJ2EECIient) on Microsoft Windows machines.

Ll For more information on NetWare install issues, see Installing Novell exteNd.

Installing on Windows
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Once you download the Windows version of the SilverJ2EECIient installer, you'll
have the following file on your local machine:

SilverJ2EEClientInstall.exe

Run thisfiletoinstall SilverJ2EECIient and the supporting components it requires.

What gets installed When theinstaller isdone, you'll have a directory for
SilverJ2EECIient on your local machine that contains:

+ SilverJ2EECIient executable (SilverJ2EECIient.exe)
+ exteNd runtimefiles (ZIPsand JARs of API packages and supporting files)

+ Java 2 Runtime Environment (JRE)
+ JavaHotSpot Performance Engine
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+ Novell exteNd ORB (a Java-hased CORBA ORB, set up as the default ORB for
the machine)

SilverJ2EECIient should now be ready to use on this machine.

Installing on UNIX or Linux

Once you download a UNIX or Linux version of the SilverJ2EECIient installer, you'll
have the following file on your local machine: Silver J2EEClientl nstallPlatform.sh.
Run thisfiletoinstall SilverJ2EECIient and the supporting componentsit requires.

For example:

+ InSolaris, typesh silverJ2EEClientInstallSolaris.sh
+ InLinux, typesh silverJ2EEClientInstalllLinux.sh

What gets installed When theinstaller isdone, you'll have a directory for
SilverJ2EECIient on your local machine that contains:

+ SilverJ2EECIient executable (SilverJ2EECIient)

+ exteNd runtimefiles (ZIPsand JARs of API packages and supporting files)
+ Java2 Runtime Environment (JRE)

+ exteNd ORB (aJava-based CORBA ORB, set up as the default ORB for the
machine)

SilverJ2EECIient should now be ready to use on this machine.

Ll For detailed information about UNIX or Linux platform support, seethe Release
Notes.

Installing from the product CD

Another way to install SilverJ2EECIient isto use the Novell exteNd installation
program from your product CD. This program enablesyou to install SilverJ2EECIient
(and supporting files) alone or along with other application server components.

Installing SilverJ2EECIient thisway is primarily for devel opers. The result isthe same
asaccessing the SilverJ2EEClient install page (SilverJ2EECIient.html) from the server
to do the installation.

Al For more information on using the Novell exteNd installation program, see
Installing Novell exteNd.

If you're using Novell NetWare, see “ NetWare support for the installers’ on page 110.
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Starting SilverJ2EECIient

You can start SilverJ2EEClIient in several different ways, depending on the platform
you're using (Windows, NetWare, UNIX, or Linux).

Running on Windows
In Windows, you can start SilverJ2EECIient by doing either of the following:

+ Using the executable
OR
+ Using SICfiles
Using the executable You can start SilverJ2EECIient from the command prompt
by invoking the executable program SilverJ2EECIient.exe. Enter:

installdirectory\bin\SilverJ2EEClient [options]
[protocol://] hostnamel:port] databasename clientname [appargs]

where;

Parameter What to specify

installdirectory ~ The root directory where SilverJ2EECIient is installed on the user
machine. For example:

c:\SilverJ2EEClient

options (Optional) Startup options for controlling the execution of
SilverJ2EECIient. Specify zero or more of these. For example:

-as_username=sam —as_password:icecream

L see “Using startup options” on page 118.

protocol (Optional) One of the following HTTP protocols:
e http:// (default)
+ https:// (for SSL connections)

hostname The host name (or Internet address) of the Novell exteNd
Application Server to access. For example:

corporate

port (Optional) The TCP/IP port number that server uses. For
example:

8080
The default is 80.
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Parameter What to specify

databasename  The name of the deployment database containing the client
deployment to run. For example:

sales
clientname The name of the J2EE application client deployment to run. For
example:
quotaclient
appargs (Optional) Application-specific arguments that you want to pass

through to your client for processing. Specify zero or more of
these. For example:

myarg -myswitch -y 2003

[L] see “Passing application arguments” on page 120.

For example:

c:\SilverJ2EEClient\bin\SilverJ2EEClient
-as_username=sam -as_password=icecream
http://corporate:8080 sales quotaclient
myarg -myswitch -y 2003
If you don’t want to type the command every time, you can create abatch (BAT) fileto
issueit.

Using SJC files Another aternative to starting SilverJ2EECIient from the
command prompt isto use SJC files. SICs are SilverJ2EEClient application filesin
which you store all the arguments you'’ d otherwise type. Opening an SIC file
automatically invokesthe SilverJ2EECIient executable SilverJ2EECIient.exe and uses
those arguments.

The association between the SIC file extension and SilverJ2EECIient.exeis
automatically set up in Windows when you install SilverJ2EECIient.

> To create an SJC file:
1 Openanew text filein an editor of your choice.
2 Typethefollowing onasingleline

[options] [protocol://]lhostnamel:port] databasename clientname
[appargs]

For example:

-as_username=sam -as_password=icecream
http://corporate:8080 sales quotaclient
myarg -myswitch -y 2003

3 Savethistext file with the extension SIC. For example:

quota.sjc
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Once you have an SIC file, you can:

+ Create a Windows shortcut to launch it
+ Sendit to someonein e-mail
+ Linktoit fromany HTML page—for instance:

<a href="quota.sjc">Quota Client</a>

Running on NetWare

In NetWare, you can start SilverJ2EECIient from the system console by invoking the
executable program SilverJ2EECIient.nim (installed in SY S:\exteNd\A ppServer\bin).
Enter:

SilverJ2EEClient [options] [protocol://]hostnamel:port]
databasename clientname [appargs]

where:
Parameter What to specify
options (Optional) Startup options for controlling the execution of
SilverJ2EECIient. Specify zero or more of these. For example:
-as_username=sam —as_password:icecream
[ see “Using startup options” on page 118.
protocol (Optional) One of the following HTTP protocols:
e http:// (default)
+ https:// (for SSL connections)
hostname The host name (or Internet address) of the Novell exteNd
Application Server to access. For example:
corporate
port (Optional) The TCP/IP port number that server uses. For
example:
83

The default is 80.

databasename  The name of the deployment database containing the client
deployment to run. For example:

sales

clientname The name of the J2EE application client deployment to run. For
example:

quotaclient
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Parameter What to specify

appargs (Optional) Application-specific arguments that you want to pass
through to your client for processing. Specify zero or more of
these. For example:

myarg -myswitch -y 2003

See “Passing application arguments” on page 120.

For example:

SilverJ2EEClient -as_username=sam -as_password=icecream
http://corporate:83 sales quotaclient
myarg -myswitch -y 2003

If you don’t want to type the command every time, you can create an NCF fileto issue
it.

Running on UNIX or Linux

In UNIX or Linux, you can start SilverJ2EECIient from the command prompt by
invoking the executable program SilverJ2EECIient. Enter:

installdirectory/bin/SilverJ2EEClient [options]
[protocol://] hostnamel[:port] databasename clientname [appargs]

where:

Parameter What to specify

installdirectory The root directory where SilverJ2EECIient is installed on the user
machine. For example:

/export/home/sam/SilverJ2EEClient

options (Optional) Startup options for controlling the execution of
SilverJ2EECIient. Specify zero or more of these. For example:

-as_username=sam - as_password:icecream

See “Using startup options” on page 118.

protocol (Optional) One of the following HTTP protocols:
+ http:// (default)
+ https:// (for SSL connections)

hostname The host name (or Internet address) of the Novell exteNd
Application Server to access. For example:

corporate
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Parameter What to specify
port (Optional) The TCP/IP port number that server uses. For
example:
8888
The default is 8080.

databasename  The name of the deployment database containing the client
deployment to run. For example:

sales
clientname The name of the J2EE application client deployment to run. For
example:
quotaclient
appargs (Optional) Application-specific arguments that you want to pass

through to your client for processing. Specify zero or more of
these. For example:

myarg -myswitch -y 2003

[ see “Passing application arguments” on page 120.

For example:

/export/home/sam/SilverJ2EEClient/bin/SilverJ2EEClient
-as_username=sam -as_password=icecream
http://corporate:8888 sales quotaclient
myarg -myswitch -y 2003

If you prefer to work in the desktop environment, you can set up an icon to issue the
command or run from your file manager.

Displaying a console window

This section describes how devel opers can display console information on the screen
when running SilverJ2EEClient in Windows.

Using the console version of SilverJ2EECIlient TheNovell exteNd Application
Server devel opment environment on Windows provides away to display standard
output and error messages from SilverJ2EEClient. SilverJ2EECIlient_c.exe (in the
server’s\bin directory) is aconsole version of SilverJ2EECIlient that you can invoke
instead of the usual end-user executable (SilverJ2EEClient.exe). You can start it from
the command prompt by typing:
serverdirectory\bin\SilverJ2EEClient c [options]
[protocol://]l hostnamel:port] databasename clientname [appargs]

For example:
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c:\Program Files\Novell\exteNdn\AppServer\bin\SilverJ2EEClient c
-as_username=sam -as_password=icecream
http://corporate:8080 sales quotaclient
myarg -myswitch -y 2003

Any standard output and error messages from SilverJ2EECIient then display in the
command prompt window you’re running from. That includes messages related to
startup issues.

Displaying your own splash screen

SilverJ2EECIient enablesyou to specify a JPG file of your choice as the splash screen
to display whenever it starts up.

> To specify the splash screen image:
1 Instal your JPG file on the user machine in one of the following ways:
+ Inthefile system, on a path that ends with:
com\sssw\jrunner\Splash.jpg
+ InaJAR or ZIPfile containing that path
2  Set the AGCLASSPATH environment variable to specify either:
+ The path leading up to the com directory
set AGCLASSPATH=c:\myapp
+ Thepath of the JAR or ZIPfile
set AGCLASSPATH=c:\myapp\mysplash.jar

SilverJ2EECIient in the development environment

When you invoke SilverJ2EEClient (or SilverJ2EEClient_c) in your development
environment to test a client deployment, make sure the current directory is not the one
containing your local development version of that client (compiled classes, JARS, and
so on). Doing so causes classpath confusion that may prevent the client from running
properly.
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Using startup options

There are two kinds of options you can provide when starting SilverJ2EEClient:

+ -options These are options specific to the Novell exteNd Application Server
environment. (They are passed to the JRunner class.)

+« +options (Windows only) Some of these options are passed directly to the
Javainterpreter (at which timethe + characters are changed to - characters).
Others are handled by the SilverJ2EECIient executable to launch the Java

interpreter.

Using - options

The following tables describe the - options you can provide when starting

SilverJ2EEClient:

Option

Description

-as_username=username

Specifies the user name to use when logging in to a
Novell exteNd Application Server. For example:

-as_username=sam

If you don’t supply this option and user authentication
is required, you'll get a dialog prompting for user name
and password.

-as_password=password

Specifies the password to use when logging in to a
Novell exteNd Application Server. For example:

-as_password=icecream

If you don’t supply this option and user authentication
is required, you'll get a dialog prompting for user name
and password.

-as_proxy=proxyserver

Specifies a proxy server that you want to use. Include
the proxy server name and (optionally) its port number
(the default is 80). Examples:
-as_proxy=Corpproxy
-as_proxy=corpproxy:8080
Using SSL To use SSL with a proxy server, simply
specify the HTTPS protocol for your Novell exteNd
Application Server:

SilverJ2EEClient -as_proxy=corpproxy
https://finance payroll salaryclient

To learn about configuring a Novell exteNd
Application Server for SSL, see the chapter on setting
up security in the Administrator’s Guide.
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Using + options

Option

Description

-as_use_ssl Enables protection for ORB communication.

-? Displays usage information about SilverJ2EECIient
h and how to start it.

-help

Client certificate options You can specify one of the following sets of optionsfor

client certificate support:

Set  Option

Description

1 -as_clientcertprompt

Displays a dialog for specifying the
PKCS12 DER file and password.

2 -as_pkecsl2file=file

Specifies the PKCS12 DER file
containing the certificate and private key.

-as_pkcsl2password=password

Specifies the PKCS12 password.

3 -as_x509file=file1

Specifies the X509 certificate file
(supporting both DER and PEM
formats).

-as_pkcs8file=file2

Specifies the PKCS8 DER file containing
the private key.

-as_pkcs8password=password

Specifies the PKCS8 password.

The following table describes + options you can provide when starting

SilverJ2EEClient in Windows:

Option Description

+client or +server

Specifies the VM to use.

For more information, see the section on specifying the

JVM to use in the chapter on running the server in the
Administrator’s Guide.

+profile

Turns on profiling for the session.

+verbose:vmopts

(For SilverJ2EECIient_c) Specifies that you want to output

only startup options to the screen, without all the other
information generated in verbose mode.
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You can also pass standard VM options directly to the Javainterpreter by specifying
them as + options. The + character is automatically converted to - asthe optionis
passed.

For example, specifying:
+verbose
passes this option to the Javainterpreter as:

-verbose

Passing application arguments

When developing a J2EE application client, you can code it to ook for one or more
application-specific arguments at runtime and then perform some processing based on
those arguments. To help you do that, this section describes how to:

1 Passapplication arguments to a client when starting SilverJ2EEClient

2 Enablethe client to access and use those arguments

Specifying the arguments to pass
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When starting SilverJ2EECIlient, add any application arguments to the end of the
command (after the name of the client to run). For instance, to pass the arguments
-dollars and 2 to the client named rateclient (in the service database on the custserv
server), you specify:

SilverJ2EEClient custserv service rateclient -dollars 2

Here are some additional rulesto keep in mind:

+ Argumentsbeforetheclient name are assumed to be startup options and are not
passed to the client.

+ Argumentsthat begin with -as_are assumed to be startup options and are not
passed to the client (even if they are after the client name).

+ Sartup optionsnot beginning with -as_must be before the client name.
Otherwise, they are assumed to be application arguments and are passed to the
client.

Al For more information on the command syntax, see “ Starting SilverJ2EECIient”
on page 112.
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Accessing the arguments from a client

Supporting

When SilverJ2EEClient startsaclient, it invokes the main() method of the client’s
main class and passes any application arguments to that method as a String array. You
can then read them just as you would in any Java application.

access to secured EJBs

An Enterprise JavaBean (EJB) deployed onthe Novell exteNd Application Server may
be secured so that an [1OP over SSL connection is automatically used when someone
triesto accessit. To support thiskind of connection, SilverJ2EECIient includes the
following JAR file of CA (Certificate Authority) certificates: agrootca.jar (locatedin
the SilverJ2EECIlient \Common\lib directory).

If you need to use a CA certificate that isn't in thisfile, you must add it. Use the JAR
editing tool of your choice (such asthe Sun JAR utility or WinZip).

L For moreinformation on secured connectionsto EJBs, seethe chapter on setting
up security in the Administrator’s Guide.
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Server Implementation Notes

This chapter presents some implementation details about the Novell exteNd
Application Server. Topics include:

+ J2EE containers

+ Session-level failover

+ CORBA support

+ XML support

+ Internationalization support

J2EE containers

At the heart of the J2EE component model are containers. Containers are the runtime
environments supplied by J2EE platform providers such as the Novell exteNd
Application Server. Containers provide life-cycle management and other services,
freeing application devel opers to focus on the presentation and businesslogic of their
applications.

The application server implements each of the three kinds of J2EE container:

+ Web container
+ EJIB container
+ Client container
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Web container

The Web container contains \Web applications, which are packaged in Web archive
(WAR) files. Each WAR you depl oy to the application server functions as acomplete,
standal one application. The WAR file must contain all JSP pages, servlets, JavaBeans
components, utility classes, static HTML pages, images, and sounds used by the
application.

JSP pages and servlets Onceyou've deployed a WAR to the server, each JSP
page in the WAR behaves like aservlet. The page is associated with an URL. When a
Web client or server-side object performs an operation on that URL, the server finds
the associated servlet, instantiatesit, and calls the init() and service() methods
associated with the servlet. When the servlet is about to be unloaded, the server calls
the destroy() method.

The servlet context for any JSP page (or servlet) within the WAR is the WAR itself.
That means a JSP page or servlet cannot forward to (or include) a JSP page or servlet
that resides in a different WAR, since the WAR defines the boundaries of the
application.

Persistence JSP pagesrunning on the application server are not persistent. A new
instance of a JSP page might be created for each HTTP request (depending on whether
the JSP page is defined as threadsafe in the deployment descriptor).

Response The application server uses the Servlet API to implement response
buffering. It uses the following methods of the ServletResponse interface to buffer
response data:

+ getBufferSize()
+ setBufferSize()
+ isCommitted()
o reset()

o  flushBuffer()

Length If aservlet does not specify the length of its content by calling
setContentL ength(), the server uses HTTP 1.1 chunking to transfer the content asa
series of chunks.

How URLs are processed

When aWeb client or server-side object requests aresource in aWAR, the server
breaks the request URL down into several components:

Component Description

context path Identifies the WAR
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Component Description

servlet path Identifies the requested item (JSP page, servlet, or other resource)
in the WAR
pathinfo (Optional) Provides extra data to be passed to the servlet. In

general, performance is better when query parameters (instead of
pathinfo data) are passed to a request—because pathinfo slows
down the lookup process, but parameters do not.

The following example shows the components of the URL for aWAR file deployed at
myWar :

http://host/db/path/to/war/myWar/foo.jsp/pathinfo/for/jsp

Here the context path is/db/path/to/war, the servlet path is/myWar /foo.jsp, and the
pathinfo is/pathinfo/for/jsp.

Dispatching requests within a WAR

A JSP page or servlet can forward to (or include) any other JSP page or servlet that
resides in the same WAR.

If you usethe <jsp:forwar d> or <jsp:include> action, the target URL can be context-
relative or page-relative. A context-relative URL beginswith adlash (/) and is
interpreted relative to the WAR. A page-relative URL does not begin with aslash and
isinterpreted relative to the current page.

Suppose the complete URL for a JSP pageis

http://localhost/myDatabase/j sptests/myj sptest.jsp, and the URL you giveto the
WAR at deployment timeisjsptests. Inthiscaseyou canforward arequest to the page
by embedding the following tag in a JSP page in the same WAR:

<jsp:forward page="/myjsps/test.jsp"/>

Inaservlet, if you use the getRegquestDispatcher() method of the ServletContext object
to specify thetarget URL, the URL is context-relative. It must begin with aslash and
isinterpreted relative to the WAR. To forward arequest to
http://localhost/myDatabase/] sptests/myj spstest.j sp, you could embed the
following code in aservlet in the same WAR:

ServletConfig sconfig = getServletConfig() ;
ServletContext sc = sconfig.getServletContext () ;
RequestDispatcher rd =

sc.getRequestDispatcher ("/myjsps/test.jsp") ;
rd.forward(req, res);

The forward() method call passes the implicit request and response objects as
arguments.
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JSP pages and session management

EJB container

Supported EJBs

The application server can use either cookies or URL rewriting to track sessions. It
uses cookiesif the browser supports cookies and uses URL rewriting if the browser
does not.

Ll For more information, see the section on session management in the chapter on
server configuration in the Administrator’s Guide.

The EJB container provides the runtime environment for EJB2.0 and EJB 1.1 beans.
The runtime environment includes such low-level services as naming, remote access,
security, and transaction support.

This section describes the features of the EJB container and includes these topics:

+ Supported EJBs
+ EJIB container services

The EJB container supports:

+ Message-driven beans—Message-driven beans |et you access messages from a
gueue or atopic managed by the IMS message server.

+ Session beans—Both stateful and statel ess session beans.

+ Entity beans—Supports both bean-managed (BM P) and container-managed
(CMP) entity beans. It supports the following entity bean features:

Feature Description

Container-managed Supports CMP via object-relational mapping, and

persistence supports access to legacy systems through Resource
Adapters.

CMP entity beans can comply with the EJB 1.1 or 2.0
persistence model.
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Feature Description

Autoincrement fields Supports autoincrement fields in target databases via
the autolnc element in the deployment plan.

If the target database supports autoincrement fields,
you need to add an empty autolnc element to the
deployment plan. For databases that do not support
autoincrement, you can use the schemaName,
autolncTableName, and columnName elements to
generate a unique number. For Oracle databases,
you can use the autolncSequenceName element to
specify the sequence name.

Concurrency Supports both optimistic and pessimistic
concurrency. Use the isolationLevel element of the
deployment plan to specify the concurrency strategy.

Controlling container- To view the container-generated SQL in the server

generated SQL console, start the server with EJBDebug=1. To
override the container-generated SQL, specify the
SQL you want in the sglSubstitutionList element in
the deployment plan. The container does not perform
any error checking on the substituted SQL.

Data loading Supports both eager and lazy loading. Use the
delayInstantiation element in the deployment plan to
specify how to load data. The default is false (eager
loading).

Link tables Supports link tables in many-to-many relationships
and one-to-many relationships (although this is not
recommended). Use the linkTable element in the
deployment plan.
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EJB container services

Debugging
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This section describes the services provided when an EJB is deployed an application
server.

The EJB container provides debugging support at both deployment timeand runtime.

Deployment debugging support  Deployment debugging support is provided
through the command-line tool Silver Cmd. The following table describes the
commands that are most useful for debugging:

SilverCmd command Description

ValidateEJB Validates EJBs against the specification

Validates the deployment plan and the deployment
descriptor

Is also called by both SilverCmd DeployEAR and
DeployEJB

Generates errors and warnings

DeployEAR Allows you to specify verbose level (-v). You can specify
three levels of messages:

DeployEJB )
+ Low: specify 1

+ Medium: specify 3
+ High: specify 5
To skip validation, use -n

Ll For more information on SilverCmd, see Chapter 4, “ SilverCmd Reference”.
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Instance pooling

Runtime debugging support  Runtime debugging support is provided through a
server startup switch or acommand shell from the server console. The following table
describes the switches and how to use them:

Server switch

Description

EJBDebug

Lets you specify the types of messages the server should
output. Use this syntax when starting the server:

SilverServer +DEJBDebug=n
Valid values for n are:

+ 1: Shows the SQL the container generates for CMP entity
beans (as an alternative, you can use sql.debug)

+ 2: Shows transaction starts, commits, and rollbacks
« 4: Shows any Exceptions

+ 8: Shows security

+ 16: Shows EJB metadata

+ 32: Shows the contents of the context pool

To specify more than one type of output Use the sum of
values. For example, to see SQL and Exceptions, use the
value 5.

Viewing messages You can view the messages for all
deployed beans or for a specific bean. To see values for a
subset of beans, use EJBDebugName (described next).

EJBDebugName

Lets you specify a single bean or a set of beans for which you
want to see EJB debug messages. Use this in conjunction
with the EJBDebug flag (above). The syntax when starting the
server is:

SilverServer +DEJBDebugName=name
where name:
+ Is the ejb-name element of the deployment descriptor
+ |s case-sensitive

+ Can be a single letter or a string (debug messages will
display for any bean whose name contains the letter or
string)

The EJB container supportsinstance pooling for entity, statel ess session, and message-
driven beans. Pooling is per bean and is specified in the deployment plan. To
reconfigure the pool size, redeploy the bean with an updated deployment plan.
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For entity and session beans, you specify values for the following:

Deployment plan item What you do

initialPoolSize To preallocate pools, set this to a number greater than
zero

maxPoolSize Set the maximum number of unused instances in the
pool

The defaults are:

+ 500 for session beans

+ O for entity beans

+ 5 for message-driven beans

poolingPolicy Define what happens when maximum pool size is
reached

Values are CREATE and FAIL (described below)

Entity and stateless session bean pooling policies The EJB container does
not create the instance pool when you deploy the bean; instead, it popul ates the pool as
the need for instances increases:

+ When the poolingPolicy element is set to FAI L, the server throws an exception
when maximum pool sizeis exceeded.

+  When the poolingPolicy element is set to CREATE, the server manages the pool
asfollows:

+ Whenthe pool isbelow the maximum size, the container does not wait for an
instance to be freed; it simply creates a new instance for the caller

+ Beforethe pool reaches maximum pool size, the container returnsinstances
to the pool when clients are finished with them

+ Whilethe pool is at maximum pool size, the container discards instances
when clients are finished with them

+ When pool sizeis set to zero, instances are not pooled
For message-driven beans, the container provides instance pooling by implementing
the ServerSessionPool interface.

Stateful session bean passivation The application server monitors memory
usage by measuring the Garbage Collection (GC) rate. When the GC rate increases
significantly, the server will start stateful session beans passivation. To disable the
monitoring and passivation, add the following line to the httpd.propsfile:

http-server.com.sssw.srv.disableMemMonitor=false

The httpd.props fileislocated in the server’s \Resour ces directory.
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Load balancing

Naming service

Remote access

Load balancing is per session. All EJBs used within asingle session reside on one
server within the cluster. Load balancing is transparent to the user; the client can do a
normal JNDI lookup, and the naming server selects the server for the bean to run on.

When using EJBswithin a cluster, you must start your servers on different name
service ports. The default name service port is 54890. You can configure the name
service port viathe SMC.

L For more information on application server clustering mechanisms, see the
chapter on administering a cluster in the Administrator’s Guide.

EJBs areregistered in the root context of the Java Naming and Directory Interface
(INDI). If you specify ahierarchical naming structure for INDI names, bean
references, resource references, environment variables, or UserTransactionsin the
deployment plan, the container creates any intermediate subcontexts that do not
already exist.

By default, the server registers bean references, environment variables, and resource
referencesin thejava: comp/env context. You can follow the recommendations of the
EJB specification and store the objects in separate subcontexts, but the application
server does not enforce these naming conventions. That meansyou can use the naming
conventions that work best in your own production environment.

The application server supports accessto EJBsvia RMI/IIOP using Novell exteNd
ORB (Object Request Broker). exteNd ORB isan enterprise-class Java-based CORBA
ORB and is part of the Novell exteNd Messaging Platform.

Al For more information on exteNd ORB, see the Novell exteNd Messaging
Platform help.
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Local access

Security

For portablelookupsfor EJBs, use the CORBA name syntax—Iike this:
corbaname:iiop:host:port#name
For example:

corbaname:iiop:MyMachine: 54520#MyEJB

Client access A client accessing an EJB needs a JAR that containsthe EJB’s
interfaces (for compile-time references) and the container-generated stubs (for
runtime).

EJB developers should create an EJB client JAR and verify that the deployment
descriptor includes the gjb-client-jar element. When this element is present, the
container generates stub classes, places the stubsin the client JAR, and uploads the
client JAR to the server.

Sincethe EJB client JAR isgenerated by the container and resides on the server, you'll
need to download the JAR from the server to the appropriate location on disk. Put the
disk location of the EJB client JAR on the classpath of the client. Remember to
download anew version of the EJB client JAR each time you make changesto the EJB
and redeploy it.

Tolook up alocal bean use:

EJBLocalHome/beanName

The EJB container manages security at runtime using:

+ Authentication of principals
+ Accessauthorization for EJB calls and resource manager access
+ Secure communication with remote clients

Authentication and caller propagation

When you call an EJB, the server authenticates the user and uses the caller’sidentity
for the duration of the caller’s session on that server. All method calls run with the
identity of that session. You can map arole nameto aprincipal (user, group, or list of
principals) in the deployment plan.
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Access authorization

Access authorization is defined by the security-role and method-permission elements
specified in the deployment descriptor. If you secure at |east one method of abeanin

the EJB JAR, you must secure all methods—or the container assumes all methodswith
unspecified security are restricted and cannot be called by any user. In addition, you

can specify aset of methodsthat should not be called using the exclude-list element of
the deployment descriptor. When arestricted method is called, the container throws an
AccessRightsViolation Exception. Alternatively, you can choose anonsecure mode by
not securing any methods.

Secure communications

You can establish a secure connection between an EJB client and the application server
using SSL. Novell exteNd ORB provides the [lOP over SSL support for RSA only.

You do not need to be running HTTPS. The following are required:

+ AnRSA certificate must beinstalled on the server.
+  Thedeployment plan must specify:
+ Oneor more cipher suites for integrity and confidentiality (integrity and
confidentiality may have different sets of cipher suites)
+ AniorSecurityConfig element for each session and entity bean
+ Clients also need the agrootca.jar, as described in “ Supporting access to secured
EJBS’ on page 121.

L For moreinformation on establishing asecure connection between an EJB client
and the application server, see the chapter on setting up security in the Administrator’s
Guide.

Transaction support

The EJB container supports distributed transactions viathe Novell exteNd JTS server,
which fully implements Java Transaction Service (JTS).

If the transaction attribute is not specified in the deployment descriptor, the container
uses the Supports attribute as the default transaction attribute.

Client container

J2EE application clients are the standard way to provide Java-based clientsthat run
on user machines and access J2EE servers. They are hosted by a client container that

(at aminimum) provides INDI namespace access. Beyond that, the J2EE specification
allowsfor awide range of client container implementations, from basic to robust.
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The application server suppliesaclient container named Silver J2EEClient that users
can invoke to run J2EE application clients you’ ve deployed to the server.
SilverJ2EECIient provides arobust set of supporting services, including:

+ Easy container installation

+ Automated client deployment to user machines
+ User authentication and session housekeeping
+ JINDI namespace access

Ll For details, see Chapter 5, “SilverJ2EEClient”.

Session-level failover

The application supports session-level failover for Web applications (WARs) and
stateful session beans (EJB JARS). Session-level failover refersto the ability of an
application to retain temporary user data (state) across server failuresin acluster. The
dataisstored in apersistent storage repository (such asadatabase or file system shared
by the serversin the cluster) so that it can be recovered by any server in the cluster in
the event of aserver failure.

To support session-level failover, you must have a hardware dispatcher installed asthe
dispatcher for your cluster. All clients accessing the applications configured for
session-level failover should access the application viathe cluster’s (hardware)
dispatcher.

Failover support is not a mechanism for load-balancing EJBs belonging to asingle
session across multiple servers.

EJB support for session-level failover
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The EJB container supports session-level failover for stateful session beans (local and
remote). The stateful session beans must meet these requirements:

+ Therecoverable element in the deployment plan must be set to true.

+ The session bean must support activate and passivate as described in the section
on instance passivation and conversational state in the EJB2.0 specification.

+ The session bean’s methods must be transactional (specified in the deployment
descriptor). Changes to the session bean’s state that occur outside a transaction
are not recoverable if the system crashes; changes to the session bean's state that
occur in the context of atransaction are recoverable.
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How session-level failover works for stateful session beans

If your session beans meet the requirements listed above and a failure occurs, the
recovery works like this:

1 Attheend of each transaction that includes one or more recoverable stateful
session beans, the EJB container passivates and serializes all recoverable beans
used in the transaction and saves them to the database (the AgSessBeans tablein
the SilverMaster database).

2 Aslong asthe server is up, the client will continue to use the same server.
3 If theclient gets acommunication failure on aremote call, it assumes the server
failed:

+ If thefailure occurs between transactions, the client automatically chooses
another server in the cluster and retries the call to it (it does not require a
hardware dispatcher). The session bean’s state is then restored from the
database on the new server just as though the bean had been previously
passivated.

+ If thefailure occurswhen thereisalready atransaction in progress, thecall is
not automatically retried. Instead, the transaction isrolled back and the client
getsthe exception. Itisthe client’ sresponsibility to recover from atransaction
rollback (for example, the client can retry the call).

The performance of your EJB applications might be impacted if the recoverable
session bean doesalot of work inthe ejbActivate() method. For example, if the session
bean allocates and caches a database connection.

Server settings to support session-level failover

To support session-level failover when using 11OP over SSL, you must also configure
arange of portsfor [IOP SSL communications for the server.

L For moreinformation on setting the range of ports, see the section on specifying
ORB settingsin the Administrator’s Guide.

Web application support for session-level failover

The WAR container supports session-level failover. The Web application must mest
the following requirements:

+ Thedistributable element must be present in the deployment descriptor.
+ Therecoverable element in the deployment plan must be set to true.

+  The components in the WAR must follow the rules about distributable objects
outlined in the Servlet 2.3 specification.
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+ The objects written to the HT TPSession object must be Serializable. The
application server also supports failover of EJB references and
UserTransaction objects.

+ State cannot be stored in static or instance variables.

How session-level failover works for Web applications

If your Web application meets the requirements listed above and a failure occurs, the
session-level failover recovery workslike this:

1 Oneach HTTP request to the Web application, the server seriaizes the
HTTPSession state to the database (the AgSessBeans table of the SilverMaster)
at the end of each request.

Because the container passivates, serializes, and saves the HTTPSession state to

the database at the end of each HTTP request, this can impact the overall

performance of the application.

2 Aslongastheserver isup, client requests will continue to be directed to the same
Server.

3 If the server fails between requests and you have a hardware dispatcher, the
dispatcher detects the server failure and sends the next request to a different
server.

+ Thenew server restores the HTTPSession state from the database and the
operation continues without interruption.

+ If the server fails during arequest, the browser will eventually time out the
response. When the user resubmits (assuming a hardware dispatcher), the
resubmitted request goes to anew server that restoresthe HTTPSession state
as described above.

If you do not have a hardware dispatcher

If you use the application server’s software Dispatcher (instead of a hardware
dispatcher), the user application will haveto manually return to the dispatcher after the
failure to be redispatched. Once redispatched, the new server will not automatically
restore the state, since the session ID cookie will be different.

When failover might not work
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Because the HTTPSession state is hot transactional, updates to the HT TPSession
during arequest can be lost under certain circumstances—for example, if the server
crashes during a request (but before the state is saved). However, if the server crashes
after the state is saved but before returning areply, the state can be recovered.
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Application client support for session-level failover

A J2EE client application can access Web application components or EJBsthat support
session-level failover aslong as the Web components and EJBs meet the session-level
failover requirements described in“Web application support for session-level failover”
just above. The J2EE client must initially connect to the cluster’s (hardware)
dispatcher likethis:

SilverJ2EEClient dispatcher-name:port database-name application-
name

LY For details on SilverJ2EEClient, see Chapter 5, “SilverJ2EEClient”.

CORBA support

The application server includes Novell exteNd ORB. exteNd ORB is an enterprise-
class Java-based CORBA ORB. You can use exteNd ORB from the application server,
SilverJ2EECIient, or any browser. You can use exteNd ORB to devel op, deploy, and
manage Java-based CORBA applications. The application server usesthe following
subset of features:

+ Bootstrap protocol

+ COS naming

+ Javaobjectsby value

+ JavaRMI/IIOP

+  Objects by value support for IDL
+ |IOPover SSL

Al For more information on exteNd ORB, see the Novell exteNd Messaging
Platform help.

XML support

XML (eXtensible Markup Language) allowsyouto create XML documentsthat can be
used to exchange data between computer systems (of different types) and applications
on the Web. This section describesthe application server’s use of and support for XML
documents and includes the following topics:

+ Application server support for XML
+ Resourcesfor learning about XML
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Application server support for XML

The application server uses XML documentsfor:

+ J2EE archive deployment descriptors and deployment plans
+ SilverCmd input files

For information, see:

+ Chapter 2, “J2EE Archive Deployment”
+ Chapter 4, “SilverCmd Reference”

Resources for learning about XML

If you're new to XML or just need to explore aspecific XML topic, try the following
learning resources:

Resource Description Available at

Novell exteNd An index to XML learning and developer.novell.com/extend
developer site reference materials with links to
many documents and Web sites

XML.org site A directory of XML news and www.xml.org
information

Internationalization support

This section describes the following internationalization topics:

+ Database support
+ Client-side support

Database support
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All IDBC drivers certified for use with the application server have been fully tested to
support Western/Eastern European and Asian languages.

> To use the multibyte version of the server’s JDBC-ODBC bridge driver:
1 Addthefollowing line to AgUserlni.propsin your server’s\Resources directory:

com.sssw.srv.ambry.mbcs.AgOdbc=true

2 Restart the application server.
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Client-side support

The application server includes runtime language libraries for Simplified and
Traditional Chinese, English, French, German, Italian, Japanese, Korean, Portuguese,
Russian, and Spanish.

If you encounter font-mapping problemsin SilverJ2EECIlient where the correct
characters are not displaying, you can fix the problem by editing the JRE's
font.propertiesfile. You must edit the font.properties. XX file in the Novell exteNd
Commonl\jre\lib directory (where XX is the two-character language encoding for the
language you are interested in). For example, you would edit font .properties.ko
for Korean.

Two sections in the file There are two sections of interest in the file that appear
one after the other. They are labeled name aliases and for backward compatibility.

The original version of font.properties.kois:

name aliases

#

#

# alias.timesroman=serif

# alias.helvetica=sansserif

# alias.courier=monospaced

# for backward compatibility
timesroman.0=Times New Roman,ANSI CHARSET
helvetica.0=Arial,ANSI_ CHARSET
courier.0=Courier New,ANSI_ CHARSET

zapfdingbats.0=WingDings, SYMBOL_ CHARSET

How to proceed The name aliases section maps nonexistent font names to font
mappings defined in the file. You should uncomment those alias lines. (Thisis the
preferred way of handling the mapping. The section for backward compatibility is
the old way of mapping nonexistent font names to fonts described in thefile.)

NOTE: You need to comment the first three lines of this section.
The updated version of the file would then be:

# name aliases

#

alias.timesroman=serif
alias.helvetica=sansserif
alias.courier=monospaced

# for backward compatibility

# timesroman.0=Times New Roman,ANSI_ CHARSET
# helvetica.O0=Arial,ANSI_CHARSET

# courier.0=Courier New,ANSI CHARSET
zapfdingbats.0=WingDings, SYMBOL_CHARSET
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