GroupWise 2014 R2

Server Migration Guide

November 2015

Novell



Legal Notices

Novell, Inc. makes no representations or warranties with respect to the contents or use of this documentation, and specifically
disclaims any express or implied warranties of merchantability or fitness for any particular purpose. Further, Novell, Inc.
reserves the right to revise this publication and to make changes to its content, at any time, without obligation to notify any
person or entity of such revisions or changes.

Further, Novell, Inc. makes no representations or warranties with respect to any software, and specifically disclaims any
express or implied warranties of merchantability or fithess for any particular purpose. Further, Novell, Inc. reserves the right to
make changes to any and all parts of Novell software, at any time, without any obligation to notify any person or entity of such
changes.

Any products or technical information provided under this Agreement may be subject to U.S. export controls and the trade
laws of other countries. You agree to comply with all export control regulations and to obtain any required licenses or
classification to export, re-export, or import deliverables. You agree not to export or re-export to entities on the current U.S.
export exclusion lists or to any embargoed or terrorist countries as specified in the U.S. export laws. You agree to not use
deliverables for prohibited nuclear, missile, or chemical biological weaponry end uses. See the Novell International Trade
Services web page (http://www.novell.com/company/legal/exports/) for more information on exporting Novell software. Novell
assumes no responsibility for your failure to obtain any necessary export approvals.

Copyright © 2006-2014 Novell, Inc. All rights reserved. No part of this publication may be reproduced, photocopied, stored on
a retrieval system, or transmitted without the express written consent of the publisher.

Novell, Inc.

1800 South Novell Place
Provo, UT 84606

U.S.A.

www.novell.com

Online Documentation: To access the online documentation for this and other Novell products, and to get updates, see the
Novell Documentation website (http://www.novell.com/documentation/).

Novell Trademarks

For Novell trademarks, see the Novell Trademark and Service Mark list (http://www.novell.com/company/legal/trademarks/).

Third-Party Materials

All third-party trademarks are the property of their respective owners.


http://www.novell.com/company/legal/exports/
http://www.novell.com/company/legal/exports/
http://www.novell.com/documentation/
http://www.novell.com/company/legal/trademarks/

Contents

About This Guide
Part| GroupWise Server Migration Utility

What Is the Server Migration Utility?

Mount Commands
Software Management
Post Office Migration Process
Domain Migration Process

System Requirements

GroupWise Version Requirements

Server Operating System Requirements
Source Server Requirements
Target Server Requirements

Windows Workstation Requirements

Installing the Server Migration Utility

Planning Your GroupWise Server Migration

Gathering Source Server Information
Gathering Destination Server Information
Gathering Software Information
Gathering GroupWise Component Information
Post Offices and Domains
Additional Agents for a Domain
Remote Document Storage Areas for a Post Office
Handling the Potential Internet Agent Port Conflict

Handling SSL Certificate and Key Files
Estimating Migration Time
GroupWise Server Migration Worksheet

Meeting Server Migration Prerequisites

NetWare Prerequisites
Windows Prerequisites

Running the Server Migration Utility

Migrating a Post Office and Its POA to Linux

Selecting a Post Office to Migrate
Verifying Remote Document Storage Areas
Transferring SSL Certificate and Key Files
Performing the First Stage of Post Office Data Migration

Contents

11

11
12
12
13

15

15
15
15
16
16

17



4

Testing the First Stage of Post Office Data Migration . . . ... ... ... . . .. . . . . . . . ..
Modifying Configuration Information in ConsoleOne. . .. .. ... ... . . . i

Reconfiguring the Migrated Post Office . . . . ... ... .
Reconfiguring the Migrated POA . . . . ... e
Handling Remote Document Storage Areas . ... ...
Reconfiguring SSL Settings . . . . ... .o
Updating Post Office Links for WebAccess (GroupWise 8O0nly). . ............ .. ... . .......
Updating the POA TP Address . . ... . e e e e e e e
Verifying the Post Office Configuration Changes. . ........ ... .. i
Stopping the Original POA on the Source Server. . .. ... ... e

Performing the Second Stage of Post Office Data Migration .. ........... ... ... ... ... ... .......
Finishing the Post Office Migration . . . . ... ... e
Post-Migration Tasks fora Post Office . . ... ... i e e

8 Migrating a Domain and Its Agents to Linux

Selectinga Domainto Migrate . .. ... ... ..
Selecting Additional Agentsto Migrate . . . ... ... .
Transferring SSL Certificate and Key Files. . .. ... ... . . i
Preventing an Internet Agent Port Conflict . ... .. ... .. . . . . .
Modifying Configuration Information in ConsoleOne. . ... ... ... ... .. . . i

Reconfiguring the Internet Agent . . .. ... ...
Reconfiguring the WebAccess Agent (GroupWise 8 O0nly) . ...... ... ... .. .. .. ... ... .....
Reconfiguring SSL Settings . . . ... ... e
Reconfiguring the M A. . . ..o
Reconfiguring the Domain . . ... ..o
Updating the IP Address of the MTA . ... ... . e
Verifying the Domain Configuration Changes . .......... ... ... . ...
Stopping the Original Domain Agents on the Source Server .. ......... ... . ... . . . ...

Migrating the Domain Data . . . . ... ... e
Finishing the Domain Migration . . ... ... ... .. e
Manually Migrating the MTA Working Folder . .. ... ... .. . . . e
Post-Migration Tasks fora Domain. . . .. ... .. e

9 What’s Next

NetWare Software. . . ... ...
WiIndows Software . .. ... ..

Part Il Manual Server Migration

10 Transitioning GroupWise Administration to Linux

Using Windows ConsoleOne to Access Domains and Post Officeson Linux. . . .....................

Making a Linux Server Visible from Windows . .......... ... . .
Accessing a Domain or Post Office on Linux from Windows ConsoleOne ....................
Using Linux ConsoleOne to Access Domains and Post Offices on NetWare or Windows . .. ...........
Making a NetWare or Windows Server Visible from Linux. . ........ ... ... ... ... ... ......
Accessing a Domain or Post Office on NetWare or Windows from Linux ConsoleOne...........
Migrating eDirectory t0 LinUX . . . .. ... e

11 Manually Migrating a Post Office and Its POA to Linux
Preparing for the Post Office Migration. . . . ... ... .. .

Contents

51

51
53
53
54
56

56
56
57
57
58
58
58
59

59
61
61
62

63

63
63
63

65

67

67
67
68
68
68
69
69

71



Performing the Post Office Migration . . . ... ... .. e 72

Reconfiguring the Post Office in ConsoleOne. . .. ... ... e 75
Finalizing the Post Office Migration. . . . . ... ... e 76
12 Manually Migrating a Domain and Its MTA to Linux 79
Preparing for the Domain Migration . . ... .. . 79
Performing the Domain Migration . . . . . ... . 80
Reconfiguring the Domain in ConsoleOne . . ... . i e e 82
Finalizing the Domain Migration . . . ... ... 83
13 Manually Migrating the Internet Agent to Linux 85
14 Manually Migrating WebAccess to Linux 89
Manually Migrating the WebAccess Agent to Linux (GroupWise 8Only) . ......... ... .. ... ....... 89
Manually Migrating the WebAccess and WebPublisher Applicationsto Linux . ...................... 91
15 Manually Migrating Monitor to Linux 95
Manually Migrating the Monitor Agentto Linux. . . ... ... . e 95
Manually Migrating the Monitor Applicationto Linux. . .. .. ... ... .. . . . 97
Part lll In-Place Database Migration 99
16 Performing an In-Place Database Migration 101
Part IV Appendixes 103
A Troubleshooting Post-Migration Problems 105
Contents

5






About This Guide

This Novell GroupWise Server Migration Ultility Installation and Migration Guide explains how to use
the GroupWise Server Migration Utility to migrate a GroupWise 7 or GroupWise 8 system from

NetWare or Linux or Windows.

IMPORTANT: GroupWise 2014 does not support NetWare, so earlier GroupWise components must

be moved from NetWare to Linux or Windows.

The guide is divided into the following sections:

+ Part I, “GroupWise Server Migration Utility,” on page 9

*

*

*

*

*

Chapter 1, “What Is the Server Migration Utility?,” on page 11
Chapter 2, “System Requirements,” on page 15

Chapter 3, “Installing the Server Migration Utility,” on page 17
Chapter 4, “Planning Your GroupWise Server Migration,” on page 19
Chapter 5, “Meeting Server Migration Prerequisites,” on page 31
Chapter 6, “Running the Server Migration Utility,” on page 35
Chapter 7, “Migrating a Post Office and Its POA to Linux,” on page 39
Chapter 8, “Migrating a Domain and Its Agents to Linux,” on page 51
Chapter 9, “What’'s Next,” on page 63

¢ Part Il, “Manual Server Migration,” on page 65

*

*

*

*

*

*

Chapter 10, “Transitioning GroupWise Administration to Linux,” on page 67
Chapter 11, “Manually Migrating a Post Office and Its POA to Linux,” on page 71
Chapter 12, “Manually Migrating a Domain and Its MTA to Linux,” on page 79
Chapter 13, “Manually Migrating the Internet Agent to Linux,” on page 85
Chapter 14, “Manually Migrating WebAccess to Linux,” on page 89

Chapter 15, “Manually Migrating Monitor to Linux,” on page 95

+ Part lll, “In-Place Database Migration,” on page 99

*

Chapter 16, “Performing an In-Place Database Migration,” on page 101

+ Part IV, “Appendixes,” on page 103

+ Appendix A, “Troubleshooting Post-Migration Problems,” on page 105

Audience

This guide is intended for network administrators who want to move their GroupWise systems from

NetWare or Linux or Windows.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the

online documentation.

About This Guide
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Additional Documentation

For additional GroupWise documentation, see the Novell GroupWise 2014 R2 Documentation
website (http://www.novell.com/documentation/groupwise2014r2/).

About This Guide


http://www.novell.com/documentation/groupwise2014r2/
http://www.novell.com/documentation/groupwise2014r2/

GroupWise Server Migration Utility

*

*

*

Chapter 1, “What Is the Server Migration Utility?,” on page 11
Chapter 2, “System Requirements,” on page 15

Chapter 3, “Installing the Server Migration Ultility,” on page 17
Chapter 4, “Planning Your GroupWise Server Migration,” on page 19
Chapter 5, “Meeting Server Migration Prerequisites,” on page 31
Chapter 6, “Running the Server Migration Utility,” on page 35
Chapter 7, “Migrating a Post Office and Its POA to Linux,” on page 39
Chapter 8, “Migrating a Domain and Its Agents to Linux,” on page 51
Chapter 9, “What’s Next,” on page 63

IMPORTANT: For information about converting a domain or post office for use with the GroupWise
Linux agents without migrating it to a different physical server, see Part |ll, “In-Place Database
Migration,” on page 99.

GroupWise Server Migration Utility
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What Is the Server Migration Utility?

The GroupWise Server Migration Utility is a tool to help you move GroupWise components (post
offices, domains, and agents) from NetWare or Windows servers to Linux servers.

IMPORTANT: If you have a domain or post office that is located on a SAN, and it has been serviced
by the GroupWise NetWare or Windows agents in the past, you can convert the domain or post office
for use with the GroupWise Linux agents without moving the domain or post office. For instructions,
see Part Ill, “In-Place Database Migration,” on page 99.

The Server Migration Utility prompts you for information so that it can set up the connection between
the source NetWare or Windows server where a GroupWise component is located and the
destination Linux server where you want to migrate that GroupWise component. The utility then
creates the connection, transfers the GroupWise data, and installs and starts the Linux GroupWise
agent or agents for the component.

If you want to understand what happens “behind the scenes” when you run the Server Migration
Utility, continue reading this section. If you just want to install and run the utility, skip this section and
continue with Chapter 2, “System Requirements,” on page 15. You can return to this “behind the
scenes” information during the server migration process if you want.

+ “Mount Commands” on page 11

+ “Software Management” on page 12

+ “Post Office Migration Process” on page 12

+ “Domain Migration Process” on page 13

IMPORTANT: The Server Migration Utility moves GroupWise components from one platform to
another. It does not move GroupWise components to a different GroupWise system, a different
eDirectory tree, or a different version of GroupWise software.

The Server Migration Utility is not cluster aware. You can use it to move data to a Linux server that is
part of a cluster, but the utility is not aware of the other nodes in the cluster.

Mount Commands

When you migrate a post office or a domain, the Server Migration Utility prompts you for some basic
system information about the source and destination servers, then sets up the connection between
your NetWare or Windows server and your Linux server. From the system information you provide,
the utility constructs the appropriate mount commands:

NetWare: ncpmount -m -A server address -S server name -V volume
-U full user ID -P password /mount_point

Windows: smbmount //server name/share name /mount point
-0 username=user id,password=password

cifs.mount //server name/share name /mount point
-0 username=user id,password=password

What Is the Server Migration Utility? 1"



The Server Migration Utility also handles establishing a connection with the ssh (secure shell)
daemon on Linux. This connection enables the Server Migration Utility to log in to the destination
Linux server as root and execute programs there.

Software Management

During the server migration, the Server Migration Utility needs access to a GroupWise software
image for GroupWise for Linux for your version of GroupWise. You must use the media for the version
of GroupWise that is already installed on your system. You cannot upgrade to a new version of
GroupWise as you migrate from one platform to another.

IMPORTANT: If you are planning on upgrading as part of the server migration, you should upgrade
your existing system first, if it is on an operating system supported by the newer version, then perform
the server migration.

If your GroupWise system is currently on NetWare and you are upgrading to GroupWise 2014, you
must migrate to Linux or Windows first, then upgrade to GroupWise 2014, because NetWare is not
supported for GroupWise 2014.

The Server Migration Utility copies a number of GroupWise agent and utility RPMs (Linux installation
programs) to the destination Linux server. The RPMs are stored in a temporary location of your
choosing and can be deleted by the utility after the server migration is completed.

The Server Migration Utility uses the ssh connection to the Linux server to run the RPMs on the Linux
server as if it were the root user. All aspects of GroupWise installation and administration require
root USer permissions.

Post Office Migration Process

A post office migration is carried out in two stages to minimize downtime for GroupWise users. During
the first stage, the Server Migration Utility performs the following tasks:
+ Mounts the source NetWare or Windows server as a file system to the destination Linux server.
+ Creates a connection to the ssh daemon on the destination Linux server.
+ Creates the folder structure necessary for the GroupWise software and the post office.
+ Copies the Server Migration Utility software to the Linux server and installs it.
+ Copies the GroupWise Linux POA software to the Linux server.

+ Copies the post office data to the Linux server by using the GroupWise Database Copy Utility
(DBCopy), which prevents post office files from being modified during the copy operation, using
the same locking mechanism used by other GroupWise programs that access databases

+ Copies certificate files and key files if SSL is in use.

+ |dentifies remote document storage areas associated with libraries in the post office.

+ Installs, configures, and starts the POA on the Linux server.

+ Cleans up its temporary files, such as the utility software used during the migration process.

After the first stage, you perform some testing of the migrated post office by:

+ Logging in to a mailbox in the migrated post office.
+ Verifying the contents of the migrated mailbox.

12 What Is the Server Migration Utility?



The Server Migration Utility then stops the Linux POA in preparation for the second stage of the post
office migration. You also have some manual steps to perform in preparation for the second stage:

+ In ConsoleOne, you reconfigure the Post Office object and the POA object for their new locations
on the Linux server.

+ |If the post office has remote document storage areas, you provide their new locations on Linux.

+ You specify the new IP address for the POA on the Linux server.

+ At the POA console on the source server, you verify that the changes to the GroupWise objects
have replicated to the domain.

+ At the source server, you stop the original POA.
During the second stage, the Server Migration Utility performs the following tasks:

+ Copies all post office data that has been modified since the first stage of the migration.

+ Verifies that all files and folders that have been copied to Linux are in lowercase, and if they are
not, renames them to lowercase.

+ Performs an operation equivalent to GroupWise Check (GWCheck) with the storelowercase
option to ensure that all file names and folder names stored in the guardian database
(ngwguard.db) are also converted to lowercase.

+ Copies the contents of the message queue folders so that no incoming or outgoing messages
are lost.

+ Deletes the temporary copy of the GroupWise Linux software that was used to install the Linux
POA.

+ Unmounts the source server from the Linux server.
After the post office migration is complete, you have two more manual steps to perform:

+ Atthe Linux server, you configure the Linux POA to run as a non-root user, which is a preferable
configuration for security reasons.
+ Finally, you start the Linux POA for the migrated post office.

Step-by-step instructions for each part of this process are found in Chapter 7, “Migrating a Post Office
and Its POA to Linux,” on page 39.

If the Server Migration Ultility is unable to migrate a post office, you can perform the steps yourself.
See Chapter 11, “Manually Migrating a Post Office and Its POA to Linux,” on page 71.

Domain Migration Process

A domain migration is carried out in a single stage. Users are not directly affected when the MTA is
down, and the volume of data to migrate is typically smaller for a domain that for a post office.
Therefore, the migration goes more quickly.

The Server Migration Utility performs the following preparatory tasks:

+ Mounts the source NetWare or Windows server as a file system to the destination Linux server.
+ Creates a connection to the SSH daemon on the destination Linux server.

+ Creates the folder structure necessary for the GroupWise software and the domain.

+ Copies GroupWise utility software to the Linux server and installs it.

+ Copies the GroupWise Linux agent software to the Linux server.

What Is the Server Migration Utility? 13
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*

*

*

Copies the domain data to the Linux server by using the GroupWise Database Copy Utility
(DBCopy).

Copies certificate files and key files if SSL is in use.

For the GWIA, ensures that no port conflict with Postfix can occur.

Before the domain migration starts, you have some manual steps to perform in preparation for the
domain migration:

*

*

In ConsoleOne, you reconfigure the Domain object and the MTA object for their new locations on
the Linux server.

If you are migrating additional agents, you do the same for them.
You specify the new IP address for the MTA on the Linux server.
If you are migrating additional agents, you do the same for them.

In the Link Configuration Tool in ConsoleOne, you verify that the changes to the Domain object
have replicated to other domains.

At the source server, you stop the original MTA and additional agents to migrate as needed.

Then the Server Migration Utility performs the migration tasks:

*

*

*

Copies the MTA local working folder (mslocal) if it is located within the domain folder structure
or if it is specified in the MTA startup file by using the /work switch.

Copies agent subfolders to the Linux server, such as those used by the GWIA
(\domain\wpgate\gwia) and WebAccess Agent (\domain\wpgate\webac80a).

Installs the agent software on the Linux server but does not start any agents.
Cleans up its temporary files, such as the utility software used during the migration process.

After the domain migration is complete, you have a few more manual steps to perform:

*

*

At the Linux server, you configure the Linux agents to run as a non-root user, which is a
preferable configuration for security reasons.

You start the Linux MTA for the migrated domain, and start the GWIA and WebAccess Agent if
they were also migrated.

NOTE: The WebAccess Agent is not part of GroupWise 2012 or GroupWise 2014, but is part of
GroupWise 8.

Step-by-step instructions for each part of this process are found in Chapter 8, “Migrating a Domain
and Its Agents to Linux,” on page 51.

If the Server Migration Ultility is unable to migrate a domain, you can perform the steps yourself. See
Chapter 12, “Manually Migrating a Domain and Its MTA to Linux,” on page 79.

What Is the Server Migration Utility?



System Requirements

The following system requirements must be met in order to use the GroupWise Service Migration
Utility:

+ “GroupWise Version Requirements” on page 15

+ “Server Operating System Requirements” on page 15
+ “Windows Workstation Requirements” on page 16

GroupWise Version Requirements

O GroupWise 2014 for Linux

or

O GroupWise 2012 for Linux
or

O GroupWise 8 for Linux

IMPORTANT: You cannot upgrade the version of your GroupWise software as part of the migration to
Linux. You must use the same version of GroupWise that is already in use in source post offices and
domains.

If you are planning to upgrade your GroupWise system on an operating system that is supported by
the newer version of GroupWise, upgrade source post offices and domains first, then migrate the
upgraded GroupWise post offices and domains to Linux. This enables you to test your upgrade in a
known environment.

If your GroupWise system is currently on NetWare and you are upgrading to GroupWise 2014, you
must migrate to Linux or Windows first, then upgrade to GroupWise 2014, because GroupWise 2014
does not support NetWare.

Server Operating System Requirements

+ “Source Server Requirements” on page 15
+ “Target Server Requirements” on page 16

Source Server Requirements

The source server operating system requirements for the Server Migration Utility correspond to the
supported operating system versions for your version of GroupWise:

O GroupWise 2012: “GroupWise System Requirements”

or

J GroupWise 8: “GroupWise System Requirements”

System Requirements 15


https://www.novell.com/documentation/groupwise2012/pdfdoc/gw2012_guide_install/gw2012_guide_install.pdf#bp8vh01
https://www.novell.com/documentation/gw8/pdfdoc/gw8_install/gw8_install.pdf#bp8vh01
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Target Server Requirements

The target server operating system requirements for the Server Migration Utility correspond to the
supported operating system versions for your current version of GroupWise or your next version of
GroupWise:

IMPORTANT: If you are planning on upgrading your GroupWise system, do not migrate it onto a
version of Linux that is not supported for the version of GroupWise that you are upgrading to.

(J GroupWise 2014: “GroupWise System Requirements”

or
O GroupWise 2012: “GroupWise System Requirements”
or

O GroupWise 8: “GroupWise System Requirements”

In addition, specific software is required on the target Linux server to support the Server Migration
Utility:

(J NCPFS (if you are migrating to Linux from a NetWare server)

NCPFS is required to create the connection between the NetWare or Windows server and the
Linux server in such a way that damage to GroupWise databases is not likely to occur. NCPFS is
available on the SUSE Linux Enterprise Server (SLES) SDK disk.

or
J samba-client (if you are migrating to Linux from a Windows server)

At the Linux server, use the following command to determine if the samba-client package is
installed:

rpm -ga | grep samba-client

If it is installed, the samba-client package is listed. If the samba-client package is not installed,
use the Install and Remove Software option of YaST to install it from your Linux installation
media.

Windows Workstation Requirements

The workstation where you run the Server Migration Utility must meet the following requirements:

O Windows XP/7/8 or Windows Server 2000/2003/2003 R2/2008/2008 R2/2012
3 Novell Client

(J ConsoleOne 1.3.6 or later with the GroupWise snap-ins installed

If you are migrating from a Windows server, you can run the Server Migration Utility on the Windows
server. Just ensure that the requirements for the Novell Client and ConsoleOne are met on the
Windows server.

System Requirements


https://www.novell.com/documentation/groupwise2014r2/pdfdoc/gw2014_guide_install/gw2014_guide_install.pdf#instrequirements
https://www.novell.com/documentation/groupwise2012/pdfdoc/gw2012_guide_install/gw2012_guide_install.pdf#bp8vh01
https://www.novell.com/documentation/gw8/pdfdoc/gw8_install/gw8_install.pdf#bp8vh01

Installing the Server Migration Utility

1 From the Novell Downloads website (http://download.novell.com), download the GroupWise
Server Migration Utility (gwsvrmigl.1.0.exe) into a temporary folder.

2 Rungwsvrmigl.1l.0.exe to extract the software into a convenient folder on a Windows machine
that meets the requirements listed in “Windows Workstation Requirements” on page 16.

This folder becomes the Server Migration Utility installation folder.
3 Run gwsvrmig.exe to start the Server Migration Utility.

4 Click Help on any page where you need assistance filling in the fields or where you want to know
what the utility is doing.

5 Continue with Planning Your GroupWise Server Migration.

Installing the Server Migration Utility 17
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Planning Your GroupWise Server
Migration

When you migrate your GroupWise system from NetWare or Windows servers to Linux servers, the
Server Migration Utility prompts you for information about your system. The process goes more
smoothly if you gather the information before you start. You can use the GroupWise Server Migration
Worksheet to record the information. You should fill out a worksheet for each source/destination pair
of servers that you are going to migrate.

+ “Gathering Source Server Information” on page 19

+ “Gathering Destination Server Information” on page 20

+ “Gathering Software Information” on page 21

+ “Gathering GroupWise Component Information” on page 21

+ “Handling the Potential Internet Agent Port Conflict” on page 25

+ “Handling SSL Certificate and Key Files” on page 25

+ “Estimating Migration Time” on page 26

+ “GroupWise Server Migration Worksheet” on page 27

Gathering Source Server Information

Your network might consist of only NetWare servers, only Windows servers, or a combination of both.

GROUPWISE SERVER MIGRATION WORKSHEET

Under Source Platform, mark the source platform for the source/destination server pair.

The Server Migration Utility needs information about the source NetWare or Windows server in order
to create a mount command for accessing the source server from the destination Linux server. This
gives the utility access to the post office or domain folder structure that is copied during the migration
process.

GROUPWISE SERVER MIGRATION WORKSHEET

Under Source Server, specify the name of the source server and also its IP address or hostname. If the source
server has multiple IP addresses, use the IP address that is accessible from the Linux server.

The Server Migration Utility needs to log in to the source NetWare or Windows server. It needs to use
a user that has read/write access to the source server and to the post office or domain folder and its
contents.

GROUPWISE SERVER MIGRATION WORKSHEET

Under Source Server Credentials, specify an appropriate user name and password. For NetWare, specify the
distinguished user name, which includes the context of the User object in the eDirectory tree (for example,
admin.users.novell). For Windows, specify a Windows user name.

Planning Your GroupWise Server Migration 19
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For more information about why the Server Migration Utility needs the source server credentials and
what the utility does with them, see the following section in the GroupWise Administration Guide for
your version of GroupWise:

+ GroupWise 2012: “GroupWise Server Migration Utility” in “Security Policies”

+ GroupWise 8: “GroupWise Server Migration Utility” in “Security Policies”

Gathering Destination Server Information

The Server Migration Utility needs certain information in order to communicate with the ssh (secure
shell) daemon on the destination Linux server. The ssh daemon allows root access for the utility to
run the programs required for migration locally on the Linux server.

GROUPWISE SERVER MIGRATION WORKSHEET

Under Destination Server, specify the IP address or hostname of the destination Linux server.

Under Destination Server Credential, specify the root password for the server.

For more information about why the Server Migration Utility needs the root password and what the
utility does with it, see the following section in the GroupWise Administration Guide for your version of
GroupWise:

+ GroupWise 2012: “GroupWise Server Migration Utility” in “Security Policies”

+ GroupWise 8: “GroupWise Server Migration Utility” in “Security Policies”

The first time you attempt to log in to the Linux server, you are asked to verify the RSA key fingerprint
for the server.

SSH does not use certificate files, key files, and certificate authorities as is done for SSL encryption.
Instead, SSH generates a string of numbers that is a special checksum of the server host key. You
obtain the equivalent string from the server itself by using the following command on the Linux server:

ssh-keygen -1 -f /etc/ssh/ssh host rsa key.pub

Compare the string you receive from the Linux server with the string presented by the Server
Migration Utility. If the strings match, you have a secure connection.

In general, it is safe to simply accept the RSA key fingerprint presented by the Server Migration Utility.
You might decide not to perform the actual comparison.

GROUPWISE SERVER MIGRATION WORKSHEET

Under RSA Key Fingerprint, record the string of letters and numbers that you received from the Linux server,
if you want to perform the comparison.

Planning Your GroupWise Server Migration


https://www.novell.com/documentation/groupwise2012/pdfdoc/gw2012_guide_admin/gw2012_guide_admin.pdf#b6ubew9
https://www.novell.com/documentation/groupwise2012/pdfdoc/gw2012_guide_admin/gw2012_guide_admin.pdf#bzf85br
https://www.novell.com/documentation/gw8/pdfdoc/gw8_admin/gw8_admin.pdf#b6ubew9
https://www.novell.com/documentation/gw8/pdfdoc/gw8_admin/gw8_admin.pdf#bzf85br
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https://www.novell.com/documentation/gw8/pdfdoc/gw8_admin/gw8_admin.pdf#b6ubew9
https://www.novell.com/documentation/gw8/pdfdoc/gw8_admin/gw8_admin.pdf#bzf85br

Gathering Software Information

You can migrate GroupWise 8 and 2012 components. You must use the version of GroupWise
software that matches the version of GroupWise that is already installed. You cannot use the Server
Migration Utility to upgrade domains and post offices from an earlier version of GroupWise during the
server migration process.

The Server Migration Utility needs access to a GroupWise for Linux software image or software
distribution directory, such as a Support Pack. The Server Migration Utility then copies the agent and
utility RPMs that it needs for the server migration into a temporary location on the Linux server. The
default is /tmp/groupwise/software. Having the RPMs on the Linux server enables the Server
Migration Utility to run the RPMs as root through the ssh connection. After the server migration is
complete, the Server Migration Utility can delete the RPMs to conserve disk space on your Linux
server.

GROUPWISE SERVER MIGRATION WORKSHEET

Under Software Locations, specify the root folder of a GroupWise for Linux software image or software
distribution directory, the full path to the location where you want to store RPMs during the server migration,
and whether you want to delete the RPMs after server migration.

NOTE: A GroupWise software distribution directory on a NetWare or Windows server does not
contain GroupWise Linux software unless you have placed it there from a GroupWise for Linux
software image or software distribution directory.

Gathering GroupWise Component Information

+ “Post Offices and Domains” on page 21
+ “Additional Agents for a Domain” on page 23

+ “Remote Document Storage Areas for a Post Office” on page 24

Post Offices and Domains

+ “Auto-Detection” on page 21
+ “Default Locations” on page 22
+ “Post Office Information” on page 22

+ “Domain Information” on page 23

Auto-Detection

For NetWare servers, the Server Migration Utility has an Auto-Detect feature that attempts to locate
post offices and domains on the NetWare server. The Auto-Detect feature scans NCF files in the
sys:\system folder and looks for 1oad commands for the GroupWise agents (for example,
gwpoa.nlmand gwmta.nlm). Each agent 1oad command includes the post office folder or the domain
folder as the setting for the /home switch. The Auto-Detect feature also identifies startup files for the
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POA (post_office.poa)and the MTA (domain.mta). If your NetWare server does not have
GroupWise NCF files and agent startup files in sys:\system, then the Auto-Detect feature does not
find any post offices, domains, or agents.

For Windows servers, the Auto-Detect feature is not available. You must manually specify the
locations of post offices, domains, and agents. Post offices and domains could be located anywhere
on the Windows server. By default, the Windows agents are installed to:

c:\Program Files\Novell\GroupWise Server\Agents

Default Locations

By default, post offices and domains are migrated to the /var/opt/novell/groupwise/mail folder.
This is the typical location for mail folders on Linux. You might prefer a shorter path name (for
example, /gwsystem). Be sure to include the post office folder or domain folder in the path (for
example, /gwsystem/sales).

IMPORTANT: To minimize case sensitivity issues on Linux, ensure that domain and post office folder
names consist of all lowercase letters in NetWare or Windows file systems and in ConsoleOne.

The Linux POA and MTA software is always installed to subfolders of /opt/novell/groupwise/
agents. On Linux, you can choose whether or not you want the agents to run as the root user, as
described in the following section of the GroupWise Installation Guide for your version of GroupWise:

+ GroupWise 2012: “Running the Linux GroupWise Agents as a Non-root User”

+ GroupWise 8: “Running the Linux GroupWise Agents As a Non-root User”

Running as a non-root user is strongly preferred for security reasons.

Post Office Information

If you are migrating a post office:

GROUPWISE SERVER MIGRATION WORKSHEET

Under Post Office Information, specify the folder where the post office database (wphost . db) is located, the
full path to the POA startup file, the full path to where you want to migrate the post office (the post office folder),
and whether you want the POA to run as root.

If you have more than one POA