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About This Guide

+ Chapter 1, “Introduction,” on page 7

+ Chapter 2, “Installation,” on page 9

+ Chapter 3, “Security Notifications and Actions,” on page 13
+ Chapter 4, “Recovering Data,” on page 21

+ Chapter 5, “Workload Actions,” on page 31

+ Chapter 6, “Using My Recent Data,” on page 43

+ Appendix A, “Documentation Updates,” on page 47

This guide is written to provide Data Owners the conceptual and procedural information for using the
Data Owner Client. This includes:

+ Notifications of changes of access permissions to High-Value Targets
+ Recovering Data from Epochs

+ Performing remediation via Workload policies

+ Using Recent Files

Audience

This guide is intended for designated Micro Focus File Dynamics Data Owners.

Feedback

We want to hear your comments and suggestions about this guide and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Micro Focus File Dynamics 6.5 Data Owner Client Guide, visit the
Micro Focus File Dynamics Documentation website (https://www.novell.com/documentation/file-
dynamics-60/).

Additional Documentation

For additional Micro Focus File Dynamics documentation, see the following guide at the Micro Focus
File Dynamics Documentation Web site (https://www.novell.com/documentation/file-dynamics-60/):

+ Micro Focus File Dynamics 6.5 Installation Guide
+ Micro Focus File Dynamics 6.5 Administration Guide

+ Micro Focus File Dynamics 6.5 Cross-Empire Data Migration Guide
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1.1

1.2

Introduction

About the Data Owner Client

The Data Owner Client is the administrative tool used by designated Data Owners to perform specific
types of data management actions. These actions include:

+ Being notified of changes in access permissions to High-Value Targets.
+ Viewing and recovering archived data and permissions from High-Value Targets (HVTs).
+ Importing and initiating remediation actions via File Dynamics Workload policies.

Future Micro Focus File Dynamics releases will include additional data management capabilities
enabled through the Data Owner Client.

The Data Owner Client is a Windows .NET application that you run from your Windows workstation.

Data Owners
Network administrators assign individuals to be Data Owners when they create the following types of
File Dynamics policies:

+ Security Notification policies
+ Security Lockdown policies
+ Security Fencing policies

*

Epoch Data Protection policies

*

Workload policies

In addition to direct assignments through these policies, members of the fdadmins group have
permissions to perform the tasks that Data Owners can perform.

Data Owners are normally assigned based on a user’s association with a folder or share that an
administrator classifies as an HVT. For example, if the Human Resources network share were to be
classified as an HVT, and the administrator were to create an Epoch Data Protection policy to archive
files on that share, it would make the most sense to make a member of the HR Department a Data
Owner for the policy.

Making a user who is associated with an HVT the Data Owner, also makes sense because the user,
based on his or her role, would be more familiar with the documents that need to be secured,
recovered, or moved. Using the Human Resources network share again as an example, the Data
Owner could view the contents of the Epochs and quickly determine which version of the file is the
one to recover.

Introduction
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2.1

Installation

Installing the Data Owner Client

The Data Owner Client can be installed on any platform where .NET 4.6.2 can run.

1 On the Windows server or workstation where you will run the Data Owner Client, copy to a
directory the FileDynamics_6.5.0.iso.

2 Mount the FileDynamics_6.5.0.iso file.

3 At the root of theFileDynamics_6.5.0.iso image, double-click Fi | eDynani cs- Dat aOaner d i ent -
6. 5- xx. exe.

4 Agree to the licensing terms and conditions and click Install.
5 When notified that the setup was successful, click Run Data Owner Client.

The following notification appears:

File Dynamics Engine Address Required

o The address of the File Dynamics Engine is not configured.

Click "OK’ to set it.

6 Click OK.
The following dialog box appears:

Installation
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n File Dynamics 6.5 Data Owner Client

Home

Recent Files

Preferences

Server Communications

Address | Server DNS name or IP Address

Client Options

| Prompt for confirmation on exit

Apply

DYNAMICS\administrator

7 In the Address field, specify the DNS name or IP address of the server hosting the File

Dynamics Engine.

The following interface appears, indicating that the Data Owner Client is configured.

n File Dynamics 6.5 Data Owner Client

Home

Security

Policies

Notifications

Epoch Data
vanced Recovery

Recovery Wizard

Jobs

Workload

Import
Jobs

Recent Files

&=
D-

o About

Settings

Data Owner Client

Security

Natification Policies:

Lockdown Policies: 1

Fencing Policies: 1

DYNAMICS\acox

Epoch Workload
Epoch Policies: 1 ‘Workload Paolicies: 1
Recovery Jobs: 3 Workload Jobs: 5

10 Installation




In the example above, Amanda Cox was specified previously as a Data Owner for Security,
Epoch, and Workload policies, and each policy has been run at least once (resulting in a stored
scan). If a user has not yet been specified for as a Data Owner in a policy, or has, but the policies
have not yet been run, the right pane will be empty.

The numbers associated with each listed policy specify the number of policies of that type of
which the logged in user is a Data Owner. For example, Amanda Cox is the Data Owner of one
Security Notification policy. Clicking a number brings up details about the policies.

H File Dynamics 6.5 Data Owner Client = [m] X
Security Policies DYNAMICS\acox
Enable (Z) Disable ' Refresh
Home Enabled |Mame A |Policy Type Target Path
(1 £ 4 Atlanta Engineering Fencing...  Fencing Wwdynamics.cctec.org\DFS\Atlanta\AtlantaShare\Departments\Engineering
SF"CIII’it‘j T L Medical Lockdown Palicy Lockdown Wwdynamics.cctec.org\DFS\HO\Departments\Medical
(6 £ 4 Sales Security Motification Poli... | Notification Wwdynamics.cctec.org\DFS\HOQ\Departments\Sales

Epoch Data

Advanced Recovery
Recovery Wizard
Jobs
Workload
Impart
Jobs
Recent Files

8: Settings

o About

In the example above, Amanda Cox can view the Security policies for which she is a Data
Owner.

The numbers associated with jobs specify the number of jobs that have been run. Clicking the
number brings up details of all of the jobs.
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O Details
u| |Job D
+| 10356
10355
10354

Epoch Jobs

w | Policy
Sales Records...
Sales Records...

Sales Records...

Abort T Delete 3 Refresh

Drag a column header here to group by that column

Submitted By

DYMAMICS\acox
DYNAMICS acox
DYNAMICS\acox

Submitted Time

8/30/2019 11:5...
8/30/2019 11:5...
8/30/2019 11:4...

Completed... =
8/30/2019 11:5...
8/30/2019 11:5...
8/30/2019 11:4...

Description

recover old do...
recover old do...

recover old do...

Target Recover...
‘\dynamics.ccte...
“Wdynamics.ccte..,

\wdynamics.cete...

Status

Complete
Complete
Complete

In the example above, each of the saved jobs are listed. You can get additional details about a
job by double-clicking a listing from the job list.




3.1

Security Notifications and Actions

The Security region of the Data Owner Client provides the means of getting notifications when
access permissions to High-Value Targets have changed, viewing reports, and when authorized to do
so, disabling and enabling a policy.

+ Section 3.1, “Viewing Security Policies and Data Owner Assignments,” on page 13

*

Section 3.2, “Viewing Notifications,” on page 14

*

Section 3.3, “Generating Detail Reports,” on page 15

*

Section 3.4, “Disabling a Policy,” on page 17

*

Section 3.5, “Enabling a Policy,” on page 19

Viewing Security Policies and Data Owner
Assignments

1 Click Security > Policies to view a list of Security policies to which you have been assigned as a
Data Owner.

n File Dynamics 6.5 Data Owner Client = O x

Security Policies DYNAMICS\acox

Enable (Z) Disable ' Refresh

Home Enabled |MName 4 |Policy Type Target Path

G £ 4 Atlanta Engineering Fencing...  Fencing Wdynamics.cctec.org\DFS\Atlanta\AtlantaShare\Departments\Engineering
SECIJI'it‘j (‘ v Medical Lockdown Policy Lockdown Wdynamics.cctec.org\DFS\HO\Departments\Medical

(i') £ 4 Sales Security Motification Poli... | Notification Wdynamics.cctec.org\DFS\HO\Departments\Sales

Palicies.

Natifications

B Epoch Data A~

Advanced Recovery

Recovery Wizard

Jobs

Workload

Import

Jobs

Recent Files

= Settings

About

2 Click each listing individually to see if you have been authorized to enable or disable a policy.
In the graphic above, Amanda Cox is authorized to disable the Medical Lockdown policy.

Security Notifications and Actions 13
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3.2 Viewing Notifications

Notifications in the Data Owner Client display graphically security-specific events and resulting
actions according to the filters you specify. Events take place in the network file system, actions are
what File Dynamics did as a result.

1 Click Security > Notifications to access the Security Notifications page.

I File Dynamics 6.5 Data Owner Client
Security Notifications DYNAMICS\acox

P> Run Detail Report = () Reload Policies ') Refresh

Policies
Home Policy: Atlanta Engineering Fencing Policy
Target Path: “\dynamics.cctec.org\DFS\Atlanta\AtlantaShare\D Name
Security =
(,  Medical Lackdawn Policy
Policies Events {3 Atlanta Engineering Fencing Policy
50 @ Actions (g  Sales Security Notffication Policy
Notifications.
0
] Epoch Data
0
Advanced Recovery
20 Filters
Recovery Wiza rd
] Events
- 0
Jobs ] Actions
0 7] ACEs
Workload o i .
8/26/019  §/28/2019  8/30/2013  9/Y2019 9/3/2019 9/5/2019 9/7/2019 9/9/2019 ] Security Deseriptor Flags
7] Owners
Import
Wt | Group Members
Jobs Actions
= Start Date: | 2019-08-26
Access Control Entry

g: Settings

Counts
o About

Total Policy Events: 79
Filtered Events: 79
Total Policy Actions: 29
Filtered Actions: 29

Group Member

2 From the Policies list, select the policy for which you want to see graphical information and
reported in the Detail Report.

If the policies are not displayed, you can click Reload Policies and select the security policy
types to display.

3 From the Filters region, specify the options you want displayed in the graphs and reported in the
Detail Report.

4 In the same region, specify the date range you want displayed in the graphs and reported in the
Detail Report.

5 From the Run Detail Report drop-down menu, choose one of the following options:

+ File System Events: Generates a preview report of file system events that have taken
place within the parameters you have specified in the right-hand portion of the Security
Notifications page.

+ Group Membership Events: Generates a preview report of group membership events that
have taken place within the parameters you have specified in the right-hand portion of the
Security Notifications page.

Security Notifications and Actions



3.3

3.3.1

6 From the report dialog box, export or email the report in the format you want.

~ e H Previous Page e
= Open = FPrint E Margins iy 801 Thumbnails evious Pag L3 EU :§ »- @ - 9
= Quick Print [Ey Orientation ~ M Bookmarks B Mext Page im Q-
Seal Find First Many P; B B«
(5] 5=t paametess | o IO sper " Editing Fields | page Pl Last Page @ MRS g B2 o5
Document Print Page Setup a] Navigation Zoom Page...
= Adobe Portable Document Format
Document Map o x
~  Security Notifications '_‘ KIHT File
L= Single File Web Page
Parameters
> Report Data @ RTF File
= Rich Text Format
@nocx File
& Microsoft Word 2007 Document
@xu File
Security Notifications =
@xux File
RepOrt & Microsoft Excel 2007 Workboo
@ CSV File
= Comma-Separated Values Text
H Text Fil
Group Membership Events e
by Date @ Image File
= BMP, GIF, JPEG, PNG, TIFF, EMF, WMF

Report Date: Monday, September 8, 2019
Generated by: DYMAMICS\administrator

Page 1 of 21

Generating Detail Reports

+ Section 3.3.1, “Generating File System Events Reports,” on page 15
+ Section 3.3.2, “Generating Group Membership Events Reports,” on page 16

The Data Owner Client notifies the Data Owner of changes in access permissions of High-Value
Targets through generated reports. The Data Owner Client generates two types of reports:

+ File System Events
¢ Group Membership Events

Generating File System Events Reports

File System Events reports detail the changes in permissions that have taken place for the High-
Value Target.

1 Click Security > Notifications to access the Security Notifications page.

2 In the Filters region of the page, specify if you want the report to include Events, Actions, or both
by selecting the appropriate check boxes.

3 From the Run Detail Report drop-down menu, select File System Events.

Security Notifications and Actions 15



The report is generated in preview mode where it can be printed or saved into a variety of
formats.

Preview

B Open & Print E @~ "‘ 800 Thumbnails Previous Page | | & oo =X > @ - Q
= Quick Print [*] Bookmarks P Mext Page M 8] Qv
Scale Find First Many Pages - . Close

B save Parameters ~ G~ Editing Fields = Page Ml Last Page [=§ ~ &, B
Document Print Page Setup 1= Mavigation Zoom Page .. = Exp.. Close
Docu... = x
» Security Motifications

> 2019-08-27

> 2019-08-28

> 2019-08-2%

> 2019-08-30

> 2019-08-31

> 2019-09-01

> 2019-09-02 : 3 :

e Security Notifications

> 2019-09-04 Reporl

File System Events by Date
Report Date: Friday, September 6, 2019 -
4 »

Page 1 of 69 1o - ——4 +

3.3.2 Generating Group Membership Events Reports

Group Membership Events reports detail the changes in group memberships that have taken place
for groups that have access to the High-Value Target.
1 Click Security > Notifications to access the Security Notifications page.

2 In the Filters region of the page, specify if you want the report to include Events, Actions, or both
by selecting the appropriate check boxes.

3 From the Run Detail Report drop-down menu, select Group Membership Events.

16 Security Notifications and Actions



3.4

The report is generated in preview mode where it can be printed or saved into a variety of
formats.

Preview

i g 0 ; evic .

B open & Print E B margins "‘ B[] Thumbnails - Previous Page || k BD =} e
£, Quick Print [By Orientation [*] Boakmarks P Next Page am Q-

Seal Find

=]
A save - Manvaages Q E v Close

e First
Parameters v 1O Sizev Editing Fields ~ Page Ml Last Page @
Document Print Page Setup (] Mavigation Zoom Page ... Exp... Clase

Docum... # ¥

v Security Motifications

7/27/2019 12:00:00 AM
8/20/2019 12:00:00 AM
8/26/2019 12:00:00 AM
8/27/2019 12:00:00 AM
8/28/2019 12:00:00 AM
8/29/2019 12:00:00 AM

8/30/2019 12:00:00 AM Secu r|ty N Otlfl Catl ons

8/31/2019 12:00:00 AM
9/1/2019 12:00:00 AM Re p Ort
9/2/2013 12:00:00 AM

9/3/2019 12:00:00 AM
9/4/201 12:00:00 AM
9/5/2019 12:00:00 AM

/512019 12:00:00 AM Group Membership Events
by Date

N Y R Y

Report Date: Friday, September 6, 2019

Page 1 of 296 00 - —H

Disabling a Policy

Data Owners authorized to disable a policy will normally do so when access permissions to a High-

Value Target need to be temporarily overridden or modified.
Disabling a policy stops all scheduled security scans until it is enabled.
A Data Owner that has been authorized to disable a policy is also authorized to enable a policy.

1 From the list of security policies, select the policy you want to disable, right-click and select
Disable.

Security Notifications and Actions
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n File Dynamics 6.5 Data Owner Client o O x

Security Policies

Enable (Z) Disable ' Refresh

Home Enabled |Mame 4. | Policy Type Target Path

G £ 4 Atlanta Engineering Fencing... | Fencing Wdynamics.cctec.org\DFS\Atlanta\AtlantaShare\Departments\Engineering
SECIJI'it‘j (‘ £ 4 Medical Lockdown Policy Lockdown E\;‘a};\e cctec.orgiDFS\HO\Departments\Medical

G £ 4 Sales Security Motification Poli... | Notificatiol 0 —— cctec.orghDFS\HO\Departments\Sales

Palicies.

Natifications

Epoch Data

Advanced Recovery

Recovery Wizard

Jobs

Workload

Import

Jobs

Recent Files

The following dialog box appears:

Question

Disabling this policy may have security implications.

Continue and disable policy "Medical Lockdown Policy'?

Mo

2 Click Yes.

18 Security Notifications and Actions



The policy is displayed as disabled.

n File Dynamics 6.5 Data Owner Client

Security Policies

Enable (Z) Disable '} Refresh
Home Enabled |MName -
(} " Atlanta Engineering Fending...
SE‘CLII’it‘j v @ Medical Lockdown Policy

G‘) ' Sales Security Motification Poli...

Policies

Natifications

Epoch Data

Advanced Recovery
Recovery Wizard
Jobs

Workload

Import

Jobs

Recent Files

-
D-

o About

Settings

Policy Type
Fencing
Lockdown

Notification

DYNAMICS\acox

Target Path
‘wdynamics.cctec.org\DFS\Atlanta\AtlantaShare\Departments\Engineering
‘dynamics.cctec. org\DFS\HO\Departments\Medical

Wwdynamics.cctec.org\DFS\HOQ\Departments\Sales

3.5 Enabling a Policy

Once the IT department has concluded its need for disabling the policy, an authorized Data Owner
can enable the policy using the Data Owner Client.

1 From the list of security policies, select the policy you want to enable, right-click and select

Enable.

Security Notifications and Actions
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n File Dynamics 6.5 Data Owner Client o O x

Security Policies DYNAMICS\acox

+ Enable Disable 7 Refresh

Home Enabled |Mame 4. | Policy Type Target Path
G £ 4 Atlanta Engineering Fencing... | Fencing Wdynamics.cctec.org\DFS\Atlanta\AtlantaShare\Departments\Engineering
SECIJI'it‘j (‘ @ Medical Lockdown Policy Lockdown V‘E;E—h‘-g -=-- org\DFS\HO\Departments\Medical
(i') £ 4 Sales Security Motification Poli... | Notification R org\DFS\HO\Departments\Sales
Disaly

Palicies.

Natifications

Epoch Data

Advanced Recovery
Recovery Wizard
Jobs

Workload
Import

Jobs

Recent Files

&=
D-

o About

Settings

The following dialog box appears:

Enable Policy pod

Enabling this policy may have security implications.
Continue and enable policy "Medical Lockdown Policy'?

Reset policy baseline

2 Do one of the following:

+ If you want to keep the original baseline permissions for the High-Value Target before the
policy was disabled, click Enable.

+ |f you want establish the new permissions specified in the policy for the High-Value Target,
select the Reset policy baseline check box and click Enable.

This option removes previous security scans from the database and initiates a new security
scan that will serve as the baseline.

20 Security Notifications and Actions



4.1

Recovering Data

The Data Owner Client provides two methods of recovering data:

+ The Recovery Wizard

+ The Advanced Recovery interface

There are specific advantages to both interfaces and an explanation of these advantages precedes

the procedures below.

+ Section 4.1, “Recovering Data Using the Recovery Wizard,” on page 21

+ Section 4.2, “Recovering Data Using Advanced Recovery,” on page 26

+ Section 4.3, “Managing Recovery Jobs,” on page 30

Recovering Data Using the Recovery Wizard

The Recovery Wizard allows you to recover data through step-by-step instructions provided in a
wizard interface. For Data Owners that don’t recover data very often, this might be the fastest means
of recovering data, due to the easy-to-follow interface.

1 Click Epoch Data > Recovery Wizard.

n File Dynamics 6.5 Data Owner Client

Home

Epoch Data

Advanced Recovery
Recovery Wizard
Jobs

Recent Files
Settings

About

Epoch Recovery Wizard

[B Epoch Recovery

Welcome to the Epoch Recovery wizard

SN

A

DYMNAMICS\acox

Epoch functions as a time machine for the file system
and security for selected High-Value Target areas on the
network.

This wizard will walk designated Data Owners through
the simple process of locating and recovering files and
folders with their associated permissions, as they existed
at a point in the past.

At the end of the wizard, a job will be submitted to the
server, which will perform the recovery operation and
you will be shown the jobs list to monitor for
completion.

So, click the "Next' button below and let's get your data
backll!

Cancel

2 Read the overview and click Next.
3 From the list of Epoch Data polices, select the one from which you will be recovering data.

Recovering Data
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n File Dynamics 6.5 Data Owner Client = O x

Epoch Recovery Wizard

@@ Epoch Recovery

Select a data area protected by an Epoch policy

Home

Epoch Data

3 Refresh (@) Details £ Show Network Locations You are a designated Data Owner
h Policv Li for the data areas shown to the left.
Advanced Recovery Epach Policy List
: Dsta Area Description Select one of the areas and click the
Recovery Wizard i[v| Sales Recards and Projections Sales records and projections ‘Mext" button below.

Jobs
° If you are not sure, you can show the

network locations using the
checkbox above.

Recent Files
Settings

About

4 Click Next.

5 From the calendar, select the Epoch from which you want to recover data.

n File Dynamics 6.5 Data Owner Client = O x

Epoch Recovery Wizard

@@ Epoch Recovery

Sales Records and Projections - Select a point in time from which to recover

Home

EPC'Ch Data Monday, Aug 12 - Saturday,... Sunday, Aug 18 - Saturday, Aug 24 Sunday, Aug 25 - Saturday,...| You can recover data from any poim

13 (14 |15 | 16 (17 | 18 |19 (20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 time shown as entries on the
Advanced Recovery calendar.

Recovery Wizard Select an entry from the calendar

— EE B and click the 'Next’ button below to
JoRs see the file system as it existed at
, 4| *| August 11, 2019 - August 31, 2019 that point in time,
Recent Files
sun Mon Tue Wed Thu Fri Sat -

Settings

Aug 11 12 13 14 15 16 17
About

18 19 20 21 22 23 24

25 26 27 28 29 30 31

11:27 AM

6 Click Next.

7 In the Selected Files / Folders for Recovery region of the page, select the files and folders to
recover.

22 Recovering Data



n File Dynamics 6.5 Data Owner Client

Home

Epoch Data

Advanced Recovery
Recovery Wizard
Jobs

Recent Files
Settings

About

Epoch Recovery Wizard

@@ Epoch Recovery

Select files / folders to recover

View as of Friday, 8/30/2019 11:27:50 AM

\Sales
v T3 Sales

55 Flyers

"I Versions IE_ Preview

Selected Files/Folders for Recovery

] & Show Owner ~ | On this page, you will select the files

0 Name Date Modified Type size .
@ Movell Dynamic Fi... 4/7/2010 4:54:04 AM PPT File TEIKB ..
@ Packing slip.xlsx 11/26/2013 1:18:28 AM XLSX File 16KB .

| [] 3 Product price list.... 11/26/20135:11:44 AM XLSX File 13KB .. |
11/26/2013 5:16:18 AM XLSX File 20KB ...

@ Sales pipeline.xlsx

and/or folders that you would like
to recover. The view of the file
system is shown as it existed at the
selected point in the past.

Use the tree view at the top to
navigate to the desired location and
then choose the files and/or folders
to recover by picking the checkbaoxs
in the listing to the left. Then, click
‘Mext' below.

You can also optionally view the
permissions and owner information
by using the checkboxes at the top.

Cancel

If there is another version of the selected document in another epoch, the Versions button

becomes active.

File Instances / Versions

XLS File

B_ Preview

Epoch View

| 9242019 1:58:56 PM
9/2/2019 1:52:23 PM
9/2/2019 1:46:56 PM

m \Sales\Sales Projects Quarterly.xls

w | Date Modified
9/2/2019 1:58:28 PM
9/2/2019 1:50:52 PM
9/2/2019 1:4Z:23 PM

Select an Instance

Size

Owner

+|iShow Only Unique Instances;

125 KB BUILTIN'\Administrators
125 KB BUILTIN\Administrators
125 KB BUILTIN'\Administrators

Cancel

8 Double-click the selected file to view a rendering of the file and verify that it is the file you want to

recover.

A rendering of the selected file appears.

Recovering Data
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Epach Preview: Sales Projects Quarterly.xls = O X

m Sales Projects Quarterly.xls
XLS File
9/2/2019 1:58:28 PM

@ m Q ©® | aQa o7% | Kk s =200 | O

Dymamics Divisin - CCTEC org

Moy ik Prctin

Pa—

st Tackie

9 Verify that the rendered file is the file you want to recover.
10 Close the rendered file.

11 In the Recovery Wizard, click Next.

n File Dynamics 6.5 Data Owner Client — m] x

Epoch Recovery Wizard

@@ Epoch Recovery

Hom .
ome Choose where selected files / folders should be recovered

EPC‘Ch Data Selected Recovery Source

Advanced Recovery Epoch:  Sales Records and Projections at 9/2/2019 1:58:56 PM
Path: | \\dynamics.cctec.org\DFS\HO\Departments'Sales
Recovery Wizard

Recovery Location
Jobs

~| Recover To Original Location

Recent Files
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If the Epoch Data Protection policy allows for data recovery to a different location, you can
deselect the Recover to Original Location check box to specify a location in the file system
where the recovered file will be stored.

12 Click Next.

13 In the Recovery Options region of the wizard page, specify whether to overwrite data or not,
whether to overwrite or merge permissions, and whether to recover the original file ownership
settings.

14 In the Description field, provide a description of this recovery instance.

n File Dynamics 6.5 Data Owner Client = [m] X

Epoch Recovery Wizard DYNAMICS\acox

@@ Epoch Recovery

Home .
Select recovery options

Epoch Data

Recovery Options On this page, select the options for

this recavery job.
Advanced Recovery Recover Data ry j

52 rne e D You can specify whether data or
Never permissions or both are recovered
and how data should be

overwritten, if at all.

Recovery Wizard
Jobs ) Always

Recent Files + | Recover File Qwners
Provide a description for the
Description {required) recovery job so that you and other
Data Owners will be aware of the

intent of your recovery later.

Settings

Recovering old sales project file
About

15 Click Next.
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n File Dynamics 6.5 Data Owner Client — m] x

Epoch Recovery Wizard DYNAMICS\acox

@@ Epoch Recovery

Home .
Finish / See Results

Epoch Data

Description Confirm the details of the recovery

TR FeEEE Recovering old sales project file reQueSt'
Gl ecovery

If you need to make any corrections

Recovery Wizard Selected for Recovery
R or changes you may return to
- Total Files: 1 previous pages in this wizard.
Jobs Total Folders: 0

VAR RO When you are ready to submit the

recovery job, click the ‘Submit”
button below.

Recent Files

Recover

Settings

From: |\\dynamics.cctec.org\DFS\HCA\Departments\Sales

About Epoch:  Sales Records and Projections at 9/2/2019 1:58:56 PM

To:  \\dynamics.cctec.org\DFS\HO\Departments'Sales

Finish Recovery Options

Recover Data

File Data Overwrite Options

16 Review the specifications of the recovery request.
If you need to make any corrections you can go back to previous pages to do so.
17 Click Submit.

The Manage Recovery Jobs dialog box appears with the new recovery job located at the top,
along with details of the data recovery.

18 In the Manage Recovery dialog box, click Refresh to get an update of the status of the recovery.

4.2 Recovering Data Using Advanced Recovery

The Advanced Recovery interface provides more advanced options for recovering data. Data Owners
who frequently recover data and consequently, become quite familiar with the Advanced Recovery
interface, might want to use this as the means of data recovery.

1 Click Epoch Data > Advanced Recovery.

2 From the Epoch Policy List, select an Epoch policy.

3 From the calendar, select an Epoch.
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n File Dynamics 6.5 Data Owner Client

= ] x
Epoch Advanced Recovery DYNAN
D) S oo B8 E ©
Details Refresh  Recover Day Week Month Timeline
Home
Policy Action Calendar View
Epoch Data T
Epoch Policy List Epochs
Adh dR +| | Mame Description "
lvanced Recovery Friday, ... Sunday, Aug 18 - Saturday, Aug 24 Sunday, Aug 25 - Saturday, Aug 31 Sunda...
i |~| Sales Records..  Sales records a.
- 16 | 17 | 18 | 19 | 20 21 22 |23 |24 |25 26 |27 | 28 29 | 30 | A 1 2
Recovery Wizard g
Jobs 1
Recent Files
4] | August 18, 2019 - September 7, 2019
Settings -
Sun Mon Tue Wed Thu Fri Sat
About Aug 18 19 20 21 22 23 24
25 26 27 28 29 30 31
11:27 AM
Sep 1 2 3 4 5 6 7
10:33 AM
Recovery for Sales Records and Projections (\\dynamics.cctec,org\DFS\HQ\Departments\Sales) u] X
i View Jobs
© View as of Monday, 9/2/2019 1:5223 PM @) Show Permissions | Live Target | Origin - 5 Openiin Explorer
\Sales d ctec.org\DFS\HO\Departs I
v [ sales
&5 Flyers
5 Projections
= promotional
&5 quotes
P epors Views lLinked
&3 training
GD
Versions  [§ Preview Recover 7 Refresh
Selected Files/Folders for Recovery Live Contents: Target Recovery Location
Name Date Modified Type size ow... Name Date Modified Type size Owner
[] FR Assessment Pro.. 2/20/20108:08:32 PM DOC File 112KB DV.. [+ |[] FMS eDir Assessment 1011, 10/13/2010 3:47:14 AM FFT File 5MB BUILTINVAdministrators -
[] IDSM Quick Start 5... - 2/11/2008 5:03:40 AW DOC File 160 KB DV... [] FRAssessment Proposal Te... 2/20/2010 8:08:32 PM DOCFile 112 KB DYNAMICS)sanders
[5] NFMS AD - Educati.. 5/10/2010 11:06:32 P Office Open... 74KB DY.. [ 1DSM Quick Start Sales Guid.. 2/11/2006 5:03:40 AM DOCFile 160 KB DYNAMICS\sanders
[] Packing slipxisx 11/26/2013 1:18:28 AM XLSX File 16 KB DV.. [E] NFMS AD - Education SOW... 5/10/2010 11:06:32 PM Gffice Open XML Do... 74KB DYNAMICS)sanders
[] Product price listxisx 11/26/2013 5:11:44 AM XLSX File 13KB DV. [] Packing slip.xisx 11/26/2013 1:18:28 AM XLSX File 16 KB DYNAMICS jsanders
D sates forecast temp... 9/2/2012 1:4231 PM LS File 125 KB [7] Product price listadsx 11/26/2013 5:11:44 AM LSK File 13 KB DYNAMICS\sanders
[] sales pipelinexisc  11/26/2013 XLSK File 20KB ¥ sales forecast template 01.xs XLS File 125 KB DYNAMICS\acox
Sales Projects Qui Text Document & sales forecast template 0215 9/2/2019 1:42:31 PM XLS File 125 KB BUILTIN\AGministrators
Sales Projects Qu XL File [] sales pipelinexisx 9/2/2019 2:22:58 PM XLSK File 0 bytes DYNAMICS\acox
[] sales report appuxdsx 11/26/2013 5:33:42 AM XLSX File 67 KB DY. v Sales Projects Quarterlyxls  1/12/2019 4:19:13 A XLS File 125 KB BUILTIN\Administrators
[E] shipping Labels.do... 11/25/2013 2:34:20 PM Office Open... 23KB D [ sates report appxisx 11/26/2013 5:33:42 AM XLSX File 67 KB DYNAMICS\sanders
[E] Weekly Assignmen... 11/25/2013 2:30:54 P Office Open... 27KB DV.. [E] shipping Labels.doox 11/25/2013 2:34:20 PM Gffice Open XML Do... 23KB DYNAMICS)sanders
=

This interface features a side-by-side view of the selected Epoch (on the left) and the live file
system’s target recovery location (on the right).

Yellow highlighted files indicate that a file with the same name exists in both the Epoch and the
live file system. These files are highlighted because if you recover the file from the Epoch, you
might possibly overwrite the version of the file you actually want.

Green highlighted files indicate that the file only resides in the Epoch and that there is no chance
of overwriting a file with the same name on the live file system.
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Purple highlighted files indicate that these files exist only in the live file system and not in the
Epoch.

Orange highlighted files indicate that the file is the live file system is older that the file in the
epoch.

View Jobs: Clicking this accesses the Manage Recovery Jobs dialog box that lists all recovery
jobs performed. Clicking an individual job listing opens a Recovery Jobs Detail dialog box that
provides specific information about the recovery job.

Show Permissions: When selected, this specifies all users and groups that have permissions

to a selected folder from the Epoch, and what those specific permissions are. This information is
useful to have before you recover a folder because when you do so, you can specify to keep the
existing permissions or to overwrite them with the permissions (including inherited) that exist in

the live network.

Live Target: If the Epoch Data Protection policy specifies that files can be recovered to an
Alternate path or Anywhere, these options appear in the drop-down menu. Selecting either of
these options lets you then specify a location where the recovered file will be stored.

Open in Explorer: This provides the ability to open files in the live file system. You might want to
use this before a recovery when you need to compare the differences between a rendered file
from the Epoch with the same named file in the live file system.

Versions: When a single file is selected from an Epoch, you can view specific metadata of the
file by clicking this.

Preview: When a single file is selected from an Epoch, you can click Preview to view a
rendering of the file and verify that it is the file you want to recover.

Recover: This is the means of initiating the file or folder recovery.

Refresh: Refreshes the displayed contents based on any updates.

5 From the left side of the interface, select the folders or files you want to recover.
6 Click Recover.
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Submit Recovery Job pod

Selected for Recovery

Total Files: 1
Total Folders: 1
Total Size: 2,

]
u

063,373 bytes

Recover To

sdynamics. cotec, orgh\DES\HO\DepartmentsiSales

Recovery Options

+ | Recover Data + | Recover Folder Security
File Drata Owerwrite Options Security Owerwrite Options
Mever ®) Merge
®) Always Owenwrite

+ | Recover File Owners

Description (required)

Submit Cancel

Selected for Recovery: Displays the number of selected files and folders, along with the total
size.

Recover To: Displays the path where the folders and files will be located once they are
recovered.

Recovery Options: This region allows you to specify parameters for the recovery.

Recover Data: If the items in the Selected Files/Folders for Recovery list do not include folders,
this option is selected and cannot be overridden. If your selected items include folders, you can
deselect this check box, meaning that you are only want to recover the permissions on the same
named folder in the live file system.

File Data Overwrite Options: Lets you specify what to do with recovered files from the Epoch
when there are files with the same name on the target. Selecting Never means that the file will
not be recovered. Always means that the file will be recovered and will overwrite the file on the
target — even if the file is newer.

Recover File Owners: Selecting this check box specifies that the owners for all recovered files
and folders will remain the owners when the Epoch was saved. Deselecting this check box will
leave the owner as it exists in the live file system.

Recover Folder Security: This check box is displayed only when the selected data for recovery
includes folders. Selecting this check box specifies that you want recovered folders to maintain
the folder permissions.
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4.3

Security Overwrite Options: Lets you specify what to do with recovered folders from the Epoch
when there are folders with the same name on the target. Selecting Merge will merge the
permissions of the recovered folder with those of the same named folder in the live file system.
Selecting Overwrite will overwrite the permissions of the same named folder on the live file
system and replace those permissions with those of the recovered folder.

Description: Lets you provide a description of this recovery instance. You must provide a
description before the Submit button is activated.

7 Specify your recovery options in the Submit for Recovery Job dialog box and click Submit.

8 When the confirmation dialog box appears, click Yes.

The Manage Recovery Jobs dialog box appears with the new recovery job located at the top,
along details of the data recovery.

9 In the Manage Recovery dialog box, click Refresh to get an update of the status of the recovery.

Managing Recovery Jobs

Clicking the Jobs tile brings up a list of recovery jobs.

Epoch Jobs — O X

OD&taiI: Abort EﬁD&I&t& GREfrr::h

Drag a column header here to group by that column

Job ID w |Policy Submitted By Submitted Time |Completed... w |Description Target Recover... |Status

10356 Sales Records... DYMAMICS\acox &/30/2019 11:5... &/30/201911:5... recover old do... ‘\dynamics.ccte... Complete
10355 Sales Records...  DYMAMICS\acox | 8/30/2019 11:5...  &/30/201911:5... | recover old do.. ‘\\dynamics.ccte... | Complete
10354 Sales Records... | DYMNAMICS\acox | 8/30/2019 11:4.. 8/30/201911:4... recover old do... ‘\\dynamics.ccte... Complete

From here, you can double-click a job to see more details, abort a pending job, or remove jobs from
the list.
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5.1

Workload Actions

Workload policies in File Dynamics provide the ability to handle work processes initiated from other
applications. For example, reports generated in Micro Focus File Reporter that specify the location of
sensitive files can be imported into the Data Owner Client where a designated Data Owner can
remediate the location of these sensitive files. This approach empowers organizations to provide
automated network file system security remediation approved by a gatekeeper familiar with the files.

Imported files can be in either CSV or TXT format.

¢ Section 5.1, “Importing Files,” on page 31
¢ Section 5.2, “Managing Workload Jobs,” on page 40

Importing Files

1 Click Workload > Import.

n File Dynamics 6.5 Data Owner Client = O x
Workload Import DYNAMICS\administrator

-E Import Refresh Copy Move Delete Set Owner
Welcome

Home
Security
Paolicies

Notifications

B Epoch Data ~

iiﬁfﬁﬂ

Advanced Recovery
Recovery Wizard Click here to select a file to import or drag and drop a file to begin
Jobs

Workload

Impaort

Jobs

Recent Files

Cottinac

2 Do one of the following:
+ On the Import page, drag the file you want to import.
+ Click the Import page, browse and then select the file you want to import.
The Import dialog box appears with the contents of the imported file.
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n File Dynamics 6.5 Data Owner Client = O x
Workload Import DYNAMICS\acox

-E Import Refresh Copy Move Delete Set Owner
Folders  Files

Home

Open in Explorer

Security Enter text to search... <[ Fina Clear

Policies Drag a column header here to group by that column

Owner
DYMAMICS\jsanders
BUILTINVAdministrators
BUILTIN\Administrators
BUILTIN\Administrators
BUILTINVAdministrators
BUILTIN\Administrators

. Path Created
Notifications
1

Y\dynamics, cctec.org\DFS\H...

Wdynamics. cetec.org\DFS\H...

Epoch Data

Y\dynamics.cctec.org\DFS\H...

Advanced Recovery
- - Y Y\dynamics.cctec.org\DFS\H...

W o W oW Dbis
L o o w bio

8,
8,
Wdynamics.cctec.org\DFS\H... &/
8
8

: ‘\dynamics.cetec.org\DFS\H...
Recovery Wizard g E

Jobs
Workload
Impaort
Jobs

Recent Files

Cottinac

3 Select each of the entries you want by clicking its corresponding check box and select whether
to Copy, Move, Delete, or Set Owner.

Procedures for each of these options follow.

511 Copy

This option copies the files specified in each of the entries you select. The option simply duplicates
the files and places the duplicate versions in a location where the Data Owner has been granted
access via a Workload policy.

1 In the Description field, specify the purpose of the copy operation and click Next.

2 In the Copy Options region, specify any of the applicable options.

Copy Owner: Selecting this check box maintains the ownership information of the copied files. If
this is not selected, the fdproxyrights group becomes the owner.

Overwrite Data: When there is a naming conflict between files, this option allows you to
overwrite the existing file with the one being copied.

Copy Security: Selecting this check box maintains the security settings for the copied files. If
this is not selected, the copied files inherit the security of the network file system location to
where they are copied.

+ Merge Permissions: Merges permissions from the source to the target if the target
contains permissions that are not present in the source. This applies to all folders and files
in the source folder structure.

¢ Overwrite Permissions: Overwrites permissions in the target with those found in the
source. This applies to all folders and files in the target folder structure.
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Copy = O X

Copy

General

Description | Copy Potentially Sensitive Files for Review

Copy Options

["] overwrite Data
|:| Copy Security

Merge Permissions

Owvenwrite Permissions

I Mext > || Cancel

3 Click Next.
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Copy = O *

@

Target Path

‘Wdynamics.cctec.org\DFS\HO\Departments'\Sales\Review

7 New Folder 3¢ Delete =T Rename Y3 Refresh 5 Open in Explorer

== Flyers
== Projections
== promational
== quotes
== reports
== Review
== training
» T Training

Target Path Options

Retain Mone of Source Path # | Retain Rightmost Source Path Levels
Retain All of Source Path Discard Leftmost Source Path Levels i
Example

From  Vidynamics.cctec.org\DFS\HO\Departments\Sales\Flyers

To  ‘Wdynamics.cctec,org\DFS\HO\Departments\Sales\Review\Flyers

Mext > Cancel

4 In the upper pane, browse to specify the location where the files will be copied.
5 In the Target Path Options region, select one of the following:

+ Retain None of Source Path: Copies files to the specified location without creating any
subdirectories to store the copied files.

For example, if you were copying files from the following location:

\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a

to

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance

The copied files would be located in the Ghance folder where other files might be located.

+ Retain Rightmost Source Path Levels: This option copies the files to a location according
to the number of levels you specify.

For example, if you were copying files from the following location:

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a

to

\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance
and you select Retain Rightmost Source Path Levels and specify 1,

the files would be copied to a new folder one level deeper in the path. The name of the new
folder comes from the folder name one level higher in the current file path. So the files
would be copied to:
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\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance\ Dat a

+ Retain All of Source Path: This option copies the files to a subdirectory in the specified
folder using a duplicate path where the files are stored.

For example, if you were copying files from the following location:
\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a

to

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance
the files would be copied to:

\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance\ dynam cs. cctec. org
\ DFS\ HQ' HQSHARE\ Fi nance\ Dat a\

+ Discard Leftmost Source Path Levels: This option copies files to a subdirectory in the
specified folder, based on the path where the files are stored, and the specified levels in the
leftmost portion of the file path that you discard.

For example, if you were copying files from the following location:
\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a

to

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance
and you select Discard Leftmost Source Path Levels and specify 2,
the files would be copied to:

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance\ HQ HQSHARE\ Fi nance
\ Dat a\

The fields in the Example region will specify where files will be copied according to the options
you select.

6 Click Next.
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Copy = O
©en

Motification

7 (Optional) If you want an email notification sent to someone once the files have been copied,
specify the recipients and the email message in the fields provided.
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Copy = O *
O

Motification

To |Comma or semicolon separated email addresses
Cc |Comma or semicolon separated email addresses

Subject | Copy Potentially Sensitive Files for Review

Submit Cancel

8 Click Submit.

51.2 Move

This option moves files specified in each of the entries you select to a new a location where the Data
Owner has been granted access via a Workload policy.

1 In the Description field, specify the purpose of the move operation and click Next.

Workload Actions 37



38

Move - O *

@ Move

Target Path

Mew Folder Delete Rename Refresh Open in Explorer
> : cctec2. dynamics.cctec.org

> L_ dynamics.cctec.org

L

: fmsadutp.nfms.utopia.novell.com

Target Path Options

Retain Mone of Source Path Fetain Rightmost Source Path Levels
Retain All of Source Path Discard Leftmost Source Path Levels i
Example

From  Vidynamics.cctec.org\DFS\HO\Departments\Sales\Flyers

To

2 In the upper pane, browse to specify the location where the files will be moved.
3 In the Target Path Options region, select one of the following:

+ Retain None of Source Path: Moves files to the specified location without creating any
subdirectories to store the moved files.

For example, if you were moving files from the following location:

\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a

to

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance

The moved files would be located in the Gnance folder where other files might be located.

+ Retain Rightmost Source Path Levels: This option moves the files to a location according
to the number of levels you specify.

For example, if you were moving files from the following location:

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a

to

\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance
and you select Retain Rightmost Source Path Levels and specify 1,

the files would be moved to a new folder one level deeper in the path. The name of the new
folder comes from the folder name one level higher in the current file path. So the files
would be moved to:
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5.1.4

\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance\ Dat a

+ Retain All of Source Path: This option moves the files to a subdirectory in the specified
folder using a duplicate path where the files are stored.

For example, if you were moving files from the following location:
\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a

to

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance
the files would be moved to:

\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance\ dynam cs. cctec. org
\ DFS\ HQ' HQSHARE\ Fi nance\ Dat a\

+ Discard Leftmost Source Path Levels: This option moves files to a subdirectory in the
specified folder, based on the path where the files are stored, and the specified levels in the
leftmost portion of the file path that you discard.

For example, if you were moving files from the following location:
\\'dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a

to

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance
and you select Discard Leftmost Source Path Levels and specify 2,
the files would be moved to:

\\ dynami cs. cct ec. or g\ DFS\ HQ HQSHARE\ Fi nance\ Dat a\ Ghance\ HQ HQSHARE\ Fi nance
\ Dat a\

The fields in the Example region will specify where files will be moved according to the options
you select.

4 Click Next.

5 (Optional) If you want an email notification sent to someone once the files have been moved,
specify the recipients and the email message in the fields provided.

6 Click Submit.

Delete

This option deletes files and folders specified in each of the entries you select.

1 In the Description field, specify the purpose of the delete operation and click Next.

2 (Optional) If you want an email notification sent to someone once the files have been deleted,
specify the recipients and the email message in the fields provided.

3 Click Submit.

Set Owner

This option allows the Data Owner to change the ownership of selected folders.

1 In the Description filed, specify the purpose of the Set Owner operation and click Next.
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Set Cwner

»

WOW W W W

Mame

@ Set Owner

New Owner

Set Owner Options

Apply To Subfolders

MNew Owner

~ dynamics.cctec.org -

Computers

Domain Contrallers
DYNAMICS
FareignSecurityPrincipals
Managed Service Accounts
Program Data

Service Accounts -

2 Specify the new owner by either typing the username or locating the User object.

2a Click Apply to Subfolders if you want the user you specify to be the owner of all of the
folder’s subfolders.

3 Click Next.

4 (Optional) If you want an email notification sent to someone once the file ownership has been
changed, specify the recipients and the email message in the fields provided.

5 Click Submit.

5.2 Managing Workload Jobs

Clicking the Jobs tile brings up a list of Workload jobs.
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Manage Workload Jobs

w | Submitted By

Abort [ Delete '3 Refresh

Drag a column header here to group by that column

Submitted Time

Completed Time

Description

Target Path Status

DYNAMICS\acox

9/3/2019 %:13:33...

9/3/2019 9:13:49...

reset ownership...

Complete

O Details
u| |Job ID
+ | 10470
10469
10468
10467

DYNAMICS \acox
DYMAMICS\acox
DYMNAMICS\acox

9/3/2019 9:10:39...
9/3/2019 8:36:08...
9/3/2019 8:32:11...

9/3/2019 9:10:52...
9/3/2019 8:36:19...
9/3/2019 8:32:26...

reset ownership t...
Move Potentially...
Copy potentially...

Complete
‘wdynamics.cctec.... | Complete

‘wdynamics.cctec... | Complete

From here, you can double-click a job to see more details, abort a pending job, or remove jobs from

the list.

NOTE: If you're a member of the fdadmins group, you will see the jobs for all users. If you are a

regular user, you will see only the jobs that you have submitted.

Workload Actions
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6.1

Using My Recent Data

My Recent Data is a reference and access tool for the data that you have been viewing or working on
as a user. My Recent Data provides information on both locally-stored data on your workstation hard
disks as well as data stored on network drives.

My Recent Data presents information about the data that you accessed most recently, making the
tool a helpful means of finding and accessing files — even when you might not be able to remember
the name of the file or its location.

My Recent Data lets you view data information according to What and Where presentation
parameters.

¢ Section 6.1, “Using the What Presentation Parameter,” on page 43
¢ Section 6.2, “Using the Where Presentation Parameter,” on page 44

Using the What Presentation Parameter

The What presentation parameter displays the data you most recently accessed, according to file
type.

1 Click Recent Files.

n File Dynamics 6.5 Data Owner Client — (] x
My Recent Data DYNAMICS\acox
What Q Where
Lo
o G Q% Microsoft Excel .. T [ F= | @2 Microsoft Word ... T [P = | & MicrosoftExcel .. T [ F=
ome
S Extension | Count Name Access Date b Name Access Date b Name Access Date -
Security v i‘ Xlsx l: i| Produc... 9/3/2019 %:55:30 AM NFMS...  9/3/2019 9:56:33 AM @ Sales Pr... 9/3/2019 9:55:09 AM
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Your most recently accessed files are displayed within nine panes, segmented and ordered by
file types. For example, if you have recently viewed more Microsoft Word files than any other file
type, .docx files will be displayed in the top-left pane.
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2 Inthe legend in the left portion of the page, deselect some file types and select others and then
view how the information is displayed on the page.

3 Within a pane, right-click a file and select Open Folder to launch File Explorer and view the
location of the file in the file system.

4 In another pane, double-click another listed file to open the file.

5 In another pane, place the pointer over the arrow in the upper-right corner so that the filter icon
appears, then click the filter icon.

6 Select the Last Week check box.

7 Observe that the list of files displayed in the pane now include only those files accessed last
week.

This feature is useful when you want to locate or access a file that you recall viewing at an earlier
time, but cannot recall the filename or location.

8 In another pane, locate a file that you know is located on a High-Value Target that has been
archived through an Epoch Data Protection policy.

9 Right-click the file and select Epoch Versions.

File Instances / Versions O X

m \Sales\Sales Projects Quarterly.xls
LS File

+|Bhow Only Unique Instances:

B_ Preview

Select an Instance

Epoch View
v | 9/2/2019 1:58:56 PM
2019 1:52:23 PM
/2/2019 1:46:56 PM

w | Date Modified
9/2/2019 1:58:28 PM
9/2/2019 1:50:52 PM
9/2/2019 1:4Z:23 PM

Size

Owner
125 KB BUILTIN'\Administrators
125 KB BUILTIN'Administratars
125 KB BUILTIN\Administrators

Cancel

The dialog box displays all unique versions of the file that are archived to nearline storage
through an Epoch Data Protection policy.

From this dialog box you can double-click a selected version to view a rendering of the file, or
select versions of the file to recover.

6.2 Using the Where Presentation Parameter

The Where presentation parameter displays the data you most recently accessed, according to
location. The folders containing the recently-access documents are displayed in a tree map with their
names and sizes displayed according to the amount of files accessed within the folder. For example,
a folder with 18 files recently accessed would appear roughly twice as large as a folder with 9 files
recently accessed.
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The box color shades signify the locations of files most recently accessed. For example, a file that
was accessed an hour ago might be indicated by a box that is dark blue, while a file that was
accessed 3 days ago might be indicated by a box that is light blue or even white.

1 From the Map Theme drop-down menu, select a new color option to observe how the tree map
appears with new theme colors.

2 Inthe tree map, click one of the darker rectangles and in the pane in the right portion of the page,
view the name of the file you recently accessed.

Click other locations on the tree map to see the names of other recently-accessed files.
From the top bar, click one of the four icons to filter the presentation to only the selected file type.
From the Extension drop-down menu, select another different file extension type.

From the Extension drop-down menu, select <All>.

N o g b~ W

Double-click one of the rectangles to launch File Explorer and view the contents of the folder in
the file system.

8 Click one of the darker rectangles in the pane and from the right portion of the page, select Open
Folder to launch File Explorer and view the location of the file in the file system.

9 Close File Explorer and in the right pane again, double-click a selected file.
10 Observe that the file is opened in the associated application.
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Documentation Updates

This section contains information about documentation content changes that were made in this Micro
Focus File Dynamics 6.5 Data Owner Client Guide after the initial release of File Dynamics 6.0. The
changes are listed according to the date they were published.

The documentation for this product is provided on the Web in two formats: HTML and PDF. The
HTML and PDF documentation are both kept up-to-date with the changes listed in this section.

If you need to know whether a copy of the PDF documentation that you are using is the most recent,
the PDF document includes a publication date on the title page.

The documentation was updated on the following dates:

September 10, 2019

Updates were made to the following sections:

Location Update Description
.Chapter 3, “Security Notifications and Actions,” on New section.
page 13.
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