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About This Guide

This Novell GroupWise 2012 GroupWise/Exchange Coexistence Guide helps you synchronize address
book information and provide free/busy searching between a Novell GroupWise system and a
Microsoft Exchange system. The guide is divided into the following sections:

¢ Chapter 1, “GroupWise/Exchange Coexistence Overview,” on page 7

¢ Chapter 2, “GroupWise/Exchange Address Book Synchronization,” on page 9

¢ Chapter 3, “GroupWise Free/Busy Service,” on page 33

¢ Appendix A, “Preexisting GroupWise/Exchange Synchronization,” on page 53

Audience
This guide is intended for network administrators who manage a GroupWise system and an

Exchange system for users who need to communicate with each other as if they were all on the same
email system.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation.

Additional Documentation

For additional GroupWise documentation, see the guides at the Novell GroupWise 2012
Documentation Web site (http://www.novell.com/documentation/groupwise2012).

About This Guide 5
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GroupWise/Exchange Coexistence
Overview

The GroupWise/Exchange coexistence solution helps you configure your GroupWise system and
your Exchange system so that they work together efficiently for users of both systems. When the
coexistence solution is implemented, email users do not need to be concerned about which email
system other users are on when they send messages and schedule appointments.

The coexistence solution consists of two components:

¢ Address Book Synchronization: When addressing messages, users in both email systems
expect to be able to select users from the either email system in their accustomed email client.

Address book synchronization transfers information between the GroupWise Address Book and
the Exchange Global Address List (GAL). As a result, the same users can be selected in both
email systems.

For setup instructions, see Chapter 2, “GroupWise/Exchange Address Book Synchronization,”
on page 9.

¢ GroupWise Free/Busy Service: When scheduling appointments, users in both email systems

expect to be able to check each others’ calendaring information for available appointment times.

The GroupWise Free/Busy service uses Internet free/busy URLs to exchange calendaring
information between the two email systems. As a result, GroupWise users can use the
GroupWise Busy Search feature to check the availability of Exchange users, and Exchange users
can use the Outlook Scheduling Assistant to check the availability of GroupWise users.

For installation and configuration instructions, see Chapter 3, “GroupWise Free/Busy Service,”
on page 33.

Other more general aspects of email exchange between GroupWise and Exchange are handled by
standard processes:

¢ Messaging: Messages between GroupWise and Exchange pass in and out through the
GroupWise GWIA and the Exchange Hub Transport just as they would if the Exchange and
GroupWise systems were not otherwise more closely associated.

¢ Calendaring: Both GroupWise and Exchange support iCal appointments. The GroupWise
GWIA converts GroupWise appointments into and out of iCal format, and the Exchange Hub
Transport does the same for Exchange appointments.

IMPORTANT: If you are already synchronizing data between your GroupWise and Exchange
systems, see Appendix A, “Preexisting GroupWise/Exchange Synchronization,” on page 53.

GroupWise/Exchange Coexistence Overview
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2.1

GroupWise/Exchange Address Book
Synchronization

Address book synchronization between GroupWise and Exchange enables users of both email
systems to easily select each other from their native address books.

In addition, address book synchronization is a prerequisite to the exchange of calendaring
information between GroupWise and Exchange users, as described in Chapter 3, “GroupWise Free/
Busy Service,” on page 33.

¢ Section 2.1, “Address Book Synchronization Functionality,” on page 9

¢ Section 2.2, “Address Book Synchronization Architecture,” on page 11

¢ Section 2.3, “Address Book Synchronization System Requirements,” on page 14

¢ Section 2.4, “Planning for Address Book Synchronization,” on page 14

¢ Section 2.5, “Preparing for Address Book Synchronization,” on page 25

¢ Section 2.6, “Configuring the MTA for Address Book Synchronization,” on page 26

¢ Section 2.7, “Performing the Initial Address Book Synchronization,” on page 28

¢ Section 2.8, “Testing Address Book Synchronization,” on page 29

¢ Section 2.9, “Monitoring Address Book Synchronization,” on page 32

IMPORTANT: If you are already synchronizing data between your GroupWise and Exchange
systems, see Appendix A, “Preexisting GroupWise/Exchange Synchronization,” on page 53.

Address Book Synchronization Functionality

Address book synchronization between GroupWise and Exchange is performed by the GroupWise
MTA.

The MTA always synchronizes certain types of objects. You can choose to synchronize other types of
objects, based on the needs of your GroupWise and Exchange systems.

¢ Section 2.1.1, “Object Synchronization,” on page 10

¢ Section 2.1.2, “Object Visibility in the GroupWise Address Book,” on page 10

¢ Section 2.1.3, “Object Naming Consideration,” on page 10

¢ Section 2.1.4, “Attribute Synchronization,” on page 11

¢ Section 2.1.5, “Address Book Modifications,” on page 11

GroupWise/Exchange Address Book Synchronization
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2.1.2

2.1.3

Object Synchronization

The following GroupWise and Exchange objects can be synchronized:

¢ Users (always synchronized)
¢ Distribution lists/groups (always synchronized)

GroupWise allows five levels of nested distribution lists. Exchange allows deeper nesting.
Exchange distribution groups that are nested deeper than five levels are synchronized to
GroupWise, but the GroupWise client cannot send to recipients in the deeper levels. For best
results, reorganize nested distribution groups that exceed five levels deep.

+ Resources (always synchronized)

+ External users, distribution lists, distribution groups, and resources (optional; not
synchronized by default)

External objects represent objects in other email systems that are present in your email system
for addressing purposes only. External users do not have mailboxes in your email system. Their
address book entries contain only email addresses.

Objects can be synchronized between one GroupWise system and one or more Exchange systems.

Object Visibility in the GroupWise Address Book

Visibility is an attribute of GroupWise users, distribution lists, and resources that determines
whether or not those objects appear in the GroupWise Address Book. GroupWise objects with
visibility set to System are synchronized. This is the default visibility. GroupWise objects with
visibility set to Domain, Post Office, or None are not synchronized unless the External Sync Override
setting for the object is set to Synchronize Regardless of Visibility.

GroupWise users and resources are created with System visibility by default.

GroupWise distribution lists are created with Post Office visibility by default. They must be changed
to System visibility in order to synchronize to Exchange.

For more information about object visibility, see “Controlling Object Visibility” in “System” in the
GroupWise 2012 Administration Guide.

For more information about the External Sync Override setting, see “Creating a Single GroupWise
Account” in “Users” in the GroupWise 2012 Administration Guide.

Object Naming Consideration

Characters that are valid and even desirable in the name of a user, distribution list, or resource might
not be valid in an email address. Such characters include spaces and certain accented and special
characters.

When an object name includes any character that is not valid in an email address, that object is not
synchronized. For such an object, you must set up a preferred email ID in order to ensure that it has a
valid email address.

For instructions on providing valid email addresses for GroupWise objects, see the following sections
in the GroupWise 2012 Administration Guide:

¢ “Changing a User’s Internet Addressing Settings”

¢ “Changing a Distribution List’s Internet Addressing Settings”

¢ “Changing a Resource’s Internet Addressing Settings”

GroupWise/Exchange Coexistence Guide
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2.1.4  Attribute Synchronization

2.15

2.2

The following types of information (attributes) are always synchronized for GroupWise and
Exchange users:

¢ Name

+ Title

¢ Description

¢ Phone numbers

¢ Address

¢+ Company

¢ Department

¢ Location

¢ Internet domain

¢ Email address

¢ Free/busy URL

Address Book Modifications

After initial address book synchronization, the MTA monitors the GroupWise and Exchange objects
for changes. When changes occur in the GroupWise Address Book, they are synchronized to
Exchange. When changes occur in the Exchange Global Address List (GAL), they are synchronized to
GroupWise.

IMPORTANT: GroupWise Address Book information should not be modified from Exchange, and
Exchange GAL information should not be modified from GroupWise. Any changes that are not made
in the native email system are overwritten during the next synchronization cycle.

Address Book Synchronization Architecture

When performing address book synchronization, the MTA reads information in the GroupWise
Address Book and in Active Directory. Information in the GroupWise Address Book is synchronized
into Active Directory, and information in Active Directory is synchronized into the GroupWise
Address Book.

¢ Section 2.2.1, “Exchange Objects,” on page 12

¢ Section 2.2.2, “GroupWise External Domain Object for Exchange Users,” on page 12

¢ Section 2.2.3, “GroupWise Objects,” on page 13

¢ Section 2.2.4, “Active Directory Contexts for GroupWise Objects,” on page 13

GroupWise/Exchange Address Book Synchronization 11



2.2.1 Exchange Objects

In Active Directory, users, distribution groups, and resources can be located in one or more Active
Directory contexts, typically under the Users context.

i x|
File —Action View Help
&9 HH{0XBo=Hm8asTah
: Active Directory Users and Computers [E | Name | Type - I First Name I Last Name I -
_ Saved Queries i_) Administrator User
SiE= pr.v-gwdoc -share. provo.novell.com 3_) Clifford Reynolds User Clifford Reynolds
.—_ Builtin ?_; Company Car User Company Car
.—_ Computers ?_. DiscoverySearchMailb... User MsExchDiscove...
= Domain Controliers 3_) Exchange Coexistenc... User Exchange ...  User
- Foreign;ecurityprincipals ?. FederatedEmail.4c1f... User FederatedEmail....
_| GroupWise 2
| Managed Service Accounts ‘i' Guest User
Microsoft Exchange Security Grot 3_) JD_SE Ator User JD_SE Ator b
3 %, Krista Olsen User Krista Olsen
?_; Meeting Room 101 User Meeting Room 101
?_. Meeting Room 201 User Meeting Room 201
?_) Meredith Dozier User Meredith Dozier
?_) Sheldon Garnica User Sheldon Garnica
?_. SystemMailbox{1f05a... User MSExchApprov...
?_; SystemMailbox{eddc... User MsExchDiscove. ..
?_5 Terry Hadfield User Terry Hadfield
LI | _pl S&Enh&rprise Admins Security G... ;l
| | |

When you configure address book synchronization, you choose the specific contexts from which you
want to synchronize Exchange objects to GroupWise.

Distribution groups and resources are typically located in the same contexts with users, and are
synchronized along with them.

2.2.2 GroupWise External Domain Object for Exchange Users

After address book synchronization, Exchange objects are organized under an External Domain
object, which is located under the GroupWise System object in ConsoleOne. The original Active
Directory context of each object is represented by an External Post Office object. As a result, Exchange
objects are organized under the GroupWise System object parallel to how they are organized in your
Exchange system.

Exchange users are represented as GroupWise External User objects.

-ioix
File Edit ‘iew Tools Help
_&l Q“ﬁl@ e @l '@l“a Users L"ID Sart LI|
@ My World Object ID | Diarnain Marme | Post Office Mamme | Last Mame | Given Mame I
- a Administrator ExchangeSystem Exchangelsers -
?‘ CORP_TREE a Clifford Reynolds  ExchangeSystem  Exchangelsers Reynolds Clifford
E‘@ GroupWise System a Exchange Coexist,., ExchangeSystern Exchangelsers User Exchange C...
E‘® ExchangeSystem a Jose Ator ExchangeSystern Exchangelsers Akar Jose
[ il a Krista Qlsen Exchangesystem Exchangelsers Olsen Krista
a Meredith Dozier ExchangeSystern  Exchangelsers Dozier Meredith
a Sheldon Garnica ExchangeSystern  Exchangelsers Garnica Sheldon
a Terry Hadfield ExchangeSystern  Exchangelsers Hadfield Terry
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Exchange distribution groups are represented as GroupWise External Distribution List objects.

Novell ConsoleOne = |
File Edit View Tools Help
_&l Qlﬁ'l@* [—] ((_%l ’E:_L”Imoistribution Lists v”
Object ID I Domain Marme Post Office N... Wisibility
Administrative Distribution Group  ExchangeSystem  Exchangelsers  System ;I

Im Contractor Distribution Group ExchangeSystem  ExchangeUsers  System

Exchange resources are represented as GroupWise External Resource objects.

Novell ConsoleOne - 10l =l
File Edit Wiew Tools Help
H B [®]8|@] 2= =
Ohject ID I Domain Mare Post Office Mame Qwner I
(g Company Car ExchangeSystem Exchangelsers d
?:"‘: CORP_TREE (3 Meeting Froom 101 ExchangeSystem Exchangelsers
Groupiise System (3 Meeting Floom 201 ExchangeSystem Exchangelsers

2.2.3 GroupWise Objects

By default, all GroupWise users, distribution lists, and resources in the GroupWise Address are
synchronized to Exchange, unless their visibility is restricted, as described in “Object Visibility in the
GroupWise Address Book” on page 10.

If necessary, you can restrict this scope by creating a distribution list of GroupWise users, distribution
lists, and resources to synchronize to Exchange.

Although GroupWise object information is synchronized into Active Directory, Exchange object
information is synchronized into the GroupWise Address Book, not into eDirectory.

2.2.4  Active Directory Contexts for GroupWise Objects

After address book synchronization, GroupWise objects are organized under a new Active Directory
folder that is created specifically to hold synchronized GroupWise objects. GroupWise domains are
organized into subfolders under the GroupWise folder. GroupWise post offices are organized into
subfolders under their respective domain folders. As a result, GroupWise objects are organized in
Active Directory parallel to how they are organized in your GroupWise system.

B Active Directory Users and Computers — ol x|
File Action View Help
= = = = | @ thg T =
e |25 40XEd=HE S TS
: Active Directory Users and Computers [ | Name | Type ~ | First Name Last Mame
_| Saved Queries 82, ResearchDistributionList Distributio. ..
B & prv-gwdoc-share.provo.novel.com | & aolivos Contact Anita Olivos
el Builtin Lbforsgren Contact Basil Forsgren
_| Computers 2, cholton Contact Cindy Bolton
— Eomalnstjonw:l!:rs . ?)Company\u‘an Contact
| ForeignSecurityPrindpals 2
5 5] GroupWise }JCDHRDUI’I’ISIS Contact
é = Provol %, gbodk Contact Gustaw Bock
= i) gfarnswarth Contact Greg Farnsworth
2| Development 2 " X
B & Provo2 }Jlsuml Contact Jade Sumi
= sales £, szeeman Contact Skip Zeeman
= [Z] Provo3

GroupWise users are represented in Active Directory as Exchange Contact objects.
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2.3

2.4

241

GroupWise resources are also represented as Exchange Contact objects, rather than as Exchange
Resource objects. Exchange resources have mailboxes just as GroupWise resources do, and a mailbox
cannot be on both sides of the synchronization process. Therefore, GroupWise resources cannot be
synchronized as Exchange resources.

GroupWise distribution lists are represented as Exchange Distribution Group objects.

Address Book Synchronization System Requirements

Before you configure address book synchronization, ensure that your GroupWise and Exchange
systems meet the following system requirements:

3 GroupWise 2012 SP2 or later Message Transfer Agent (MTA)
O3 Microsoft Exchange 2010
One GroupWise system can be synchronized with one or more Exchange systems.

If you want to use the Outlook Scheduling Assistant to search the calendars of GroupWise users, see
Section 3.2, “GroupWise Free/Busy Service System Requirements,” on page 35 for additional user
requirements.

Planning for Address Book Synchronization

IMPORTANT: If you are already synchronizing data between your GroupWise and Exchange
systems, see Appendix A, “Preexisting GroupWise/Exchange Synchronization,” on page 53.

The GroupWise/Exchange Address Book Synchronization Worksheet helps you gather the
information that you need to set up address book synchronization.

In a simple scenario, you need one worksheet to gather information for your entire GroupWise
system and for one Exchange server. In more complex scenarios, you need multiple worksheets,
depending on the size of your GroupWise and Exchange systems.

This planning section focuses on the simplest scenario, but presents alternatives for handling more
complex scenarios.

¢ Section 2.4.1, “Gathering GroupWise System Information,” on page 14

¢ Section 2.4.2, “Gathering Exchange System Information,” on page 17

¢ Section 2.4.3, “GroupWise/Exchange Address Book Synchronization Worksheet,” on page 23

Gathering GroupWise System Information

Address book synchronization requires the following information about your GroupWise system
and about how you want address book synchronization to take place:

¢ Section 2.4.1.1, “MTA for Address Book Synchronization,” on page 15

¢ Section 2.4.1.2, “Synchronization Schedule,” on page 15

¢ Section 2.4.1.3, “Synchronization Scope for GroupWise Objects,” on page 15

¢ Section 2.4.1.4, “Synchronization of External Objects,” on page 16

¢ Section 2.4.1.5, “GroupWise External Domain Object,” on page 16

¢ Section 2.4.1.6, “"GWIA Link for the External Domain,” on page 17

GroupWise/Exchange Coexistence Guide
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24.1.3

MTA for Address Book Synchronization

In order for address book synchronization to occur between GroupWise and Exchange, at least one
MTA in your GroupWise system must be configured to perform it. You can configure just one MTA
to perform address book synchronization for your entire GroupWise system and all Exchange
servers. Or you can configure multiple MTAs to perform address book synchronization for specific
Exchange servers.

You can start by configuring just one MTA for address book synchronization in order to understand
and test the synchronization process. You can then configure additional MTAs if your GroupWise
system includes multiple Exchange servers in distant locations, or if you want to spread out the
synchronization load across multiple MTAs.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under MTA to Perform Synchronization, specify the GroupWise domain whose MTA you want to configure to
perform address book synchronization.

Use a separate GroupWise/Exchange Address Book Synchronization Worksheet for each MTA that
you want to configure for address book synchronization.

Synchronization Schedule

The MTA performs address book synchronization according to the schedule you specify. You can
start address book synchronization at a specified time each day and repeat it at a specified interval.

As you are setting up address book synchronization, you can manually request for the MTA to
perform address book synchronization as needed. Thereafter, performing scheduled address book
synchronization once a day can be sufficient.

If you have multiple MTAs performing address book synchronization, you can configure them with
different synchronization schedules.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Hour to Begin Synchronization, specify the number of hours after midnight when you want the first
address book synchronization to occur, for example, 3 for 3:00 a.m.

Under Interval between Synchronizations, specify the number of hours between the beginning of each address
book synchronization. The smallest interval is 1 hour.

Synchronization Scope for GroupWise Objects

By default, the MTA synchronizes all GroupWise objects in the GroupWise Address Book (except for
external objects and objects with limited visibility).

To restrict the GroupWise objects that are synchronized to Exchange, you must collect them into a
GroupWise distribution list.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Synchronize Only Members of Distribution List, specify the GroupWise distribution list of objects to
synchronize with Exchange. Also specify the post office where you plan to create the distribution list and the
GroupWise user to own the distribution list.

GroupWise/Exchange Address Book Synchronization 15
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24.15

IMPORTANT: You must create the distribution list with the subset of GroupWise objects before you
can configure address book synchronization.

Synchronization of External Objects

By default, the MTA does not synchronize external users, groups, and resources. External objects
represent objects in other email systems. They are not part of your GroupWise system. External users
do not have GroupWise mailboxes and cannot log in to GroupWise.

If external objects contain address information that you want represented in your Exchange system,
you can choose to synchronize external objects.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Synchronize GroupWise External Objects to Exchange, mark Yes if you want to synchronize external
objects.

GroupWise External Domain Object

After address book synchronization, Exchange objects are organized under an External Domain
object, which is located under the GroupWise System object in ConsoleOne. The original Active
Directory context of each object is represented by an External Post Office object. As a result, Exchange
objects are organized under the GroupWise System object parallel to how they are organized in your
Exchange system.

Exchange users are represented as GroupWise External User objects.

il x
File Edit Yiew Tools Help
_&l Ql D | @l Ql 1’8' ’?g‘ll“& Users L"ID Sort LI|
@ hdy Warld Chject ID I Domain Marme I Post Office Mame | Last Wame | Given Mame I
E‘% MDS a Administrator ExchangeSystern  Exchangelsers ;I
?‘ CORP_TREE a Clifford Reynolds  ExchangeSystem  Exchangelsers Reynolds Cliffard
E‘@ GroupWise System &} Exchange Coexist... ExchangeSystem Exchangelsers  User Exchange C...
E‘® Exchangedystern a Jose Atar ExchangeSystern  Exchangelsers Akor Jose
o Exchangelsers a Krista Clsen ExchangeSystern  Exchangelsers Clsen Krista
% E:E:E; a Meredith Dozier ExchangeSystern  Exchangelsers Dozier Meredith
@ Provad a sheldon Garnica Exchangesystem ExchangeUsers Garnica Sheldon
a Terry Hadfield ExchangeSystem Exchangelsers Hadfield Terry

The GroupWise External Domain object corresponds to an Exchange synchronization profile on the
MTA object. In a simple scenario, one Exchange synchronization profile can synchronize the
following objects:

¢ All GroupWise objects
or
Those GroupWise objects that are included in a single GroupWise distribution list

and
¢ All Exchange objects that are located in one or more contexts on a single Active Directory server
or

Those Exchange objects that are included in a single Active Directory group

16 GroupWise/Exchange Coexistence Guide



24.1.6

2.4.2

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under GroupWise External Domain Name, specify the name for the GroupWise External Domain object
where you want Exchange objects to be synchronized.

For example, you could create an External Domain object named ExchangeSystem.

Multiple GroupWise external domains and associated Exchange synchronization profiles are needed
in a more complex scenarios such as the following;:

¢ Multiple Active Directory servers

¢ Multiple subsets of GroupWise objects as defined in GroupWise distribution lists

¢ Multiple subsets of Exchange objects as defined in Active Directory groups

Use a separate GroupWise/Exchange Address Book Synchronization Worksheet for each GroupWise
external domain and associated Exchange synchronization profile that you need to create.

GWIA Link for the External Domain

In order to make the GroupWise external domain for Exchange users cooperate with the rest of your
GroupWise system, you must create a link between it and a GWIA in a regular domain. If email is
already passing between the GroupWise and Exchange systems, you can select a GWIA that is
already in use for this purpose. Or you can set up a new GWIA.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Internet Agent for Default MTA Gateway Link, specify the name of the GWIA (domain_name.GWIA) that
you want to link to the external domain.

Gathering Exchange System Information

Address book synchronization requires the following information about your Exchange system and
about how you want address book synchronization to take place:

¢ Section 2.4.2.1, “Active Directory Server Information,” on page 18

¢ Section 2.4.2.2, “Active Directory Credentials,” on page 18

¢ Section 2.4.2.3, “Active Directory Contexts of Exchange Objects,” on page 20

¢ Section 2.4.2.4, “Synchronization Scope for Exchange Objects,” on page 20

¢ Section 2.4.2.5, “Synchronization of Exchange Mail Contacts,” on page 21

¢ Section 2.4.2.6, “Active Directory Display Name Format for GroupWise Users,” on page 21
¢ Section 2.4.2.7, “Active Directory Context for GroupWise Objects,” on page 21

¢ Section 2.4.2.8, “Exchange Global Address List,” on page 22

¢ Section 2.4.2.9, “Exchange Client Access Server URL,” on page 22
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24.2.1 Active Directory Server Information

The MTA needs the IP address or DNS hostname and the port number of an Active Directory server.
The MTA gains access to the objects in your Exchange system through LDAP authentication to Active
Directory.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under LDAP Server Address, specify the IP address or DNS hostname of an Active Directory server.

Under LDAP Server Port, specify the port number on which the MTA can communicate with the Active Directory
server. Specify 636 for a secure SSL connection or 389 for a non-secure connection.

If your Exchange system requires SSL, the MTA also needs to know the location of the SSL key file for
the Active Directory Server. This key file is a certificate file that can be exported from the certificate
authority on the Active Directory server, and then copied to a location where the MTA can access it
using the specified path name.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Use SSL, mark Yes or No. If you are using SSL, specify the full path name of the SSL key file for the
Active server.

IMPORTANT: If you are using SSL, contact the administrator of the Active Directory server to obtain
the SSL key file.

Use a separate GroupWise/Exchange Address Book Synchronization Worksheet for each Active
Directory server that the MTA needs to communicate with.

2.4.2.2  Active Directory Credentials

The MTA needs to authenticate to your Exchange system through Active Directory as a specific
Active Directory user.

You should create a new, dedicated Active Directory user specifically for this purpose, rather than
using an existing user. This MTA synchronization user must:
+ Have sufficient rights to create objects in Active Directory
¢ Be a member of the Active Directory Domain Admins group
If you do not want to make the MTA synchronization user a member of this group, follow the
instructions in “Restricting the Rights of the MTA Synchronization User” on page 19.

Use either of the following formats to specify the user:

¢ cn=Idapuser, cn=users,dc=yourcompanyname, dc=com

¢ Jldapuser@yourcompanyname.com

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under LDAP User, specify the Active Directory user that the MTA can use to authenticate to your
Exchange system.

Under LDAP Password, specify the password for the MTA synchronization user.
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IMPORTANT: Create the MTA synchronization user before starting to configure address book

synchronization. If you do not want the MTA synchronization user to be a member of the Active

Directory Domain Admins group, follow the instructions below at the same time you create the user.

Restricting the Rights of the MTA Synchronization User

If you do not want to add the MTA synchronization user to the Active Directory Domain Admins

group, you must manually create the Active Directory context for GroupWise objects before

performing the address book synchronization and configure it with the desired rights for the MTA

synchronization user. (As a member of the Domain Admins group, the MTA would create the context

for you.)
In Active Directory Users and Computers:

1 Create the Active Directory context for GroupWise objects:
la Right-click the Active Directory server, then click New > Organization Unit.
1b Specify a unique name for the new organizational unit, then click OK.

2 Right-click the new organizational unit, then click Delegate Control.

3 Click Next to start the Delegation of Control Wizard.

4 Select the MTA synchronization user:
4a Click Add.

4b Specify the object name of the MTA synchronization user, then click Check Names to verify

it.
4c Click OK to accept it.
4d Click Next to continue.
5 Click Create a custom task to delegate, then click Next.
6 Configure the task to delegate to the MTA synchronization user:
6a Select Only the following objects in the folder, then select the following options:

Contact objects
Group objects
Organization Unit objects

6b Select the following additional options:
Create selected objects in this folder
Delete selected objects in this folder

6¢ Click Next to continue.

7 Select the permissions for the MTA synchronization user to have when performing the task:

7a In the Permissions list, select the following permissions:

Read

Write

Read All Properties
Write All Properties

7b Click Next to continue.
8 Click Finish.

GroupWise/Exchange Address Book Synchronization
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24.2.3

2424

Active Directory Contexts of Exchange Objects

The MTA looks for Exchange users, distribution groups, and resources in one or more Active
Directory contexts that you specify. Optionally, the MTA can look for Exchange objects in contexts
beneath the context that you specify.

Specify the Active Directory context for Exchange objects in the following format:

cn=container,dc=domain_ component,dc=domain component, ...
ou=container,dc=domain_component,dc=domain component, . ..

For example:
cn=Users, dc=exchsvr,dc=yourcompanyname, dc=com

If the context is not under Users, use ou instead of cn.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Exchange Base Contexts, specify the Active Directory context where Exchange objects are located.
Mark whether the MTA should search subcontexts in addition to the specified context.

After address book synchronization, Exchange objects are organized under a GroupWise External
Domain object in ConsoleOne, as described in “GroupWise External Domain Object” on page 16. The
original Active Directory context is represented by an External Post Office object. You choose the
name of the External Post Office object. It must be different from the name of the External Domain
object.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Exchange Base Contexts, specify the name for the External Post Office object that you want to
represent the Active Directory context where Exchange objects are located.

For example, you could name the External Post Office object ExchangeUsers.

Synchronization Scope for Exchange Objects

By default, the MTA synchronizes all Exchange users, distribution groups, and resources in the
Active Directory contexts that you specify. To restrict which Exchange objects are synchronized, you
must collect the objects into an Exchange distribution group.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Only Synchronize Members of Exchange Distribution Group, list the Exchange distribution group of
Exchange objects to synchronize with GroupWise.

IMPORTANT: Make sure that the distribution group contains the correct subset of Exchange objects
before address book synchronization begins.
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24.2.6

24.2.7

Synchronization of Exchange Mail Contacts

By default, the MTA does not synchronize Exchange Mail Contacts. Mail Contacts represent objects
in other email systems. Mailbox Contacts do not have Exchange mailboxes and cannot log in to
Exchange. They are not part of your Exchange system.

If Mail Contacts contain address information that you want represented in your GroupWise system,
you can choose to synchronize Mail Contacts.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Synchronize Exchange Mail Contacts to GroupWise, mark Yes if you want to synchronize Mail Contacts.

Active Directory Display Name Format for GroupWise Users

By default, the MTA synchronizes GroupWise users to Active Directory with their names formatted
with first names followed by last names. The display name format in Active Directory is what
Outlook users see when they select recipients for messages. You can change the order or the names if
necessary.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Active Directory Display Name Format, mark the desired ordering of first names and last names.

Active Directory Context for GroupWise Objects

After address book synchronization, GroupWise objects are organized under a new Active Directory
folder that is created specifically to hold synchronized GroupWise objects. GroupWise domains are
organized into subfolders under the GroupWise folder. GroupWise post offices are organized into
subfolders under their respective domain folders. As a result, GroupWise objects are organized in
Active Directory parallel to how they are organized in your GroupWise system.

B Active Directory Users and Computers =0 ll

File Acton View Help

e | fHia XD B2 e 5 Ta%

: Active Directory Users and Computers [ | Name | Type ~ | First Name Last Name
_| Saved Queries ¥, ResearchDistributionList Distributio. ..
= & prv-gwdoc-share.provo.novel.com | 2, aclivos Contact Anita Clivos
| Builtin 2, bforsgren Contact Basil Forsgren
| gumuytzrs ol :J. chalton Contact Cindy Bolton
B & om.aln on _0 er.s . %, CompanyVan Contact
— Fnrelgnﬂs.emrltyPrmclpals a)_ ConfRooms18 Contact
= = ‘j’”';‘:‘nf,': 2, gbock Contact Gustav Bock
B Development 3) gfarnsworth Contact Greg Farnsworth
- aJ- jsumi Contact Jade Sumi
aJ szeeman Contact Skip Zeeman

GroupWise users are represented in Active Directory as Exchange Contact objects.

GroupWise resources are also represented as Exchange Contact objects, rather than as Exchange
Resource objects. Exchange resources have mailboxes just as GroupWise resources do, and a mailbox
cannot be on both sides of the synchronization process. Therefore, GroupWise resources cannot be
synchronized as Exchange resources.

GroupWise distribution lists are represented as Exchange Distribution Group objects.
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24.2.8

24.2.9

Specify the Active Directory context for GroupWise objects in the following format:

ou=GroupWise, dc=exchsvr, dc=yourcompanyname, dc=com

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Base Context for GroupWise Objects, specify the Active Directory context that you want the MTA to
create for GroupWise objects.

Exchange Global Address List

By default, GroupWise objects are added to the default Exchange Global Address List (GAL). If you
have created multiple Global Address Lists in your Exchange system, and if you want GroupWise
objects added to one of the Global Address Lists that you have created, you must specify the DN of
the GAL that you want GroupWise users added to. Use the following format to specify the GAL DN:

CN=Default Global Address List,CN=All Global Address Lists,
CN=Address Lists Container,CN=Exchange Organization,
CN=Microsoft Exchange,CN=Services,CN=Configuration,
DC=exchmail, DC=yourcompanyname, DC=com

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Exchange Global Address List DN, specify the CN for the GAL where you want the MTA to add
GroupWise objects.

Exchange Client Access Server URL

The GroupWise Free/Busy service enables GroupWise users and Exchange users to access each
other’s calendar information when scheduling appointments, as described in Chapter 3, “GroupWise
Free/Busy Service,” on page 33. Address book synchronization must be set up and functioning
correctly in order for the GroupWise Free/Busy service to function.

The calendar information is exchanged between GroupWise and Exchange through Internet free/
busy URLs:

https://exchange server/ngwfbs/exchange/exchange userideexchange domain.vfb
https://exchange server/ngwfbs/exchange/gw useridegw internet domain.vfb

Each Exchange user's Internet free/busy URL based on the URL of an Exchange server that has the
Client Access server role installed. During address book synchronization, Internet free/busy URLSs
are added to the Exchange user's External User objects in the GroupWise system. Without the
Internet free/busy URL for each Exchange user, GroupWise users cannot perform Busy Searches on
Exchange users.

Specify the URL of an Exchange Client Access server in the following format:

https://exchange server
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2.4.3

By default, the Exchange Client Access server requires a secure SSL connection. Therefore, you must

use https in the URL.

GROUPWISE ADDRESS BOOK SYNCHRONIZATION WORKSHEET

Under Exchange Client Access Server URL, specify the URL of an Exchange server that has the Client Access
server role installed.

GroupWise/Exchange Address Book Synchronization Worksheet

ConsoleOne Field

Value for Your GroupWise
or Exchange System

Explanation

MTA to Perform
Synchronization:

“MTA for Address Book
Synchronization” on
page 15

Synchronization
Schedule:

+ Hour to begin
Exchange address
book synchronization

+ |Interval between
synchronizations

“Synchronization Schedule”
on page 15

GroupWise External
Domain for Exchange
Objects:

For example,
ExchangeSystem

“GroupWise External
Domain Object” on page 16

Internet Agent for Default
MTA Gateway Link:

“GWIA Link for the External
Domain” on page 17

Synchronize GroupWise
External Objects to
Exchange?

¢ Yes

* No

“Synchronization of External
Objects” on page 16

Synchronize Exchange
Mail Contacts to
GroupWise?

* Yes

* No

“Synchronization of
Exchange Mail Contacts” on
page 21

Exchange Client Access
Server URL:

https://
exchange server

“Exchange Client Access
Server URL” on page 22

GroupWise/Exchange Address Book Synchronization
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ConsoleOne Field

Value for Your GroupWise Explanation
or Exchange System

Active Directory Server
Information:
+ LDAP server address
+ LDAP server port

Default secure port:
636

Default non-secure
port: 389

“Active Directory Server
Information” on page 18

Active Directory
Credentials:

¢ LDAP user

For example,
ldapuser@company
.com

+ LDAP password

“Active Directory
Credentials” on page 18

Active Directory Server
Security:
¢ Use SSL
* Yes

LDAP SSL key
file

+ No

“Active Directory Server
Information” on page 18

Base Context for
GroupWise Objects:

For example:

ou=GroupWise, dc=exch
svr,
dc=yourcompanyname, d
c=com

“Active Directory Context for
GroupWise Objects” on
page 21

Active Directory Display
Name Format:

+ First Name Last Name

+ Last Name First Name

“Active Directory Display
Name Format for
GroupWise Users” on
page 21
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ConsoleOne Field Value for Your GroupWise

or Exchange System

Explanation

Base Contexts of
Exchange Objects:

“Active Directory Contexts
of Exchange Objects” on

page 20
+ Base context

For example, Users

+ GroupWise post office
name

For example,
ExchangeUsers

¢ Process subcontexts
* Yes

* No

Synchronize Only “Synchronization Scope for

Members of: GroupWise Objects” on
page 15
* GroupWise distribution

list “Synchronization Scope for
Exchange Objects” on

Distribution list name page 20

Post office

Owner

+ Exchange distribution
group
Distribution group
name

Active Directory
context

Exchange Global Address
List DN:

“Exchange Global Address
List” on page 22

2.5 Preparing for Address Book Synchronization

1

(Conditional) If you are already synchronizing data between your GroupWise and Exchange
systems, see Appendix A, “Preexisting GroupWise/Exchange Synchronization,” on page 53.

Create an Active Directory user for the MTA to log in as so you can access your Exchange
system, as described in “Active Directory Credentials” on page 18.

(Conditional) If your Exchange system requires SSL, obtain the SSL key file for the Active
Directory server, as described in “Active Directory Server Information” on page 18.

(Conditional) If you want to synchronize only a subset of GroupWise users, distribution lists,
and resources, create a distribution list of the GroupWise objects that you want to synchronize to
Exchange, as described in “Synchronization Scope for GroupWise Objects” on page 15.

(Conditional) If you want to synchronize only a subset of Exchange users, distribution groups,
and resources in a context on an Active Directory server, create an Active Directory group of
Active Directory objects that you want to synchronize to GroupWise, as described in
“Synchronization Scope for Exchange Objects” on page 20.
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6 (Conditional) If you have Exchange distribution groups that are nested more than five levels
deep, reorganize them so that they are no deeper than five levels.

7 Make sure that GroupWise distribution lists that you want to synchronize are configured with
their Visibility option set to System, as described in “Object Visibility in the GroupWise Address
Book” on page 10.

8 Make sure that all objects that you want to synchronize have valid email addresses, as described
in “Object Naming Consideration” on page 10.

9 Make sure that the MTA that you want to configure for address book synchronization meets the
requirements listed in Section 2.3, “Address Book Synchronization System Requirements,” on
page 14.

10 Continue with Configuring the MTA for Address Book Synchronization.

2.6 Configuring the MTA for Address Book Synchronization

After you have completed the tasks listed in Section 2.5, “Preparing for Address Book
Synchronization,” on page 25, you are ready to configure the MTA for address book synchronization.

1 In ConsoleOne, browse to and right-click the MTA object that you want to configure for address
book synchronization, then click Properties.
2 Click GroupWise > Exchange Synchronization.

You receive the following notification:

Exchange address book synchronization requires its own license.
If you enable Exchange address book synchronization,
your GroupWise system might be subject to additional licensing fees.

We invite you to contact your Novell representative, reseller, or partner
to learn more about this feature or for pricing and licensing information.

3 Click OK to confirm your acceptance of licensing terms for the Exchange synchronization
feature.

Properties of MTA x|

NDS Rights = | Cther | Rights to Files and Folders |

E'GmupWise
Exchange Synchronization

[¥ Enable Exchange address book synchronization

Hour ta begin synchronization: |12:UU AM

Interval between synchronizations: I 1 i’ hours

Exchange synchronization prafiles

add || Edt | peler= |

Page Options. .. | OF I Cancel I Apply I Help I

Enable Exchange Address Book Synchronization is selected by default.
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4 Fill in the following fields to configure address book synchronization for this MTA:

Hour to begin synchronization
Interval between synchronizations
5 Create an Exchange synchronization profile:

5a Under the Exchange synchronization profiles list, click Add.

Create Exchange Synchronization Profile x|

GrouptWise external domain for Exchange objects: |

Internet Agent for default MTA Gakteway Link:
[ Synchronize Group'Wise external objects to Exchangs

I~ Synchronize Exchange Mail Conkarts to Groupiise

Exchange Client Access Server LIRL: |

Active Direckory Setting:

LDVF server address: | V|
-
LDAP server park: 389 EI
LDAP user: |
LDAP passward: Set Passward |
[ Use 551
LDAR S5L key File (*.der, *.pem) [ Jis |

Base context for Groupwise objects: |

Display Mame format for Groupise users: IFlrst Iame Last Mame -

Base contexts for Exchange objects
Exchange base context I Post Office Mame Process subcontesxts Add
Edit:

Delete

=l
Cimbimmal Sakkinas

(6]4 Cancel Help I

5b Fill in the following fields:

GroupWise external domain for Exchange objects

Internet Agent for default MTA gateway link

Synchronize GroupWise external objects to Exchange
Synchronize Exchange Mail Contacts to GroupWise
Exchange Client Access Server URL

LDAP server address

LDAP server port

LDAP user

LDAP password

Use SSL

LDAP SSL key file

Base context for GroupWise objects

Display name format for GroupWise users

Base contexts of Exchange objects

Synchronize only members of GroupWise distribution list
Synchronize only members of Exchange distribution group

GroupWise/Exchange Address Book Synchronization
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Exchange Global Address List DN
5¢ Click OK to save the Exchange synchronization profile.
The Exchange synchronization profile is added to the list of profiles for the MTA.
5d Repeat Step 5 to create additional Exchange synchronization profiles as needed.
6 Click OK to save the synchronization settings.
7 Restart the MTA to put the address book synchronization settings into effect.

When you enable address book synchronization, it causes all MTAs in your GroupWise system
to restart. This is not a noticeable process unless notifications are automatically sent to
administrators whenever MTAs restart.

The first automatic address book synchronization takes place according to the synchronization
settings that you established in Step 4.

8 Continue with Performing the Initial Address Book Synchronization.

2.7 Performing the Initial Address Book Synchronization

1 Verify that address book synchronization has been enabled:
la Inthe MTA Web console, display the current MTA log file.

1b Review the list of settings that was generated when you restarted the MTA in Step 5 in
Section 2.6, “Configuring the MTA for Address Book Synchronization,” on page 26 to verify
that address book synchronization is enabled and that the synchronization schedule is
configured as expected.

1c Set the MTA log level to Verbose.

Status messages and error messages related to address book synchronization are logged
when the MTA log level is set to Verbose, but not when the log level is set to Normal.

2 Run address book synchronization for the first time:

2a In the MTA Web console, click Configuration to display the Exchange synchronization

settings.

Exchange Synchronization Seftings:

Exchange Address Book Synchronization: Enabled

Current Synchronization Status: Ldle

Hour to begin Synchronizaton: 12:00 AM

Interval between Synchronizations (in hours): 1

Next Scheduled Synchronization Start: 01/21/2013 13:00:00
Last Synchronization Completed: 01/21/2013 12:00:15
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2b Click Exchange Synchronization Settings to display the Exchange Synchronization page.

GroupWise 2012 MTA - Provo2

Status | Configuration | Environment | Log Files | Links | Message Tracking | Help

[Exchange Synchronization

Perform Exchange Synchronization
Now

Submit || Reset
Exchange Synchronization Profiles
Profile [1]: Enabled
LDAP Server Address: 17215518
LDAP Server Login User Credential: excheoexistuser@ gwdoc. provo.novell com
LDAP Server Port: 389

GroupWise External Domain Name: ExchangeSystem
Synchronize GroupWise External Objects To Exchange: Disabled
Synchronize Exchange Mail Contacts to GroupWise:  Dizabled

. ) ou=GroupWise de=prv-gwdoc-
e share de=provo,dc=novell. dc=com
cn=Users, de=prv-gwdoc-

ge Base Context: share de=provo.dc=novell. de=com

Exchange Post Office Name: ExchangeUsers
Process Exchange Subcontexts: Dizabled
Exchange Client Access Server URL: https://exchsveprovo novell com

The details of the Exchange synchronization profile that you created in Section 2.6,
“Configuring the MTA for Address Book Synchronization,” on page 26 are listed.

2c Verify the information that you provided in ConsoleOne.

2d Select Perform Exchange Synchronization Now, then click Submit.
3 Check the MTA log file for status and error messages.
4 (Conditional) If any errors appear in the MTA log file:

4a Check the Exchange synchronization profile in ConsoleOne for misspellings and inaccurate
configuration information.

4b Update the Exchange synchronization profile as needed.
4c Restart the MTA.
4d Repeat Step 2 through Step 3 until address book synchronization runs successfully.

5 Continue with Testing Address Book Synchronization.

2.8 Testing Address Book Synchronization

After you have performed the initial address book synchronization, complete these tasks to assure
yourself that you are obtaining the expected results:

¢ Section 2.8.1, “Verifying the GroupWise External Domain in ConsoleOne,” on page 30
¢ Section 2.8.2, “Verifying the GroupWise Base Context in Active Directory,” on page 30
¢ Section 2.8.3, “Veritying Address Book Synchronization,” on page 31
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2.8.1 Verifying the GroupWise External Domain in ConsoleOne

1 In ConsoleOne, expand the GroupWise System object to display the External Post Office objects
that represent Active Directory contexts.

Novell ConsoleOne - ||:||1|

File Edit Yiew Tools Help

El Qlﬁl@lQl@l '@l“& Users L"IDSUrt d|

@ hdy WWarld Obiject ID I Domain Mame I Post Office Mame | Last Mame | Given Mame I
g- MDS a Adrninistrator ExchangeSystem Exchangelsers ;I
?‘ CORP_TREE 8 Clifford Reynolds  ExchangeSystem  ExchangeUsers Reynolds Clifford
E@ Groupiise System & Exchange Cossist. .. ExchangaSystem Exchangelsers  User Exchange C...

E‘® Exchange Systern & Jose ator ExchangeSystem Exchangelsers  Ator Jose

Lo 1] S a Krista Clsen ExchangeSystem Exchangelsers Clsen Erista
a Meredith Dozier ExchangeSystem Exchangelsers Dozier Meredith

- Prava3 a Sheldan Ga.rnica ExchangeSystem Exchangelsers Garn?ca Sheldan
8 Terry Hadfield ExchangeSystem Exchangelsers Hadfield Terry

2 Select each External Post Office object, then click Users in the drop-down list to verify that the
Exchange users in that Active Directory context are represented under the GroupWise External
Domain object.

3 Click Distribution Lists in the drop-down list to verify that the Exchange distribution groups are
represented under the GroupWise External Domain object.

4 Click Resources in the drop-down list to verify that the Exchange resources are represented
under the GroupWise External Domain object.

5 Right-click the GroupWise System object, then click Information to verify the number of users
who have been synchronized from GroupWise to Exchange and from Exchange to GroupWise.

IMPORTANT: Remember that Exchange address book synchronization requires its own license.
Now that you have enabled it, your GroupWise system might be subject to additional licensing
fees.

6 Continue with Verifying the GroupWise Base Context in Active Directory.

2.8.2 Verifying the GroupWise Base Context in Active Directory

1 In Active Directory Users and Groups, browse to the folder where you configured the MTA to
create Active Directory Contact objects for GroupWise users.

B Active Directory Users and Computers - Ellll

File Acton View Help

&= 140 REcE HRA 270 %

: Active Directory Users and Computers [ | Name | Type ~ | First Name Last Name I
_; Saved Queries 2 Provol Organizational Unit
El & prv-gwdoc-share.provo.novell.com | =7 pravo2 Organizational Unit
_ Builtin 2| Prove3 Organizational Unit
'T Computers 2 Provo4 Organizational Unit
2 | Domain Controllers
~| ForeignSecurityPrincipals
[ERER] Groupwise
= [2] Provol
2| Development
= [2] Prove2
2| Sales
= [E] Prove3
2| Research
2 Proved

| Managed Service Accounts
: | Microsoft Exchange Security Gn
| Users

KT — ]
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2 Verify that the GroupWise users, distribution lists, and resources are represented in the folders
that represent GroupWise post offices.

B Active Directory Users and Computers =] 3]
File Action View Help
&= |Hm|d 0 XEc=2 B2 va®
:] Active Directory Users and Computers [ | Name | Type ~ | First Name | Last Name |
_| Saved Queries 12, ResearchDistributionList Distributio. ..
&1 5 prv-gwdoc-share.provo.novel.com | 2, aclives Contact Arita Olivos
H_ Builtin 3_, bforsgren Contact Basil Forsgren
H_ Computers Sdzo\mn Contact Cindy Bolton
2 Domain Controllers S)Cumpany\ian Contact
‘J. anag::fecuntyl’nnnpals 3_, ConfRoom518 Contact
o Groupiise
; = Pprmml 3_, gbock Contact Gustay Bock
5 Development 3_, gfarnsworth Contact Greg Farnsworth
B ] Prove2 %, jsumi Contact Jade Sumi
57 Sales 3_, szeeman Contact Skip Zeeman
[ (2] Prova3
o

3 Continue with Verifying Address Book Synchronization.

2.8.3 Verifying Address Book Synchronization

1 Verify that Exchange users, distribution groups, and resources now appear in the GroupWise

Address Book.
-
Loak ir: [@, Novell Group'wise Address Book. '] [ Ta J [ cc ] [ BC ]
Loak, for: Match) Last Mame  + | Selected: Fiouting Slip[]
Mame B E-Mail &ddress *
8 Martha de la Torre mdelatorre@
[ Meeting Room 101 meetingroorr
4 Meeting Room 201 meetingroomr
8 MikePalu mpalu@jboo
8 Samantha Murphy smurphy@jb
8 Skip Zeeman szeeman@jhe
8 Sophilones sjones@jbool |
8 Tabitha Hu thu@jboogaz =
8 Xander Dominguez xdominguezl—
4 m | 3
8 Mew Contact @ Details aln Save Group + X Remave

IMPORTANT: Users in Online mode see the Exchange users, distribution groups, and resources
immediately. Users in Caching mode see the Exchange users, distribution groups, and resources
based on their personal schedules for downloading the GroupWise Address Book to their
Caching mailbox. For more information, see “Automatically Downloading Address Books to

Your Mailbox” in “Caching and Remote Modes” in the GroupWise 2012 Windows Client User
Guide.
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2 Verify that GroupWise users, distribution lists, and resources now appear in the Exchange
Global Address List (GAL) in Outlook and in Outlook Web Access.

~ N
Select Names: Global Address List ﬂ

Search: @ Name only  (7) More columns Address Book
Go Global Address List - kolsen@prv-gwdoc-share + Advanced Find

| Name Title Business Phone Location

§ig Harriet Sarmiento
£ Jade Sumi

£ Jason Stevens
£ Jil Peterson

£ Jon Pangiinan

8 Jose Ator

8 Krista Olsen

§ig Kuan Huang

£ Lori Tanaka i
Pl .

leam. |

< | I r

To ->

3 Continue with Monitoring Address Book Synchronization.

2.9 Monitoring Address Book Synchronization

Use the MTA Web console and log files, as described in Section 2.7, “Performing the Initial Address
Book Synchronization,” on page 28, to verify that address book synchronization continues to occur
on the schedule you have configured for it.

When address book synchronization is functioning correctly, you are ready to set up the GroupWise
Free/Busy service so that GroupWise and Exchange users can have access to each others’ calendar
information for convenient scheduling of appointments. See Chapter 3, “GroupWise Free/Busy
Service,” on page 33 for setup instructions.
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3.11

GroupWise Free/Busy Service

The GroupWise Free/Busy service is the component of the GroupWise/Exchange coexistence solution
that enables GroupWise and Outlook users to access each others’ calendar information when
scheduling appointments.

¢ Section 3.1, “GroupWise Free/Busy Service Overview,” on page 33

¢ Section 3.2, “GroupWise Free/Busy Service System Requirements,” on page 35

¢ Section 3.3, “Planning for Free/Busy Searching between GroupWise and Exchange,” on page 36

¢ Section 3.4, “Preparing to Install the Free/Busy Service,” on page 40

¢ Section 3.5, “Installing the Free/Busy Service,” on page 40

¢ Section 3.6, “Configuring the Free/Busy Service,” on page 42

¢ Section 3.7, “Starting the Free/Busy Service,” on page 43

¢ Section 3.8, “Testing the Free/Busy Service,” on page 44

¢ Section 3.9, “Troubleshooting the Free/Busy Service,” on page 45

¢ Section 3.10, “Uninstalling the Free/Busy Service,” on page 47

¢ Section 3.11, “Configurator Error Codes,” on page 48

GroupWise Free/Busy Service Overview

The GroupWise Free/Busy service is installed into your Exchange system. Both your GroupWise
system and your Exchange system must meet the system requirements of the Free/Busy service in
order for it to function correctly.

¢ Section 3.1.1, “Free/Busy Service Functionality,” on page 33

¢ Section 3.1.2, “GroupWise Free/Busy Service Architecture,” on page 34

Free/Busy Service Functionality

The GroupWise Free/Busy service provides the following functionality:
¢ GroupWise users can perform Busy Searches on Exchange users.

Exchange users have mailboxes in the Exchange system. Exchange users can use Outlook,
Outlook Web App, or another email client to access their mailboxes.

¢ Outlook and Outlook Web App users can use the Scheduling Assistant to display the schedules
of GroupWise users.

IMPORTANT: This functionality is dependent on successful address book synchronization between
GroupWise and Exchange, as described in Chapter 2, “GroupWise/Exchange Address Book
Synchronization,” on page 9.
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3.1.2 GroupWise Free/Busy Service Architecture

The components of the GroupWise Free/Busy service (Handler, Redirector, and Interceptor) are
installed on an Exchange server where the Client Access server role is installed. Each component
interacts with a different component of your Exchange system. The following diagram illustrates
these interactions:

GroupWise .
Free/Busy Service X
Y Exchange Client Access Server
Availability Service (CAS)
GroupWise S
Windows Client 4
= Busy Search
¢ Handler
GroupWise
WebAccess Exchange Microsoft
Web Services Scheduling Outlook
Assistant
SOAP ) {ﬁ) .
SOAP
I Redirector
) Outlook Outlook
GroupWise POA Web App Scheduling Web Access
\) Assistant
[ = | B
SOAP Interceptor -

SOAP S

The following sections explain each Free/Busy service component:

¢ Section 3.1.2.1, “Free/Busy Handler,” on page 34

¢ Section 3.1.2.2, “Free/Busy Redirector,” on page 35

¢ Section 3.1.2.3, “Free/Busy Interceptor,” on page 35

¢ Section 3.1.2.4, “Free/Busy Configurator,” on page 35

3.1.2.1 Free/Busy Handler

The Free/Busy Handler is an Internet Information Services (IIS) application that processes Microsoft
Internet free/busy (.v£b) requests. The Free/Busy Handler is installed into the Exchange Availability
service.

GroupWise users use Busy Search to make free/busy requests on Exchange users. The FB Handler
receives the requests and calls the Exchange Availability service. The Availability service obtains the
free/busy information from Exchange mailboxes, and returns that information to the FB Handler. The
FB Handler returns the free/busy information to GroupWise for display in a GroupWise client or in
GroupWise WebAccess.
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3.2

3.2.1

Free/Busy Redirector

The Free/Busy Redirector is an Exchange Web Services (EWS) module that monitors Outlook free/
busy requests that are made to EWS. The Free/Busy Redirector is installed into EWS.

Outlook users use the Scheduling Assistant to make free/busy requests through EWS. When a free/
busy request includes a GroupWise user, the FB Redirector intercepts the response from EWS and
fills in the missing information for the GroupWise user by contacting the GroupWise POA. The POA
accesses the GroupWise mailbox, obtains the free/busy information, and returns that information to
the FB Redirector. The FB Redirector returns the free/busy information to Outlook for display.

Free/Busy Interceptor

The Free/Busy Interceptor is an Outlook Web App (OWA) module that monitors Outlook Web App
free/busy requests that are made to OWA. The Free/Busy Interceptor is installed into OWA.

Outlook Web App users use the Scheduling Assistant to make free/busy requests through OWA.
When a free/busy request includes a GroupWise user, the FB Interceptor intercepts the response from
OWA and fills in the missing information for the GroupWise user by contacting the GroupWise POA.
The POA accesses the GroupWise mailbox, obtains the free/busy information, and returns that
information to the FB Interceptor. The FB Interceptor returns the free/busy information to Outlook
Web App for display.

Free/Busy Configurator

The Free/Busy Configurator is the program used to provide configuration information about your
GroupWise and Exchange systems.

During installation, the FB Configurator is called by the GroupWise Free/Busy service Installation
program, so that you can configure the Free/Busy service.

After installation, run the following program to start the FB Configurator when you need to modify
the configuration of the Free/Busy service:

configurator.exe

By default, the FB Configurator program is installed to the following directory:

C:\Program Files\Novell\FreeBusy Service

GroupWise Free/Busy Service System Requirements

Before you install the GroupWise Free/Busy service, ensure that your GroupWise and Exchange
systems meet the system requirements for use with the GroupWise Free/Busy service.

After installation, ensure that users” workstations meet GroupWise and Outlook requirements, so
that users can benefit from the GroupWise Free/Busy service.

¢ Section 3.2.1, “GroupWise System Requirements,” on page 35

¢ Section 3.2.2, “Exchange System Requirements,” on page 36

GroupWise System Requirements

O GroupWise/Exchange address book synchronization, as described in Chapter 2, “GroupWise/
Exchange Address Book Synchronization,” on page 9
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O GroupWise 2012 SP2 or later Post Office Agent (POA)
O GroupWise 2012 SP2 or later Windows client
or

3 GroupWise 2012 SP2 or later WebAccess

Exchange System Requirements

O Microsoft Exchange 2010
O Microsoft Outlook 2010
or

O Microsoft Outlook Web App

Planning for Free/Busy Searching between GroupWise and
Exchange

The GroupWise Free/Busy service Installation program helps you install the GroupWise Free/Busy
service on an Exchange server. The Free/Busy Configurator helps you configure the service to
communicate with your GroupWise and Exchange systems.

Use the GroupWise Free/Busy Service Installation Worksheet to record the information that you need
to know as you perform the installation and configure the service.

¢ Section 3.3.1, “Gathering GroupWise System Information,” on page 36

¢ Section 3.3.2, “Gathering Exchange System Information,” on page 38

¢ Section 3.3.3, “GroupWise Free/Busy Service Installation Worksheet,” on page 39

Gathering GroupWise System Information

In order to configure the GroupWise Free/Busy service, you need to gather certain information about
the GroupWise system where users regularly need free/busy calendar information about Outlook
users.

¢ Section 3.3.1.1, “GroupWise POA,” on page 36
¢ Section 3.3.1.2, “GroupWise Authentication Credentials,” on page 37

¢ Section 3.3.1.3, “GroupWise Internet Domain Names,” on page 37

GroupWise POA

The GroupWise Free/Busy service accesses your GroupWise system by communicating with a Post
Office Agent (POA). The selected POA must be configured for SOAP, as described in “Supporting
SOAP Clients” in “Post Office Agent” in the GroupWise 2012 Administration Guide. The selected POA
can obtain information about all users in all post offices in your GroupWise system.

This POA can be an existing POA or a new POA set up specifically to handle requests for the
GroupWise Free/Busy service. It can be inside your firewall or outside your firewall, depending on
your network security requirements.
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3.3.13

The Free/Busy Configurator needs the IP address or DNS hostname of the server where the POA is
running. In addition, it needs the POA SOAP port, which is 7191 by default. Typically, the same port
number is used regardless of whether the POA is configured for a secure SSL SOAP connection. The
Free/Busy service needs to know if the connection is secure, because it uses one of the following
URLSs to communicate with the POA:

Non-Secure SOAP URL: http://poa server address:soap port/soap

Secure SOAP URL: https://poa_server address:soap port/soap

GROUPWISE FREE/BUSY INSTALLATION WORKSHEET

Under GroupWise POA Server, specify the IP address or DNS hostname of the server where a POA configured
for SOAP is running.

Under GroupWise POA SOAP Port, specify the SOAP port number.

Under Use HTTPS for GroupWise Server Access, mark Yes or No depending on whether the POA requires a
secure SSL SOAP connection.

GroupWise Authentication Credentials

The GroupWise Free/Busy service needs to authenticate to the POA as a specific GroupWise user.
This user logs in to the POA that is configured to communicate with the Free/Busy service. This POA
then performs SOAP requests to obtain users’ free/busy calendar information whenever GroupWise
users perform Busy Searches on Exchange users.

You should create a new, dedicated Free/Busy service user specifically for this purpose, rather than
using an existing GroupWise user. You must create the Free/Busy service user on the POA that you
configure the Free/Busy service to communicate with.

IMPORTANT: To ensure permanent access, set up the Free/Busy service user to be exempt from
password expiration rules.

The Free/Busy Configurator needs to know the user name and password for the Free/Busy service
user.

GROUPWISE FREE/BUSY INSTALLATION WORKSHEET

Under GroupWise Account for Busy Searches, specify the user name for the Free/Busy service to use when
logging in to the POA for Busy Searches.

Under GroupWise Password, specify the password for the Free/Busy service user.

IMPORTANT: Create the Free/Busy service user now by following the instructions in “Creating a
Single GroupWise Account” in “Users” in the GroupWise 2012 Administration Guide, so that the user is
available when you run the GroupWise Free/Busy service Installation program.

GroupWise Internet Domain Names

Messages passing between GroupWise users and Exchange users pass through the GroupWise
Internet Agent (GWIA). Your GroupWise system has one or more Internet domain names configured
for it, as described in “Configuring Internet Addressing” in “Internet Agent” in the GroupWise 2012
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Administration Guide. The Free/Busy Configurator needs to know all of the Internet domain names
that might follow the at-sign (@) in GroupWise users’ email addresses where those GroupWise users
want to exchange free/busy calendar information with Exchange users.

GROUPWISE FREE/BUSY INSTALLATION WORKSHEET

Under GroupWise Internet Domain Names, list the Internet domain names associated with your GroupWise
system.

3.3.2 Gathering Exchange System Information

In order to configure the GroupWise Free/Busy service as you run the Installation program and
Configurator, you need to gather certain information about the Exchange system where users
regularly need free/busy calendar information about GroupWise users.

¢ Section 3.3.2.1, “Exchange Server,” on page 38
¢ Section 3.3.2.2, “Exchange Authentication Credentials,” on page 38

3.3.21 Exchange Server

The GroupWise Free/Busy service must be installed on an Exchange server that meets the system
requirements listed in “Exchange System Requirements” on page 36. The Free/Busy Configurator
needs to know the IP address or DNS hostname of the Exchange server that the GroupWise Free/
Busy service will communicate with.

GROUPWISE FREE/BUSY INSTALLATION WORKSHEET

Under Exchange Server, specify the IP address or DNS hostname of the Exchange server where you plan to
install the GroupWise Free/Busy service.

IMPORTANT: For a complete installation, the GroupWise Free/Busy service must be installed on all
Exchange servers in your Exchange system. Initially, you install the Free/Busy service on one
Exchange server, as described in Section 3.5.1, “Installing the First Instance of the Free/Busy Service,”
on page 40. After you test the first instance, you follow the instructions in Section 3.5.2, “Installing
Additional Instances of the Free/Busy Service,” on page 41 for the remaining Exchange servers in
your Exchange system.

3.3.22 Exchange Authentication Credentials

The GroupWise Free/Busy service needs to authenticate to your Exchange system as a specific user.

You should create a new, dedicated Free/Busy service user specifically for this purpose, rather than
using an existing Exchange user. The Free/Busy service user needs sufficient rights to obtain free/
busy calendar information on all Exchange users. By default, all users have this level of mailbox
access.

IMPORTANT: To ensure permanent access, set up the Free/Busy service user to be exempt from
password expiration rules.
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3.3.3

The Free/Busy Configurator needs to know the user name and password for the Free/Busy service
user, as well as the Exchange domain that the user authenticates to.

GROUPWISE FREE/BUSY INSTALLATION WORKSHEET

Under Exchange User, specify the user name for the Free/Busy service to use when logging in to the POA.
Under Exchange Password, specify the password for the Free/Busy service user.

Under Exchange Domain, specify the domain that the Free/Busy service user authenticates to.

IMPORTANT: Create the Free/Busy service user in your Exchange system now, so that it is available
when you run the GroupWise Free/Busy Service Installation program.

GroupWise Free/Busy Service Installation Worksheet

Installation Program Field Value for Your GroupWise Explanation
or Exchange System

GroupWise POA Server: “GroupWise POA” on
page 36

GroupWise POA SOAP “GroupWise POA” on

Port: Default: 7191 page 36

GroupWise Account for “GroupWise Authentication

Busy Searches: Credentials” on page 37

GroupWise Password: “GroupWise Authentication

Credentials” on page 37

Use HTTPS for “GroupWise POA” on
GroupWise Server page 36
Access:
* Yes
+ No
GroupWise Internet “GroupWise Internet
Domain Names: Domain Names” on page 37
*
*
*
Exchange Server: “Exchange Server” on
page 38
Exchange User: “Exchange Authentication

Credentials” on page 38

Exchange Password: “Exchange Authentication
Credentials” on page 38

Exchange Domain: “Exchange Authentication
Credentials” on page 38
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3.4 Preparing to Install the Free/Busy Service

1 Make sure that address book synchronization is set up and functioning successfully, as
described in Chapter 2, “GroupWise/Exchange Address Book Synchronization,” on page 9.

2 Create the new, dedicated Free/Busy service user in your GroupWise system, as described in
“GroupWise Authentication Credentials” on page 37.

3 Create the new, dedicated Free/Busy service user in your Exchange system, as described in
“Exchange Authentication Credentials” on page 38.

4 Make sure that the Free/Busy service users are exempt from password expiration rules.

5 Make sure that the Exchange server where you plan to install the GroupWise Free/Busy service
meets the requirements listed in Section 3.2.2, “Exchange System Requirements,” on page 36.

6 Continue with Installing the Free/Busy Service.

3.5 Installing the Free/Busy Service

You should install the first instance of the GroupWise Free/Busy service on an Exchange server where
it is convenient for you to test the capabilities of the Free/Busy service. Then you must install the
Free/Busy service on all Exchange servers in your Exchange system.

¢ Section 3.5.1, “Installing the First Instance of the Free/Busy Service,” on page 40

¢ Section 3.5.2, “Installing Additional Instances of the Free/Busy Service,” on page 41

3.5.1 Installing the First Instance of the Free/Busy Service

1 Change to the freebusy subdirectory in the downloaded GroupWise 2012 software image.
2 Run the GroupWise Free/Busy Service Installation program as Administrator:
novell groupwise freebusy service en x64.exe

3 Click Next to begin the installation.
4 Accept the License Agreement, then click Next.

i Novell GroupWise Free/Busy Service Setup N ] 3
Custom Setup @
Select the way you want features to be installed. )

Click the icons in the tree below to change the way features will be installed.

Handler modules for Internet
Redirector (EWS) Information Services (I15).
Interceptor {OWA)
Configurator

This feature requires 2964E on
your hard drive.

Browse. .. |
Reset Disk Usage Back I Mext I Cancel |

The Custom Setup dialog box lists the components that make up the GroupWise Free/Busy
service. For a review of the components, see “GroupWise Free/Busy Service Architecture” on
page 34. All components must be installed on the Exchange server.
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5
6

9

Click Next to continue.
Click Install to begin the installation.

By default, the GroupWise Free/Busy service files are installed to the following locations on your
Exchange server:

Component Location

Free/Busy Handler C:\inetpub\wwwroot\ngwfbs

Free/Busy Redirector C:\Program Files\Microsoft\Exchange Server\V14\
ClientAccess\exchweb\ews

Free/Busy Interceptor  C:\Program Files\Microsoft\Exchange Server\V14\
ClientAccess\owa

Free/Busy Configurator C:\Program Files\Novell\FreeBusy Service

(Optional) Click Documentation to display the GroupWise Free/Busy service online Help.

The online Help includes useful links to this GroupWise/Exchange Coexistence Guide and other
GroupWise guides.

Click Finish to exit the GroupWise Free/Busy service Installation program and start the Free/
Busy Configurator.

Skip to Section 3.6, “Configuring the Free/Busy Service,” on page 42.

Installing Additional Instances of the Free/Busy Service

After the first instance of the GroupWise Free/Busy service is running smoothly, you can export its
configuration information to use as the default configuration as you install the Free/Busy service on
additional Exchange servers.

1

Start the Free/Busy Configurator for the first instance of the GroupWise Free/Busy service.

C:\Program Files\Novell\FreeBusy Service\configurator.exe

Click File > Export to save the configuration information for the GroupWise Free/Busy service to
a text file.

By default, the configuration file is named:
novell groupwise freebusy service config.cfg

By default, the configuration file is created in the same directory where you installed the
GroupWise Free/Busy service.

3 Change the file name and location as needed, then click Save.

Copy the configuration file to all Exchange servers where you plan to install the GroupWise
Free/Busy service.

On each Exchange server, install the GroupWise Free/Busy service, as described in Section 3.5.1,
“Installing the First Instance of the Free/Busy Service,” on page 40.

From the Installation program, continue into the Free/Busy Configurator.
Click File > Import.

Browse to and select the configuration file that you copied from the first Exchange server, then
click Open.

The information from the configuration file fills in the fields in the Free/Busy Configurator.
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9
10
11
12

13

14

1

You use the same GroupWise configuration information on all Exchange servers.
Click the Exchange tab.

Modify the Exchange server information as needed.

Click Save to copy the configuration information to the Windows registry.

Click Test Configuration to validate the Exchange configuration information for the new
Exchange server.

Test the GroupWise Free/Busy service installation on the new Exchange server as described in
Section 3.8, “Testing the Free/Busy Service,” on page 44.

Repeat this procedure for each Exchange server in your Exchange system.

3.6 Configuring the Free/Busy Service

The Free/Busy Configurator helps you configure the GroupWise Free/Busy service immediately after
installation.

(Conditional) If you need to reconfigure the GroupWise Free/Busy service after initial
installation, run the following program as Administrator to manually start the Free/Busy
Configurator:

C:\Program Files\Novell\FreeBusy Service\configurator.exe

B Novell GroupWise Free/Busy Service Configurator i s e

File Help
GroupWise | Exchange I

r~ Configuration
GroupWise POA Server GroupWise POA SOAP Port
GroupWise User GroupWise Password

[~ Use HTTPS for GroupWise Server Access

GroupWise Intemet Domain Names

Reset | Save & Test I

On the GroupWise tab, fill in the following fields with information from the GroupWise/
Exchange Address Book Synchronization Worksheet:

GroupWise POA Server

GroupWise POA SOAP Port

GroupWise Account for Busy Searches

GroupWise Password

Use HTTPS for GroupWise Server Access

GroupWise Internet Domain Names

Click Save & Test to check the GroupWise configuration information.

The Configurator saves the configuration information to the Windows registry.

Click Yes to confirm the saving of the configuration information.

The Free/Busy Configurator then uses the saved information to determine whether the
configuration information that you have provided will enable the GroupWise Free/Busy service
to communicate with the GroupWise POA and with the Exchange server.
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5 If the test is successful, click OK to confirm.
or

If you receive an error:

5a Click Yes in the error dialog box to display an explanation of the error code and suggestions

for resolving it.

A complete list of error codes is available in Section 3.11, “Configurator Error Codes,” on
page 48.

5b Resolve the error, then click Save & Test again.

5¢ (Conditional) If you receive another error, repeat Step 3 through Step 5 until no errors
occur.

6 Click the Exchange tab.

B Novell GroupWise Free/Busy Service Configurator i s e
File Help

GroupWise Exchangs |
r~ Corfiguration

Exchange Server

Exchange User Exchange Password

¥ Use HTTFS for Exchange Server Scoess

Exchange Domain

Reset | Save & Test |

7 Fill in the following fields with information from the GroupWise/Exchange Address Book
Synchronization Worksheet:

Exchange Server

Exchange User

Exchange Password

Use HTTPS for Exchange Server Access
Exchange Domain

8 Click Save & Test to check the Exchange configuration information.
9 (Conditional) If necessary, resolve errors and repeat the test until no errors occur.

10 Click File > Exit to exit the Free/Busy Configurator.

3.7 Starting the Free/Busy Service

The three active components of the GroupWise Free/Busy service are installed into three Windows

components:

Free/Busy Service Component Windows Service

Free/Busy Handler Internet information Services (I1S)
Free/Busy Redirector Exchange Web Services (EWS)
Free/Busy Interceptor Outlook Web App (OWA)
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3.8

3.8.1

3.8.2

Whenever you restart the Windows server, the GroupWise Free/Busy service automatically starts
along with it.

Whenever you restart IIS where the GroupWise Free/Busy service has been installed, the Free/Busy
service automatically restarts along with it.

Testing the Free/Busy Service

When the GroupWise Free/Busy service is running correctly, GroupWise users can perform Busy
Searches on Outlook users and Outlook users can use the Scheduling Assistant to display the
schedules of GroupWise users.

IMPORTANT: In order for GroupWise and Outlook users to appear in each other’s Address Books,
the GroupWise Message Transfer Agent (MTA) must be configured for address book
synchronization, as described in Chapter 2, “GroupWise/Exchange Address Book Synchronization,”
on page 9.

¢ Section 3.8.1, “Testing the Free/Busy Service from GroupWise,” on page 44
¢ Section 3.8.2, “Testing the Free/Busy Service from Outlook,” on page 44

Testing the Free/Busy Service from GroupWise

1 In the GroupWise Windows client, click New Appointment on the toolbar.
or
In GroupWise WebAccess, click Appointment on the toolbar.

2 In the To field, start typing the name of an Outlook user.

If the name does not auto-complete, address book synchronization between GroupWise and
Exchange is not working correctly. See Section 2.8, “Testing Address Book Synchronization,” on
page 29.

3 Click Busy Search.

If the Busy Search dialog box populates with the Outlook user’s schedule, the GroupWise Free/
Busy service is working correctly.

4 (Conditional) If the Outlook user’s schedule does not appear, see Section 3.9, “Troubleshooting
the Free/Busy Service,” on page 45.

Testing the Free/Busy Service from Outlook

1 In Outlook, click New Appointment on the ribbon.
or
In Outlook Web App, click New > Meeting Request.
2 Click Scheduling Assistant.
3 In the Attendees list, start typing the name of a GroupWise user, then press Enter.

If the name does not auto-complete, address book synchronization between GroupWise and
Exchange is not working correctly. See Section 2.8, “Testing Address Book Synchronization,” on
page 29.
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3.9.2

If the Scheduling Assistant window populates with the GroupWise user’s schedule, the
GroupWise Free/Busy service is working correctly.

4 (Conditional) If the GroupWise user’s schedule does not appear, see Section 3.9,
“Troubleshooting the Free/Busy Service,” on page 45.

Troubleshooting the Free/Busy Service

The Test Configuration option in the Free/Busy Configurator helps you provide accurate
configuration information about your GroupWise and Exchange systems. Typically, after accurate
configuration information is provided, the GroupWise Free/Busy service starts successfully and
continues to run dependably.

If you experience a problem with the GroupWise Free/Busy service after it has been running
successfully, consider the following:

¢ Section 3.9.1, “Working with Internet Information Services,” on page 45
¢ Section 3.9.2, “Working with Log Files,” on page 45
¢ Section 3.9.3, “Working with Raw Free/Busy Data,” on page 47

Working with Internet Information Services

The GroupWise Free/Busy service is installed into Internet Information Services (IIS). If you

experience problems with IIS, the Free/Busy service can also experience problems. When you restart

IIS, the Free/Busy service automatically restarts.

Working with Log Files

By default, GroupWise Free/Busy service log files are located in the following directory:
C:\inetpub\logs\logfiles\ngwfbs

Each GroupWise Free/Busy service component writes to its own log file in that directory.
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By default, the GroupWise Free/Busy service uses the default logging configuration for the IIS Web
site where it is installed, or the logging configuration for EWS, OWA, and NGWEFBS if the logging for
these modules has been customized.

’-'Elnternet Information Services (IIS) Manager i =] 5]
@&g | @ » =crsR v stes » Defoutwebste » & @ -
File View Help
e |28 @ Logging %/ honly
o ---Qﬂ Start Page =S¢ Cancel
Eaﬂ EXCHSVR. (PRV-GWDOC-SHARE Use this feature to configure how IIS logs requests on the Web server,
[} Application Pools One log file per: X=iE
(@] Ih View Log Files. ..
143 Default Web Site @ =
[~ aspnet_dient Log File B ¥
[ Autodiscover Online Help
D ecp Format:
B EWs Select Fields |
Exchange Directory:
Exchweb " " -
Microsoft-Server-Ac |%5ystemDr|ve%‘unemub‘dogs\LogFlles &I
¥ nowfhs Encoding:
QAB
IUTF-S 'l
P owa
PowerShell
| Public Log File Rollover
Select the method that I1S uses to create a new log file.
& schedule:
Daily 'l
' Maximum file size {in bytes):
" Do not create new log files
™ Use local time for file naming and rollaver
4 | | N EFeatJres View |i "-'E_Content View
Configuration: 'localhost’ applicationHost. config , <location path="Default Web Site™> ei:g

The GroupWise Free/Busy service uses Apache log4net (http://logging.apache.org/log4net/) to
manage its log files. The log4net configuration file for each module is located one directory up from
the DLL for each module.

Component Location of Logging Configuration File

Free/Busy Handler C:\inetpub\wwwroot\ngwfbs\

novell.fbservice.handler.dll.config.xml
Free/Busy Redirector C:\Program Files\Microsoft\Exchange Server\V14\
ClientAccess\exchweb\ews\
novell.fbservice.redirector.dll.config.xml
Free/Busy Interceptor C:\Program Files\Microsoft\Exchange Server\V14\
ClientAccess\owa\
novell.fbservice.interceptor.dll.config.xml
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Various aspects of logging can be customized in the log4net configuration file for each component,
including the log file name, maximum log file size, and log level.

- <log4net>
- <appender name="RollingFile" type="log4net.Appender.RollingFileAppender" >
<file value="${NGWFBSLOGS}\\Handler.log" />
<appendToFile value="true" /=
<rollingStyle value="Composite" /=
<datePattern value="yyyyMmmdd" /=
<maximumFileSize value="100KB" /=
<maxSizeRollBackups value="10" /=
- <layout type="log4net.Layout.PatternLayout">
<conversionPattern value="%date [Yothread] %-5level - Comessage®newline" />
=/layout=
</appender=
- <rootz
<level value="DEBUG" /=
<appender-ref ref="RollingFile" /=
<froot=
</log4net=>

Use any ASCII text editor to modify the log4net configuration file for each component as needed.

Working with Raw Free/Busy Data

You can view the raw free/busy calendar data that the GroupWise Free/Busy service works with by
viewing the following URLs:

https://exchange server/ngwfbs/exchange/exchange userideexchange domain.vfb
https://exchange server/ngwfbs/groupwise/gw useridegw internet domain.vfb

When the GroupWise Free/Busy service is running normally, the output for a user should look
similar to the following example:

BEGIN:VCALENDAR VERSION:2.0 PRODIDMicrosoft Exchange METHOD-PUBLISH BEGIN:-VFREEBUSY ORGANIZER-MAILTOkolsen@prv-gwdoc-share provo novell com
DTSTART:20120614T164819Z DTEND:20120714T164819Z DTSTAMP:20120614T224820Z FREEBUSY:20120614T193000Z/20120614T200000Z
FREEBUSY20120614T213000Z/20120614T220000Z FREEBUSY:20120615T213000Z/20120615T220000Z FREEBUSY:20120616T213000Z/20120616T220000Z
FREEBUSY20120617T213000Z/20120617T220000Z FREEBUSY-20120618T213000Z/20120618T220000Z FREEBUSY:20120619T213000Z/20120619T220000Z
FREEBUSY20120620T213000Z/20120620T220000Z FREEBUSY-20120621T193000Z/20120621T200000Z FREEBUSY:20120621T213000Z/20120621T220000Z
FREEBUSY20120622T213000Z/20120622T220000Z FREEBUSY-20120623T213000Z/20120623T220000Z FREEBUSY:20120624T213000Z/20120624T220000Z
FREEBUSY:20120625T213000Z/20120625T220000Z FREEBUSY:20120626T213000Z/20120626T220000Z FREEBUSY:20120627T213000Z/20120627T220000Z
FREEBUSY:20120628T193000Z/20120628T200000Z FREEBUSY:20120628T213000Z/20120628T220000Z FREEBUSY:20120629T213000Z/20120629T220000Z
FREEBUSY:20120630T213000Z/20120630T220000Z FREEBUSY:20120701T213000Z/20120701T220000Z FREEBUSY:20120702T213000Z/20120702T220000Z
FREEBUSY:20120703T213000Z/20120703T220000Z FREEBUSY:20120704T213000Z/20120704T220000Z FREEBUSY:20120705T193000Z/20120705T200000Z
FREEBUSY:20120705T213000Z/20120705T220000Z FREEBUSY:20120706T213000Z/20120706T220000Z FREEBUSY:20120707T213000Z/20120707T220000Z
FREEBUSY:20120708T213000Z/20120708T220000Z FREEBUSY:20120709T213000Z/20120709T220000Z FREEBUSY:20120710T213000Z/20120710T220000Z
FREEBUSY20120711T213000Z/20120711T220000Z FREEBUSY:20120712T193000Z/20120712T200000Z FREEBUSY:20120712T213000Z/20120712T220000Z
FREEBUSY:20120713T213000Z/20120713T220000Z END:-VFREEBUSY END:VCALENDAR

Uninstalling the Free/Busy Service

Change to the freebusy subdirectory in the downloaded GroupWise 2012 software image.
2 Run the GroupWise Free/Busy Service Installation program:
novell groupwise freebusy service en x64.exe
Click Next to begin.
Click Remove to uninstall the Free/Busy service from the server.

Click Remove again to begin the uninstallation.

o 01~ W

Click Finish when the uninstallation is complete.
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3.11 Configurator Error Codes

The Free/Busy Configurator returns one of the following error codes if you provide invalid
information in a field:

¢ Error Code 1
¢ Error Code 2
¢ Error Code 3
¢ Error Code 4
¢ Error Code 5
¢ Error Code 6
¢ Error Code 7
¢ Error Code 8
¢ Error Code 9
¢ Error Code 10
¢ Error Code 11
¢ Error Code 12
¢ Error Code 13
¢ Error Code 14
¢ Error Code 15
¢ Error Code 16
¢ Error Code 17
¢ Error Code 18
¢ Error Code 19
¢ Error Code 20
¢ Error Code 21
¢ Error Code 22

Error Code 1: Missing GroupWise Server

Possible Cause: The GroupWise POA Server field is empty.

Action: Specify the IP address or DNS hostname of a GroupWise POA that has SOAP
enabled.

Error Code 2: Missing GroupWise User
Possible Cause: The GroupWise Account for Busy Searches field is empty.

Action: Specify the user name for the GroupWise Free/Busy service to use to
authenticate to the GroupWise POA for performing Busy Searches.

Error Code 3: Missing GroupWise Password

Possible Cause: The GroupWise Password field is empty.

Action: Specify the password for the GroupWise Free/Busy service user.
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Error Code 4: Missing GroupWise Internet Domain

Possible Cause: The GroupWise Internet Domain Names field is empty.

Action: Specify all of the Internet domain names that might appear in email addresses of

GroupWise users. Use a comma-delimited list.

Error Code 5: Missing Exchange Server

Possible Cause: The Exchange Server field is empty.
Action: Specify the IP address or DNS hostname of your Exchange server.

Error Code 6: Missing Exchange User
Possible Cause: The Exchange User field is empty.

Action: Specify the user name for the GroupWise Free/Busy service to use to
authenticate to Exchange Web Services (EWS).

Error Code 7: Missing Exchange Password

Possible Cause: The Exchange Password field is empty.

Action: Specify the password for the Exchange user.

Error Code 8: Missing Exchange Domain

Possible Cause: The Exchange Domain field is empty.

Action: Specify the name of the domain that the Exchange user authenticates to.

Error Code 9: Cannot Connect to GroupWise Server: Unexpected Error

Explanation: The GroupWise Free/Busy service cannot communicate with the POA for an
unknown reason.

Possible Cause: Unknown.

Action: Verify the information that you have provided for the GroupWise server and
POA.

Action: Verify that the GroupWise server is up and that the POA is running.

Error Code 10: Cannot Connect to GroupWise Server: GroupWise Engine Error
error_code

Explanation: The GroupWise Free/Busy service cannot communicate with the POA for a
reason that is identified as a GroupWise engine error.

Possible Cause: Varied, depending on the ending error code.

Action: Look up the engine error code in “GroupWise Engine Error Codes” in GroupWise

2012 Troubleshooting 1: Error Messages, then resolve the issue.
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Error Code 11: Cannot Connect to GroupWise Server: SSL Denied

Explanation:

Possible Cause:

Action:

The GroupWise Free/Busy service cannot communicate with the POA because
the POA is not configured to use SSL, but the GroupWise Free/Busy service is
trying to use SSL to communicate with the POA.

The default setting for the Use HTTPS for GroupWise Server Access conflicts with
the current configuration of the POA.

Deselect Use HTTPS for GroupWise Server Access, so that the Free/Busy service
does not use SSL.

or
Reconfigure the POA to use SSL.

For more information, see “Securing the Post Office with SSL Connections to the
POA” in “Post Office Agent” in the GroupWise 2012 Administration Guide.

Error Code 12: Cannot Connect to GroupWise Server: SSL Required

Explanation:

Possible Cause:

Action:

The GroupWise Free/Busy service cannot communicate with the POA because
the POA is configured to require SSL, but the GroupWise Free/Busy service is
trying to communicate without using SSL.

You deselected Use HITPS for GroupWise Server Access.

Select Use HTTPS for GroupWise Server Access so that both the GroupWise Free/
Busy service and the POA require SSL.

or

Reconfigure the POA so that it does not require SSL, so that neither the
GroupWise Free/Busy service nor the POA requires SSL.

For more information, see “Securing the Post Office with SSL Connections to the
POA” in “Post Office Agent” in the GroupWise 2012 Administration Guide.

Error Code 13: Cannot Connect to GroupWise Server: Invalid Certificate

Explanation:

Possible Cause:

Action:

The GroupWise Free/Busy service cannot communicate with the POA because
the POA server does not have a valid SSL certificate.

The certificate has expired.

Obtain a valid SSL certificate for the POA server.

For more information, see “Server Certificates and SSL Encryption” in “Security
Administration” in the GroupWise 2012 Administration Guide.

Error Code 14: Cannot Connect to GroupWise Server: Invalid User

Possible Cause:

Action:

Action:

The GroupWise Account for Busy Searches field contains an invalid user name.

Specify the user name for the GroupWise Free/Busy service to use to
authenticate to the GroupWise POA for performing Busy Searches.

Use the Free/Busy service user to manually log in to GroupWise to ensure that it
is a valid GroupWise user.
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Error Code 15: Cannot Connect to GroupWise Server: Invalid Password

Possible Cause:
Action:

Action:

The GroupWise Password field contains an invalid password.
Specify the password for the GroupWise Free/Busy service user.

Use the Free/Busy service user and password to manually log in to GroupWise
to ensure that the password is valid.

Error Code 16: Cannot Connect to GroupWise Server: Wrong POA

Explanation:

Possible Cause:

Action:

Possible Cause:

Action:

The GroupWise Free/Busy service successfully contacted the POA. However, the
GroupWise user is not a user on the POA’s local post office. The Free/Busy
service does not currently handle redirection. It must authenticate to the POA
for the post office where the user resides.

The POA specified in the GroupWise POA Server field is not the POA for the post
office where you created the Free/Busy service user.

Specify the IP address or DNS hostname of the POA for the post office where the
Free/Busy service user resides.

You created the Free/Busy service user in a different post office from the one that
you now want the Free/Busy service to communicate with.

Move the Free/Busy service user to the post office serviced by the POA specified
in the GroupWise POA Server field.

Error Code 17: Cannot Connect to GroupWise Server: Invalid IP Address

Explanation:

Possible Cause:

Action:

The GroupWise Free/Busy service cannot contact the POA at the IP address
specified in the GroupWise POA Server field.

You specified an incorrect IP address or mistyped it.

Specify the correct IP address for the POA server.

Error Code 18: Cannot Connect to GroupWise Server: Invalid DNS Hostname

Explanation:

Possible Cause:

Action:

The GroupWise Free/Busy service cannot contact the POA at the DNS hostname
specified in the GroupWise POA Server field because the DNS hostname does not
resolve to a valid IP address.

You specified an incorrect DNS hostname or mistyped it.

Specify the correct DNS hostname for the POA server.

Error Code 19: Cannot Connect to Exchange Server: Unexpected Error

Explanation:

Possible Cause:
Action:

Action:

The GroupWise Free/Busy service cannot communicate with the Exchange
server for an unknown reason.

Unknown.
Verify the information that you have provided for the Exchange server.

Verify that the Exchange server is currently running.
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Error Code 20: Cannot Connect to Exchange Server: Invalid User or Password

Possible Cause: The Exchange User field does not contain a valid Exchange user name.

Possible Cause: The Exchange Password field does not contain the password for the Exchange
user.

Action: Provide valid credentials for the Exchange user.

Error Code 21: Cannot Connect to Exchange Server: SSL Required

Explanation: The GroupWise Free/Busy service cannot communicate with the Exchange
server because of a problem with SSL. Both the Free/Busy service and Exchange
require SSL.

Possible Cause: Unknown.

Action: Unknown.

Error Code 22: Cannot Connect to Exchange Server: Invalid DNS Hostname

Explanation: The GroupWise Free/Busy service cannot contact the Exchange server at the
DNS hostname specified in the Exchange Server field because the DNS hostname
does not resolve to a valid IP address.

Possible Cause: You specified an incorrect DNS hostname or mistyped it.

Action: Specify the correct DNS hostname for the Exchange server.
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Preexisting GroupWise/Exchange
Synchronization

If you are already synchronizing data between your GroupWise and Exchange systems, it is vital to
consider how to handle the existing data in each system. Sync solutions transfer users and attributes
in various ways and to various locations in the GroupWise and Exchange systems. If you need to
retain previously synced users and any modifications made to those users, some customization of the
process of setting up the GroupWise/Exchange coexistence solution might be required.

You might be able to implement the GroupWise/Exchange coexistence solution yourself, or you
might be benefitted by the participation of Novell Consulting as you prepare to implement the
GroupWise/Exchange coexistence solution.

¢ Section A.1, “You Can Handle the Implementation Yourself If...,” on page 53

¢ Section A.2, “You Would Benefit from Novell Consulting If...,” on page 54

You Can Handle the Implementation Yourself If...

Installing, configuring, and running the GroupWise/Exchange coexistence solution yourself works
best in a scenario where you do not need to retain previously synced information. This includes the
following situations:

¢ You are currently syncing users between the two systems, but you are not satisfied with the
solution you are using.

In this case, you are not concerned with retaining previously synced information. You are
willing to delete the previously synced users and begin anew.
If you choose this approach, you lose the following:

¢ Previously synced users

¢ System and personal group memberships for previously synced users

¢ The ability for users to reply to existing messages that originated outside their respective
systems

This means that Exchange users will not be able to reply to existing messages from
GroupWise users, and GroupWise users will not be able to reply to existing messages from
Exchange users.

¢ Correct email addresses for Exchange users in GroupWise personal address books

GroupWise users might encounter missing entries or duplicate entries for Exchange users
in their personal address books, including the Frequent Contacts address book. When they
select Exchange users from the GroupWise Address Book, email addresses are correct.

¢ You are currently syncing users between the two systems, and you are satisfied with the sync
solution you are using.
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A.2

In this case, you would retain your existing sync solution and only use the GroupWise Free/Busy
Service functionality of the GroupWise/Exchange coexistence solution. You would not need to
implement the GroupWise/Exchange Address Book Synchronization functionality. However,
you would need to determine how to populate the free/busy URL attribute for the synced users.
This attribute displays in the Free/Busy field on the Details tab of a contact in a GroupWise
address book. You could populate the attribute by:

¢ Manually adding the free/busy URL to Exchange users in ConsoleOne. Right-click each
External User object that represents an Exchange user, click Properties > GroupWise > Internet
Free/Busy Search, then specify the free/busy search URL for the Exchange user.

+ Configure your existing sync solution to populate this attribute on External User objects.

You Would Benefit from Novell Consulting If...

Working with Novell Consulting to install, configure, and run the GroupWise/Exchange coexistence
solution yourself works best when you want to retain previously synced information. This includes
the following situations:

¢ You want to transfer or merge previously synced user information.

This applies when you have previously synced users and want to retain modifications made to
those users. These changes include system and personal group memberships and the ability to
reply to existing messages that were sent between the two systems.

In addition to third-party sync solutions, this situation applies if you are currently using the
GroupWise Gateway for Microsoft Exchange. The GroupWise/Exchange coexistence solution is
a more advanced replacement for, not an upgrade from, the GroupWise Gateway for Microsoft
Exchange. If you want to retain information previously synced by the GroupWise Gateway for
Microsoft Exchange, you might need some customized assistance depending on the information
you want to retain.

You are syncing user attributes beyond those attributes required for basic email capabilities.

An example of this would be the directory Password attribute. If you are syncing attributes that
also give users capabilities outside the email systems, such as general eDirectory or Active
Directory access to non-email applications, you need a directory synchronization solution such
as Novell Identity Manager, rather than the GroupWise/Exchange coexistence solution.
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