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About This Guide

This guide describes how to administer the Novell Identity Manager User Application. It includes
these parts:

+ Partl, “Overview,” on page 19

* Part 1, “Configuring the User Application Environment,” on page 45

+ Part I11, “Administering the User Application,” on page 125

+ Part IV, “Portlet Reference,” on page 291

+ Part V, “Configuring and Managing Provisioning Workflows,” on page 369

* Part VI, “Web Service Reference,” on page 423

+ Part VII, “REST Services,” on page 659

* Part VIII, “Appendixes,” on page 741

To learn about administering the other features of Identity Manager (which are common to all
packagings), see the Novell Identity Manager: Administration Guide.

Audience

Theinformation in this guide is for system administrators, architects, and consultants who are
responsible for configuring, deploying, and managing the identity self-service features and
workflow-based provisioning features of the Identity Manager User Application.

End-user documentation for these features is provided in the Identity Manager User Application:
User Guide.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentati on/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Identity Manager User Application: Administration Guide, visit
the Identity Manager Documentation Web site (http://www.novell.com/documentation/idm401).

About This Guide
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Overview

This section introduces you to the Identity Manager User Application, and helps you plan for its use
in your organization.

+ Chapter 1, “Introduction to the User Application,” on page 21
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Introduction to the User
Application

This section introduces the Identity Manager User Application. Topics include:

* Section 1.1, “About the User Application,” on page 21

+ Section 1.2, “User Application Architecture,” on page 28

+ Section 1.3, “User Application User Types,” on page 34

* Section 1.4, “Design and Configuration Tools,” on page 40
¢ Section 1.5, “What's Next,” on page 42

1.1 About the User Application

The Identity Manager User Application is the business user’s view into the information, resources,
and capabilities of Identity Manager. The User Application is a browser-based Web application that
gives the user the ability to perform avariety of identity self-service tasks. The User Application
provides a complete roles-based provisioning solution, giving users the ability to initiate and
manage provisioning and role-based requests and approvals. In addition, the User Application offers
support for compliance features, giving an organization away to ensure that personnel conform to
relevant business laws and regulations.

The User Application enables you to address the following business needs:
+ Providing aconvenient way to perform roles-based provisioning actions.

The User Application allows you to manage role definitions and role assignments within your
organization. Role assignments can be mapped to resources within a company, such as user
accounts, computers, and databases.

For details on setting up the Roles and Resources tab, see Section 2.9, “Configuring the Roles
and Resources Tab,” on page 86.

+ Ensuring that an organization has a method for verifying that personnel are fully aware of
organizational policies and are taking steps to comply with these policies.

For details on setting up the Compliance tab, see Section 2.10, “Configuring the Compliance
Tab,” on page 93.

+ Providing user self-service, allowing a new user to self-register, and providing access to
anonymous or guest Users.

For more information, see Part |V, “ Portlet Reference,” on page 291.

+ Ensuring that access to corporate resources complies with organizational policies and that
provisioning occurs within the context of the corporate security policy.

You can grant users access to identity data within the guidelines of corporate security policies.
For more information, see Section 2.2, “ Security,” on page 49.

+ Reducing the administrative burden of entering, updating, and deleting user information across
al systemsin the enterprise.

Introduction to the User Application
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You can create customized workflows to provide a Web-based interface for users to manipulate
distributed identity data triggering workflows as necessary.

For more information, see Part V, “ Configuring and Managing Provisioning Workflows,” on
page 369.

+ Managing manual and automated provisioning of identities, services, resources, and assets, and
supporting complex workflows.

You can implement manual provisioning by creating workflows that route provisioning
reguests to one or more authorities. For automated provisioning, you can configure the User
Application to start workflows automatically in response to events occurring in the Identity
Vault.

For more information, see Part V, “ Configuring and Managing Provisioning Workflows,” on
page 369.

IMPORTANT: The User Application is an application and not aframework. The areas within the
User Application that are supported to be modified are outlined within the product documentation.
Modifications to areas not outlined within the product documentation are not supported.

1.1.1 About Identity Self-Service

Identity isthe foundation of the User Application. The application uses identity as the basis for
authorizing users access to systems, applications, and databases. Each user’s unique identifier—and
each user’s roles—comes with specific access rights to identity data. For example, users who are
identified as managers can access salary information about their direct reports, but not about other
employeesin their organization.

The I dentity Self-Service tab within the application gives users a convenient way to display and
work with identity information. It enables your organization to be more responsive by giving users
accessto the information they need whenever they need it. For example, users might use the Identity
SHf-Service tab to:

+ Manage their own user accounts directly

+ L ook up other users and groups in the organization on demand

+ Visualize how those users and groups are related

+ List applications with which they are associated
The User Application Administrator is responsible for setting up the contents of the Identity Self-

Service tab. What business users can see and do is typically determined by how the application has
been configured, by their job requirements and level of authority.

NOTE: In Identity Manager 4.0.1 Standard Edition, if you logon as a business user, the | dentity
Salf-Service tab isthe only tab you will see in the User Application. If you logon as a User
Application Administrator, you see the Administration tab as well.
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1.1.2 About Roles-Based Provisioning

The purpose of the Roles and Resources tab within the User Application isto give you a convenient
way to perform roles-based provisioning actions. These actions allow you to manage role definitions
and role assignments within your organization. Role assignments can be mapped to resources within
a company, such as user accounts, computers, and databases. For example, you might use the Roles
and Resources tab to:

+ Makerole requests for yourself or other users within your organization
+ Create roles and role relationships within the roles hierarchy

+ Create separation of duties (SoD) constraints to manage potential conflicts between role
assignments

+ Look at reports that provide details about the current state of the Role Catalog and the roles
currently assigned to users, groups, and containers

When arole assignment request requires permission from one or more individualsin an
organization, the request starts aworkflow. The workflow coordinates the approval s needed to fulfill
the request. Some role assignment requests require approval from a singleindividual; others require
approval from several individuals. In some instances, arequest can be fulfilled without any
approvals.

When arole assignment request resultsin a potential separation of duties conflict, the initiator has
the option to override the separation of duties constraint, and provide ajustification for making an
exception to the constraint. In some cases, a separation of duties conflict can cause aworkflow to
start. The workflow coordinates the approvals needed to allow the separation of duties exception to
take effect.

Your workflow designer and system administrator are responsible for setting up the contents of the
Roles and Resources tab for you and the others in your organization. The flow of control for aroles-
based workflow or separation of duties workflow, as well as the appearance of forms, can vary
depending on how the approval definition for the workflow was defined in the Designer for Identity
Manager. In addition, what you can see and do istypically determined by your job regquirements and
your level of authority.

For details on setting up the Role Subsystem, see Section 2.9, “ Configuring the Roles and Resources
Tab,” on page 86. For details on using the Roles and Resources tab, see the discussion of the Roles
and Resources tab in the Identity Manager User Application: User Guide (http://www.novell.com/
documentation/idm401/pdf doc/ugpro/ugpro.pdf).

NOTE: The ability to define custom roles is only available with Identity Manager 4.0.1 Advanced
Edition. Standard Edition only supports the use of system roles. The Roles and Resources tab and
the Work Dashboard tab are not available in Standard Edition.

Introduction to the User Application
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1.1.3 About Resource-Based Provisioning

The purpose of the resource functionality within the User Application isto give you a convenient
way to perform resource-based provisioning actions. These actions allow you to manage resource
definitions and resource assignments within your organization. Resource assignments can be
mapped to users or to roles within a company. For example, you might use resources to:

+ Make resource requests for yourself or other users within your organization

+ Create resources and map them to entitlements
When a resource assignment request requires permission from one or more individualsin an
organization, the request starts aworkflow. The workflow coordinates the approval s needed to fulfill
the request. Some resource assignment requests require approval from asingle individual; others

require approval from several individuals. In someinstances, a request can be fulfilled without any
approvals.

The following business rules govern the behavior of resources within the User Application:

+ Resources can only be assigned to a user. This does not preclude aresource being granted to
usersin acontainer or group based on implicit role assignment. However, the resource
assignment will only be associated with a user.

+ Resources can be assigned in any of the following ways:
+ Directly by auser through Ul mechanisms

*

Through a provisioning request

*

Through arole request assignment
Through a Rest or SOAP interface

+ The sameresource can be granted to a user multipletimes (if this capability hasbeen enabled in
the resource definition).

*

+ A resource definition can have no more then one entitlement bound to it.

+ A resource definition can have one or more same-entitlement references bound to it. This
capability provides support for entitlements where the entitlement parameters represent
provisionable accounts or permssions on the connected system.

+ Entitlement and decision support parameters can be specified at design time (static) or at
reguest time (dynamic).

Your workflow designer and system administrator are responsible for setting up the User
Application for you and the othersin your organization. The flow of control for a resource-based
workflow, as well as the appearance of forms, can vary depending on how the approval definition
for the workflow was defined in the Designer for Identity Manager. In addition, what you can see
and do istypically determined by your job requirements and your level of authority.

NOTE: Resources require Identity Manager 4.0.1 Advanced Edition. Standard Edition does not
support this feature. The Roles and Resources tab and the Work Dashboard tab are not availablein
Standard Edition.
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Resources

A resourceisany digital entity such as a user account, computer, or database that a business user
needs to be able to access. The User Application provides a convenient way for end users to request
the resources they need. In addition, it provides tools that administrators can use to define resources.

Each resource is mapped to an entitlement. A resource definition can have no more than one
entitlement bound to it. A resource definition can be bound to the same entitlement more than once,
with different entitlement parameters for each resource.

Resource Requests

Resources can be assigned to users only. They cannot be assigned to groups or containers. However,
if aroleisassigned to agroup or container, the users in the group or container may automatically be
granted access to the resources associated with the role.

Resource requests may require approvals. The approval process for aresource may handled by a
provisioning request definition, or by an external system by setting the status code on the resource
request.

If aresource grant request isinitiated by arole assignment then it is possible that the resource will
not be granted, even though the role is provisioned. The most likely reason for thiswould be that the
necessary approvals were not provided.

A resource request can grant aresource to a user or revoke aresource from a user.

Role and Resource Service Driver

The User Application uses the Role and Resource Service Driver to manage back-end processing of
resources. For example, it manages all resource requests, starts workflows for resource requests, and
initiates the provisioning process for resource requests.

Resource Request Process Flow

The following example shows the process flow for aresource assignment regquest. In this example, a
user requests a resource that grants access to an SAP profile:

Introduction to the User Application

25



Figure 1-1 Process Flow for a Resource Request
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The stepsin the process are described below:

1. A user requests aresource within the User Application.

A User Request object is created in the Identity Vault.

The Role and Resource Service Driver processes the new request.

The Role and Resource Service Driver starts aworkflow, and changes the request status.

The approval process is performed within the User Application. Upon completion of the
approval process, the workflow activity changes the request status.

a c WD

6. The Role and Resource Driver picks up the change in the status, and begins to provision the
resource, if all of the necessary approvals have been provided.

7. The User Object attributes are updated to included the resource binding and approval
information.

8. An entitlement request is made for the SAP Profile.
9. The SAP Driver processes the entitlement and creates the profilein SAP.

1.1.4 About Workflow-Based Provisioning

A key feature of the Identity Manager User Application is workflow-based provisioning, which
enables you to initiate workflow processes to manage the approval and revocation of user access to
your organization’'s secure systems.

The User Application’s Work Dashboard tab gives users a convenient way to make workflow
process requests. A provisioning request is auser or system action intended to initiate a process.
Provisioning requests can be initiated directly by the user (through the Work Dashboard tab), or
indirectly in response to events occurring in the Identity Vault.
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When a provisioning request requires permission from one or more individuals in an organization,
the request starts one or more workflows. The workflows coordinate the approvals needed to fulfill
the request. Some provisioning requests require approval from asingle individual; others require
approval from several individuals. In some instances, arequest can be fulfilled without any
approvals.

By default, the Work Dashboard tab in the User Application does not display any provisioning
reguests. To configure a provisioning request a designer familiar with your business needs creates a
provisioning request definition, which binds the resource to aworkflow. The designer can configure
workflows that proceed in a sequential fashion, with each approval step being performed in order, or
workflows that proceed in aparallel fashion. A parallel workflow allows more than one user to act
on aworkflow task concurrently.

| dentity Manager provides a set of Eclipse-based tools for designing the data and the flow of control
within the workflows. In addition, Identity Manager provides a set of Web-based tools that provide
the ability to view existing provisioning requests and manage workflows that are in process. For
more information, see Section 1.4, “Design and Configuration Tools,” on page 40.

The Provisioning Administrator is responsible for managing the workflow-based provisioning
features of the User Application. For more information, see Section 1.3, “User Application User
Types,” on page 34.

NOTE: Workflow processes require Identity Manager 4.0.1 Advanced Edition. Standard Edition
does not support this feature.

1.1.5 About Compliance

Complianceis the process of ensuring that an organization conforms to relevant business laws and
regulations. One of the key elements of compliance is attestation. Attestation gives an organization a
method for verifying that personnel are fully aware of organizational policies and are taking stepsto
comply with these policies. By requesting that employees or administrators regularly attest to the
accuracy of data, management ensures that personnel information such as user profiles, role
assignments, and approved separation of duties (SoD) exceptions are up-to-date and in compliance.

To allow individuals within an organization to verify the accuracy of corporate data, a user makes an
attestation request. This request in turn initiates one or more workflow processes. The workflow
processes give the attester s an opportunity to attest to the correctness of the data. A separate
workflow processisinitiated for each attester. An attester is assigned a workflow task in the My
Tasks list on the Requests & Approvalstab. To complete the workflow process, the attester opensthe
task, reviews the data, and attests that it is correct or incorrect.

The Roles Based Provisioning Module supports four types of attestation:

+ User profile

+ SoD violations

+ Role assignment

+ User assignment
For details on setting up the Compliance tab, see Section 2.10, “ Configuring the Compliance Tab,”
on page 93. For details on using the Compliance tab, see the discussion of the Compliancetab in the

| dentity Manager User Application: User Guide (http://www.novell.com/documentation/idm401/
pdfdoc/ugpro/ugpro.pdf).

Introduction to the User Application
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NOTE: Compliance requires Identity Manager 4.0.1 Advanced Edition. Standard Edition does not
support this feature. The Compliance tab is not available in Standard Edition.

1.2 User Application Architecture

The Identity Manager User Application relies on a number of independent components acting
together. The core components are shown in Figure 1-2.

Figure 1-2 User Application Core Components
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1.2.1 User Interface

The Identity Manager User Application is a browser-based Java application. It is comprised of a
collection of JSR168-compliant portlets that run within a Web portal, JavaServer Pages, and
JavaServer Faces that run within a Java Web application on a J2EE-compliant application server.
The User Application framework provides container services, such as managing window state,
portlet preferences, persistence, caching, theming, logging, and acts as a security gatekeeper. The
application server, on which the User Application runs, provides various services to the application
as awhole, such as scalability through clustering, database access via JDBC, and support for

certificate-based security.
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NOTE: The portal functionality within the User Application is being deprecated in Identity
Manager 4.0.1.

1.2.2 Directory Abstraction Layer

The directory abstraction layer provides alogical view of the Identity Vault data. You define a set of
entities and their related attributes based on the Identity Vault objects that you want users to view,
modify, or delete in the User Application. The Directory Abstraction layer:

+ Performsall of the User Application’s LDAP queries against the Identity Vault. Thisisolates
presentation-layer logic from the I dentity Vault, so that al requests for identity data go through
the directory abstraction layer.

+ Checks constraints and access control on data requests made via the User Application.

+ Caches runtime configuration and entity-definition data obtained from the I dentity Vault. See
Section 5.1.1, “Caching Management,” on page 131

You use the directory abstraction layer editor plug-in (available in Designer for Identity Manager) to
define the structure of the directory abstraction layer data definitions. To learn more, see the section
on the directory abstraction layer editor in the Identity Manager User Application: Design Guide.

1.2.3 Workflow Engine

The Workflow Engineis a set of Java executables responsible for managing and executing stepsin
an administrator-defined workflow and keeping track of state information (which is persistedin a
database). When the necessary approvals have been given, the Provisioning System provisions the
resource as requested.

During the course of workflow execution, the Workflow Engine can send one or more e-mail
messages to notify users of changes in the state of the workflow. In addition, it can send e-mail
messages to notify users when updates have been made to proxy, delegate, and availability settings.

You can edit an e-mail template in the Designer for Identity Manager or in iManager and then use
thistemplate for email notifications. At runtime, the Workflow Engine retrieves the template from
the directory and replaces tags with dynamic text suitable for the notification.

Additional details about the Workflow Engine, including how to configure and manage provisioning
workflows, arein Part V, “Configuring and Managing Provisioning Workflows,” on page 369.

1.2.4 SOAP Endpoints

The User Application provides the following SOAP endpoints to allow third-party software
applications to take advantage of User Application services:

Introduction to the User Application
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Table 1-1 SOAP Endpoints

SOAP Endpoint

Description

Provisioning Web Service

Metrics Web Service

Notification Web Service

Directory Abstraction Layer (VDX) Web Service

Role Web Service

To support third-party access, the provisioning
Workflow Engine includes a Web service endpoint.
The endpoint offers all provisioning functionality (for
example, allowing SOAP clients to start a new
approval flow, or list currently executing flows).

The workflow engine also includes a Web Service
for gathering workflow metrics. The addition of the
Metrics Web Service to the Workflow Engine lets
you monitor an approval flow process. In addition, it
provides indicators the business manager can use
to modify the process for optimal performance.

The Provisioning System includes an e-mail
notification facility that lets you send e-mail
messages to notify users of changes in the state of
the provisioning system, as well as tasks that they
need to perform. To support third-party access, the
notification facility includes a Web service endpoint
that lets you send an e-mail message to one or
more users.

The directory abstraction layer provides a logical
view of the Identity Vault data. To support access by
third-party software applications, the directory
abstraction layer includes a Web service endpoint
called the VDX Web Service. This endpoint lets you
access the attributes associated with entities
defined in the directory abstraction layer. It also lets
you perform ad hoc searches for entities and
execute predefined searches called global queries.

To support access by third-party software
applications, the Role subsystem includes a Web
service endpoint called the Role Web Service. It
supports a wide range of role management and
SoD management functions.

1.2.5 Application Server (J2EE-Compliant)

The application server provides the runtime framework in which the User Application, directory
abstraction layer and Workflow Engine execute. The User Application is packaged as a Java Web
Application Archive, or WAR file. The WAR is deployed to the application server.

The User Application runs on JBOSS and WebSphere. For a complete list of supported platforms,
see the Roles Based Provisioning Module Installation Guide.
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1.2.6 Database

The User Application relies on a database (MySQL* by default; see the Roles Based Provisioning
Module Installation Guide for alist of supported databases) to store several kinds of information:

+ User application configuration data: for example, Web page definitions, portlet instance
registrations, and preference values.

+ Workflow state information is persisted in the database. (The actual workflow definitions are
stored in the User Application driver in the Identity Vault.)

+ Novell Identity Audit logs

1.2.7 User Application Driver

The User Application driver is an important enabling piece of the User Application. It isresponsible
for:
+ Storing application-specific environment configuration data.
+ Notifying the directory abstraction layer when important data values change in the I dentity
Vault. This causes the directory abstraction layer to update its cache.
The User Application driver can be configured to:

+ Allow eventsin the Identity Vault to trigger workflows.

+ Communicate the success or failure of aworkflow's provisioning activity back to the User
Application database, which alows usersto view the final status of their requests.

+ Start workflows automatically in response to changes of attribute values in the Identity Vault.

The User Application driver isnot only aruntime component but a storage wrapper for directory
objects (comprising the User Application’s runtime artifacts).

Table 1-2 Artifacts Stored in the User Application Driver

Artifacts Description

Driver Set Object Every Identity Manager installation requires that drivers be grouped into
driver sets. Only one driver set can be active at a time (on a given
directory server). The drivers within that set can be toggled on or off
individually without affecting the driver set as a whole. The User
Application driver (like any other Identity Manager driver) must exist inside
a driver set. The driver set is not automatically created by the User
Application; you must create one, then create the User Application driver
within it.

User Application The User Application driver object is the container a variety of artifacts.
The User Application driver implements Publisher and Subscriber channel
objects and policies. The Publisher channel is not used by the User
Application but is available for custom user cases.
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Artifacts Description

App Config Object The AppConfig object is a container for the following User Application
configuration objects.

* RequestDefs: Container for Provisioning Request Definitions. The
definitions stored here (as XML) represent the classes of requests
that end users with appropriate rights can instantiate via the User
Application.

* WorkflowDefs: :Container for Workflow objects, including design-
time descriptions plus any template or unused flows.

+ ResourceDefs: Container for Provisioned Resource definitions,
including design-time descriptions plus any templates or unused
targets.

+ ServiceDefs: Container for Service Definition objects, which wrap
Web Services called by workflows.

+ DirectoryModel: Directory abstraction layer objects that represent
different types of content of the Identity Vault that can be exposed in
the User Application.

+ AppDefs: Container for configuration objects that initialize the
runtime environment, such as cache configuration information and
e-mail notification properties.

+ ProxyDefs: Container for proxy definitions.

+ DelegateeDefs: Container for delegate definitions.

1.2.8 Role and Resource Service Driver

The Roles subsystem uses the Role and Resource Service driver to manage backend processing of
roles. For example, it manages all role assignments, starts workflows for role assignment requests
and SoD conflictsthat require approvals, and maintainsindirect role assignments according to group
and container membership, as well as membership in related roles. The driver also grants and
revokes entitlements for users based on their role memberships, and performs cleanup procedures
for requests that have been compl eted.

The Role and Resource Service driver performs the following functions:
+ Starts an SoD workflow and waits for approvals in situations where a role request requires an
SoD workflow

+ Starts arole assignment workflow and waits for approvalsin situations where a role request
reguires aworkflow

+ Adds usersto and remove users from roles. To do this, the Role and Resource Service driver:
+ Waitsfor a start date before making assignments
+ Terminates arole assignment when the end date is reached

+ Adds and removes higher-level and lower-level role relationships

+ Adds and removes role assignments for groups

+ Adds and removes role assignments for containers

+ Maintains al role membership information for indirect role assignments, including:
+ Role assignments acquired through role relationships
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+ Role assignments that result from membership in groups

+ Role assignments that result from membership in containers
+ Grants and revokes entitlements to and from users according to their role memberships
+ Maintains additional reporting information that is associated with each role assignment
+ Maintains additional reporting information on objects in eDirectory, such as:

+ Approva information

+ Where indirect assignments come from

+ Where entitlements come from
+ Logseventsto an auditing service
+ Cleans up processed requests after a user-specified amount of time
+ Recalculates role assignments based on dynamic and nested groups on a polled basis

1.2.9 Designer for Identity Manager

Designer for Identity Manager provides a set of plug-ins you can use to define the directory
abstraction layer objects and provisioning requests and their associated workflows. For more
information, see Section 1.4, “Design and Configuration Tools,” on page 40

1.2.10 iManager

iManager provides a set of plug-ins you can use to view provisioning requests and manage their
associated workflows. For more information, see Section 1.4, “Design and Configuration Tools,”
on page 40.

1.2.11 Identity Manager Engine

The Identity Manager engine provides the runtime framework that monitors eventsin the Identity
Vault and connected systems. It enforces policies and routes datato and from the Identity Vault. The
| dentity Manager User Application is a connected system. Communication between the Identity
Vault, the User Application’s directory abstraction layer, and the Workflow Engine occurs through
the User Application driver.

1.2.12 Identity Vault

The Identity Vault isthe repository for user data (and other identity data) plus the |dentity Manager
driver set and the User Application driver. Because the User Application relies on various | dentity
Vault objects, it's necessary to extend the eDirectory schemato accommodate the custom LDAP
objects and attributes required by the User Application. The schema extension occurs automatically
as part of the User Application install. The custom objects and attributes are popul ated with default
values after the User Application driver isinstalled and activated.

1.2.13 Novell Identity Audit

Novell Identity Audit is an independent logging server that can persist avariety of kinds of data
(such as data generated by steps of aworkflow). For more information, see Chapter 3, “ Setting Up
Logging,” on page 109.
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1.3 User Application User Types

The Identity Manager User Application usersfall into these categories:

+ Administrative Users

+ Domain Administrators, Domain Managers, and Team Managers
+ Designers

+ Business Users

1.3.1 Administrative Users

The User Application defines several types of administrative users. The administrative users defined
in Table 1-3 are defined at installation.

Table 1-3 User Application Administrative Users

User Description
Identity Vault A user who has rights to configure the Identity Vault. This is a logical role that
Administrator can be shared with other administrative user types.

The Identity Vault Administrator account is a proxy user for the User
Application to carry out tasks on the LDAP server that an ordinary logged-in
user might not have permission to execute, such as creating a new user,
group, or container. It represents credentials (username and password) used
to bind to the Identity Vault to perform system LDAP operations, so these are
the rights that the User Application itself needs to run. The Identity Vault
Administrator needs:

* Supervisor rights to the User Application Driver and all the objects it
contains. You can accomplish this by setting the rights at the driver
container level and making them inheritable.

* Supervisor Entry rights to any of the users that are defined through the
directory abstraction layer user entity definition. This should include Write
attribute rights to objectClass and any of the attributes associated with
the DirXML-EntitlementRecipient, srvprvEntityAux and srvprvUserAux
auxiliary classes.

* Supervisor rights to the container object cn=DefaultNotificationCollection,
cn=Security. This object persists e-mail server settings used for
automated provisioning e-mails. It can contain SecretStore credentials for
authenticating to the e-mail server itself.
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User Description

User Application A user who has the rights to perform administrative tasks for the User
Administrator Application. This user can:

+ Use the Administration of the User Application to manage the User
Application.

+ Use iManager to administer workflow tasks (such as enabling, disabling,
or terminating an in-process workflows)

* Run reports on Novell Identity Audit logging data.
This user does not have any special privileges within the User Application.

This user does not need any special directory rights because it controls
application level access via the Administration page. Although a User
Application Administrator has the ability to manage themes in the
Administration page, the User Application uses the LDAP administrator
credentials to modify the theme selections in the Identity Vault.

Password self-service: One task of the User Application Administrator is to
configure password self-service for the User Application. A feature of password
self-service is password synchronization status.To enable the User Application
Administrator to view the password synchronization status for other users (for
troubleshooting or other reasons), it is recommended that you create a
PasswordManagement group and assign one or more users to this group. The
members of this group are allowed to view the password synchronization
status of other users. If you choose to create this group, it must:

¢ Be named PasswordManagement.

+ Be given the privileges to the Identity Vault. The group must have rights to
read the user’s eDirectory object attribute for users whose password
synchronization status they need to view.

1.3.2 Domain Administrators, Domain Managers, and Team
Managers

The Roles Based Provisioning Module uses a security model that recognizes three genera
categories of administrators and managers:

+ The Domain Administrator isan administrator who has the full range of capabilities within a
particular domain, which gives a user assigned to be this type of administrator the ability to
perform all operations on all objects within the domain for al users.

+ The Domain Manager is a delegated administrator who has the ability to perform selected
operations for a subset of authorized objects within the domain for all users.

+ The TeamManager isabusiness line manager who can perform selected operations for a subset
of authorized objects within the domain, but only for a designated set of users (team members).

The following diagram illustrates the security model:
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Figure 1-3 Security Model

Domain Administrator

Manager

Domain Manager

Identities Permissions  Aythorized Objects

Domain Administrators and Domain Managers

Domain Administrators and Domain Managers are designated through system role assignments. The
Roles Based Provisioning Module allows you to assign usersto any of the following system roles:

Table 1-4 System Roles for Domain Administrators and Domain Managers

Role Description

Compliance Administrator A Domain Administrator who has the full range of
capabilities within the Compliance domain. The
Compliance Administrator can perform all possible
actions for all objects within the Compliance
domain.

Configuration Administrator A Domain Administrator who has the full range of
capabilities within the Configuration domain. The
Configuration Administrator can perform all
possible actions on all objects within the
Configuration domain. The Configuration
Administrator controls access to navigation items
with the Roles Based Provisioning Module. In
addition, the Configuration Administrator configures
the delegation and proxy service, the provisioning
user interface, and the workflow engine.
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Role

Description

Provisioning Administrator

Provisioning Manager

Report Administrator

Resource Administrator

Resource Manager

Role Administrator

Role Manager

A Domain Administrator who has the full range of
capabilities within the Provisioning domain. The
Provisioning Administrator can perform all possible
actions for all objects within the Provisioning
domain.

A Domain Manager who can perform only allowed
actions for a subset of objects within the
Provisioning domain.

A Domain Administrator who has the full range of
capabilities within the Report domain. The Report
Administrator can define report permissions, which
include the ability to use the Identity Manager
Reporting tool. A Report Administrator is given the
Access Reporting Tool navigation access
permission automatically, which allows the user to
access the reporting tool directly from the Work
Dashboard.

A Domain Administrator who has the full range of
capabilities within the Resource domain. The
Resource Administrator can perform all possible
actions for all objects within the Resource domain.

A Domain Manager who can perform only allowed
actions for a subset of objects within the Resource
domain.

A Domain Administrator who has nearly the full
range of capabilities within the Role domain. The
Role Administrator can perform all possible actions
for all objects (except for the System Roles) within
the Role domain.

A Domain Manager who can perform only allowed
actions for a subset of objects within the Role
domain.
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Role Description

Security Administrator A Domain Administrator who has the full range of
capabilities within the Security domain. The
Security Administrator can perform all possible
actions for all objects within the Security domain.
The Security domain allows the Security
Administrator to configure access permissions for
all objects in all domains within the Roles Based
Provisioning Module. The Security Administrator
can configure teams, and also assign domain
administrators, delegated administrators, and other
Security Administrators.

NOTE: For testing purposes, Novell does not lock
down the security model in Standard Edition.
Therefore, the Security Administrator is able to
assign all domain administrators, delegated
administrators, and also other Security
Administrators. However, the use of these
advanced features is not supported in production.
In production environments, all administrator
assignments are restricted by licensing. Novell
collects monitoring data in the audit database to
ensure that production environments comply.
Furthermore, Novell recommends that only one
user be given the permissions of the Security
Administrator.

Theseroles areinitialized at install time, but can also be assigned through the Administrator
Assignments user interface on the Administration tab. For details on assigning users to the system
roles, see Section 8.3, “Administrator Assignments,” on page 265.

In Identity Manager 4.0.1 Advanced Edition, the following administrators need to be assigned:

¢ User Application Administrator
+ Provisioning Administrator

+ Compliance Administrator

+ Roles Administrator

+ Security Administrator

+ Resources Administrator

+ Configuration Administrator

+ Report Administrator

NOTE: Atinstal time, you can simply specify a User Application Administrator and alow all other
assignments to default to this user.

In Identity Manager 4.0.1 Standard Edition, the following administrators need to be assigned:

+ User Application Administrator
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+ Report Administrator
* Security Administrator

Team Managers

A Team Manager is a user designated as a manager of ateam through the Team Configuration user
interface on the Administration tab. For details on configuring teams, see Section 8.4, “Team
Configuration,” on page 277.

1.3.3 Designers

Designers use the Designer for |dentity Manager to customize the User Application for your
enterprise. Designer isatool aimed at information technology professionals such as enterprise IT
devel opers, consultants, sales engineers, architects or system designers, and system administrators
who have a strong understanding of directories, databases, and their information environment and
who act in the role of adesigner or architect of identity-based solutions.

To create or edit or edit workflow objectsin Designer, the user needs the following rights on the
RequestDefs. AppConfig container for the specific User Application driver.

+ [Entry Rights] Supervisor or Create.
+ [All Attribute Rights] Supervisor or Write.

To initiate aworkflow, the user must have Browse [Entry Rights] on the RequestDefs.AppConfig
container for the specific User Application driver or individually per request definition object if you
are using a delegated model.

1.3.4 Business Users

Business users interact with the User Application’s Identity Self-Service, Work Dashboard, and
Roles and Resources tabs. A business user can be:

+ Anauthenticated user (such as an employee, amanager, or adelegate or proxy for an employee
or manager). A delegate user is a user to whom one or more specific tasks (appropriate to that
user’srights) can be delegated, so that the delegates can work on those specific tasks on behal f
of someone else. A proxy user isan end user who actsin the role of another user by temporarily
assuming that user’s identity. All of the rights of the original user apply to the proxy. Work
owned by the original user continues to be owned by that user.

+ Ananonymous or guest user. The anonymous user can be either the public LDAP guest
account or a special account set up in your Identity Vault. The User Application Administrator
can enable anonymous access to some features of the Identity Self-Service tab (such as a search
or create request). In addition, the User Application Administrator can create pages that allow
the user to request aresource. See Table 1-9 on page 43 for information on configuring
anonymous access.

The user’s capabilities within the User Application depend on what features the User Application
Administrator has enabled for them. They can be configured to:

+ View hierarchical relationships between User objects by using the Org Chart portlet.
+ View and edit user information (with appropriate rights).
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+ Search for users or resources using advanced search criteria (which can be saved for later
reuse).

+ Recover forgotten passwords.
The User Application can be configured so that users can:

+ Request aresource (start one of potentially many predefined workflows).

*

View the status of previous requests.
Claim tasks and view tasklists (by resource, recipient, or other characteristics).

*

+ View proxy assignments.

*

View delegate assignments.

*

Specify one's availability.
Enter proxy mode in order to claim tasks on behalf of another.

*

*

View team tasks, request team resources, and so forth.

1.4 Design and Configuration Tools

The various administrators can use the following tool s to design and configure the Identity Manager
User Application.

Table 1-5 Tools for Designing and Configuring the User Application

Tool Purpose

Designer for Identity Manager A powerful, graphical toolset for configuring and deploying
Identity Manager. The following plug-ins are designed to help
you configure the User Application:

+ Directory Abstraction Layer editor: Lets you define the
Identity Vault objects needed for your User Application.

* Provisioning Request Definition editor: Lets you create
workflows for provisioning request definitions. Also allows
you to customize the forms by which users make and
approve requests and e-mail templates.

* Provisioning view: Lets you import, export, deploy, and
migrate directory abstraction layer and provisioning
requests to the User Application driver.

+ Role editor: Lets you create and configure roles for use
within the User Application.

+ Resource editor: Lets you create and configure resources
for use within the User Application.

For more information, see the Identity Manager User
Application: Design Guide.
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Tool

Purpose

iManager

User Application Administration tab

lreport .exe (log report tool) and
iManager Auditing and Logging
feature

A Web-based administration console. The following plug-ins are
designed to help you configure and administer the User
Application:

+ Provisioning Request Configuration plug-in: Gives you a
read-only view of provisioning request definitions created
through Designer and allows you to mark them active or
inactive.

* Workflow Administration plug-in: Provides a browser-
based interface that lets you view the status of workflow
processes, reassign activities within a workflow, or
terminate a workflow in the event that it is stopped and
cannot be restarted.

+ Provisioning Team plug-in: Not supported with this release
of the Roles Based Provisioning Module. The Team
Configuration user interface on the Administration of the
User Application replaces this iManager tool.

¢ Provisioning Team Request plug-in: Not supported with this
release of the Roles Based Provisioning Module. The
Team Configuration user interface on the Administration of
the User Application replaces this iManager tool.

For more information, see Part V, “Configuring and Managing
Provisioning Workflows,” on page 369

A Web-based administration console that allows you to
configure, manage, and customize the User Application. It
contains the following pages:

+ Application Configuration: Lets you configure caching,
LDAP parameters, logging, themes, password module
setup

+ Page Administration: Lets you create new portlets or
customize existing Identity Self-Service pages

+ Portlet Administration: Lets you create new or customize
the existing portlets used on the Identity Self-Service
pages.

* RBPM Provisioning and Security: Lets you define
administrator assignments, configure teams, and specify
navigation access permissions. In addition, it allows you to
configure delegation, proxy, tasks, and engine and cluster
settings.

For more information, see Part I, “Administering the User
Application,” on page 125.

A number of predefined log reports (that come with Identity
Manager) are available in Crystal Reports* (. rpt) format for
filtering data logged to the Novell Identity Audit database. The
lreport.exe log report tool (Windows* only) is one way to
generate the reports. You can also use other methods to create
the reports. See Chapter 3, “Setting Up Logging,” on page 109
for details.

Introduction to the User Application

41



1.5 What's Next

Now that you have learned about the features and architecture of the Identity Manager User
Application, you can start to customizing it as needed for your own business needs. Typically, you’ll
be:

+ Customizing the user interface and identity self-service features. See Table 1-6 on page 42.

+ Setting up the requests and approval features (if provisioning isinstalled). See Table 1-7 on
page 42.
+ Setting up your production environment. See Table 1-8 on page 43.

Table 1-6 Customizing the User Interface and Identity Self-Service Features

To learn about See
Setting up directory abstraction layer objects Identity Manager User Application: Design
Guide
Customizing the Identity Self-Service pages Part IV, “Portlet Reference,” on page 291
Adding new pages and setting page security Chapter 6, “Page Administration,” on page 203
Creating custom instances of the identity portlets Chapter 7, “Portlet Administration,” on page 237
Changing the User Application’s theme or branding Section 5.1.7, “Theme Administration,” on
page 166
Localizing the User Application user interface Section 2.8, “Localizing and Customizing User

Application Strings,” on page 79

Enabling password self-service Section 5.3, “Password Management
Configuration,” on page 180

Table 1-7 Setting Up the Provisioning, Roles, and Resources Features

To learn about See

Creating provisioning requests Identity Manager User Application: Design Guide and
Chapter 16, “Managing Provisioning Request Definitions,”
on page 385

Customizing request and approval forms Identity Manager User Application: Design Guide

Defining administrator assignments Section 8.3, “Administrator Assignments,” on page 265
Defining teams Section 8.4, “Team Configuration,” on page 277
Defining navigation access permissions Section 8.5, “Navigation Access Permissions,” on page 286
Defining e-mail templates Identity Manager User Application: Design Guide and
Section 17.4, “Working with E-Mail Templates,” on
page 404
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Table 1-8 Setting Up the User Application Production Environment

To learn about See

Your production environment topology Section 2.1, “Topology,” on page 47

Setting up security Section 2.2, “Security,” on page 49
Performance tuning strategies Section 2.6, “Performance Tuning,” on page 62
Setting up a cluster Section 2.7, “Clustering,” on page 67

Setting up logging Chapter 3, “Setting Up Logging,” on page 109

Table 1-9 User Application Configuration for Guest Access

To learn about See

Guest or anonymous accounts Section 2.4, “Enabling Anonymous or Guest Access to
the User Application,” on page 58

Allowing anonymous users to self-register Section 10.4, “Configuring the Create Portlet for Self-
Registration,” on page 302

Allowing anonymous access to the directory Section 14.3, “Configuring Search List for Anonymous
search Access,” on page 366

Allowing anonymous access to the My profile or Section 11.6, “Setting up Detail for Anonymous
Organizational charts Access,” on page 320 and Section 12.3, “Configuring
Org Chart for Guest Access,” on page 351

Allowing anonymous access to a workflow Chapter 13, “Resource Request Portlet,” on page 353
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Configuring the User Application
Environment

These sections describe how to configure various aspects of the Identity Manager User Application
environment to meet the needs of your organization.

+ Chapter 2, “Designing the Production Environment,” on page 47
+ Chapter 3, “Setting Up Logging,” on page 109
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Designing the Production
Environment

This section discusses issues relating to setting up a production environment. It provides guidance
on anumber of considerations that come into play when making the transition from a sandbox, test,
or other pre-production environment to a production environment.

This section is organized as follows:

+ Section 2.1, “Topology,” on page 47

+ Section 2.2, “ Security,” on page 49

+ Section 2.3, “Single Sign On (SSO) Configuration,” on page 58

+ Section 2.4, “Enabling Anonymous or Guest Access to the User Application,” on page 58
+ Section 2.5, “Configuring Forgotten Password Self-Service,” on page 59

+ Section 2.6, “Performance Tuning,” on page 62

+ Section 2.7, “Clustering,” on page 67

+ Section 2.8, “Localizing and Customizing User Application Strings,” on page 79
+ Section 2.9, “Configuring the Roles and Resources Tab,” on page 86

+ Section 2.10, “Configuring the Compliance Tab,” on page 93

+ Section 2.11, “Configuring the Work Dashboard Tab,” on page 94

+ Section 2.12, “Recreating the Database After Installation,” on page 94

+ Section 2.13, “ Changing the Default Administrator Assignments After Installation,” on
page 95
+ Section 2.14, “ Setting up IMS in WebSphere and WebL ogic,” on page 97

2.1 Topology

Each major subsystem can have many instances and many ways of connecting. Not every possible
layout is supported. This section includes the following subsections that describe the possible
configurations.

+ Section 2.1.1, “Design Constraints,” on page 47
+ Section 2.1.2, “High Availability Design,” on page 49

2.1.1 Design Constraints

Audit Server: Thisapplication is responsible for capturing event information (and possibly a good
deal of other information) from the User Application environment at runtime. It might also be doing
double duty as a persistence store for other applications in your company. For avariety of reasons,
you must never put other major pieces of the Identity Manager system (for example, the application
server or the Identity Vault) on the same machine as the Audit server.
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Identity Vault: Thisis aheavily trafficked component with a need for good performance and good
scalability. You must put the Identity Vault on a dedicated machine. You should never put another
high-traffic system, such as an application server with a deployment of the User Application, on the
same machine as the | dentity Vault.

Database: If thisinstance of a supported database is also your auditing database, it is probably on a
dedicated machine. The User Application uses this component in the following ways.

+ Asapersistence store for portal configuration data
+ Asthe persistence store for state information on in-process workflows
+ Optionally, asthe logging store for auditing.

Application Server: For performance and capacity reasons, you must run this piece on a dedicated
machine.

These considerations require at a minimum a three-machine configuration.

Additional Constraints The following additional architectural constraints apply to any User
Application configuration:

+ No User Application instance can service (search, query, add users to, and so forth) more than
one user container. Also, a user container association with an application is meant to be
permanent.

+ No User Application driver can be associated with more than one User Application, except
when the User Applications are installed on sister nodes of the same JBoss cluster. In other
words, a one-to-many mapping of driversto User Applicationsis not supported.

Thefirst constraint enforces a high degree of encapsulation in User Application design.
Suppose you have the following organizational structure:

Figure 2-1 Sample Organizational Sructure

0=ACME
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ou=Marketing ou=Finance
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During installation of the User Application, you are asked to specify the top-level user container that
your installation looks for in the Identity Vault. In this case, you could specify
ou=Marketing,0=ACME or (alternatively) ou=Finance,0=ACME. You cannot specify both. All
User Application searches and queries (and administrator log-ins) are scoped to whichever container

you specify.

NOTE: Intheory, you could specify a scope of 0=ACME in order to encompass Marketing and
FInance. But in alarge organization, with potentially many ou containers (rather than just two
relating to Marketing and Finance), thisis not likely to be practical.
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Itispossible, of course, to create two independent installations of the User Application (sharing no
resources in common), one for Marketing and another for Finance. Each installation would have its
own database, its own appropriately configured User Application driver, and each User Application
would be administered separately, possibly having unique themes.

If you truly need to place Marketing and Finance within the same scope for one User Application
installation, there are two possible tactics to consider. One isto insert a new container object (for
example, ou=MarketingAndFinance) in the hierarchy, above the two sibling nodes; then point to the
new container as the scope root. Another tactic isto create afiltered replica (a specia type of
eDirectory tree) that combines the needed parts of the original ACME tree, and point the User
Application at the replica’s root container. (Consult the Novell eDirectory Administration Guide
for more information on filtered replicas.)

If you have questions about a particular system layout, contact your Novell representative for
assistance or advice.

2.1.2 High Availability Design

Clustering for high availability and capacity is discussed in Section 2.7, “ Clustering,” on page 67.
For now, you should know that:

+ High availahility of the User Application is available through clustering. You can set up a
cluster so that each node runs one User Application instance. The instances are al coequals
(peers).

+ Automatic failover is supported. An interrupted workflow can resume after the loss of acluster
node.

See Section 2.7, “Clustering,” on page 67 for more information.

2.2 Security

This section includes the following topics:

+ Section 2.2.1, “ Security Overview,” on page 50

+ Section 2.2.2, “ Self-Signed Certificates,” on page 51

¢ Section 2.2.3, “Enabling SSL,” on page 51

¢ Section 2.2.4, “Turning on SOAP Security,” on page 54

+ Section 2.2.5, “Mutua Authentication,” on page 55

+ Section 2.2.6, “Third-Party Authentication and Single Sign-On,” on page 55

+ Section 2.2.7, “Encryption of Sensitive User Application Data,” on page 55

+ Section 2.2.8, “Preventing XSS Attacks,” on page 56

+ Section 2.2.9, “Modifying the Trustee Rights for User Preferences,” on page 57

+ Section 2.2.10, “Modifying the Trustee Rights for a Provisioning Request Definition,” on
page 57
¢ Section 2.2.11, “Disabling the IMX Management Console on JBOSS,” on page 58
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2.2.1 Security Overview

Moving from pre-production to production usually involves hardening the security aspects of the
system. In sandbox testing, you might use regular HTTP to connect the User Application driver to
the application server, or you might use a self-signed certificate (as atemporary measure) for driver/
app-server communication. In production, on the other hand, you probably use secure connections,
with server authentication based on your company’s Verisign* (or other trusted provider) certificate.

Itistypical for X.509 certificatesto be used in avariety of placesin the |dentity Manager User
Application environment, as shown in the following diagram.

Figure 2-2 ldentity Manager User Application Environment

_ | JBoss
cert

All communication between the User Application and the Identity Vault is secure, using Transport
Layer Security, by default. The installation of the Identity Vault (eDirectory) certificate into the
JBoss application server keystore is done automatically at install time. Unless you specify
otherwise, the User Application installer places a copy of the eDirectory certificate in the JRE's
default cacerts store. The installation of the certificate into the WebSphere application server or the
WebL ogic keystore must be done manually using your vendor’s tools.
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The server certificate needs to be in severa places, if communications are to be secure, as shown in
the diagram. Different setup steps might be needed depending on whether you intend to use a self-
signed certificate in the various places in the diagram shown with a JBoss cert box, or you intend to
use a certificate issued by atrusted certificate authority (CA) such as Verisign.

2.2.2 Self-Signed Certificates

If you are using a certificate from awell-known trusted issuer (for example, Verisign), no special
configuration steps should be necessary. But if you intend to create and use a self-signed certificate,
use the following steps:

1 Create akeystore with a self-signed certificate, using command line syntax similar to the
following. Change the dname value to match your web site and organization; change other
values as appropriate.

keytool -genkey -alias IDM -keyalg RSA -storepass changeit -keystore
jboss.jks -dname "cn=www.novell.com,o=Novell, s=MA,c=US" -keypass changeit

Notice that you are creating thefile jboss . jks aswell asthe certificate.
2 Copy the keystore file jboss . jks to your JBoss User Application directory, for example:
cp jboss.jks ~/jboss-4.2.0.GA/WAR/conf

2.2.3 Enabling SSL

The User Application uses HTML formsfor authentication. As aresult, user credentials are exposed
during login. We strongly recommend that you enable SSL to protect sensitive information.

The procedure for enabling SSL varies depending on whether on you are working in atest or
production environment, as described below.

Enabling SSL in a Test Environment
To enable SSL in atest environment:

1 Export the Certificate Authority from your eDirectory server using iManager:
la GotoiManager.
1b Login with the eDirectory administrator’s username and password.
1c Goto eDirectory Administration > Modify Object.

1d Browseto the CA object in the Security container called CA.Security (for example,
IDMTESTTREE CA.Security).

le Click Certificates > Self Sgned Certificate.

1f Click the Export button.

1g Select No for Do you want to export the private key with the certificate?. Then click Next.
1h Select Filein DER Format. Then click Next.

1li Click Savethe exported certificateto a file.

1j Choose alocation to save thefile. The file with be saved as CA .der (for example,
IDMTESTTREE CA .der).

1k Click Close.
2 Create akeystore:

Designing the Production Environment



52

In acommand prompt, cd to your .../jboss/server/IDMProv/conf directory and create the
keystore. To create the keystore, use the following command:

/opt/novell/idm40/jboss/server/IDMProv/conf>keytool -genkey -alias
[keystore name] -keyalg RSA -keystore [your keystore name.keystore] -
validity 3650

You will be prompted for your password, first and last name, and possibly other pieces of
information.

Here are afew important points to keep in mind as you answer the prompts:

+ When asked for your first and last name, you should supply the fully qualified name of the
server (for example, MyJBossServer.Novell.com)

+ Besureyour spelling is correct. If you spell any words incorrectly, you will see errors
when you generate your signed certificate from the signing authority.

+ Save acopy of the information you provided in asimple text file. Thiswill help to ensure
that you supply the same information when you apply to the signing authority and when
you import your certificate.

In your jboss/ser/IDM/conf directory, create a simple text file to store your keystore .csr file.
Once thisfileis created, return to acommand prompt and create the .csr with the following
command:

/opt/novell/idm40/jboss-mysqgl/jboss/server/IDM/conf>keytool -certreq -v -
alias [Keystore name you used when you created your keystore] -file
[your.csr] -keypass [password you created in keystore] -keystore
[your.keystore] -storepass [your password]

Issue a certificate using iManager:
4a Go to Certificate Server > |ssue Certificate.
4b Browseto the .csr file created earlier.
Click Next. Then click Next again.
4c Select Unspecified as the certificate type.
Click Next. Then click Next again.

Enabling SSL in a Production Environment
To install asigned certificate into the JBoss Application Server with the User Application:
1 Create akeystore:

In acommand prompt, cd to your .../jboss/server/IDMProv/conf directory and create the
keystore. To create the keystore, use the following command:

/opt/novell/idm40/jboss/server/IDMProv/conf>keytool -genkey -alias
[keystore name] -keyalg RSA -keystore [your keystore name.keystore] -
validity 3650

You will be prompted for your password, first and last name, and possibly other pieces of
information.

Here are afew important points to keep in mind as you answer the prompts:

+ When asked for your first and last name, you should supply the fully qualified name of the
server (for example, MyJBossServer.Novell.com)

User Application: Administration Guide



+ Besureyour spelling is correct. If you spell any words incorrectly, you will see errors
when you generate your signed certificate from the signing authority.

+ Save acopy of the information you provided in asimple text file. Thiswill help to ensure
that you supply the same information when you apply to the signing authority and when
you import your certificate.

2 Inyour jboss/server/IDMProv/conf directory, create asimple text file to store your keystore
.csr file. Oncethisfileis created, return to a command prompt and create the .csr with the
following command:

/opt/novell/idm40/jboss/server/IDMProv/conf>keytool -certreq -v -alias
[Keystore name you used when you created your keystore] -file [your.csr] -
keypass [password you created in keystore] -keystore [your.keystore] -
storepass [your password]

3 Submit your .csr fileto your Certificate Authority (CA), such as VeriSign or Entrust.

Once you have received your signed certificate from your CA, you need to import it into your JBoss
Server.

To import your signed certificate:

1 Place acopy of your certificate in your JBoss\server\l DM Prov\conf directory.
Be sureto create a backup copy of this certificate and store it in a safe location.
2 Convert theroot CA to DER format:
2a Double-click on your certificate stored in the \JBoss\server\l DM Prov\conf directory.
Thiswill open a pop-up Certificate dialog screen.
2b Click on the Certificate Path tab.

2c Highlight the root certificate (the certificated issue by the signing authority, such as
Entrust or Verisign).

2d Click on View Certificate. Thiswill open anew Certificate dialog for the root certificate.
2e Click on the Details tab.

2f Click copy to file. Thiswill open the Export Certificate Wizard.

2g Click next when the Export Certificate Wizard opens.

2h Select DER encoded binary for X.509 (.CER) and click next.

2i Create anew fileto store the newly formated certificate and storeit in your
JBoss\Server\conf directory.

Then click Finish.
3 Convert the signed certificate into DER format:

3a Double click on your certificate, which should be stored in the
JBoss\server\I DM Prov\conf directory.

Thiswill open a pop-up Certificate dialog screen.
3b Click on the Details tab.
3c Click copy to file. Thiswill open the Export Certificate Wizard.
3d Click next when the Export Certificate Wizard opens.
3e Select DER encoded binary for X.509 (.CER) and click next.
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3f Create anew file to store the newly formated certificate and storeit in your
\JBoss\Server\conf directory.

Then click Finish.
4 Open acommand prompt and cd to your JBoss\server\IDM Prov\conf directory.
5 Import your Root CA:

C:\IDM4\jboss\server\IDMProv\conf>keytool -import -trustcacerts -alias
root -keystore your.keystore -file yourRootCA.cer

Be sure to specify root as your aliasin this step.
If al goeswell, you should see a Certificate was added to keystore message.
6 Import your signed certificate.

C:\IDM4\jboss\server\IDMProv\conf>keytool -import -alias [alias you used
when creating the .csr] -keystore [your.keystore] -file [your DER
converted Signed Cert.cer]

If al goeswell, you should see a Certificate reply was installed in keystore message.

7 To verify that the signed certificate was imported correctly, you can run the following
command in a command prompt from your JBoss\server\IDM Prov\conf directory.

C:\IDM4\jboss\server\IDMProv\conf>keytool -list -v -alias idm -keystore
idm.keystore

You should see your self signed and signed certificates listed in the output.
8 Enable SSL in JBoss.

L ocate jbossweb-tomcat55.sar under jboss\server\IDM\deploy. Find server.xml and open that
filein atext editor. Enable SSL by uncommenting or adding the following section:

maxThreads="100" strategy="ms" maxHttpHeaderSize="8192"
emptySessionPath="true"

scheme="https" secure="true" clientAuth="false"
keystoreFile="${jboss.server.home.dir}/spitfire/conf/jboss.jks"
keystorePass="changeit" sslProtocol ="TLS" />

NOTE: Remember to point keystoreFile to the keystore you created. For example:
${jboss.server.home.dir}/conf/server.keystore. AlSo, remember to change the
keystorePass="changeit" t0 your keystore password.

You may also need to add SSL Enabled="true" protocol="HTTP/1.1", as shown below:

<Connector port="8443" address="${jboss.bind.address}"
maxThreads="100" strategy="ms" maxHttpHeaderSize="8192"
emptySessionPath="true" SSLEnabled="true" protocol="HTTP/1.1"
scheme="https" secure="true" clientAuth="false"
keystoreFile:"s{jboss.server.home.dir}/conf/cacerts"
keystorePass="changeit" sslProtocol="TLS" />

9 Restart your JBoss server and test.

2.2.4 Turning on SOAP Security

1 In IDMProv.war, find the web.xml file and open it in atext editor.
2 At the bottom of the file, uncomment the following section:
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<security-constraints>
<web-resource-collection>
<web-resource-name>IDMProv</web-resource-name>
<url-pattern>/*</url-patterns>
<http-method>POST</http-method>
<http-method>GET</http-method>
<description>IDM Provisioning Edition</descriptions
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport guarantee>
</user-data-constraints>
</security-constraint>

3 Savethefile and the archive, then restart JBoss.

2.2.5 Mutual Authentication

The Identity Manager User Application does not support client certificate-based authentication out

of the box. That functionality can be obtained, however, by using Novell Access Manager. See your
Novell representative for more information. See also Section 2.2.6, “ Third-Party Authentication and
Single Sign-On,” on page 55.

2.2.6 Third-Party Authentication and Single Sign-On

The Identity Manager User Application supports single sign-on through Access Manager using any
third-party authentication service that can log into Access Manager. This capability enablesusing a
non-password-based technology to log into the User Application through Access Manager. An
exampleislogging in through a user (client) certificate, for example from a smart card.

Access Manager maps the user to aDN in the IDM ldentity Vault. When a user logs into the User
Application through Access Manager, Access Manager can inject a SAML assertion (with the user’s
DN astheidentifier) into an HTTP header and forwards the request to the User Application. The
User Application uses the SAML assertion to establish the LDAP connection with the Identity
Vault. For information on configuring Access Manager to support this capability, refer to the Access
Manager documentation.

Accessory portlets that allow single sign-on authentication based on passwords currently do not
support single sign-on when SAML assertions are used for User Application authentication.

2.2.7 Encryption of Sensitive User Application Data

Any sensitive information associated with the User Application that is stored persistently is
encrypted by using the symmetric algorithm AES-128. The master key itself is protected by
password-based cryptography using PBEWithSHA 1AndDESede. The password is never persisted
or stored out of memory.

Information that is encrypted includes (but is not limited to):

+ LDAP administrator user password

+ LDAP guest user password

+ DSStrusted CA keystore password

+ DSSsignature key keystore password

Designing the Production Environment

55



+ DSSsignature key entry password
+ Novell Identity Audit signature key

However, in acluster environment, if session failover is enabled, some sensitive data (for example, a
login-password for portlet single sign-on) in the user session can be transferred on the network
during session replication. This can expose sensitive data to network sniffers. To protect this
sensitive data, do one of the following:

+ Enable encryption for JGroups. For information about enabling JGroups encryption, see
JGroups Encrypt (http://wiki.jboss.org/wiki/Wiki.jsp?page=JGroupsENCRY PT).
+ Make sure that the cluster is behind afirewall.

2.2.8 Preventing XSS Attacks

The User Application supports the concept of XSS (Cross-Site Scripting) blacklists to allow you to
prevent scripting attacks. The XSS blacklists prevent XSS injection in the free text input fields
within the Detail portlet, approval flow, and role assignments pages within the application.

The User Application provides default values for two blacklists, one for the Detail Portlet, and one
for the workflow system (which handles the approval flow and role assignments pages). However,
you can customize the blacklists to suit the requirements of your environment.

To customize the either of the blacklists, you need to enter the words or characters you want to block
in the sys-configuration-xmldata.xml file. In JBoss, you can find thisfilein the <jboss home>/
server/<IDM>/conf folder. Open thefile with a UTF-8 friendly editor.

To modify the blacklist for the Detail portlet, open <jboss home>/server/<IDM>/conf/sys-
configuration-xmldata.xml inaUTF-8 editor, and find the
com.novell.xss.blacklist.detailportlet property:

<propertys
<key>com.novell.xss.blacklist.detailportlet</key>

<values...</value>
</property>

The text node of <value> isthe blacklist for Detail portlet. The blocked words are separated by
comma (for example, blocked wordl,blocked word2, . ..). Thedefault setting is:

", Elt;
This means that double quote and < are disallowed.

To modify the blacklist for the approval flow and role assignments pages, locate the
com.novell.xss.blacklist.workflow property

<propertys>
<key>com.novell.xss.blacklist.workflow</key>

<values...</value>
</property>

The syntax is the same. The default valueis:
&1t ;

which means that < is disallowed.
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If you decide to customize the blacklists, be careful not to remove the default values. If you remove
these values, you will make the lists less restricted, and therefore increase the risk of XSS attacks.

2.2.9 Modifying the Trustee Rights for User Preferences

To alow user preferences to be saved, the administrator must ensure that the permissions on the
srvprvUserPrefs and srvprvQueryList attributes are set so that the user is able to write to these
attributes. The necessary rights should be set for [Thig] at the treeroot level, since [ This] isaspecid
aliasto the object itself, causing only the user to have rights to modify its own preferences. To set
the proper permissions, the administrator needs to modify the trustees for these attributesin
iManager, as shown below:

B Modify Trustees 7

Object name: .IDMTREE.
Trustee name: [This]

Remove Selected Add Property
Property Name Assigned Rights Inherit

O [AlL Attributes Rights] Osupervisor [ compare [Flread [write M seir [l oynamic

O [Entry Rights] [ supervisor growse [l create [Jrename [ petete [ Dynamic

O srvprvQuerylist DSLpsr‘-lsor Car‘pars [lread Mwrite [Dserr DDgnarﬂ:

IF srvprvUserPrefs Osupervisor [4] compare [Flread [ write [l setr [l pynamic

Done | Cancel |

2.2.10 Modifying the Trustee Rights for a Provisioning Request
Definition

To view the details and comments associated with atask in the Task Notifications section of the
Work Dashboard tab, the Domain Administrator or Delegated Administrator must have the proper
rights to the provisioning request definition. In particular, the user must have the

nrf AccessM grTaskAddressee right to the provisioning request definition, with write access enabled.
To set the proper permissions, the administrator needs to modify the trustees for the provisioning
request definition, as described below:

Log into iManager as an administrator.

Select Modify Trustee from the Rights left-navigation menu.

Browse to the provisioning request definition.

If necessary, click Add Trustee to add the user.

Click on the Assign rights link.

Notice that nrfAccessMgrTaskAddresseeis not listed with the write permission checked, which
means that the user does not have the proper rights for the provisioning request definitiion.

Click the Add Property button.

Check the check box for Show all propertiesin schema.
Select nrfAccessM grTaskAddresss.

Check the write checkbox for Assigned Rights.

g ~h W N B
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10 Click Done.
11 Click OK.

2.2.11 Disabling the JMX Management Console on JBOSS

The results from a Nessus scan show that the JBoss product installer does not secure the IMX
management console by default. This creates a potential security hole.

To solve this problem, you need to disable the IMX console by following your JBoss
documentation.

2.3 Single Sign On (SSO) Configuration

Version 4.0 of RBPM includes an enhanced SSO architecture that provides an easy way to integrate
single sign on functionality into the User Application. This new architecture works with avariety of
system environments and is very secure.

The 4.0 architecture for single sign on consists of the following key components:

+ SSO Providers
+ SSO Controller

Each SSO Provider handles a specific SSO user scenario. The SSO Provider recognizes the login
identity, then transfers the information to the SSO Controller. The SSO Controller then verifies the
information and converts the login identity to an eDirectory identity. Next, it issuesa SAML
authentication token and passes it to the login module to finish the login process.

The SSO Providers and the SSO Controller are loosely coupled. They communicate through an
HTTP header that is digitally signed.

The Roles Based Provisioning Module ships with Kerberos and SAP SSO Providers. However, you
can also implement your own custom SSO Provider to suit the requirements of your organization.

For complete details on SSO configuration, see Section 5.1.6, “ Single Sign On (SSO)
Configuration,” on page 149.

2.4 Enabling Anonymous or Guest Access to the
User Application

To enable anonymous or guest user to access the ldentity Self-Service features of the User
Application, follow the steps outlined in Table 2-1.

Table 2-1 Setting Up Anonymous Access

Task For more information
Determine the guest account you want to use for the See “Establishing the Guest Account” on
anonymous access. page 59.
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Task For more information

Assign the proper Identity Vault rights to the guest user. Define rights based on the features you want
exposed to non-authenticated Web application
users. In the User Application, you can expose
identity portlets such as the search, detail, or
chart and create portlet. You can also allow
users to initiate a workflow. In these cases the
guest user account is used to bind to
eDirectory and perform the underlying LDAP

operation.
To perform Identity Self-Service tasks, create new See Part IV, “Portlet Reference,” on page 291.
pages and portlets specifically for guest access.
To perform a resource request, use the resource See Chapter 13, “Resource Request Portlet,”
request portlet. on page 353.

2.4.1 Establishing the Guest Account

There are two ways to support anonymous or guest access to the User Application. You can:

+ Setup adedicated user account. Set up the permissions that are needed for the activities of that
anonymous user. Remember that if this user isinside the user container, this guest account is
returned during searches of the tree. To prevent this, consider putting the guest user outside the
user container.

¢ Usethe public LDAP guest account that corresponds to the [Public] object in eDirectory. The
default access for [Public] is Browse rights to the entire tree. You must set up whatever
permissions are necessary for this user to perform the guest tasks you provide. If you do not
want all anonymous users to perform some of these tasks, this might not be the correct option
for your installation.

The User Application allows you to specify only one type of anonymous user, and you are required
to specify that user during installation. The installation options are:

+ Use Public Anonymous Account: This uses the LDAP guest account.
+ LDAP Guest: Thisisthe dedicated user account.

You can modify your installation choice by running the configupdate utility after the installation is
complete.

2.5 Configuring Forgotten Password Self-
Service

The User Application provides password self-service for users who have forgotten their passwords.
This service enables

+ Prompting for challenge responses
+ Displaying a password hint
+ Allowing apassword change

The forgotten password service is available by default to users inside your corporate firewall
through the deployed User Application WAR.
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You can also set up a separate forgotten-password management WAR, 1DMPwdMgt . WAR, and deploy
it on asystem inside your corporate firewall or externa to the firewall. Deploying this WAR outside
the firewall can provide an additional layer of security while providing forgotten-password self-

service to remote users. The forgotten-password WAR is also called the external password WAR. To

set up the external password WAR, see Table 2-2.

IDMPwdMgt . WAR contains only forgotten-password self-service software and the default User

Application theme.

Table 2-2 Seps for Enabling an External Password WAR

Task

Description

Install the User Application. During the installation,
you are asked to specify User Application
configuration parameters. Specify the following to
enable the external password WAR:

+ Use External Password WAR

* Forgot Password Link

+ Forgot Password Return Link

You can also update the configuration after
installation with the configupdate tool.

Deploy the external password WAR to an
application server.

When you specify Use External Password WAR,
the install program generates and installs
IDMPwdMgt . WAR in the install directory that you

specify.

For Forgot Password Link, specify the location for
the external password WAR. Include the application
server host and its secure port, for example
http://localhost:8080/ExternalPwd/
jsps/pwdmgt /ForgotPassword.jsf. The
install program renames IDMPwdMgt . WAR based
on the location you specify.

For Forgot Password Return Link, supply the path
that the external password WAR uses to call back
the User Application, (it uses a Web Service), for

example https://idmhost :sslport/idm.

If you want to change the link locations, you can do
so in the User Application Administration tab.

Before you deploy the external password WAR to
an application server, ensure that the application
server is configured to support SSL. See

Section 2.2.3, “Enabling SSL,” on page 51. In
addition:

+ |f the external password WAR is deployed
outside the firewall, make sure that the
firewall’s SSL port is open to allow
communication between both application
server hosts.

+ The application server that hosts the external
password WAR must have the server
certificate of the application server hosting the
core User Application. Use the keytool import
command to import the server certificate to
the keystore (cacerts) of the JRE used by the
application server hosting the external
password WAR. The keytool command has
this syntax:

keytool -import -file certname.cer
-keystore cacerts -storepass
changeit -alias uacerts
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Task Description

Do you want to customize the theme for the For more information, see “Customizing the Theme
external password WAR? for External Password WAR” on page 173.

The external password WAR location is saved to the
configuration.AppDefs.AppConfig.driver.driverset as

<propertys>
<key>com.novell.pwdmgmt.login.PREF_FORGOT PSWD LINK KEY</key>

<value>http://localhost:8080/ExternalPwd/jsps/pwdmgt/ForgotPassword. jsf</
value>

The return location is saved to the
configuration.AppDefs.AppConfig.driver.driverset as

<property>
<key>com.novell.pwdmgmt.login.PREF_FORGOT PSWD RETURN LINK KEY</key>
<values>https://localhost:8443/IDMProv</values>

</property>

The return location is saved to the userAppURL property in External WAR/WEB-INF/faces-
managed-beans .xml, for example

<property-name>userAppURL</property-names>
<property-class>java.lang.String</property-classs>
<value>https://localhost:8443/IDMProv</value>

2.5.1 Accessing an External Password WAR

Users can go to the Forgot Password page in the external password WAR directly from a browser
likethis:

http://localhost:8080/ExternalPwd/jsps/pwdmgt/ForgotPassword.jsf

When accessed directly, the external password WAR checks the WEB- INF\ faces-managed-
beans.xml for thisentry:

<property-name>userAppURL</property-name>
<property-class>java.lang.String</property-class>
<value>https://151.155.254.69:8443/IDM</value>

The external password WAR uses the userappURL entry to call the Web Service that handles the
forgot password functionality in the User Application WAR.

Users can access the Forgot Password page by clicking the Forgot Password? link in the User
Application’s Login page. The User Application redirects the user to the external password WAR
based on the value specified for the Forgot Password link. The external password WAR uses the
Forgot Password Return Link value to call back to the User Application.
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2.6 Performance Tuning

Performance tuning is a complex subject. The Identity Manager User Application relies on diverse
technologies with many interactions. It is not possible to anticipate every single configuration
scenario or user interaction scenario that could result in poor performance. Neverthel ess, some
subsystems are subject to best practices that can boost performance.

See the following sections for information:

+ Section 2.6.1, “Logging,” on page 62

+ Section 2.6.2, “Identity Vault,” on page 63

Section 2.6.3, “JVM,” on page 64

Section 2.6.4, * Session Time-out Value,” on page 65
Section 2.6.5, “Tuning JBoss,” on page 65

Section 2.6.6, “Using Secure Sockets for User Application Connections to the Identity Vault,”
on page 65

*

*

*

*

2.6.1 Logging

The User Application allows logging with Novell Identity Audit aswell as with the open source
Apache log4j framework. Logging via Novell Identity Audit isturned off by default. However, file
and console logging with log4j are enabled by default.

NOTE: Thekinds of events you can log, and how to enable or disable logging, are covered in
Chapter 3, “ Setting Up Logging,” on page 109.

The log4j configuration settings are contained in afile called

* jboss-log4j.xml intheinstall directory (if you are using a JBoss application server)
* log4j.xml inthe User Application WAR (if you are using a non-JBoss application server)

Near the bottom of the jboss-log4j.xml file, look for the following entry:

<root>
<priority value="INFO" />
<appender-ref ref="CONSOLE" />
<appender-ref ref="FILE" />
</root>

Assigning avaueto root ensuresthat any log appendersthat do not have alevel explicitly assigned
inherit theroot level (inthiscase, INFO). For example, by default, the FILE appender does not have
athreshold level assigned and so it assumes the root’s.

The possible log levels used by logdj are DEBUG, INFO, WARN, ERROR, and FATAL, as defined
in the org.apache.logdj.Level class. Inattention to the proper use of these settings can be costly in
terms of performance.

A good rule of thumb isto use INFO or DEBUG only when debugging a particular problem.

Any appender included in the root that does have alevel threshold set, should set that threshold to
ERROR, WARN, or FATAL unless you are debugging something.
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The performance hit with high log levels has less to do with verbosity of messages than with the
simple fact that console and file logging, in log4j, involve synchronous writes. An AsyncA ppender
classis available, but its use does not guarantee better performance. The issues are well-known and
are Apache logdj issues, not |dentity Manager issues.

The default of INFO in the User Application’s log config file (above) is satisfactory for many
environments, but where performanceis critical, you should consider changing the above jboss-
log4j.xml entry to

<root>
<priority value="ERROR"/>
<appender-ref ref="FILE"/>
</root>

In other words, remove CONSOLE and set the log level to ERROR. For afully tested/debugged
production setup, there is no need to log at the INFO level, nor any need to leave CONSOLE
logging enabled. The performance payoff of turning these off can be significant.

For more information on log4j, consult the documentation available at http: //
logging.apache.org/log4j/docs.

For more information on the use of Novell Identity Audit with Identity Manager, consult the Novell
| dentity Manager: Administration Guide.

2.6.2 ldentity Vault

LDAP queries can be a bottleneck in a heavily utilized directory-server environment. To maintain a
high level of performance with large numbers of objects, Novell eDirectory (which isthe basis of
the Identity Vault in Identity Manager) records frequently requested information and storesit in
indexes. When a complex query is run against objects with indexed attributes, the query returns
much faster.

Out of the box, eDirectory comes with the following attributes already indexed:

Aliased Object Name
cn

dc

Equivalent to Me
extensionInfo

Given Name

GUID
ldapAttributelList
ldapClassList
Member

NLS: Common Certificate
Obituary

Reference

Revision

Surname

uniquelD
uniqueID SS
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When you install Identity Manager, the default directory schemais extended with new object class
types and new attributes pertaining to the User Application. User-application-specific attributes are
by default not indexed. For better performance, you might find it useful to index some of those
attributes (and perhaps afew traditional LDAP attributes as well), particularly if your user container
contains over 5,000 objects.

The general ideaisto index only those attributes that you know are regularly queried, which could
be different attributes in different production environments. The only way to know which attributes
are heavily used isto collect predicate statistics at runtime. The collection process itself degrades
performance, however.

The process for collecting predicate statistics is discussed in detail in the eDirectory Administration
Guide. Indexing is aso discussed in more detail there. In general, you need to do the following:

+ Use ConsoleOne to turn on predicate-statistics collection for attributes of interest

+ Put the system under load

+ Disable statistics collection and analyze the results

+ Create an index for each type of attribute that might benefit from having one
If you already know which attributes you want to index, there is no need to use ConsoleOne. You
can create and manage indexes in iManager with eDirectory Maintenance > Indexes. For example,

if you know that users of your org chart are likely to perform searches based on the isManager
attribute, you can try indexing that attribute to see if performance is enhanced.

NOTE: Asabest practice, it isrecommended that you index, at a minimum, the manager and
isManager attributes.

For an in-depth discussion of attribute indexing and performance, see “ Tuning eDirectory” in
Novell's Guide to Troubleshooting eDirectory by Peter Kuo and Jim Henderson (QUE Books, ISBN
0-7897-3146-0).

Also read about performance tuning in “Maintaining Novell eDirectory” in the eDirectory
Administration Guide.

2.6.3 JVM

The amount of heap memory allocated to the Java virtual machine can impact performance. If you
specify minimum or maximum memory values that are either too low or too high (too high meaning
more than the physical memory of the machine), you could experience excessive pagefile swapping.

For a JBoss server, you can set the maximum JVM* size by editing the run. conf or run.bat file
(theformer for Linux, the latter for Windows) under [1DM] /jboss/bin/ in atext editor. Increase* -
Xmx” from 128mto 512m, or possibly higher. Some experimentation might be needed to determine
the optimal setting for your particular environment.

NOTE: JBoss and Tomcat performance tuning tips are at http://wiki.jboss.org/wiki/
Wiki.jsp?page=JBossA STuningSliming (http://wiki.jboss.org/wiki/
Wiki.jsp?page=JB0ossA STuningSliming)
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2.6.4 Session Time-out Value

The session time out (the amount of time a user can leave a page unattended in his or her Web
browser before the server causes a session-time-out warning dial og box to appear) can be changed in
the web . xml filein the 1DMProv.war archive. Thisvalue should be tuned to match the server and
usage environment in which the application runs. In general, it is advised that the session time out be
as small as practicable. If business requirements can tolerate a 5-minute session time out, thiswould
allow the server to release unused resources twice as early asit would if the time-out value were 10
minutes. Thisimproves performance and scalability of the Web application.

Consider the following when adjusting the session time oult:

+ Longer session time-outs can cause the JBoss server to run out of memory if many userslogin
over ashort period of time. Thisistrue of any application server that has too many open
sessions.

+ When auser logsin to the User Application, an LDAP connection is created for the user and
bound to the session.Thus, the more sessions that are open, the greater the number of LDAP
connectionsthat are held. The longer the session time out, the longer these connections are held
open. Too many open connections to the LDAP server (even if they areidle) can cause system
performance degradation.

+ |If the server starts experiencing out-of-memory errors, and the VM heap and garbage
collection tuning parameters have already been optimally tuned for the server and usage
environments, consider lowering the session time oui.

You can set the session time out value on the User Application Configuration screen at installation
time. Alternatively, you can modify the session time out after installation by performing a
configuration update.

2.6.5 Tuning JBoss

By default, the JBoss deployment scanner runs every five seconds. For a production server, thisis
typically not necessary and might impact performance. You should consider changing the scan
period so that the deployment scanner runs less frequently, or turn the deployment scanner off
entirely. For information about configuring the deployment scanner, see

ConfiguringTheDepl oymentScannerInConfjbossSystem (http://wiki.jboss.org/wiki/
Wiki.jsp?page=ConfiguringTheDeploymentScannerl nConfjbossSystem.xml).

For more information about tuning JBoss for production environments, see JBossA STuningSliming
(http://wiki.jboss.org/wiki/Wiki.jsp?page=JB0ossA STuningSliming).

2.6.6 Using Secure Sockets for User Application Connections
to the Identity Vault

By default, secure sockets are used for communication between the User Application server and the
| dentity Vault. However, in some environments, not all communication needs to be secured. For
example, if the User Application and Identity Vault servers are on an isolated network, and the only
ports available to the outside are the HTTP ports, it might be acceptable for some communication
between the two servers to be accomplished using non-secure sockets. Some aspects of the
application will always use a secure connection (for example, auser changing a password) even
though the setting might indicate that secure connections are not required. Turning off secure
connections, especially for user connections, can greatly increase performance and scalability. If, in
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a particular environment, there are many concurrent logins, and communication between the User
Application server and the I dentity Vault server have been secured using the network setup, then
turning off the secure connection for user connections greatly increase the number of concurrent
logins that can be processed. We recommend that this option be used only when thereis actual
evidence of scaling or performance problemsin the environment, and adding additional eDirectory
serversis not an option.

Additionally, secure connections can be turned off for administrative connections. These
connections are used for general queries on the ldentity Vault server that do not require user
credentials. These connections are pooled and used round-robin. The bind over a secure connection
is only done once at application startup (or possibly again later on if the connection becomes
unresponsive) and so does not represent the scalability issues that can arise with the user
connections. However, the time it takes to encrypt and decrypt the data at both ends does add
overhead. We recommend that the default setting be used, unless there is a need to gain extra
performance.

Secure communications for administrative and user connections must be disabled in both the User
Application and in iManager. To disable secure communications for administrative and user
connections, see the following topics:

+ “Disabling Secure Communications Using the User Application Configuration Tool” on
page 66
+ “Disabling Secure Communications Using iManager” on page 66

Disabling Secure Communications Using the User Application Configuration Tool
To disable the secure administrative and user connectionsin the User Application:

1 Run the configupdate script, located in the User Application directory, as follows:
+ Linux: Typethefollowing to run configupdate.sh:
./configupdate.sh
+ Windows: Run configuupdate.bat
The User Application configuration utility starts.
2 Desdlect Secure Admin Connection and Secure User Connection.

Secure Admin Connection:

Secure User Connection:

3 Click OK.

Disabling Secure Communications Using iManager

To disable the requirement for secure LDAP (LDAPS) connections for administrative and user
connectionsto eDirectory using iManager or ConsoleOne:

1 Loginto your eDirectory tree.

2 Navigate to the LDAP group object and display its properties.

3 Click General.

4 Deselect Require TLSfor Smple Binds with Password.
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NOTE: Inamulti-server eDirectory tree, disabling TLS on the LDAP group removesthe TLS
requirement from all servers. If you want mixed TL S requirementsfor each individual server inyour
tree, you must enable the TL S requirement on each server.

2.7 Clustering

This section includes the following topics:

* Section 2.7.1, “Clustering an Application Server,” on page 67

Section 2.7.2, “Things to Do Before Installing the User Application,” on page 638
Section 2.7.3, “Installing the User Application to a JBoss Cluster,” on page 70
Section 2.7.4, “Installing the User Application to a WebSphere Cluster,” on page 75
Section 2.7.5, “Installing the User Application to a WebL ogic Cluster,” on page 75
Section 2.7.6, “ Thingsto Do After Installing the User Application,” on page 76

*

*

*

*

*

2.7.1 Clustering an Application Server

A cluster is a collection of application server nodes that provide a set of services. The purpose of a
cluster is to increase performance and reliability of applications. In general, a cluster provides three
key benefits for enterprise applications:

+ High availability
+ Scalability (more capacity)
+ Load balancing

High availability meansthat an application isreliable and available for ahigh percentage of thetime
that it is deployed. Clusters provide high availability because the same application is running on al
nodes. If one node fails, the application is till running on other nodes. The Identity Manager User
Application benefits from higher availability when running in a cluster. In addition, the Identity
Manager User Application supports HTTP session replication and session failover. This means that
if asession isin process on anode and that node fails, the session can be resumed on another server
in the cluster without intervention.

For more information about JBoss clusters, see the JBoss wiki page for High availability and
clustering services (http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossHA).

JGroups Cluster Groups

The JGroups communications module provides communications among groups that share a
common name, multicast address, and multicast port. JGroupsisinstalled with JBoss, but it can also
be used without JBoss. The User Application includes a JGroups module in the User Application
WAR to support caching in a cluster environment.
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JBoss Cluster

JBoss clusters are implemented by JBoss using the JGroups communications module. The
configuration of JGroups and session replication is defined by JBoss and depends on the version of
JBoss you are using. See the JBoss Administration Guide (http://www.redhat.com/docgen-US/
JBoss Enterprise_Application_Platform/5.0.0/html/Administration_And_Configuration_Guide/
clustering-intro.chapt.html) for more detailed information on configuring JBoss clusters.

User Application Cluster Group

The Identity Manager User Application uses an additional cluster group solely to coordinate User
Application caches in a clustered environment on either JBoss or WebSphere clusters.

The User Application cluster group isindependent of the two JBoss cluster groups and does not
interact with them. By default, the User Application cluster group and the two JB0oss groups use
different group names, multicast addresses, and multicast ports, so no reconfiguration is necessary.

By default, this cluster group uses a UUID name to minimize the risk of conflicts with other cluster
groups that users might add to their servers. The default nameis
c373e901laba5e8ee9966444553544200. By default, the group uses multicast address 228.8.8.8
and runs on port 45654. This cluster isn't configured using a JBoss service file. Instead, the
configuration settings are located in the directory and can be configured using the User Application
administration features. If you are familiar with JGroups and JBoss clustering, you can adjust the
User Application cluster configuration using thisinterface. Changesto the cluster configuration only
take effect for a server node when that node is restarted.

User Application cluster group settings are shared by any |dentity Manager application that shares
the directory configuration. The purpose of the local settings option in the User Application
administration interface isto alow an administrator to remove anode from a cluster, or change the
membership of serversin acluster. For example, you can disable clustering globally, then enable it
locally for a subset of your servers sharing the directory configuration.

2.7.2 Things to Do Before Installing the User Application

This section provides information that you should be aware of before you install the User
Application, and describes tasks that you should perform before installing the User Application.

This section includes the following topics:

+ “About Multiple Clusters on the Same Network” on page 68

+ “Synchronizing Application Server Clocks’ on page 69

+ “Avoiding Multiple Browser Logins from the Same Browser Window in a Cluster” on page 69
+ “About the User Application Database” on page 69

About Multiple Clusters on the Same Network

If you have more than one cluster running on a network, you must separate the clusters to prevent
performance problems and anomal ous behavior. You accomplish this by ensuring that each cluster
uses a different partition name, multicast address, and multicast port. Even if you are not running
multiple clusters on the same network, it's a good ideato specify a unique partition name for the
cluster, rather than using the default partition.
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The following are important points:
+ The cluster must have a unique cluster partition name and multicast address.

For JBoss, specify the cluster partition name and multicast address by editing the JBoss startup
script (start-jboss.bat Or start-jboss.sh for Windows or Linux, respectively) supplied

with the User Application. You need to modify the JBoss startup scripts for your serversto start
JBoss with a-D flag and set the jboss .partition.name and jboss.partition.udpGroup

system properties (see “ Configuring the Workflow Engine” on page 71).

+ The cluster must use a unique multicast port.

For JBoss, you can find instructions about running more than one cluster on anetwork by using your
browser to view Two Clusters Same Network (http://wiki.jboss.org/wiki/
Wiki.jsp?page=TwoClustersSameNetwork).

Synchronizing Application Server Clocks

You must synchronize the clocks of the serversin aUser Application cluster. If server clocks are not
synchronized, sessions might time out early, causing HTTP session failover to not work properly.
There are many time synchronization methods available. The method that you use depends on the
needs of your organization. One common approach is to use the Network Time Protocol (NTP). For
adiscussion of using the XNTP protocol for time synchronization, see Time Synchronization using
Extended Network Time Protocol (xntp) (http://www.novell.com/cool solutions/trench/15650.html).

Avoiding Multiple Browser Logins from the Same Browser Window in a Cluster

We do not recommend using multiple logins across browser tabs or browser sessions on the same
host. Some browsers share cookies across tabs and processes, so using multiple logins might cause
problemswith HT TP session failover (in addition to risking unexpected authentication functionality
if multiple users share a computer).

About the User Application Database

When you install the User Application using the User Application installation program, you
designate an existing version of a supported database to use (for example, MySQL, Oracle or
Microsoft SQL Server). The database is used to store User Application data and User Application
configuration information.

When the User Application isinstalled in a cluster environment, al nodes in the JBoss cluster must
access the same database instance. The User Application uses standard JDBC calls to access and
update the database. The User Application uses a JDBC data source bound to the JINDI tree to open
a connection to the database.

When you install the User Application into aJBoss cluster by using the User Application installation
program, the data sourceisinstalled for you. The installation program creates a data source file
named 1DM-ds . xml, and places thisfile in the deploy directory (for example, server/1DM/
deploy). Theinstallation program also places the appropriate JDBC driver for the database
specified during installation in the 1ib directory (for example, /server/IDM/1ib). For more
information about setting up the User Application database for a cluster, see “ Specifying the User
Application Database” on page 70.
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NOTE: By default, MySQL sets the maximum number of connectionsto 100. This number might
be too small to handle the workflow request load in a cluster. If the number istoo small, you might
see the following exception:

(java.sql.SQLException: Data source rejected establishment of connection,
message from server: "Too many connections.")

To increase the maximum number of connections, set themax _connections variableinmy . cnf to
anumber greater than 100.

2.7.3 Installing the User Application to a JBoss Cluster

To install the User Application to a cluster, use the User Application installation program to install
the User Application to each node in the cluster (see the Roles Based Provisioning Module
Installation Guide). This section provides notes that are specific to installing the User Application to
acluster.

This section includes the following topics:

+ “About the Server Configuration” on page 70

+ “Specifying the User Application Database” on page 70

+ “Selecting the Cluster (all) Option” on page 71

* “Configuring the Workflow Engine” on page 71

“Using the Same Master Key for Each User Application in the Cluster” on page 72

*

+ “Starting the User Application Cluster Group” on page 74

About the Server Configuration

JBoss comes with three different ready-to-use server configurations: minimal, default and all.
Clustering is only enabled in the all configuration. A cluster-service.xml fileinthe /deploy
folder describes the configuration for the default cluster partition. When you install the User
Application and indicate to the installation program that you want to install into a cluster, the
installation program makes a copy of the all configuration, names the copy IDM (thisisthe default;
the installation program allows you to change the name), and installs the User Application into the
this configuration.

Specifying the User Application Database

All nodesin the JBoss cluster must access the same database instance. When you use the User
Application installation program, you are prompted to specify the database name, host and port:
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Figure 2-3 Specifying the Database Host and Port

Database Mame & Privileged User

Please provide the following:

Database narme (or sid) IIDM35

Datahase user Iroot

FTEEER LS

Database user password

TEREENER N

Datahase user pasgword (confirm)

Make sure that you specify the same database parameters each time you install the User Application
to a cluster node.
Selecting the Cluster (all) Option

When you use the User Application installation program, you are prompted to specify the IDM
configuration:

Figure 2-4 Specifying the Cluster (all) Option and Engine 1D

IDM Configuration

Choose 'default' far a single instance, ar 'all' if you plan to employ
clustering. We will copy one ofthese servers to "Server name" and
customize itto your needs. The "Workflow Engine ID" is only valid
for cluster installs.

Single node {default) or cluster {all)?
 default & all

Sener name |IDM

Workflow Engine 1D |Enginel|

Select the clustering (all) option.

Configuring the Workflow Engine

Workflow engine clustering works independently of the User Application cache framework. There
are several steps that you must perform to ensure that the workflow engine works correctly in a
cluster environment.

+ All serversin the cluster need to be pointing to the same database.
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When you install the User Application to the cluster using the User Application installation
program (see “Installing the User Application to a JBoss Cluster” on page 70), you accomplish
this by specifying the |P address or host name of the server on which the database for the User
Applicationisinstalled.

+ Each server in the cluster needs to be started with a unique engine-id.

You can accomplish this by setting the com.novell.afw.wf.engine-id system property at server
startup. For example, if you wanted to start JBoss and assign the engine id ENGINE1 to the
workflow engine for that server, you would use the following command:

run.sh -Dcom.novell.afw.wf.engine-id=ENGINE1l (Linux)

run.bat -Dcom.novell.afw.wf.engine-id=ENGINE1l (Windows)

You might want to combine the setting of this system property with the setting of other system
properties (see “ Setting JBoss system propertiesin the JBoss startup script” on page 72).

For information about managing running workflows, see “Managing Workflows in a Cluster” on
page 78.

Setting JBoss system properties in the JBoss startup script

Each server in the cluster should be started using the same partition name and partition UDP group
(see“ About Multiple Clusters on the Same Network” on page 68). Each server in the cluster should
use aunigue engine ID (see “ Configuring the Workflow Engine”’ on page 71).

You can modify your JBoss startup script (start-jboss.bat for Windows, start-jboss.sh for
Linux) to specify all of these system properties. This script islocated in the directory in which your
User Application files are stored. For example, to start a server using the partition name
“Example_Partition”, the UDP group “228.3.2.1" and the Engine ID “Enginel” you would add the
following to the start-jboss script:

start run.bat -c IDM -Djboss.partition.name=Example Partition -
Djboss.partition.udpGroup=228.3.2.1 -Dcom.novell.afw.wf.engine-id=Enginel

Using the Same Master Key for Each User Application in the Cluster

The Identity Manager User Application encrypts sensitive data (see Section 2.2.7, “Encryption of
Sensitive User Application Data,” on page 55). A master key is used to access encrypted data. All
User Applicationsin acluster must use the same master key. Follow these steps to ensure that all
User Applicationsin a cluster use the same master key.

1 Using the User Application installation program, install the User Application to the first node
in the cluster.

For information about using the User Application installation program, see “Installing the User
Application in the Roles Based Provisioning Module Installation Guide.

When you use the User Application installation program to install the first User Applicationin
acluster, at the end of the installation you are presented with a new master key for the User
Application:
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Figure 2-5 Master Key

¥ Identity Manager User Application

Master Key

! Introduction Your master key far this installation is:

MA4ECFDBANY0z0AGIHOA==XnslAdrFvER2ZF DREBJUE SV lhkE
LRz

Cancel Help Freyvious Mt

Follow the on-screen instructions to save the master key to atext file.

2 Using the User Application installation program, install the User Application to the other nodes
in the cluster.

When you install the User Application to the other nodesin the cluster, theinstallation program
provides a page that you use to import the master key:
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Figure 2-6 Pasting Master Key in User Application Installation Program

) Identity Manager User Application

Security - Master Key

Ifthis is not the first node inyour cluster you may already have a
master key. If 50, please copy and paste your master key here.

Ifthis is the first node in the cluster, then you may leave this field
hlank and a new key will be generated.

Cancel Helg Previous |

3 Import the master key that you saved to atext filein Step 1 on page 72.

Starting the User Application Cluster Group

After the User Applicationsin your cluster have been installed, you must enable the cluster in the
User Application cluster configuration.
1 Start thefirst User Application in the cluster.
2 Loginasthe User Application administrator.
Don't start any other servers yet.
3 Click Administration.
The User Application displays the Application Configuration portal.
4 Click Caching.

b

Portal Configuration
Caching

The Caching Management page is displayed.
Select True for the Cluster Enabled property.
Click Save.

Restart the server.

0 N o o

If you are using local settings (see “ Specifying the User Application Cluster Group Caching
Configuration” on page 77), repeat this procedure for each server in the cluster.
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2.7.4 Installing the User Application to a WebSphere Cluster

This section outlines the process for installing and starting the User Application on a WebSphere
cluster. This section assumes you are an experienced user of the WebSphere Application Server.

1 Install and configure your WebSphere Application Servers and cluster according to
manufacturer’s instructions.

2 Install and create a database according to manufacturer’s instructions. Enable the database for
UTF-8.

Add and configure the database driver on a WebSphere server.
Create a JDBC Provider.
Create a data source for your relational database.

Run the User Application installer to install and configure the User Application on your WAS
console system. Directions are in the Roles Based Provisioning Module Installation Guide.

o 01 b~ W

Theinstaller writesthe sys-configuration-xmldata.xml fileto the directory you choose
during installation.

7 Inyour post-installation tasks, while creating VM Custom Propertiesin the WAS console as
directed in the Roles Based Provisioning Modul e Installation Guide, create anew JVM Custom
Property for each User Application server in the cluster. Name the Custom Property
com.novell.afw.wf.engine-id and giveit auniquevalue. Each User Application server
runs aworkflow engine, and each engine requires a unique engine ID.

8 Import the directory server certificate authority to the WebSphere keystore.
9 Deploy the IDM WAR file from the WebSphere administration console.

10 Start the application. Accessthe User Application portal using the context you specified during
deployment. The default port for the web container on WebSphere is 9080, or 9443 for the
secure port. The URL would look something like this:

http://<server>:9080/IDMProv

2.7.5 Installing the User Application to a WebLogic Cluster

The process of installing the User Application to a WebL ogic cluster is essentially the same as the
process of installing the User Application to asingle WebL ogic server. The key difference is that
you must explicitly identify the engine ID for each server when running in a clustered environment.

You can use this checklist to ensure that all of the components are configured correctly for a
WebL ogic clustered environment:

+ Install aWebL ogic server (AdminServer).

Follow the installation instructions in the WebL ogic documentation.

+ Configure adomain and add a managed Serverl with the Serverl IP address in the same
domain.

+ Configure the additional managed serversin the same domain.
+ Configure the cluster and add the managed servers in the same cluster in the domain.
+ Ingtall, configure, and deploy the User Application on the first WeglL ogic server (Serverl).
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For details on installing and configuring the User Application on asingle WebL ogic server, see
“Installing the User Application on WebL ogic” (http://www.novell.com/documentation/
idm402/install/index.html ?page=/documentati on/idm402/instal|/data/bf 53fpm.html).

+ Ingtal, configure, and deploy the User Application on each additional server.
+ On each server, specify the engine ID, as follows:
1. Openthec:\Oracle\Middleware\wlserver 10.3\common\bin\commEnv.cmd file

2. Add an entry for the engine-id property (for example, -Dcom.novell.afw.wf.engine-
id=Enginel).

2.7.6 Things to Do After Installing the User Application

This section describes User Application cluster configuration actions that you perform after
installing the User Application.

This section includes the following topics:

+ “Configuring the User Application Driver for Clustering” on page 76

+ “Specifying the User Application Cluster Group Caching Configuration” on page 77
+ “Configuring Logging in a Cluster” on page 77

+ “Managing Workflowsin aCluster” on page 78

+ “Checking the Health of the Server” on page 79

Configuring the User Application Driver for Clustering

Clustering is the only scenario in which the same User Application driver is used by multiple User
Applications. The User Application driver stores various kinds of information (such as workflow
configuration and cluster information) that is application-specific. Therefore, asingleinstance of the
User Application driver should be not shared among multiple applications.

The User Application stores application-specific data to control and configure the application
environment. This includes JBoss application server cluster information and the workflow engine
configuration. The only User Applications that should share a single User Application driver
instance are those applications that are part of the same JBoss cluster.

In acluster, the User Application driver must be configured to use the host name or | P address of the
dispatcher or load balancer for the cluster. You create the User Application driver when you install
the User Application (see the Roles Based Provisioning Module Installation Guide). You configure
the User Application driver using iManager.

1 Loginto theinstance of iManager that manages your Identity Vault.

2 Click the Identity Manager node in the iManager navigation frame.

3 Click Identity Manager Overview.

4 Usethe search page to display the Identity Manager Overview for the driver set that contains
your User Application driver.

5 Click the round statusindicator in the upper right corner of the driver icon:

76  User Application: Administration Guide


http://www.novell.com/documentation/idm402/install/index.html?page=/documentation/idm402/install/data/bf53fpm.html

A menu is displayed that lists commands for starting and stopping the driver, and editing driver
properties.

6 Click Edit Properties.

7 Inthe Driver Parameters section, change the Host parameter to the host name or |P address of
the dispatcher.

8 Click OK.

Specifying the User Application Cluster Group Caching Configuration

Users who are familiar with JGroups and JBoss clustering can modify the cluster group caching
configuration, using the User Application administration user interface (see “ Cache Settings for
Clusters’ on page 139). Changesto the cluster configuration only take effect for a server node when
the server node is restarted.

In most cases you should use global settings when configuring a cluster. However, global settings
present a problem if you need to use TCP, because the | P address of the server must be specified in
the JGroupsinitialization string for each server. You can use local settings to specify a JGroups
initialization string by checking Enable Local for Cluster Properties, then typing the JGroups
initialization string in the Local field. For an example of aworking JGroups TCP protocol stack, see
JGroupsStackTCP (http://wiki.jboss.org/wiki/Wiki.jsp?page=JGroupsStack TCP).

WARNING: If you specify local settings and enter an incorrect configuration in the JGroups
initialization string, the cache cluster function might not start. Unless you know how to configure
JGroups correctly and understand the protocol stack, you should not use local settings.

Alternatively, you can add atoken (for example, “IDM_HOST_ADDR”) to the global settings for
the Cluster Properties. You can then edit the host s file on each server in the cluster to specify the IP
address for that server.

Configuring Logging in a Cluster

This section includes tips for configuring logging in acluster. No tips are included for WebSphere
or WebL ogic.

+ “JBossLogging” on page 77

* “User Application Logging” on page 78

JBoss Logging

You can configure JBoss for logging in a cluster. To enablelogging for clusters, you need to edit the
jboss-1log4j.xml configuration file, located in the \ conf directory for the JBoss server
configuration (for example, \server\IDM\conf), and uncomment the section at the bottom that
looks like this:
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<!-- Clustering logging
-=>
- <!__
Uncomment the following to redirect the org.jgroups and
org.jboss.ha categories to a cluster.log file.
<appender name="CLUSTER"
class="org.jboss.logging.appender.RollingFileAppender">
<errorHandler class="org.jboss.logging.util.OnlyOnceErrorHandler"/>
<param name="File" value="${jboss.server.home.dir}/log cluster.log"/>
<param name="Append" value="false"/>
<param name="MaxFileSize" value="500KB"/>
<param name="MaxBackupIndex" value="1"/>
<layout class="org.apache.log4j.PatternLayout">
<param name="ConversionPattern" value="%d %-5p [%c] %m%n"/>
</layout>
</appender>
<category name="org.jgroups">
<priority value="DEBUG" />
<appender-ref ref="CLUSTER"/>
</category>
<category name="org.jboss.ha">
<priority value="DEBUG" />
<appender-ref ref="CLUSTER"/>
</category>
-=>

You can find the cluster. 1og filein the 1og directory for the JBoss server configuration (for
example, \server\IDM\1log).

User Application Logging

The User Application logging configuration (see Section 5.1.4, “Logging Configuration,” on

page 144) is not propagated to all serversin cluster. For example, if you use the Logging
administration page on a server in acluster to set the logging level for
com.novell.afw.portal.aggregation to Trace, this setting is not propagated to the other
serversin the cluster. You must individually configure the level of logging messages for each server
in the cluster.

Managing Workflows in a Cluster

The Identity Manager User Application workflow cluster implementation binds process instances to
the engine on which they started. Thisis done by associating a workflow process instance with an
engine-id and is maintained in the cluster database. When aworkflow engineis started, it resumes
process instances that are assigned to its engine-id. This prevents multiple enginesin a cluster from
resuming the same process instance. If aworkflow engine fails, processes that were running on that
engine are automatically resumed on another engine in the cluster.

You can manually reassign processes to other engines in the cluster. For example, an administrator
could reassign processes back to a failed workflow engine when the workflow engine is brought
back online, or redistribute processes to other engines when an engine is permanently removed from
the cluster (see Section 17.2.7, “Managing Workflow Processesin a Cluster,” on page 402).

When the workflow engine starts up it checks to seeif itsengine ID isalready in use by another
node in the cluster. When thisis the case, the workflow engine checks the cluster database to see if
the status of the engineis SHUTDOWN or TIMEDOUT. If it is, the workflow engine starts. If the
statusis STARTING or RUNNING, the workflow engine logs awarning, then waits for a heartbeat
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time out to occur. If the heartbeat time out occurs, that means that the other workflow engine with
the same ID was not shut down properly, so it's safe to start. If the heartbeat timer is updated, that
means another workflow engine with the same ID is running in the cluster, so the workflow engine
cannot start. You can specify the heartbeat time out (the maximum elapsed time between heartbeats
before aworkflow engine is considered timed out) by setting the Heartbeat Interval and Heartbeat
Factor propertiesin the User Application (see “ Configuring the Workflow Cluster” on page 264).

Checking the Health of the Server

Most loadbalancers or dispatchers provide a healthcheck feature for determining whether an HTTP
server isup and listening. The User Application contains a blank page that can be used for
configuring HT TP healthchecks on your loadbal ancer. The page can be addressed at this URL :

http://<HOSTNAME>/<CONTEXT>/jsps/healthcheck.jsp

2.8 Localizing and Customizing User Application
Strings

| dentity Manager provides several tools for localizing or customizing the User Application’s text.
This section includes the following topics:

* Section 2.8.1, “Localizing User Application Strings,” on page 79
+ Section 2.8.2, “Customizing Text,” on page 80

+ Section 2.8.3, “Ensuring that Characters Display Properly in Role Report PDF Files,” on
page 83

2.8.1 Localizing User Application Strings

See Table 2-3 for links to the documentation that describes how to localize User Application
components.

Table 2-3 Localization and Customization Topics

Topic Where to find it:

To set the User Application’s preferred locale See the sections “Preferred Locale” and “Choosing
a Preferred Language” in the Identity Manager
User Application: User Guide (http://
www.novell.com/documentation/idm401/
index.html).

To localize e-mail templates See Section 17.4.4, “Adding Localized E-Mail
Templates,” on page 419.

To localize challenge questions See “Security: Best Practices” in the Novell Identity
Manager Administration Guide.

To localize the password sync status application See Table 5-14, “Password Sync Status Application
name Settings,” on page 196.
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Topic Where to find it:

To localize the names of container or shared pages See the Page Name property in Section 6.2.1,
“Creating Container Pages,” on page 212.

See Section 6.3.1, “Creating Shared Pages,” on
page 221.

To localize portlet preferences See Section 7.3.5, “Modifying Preferences for
Portlet Registrations,” on page 246.

For general information about localizing See the section “Localizing Provisioning Objects” in
provisioning objects or customizing their display the Identity Manager User Application: Design
text, such as: Guide.

+ Directory abstraction layer objects
+ Provisioning request definitions

* Workflow activity display names

2.8.2 Customizing Text

The text displayed in the User Application is stored in either the User Application driver or in a set
of language-based JAR files (UserAppStrings xx.JAR) located in the User Application WAR. You
use different tools to customize the text depending on where the text is stored. For text stored in the:

+ User Application driver: Use the provisioning toolsin Designer for Identity Manager.

For more information, see the section “Localizing Provisioning Objects’ in the User
Application: Design Guide (http://www.novell.com/documentation/idm40L1/index.html).

+ User Application WAR: Follow the procedure described in this section.

Thetext strings stored in the User Application WAR file are stored in alanguage-based JAR
file. Thereis one JAR for each supported language, and the JAR file names indicate the
associated language by appending the Java locale code for the associated language. The base
name of the JAR fileis UserAppStrings_locale-code.JAR. For example, the English language
strings are stored in the UserAppStrings_en.JAR. The JAR files are copied to the 110n-
resources subfolder of the User Application’sinstallation directory.

NOTE: To customize graphics or theming, see Section 5.1.7, “Theme Administration,” on page 166

To customize the text stored in the User Application WAR, decide:

+ “What strings do | want to change?’ on page 81
+ “What languages do | want to support?’ on page 81

Once you know what to change, follow these steps:

+ “Modify or customize the strings’ on page 81
+ “Repackage the updated files and deploy” on page 82
+ “Test your changes’ on page 82

You can follow the example outlined in “Text Change Example” on page 82
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The User Application strings typically change between versions. This means that you have to apply
your string changes or customizations to each new release.

What strings do | want to change?

O Review the User Application tabs.

O Makealist that includes each string you want to change and where the string is located in the
User Application user interface. You can use this list when testing your changes to ensure that
you made the text changes in the appropriate places.

O Determine whether the strings are stored in the User Application driver or in the language-
based JAR. The following guidelines help you determine where the strings are stored:

+ Navigation, headers, names, and instructions: This content is stored in language-based
JARSs.

+ |dentity Self-Servicetab: This content is stored in language-based JARS, unlessit is
related to directory abstraction layer entities (such as display name, lists, and categories).
Content related to directory abstraction layer entitiesis stored in the User Application
driver.

+ Work Dashboard tab: This content is stored in language-based JARS, unlessitisin the
Form Details section. The content in the Form Details section is stored in the User
Application driver.

+ Administration tab: Thiscontent is stored in language-based JARS.

+ Rolesand Resourcestab: This content is stored in language-based JARs unlessit is
related to role or SoD names or descriptions. Role or SoD names and descriptions are
stored in the User Application driver.

+ Compliancetab: This content is stored in the language-based JARs unless it isrelated to
the provisioning request definition. Content related to the provisioning request definition
is stored in the User Application driver.

For information on changing the strings stored in the User Application driver, see the section
“Localizing Provisioning Objects’ in the User Application: Design Guide.
What languages do | want to support?

O Locate the JAR files corresponding to the language(s) you want to support. For example,
English strings are located in UserAppStrings_en.JAR.

O Unzip the JARs into aworking directory using a zip tool or the Java JDK JAR program.

Modify or customize the strings
O Searchthefilesin the working directory to locate the strings you want to change.

Use atool that allows you to search for a specified string across al of thefilesin afolder (the
string(s) you want to change might be located in more than one file).

TIP: Thestringsin the files are in the propertiesfile format of key=value. Modify only the
value, and not the key. Modifying the key can cause run-time errors. Follow the additional
editing tips identified below.
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O When editing the propertiesfiles:
+ Use an editor that formats properties files for improved readability, when possible.

+ Use an editor that displays characters rather than unicode encoding for improved
readability. Some of the properties files contain unicode-encoding.

+ Inthe editor, turn off wrapping to improve readability. It helps identity each property on a
separate line.

+ Insomefiles, the key value might be difficult to identify, especialy if your editor does not
provide automatic property file formatting. In these cases, search for the equals sign, and
find the first occurrence of the equals sign that does not have abackslash preceding it (\=).
The key precedes the equals sign (=), and the value followsiit.

+ Make sure to maintain the proper properties file format.

To learn more, see Java Properties Object (http://www.java.sun.com/j2se/1.5.0/docsapi/
javalutil/Properties.html#l oad)

Repackage the updated files and deploy

O Add the properties files back to the JAR using the Java JDK jar program. You must maintain
the folder location within the JAR.

O Add the modified JAR into the User Application WAR maintaining the folder location within
the WAR. You can use the Java JDK Jar program.

This example uses the Java JDK Jar program and maintains the folder location:
jar -uvf IDMPRov.WAR WEB-INF/lib/UserAppStrings en.jar
O Redeploy the WAR fileto your application server.

Test your changes

O Accessthe User Application.

O Using your list of changes, review each occurrence of the string you changed to determine if
you made the change appropriately.

Text Change Example
This section provides a simple text change example.
Open the User Application Welcome page and notice the text that says

Securely manage the access needs of your ever-changing user community
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Figure 2-7 Sample Text Change

Novelle Identity Manager

Wielcome Guest

»

Guest Pages

» Welcorme Novell Identity Manager
Securely manage the access needs of your ever-changing user community .

To change this string in the English language JAR.

1 Expand the UserAppStrings en.JAR fileto atemporary directory.
2 Useafindtool to locate the string.

Notice that it is located in this propertiesfile . /com/novell/afw/portal/portlet/
message/IDMWelcomeMessageRsrc_en.properties

3 Open the properties file and change the text from:
Securely manage the access needs of your ever-changing user community
to
Test text change

4 Save and closethefile.

5 Follow the steps described in “ Repackage the updated files and deploy” on page 82.

6 Open the User Application’s Welcome page and verify your changes.

Novells Identity Manager |

Welcome Guest

»

Guest Pages

¥ Welcome Novell Identity Manager
Tesl i change

Manage the full user lifecycle:
# deliver first-day a o essanlial resources
yords into a single login

routine user management tasks
hts instantly
¥ compliance

2.8.3 Ensuring that Characters Display Properly in Role Report
PDF Files

Therole report feature of the Roles Based Provisioning Module uses “UniGB-UCS2-H” for the PDF
encoding and “ STSong-Light” for the PDF font for Chinese simplified, Chinese traditional, Russian
and Japanese locales. For the other locales, “Cpl1252” is used for PDF encoding and “Helvetica’ or
“Helvetica-Bold” isused for the PDF font.
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If the user's browser locale or preferred locale is set to one of the above four locales, the report will
be able to display most of characters from these local es. However, some extended characters found
in 1SO-8859 may not be displayed properly in the report.

Conversely, if the browser locale or preferred localeis not set to one of these four locales then some
Asian characters will not display properly.

To alow al characters to display properly in generated PDF files, you need to:

*

Extract the role-detail-xmldata.xml file

+ Replacing therole detail XML Datain iManager
+ Editing the Configuration XML Datain iManager
+ Configurethe User Application

Detailed instructions are provided bel ow.

NOTE: You may also notice problems displaying some charactersin role reports for languages that
are not in the standard set of supported languages. If you add a new language (such as Polish), you
may also need to perform the steps provided in this section to ensure that all characters display
properly for that language as well.

Extracting the role-detail-xmldata.xml File

1 Extracttherole-detail-xmldata.xml fileto your local file system.
2 Openthefilein atext editor.

Replacing the Role Detail XML Data in iManager

1 LogintoiManager as your Administrator.

2 Select View Objectsicon.

3 Navigate to the following object:
ReportDefs.Roleconfig.AppConfig.%YourDriver%.%YourDriverSet%.%context$%
For example:
ReportDefs.Roleconfig.AppConfig.UserAppDriver.TestDrivers.novell

4 Select 'role-detail.

5 Select the XmlIData' Attribute and press the Edit Button.

6 Deleteal of the content that appears in the pop-up window.

Copy all of the content from the role-detail-xmldata.xml filethat you opened in atext
dditor in Step 2 on page 84.

7 Paste the content into the pop-up window.
8 Press OK on the pop-up window.
9 Press Apply and then OK.

Editing the Configuration XML Data in iManager

1 LogintoiManager asyour Administrator.
2 Select View Objectsicon.
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3 Navigate to the following object:
AppDefs.AppConfig.%$YourDriver%.%YourDriverSet%.%context%
For example:
AppDefs.AppConfig.UserAppDriver.TestDrivers.novell

Select 'configuration'.

Select the 'XmlData Attribute and press the Edit Button.

Scroll down to the bottom of the content that appears in the pop-up window.

~N o o A~

Edit the < /properties> tag to suit your application requirements:

+ Add the following lines before the </properties> tag if you need the support for the four
(4) locales outlined:

<!-- Reports configuration -->

<property>
<key>com.novell.idm.nrf.report.PREF_FONT</key>
<values>Arialuni.ttf</value>

</property>

<property>
<keys>com.novell.idm.nrf.report.PREF ENCODING</key>
<value>Identity-H</value>

</property>

+ Add thefollowing lines before the < /properties> tag if you do not need the support for
the four locales outlined:

<!-- Reports configuration -->

<property>
<key>com.novell.idm.nrf.report.PREF_FONT</key>
<values></value>

</propertys>

<property>
<key>com.novell.idm.nrf.report.PREF_ENCODING</key>
<values</value>

</property>

8 Press OK on the pop-up window.
9 Press Apply and then OK.
10 Restart the User Application Driver.

Configuring the User Application

1 If you edited the < /property> tag (in Step 7 on page 85) to add support for the four locales
(by specifying Arialuni.ttf as the preferred font), the directory that contains the file Arialuni.ttf
(the name of the file must match the entry specified for PREF_FONT above) has to be added to
the Application Server’s classpath.

For example, if the file Arialuni.ttf was saved to the directory /home/lab/font, and the
Application Server that the User Application war fileis deployed on is JBoss, the start script
for JBoss could be modified with the following entry:

JBOSS_ CLASSPATH="$JBOSS CLASSPATH:/home/user/font"
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2 Restart the Application Server:

+ For JBoss, restart the Application Server once all configuration manual steps have been
completed.

+ For WebSphere and WebL ogic, the patched User Application war must be re-deployed
with their Administration tools once all manual configuration steps have been completed.

NOTE: Ariauni.ttf isthe Arial Unicode M S distributed by Microsoft. If you do not have
permission to useit, then try to find and use another unicode font that supports as many characters as
possible. Then update the font and encoding in Step 7 on page 85 and Step 1 on page 85 with this
information.

2.9 Configuring the Roles and Resources Tab

This section provides details on configuring the underlying subsystem for the Roles and Resources
tab. Topicsinclude:

+ Section 2.9.1, “Role Service Driver Configuration,” on page 86

* Section 2.9.2, “User Application Configuration,” on page 89

+ Section 2.9.3, “ Security Roles,” on page 89

+ Section 2.9.4, “View Reguest Status Search Limit,” on page 90

* Section 2.9.5, “Provisioning Display Settings,” on page 90

+ Section 2.9.6, “E-Mail Notification,” on page 90

+ Section 2.9.7, “Enabling Drivers for Resource Mappings,” on page 90

* Section 2.9.8, “Creating aList in the RBPM Database,” on page 91

2.9.1 Role Service Driver Configuration

After creating the Role Service driver at installation time, you can optionally modify some of the
driver configuration settings in iManager. To configure the Role Service driver:

1 IniManager, click Identity Manager>Identity Manager Overview.

2 Browseto the driver set where the driver exists, then click Search.

3 Click the upper-right corner of the Role Service driver icon, then click Edit Properties.

4 Click onthe Driver Configuration tab.

5 Scroll down to the Driver Settings section of the page.
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Modify Object: @Role Service, TestDrivers. novell

Driver Parameters

|

balbywood. novell

Edit XML
Driver Settings

User Application/Workflow Connection

User Application Driver DN (@ |nuveII"\TeStDrivers'\HajenDriver
User dpplication URL @ |http:,.",-'myuserapp.com:BDBDflq
User dpplication ldentitity @& |CN=admin—prDv,OU=medicaI—idms

User dpplication Password @ |

Reenter Uzer Application Password |

[IRemowe existing password

Mumber of dayvs before removing processed reguest objects ]
Frequency of reevaluation of dynamic and nested groups (in minutes) @
Generate audit events &

2]
LR L ENFTTIES Server Variables | General | =
Driver Configuration ] Image | Security
quals | Filter | Edit Fil :

|*

[o] | Cancel | Apply |

6 Make any changes you would like to the settings, and click OK to commit your changes.

You can modify the following standard driver settings (listed under User Application/Workflow
Connection on the Driver Configuration page), which get their initial values at installation time:

Table 2-4 Sandard Driver Settings

Option Description

User Application Driver DN The distinguished name of the User Application
driver object that is hosting the role system. Use
the eDirectory format, such as
UserApplication.driverset.org, or browse to find the
driver object. This is a required field.

User Application URL The URL used to connect to the User Application in

order to start Approval Workflows. This is a
required field.
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Option

Description

User Application Identity

The distinguished name of the object used to
authenticate to the User Application in order to start
Approval Workflows. This needs to a user who has
been assigned as a Provisioning Administrator for
the User Application. Use the eDirectory format,
such as admin.department.org, or browse to find
the user.

The identity needs to be entered in LDAP format
(for example, cn=admin,ou=department,o=org),
rather than dot format. Note that this is different
from the format required at driver install time, where
dot notation is expected.

This is a required field.

User Application Password

Password of the account specified in the User
Application Identity field. The password is used to
authenticate to the User Application in order to start
approval workflows. This is a required field.

Reenter User Application Password

Re-enter the password of the account specified in
the User Application Identity field.

In addition, you can modify the following additional settings (listed under Miscellaneous on the
Driver Configuration page) to customize the behavior of the Role Service driver:

Table 2-5 Additional Settings for Customizing the Role Service Driver

Option

Description

Number of days before processing removed
request objects

Frequency of reevaluation of dynamic and nested
groups (in minutes)

Generate audit events

Specifies the number of days the driver should wait
before cleaning up request objects that have
finished processing. This value determines how
long you are able to track the status of requests
that have been fulfilled.

Specifies the number of minutes the driver should
wait before reevaluating dynamic and nested
groups. This value determines the timeliness of
updates to dynamic and nested groups used by the
User Application. In addition, this value can have
an impact on performance. Therefore, before
specifying a value for this option, you need to weigh
the performance cost against the benefit of having
up-to-date information in the User Application.

Determines whether audit events are generated by
the driver.

For details on audit configuration, see Chapter 3,
“Setting Up Logging,” on page 109.
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Indexing for the Role Service Driver

The Role Service driver creates relevant indexes in eDirectory for roles definitions. If you upload a
large number of roles, the indexing of these values may take some time. You can monitor these
indexes under Index Management in iManager.

Hereisthelist of Index Names for the indexes created for the Role Service driver:

nrf
nrf
nrf
nrf
nrf
nrf
nrf
nrf
nrf
nrf
nrf
nrf

Object Class)
nrfMemberOf)
nrfStatus)
nrfStartDate)
nrfNextExpiration)
nrfParentRoles)
nrfChildRoles)
nrfCategory)
nrfRoleCategoryKey)
nrflLocalizedNames)
nrflLocalizedDescrs)
nrfRoles)

A~~~ o~~~ o~~~ o~~~

2.9.2 User Application Configuration

The Configure Roles and Resources Settings action on the Roles and Resources tab of the User
Application alows you to specify administrative settings for the Role Subsystem. For details on
using the Configure Roles and Resources Settings action, see the section on configuring the role
subsystem in the Identity Manager User Application: User Guide (http://www.novell.com/
documentati on/idm401/pdfdoc/ugpro/ugpro.pdf).

2.9.3 Security Roles

The Role Subsystem uses a set of system roles to secure access to functions within the Roles and
Resources tab. Each menu action in the Roles and Resources tab is mapped to one or more of the
system roles. If auser is not amember of one of the roles associated with an action, the
corresponding menu item is not displayed on the Roles and Resources tab.

The systemroles are administrative roles automatically defined by the system at install time for the
purpose of delegated administration. These include the following:

+ Role Administrator
+ Role Manager

To assign users to the system roles, you need to use the RBPM Provisioning and Security action on
the Administration tab. For details on assigning usersto roles, see Section 8.3, “Administrator
Assignments,” on page 265.

Theinitial assignment of the Role Administrator is specified at installation time and processed when
the Role Subsystem isfirst initialized at startup time.

Designing the Production Environment

89


http://www.novell.com/documentation/idm401/pdfdoc/ugpro/ugpro.pdf

2.9.4 View Request Status Search Limit

By default, the View Request Status action retrieves up to 10,000 request objects. If a user attempts
to retrieve alarger result set, the user will see a message indicating that the limit has been reached.
In this case, the user should narrow the search (by specifying a particular user or status, for example)
to limit the number of objects returned in the result set. Note that when a user applies afilter to arole
name, the filter limits what the user sees and its order, not the number of objects returned.

The administrator can change the maximum number of request objects retrieved by modifying the
entity definition for the nrfRequest object in iManager. To do this, the administrator needs to modify
the <search-max>10000</search-max> Setting by editing the XmlData attribute of the sys-nrf-
request object. The sys-nrf-request object can be found under
EntityDefs.DirectoryModel.AppConfig within the User Application driver for the Roles Based
Provisioning Module.

2.9.5 Provisioning Display Settings

The Administration tab in the User Application provides several settingsthat control various aspects
of the user interface, including general display settings, task settings, and request status settings.

For details on the specifying the provisioning display settings for the user interface, see
Section 8.2.2, “ Configuring the Provisioning Ul Display Settings,” on page 256.

2.9.6 E-Mail Notification

The Role Subsystem uses two templates that are specific to roles-based provisioning:

+ New Role Request (Role Request Notification)

+ Role Request Approval Notification (Role Request Approval Completed Notification)

+ New Resource Request (Resource Request Notification)

+ Resource Request Approval Notification (Resource Request Approval Completed Notification)

You can edit the templates to change the content and format of e-mail messages. For more
information on these templates, see Section 17.4, “Working with E-Mail Templates,” on page 404.

2.9.7 Enabling Drivers for Resource Mappings

The Roles Based Provisioning Module ships with updated configuration files for the following
drivers:

+ Active Directory

+ GroupWise

+ LDAP

+ Notes

+ eDirectory

¢ SAP User Management

+ SAP Portal

+ SAP GRC Access Control
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All of these updated driver configuration files contain a new section on the driver's Global
Configuration Values (GCV) page labeled Role and Resource Mapping.

To display the configuration options available in the new section, select show for the Show role and
resource mapping configuration GCV.

To enable resource mapping for the driver, select Yes for the Enable resource mapping GCV.

Depending on the driver's capabilities, one or more lower-level options are displayed once resource
mapping isturned on. The Active Directory driver, for example, has three lower-level options:

+ Allow mapping of user accounts
+ Allow mapping of groups
+ Allow mapping of Exchange mailboxes

Each option can be turned on or off individually by selecting Yes or No.

After saving the changes and restarting the driver, RBPM will detect the driver as enabled for
resource mapping.

2.9.8 Creating a List in the RBPM Database

You can use listsin request forms to display various options for specifying a resource assignment.
This section provides instructions for adding lists to the database by executing afew SQL
statements. Once these lists have been created, they can be displayed on arequest form on the Roles
and Resources tab.

The following example shows how you would create a simple set of values for alist. This example
uses SQL statements that work with MySQL :

INSERT INTO PROVISIONING CODE MAP SET VIEWID='Factory-Locations', VERSIONNO=1,
DESCRIPTION="'Factory Locations', NAME='Factory
Locations',ENTITYKEY='Factory-Locations', ENTITYTYPE=1,
LASTREFRESHED:UNIX_TIMESTAMP();

INSERT INTO PROVISIONING VIEW VALUE SET VALUEID='Factory-Locations-1',
VERSIONNO=1, VIEWID='Factory-Locations', PARAMVALUE='Cambridge, MA 02440';

INSERT INTO PROVISIONING VIEW VALUE SET VALUEID='Factory-Locations-2',
VERSIONNO=1, VIEWID:'Factory—Locations', PARAMVALUE='Provo, UT 97288';

For PostgreSQL, the syntax would be the same except that you would need to replace
UNIX TIMESTAMP () With epoch.

The VIEWID isthe primary key for the PROVISIONING_CODE_MAP. TheENTITYTYPE vaue
1identifiesthe map type asalist. The VIEWID isthe foreign key for the
PROVISIONING_VIEW_VALUE relationship to the PROVISIONING_CODE_MAP table. The
VALUEID isthe primary key for the PROVISIONING_VIEW_VALUE table.

After the Company Location field has been added to the form, you can specify that the company
location value should come from the Company Locations list at request time:
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Entitlement Request Form Approval

Assignments Request Status
A resource form is used to gather necessary data to properly assign a resource. Create and define the fields for the resource.
(&I (][ ][#
Company Locafion —
Assign Value: (" pow
& Atresource request time
Display Label:* ICbmpsny Lecation E
€ value must be of type: String -
Data Value:™
& Value must come from list Company L
Preview Request Form |

After the Factory Location field has been added, you can specify that the factory location value must
come from the Factory Locations list at request time:

' ey
Approvat

Assignments Recquest Status

A resource form is used to gather necessary data to properly assign a resource. Create and define the fields for the resource.

5[ [

Company Location =
Factory Location

Assign Value: " Now

& At resource request time

Display Label:* IFack:ry Location

(‘ Value must be of type:
Data Value:*

& Value must come from list:

Preview Reguest Form I

At reguest time, the user can then select the company location and factory location values when
assigning the resource:
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| % Tesi Lisi Handling

Displ Assign Resource
purces
Desc
Initial Requesi Descriplion:* ITesting list handling for parameter value selection
User:* w
= rl @
&
Company Location:* I Provo, UT 87288 j
Faclory Location:* I Cambridge, MA 02440 j
:
Assign | Cancel| |
E
Assign... | Remove.. | Refresh | Customize... Filler Ghv | Rows: I |
I_ Assigned To = Request Date Initial Request Description Company Location Factory Location Status
No results found.
Save | Cancel |

After the resource has been assigned, the Request Status tab for the resource displays the parameter
values chosen from the lists for the request form fields:

(& Test it Hanaiing &

Display Name:" [Test List Handling fz Categories: | Default
System Resources

-
Description: Test List Handling

¥

Owners: User ad | |E|

~ %]

Entitlement Request Form Approval Assignments Request Status

Retract. | Refresh | Customize.. Fiter G | RM:IE
initial Compan Facto

I_ Recipienl = Request Date Status Request Request Action p L ry Comm

i Location Location

Description
Testing list
handling

r & je 1011210 1:5245PM  § Runni for @ Provos Lambnidge,

Margo MacKenzie a2 unning parameter Grant Resource UT 97288 MA 02440

value
selection
Faiaara =]

Save | Cancal |

2.10 Configuring the Compliance Tab

This section provides details on configuring the Compliance tab. Topics include:

+ Section 2.10.1, “ Security Roles,” on page 93
+ Section 2.10.2, “E-Mail Notification,” on page 94

2.10.1 Security Roles

The Compliance tab enforces the RBPM security model to secure access to compliance functions. If
auser is not a Compliance Administrator, the Compliance tab is not available.
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A Compliance Administrator is designated at installation time. After installation, the Security
Administrator can assign additional users to the Compliance Administrator role. For details on
assigning users to the Compliance Administrator role, see Section 8.3, “Administrator
Assignments,” on page 265.

2.10.2 E-Mail Notification

When an attestation processisinitiated, each attester receives an e-mail message indicating that they
must complete a compliance task. The message provides alink to the workflow activity that has
been assigned to the attester. This behavior is enabled by default, but can be disabled in Designer.

The Compliance Task (Attestation Notification) template determines the content and format of e-
mail messages sent to attesters. For more information on this template, see Section 17.4, “Working
with E-Mail Templates,” on page 404.

2.11 Configuring the Work Dashboard Tab

If you want usersto be ableto save their preferences within the Work Dashboard tab, you need to set
the permissions appropriately for a couple of attributes in the Identity Vault. Specificaly, if you
want users to be able to save customi zati ons associ ated with the Customize, Filter, and Rows actions
(actions which alow control the display of data on several sections of the Work Dashboard), or
change the sort of the data displayed, you need to ensure that the permissions on the srvprvUserPrefs
and srvprvQueryL.ist attributes are set so that the user is able to write to these attributes.

2.12 Recreating the Database After Installation

Database table creation has been removed from the start-up process for the User Application and
incorporated into the installation procedure. In previous releases (3.0.0 through 3.6.1), it was
possible to recreate the database tables after installation without having to reinstall by deleting the
database and creating a new database with the same name. In previous releases, the database tables
were created at start up. If the tables did not exist, then the tables would be created. This approach
does not work with this release.

In thisrelease, you can recreate the database tables after an installation, without having to reinstall
the product. However, the procedue is somewhat different. There are two options for recreating the
database.

If aSQL file was generated during the User Application installation, follow these steps:

Stop the Application Server.

Login to the Database Server.

Delete the database that is used by the User Application.

Create a new database with the same name as the one that was deleted in Step 3.

Use the SQL file that was created during the installation of the User Application to create the
database tables.

6 Restart the Application Server.

ga b~ W DN P

If aSQL file was not generated during the User Application installation, or if the SQL file cannot be
found, follow these steps:

1 Stop the Application Server.

94  User Application: Administration Guide



Login to the Database Server.
Delete the database that is used by the User Application.
Create a new database with the same name as the one that was deleted in Step 3.

Open the Novell-Custom-Install.log file, which is located at the root of the User Application
install directory. For example:

ga b~ W N

/home/lab/IDM370/idm
6 Search for an entry similar to the following:

kkhkkkhkkhkkhkkhkkhkkhkkhkkkhkkhkhkhkhkhkhkhkhkhkhkkhkkhkkhkkkhkkkhkkhkkhkkkhkkhkkhkkkkkkkkkkkkkk*x

If a failure is encountered while creating the tables, verify that this
string

is correct

If not , you can modify this string and copy/paste to a command line to run
R EEE SRS SRS EE SR SRS SRS RS ERE SRR ERE SRR R EEEEEEEEEEEESEESEE]

7 Copy the command outlined and paste it into aterminal on the machine where the User
Application isinstalled.

NOTE: You will have to replace the the stars (*) that appear for the database username and
password with the actual values required to authenticate.

8 If aSQL fileisgenerated, then use the generated SQL file to create the database. Otherwise,
the database tables were created as a result of issuing the command.

9 Restart the Application Server.

2.13 Changing the Default Administrator
Assignments After Installation

In this release, the following administrative accounts are assigned once during the initialization of
the User Application:
+ Compliance Administrator
+ Provisioning Administrator
RBPM Configuration Administrator
Resource Administrator
Roles Administrator
Security Administrator

*

*

*

*

Modifying the mappings for these administrative accounts in the configupdate utility after the
installation and initialization process will not work in this release. The check for assigning the
administrative roles happens only once. At thistime, a property is set that keeps track of when these
roles were assigned.

If you want to modify the default assignments for the administrative roles without deleting the
Driver (which would cause al role assignments to be removed), you need to follow one of the three
procedures shown below.
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2.13.1 Granting or Removing Assignments in the User
Application

To grant or remove the role assignment through the User Application:

1 Login tothe User Application as the Security Administrator.
2 Go to the Roles Catalog on the Roles and Resources tab.

3 Select the administrative role you want to change (for example, the Provisioning
Administrator).

Select Edit.
Select the Assignments tab.
If you want to remove the current assigned user, then select the user and press the Remove link.

N o o b~

To add a user, press the assign button where you will need to provide a description and the user
to assign the role to and the press the Assign button.

2.13.2 Changing the Assignments in Configupdate Without
Removing the Existing Users
To change any or all of the administrative assignments and keep the existing (default) users that
have been granted the role assignment:
1 Stop the Application Server that the User Application WAR is deployed on.
Stop the User Application Driver.
Stop the Roles and Resource Service Driver.
Launch the configupdate utility.

ga b~ W N

Change the mappings for the administrative roles outlined above as required, and then press
OK.

6 Using either iManager or ConsoleOne, go to %Driver Set% -> %user Application Driver% ->
AppConfig -> AppDefs -> Configuration. Then, go to the Other tab and open the XMLData.

7 Find the following entry:

<property>
<key>com.novell.idm.security.domain-admin.initialized</key>

8 Delete the entry, from <property> to </property>. For example:

<property>
<key>com.novell.idm.security.domain-admin.initialized</key>
<value>20090831124642%</value>

</property>

9 Close and Save.
10 Restart the User Application.
11 Restart the User Application Driver.
12 Restart the Roles and Resource Service Driver.
13 Accessthe User Application and in the logs you will see the administrative roles will be issued.
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2.13.3 Changing the Assignments in Configupdate and
Removing the Existing Users
To change any or al of the administrative assignments and remove the existing (default) users that
have been granted the role assignment:
1 Stop the Application Server that the User Application WAR is deployed on.
Stop the User Application Driver.
Stop the Roles and Resource Service Driver.
Launch the configupdate utility.

a b~ W N

Change the mappings for the administrative roles outlined above as required, and then press
OK.

6 Using either iManager or ConsoleOne, go to %Driver Set% -> %user Application Driver% ->
AppConfig -> AppDefs -> Configuration. Then, go to the Other tab and open the XML Data.

7 Find thefollowing entry:

<propertys>
<key>com.novell.idm.security.domain-admin.initialized</key>

8 Delete the entry, from <property> to </property>. For example:

<property>
<key>com.novell.idm.security.domain-admin.initialized</key>
<value>20090831124642%</value>

</property>

9 Close and Save.

10 Using either ConsoleOne or iManager, remove the user from the role and then the role from the
user.

11 Restart the User Application.

12 Restart the User Application Driver.

13 Restart the Roles and Resource Service Driver.

14 Accessthe User Application and in the logs you will see the administrative roles will be issued.

2.14 Setting up JMS in WebSphere and
WebLogic

The User Application relies on a Java Message Service (JMS) persistent store to persist e-mail
messages. If IMSis not properly configured, any e-mail messages in the memory queue will be lost
if the Application Server is shut down. Asaconvenience, IMSis configured for JBoss

automatically. For WebSphere and WebL ogic, you need to perform setup steps to configure IMS
manually.

This section includes the following topics:

+ Section 2.14.1, “ Setting up IMS on WebSphere 6.1,” on page 98
+ Section 2.14.2, “ Setting up JMS on WebSphere 7.0,” on page 101
+ Section 2.14.3, “ Setting up JIMS on WebL ogic 10.3,” on page 105
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2.14.1 Setting up JMS on WebSphere 6.1

To configure IMS on WebSphere 6.1:

1 Login to the WebSphere Console as the Administrative User:
http://server:port/ibm/console
2 Goto Service integration->Buses:
2a Pressthe New button.
2b Create anew bus.
2b1 Provide a name for the bus.
For example: 1DMProvBus
2b2 Uncheck the check box for Bus Security.
2b3 Pressthe Next button.
2c Confirm the creation of the new bus.
Press the Finish button.
3 Goto Service integration->Buses:
3a Select the bus that was created above.
For example: 1DMProvBus
3b On the Configuration Tab -> General Properties area, perform these steps:
3b1 Provide a Description.
For example: Bus to be used with the IDM User Application
3b2 Pressthe Apply button.
3b3 Press Save.
4 Go to Serviceintegration -> Buses.
4a Select the bus that was created above.
For example: 1DMProvBus
4b On the Configuration Tab -> Topology -> Bus Members.
Press the Add button and perform these steps:
4b1 Select server, cluster, or WebSphere MQ server.

Select the correct Server that the User Application WAR is deployed on and pressthe

Next button.
4b2 Select the type of message store.
Select the radio button next to File Sore and press the Next button.
4b3 Provide the message store properties.
Leave all of the default values on this page and press the Next button.
4b4 Confirm the addition of a new bus member.
Press the Finish button
4c Pressthe Savelink.
5 Go to Resources -> JMS-> Topic connection factories.
5a Inthe scopes drop down, select the correct scope.
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5b

5c

5d
5e

ForexanuﬂeiNode:MyNodeOl, Server=serverl

Press the New button.

5b1 Select the radio button next to Default messaging provider.

5b2 Pressthe OK button.

On the Configuration tab.

5c¢1 Provide aname.
For example: ConnectionFactory

5¢2 Provide the following as the INDI name.
ConnectionFactory

5¢3 Provide a Description.

For Example: Topic Connection Factory to be used with the IDM User
Application

5c4 In the Bus Name drop down box, select the Bus that was created above.
For Example: 1DMProvBus

5¢5 Provide the following in the Client identifier field under the Durable Subscription
area:
IDMNotificationDurableTopic

5¢6 In the Persistent message reliability drop down box under Quality of Service, select
the following:

Reliability persistent

5¢7 Inthe Share durable subscriptions drop down box under Advanced Messaging, select
the following:

Never shares
Press the Apply button.
Press the Save link.

6 Go to Resources -> JMS-> Topics.

6a In the scopes drop down, select the correct scope.

6b

6¢C

Forexanuﬂe:Node:MyNodeOl, Server=serverl
Press the New button.
6b1 Select the radio button next to Default messaging provider.
6b2 Pressthe OK button.
On the Configuration tab, perform these steps.
6¢c1 Provide aName.
For Example: IDMNotificationDurableTopic
6¢2 Provide the following as the INDI name.
topic/IDMNotificationDurableTopic
6c¢3 Provide a Description.
For Example: Topic to be used with the IDM User Application
6c4 In the Bus Name drop down box, select the Bus that was created above.

For Example: 1DMProvBus
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6c5 In the Topic space drop down box, select the following:
Default.Topic.Space
6¢6 Inthe IMS delivery mode drop down box, select the following:
Persistent
6d Pressthe Apply button.
6e Pressthe Savelink.
6f Logout of the WebSphere console.
7 Restart the WebSphere Application Server with the User Application WAR deployed:

7a Inthe SystemOut.log, the following three lines will appear in sequence if the IM S server
isnot set up correctly:

INFO [JMSConnectionMediator] Starting JMS notification system

WARN [NotificationEngine] Could not properly initialize JMS
persistence for the notification system. Will revert back to non-
persistent asynchronous notification system.

INFO [NotificationThread] Starting asynchronous notification system

7b Inthe server log, the following two lines will appear with some information about the
connection if the IMS Server is set up correctly:
INFO [JMSConnectionMediator] Starting JMS notification system

$connection information$%
INFO |[NotificationThread] Starting asynchronous notification system

[8/8/09 16:14:28:978 EDT] 0000000a SibMessage I [:] CWSID0021I:
Configuration reload is enabled for bus IDMProvBus.
[8/8/09 16:14:29:118 EDT] 0000000a SibMessage I [:] CWSIS15691:

Messaging engine
N35020Node0l.serverl-IDMProvBus is using a file store.

[8/8/09 16:16:13:285 EDT] 00000017 SystemOut O 16:16:13,255 INFO
[JMSConnectionMediator] Starting JMS notification system

[8/8/09 16:16:13:502 EDT] 00000017 SharedPool I J2CAQ0086W:
Shareable connection MCWrapper id 32e432e4 Managed connection
[com.ibm.ws.sib.api.jmsra.impl.JmsJcaManagedConnection@847917706
<managedConnectionFactory=[com.ibm.ws.sib.api.jmsra.impl.JmsJcaManage
dTopicConnectionFactoryImpl@1943565272 <logWriter=nulls>
<busName=IDMProvBus> <clientID=IDMNotificationDurableTopic>
<userName=null> <password=null> <xaRecoveryAlias=>
<nonPersistentMapping=ExpressNonPersistent>
<persistentMapping=ReliablePersistent>
<durableSubscriptionHome=N35020Node0l.serverl-IDMProvBus>
<readAhead=Default> <temporaryQueueNamePrefix=nulls>
<temporaryTopicNamePrefix=> <target=> <targetSignificance=Preferreds
<targetTransportChain=> <targetType=BusMember> <providerEndpoints=>
<connectionProximity=Bus> <shareDataSourceWithCMP=false>
<shareDurableSubscriptions=NeverShared>
<cachedFactory=com.ibm.ws.sib.api.jms.impl.JmsFactoryFactoryImpl@2f8a
2f8a>]>
<coreConnection=com.ibm.ws.sib.processor.impl.ConnectionImpl@3ac03ac>
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<localTransaction=[com.ibm.ws.sib.api.jmsra.impl.ImsJcaManagedConnect
ionS$JdmsJcalocalTransaction@887895276 <localSITransaction=nulls>]>
<xaResource=null> <metaData=null>
<userDetails=[com.ibm.ws.sib.api.jmsra.impl.JmsJcaUserDetails@1130382
176 <userName=null> <password=nulls>]> <subject=null> <logWriter=nulls>
<sessions=[[com.ibm.ws.sib.api.jmsra.impl.JImsJcaSessionImpl@160893335
0 <managedConnection=847917706> <connection=2119728728>
<transacted=false> <applicationLocalTransaction=nulls>
<regInfo=[com.ibm.ws.sib.api.jmsra.impl.JImsJcaConnectionRequestInfo@s
71511026> <userDetails=nulls>
<coreConnection=com.ibm.ws.sib.processor.impl.ConnectionImpl@72bc72bc
> <request counter=0>]> <sessionClosed=false>
<sessionInvalidated=false>]]>
<connectionlListeners=[com.ibm.ejs.j2c.ConnectionEventListener@3370337
0]>] State:STATE TRAN WRAPPER INUSE

from resource ConnectionFactory was used within a local transaction
containment boundary.

[8/8/09 16:16:13:527 EDT] 000000le SystemOut 0 16:16:13,526 INFO
[NotificationThread] Starting asynchronous notification system

2.14.2 Setting up JMS on WebSphere 7.0

To configure IMS on WebSphere 7.0:
1 Login to the WebSphere Console as the Administrative User:

http://server:port/ibm/console
2 Goto Service integration->Buses:
2a Pressthe New button.
2b Create anew bus.
2b1 Provide a name for the bus.
For example: 1DMProvBus
2b2 Uncheck the check box for Bus Security.
2b3 Press the Next button.
2c Confirm the creation of the new bus.
Press the Finish button. Then, press the Save link.
3 Goto Service integration->Buses:
3a Select the busthat was created above.
For example: 1DMProvBus
3b Onthe Configuration Tab -> General Properties area, perform these steps:
3b1 Provide a Description.
For example: Bus to be used with the IDM User Application
3b2 Pressthe Apply button.
3b3 Press Save.
4 Go to Serviceintegration -> Buses.
4a Select the bus that was created above.
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For example: 1DMProvBus

4b On the Configuration Tab -> Topology -> Bus Members.
Press the Add button and perform these steps:
4b1 Select server, cluster, or WebSphere MQ server.

Select the correct Server that the User Application war is deployed on and press the
Next button.

4b2 Select the type of message store.

Select the radio button next to File Sore and press the Next button.
4b3 Configure the file store.

Leave al of the default values on this page and press the Next button.
4b4 Tune the performance parameters, if necessary.

Leave al of the default values, unless your situation requires them to be changed.
Press the Next button.

4b5 Press the Finish button.
4c Pressthe Savelink.
5 Go to Resources -> JMS-> Topic connection factories.
5a Inthe scopes drop down, select the correct scope.
Forexanuﬂe:Node:MyNodeOl, Server=serverl
5b Press the New button.
5b1 Select the radio button next to Default messaging provider.
5b2 Pressthe OK button.
5¢ On the Configuration tab.
5c1 Provide aname.
For example: ConnectionFactory
5¢2 Provide the following as the INDI name.
ConnectionFactory
5¢3 Provide a Description.

For Example: Topic Connection Factory to be used with the IDM User
Application

5c4 In the Bus Name drop down box, select the Bus that was created above.
For Example: 1DMProvBus

5¢5 Provide the following in the Client identifier field under the Durable Subscription
area
IDMNotificationDurableTopic

5¢6 In the Persistent message reliability drop down box under Quality of Service, select
the following:

Reliability persistent

5¢7 Inthe Share durable subscriptions drop down box under Advanced Messaging, select
the following:

Never shares
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5d
5e

Press the Apply button.
Press the Save link.

6 Go to Resources -> JMS-> Topics.

6a In the scopes drop down, select the correct scope.

6b

6¢C

6d

ForexanﬂﬂeiNode:MyNodeOl, Server=serverl

Press the New button.

6b1 Select the radio button next to Default messaging provider.

6b2 Pressthe OK button.

On the Configuration tab, perform these steps.

6¢c1 Provide aName.
For Example: I1DMNotificationDurableTopic

6c2 Provide the following as the INDI name.
topic/IDMNotificationDurableTopic

6¢3 Provide a Description.
For Example: Topic to be used with the IDM User Application

6c4 In the Bus Name drop down box, select the Bus that was created above.
For Example: 1DMProvBus

6c5 In the Topic space drop down box, select the following:
Default.Topic.Space

6¢6 Inthe IMS delivery mode drop down box, select the following:
Persistent

Press the Apply button.

6e Pressthe Savelink.

6f

Logout of the WebSphere console.

7 Restart the WebSphere Application Server with the User Application WAR deployed:
7a Inthe SystemOut.log, the following three lines will appear in sequence if the IM S server

7b

is not set up correctly:

INFO [JMSConnectionMediator] Starting JMS notification system

WARN [NotificationEngine] Could not properly initialize JMS
persistence for the notification system. Will revert back to non-
persistent asynchronous notification system.

INFO [NotificationThread] Starting asynchronous notification system

In the server log, the following two lines will appear with some information about the
connection if the IMS Server is set up correctly:
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INFO [JMSConnectionMediator] Starting JMS notification system
$connection information$%
INFO |[NotificationThread] Starting asynchronous notification system

[9/7/09 14:39:52:167 EDT] 00000000 SibMessage I [:] CWSID0021I:
Configuration reload is enabled for bus IDMProvBus.

[9/7/09 14:39:52:372 EDT] 00000000 SibMessage I [:] CWSIS15691:
Messaging engine N35020Node02.serverl-IDMProvBus is using a file
store.

[9/7/09 14:41:32:613 EDT] 0000000c SystemOut O 14:41:32,608 INFO

[JMSConnectionMediator] Starting JMS notification system

[9/7/09 14:41:32:841 EDT] 0000000c SharedPool I J2CAQ0086W:
Shareable connection MCWrapper id 5c¢l175cl7 Managed connection
[com.ibm.ws.sib.api.jmsra.impl.JmsJcaManagedConnection@490£490£f
<managedConnectionFactory=[com.ibm.ws.sib.api.jmsra.impl.JmsJcaManage
dTopicConnectionFactoryImpl@lf9clf9c <logWriter=nulls>
<busName=IDMProvBus> <clientID=IDMNotificationDurableTopic>
<userName=null> <password=null> <xaRecoveryAlias=>
<nonPersistentMapping=ExpressNonPersistent>
<persistentMapping=ReliablePersistent>
<durableSubscriptionHome=N35020Node02.serverl-IDMProvBus>
<readAhead=Default> <temporaryQueueNamePrefix=nulls>
<temporaryTopicNamePrefix=null> <target=nulls>
<targetSignificance=Preferred> <targetTransportChain=nulls>
<targetType=BusMember> <providerEndpoints=nulls>
<connectionProximity=Bus> <shareDataSourceWithCMP=false>
<shareDurableSubscriptions=NeverShared>
<cachedFactory=com.ibm.ws.sib.api.jms.impl.JmsFactoryFactoryImpl@4fb2
4fb2> <producerDoesNotModifyPayloadAfterSet=false>
<consumerDoesNotModifyPayloadAfterGet=£false>] >
<coreConnection=com.ibm.ws.sib.processor.impl.ConnectionImpl@b0b0bl0b>
<localTransaction=[com.ibm.ws.sib.api.jmsra.impl.ImsJcaManagedConnect
ionSJdmsJcalocalTransaction@78ce78ce <localSITransaction=null>]>
<xaResource=null> <metaData=null>
<userDetails=[com.ibm.ws.sib.api.jmsra.impl.JmsJcaUserDetails@5b4d5b4
d <userName=null> <password=null>]> <subject=null> <logWriter=nulls>
<sessions=[[com.ibm.ws.sib.api.jmsra.impl.dmsJcaSessionImpl@21ff21ff
<managedConnection=1225738511> <connection=828453217>
<transacted=false> <applicationLocalTransaction=nulls>
<regInfo=[com.ibm.ws.sib.api.jmsra.impl.JImsJcaConnectionRequestInfo@2
19a219a> <userDetails=nulls>
<coreConnection=com.ibm.ws.sib.processor.impl.ConnectionImpl@b0b0bl0b>
<request counter=0>]> <sessionClosed=false>
<sessionInvalidated=false>]]>
<connectionListeners=[com.ibm.ejs.j2c.ConnectionEventListener@1572625
852] >] State:STATE TRAN WRAPPER INUSE

from resource ConnectionFactory was used within a local transaction
containment boundary.

[9/7/09 14:41:32:938 EDT] 000000la SystemOut O 14:41:32,938 INFO
[NotificationThread] Starting asynchronous notification system
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2.14.3 Setting up JMS on WebLogic 10.3

To configure IMS on WebL ogic 10.3:

1 Login to the WebL ogic Console as the Administrative User:
http://server:port/console
2 Go to Domain Configuration->Services->Persistent Sores:
2a Select New->Create File Sore screen.
2b On the Create a new File Sore screen.
2b1 Provide aName.
For example: FileStore-0
2b2 Select the correct Target Server.

This needs to be the same Target Server that the User Application WAR is deployed
on. For Example: AdminServer

2b3 Provide a Directory Location for where the IMS Server will be able to store. The
location must already exist on the server. For example: /opt /bea/JMs

2b4 Pressthe OK button.
3 Go to Domain Configuration->Services->Messaging->JMS Servers.
3a Select the New button.
3b Onthe Create a New JMS Server screen #1, perform these steps:
3b1 Provide a Name.
For example: gMsserver-0
3b2 Inthe Persistent Sore dropdown, select the persistent store that was created above.
For example: Fileserver-0
3b3 Pressthe Next button.
3c Onthe Create a New JMS Server screen #2, perform these steps:
3c1 Inthe Target dropdown, select the correct Target Server.

This needs to be the same Target Server that the User Application WAR is deployed
on. For example: AdminServer

3c2 Pressthe Finish button.
4 Go to Domain Configuration -> Services -> Messaging -> JMS Modules.
4a Select the New button.
4b Provide aName.
For example: systemModule-0
4c Pressthe Next button.
4d On the Create IMS System Modul e screen #2:
4d1 Select the checkbox next to the correct Target Server.

This needs to be the same Target Server that the User Application WAR is deployed
on. For example: AdminServer

4d?2 Press the Next button.
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4e On the Create JMS System Module screen #3:

4el Select the checkbox next to Would you like to add resources to this IMS System
Module.

4e?2 Pressthe Finish button.

4f On the Settings for %oname%o (for example: SystemMaodule-0), select the Configuration
tab.

4f1 Under Summary of Resources area, press the New button.

4f1a0n the Create a New JMS System Module Resource screen #1, select theradio
button next to Connection Factory, and press the Next button.

4f1bOn the Create a New JMS System Modul e Resource screen #2, follow these
steps:

Provide a Name. For example: connectionFactory-0
Provide the following as the INDI Name: connectionFactory
Press the Next button.
4f1cOn the Create a New JMS Modul e Resource screen #3, perform these steps:

Select the Target Server that the User Application WAR is deployed on. For
example: AdminServer

Press the Finish button.
4f2 Under Summary of Resources area, press the New button.

4f2a0n the Create a New JMS System Module Resource screen #1, select the radio
button next to Topic, and press the Next button.

4f2bOn the Create a New JMS System Modul e Resource screen #2, follow these
steps:

Provide a Name. For example: Topic-0

Provide the following as the INDI Name: topic/
IDMNotificationDurableTopic

Press the Next button.
4f2cOn the Create a New JMS Modul e Resource screen #3, perform these steps:

Pressthe Create a New Subdepl oyment button. Provide a Subdeployment Name.
The Subdeployment name needs to be the same as the Name provided for
the Topic. For example: Topic-0.

Press the OK button.
4f3 Under Targets, select the correct IMS Server.

This has to be the same JM S server that was defined above. For example:
JMSServer-0

4f4 Press the Finish button.
4g Logout of the WebL ogic console.
5 Restart the WebL ogic Server with the User Application WAR deployed:

5a Inthe server log, the following three lines will appear in sequenceif the IMS server is not
set up correctly:
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5b

INFO [com.novell.soa.notification.impl.jms.JMSConnectionMediator]
Starting JMS notification system

WARN [com.novell.soa.notification.impl.NotificationEngine] Could not
properly initialize JMS persistence for the notification system. Will
revert back to non-persistent asynchronous notification system.

INFO [com.novell.soa.notification.impl.NotificationThread] Starting
asynchronous notification system

In the server log, the following two lines will appear in sequence if the IMS Server is set
up correctly:

INFO [JMSConnectionMediator] Starting JMS notification system
INFO [NotificationThread] Starting asynchronous notification system
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Setting Up Logging

This section includes the following:

+ Section 3.1, “About Event Logging,” on page 109

+ Section 3.2, “Logging to aNovell Identity Audit or Sentinel Server,” on page 110
+ Section 3.3, “Logging to OpenXDAS,” on page 116

+ Section 3.4, “Log Events,” on page 117

3.1 About Event Logging

+ Section 3.1.1, “About the Log Level Settings,” on page 109

+ Section 3.1.2, “Changing the User Application Log Level Settings,” on page 110
The Identity Manager User Application implementslogging by using log4j, an open-source logging
package distributed by The Apache Software Foundation. See Logging Services (http://
logging.apache.org/log4j) for details. By default, event messages are logged to the system console
and to the application server’slog file at logging level INFO and above. You can aso configure the

User Application to log to Novell Identity Audit and OpenXDAS. Events are logged to all activated
loggers.

The default behavior of the JBoss server isto limit the console log4j appender to display log
messages with averbosity of INFO or less. In order to see log messages for more verbose levels (for
example, DEBUG), you need to examine the server log file.

The log4j configuration settings arein

¢ jboss-log4j.xml intheinstall directory on a JBoss application server
+ log4j.xml inthe User Application WAR on a non-JBoss application server

3.1.1 About the Log Level Settings

Console logging involves synchronized writes. This means that logging can become a processor
usage issue as well as a concurrency impedance. You can change the priority value default setting to
ERROR, on a JBoss server, by modifying the setting in the <installdirs>/jboss/server/IDM/
conf/jboss-log4j .xml. Locate the root node that looks like this:

<root>
<priority value="INFO"/>

<appender-ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</root>

Change the priority value to:

<root>
<priority value="ERROR"/>
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<appender-ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</root>

Assigning avalue to the root ensures that any appenders that do not explicitly have alevel assigned
inherit the root's level.

3.1.2 Changing the User Application Log Level Settings

The User Application enables you to change the log level settings of individual loggers.

1 Loginto the User Application asthe User Application Administrator.

2 Select the Administration tab.

3 Select the Logging link.

4 Changethe Log Level of any logger.

5 To save the changes for application server restarts, select Persist the logging changes.
6 Click Submit.

The User Application logging configuration is saved in the file idmuserapp logging.xml. On
JBoss, the pathis <installdir>/jboss/server/IDM/conf/idmuserapp logging.xml.

3.2 Logging to a Novell Identity Audit or Sentinel
Server

To log to aNovell Identity Audit or Sentinel server:
1 Add the Identity Manager application schemato the Novell Identity Audit server asalog
application

This step applies to Novell Identity Audit only. For more information, see Section 3.2.1,
“Adding the Identity Manager Application Schemato your Novell Identity Audit Server asa
Log Application,” on page 111

2 Configurethe Novell Identity Audit platform agent on your application server

The Platform Agent is required on any client that reports events to Novell Identity Audit or
Sentinel. You configure the platform agent through the 1ogevent configuration file. Thisfile
provides the configuration information that the platform agent needs to communicate with the
Novell Identity Audit server. The default location for thisfile, on the application server, is:

¢ Linux: /etc/logevent .conf
+ Windows: /<WindowsDir>/logevent.cfg (Usualy c:\windows)
Specify the following four properties:

Loghost: The |P address or DNS name of your Novell Identity Audit or Sentinel server. For
example:

LogHOSt=XXX.XXX.XXX.XXX

L ogJavaClassPath: Thelocation of the Icache jar file NauditPa. jar. For example:
LogJavaClassPath=/opt/novell/idm/NAuditPA.jar

L ogCacheDir: Specifies where |cache stores cache files. For example:
LogCacheDir=/opt/novell/idm/naudit/cache
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L ogCachePort: Specifies on which port Icache listens for connections. The default is 288, but
in aLinux server, set the port number greater than 1000. For example:

LogCachePort=1233

BigData Specifies the maximum number of bytes that the client will allow. Larger amounts of
logging datawill be truncated. The default value is 3072 bytes, but you should change thisto at
least 8192 bytes to handle atypical form that has approximately 15 fields on a half page.

LogMaxBigData=8192
Specify any other settings needed for your environment.

NOTE: You must restart the Platform Agent any time you change the configuration.

Enable Novell Identity Audit or Sentinel logging.

This step applies to both Novell Identity Audit and Sentinel. For more information, see
Section 3.2.2, “Enabling Audit or Sentinel Logging,” on page 112.

3.2.1 Adding the Identity Manager Application Schema to your
Novell Identity Audit Server as a Log Application

If you are using Novell Identity Audit (not Sentinel), you need to add the schemato your Novell
Identity Audit Server as alog application. This section applies to Novell Identity Audit only.

To configure Audit to use the Identity Manager User Application as alog application:

1

Locate the following file:
dirxml.lsc

Thisfileislocated in the Identity Manager User Application installation directory after the
install, for example /opt /novell/idm.

Use aWeb browser to access an iManager with the Novell Identity Audit plug-in installed, and
log in as an administrator.

Go to Roles and Tasks > Auditing and Logging and select Logging Server Options.

Browse to the Logging Services container in your tree and select the appropriate Audit Secure
Logging Server. Then click OK.

Go to the Log Applications tab, select the appropriate Container Name, and click the New Log
Application link.

When the New Log Application dialog box displays, specify the following:

For this setting Do this
Log Application Name Type any name that is meaningful for your environment
Import LSC File Use the Browse button to select the dirxml. 1sc file

Click OK. The Log Applications displays the added application name.

7 Click OK to complete your Novell Identity Audit server configuration.
8 Make surethe status on the Log Application is set to ON. (The circle under the status should be

green. If itisred, click it to switch it to ON.)
Restart the Novell Identity Audit server to activate the new log application settings.
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3.2.2 Enabling Audit or Sentinel Logging

To enable Novell Identity Audit or Sentinel logging in your Identity Manager User Application:
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6

Loginto the User Application as the User Application Administrator.

Select the Administration tab.

Select the Logging link.

Select the Also send logging messages to audit service check box (near the bottom of the page).

To save the changes for any subsequent application server restarts, make sure Persist the
logging changes is selected.

Click Submit.

NOTE: To enable logging for Role events, the Role Service driver Generate audit events property
must be selected. For more information on this property, see Section 2.9.1, “Role Service Driver
Configuration,” on page 86.

3.2.3 Log Reports

If you log events to the Novell Identity Audit database channel, you can run reports on the data.
There are several ways to generate reports against data logged to a Novell Identity Audit database:

*

*

*

Use the Novell Identity Audit Report application to run your own reports or to run the
predefined reports described in “ Predefined Log Reports for Novell Identity Audit” on
page 112.

Write queries against the logged data by using iManager to select Auditing and Logging >
Queries (Novell Identity Audit only).

Write your own SQL queries against the logged data.
Produce Identity Manager reportsin Sentinel.

The default Novell Identity Audit tableis called NAUDITLOG.

Predefined Log Reports for Novell Identity Audit

The following predefined log reports are created in Crystal Reports (. rpt) format for filtering data
logged to the Novell Identity Audit database:

Report Name Description

Administrative Action Shows all administrative actions initiated from the Identity

Manager User Application portal. This report includes the
administrator who initiated the action.

It excludes any administrative changes made using iManager
or the Designer for Identity Manager.

Historical Approval Flow Shows all approval flow activities for a specified time frame.
Resource Provisioning Shows all provisioning activities, sorted by resource.
User Audit Trail Shows all activity relating to a user. Activities include both

provisioning and self-service activities.
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Report Name Description

Specific User Provisioning Shows all provisioning activities for a specific user.

User Provisioning Shows all provisioning activities, sorted by user.

The following graphic shows an example of the Specific User Audit Trail report:
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Figure 3-1 Sample Audit Trail Report

Specific User Audit Trail
Report Period: - 10/13/2005 8:51:32AM
User ID: ablake

Approval Flow

Report Last Modified: 1071372005
Report Genergted on; 1071372005
Total pages: &

Workflow Event: fecedbe80a3d4abd83c9476a1b576ea2

Workflow Event: fc6d74b1268243b3beac52261439deal

Workflow Event: efaa8304e07641edb9e6375a1a36e396

Date / Time Action Initiator 1D

1272008 3:20:42P W workflow Started cn=ablake ,ou=users,ou =idm sam ple-Jleff,o=novell
Q1272008 320043 M o rkflow Forwarded Workflow Administrator

9F1272008 3:Z25:43PM Workflow Reassigned Unclaimed

Q12720065 3i30:44P M o rkflow Forwarded Workflow ddministrator

FA1Z2006  F:30:44P M o rkflow Ended Workflow Administrator

91272008 3:30:44P M o rkflow Denied System

Date / Time Action Initiator ID
QF2E/2005  11Z2D19PM Woaorkflow Started cn=ablake ,ou=users,ou=idm sam ple-Jeff,o=novell
FIZGZ006  11Z:Z2PM Workflow Forwarded Workflow Administrator
QFZB/2008  201Z2:23PM o rkflow Forwarded Workflow Administrator
FIZGI006  Z1Z:Z5PM Wworkflow Forwarded Workflow Administrator
QFZBS2008 21223 M o rkflow Forwarded Workflow Administrator
FIZGZ006  Zi1Z:Z5PM Wworkflow Forwarded Workflow Administrator
QFZBS2008  Z:1Z:23PM Workflow Approved System

9F28/2006 Z2:12:23PM Workflow Approved System

Q2872008 2:12:23PM o rkflow Completed Warkflow ddministratar
FIZGI006  Z1Z:ETPM Wworkflow Forwarded Workflow Administrator
9F28/2008 2:12:27PM o rkflow Ended Workflow Administrator
FIZGI006  Z1Z:ZTPM Fraowizion submitted Workflow Administrator
Q252008 ZiAZiZTPM Provision Granted Workflow ddministrator

Date / Time Action Initiator ID
10712720068 11:68:134M Workflow Started cn=ablake,ou=users,ou =idm sam ple-gatest,o=novell
107122006 11:68:134M Workflow Forwarded Workflow Administrator
Workflow Event: ea341eb11a824e669e356837745fe264
Date / Time Action Initiator 1D
QIZTIZ0058  4:24:44P W workflow Started cn=mmackenzie ,ou =users,ou=idm sample-Je ff,o0=novell
QF27/2008  4:24:44P W o rkflow Forwarded Workflow Administrator
Page? of &8 Specific User Audit Trail

Thereport files are in the following locations:

Platform Location

Windows /nt/dirxml/reports
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You can use these reports as templates for creating custom reportsin the Crystal Reports Designer or
you can run the reports using Audit Report (1report . exe), a Windows program supplied with
Novell Identity Audit. The predefined reports query data from the default Novell Identity Audit log
database named naudit and adatabase table named nauditlog. If your Novell Identity Audit log
database has a different name, use the Set Datasource Location menu item in Crystal Reports

Designer to replace the naudit database name with the one in your environment.

Sentinel Reports

If you have configured the platform agent to send eventsto Sentinel, you can produce the following
reports about Identity Manager eventsin Sentinel:

*

*

Account_Access Assignments [Oracle/SQL].rpt
Collector_Pack Audit_Trail_[Oracle/SQL].rpt
Object_Provisioning_[Oracle/SQL].rpt
Periodic_Password_Change Violations [Oracle/SQL].rpt
Self _Password_Changes [Oracle/SQL].rpt
User_Account_Provisioning_[Oracle/SQL].rpt
Account_Trust_Assignments [Oracle/SQL].rpt
Collector_Pack Status Dashboard [Oracle/SQL].rpt
Password_Management_[Oracle/SQL].rpt
Periodic_Password_Change Violations Test [Oracle/SQL].rpt
Top_10 Dashboard_[Oracle/SQL].rpt

User Status Management [Oracle/SQL].rpt
Administrative_Activity [Oracle/SQL].rpt
Configuration_Changes [Oracle/SQL].rpt
Password_Resets [Oracle/SQL].rpt
Resource_Request_Errors [Oracle/SQL].rpt
Top_10_Object_Access Dashboard [Oracle/SQL].rpt
Workflow_Proxy Delegation_Management_[Oracle/SQL].rpt
Authentication by Server [Oracle/SQL].rpt
Event_Count_Trend [Oracle/SQL].rpt
Per_Object_Modification [Oracle/SQL].rpt
Resource_Requests Rejected [Oracle/SQL].rpt
Trust_Access_Assignments [Oracle/SQL].rpt
Authentication by User [Oracle/SQL].rpt
Inactive_Users [Oracle/SQL].rpt

Per_Trust Modification [Oracle/SQL].rpt
Resource_Requests by Process [Oracle/SQL].rpt
Trust_Management_[Oracle/SQL].rpt
Collector_Management_[Oracle/SQL].rpt

Inactive_Users Test_[Oracle/SQL].rpt
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+ Per_User_Madification [Oracle/SQL].rpt
+ Resource Requests by User [Oracle/SQL].rpt
+ Trust_Provisioning_[Oracle/SQL].rpt

You can access the full set of reports by downloading the Novell Identity Manager collector pack
(http://support.novell.com/products/sentinel/zip/collectors/Novell_ldentity-Manager_6.1r5.spz.zip).

3.3 Logging to OpenXDAS

To use OpenXDAS for logging events, you must install, configure, then enable OpenXDAS in the
User Application. To learn about:

+ Installing Open XDAS, see the OpenXDAS instructions at OpenXDAS.org (http:/
downloads.sourceforge.net/openxdas)

+ Configuring OpenXDAS logging, see the “OpenXDAS Logger Configuration” in the
OpenXDAS User’'s Manual.

The OpenXDAS daemon or service (xdasd) must be running when you start the User
Application (if you have enabled OpenXDAS logging). For this reason, you should configure
the OpenXDAS daemon to start automatically.

+ On Linux, usethe /etc/init.d/xdasd start command to start the daemon. To start it
automatically, change the runlevel using the “ System Services’ editor (SUSE) or directly
edit the /etc/init.d/rc* directories.

+ On Windows, install as aservice, or use the command-line options on xdasd.exe to create
the service. See “Command Line Configuration” in the OpenXDAS User’s Manual.

If your OpenXDAS daemon/service is not running and you are configured for OpenXDAS
logging you'll get aerror stack trace and the User Application might not start successfully. The
error message looks like this:

"ERROR [com.sssw.fw.servlet.Boot:contextInitialized] Unable to configure
logging. com.novell.soa.common.LocalizedRuntimeException: Error
Initializing OpenXDAS Audit."

3.3.1 Using OpenXDAS with Sentinel

To use OpenXDAS with Sentinel, you must configure the netstream logger. The netstream logger is
undocumented, but it is required to send XDAS audit messages to a Sentinel server. The netstream
logger does not perform any encryption, so the stream needs to be secured in another way (for
example, SSH tunnel).

You must specify netstream entriesin the xdasd. conf filefor the loggers, server and port. For
example on Linux:

xdasd.loggers=/user/lib(64) /openxdas/libxdm netstream.so

xdasd.loggers.netstream.server = 151.155.226.50
xdasd.loggers.netstream.port = 1468

On Windows, the server and port entries are the same, but the location of the xdasd. 1oggers entry
is different. For example, on Windows:

xdasd.loggers=c:\Program Files\OpenXDAS\Loggers\xdm netstream.dll
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xdasd.loggers.netstream.server = 151.155.226.50
xdasd.loggers.netstream.port = 1468

NOTE: On Windows, you must move the xdasd.conf fileto the c:\windows folder. If you do not, the
xdasd.exe is unable to locate it.

3.3.2 Enabling OpenXDAS Logging in the User Application

You can enable OpenXDAS logging in your ldentity Manager User Application in two ways:

+ Select OpenXDAS as alogging option during the installation procedure.
+ Enable OpenXDAS logging using the User Application Administration (described next).

Loginto the User Application asthe User Application Administrator.

Select the Administration tab.

Select the Logging link.

Select the Also send logging messages to OpenXDAS check box (near the bottom of the page).
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To save the changes for any subsequent application server restarts, make sure Persist the
logging changes is selected.

6 Click Submit.

NOTE: To enable logging for Role events, the Role Service driver Generate audit events
property must be selected. For more information on this property, see Section 2.9.1, “Role
Service Driver Configuration,” on page 86.

3.3.3 Troubleshooting

If you enable OpenXDA S logging, but the OpenXDAS daemon is not running, the User Application
failsto start. View the xdasd.log to verify that XDAS started successfully or to determine the reason
for an unsuccessful start.

If you stop OpenXDAS and restart it, you must also stop and restart the User Application. If you do
not restart the User Application, the connection between OpenXDAS and the User Application is
lost so no User Application events are logged.

Table 3-1 Commands for Sarting/Stopping the XDASD daemon/service

Action Command
To start XDAS xdasd -s
To stop XDAS xdasd - x

3.4 Log Events

The Identity Manager User Application logs a set of events automatically from workflow, search,
detail, and password regquests. By default, the Identity Manager User Application automatically logs
the following eventsto all active logging channels:
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Table 3-2 Logged Events

Event ID Process Novell Identity Audit Event Severity
31400 Detail portlet Delete_Entity Info
31401 Update_Entity Info
31410 Change Change_Password_Failure Error
Password
31411 portlet Change_Password_Success Info
31420 Forgot Forgot_Password_Change_Fail Error
Password ure
31421 portiet Forgot_Password_Change_Suc Info
cess

31430 Search portlet Search_Request Info
31431 Search_Saved Info
31440 Create portlet  Create_Entity Info
31520 Workflow Workflow_Error Error
31521 Workflow_Started Info
31522 Workflow_Forwarded Info
31523 Workflow_Reassigned Info
31524 Workflow_Approved Info
31525 Workflow_Refused Info
31526 Workflow_Ended Info
31527 Workflow_Claimed Info
31528 Workflow_Unclaimed Info
31529 Workflow_Denied Info
31534 Workflow_Escalated Info
31535 Workflow_Reminder_Sent Info
31537 Workflow_ResetPriority Info
3152A Workflow_Completed Info
3152B Workflow_Timedout Info
3152C User_Message Info
31533 Workflow_Retracted Info
31538 Role_Approved Info
31539 Role_Denied Info
3153A SOD_Exception_Approved Info
3153B SOD_Exception_Denied Info
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Event ID Process Novell Identity Audit Event XDAS Event Severity

3153C Start_Correlated_Workflow XDAS_AE_CREATE_D info
ATA_ITEM

3153D Role_Request_Submitted XDAS_AE_CREATE_R Info
OLE

3152D Provisioning Provision_Error Error

3152E Provision_Submitted Info

3152F Provision_Success Info

31530 Provision_Failure Error

31531 Provision_Granted Info

31532 Provision_Revoked Info

31550 Login_Success XDAS AE_CREATE_S Info
ESSION

31551 Login_Failure XDAS AE_CREATE_S Info

ESSION
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Event ID Process Novell Identity Audit Event XDAS Event Severity
31450 Security Create_Proxy_Definition_Succe Info
Context Ss
31451 Create_Proxy_Definition_Failur Error
e
31452 Update_Proxy_Definition_Succe Info
ss
31453 Update_Proxy_Definition_Failur Error
e
31454 Delete_Proxy_Definition_Succe Info
ss
31455 Delete_Proxy_Definition_Failure Error
31456 Create_Delegatee_Definition_S Info
uccess
31457 Create_Delegatee_Definition_F Error
ailure
31458 Update_Delegatee_Definition_S Info
uccess
31459 Update_Delegatee_Definition_F Error
ailure
3145A Delete_Delegatee_Definition_S Info
uccess
3145B Delete_Delegatee_Definition_F Error
ailure
3145C Create_Availability_Success Info
3145D Create_Availability_Failure Error
3145E Delete_Auvailability_Success Info
3145F Delete_Auvailability_Failure Error
31600 Role Role_Provisioning XDAS_AE_APPROVAL Info
Provisioning _REQUESTED
31601 Role_Provisioning_Failure XDAS_AE_APPROVAL Error
_REQUESTED
31610 Role Role_Request Info
Assignment
Request
31611 Role_Request_Failure Error
31612 Role_Request_Workflow Info
31613 SOD_Exception_Auto_Approval XDAS_AE_CREATE_D Info
ATA_ITEM_ASSOC
31614 Retract_Role_Request XDAS_AE_TERMINATE Info

_PEER_ASSOC
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Event ID Process Novell Identity Audit Event XDAS Event Severity

31615 Retract_Role_Request_Failure XDAS_AE_TERMINATE Error
_PEER_ASSOC

31620 User Entitlement_Grant XDAS_AE_CREATE_D Info

Entitlement ATA_ITEM_ASSOC

31621 Entitlement_Grant_Failure XDAS _AE_CREATE_D Error
ATA_ITEM_ASSOC

31622 Entitlement_Revoke XDAS AE_TERMINATE Info
_DATA_ITEM_ASSOC

31623 Entitlement_Revoke_Failure XDAS AE_TERMINATE Error
_DATA_ITEM_ASSOC

31624 Entitlement_Invalid_Reference Error

31630 Role Create_Role Info

Management

31631 Create_Role_Failure Error

31632 Delete_Role Info

31633 Delete_Role_Failure Error

31634 Modify_Role Info

31635 Modify_Role_Failure Error

31640 Create_SOD Info

31641 Create_SOD_Failure Error

31642 Delete_SOD Info

31643 Delete_SOD_Failure Error

31644 Modify_SOD Info

31645 Modify_SOD_Failure Error

31646 Modify_Config XDAS_AE_MODIFY_D Info
ATA_ITEM_ATT

31647 Modify_Config_Failure XDAS_AE_MODIFY_D Error

ATA_ITEM_ATT

Events Not Sent Through OpenXDAS The User Application supports sending events to both
Sentinel Audit through NAudit Platform Agent and to Sentinel Syslog through OpenXDAS.
However, the following events, which are generated from the IDM Engine, are only sent to Sentinel
Audit through NAudit Platform Agent, and not through OpenXDAS:

00031665, Resource Provisioning
00031666,Resource Provisioning Failure

00031600,Role Provisioning
00031601,Role Provisioning Failure

00031677,Create Resource Association Failure
00031678,Delete Resource Association
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00031679,Delete Resource Association Failure
0003167A,Modify Resource Association
0003167B,Modify Resource Association Failure

#"GROUP“Engine events logged from vrdim*00030001-00030032
00030001, Status Success

00030002, Status Retry

00030003, Status Warning

00030004, Status Error,Channel

00030005, Status Fatal

00030006,Status Other

00030007, Search

00030008,Add Entry

00030009,Delete Entry,Channel

0003000A,Modify Entry

0003000B, Rename Entry

0003000C,Move Entry

0003000D,Add Association

0003000E,Remove Association

0003000F, Query Schema

00030010, Check Password

00030011, Check Object Password

00030012, Change Password

00030013, Sync, Channel

00030014, Input XML Document

00030015, Input Transformation Document
00030016,0utput Transformation Document
00030017,Event Transformation Document
00030018, Placement Rule Transformation Document
00030019, Create Rule Transformation Document
00030012, Input Mapping Rule Transformation Document
0003001B,Output Mapping Rule Transformation Document
0003001C,Matching Rule Transformation Document
0003001D, Command Transformation Document
0003001E, Publisher Filter Transformation Document
0003001F,User Agent Request

00030020,Resync Driver

00030021,Migrate

00030022,Driver Start

00030023 ,Driver Stop

00030024, Password Sync

00030025, Password Reset

00030026,DirXML Error

00030027,DirXML Warning

00030028, Custom Operation

00030029, Clear Attribute

0003002A,Add Value - Modify Entry

0003002B, Remove Value

0003002C,Merge Entries

0003002D,Get Named Password

0003002E,Reset Attributes

0003002F,Add Value - Add Entry

00030030,Set SSO Credential

00030031,Clear SSO Credential

00030032, Set SSO Passphase

#”GROUP“Job events logged from vrdim®™000303E4-000303E7

000303E4,Job Result Aborted
000303E5,Job Result Error
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000303E6,Job Result Warning
000303E7,Job Result Success

#

#"GROUP"Server events Logged from DXevent®000307D0-000307E2
000307D0, Config:Log Events
000307D1,Config:Driver Cache Limit
000307D2,Config:Driver Set
000307D3,Config:Driver Start Option
000307D4,Driver Resync
000307D5,Migrate Application
000307D6,Shim Password Set
000307D7,Keyed Password Set
000307D8,Remote Loader Password Set
000307D9, Regenerate Key Pair
000307DA,Get Server Certificate
000307DB, Cache Utility

000307DC, Check Object Password
000307DD, Initialize Driver Object
000307DE,Notify Job Update
000307DF, Open Driver Action
000307E0, Queue Driver Event
000307E1,Start Job

000307E2,Abort Job

#"GROUP"Remote Loader”00030BB8-00030BBB
00030BB8,Remote Loader Start

00030BB9,Remote Loader Stop

00030BBA,Remote Loader Connection Established
00030BBB, Remote Loader Connection Dropped
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Administering the User
Application

These sections describe how to configure and manage the Identity Manager User Application by
using the Administration tab of the user interface.
+ Chapter 4, “Using the Administration Tab,” on page 127
+ Chapter 5, “Application Configuration,” on page 131
Chapter 6, “Page Administration,” on page 203
Chapter 7, “Portlet Administration,” on page 237
Chapter 8, “RBPM Provisioning and Security Configuration,” on page 253

*

*

*
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Using the Administration Tab

This section introduces you to the Administration tab of the Identity Manager user interface. You'll
learn how to use the Administration tab to configure and manage the |dentity Manager User
Application. Topics include:

+ Section 4.1, “About the Administration Tab,” on page 127

¢ Section 4.2, “Who Can Use the Administration Tab,” on page 127

+ Section 4.3, “ Accessing the Administration Tab,” on page 128

+ Section 4.4, “* Administration Tab Actions You Can Perform,” on page 129

4.1 About the Administration Tab

The Identity Manager user interfaceis primarily accessed by end users, who work with the tabs and
pages it provides for identity self-service and workflow-based provisioning. However, this browser-
based user interface also provides an Administration and page, which administrators can use to
access a page and configure various characteristics of the underlying Identity Manager User
Application.

For example, choose the Administration to:

+ Change the theme used for the look and feel of the user interface
+ Customize the identity self-service features avail able to end users
+ Specify who is allowed to perform administration actions

+ Manage other details about the User Application and how it runs

4.2 Who Can Use the Administration Tab

The Administration tab is not visible to typical end users of the Identity Manager user interface.
There are three kinds of users who can see and access this tab:

User Application Administrators: A User Application Administrator is authorized to perform all
management functions related to the Identity Manager User Application. Thisincludes accessing the
Administration tab of the Identity Manager user interface to perform any administration actions that
it supports. During installation, a user is specified as User Application Administrator. After
installation, that user can use the Security page on the Administration tab to specify other User
Application administrators, as needed. For details, see Section 5.1.8, “ Assigning the User
Application Administrator,” on page 173.

Domain Administrators and Domain Managers. Domain Administrators and Domain Managers
are authorized to perform provisioning and security tasks for the Identity Manager User Application.
For details, see Chapter 8, “RBPM Provisioning and Security Configuration,” on page 253.
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4.3 Accessing the Administration Tab

When you are a User Application Administrator (or other permitted user), you can access the
Administration tab of the Identity Manager user interface to manage the Identity Manager User
Application. You just need a supported Web browser.

For alist of supported Web browsers, see the Roles Based Provisioning Module I nstallation Guide.

NOTE: To use the Identity Manager user interface, make sure your Web browser has JavaScript*
and cookies enabled.

To access the Administration tab:

1 Inyour Web browser, go to the URL for the Identity Manager user interface (as configured at
your site). For example:

http://myappserver:8080/IDM
The Welcome Guest page of the user interface displays:

) Welcome - Mozilla Firefox

fle Edt Vew Go Bookmarks Took  Help

@ 5-8 60 6N v 0= \

Novelle Identity Manager Fricay, lanusry 12, 2007
Welcome Guest T N
Guest Pages Py

> Welcome Novell Identity Manager

securaly manage the access needs of your ever-changing user community.

Introduction

Novell Identity Manager: Remove barriers to greater business agility and security.

The time has come to apply identity to nat only the people invalved in your organization, but also to any corporate asset the people in your arganization need ta share,
such as rauters, servers, devices, application components and even processes

Movell Identity Manager is a key corponent of Novell's Identity-Driven Computing vision. Identity-Driven Computing is a new vision for IT that places people—and the
services they depend on—at the center of your enterprise. With Identity-Driven Computing from Novell, you can add intelligence to every part of your IT
infrastructure—and make your business mare agile and secure.

Done

2 Click the Login link in the page header.
The user interface prompts you for a username and password:
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Novelles
ldentity Manager

Uzername: Pazzword:

+ Faorgot Passward?

N

3 Specify the username and password of a User Application Administrator (or a user with some
Administration permissions), then click Login.

After you log in, you see the appropriate user-interface content for that user.
By default, you are on the Identity Self-Service tab.
4 Click the Administration tab.

The Administration tab displays a menu of the administration actions you can perform. Each
choice shows a corresponding page of settings and controls.

For more general information about accessing and working in the Identity Manager user
interface, see the Identity Manager User Application: User Guide.

4.4 Administration Tab Actions You Can Perform

After you' re on the Administration tab, you can use any available actions to configure and manage
the Identity Manager User Application. Table 4-1 contains a summary.

Table 4-1 Administration Tab Actions Summary

Action Description
Application Controls User Application configuration of caching, logging, password
Configuration management, and LDAP connection parameters. Provides read-only information

about the driver status and the portal. Provides access to tools that allow you to
export or import portal content (pages and portlets used in the Identity Manager
User Application.

For details, see Chapter 5, “Application Configuration,” on page 131.

Page Admin Controls the pages displayed in the Identity Manager user interface and who has
permission to access them

For details, see Chapter 6, “Page Administration,” on page 203.

Using the Administration Tab
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Action Description

Portlet Admin Controls the portlets available in the Identity Manager user interface and who has
permission to access them

For details, see Chapter 7, “Portlet Administration,” on page 237.

RBPM Provisioning & Controls the provisioning configuration, as well as security permissions and
Security navigation access.

For details, see Chapter 8, “RBPM Provisioning and Security Configuration,” on
page 253.
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Application Configuration

This section describes the tasks that you can perform from the Application Configuration page. It
includes the following sections.

+ Section 5.1, “Portal Configuration Tasks,” on page 131

+ Section 5.2, “Working with the Import and Export Tools,” on page 175

+ Section 5.3, “Password Management Configuration,” on page 180

+ Section 5.4, “Web Services,” on page 200

5.1 Portal Configuration Tasks

This section includes information about:

* Section 5.1.1, “Caching Management,” on page 131

* Section 5.1.2, “Driver Status,” on page 142

+ Section 5.1.3, “Identity Vault Settings,” on page 142

+ Section 5.1.4, “Logging Configuration,” on page 144

+ Section 5.1.5, “Portal Settings,” on page 149

+ Section 5.1.6, “Single Sign On (SSO) Configuration,” on page 149

¢ Section 5.1.7, “Theme Administration,” on page 166

* Section 5.1.8, “Assigning the User Application Administrator,” on page 173

NOTE: The portal functionality within the User Application is being deprecated in Identity
Manager 4.0.1.

5.1.1 Caching Management

You can use the Caching page to manage various caches maintained by the Identity Manager User
Application. The User Application employs these caches to store reusable, temporary data on the
application server so it can optimize performance.

You have the ahility to control these caches when necessary by flushing their contents and changing
their configuration settings.

Flushing caches

The caches are named according to the subsystems that use them in the Identity Manager User
Application. Normally, you don’'t need to flush them yourself, because the User Application does
that automatically based on how frequently their datais used or when the source data changes.
However, if you have a specific need, you can manually flush selected caches or al caches.

1 Go to the Caching page:
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= Caching Mansgement - Mozilla Firefox

He Et Pew o fockmels  Jook  hep

ep - A e e ase———r w—

avells ldentity Manager =]
—— eeticy Satiiarvicn Faniats & Apprak At ration boenit, Hielo
Ipplieatien Caaliguration Page ban. Portiet kamn Praviriening Cecunty
ftal Configuration ® Cae Dt Managoment
< hing
. Fl sh i h
B Parasint
hesing Tush all -
sl & por———
Fuah Eu:ImJ
@
Local
€ lster Eneabibed Take Tabie [m]
G K €173 €172 (]
Clustor Propstiss s UEP et sdden 28 0.0 S memt_p [m]
f L Caler d|
Cimrent Glabal Enabbe Local Local
Lock Acquisttion Timsaut:* 1500 14000 B
Wake Up latervl Seconds:* 3 T o
Evaction Palicy Clas:* ang fhis. cache miction LRLIPalicy e febin. cacha. pdetion LLIP ok (=}
+ B shom 1
Curont Global  [nable Local Local
10000 0 o
Tiee To Live Seconds* [} 0 ]
[ Custontzs Cache Holdars
[ sve
< >
Done

2 Inthe Flush Cache section of the page, use the drop-down list to select a particular cache to
flush (or select Flush all):

{Flush all

T

CompiledLayout

DelProxvRuntimeservice. Delegate

DelProxvRuntimeserdce, Delegation

DelProxvRuntimeservce, Delegator

DelProxvRuntimeserndce, Proxy

DirectoryhbstractlayverDefinitions

[irectoryService.ContainerCacheHolder

DirectoryService. GroupCacheHolder

Oirectorybervice. MemberhipCacheHolder —
[irectoryService, RolesembershipCacheHaolder

[irectorySerice. UserCacheHolder

EntityTreeHelper

DM CompCategorvCacheHolder

100, LavoutDefCacheHolder

100, LavoutinfoCacheHolder

100, OptioninfoCacheHolder

1D, PortalContainerPageCacheHolder

10, PortalsharePageCacheHolder

10in, StyleCacheHolder w

Corrand
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Thelist of available cachesis dynamic; it changes depending on what datais cached at the
moment.

3 Click Flush Cache.

Flushing the Directory Abstraction Layer Cache

The User Application’s directory abstraction layer also has a cache. The
DirectoryAbstractL ayerDefinitions cache stores abstraction layer definitions on the application
server to optimize performance for al data model operations.

In atypical situation, the User Application automatically keepsthe

DirectoryAbstractL ayerDefinitions cache synchronized with the abstraction layer definitions stored
in the Identity Vault. But, if necessary, you can manually flush the

DirectoryAbstractL ayerDefinitions cache as described in “ Flushing caches’ on page 131 to forcethe
latest definitions to be loaded from the Identity Vault.

For more information on the User Application’s directory abstraction layer, see the |dentity
Manager User Application: Design Guide.

Flushing Caches in a Cluster

Cache flushing is supported in both clustered and non-clustered application server environments. If
your application server is part of a cluster and you manually flush a cache, that cacheis
automatically flushed on every server in the cluster.

Configuring Cache Settings

You can use the Caching page to display and change cache configuration settings for a clustered or
non-clustered application server environment. Your changes are saved immediately, but they don’t
take effect until the next User Application restart.

TIP: To restart the User Application, you can reboot the application server; redeploy the application
(if the WAR has been changed in some way); or force the application to restart (as described in your
application server’s documentation).

How Caching Is Implemented

In the Identity Manager User Application, caching isimplemented via JBoss Cache. JBoss Cacheis
an open source caching architecture that’s included with the JBoss Application Server but also runs
on other application servers.

How Cache Settings Are Stored

Two levels of settings are available for controlling cache configuration: global, and local. Use these
settings to customize the caching behavior of the Identity Manager User Application. Table 5-1 on
page 134 describes the cache configuration settings.
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Table 5-1 Cache Configuration Settings

Level Description

Global settings Global settings are stored in a central location (the Identity Vault) so that
multiple application servers can use the same setting values. For
example, someone with a cluster of application servers would typically
use global settings for the cluster configuration values.

To find the global settings in your Identity Vault, look for the following
object under your Identity Manager User Application driver:

configuration.AppDefs.AppConfig

For example:

configuration.AppDefs.AppConfig.MyUserApplicationDriv
er .MyDriverSet .MyOrg

The XmlData attribute of the configuration object contains the global
settings data.

Local setting Local settings are stored separately on each application server so that an
individual server can override the value of one or more global settings.
For example, you might want to specify a local setting to remove an
application server from the cluster specified in the global settings, or to
reassign a server to a different cluster.

To find the local settings on your JBoss application server, look for the
following file under your JBoss server configuration’s conf directory:
sys-configuration-xmldata.xml, for example jboss/server/
IDM/conf/sys-configuration-xmldata.xml.

To find the local settings on your WebSphere application server, look for
the sys-configuration-xmldata.xml file at the location you
specified in the extend.local.config.dir property that you set at installation.

If your server has local settings, that data is contained in this file. (If no
local settings have been specified, the file won't exist.)

You should think of global settings as the default values for every application server that uses a
particular instance of the User Application driver. When you change a global setting, you are
affecting each of those servers (at the next User Application restart), except for those cases where an
individual server specifiesalocal override.

How Cache Settings Are Displayed

The Caching page displays the current cache settings (from the latest User Application restart). It
also displays the corresponding global and local values of those settings, and lets you change them
(for use at the next User Application restart).
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Cluster and Cache Configuration

Cluster Configuration

All changes to the current cluster configuration will take effect the next time application starts up.Group ID must be a unique name which does not match JBoss reserved cluster name
DefaultPartition or TreeCache. Only an experienced administrator should modify the default cluster properties. Please refer to JBoss documentation before making any changes.

Current Global Enable Local Local
Cluster Enabled: False Fake + O
Group ID: c373e901abakele 996564445 53544200 372290 1ababele 996 44456304400 O
Cluster Properties: e UDP[meast_addr=228.8.8.8; mcast_f, O
Cache Configuration
Al changes to the current cache configuration will take effect the next time application starts up. [ * indicates required]
Settings that apply to entire cache system
Current Global Enable Local Local
Lock Acquisition Timeout:* 15000 15000 O
Wake Up Interval Seconds:* 5 5 O
Eviction Policy Class:* org, jboss.cache, eviction, LRUPolicy arg, jhoss, cache. eviction. LRUPolicy O
Settings that apply to all non-custornizable Cache Haolders
Current Global Enable Local Local
Max Nodes:* 10000 10000 (]
Time To Live Seconds:* 0 0 O

Settings that apply to customizable Cache Holders, Click the 'Customize Cache Holders' button to change the settings for customizable cache holders,

Customize Cache Holders

The global settings always have values. The local settings are optional.

Basic Cache Settings

These cache settings apply to both clustered and non-clustered application servers.

To configure basic cache settings:

1 Go to the Caching page.

2 Inthe Cache Configuration section of the page, specify global or local valuesfor the following

settings, as appropriate:

Setting

What to do

Lock Acquisition Timeout

Wake Up Interval Seconds

Eviction Policy Class

Specify the time interval (in milliseconds) that the cache waits
for a lock to be acquired on an object. You might want to
increase this setting if the User Application gets a lot of lock
timeout exceptions in the application log. The default is 15000
ms.

Specify the time interval (in seconds) that the cache eviction
policy waits before waking up to do the following:
* Process the evicted node events

¢ Clean up the size limit and age-out nodes

Specify the classname for the cache eviction policy that you
want to use. The default is the LRU eviction policy that JBoss
Cache provides:

org.jboss.cache.eviction.LRUPolicy

If appropriate, you can change this to another eviction policy
that JBoss Cache supports.
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Setting What to do

Max Nodes Specify the maximum number of nodes allowed in the cache.
For no limit, specify:

0

You can customize this setting for some cache holders. See
“Customizable Cache Holders” on page 136.

Time To Live Seconds Specify the time to idle (in seconds) before the node is swept
away. For no limit, specify:

0

You can customize this setting for some cache holders. See
“Customizable Cache Holders” on page 136.

Max Age Specifies the number of seconds an entry should be allowed to
stay in the cache holder since its creation time. For no time limit,

specify:
0

This setting is only available for “Customizable Cache Holders”
on page 136.

These settings are required, which means that there must be a global value for each, and
optionally alocal value too.

If you want to override the global value of a setting with alocal value, select the Enable Local
check box for that setting. Then specify the local value. (Make surethat all of your local values
are valid. Otherwise, you won't be able to save your changes.)

NOTE: For those settings where Enable Local is deselected, any existing local values are
deleted when you save.

3 Click Save.

4 When you're ready for your saved settings to take effect, restart the User Application on the
applicable application servers.

Customizable Cache Holders

You can customize the Max Nodes, Time To Live, and Max Age settings for some cache holders. The
cache holders are listed in Table 5-2.

Table 5-2 Customizable Cache Holders

Cache Holder Name Description

DirectoryAbstractionLayerDefinitions Caches the Directory Abstraction Layer
definitions to optimize performance for all data
model operations. See “Flushing the Directory
Abstraction Layer Cache” on page 133.
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Cache Holder Name Description

DirectoryService.ContainerCacheHolder Caches containers in the directory layer.
Containers are shared by many users and
groups, and reading them from the directory
layer involves both network communication
(with the LDAP server) and object creation. By
default, the cache is limited to 50 containers,
and the LRUs have a default Time To Live
(TTL) of 10 minutes. Depending on the
directory topography in your enterprise, you
might need to adjust the maximum number of
nodes or the TTL if you find the performance is
suffering because of queries to the LDAP
server for container objects. Making settings
too high in combination with a large number of
usable containers can cause unneeded
memory consumption and net lower
performance from the server.

DirectoryService.DelProxyRuntimeServiceDelegate Caches delegate assignments.
DirectoryService.DelProxyRuntimeService.Delegation ~ Caches user availability settings.
DirectoryService.DelProxyRuntimeService.Delegator Caches the delegator entities.
DirectoryService.DelProxyRuntimeService.Proxy Caches proxy assignments.

DirectoryService.GroupCacheHolder Caches groups in the directory layer. Groups
are often shared by many users, and reading
them from the directory layer involves both
network communication (with LDAP server)
and object creation. By default, the cache is
limited to 500 groups, and the LRUs have a
default TTL of 10 minutes. Depending on the
user/group topography in your enterprise, you
might need to adjust the maximum number of
nodes or the TTL if you find the performance is
suffering because of queries to the LDAP
server for groups objects. Settings that are too
high, in combination with a large number of
usable groups, can cause unneeded memory
consumption, and net lower performance from
the server.
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Cache Holder Name

Description

DirectoryService.MemberhipCacheHolder

DirectoryService.RolesMembershipCacheHolder

DirectoryService. TeamManagerRuntime.Team

DirectoryService.UserCacheHolder

GlobalCacheHolder

Caches the relationship between a user and a
set of groups. Querying the set of groups a user
belongs to can be a network and CPU intensive
operation on the LDAP server, especially if
dynamic groups are enabled. For this reason,
relationships are cached with an expiration
interval so that changes in the criteria for
inclusion/exclusion in a group (such as time-
based dynamic groups) are reflected. The
default Max Age is five minutes. However, if
you use dynamic groups which have a
requirement for finer grained time control, then
you can adjust the Max Age on this cache
holder to be just below the minimum time your
finest grained time based dynamic group
requires. The lower this value is, the more
times the user's groups are queried during a
session. Setting a value too high keeps the
user/group relationships in memory perhaps
longer than the user's session needlessly
consuming memory.

Caches the application role membership list by
role.

Caches the application team instances and
team provisioning requests.

Caches users in the directory layer. Reading
users from the directory layer involves both
network communication (with LDAP server)
and object creation. By default, the cache is
limited to 1000 users, and the LRUs have a
default TTL of 10 minutes. Depending on the
user topography in your enterprise, you might
need to adjust the maximum number of nodes
or the TTL if you find the performance is
suffering because of queries to the LDAP
server for user objects. Making settings too
high combined with a large number of different
users logging in can cause unneeded memory
consumption, and net lower performance from
the server.

The general purpose cache holder. This
configuration applies to all caches that are not
customizable (that is, all cache holders not
listed in this table.)
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Cache Holder Name Description

JUICE Caches the resource bundles used by the user
interface controls and DN display expression
lookup results. Changing the setting of the
cache holder has a performance impact for the
DN display expression lookups because they
are frequently used in the User Application.

The low value should be at least 300 seconds,
but a higher value than 900 seconds is ok. A
lower value should be used if the customer is
frequently changing the attributes that are used
in the DN display expression

RoleManager.RolesCacheHolder Caches user role memberships listed by user.

Workflow.Model.Process Caches the provisioning process XML object
structure.

Workflow.Model.Request Caches the provisioning request XML object
structure.

Workflow.Provisioning Caches provisioning request instances that

have not completed. The default maximum
capacity for the LRU cache is 500. The
capacity can be modified by clicking the
Administration/Provisioning and choosing the
Engine and Cluster settings. The Process
Cache Maximum Capacity appears on this
page. This cache reduces the memory footprint
for workflow processing without compromising
performance.

Cache Settings for Clusters

This section discusses how to configure caching when you run the Identity Manager User
Application across a cluster of application servers.

In the Identity Manager User Application, cluster support for caching isimplemented via JGroups.
JGroups is an open-source clustering architecture that's included with the JBoss Application Server
but & so runs on other application servers.

The User Application’s cluster consists of nodes on a network that run JGroups and use a common
Group ID. By default, the Group ID provided for the User Application’s cluster isa UUID that looks
likethis:

c373e901aba5e8ee9966444553544200

The UUID helps ensure uniqueness, so that the Group 1D of the User Application’s cluster doesn’t
conflict with the Group I1Ds of other clustersin your environment. For instance, the JBoss
Application Server itself uses several JGroups clusters and reserves associated names including the
Group |1Ds DefaultPartition and Tomcat-Cluster for them.
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How Caching Works with a Cluster

When you start the User Application, the application’s cluster configuration settings on the Caching
page determine whether to participate in a cluster and invalidates cache changes in the other nodes
in that cluster. If clustering is enabled, the User Application accomplishes this by sending cache
entry invalidation messages to each node as changes occur.

Preparing to Use a Cluster
To use caching across a cluster:

1 Set up your JGroups cluster. Thisinvolves using the User Application installation program to
install the Identity Manager User Application to each application server in the cluster (see
Section 2.7, “Clustering,” on page 67).

2 Enablethe use of that cluster in the User Application’s cache configuration settings
See “Configuring Cache Settings for Clusters’ on page 140.

Configuring Cache Settings for Clusters

After you have a cluster ready to use, you can specify settings for the support of caching across that
cluster.
1 Go to the Caching page.

2 Inthe Cluster Configuration section of the page, specify global or local valuesfor the
following settings, as appropriate:

Setting What to do

Cluster Enabled Select True to invalidate cache changes to the other nodes in the
cluster specified by Group ID. If you don’t want to participate in a
cluster, select False.

Group ID Specify the Group ID of the JGroups cluster in which you want to
participate. There’s no need to change the default Group ID that’s
provided for the User Application’s cluster, unless you want to use a
different cluster.

The Group ID must be unique and must not match any of the known
JBoss cluster names such as DefaultPartition and Tomcat-Cluster.

TIP: To see the Group ID in logging messages, make sure that the
level of the caching log (com. sssw. fw.cachemgr) is set to Info or
higher.

Cluster Properties Specify the JGroups protocol stack for the cluster specified by Group
ID. This setting is for experienced administrators who might need to
adjust the cluster properties. Otherwise, you should not change the
default protocol stack.

To see the current cluster properties, click view.

For details on the JGroups protocol stack, go to www.joss.org/wiki/
Wiki.jsp?page=JGroups (http://www.jboss.org/wiki/
Wiki.jsp?page=JGroups).
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If you want to override the global value of a setting with alocal value, select the Enable Local
check box for that setting. Then specify the local value.

For those settings where Enable Local is unselected, any existing local values are deleted when
you save.

Make sure that all nodes in your cluster specify the same Group ID and Cluster Properties. To
see these settings for a particular node, you must access the Identity Manager user interface
running on that node—by browsing to the URL of the user interface on that server—and then
display the Caching page there.

If you need to use the TCP protocol instead of the default UDP protocol, see “ Specifying the
User Application Cluster Group Caching Configuration” on page 77.

3 Click Save.

4 When you're ready for your saved settings to take effect, restart the User Application on the
applicable application servers.

Configuring User Application Caching to use TCP

You can configure caching for the User Application to use TCP. The configuration process must be
completed on each server in the cluster because the Local Settings are saved on the file system for
each server.

To configure User Application caching to use TCP:

1 Loginasthe User Application Administrator and go to
Administration->Application Configuration->Caching.

2 Enablethe Enable Local checkbox in the Cluster Enabled row and set Local=TRUE. And for
each of theindividua propertiesin the following steps enable the Enable Local checkbox for
that property and specify avalue in the textfield in the Local column. The Local value for the
property will then override the Global value.

3 Copy thisstring and paste it in to the Cluster Propertiesfield. It isvery important to paste asa
single string with no carriage returns embedded:

TCP (bind addr=164.99.208.68;start port=7815;loopback=true) : TCPPING (initia
1 hosts=164.99.208.68[7815],164.99.208.36[7815] ;port range=3;timeout=3500
;jnum_initial members=3;up thread=true;down_thread=true) :MERGE2 (min_interv
al=5000;max interval=10000) :FD(shun=true;timeout=2500;max tries=5;up thre
ad=true;down_thread=true) :VERIFY SUSPECT (timeout=1500;down thread=false;u
p_thread=false) :pbcast .NAKACK (down_ thread=true;up_ thread=true;gc_lag=100;
retransmit timeout=3000) :pbcast.STABLE (desired avg gossip=20000;down_thre
ad=false;up_thread=false) :pbcast.GMS (join_ timeout=5000;join retry timeout
=2000;shun=false;print local addr=true;down_thread=true;up thread=true):p
bcast .STATE TRANSFER (up thread=true;down_thread=true)

The properties in this string are defined by JBoss. Refer to JBoss documentation for more
information.

4 Set bind_addr to the local host 1P address of the server you are logged into.

5 Next you need to set the start_port. This value must take into account ports aready in use as
well asthe value for port_range in order to avoid port conflicts. Depending on your
configuration you may need to troubleshoot to find an unused port.

6 Changethe P addressesfor TCPPING to include the I P addresses of all the nodesin the cluster
and their start_port values. The list should begin with the local 1P address.
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7 Save changes. These changes are written to the local file system for your server. Remember to
make these changes for all serversin the cluster. Any server that does not have these changes
will use the Global Settings values.

8 Restart the server.

5.1.2 Driver Status

You can use the Driver Status pane to determine the expiration status of your driver.

Figure 5-1 Sample Driver Satus

Welcome Application Administratar

Application Configuration Page Admin Portlet Admin
Portal Configuration # Driver Status
Caching . o )
i Driver Name: cn=5SteveUserApplication, cn=TestOrivers, o=novell
b Rriver-statis Expiration Date: Unlimited

LDAP Parameters
Logging

Portal Settings

The Driver Status pane displays the following two entries:

+ Driver Name
+ Expiration Date
The Expiration Date displays one of the following values:
1. Unlimited (if the activation has occurred)
2. Expiration date of the driver (if the driver isatrial driver)

5.1.3 Identity Vault Settings

You can use the Identity Vault Settings pane to:

+ Change the credentials used by the Identity Manager User Application when connecting to the
Identity Vault (LDAP provider)

+ Change the credentials for the guest account, if your system is configured to use a specific
guest account, rather than LDAP anonymous account.

+ View other LDAP properties of the Identity Manager User Application. The values of these
settings are determined when you install the User Application.

The user interface displays different fields depending on how you configured the guest account
during installation. If you specified a guest account, the user interface includes fields that let you
update the credentials for that account. If you have configured your system to use the LDAP Public
Anonymous account, the user interface displays thismessage: The application is configured
to use public anonymous account. To use a specific guest account, enable the
guest account using the ldap configuration tool.
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To administer Identity Vault settings:

1 Onthe Application Configuration page, select Identity Vault Settings from the navigation menu
on the left.

The Identity Vault Settings panel displays:

Velcome Acimin

Application Configuration Page Admin ortlet Admin Provisioning Security

Portal Canfiguration & LDAP Parameters

Caching

Diiver Status Change LDAP Connection Credentials
» LDAP Parameters “fou can change the credentials used to connect the [dentity Manager user application to the LDAP provider (identity vaulty. Specify an

Logging admin-level user (preferably other than the user specified as User Application Administratar)

Fuortal Settings Admin Usernarme: cq;ﬁﬂm\n,q:ﬁqvg}ll |

Themes Admin Password [

Import Export Toals B Confirm Admin Password:

Portal Data Export ‘You can speciy a guest account to be used for guest access of cerain areas ofthe application. Specify & guest-level user.

Partal Data Import Guest Username: cn:hhmwn,nu:uaers‘nu:mmsample-alh‘u:nié
Password Module Setup R i

b

Guest Password:

“hsience kasgonse: Confirm Guest Password:

Forgot Password

Login

2 Examine and modify the settings, as appropriate. For details, see:* LDAP Settings You Can
Change” on page 143.

3 If you make changes that you want to apply, click Submit.

LDAP Settings You Can Change
On the Identity Vault Connection Settings panel, you can modify settings for the credentials for:

+ The ldentity Manager User Application whenever it connects to the Identity Vault (LDAP
provider).

¢ The guest account (if configured).

Theinitial values for the credentials are specified during installation. These installation values are
written to the sys-configuration-xmldatafile. If you make changes to these credentials viathe
Administration tab, your changes are saved to the User Application’s database; they are not saved to
the sys-configuration-xmidata file. After values are written to the database, the User Application no
longer checks the values written to the sys-configuration-xmldatafile. This means that you cannot
use the configupdate utility to change the credential s because they are ignored. However, you can
use configupdate to change the type of guest user (LDAP Guest or Public Anonymous Account).
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Table 5-3 LDAP Parameters

Setting

What to do

Identity Vault Administrator

Identity Vault Administrator
Password

and

Confirm Identity Vault
Administrator Password

Guest Username

Confirm Guest Password

Type the name of a user who has full administrator rights in the Identity
Vault. The Identity Manager User Application needs to access the Identity
Vault as an administrator in order to function.

It is typical to specify the Identity Vault's root administrator as the LDAP
connection username. The root administrator has full control over the
tree, so you need not assign any special trustee rights.

For example:

cn=admin, o=myorg

If you specify some other user, you need to assign inheritable trustee
rights to the properties [All Attributes Rights] and [Entry Rights] on your
User Application driver.

NOTE: To avoid confusion, it is recommended that you do not specify the
User Application’s User Application Administrator as the LDAP
connection username. It is best to use separate accounts for these two
different purposes.

Type the password that is currently set for that username in the Identity
Vault.

Type the guest user’s distinguished name

Type the password for the guest user.

If TLSisenabled for your LDAP server, you might encounter the following error when you update
the Admin username and password: Unable to authenticate to LDAP Provider. Disable
this error by disabling TLS via iManager.

5.1.4 Logging Configuration

You can use the Logging page to control the levels of logging messages you want the | dentity
Manager User Application to generate and specify whether those messages are sent to an auditing

service.

The Identity Manager User Application implementslogging by using log4j, an open-source logging
package distributed by The Apache Software Foundation. By default, event messages are logged to

both of the following:

+ The system console of the application server where the Identity Manager User Applicationis

deployed

+ A log file on that application server, for example:

jboss/server/IDM/log/server.log
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Thisisarolling log file; after it reaches a certain size, it rolls over to another file. If you have
configured your environment to include Novell Identity Audit, you have the option of logging event
messages there as well. For details on configuring your logging environment and Novell |dentity
Audit, see Chapter 3, “Setting Up Logging,” on page 109.

About the Logs

The Logging page lists avariety of logs, each outputting event messages from a different part of the
Identity Manager User Application. Each log has its own independent output level.

Thelog names are based on log4j conventions. You'll seethese log namesin the event messages that
are generated, indicating the context of the message output.

Table 5-4 on page 145 lists and describes the logs.

Table 5-4 ldentity Manager User Application Logs

Log Name Description

com.novell Parent of other Identity Manager User Application logs

com.novell.afw.portal.aggregat Messages related to portal page processing
ion

com.novell.afw.portal.persist  Messages related to the persistence of portal data (including
portal pages and portlet registrations)

com.novell.afw.portal.portlet Messages from the portal core portlets and accessory
portlets

com.novell.afw.portal.util Messages from the portal import/export and navigation
portlets

com.novell.afw.portlet.consume Messages related to portlet rendering

com.novell.afw.portlet.core Messages related to the core portlet API

com.novell.afw.portlet.persist Messages related to the persistence of portlet data (including
portlet preferences and setting values)

com.novell.afw.portlet.produce Messages related to the registration and configuration of

r portlets within the portal

com.novell.afw.portlet.util Messages related to utility code used by portlets

com.novell.afw.theme Messages from the theme subsystem

com.novell.afw.util Messages related to portal utility classes

com.novell.soa.af.impl Messages from the approval flow (provisioning workflow)
subsystem

com.novell.srvprv.apwa Messages from the Web application (actions and tags)

com.novell.srvprv.impl.portlet Messages from the core identity portlets and password
.core portlets

com.novell.srvprv.impl.portlet Messages from the identity-related utility portlets
.util
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Log

Name

Description

com.novell.srvprv.impl.servlet

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

.novell.srvprv.impl.uictrl

.novell.srvprv.impl.vdata

.novell.srvprv.spi

.SSswW.

.SSSW.

.SSSW.

.SSswW.

.SSswW.

.SSswW.

.SSswW.

.SSSW.

.SSSW.

.SSsSwW.

.SSswW.

.SSswW.

.SSswW.

.SSSW.

.SSSW.

fw.

fw.

fw.

fw.

fw.

fw.

fw.

fw.

fw.

fw.

fw.

fw.

fw.

cachemgr
core
directory
event
factory
persist
resource
security
server
servlet
session
usermgr

util

portal.manager

portal.persist

Messages from the Ul control framework’s ajax servlet and
ajax services

Messages from the Ul control registry API and approval form
rendering

Messages from the directory abstraction layer
Messages from the Ul control registry API

Messages related to the framework cache subsystem
Messages related to the framework core subsystem
Messages related to the framework directory subsystem
Messages related to the framework event subsystem
Messages related to the framework factory subsystem
Messages related to the framework persistence subsystem
Messages related to the framework resource subsystem
Messages related to the framework security subsystem
Messages related to the framework server subsystem
Messages related to the framework servlet subsystem
Messages related to the framework session subsystem
Messages related to the framework user subsystem
Messages related to the framework utility subsystem
Messages related to the Portal Manager

Messages related to portal persistence

The User Application logs are hierarchical. For example, com.novell isthe parent of other logs
underneath it. Any additional logs inherit its properties.

Changing Log Levels

You can control the amount of information that is written to a particular log by changing the level
that is set for it. By default, al logs are set to Info, which is an intermediate level.

1 Goto the Logging page:
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3 Logging Configuration - Mozilla Firefox

Fle Edt Wew Go

Welcome Admin

Portal Canfiguration
Caching
Driver Status
LDAP Parameters
> Logging
Portal Settings
Themes
Impart Export Taals
Password fodule Setup

Bookmarks  Todls  Help

)
<3 B - l%l (%] @ | N hitpifflacahhast :3080/10MfpartaljenyAdminContainerPageLogginghgmt:#

v| ® e G |

Novelle Identity Manager
Identity Self-Senice

application Configuration

Requests & Approvals

Page Admin

ES Logging Configuration

Administration

Partlet admin

Provisioning

ou can change the logging level by selecting a different level for the log and click the submit button,

Log Level

[ ~dd log level for package

Loe Hame
com. metaparadigm jsanrpc

com. novell, afw. portal sgeregation
com.navell, sfw. portal, portlst
com. novell, afw. portlet. consumer
com. novell, afw. portlet. persist
com. novell, afw. portlet, util

com. navell, afw. util

com.navell. soa.scrpt

com. novell.soa.ws.impl

com. novell srvprv. impl. portlet
com. nevell srvprv. impl.serdet
com. novell srvprv. impl.vdata, definition
com. novell.sropru.spi

com.sssu. fur.cachemar
com.sssw.fu. directary
com.sssw.fu.factory
com.sssw.fw.resource
com.sssw.fu.server
com.sssw.fw.session
com.sssu.fur.util

com.sssw. portal.persist

Log Level

Log Name
com.navell

com. novell, sfw. portal. persist
com. navell, sfw. portal.util

com. novell, afw. portlet.core

com. novell. afw. portlet. producer
com. novell, afw. theme

com. novell.soa. af. impl

com. novell.soa.serdst

com. navell. srvpr, apwa

com. novell srvprv. impl. portlet, util

com. novell.srvprvimplouictrl

com, novell srvprvimpl.wdata model

com,sssw
com.sssu, funcore
com.sss, fu, event
com s, fur, persist
com.sssw. funsecurity
com.sssw.funservet
com.sssw. fw.usermar

om.sssw. partal manazer

com. nevell, afw. portal.api

O change log level of all abowe logs

Logging messages are not sent to Audit. Check the box below to send logging messages to Audit as well

[alsa send logging messages to Navell Audit

Check the box below to persist the logging changes

[Ipersist the lagging changes

Friday, January

Lozout  Help

Security

Done
—

At the top of the page, find alog whose level you want to change.

Use the drop-down list to select one of the following levels:

Level

Description

Fatal
Error
Warn
Info
Debug

Trace

The least detail. Writes fatal errors to the log.

Writes errors (plus all of the above) to the log.

Writes warnings (plus all of the above) to the log.

Writes informational messages (plus all of the above) to the log.
Writes debugging information (plus all of the above) to the log.

The most detail. Writes tracing information (plus all of the above) to the log.

4 Repeat Step 2 and Step 3 for other logs, as needed.
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5 Click Submit.

You can change the log level for al of the logs to one setting by selecting Change log level of
all above logs and using the drop-down list to select the level.

Adding Logs for Other Packages
You can add logs for other packages used by the User Application.

1 Goto the Logging page:

2 At the bottom of the page, select Add Log Level for Package, then use the drop-down list to
select the package.

3 Choose alog level from the drop-down, then click Submit.

Sending Log Messages to an Auditing Service

You can use the Logging page to control whether the |dentity Manager User Application sends event
message output to an auditing service. Novell Identity Audit logging is off by default, unless you
turn it on when installing the User Application.

To toggle logging on/off:

1 Gotothe Logging page.

2 Select or deselect the following setting, as appropriate: Also send logging messages to audit
service.

3 Click Submit.

Persisting Your Log Settings

By default, changes you make on the Logging page stay in effect until the next application-server
restart or User Application redeployment. After that, the log settings revert to their default values.

However, the Logging page does offer you the option of persisting your changes to its settings. If
you turn on this feature, values for the log settings are stored in alogging configuration file on the
application server where the Identity Manager User Application is deployed. For example:

+ OnJBoss, thisfileis

jboss/server/IDM/conf/idmuserapp logging.xml

+ On WebhSphere, thisfile is specified according to the custom property named
idmuserapp.logging.config.dir.

To toggle persistence of settings on or off:

1 Goto the Logging page.
2 Select or deselect the following setting, as appropriate: Persist the logging changes
3 Click Submit.
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5.1.5 Portal Settings

You can use the Portal page to view characteristics of the Identity Manager User Application.The
settings are for informational purposes and cannot be changed.The values of these settings are set in
the User Application WAR. (Default Theme reflects your current theme choice from the Themes
page.)

5.1.6 Single Sign On (SSO) Configuration

The Application Configuration section within the Administration tab now provides aleft navigation
choice that allows administrators to configure the User Application to support single sign on. The
Sngle Sign On (SO) page looks likethis:

Figure 5-2 Sngle Sign On (SO) Page

n Novell: Identity Manager N

Welcome Application Administrator Identity Self Service  Work Dashboard Logout  Help

Application Configuration Page Admin Portiet Admin

PORTAL CONFIGURATION £

SSO Controller Configuration

Caching
Enable Single Sign On (S50)

Driver Status
Identity Vault Settings

Signing Certificate: Valid -Bmwse i

! oadng Signing K Valid
ning Key: i
Portal Seftings LA
single Sign On ($50) S seeRet L 1
Themes
Save

User Application Administrator

Assignment Changes will be applied at server restart

IMPORT EXPORT TOOLS E3 $SO Providers
Portal Data Export New... | Edit | Delete | Enable | Disable

Portal Data Import O ProviderName  Status  Signing Key Signing Cert  Modified

3

g v
PASSWORD MODULE SETUP & = _fmamams Lol Lot Felse
O  faser (o] Unassigned  Unassigned  False

Challenge Response
120f2

Forgot Password

Login

Password Sync Status

You must be a User Application Administrator to access this page.
This section provides details on SSO configuration. Topics include:

+ “About SSO Configuration” on page 149

+ “Preparing for Single Sign On” on page 150

+ “Configuring the SSO Controller” on page 153
+ “Configuring a Kerberos Provider” on page 153
+ “Configuring an SAP Provider” on page 161

+ “Adding a Custom SSO Provider” on page 164

About SSO Configuration
RBPM includes an enhanced SSO architecture that provides an easy way to integrate single sign on

functionality into the User Application. This architecture works with avariety of system
environments and is very secure.
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The architecture for single sign on consists of the following key components:

+ SSO Providers
+ SSO Controller

Each SSO Provider handles a specific SSO user scenario. The SSO Provider recognizes the login
identity, then transfers the information to the SSO Controller. The SSO Controller then verifies the
information and converts the login identity to an eDirectory identity. Next, it issuesa SAML
authentication token and passes it to the login module to finish the login process.

The SSO Providers and the SSO Controller are loosely coupled. They communicate through an
HTTP header that is digitally signed.

The Roles Based Provisioning Modul e ships with Kerberos and SAP SSO Providers. However, you
can also implement your own custom SSO Provider to suit the requirements of your organization.

The SSO Providers are stackable, which means that you can enable multiple providers at the same
time for asingle User Application.
Preparing for Single Sign On

This section provides general setup procedures that must be performed to prepare your environment
for single sign-on. These procedures are required for al single sign-on environments, including
Kerberos and SAP configurations. Topics include:

+ “Creating the Certificates’ on page 150
+ “Configuring eDirectory” on page 151
Creating the Certificates

The single sign-on environment requires that you have a set of certificates and private keys. A
minimum of one set of certificates and private keys is necessary. For a more secure environment,
there should be one set for each SSO Provider being used, in addition to the set for the SSO
Controller.

Currently SSO configuration only supports X509 PEM format for a X509 certificate and PKCS8
DER format for a private key.

To generate key pairs, you can use openSSL:

openssl req -newkey rsa:1024 -x509 -keyout name.key -out name.cert -days
expiration

For example:

openssl req -newkey rsa:1024 -x509 -keyout rbpm.key -out rbpm.cert -days 365

NOTE: The openSSL tool is acceptable for test environments. However, for production
environments, you should use a Trusted Signer, such as Verisign.

When asked for a password phrase, provide a phrase, such asnovell.

This generates the key pair and self-signed certificate: rbpm.key isthe DES encrypted raw RSA
private key. rbpm.cert is the PEM format X509 certificate.
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Now, perform the following command to convert private key file to PKCS8 with encryption (you
will be prompted to enter a password):

openssl pkcs8 -in name.key -topk8 -out name.pkcs8 -outform DER
For example:
openssl pkcs8 -in rbpm.key -topk8 -out rbpm.pkcs8 -outform DER

Now you have two files: rbpm.pkcs8 and rbpm.cert that you can usein the next steps. rbpm.cert
needs to be imported to eDirectory as well (see eDirectory preparation).

Configuring eDirectory

SAML and NMAS methods must be installed to the eDirectory Server that the User Applicationis
configured to use. Currently, Novell provides SAML methods for the following 32 bit operating
systems:

+ Windows

+ Linux

In addition, 64-bit SAML methods are available for Linux. SAML methods are not available for
Solaris.

The SAML methods are included with the Roles Based Provisioning Module and with Access
Manager.

To install the SAML and NMAS authentication methods on eDirectory:

1 Unzip nmassaml.zip.
2 Instal the SAML and NMAS methods into your eDirectory tree:

2a Extend the schema stored in authsaml.sch. Refer to How to Extend the Schema (http://
www.novell.com/documentation/edir88/index.html?) for more information. If eDirectory
isinstalled on Linux, you can use the following command to extend the schema:

ndssch -h edir ip edir admin authsaml.sch

2b Install the methods. Refer to How to Install NMAS Method (http://www.novell.com/
documentation/nmas32/) for more information. If eDirectory isinstalled on Linux, you
can use the following command to install the methods:

nmasinst -addmethod edir admin tree ./config.txt
To create the Trusted Root Container:

1 IniManager, select Roles & Tasks>Novell Certificate Servers>Create Trusted Root Container.
2 Enter aName for the Trusted Root Container (for example, RBPM TrustedRootContainer).

3 For the Context, press the Search button and select the Security Container.

4 Press OK.

5 Press OK.

To create a Trusted Root for the certificate that your affiliate will use to sign assertions:

1 IniManager, select Roles & Tasks>Novell Certificate Servers>Create Trusted Root.
2 Enter aName for the Trusted Root (for example, RBPM TrustedRoot).
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3 For the Container, press the Search button and select the Trusted Root Container you created
earlier.

4 For the Certificate File, press the Browse button and select the certificate that will be used for
the SSO Controller.
To create the SAML Authorization Object:

In iManager, select Roles & Tasks>Directory Administration>Create Object.
Select the checkbox for Show all object classes.

Scroll down and select authsaml Affiliate.

Press OK.

Enter a Name for the authsaml Affiliate (for example, RBPMSAML).

For the Context, press the Search button and follow these steps:

o Ok~ WODN P

6a Select the down arrow next to Security.
6b Select the down arrow next to Authorized Login Methods.
6¢c Select SAML Assertion.
7 PressOK.
8 Press Modify.
9 Under Unvalued Attributes:
9a Select authsamlProviderID and press the left arrow.
Enter rbpm.idm.novell.com.

NOTE: Thisattribute is used to match an assertion with its affiliate. The contents of this
attribute must be an exact match with the Issuer attributein assertions sent by this affiliate.
It must be rbpm. idm.novell.com for RBPM.

9b Select authsamlValidAfter and press the left arrow.

Enter an appropriate amount of time in seconds. The authsamlValidBefore and
authsamlValidAfter attributes define a window of time around the I ssuelnstant in an
assertion in which the assertion will be considered valid.

9c Select authsamlValidBefore and press the |eft arrow.
Enter an appropriate amount of timein seconds.
9d Select authsamlCertContainerDN and press the left arrow.

Press the Browse button and select the Trusted Root Container created earlier. This
attribute is used to verify the certificate chain of the signing certificate.

9e Select authsaml TrustedCertDN and press the |eft arrow.

Press the Browse button and select the Trusted Root created earlier. Thiswill be located
inside of the Trusted Root Container that was created earlier. All assertions for the affiliate
must be signed by certificates pointed to by this attribute, or they will be rejected.

10 Press Apply.
11 Restart eDirectory.
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Configuring the SSO Controller

This section provides instructions on configuring the SSO controller. To configure the controller,
you use the Sngle Sign On (SO) page on the Administration tab of the User Application.

To configure the SSO Controller:

1 Login tothe User Application as aUser Application Administrator.
2 Onthe Administration tab, select the Application Configuration tab.
3 Select Single Sign On (SSO) from the | eft navigation menu.

The Single Sign On (SSO) page displays:

9 Novell. Identity Manager N

Wiglcome Appkcabon Admiistrator Identity Seil Senace Legout  Help

Application Configuration Page Admin Partlet Aamin

[ Enaable Singhe Sign On (820)

Sigreng Certihicate: Valid

i

: signeng Key: Valid
Jlings

Slaning ey Password:

Changes will be applied ot server restart

taw.. | Edit | Dutele '} Enabi ’

[[] ProiderName  Ststus  SioningKey  Signing Cen Modified

[0 = Korboros v vamd vali False

O sfesae (2] Unassi gned  Unassigned  False

Passwond Sync Status

4 Select Enable Single Sign On (SO).

5 Browseto the Sgning Certificate file used to create the Trusted Root in eDirectory and upload
it to the User Application.

6 Browseto the Signing Key file that was created with the certificate above and upload it to the
User Application.

7 Typethe Signing Key password.
8 Click Save.

Configuring a Kerberos Provider

This section providesinstructions on preparing and configuring a K erberos provider.

Preparing to Use Microsoft Active Directory Kerberos
To prepare the Key Distribution Center (KDC):

1 Prepare RBPM's Service Principal Name (SPN) and Keytab:
la Create auser account for RBPM in a Microsoft Active Directory.

On the Microsoft Active Directory server, click Sart>Programs>Administrative
Tools>Active Directory Users and Computers.

Then click Users>New, specifying any name, such as rbpm. Provide a password you will
remember. This account should only be used for the Roles Based Provisioning Module.
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Select Account never expires and Password never expires. Do not select User must change
password at next logon.

1b Map the user account to SPN.
setspn -A HTTP/dns-name-for-UA userID
For example:
setspn -A HTTP/myRBPM.novell.com rbpm
Type setspn -L user|D to confirm the mapping. For example:
setspn -L rbpm
1c Create key tab for SPN.
If Active Directory isinstalled on Windows 2008, execute this command:

ktpass -out keytab-name.keytab -princ HTTP/dns-name-for-UA@WINDOWS -
DOMAIN -mapUser userid -mapOp set -pass password -crypto All -pType
KRB5_NT PRINCIPAL

For example:

ktpass -out rbpm.keytab -princ HTTP/
rbpm.novell.com@MYDOMAIN.NOVELL.COM -mapUser rbpm -mapOp set -pass
NOv31ll -crypto All -pType KRB5 NT PRINCIPAL

If Active Directory isinstalled on Windows 2003, execute this command:

ktpass -out keytab-name.keytab -princ HTTP/dns-name-for-UA@WINDOWS -
DOMAIN -mapUser userid -mapOp set -pass password -pType
KRB5 NT PRINCIPAL

For example:

ktpass -out rbpm.keytab -princ HTTP/
rbpm.novell.com@MYDOMAIN.NOVELL.COM -mapUser rbpm -mapOp set -pass
NOv31ll -pType KRB5 NT PRINCIPAL

Note that for Windows 2003, by not specifying a crypto algorithm, you are defaulting the
algorithm to RC4-HMAC.

2 Prepare end user accounts for SSO.

The end user account name has to match some attribute value of an eDirectory user in order to
support single sign on.

Create an end user in Active Directory, asfollows:

2a OnaMicrosoft Active Directory server, click Sart>Programs>Administrative
Tools>Active Directory Users and Computers.

Then click Users>New, specifying the user name, such as cnano. Provide a password you
will remember.

Do not select User must change password at next logon.
To prepare the Application Server environment:

1 Definethe OS settings for the Kerberos configuration.
Open and edit the krb5 file to include the following information:
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[libdefaults]
default realm = WINDOWS-DOMAIN
kdc_timesync = 0
forwardable = true
proxiable = false
[realms]
WINDOWS-DOMAIN = {
kde = fully-qualified-name-AD-Server
admin_server = fully-qualified-name-AD-Server
}
[domain_ realm]
.your.domain = WINDOWS-DOMAIN
your.domain = WINDOWS-DOMAIN

For example:

[libdefaults]
default realm = MYDOMAIN.NOVELL.COM
kdc _timesync = 0
forwardable = true
proxiable = false
[realms]
MYDOMAIN.NOVELL.COM = {
kdc = myadserver.cam.novell.com
admin server = myadserver.cam.novell.com
}
[domain realm]
.novell.com = MYDOMAIN.NOVELL.COM
novell.com = MYDOMAIN.NOVELL.COM

The krb5 file islocated in one of the following directories:

+ Linux: /etc/krb5.conf

+ Windows: c:\Windows\krb5.ini

+ Unix: /etc/krb5/krb5.conf

2 Define the Web Container settings (JB0ss):
2a Copy the keytab from Active Directory.
Copy myRBPM .keytab from myadserver.cam.novell.com to myRBPM.
2b Edit login-config.xml.

Open and add the following fragment to JBoss/server/context/conf/login-config.xml:

<application-policy name = "com.sun.security.jgss.krb5.accept">
<authentications
<login-module code =
"com.novell.common.auth.sso.KerberosCredentiallLoginModule" flag =
"required" />
<login-module code =

"com.sun.security.auth.module.Krb5LoginModule" flag = "required">
<module-option name = "debug">false</module-option>
<module-option name = "kdc">fully-qualified-name-AD-

Server</module-option>
<module-option name = "realm">WINDOWS-DOMAIN</module-

option>
<module-option name = "useKeyTab"s>true</module-options>
<module-option name = "keyTab"spath-to-keytab</module-

option>
<module-option name = "storeKey"s>true</module-options>
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<module-option name = "useFirstPass">true</module-option>
<module-option name = "principal"s>HTTP/dns-name-for-UA</
module-option>
<module-option name = "noPrompt"s>true</module-options>
</login-module>
</authentications
</application-policy>

For example:

<application-policy name = "com.sun.security.jgss.krb5.accept">
<authentications
<login-module code =
"com.novell.common.auth.sso.KerberosCredentialLoginModule" flag =
"required" />
<login-module code =

"com.sun.security.auth.module.Krb5LoginModule" flag = "required">
<module-option name = "debug"s>false</module-options>
<module-option name = "kdc'"smyadserver.cam.novell.com</

module-option>
<module-option name
module-option>

"realm">MYDOMAIN.NOVELL.COM</

<module-option name = "useKeyTab"strue</module-option>

<module-option name = "keyTab"s>/home/userapp/IDM370/
rbpm.keytab</module-options>

<module-option name = "storeKey"s>true</module-option>

<module-option name = "useFirstPass">true</module-option>

<module-option name "principal">HTTP/rbpm.novell.com</
module-option>
<module-option name = "noPrompt"s>true</module-options>
</login-module>
</authentications>
</application-policy>

NOTE: For WebSphere and WebL ogic, a configuration file must be created and a
property needs to be set to make the Application Server aware that Kerberos
authentication will be used.

3 Enablethe Kerberos SSO Provider, as described in “ Using the Administration Tab to Configure
the Kerberos Provider” on page 159.

To prepare the end user browser (Internet Explorer 7):

1 Open Internet Explorer>Options>Advanced, make sure integrated windows authentication is
enabled.
2 Open Internet Explorer>Options>I ntranet>Stes, add the dns-name-for-UA (for example,
rbpm.novell.com) to the trusted intranet sites list.
To prepare the end user browser (Firefox 3):

1 Type about:config inthe address bar.
2 Typenetwork.n intheFilter.

3 Modify network.negotiate-auth.trusted-uris to include your domain (for example,
.novell.com).

4 Close and restart Firefox.
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Preparing to Use MIT Kerberos
To prepare the Key Distribution Center (KDC):

1 Install and configure the MIT KDC software.

Install MIT Kerberos 5 server on a machine that will be used as the KDC, assuming the
Kerberos domainisMYDOMAIN.NOVELL.COM and the KDC is
myadserver.cam.novell.com.

NOTE: SLES 11 comeswith apre-installed version of MIT Kerberos V5. You can configure it
through yast2. Default Domain, Default Realm, and KDC Server Address for basic setup.
You'll need to configure the Kerberos Server for the KDC, and the Kerberos client for the client
side. After you've enabled these, you still need to follow the steps below. However, this will
save you time by removing the need to download and install Kerberosin your environment.

la In/etc/krb5.conf, make sure you define the domain and mapping correctly:

[1ibdefaults]
default realm = MYDOMAIN.NOVELL.COM
[realms]
MYDOMAIN.NOVELL.COM = {
kdc = myadserver.cam.novell.com
admin_server = myadserver.cam.novell.com

}

[domain realm]
.novell.com = MYDOMAIN.NOVELL.COM
novell.com = MYDOMAIN.NOVELL.COM

1b In/usr/local/var/krb5kde/kde.conf (or /var/lib/kerberos/krbSkde/kde.conf, depending on
your OS), make sure you specified the following entries with reasonable values:

max_life = 8h Om Os
max_renewable life = 1d Oh Om Os

1c Initidize the database:
kdb5_util create -s
1d Start KDC and Kadmin:

/etc/init.d/krb5kdec start
/etc/init.d/kadmind start

2 Prepare the RBPM Service Principal Name and Keytab.
2a Createaprincipa for RBPM on MIT KDC.

Suppose the User Application will be running on rbpm.novell.com. On the MIT KDC
machine, execute the following command to create the service principal and assign it a
random key.

kadmin.local
>ank -randkey HTTP/rbpm.novell.com

2b Export the key into a keytab.
ktadd -k /tmp/userapp.keytab HTTP/rbpm.novell.com
3 Prepare end user accounts for SSO.
The end user name should be able to map to an eDirectory user (for example, cnano):

kadmin.local
>ank cnano
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To prepare the Application Server environment:

1 Definethe OS settings for the Kerberos configuration.

Open and edit /etc/krb5.conf to make sure it has the same content as the one on the KDC (see
above).

2 Define the Web Container settings (JBoss):
2a Copy the keytab from KDC.

Copy rbpm.keytab from the KDC (for example, myadserver.cam.novell.com) /tmp to the
User Application server, securely.

2b Edit login-config.xml.
Open and add the following fragment to JBoss/server/context/conf/login-config.xml:

<application-policy name = "com.sun.security.jgss.krb5.accept">
<authentications
<login-module code =
"com.novell.common.auth.sso.KerberosCredentialLoginModule" flag =
"required" />
<login-module code =

"com.sun.security.auth.module.Krb5LoginModule" flag = "required">
<module-option name = "debug">false</module-options>
<module-option name = "kdc">fully-qualified-name-AD-

Server</module-option>
<module-option name = "realm">WINDOWS-DOMAIN</module-

option>

"useKeyTab">true</module-options>
"keyTab">path-to-keytab</module-

<module-option name
<module-option name

option>
<module-option name = "storeKey">true</module-option>
<module-option name = "useFirstPass">true</module-option>
<module-option name = "principal">HTTP/dns-name-for-UA</
module-option>
<module-option name = "noPrompt"s>true</module-options>
</login-module>
</authentications
</application-policy>
For example:
<application-policy name = "com.sun.security.jgss.krb5.accept">
<authentications

<login-module code =
"com.novell.common.auth.sso.KerberosCredentialLoginModule" flag =
"required" />

<login-module code =

"com.sun.security.auth.module.Krb5LoginModule" flag = "required">
<module-option name = "debug"s>false</module-options>
<module-option name = "kdc"smyadserver.cam.novell.com</

module-option>
<module-option name = "realm">MYDOMAIN.NOVELL.COM</

module-option>
<module-option name = "useKeyTab"strue</module-option>
<module-option name = "keyTab"s>/home/userapp/IDM370/
rbpm.keytab</module-options>
<module-option name = "storeKey"s>true</module-option>
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<module-option name = "useFirstPass">true</module-option>

<module-option name = "principal'"sHTTP/rbpm.novell.com</
module-option>
<module-option name = "noPrompt"s>true</module-options>
</login-module>
</authentications

</application-policy>

NOTE: For WebSphere and WebL ogic, a configuration file must be created and a
property needs to be set to make the Application Server aware that Kerberos
authentication will be used.

3 Enablethe Kerberos SSO Provider, as described in “Using the Administration Tab to Configure
the Kerberos Provider” on page 159.

To prepare the end user browser (Internet Explorer 7):

1 Initialize the ticket.

Make sure you have same content in /etc/krb5.conf as in the KDC (see above). If your loca
loginis"cnano", do kinit.

Otherwise, dokinit cnano.
2 Prepare Firefox (Firefox 3):
2a Type about:config in the address bar.
2b Typenetwork.nin Filter.
2c Modify network.negotiate-auth.trusted-uris to include .novell.com.

2d Close and restart Firefox.

Using the Administration Tab to Configure the Kerberos Provider
To configure the Kerberos provider in the Administration tab of the User Application:

1 Select the Kerberos provider name and click Edit.
The Kerberos dialog displays.

Application Configuration 159



Expiration Interval: [2000 | (in seconds)

User ID Mapping ) Distinguished Name

3 User Attribute [en
Signing Certificate:  Valid — |[ Browse_ |
Signing Key: Valid

Signing Key Password: |

Serveris protected by:

® Key
O Password Kerberos Server:

Kerberos Server Password: |
[ Save ][ Cancel ]

In the Expiration Interval field, specify the number of seconds that the SSO Header will be
kept alive before expiring. This value defines the lifecycle of the SSO Header from the time it
isissued. The expiration interval is needed to prevent replay attacks. You need to consider the
network latency between your SSO Provider and the SSO Controller, as well as clock
synchronization between the two components, if they are deployed on different machines.

Inthe User ID Mapping field, indicate whether the user 1D will be associated with auser DN or
with auser attribute, such asa CN. The User ID Mapping maps the user ID in the original
realm to the eDirectory realm. If Distinguished Name is selected, the SSO User|D that appears
in the SSO header hasto be the full DN recognized by eDirectory. The SSO Controller will not
try to do any user mapping. If User Attribute is selected, the SSO Controller will try to map the
user from UserID to afull user DN. For a particular mapping, if the result is not unique (in
other words, asingle UserlD maps to multiple usersin eDirectory), or the result is none, the
SSO Controller will refuse the SSO header, and the single sign on operation will fail.

Browseto the Sgning Certificatefile you created earlier (for example, rbpm.cert) and upload it
to the User Application.

Thisfile can be the same one used for the SSO Controller, or it can be generated separately for
the Kerberos provider. To make your environment more secure, you should use a different
certificate than the one used for the SSO Controller.

Browse to the Sgning Key file you created earlier (for example, rbpm.pkcs8) and upload it to
the User Application.

Thisfile can be the same one used for the SSO Controller, or it can be generated separately for
the Kerberos provider. To make your environment more secure, you should use a different key
than the one used for the SSO Controller.

In the Server protected by field, specify how the server will be protected by selecting Key or
Password.

The recommended approach is Key.
Click Save.
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8 Select the checkbox next to Kerberos, and select Enable.
9 Restart the Application Server.

To confirm that the SSO Controller and SSO Provider are enabled, you can look for the following
two linesin the server log file:

INFO [com.novell.common.auth.saml.AuthTokenGenerator] (main) SSO Framework is
enabled

INFO [com.novell.common.auth.sso.SSOFilter] (main) SSO Filter kerberos is
enabled.

On the Single Sgn On (SSO) page, you should also see that the Enable Sngle Sgn On (S0O)
checkbox is selected. In addition, you should see that the SSO Provider has a green check mark in
the Satus column.

Testing Single Sign On with Kerberos
To test the single sign on feature with Kerberos:

1 Login to the Windows Client Machine (on XP or Vista).

2 Open abrowser and access the User Application by using a URL of this format:
http://dns-name-for-UA:port/context/Kerberos
For example:
http://rbpm.novell.com:8080/IDM/Kerberos

3 If dl of the components have been configured properly, you should see your default page in the
User Application.

Configuring an SAP Provider

This section provides instructions on preparing and configuring the SAP provider.

Preparing to Use an SAP Logon Ticket
To configure the domains:

1 Make surethe User Application isin the same domain as the SAP portal. Single sign on with
the SAP logon ticket only works when both are in the same domain.

To configure the SAP logon ticket properties:

1 Follow the instructions on configuring SAP logon provided at Configuring Authentication and
Single Sign-On (http://hel p.sap.com/saphel p_nwcel0/hel pdata/en/45/
b6af 663753003ae10000000a11466f/content.htm).

The steps below provide a simple example for the NW7 environment:
la Logintothe SAP portal NWA (management) as administrator/passwOrd:

http://w2k3entnw7.novell.com:50000/webdynpro/dispatcher/sap.com/
tc~lm~webadmin~mainframe~wd/WebAdminApp

1b Switch from the overview to the configuration tab. Choose system properties. Expand
NW?7 in right hand pane and choose global server configuration. Switch from Kernel to
Servicesin Details section.

1c Page down to row 31 and choose com.sap.security.core.ume.service. The Expanded
Details section shows up at the bottom.
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1d Enable Filter on and type login. You should understand most of the settings and be able to
verify that they are appropriate. Note that the login.ticket_lifetime is using minute as the
time unit. This number must be very large.

1le Now changethefilter to logon. Note the item called
ume.logon.security.relax_domain.level. It definesthe domain level in which theticket will
take effect. For example, if the portal server is A.B.C.com and you set the domain level to
1, then any website under B.C.com will be ableto single sign on. If you set the domain
level to 2, then any website under C.com will be ableto single sign on. Thisisachieved by
the Set-Cookie's domain attribute.

To create auser in the SAP portal:

1 Login tothe SAP porta asan administrator.
To be able to single sign-on to the User Application, you must create a portal user who also has
an account in eDirectory.
To configure SSO on the User Application:
1 Createthe private keys and certificates, if you have not already done so. For details, see
“Creating the Certificates” on page 150.

2 Enable the SSO Controller, if you have not already done so. For details, see “ Configuring the
SSO Controller” on page 153.

3 Enablethe SAP SSO Provider, as described in “Using the Administration Tab to Configure the
SAP Provider” on page 162.

When you enable the SAP provider, you need to provide the SAP native library path and SAP
ticket signing certificate path. You can download the native libraries through your SAP support
channel (https://websmp110.sap-ag.de/support). On the downloads page, select support
packages and patches, and then choose applications by index. The name of the packageis
SAPSSOEXT.

You will need to unzip the .SAR file by using SAPCAR utility.
You can download the certificate from:

http://w2k3entnw7.novell.com:50000/irj/portal --> system admin --> system
configuration --> keystore administration --> download verify.pse

Using the Administration Tab to Configure the SAP Provider
To configure the SAP provider in the Administration tab of the User Application:

1 Select the SAP provider name and click Edit.
The SAP diaog displays.
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Expiration Interval: ' ; {in seconds)

User ID Mapping ) Distinguished Name

) User Attribute
Signing Certificate: Unassigned [ ..
Signing Key: Unassigned [

Signing Key Password: |
SAP Certificate File:
SAP Library Path:

[ Save ][ Cancel ]

In the Expiration Interval field, specify the number of seconds that the SSO Header will be
kept alive before expiring. This value defines the lifecycle of the SSO Header from the time it
isissued. The expiration interval is needed to prevent replay attacks. You need to consider the
network latency between your SSO Provider and the SSO Controller, as well as clock
synchronization between the two components, if they are deployed on different machines.

Inthe User ID Mapping field, indicate whether the user 1D will be associated with auser DN or
with auser attribute, such asa CN. The User ID Mapping maps the user ID in the original
realm to the eDirectory realm. If Distinguished Name is selected, the SSO User|D that appears
in the SSO header hasto be the full DN recognized by eDirectory. The SSO Controller will not
try to do any user mapping. If User Attribute is selected, the SSO Controller will try to map the
user from UserID to afull user DN. For a particular mapping, if the result is not unique (in
other words, asingle UserlD maps to multiple usersin eDirectory), or the result is none, the
SSO Controller will refuse the SSO header, and the single sign on operation will fail.

Browse to the Sgning Certificate file you created earlier and upload it to the User Application.

Thisfile can be the same one used for the SSO controller, or it can be generated separately for
the SAP provider. To make your environment more secure, you should use a different
certificate than the one used for the SSO controller.

Browse to the Sgning Key file you created earlier and upload it to the User Application.

Thisfile can be the same one used for the SSO controller, or it can be generated separately for
the SAP provider. To make your environment more secure, you should use a different key than
the one used for the SSO controller.

Specify the path to the SAP Certificate File.
Specify the SAP Library Path.

Click Save.

Select the checkbox next to SAP, and select Enable.
Restart the Application Server.
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Testing Single Sign On with SAP
To perform single sign-on with SAP:

1 Logintothe SAP portal asan SAP user.

NOTE: After logging in, you may see a message indicating that no portal roles have been
assigned. Thisis because no portal permissions have been set up for thisuser. Thisisnot a
problem for single sign-on. Aslong as you see Log off link under the warning, you are logged
in.

2 Accessyour User Application.
To logout:

1 Logoff from the SAP portal.
2 Logoff from the User Application.

NOTE: If you don't logoff from the SAP portal, you won't be able to logout of the User
Application. There is no mechanism to notify SAP that a user wants to logoff globally.
Therefore, the ticket will keep you logged in.

Adding a Custom SSO Provider

This section providesinstructions for creating a custom SSO Provider and configuring this provider
to work with the Roles Based Provisioning Module. Topics include;

+ “Implementing and Deploying a Custom SSO Provider” on page 164
+ “Configuring the Custom SSO Provider in the SSO Configuration Page” on page 165
Implementing and Deploying a Custom SSO Provider

A custom SSO Provider can be implemented in various ways, but it must support the basic protocol
outlined bel ow.

Once the custom SSO Provider recognizes the login user identity, it must insert the following HTTP
header into the HTTP request that is sent to the RBPM User Application:

<SSO Header Name>: BASE64<SSO UserID>:<TimeStamp>:BASE64 (<Signature>)

The SSO Header Name must be named carefully to avoid conflicts with regular HTTP headers and
other SSO providers.

The SSO User|D represents the login user’s identity. The SSO Controller will later map this identity
to the user’s DN name. For details on user mapping, see “ Configuring the Custom SSO Provider in
the SSO Configuration Page” on page 165.

The Sgnatureisadigital signature (SHA1WIithRSA) of SSO UserID and TimeStamp in UTF-8
String representation.

Here is a code fragment that shows how you might generate the signature:
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// Signing
Signature sig = Signature.getInstance ("SHAlwithRSA") ;
sig.initSign (privatekey, SecureRandom.getInstance ("SHA1PRNG")) ;
sig.update (userId.getBytes ("UTF-8")) ;
String timestamp =
Long.valueOf (System.currentTimeMillis () ) .toString() ;
sig.update (timestamp.getBytes ("UTF-8")) ;
byte[] signature = sig.sign();
// Build the content
return new String(Base64.encodeBase64 (userId.getBytes ("UTF-8")),
"UTF-8") +
":" + timestamp +
":" + new String(Base64.encodeBaseé64 (signature), "UTF-8");

Configuring the Custom SSO Provider in the SSO Configuration Page
To configure a custom provider in the Single Sign On page within the User Application:

1 Select the New button in the menu on the Single Sign On (SSO) page.

The New SO Provider dialog displays.

* _indicates required.
550 Provider Name: * T
Expiration Interval: | | {in seconds)
User ID Mapping ) Distinguished Name
O User Attribute L )
Signing Certificate: [ "
[ Save ] [ Cancel ]

2 Inthe SO Provider Name field, specify a name for the provider. This name must match the
SSO Header Name, as described in “Implementing and Deploying a Custom SSO Provider” on
page 164.

3 Inthe Expiration Interval field, specify the number of seconds that the SSO Header will be
kept alive before expiring. This value defines the lifecycle of the SSO Header from the time it
isissued. The expiration interval is needed to prevent replay attacks. You need to consider the
network latency between your SSO Provider and the SSO Controller, as well as clock
synchronization between the two components, if they are deployed on different machines.

4 IntheUser ID Mapping field, indicate whether the user ID will be associated with auser DN or
with a user attribute, such asa CN. The User ID Mapping maps the user ID in the original
realm to the eDirectory realm. If Distinguished Name is selected, the SSO User|D that appears
in the SSO header hasto be the full DN recognized by eDirectory. The SSO Controller will not
try to do any user mapping. If User Attribute is selected, the SSO Controller will try to map the
user from UserID to afull user DN. For a particular mapping, if the result is not unique (in
other words, asingle UserlD maps to multiple usersin eDirectory), or the result is none, the
SSO Controller will refuse the SSO header, and the single sign on operation will fail.

5 Browseto the Sgning Certificate file you created earlier and upload it to the User Application.
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The file you use must be match the certificate of the private key used for the Sgnature, as
described in “Implementing and Deploying a Custom SSO Provider” on page 164.

6 Click Save.
7 Select the checkbox next to the new custom provider, and select Enable.
8 Restart the Application Server.

5.1.7 Theme Administration

You can use the Themes page to control the look and feel of the Identity Manager user interface.

A themeisaset of visual characteristics that apply to the entire user interface (including the guest
and login pages, the Identity Self-Service tab, the Work Dashboard tab, and the Administration tab).
There's always just one theme in effect for the user interface. The Themes page offers a choice of
several themes, in case you want to switch to a different one.

The Themes page also enables you to:

+ Preview each theme choice to see how it looks
+ Customize any theme choice to reflect your own branding (such as alogo)

Previewing a Theme

Before choosing a theme, you can preview how it will change the ook of the Identity Manager user
interface.

1 Go to the Themes page:

) Theme Administration - Mozilla Firefox

Fle Edit View Hgtory Bookmarks Tools Help
@ - {at | N |nttp:/jmetacarpals. gaiab.cam,novell. com: 9080 /JbossS por taljcry/AdminContainerPage  ThemeMgmt < - ._v P

[ Most visited 4 Getting Started [5.] Latest Headlines

Q Novell: Identity Manager N

b3

‘Welcome Application Administrater Identity Self-Service Work Roles G w Logaut Help
Appiication Configuration Page Admin Portlet Admin RBPM Provisioning & Security
PORTAL CONFIGURATION ~ Theme Administration
Caching
Driver Status Choose from available themes to set the portal standard
Identity Vault Settings
Neptune BlueGloss
Logging
Portal Seftings Neptune Theme Identity Manager Blue Gloss Theme

S50 Configuration
Themes

UserApp Administrator
Assignment

IMPORT EXPORT TOOLS A ©

Portal Data Export
Portal Data Import

PASSWORD MODULE SETUF &

Challenge Response Preview Customize Preview Customize
Forgot Password

Login

Password Sync Status Save

WEB SERVICES ®

Directory Layer Service

Metrics Service

Done.
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The following themes are supported in this release:
+ BlueGloss
+ Neptune (new theme introduced in this release)

Several of the themes introduced in earlier versions of the User Application have been
deprecated in this release. The following themes have been deprecated:

+ Manilla

+ Linen

+ Medico

IDM Standard

These themes are no longer supported with the current release. You cannot select any of these
themes on the Theme Administration page on the Administration tab.

*

The Manilla, Linen, Medico, and DM Standard themes will most likely be removed in afuture
release. If you use any of these themes, you should migrate them to this release of the User
Application. If you use a custom theme that is based on one of the deprecated themes, you need
to follow these steps to migrate the theme:

la Look inside the theme.css for your custom theme and copy any custom selectors (new or
edited) from this theme into either the BlueGloss or Neptune theme.

1b Save anew custom theme, which now includes your customizations as well as selectors
from the BlueGloss or Neptune theme.

Find atheme that you are interested in, then click the corresponding Preview button.
The preview for that theme displaysin anew browser window:
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http:{flocalhost:BOBO - Theme Preview BlueGloss - Mozilla Firefox

Fie Edit Wiew Go Bookmarks Took  Help

@ H»-HO0Do@ |

Novells Tdentity Manager

User Mame

Left Mavigation Example Sy
» Theme Preview

Close Preview Page

Theme Preview

Login

Clags nv-loginimage

Novelle
Identity Manager

Class m-loginimageSmall

1D #nv-loginLink

1D #noDecoration

Header
Class nv-headerLagoPrimary

Novells [dentity Manager

Class nv-headarTexture

a7 90X

Portlet top section can be used to dizplay specific portlet information. Wrap in a = div = with class="portletTopSection”

Fonts and colors
Class nw-font
Class nw-fontExtraSmall

Class nw-fontSmall

Class m-fontMedium
Class nv-fontLarge
Class nv-fontExtralarge
Class nv-fontBold

Class nw-color
Class nwcolor2
Class nwcolors
Class nw-colord
Class nwcolors

Class nv-hackgroundColorg
Class nv-hackaroundColor?
Class nw-backgroundColorg
Class nw-hackgroundColord
Class nv-backaroundCalord

[Class nv-borderColor1

[Class nv-borderColar2

[Class nv-baorderColard

Class nv-headerLogoSecondary

Class nv-headerFiller

D #usermEme:

[Class nv-borderColord

(Class nv-borderColor5

Class nv-borderColorf
Class nv-borderColor?
Class nv-borderColorg
Class nv-borderColorg

Class nv-borderColor10

Done

3 Scrall through the preview to see the characteristics of this theme.

4 When you're done, click Close Preview Page (in the top left corner) or close the preview

window manualy.

Choosing a Theme

When you find a theme that you like, you can choose to make it the current theme for the I dentity

Manager user interface.

1 Go to the Themes page.

2 Click the radio button for the theme you want.

3 Click the Save button.

The look of the user interface changes to reflect your chosen theme.
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Customizing a Theme's Branding

You can tailor any theme by substituting your own images and changing some color settings. This
enables you to give the Identity Manager user interface a custom look to meet the branding

requirements of your company or organization.
1 Go to the Themes page.
2 Find atheme that you want to customize, then click the corresponding Customize button.
The Themes page displays the Customize Branding settings for that theme:

2 Customize Branding - Mozilla Firefox EI@@

Fle Edt View Go Bookmarks Tools  Help
I = . 7 1
@-5p- (%] [N hitpiffiozainost:B080/I0MjportaljcnyAdminCankainerP age/CustBranding v @ e [ICL

N

WWelsoime Adimin

Portlet Admin Provisioning Security

Application Canfiguration Page Adrmin

Customize look for theme: BlueGloss
m Header Header Tabs Admin Subnavigation Login

Favorites Icon (Favicon)
The favorites icon is displayed (by supported browsers) in the browser's URL bar, in browser{ahs, and next to a site name in a list of hookmarks.

Favicon Image

16% 16 pixels

Favicon Image Location [ Browse... |

General
Update the below setlings to change bath the link and background color used throughout the application.

Background Color: ‘:l:]

Link Golor [ =)
Link Hovar Color I

Left Navigation Area
The navigation area is the [eft column of the User Application. Color values must either be an HTML recognized color string {e.g. red, white, hlack, etc.), or a hexvalue preceded by a pound

sign (e.g. #FFFFFF, #00FFO0, #edeeec, efc)).
MNavigation Link Color, ‘ \D

MNavigation Background Color. D

[ Preview ] [ Cancel ][ Reset ] [ Backtio Theme Selectar

Dong

3 Specify your customizations by changing the settings in one or more tabs (as needed). Each
contains the settings for different parts of the User Application interface. They include:

+ General: Lets you specify general theming properties such as a favoritesicon,
background, link and hover color, and the left navigation area properties.

+ Header: Letsyou specify the header color, texture, logo and username properties.
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NOTE: The Left Background image needs to be the size indicated on the Header page
(which defaultsto 272 x 79 pixels) in order to display properly. The user interface does not
attempt to resize the image automatically. For example, it will not stretch theimageif it is
too small.

+ Header tabs: Lets you specify the properties for the header tabs.
+ Admin subnavigation: Lets you specify the properties for the Admin tab.
+ Login: Lets you specify the properties for the login screen.

Follow the on-screen instructions for specifying each setting. The changes are not reflected in
the User Application until you save them. If you have made unsaved changes, the Save button
displays an asterisk * to indicate that the changes are pending a save.

4 Click Save.

If you're editing the current theme, the look of the user interface changes to reflect your
customizations. If you want to undo all of your customizations to the theme, click the Reset
button.

5 When you’ re done working on this theme, click Back to Theme Selector.

Defining a Custom Theme

You can also create and deploy your own custom themes and deploy them in their own WAR file.
When they are deployed, the custom themes are available through the Themes management page of
the Administration tab. Before attempting to create your own custom theme, make sure you have a
working knowledge of the following technologies:

+ Thestructure of J2EE WAR files, how to modify the contents of aWAR file, and how to deploy
one to your application server.

+ How to modify CSS and XML files

+ How to create the graphic elements for your theme

Creating a Custom Theme

To create a custom theme, begin with a copy of an existing theme (such as BlueGloss) from the User
Application WAR:

1 Back up the deployed User Application WAR file (1bMProv . WAR) to the directory in which you
install, for example the /opt /novell/idm subdirectory.
2 Inatest environment, extract the contents of the User Application WAR file.

The files that comprise the User Application’s themes are located in the resource\themes
subdirectory. Each theme resides in its own directory with an appropriate name.

3 Inthe test environment, create a directory for the custom theme.

The directory name can be any valid directory name, but it should reflect the name of the
theme, and it should not contain spaces.

4 Copy the contents of the BlueGloss theme from the extracted WAR file to the new subdirectory.
You will be working with the following files:
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File Name

Description

theme.xml The theme descriptor file. It includes entries for display name and

description. They are used in the Themes page of the
Administration tab. The remaining entries correspond to the
brandable selectors. The width and height attributes on these
entries are used in the branding page to reference the exact
dimensions needed when a user uploads a customized version of
these images. These entries must match their respective images,
width and height as found in the themes.css.

theme.css Contains the CSS selectors used to style the look and feel of the

user interface.

print.css Contains the CSS selectors used to style a print friendly version of

the user interface.

dojo.css Contains a pointer to additional CSS files used by RBPM.

An images subdirectory Contains the images used by the theme.

Rules for working with these files:

+ Do not change the names of the theme .xm1, theme.css, print.css and dojo.css

files.

+ The CSS Selector names must remain the same, but you can change the properties of the
selectors to establish the look and feel.

+ Theimages subdirectory can have any name, but you must reference it correctly in the
CSS and XML files.

5 Make your changes to the images, CSS style sheets and other theme elements as needed. The
following changes are recommended:

¢ Inthe theme.xml file:

*

display-name: Change thisto avalue that represents your theme. It displays asthe
Theme-name in the Themes page of the User Application’s Administration tab.

description: Change thisto avalue that describes your theme. It displays as the
Description in the Themes page of the User Application’s Administration tab.

Consider whether to localize the display-name and Description fields.
Remove the following:

<resource-bundle>com.novell.afw.portal.artifacts.theme.BlueGloss</
resource-bundle>
<resource-group>admin-resgrp</resource-group>

In the dojo.cssfile, change the @import line to the following value:

@import url("../../../../IDMProv/javascript/dijit/themes/idmua/
idmua.css") ;

where 1DMProv isthe name of your WAR context.
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+ If you wish to change the appearance of some Dojo elements, such as the menu
buttons within the profile section on the Work Dashboard, you should take the
following steps, instead of performing the steps above:

1. Copy thefollowing from your extracted WAR in this location: /javascript/dijit/
themes:
dijit.css
dijit_rtl.css
idmua (folder)
Paste these itemsinto your new theme folder.

2. Changethe eimport linein the dojo.cssfile, asfollows:
@import url ("idmua/idmua.css") ;

+ Inthe graphicsdirectory:

+ thumbnails.gif: Replace the copy with your own image. Thisimage displays along
with the Theme-name and Description of the theme (described above) that is shown
in the Themes page of the Administration tab. It typicaly illustrates what the User
Application landing page looks like when the associated theme is applied

+ Renaming graphicsfiles: If you change the names of graphicsfiles (rather than just
substituting a different image of the same name), make sure to change the reference
to theimage in both the theme . xm1 and the theme. css file. If theimageis not used
in the branding interface (for example, if it isnot listed as one of the subset of
brandable images in the theme.xml file), then you will only need to change the
reference to the image in the theme . css file. Suppose you want to rename images/
header left.gif t0 images/my company name.gif. Edit the theme.css fileto
reflect the new image name.

6 After you make all of the desired changes to the theme files, add your customized theme
directory to anew WAR file that contains one or more custom themes. Deploy the new WAR to
your test application server.

Testing tip: Open the Themes page (available under the Administration tab). Your theme should
display along with the prepackaged themes. Use the Theme Preview action to see how the
customized changes to your new theme will render. Thisis auseful way to preview many of
your intended changes to your theme. Running through commonly used features of the
application is also a recommended testing step.

7 After your changes are fully tested, you can deploy the WAR containing the custom theme to
your production application server.

Any number of custom themes can reside in asingle WAR. Any number of custom WARs
containing custom themes can be deployed.

To undeploy the theme, remove the WAR that contains the theme from the application server’s
deploy directory. Before undeploying, make sure that any themes it contains are not defined as the
User Application’s default theme. If you remove the WAR and it does contain the default theme, the
Theme Administration screen displays an error message and reverts the User Application theme to
the origina default theme defined at installation time.
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Customizing the Theme for External Password WAR

If you configured Password Management to use an External Password WAR, the theme for the
Forgot Password page is defined in that external password WAR. The default name for the external
password WAR is 1DMPwdMgt . WAR. The IDMPwdMgt . WAR contains one theme; by default, it is
BlueGloss. It does not include a user interface for modifying or branding this theme.

You can define a custom theme for the external Forgot Password page. The procedure for defining a
custom theme is described in “Defining a Custom Theme” on page 170; however, the deployment
procedure for the external Forgot Password page is different and the rules about the custom theme
WAR are more restrictive. After you define the custom theme:

+ Package the theme in aWAR named 1DMPwdMgt Theme . WAR.

+ The 1DMPwdMgt Theme . WAR Can contain a single theme, and the theme must be located in the
resource/themes/Theme directory within the WAR.

+ Deploy the 1DMPwdMgt Theme . WAR ON the application server where the external WAR is
located. Only one custom theme can be deployed at atime.

5.1.8 Assigning the User Application Administrator

The User Application Administrator performs administrative tasks for the Identity Manager User
Application, using the Administration panel of the Identity Manager User Application. The User
Application Administrator does not have provisioning administration rights, and is considered an
ordinary user while using the Work Dashboard panel. There can be more than one User Application
Administrator.

One user must be assigned to the User Application Administrator role at installation. The User
Application Administrator created during installation can administer everything in the User
Application including the Provisioning system and can designate other users as User Application
Administrators.

You can assign the User Application Administrator at installation and on the Application
Configuration page on the Administration tab of the Identity Manager User Application. When you
assign the administrator at installation, IDM writes the assignment to the User Application
configuration file, which is editable with the configupdate utility. But, at deployment of the WAR,
the assignment is written to the User Application database. Thus, after you start the JBoss
Application Server the first time after installation, you cannot change the assignment with the
configupdate utility--it must be changed from the Application Configuration page.

A user who isto be aUser Application Administrator should typically belocated under the user root
container specified in the User Application’s LDAP configuration. This enablesthe user to log in
simply by username (instead of requiring the fully distinguished name each time).

The user whoisaUser Application Administrator does not need special directory rights because this
role controls application-level access.

When assigning User Application Administrators, you can specify users, groups, or containers.

1 Goto the Application Configuration page:
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174

User Application Administrater Assignment

Search for: Current Assignments:

Users
ks

Contalners selectod
1 containers selec

£ no cantsn ted
_.1-0u|?: = Groups selec
|Coniners N0 groups selects
Users selected
cn=admin ou=idmsample o=nove

Results

2 Under Portal Configuration, select User App Administrator Assignment.
3 Specify values for the following search settings:

Setting What to Do

Search for Select one of the following from the drop-down menu:
* Users
+ Groups

+ Containers

Starts with If you want to:

+ Find all available objects of your specified type (user), then make
this setting blank.

+ Find a subset of those objects, then enter the starting characters
of the CN values you want. (Case is not considered. Wildcards
are not supported.)

4 Click Go.
The results of your search appear in the Results list.

5 Select the users, group, or container you want to assign as User Application Administrators,
then click Add (>).

Hold down the Ctrl key to make multiple selections.
6 Click Save.

To unassign User Application Administrators:

1 Inthe Current Assignments list, select the users, group, or container you want to unassign as
User Application Administrators, then click Remove (<).
Hold down the Control key to make multiple selections.

2 Click Save.
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You cannot delete yourself as User Application Administrator. Thisis a safeguard to ensure that the
User Application always has at least one User Application Administrator.

5.2 Working with the Import and Export Tools

You can use the Tools page to export or import portal content (pages and portlets) used in the
Identity Manager User Application. This content is aso known as the portal configuration state and
it includes:

+ Container and shared pages (including each page’s assigned portlets, and each portlet’'s
preferences and settings)

+ Portlet registrations

Table 5-5 Portal Data Export and Import Tools

Tool How it works

Portal Data Export Generates XML descriptions of a set of selected container and shared pages,
and portlets. The XML files are stored in a portal data export ZIP file that can
be used as input to the Portal Data Import tool.

Portal Data Import Accepts a portal data export ZIP file as input. Uses the portal data export ZIP
file to generate container and shared pages, and portlets in a portal (User
Application).

The Export and Import tools enable you to move the portal configuration state from one portal (User
Application) to another, as needed. Table 5-5 on page 175 describes how these tools work.

You can use the Portal Data Export and Import tools to:

+ Move your portal configuration state from atest (source) environment to a production (target)
environment

+ Update the configuration state of a portal incrementally
+ Cloneaporta
+ Optionally, overwrite the configuration state on the target portal

5.2.1 Requirements

To use the Portal Data Export and Import tools, make sure that the Identity Manager User
Application (portal) is deployed and running on your source and target application servers.

It isnot required that your source and target servers access the same I dentity Vault; they can access
different ones, if appropriate. The users, groups, and containers in those Identity Vaults are not
required to be the same.

5.2.2 Restrictions

You cannot use the Portal Data Export and Import tools to:

+ Export or import portal configuration state when a server is currently servicing user requests
+ Export or import portal classes and resources
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*

Export or import portlet classes and resources
+ Export or import the identity and provisioning data used in a portal
Export or import administration settings other than for pages and portlets

*

*

Migrate configuration state from an earlier portal version to alater version (the portals must be
the same version)

5.2.3 Exporting Portal Data

This section describes how to export a portal’s configuration state to a portal data export ZIP file.

1 If you are performing an incremental update, back up the target portal.

2 Onthe Application Configuration page, select Portal Data Export from the navigation menu on
the left.

The Portal Data Export panel displays:

fle Edt Vew Go Bookmarks Tools Help

: =
G- - & ) @) [N nttpifiscahostisosofiDmportalfen/adninContainerPsge/DateExpart#

Novells Identity Manager

Welcome Admin Identity Self-Service Requests & Approvals #dministration Lozout  Halp

application Configuration Page Admin Fortlet Admin Provisioning Security

Portal Canfiguration Portal Data Export

» &

Import Export Tools - y )
The Portal Data Export utility allows you to export portal content {pages and portlets] in a format (a portal data export archive] that
“Portal Dary Exqiort can be irmported to a different portal.
Portal Data Import
Password Moduls Sstup ¥ To view the items being exported, click the twistie for each category,
To customize the export contents, check or uncheck the individual pages and portlets
Click Export Portal Data after you have made your zelections,

& Expart Container Pages [ select All [Cclear Al
& Export Shared Pages [¥] select All [Iclear All
@ Export Portlets [ Select All [Jclear All

Exported contents may contain sensitive information. Please protect it appropriately.

Export Portal Data

3 Foallow the on-screen instructions to select the portal pages and portlets that you want to export.

Some portlets that you have not selected for export might still be exported. If you export a page
that contains a portlet, but do not select that portlet for export, the portlet is still exported (to
ensure that a runtime error does not occur for the exported page).

4 When you are done making selections, click Export Portal Data.

Your new portal data export ZIP file is generated, with a default name that includes the current
date and time. For example:

PortalData.21-0Oct-05.09.12.16.zip

You are then prompted to save this ZIP file locally (or to open it in an appropriate archive
utility). For example:
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Opening PortalData. 21-0ct-05.09.12.16.zip ['5__(|

¥ou have chosen ko open

@ PortalData.21-0ct-05.09.12.16.zip
which is a: WinZip File
Frarm: htkp:ffvour, applicationservername, goeshere: 5030/ I0M/

What should Firefox do wikh this File?

) Open with | WinZip (default) v

[ ] Do this automatically For Files like this from now o,

o4 l ’ Cancel

5 Savethe portal data export ZIP file to an appropriate location.

5.2.4 Importing Portal Data

This section describes how to import a portal data export ZIP file to a portal.

NOTE: Remember that, during the import, your target application server must be running but not
currently servicing user requests.

1 If you are performing an incremental update, back up the target portal.
2 Onthe Tools page, select Portal Data Import from the navigation menu on the | eft.
The Portal Data Import panel displays:

3 Data Import - Mozilla Firefox

File Edt Wew Go Bookmarks Tools Help

@ - - & ) ) [N tepiiechostisozofpMiports)jcojaduinCenksinerkage Dstalmport# v @ [IGL

Novelle Identity Manager

Welcome Admin

Identity Self-Service Requests & Approvals Administration Lozout  Halp

Application Configuration Page Admin Fortlet Admin Frowisioning Security

Portal Configuration
Import Export Tools

The Portal Data Import utility allows you to import portal content (pages and portlets) from a portal data export archive created by
Portal Data Export i
the Portal Data Export utility,

Portal Data Impert

» i«

 Portal Data Import

Password Mhodule Setup

«

Please select the portal data export archive to use and click the View Impart Archive button to continue.

Archive: | [ Brows=_ ]

Import security settings? @ Yes O N

CAUTION: Server should not be servicing user requests during the import process

Wigw Impart Archive
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3 Specify the following general import settings:

Setting What to Do

Archive Click Browse to select the portal data export ZIP file to import.
For example:

PortalData.21-0ct-05.09.12.16.zip

Import security settings? Select one of the following:

+ Yes: If you want to import the permissions that the portal
data export ZIP file specifies for access to pages and
portlets by users, groups, and containers. Make sure that
the users, groups, and containers involved exist in the
target portal’'s Identity Vault; permissions for missing
entities fail to be imported.

+ No: If you want to ignore the permissions that the portal
data export ZIP file specifies.

4 Click View Import Archive.

The pandl displays more specifics about your selected portal data export ZIP file and how you
want to import it:

€2 Import Export Tools - Mozilla Firefox Q@]E|
Elle Edit V¥ew Go Bookmarks Tools  Help o
Qﬂ - LL\) - @ |:‘ @ ‘\_l http: fivour . applicationservername. goeshere 18060/ IDM/portalfcnj AdminContainerPage/Dat almportFilker V‘ @ Go “Q_ |
Novells Identity Manager N
(Wakoma tAdin |dentity Self Senice Requests & Approvals Administration Logout  Help
Page Admin Themes Portlet ddmin Portal Security Logging, Caching Tioals
Impart Expart Tools A Portal Data Import

Portal Oata Export To view the items being imported, click the twistie for each category,

Partal Data Import To customize the import contents, check or uncheck the individual pages and portlets,
Click Import Portal Data after vou have made your selections,

Replace existing data? OYeg @No

Access level for imported objects (when security fails): O All Users @Admimstratur only
Import group settings? @ fes ONO

A Import Container Pages Select All D Clear all

@ Import Shared Pages [ sslect Clotear

@ Impart Portlets Select Al Cciear an

Please map the portlet application names in the archive to existing portlet applications on the local server

Archive Local

CAUTION: Server should not be servicing user requests during the import process

Import Portal Data

Dane

5 Specify the following detailed import settings:
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Setting What to Do

Replace existing data? Select one of the following:

* Yes: If you want the contents of the portal data export ZIP
file to overwrite corresponding pages and portlets that
already exist in the target portal. For example, if the portal
data export ZIP file contains a shared page named
MyPage and the target portal contains a shared page
named MyPage, that existing page is overwritten in the
target portal.

+ No: If you want to skip the import for all existing pages and
portlets.

Access level for imported objects Select one of the following:

+ All Users: For unrestricted access to imported pages and
portlets.

+ Administrator only: For restricted access to imported pages
and portlets.

If you chose to import security settings, then this access level is
applied only to those imported pages and portlets where a
security setting failed to be imported, typically because specified
users, groups, or containers do not exist in the target portal’s
Identity Vault.

If you chose not to import security settings, then this access
level is applied to all pages and portlets that are imported.

Import group settings? (If you chose to import security settings) Select one of the
following:

* Yes: If you want to import the default container page and
default shared page assignments that the portal data
export ZIP file specifies for groups. Make sure that the
groups involved exist in the target portal’s Identity Vault;
assignments for missing groups fail to be imported.

+ No: If you want to ignore the default page assignments that
the portal data export ZIP file specifies for groups.

Import Container Pages Follow the on-screen instructions to select the pages and
portlets that you want to import from the portal data export ZIP
Import Shared Pages file to the target portal.

Import Portlets -
NOTE: Some portlets that you have not selected for import

might still be imported. If you import a page that contains a
portlet, but do not select that portlet for import, the portlet is still
imported to ensure that a runtime error does not occur for the
imported page.

Please map the portlet Use the Archive and Local drop-down menus to map the portlet

application names... Archive/ application names in the archive (portal data export ZIP file) to

Local existing portlet applications on the local (target) application
Sserver.

6 When you’re ready to begin the import, click Import Portal Data.
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When the import compl etes, the Portal Data |mport Results panel displays:

3 Import Export Tools - Mozilla Firefox

File Edt Wiew Go Bookmarks Tools  Help Q
<::| - L;) - @ |:‘ @ ‘;_. http:jfvour . applicationservername. goeshere: 8080/ IDM/portalfcnj AdminCaontainerPagefDat almportResult
Novelles Identity Manager N
(eicene thduiy |dentity Self-Serice Requests & Approvals #Administration Logout  Help

Page Admin Themes Portlet ddmin Portal Security Logging Caching Tioials
Impart Export Toolk P Portal Data Import Results

Portal Data Expart To view the import results, click the twistie for each catezory.

Portal Data Import = Container pages import result
4 container pages hawe been imported successfully
The following 4 container pages have been imported successfully
Admin Container Page
DefaultContainerPage
GuestContainerPage
SampleContainerPage
& Shared pages import result
22 shared pages have been imported successfully
& Portlets import result
7 portlets have been imported successfully
# Group Settings import result

2 group settings hawe been imported successiully

Dane

Unsuccessful imports display in red. To troubleshoot import or export problems, look at your
application server’s system console or log file (such as jboss/server/IDM/log/
server.log) for messages from the following User Application log:

com.novell.afw.portal.util

7 Test the target portal to ensure that you imported the data that you expected.

5.3 Password Management Configuration

This section describes how to configure password self-service and user authentication features to
your |dentity Manager User Application. Topicsinclude:

+ Section 5.3.1, “About Password Management Features,” on page 181

+ Section 5.3.2, “Configuring Challenge Response,” on page 184

+ Section 5.3.3, “Configuring Forgotten Password,” on page 186

+ Section 5.3.4, “Configuring Login,” on page 190

* Section 5.3.7, “ Configuring Change Password,” on page 198

+ Section 5.3.5, “Configuring Password Sync Status,” on page 193

+ Section 5.3.6, “Configuring Password Hint Change,” on page 197

+ Section 5.3.7, “ Configuring Change Password,” on page 198
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5.3.1 About Password Management Features

The password management features supported by an Identity Manager User Application encompass
user authentication and password self-service. When you put these features into use, they enable
your application to:

+ Prompt for login information (username and password) to authenticate against Novell
eDirectory
+ Provide users with password change self-service

+ Provide users with forgotten password self-service (including prompting for challenge
responses, displaying a password hint, or allowing a password change, as needed). You can
configure forgotten password self-service to run inside the firewall (the default), or you can
configure it to run outside the firewall.

+ Provide users with challenge question self-service
+ Provide users with password hint self-service

Required Setup in eDirectory

Before you can use most of the password self-service and user authentication features, you need to
do the following in eDirectory:

+ Enable Universal Password

+ Create one or more password policies

+ Assign the appropriate password policies to users
A password policy is acollection of administrator-defined rules that specify the criteriafor creating

and replacing user passwords. Novell Identity Manager takes advantage of NMAS (Novell Modular
Authentication Service) to enforce password policies that you assign to usersin eDirectory.

You can use Novell iManager to perform the required setup steps. For example, here'show someone
defined the DocumentationPassword Policy in iManager.

Application Configuration 181



Figure 5-3 Sample Password Policy

Novell- iManager 2N o €8 Dl ™
ADMIH
— IR G R EE
Collection Cwner Access /—|—| IE—| Iﬁ| I_f“&_‘ |§|
(] Roles and Tasks Password Policy: Documentation.Password Policies.Security
|AII Categories
NMAS Summary |
Novell Certificate Access
Novell Certificate Server Your policy has the following settings: L
Last Modified: 3/28/05
Partition and Replica
Management Password Policy Summary
Bl Passwords Name Documentation
Check Password Status Description
Challenge Sets
Passwrned Policiss Universal Password
Passward Synchronization Options Enable Universal Passwaord true
e e et Enable the Advanced Password Rules true L4
St i B Wl Remove the NDS password when setting Universal false
Email Server Options Password
Edit Email Templat A i N
L I wynchronize NDS password when setting Universal true
PBX Password
Provisioning Request Synchronize Simple Password when setting Universal false
Configuration Password
Rights ;g;r;;:\:roorr;ze Distribution Password when setting Universal trus
Role-Based Entitlements B Allow user agent to retrieve password true
Schema Yerify whether existing passwords comply with the false v
SecretStore
oK | Cancel | Apply |
Smart Card Lozin o

This password policy specifies:
¢ Universa Password settings
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Figure 5-4 Sample Universal Password Settings

Novell; iManager TV qmm. © 5 2N
2::‘::1'Dn Owner Access j‘l@ IEI u Ig Ii”il \E‘_EI IEI

@] Roles and Tasks Password Policy: Documentation.Password Policies, Security

|AII Categories V|

Policy Summary SUNERTIRERULIGE Forgotten Password | Policy Assignment |

NMAS i

ovell Certificate Access

N
Novell Certificate Server Advanced Password Rules E
Partition and Replica Add  Description Walue
Sanaesren Change Password
[l Passwords s
| Allow user to initiate passwaord change

Check Password Status P 8

Challenge sets Require unique passwords H

Password Policies

Fassuo e anizaRion, [ Limit the number of passwords to store in the history list (1-255) l:l Password(s)

Wiew Policy Assignments

T I Limit the number of days to store a password in the history list @- Dayls]

Email Server Options F65)

Edit Emanl Templates Password Lifetime
SlIAES [ Mumber of days before password can be changed (0-3765) l:l Day =]

Provisioning Request

Configuration Mumber of days before password expires {0-365) Day(s]
Rights [ Limit the number of grace lagins allowed (0-754) l:l Attempt(s)
Role-Based Entitlements i Password Length
Schema 51 alimdmaiime monber of charncdbare im0 maecusned £1 5131 A Thoar ek X

SecretStore
oK | Cancel | Apply |

Smart Card | osin ¥

Settings to deal with forgotten-password situations

Figure 5-5 Sample Password Policy

Novells iManager s
Z:I':::mn DWNer Access /—Ig I@ u @ |ﬁ| Ii‘ IF”_E| @ N

@] Roles and Tasks Password Policy: Documentation.Password Policies. Security
|AII Categories V|

Policy Summary | Universal Password SLCUTHELREU TN Policy Assignment | m
HMAS . [
Hovell Certificate Access

Select an action for a forgotten password request. The most secure method of user verification is to use 2
challenge sets, which require a user to answer a set of questions to prave his or her identity.

Hovell Certificate Server

Partition and Replica
Manage ment

Alternatively, you may select an action that occurs without the user answering a challenge set.

El Passwords
NN Enable Forgotten Passwaord
Challenge Sets Challenge Set
Password Policies
Paszward Synchronization
Wiew Policy dssignments |Documentatmn Challenge Set b4
set Universal Password
Email Setwer Options
Edit Email Templates

[FlRequire a challenge set

Use the Challenge Sets task to add a new Challenge Set to yvour list,

Action

2 ;
) GO Choaose an action:
HrevEioning Renuest 3 Allow user ta reset passward (Requives challenge set and Universal Password optfons)
Configuration
3 O E-mail current password to user {Requires challenge set and Universal Password
Brehts options)
Role-Based Entitlements b ©  E-mail hint to user
Schema

|=

@ Show hint on bagze

SecretStore
oK | Cancel | Apply |

Smart Card Lozin

[

Assignments that apply the policy to specific users
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Figure 5-6 Sample Policy Assignments

Novells iManager IR o =
::I:Ic'::lon Qwner Access _/@@ Iﬁ‘ I’—/| N

(] Roles and Tasks Password Policy: Dacumentation. Password Palicies. Security

‘AH Categories V|

¥ Policy Summary ' Universal Password | Forgotten Password (SUCLT 8 ST |I|
MMAS |I|

Hovell Certificate Access

Novell Certificate Server You can assign this policy to multiple individuals, organizations or to an entire company, To assign a
policy, type in a value and press the Enter key or search for the object in the tree. To remove an
assignment, select an item in the list and press the Delete key on vour keyboard or click the Remove
button below the list,

Partition and Replica
Manage ment

=l Passwords
Check Paszword Status

Assign to:
Challenge sets
Password Policies
Password synchronization ablake.users.idmsample-jklobucher.novell

bbender.users.idmsample-doc. novell

Wiew Policy Assignments :
cnano.users.idmsample-doc.navell

set Universal Password
Email Serwer Options
Edit Email Templates

PBX

Provisioning Request
Configuration

Rights __Remove |
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Case-Sensitive Passwords

By default passwords are not case-sensitive. You can create a password policy that allows case-
sensitive passwords. You can specify the Allow the password to be case-sensitive in the Password
Policies> Universal Password > Advanced Password Rules. If you enable case-sensitive password,
you must also enable the Allow user to retrieve password setting. It is enabled by default, but you
can verify it through the iManager Password Policies > Universal Password > Configuration
Options tab.

Password Policy Compliance

If you enable Universal Password, it is recommended that you also configure the system to verify
that existing passwords comply with the password policy. You can configure this through iManager.
IniManager, go to Passwords > Password Policies> Universal Password > Configuration Options.
Make sure the following option is selected: Verify whether existing passwords comply with password
policy (verification occurs on login). This ensures that users created through the User Application
are forwarded to the Change Password page to enter a password that complies with the I dentity
Manager password policy.

5.3.2 Configuring Challenge Response

The Challenge Response self-service page lets users:

+ Set up the valid responses to administrator-defined challenge questions, and set up user-defined
challenge questions and responses

+ Change the valid responses to administrator-defined challenge questions, and change user-
defined challenge questions and responses
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NOTE: The password management facility makes passwords case-sensitive, by default, and also
allows you to configure case sensitivity for passords. Thisis not the case with the Challenge

Response facility. Challenge Response answers are not case sensitive, and cannot be configured to
support case sensitivity.

TIP: If you have localized the Challenge Response questions in iManager set the Login
Configuration setting Enable Locale Check to True.

Figure 5-7 Challenge Response Example
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Requirements

The Challenge Response requirements are described Table 5-6 on page 185.

Table 5-6 Challenge Response Requirements

Topic Requirements

Password policy A password policy with forgotten password enabled and a challenge
set.

Universal Password Does not require Universal Password to be enabled.

eDirectory configuration Requires that you grant supervisor rights to the LDAP Administrator

for the container in which the logged-in user resides. Granting these
privileges allows the user to write a challenge response to the secret
store.

For example, suppose the LDAP realm administrator is cn=admin,
ou=sample, n=novell and you log in as cn=userl, ou=testou, o=novell.
You need to assign cn=admin, ou=sample, n=novell as a trustee of
testou, and grant supervisor rights on [All attribute rights].
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Using the Challenge Response Feature
To use the Challenge Response feature, you need to know about the following:
+ “How Challenge Response Is Used During Login” on page 186
+ “How Challenge Response Is Used in the User Application” on page 186
How Challenge Response Is Used During Login

During the login process, the Login page automatically redirects to Challenge Response whenever
the user needs to set up challenge questions and responses (for example, the first time a user
attempts to log in to the application after an administrator assigns the user to a password policy in
iManager. The password policy must have forgotten password enabled and include a challenge set).

How Challenge Response Is Used in the User Application

By default, the User Application provides users with self-service for changing challenge questions
and responses.

Configuring Challenge Response

The Challenge Response Configuration settings (on the Administration tab) are described in the
following table.

Table 5-7 Challenge Response Configuration Settings

Setting Description

Mask Response Text Choosing Yes means that user-entered response
text is masked with asterisk (*) characters.

5.3.3 Configuring Forgotten Password

This feature uses challenge/response authentication to let users get information about their
passwords. The result, which depends on the assigned password policy, can include:

+ Displaying the user’s password hint on the screen

+ E-mailing the hint to the user

+ E-mailing the password to the user

+ Prompting the user to reset (change) the password
Forgotten password self-serviceistypically available to usersinside your corporate firewall through
the deployed User Application WAR, but you can also configure your system so that the forgotten
password management features are stored in a separate password management WAR. You can then
deploy the password management WAR on a separate system that can be located inside or outside

your corporate firewall. To learn how to setup Forgot Password outside the core User Application
WAR, see Section 2.5, “ Configuring Forgotten Password Self-Service,” on page 59.

Requirements

The Forgot Password feature requirements are listed in Table 5-8 on page 187.
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Table 5-8 Forgotten Password Requirements

Topic Requirements

Password policy Requires a password policy with forgotten password enabled and with a
challenge set.

When using password policies, you also need to configure the following
settings on the Password Policy page in iManager to ensure that the
User Application prompts the user to change the password on first login.

+ Force user to configure Challenge Questions and/or Hint upon
authentication must be enabled. This setting is on the Forgotten
Password panel, under Authentication.

+ Verify whether existing passwords comply with the password policy
(verification occurs on login) must be enabled. This setting is on the
Universal Password Policy panel, under Configuration
Options>Authentication.

+ Limit the number of grace logins allowed (0-254) must be enabled.
You can accept the default value of 6. This setting is on Universal
Password panel, under Advanced Password Rules>Password
Lifetime. This setting is required to support the Create User action.
The Create User action expires the user’s password and sets the
grace login value to 1, so that the user is forced to change the
password on first login.

Universal Password Does not require Universal Password to be enabled, unless you want to
support resetting the password or e-mailing the password to the user.

Using the Forgot Password Feature
To use the Forgot Password feature, you need to know about the following:

+ “How the Forgot Password feature Is Used During Login” on page 187
* “Configuring Your Environment for E-mail Actions’ on page 188
+ “Forgot Password Configuration Settings’ on page 188

How the Forgot Password feature Is Used During Login

During the login process, the Login page redirects to the Forgot Password page if the user clicks the
Forgot Password link. When Forgot Password displays, it does the following:
1. Promptsfor username.

2. Redirects to the Challenge/Response page to perform challenge/response authentication for
that user.

3. Performs the forgotten password action specified in the authenticated user’s assigned password
policy. It does one of the following:

+ Redirectsto the Change password page so the user can reset their password
+ E-mailsthe password or hint to the user
+ Displaysthe hint
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Configuring Your Environment for E-mail Actions

If you want to support the Forgot Password e-mail actions, you need to make sure your e-mail
notification server is set up properly:

1 Use aWeb browser to access iManager on your eDirectory server and log in asan
administrator.

2 Goto Roles and Tasks > Passwords and select Email Server Options.
3 Specify the appropriate settings, then click OK.

Forgot Password uses two e-mail templates. In iManager, you find them in Roles and Tasks >
Passwords > Edit Email Templates. They are named:

+ Password hint request
+ Your password request

You can change the content of these templates as needed for your application, but don’t change the
structure. The Forgot Password page determines, based on the user’s preferred locale, whether to
display alocalized e-mail template.

Forgot Password Configuration Settings

You set the Forgot Password page configuration settings in the Administration tab. They are
described in Table 5-9 on page 188.

Table 5-9 Forgot Password Configuration Settings

Configuration Setting Description

Login Sequence The NMAS login sequence to use. In this version, only Challenge
Response is supported.

LDAP secure port The secure LDAP port to use. The default is 636.

Allow Wild Cards in Login Select True if you want users to be able to type the first few
characters of a username. (The default is false). Display DN
Information must also be true.

When True, the user is able to type a few characters of a username
and the Forgot Password page returns a list of DNs that match the
user-entered string. Do not enter “*” or “?” in the username as part of
search string.

Display Full User Name Select True when you want the Forgot Password page to display the
full user name. This can be used in conjunction with Allow Wild Cards
in Login. If set to False, no name is displayed.

188 User Application: Administration Guide



Configuration Setting

Description

Generic Password Policy User
DN

Encoding

Display Hint in Password Reset

Display Return to Calling Page

Forgot Password Link

Forgot Password Return Link

Forgot Password Web Service
URL

Specify the DN of an existing Identity Vault user established to
prevent unauthorized users from accessing your system by guessing
valid usernames.

By default, if the user enters an invalid name, the User Application
displays the message User not Found. Under some circumstances
an unauthorized user might be able to guess a valid name and
answer the challenge questions correctly. One way to prevent this is
to specify this value. See “Setting Up a Generic Password Policy
User DN” on page 190 for additional required configuration steps.

The character encoding to use. The default is utf-8.

Select True (the default) to display the user’s password hint on the
Password Reset screen.

Select False to avoid displaying the user’s password hint on the
Password Reset screen.

Allows administrator to show or hide Return to Calling Page Link after
a forgot password action is performed.

If the Novell Client Login Extension (CLE) Restricted Browser is
used, the link should be disabled because pressing on the link when
using the Restricted Browser does not work.

This value defines the name and path to the Forgot Password page.
This initial value is established during installation. If you do not use
an external password management WAR, you can leave the default
value.

For more information, see Section 2.5, “Configuring Forgotten
Password Self-Service,” on page 59.

Like the Forgot Password Link, this value is set during installation
and you do not need to make any changes if you do not use an
external password management WAR.

If you do use an external password WAR, use this setting to specify
the URL that the Forgot Password page can use to return to the User
Application when the user clicks Submit. The return link should take
the form of:

protocol://servername:port/userappcontext
For example, https://idmhost:8080/IDMProv

For more information, see Section 2.5, “Configuring Forgotten
Password Self-Service,” on page 59.

This setting allows the External Forgot Password WAR to call the
Forgot Password Web Service defined in the User Application. The
format of this field is:

https://host:port/idm ctx/pwdmgt/service
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Setting Up a Generic Password Policy User DN

To support the Generic Password Policy User DN, you need to set up auser in the users container for
this purpose. This user should:

+ Have apassword that is difficult to guess.

+ Have hisor her e-mail address assigned to a User Application Administrator.

You must set up:

+ A Challenge Set for this user and establish only Admin defined questions.

+ A Password Policy that uses this Challenge Set. The Password Policy should have
ForgotPassword enabled

You must log in to the User Application as this user at least once to supply the answersto the
Admin-defined questions.

Finally, log in to the User Application as the User Application administrator and go to the Forgot
Password configuration page of the Administration tab. Specify falsefor Allow Wild Cardsin Login
and Display Full User Name. Specify this newly established user as the Generic Password Policy
User DN.

5.3.4 Configuring Login

The Login page performs avery robust user authentication supported by Identity Manager (through
Universal Password, password policies, and NMAS). The Login page redirects to the other
password pages as needed during the login process.

Novelle
Identity Manager

Uzername: Paszmaord:

=+ Forgot Password?

N ...Login

Requirements

The Login page requirements are listed in Table 5-10 below.

Table 5-10 Login Requirements

Topic Requirements

Password policy This page does not require a password policy, unless you want to use
advanced password rules or let users click the Forgot Password link.
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Topic

Requirements

Universal Password

SSL

This page does not require Universal Password to be enabled, unless
you want to use a password policy with advanced password rules.

This page uses SSL, so make sure that your application server is
properly configured to support SSL connections to your LDAP realm.

Use the Password Module Setup Login Action to configure the following settings:

Table 5-11 Login Configuration Settings

Configuration Setting

Description

Allow ID Wildcard

Enable Forgot Password Link

Enable SSO

SSO User ID Key

SSO Password Key

Enable Hint Migration

Enable Locale Check

Enable Password Autocomplete

Guest Container Page

If True, users can specify the first few characters of a username and
a list of usernames that include those characters is displayed so the
use can select the user to login as.

If True, the User Application Login page displays the Forgot
Password link.

If True, the Username and password are stored in the session and
can be accessed by other properly configured portlets. The
username is stored in the SSO User ID Key and the password in
the SSO Password Key

If Enable SSO is True the username is stored in the session using
this key.

if Enable SSO is True the password is stored in the session using
this key.

If True, any existing hints are moved from the nsimHint to the
nsimPasswordReminder.

If True, and the user has not set their locale preferences, the User
Application displays a page that allows them to set their preferred
locale.

If True and supported by the browser, the user’s browser opens a
window asking if the user wants to save the login credentials.

If False (the default), the user does not receive a browser prompt to
save the login credentials.

Allows you to specify a custom guest container page. For example,
you might specify any of the following values to direct the user to
the MyOrgChart page :

/IDMProv/portal/cn/DefaultContainerPage/
MyOrgChart
/portal/cn/DefaultContainerPage/MyOrgChart
http://localhost:9000/IDMProv/portal/cn/
DefaultContainerPage/MyOrgChart

The default value is:

GuestContainerPage
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Configuration Setting

Description

Logout URL

Password Change Return Page

Enable Password Expiration
Warning

Using SSL Login

Server SSL Port

This value specifies the URL that a user is redirected to after the
user presses the Logout button in the User Application.

This value specifies the URL that a user is redirected to after a
password change. If you specify an URL for this setting, the User
Application displays a link to the redirect page, along with a success
message when the password has been changed.

This setting only works when accessing the User Application via
Novell Access Manager. If you access the User Application without
going through Access Manager, the Password Change Return
Page link will not display.

Furthermore, this setting only works within the context of the User
Application and not when you access the ChangePassword.jsp
directly. If you access the ChangePassword.jsp directly, you will not
see a link displayed that redirects to the Password Change Return
Page.

When accessing ChangePassword.jsp directly, if you want users to
receive a success message, you need to add the following URL
parameter:

?changePasswordForcedLogout=true
For example:

http://myserver/IDMProv/jsps/pwdngt/
ChangePassword. jsp?changePasswordForcedLogout=tru
e

Otherwise, the user will not receive a success message after
changing their password.

This setting gives you the ability to enable or disable the expired
password warning. This feature is useful in configurations where
another product has detected an expired password and already
warned the user prior to redirecting to the Identity Manager portlets.

This setting gives you the ability to configure the Login to redirect to
https. If you set Using SSL Login to true, then when user goes to
the login.jsp (either directly or through a redirect from NONE SSL
page), the login.jsp page will be presented with https with the SSL
port configured (Server SSL Port). After user logs in, he see the
https (SSL) landing page.

Specifies the SSL port that the User Application is running on.

Using the Login Page

To use the Login page, you need to know about the following:

+ “How Login Redirects to Other Pages’ on page 193
+ “Using Grace Logins’ on page 193

192 User Application: Administration Guide



How Login Redirects to Other Pages

At runtime, the Login page redirects to other password pages, depending on what’'s needed to
complete the login process. Table 5-12 on page 193 directs you to descriptions.

Table 5-12 Login Directions to Other Pages

If the user Login redirects to

Clicks the link Forgot Password Forgot Password page
Needs to set up challenge questions and Challenge response page
responses

Needs to set up a password hint Hint Definition page
Needs to reset an invalid password Change password page

Using Grace Logins

If you use a grace login, the Login page displays awarning message that asks you to change your
password and indicates the number of grace loginsthat remain. If you are on your last login, the
Login page redirects you to the Change Password page.

5.3.5 Configuring Password Sync Status

Password Sync Status lets users check the progress of the password change process on connected
systems. You can specify a different image to represent each connected system. To set up password
sync status checking:

+ Define the connected applications whose status the user should be able to view during the
synchronization process. You define the connected applications in the Password Sync Status
Application Settings described in Table 5-14 on page 196.

+ Define the settings for the password sync status page displayed to users. These settings are
described in Table 5-13, “Password Sync Status Client Settings,” on page 195.

By default, the User Application Administrator can view the password sync status of other users
when the User Application Administrator accesses the Password Sync Status page, shown in Figure
5-8 on page 194. The administrator can access the sync status for another user by specifying the
other user’s DN, then clicking Check Sync Satus.
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Figure 5-8 Password Sync Satus
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In addition to the User Application Administrator, you can define a set of usersto perform the Check
Sync Status for other users (for troubleshooting or other purposes). The members of a group called
PasswordManagement are also automatically allowed to view the password synchronization status
of other users. This group does not exist by default. If you choose to create this group, it must be:

+ Named PasswordManagement.

+ Given privilegesto the Identity Vault. The group must have rights to read the user’s eDirectory
object attribute for users whose password synchronization status they need to view. The system
accesses the DirX ML -passwordSyncstatus, the pwdChangedTime, and the DirXML-
Associations attributes.
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Table 5-13 Password Sync Satus Client Settings

Configuration Setting

Description

Password Sync Buffer Time
(milliseconds)

Image Per Row

Individual Application Timeout
(milliseconds)

All Application Timeout (milliseconds)

Process Count

Pass Phrase

Application Image Size Limit (bytes)

The password sync status checking compares time stamps
across different Identity Vaults and connected systems. This
buffer time is intended to account for differences between the
system times on these different machines. This time is added
to the time stamp on the user object’s password change
attribute to determine if a change has occurred. It is used like
this:

The Password Sync Status process uses the buffer time as
follows:

+ If the time stamp value (password sync time) in DirXML-
PasswordSyncStatus for the connected system is older
than the last password change time stamp
(pwdChangedTime attribute of user object) + password
sync buffer time, then the status is considered old and
the system continues polling for an updated status for
the connected system.

+ If the time stamp value in DirXML-PasswordSyncStatus
for the connected system is newer than the last
password change time stamp + password sync buffer
time, then the password sync functionality returns the
status code or message and displays the updated status
of the connected system.

* The last password change time stamp is populated to
the user object after the user’s password change. This
functionality is available in NMAS 3.1.3 and higher.

The number of application images to display per row in the
Identity Self-Service Password Sync Status page.

The amount of time that the Password Sync Status process
waits for a response for each connected application’s status
before checking for the next one.

This value indicates the amount of time allowed for the entire
password sync status process (of all connected systems) to
complete. Before this timeout is reached, the password sync
process continues to poll until all status values are updated or
this timeout is reached. When the timeout status is reached,
the system displays an error message to the user that
indicates that a timeout condition has been reached.

The number of times each connected system is checked for
the password sync status.

If the DirXML-PasswordSyncStatus contains a password
hash, then the value entered in this field is compared to that
value. If they are not equal, the User Application displays an
invalid hash message.

Lets you set the maximum size (in bytes) of the application
image that can be uploaded. You specify this image in the
Application Image setting described in Table 5-14.
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Configuration Setting Description

Show Password Sync Status After If this field is set to true, after the user changes a password,

Password Change the interface presents the Password Sync Status screen. If
this field is set to false, the Password Sync Status screen is
not displayed after a password change.

The password Sync Status Application Settings are described in Table 5-14.

Table 5-14 Password Sync Satus Application Settings

Configuration Setting Description

Password Synchronization Application Name The name used to describe the connected
application. You can enter the application name in
multiple locales.

To add a language (locale):

1. Click Add Language (+).

2. Type the Application Name for the desired
localized languages in the appropriate field.

3. Click Save.

If you do not specify localized application names,
the value specified in the Password
Synchronization Application Name is used.

Application DirXML-PasswordSyncStatus GUID You can get the driver GUID by browsing the
attributes on the driver object in one of two ways:

+ Click the browse button next to this field. This
browse button obtains only GUIDs of drivers
in the current driverset that the User
Application driver resides in.

+ Use iManager to browse for the driver (use
the General - Other tab, used when modifying
the object) and manually copy and paste the
GUID into this field.

Application Image The name of the connected application Image to
upload. The Application Image size can be
configured from the Application Image Size Limit
field in the Password Sync Status Client Settings
section. Supported file types are .bmp, .jpeg, .jpg,
.gif, and .png.

Application Filter Optional. Specify an LDAP filter that allows or
prohibits users’ viewing the application name on
their Check Password Synchronization pages.

You can use any standard LDAP filter.
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Configuration Setting

Description

Dependent Driver

Optional. Specify any additional driver this
application depends on.

If any driver in the dependent driver chain is not
visible to the user, the driver specified by
Application DirXML-PasswordSyncStatus GUID is
also not visible to the user.

If any driver in the dependent driver chain fails to
check password sync status, the driver specified by
Application DirXML-PasswordSyncStatus GUID
also fails to check password sync status.

You can get the driver GUID by browsing the
attributes on the driver object in one of two ways:

+ Use the object selector button beside the
Dependent Driver field.

This method saves the application driver's
fully distinguished name (FDN). When a user
checks password sync status, this FDN is
compared to the value of the FDN field in the
DirXML-Associations attribute of the user
object. If the two FDNs do not match, this
application is not visible to the user. If there is
a match, and if the DirXML-Associations
attribute's driver status field is not 0 and the
driver data field is not null, this application is
visible to the user.

+ Manually enter the GUID for the dependent
driver.

Use this method when this application driver
is not from the current driverset that the User
Application driver resides in. This method
does not save an FDN. When a user checks
password sync status, FDNs are not
compared, and this dependent driver is visible
to the user unless you apply an Application
Filter that excludes the user.

5.3.6 Configuring Password Hint Change

This self-service page lets users set up or change their password hints, which can be displayed or e-

mailed as a clue in forgotten password situations.
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Figure 5-9 Define Password Hint Sample
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Requirements

The Password Hint Change requirements are listed in Table 5-15.

Table 5-15 Password Hint Change Requirements

Topic Requirements

Universal Password Does not require Universal Password to be enabled.

Using the Password Hint Change Page
To use the Password Hint Change page, you need to know about the following:

+ “How Password Hint Change Is Used During Login” on page 198
+ “Using Password Hint Changein the User Application” on page 198

How Password Hint Change Is Used During Login

During the login process, the Login page automatically redirects to the Password Hint Change page
whenever users need to set up their password hints. For example, the first time a user attemptsto log
in to the application after an administrator assigns the user to a password policy in iManager, the
password policy has forgotten password enabled and has the action set to Email hint to user or Show
hint on page.

Using Password Hint Change in the User Application

By default, the User Application provides users with self-service for changing a password hint.

5.3.7 Configuring Change Password

This self-service page lets users change (reset) their Universal Passwords, according to the assigned
password policy. It usesthat policy to display the rules that the new password must conform to.

If Universal Password is not enabled, this page changes the user’s eDirectory (simple) password, as
permitted in the user's Password Restrictions.
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Figure 5-10 Change Password
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Requirements

The Change Password page requirements are listed in Table 5-16.

Table 5-16 Change Password Requirements

Topic

Requirements

Directory Abstraction Layer configuration

Password policy

Universal Password

No directory abstraction layer configuration is required for
this page.

This page does not require a password policy, unless you
want to use advanced password rules (with Universal
Password enabled).

To use this page for a Universal Password, the setting
Allow user to initiate password change must be enabled in
the Advanced Password Rules of the user's assigned
password policy.

To use this page for an eDirectory (simple) password, the
setting Allow user to change password must be enabled in
the user’s Password Restrictions.

Using the Change Password Page

To use the Change Password page, you need to know about the following:

+ “How Change Password |s Used During Login” on page 200
+ “Using Change Password in the User Application” on page 200
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How Change Password Is Used During Login

During the login process, the Login page automatically redirects to the Change Password page
whenever the user needs to reset an invalid password. For example, the first time a user attemptsto
log in to an application after an administrator implements a password policy that requires usersto
reset their passwords.

The Forgot Password page also redirects to Change Password automatically if the user’s assigned
password policy specifies reset password as the action for forgotten password situations.

Using Change Password in the User Application

By default, the User Application provides users with the password change self-service using the
Change Password page.

NOTE: On Firefox, if you alow the browser to save passwords, you may see a confusing pop-up
message that asks the following question when you confirm a password change: “Would you like to
have password manager change the stored password for <user>?". The user specified in the
message may not be the same as the user who logged into the User Application. This message is
generated by the Firefox password manager. To turn off this message, you need to disable the
password manager in Firefox by deselecting the Remember passwords sites checkbox under
Passwords on the Tools>Options> Security page.

5.4 Web Services

This section describes how to access basic information about the SOAP endpoints for the User
Application. Thisinformation includes the WSDL document, remote interface, and type mappings
for each endpoint. Topics include:
* Section 5.4.1, “Directory Layer Service,” on page 200
Section 5.4.2, “Metrics Service,” on page 201
Section 5.4.3, “Notification Service,” on page 201
Section 5.4.4, “Provisioning Service,” on page 202
Section 5.4.5, “Role Service,” on page 202

*

*

*

*

5.4.1 Directory Layer Service

To access information about the Directory Layer Service:

1 Select the Application Configuration tab.
2 Select Web Services from the | eft navigation menu.
3 Select Directory Layer Service.
The user interface displays the Directory Layer Service page.
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For more information about the Directory Layer Service, see Chapter 21, “Directory
Abstraction Layer (VDX) Web Service,” on page 523.

5.4.2 Metrics Service

To access information about the Metrics Service;

1 Select the Application Configuration tab.
2 Select Web Services from the left navigation menu.
3 Select Metrics Service.

The user interface displays the Metrics Service page.

For more information about the Metrics Service, see Chapter 19, “Metrics Web Service,” on
page 495.

5.4.3 Notification Service

To access information about the Notification Service:

1 Select the Application Configuration tab.
2 Select Web Services from the left navigation menu.
3 Select Notification Service.
The user interface displays the Notification Service page.

For more information about the Notification Service, see Chapter 20, “Notification Web
Service,” on page 513.