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Preface

The Sentinel Technical documentation is general-purpose operation and reference guide. This
documentation is intended for Information Security Professionals. The text in this
documentation is designed to serve as a source of reference about Sentinel’s Enterprise
Security Management System. There is additional documentation available on the Sentinel
web site.

Sentinel Technical documentation is broken down into five different volumes. They are:

= Volume | - Sentinel™ 5 Install Guide

= Volume Il — Sentinel™ 5 User’s Guide

= Volume Ill — Sentinel™ 5 Wizard User’s Guide

= Volume IV - Sentinel™ 5 User’s Reference Guide
= Volume V — Sentinel™ 3" Party Integration

Volume | — Sentinel Install Guide

This guide explains how to install:

=  Sentinel Server =  Wizard Collector Builder
= Sentinel Console = Wizard Collector Manager
= Sentinel Correlation Engine = Advisor

= Sentinel Crystal Reports

Volume Il — Sentinel User’s Guide

This guide discusses:

=  Sentinel Console Operation = Event Configuration for Business
= Sentinel Features Relevance

»  Sentinel Architecture = Mapping Service

=  Sentinel Communication = Historical reporting

= Shutdown/Startup of Sentinel = Wizard Host Management

*  Vulnerability assessment = Incidents

= Event monitoring = Cases

= Event filtering = User management

= Event correlation = Workflow

=  Sentinel Data Manager

Volume Il — Wizard User’s Guide
This guide discusses:

=  Wizard Collector Builder Operation = Wizard Host Management
= Wizard Collector Manager = Building and maintaining Collectors
= Collectors



Volume IV - Sentinel User’s Reference Guide

This guide discusses:

Wizard scripting language
Wizard parsing commands
Wizard administrator functions
Wizard and Sentinel meta-tags

Sentinel correlation engine

User Permissions

Correlation command line options
Sentinel database schema

Volume V - Sentinel 3" Party Integration Guide

Remedy
HP OpenView Operations

HP Service Desk
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1 Wizard Introduction

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

The Wizard User’s Guide is your introduction to the operation of Novell Wizard. This guide
will explain each component and how all the components operate.

This guide assumes that you are familiar with Network Security, Database Administration,
Windows and UNIX operating systems.

Contents

This guide contains the following chapters:

Chapter 1 — Wizard Introduction

Chapter 2 — Managing Wizard Hosts

Chapter 3 — Building and Maintaining Collectors
Appendix A — Syslog Connector

Appendix B — Socket Server

Conventions Used

Notes and Cautions
NOTE: Notes provide additional information that may be useful.

CAUTION: Cautions provide additional information that may keep you from
performing damage or loss of data to your system.

Commands

Commands appear in courier font. For example:

useradd —g dba —d /export/home/oracle —m —s /bin/csh
oracle

Wizard

Wizard enables you to build, configure and control Collectors. Collectors are used to collect
and normalize events from security devices and programs. These normalized events are then
sent to Sentinel for use in real time analysis correlation, reporting and incident response.

NOTE: Although not a requirement, it is recommended that in a multiple Wizard
Collector Builder configuration that one Collector Builder be designated as the
Primary Collector Builder. This machine is then used to store, develop or modify
Collectors and configure ports.
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The following components comprise Wizard:

= Collector Builder is the Wizard user interface that enables you to build, configure, deploy
and control Collectors. In addition to running Collectors locally, the Collector Builder
can be used to upload, download and control Collectors on remote systems.

= Collector Manager is the Wizard back-end that manages Collectors, system status
messages and performs global filtering of events.

A Collector is the receptor that collects and normalizes raw events from security devices and
programs and outputs normalized events that can be correlated, reported and used for incident
response. Your Sentinel software comes with tier 1 level Collectors.

Events from security
devices, example:
-1DS

-Firewalls

-0/1s
- Routers
- Web Servers

—
=] r -
- Databases

- Switches o o T T
- Mainframe Wizard Gollector Manager Sentinel Advisor
- Anti-Virus

Collect ———p» Normalize ———p» Real-time analysis ———» Reporting

Collectors

Collectors are used to filter and standardize critical event data into a normalized format and
make it available to the Sentinel process. There are three levels of Collectors, they are:

= Supported Collectors (T1) — these are Collectors that are:
= documented
= have meta-data
= available to all customers
= Technical Support
= Documented Collectors (T2) — these are Collectors that are:
= destined for the Collector library
= documented
s have metadata
= based on the standard Sentinel templates
o limited Technical Support
= Sample Collectors (T3) — these are Collectors that:
@ have proof of concept
o developed for a specific customer
@ may hot have meta-data or any supported documentation
@ limited Technical Support

Collectors allow you to gain access to event data from many sources, including:

= Intrusion Detection Systems (host) = Anti-Virus

= Intrusion Detection Systems (network) = Web Servers

= Firewalls = Databases

= Operating Systems = Mainframe

= Policy Monitoring = Vulnerability Assessment
= Authentication = Directory Services
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= Routers & Switches = Network Management
= VPN = Proprietary Systems

Collectors are made of:

= Template files

= Parameter files

= Lookup files

=  Mapping files

= Parameter Description File and Manifest Files

The template file and its associated parameter file are merged into different script files when
the Collector Script is built.

Each script file is named after the column name of the set of values in the parameter file.
Script files are grouped in an ordered sequence into startup and backout sequences.

Startup and backout sequences are assigned to a port, which executes the series of scripts that
it contains when it is started or stopped. A script must be included in a startup or backout
sequence in order to be used by a port. Ports enable a Collector to locate Wizard hosts on the
network by providing the IP address or file name of the host. They also provide Sentinel with
information on the location of sensors and the Collector that is used to manage data for those
sensors. The following options are configurable for ports:

= Connection type
= Serial — data read from a RS-232C serial port
s Socket - a TCP socket connection
= File New - reads only security event data that is added to a file after the script has
started (reads from the end of the file)
o File All - reads all the security event data in a file
= Persistent Process - launches a persistent process when the port is started,
communicates between the assigned Collector to that port and an external application
through receive and transmit states and continues to run for the active life of the port.
= Transient Process - communicates between the assigned Collector to that port and an
external application through receive and transmit states. Transient process may be
started multiple times.
o SNMP - receives SNMP v1, v2 and v3 traps
= None
= Collector name — you can rename, copy and add Collectors

When a template uses the LOOKUP() parsing command, the appropriate lookup file is
searched for a specific block of parsing commands to run.

When a template uses the TRANSLATE parsing command, the command loads a mapping
file allowing for fast lookup of key entries.

Wizard Introduction 1-3
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Backout
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Template Files

You can create, add states to, edit and delete templates. Templates determine how records
will be processed. Most of the decisions about templates revolve around what types of records
you are working with and their format. There is an equivalent template file with a .tem
extension. They located at %WORKBENCH_HOME%\elements\<Collector Name>.

Template files are based on states. A state is a decision point within the logical flow or path
of a template. Each point (state) contains information indicating the process to perform. States
include reference to parameters, when the template is merged with a parameter file specific
values replace the parameters. When the parameters are replaced by specific values, one or
more script files are created.

As a state is inserted into a template, it is assigned a number that remains with it no matter
where it is moved in the template. There are three groupings of states.

= The Transmit, Receive, Decide and Parse states are numbered in the order that they are
inserted in the template.
= Transmit state (Tx) — transmits a string to a defined port
o Receive state (Rx) - defines whether or not Wizard receives information from a
security application into a buffer. Information is taken from the port definition.
= Decide state - uses a string of data or variable to determine what state to move to
next
= Parse state - uses the parsing commands to create templates to process the
information collected in the receive buffer
= The Nextand Go To states are identified by the number of the state to which they are
pointing.
= Next state - indicates which state to jump to in the next script
s (o state - used to move back to another state within the current script
= The Stop state is always number zero. Indicates when to stop the processing on a port.

Transmit State

The Transmit State sends either a string or variable (depending on what type of data is
selected) to the connection type configured for that Collector. If the connection is broken
when entering the transmit state and a value is entered in Rx/Tx Value box on the template’s
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Port Information panel, the following event occurs, attempts are made to re-establish the
connection until a successful reconnection is achieved.

There is an inter-character delay that specifies the number of milliseconds (ms) between
sending each byte of data.

Receive State

The Receive State specifies the method Wizard uses to determine when data has been
received from the Collector. In the Receive State, you specify:

= Receive Type
= Minimum Bytes
= Delimiter Decide String

If the connection is broken when entering the transmit state and a value is entered in Rx/Tx
Value box on the template’s Port Information panel, the following event occurs, attempts are
made to re-establish the connection until a successful reconnection is achieved.

After the Receive State of the RxBuffer, two variables are automatically populated with the
results of the Receive State:

= 5 RXBufferString contains the text received by the RxBuffer
= i_RXBufferLength contains the length of the s_RXBufferString

This is equivalent to executing the following script code after a Receive State:

=  COPY(s_RXBufferString:)
= LENGTH(i_RXBufferLength,s_RXBufferString)

These automatically populated variables allow for easy comparison in a Decide State of
whether or not the Receive State timed out (i_RXBufferLength = 0). They also allow for the
direct use of the RXbuffer through the s_ RXBufferString variable.

Receive Types - There are four Receive Types available in the Template editor. They are:

= Timeout - Allows a script to continue processing even if data is not received in a
specified amount of time. Selecting timeout allows Wizard to receive data until the
timeout period is reached, as defined by the variable, RX_TIMEOUT DELAY.

= Wait - Used primarily when receiving unsolicited event messages. Wizard will wait for
the “timeout” duration until data is received.

NOTE: For timeout and wait receive types, processing in the script will not continue
until the minimum number of bytes has been received or when the timeout is reached
for the timeout option.

= delim timeout - Uses a pre-defined string of characters to indicate to Wizard that data has
been received. The data in the Delimiter Decide String box is verified against the data in
the receive buffer as each byte is received.

= delim wait - Used when waiting for unsolicited messages. A user-defined string of
characters indicates to Wizard that data has been received. Wizard uses the data in the
Delimiter Decide String box to verify the receive data as each byte is received. The
parameter RX_TIMEOUT_DELAY has no effect when using the delim wait option.

NOTE: For the delim timeout and delim wait receive types, processing in the script
will not continue until the delimiter decide string evaluates to true and the minimum
number of bytes has been received or the timeout is reached for the delim timeout
option.
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Minimum Bytes - The minimum number of bytes is the number of bytes that must be
received before Wizard either uses the default timeout period or continues processing.
Processing in the script will not continue until the minimum number of bytes is received.

Delimiter Decide String - The Delimiter Decide String is completed when the Receive Type
is delim timeout or delim wait. Collector processing will not continue to the next state until

the delimiter decide string matches data read in and the minimum number of bytes has been
received.

The delimiter decide string is a POSIX 1003.2 compliant regular expression.
Receive Type Scenarios - There are four types of Receive Type scenarios. They are:

= Timeout Scenario - After the Receive State is entered, processing stops until minimum
bytes is read or RX_TIMEOUT_DELAY seconds passes. After Wizard receives more
than the minimum number of bytes specified, or the timeout has been exceeded, the
Collector port processing continues to the next state of the script.

= Wait Scenario - The Wait Receive State type waits until the Wizard Collector receives
the minimum number of bytes specified in the Minimum Bytes box. After Wizard
receives more that the minimum number of bytes specified in the Minimum Bytes box,
the Collector port processing continues to the next state of the script. If the minimum
number of bytes is not received, the Collector port processing never times out.

= Delim Timeout Scenario - If the delimiter decide string is encountered after the minimum
byte position set in the Minimum Bytes box is received, the data up to and including the
delimiter is stored in the Rx Buffer. If the delimiter decide string is not encountered, no
data is transferred to the receive buffer and the Collector port processing times out in the
default timeout period.

= Delim Wait Scenario - If the delimiter decide string is encountered after the minimum
number of bytes set in the Minimum Bytes box is received, the Collector port processing
continues and the data is processed. If the delimiter decide string is not encountered, no
data is transferred to the receive buffer and the port does not timeout. If the delimiter
decide string is never encountered, the Collector port processing never times out. In
addition, if the delimiter decide string is encountered, but the minimum bytes have not
been received, the Collector port processing never times out.

Decide State

1-6

The Decide State evaluates the contents of the receive buffer or variable to determine what
action to take. If the information in the receive buffer contains the selected decide type, the
Collector Manager processes the command as true and the Yes route is followed. If the
receive buffer does not contain the selected decide type, the Collector Manager processes the
decision as false and the No route is followed.

The receive buffer (size Rxbuffer) is an editable parameter located:
$WORKBENCH_HOME/config/wizard.properties/
system.max_receive_buffer_size

This parameter allows you to configure Collector Manager’s receive buffer (Rx buffer). The
default is 50,000 events. The minimum is 5,000 events. When the Rx buffer reaches
maximum size, new events are dropped as they are received because they are throttled.

There are four Decide Types. They are:
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= String - Compares a user-defined decide string to the content of the receive buffer. The
contents of the decide string are verified with the contents of the receive buffer, or a
variable, to determine which decision route to process. The decide string is a POSIX
1003.2 compliant regular expression. A variable supports strings, integers and floats.

= True - Forces an evaluation of true, Collector Manager follows the Yes route.

= False - Forces an evaluation of false, Collector Manager follows the No route.

= Data - Compares a user-defined decide string to another string or the value of a variable.

Parse State

The Parse State is used to develop the scripts to be executed on the ports. The parsing
commands can include parameters that are merged with the template when the scripts are
created. A Visual Editor and a Text Editor are available to define the parsing commands.

The Parse State is also used to insert parsing commands into a template. The parsing
commands may include parameters, which are replaced with specific values when the
template is merged with a parameter file in the script building process. Merging a template
and a parameter file can output multiple scripts to execute on the ports.

Parameter Files

Parameters are the equivalent of variables. Parameter files (.par files) are tables used to define
variable names on the associated run script files. They are used when referenced in the
parsing code. Parameters are stored as strings. Any numeric value needs to be converted into
a string for manipulation. When new values for parameters are entered, they take effect after
you build your script. They are merged with the template file when creating a script.

Run script file names are displayed in the first row of the table and the parameter names or
labels are displayed in the first column of the table. The second row of the table is used to
define the icons that appear in the Collector’s tree. The remaining row defines the variables or
parameter values to be used for parameter as it relates to the particular script.

Values within a parameter file are:

= Meta-tags, information and comments — there are over 200 available meta-tags, 100 are
user configurable and the rest are reserved.

= Rule - set file names appear in the header row of the table, while parameters themselves
appear in the first column in the table

= Bitmap — second row of the table, defines the bitmap used for that file. The bitmap will
appear in the Collectors list.

Lookup Files

Lookup files are optional tables (.Ikp files) against which received values are compared to
determine what actions, if any, to take in response to security events. Lookup files contain
match clauses, which are used to compare individual strings. Based on the match clauses in a
specific lookup file and the data received from source devices, the LOOKUP Command will
determine whether the search string is found or is not found.

Optionally, parsing commands may be associated with the match string. The parsing
commands are executed if a match is found.
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Mapping Files

Mapping files are optional files (.csv) that allow for fast lookup of key entries. The csv file is
a relative path from a Collector’s script directory. The editing of these files is currently not
available within Collector Builder, but the files can be edited using Excel.

Example of a possible mapping file is:

~Month~ ~Number~
Jan
Feb
Mar
Apr
May
Jun
Jul
Aug
Sep
Oct 10
Nov 11
Dec 12

O©CoOoO~NOOS~WNPR

The entries can be a variable number of script variables (string, variable or float) used to
indicate which variables to store the data. This particular example is used to translate (map)
Month to a Number (e.g., Jan to 1).

Manifest Files

Manifest files are what differentiates version 5.* Collectors from previous Collectors.
Manifest files support the deployment of Collectors from the Sentinel Console and Collector
versioning. Collector parsing is defined in the agent.lkp file. These lookup cases are:

= Setup - one time setup of variables and parameters

= Check_Setup - one time check of those variables and parameters

= Initialize_Vars - the beginning of every loop, where variables are initialized once per
parse

= Parse - the place where the parsing is performed

This allows plugging in new Collector parsing into existing templates. In addition, it provides
the ability to overlay new versions of the Collector's parsing to update the code. The
following is list of the Manifest files and their contents for v5.0:

= agent.nfo

product,Snort
product.vendor,GNU
product.version,2.0
product.security.type,IDS
product.sensor.type,N
product.name,IDSx_GNUXx_SNRT
file.version,1

o o o o o o o

Other Sentinel References

The following manuals are available with the Sentinel install CDs.
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Sentinel™ Sentinel Install Guide
Sentinel™ User’s Guide

Sentinel™ Wizard User's Guide
Sentinel™ User's Reference Guide
Sentinel™ 3rd Party Integration Guide
Release Notes

Contacting Novell

= Website: http://www.novell.com

= Novell Technical Support: http://support.novell.com/filefinder/20653/index.html

= [nternational Novell Technical Support:
http://support.novell.com/phone.html?sourceidint=suplnav4 phonesup

= Self Support:
http://support.novell.com/support_options.html?sourceidint=suplnav_supportprog

= For 24x7 support, 800-858-4000
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Managing Wizard Hosts

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

Wizard hosts are machines that have Collector Manager installed. Hosts interact with
Collector Builder machines and Sentinel over the network. Collectors receive and parse data.
Based on this data, hosts will send alerts to Sentinel.

Wizard automatically detects hosts on the network and adds them to the list on the Wizard
host tab. You cannot add hosts manually. You can rename existing hosts and delete hosts that
are no longer physically present and communicating on the network.

Collector Builder collects health messages on hosts. If a host does not respond with a health
message, the host will display a red X on the Wizard Hosts tree. You can remove a host with
ared X, but if Collector Builder detects communications from that host, the host will re-
appear in the Wizard Hosts tree. Similarly, if you remove a host that is already
communicating, the health message returns it to the Wizard Hosts tree.

Bl wizard Hostz

,@ Tanuki 6

o T anuki MAIN

When a host is detected, it is assigned an identification number.

NOTE: For more information regarding configuration of the Demo Collectors, see
the Sentinel Install Guide, Testing the Installation.

How a Wizard Host Gets Collector Data

To enable a Wizard Host (a machine with Collector Manager installed) to receive data from a
Collector, you upload the Collector from a Collector Builder machine to the Wizard Host
through a port configured on the Collector Builder. After a Collector is uploaded to a host, the
host can receive data from that Collector.

Each Wizard Host may be connected to multiple ports and monitor data from multiple
Collectors. A Wizard Host can have ports with Collectors that connect to many different
types of data sources. Individual Collectors on a Wizard Port Host must be uploaded to run.
In addition, ports provide Collector Manager with information on data source location.

Wizard Host Permissions

Wizard Host permissions is administered through the Sentinel Control Center Admin tab.
Wizard Host user permissions are:
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Permission Name

Description

View Collectors

View the 'Collectors' tab in Sentinel Control Center
View the 'Wizard Hosts' tab in Collector Builder

Control Collectors

Includes all capabilities as the "View Collectors' permission
Allows for the Command and Control of Collectors from the
Sentinel Control Center

Allows for the Command and Control of Collectors from the
Wizard Collector Builder

Collector Administration

Includes all capabilities as the 'Command Collectors'
permission

In Collector Builder, Collector editing and deployment

In Collector Builder, creating, editing, compiling and
debugging Collectors.

In Collector Builder, uploading and downloading Collectors.
In Collector Builder, exporting Wizard Hosts

In Collector Builder, adding, editing, deleting Ports

In Collector Builder, setting Port options

Command and Control consists of:

= start/stop individual ports

= start/stop all ports
= restart hosts
= rename hosts

Wizard Host Management

The following are discussed in this chapter:

= Starting Collector Manager

= Stopping Collector Manager

= Renaming a Lookup file
= Deleting a lookup file

= Collector Manager Administration = Deleting a Startup Sequence

= Rename a host

= Delete a host

= Restart a host

= Export a host

= View host properties

= Edit a Template file

= Deleting a Template file

=  Starting and Stopping Wizard Ports

=  Editing a Wizard Port

= Deleting a Wizard Port

= Uploading and downloading a Collector
= Debugging Wizard Ports

Starting and Stopping Collector Manager

NOTE: The first time the Wizard Collector Builder is run, you may see the
following message: “Directory ‘Collectors’ does not exist.” It will be automatically
created for you. Some information may have been lost.” Select OK; the directory will
be created and the Wizard Collector Builder will launch. If this message displays
beyond the first time the Collector Builder is run, the Collector directory might have
been inadvertently deleted and you will need to verify if information was lost.

2-2
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Starting or Stopping Collector Manager Service for Windows

Starting or Stopping Collector Manager Services for Windows

1. Click Start > Settings > Control Panel.

2. In the Control Panel, double-click Administrative Tools and click Services.

3. Inthe Services dialog box, right-click Collector Manager and click either Start or
Stop.

Starting Collector Manager Services for Windows (command line)

1. Goto %WORKBENCH_HOME%
2. To start Collector Manager:
» /agent-manager start

= . /agent-manager restart - starts the Collector Manager script in the background
and automatically starts the Collector Manager process if it is stopped. If the
agentmanager process is already running, it will stop and restart.

= /agent-manager.sh console — starts the Collector Manager process in foreground.

NOTE: While in console mode, ensure that you are only running one instance of
Collector Manager on the machine.

Stopping Collector Manager Services for Windows (command line)

1. Goto %WORKBENCH_HOME%
2. To stop Collector Manager:

./agent-manager stop
Starting Collector Manager for UNIX (Normal and Console)

Starting Collector Manager for UNIX

1. Asuser esecadm, go to
$WORKBENCH_HOME

2. Enter the following command:
./agent-manager.sh start

= . /agent-manager.sh restart - starts the Collector Manager script in the background
and automatically starts the Collector Manager process if it is stopped. If the
Collector Manager process is already running, it will stop and restart.

= /agent-manager.sh console — starts the Collector Manager process in foreground.
Stopping Collector Manager for UNIX

Stopping Collector Manager for UNIX

1. Asuser esecadm, go to
$WORKBENCH_HOME

2. Enter the following command:
./agent-manager.sh stop
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Collector Manager Administration
There is a Collector Manager executable (Windows) and script (UNIX) that allow you to:

= |nstall the Windows Collector Manager Service (Windows only)

= Remove the Windows Collector Manager Service (Windows only)
= Set the Collector Manager Service

=  Print extensive debug information

= Display the build version

= Display help

Installing the Windows Collector Manager Service (Windows only)

Installing the Windows Collector Manager Service (Windows only)

1. At the command prompt, go to %workbench_home%.
2. Enter the following command:

agent-manager .bat install

3. To start the service, either:
= At the command prompt enter:

agent-manager .bat start

= Click Start > Settings > Control Panel. Double-click on Services, select
Collector Manager. Start Collector Manager service.

NOTE: If your Services window is already open, click Action > Refresh and start
your Collector Manager service.

Removing the Windows Collector Manager Service (Windows)

Removing the Windows Collector Manager Service (Windows)
1. Stop the Collector Manager Service by either:
= At the command prompt enter:
agent-manager .bat stop

=  Click Start > Settings > Control Panel. Double-click on Services, select
Collector Manager. Stop Collector Manager service. Close the Services
window.

2. At the command prompt, go to %workbench_home%.
3. Enter the following command:

agent-manager .bat remove

Changing Collector Manager Password for Windows

NOTE: In order to meet stringent security configurations required by Common
Criteria Certification, It is strongly encouraged that a strong password be used with
the following characteristics:

1. Choose passwords of at least 8 with characters in length that includes at least one
UPPER CASE, one lower case, one special symbol (!@#3$%"&*()_+), and one
numeric (0-9).

2. Your password may not contain your e-mail name or any part of your full name.
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3. Your password should not be a "common™ word (for example, it should not be a
word in the dictionary or slang in common use).

4. Your password should not contain words from any language, because humerous
password-cracking programs exist that can run through millions of possible word
combinations in seconds.

5. You should choose a password you can remember and yet is complex. For

example, Msi5!'YOId (My Son is 5 years old) OR IhliCf5#yN (I have lived in
California for 5 years now).

Changing Collector Manager password for Windows

1. At the command prompt, go to %workbench_home%.
2. Enter the following command:

CAUTION: You will not be prompted for password confirmation or for the old
password.

agent-manager.bat password <new password>
3. For the password to take affect, either:
= At the command prompt enter:
agent-manager.bat restart

= At the Collector Builder, right-click on your host computer and select restart
host.

= Click Start > Settings > Control Panel. Double-click on Services, select Agent
Manager. Stop and start Agent Manager service.

Changing Collector Manager Password for UNIX

NOTE: In order to meet stringent security configurations required by Common
Criteria Certification, it strongly recommended that a strong password be used with
the following characteristics:

1. Choose passwords of at least 8 with characters in length that includes at least one
UPPER CASE, one lower case, one special symbol (!@#3$%"&*()_+), and one
numeric (0-9).

2. Your password may not contain your e-mail name or any part of your full name.
3. Your password should not be a "common" word (for example, it should not be a
word in the dictionary or slang in common use).

4. Your password should not contain words from any language, because numerous
password-cracking programs exist that can run through millions of possible word
combinations in seconds.

5. You should choose a password you can remember and yet is complex. For

example, Msi5!'YOId (My Son is 5 years old) OR IhliCf5#yN (I have lived in
California for 5 years now).

Changing Collector Manager password for UNIX

1. Asuser esecadm, go to SWORKBENCH_HOME.
2. Enter the following command:
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CAUTION: You will not be prompted for password confirmation or for the old
password.

./agent-manager.sh password <new password>

For the password to take affect, go to /usr/local/bin and enter the following
command;

./agent-manager.sh restart

Starting Collector Builder

Starting Collector Builder

1.

Click Start > Programs > Sentinel > Collector Builder or double-click on the
Collector Builder icon on your desktop.

Depending upon your installation, login as esecadm or under your Windows
authentication username.

Login: ||

Passward: |

Renaming a Wizard Host

Renaming a Wizard Host

1.

2.

Within Collector Builder (Wizard), click the Wizard Hosts tab to open the Wizard
Hosts tree panel.

In the Wizard Hosts tree, right-click the host to be renamed and click Rename Host.
You can only rename a host that is active.

Enter the new name of the host and press Enter.

NOTE: Renaming a host does not change the ID number that’s assigned to a Wizard
host when it is installed. This information is stored in
%WORKBENCH_HOME%\wizard\agents\names.dat.

Deleting a Wizard Host

To delete a host, the host must first be removed from the network. Hosts that are

communicating over the network cannot be removed. If a host is present on the network but
not communicating, it will be displayed with a red X over the host icon in Wizard Hosts tree.

Deleting a Wizard Host

1.
2.
3.

Click the Wizard Hosts tab to open the Wizard Hosts tree panel.
In the Wizard Hosts tree, right-click the host.
Click Delete Host.

Sentinel Wizard User's Guide



Restarting a Wizard Host

Restarting a Wizard Host

1. Click the Wizard Hosts tab to open the Wizard Hosts tree panel and select a host.

2. Right-click a host and click Start Ports. You can only restart a Wizard Host that is

active.

Exporting a Wizard Host

Exporting a Wizard Host

1. Click the Wizard Hosts tab to open the Wizard Hosts tree panel. Select a host.
2. Click File > Export Host. The following subdirectory is created:

%WORKBENCH_HOME%\upload_<host name>

This subdirectory can be moved to a remote machine using Secure Shell (SSH) or a disk.
After the subdirectory is put on the remote machine, run the uploadhost command. This
copies the necessary files to the proper directories.

NOTE: If the SNMP settings are changed, the Collector Builder will not be able to
communicate with the remote machine from the time the Export button is pressed

until the exported Collector files are uploaded.

Viewing Wizard Host Properties

Viewing Wizard Host Properties

1. Click the Wizard Hosts tab to open the Wizard Hosts tree panel.

2. Inthe Wizard Hosts tree, right-click the host and click Properties. The Wizard
Properties window displays the following information:

Name

ID
Hostname
IP Address
Version
Uptime

3. Click OK to close the Properties window.

NOTE: If the host is not running, a No Response window will display when you
select Properties.

Editing a Template File

Editing a Template File

1. Click the Collectors tab to open the Collector tree panel.

2. Inthe Collector tree, click the template and click the Template Editor tab on the
right.
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3. Inthe Template Editor, click the state to edit and make your desired changes. You
can edit a state using the Visual Editor or Text Editor. For information about Parsing

Commands, see the Sentinel User’s Reference Guide.
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Deleting a Template File

Deleting a Template File

1. Click the Collectors tab to open the Collectors tree panel.
2. Inthe Collectors tree, right-click a template and click Delete Template.

Renaming a Lookup File

Renaming a Lookup File

1. Click the Collectors tab to open the Collectors tree panel.
2. Right-click the lookup file and click Rename Lookup File.

3. Type in the new name and press Enter.
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Deleting a Lookup File
Deleting a Lookup File

1. Click the Collectors tab to open the Collectors tree panel.
2. Right-click the lookup file and click Delete Lookup File.

Deleting a Script

Deleting a Script

1. There are two ways to delete a script.
= In the Collector tree, right-click a script and click Delete

= Right-click the script in the Startup Scripts or the Backout Scripts column and
select Delete Script.

Deleting a Startup Sequence

Deleting a Startup Sequence
1. Inthe Startup Scripts panel, select the startup sequence from the dropdown menu so
that sequence name displays in the Startup Scripts box.

2. Right-click the script in the Collectors tree and select Delete Current Startup
Sequence. The startup sequence is removed from the Startup Scripts list.

NOTE: If you delete the default startup sequence, any scripts assigned to the default
startup sequence are removed from the Startup Scripts column, but default still
displays in the Startup Sequences menu.

Wizard Ports

This section discusses how to stop, start, edit, delete and debug a Wizard Port.

Starting and Stopping a Wizard Port - GUI

When a Collector is started or stopped, the Start or Stop button under the Start/Stop column
will change once the Collector actually starts or stops. If you are working with a remote
Collector, this change may be delayed while waiting for the Collector’s status to be received.

Starting or stopping a port executes the selected startup script and backout script.

When starting all ports, a port will only start if the Run Port at Startup box is checked under
the Other Port Options of the Options menu.

Starting and Stopping all Wizard Ports

1. Inthe Wizard window, to:
= To stop all ports, click the stop button in the tool bar.
= Tostartall ports, click the start button in the tool bar.
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Starting and Stopping an Individual Wizard Port

1. Inthe Wizard window, to:

= To stop a port, click the stop button in the Start/Stop column corresponding to
the port

» To start a port, click the start button in the Start/Stop column corresponding to
the port

Editing a Wizard Port

If you edit a port’s configuration while it is running, the port will stop. To avoid data loss,
stop the port manually before editing the port configuration.

Editing a Wizard Port

1. For the proper host, stop the port.

2. Follow the steps for creating a Wizard Port in Chapter 3. The new configuration will
overwrite the existing configuration when you save or upload the port.

Deleting a Wizard Port

Deleting a Wizard Port

1. Stop the port.

2. Inthe Collector Builder’s Port Information panel, right-click the port name and click
Delete Port. All ports below the deleted port will be stopped automatically.

3. If you are deleting from a:
= Local host - Click File > Save and select Port Information
= Remote host - Click File > Upload/Download

Debugging a Wizard Port

The Debugger allows you to troubleshoot the Collector code running on a port. The left side
of the Debugger panel displays the State Script. The right side of the panel displays scripts
and RX_Buffer variables, which can have names of up to 32 characters.
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For the Debugger to be effective, you must have a parse state as the first state and have
Breakpoint() Commands.

— State 1 Parsing

- Visual Editar | Tesk Editar ;ﬁ Debugger |
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While debugging, wait for the Rx Buffer to update before performing another function.

NOTE: If your Collector Manager host has lost connectivity (.ﬁ), you cannot debug
a port for that Collector Manager host.

Debugging a Wizard Port

1.

In the Template Editor, select the Debugger tab in the editing panel to access the
Debugger. A blank panel displays allowing you to select the Wizard Port you want to
debug from a dropdown list.

If you click the Wizard Hosts tab, the port being debugged will indicate that it is in debug

mode.
WULM_TWE File &l CAworkareatvuln_inf | DemovulnerabilitnU ploal Stop Debug
ASSET_TwE File All chworkareahasset_o) T1_GMU=_MMAP_035F Start O

From the dropdown list, select a port to start the debug process. Debug your port by
either:

= Press F6 to step through the commands one at a time or click the Execute One
Command button.

IE
Click the button again or press F6 to resume script execution.

= Press F7 run through commands or click the Resume Command Execution
button.

b

Press F5 to pause or click the Pause Command Execution button.

[

It pauses until you press F7 or the Resume Command Execution button.
The Debugger stops at all breakpoints, but continues to run. The port’s status is “on.”
No events are sent out during pauses during debug mode.
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When the parser exits, the buttons are grayed and the selection list displays “No Port is
being Debugged.”

Debugger will not break out of a pause, so if you are debugging a parser that has hit a
pause command, the Stop button or the Step button will wait until the pause is complete
before taking effect.

Uploading and Downloading Collectors and Hosts

There are three tabs in Upload/Download window, they are:

Hosts — will upload each individual port configuration and Collector collection to each of
the specified hosts. Each host will still have their own port configuration and Collector
collection.

Collectors — for uploading individual Collectors

Populate Network — will upload the port configuration/agents of a single specified host to
all of the selected hosts. All selected hosts will get the same port configuration and
Collector collection as the source host.

When downloading, the port configuration on a remote Collector will appear on the host you
choose to download and any Collector on the remote host with the same name as the local
host will be overwritten.

Uploading a Collector to a Single Host
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Uploading a Collector to a Single Host

1.

ANl S A

© © N o

If your Collector is already properly configured and you have built your script, you
can skip steps 2 to 11.

Click the Wizard Hosts tab and select a host.
Under the Port Name column, double-click new... Enter a name of your choice.
Under the Collector column, select a Collector.

As per the Collector documentation
(%WORKBENCH_HOME%\Elements\<Col lector name>\docs\<file

name> . pdf) configure the Collector.

Click the Collectors tab, expand the Collector and highlight the template file.
To the right, click the parameters tab.

As per the Collector documentation, set your parameter values.

(optional) If you want this Collector not to start upon startup or to trust device time,
click the Wizard Host tab, right-click on the Wizard Port name, select Other Port
Options... and unclick Run Port At Startup or click Trust Device Time. Click OK.

Other Port Options

Startup Sequence I default ;I

[T Trust Device Time

[V Run Port &t Startup

10. Click save.
11. Click the Collectors tab, right-click on the template file and select Build Script.
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12.

13.
14.
15.

Click either:
» File > Upload/Download
= right-click on the Collector and click Upload Collector

= click the Upload/Download button ﬂ

The Upload/Download window opens.

In the Upload/Download window, click the Collectors tab.

From the drop down list, select which Collector you would like to upload.

Click Upload. The first time you do this, you will be prompted for a Collector
Manager password, even for a local Wizard host. The Transfer Progress window
opens and shows the progress of the upload.

NOTE: You can use the Transfer Progress window to restart hosts after a transfer.

Uploading a Collector to Multiple Hosts

Uploading a Collector to Multiple Hosts

ok~ D

© o N

10.
11.
12.
13.

14.

CAUTION: If you upload a host that has a Collector with the same name as one in
your local host, the Collector in your remote host will be overwritten without notice.

If your Collector is already properly configured and you have built your script, you
can skip steps 2 to 11.

Click the Wizard Hosts tab and select a host.
Under the Port Name column, double-click new... Enter a name of your choice.
Under the Collector column, select a Collector.

As per the Collector documentation
(%WORKBENCH_HOME%\EIements\<Col lector name>\docs\<file

name> . pdf) configure the Collector.

Click the Collectors tab, expand the Collector and highlight the template file.
To the right, click the parameters tab.

As per the Collector documentation, set your parameter values.

(optional) If you want this Collector not to start upon startup or to trust device time,
click the Wizard Host tab, right-click on the Wizard Port name, select Other Port
Options... and unclick ‘Run Port At Startup’ or click “Trust Device Time’. Click
OK.

Click save.

Click the Collectors tab to open the Collectors tree panel
Click a Collector.

Click either:

» File > Upload/Download

= click on the Collector and select Upload Collector

= click the Upload/Download button .ﬂ'.i
The Upload/Download window opens.

In the Upload/Download window, click the Hosts tab and select or clear the Upload
Collectors When Uploading check box.
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15.

16.

If this check box is selected, Collectors selected on the Collectors tab will be uploaded.
This check box is selected by default. This option has no effect when downloading
Collectors from a host.

From the list, select the Wizard hosts that you want to upload Collectors to.

All Wizard hosts on the network will automatically be included in the list. The buttons
indicate whether or not the host machine is online.

Click Select All to select all Wizard hosts in the list. Click Select None to deselect all
Wizard hosts in the list.
Click Upload to upload selected Collectors to the selected host(s). The first time you

do this, you will be prompted for a Collector Manager password, even for a local
Wizard host.

Downloading a Host

Downloading a Host

CAUTION: If you download a host that has a Collector with the same name as one
in your local host, the Collector in your local host will be overwritten without notice.

Click the Wizard Hosts tab to open the Hosts tree panel.

In the Wizard Hosts tree, click the host you want to download.
Click either:

= File > Upload/Download

= click on the Collector and select Upload Collector

= click the Upload/Download button ﬂ

The Upload/Download window opens. The Collector you have selected is checked by
default.

Click Download. The first time you do this, you will be prompted for a Collector
Manager password, even for a local Wizard host. The host is downloaded and added
to the Wizard Hosts tree. The Transfer Progress window opens and shows the
progress of the download.

NOTE: You can use the Transfer Progress window to restart hosts after a transfer.

NOTE: You can only download one host at a time. Checking more than one host
will prevent downloads from occurring.

Downloading Collectors from a Single Host
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Downloading Collectors from a Single Host

1.

Click either:
= File > Upload/Download

= click the Upload/Download button .ﬂ'.i
The Upload/Download window opens.
From the list, select the Wizard host that you want to download Collectors from.

All Wizard hosts on the network will automatically be included in the list. The buttons
indicate whether or not the host machine is online.
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Click Select All to select all Wizard hosts in the list. Click Select None to deselect all
Wizard hosts in the list.

3. Click Download to download Collectors from the selected host.

Uploading Ports to Multiple Hosts

Uploading Ports to Multiple Hosts

1. Click either:
» File > Upload/Download

= click the Upload/Download button _ﬂ'.l
2. The Upload/Download window opens.
3. Inthe Upload/Download window, click the Populate Network tab.

4. From the list labeled *Select which host’s port configuration and Collectors you
would like to upload’, select the host you want to upload port configuration settings
and Collectors.

5. From the list labeled *Select which hosts you would like to upload this configuration
to’, select the host you want to upload the selected settings.

All Wizard hosts on the network will automatically be included in the list. The buttons
indicate whether or not the host machine is online.

Click Select All to select all Wizard hosts in the list. Click Select None to deselect all
Wizard hosts in the list.

Uploading Multiple Collectors to a Network

Uploading Multiple Collectors to a Network

1. From the Wizard main window, select a Collector on the Collectors tree.
2. Click either:

» File > Upload/Download

= click on the Collector and select Upload Collector

= click the Upload/Download button ﬂ
3. Select the Populate Network tab.

4. In the first selection box, from the dropdown menu, select which host’s port
configuration and Collectors you would like to upload.

5. Inthe second selection box, from the dropdown menu, select which hosts you like to
upload the configuration to.

NOTE: You must have at least one selection in at least one of the selection boxes in
order to upload its configuration.

You may select a different Collector for each dropdown box. Each Collector checked
in the main list will acquire the port configuration and Collectors of the host selected
in the box labeled:

“Select which host’s port configuration and Collectors you want to upload” unless
None is selected.

6. When you have completed setting up the network configuration, select the Upload
button to begin the upload process.
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Upgrading Collectors

2-16

Upgrading Collectors
1.

© © N o U

Read the documentation that comes with the new Collector that explains any
changes.

Put the new version of the Collector in %workbench_home%/Elements directory on
the PC that is the master for the Collector.

Open the parameter file of the Collector being replaced, cut and paste matching
parameters into the new Collector.

If necessary as per the documentation for the new Collector, remove or add new
parameter variables. If you are adding new parameter variables, populate the
variable.

Save the parameter file in the new Collector.

Build the new Collector.

Edit the port configuration information to use the new Collector.
Save the port configuration information.

Upload the new Collector and port configuration.

10. Restart the port.
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Building and Maintaining Collectors

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

NOTE: For MS SQL 2000 users, the event size cannot exceed 8KB.

A Collector is responsible for parsing the data from a security event source and sending
events to Sentinel. Collectors are built, activated and maintained using the Wizard Collector
Builder. Click the Collectors tab to display the Collectors tree to see all of the Collectors and
Collector components on your Sentinel system.
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