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About This Guide

This guide is for Filr administrators and covers the administrative dialogs and screens for the
following services and features:

*

*

*

*

*

*

*

*

Chapter 1, “Administrative Consoles,” on page 9

Chapter 2, “Administrative Access,” on page 11

Chapter 3, “Access to Filr and Its Services,” on page 15

Chapter 4, “Filr Clustering Configuration,” on page 29

Chapter 5, “LDAP Servers and Synchronization,” on page 31
Chapter 6, “Licensing,” on page 41

Chapter 7, “Logging and Monitoring,” on page 43

Chapter 8, “Management Zones,” on page 55

Chapter 9, “Net Folder Servers,” on page 59

Chapter 10, “Net Folders,” on page 69

Chapter 11, “Net Folder System-Level Synchronization,” on page 75
Chapter 12, “Network Infrastructure,” on page 77

Chapter 13, “Notifications (Email),” on page 83

Chapter 14, “Performance Tuning,” on page 87

Chapter 15, “Personal Storage and Home Folders,” on page 89
Chapter 16, “Product Improvement,” on page 93

Chapter 17, “Managing Uploading of Files,” on page 95

Chapter 18, “Search and Lucene Indexing,” on page 97

Chapter 19, “Security,” on page 103

Chapter 20, “Sharing,” on page 109

Chapter 21, “SQL Database Connection,” on page 115

Chapter 22, “Storage Management,” on page 117

Chapter 23, “Support Files and Online Updates,” on page 119
Chapter 24, “Changing System Services Configurations,” on page 123
Chapter 25, “Time and Locale,” on page 125

Chapter 26, “Ul Controls and Customizations,” on page 127
Chapter 27, “Users and Groups,” on page 135

Chapter 28, “Integrating Microsoft Office and Outlook with Filr,” on page 145

Audience

This guide is intended for Filr administrators.

About This Guide
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Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the comment on this topic link at the bottom of each page of
the online documentation.

Documentation Updates

For the most recent version of the Micro Focus Filr 3 Administration Guide and other documentation,
visit the Micro Focus Filr 3 Documentation website (http://www.novell.com/documentation/filr-3).

Additional Documentation

You can find more information in the Micro Focus Filr documentation, which is accessible from the
Micro Focus Filr 3 Documentation website (http://www.novell.com/documentation/filr-3).

About This Guide
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Administrative Consoles

Port 9443 Appliance Console
Path: https://appliance_ip_or_dns:9443

+ You and those with the vaadni n or r oot user password use this to manage virtual-machine-level
settings and Filr service configurations that affect an entire service and its interactions with other
services.

Figure 1-1 The Port 9443 Filr Console

Micro Focus Filr root | Logout

filr-1.filr-2-/ab local (192.168.1 61) Version:2.1.0214

Show Setup Instructions

Appliance Configuration | Reboat | | Shuidown |
!
. . Ganglia Netwaork Time Digital Certificates Storage System Services
Virtual-Machine-level € Monitoring

@ & v B R

ey
Firewall Administrative Field Patch Ganglia Support Online Update

Passwords Configuration

- Network
& Nat Folders
& - :
Filr Appliance Tools Database

Szarch Appliance

Service-level < % > Dfault Locale

Coustering

Configuration Raverse Proxy
QOutbound E-Mail

Rsquests and Connections
JVM Settings
Web DAV Authentication

Logging
HTML Viewing

License

Port 8443 Filr Administration Console
Path: https://appliance_ip_or_dns:8443 > Username > Administration Console
+ You and other designated Filr administrators use this console to manage all aspects of Filr

services.

+ If the Filr appliance is configured for port redirection, Filr users, including administrators, might
not need to include the port number.

+ If Filr is configured to use NetlQ Access Manager, the Filr login screen is not used. For more
information about Filr configurations that affect login, see “Changing Network Settings” on
page 77.
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Figure 1-2 The Port 8443 Filr Console
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Micro Focus Filr
Administration

Release: Micro Focus Filr 3.0
Build: 4670 / September 16, 2016

Micro Focus Filr Appliance 3.0.0.104

Use this console to perform administrative
tasks, such as adding users to your Filr
system, configuring data quotas for users and
groups, setting up Net Folders, and more.

For detailed information about each option,
see the Administration Guide

Administrative Consoles




Administrative Access

This section covers the following Filr administrator-related tasks:

+ “Assigning and Managing Port 8443 Direct Administrators” on page 11
+ “Changing Passwords and SSH Access for vaadmin and root” on page 12

+ “Logging In as an Administrator” on page 12

For more information about Filr administrators, see “Filr Administrative Users” in the Filr 3.3:
Understanding How Filr Works guide.

Assigning and Managing Port 8443 Direct
Administrators

Path: Port 8443 Filr Admin Console > Management > Administrators

Planning Worksheets |

v
—==""""J Best Practice: You can plan your Direct administrators in advance or create them as
needs develop. In either case, you should keep a record of those with administrative access on this
worksheet:

+ Worksheet 19 - Administrative Access

Table 2-1 Using the Manage Administrators dialog

Field, Option, or Button Information and/or Action

About Port 8443 Direct Port 8443 Direct Administrators can only administer the following:

Administrators
+ Users

* Groups
+ Mobile Devices
+ Net Folders

+ Net Folder Servers

@Administrators

+ Add 1. Click Add to add a new Direct administrator.
2. Begin typing the user or group name you want to assign.
3. Click a user or group to add it to the list.
¢ Remove 1. Select one or more users or groups in the Administrators list.

2. Click Remove.
The selected items are removed.

Administrative Access 11



Field, Option, or Button Information and/or Action

* Filter list 1. Type an alphanumeric string contained in the user or group names you want to
display.

2. Press Enter.

The list displays only the names that contain the string you entered.

+ Gearicon 1. Click the icon
2. Select Edit Column Sizes.
3. Follow the instructions in the Edit Column Sizes dialog to adjust column widths.

Changes persist from session to session.

Changing Passwords and SSH Access for vaadmin
and root

NOTE: Changing both passwords requires logging in as r oot . If you log in as vaadni n, you can only
change the vaadmi n password.

Path: Port 9443 Appliance Console > Administrative Passwords

Table 2-2 The Administrative Passwords dialog

Field, Option, or Button Information and/or Action

vaadmin + Acting as either vaadmi n or r oot , type the current password, type and confirm
the new password, and click OK.

root + Acting as r oot , type the current password, type and confirm the new
password, and click OK.

root SSH Access + Acting as r oot , select or deselect Allow root access to SSH and click OK.

SSH is disabled by default. For information about how to start SSH on the
appliance, see Chapter , “Managing System Services,” on page 123.

Logging In as an Administrator

Port 8443 Console

Path: Port 8443 Filr Admin Console

12 Administrative Access



Table 2-3 Using the Sign In dialog

Field, Option, or Button Information and/or Action

¢ User ID: + First-time login: The username you specified in “Specify the First Search
Appliance, Locale, and Admin user” in the Filr 3 Installation, Deployment, and
Upgrade Guide. The default is admi n.

+ Subsequent login: The name of the built-in Filr administrator (default is
adm n), or a directly assigned administrator.

¢ Password: + First-time login: Enter the username.

You are then prompted to change the password.

+ Subsequent login: Administrative user password set above or changed in the
Profile.

¢ Change Password * First-time login only
1. Type the current password, which is the username.

2. Type and confirm a new, more secure password.

Port 9443 Console

Path: Port 9443 Appliance Console

Table 2-4 Port 9443 Sign In dialog

Field, Option, or Button Information and/or Action

¢ Username * Enter either vaadm n or r oot .

¢ Password + Type the password for vaadmi n or r oot

Administrative Access 13
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3 Access to Filr and Its Services

Users can access Filr through web browsers, desktops, and mobile devices.

*

“Desktop Access—Default Settings” on page 15

“Desktop Access—Individual Users and Groups” on page 18
“Mobile Device Access—Default Settings” on page 18

“Mobile Device Access—Individual Users and Groups” on page 20
“Web Browser Access—Default Settings” on page 23

“Web Browser Access—Individual Users and Groups” on page 23
“KeyShield Configuration Settings” on page 24

“NetlQ Advanced Authentication Configuration” on page 25
“Reverse Proxy Configuration Settings” on page 26

“Single Sign-On Access” on page 27

Desktop Access—Default Settings

Settings made here apply to all Filr users unless Filr access and password caching are overridden by
settings made through the Users or the Groups management dialogs.

Path: Port 8443 Appliance Console > System > Desktop Application

Table 3-1 Using the Configure Desktop Application dialog

Field, Option, or Button Information and/or Action

Allow Desktop Applications to:

*

Access Filr + Select this to allow all users to access Filr through the Filr desktop
application.

+ Deselect this if you want only designated users and groups to have
desktop access as controlled through user and group settings

*

Cache the user’s password + Select this to allow users to enable the Remember password option
on the Account Information page in the Micro Focus Filr Console.

Remember password option availability is also configurable for
individual users and groups through the Users and the Groups
management dialogs (More > Desktop Application Settings).

Access to Filr and Its Services 15



Field, Option, or Button

Information and/or Action

¢+ Be deployed

Select this to expose the Download Filr Desktop App option in the
web client > user drop-down menu.

Alternatively, you can download the desktop apps from
download.novell.com and distribute them using client management
software such as Micro Focus ZENworks.

For more information, see “Client Management Software and the Filr
Desktop Applications” in the Filr 3.3: Maintenance Best Practices
Guide.

* Deploy files contained
locally

Select this to allow users to download the Desktop App contained in
Filr.

* Deploy files accessed via
URL to another location

Select this and specify the URL of the server that is hosting the
Desktop App downloads.

To set up web server distribution of the desktop app, see “Hosting
Desktop Application Installation Files on a Separate Server” in the Filr
3.3: Maintenance Best Practices Guide.

This is required if your Filr system is fronted by an L4 or L10 switch.

This is a best practice because it minimizes the load on Filr.

Desktop Synchronization

¢ Synchronize every __
Minutes

Specify how many minutes you want the desktop app to wait after a
desktop synchronization ends before it checks again for changes to
Available Offline files.

Default=15 minutes.

You can use this to control the synchronization load that the Filr
desktop application puts on Filr.

Changes on the desktop are automatically synchronized to Filr
regardless of this setting.

¢ Maximum file size that can
be synchronized:

Specify the maximum file size (in MB) that can be synchronized
between the Filr desktop application and Filr.

¢ Remove cached files after
X days

Specify the number of days that locally cached files remain on users’
desktops after they are no longer being accessed or modified.

+ Allow user to modify
cached files lifetime

Select this to allow users to specify how long they want locally cached
files remain on their desktops after the files are no longer being
accessed or modified.

Desktop Notifications

+ Allow balloon notifications
for desktop client users

Deselect this to disallow balloon notifications from being displayed on
the users’ desktops. This option is selected by default.

Application Whitelist/Blacklist  For more information, see “Controlling File Downloads by the Filr Desktop

Applications” in the Filr 3.3: Maintenance Best Practices Guide.

¢ Restore Defaults... + Click this to restore the defaults for all settings in the Application

Whitelist/Blacklist section below.

Mode + Lets you control how antivirus, backup, and other applications
download files that are accessible through Filr.

Access to Filr and Its Services



Field, Option, or Button

Information and/or Action

* No restrictions - Ignore the
lists.

Select this if you want all applications, including antivirus scanners
and backup software, to download files to the workstation’s local disk.

+ Whitelist - Allow only the
listed applications to
download files.

If you select this, then download attempts by unlisted applications
trigger system alerts to users that a download has been “blocked by
an administrative setting.”

This option doesn’t provide for user control of application-driven
downloads.

Whitelists are empty by default.

You can add and remove applications for your organization as
needed.

+ Blacklist - Block the listed
applications from
downloading files.

If you select this, then download attempts by blacklisted applications
trigger system alerts to users that a download has been “blocked by
an administrative setting.”

This option doesn’t provide for user control of application-driven
downloads.

Filr includes two default blacklists (Windows and Mac) that you can
modify as needed.

Blacklisted applications are blocked from downloading files through
Filr.

Unlisted applications are allowed to download files.

* Whitelist and Blacklist -
Allow and block the listed
applications. Prompt users
to allow or block unlisted
applications.

If you select this option, then

+ Blacklisted applications are always blocked.

+ Whitelisted applications are always allowed.
A download attempt by an unidentified application causes the
application to be added to a list of blocked applications.

Users can allow downloading by any blocked applications through
their desktop Filr console.

Whitelist This is empty by default.

Only the built-in administrator can create a customized list.
Applications listed here and in the Blacklist are blocked.
In other words, the Blacklist trumps the Whitelist.

Blacklist Filr includes a fairly extensive list of common antivirus and backup
applications to offer a level of protection against unwanted file
downloading.

Only the built-in administrator can customize this list.

OK button Click this to save your changes.

Current user sessions are not affected. To see changes, users must
log in to a new session.

Cancel button

Click this to cancel the changes you have made.

Access to Filr and Its Services 17
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Desktop Access—Individual Users and Groups

Path: Port 8443 Appliance Console > Management > Users/Groups > select one or more users or
groups > More > Desktop Application Settings...

Table 3-2 Using the Configure Desktop Application dialog (applies in both user and group contexts)

Field, Option, or Button

Information and/or Action

Configure Desktop Application (X users)

Use default settings option

+ Select this to apply all of the settings in the Configure Desktop

Application dialog to the selected users or groups.

Use user settings to allow the
desktop application to: option

Select this to apply the access and password caching settings below
to the selected users or groups.

The following two settings override their counterparts in the Configure
Desktop Application dialog and all other settings there apply here.

¢ Access Filr

Selecting this allows the previously selected users or groups to
access Filr through the Filr desktop application.

Deselecting this option blocks the previously selected users or groups
from accessing Filr through the Filr desktop application.

¢ Cachetheuser’s password

Selecting this allows the previously selected users or groups to
enable the Remember password option on the Account
Information page in the Micro Focus Filr Desktop Console.

Deselecting this blocks the previously selected users or groups from
enabling the Remember password option on the Account
Information page in the Micro Focus Filr Desktop Console.

OK button

Click this to save your changes.

Current user sessions are not affected. To see changes, users must
log in to a new session.

Cancel button

Click this to cancel the changes you have made.

Mobile Device Access—Default Settings

Path: Port 8443 Filr Admin Console > System > Mobile Applications

Table 3-3 Using the Configure Mobile Applications dialog

Field, Option, or Button Information and/or Action

Allow mobile applications to:

* Access Filr + Select this to allow access to Filr through Filr mobile apps.
¢ Cachethe user's + Select this to let users enable the Save Password option when logging in to
password the Filr site through a Filr mobile app.

Access to Filr and Its Services



Field, Option, or Button Information and/or Action

* Allow files to be
added to the
Downloads area

for offline access

*

Select this to let users download files from Filr to mobile devices.

IMPORTANT: If you don’t want users downloading files, make sure that you
also disable downloading through web browsers.

Downloaded files can be viewed in offline mode by accessing the Downloads
section in the app.

Users are responsible for the security of downloaded files. See “Encrypting
Downloaded Files” in the “Micro Focus Filr Mobile App”.

¢ Force PIN Code

Select this to force users running version 2.0 and later mobile apps to have a
4-digit access code set on their devices for accessing Filr

See “Configuring a 4-Digit Passcode” in the “Micro Focus Filr Mobile App.”

¢ Cut/Copy

Select this to let users cut or copy data from the Filr mobile app so that the
data can be pasted into third-party applications.

¢ Screen capture
(affects Android
only)

Select this to let users take a screen capture while inside the Filr application.

IMPORTANT: As noted in the option name, this only applies to Android
devices. iOS users can always take screen captures.

+ Disable
applications on
rooted or jail-
broken devices

Select this to prevent users from running the Filr mobile app on devices that
have been rooted or jail-broken.

Open in: drop-down list

Click the drop-down list and select the option that is best for your organization
as described in the rows below.

This controls whether users can open files in third-party apps through Filr.

For example, a user views a file in Filr, opens and modifies the file in a
document editing app, then saves the file back to the Filr app.

iOS calls this “Open In” functionality; Android devices refer to it as “Share” or
“Send To.”

IMPORTANT: For Mobilelron device management, the following points apply:

*

In almost all cases the Filr and Mobilelron settings must be consistent with
each other.

The exception is if you want only the Mobilelron-managed devices to have
Open In capabilities.

To cause this behavior,
1. Enable Open In in Mobilelron.
2. Disable Open In in Filr.

+ Disabled option

*

This prevents users from opening files in Filr using third-party applications.

+ All applications
option

This lets users open files in Filr using any third-party application.

Access to Filr and Its Services 19



20

Field, Option, or Button Information and/or Action

* Whitelist option * This opens two Whitelists (Android and iOS) of third-party apps that users are
allowed to open files into.
IMPORTANT
+ Only Android package names and iOS bundle IDs are valid list entries.
+ To get an Android app package name:
1. Install the Package Nane Vi ewer app from the Google Play store.

This app displays the package name for each app that is currently
installed on the device.

¢ To find the bundle ID for an iOS app:
1. Synchronize the app to iTunes from your device.
2. Inthe iTunes library, open the Mbbi | e Appli cati ons folder.

For iTunes on Mac, the default location is your Home directory at:
~/ Musi c/ i Tunes/ Mobi | e Appli cations/

For iTunes On Windows, the default location is
C:.\ Users\usernanme\ My Misi c\i Tunes\ Mobil e
Appl i cations/

3. Create a copy of the app’s file, and re-save the copy as a . zi p file.
4. Unzip the newly created . zi p file.
You now see a folder by the name of the application name.

5. Locate the i TunesMet adat a. pl i st file within the folder and open
it in a text editor.

6. The bundle ID is the string displayed below the
sof t war eVer si onBundl ei d key within the file.

Mobile synchronization

¢ Synchronize + Specify how many minutes the mobile apps wait after a desktop
every X Minutes synchronization ends before they start another synchronization with Filr.

Default=15 minutes.

+ You can use this to control the synchronization load that the Filr mobile app
puts on Filr.

OK button + Click this to save your changes.

Current user sessions are not affected. To see changes, users must log into a
new session.

Cancel button + Click this to cancel the changes you have made.

Mobile Device Access—Individual Users and Groups

Path: Port 8443 Filr Admin Console > Management > Users/Groups > select one or more users or
groups > More > Mobile Application Settings...

Access to Filr and Its Services



Table 3-4 Using the Configure User Mobile Application Settings dialog

Field, Option, or Button Information and/or Action

Configure User Mobile Application Settings (X users)

Use default settings

*

Select this to apply all of the settings in the Configure Mobile Applications
dialog to the selected users or groups.

Use user settings to
allow mobile
applications to:

Select this to apply the settings below to the selected users or groups.

*

Access Filr

Lets selected users/groups access Filr through a Filr mobile app.

Cache the user’s
password

Lets selected user/goups enable the Save Password option when logging in
to the Filr site through a Filr mobile app.

Allow files to be
added to the
Downloads area
for offline access

Lets selected user/groups download files from Filr to mobile devices.

Downloaded files can be viewed in offline mode by accessing the Downloads
section in the app.

If you don’t want users downloading files, make sure that you also disable
downloading through web browsers.

Users are responsible for the security of downloaded files. See “Encrypting
Downloaded Files” in the “Micro Focus Filr Mobile App”.

Force PIN Code

Forces selected user/groups running version 2.0 and later apps to have a 4-
digit access code set on their devices for accessing Filr, as described in
“Configuring a 4-Digit Passcode” in the “Micro Focus Filr Mobile App.”

Cut/Copy

Lets selected user/groups cut or copy data from the Filr mobile app so that the
data can be pasted into third-party applications.

Screen capture
(affects Android
only)

Lets selected users/groups take a screen capture while inside the Filr
application.

IMPORTANT: As noted in the option name, this only applies to Android
devices. iOS users can always take screen captures.

Disable
applications on
rooted or jail-
broken devices

Prevents selected users/groups from running the Filr mobile app on devices
that have been rooted or jail-broken.

Access to Filr and Its Services
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Field, Option, or Button Information and/or Action

Open in: + Click the drop-down list and select the option that is best for the selected users
or groups as described in the rows below.

+ Controls whether selected user/groups can open files in third-party apps
through Filr.

For example, a user views a file in Filr, opens and modifies the file in a
document editing app, then saves the file back to the Filr app.

+ iOS calls this “Open In” functionality; Android devices refer to it as “Share” or
“Send To.”

IMPORTANT: For Mobilelron device management, the following points apply:
+ In almost all cases the Filr and Mobilelron settings must be consistent with
each other.

* The exception is if you want only the Mobilelron-managed devices to have
Open In capabilities.

To cause this behavior,
1. Enable Open In in Mobilelron.

2. Disable Open In in Filr.

¢ Disabled + Prevents selected users/groups from opening files in Filr using third-party
applications.

* All applications + Lets selected users/groups open files in Filr using any third-party application.

* Whitelist + This opens two Whitelists (Android and iOS) of third-party apps that selected

users or groups are allowed to open files into.

IMPORTANT
+ Only Android package names and iOS bundle IDs are valid list entries.
+ To get an Android app package name:
1. Install the Package Name Vi ewer app from the Google Play store.

This app displays the package name for each app that is currently
installed on the device.

+ To find the bundle ID for an iOS app:
1. Synchronize the app to iTunes from your device.
2. Inthe iTunes library, open the Mbbi | e Appl i cati ons folder.

For iTunes on Mac, the default location is your Home directory at:
~/ Musi c/ i Tunes/ Mobi | e Applications/

For iTunes On Windows, the default location is
C.\ Users\usernanme\ My Misi c\i Tunes\ Mbil e
Appl i cations/

3. Create a copy of the app’s file, and re-save the copy as a . zi p file.
4. Unzip the newly created . zi p file.
You now see a folder by the name of the application name.

5. Locate the i TunesMet adat a. pl i st file within the folder and open
it in a text editor.

6. The bundle ID is the string displayed below the
sof t war eVer si onBundl ei d key within the file.
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Field, Option, or Button Information and/or Action

OK button + Click this to save your changes.

Current user sessions are not affected. To see changes, users must log in to a
new session.

Cancel button + Click this to cancel the changes you have made.

Web Browser Access—Default Settings

Path: Port 8443 Filr Admin Console > System > Web Application

Table 3-5 Using the Configure Web Application dialog

Field, Option, or Button Information and/or Action

¢ Allow Guest + By default, Guest (anonymous) access to Filr is not enabled.

access + Selecting this enables anonymous access to Filr through the built-in Guest
user account.

For more information about the Guest and other users, see “Types of Filr
Users” in Filr 3.3: Understanding How Filr Works.

IMPORTANT
+ Guest access is for web users only.
Mobile app and desktop users cannot log in as Guest.

+ Using NetlQ Access Manager to provide single sign-on access as
described in the installation guide, prevents Guest user access.

¢ Guest access is * This is selected by default to prevent Guests from commenting on files or
read only adding files to publicly available folders.

+ Disable file * This is selected by default to prevent all file downloads through web browsers.
downloads

Individual user or group settings to allow downloads have no effect unless this
is deselected.

+ Disable web + This is selected by default to prevent all users from accessing Filr through a
access Web browser, unless access is allowed on an individual user or group basis.
OK button + Click this to save your changes.

Current user sessions are not affected. To see changes, users must log in to a
new session.

Cancel button + Click this to cancel the changes you have made.

Web Browser Access—Individual Users and Groups

Path: Port 8443 Filr Admin Console > Management > Users/Groups > select one or more users or

groups > More > > select a file download or web access option from the list below
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Table 3-6 Using the More Options to Control Web Access for Individual Users and Groups

Field, Option, or Button Information and/or Action

¢ Disable File Downloads + These options do not all appear at the same time.

* Enable File Downloads They change, dynamically, to reflect alternate

¢ Use Default File Download Setting choices to the options configured in “Web

) Browser Access—Default Settings” on page 23.
+ Disable Web Access ] o
+ Select an available option in the More drop-down

list for the selected users or groups.

¢ Use Default Web Access Setting The action is immediately applied to the selected
user or group accounts and the drop-down list
changes dynamically to reflect the new settings.

¢ Enable Web Access

KeyShield Configuration Settings

Path: Port 8443 Filr Admin Console > System > KeyShield SSO

For dialog usage instructions and other KeyShield integration information, see “KeyShield Integration
with Filr” in the Filr 3.3: Maintenance Best Practices Guide.

Table 3-7 Using the KeyShield SSO Configuration dialog

Field, Option, or Button Information and/or Action

Enable KeyShield SSO 1. Select this to enable KeyShield SSO and Filr integration.

2. Specify the configuration information for the following fields.

¢ KeyShield Server * The access URL of the KeyShield server
URL (use http or

https):

¢ APl authorization * The API Key copied from the KeyShield console.
key:

¢ HTTP connection + How long the Filr appliance will wait for a response from KeyShield before
timeout: prompting users for their login credentials.

* Micro Focus doesn’t recommend changing this value unless the network
connection might not allow a quick response. For example, when Filr and
KeyShield connect over a WAN.

¢ Connector names: + The names of every KeyShield SSO connector that Filr users will connect

through.
¢ Username * These let KeyShield match username validation requests with the LDAP
attribute alias: attribute that requesting applications use for usernames. For more detail and a

Filr example, see “KeyShield Attribute Alias Support” in the Filr 3.3:
Maintenance Best Practices Guide.

Two Factor Authentication

Require hardware 1. Select this to require a physical token, such as an access card, for access to
token Filr through KeyShield.

2. Specify the options for missing tokens below.

24 Access to Filr and Its Services



Field, Option, or Button Information and/or Action

* Missing token
error message for
Web interface:

*

The error message to display when web access is requested and the token is
not presented or not recognized.

* Missing token
error message for
WebDAV interface:

The error message to display when WebDAV access is requested and the
token is not presented or not recognized.

Allow username/
password-based
failback authentication
(non-SSO) for LDAP
users

Select this to let users enter a username and password as an alternative to the
hardware token.

* Test connection
button

Click this to test the connection between Filr and the KeyShield server.

OK button

Click this to save your changes.

Current user sessions are not affected. To see changes, users must log in to a
new session.

Cancel button

Click this to cancel the changes you have made.

NetlQ Advanced Authentication Configuration

Path: Port 8443 Filr Admin Console > System > NetlQ Advanced Authentication

This functionality is only available on Filr Advanced Edition. Before you configure the advanced
authentication options, you must do the following:

+ Ensure that all the Filr clients are updated with the latest patch installed.

+ Configure an OAuth2 Event in the Advanced Authentication server using the Advanced
Authentication Administrative Portal to automatically generate the client ID and the client secret.
See “Using Multi-Factor Advanced Authentication with Filr” in the Filr 3.3: Maintenance Best

Practices Guide.

You must specify these client ID and client secret values in the NetlQ Advanced Authentication
Configuration dialog. See Table 3-8.

Table 3-8 Using the NetlQ Advanced Authentication Configuration dialog

Field, Option, or Button Information and/or Action

Enable Multi-factor
Authentication

1.
2.

Select this to enable multi-factor authentication for Filr.

Specify the configuration information for the following fields.

¢ Server URL:

*

The access URL of the Advanced Authentication server that you want to use
for multi-factor authentication.

¢ Client ID:

The client ID that is automatically generated when you use the Advanced
Authentication Administrative Portal to create an OAuth2 event. You can copy
the ID from the portal and paste it here.
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Field, Option, or Button Information and/or Action

¢ Client Secret: * The client secret key that is automatically generated when you use the
Advanced Authentication Administrative Portal to create an OAuth2 event. You
can copy the secret key from the portal and paste it here.

¢ Tenant Name: + Specify the tenant name. The default value is TOP and supports single
tenancy.
¢ Test connection + Click this to test the connection between Filr and the Advanced Authentication
button server.
+ Redirect URIs + Copy the following Filr URIs, which are displayed on separate lines:

¢ Filr web page URI
+ Filr client URI
When you create an OAuth2 event in the Advanced Authentication

Administration Portal, you must paste the copied URIs in the Redirect URIs
option to enable users to be redirected to the Filr URI after successful

authentication.
OK button + Click this to save your changes.
Cancel button + Click this to cancel the changes you have made.

Reverse Proxy Configuration Settings

Use this when Filr is fronted by a reverse proxy server or L4 switch that provides a single access
point for Filr users.

IMPORTANT: Do not configure Filr appliances that are dedicated to Net Folder Synchronization and
indexing.

Path: Port 9443 Appliance Console > Configuration icon > Reverse Proxy

Table 3-9 Using the Reverse Proxy dialog

Field, Option, or Button Information and/or Action

Host Information * Specify the information for the server or switch through which internal and
external users access Filr.

IMPORTANT: Configure each Filr appliance that is servicing user requests in a
Filr-based cluster with the same information.

However, do not configure synchronization- and indexing-dedicated Filr
appliances with Reverse Proxy Configuration Settings.

¢ Host: + For areverse proxy server or a load balancer/L4 switch, specify the DNS
hostname.

* For NetlQ Access Manager, enter the published DNS name.

* Reverse Proxy + If you have enabled Port Redirection and HTTP Port access in the Network
HTTP Port: dialog, specify port 80.
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Field, Option, or Button Information and/or Action

* Reverse Proxy + If you have enabled Port Redirection and HTTP Port access in the Network
Secure HTTP Port: dialog, specify port 443.

NetlQ Access Manager Integration

¢ Logout URL: + The URL of the published DNS name of the reverse proxy that you have
specified for the ESP, plus / AGLogout .

You can find the domain used for the ESP by editing the LAG/MAG cluster
configuration and then clicking Reverse Proxy / Authentication.

For example, if the published DNS name of the proxy service that you have
specified for the ESP is esp. your si t e. com specify the following URL:

https://esp.yoursite.com AG.ogout

+ After clicking OK, you must click Reconfigure Filr Server for your changes to
take effect.

This stops and restarts your Filr server. Because this results in server
downtime, you should restart the server during off-peak hours.

¢ Filr plugin for Click Filr Plugin for NAM to download the Fi | r Aut hdl ass. j ar file. This jar file is
NAM: required to enable Filr users to access the Filr services through NetlQ Access
Manager (NAM). For more information about configuring NAM to act as Proxy
service for a Filr site, see “Integrating Filr and NetlQ Access Manager” in the Access
Manager (NAM) and Filr Integration.

OK button + Click this to save your changes, then click Reconfigure Filr Server.

This stops and restarts your Filr server. Because this results in server
downtime, you should restart the server during off-peak hours.

Current user sessions are not affected. To see changes, users must log into a
new session.

Cancel button + Click this to cancel the changes you have made.

Single Sign-On Access

NetlQ Access Manager: For information about how to configure NetlQ Access Manager to provide
single sign-on functionality in Filr, see “Reverse Proxy Configuration Settings” on page 26 and
Access Manager (NAM) and Filr Integration in the Filr 3 Installation, Deployment, and Upgrade
Guide.
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Filr Clustering Configuration

Path: Port 9443 Appliance Console > Configuration icon > Clustering

Table 4-1 Using the Clustering dialog

Field, Option, or Button Information and/or Action

Enable Clustered + Click this to enable Filr clustering on this appliance and on all appliances using
Environment the same /vashare NFS or CIFS mount point.
¢+ JVM Route + You can leave this field blank unless you plan to use Apache as the reverse
proxy.

+ If you plan to use Apache as the reverse proxy, add a JVM route for each filr
Appliance in the Cluster. The purpose of this field is to uniquely identify each
Filr Appliance to Apache.

In the JVM Route field, specify wor ker 1. On the second Filr node, in the JVM
Route field, specify wor ker 2, and so forth for each Filr node, incrementing the
JVM Route setting. Each Tomcat instance should have a unique JVM Route
setting.

wor ker 1, wor ker 2, and so forth are the default names for the matching values
used for the reverse proxy configuration. For example, if you have set up
Apache or IIS as a reverse proxy, these are the default values. The JVM
Route setting in the Filr installer must match these values.

¢ Hibernate Caching + memcached is the only option available when configuring Filr in a clustered
Provider: environment.

The Search appliance runs the Memcached service to enable clustering. Port
11211 is used by the Memcached service.

IMPORTANT: To secure Memcached, it is strongly recommended to deploy
the Search appliance behind the firewall.

For more information on securing Memcached, see “Securing Memcached” on
page 104.

¢ Server Address: * The hostnames or IP addresses of both Filrsearch servers, separated by a
space.

+ After clicking OK, you must click Reconfigure Filr Server for your changes to
take effect.

This stops and restarts your Filr server. Because this results in server
downtime, you should restart the server during off-peak hours.
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LDAP Servers and Synchronization

+ “LDAP Configuration Dialog” on page 31

+ “LDAP Server Configuration Dialog” on page 34

+ “LDAP Search Dialog (User Version)” on page 37
+ “LDAP Search Dialog (Group Version)” on page 40

LDAP Configuration Dialog
Path: Port 8443 Filr Admin Console > System > LDAP

Planning Worksheets |

=—="""7J Best Practice: Plan your LDAP Servers and use the following worksheets when
working in this dialog:

+ Worksheet 5 - LDAP Synchronization

Table 5-1 Using the LDAP Configuration dialog

Field, Option, or Button Information and/or Action

LDAP Configuration dialog

LDAP Servers tab

¢ Add button + Click this to begin the process of adding and LDAP server.

The LDAP Server Configuration dialog opens.

* Delete button + Click this to remove the selected LDAP server from the list.

IMPORTANT: Before you remove an LDAP server, make sure you consider
the options you have set for users and groups that are no longer in LDAP in the
User Settings tab and the Group Settings tab.

¢ Sync All button TIP: If you have just added or modified the LDAP Servers configuration, you must
save it by clicking OK before running an LDAP synchronization.

+ After your users and groups are synchronized, you can click this to refresh the

LDAP information in Filr.

+ To synchronize only certain users or groups, filter the list by entering a string in
the Filter List.

Or

+ Click the drop-down arrow next to the Filter List and select the type of users or
groups to synchronize.

For example, Added users, Modified users, Modified groups, and so forth.

+ Users and groups that have been modified by running the LDAP sync are
reported, along with information about how they have been modified.
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Field, Option, or Button Information and/or Action

¢ Preview Sync
button

TIP: If you have just added or modified the LDAP Servers configuration, you must
save it by clicking OK before previewing an LDAP synchronization.

+ Use this to preview the synchronization results—users and groups that will be
added or deleted, users that will be disabled, and so on—before you run the
actual synchronization.

+ To preview only certain users or groups, filter the list by entering a string
in the Filter List.

Or

+ Click the drop-down arrow next to the Filter List and select the type of
users or groups to synchronize.

For example, Added users, Modified users, Modified groups, and so forth.

+ After you are satisfied with the results, use the Sync All option with the same
filters to perform the actual synchronization.

¢ Show Sync
Results button

+ Use this to display the most recent synchronization results for the current
browser session.

+ If you run a synchronization, log out of Filr, and then log in again, no results are
available to view.

LDAP servers list

¢ Server URL

* The URL you specified when creating the LDAP server.

* You can click this to access the LDAP Server Configuration dialog.

¢ User DN

* This is the LDAP proxy user information for the LDAP server

User Settings tab

¢ Register User
Profiles
Automatically

+ Select this option to automatically add LDAP users to the Filr site.

* Workspaces are not created until users log in for the first time.

¢ Synchronize User

Profiles

+ Select this option to automatically update Filr with user information changes
following the initial LDAP synchronization.

+ The attributes that are synchronized are the attributes listed in the “mappings”
box in the Server Information tab.

For user accounts provisioned from LDAP that are no longer in LDAP sub-section

¢ Disable Account

+ This is the default because deleting user accounts cannot be undone.

For more information about disabled users in Filr, see Disabling Filr User
Accounts in the Filr 3.3: Maintenance Best Practices Guide.

¢ Delete Account

IMPORTANT: A deleted user cannot be undeleted; this action is not reversible.

+ Select this only if you have deleted users from your LDAP directory and you
want the LDAP synchronization process to also remove them from Filr.

+ Also delete associated user workspaces and content: This option
removes all information, Personal Storage, etc. associated with the user
accounts.

Use the following when creating new users sub-section
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Field, Option, or Button Information and/or Action

¢ Time zone:

*

Use this drop-down list to set the time zone for user accounts that are
synchronized from the LDAP directory into your Filr site.

The time zone list is grouped first by continent or region, optionally by country
or state, and lastly by city.

¢ |ocale:

Use this drop-down list to set the locale for user accounts that are
synchronized from the LDAP directory into your Filr site.

The locale list is sorted alphabetically by language.

Group Settings tab

¢ Register LDAP
group profiles
automatically

Select this to automatically add new LDAP groups to the Filr site.

¢ Synchronize
group profiles

Select this to synchronize group information, such as the group description, to
the Filr site whenever this information changes in LDAP.

¢ Synchronize

group
membership

This option ensures that the Filr group includes the same users (and possibly
groups) as the corresponding LDAP group.
If this is not selected, then LDAP group changes are not reflected in Filr.

This option also ensures that Filr recognizes group-based file system rights
assignment updates.

If this is not selected, users with group-based access rights might not qualify
for the roles they need to use Filr.

* Delete groups that
were provisioned
from LDAP but are
no longer in LDAP

*

IMPORTANT: A deleted group cannot be undeleted; this action is not reversible.

Select this only if you have deleted groups from your LDAP directory and you
want the LDAP synchronization process to also remove the groups from Filr.

@Synchronization Schedule tab

¢ Enable schedule

*

This is selected by default so that LDAP synchronizations occur at regular
intervals.

You should not normally de-select this unless you are troubleshooting a
problem or working with Micro Focus support to resolve a service request.

¢ Every day

Select this to run an LDAP synchronization every day at the time or interval
specified below.

¢ On selected days

Select this if you want the LDAP synchronization to run only on specific days.

At HH:MM

Using the drop-down lists, you can specify synchronizations to occur at a
specific time.

Hours start at midnight (0) and continue through 11 p.m. (23).

Minutes can be specified using 5-minute increments.

Repeat every X hours

As an alternative to synchronizing at a specific time, you can set a time interval
and synchronize multiple times each day (for example, every four hours).

The smallest time interval you can set is .25 hours (every 15 minutes).

Local User Accounts tab
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Field, Option, or Button Information and/or Action

* Allow log in for + Use this to enable or disable logging in by locally created and self-provisioned
local user user accounts.
accounts (i.e user
accounts not in
LDAP)

LDAP Server Configuration Dialog
Path: Port 8443 Filr Admin Console > System > LDAP > Add button

Planning Worksheets |

—==—=""" Best Practice: Plan your LDAP Servers and use the following worksheets when
working in this dialog:

+ Worksheet 4 - Users and Groups

Table 5-2 Using the LDAP Server Configuration dialog

Field, Option, or Button Information and/or Action

LDAP Server Configuration dialog

@Server Information tab

¢ LDAP Server URL WARNING: If you modify an existing LDAP connection, do not modify this
LDAP server URL field. Doing so can cause synchronized users to be disabled
or deleted.

+ This is the host name of the LDAP server where your directory service is
running.
Specify a URL with the format your server requires, as follows:
¢ Non-SSL: | dap: // host name
Assumes Port 389 is used
¢ SSL: I daps://hostname
Assumes Port 636 is used

This requires that you import the LDAP server’s root certificate into
the Java keystore before attempting an LDAP synchronization. See
“LDAP Synchronization Security” in the Filr 3.3: Maintenance Best

Practices Guide.

+ |f the LDAP server uses a different port number from those above, you
must include the port as follows:

| dap: // host nane: port _nunber

| daps: // host name: port _nunber
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Field, Option, or Button

Information and/or Action

¢ User DN:

(LDAP proxy user)

* This is the LDAP proxy user and it must have sufficient rights to access

the user information stored there. See “LDAP Proxy User Role and Rights”
in Filr 3.3: Understanding How Filr Works.

You must specify a fully qualified, comma-delimited user name, along with
its context in your LDAP directory tree, in the format expected by your
directory service.

+ eDirectory:

cn=user name, ou=or gani zat i onal _uni t, o=or gani zati on

+ Active Directory:

cn=user nane, ou=or gani zat i onal _uni t, dc=domai n_conponent

¢ Password:

(LDAP proxy user
password)

* You must type the password for the User DN.

¢ Directory Type:

Select the directory type for the LDAP server that you are configuring
(eDirectory or Active Directory)

¢ Guid attribute:

Based on the directory type you have selected, Filr selects the standard
LDAP attribute used to identify a user.

GUID and objectGUID: These are the default, binary attributes for
eDirectory and Active Directory, respectively

They have unique values that do not change if you rename or move a user
in the LDAP directory, thus ensuring that Filr modifies the existing user
rather than creating a new one.

Other: Selecting this option in the Guid attribute drop-down prompts you
to map users to a different LDAP attribute by specifying the attribute name
and then clicking OK.

+ You must ensure that the attribute you specify is a binary attribute.

For example, the cn attribute cannot be used because it is not a
binary attribute.

+ If you cancel the prompt to specify an attribute or specify an attribute
that is not binary, Filr create new Filr users when names or locations
change.

For example, if you have a Filr user and LDAP user named William
Jones, and if William requests that you change his name to Bill in the
LDAP directory, then the next time an LDAP synchronization occurs,
Filr creates a new user named Bill Jones.
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Field, Option, or Button Information and/or Action

¢ Filr account name
attribute:

* Filr uses this attribute

+ To create Filr account names

+ To locate users in the LDAP directory.

* As the User ID for authentication purposes.
The value of this attribute must be unique in LDAP.

Attribute options depend on the directory type selected in the Directory
type drop-down list.

Consult with your directory administrator to determine which attribute or
attributes are used in your directory service.

+ For eDirectory, the default available options are cn and Other.

+ For Active Directory, the default available options are
sAMAccountName, cn, and Other.

* If you select Other as the value for this attribute, you are prompted to
enter the name of an LDAP attribute to use instead of the default
choices.

Based on your findings, you might need to set up two or more LDAP
sources that point to the same LDAP server but use different values for
the LDAP Attribute Used for Filr Name.

For example, if you use Active Directory, you might need to set up one
LDAP source and use cn and another to sAMAccountName as the Filr
account name attribute.

In addition to the attributes already mentioned in this section, other LDAP
attributes can be used for the Filr account name attribute, as long as the
attribute is unique for each User object.

For example, the mail LDAP attribute could be used so that Filr users can
log in by using their email addresses.

+ LDAP Attribute
“Mappings” box

This lists the mappings between Filr user information and the LDAP
attributes that correspond to them.

It is populated automatically.

If Synchronize User Profiles is enabled in the User Settings tab, the
information associated with the mappings that are configured here, is
updated each time the user account is synchronized.

OK button

If you are modifying previously configured LDAP server information, you
can click OK. Otherwise, you must click the Users tab

Cancel button

Click this to discard the LDAP server configuration changes you have
made and exit the tab.

Users tab

+ Add button

Click this to open the “LDAP Search Dialog (User Version)” on page 37
wherein you can specify a context where Filr searches for LDAP users.

* Delete button

Click this after selecting one or more list entries. For example, when the
context no longer exists or when it is covered by another entry.
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Field, Option, or Button Information and/or Action

OK button + If you are modifying previously configured User information, you can click
OK.

+ If this is a new configuration, you should click the Groups tab and add an
LDAP search context. Otherwise, your Filr users might not be recognized
as having the roles needed for Filr access (see the information for the
“Synchronize group membership” option).

Cancel button + Click this to discard your changes and exit.
Groups tab
+ Add button + Click this to open the LDAP Search Dialog (Group Version) wherein you

can specify a context where Filr searches for LDAP groups.

+ Delete button + Click this after selecting one or more group Base DN entries. For example,
when the context no longer exists or when it is covered by another entry.

OK button + Click OK to save the LDAP server configuration.

Cancel button + Click this to discard your changes and exit.

LDAP Search Dialog (User Version)

Path: Port 8443 Filr Admin Console > System > LDAP > Add button > Users tab > Add button

Table 5-3 Using the LDAP Search dialog (User Version)

Field, Option, or Button Information and/or Action

IZLDAP Search dialog (User Version)

¢ Base DN: Best Practice: Use the Browse icon| = nextto the Base DN field to browse
the LDAP directory for the base DN that you want to use. This eliminates the
risk of typing the context incorrectly. Also, if browsing fails, that means the
LDAP server configuration is not correct and must be changed.

¢ This is the directory context or container under which LDAP User objects
are located.

+ When specifying this you must use the syntax required by your directory
service type.

+ eDirectory: ou=or gani zat i onal _uni t, o=or gani zati on
+ Active Directory:
ou=or gani zat i onal _uni t, dc=donai n_conponent

IMPORTANT: Container names cannot exceed 128 characters. If they do,
users are not provisioned.
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Field, Option, or Button Information and/or Action

* Filter: + IMPORTANT: Filr sets up a standard user filter for the LDAP server type.

In almost all cases, this doesn'’t require modification.
+ About User Filters:

+ By default, Filr identifies potential users by filtering on the following
LDAP directory object attributes:

¢ Person
¢ orgPerson
¢ inet OrgPerson

If needed, you can modify the filter by inserting the following
operators:

¢ | OR (the default)
¢ &AND
+ INOT

¢ A Group for Filr Users:

+ You might want to create a group for only Filr users, regardless of
where they are located in your LDAP directory.

+ After creating the group, use the following filters to search for User
objects that have the group membership attribute shown below.

Make sure you include the parentheses in your filter.

+ eDirectory:

(groupMenber shi p=cn=gr oup_nang, ou=or gani zati onal _uni t, o=orga
ni zat i on)

¢ Active Directory:

( menber O =cn=gr oup_nane, ou=or gani zati onal _uni t, dc=donai n_com
ponent)

IMPORTANT: Users in eDirectory sub-groups are not synchronized.

However, for Active Directory you can create a filter that synchronizes
users in sub-groups by using the following rule object identifier (OID):

<attribute name>: <matching rule O D>: =<val ue>

¢ Search subtree ¢ Select this if you want Filr to search for users in containers underneath
the base DN (that is, in subtrees).

Home-Directory Net Folder Configuration sub-section
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Information and/or Action

¢ Use the following
custom criteria

*

Select this to specify the Net Folder Server and path where user Home
directories are located.

Net Folder Server: Click the drop-down list and select the Net Folder
Server where Filr should create home folders when the users in this
context (Base DN) log in.

If the server isn’t created yet, click New Net Folder Server and refer to
“Creating a Net Folder Server” on page 59 if you need help.

Relative Path: Using UNC syntax, specify the path to where the
corresponding Home directories are located.

For example, if user Home directories are included in a directory named
Hore which is located at the root of the specified Net Folder Server, the
path would be Hone\.

In place of the actual directory names, include a replaceable parameter
using the syntax: %.DAPat t r i but eNanme%

Continuing the example, if the Home directory is associated with the
LDAP attribute cn, the complete path with the replaceable parameter
included would be Hone\ % n%

Filr evaluates replaceable parameters each time a user logs in and
replaces the parameter with the value of the LDAP attribute specified in
the path.

After the Home Net Folder Server is created, when you log in to the Port
8443 Administration Console, you are prompted to complete the server’s
configuration by specifying a Net Folder proxy user. See the information
starting with “Specify proxy using a Proxy Identity” on page 61.

¢ Usethe LDAP home
directory attribute

Select this option to use the LDAP Home directory attribute.
Filr detects the attribute during the LDAP synchronization process.

If the search context of the LDAP synchronization contains an OES or
Windows server that has a Home folder attribute associated with at least
one user, Filr creates a Home Net Folder Server immediately after
running the LDAP synchronization process.

After the Home Net Folder Server is created, when you log in to the Port
8443 Administration Console, you are prompted to complete the server’s
configuration by specifying a Net Folder proxy user. See the information
starting with “Specify proxy using a Proxy Identity” on page 61.

¢ Use the specified LDAP
attribute

*

Select this option to specify the name of the LDAP attribute that contains
the required home directory information.

Attribute Name: This must be of type String and must contain a UNC
path, with one of the following forms:

\\'server\vol une\ pat h

\\'server\share\path

\\server\share

*

After the Home Net Folder Server is created, when you log in to the Port
8443 Administration Console, you are prompted to complete the server’s
configuration by specifying a Net Folder p