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Preface

The Sentinel Technical documentation is general-purpose operation and reference guide.
This documentation is intended for Information Security Professionals. The text in this
documentation is designed to serve as a source of reference about Sentinel’s Enterprise

Security Management System. There is additional documentation available on the Sentinel

web portal.

Sentinel Technical documentation is broken down into five different volumes. They are:

Volume | — Sentinel™ Install Guide

Volume Il — Sentinel™ User’s Guide

Volume Il — Sentinel™ Collector User’s Guide
Volume IV — Sentinel™ User’s Reference Guide

Volume V - Sentinel™ 3" Party Integration

Volume VI - Sentinel™ Patch Installation Guide

Volume | — Sentinel Install Guide

This guide explains how to install:

Sentinel Server

Sentinel Console

Sentinel Correlation Engine
Sentinel Crystal Reports

Volume Il — Sentinel User’s Guide

This guide discusses:

Volume 111 — Collector User’s Guide

Sentinel Console Operation
Sentinel Features

Sentinel Architecture
Sentinel Communication
Shutdown/Startup of Sentinel
Vulnerability assessment
Event monitoring

Event filtering

Event correlation

Sentinel Data Manager

This guide discusses:

Collector Builder Operation
Collector Manager
Collectors

Collector Builder
Collector Manager
Advisor

Event Configuration for Business
Relevance

Mapping Service

Historical reporting
Collector Host Management
Incidents

Cases

User management
Workflow

Collector Host Management
Building and maintaining Collectors

Volume 1V - Sentinel User’s Reference Guide

This guide discusses:

Collector scripting language

Sentinel correlation engine

= Collector parsing commands "
= Collector administrator functions ]

Correlation command line options
Sentinel database schema



= Collector and Sentinel meta-tags
= User Permissions

Volume V - Sentinel 3" Party Integration Guide

* Remedy = HP Service Desk
= HP OpenView Operations

Volume VI - Sentinel Patch Installation Guide
= Patching from Sentinel 4.x to 6.0 = Patching from Sentinel 5.1.3 to 6.0
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Migrate from Sentinel 4.2 to Sentinel 6

Topics included in this chapter:

Topic Page

Overview 1-1
Comparing Sentinel 4.2 and Sentinel 6 1-1
Data Migration from Sentinel 4.2 to 1-4
Sentinel 6

Uninstalling Sentinel 4.2 1-6
Installing Sentinel 6 Database 1-6
Install and Configure Sentinel 6 1-11
Components

Post-Migration Procedures 1-11

Overview

Caution: Sentinel 4.2 and Sentinel 6.0 have different database schemas and
system requirements. Confirm that the hardware and software platforms meet the
Sentinel 6.0 requirements before starting the upgrade.

A Sentinel data migration utility is provided to copy data from Sentinel 4.2 to Sentinel 6.
This utility is provided with the Sentinel 6 installer. For Microsoft SQL Server, the data
migration utility supports migration from the Sentinel 4.2.1 database on a SQL Server
2000 instance to the Sentinel 6 database on a SQL Server 2005 instance. The SQL Server
instances can be on the same or two different machines. For Oracle, the data migration
utility supports migration from the Sentinel 4.2.1 database instance to the Sentinel 6
database instance on the same machine or on two different machines.

Comparing Sentinel 4.2 and Sentinel 6

This section lists out the Functional and User Interface updates in Sentinel 6.0 and refers
to different documents related to these updates for your understanding and analysis. It is
recommended that you read through this section before performing the migration.

Functionality removed or replaced in Sentinel 6

= Case-related functionality has been removed.

= Real Time Summary Displays has been replaced by Active Views.

=  Wizard Monitoring permissions have been replaced by View Collectors, Control
Collectors, and Collector Administration permissions.

= System Overview functionality has been removed.

Functionality enhanced or included between Sentinel 4.2 and
Sentinel 6

User Permissions

Correlation

Incidents
iTRAC
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= Offline Query

= Collectors, Collector Builder and ESM
=  Mapping

= Server View

= Aggregation

= Auto-Archive Partitions

= Platform & Database Support

= Reports

User Permissions

The following permissions are new or changed in Sentinel 6:

= iTRAC (all settings)

= Incidents > Incident Administration

= Collector Management > Collector Administration
=  Administration > DAS Statistics

= Administration > User Session Management

= Administration > iTRAC Role Management

= Server View (all settings)

= Roles (all settings)

For more information on User Permissions, see Sentinel Control Center User Permissions
in Sentinel 6.0 User’s Reference Guide.

Correlation

Correlation in Sentinel 6 may have many Functional and User Interface updates when
compared to Sentinel 4.2. Moreover, you may want to re-write some of the existing rules
for more efficient results. For information on Correlation Functionality updates, see
Sentinel Correlation Engine RuleLG Language in Sentinel 6.0 User’ Reference Guide.

For information on User Interface updates, see Correlation Tab in Sentinel 6.0 User’s
Guide.

Incidents

iTRAC

A Case in Sentinel 4.x is referred to as an Incident in Sentinel 6.0. An incident is a set of
events (events that require attention, for example, a possible attack) grouped together. An
Incident in “‘open’ state alerts you to investigate and close the events that resulted in the
incident. For more information, see Incident Tab in Sentinel 6.0 User's Guide.

In Sentinel 6.0, iTRAC Workflow is a new functionality designed to provide a simple,
flexible solution for automating and tracking an enterprise’s incident response processes.
Through Sentinel’s internal incident system, it tracks security or system problems and
identifies and resolves the problem. For more information, see iTRAC Workflows in
Sentinel 6.0 User's Guide.

Offline Query

1-2

Offline Query is introduced in Sentinel 6.0. They are often used to run queries against
large amounts of data. Offline Query will continue to run even after the user logs out of
the Sentinel Control Center, if necessary. For more information, see Offline Query in
Analysis Tab in Sentinel 6.0 User's Guide.

Sentinel Patch Installation Guide


http://www.novell.com/documentation/sentinel6/
http://www.novell.com/documentation/sentinel6/
http://www.novell.com/documentation/sentinel6/
http://www.novell.com/documentation/sentinel6/
http://www.novell.com/documentation/sentinel6/
http://www.novell.com/documentation/sentinel6/

Collectors, Collector Builder and ESM

Agents in Sentinel 4.x are referred to as Collectors in Sentinel 6.0, and Wizard as
Collector Builder. In Sentinel 4.0 Collectors were configured and managed using Wizard.
But, in Sentinel 6.0 the Collectors are configured in Collector Builder, but are managed
using the Event Source Management in Sentinel Control Center.

Event Source Management (ESM) panel provides a set of tools to manage and monitor
connections between Sentinel and its event sources. For more information, see Event
Source Management in Sentinel 6.0 User's Guide.

For other Collectors, including custom Collectors or modified Tier 1 Collectors, there are
several reference documents available:

= Using 5.x Collectors with Sentinel 6 (also applies to Sentinel 4.x collectors)
= DB Connector Differences in Sentinel 6

= File Connector Differences in Sentinel 6

= Syslog Connector Differences in Sentinel 6

= WMI Connector Differences in Sentinel 6

Mapping

Mapping is a new functionality introduced in Sentinel 5 and enhanced in Sentinel 6.
Mapping allows you to add, edit, delete and update mapping configurations. For more
information, see Administration in Sentinel 6.0 User's Guide.

Server View

Server Views allows you to monitor the status of all Sentinel Server processes across the
system. Through Server view you can Start/Stop/Restart the processes that get installed on
the product installation. For more information, see Server View in Administration in
Sentinel 6.0 User's Guide.

Aggregation

Aggregation is the process of calculating the running count for all active summaries as
events flow through the system. These running counts are saved to the database in the
respective summary tables. For more information, see Reporting Data in Administration in
Sentinel 6.0 User's Guide.

Auto-Archive Partitions

Auto-archiving is a new functionality in Sentinel 6.0. The Partition Configuration tab in
the SDM allows you to set parameters to auto-archive partitions. The Auto-Archive
Partition functionality allows you to auto-add partitions. For more information, see
Sentinel Data Manager in Sentinel 6.0 User's Guide.

Platform & Database Support

The platform and database support is significantly improved for Sentinel 6.0. For more
information on the Platform and Database support in Sentinel 6.0, see Supported
Platforms and Best Practices in Sentinel 6.0 Installation Guide.

Reports

The Crystal Reports version has been updated from 9 to XI R2 between Sentinel 4.2 and
Sentinel 6. Use the upgrade procedures recommended by Business Objects to upgrade the
report server and update the ODBC Data Source Name to point to the new Sentinel 6
database. In addition, the Sentinel database schema has changed significantly. For more
information, see Crystal Reports on Linux/Solaris or Windows in Sentinel 6.0 Installation
Guide.
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Data Migration from Sentinel 4.2 to Sentinel 6

There are several steps to be performed for migration from Sentinel 4.2 to Sentinel 6.
Most of these prerequisites are described in more detail in the following sections. Follow
the links to perform each of these actions in the order given below for successful
migration.

WARNING: To avoid mistakes, read through all instructions carefully before
beginning the upgrade and migration.

=  Verify hardware and software platform requirements for Sentinel 6. For more
information, see Hardware Recommendations in Supported Platforms and Best
Practices in Sentinel 6.0 Installation Guide.

= “Check Java Version” installed on your system

= “Backup components” of the Sentinel system, as required

= “Export Sentinel v4.2 correlation rules”

= “Uninstall Sentinel 4.2, except for the Database Component

= “Install Sentinel 6 database” only

= “Verify/Add Sentinel Administrator User” (esecdba) to the Database.

= “Install and configure Sentinel Components” (except Database)

On successful migration, the following data is migrated from the Sentinel 4.2.x system to
Sentinel 6:

= Users and assigned permissions

= Filters

= Right-click menu configuration options

= Renamed CV tags

= Partition and archive configurations

= Cases from Sentinel 4.2 are copied into Sentinel 6 as incidents

» Incidents

= Incident-related events (Only viewable using Crystal Reports or SQL queries. The
Sentinel 4.2 events cannot be viewed in the Sentinel Control Center.)

NOTE: The data migration utility will not migrate event data, except for event
data associated with incidents in Sentinel 4.2.

NOTE: All data migration should be completed before using Sentinel 6. Do not
run the data migration utility after creating new incidents.

Java Version

Before migrating any data, the correct version of java (1.5.0_11) must be in your PATH
variable.

To check the java version:

1. Log into the Sentinel 6 database machine. For Solaris, login as the root user.
For Windows, login as a user with administrative rights.

2. Onthe command line, enter the following command:
jJava -version

3. Ifthe versionis not 1.5.0 11, download and install the correct version of java.

4. Update the PATH variable to include the path to the directory with the correct
version of java.
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For example, on Windows, if the location of java is
C:\Program Files\Novel\Sentinel6\jre\

then the PATH environment variable should be prepended with:
C:\Program Files\NovelI\Sentinel6\jre\bin
And on Solaris, if the location of java is
/opt/novell/sentinel6/jre/Sun-1.5.0_11

then the PATH variable should be prepended with:
/opt/Novell/sentinel6/ Sun-1.5.0_11/bin:

Backup Systems

Before making any updates to the Sentinel system, Novell strongly recommends making a
backup of all system components.

Files and Folders

Back up the $ESEC_HOME (for UNIX) or %ESEC_HOME% (for Windows) directories,
the root drives of all machines in the Sentinel system, the Crystal report files, and the
database before taking any other actions. Backing up this information will enable you to
restore the older version of the software in case there are any unexpected failures during
the installation of Sentinel 6 or during the data migration.

There are several pieces of information that are particularly important:

= The root drives may include important configuration information for your servers.
= On the Sentinel Server, the SESEC_HOME or %ESEC_HOME% directory includes
all custom menu configurations
= On the Collector Manager(s), the $WORKBENCH_HOME/Agents or
%WORKBENCH_HOME%\Agents directory stores all port configurations.
@ These cannot be imported into Sentinel 6 but may be used for reference.
= On the Collector Manager(s), the SWORKBENCH_HOME/Elements or
%WORKBENCH_HOME%\Elements directory stores all collector scripts.
= On the Crystal Server, the files with .rpt extensions include the Novell report library
and any custom reports.
s These cannot be run without modification in Sentinel 6 because of database
schema changes, but they may be used for reference.
s The Novell report library should be replaced by the Sentinel 6 report library.
= Any custom reports should be adapted to run against the Sentinel 6 database
views.
=  The database should always be backed up before any major system changes.
= The database is the only Sentinel component that will not be uninstalled.

To Backup Collector scripts and Port configuration:

1. Onall Sentinel 4.2 machines running Collector Manager, create a directory to
store all Collectors scripts and port configurations for that machine.

2. Create a text file in this directory that lists the name of all the Collectors used by a
port configuration on this Collector Manager. Use a Collector Builder to
determine the Collectors being used by this Collector Manager. If this Collector
Manager is on Solaris, you will need to use a Collector Builder on a Windows
machine (Collector Builder is not supported on Solaris).

3. Copy the following directories into the directory you just created:
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*  %WORKBENCH_HOME%\Agents or SWORKBENCH_HOME/Agents

*  %WORKBENCH_HOME%\Elements or
$WORKBENCH_HOME/Elements

Exporting Sentinel 4.2 Correlation Rules

To Export a Correlation Rule Set:

1.
2.
3.

In the Sentinel 4.2 Control Center, go to Admin > Correlation Rules.
Select a Rule Set. Click Export. A file browser window will open.
Select a folder location and click OK. The rule set will be exported as an xml file.

Uninstalling Sentinel 4.2

Except for the database, all Sentinel 4.2 components must be uninstalled before installing
Sentinel 6. The database should not be removed or uninstalled.

To Uninstall Sentinel v4.2;

1.

On your Sentinel 4.2 machines, close all Sentinel Consoles and Collector Builders
and stop the Sentinel Server.

Login into each machine with Sentinel components as a user with administrative
rights (on Windows) or as root user (Solaris).

On Windows:
a. Click Start > Programs > e-Security > Uninstall e-Security 4.2.
On Linux/Solaris:

a. Goto $ESEC_HOME/ _uninst
b. Enter ./uninstall.bin

Follow the screen prompts. Select all Sentinel components to uninstall.

IMPORTANT:

To perform an upgrade, all components should be selected, including the
Database component. Selecting the Database component for uninstall here will
cause the uninstaller to remove some database related files the installer placed on
the filesystem. In the following step, you may specify that you do not want to
remove the data in the database.

Click through the screen prompts to the Database Uninstall window. In the
Database Uninstall window, select Perform no action on the database for
Windows uninstallation or Delete nothing for Solaris.

CAUTION: Do not uninstall the Sentinel database or you will lose your Sentinel
4.2 data

Click through the remaining uninstall windows to remove the rest of the Sentinel
components.

Installing Sentinel 6 Database

1-6

The Sentinel 6 database components should be installed into a database instance that is an
Oracle or SQL Server version that is supported by Sentinel 6.

IMPORTANT:

The Sentinel 6 database should be installed before installing the rest of the
Sentinel 6 components.
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To install Sentinel 6 Database:

1.

10.

11

Before starting the installation, delete the following environmental variables, if
present:

» ESEC_HOME

= ESEC_VERSION

= ESEC_JAVA_HOME

= ESEC_CONF_FILE

* WORKBENCH_HOME

Verify you have performed all of the preceding preparatory steps in this chapter.

Log into the database machine as a user with administrative rights (on Windows)
or a root user (on Solaris or Linux).

Insert the Sentinel installation CD into the CD-ROM drive.
Browse to the CD and do one of the following:

On UNIX,

= For GUI mode. enter ./setup.sh

or

=  For textual (“headless”) mode, enter ./setup.sh —console
On Windows, double-click setup.bat.

NOTE: Installing in console mode is not supported on Windows.

After reading the Welcome screen, click Next.
Read and accept End User License Agreement. Click Next.

Accept the default install directory or click Browse to specify a different location.
Click Next.

For type of installation, select Custom (default). Click Next.

In the feature selection window, de-select all options and select Database. Click
Next.

NOTE: Ensure that Database is the only component with a check mark.

Configure database for installation:
On Windows:

a. Select the target database server platform.
b. Select Microsoft SQL server 2005.

c. Specify the Database Install log directory. Click Next.
d. Specify the storage location for:

= Data Directory

Index Directory

Summary Data Directory

Summary Index Directory
= Log Directory

Click Next.

o

o

o

Select the database character set support option, ASCII only database. Click Next.

e
f.  Specify the database Size. Click Next.

g. Configure database partitions.

h. You may select Enable automatic database partitions.
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12.

13.
14.
15.

i. For data partitions, specify the archive directory; enter Time specifications to add

and archive data.

Click Next.

On Solaris:

a. Select the target database server platform.

b. Select Oracle 9i / Oracle 10g.

c. Select Create New database with database objects. Click Next.

d. Specify Oracle User Name or accept default user name. Click OK.

e. Select Oracle JDBC driver and specify the Database name. Click Next.
f.  Accept default memory space and listener port or specify new values.
g. Enter SYS and SYS credentials and click Next.

h. Specify the Database size. Click Next.

i.

Specify the storage location for:
o Data Directory

@ Index Directory

©  Summary Data Directory

s Summary Index Directory
@ Log Directory

Click Next.
j.  Configure database partitions. You may select Enable automatic database
partitions.

k. If enabled, specify the data partition archive directory.
I.  Enter time specifications to add and archive data. Click Next.

Enter Authentication Information for:

= Sentinel Database Administrator User

= Sentinel Application Database User

= Sentinel Administrator User

= Sentinel Report User (only on Windows)

Click Next.

Summary of Database parameters specified will display. Click Next.
Installation Summary will display. Click Install.

On successful installation, select to restart your system and click Finish.

Creating Sentinel Database Administrator User

1-8

The data migration utility requires that a user named “esecdba” exists in the Sentinel 4.2
database. The procedure given below will add the “esecdba” user to Sentinel 4.2 database
to allow data migration from Sentinel 4.2 to Sentinel 6. This user must have the same

password in both databases for the data migration.

If this user does not exist or the database is not set up with SQL Authentication, this must

be changed before attempting the migration. These changes may be reverted after the
successful migration.

To add an esecdba user to the database:

1.

For Solaris, login to the database machine as the Oracle software owner. For
Windows, login as a user with administrative rights.

On Solaris:
a. Go to the following directory on the CD-ROM:
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sentinel/dbsetup/ddl/oracle/Migration

b. Using SQL*Plus, connect to the Sentinel 4.2 database as SYSDBA.
c. Atthe SQL prompt (SQL>), enter:
@import_add_esecdba.sql

Exit SQL*Plus.
On Windows:

a. Start Microsoft SQL Server Query Analyzer.
b. Login as the ‘sa’ user or equivalent Windows Authentication user.
c. Click File > Open. Navigate to the following directory on the CD-ROM:

sentinel\dbsetup\ddI\mssql\Migration

d. Selectimport_add_esecdba.sql.
e. Click Open > Query > Execute.
f.  After the script has finished, exit Query Analyzer.

NOTE: After successfully performing data migration:

* On Solaris, you may use Oracle Enterprise Manager to delete the recently added
esecdba user from the Sentinel 4.2 database.

* On Windows, you can use Microsoft SQL Server Enterprise Manager to delete
the recently added esecdba SQL Authentication user from the Sentinel 4.2
database. You may also change the database to Windows Authentication m