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About This Guide

This Novell ZENworks 10 Configuration Management Administration Quick Start helps you quickly
master the basics of administering your Novell® ZENworks® 10 system. You should already have
installed your ZENworks system. If you have not, see the ZENworks 10 Installation Guide.

The information in this guide is organized as follows:

¢ Administration Quick List (page 9): Provides a check list of what you need to do to configure
and monitor your ZENworks system, deploy the ZENworks Adaptive Agent to devices you
want to manage, and then perform management tasks on the tasks.

¢ Management Tools Quick View (page 15): Introduces ZENworks Control Center and the zman
command line utility, the two primary ZENworks management tools.

¢ Zone Configuration (page 21): Provides concepts and instructions for configuring your
ZENworks system to best support the management tasks you’ll perform.

¢ ZENworks Adaptive Agent Deployment (page 41): Provides instructions for installing the
ZENworks Adaptive Agent to devices. The Adaptive Agent is required on any device you want
to manage with ZENworks.

¢ Device Management (page 63): Provides concepts and instructions for performing the various
tasks for ongoing management of devices.

¢ System Messages and Reports (page 89): Introduces the ways you can get information about
the activity in your ZENworks system.

Audience

This guide is intended for anyone who will configure the ZENworks system, monitor the ZENworks
system, or perform any ZENworks tasks related to managing devices or users.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to the Novell Documentation Feedback site (http://www.novell.com/
documentation/feedback.html) and enter your comments there.

Additional Documentation

ZENworks Configuration Management is supported by other documentation (in both PDF and
HTML formats) that you can use to learn about and implement the product. For additional
documentation, see the ZENworks 10 Configuration Management documentation Web site (http://
www.novell.com/documentation/zcm10).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

About This Guide


http://www.novell.com/documentation/feedback.html
http://www.novell.com/documentation/zcm10

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux*, should use forward slashes as required by your software.
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Administration Quick List

You’ve installed your ZENworks® Server (or maybe a couple of servers) and are eager to start using
all of the time-saving functionality in Novell® ZENworks 10 Configuration Management. The
following sections are designed to quickly introduce you to the configuration, deployment,
management, and status monitoring concepts and tasks that help you effectively manage the devices
in your environment.

¢ Section 1.1, “Zone Configuration,” on page 9

¢ Section 1.2, “ZENworks Adaptive Agent Deployment,” on page 10

¢ Section 1.3, “Device Management,” on page 11

¢ Section 1.4, “System Messages and Reports,” on page 12

1.1 Zone Configuration

Before you start distributing software and applying policies to devices, there are a few configuration
tasks you need to complete to ensure that your Management Zone is configured to let you take full
advantage of ZENworks management capabilities.

Table 1-1 Zone Configuration Tasks

Task Details

L7 Create folders and groups for Organize devices into folders and groups to ease the overhead
organizing devices involved in applying ZENworks configuration settings and
distributing software and policies. Rather than making
assignments on individual devices, you can make assignments to
folders and groups, with each device in a folder or group
inheriting the assignment.

For instructions, see Section 3.1, “Organizing Devices: Folders
and Groups,” on page 21.

& Create registration keys or rules The ZENworks Adaptive Agent must be installed on each device
that you want to manage. When you deploy the ZENworks
Adaptive Agent to a device, the device is registered in your
Management Zone.

You can use registration keys or rules to automatically assign
devices to the appropriate folders and groups, ensuring that they
immediately receive the correct configuration settings and
software and policy assignments.

For instructions, see Section 3.2, “Registering Devices,” on
page 27.
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Task

Details

EL  Add user sources

{3 Create additional administrator
accounts

& Modify zone configuration
settings

You can assign software and policies to users as well as devices.
Unlike device-assigned software and policies, user-assigned
software and policies are available on the device only when the
user is logged in to the Management Zone.

You do not manually add users to your Management Zone.
Instead, you connect to an LDAP directory that you want to use
as your authoritative user source in ZENworks. You can then
make software and policy assignments to any users defined in
the user source.

For instructions, see Section 3.3, “Connecting to User Sources,”
on page 32.

During installation, a default ZENworks administrator account
(named Administrator) is created. The default Administrator
account provides rights to the entire Management Zone.

You can create additional administrator accounts that restrict
access to the zone. For example, you could create an account
that only provides the ability to assign software to devices or
users in specific folders.

For instructions, see Section 3.4, “Creating ZENworks
Administrator Accounts,” on page 34.

Your zone settings are preset to provide the most common
configuration. If necessary, you can change the settings.

For instructions, see Section 3.5, “Modifying Zone Configuration
Settings,” on page 36.

1.2 ZENworks Adaptive Agent Deployment

Before you can distribute software or apply policies to devices, you must deploy the ZENworks
Adaptive Agent to them and register them as managed devices in your zone

Table 1-2 Deployment Tasks

Task

Details

Discover devices

Import devices

If you choose to use ZENworks Control Center to deploy the
agent to devices, you must first add the devices to your
Management Zone. You can do this by performing a network
discovery.

For instructions, see Section 4.1, “Discovering Network Devices,’
on page 41.

You can also import devices into your Management Zone from a
comma-separated values (CSV) file. Each device entry must
include its IP address or DNS name.

For instructions, see Section 4.2, “Importing Devices,” on
page 50.
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Task

Details

T Install the ZENworks Adaptive
Agent

E Log in and use the ZENworks
Adaptive Agent

You can use a variety of methods to install the ZENworks
Adaptive Agent to a device:

+ Use ZENworks Control Center to deploy the agent from a
ZENworks Server to the device.

+ At the device, use a Web browser to download the agent
from a ZENworks Server and install it.

* Include the agent in an image and apply the image to the
device.

For instructions, see Section 4.3, “Installing the ZENworks
Adaptive Agent,” on page 52.

To receive user-assigned bundles and policies on a device, you
must log in to the Management Zone. In addition, you can control
the Adaptive Agent functionality by enabling or disabling various
Adaptive Agent modules.

For instructions, see Section 4.4, “Using the ZENworks Adaptive
Agent,” on page 56.

1.3 Device Management

ZENworks provides a variety of tasks you can perform to manage your devices. The following tasks
can be done as needed and in any order.

Table 1-3 Device Management

Task

Details

& Distribute software

Apply policies

35 Scan devices to collect software
and hardware inventory

Distribute software through the use of bundles. Bundles include
the software files and instructions required to install, launch, and
uninstall (when necessary) the software. You can create bundles
to distribute Windows Installer applications (both MSI and MSP),
non-Windows Installer applications, Web links, and thin-client
applications.

For instructions, see Section 5.1, “Distributing Software,” on
page 63.

Control device behavior through the application of policies.
ZENworks lets you create and apply Windows Group policies,
roaming profile policies, browser bookmark policies, printer
policies, and more.

For instructions, see Section 5.2, “Applying Policies,” on page 65.

Scan devices to collect software and hardware inventories for the
devices. The inventory information can help you make decisions
about software distribution and hardware upgrades.

For instructions, see Section 5.3, “Collecting Software and
Hardware Inventory,” on page 66.

Administration Quick List
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Task

Details

B Take images of and apply
images to devices

] Remotely manage devices

& Apply software patches

p | .
35 Monitor software usage and
reconcile software licenses

Create images of devices, apply images to devices, and run
imaging scripts on devices. ZENworks Configuration
Management uses its Preboot Services functionality to perform
these imaging tasks on devices at startup.

For instructions, see Section 5.4, “Imaging Devices,” on page 70.

Remotely access devices to provide user assistance or perform
operations. You can control or view a device. You can also
execute and transfer files, as well as perform diagnostics to
troubleshoot problems with the device.

For instructions, see Section 5.5, “Remotely Managing Devices,”
on page 74.

ZENworks Patch Management, a separately licensed product, is
included for evaluation in ZENworks 10 Configuration
Management. Patch Management lets you apply software
patches automatically and consistently to minimize vulnerabilities
and issues.

For instructions, see Section 5.6, “Patching Software,” on
page 82.

ZENworks Asset Management, a separately licensed product, is
included for evaluation in ZENworks 10 Configuration
Management. Asset Management lets you monitor software
usage and ensure software license compliance.

For instructions, see Section 5.7, “Monitoring License
Compliance,” on page 84.

1.4 System Messages and Reports

As you perform management tasks in your zone, information is recorded so that you can view the
status of your zone and the activities taking place within it.

Table 1-4 System Messages and Reports Tasks

Task

Details

View system messages.

* Create a Watch List.

The ZENworks system generates informational, warning, and
error messages to help you monitor activities such as the
distribution of software and application of policies.

For instructions, see Section 6.1, “Viewing System Messages,” on
page 89.

If you have devices, bundles, and policies whose activity you want
to closely monitor, you can add them to the Watch List.

For instructions, see Section 6.2, “Creating a Watch List,” on
page 92.
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Task Details

E Generate reports. Generate reports for devices, bundles, policies, and much more.

For instructions, see Section 6.3, “Generating Reports,” on
page 93.
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Management Tools Quick View

Novell® ZENworks® 10 Configuration Management provides both a Web-based console
(ZENworks Control Center) and a command line utility (zman) that you can use to manage your
ZENworks system. The following sections explain how to access and use the management tools:
¢ Section 2.1, “ZENworks Control Center,” on page 15
¢ Section 2.2, “zman Command Line Utility,” on page 17

¢ Section 2.3, “zac Command Line Utility,” on page 18

2.1 ZENworks Control Center

ZENworks Control Center is installed on all ZENworks Servers in the Management Zone. You can
perform all management tasks on any ZENworks Server.

¢ Section 2.1.1, “Accessing ZENworks Control Center,” on page 15
¢ Section 2.1.2, “Navigating ZENworks Control Center,” on page 16

2.1.1 Accessing ZENworks Control Center

1 Using a Web browser that meets the requirements listed in “Administration Browser
Requirements” in the ZENworks 10 Installation Guide, enter the following URL:

https://ZENworks Server Address

Replace ZENworks_Server Address with the IP address or DNS name of the ZENworks
Server. ZENworks Control Center requires an HTTPS connection; HTTP requests are
redirected to HTTPS.

The login dialog box is displayed.

MNovell: ZENworks= Login

Managerment Zone: IDOC_EEIEI?EIEMEE

Username: | |

Password: | |

Language: | English V|

2 In the Username field, type Administrator.
3 In the Password field, type the Administrator password created during installation.

4 Click Login to display ZENworks Control Center.

Management Tools Quick View
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NOTE: If you use Novell iManager as the management tool for other Novell products, you can set
up ZENworks Control Center to be available through iManager. For instructions, see “Accessing
ZENworks Control Center through Novell iManager” in the ZENworks 10 Configuration
Management System Administration Reference.

2.1.2 Navigating ZENworks Control Center

The following Bundles page represents a standard view in ZENworks Control Center.

Navigation Tabs Work Panel Help Information

¥ Novell ZENworks Contrd zilla Firefox

Eile Edit ‘Wew History E|ookmarks  Tojls  Help

I e Ll

=1
5

DO _20070621
Z
= H =
o Don:le Bundles ) Search »
g  Edite Delete Action~ QuickTesks+ &
B2 New ~ > :
AL Users = Name:
Status N & T: Cati Enabled Versi
] Palicies o e ype egory na ersion
: @ @ ppplicati i i icati
Bundles 0O e Application & Windows Bundle Simple Application Yes s} Taps:

&% Vulnerabilities O @ © application windows Bundle Simple Application Yes 0 | Al Types v
T Deployment e )
@ @ application B1 \Windows Bundle Sirmple Application Yes 0

= Reports o PEAPE Category:
& Configuration O @ B application B2 Windows Bundle Simple Application Yes a 'A_”}{ w |
3L
\_=: AssetManasement ) [ @ @ application B3 Windows Bundle Simple Application Yes 0 Status:
(Bundle lasks ) -
[0 @ @ application ¢ Windows Bundle Simple Application Yes s} | Any b
Newr Folder — !
New Bundle O @& @ application D Windows Bundle Simple Application Yes 0 [include subfolders
Neswr Bundle Group
&ssign Bundle to Dewice 0 @ @ application E Windows Bundle Simple application Yes Q Search Reset
Assign Bundle to User @ B " ; -
Install Bundle 0 e Y calc Windows Bundle Simple Application Yes Q
\ _Specify Content J, |0 @ & Imaging Script bundle #1 Imaging Bundle Imaging Script Yes 0
(¥ tly Used 2)
g et oo 2 O @& @ notepad Windows Bundle Sirmple Application Yes s}
SEM 4| b |1-190711 show 35 = items
&5 vivware Tools
B zendocit
B application B
& 101
B 10z
B Catalog Product 1 2 (Full L
@ 12Planet Product
B wiware Wiiware Toals - (4
B
=/ - -
Done zendocib.provo.novell.com %
Frequently Used — — Task List
Objects

Navigation Tabs: The tabs in the left pane let you navigate among the functional areas of
ZENworks. For example, the Bundles page shown above lets you manage tasks associated with
software distribution and imaging.

Task List: The task list in the left pane provides quick access to the most commonly performed
tasks for the current page. The task list changes for each page. For example, the task list on the
Bundles page displays bundle-related tasks and the task list on the Devices page displays device-
related tasks.

Frequently Used Objects: The Frequently Used list in the left pane displays the 10 objects that you
have accessed most often, from most used to least used. Clicking an object takes you directly to the
details page for the object.
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Work Panel: The work panels are where you monitor and manage your ZENworks system. The
panels change depending on the current page. In the above example, there are two work panels:
Bundles and Search. The Bundles panel lists the software and imaging bundles that have been
created; you use this panel to manage the bundles. The Search panel lets you filter the Bundles panel
based on criteria such as a bundle’s name, type, category, or status.

Help Information: The Help button links to Help topics that provide information about the current
page. The Help button links change depending on the current page.

2.2 zman Command Line Utility

The zman utility provides a command line management interface that lets you perform most of the
tasks available in ZENworks Control Center. You cannot perform imaging and preboot tasks,
Remote Management tasks, and software patching tasks.

The primary purpose of the zman utility is to enable you to perform operations through a script.
However, you can also perform operations manually at a command line.

¢ Section 2.2.1, “Location,” on page 17
¢ Section 2.2.2, “Syntax,” on page 17
¢ Section 2.2.3, “Help with Commands,” on page 17

2.2.1 Location

The utility is installed on all ZENworks Servers in the following location:
$ZENWORKS HOME$%\bin

where $ZENWORKS HOME$ represents the ZENworks installation path. On Windows, the default
pathis c:\novell\zenworks\bin. On Linux, the default path is opt /novell/
zenworks/bin.

2.2.2 Syntax

The zman utility uses the following basic syntax:

zman category-action [options]

For example, to assign a software bundle to a device, you use the following command:
zman bundle-assign workstation bundlel wksl

where bundle-assign is the category-action and workstation bundlel wks1 are the
options. In this example, the options are device type (workstation), bundle name (bundlel), and
target device (wksl).

2.2.3 Help with Commands

The best way to understand the commands is to use the online help or see “zman(1)” in the
ZENworks 10 Configuration Management Command Line Utilities Reference.

Management Tools Quick View
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To use the online help:
1 On the ZENworks Server, enter zman —-help ata command prompt.

This command displays the basic usage (syntax) and a list of the available command categories.
You can also use the following to get help:

Command Description

zman --help | more Displays a complete list of commands by category.
zman category --help | more Displays a complete list of commands within a category.

zman command --help | more Displays help fora command

2.3 zac Command Line Utility

The zac utility provides a command line management interface that lets you perform tasks available
in the ZENworks Adaptive Agent.

¢ Section 2.3.1, “Location,” on page 18
¢ Section 2.3.2, “Syntax,” on page 18
¢ Section 2.3.3, “Help with Commands,” on page 18

2.3.1 Location

The utility is installed on all Windows managed devices in the following location:
%ZENWORKS_HOME%\bin

where $ZENWORKS HOMES$ represents the ZENworks installation path. The default path is
c:\novell\zenworks\bin.

2.3.2 Syntax

The zac utility uses the following basic syntax:

zac command /options

For example, to launch a bundle on a device, you use the following command:
zac bundle-launch "bundle 1"

where bundle-launch is the ccomman and bundle 1 isthe command option. In this
example, the option is the display name of the bundle to be launched. Enclosing quotation marks are
required only if the bundle display name includes spaces.

2.3.3 Help with Commands

The best way to understand the commands is to use the online help or see “zac(1)” in the ZENworks
10 Configuration Management Command Line Utilities Reference.
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To use the online help:

1 On the managed device, enter one of the following commands at a command prompt.

Command Description
zac --help Displays a complete list of commands.
zac command --help Displays detailed help for a command.
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Zone Configuration

Novell® ZENworks® Configuration Management is designed to let you efficiently manage a large
number of devices and users with as little effort as possible. The first step in easing this management
burden is to ensure that you’ve configured your Management Zone so that you can take full
advantage of the ZENworks capabilities.

The following sections introduce the basic concepts you need to set up a Management Zone that best
supports the ongoing management tasks you perform. Each section explains a management concept
and provides general steps to perform the tasks associated with the concept.

¢ Section 3.1, “Organizing Devices: Folders and Groups,” on page 21

*

Section 3.2, “Registering Devices,” on page 27

*

Section 3.3, “Connecting to User Sources,” on page 32

*

Section 3.4, “Creating ZENworks Administrator Accounts,” on page 34

*

Section 3.5, “Modifying Zone Configuration Settings,” on page 36

3.1 Organizing Devices: Folders and Groups

Using ZENworks Control Center, you can manage devices by performing tasks directly on
individual device objects. However, this approach is not very efficient unless you have only a few
devices to manage. To optimize management of a large number of devices, ZENworks lets you
organize devices into folders and groups; you can then perform tasks on a folder or group to manage
its devices.

You can create folders and groups at any time. However, the best practice is to create folders and
groups before you register devices in your zone. This allows you to use registration keys and rules to
automatically add devices to the appropriate folders and groups when they register (see “Registering
Devices” on page 27).

¢ Section 3.1.1, “Folders,” on page 21

¢ Section 3.1.2, “Groups,” on page 23

+ Section 3.1.3, “Assignment Inheritance for Folders and Groups,” on page 27

3.1.1 Folders

Many of the management tasks you perform for devices fall into two categories:

+ Applying ZENworks configuration settings: You can control how often a device refreshes its
information from the ZENworks database, which ZENworks Server a device accesses for
content, what information a device includes in its log files, how often the device is scanned to
create a software and hardware inventory, and much more.

You define configuration settings at the Management Zone, on folders, or on individual
devices. All devices inherit the Management Zone configuration settings unless the settings are
overridden on the device’s folder or on the individual device.

+ Assigning content: You can distribute software or apply policies to devices.

Zone Configuration
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Folders let you manage both configuration settings and content. For best results, you should place
devices with similar configuration setting requirements in the same folder. If all devices in the folder
require the same content, you can also make content assignments on the folder. However, all devices
in the folder might not have the same content requirements. Therefore, you can organize the devices
into groups and assign the appropriate content to each groups (see “Groups” on page 23 below).

For example, assume that you have workstations at three different sites. You want to apply different
configuration settings to the workstations at the three sites, so you create three folders (/
Workstations/Sitel, /Workstations/Site2,and /Workstations/Site3)and
place the appropriate workstations in each folder. You decide that most of the configuration settings
apply to all workstations, so you configure those settings at the Management Zone. However, you
want to perform a weekly collection of software and hardware inventory at Sitel and Site2 and a
monthly inventory collection at Site3. You configure a weekly inventory collection at the
Management Zone and then override the setting on the Site3 folder to apply a monthly schedule.
Sitel and Site2 collect inventory weekly, and Site3 collects inventory monthly.

Creating a Folder

1 In ZENworks Control Center, click the Devices tab.
2 Click the Workstations folder.

Cevices » Workstations

Workstations

R Foider..
Waorkstation Group, ..

Type Operating System Last Contact

O Drynamic Workstation Group... Waorkstation Group

O % Update &ll servers warkstation Group

O 27 Update Workstations - Stage 1 Waorkstation Group

O 27 Update wiorkstations - Stage 2 waorkstation Group

O & windows 2000 Workstations Dynamic Workstation Group

O & windows Vista Workstations Dynarmic \Warkstation Group

O & windows XP workstations Dynamic Warkstation Group

O Ei L zendoowkst Warkstation winxp-pro-sp2-x86 5132 P4

(] ]1-80f8 show 25 v items
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3 Click New > Folder to display the New Folder dialog box.

New Folder
Marne: ©
Folder: ™
|,."Devices,-’\.-’\p’|:|rkstatiuns |
Description:

Fields marked with an asterisk are required.

| [1].9 | | Cancel |

4 In the Name field, type a name for the new folder.

When you name an object in the ZENworks Control Center (folders, groups, bundles, policies,
and so forth), ensure that the name adheres to the following conventions:

+ The name must be unique in the folder.

+ Depending on the database software being used for the ZENworks database, uppercase
and lowercase letters might not create uniqueness for the same name. The embedded
database included with ZENworks Configuration Management is case insensitive, so
Folder 1 and FOLDER 1 are the same name and cannot be used in the same folder. If you
use an external database that is case-sensitive, Folder 1 and FOLDER 1 are unique.

+ Ifyou use spaces, you must enclose the name in quotes when entering it on the command
line. For example, you must enclose Folder 1 in quotes (“Folder 1”’) when entering it in the
zman utility.

¢ The following characters are invalid and cannot be used: /\*?:"'<>|" % ~
5 Click OK to create the folder.
You can also use the workstation-folder-create and server-folder-create
commands in the zman utility to create device folders. For more information, see “Workstation

Commands” and “Server Commands” in the ZENworks 10 Configuration Management Command
Line Utilities Reference.

3.1.2 Groups

In some cases, you might not want to assign the same software or policies to all devices in a folder.
Or, you might want to assign the same software or policies to one or more devices in different
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folders. To do so, you can add the devices to a group (regardless of which folders contain the

devices) and then assign the software or policies to the group.

For example, let’s revisit the example of the workstations at three different sites (see Section 3.1.1,
“Folders,” on page 21). Assume that some of the workstations at each site need the same accounting
software. Because groups can be assigned software, you could create an Accounting group, add the
target workstations to the group, and then assign the appropriate accounting software to the group.

The advantage to making an assignment to a group is that all devices contained in that group receive
the assignment, but you only need to make the assignment one time. In addition, a device can belong
to any number of unique groups, and the assignments from multiple groups are additive. For
example, if you assign a device to group A and B, it inherits the software assigned to both groups.

ZENworks provides both groups and dynamic groups. From the perspective of software and policy
assignments, groups and dynamic groups function exactly the same. The only difference between
the two types of groups is the way that devices are added to the group. With a group, you must
manually add devices. With a dynamic group, you define criteria that a device must meet to be a

member of the group, and then devices that meet the criteria are automatically added.

ZENworks include several predefined dynamic server groups (Windows 2000 Servers and Windows
2003 Servers) and dynamic workstation groups (Windows XP Workstation, Windows 2000
Workstation, and Windows Vista Workstations). Any devices that have these operating systems are

automatically added to the appropriate dynamic group.

Creating a Group

1 In ZENworks Control Center, click the Devices tab.
2 If you want to create a group for servers, click the Servers folder.
or

If you want to create a group for workstations, click the Workstations folder.

Devices » Workstations

Workstations

[ stat Folder . Type Operating System
Workstation Group...

.} Dynamic Workton Group... Waorkstation Group

O = Update ll Servers Warkstation Group

O =7 Update Workstations - Stage 1 Wwiorkstation Group

O %2 Update Workstations - Stage 2 Waorkstation Group

O 4 windows 2000 Workstations Dynamic Waorkstation Group

] S8 windows Vista Warkstations Dynarnic Waorkstation Group

O S windomws XP winrkstations Dynarnic Waorkstation Group

O Fr":i, I zendocwkst Workstation winxp-pro-sp2-x86

4] r1-80f8
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3 Click New > Server Group (or New > Workstation Group for workstations) to launch the Create
New Group Wizard.

Devices » Workstations » Create Mew Group

Create MNew Group
#N° Step 1: Basic Information

Group Mame: *
Faolder: *
JDeviceshvorkstations

Description:

Fields marked with an asterisk are required.

Mext >> Cancel

4 On the Basic Information page, type a name for the new group in the Group Name field, then
click Next.

The group name must follow the naming conventions.

5 On the Summary page, click Finish to create the group without adding members.
or
Click Next if you want to add members to the group, then continue with Step 6.

6 On the Add Group Members page, click Add to add devices to the group, then click Next when
finished adding devices.

7 On the Summary page, click Finish to create the group.

You can also use the workstation-group-create and server—-group-create
commands in the zman utility to create device groups. For more information, see “Workstation
Commands” and “Server Commands” in the ZENworks 10 Configuration Management Command
Line Utilities Reference.

Creating a Dynamic Group

1 In ZENworks Control Center, click the Devices tab.
2 If you want to create a group for servers, click the Servers folder.

or
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If you want to create a group for workstations, click the Workstations folder.

Devices > Workstations

Workstations

Staty Folder Type Operating System Last Contact
‘Workstation Group,

|

O Workstation Group

O S Update All Servers Workstation Group

O = Update Warkstations - Stage 1 Warkstation Group

| =7 Update Workstations - Stage 2 "warkstation Group

O 9 windows 2000 Workstations Dynamic Workstation Group

O 3} windows vista wiorkstations Dynamic Workstation Group

O 57 windows 3P Workstations Dynamic Workstation Group

O Ei, 1 zendocwkst Wiorkstation winxp-pro-sp2-x86 5:32 PM

4| r]1-80f8 show 25 v items

3 Click New > Dynamic Server Group (or New > Dynamic Workstation Group for workstations)
to launch the Create New Group Wizard.
Devices » Waorkstations » Create Mew Dynamic Group

Create Mew Dynamic Group
&N Step 1: Basic Information

Group Mame: *

Folder: *

|,.fD evicasMarkstations |

Description:

Fields marked with an asterisk are required.

<< Back | Mext >> || Cancel |

4 On the Basic Information page, type a name for the new group in the Group Name field, then
click Next.

The group name must follow the naming conventions.

5 On the Define Filter for Group Members page, define the criteria that a device must meet to
become a member of the group, then click Next.

Click the Help button for details about creating the criteria.
6 On the Summary page, click Finish to create the group.
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3.1.3 Assignment Inheritance for Folders and Groups

When you assign a content to a folder, all objects (users, devices, subfolders) except groups that are
located in the folder inherit the assignment. For example, if you assign a BundleA to DeviceFolderl,
all devices within the folder (including all devices in subfolders) inherit the BundleA assignment.
However, none of the device groups located in DeviceFolder] inherit the assignment. Essentially,
folder assignments do not flow down to groups located within the folder.

3.2 Registering Devices

When you deploy the ZENworks Adaptive Agent to a device, the device is registered in your
Management Zone and becomes a managed device. As part of the registration, you can specify the
device’s ZENworks name and the folder and groups to which you want the device added.

By default, a device’s hostname is used as its ZENworks name, it is added to the /Servers or /
Workstations folder, and it is not given membership in any groups. You can manually move
devices to other folders and add them to groups, but this can be a burdensome task if you have a
large number of devices or if you are consistently adding new devices. The best way to manage a
large number of devices is to have them automatically added to the correct folders and groups during
registration.

To add devices to folders and groups during registration, you can use registration keys, registration
rules, or both. Both registration keys and registration rules let you assign folder and group
memberships to a device. However, there are differences between keys and rules that you should be
aware of before choosing whether you want to use one or both methods for registration.

¢ Section 3.2.1, “Registration Keys,” on page 27
¢ Section 3.2.2, “Registration Rules,” on page 29

¢ Section 3.2.3, “Device Naming Template,” on page 30

¢ Section 3.2.4, “Where to Find More Information,” on page 32

3.2.1 Registration Keys

A registration key is an alphanumeric string that you manually define or randomly generate. During
deployment of the ZENworks Adaptive Agent on a device, the registration key must be provided.
When the device connects to a ZENworks Server for the first time, the device is added to the folder
and groups defined within the key.

You can create one or more registration keys to ensure that devices are placed in the desired folders
and groups. For example, you might want to ensure that all of the Sales department’s workstations
are added to the /Workstations/Sales folder but are divided into three different groups
(SalesTeam1, SalesTeam2, SalesTeam3) depending on their team assignments. You could create
three different registration keys and configure each one to add the Sales workstations to the /
Workstations/Sales folder and the appropriate team group. As long as each workstation uses
the correct registration key, it is added to the appropriate folder and group.

To create a registration key:
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1 In ZENworks Control Center, click the Configuration tab, then click the Registration tab.

DOC_20070712A =

& Home : : _— - :
3 Deviess | Configuration  Registration = System Information  Asset Inventory | System Updates | Asset Management |
L Users
Policies Registration Keys s
4 Bundles
¢% Vulnerabilities | Folder:/Keys
¥ Deployment [] Registration Code = Usage Limit
&l Reports O £ darrin {unlimited)
& Configuration O B darrinz {unlimited)
5 Asset Management
e e Al |08 test [unlimited)
Wiew Gatting Started 4] b|1-30f3 show 5w items
frsguenthylised ¥4 Registration Rules Advanced | #
[] Hame
O 8 test
[ 12 testasdasd
[ 4] ]1-20r2 show 5 = items

2 In the Registration Keys panel, click New > Registration Key to launch the Create New
Registration Key Wizard.

Registration Kevs » Create New Registration Key

Create New Registration Key
#N Step 1: Basic Information

Supply the name, description, and the limit for the new registration key. A
unique name can be generated by clicking on the "Generate unigue key name"

icon.

MName [used as the registration key code):

| [ Generate |
Folder: *
‘,-"Keys | @]
Description:
Number of times this key can be used:
@ unlimited
O Limit to:
<< Back | Mext >> \ | Cancel |

3 Follow the prompts to create the key.

For information about what you need to supply at each step of the wizard, click the Help
button.
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You can also use the registration-create-key command in the zman utility to create a
registration key. For more information, see “Registration Commands” in the ZENworks 10
Configuration Management Command Line Utilities Reference.

3.2.2 Registration Rules

If you don’t want to enter a registration key during deployment, or if you want devices to be
automatically added to different folders and groups based on predefined criteria (for example,
operating system type, CPU, or IP address), you can use registration rules.

ZENworks includes a default registration rule for servers and another one for workstations. If a
device registers without a key and you haven’t created registration rules, the default registration
rules are applied to determine the folder assignments. The two default rules cause all servers to be
added to the /Servers folder and all workstations to the /Workstations folder.

The two default rules are designed to ensure that no server or workstation registration fails.
Therefore, you cannot delete or modify these two default rules. You can, however, define additional
rules that enable you to filter devices as they register and add them to different folders and groups.
If, as recommended in Section 3.1, “Organizing Devices: Folders and Groups,” on page 21, you’ve
established folders for devices with similar configuration settings and groups for devices with
similar assignments, then newly registered devices automatically receive the appropriate
configuration settings and assignments.

To create a registration rule:

1 In ZENworks Control Center, click the Configuration tab, then click the Registration tab.

DOC_20070712A
:

& Home :
3 Deviess Configuration Registration = System Information = Asset Inventory = System Updates | Asset Management
L Users
Policies Registration Keys s
3 Bundles L e Deete
¢% Vulnerabilities Folder:/teys
¥ Deployment [ Registration Code « Usage Limit
& Reports O £ darrin {unlimited)
: Configuration O i {unlimitad)
i Asset Management
Common Tasks A O test {uniimited)
Wiew Gatting Started 4] b|1-30f3 show 5w items
Frequently Used % Registration Rules Advanced #
| [] Hame
2
O 8 test

[ {2 testasdasd
4| b [1-20f2 show 5w items
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2 In the Registration Rules panel, click New to launch the Create New Registration Rule Wizard.

Registration Rules » Create Mew Rule

Create Mew Rule
X" Step 1: Basic Information

Supply the narme and description for the new Rule,

Mame:

Description:

Mext >> Cancel

3 Follow the prompts to create the rule.

For information about what you need to supply at each step of the wizard, click the Help
button.

You can also use the ruleset-create command in the zman utility to create a registration rule.
For more information, see “Ruleset Commands” in the ZENworks 10 Configuration Management
Command Line Utilities Reference.

3.2.3 Device Naming Template

The device naming template determines how devices are named when they register. By default, a
device’s hostname is used. You can change it to use any combination of the following machine
variables: $ {HostName}, ${GUID}, ${OS}, ${CPU}, ${DNS}, ${IPAddress}.

1 In ZENworks Control Center, click the Configuration tab.
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2 In the Management Zone Settings panel, click Device Management.

Configuration Registration System Information = Asset Inventory System Updates Asset Management

Management Zone Settings #
Content ¥
Device Management &

Category Description Is Configured

oot g e damier oolesgis st

Dewice Refresh Schedule Configure the device refresh interval. Yes

ZEMworks Agent IEMwaorks Agent Configuration. Mo

Registration Configure registration settings. Yes

Remote Management Enable and configure remote management. Yes

Preboot Services Configure Preboot Services. Yes

Brimany User sztn;‘:gnﬂrneesl?e setting for how the primary user is N

Dynamic Group Refresh Schedule Configure dynarmic group refresh schedule. Mo
Discovery and Deployment ¥
Event and Messaging ¥
Infrastructure Management ¥
Inventory ¥
Reporting Services ¥
Asset Management ¥
Patch Management Services ¥

3 Click Registration to display the Registration page.

Configuration » Registration

Registration

Configure registration settings,

&

Device Maming Template
Mame given to new machines:

${HostMame} 5

»

Registration Rules

Enable use of registration rules.

[¥lEnable use of default registration rules,

»

Device Dynamic Rename

[JEenable automatic renaming of devices.

OK Cancel
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4 In the Device Naming Template panel, click "= | then select the desired machine variable from
the list.

You can use any combination of one or more variables. For example:
S{HostName}${GUID}
5 Click OK to save the changes.

3.2.4 Where to Find More Information

For more information about registering devices, see the ZENworks 10 Configuration Management
Discovery and Deployment Reference.

3.3 Connecting to User Sources

In addition to assigning content (software and policies) to devices, you can assign it to users. Unlike
device-assigned content, user-assigned content is available on a device only when the user is logged
in to the Management Zone.

To be able to assign content to users, you can create a read-only connection to an LDAP directory
that contains the users. This creates user object references in the ZENworks database, which exposes
the users in ZENworks Control Center and enables you to make the assignments. Your LDAP
directory is not affected; ZENworks requires only read access to the LDAP directory and stores all
assignment information in the ZENworks database. For more detailed information about the specific
read rights required when connecting to a user source, see the ZENworks 10 Configuration
Management System Administration Reference.

You can connect to Novell eDirectory™ and Microsoft* Active Directory* as user sources. The
minimum requirements are Novell eDirectory 8.7.3 and Microsoft Active Directory on Windows
2000 SP4. The minimum LDAP requirement is version 3.

After you connect to an LDAP directory, you define the containers within the directory that you
want exposed. For example, assume you have a Microsoft Active Directory domain tree named
MyCompany. All users reside in two containers in the MyCompany tree: MyCompany/Users and
MyCompany/Temp/Users. You could reference the MyCompany tree as the source and the
MyCompany/Users and MyCompany/Temp/Users as separate user containers. This limits access
within the directory to only those containers that include users.

In addition to the users that reside within the containers you add, ZENworks Control Center also
displays any user groups located in the containers. This enables management of assignments at the
user group level as well as the individual user level.

To connect to a user source:
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1 In ZENworks Control Center, click the Configuration tab.

Configuration Registration System Information | Asset Inventory | System Updates = Asset Management

Management Zone Settings ¥
Server Hierarchy ¥
Administrators ¥
User Sources #

=

|

New
[] status Hame

Mo Ttems avaliahle,

&«

Licenses

2 In the User Sources panel, click New to launch the Create New User Source Wizard.

User Sources > Mew User Source

Create New User Source
&N Step 1: Connection Information

Configuring a user source, allows Bundle and Policy objects to be assigned to
identities contained in an LDAP directory. Please enter the connection information
for the LDAP directory,

Address:

[#] Use ssL

port [i35

Foot LDAP Context:
| | [optional]

[e.2. de=company,dc=com)

<< Back [ MNext>>» | [ Cancel |

3 Follow the prompts to create the user source.
For information about what you need to supply at each step of the wizard, click the Help
button.

You can also use the user-source-create command in the zman utility to create a connection
to a user source. For more information, see “User Commands” in the ZENworks 10 Configuration
Management Command Line Utilities Reference.
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3.4 Creating ZENworks Administrator Accounts

During installation, a default ZENworks administrator account (named Administrator) is created.
This account provides rights to administer all of your Management Zone.

You can create additional administrator accounts that provide full access to your zone. You can also
create accounts with limited rights. For example, you could create an administrator account that
enables the administrator to assign bundles to devices but doesn’t allow the administrator to create
bundles. Or, you could create an administrator account that allows access to all management tasks
except those pertaining to your Management Zone configuration (user sources, registration,
configuration settings, and so forth).

To create an administrator account:

1 In ZENworks Control Center, click the Configuration tab.

Configuration Registration = System Information = Asset Inventory = System Updates = Asset Management

“

Management Zone Settings

“

Server Hierarchy

Administrators

ol

|

MNew

[] Hame = Full Hame Username in User Source

ho fremsz avallable,

“

User Sources

<«

Licenses

34 ZENworks 10 Configuration Management Administration Quick Start



2 In the Administrators panel, click New to display the Add New Administrator dialog box.

Add new Administrator

There are two ways to create an Administrator:
® create a new Administrator providing name and password.

Administrator Mame:

| )

Full Marne:

Password:

| r

Retype Password:

| I

C'Based on user(s] in a user source
will use the same credential defined in Authoritative source,

[] Hame In Folder

Mo fhems selected, click add o select fhems

[l Give this administrator the same rights as | have,
Fields marked with an asterisk are required.

| 118 | | Cancel |

3 Fill in the fields.

The Add New Administrator dialog box lets you create a new administrator account by

providing a name and password, or you can create a new administrator based on an existing
user in the user source. Optionally, you can give the new administrator the same rights that the

logged-in administrator has.

Create a New Administrator by Providing Name, Password: Select this option if you want

to create a new administrator account by manually specifying the name and password.

Based on User(s) in a User Source: Select this option if you want to create a new

administrator account based on user information from your user source. To do so, click 4dd,

then browse for and select the user you want.

Give this Administrator the Same Rights as I Have: Select this option to assign the new

administrator the same rights that you have as the currently logged-in administrator.

4 When you have finished filling in the fields, click OK to add the new administrator to the

Administrators panel.
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5 Ifyou need to change the new administrator’s rights, click the administrator account to display
the account details.

Configuration » RVMorris

»

General

Administrator Full Mame: Rory Morris

[¥] super administrator

Mote: If the Super Administrator check box iz checked, then this Administrator is a Super Administrator with all
rights. This will override any assigned rights that may be allowed, denied, or not set.

Assigned Rights 2
[] Type Context Rights

Mo ftems qvaifable,
Mote: Every admin receives view rights and they are not removable.

Apply Reset

6 Using the Assigned Rights panel, modify the assigned rights.
For information about the options on the page, click the Help button.

7 When you have finished modifying the rights, click 4pply to save the changes.

For more information about creating ZENworks administrator accounts, see the ZENworks 10
Configuration Management System Administration Reference.

You can also use the admin-create command in the zman utility to create a ZENworks
administrator account. For more information, see “Administrator Commands” in the ZENworks 10
Configuration Management Command Line Utilities Reference.

3.5 Modifying Zone Configuration Settings

The Management Zone configuration settings enable you to control a wide range of functionality for
your zone. For example, there are Content settings that let you control when content can be
distributed to devices and how often content is replicated between ZENworks Servers (if you have
multiple servers). There are Device Management settings that let you control how often devices
access a ZENworks Server for refreshed information, how often dynamic groups are refreshed, and
what levels of messages (informational, warning, or error) are logged by the ZENworks Adaptive
Agent. There are Inventory settings, Discovery and Deployment settings, and much more.

Management Zone settings that apply to devices are inherited by all devices in the zone. As
discussed in Section 3.1, “Organizing Devices: Folders and Groups,” on page 21, you can override
zone settings by configuring them on device folders or on individual devices. This allows you to
establish zone settings that apply to the largest number of devices and then, as necessary, override
the settings on folders and devices.

By default, your zone settings are preconfigured with values that provide common functionality.
You can, however, change the settings to best adapt them to the behavior you need in your
environment.

¢ Section 3.5.1, “Modifying Configuration Settings at the Zone,” on page 37
¢ Section 3.5.2, “Modifying Configuration Settings on a Folder,” on page 37
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¢ Section 3.5.3, “Modifying Configuration Settings on a Device,” on page 38

3.5.1 Modifying Configuration Settings at the Zone

1 In ZENworks Control Center, click the Configuration tab.

2 In the Management Zone Settings panel, click the settings category (Content, Device
Management, Discovery and Deployment, Event and Messaging, and so forth) whose settings
you want to modify.

Configuration Registration System Information = Asset Inventory System Updates Asset Management

Management Zone Settings #
Content ¥
Device Management &

Category Description Is Configured

oibnieogng oo e o

Device Refresh Schedule Configure the device refresh interval, Yes

ZEMworks &gent IEMworks Agent Configuration. Mo

Registration Configure registration settings. Yes

Remote Management Enable and configure remote management. Yes

Preboot Services Configure Preboot Services., Yes

primary User sztn;:gnﬂrneesl?e setting for how the primary user is No

Dynarnic Group Refresh Schedule Configure dynamic group refresh schedule, Mo
Discovery and Deployment ¥
Event and Messaging ¥
Infrastructure Management ¥
Inventory ¥
Reporting Services ¥
Asset Management ¥
Patch Management Services ¥

3 Click the setting to display its details page.
4 Modify the setting as desired.
For information about the setting, click the Help button.
5 When you have finished modifying the setting, click OK (or Apply) to save your changes.

If the configuration setting applies to devices, the setting is inherited by all devices in the zone
unless the setting is overridden at a folder level or a device level.

3.5.2 Modifying Configuration Settings on a Folder

1 In ZENworks Control Center, click the Devices tab.

2 In the Devices panel (on the Managed tab), browse for the folder whose settings you want to
modify.

3 When you’ve found the folder, click Details next to the folder name to display the folder’s
details.
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4 Click the Settings tab.

5 In the Settings panel, click the settings category (Content, Device Management, and so forth)
whose settings you want to modify.

Devices * Workstations

(3 workstatiens

Summary Relationships Settings

Settings
Content ¥
Device Management =
Category Description Inherited From
Device Refresh Schedule Configure the device refresh interval. [System)
. . Enable and configure local logging of warnings and
Local Device Logging \
errars encountered by managed devices. (System)
Device Dynamic Rename Enables automatic renaming of dewices. [System)
Preboot Services Configure Preboot Services. (System)
Remote tanagement Enable and configure remote management. [Systern)
Brimary User Cunflgulre the setting for how the primary user is ]
Crmary oot determined.
Registration Configure registration settings. (System)
. , Configure whether each agent on a managed
Enable/Dizable Managed Device Agents C
= = device is enabled. [System]
Infrastructure Management ¥
Inventory ¥
Asset Management ¥

6 Click the setting to display its details page.
7 Modify the setting as desired.
For information about the setting, click the Help button.
8 When you have finished modifying the setting, click OK (or Apply) to save your changes.

The configuration setting is inherited by all devices in the folder, including any devices
contained in subfolders, unless the setting is overridden on a subfolder or individual device.

3.5.3 Modifying Configuration Settings on a Device

1 In ZENworks Control Center, click the Devices tab.

2 In the Devices panel (on the Managed tab), browse for the device whose settings you want to
modify.

3 When you’ve found the device, click the device name to display the its details.
4 Click the Settings tab.
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5 In the Settings panel, click the settings category (Content, Device Management, and so forth)
whose settings you want to modify.

Devices ¥ Servers » zendocla

B zendocia

Summary Inventory Relationships Settings Content Statistics Vulnerabilities
Settings
Content ¥
Device Management &
Category Description Inherited From
Dewice Refresh Schedule Configure the refresh interval for this device.  [System)

Enable and configure local logging of warnings

Local Device Logging : ,
and errars encountered by this device. [System)

Configure Preboot Services for this device.

, Unless ywou choose to override settings, the
Preboot Services ¥ e

values specified in the system configuration, ar [System)
in individual folder settings, will be used.
Enable and configure remote management for

Femote Management this device. [Systern)

Brimary User Configure the setting for how the primany user

—rmary Cset is determined. -
Configures the throttling rate of downloaded

Adaptive Agent Throttling and replicated content for the ZEMworks .
Adaptive Agent.

. . Configure whether each agent on a managed
Enable/Disable sanaged Device Agents device is enabled. (System)

Infrastructure Management
Inventory

KK &«

Asset Management

6 Click the setting to display its details page.
7 Modify the setting as desired.
For information about the setting, click the Help button.

8 When you have finished modifying the setting, click OK (or Apply) to save your changes.
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ZENworks Adaptive Agent
Deployment

Novell® ZENworks® Configuration Management provides a variety of methods you can use to
deploy the ZENworks Adaptive Agent to the devices you want to manage. This section covers two
of the most common methods: a Web installation and a ZENworks Control Center deployment task.
For information about the other methods, see the ZENworks 10 Configuration Management
Discovery and Deployment Reference.

If you plan to use a deployment task to install the Adaptive Agent to devices, you must first either
use network discovery or file import to add the target devices to your Management Zone. The first
two sections listed below explain how to use network discovery and file import. The remaining
sections provide installation and usage instructions for the ZENworks Adaptive Agent.

¢ Section 4.1, “Discovering Network Devices,” on page 41

¢ Section 4.2, “Importing Devices,” on page 50

¢ Section 4.3, “Installing the ZENworks Adaptive Agent,” on page 52

¢ Section 4.4, “Using the ZENworks Adaptive Agent,” on page 56

NOTE: If a device does not meet the requirements for installing the ZENworks Adaptive Agent (see
“Managed Device Requirements” in the ZENworks 10 Installation Guide), you might be able to
install the Inventory Only Module on it to support inventorying of the device. For more information,
see the ZENworks 10 Configuration Management Discovery and Deployment Reference.

4.1 Discovering Network Devices

If you want a ZENworks Server to automatically deploy the ZENworks Adaptive Agent to devices,
you must first add the devices to your Management Zone. To do this, you have two options: 1) you

can use the ZENworks discovery technology to search for devices on your network and display them
in ZENworks Control Center or 2) you can import them from a comma-separated values (CSV) file.

This section explains how to use the discovery technology. If you want to know more about
importing devices from a CSV file, see Section 4.2, “Importing Devices,” on page 50.

There are two types of discoveries you can perform:

¢ IP discovery: Lets you specify an IP address range. By default, it uses six discovery
technologies (WMI, WinAPI, MAC Address, ZENworks, SNMP, SSH). Each discovery
technology returns varying levels of information (OS version, DNS name, and so forth) about
the discovered device.

+ LDAP discovery: Lets you specify an LDAP directory context to search for all device-type
objects (workstations, servers, and so forth). Device objects that are found are queried for well-
known attributes (dnsHostName, OperatingSystem, wmNameDNS, wmNameOS, and so forth)
to attempt to determine the OS version and DNS name of the device.

To perform either of the discoveries, you must create a discovery task. The discovery task lets you
identify the source (IP address range or LDAP directory) that you want to search, specify the
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credentials required to retrieve information from discovered devices, schedule the date and time you
want to start the discovery, and select the ZENworks Server you want to perform the discovery.

¢ Section 4.1.1, “Creating an IP Discovery Task,” on page 42
¢ Section 4.1.2, “Creating an LDAP Discovery Task,” on page 46
4.1.1 Creating an IP Discovery Task

1 In ZENworks Control Center, click the Deployment tab.

Novell, ZENworks. .
DOC_20070712A -

& Home P T
sCover as|
2 _
AL Users
Hame = Schedule Status
O

Policies
(4 Bundles No ftems available.,

& Vulnerabilities
5 Deployment Tasks

e — _

= t

& eports [] Hame = Schedule Status

& Configuration

5l Asset Management
Deployment Activities He

No ftems available,

Deployahle Devices Advanced #
Deploy Managed Device

it Deploy .
Edit Deployment Package
Schedule Discovery Task [ Hame IF Address Operating System  Discovered Date Deployment
Discover Advertised Devices - S5
Import Deployable Devices Mo ftems avaiiable.

Frequently Used % |

42 ZENworks 10 Configuration Management Administration Quick Start



2 In the Discovery Task panel, click New to launch the New Discovery Task Wizard.

Deployment * Mew Discovery Task Wizard

Hew Discovery Task Wizard
&N Step 1: Select Discovery Type

Select the type of discovery task you would like to create. Enter a name and an
optional description for this task.

@ P Discovery Task

O LD&P Discovery Task

Marne: ©

Description:

* Fields marked with an asterisk are required.

3 Complete the wizard using information from the following table to fill in the fields.

Wizard Page Details

Select Discovery Type page  Select IP Discovery Task.

Specify a name for the task. The name cannot include any of the
following invalid characters: /\*? :"'<>|" % ~

ZENworks Adaptive Agent Deployment 43



Wizard Page Details

Enter IP Discovery Settings  To specify a range of IP addresses for the discovery task:

page > Range field 1. In the Range field, specify an IP address range using one of

the following formats:

XXX.XXX.XXX.XXX: Standard dotted-decimal notation. For
example, 123.45.167.100.

XXX XXX XXX. XXX - XXX.XXX.XXX.XxX: Standard dotted-decimal
notation. For example, 123.45.167.100 - 123.45.167.125.

XXX.XXX.xxx.xxx/n: Standard CIDR (Classless Inter-Domain
Routing) notation. With CIDR, the dotted decimal portion of
the IP address is interpreted as a 32-bit binary number that
has been broken into four 8-bit bytes. The number following
the slash (/n) is the prefix length, which is the number of
shared initial bits, counting from the left side of the address.
The /n number can range from 0 to 32, with 8, 16, 24, and 32
being commonly used numbers. For example,
123.45.167.100/24 matches all IP addresses that start with
123.45.167. When you add the |IP address range to the
Selected IP Ranges list (see the next step), it is automatically
expanded to show the range of addresses in dotted-decimal
notation.

2. Click Add to add the IP address range to the Selected IP
Ranges list.

3. Repeat Step 1 and Step 2 to add additional ranges.

Enter IP Discovery Settings In order for the SSH, WMI, WinAPI, and SSH discovery

page > Save Credentials to technologies to retrieve information from devices, you must provide

DataStore field credentials that the discovery technologies can use. The NMAP,
MAC Address, and ZENworks technologies do not require
credentials.

Unless you save the credentials, they are stored only in memory.
Saved credentials are encrypted in the database for increased
security.

Credentials that are not saved are cleared from memory when the
ZENworks Server is restarted. If you are creating a scheduled
deployment task, you might want to save the credentials to ensure
that they are still available when the deployment is performed.
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Wizard Page

Details

Enter IP Discovery Settings
page > Credentials field

Set the Discovery Schedule
page

Not all technologies use the same credentials, and all devices might
not have the same credentials, so you might need to specify
multiple credentials to cover all targeted devices and to utilize all
discovery technologies.

To add a credential:

1. In the Credentials panel, click Add to display the Enter
Credential Information dialog box.

2. In the Type field, select the type of credentials you are
defining:
General: Specifies credentials to be used by all discovery
technologies except for SNMP.

LDAP: Specifies credentials to access an LDAP directory.
This option does not apply to an IP-based discovery; ignore it.

Linux: Specifies credentials for the SSH technology to
communicate with the SSH server on a Linux device.

Windows: Specifies credentials for the WMI and WinAPI
technology to access the WMI service and Windows registry
on a Windows device.

SNMP: Specifies community strings for the SNMP technology
to access the SNMP service on a device. By default, the
discovery process uses public as the community string.

3. If you selected General, Linux, or Windows, fill in the
username and password.

4. If you selected SNMP, fill in a community string.

5. Click OK to add the credentials to the Credentials panel.

o

Repeat Step 1 through Step 5 to add additional credentials.

If you add multiple credentials of the same type (for example,
multiple Windows credentials), the technologies that require those
credentials use them in the order they are displayed in the
Credentials panel, moving from top to bottom. Therefore, you
should make sure that you place the most common credentials first
in order to speed up the discovery process.

Choose whether you want the task to run as soon as it is created
(the Now option) or if you want to schedule the task to run at a
future date and time. If you select Scheduled, choose one of the
following schedules:

No Schedule: Indicates that no schedule has been set. The task
does not run until a schedule is set or it is manually launched. This
is useful if you want to create the task and come back to it later to
establish the schedule or run it manually.

Date Specific: Specifies one or more dates on which to run the
task.

Recurring: Identifies specific days each week, month, or a fixed
interval on which to run the task.

Click the Help button for more detailed information about the
schedules.
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Wizard Page Details

Select Primary Server page  Select the ZENworks Server that you want to perform the
deployment task.

When you finish the wizard, the discovery task is added to the list in the Discovery Tasks panel.
You can use the panel to monitor the status of the task. As devices are discovered, they are
listed in the Deployable Devices panel.

4.1.2 Creating an LDAP Discovery Task

1 In ZENworks Control Center, click the Deployment tab.
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2 In the Discovery Task panel, click New to launch the New Discovery Task Wizard.

Deployment * Mew Discovery Task Wizard

Hew Discovery Task Wizard
&N Step 1: Select Discovery Type

Select the type of discovery task you would like to create. Enter a name and an
optional description for this task.

@ P Discovery Task

O LD&P Discovery Task

Marne: ©

Description:

* Fields marked with an asterisk are required.

3 Complete the wizard using information from the following table to fill in the fields.

Wizard Page Details

Select Discovery Type page  Select LDAP Discovery Task.

Specify a name for the task. The name cannot include any of the
following invalid characters: /\*? :"'<>|" % ~
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Wizard Page Details

Enter LDAP Settings page > The Enter LDAP Settings page lets you identify the LDAP directory
Search pre-configured LDAP  and contexts where you want to perform the discovery task.

source field
A preconfigured LDAP source is one that has already been defined

as a user source in your Management Zone. If you want to select a
new source, see Enter LDAP Settings page > Specify an LDAP
Source field below.

To use a preconfigured source:

1. Select Search pre-configured LDAP source, then select the
desired source.

2. If you don’t want to search the entire LDAP directory, you can
identify specific search contexts/groups. To do so:

a. Inthe LDAP Search Contexts/Groups panel, click Add to
display the Enter Context or Group Information dialog
box.

b. Fill in the following fields:

Context/Group DN: Click Browse to locate and select
the context/group you want to search.

Recursive Search: Select this option to search all
subcontexts/subgroups.

c. Click OK to save the search context/group.
3. If necessary, modify the LDAP search filter.

By default, the filter searches for the computer objectClass or
server objectClass. When modifying the filter, you can use the
standard filter syntax for your LDAP directory.
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Wizard Page

Details

Enter LDAP Settings page >
Specify an LDAP Source field

You can create a new connection to a LDAP directory in order to
discover devices in the directory. If you want to use an existing
connection, see Enter LDAP Settings page > Search pre-configured
LDAP source field above.

To create a new connection to an LDAP directory:

1.

3.

Select Specify an LDAP source, then fill in the following fields:

LDAP Server: Specify the IP address or DNS hostname of
the server where the LDAP directory resides.

LDAP Port/Use SSL: Defaults to the standard SSL port (636)
or non-SSL port (389) depending on whether the Use SSL
option is enabled or disabled. If your LDAP server is listening
on a different port, select that port number.

Root Context: Establishes the entry point in the directory;
nothing located above the entry point is available for
searching. Specifying a root context is optional. If you don’t
specify a root context, the directory’s root container becomes
the entry point.

Save Credentials to Datastore: Unless you save the
credentials (defined in the Credentials list), they are stored
only in memory. Saved credentials are encrypted in the
database for increased security.

Credentials are cleared from memory when the ZENworks
Server is restarted. If you want to permanently retain the
credentials, you should save them.

Credentials: Click Add to specify a username and password
that provides read-only access to the directory. The user can
have more than read-only access, but read-only access is all
that is required and recommended.

For Novell eDirectory™ access, use standard LDAP notation.
For example:

cn=admin read only,ou=users, o=mycompany

For Microsoft Active Directory, use standard domain notation.
For example:

AdminReadOnly@mycompany.com

If you don’t want to search the entire LDAP directory, you can
identify specific search contexts/groups. To do so:

a. Inthe LDAP Search Contexts/Groups panel, click Add to
display the Enter Context or Group Information dialog
box.

b. Fill in the following fields:

Context/Group DN: Click Browse to locate and select
the context/group you want to search.

Recursive Search: Select this option to search all
subcontexts/subgroups.

c. Click OK to save the search context/group.
If necessary, modify the LDAP search filter.

By default, the filter searches for the computer objectClass or
server objectClass.
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Wizard Page Details

Set the Discovery Schedule = Choose whether you want the task to run as soon as it is created

page (the Now option) or if you want to schedule the task to run at a
future date and time. If you select Scheduled, choose one of the
following schedules:

No Schedule: Indicates that no schedule has been set. The task
does not run until a schedule is set or it is manually launched. This
is useful if you want to create the task and come back to it later to
establish the schedule or run it manually.

Date Specific: Specifies one or more dates on which to run the
task.

Recurring: Identifies specific days each week, month, or a fixed
interval on which to run the task.

Click the Help button for more detailed information about the
schedules.

Select Primary Server page  Select the ZENworks Server that you want to perform the discovery
task.

When you finish the wizard, the discovery task is added to the list in the Discovery Tasks panel.
You can use the panel to monitor the status of the task. As devices are discovered, they are
listed in the Deployable Devices panel.

4.2 Importing Devices

If you want a ZENworks Server to automatically deploy the ZENworks Adaptive Agent to devices,
you must first identify the devices within your Management Zone. To do this, you have two options:
1) you can import them from a comma-separated values (CSV) file, or 2) you can use the ZENworks
discovery technology to search for devices on your network and display them in ZENworks Control
Center.

This section explains how to import devices from a CSV file. If you want to know more about using
discovery technology, see Section 4.1, “Discovering Network Devices,” on page 41.

When you import information from a CSV file, you map the CSV fields to ZENworks database
fields. At a minimum, the CSV file must contain the DNS name or IP address for each device you
want to import.

To import devices from a CSV file:
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1 In ZENworks Control Center, click the Deployment tab.
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2 In the Deployment Activities list in the left navigation panel, click Import Deployable Devices
to launch the Import Devices from CSV File Wizard.

Deployment » Mew Discovery Task Wizard

Import Devices from CSV file
&N Step 1: Select file to import

Select a comma separated value file that contains information about the devices you
want o import

C5y file

| |[ Browse... ]

3 Complete the wizard using information from the following table to fill in the fields.

Wizard Page Details

Select File to Import page Browse for and select the CSV file that contains the devices you
want to import. At a minimum, the CSV file must contain the DNS
name or |IP address for each device you want to import.

ZENworks Adaptive Agent Deployment

51



52

Wizard Page

Details

Configure Import

Map the columns in the CSYV file to the device fields in the
ZENworks database. At a minimum, you must map the CSV file’s
DNS name or IP address to the ZENworks database’s DNS Name
field or IP Address field.

To create the information mappings:

—_

. Click Add to display the Specify Import Columns dialog box.

Fill in the following fields:

Field: Select the device field you want to map to a column in
the CSV file.

Column: Specify the number of the column to map to the
selected field.

. Click OK to create the information mapping and add it to the

list.

To verify that the field is mapped to the correct column, click
Show Sample.

Repeat the above steps to create and verify additional
information mappings.

When you finish the wizard, the devices are added to the list in the Deployable Devices panel.

4.3.1 Web Installation

4.3 Installing the ZENworks Adaptive Agent

The following sections provide instructions for using the Web installation or a ZENworks Control
Center deployment task to install the ZENworks Adaptive Agent on a device.

+ Section 4.3.1, “Web Installation,” on page 52
¢ Section 4.3.2, “ZENworks Control Center Deployment Task,” on page 54

1 Make sure the device meets the necessary requirements (see “Managed Device Requirements”

in the ZENworks 10 Installation Guide).

https://server/zenworks-setup

2 On the target device, open a Web browser to the following:
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where server is the DNS name or IP address of a ZENworks Server.

N TR
Doc_20070712a E N

Il Adaptive Agent
&l Inventory Tools Welcome to the ZENworks download page

{8 Administrative Tools
Here you can download the ZENworks Adaptive Agent, ar any of the available ZENworks tools,

The recomrmended install package has been selected for you, If you need to perform an offline or custom install, please
select ane of the packages listed below.

ZENworks Adaptive Agent

Package Hame = Target Architecture Install Type
Default %86 Architecture [32 bit] Metwork
Default %86 Architecture [32 bit) Standalone
Default #B6_64 Architecture [64 bit] Metwork
Default #86_64 Architecture (64 bit) Standalone

1ir31-4nf4 show & v jtems

The Web browser displays a list of deployment packages for the Adaptive Agent. For each
architecture (32-bit and 64-bit), there are two types of packages:

Network: The network package downloads and installs only the preagent to the target device;
the preagent then downloads and installs the ZENworks Adaptive Agent from the ZENworks
Server.

Standalone: The standalone package downloads the preagent and Adaptive Agent to the target
device; the preagent then installs the Adaptive Agent from the local device. The standalone
package is useful when you need to install the ZENworks Adaptive Agent to a device that is
currently disconnected from the network. You can save the package to removable media (CD,
USB flash drive, and so forth) and have the standalone device run the package from the media.
The Adaptive Agent is installed to the device, but no registration or management occurs until
the device connects to the network.

Click the name of the deployment package you want to use; save the package to the device’s
local drive or run it from the ZENworks Server.

If you downloaded the package, launch the package on the device.

For information about options you can use with the package when launching it from a
command line, see “Manually Deploying the Agent” in the ZENworks 10 Configuration
Management Discovery and Deployment Reference.

Upon completion of the installation, a message is displayed asking whether to reboot. Select
one of the following options:

+ Do nothing and auto-reboot occurs after 5 minutes.
¢ Click Cancel. You will need to reboot later.
¢ Click OK to reboot immediately.

When the device reboots, it is registered in the Management Zone and the ZENworks icon is
placed in the notification area (system tray).

In ZENworks Control Center, the device appears under the \Servers folder structure or
\Workstations folder structure on the Devices page.

Skip to Section 4.4, “Using the ZENworks Adaptive Agent,” on page 56 for information about
logging in and using the Adaptive Agent on a device.
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4.3.2 ZENworks Control Center Deployment Task

To install the Adaptive Agent by using a deployment task, the target device must be displayed in
ZENworks Control Center. This means you must have already completed Section 4.1, “Discovering
Network Devices,” on page 41 or Section 4.2, “Importing Devices,” on page 50.

To create a deployment task:

1 In ZENworks Control Center, click the Deployment tab.

The Deployable Device panel lists all the devices (imported or discovered) to which you can

deploy the Adaptive Agent.

Deployable Devices
View ~

IP Address = Operating
Hame -
D System

1 roshambo-téop.dnsdhep.provo.novell.cam  137.65.164.51 Unknown 05

[l dvandenbosdp3a0.dnsdhep.provo.novell.com 137.65.164.52 Unknown 0%

1 rbf-dell.dnsdhep. provo.novell.com 137.65.164.53 Unknown 0%

[l kevinsxp-pro.dnsdhcp.prove.novell. com 137.65.164.54 Unknown 05
4| r[1-40rq

Discovered
Date

Jun 25, 2007
Jun 25, 2007
Jun 25, 2007
Jun 25, 2007

Advanced &
Deployment
Status

Inactive
Inactive
Inactive

Inactive

show 25 « jtems

2 In the Deployment Task panel, click New to launch the Deploy Device Wizard.

Deployment *> Device Deployment Wizard

Deploy Device Wizard
N Step 1: Enter Deployment Task Name

Marne: ©

Description:

* Fields marked with an asterisk are required.

3 Complete the wizard using information from the following table to fill in the fields.

Wizard Page Details

Enter Deployment Task page Specify a name for the task. The name cannot include any of the
following invalid characters: /\*? :""'<>|" % ~
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Wizard Page

Details

Select Devices page

Enter Credentials page >
Save Credentials to
DataStore field

Enter Credentials page >
Credentials field

Click Add to display the Discovered Device Browser dialog box.
The default view displays all discovered devices in your
Management Zone. Click = to select a device. When you have
finished selecting devices, click OK to return the Select Devices
page. The devices you selected are displayed in the list.

The Enter Credentials page lets you provide the user names and
passwords required to deploy the Adaptive Agent to the devices
included in the task.

Unless you save the credentials, they are stored only in memory.
Saved credentials are encrypted in the database for increased
security.

Credentials that are not saved are cleared from memory when the
ZENworks Server is restarted. If you are creating a scheduled
deployment task, you might want to save the credentials to ensure
that they are still available when the deployment is performed.

To add a credential:

1. Click Add to display the Enter Credential Information dialog
box. In the Username field, specify the appropriate user name.

To deploy the Adaptive Agent, the ZENworks Server must be
able to map a drive to the device’s administrative share
(ADMINS$). This requires the following credentials:

+ If the device is a member of a domain: You can use a
domain or local Administrator group credential. If you use
the local credential, you must specify the user name as
workstation name\username to distinguish it from
domain credentials.

+ If the device is not a member of a domain: You must
use a local Administrator group credential.

2. Enter the user password in the Password and Reenter
Password fields.

3. Click OK to save the credential.

Depending on your environment, one credential might not provide
access to all of the devices where you want to deploy the Adaptive
Agent. In this case, you need to add as many credentials as
necessary to cover the devices included in the task. The ZENworks
Server uses the first credential that works.
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Wizard Page

Details

Select Schedule page

Select Primary Server page

Add Registration Key page

Pre/Post Deployment page

The Select Schedule page lets you choose whether you want the
task to run as soon as it is created (the Now option) or if you want to
schedule the task to run at a future date and time. If you select
Scheduled, choose one of the following schedules:

No Schedule: Indicates that no schedule has been set. The task
does not run until a schedule is set or it is manually launched. This
is useful if you want to create the task and come back to it later to
establish the schedule or run it manually.

Date Specific: Specifies one or more dates on which to run the
task.

Recurring: Identifies specific days each week, month, or a fixed
interval on which to run the task.

Click the Help button for more detailed information about the
schedules.

Select the ZENworks Server that you want to perform the
deployment task.

(Optional) Select a registration key to use during the registration
portion of the deployment process. A registration key provides
information about the folders and groups to which a device is
assigned during registration. Selecting a registration key is optional;
if you don'’t select one, registration rules are used to determine the
folder and group assignments. For more information about
registration keys and rules, see Section 3.2, “Registering Devices,”
on page 27.

(Optional) Specify commands that you want run before and after the
Adaptive Agent is installed on a device. For example, you can
execute operating system commands, run scripts, and launch
executables.

The commands are passed to the preagent as part of the
deployment task package. The preagent executes the commands
in the system space, so you must specify commands that do not
require user interaction.

Click the Help button for more detailed information about
predeployment and post-deployment commands.

4 Continue with the next section, Using the ZENworks Adaptive Agent, for information about
logging in and using the Adaptive Agent.

You can also use the deployment-task-create command in the zman utility to create a
deployment task. For more information, see “Deployment Commands” in the ZENworks 10
Configuration Management Command Line Utilities Reference.

4.4 Using the ZENworks Adaptive Agent

The following sections provide information to help you log in and use the ZENworks Adaptive

Agent:

¢ Section 4.4.1, “Logging In to the Management Zone,” on page 57
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¢ Section 4.4.2, “Navigating the Adaptive Agent Views,” on page 57
¢ Section 4.4.3, “Enabling and Disabling Adaptive Agent Modules,” on page 60

4.4.1 Logging In to the Management Zone

When a managed device boots its operating system, the Adaptive Agent is started and all bundles
and policies assigned to the device are available. For bundles and policies assigned to a user to be
available, the user must log in to the Management Zone.

The Adaptive Agent integrates with the Windows Login or Novell Login client to provide a single
login experience for users. When users enter their eDirectory or Active Directory credentials in the
Windows or Novell client, they are logged in to the Management Zone if the credentials match the
ones in a ZENworks user source. Otherwise, a separate Adaptive Agent login screen prompts the
user for the correct credentials.

For example, assume that a user has accounts in two eDirectory trees: Treel and Tree2. Treel is
defined as a user source in the Management Zone, but Tree2 is not. If the user logs in to Treel, he or
she is automatically logged in to the Management Zone. However, if the user logs in to Tree2, the
Adaptive Agent login screen appears and prompts the user for the Treel credentials.

4.4.2 Navigating the Adaptive Agent Views

The Adaptive Agent provides the following three views:

+ “ZENworks Window” on page 57
+ “ZENworks Explorer” on page 58
+ “ZENworks Icon” on page 59

ZENworks Window

The ZENworks Window is a standalone window that provides access to bundles. You launch the
window from the Start menu (Start menu > Programs > Novell ZENworks > ZENworks Window).

Figure 4-1 ZENworks Window
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The ZENworks Window left pane displays the following:

+ [All] folder: Contains all bundles that have been distributed to you, regardless of the folder in
which they are located.
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¢+ ZENworks folder: Contains all bundles that have not been assigned to a different folder. The
ZENworks folder is the default folder for bundles; however, your administrator can create
additional folders in which to organize bundles, and can even rename the ZENworks folder.

¢ Personal folder: Provides a location for you to create personal folders for organizing
applications. This is an administrator-controlled feature. By default, it is disabled, which means
that the folder does not appear.

When you select a folder in the left pane, the right pane displays the bundles that are contained
within the folder. You can:

+ Install a bundle or launch an application that is already installed.

+ View the properties of a bundle. The properties include a description of the bundle, information
about people to contact for help with the bundle, the times when the bundle is available for use,
and the system requirements established for the bundle.

¢ Repair an installed application.

¢ Uninstall an application. This is an administrator-controlled feature that might not be enabled.

ZENworks Explorer

ZENworks Explorer is an extension to Windows Explorer that enables bundles to be displayed in
Windows Explorer, on the desktop, on the Start menu, on the Quick Launch toolbar, and in the
notification area (system tray). The following graphic shows bundles displayed in Windows
Explorer.

Figure 4-2 ZENworks Explorer - Windows Explorer view
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The following graphic shows bundles displayed on the desktop.
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Figure 4-3 ZENworks Explorer - Windows desktop view

You can perform the same tasks on the bundles in the ZENworks Explorer as you can in the

ZENworks Window.

ZENworks Icon

The ZENworks Icon [ is located in the Windows notification area (system tray). You can double-

click the icon to display the ZENworks Adaptive Agent properties.

Figure 4-4 ZENworks Adaptive Agent properties
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The left navigation pane of the properties window contains links for the Adaptive Agent status and

each of its modules:

¢ Status: Displays information such as the last time the agent contacted a ZENworks Server and

whether or not the Agent modules are running.

+ Policies: Displays the policies assigned to the device and the logged-in user. Also displays

whether the policy is effective.

¢ Bundles: Displays the bundles assigned to the device and the logged-in user. Also displays the
current installation status of each bundle (available, downloading, installing, and so forth) and
whether the bundle is effective (the device meets the requirements for distribution).

¢ Inventory: Displays inventory information for the device. You can view hardware details, such
as the manufacturer and model of your hard drives, disk drives, and video card. You can also
view software details, such as installed Windows hot fixes and patches and the version numbers
and locations of installed software products.
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+ Remote Management: Displays information about the currently connected remote operators
and the Remote Management policy settings that are in effect for the device. Also lets you
initiate a management session and control security settings for the session.

+ Distribution Point: Displays the device’s status as a Content Distribution Point. If the device
is functioning as a Content Distribution Point, the page displays information such as the
content repository size and number of devices that have accessed the content.

+ Logging: Displays information about the Adaptive Agent’s log file, such as the location of the
log file, the ZENworks Server to which the agent’s log file will be uploaded, and the next time
the log is scheduled to be uploaded. Also lets you determine the severity level for logged
messages.

4.4.3 Enabling and Disabling Adaptive Agent Modules

The Adaptive Agent includes five modules: Bundles, Policies, Inventory, Remote Management, and
Content Distribution Point. By default, all modules are installed on a device and all modules except
the Content Distribution Point module are enabled.

You can cause the Remote Management module to not be installed with the Adaptive Agent. The
other modules (Bundle, Policy, Inventory, and Content Distribution Point) are always installed. In
addition, you can enable the Content Distribution Point module on a device so that the device can
distribute content to other devices.

The following sections provide instructions

+ “Disabling the Remote Management Module” on page 60
¢ “Enabling a Content Distribution Point” on page 60

Disabling the Remote Management Module

The following steps cause the Remote Management module to not be installed with the Adaptive
Agent on any devices that are added to the Management Zone in the future. You can also disable the
Remote Management modules for specific devices by changing the Enable/Disable Managed
Device Agents configuration setting on a device folder or an individual device.

IMPORTANT: Changing this option does not cause the Remote Management module to be
uninstalled from currently managed devices. It only causes it to not be installed to new devices.

1 In ZENworks Control Center, click the Configuration tab.

2 In the Management Zone Settings panel, click Device Management, then click ZENworks
Agent.

3 In the Enable/Disable Agents panel, click Uninstalled.
4 Click OK.
Enabling a Content Distribution Point

You can promote any managed device to be a Content Distribution Point. A Content Distribution
Point provides the same content delivery service as a ZENworks Server but requires only the
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Content Distribution Point module that is installed with the ZENworks Adaptive Agent. The module
is inactive until you promote the managed device to be a Content Distribution Point.

To enable the Content Distribution Point module:

1
2

In ZENworks Control Center, click the Configuration tab.

In the Server Hierarchy panel, select the ZENworks Server that you want to serve as the new
Content Distribution Point’s parent content server.

The Content Distribution Point downloads content only from its parent ZENworks Server.
Therefore, any content you want hosted on a Content Distribution Point must also be hosted on
its parent ZENworks Server.

Click Action > New Content Distribution Point to display the New Content Distribution Point
dialog box.

If desired, change the default port number (80) to the port number you want the device to use
for content replication HTTP requests.

In the Device field, click 24 to browse for and select the desired device.
Click OK to promote the selected device to be a Content Distribution Point.

In the Server Hierarchy panel, the new Content Distribution Point is added as a child of the
ZENworks Server.

For information about controlling the content that is replicated to the Content Distribution
Point, see “Content Distribution Points” in the ZENworks 10 Configuration Management
System Administration Reference.
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Device Management

After you’ve configured your Management Zone and deployed the ZENworks® Adaptive Agent to
devices, you’re ready to start managing the devices.

The following sections provide explanations and instructions for these management tasks.
Depending on your environment and the ZENworks Configuration Management functionality you
plan to use, you might not need to know how to perform all tasks. For the ones you decide to learn
about, you can review them in any order.

¢ Section 5.1, “Distributing Software,” on page 63

¢ Section 5.2, “Applying Policies,” on page 65

¢ Section 5.3, “Collecting Software and Hardware Inventory,” on page 66

¢ Section 5.4, “Imaging Devices,” on page 70

¢ Section 5.5, “Remotely Managing Devices,” on page 74

+ Section 5.6, “Patching Software,” on page 82

¢ Section 5.7, “Monitoring License Compliance,” on page 84

5.1 Distributing Software

ZENworks Configuration Management provides great flexibility in distributing software. You can
distribute applications and individual files, or simply make modifications to existing files on a
device.

Software is distributed though the use of bundles. A bundle consists of all the files, configuration
settings, installation instructions, and so forth required to deploy and manage the application or files
on a device. There are four types of bundles you can create:

¢ Directive Bundle: Performs one or more actions on a device. For example, you can use a
Directive bundle to edit a Windows INI file or text file. You can run a script, start or stop a
service, or delete a file. In addition, the bundle can include multiple actions to perform.

+ File Bundle: Copies or installs files or directories to a device. For example, you can use a File
bundle to include configuration files or data files. A File bundle is useful to distribute files that
are not part of a Windows bundle.

+ Imaging Bundle: Performs operations before the operating system boots. The various Imaging
bundle types let you install images on one or more devices, or run ZENworks scripts containing
any commands that you can issue from the imaging bash prompt.

¢ Windows Bundle: Distributes a Microsoft Windows Installer (MSI) package, Microsoft
Windows Software Patch (MSP) package, thin-client application, or other Windows-based
applications to a Windows device.
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The software included with a bundle is uploaded to the ZENworks Server repository. This enables

the ZENworks Server and ZENworks Adaptive Agent to distribute the software without requiring
access to any other network locations.

To create a software bundle, you use the Create New Bundle Wizard. In addition to helping you

create the bundle, the wizard also lets you assign it to devices and users and create distribution,
launch, and availability schedules.

1 In ZENworks Control Center, click the Bundles tab.
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2L Users S . : =4 | Mame:

Policies .|:| Status Hame = Type Category Enabled Yersion | |
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0 Bundles Type:
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Asset Management
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Bundle Tasks A
b

Mesw Folder |Any |
Mews Bundle [include subfalders

Mew Bundle Group

Assign Bundle to Device | Seach |[ Reset |
Assign Bundle to User

Install Bundle

Specify Content

Frequently Used

£

2 In the Bundles panel, click New > Bundle to launch the Create New Bundle Wizard.

Bundles » Create New Bundle

Create Mew Bundle
&N Step 1: Select Bundle type

Select the type of Bundle you wish to create from the list of options.

Mew Bundle Type: Description:
Direct undle Directive Bundle - Select this option to create a bundle which performs a set of tasks on a
File Bundle number of managed devices, regardless of platform

Imaging Bundle
YWindows Bundle

<< Back [ Mext>> | [ Cancel |

3 Follow the prompts to create, assign, and schedule the bundle.

Click the Help button on each wizard page for detailed information about the page.
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When you complete the wizard, the bundle is added to the Bundles panel. You can click the
bundle to view the bundle’s details and modify assignments, schedules, and so forth.

You can also use the bundle-create command in the zman utility to create a software bundle.
For more information, see “Bundle Commands” in the ZENworks 10 Configuration Management
Command Line Utilities Reference.

For more information about distributing software, see the ZENworks 10 Configuration Management
Software Distribution Reference.

5.2 Applying Policies
Policies let you control the behavior of devices. There are nine types of policies you can create:

¢ Browser Bookmarks Policy: Configures Internet Explorer favorites for Windows devices and
users.

¢ Dynamic Local User Policy: Configures users created on Windows NT*, Windows 2000, and
Windows XP workstations, and Windows 2000 and Windows 2003 Terminal Servers after the
users have successfully authenticated to Novell® eDirectory™.

¢ Local File Rights Policy: Configures rights for files or folders that exist on the NTFS file
systems.

The policy can be used to configure basic and advanced permissions for both local and domain
users and groups. It provides the ability for an administrator to create custom groups on
managed devices.

¢ Printer Policy: Configures Local, SMB, HTTP, and iPrint printers on a Windows machine.

+ Remote Management Policy: Configures the behavior or execution of a Remote Management
session on a managed device. The policy includes properties such as Remote Management
operations, security, and so forth. A Remote Management policy can be assigned to users as
well as managed devices.

+ Roaming Profile Policy: Allows the user to configure the path where his or her user profile
should be stored.

A user profile contains information about a user’s desktop settings and personal preferences,
which are retained from session to session.

Any user profile that is stored in a network path is known as a roaming profile. Every time the
user logs on to a machine, his or her profile is loaded from the network path. This helps the user
to move from machine to machine and still retain consistent personal settings.

¢+ SNMP Policy: Configures SNMP parameters on the managed devices.
¢ Windows Group Policy: Configures Group Policy for Windows devices.
+ ZENworks Explorer Configuration Policy: Allows you to administer and centrally manage

the behavior and features of ZENworks Explorer.

To create a policy, you use the Create New Policy Wizard. In addition to helping you create the
policy, the wizard also lets you assign it to devices and users and decide whether to enforce the
policy immediately or wait until the device refreshes its information.
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1 In ZENworks Control Center, click the Policies tab.
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2 In the Policies panel, click New > Policy to launch the Create New Policy Wizard.

Palicies » Create Mew Policy

Create New Policy
“N Step 1: Select Policy type

Select the type of Policy vou wish to create from the list of options,

Description:

/ Browser Bookmarks Policy - &
Dynamic Local User Policy policy used for configuring
Lacal File Rights Policy Internet Explarer favarites for
Printer Policy _ Wwindows devices and users,
Rernote Management Policy S
Roaming Profile Palicy
SNMF FPalicy b

<< Back | Mext>»> | [ Cancel |

3 Follow the prompts to create, assign, and schedule the policy.
Click the Help button on each wizard page for detailed information about the page.
When you complete the wizard, the policy is added to the Policies panel. You can click the
policy to view the policy’s details and modify assignments.

You can also use the policy-create command in the zman utility to create a policy. For more
information, see “Policy Commands” in the ZENworks 10 Configuration Management Command
Line Utilities Reference.

For more information about applying policies, see the ZENworks 10 Configuration Management
Policy Management Reference.

5.3 Collecting Software and Hardware Inventory

ZENworks Configuration Management lets you collect software and hardware information from
devices. You can view the inventory for an individual device and generate inventory reports based
on specific criteria.
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For example, you want to distribute a software application that has specific processor, memory, and
disk space requirements. You create two reports, one that lists all devices that meet the requirements
and one that lists the devices that don’t meet the requirements. Based on the reports, you distribute
the software to the compliant devices and create an upgrade plan for the noncompliant devices.

By default, devices are automatically scanned at 1:00 a.m. the first day of each month. You can
modify the schedule, as well as many other Inventory configuration settings, on the Configuration
tab in ZENworks Control Center.

¢ Section 5.3.1, “Initiating a Device Scan,” on page 67

¢ Section 5.3.2, “Viewing a Device Inventory,” on page 68

¢ Section 5.3.3, “Generating an Inventory Report,” on page 69

+ Section 5.3.4, “Where to Find More Information,” on page 70

5.3.1 Initiating a Device Scan

You can initiate a scan of a device at any time.

1 In ZENworks Control Center, click the Devices tab.

2 Navigate the Servers or Workstations folder until you locate the device you want to

scan.

3 Click the device to display its details.

Novel, ZENworks. .
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Devices » Servers » zendocla

B zendocta
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ZEMworks Agent Status: 5,

Operating System: wicrosoft Windows Server 2003 5.2 1 3790
Number of errors not 2
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Number of warnings not 3
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Primary User: No user sources configured

Owner: (Edit)
GUID:
Department: (Edit)
Site: (Edit)
Location: (Edit)

32634cef cd7 céododd2boh3dbe? 9F7d3

) Message Log Advanced %

Status  Message Date
@ The computer configuration security settings were successful — Jul 26
Lo Upload Failure- uploading: {iE: \Wovel\ZENworkswork\invento  Jul 25
(] Upload Failure- uploading: {;E: \Wovel\ZENworksweorkinvento  Jul 24
* Unable to open the <ZRMUserloginEvent> event Jul 24
X Unable to open the <ZRMUserLoginEvent> event Jul13
(| b |1-5ofé shaw & = items

Statistics Vulnerabilities

Upcoming Events £

7/31/07 B 41y 47r 431

Type Hame Time

Click refresh to see upcoming events

Logged In Users Advanced %

Hame In Folder

Mo ftems avallable.

Advanced #

Imaging Work
Scheduled Work: Mange

Applied Image Files:
Applied files

Type Hame

Mo ftems available,

Agents &
Hame ¥ersion
Bundle Module 10.0.0.0
Distribution Point 10.0.0.0
Inventory fModule 10,0.0.0
Palicy Module 10,0.0.0

Remote Managerment module 10.0.0.0
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4 In the task list located in the left navigation pane, click Server Inventory Scan or Workstation
Inventory Scan to initiate the scan.

The QuickTask Status dialog box displays the status of the task. When the task is complete, you
can click the Inventory tab to view the results of the scan.

You can also use the inventory-scan—now command in the zman utility to scan a device. For
more information, see “Inventory Commands” in the ZENworks 10 Configuration Management
Command Line Utilities Reference.

5.3.2 Viewing a Device Inventory

1 In ZENworks Control Center, click the Devices tab.

2 Navigate the Servers or Workstations folder until you locate the device you want to
scan.

3 Click the device to display its details.
4 Click the Inventory tab.

Cevices » Servers » zendocla

B zendocta

Summary Inventory Relationships Settings Content Statistics Vulnerabilities

Summary
Last Scan Date: July 31, 2007 7:13:41 P44
Host Hame: TEMDOCTA

Dept:
Location:
Detailed Hardware/Software Inventory
Hardware:
Accet Tag: Mo Asset Tag
Serial Number:
Systern: Pentiurm O 3200 Systern
Operating Systern: tdicrosoft Wiindows Server 2003 5.2 1 3790
tac Address: 000C2934B3B5
Total temaory: 1.94 GB
Free Hard Disk Space: 27.35 GB
Total Hard Dizk space: 40,5 GB
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5.3.3 Generating an Inventory Report

ZENworks Configuration Management includes several standard reports. In addition, you can create
custom reports to provide different views of the inventory information.

1 In ZENworks Control Center, click the Reports tab.

Novel. ZENworks. .
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Hardware Cormponents
Upgrade Readiness

Inventory Custom Reports £

New Edit = - Action ~
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[ 3 Local Product Creation 2
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[ @ Systemns 7
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2 In the Inventory Standard Reports panel, click Software Applications.
Inventory Report Groups » Software Applications
Reports
Hame Description
B antivirus Details Antivirus definition files with links to devices where installed
(&l software Applications By Category Count of installed software products by category and subcategory
i=| Software Applications By Manufacturer  Count of installed software products by manufacturer
(&l software Applications By 05 and Product Count of installed software products by product name
E| Duplicate Serial Murnbers Lists software products installed with multiple instances of the same serial number
[E] High Bandwidth &pplications Count of popular multimedia and file-sharing apps such as KaZaa and Gnutella
| Hot Fix Details Hot fixes and security patches with links to list of devices where installed
:=| microsoft Products Count of installed ticrosoft products grouped by wicrosoft-specific classifications
i=| Operating Systems Count of devices by installed operating system
[E] 05 service Packs Count of devices by installed operating system and service pack

3 Click the Operating System report to generate the report.

Using the options at the bottom of the report, you can save the generated report as a Microsoft
Excel* spreadsheet, CSV (comma-separated values) file, PDF file, or PDF Graph file.
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5.3.4 Where to Find More Information

For more information about inventory, see the ZENworks 10 Configuration Management Asset
Inventory Reference.

5.4 Imaging Devices

You can create images of devices, apply images to devices, and run imaging scripts on devices.
ZENworks Configuration Management uses its Preboot Services functionality to perform these
imaging tasks on devices at startup.

*

Section 5.4.1, “Setting Up Preboot Services,” on page 70

*

Section 5.4.2, “Taking an Image,” on page 70

*

Section 5.4.3, “Applying an Image,” on page 72

*

Section 5.4.4, “Where to Find More Information,” on page 74

5.4.1 Setting Up Preboot Services

To use Preboot Services, you need to complete the tasks in the following two sections:

+ “Enabling PXE on a Device” on page 70
+ “Setting Up an Imaging Server” on page 70

Enabling PXE on a Device

Preboot Services requires PXE (Preboot eXecution Environment) to be enabled on any managed
device where you want to take or apply an image.

To check if PXE is enabled on a device, restart the device and select the boot option (F12 on most
devices). PXE is enabled if there is a network boot option.

If PXE is not enabled on a device, edit the device BIOS to enable it. In order to ensure that the PXE
environment is available each time the device starts, you can also change the boot order so that the
NIC (Network Interface Card) option is listed before the other boot options.

Setting Up an Imaging Server

The Imaging Server is the PXE server that a device’s PXE engine connects to. To enable a
ZENworks Server to function as an Imaging Server, you simply need to start the Novell Proxy
DHCP Service on the ZENworks Server. When you start the service, you should also change the
startup type from Manual to Automatic so that it starts whenever the server reboots.

5.4.2 Taking an Image

1 In ZENworks Control Center, click the Devices tab.

2 Navigate the Servers or Workstations folder until you locate the device whose image
you want to take.
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3 Click the device to display its details.

Novel, ZENworks. .
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4 TIn the task list located in the left navigation pane, click Take an Image to launch the Take an
Image Wizard.

Devicez ¥ Servers * Take an Image

Take an Image zendocla
“~ Step 1: File Information

Specify the server, path, and compression options for the new image file:

Server and File Path:™
I Clear

[¥] Use compression:
® palanced
O optimize for speed
O Optimize for space
[l create an image bundle

Fields marked with an asterizk are required.

<<Back |: Mext>> | | Cancel |

5 On the File Information page, fill in the following fields, then click Nexz.
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Server and File Path: Click =l to display the Server and Path Information dialog box. In the
Device Object, IP, or DNS field, select the ZENworks Server where you want to store the
image. In the Directory Path on Server field, select the directory where you want to store the
image file; the recommended directory is \Novell\ZENworks\work\content-
repo\images. In the File Name field, specify a name for the file; you must use . zmg as the
extension (for example, image . zmg).

Use Compression: Leave this field set to Balanced. For information about the other
compression options, click the Help button.

Create an Image Bundle: Leave this field deselected.
6 Review the information on the Image File Summary page, click Finished, then click OK.

Because imaging tasks are completed by Preboot Services, the image of the device is taken the
next time the device reboots. The Imaging Work panel, located on the device’s Summary page,
shows that the work is scheduled. When the work is completed, the task is removed from this

panel.

7 To reboot the device immediately and initiate the imaging work, click Reboot/Shutdown
Workstation (or Reboot/Shutdown Server) in the left navigation panel.

The time required to take the image depends on the size of the device’s drives.

5.4.3 Applying an Image

To apply an image to a device, you use the Create New Bundle Wizard to create an Imaging bundle.
The bundle contains the image you want to apply. In addition to helping you create the bundle, the
wizard also lets you assign it to devices. After creating the Imaging bundle, you then initiate the
imaging work.

Creating the Imaging Bundle
1 In ZENworks Control Center, click the Bundles tab.

Novel. ZENvorks. .
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2 In the Bundles panel, click New > Bundle to launch the Create New Bundle Wizard.

Bundles » Create Mew Bundle

Create New Bundle
N Step 1: Select Bundle type

Select the type of Bundle you wish to create from the list of options.

Mew Bundle Type: Description:
Directive Bundle Imaging Bundle - Select this option to create a bundle which performs a set of tasks on a
File Bundle number of managed dewices before the operating system is booted on the dewice.

Imadging Bundle
Windows Bundle

Mext >» Cancel

3 On the Select Bundle Type page, select Imaging Bundle, then click Next.

4 Complete the wizard using information from the following table to fill in the fields.

Wizard Page

Details

Define Details page

Select ZENworks Image File
page

Summary page

Bundle Groups page

Add Assignments page
Schedules page

Finish page

Specify a name for the task. The name cannot include any of the
following invalid characters: /\*?:"'<>|" % ~
To select the image file:
1. Click &l to display the Server and Path Information dialog box.
2. Fillin the following fields:

Device Object, IP, or DNS: Select the ZENworks Server
where you stored the image.

File Path on Server: Browse for and select the image file.
The standard storage directory for image files is
\Novell\ZENworks\work\content-repo\images.

3. Click OK.

Click Next to continue with the wizard and assign the bundle to the
target device.

You shouldn’t assign the image bundle to any groups. Click Next to
bypass this page.

Select the device where you want to apply the image.

You shouldn’t assign a schedule to the image bundle. Click Next to
bypass this page.

Click Finish to create the bundle and assign it to the selected
device.
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Initiating the Imaging Work

In ZENworks Control Center, click the Devices tab.

Navigate the Servers or Workstations folder until you locate the device where you want
to apply the image.

Click the device to display its details.

4 In the task list located in the left navigation pane, click Apply Assigned Imaging Bundle to

schedule the work.

Because imaging tasks are completed by Preboot Services, the image is applied to the device
the next time the device reboots. The Imaging Work panel, located on the device’s Summary
page, shows that the work is scheduled. When the work is completed, the task is removed from
this panel.

To reboot the device immediately and initiate the imaging work, click Reboot/Shutdown
Workstation (or Reboot/Shutdown Server) in the left navigation panel.

5.4.4 Where to Find More Information

For more information about imaging and Preboot Services, see the ZENworks 10 Configuration
Management Preboot Services and Imaging Reference.

5.5 Remotely Managing Devices

ZENworks Configuration Management provides Remote Management functionality that lets you
remotely manage devices. Remote Management supports the following operations:

*

Remote Control: Lets you control a managed device from the management console so you can
provide user assistance and help resolve problems. You can perform all the operations that a
user can perform on the device.

Remote View: Lets you connect with a managed device so that you can view the managed
device instead of controlling it. This helps you troubleshoot problems that the user
encountered. For example, you can observe how the user at a managed device performs certain
tasks to make sure that the user performs a task correctly

Remote Execute: Lets you run any executable on a managed device from the management
console.To remotely execute an application, specify the executable name in the Remote
Execute dialog box. If the application is not in the system path on the managed device, then
provide the complete path of the application. For example, you can execute the regedit
command to open the Registry Editor on the managed device. The Remote Execute dialog box
displays the status of the command execution.

Remote Diagnostics: Lets you diagnose and analyze the problems on a managed device. This
helps you to shorten problem resolution times and assist users without requiring a technician to
physically visit the problem device. This increases user productivity by keeping desktops up
and running.

File Transfer: Lets you to transfer files between the management console and a managed
device.

The following sections explain how to set up Remote Management and perform each of the
operations:

*

Section 5.5.1, “Creating a Remote Management Policy,” on page 75
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¢ Section 5.5.2, “Configuring Remote Management Settings,” on page 76

¢ Section 5.5.3, “Performing Remote Control, Remote View, and Remote Execute Operations,”
on page 77

¢ Section 5.5.4, “Performing a Remote Diagnostic Operation,” on page 79
¢ Section 5.5.5, “Performing a File Transfer Operation,” on page 81

¢ Section 5.5.6, “Where to Find More Information,” on page 82

5.5.1 Creating a Remote Management Policy

By default, a secure Remote Management policy is created on the managed device when the
ZENworks Adaptive Agent is deployed with the Remote Management component on the device.
You can use the default policy to remotely manage a device. The default policy allows you to
perform all the Remote Management operations on a device To override the default policy, you can
explicitly create a Remote Management policy for the device.

You can assign a Remote Management policy to devices or users.
To create a Remote Management policy:

1 In ZENworks Control Center, click the Policies tab.

DOC_20070712A m

& Home

: Policies @ Search »
] Devices r= =
/L Users Pz . = | Name:
e [] status Hame = Type Enabled Version | ‘

& Bundles Mo items available, Type:

& Vulnerabilities |AIITypeS v|
T Deployment
=l Reports Status:
{8 Configuration | Any V|
A Aceet Mo et Cinclude subfalders

Policy Tasks #
Mew Folder | Search | | Reset |
Hewi Policy
Hew Policy Group

Assign Policy to Device
Assign Policy to User
Specify Cantent

Frequently Used

<«
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2 In the Policies panel, click New > Policy to launch the Create New Policy Wizard.

Palicies » Create Hew Policy

Create Mew Policy
&N Step 1: Select Policy type

Select the type of Policy vou wish to create from the list of options.

Policy Type: Description:

Browser Bookmarks Policy s Remote Management Policy - & policy
Cynamic Local User Policy used for configuring the Movell Remote
Local File Rights Policy Management settings on a device,
Printer Fali

Femate Manacgement Palicy
Foaming Frofile Folicy
ShF Policy v

Next >> Cancel

3 Follow the prompts to create, assign, and schedule the Remote Management policy.

Click the Help button on each wizard page for detailed information about the page. When you
complete the wizard, the policy is added to the Policies panel. You can click the policy to view
the policy’s details and modify assignments, schedules, and so forth.

5.5.2 Configuring Remote Management Settings

The Remote Management configuration settings, located on the Configuration page, let you specify
settings such as the Remote Management port, session performance, and available diagnostic
applications.

The settings are predefined to provide the most common configuration. If you want to change the
settings:

1 In ZENworks Control Center, click the Configuration tab.
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2 In the Management Zone Settings panel, click Device Management > Remote Management.

Configuration * Remote Management

Remote Management

Enable and configure remote management.

»

Remote Management Settings
Service Settings

¥ Run Remote Management service on port (5950

Session Settings

[“lLook up wiewer DNS name at the start of remote sessian

Performance Settings During Remote Session
suppress wallpaper

Enable optimization driver

Configure applications to be launched on the device during Remote Diagnostics

Diagnostics Applications

Add Revert
[ Application = Path
[ system Information S{ProgramFilesiiComman Filesdhicrosoft Sharedwisinfoimsinfo3z . exe
[ computer Management Sfwindirj\System32icompmamt. mse
[ services Spwindirfisystem3z2iservices. msc
[ Registry Editar SPwindir}iregedit. exe

Apply Reset

3 Modify the settings as desired.
Click the Help button on the page for detailed information about the page.
4 When you are finished modifying the settings, click Apply or OK to save your changes.

5.5.3 Performing Remote Control, Remote View, and Remote
Execute Operations

1 In ZENworks Control Center, click the Devices tab.

2 Navigate the Servers or Workstations folder until you locate the device you want to
manage.

3 Select the device by clicking the check box in front of the device.
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4 TIn the task list located in the left navigation pane, click Remote Control Workstation or Remote
Control Server to display the Remote Management dialog box.

Remote Management X
Device ZEMDOCWKST v
Operation Femote Control b
Authentication Fasgword v

Hide Options
Port : h450
Session mode ® collaborate O shared O Exclusive
Session encryption
Enable logging ]
1] Cancel

5 In the Remote Management dialog box, fill in the following fields:
Device: Specify the name or the IP address of the device you want to remotely manage.

Operation: Select the type of the remote operation (Remote Control, Remote View, or Remote
Execute) you want to perform on the managed device:

Authentication: Select the mode you want to use to authenticate to the managed device. The
two options are:

¢ Password: Provides password-based authentication to perform a Remote Control
operation. You must enter the correct password as set by the user on the managed device
or as configured by the administrator in the security settings of the Remote Management
policy. The password set by the user takes precedence over the password configured by
the administrator.

+ Rights: This option is available only when you select the managed device on which you
want to perform the remote operation. If an administrator has already assigned Remote
Management rights to you to perform the desired remote operation on the selected
managed device, you automatically gain access when the session initiates.

Port: Specify the port number on which the Remote Management Agent is listening. By
default, the port number is 5950.

Session Mode: Sclect one of the following modes for the session:

¢ Collaborate: Allows you to launch a Remote Control session and a Remote View session
in collaboration mode. However, you cannot first launch a Remote View session on the
managed device. If you launch the Remote Control session on the managed device, then
you get all the privileges of a master Remote Operator, which include:

¢ Inviting other Remote Operators to join the remote session.
¢ Delegating Remote Control rights to a Remote Operator.

¢ Regaining control from the Remote Operator.
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¢ Terminating a Remote Session.

After the Remote Control session has been established for the managed device in the
Collaborate mode, the other remote sessions on the managed device are Remote View
sessions.

¢ Shared: Allows more than one Remote Operator to simultaneously control the managed
device.

+ Exclusive: Allows you to have an exclusive remote session on the managed device. No
other remote session can be initiated on the managed device after a session has been
launched in Exclusive mode.

Session Encryption: Ensures that the remote session is secured by using SSL encryption
(TLSv1 protocol).

Enable Logging: Logs session and debug information in the novell-zenworks—
vncviewer. txt file. The file is saved by default on the desktop if you launch ZENworks
Control Center through Internet Explorer and in the Mozilla installed directory if you launch
ZENworks Control Center through Mozilla FireFox*.

Install Remote Management Viewer: Click on the Install Remote Management
Viewer link to install the Remote Management Viewer. This link is displayed only if you are
performing the Remote Management session on the managed device for the first time or if the
Remote Management Viewer is not installed on the managed device.

6 Click OK to launch the session.

5.5.4 Performing a Remote Diagnostic Operation

1 In ZENworks Control Center, click the Devices tab.

2 Navigate the Servers or Workstations folder until you locate the device you want to
manage.

3 Select the device by clicking the check box in front of the device.
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4 In the task list located in the left navigation pane, click Remote Diagnostics to display the
Remote Diagnostics dialog box.

Remote Diagnostics X
Device ZEMDOCWKST v
Application System Information b
Authentication Fasgword v

Hide Options
Port : h450

Session mode
Session encryption

Enable logging ]

OK Cancel

5 In the Remote Diagnostics dialog box, fill in the following fields:
Device: Specify the name or the IP address of the device you want to remotely diagnose.
Application: Select the application you want to launch on the device to remotely diagnose.

Authentication: Select the mode you want to use to authenticate to the managed device. The
two options are:

¢ Password: Provides password-based authentication to perform a Remote Diagnostic
operation. You must enter the correct password as set by the user on the managed device
or as configured by the administrator in the security settings of the Remote Management
policy. The password set by the user takes precedence over the password configured by
the administrator.

+ Rights: This option is available only when you select the managed device on which you
want to perform the remote operation. If an administrator has already assigned Remote
Management rights to you to perform the desired remote operation on the selected
managed device, you automatically gain access when the session initiates.

Port: Specify the port number on which the Remote Management Agent is listening. By
default, the port number is 5950.

Session Mode: Does not apply to the Remote Diagnostics operation.

Session Encryption: Ensures that the remote session is secured by using SSL encryption
(TLSv1 protocol).

Enable Logging: Logs session and debug information in the novell-zenworks-
vncviewer. txt file. The file is saved by default on the desktop if you launch ZENworks
Control Center through Internet Explorer and in the Mozilla installed directory if you launch
ZENworks Control Center through Mozilla FireFox.

6 Click OK to launch the session.
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5.5.5 Performing a File Transfer Operation

1 In ZENworks Control Center, click the Devices tab.

2 Navigate the Servers or Workstations folder until you locate the device you want to
manage.

3 Select the device by clicking the check box in front of the device.

4 In the task list located in the left navigation pane, click Transfer Files to display the File
Transfer dialog box.

File Transfer
Device ZEMDOCWERST ~
Authentication Fagsword v

Hide Cptions
Port 5950

Zession mode
Session encryption

Enable logging O

| 1] || Cancel |

5 In the File Transfer dialog box, fill in the following fields:
Device: Specify the name or the IP address of the device you want to access.

Authentication: Select the mode you want to use to authenticate to the managed device. The
two options are:

+ Password: Provides password-based authentication to perform an operation. You must
enter the correct password as set by the user on the managed device or as configured by
the administrator in the security settings of the Remote Management policy. The password
set by the user takes precedence over the password configured by the administrator.

+ Rights: This option is available only when you select the managed device on which you
want to perform the remote operation. If an administrator has already assigned Remote
Management rights to you to perform the desired remote operation on the selected
managed device, you automatically gain access when the session initiates.

Port: Specify the port number on which the Remote Management Agent is listening. By
default, the port number is 5950.

Session Mode: Does not apply to the File Transfer operation.

Session Encryption: Ensures that the remote session is secured by using SSL encryption
(TLSv1 protocol).

Enable Logging: Logs session and debug information in the novell-zenworks-
vncviewer . txt file. The file is saved by default on the desktop if you launch ZENworks

Device Management

81



Control Center through Internet Explorer and in the Mozilla installed directory if you launch
ZENworks Control Center through Mozilla FireFox.

6 Click OK to launch the session

5.5.6 Where to Find More Information

For more information about remotely managing devices, see the Novell ZENworks 10 Configuration
Management Remote Management Reference (http://www.novell.com/documentation/zcm10).

5.6 Patching Software

ZENworks Patch Management, a separately licensed product, is included for evaluation in
ZENworks Configuration Management. Patch Management lets you apply software patches
automatically and consistently to minimize vulnerabilities and issues.

Patch Management stays current with the latest patches and fixes by regular Internet communication
with the Patchlink Patch Subscription Service. After the initial 60-day evaluation period, Patch
Management requires a paid subscription to continue its daily download of the latest vulnerability
and patch information.

When a new patch is available from the subscription service, a ZENworks Server downloads it
automatically. The Vulnerabilities page displays the new patch, along with a description and
business impact. You can deploy the patch to devices or disregard the patch.

¢ Section 5.6.1, “Starting the Subscription Service,” on page 83

¢ Section 5.6.2, “Deploying a Patch,” on page 84

¢ Section 5.6.3, “Purchasing and Activating a Subscription License,” on page 84

¢ Section 5.6.4, “Where to Find More Information,” on page 84
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5.6.1 Starting the Subscription Service

Before you can begin receiving patches, you need to start the subscription service on one of your

ZENworks Servers and set the daily schedule for downloading patches.

1 In ZENworks Control Center, click the Configuration tab.
Configuration Registration System Information Asset Inventory System Updates

Management Zone Settings

Content

Device Management

Discovery and Deployment

Event and Messaging

Infrastructure Management

Inventory

Reporting Services

Asset Management

Patch Management Services
Category Description

subscription Service Information Wiew subscription log and update subscription settings
Product Serial Number Configure the subscription Serial Number.

Configure HTTP Proxy for access to the Internet patch

Configure Http Proxy o
subscription

Subseription Download Configure subscription download options
Server Hierarchy

Administrators

User Sources

Licenses

Asset Management

Is Configured
Mo
Mo

Mo

Ma

2 In the Management Zone Settings panel, click Patch Management Services, then click

Subscription Service Information.

Configuration » Subscription Information

Subscription Information
fianage the Patch Management subscription setttings

Subscription Service Information
Start the Subscription Service Select One - | Start Service
Last Subscription Poll

Subscription Replication Status

Subscription Host

Subscription Communication Interval{(Every Day at) | 0o:00

Subscription Service History

AR AR AR SR AR S-S

& « «

#

»

#

Type Status Start Date End Date Duration

No ftems avallahle,

Apply Reset

Successful
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3 In the Start the Subscription Service list, select the ZENworks Server that you want to run the
subscription service, then click Start Service.

4 1In the Subscription Communication Interval (Every Day at) list, select the time each day that
you want patches downloaded.

5 Click OK.

5.6.2 Deploying a Patch

To deploy a patch, you use the Deploy Remediation Wizard. The wizard lists only those devices to
which the patch applies and lets you deselect any devices that you don’t want patched. In addition,
you can schedule when you want to deploy the patch.

The following steps assume that one or more patches are available from the subscription service.

1 In ZENworks Control Center, click the Vulnerabilities tab.

2 In the Vulnerabilities panel, select the patch you want to deploy by clicking the check box in
front of the patch, then click Actions > Deploy Remediation to launch the Deploy Remediation
Wizard.

3 Follow the prompts to deploy the patch.
Click the Help button on each wizard page for detailed information about the page.

5.6.3 Purchasing and Activating a Subscription License

After the 60-day evaluation period, Patch Management requires a subscription license to continue
receiving patches from the subscription service. To purchase a subscription license, see the Novell
ZENworks Patch Management product site (http://www.novell.com/products/zenworks/
patchmanagement)/

After you purchase a subscription license, you need to activate the subscription:

1 In ZENworks Control Center, click the Configuration tab.

2 In the Management Zone Settings panel, click Patch Management Services, then click Product
Serial Number.

3 Fill in the Serial Number, Company Name, and Email Address fields, then click Apply.

After you provide the above information, the subscription license record is displayed with its
description, purchase date, vendor, effective date, and expiration date.

5.6.4 Where to Find More Information

For more information about patching software, see the ZENworks 10 Patch Management Reference.

5.7 Monitoring License Compliance

ZENworks Asset Management allows you to monitor license compliance for devices in your
Management Zone. This section shows you how to import purchase records, create licensed
products, reconcile purchased licenses with licenses consumed, and view the compliance status for
your Management Zone. For information on compliance and license management, contract
management, and usage reports, see the ZENworks 10 Asset Management Reference.
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The following sections provide information on how to begin monitoring license compliance for
devices in your Management Zone:

¢ Section 5.7.1, “Importing Purchase Records,” on page 85
¢ Section 5.7.2, “Creating Licensed Products,” on page 85

¢ Section 5.7.3, “Viewing Compliance Data,” on page 86

5.7.1 Importing Purchase Records

The easiest way to create purchase records is to import them. Asset Management supports several
purchase record formats. The standard format is the ZENworks Asset Management Standard Import
File. Asset Management also supports the following reseller connectors:

«O) computeT CompuCom Software Compliance Report

P

+ softch UJ'I te Softchoice Product History Report
. - ZENworks Asset Management Reseller Connector Report
+ &l SHI License Compliance Report

To create the purchase record manually, see the ZENworks 10 Asset Management Reference.
To import purchase records:

1 In ZENworks Control Center, click the Asset Management tab.

2 In the License Management panel, click Purchase Records.

Purchase Records

. Action~v B

[ roz » Order Date Reseller

Mo ftems avallable.

3 Click Action > Start Import.
4 In the Import dialog box, specify a filename or click Browse to search, then click OK.
5 Click the refresh icon B3l on the right side of the menu bar.

The Purchase Records panel shows a list of purchase records from the import file.

After you’ve imported the purchase records, Asset Management creates catalog products with
license information that will be used for compliance calculations. The next step is to create licensed
products and reconcile them with the newly created catalog products. Continue with Creating
Licensed Products.

5.7.2 Creating Licensed Products

Before you can run compliance reports, you need to create licensed products for every discovered
software product in your Management Zone. After the licensed products are created, they can be
reconciled with discovered products in your Management Zone and used to calculate compliance.

To create licensed products and reconcile them with discovered products:

1 Run an inventory scan of the Management Zone using default settings.
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For information on running an inventory scan, see ZENworks 10 Configuration Management
Asset Inventory Reference.

2 In ZENworks Control Center, click the Asset Management tab.

3 In the License Management panel, click Licensed Products.

Licensed Products

- Action ~
|:| Hame = Discovered Products  Catalog Products License Quantity

Mo ftems avatiahie,

4 In the Licensed Products panel, click Action > Auto-Reconcile: Create Licensed Products to
launch the Auto-reconcile Wizard. Complete the wizard using information from the following
table to fill in the fields.

Wizard Page Details

License Entitlements page Add a description for the license entitlement.
Select one of the following license models:

Per-Installation: Software is licensed per-
installation.

OEM: Software is licensed as part of the OEM
package.

Machine: Software is licensed per machine.

Discovered Product Filter page Select the discovered products to reconcile.
Select Any to reconcile with all discovered
products; select Products Specified Below and
provide a manufacturer and product name to
reconcile a specific product.

Select Licensed Products to Create page Select the licensed products to create and the
discovered products to be included. If catalog
products are listed, select the catalog products to
be included.

Auto-reconcile Create Summary page Review your data and press finish to create the
licensed product and reconcile it with the
associated discovered product and catalog
product(s).

5 Continue with the next section, Viewing Compliance Data, for information about monitoring
compliance.

5.7.3 Viewing Compliance Data

1 In ZENworks Control Center, click the Asset Management tab.
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2 In the License Management panel, click License Management Reports.

License Management Standard Reports
Group

(3 software Comnpliance

3 Unreconciled Products

3 Purchases

(3 suites

3 Other Reparts

License Management Custom Reports
New Edit ~ Action ~
O Hame =

[J 3 Software Compliance
4 [1-1011

3 In the License Management Standard Reports panel, click Software Compliance.

4 1In the Reports panel, click Compliance Report.

Software Compliance Report Run Date 8/1/07

Compliance Status: Repart Time Period: Previous 3 Months Unreconciled Catalog Praducts: 233

C unkrown Yiews: AL Unreconciled Discawersd Products: 26

Oover 1 Livenss Records Complisnoe Calsulated &s of; 7431407 11:00:05 it

Manufacturer  Product Version Status Consumption  License Installed Consumed OverLicensed Under-Licensed  Active Usage

Equsl

O Data Source  Quantity Quantity  Licenses Quantity Quantity
e _

S Firefox =) Inventory a 2 2 o

Filter by:

O anufacturer

O value

Group by:

@ Nore

»

»

Report Count

4

show 10 * jtems

Unused More Recent

Quantity Installations Recalc.
0

2Yes

A report appears showing compliance data by license. You can filter the data by compliance
status, manufacturer and value, or demographic criteria. Drill in to License Quantity to see
compliance details for a particular licensed product. For information on other reports, see the

ZENworks 10 Configuration Management Asset Inventory Reference.
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System Messages and Reports

Novell® ZENworks® Configuration Management lets you monitor the activity within your
Management Zone through system messages and reports.

¢ Section 6.1, “Viewing System Messages,” on page 89
+ Section 6.2, “Creating a Watch List,” on page 92
¢ Section 6.3, “Generating Reports,” on page 93

6.1 Viewing System Messages

The ZENworks system generates normal (informational), warning, and error messages to help you
monitor activities such as the distribution of software and application of policies.

Each ZENworks Server and ZENworks Adaptive Agent creates a log of the activities associated
with it. These messages are displayed in ZENworks Control Center in a variety of areas:

¢ System Message Log: The system message log, located on the System Information page
(Configuration tab), displays messages from all ZENworks Servers and Adaptive Agents
within the zone.

+ Device Message Log: A device message log, located on the Summary page for a server or
workstation, displays messages generated by the ZENworks Server or the Adaptive Agent. For
example, the message log for Workstation1 includes all messages generated by the Adaptive
Agent on Workstation].

+ Content Message Log: A content message log, located on the Summary page for a bundle or
policy, displays only the ZENworks Server or Adaptive Agent messages associated with the
bundle or policy. For example, the message log for Bundle1 might have messages generated by
three different ZENworks Servers and 100 different Adaptive Agents.
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6.1.1 Viewing a Summary of Messages

You can view a summary that shows the number of messages generated for the servers,
workstations, bundles, and policies in your zone.

1 In ZENworks Control Center, click the Home tab.

Novel. ZENworks. .

DOC_20070712A

= Home

o Message Summary 2 Upcoming Events FY
Devi
& U““e’ ® O @ ot | 3107 B A1r AT 43P
e ' ;
Refresh
Policies R servers 1 ] 0 1 —
= Bundl E—— b o il 4 Type Hame Time
undles s
& Vulnerabilit & thnrkstations 0 1 a i Click refresh to see upcoming events
ulnerabilities
Policies 0 o 0 1]
T Deployment Tl policies = = = = 5
Watch List #
&l Reports 9 Bundles 0 ] 1a 10
& Configuration . 5
Agent X/ T: Hy
5} Asset Management Device Hot List A £ = e

Mo ftems avaliabie,

»

Common Tasks

Wiew Getting Started

W % <y Type Mem

o 2 3 R zendocia

Frequently Used ¥ o o 5 L zendocwkst

i}h}ﬂ-Eon shouw & v items

The Message Summary panel displays the status of all servers, workstations, policies, and
bundles in your management zone. For example, if two servers have unacknowledged critical
messages (messages that you or another administrator have not yet acknowledged as having
seen), the ® column displays the number 2. Or, if you have three bundles with warning
messages and five bundles with only normal messages, the ** column displays the number 3
and the ® column displays the number 5. You can do the following with the summary:

¢ Click an object type to display its root folder. For example, click Servers to display the
Servers root folder (/Servers).

+ For any object type, click the number in one of its status columns (* % ) to display a
listing of all the objects that currently have that status. For example, to see the list of
policies that have a normal status, click the number in the ® column.

+ For any object type, click the number in the Total column to display all of the objects that
have critical, warning, or normal messages. For example, click the 7otal count for Servers
to display a list of all servers that have any type of messages.

6.1.2 Acknowledging Messages

A message remains in a message log until you acknowledge it. You can acknowledge individual
messages or acknowledge all messages in the message log at one time.

1 In ZENworks Control Center, click the Devices tab.

2 Navigate the Servers folder until you locate a ZENworks Server.
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3 Click the server to

Novell, ZENworks.
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4 On the Summary tab, locate the Message Log panel.

The Message Log panel lists all messages (informational, warning, and error) generated by the

Remote Managerment smodule 10.0.0.0
Jul 24

Jul1z

show 5w items

ZENworks Server. The following table explains the various ways you can acknowledge and

delete messages.

Task

Steps

Additional Details

Acknowledge a
message

Acknowledge all
messages

1. Click the message to display the
Message Detail Information dialog
box.

2. Click Acknowledge.

1. In the Tasks list located in the left
navigation pane, click
Acknowledge All Messages.

If you decide that you don’t want to
acknowledge the message, click
Finished to dismiss the dialog box.
This causes the message to remain
in the Message Log list.
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Task Steps Additional Details

View all 1. Click the Advanced button to In addition to viewing all
acknowledged or display the Edit Message Log acknowledged and unacknowledged
unacknowledged page. messages, you can also view only
messages those messages with a specific

status or date, view more details
about messages, and acknowledge
messages.

Click the Help button on the Edit
Message Log page for specific
information about performing tasks
on that page.

Delete a message 1. Click the message to display the Deleting a message completely
Message Detail Log dialog box. removes the message from your
2. Click Delete. ZENworks system.

You can also use the messages-acknowledge command in the zman utility to
acknowledge messages associated with devices, bundles, and policies. For more information,
see “Message Commands” in the ZENworks 10 Configuration Management Command Line
Utilities Reference.

6.1.3 Where to Find More Information

For more information about system messages, see the ZENworks 10 Configuration Management
Message Logging Reference.

6.2 Creating a Watch List

If you have devices, bundles, or policies whose status you want to closely monitor, you can add
them to the Watch List. The Watch List provides the following information:

+ Agent: For servers and workstations, displays whether the device’s ZENworks Adaptive Agent
is currently connected (") or disconnected ().
¢ *#: Displays whether or not the object has any critical messages.

+ Type: Displays an icon representing the object’s type. For example, a bundle might have a &
icon to show that it is a Windows bundle. Or a device might have a [l icon to show that it is a
server. You can mouse over the icon to see a description.

¢ Name: Displays the object’s name. You can click the name to go to the object’s message log.
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To add a device, bundle, or policy to the Watch List:

1 In ZENworks Control Center, click the Home tab.
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2 In the Watch List panel, click Add, then select the type of objects (Servers, Workstations,
Bundles, or Policies) you want to add to the list.

3 In the selection dialog box, select one or more objects, then click OK to add them to the Watch
List.

For example, if you are adding servers, browse for and select one or more servers.

Objects remain in the Watch List until you remove them.

6.3 Generating Reports

ZENworks Configuration Management uses BusinessObjects* Enterprise Reporting to generate
reports for your Management Zone. You can use predefined reports or custom reports.

To access the reports:

1 In ZENworks Control Center, click the Reports tab.

2 In the BusinessObjects Enterprise Reporting panel, click Predefined Reports or Custom
Reports to launch the BusinessObjects InfoView.

If you click Predefined Reports, the BusinessObjects InfoView is launched with the focus on
the Predefined Reports folder. The Predefined Reports folder contains report
definitions for Bundles and Policies, Devices, Licensing, and Messages. If you click Custom
Reports, the BusinessObjects InfoView is launched with the focus on the Custom Reports

folder.

The following table explains the various tasks you can perform in the BusinessObjects
InfoView.

Task Steps

Generate a predefined report 1. Navigate the Predefined Reports folder until you locate
the report definition on which you want to generate a report.

2. Click Schedule.
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Task Steps

Generate a custom report 1. In the InfoView toolbar, click New > Web Intelligence
Document.

2. In the Universe pane, click ZENworks Configuration
Management.

The Web Intelligence HTML Query Panel is displayed.

3. In the Data tab, navigate to the universe object for which you
want to create a report, and drag the object to the right pane.

4. Click Run Query.
5. Save the report in the Custom Reports folder.
View the earlier instances of a 1. Navigate the Predefined Reports or the Custom

report Reports folder until you locate the report whose earlier
instances you want to view.

2. Click History.
View the latest instance of a 1. Navigate the Predefined Reports or the Custom

report Reports folder until you locate the report whose latest
instances you want to view.

2. Click View Latest Instance.

—_

View the properties of a report Navigate the Predefined Reports or the Custom
Reports folder until you locate the report whose properties

you want to view.
2. Click Propetrties.

You can also use the report-generate-now command, as well as other report commands, in
the zman utility to manage reports. For more information, see “Report Commands” in the ZENworks
10 Configuration Management Command Line Utilities Reference.

For more information about reporting, see the ZENworks 10 Configuration Management System
Reporting Reference.
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