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About This Guide

Designer for Identity Manager can help you design, test, document, and deploy Identity Manager
solutions in a highly productive environment.

Newcomers can use wizards to build Identity Management solutions. Veterans and expert users can
bypass the wizards and interact directly at any level of detail.

Audience

This guide is for enterprise IT professionals and developers, consultants, sales engineers, architects
or system designers, and system administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Designer 3.0 for Identity Manager 3.6 Administration Guide, visit
the Identity Manager Web site (http://www.novell.com/identity/access/identity integration).
Additional Documentation

¢ [dentity Manager 3.6 Installation Guide
¢ Understanding Policies for Identity Manager 3.6

¢ Policies in Designer 3.0

*

Novell Credential Provisioning Policies for Identity Manager 3.6
Identity Manager 3.6 DTD Reference

Identity Manager 3.6 driver guides (http://www.novell.com/documentation/idm35drivers/)

*

*

For more documentation concerning Identity Manager 3.6, see Identity Manager 3.6 Documentation
Index (http://www.novell.com/documentation/idm36/index.html).

Documentation Conventions

In Novell® documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

About This Guide
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When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.

18 Designer 3.0 for Identity Manager 3.6 Administration Guide



What’s New

To find out what’s new in Designer 3.0:

1 Run Designer for Identity Manager.

LB
i) Welcame

(%) Help Contents
27 Search
[rynamic Help

Key Assist,,, Chrl+Shife+L

Check for Designer Updates

hat's Mew

@ Designer Readme

3‘:‘.‘ Report a Bug or Give Feedback
I-‘_’-, Identity Manager Forums

N Identity Manager Resources

About Designer

2 Click Help > What’s New.

You can also click Help > Help Contents > Designer for Identity Manager > What’s New in
Designer 3.0.
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Designer Concepts

Designer is a powerful, graphical toolset that helps you configure and deploy Identity Manager.

Figure 2-1 The Outline View, Modeler, and Palette in Designer
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An Identity Vault stores data and definitions. The Identity Manager engine manages the flow of data
in and out of the Identity Vault as well as between other systems and directories. Drivers tie the
systems together and ensure that communication flows smoothly, regardless of formats used.
Designer’s user interface uses an abstraction of the data in order to remain flexible without
impacting existing data and definitions, until you decide to deploy the model that you have designed
and tested.

¢ Section 2.1, “Target Audience,” on page 22

¢ Section 2.2, “Identity Manager: Overview,” on page 22

¢ Section 2.3, “Designer’s Features,” on page 24

¢ Section 2.4, “Highly Productive Environment,” on page 24

¢ Section 2.5, “Tools for Developers,” on page 25

¢ Section 2.6, “Features That Require Identity Manager 3.x Engines,” on page 25

¢ Section 2.7, “Designer and iManager,” on page 28

Designer Concepts
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2.1 Target Audience

Designer was created for the following audiences:

¢ Enterprise IT developers

¢ Consultants

¢ Sales engineers

¢ Architects or system designers

¢ System administrators
This tool is aimed at information technology professionals who

¢ Have a strong understanding of directories, databases, and their information environment

¢ Act in the role of a designer or architect of identity-based solutions

You don’t need to be a developer or programmer to fully make use of every aspect of this tool. We
provide many capabilities for developers to extend this tool to suit their own needs.

Wizards make this tool easy to learn and use for building Identity Management solutions.
Experienced users can bypass the wizards and interact directly at any level of detail.

You can also use Designer as an effective and valuable tool to help communicate key identity
solution concepts and design to strategic decision makers in the organization. You can use the visual
Modeler as well as documentation that captures and displays Designer data.

2.2 ldentity Manager: Overview

¢ Section 2.2.1, “Managing Identities, Access, and Groups,” on page 22

¢ Section 2.2.2, “How Identity Manager Works,” on page 23

2.2.1 Managing Identities, Access, and Groups

Identity Manager is a cross-platform service that helps you manage identity information across
select systems on your corporate network or your partners’ networks. For more information on the
Novell® solution, visit the Novell Identity Manager Web site (http://www.novell.com/products/
identitymanager).

Identity Manager helps you manage identity information in any system for which Novell provides a
driver (and for drivers that you or a third party write). Novell provides drivers that interface with
popular applications, databases and directories, including PeopleSoft*, SAP* HR, GroupWise®,
Microsoft* Exchange, Lotus* Notes*, Oracle*, and Microsoft Active Directory*.

Identity Manager helps you securely manage the access needs of your ever-changing user
community. You can manage the full user life cycle and deliver first-day access to essential
resources. For example, when you create a new user in your HR database (or a customer or partner
in the customer’s related application), all of the user’s accounts are generated automatically,
according to your business rules, and any necessary resources or services are supplied.
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You can also quickly and consistently manage groups. For example, you can automatically grant
access rights to everyone with a given role. You can also synchronize multiple passwords into a
single login, modify or revoke access rights instantly, and even support compliance with
government regulations.

Former employees pose a common threat to many businesses, but Novell Identity Manager closes
this security loophole. The moment you change an employee’s status to Dismissed in an
authoritative data source, Identity Manager terminates the user’s accounts and access rights in all
specified systems, and provides an audit report of the successfully revoked user access rights. Your
confidential resources remain safe, and you eliminate countless hours of manual, error-prone
administration.

With its Metadirectory capabilities, Identity Manager enables an identity integration foundation for
unifying identities across platforms, systems, and organizational boundaries. It permits departments
to maintain control of the identity data that they are responsible for.

At the same time, the enterprise as a whole gains a single virtual identity for each user by

¢ Linking scattered identity information

+ Setting rules that govern automatic updates to all designated systems when a change is made in
an authoritative source

This foundation serves as the underlying architecture for password management, user provisioning,
white pages, role-based administration, and other capabilities.

Since August 2002, Novell has been in the Leader quadrant of Gartner Metadirectory Magic
Quadrant. Novell offers the most flexible identity management solution on the market. This solution
adapts to each customer’s needs and business rules, enables enterprises to automate processes for
quick and efficient deployment, and provides the flexibility to customize and adapt the solution as
requirements evolve.

2.2.2 How ldentity Manager Works

To control when and how identity information is exchanged between these systems, you configure
the systems’ respective connectors by creating various types of rules. You base these rules on your
company’s needs and on its relationship with partners and employees.

Identity Manager uses Extensible Markup Language (XML) and extensible Stylesheet Language
Transformations (XSLT), the two formats in which DirXML rules have traditionally been
represented. Identity Manager 2.0 and later include features that simplify the rule-building (business
policy) process and by simplifying password management.

Novell Identity Manager runs on eDirectory™ 8.7.1 or later and supports all of the platforms that
eDirectory supports, including Microsoft Windows* NT/2000, Red Hat* Linux, Solaris*, AIX* and
HP-UX*. (For specific version numbers, visit the Novell eDirectory Web site (http://
www.novell.com/products/edirectory/sysreqs.html).

For an article on how Identity Manager works, see “Too Many Directories?” (http://
www.novell.com/connectionmagazine/2000/05/DirXML50i.final.pdf).

Also, see the Novell Identity Manager (http://www.novell.com/products/identitymanager/) Web
site.

Designer Concepts

23


http://www.novell.com/products/edirectory/sysreqs.html
http://www.novell.com/connectionmagazine/2000/05/DirXML50i.final.pdf
http://www.novell.com/products/identitymanager/

2.3 Designer’s Features

Designer enables you to do the following:

*

*

*

*

*

*

Carry projects with you, work offline, and save projects to disk.

Keep a project open for an extended period of time.

Work on multiple projects at the same time.

Experience higher performance because processing is performed on the local CPU.
Enjoy a smoother interface with fewer clicks and fewer sub-windows to resize or close.

Benefit from an included development/debugging environment and integration with other
client-based tools for editing and debugging.

For a list of features, and details about them, see Appendix A, “Designer’s Features,” on page 559.

2.4 Highly Productive Environment

The following Designer features help you be more productive:

*

Rich-client environment: work in a highly productive rich-client environment, with a native
look and feel

Disconnected mode: work well in a disconnected mobile environment when you’re “on the go”
Strong visual editors, minimal pop-ups, and well-synchronized views laid out to maximize
productivity

Powerful window, view, perspective, and tool management

Fewer steps to configure solutions

Wizards to help you get started and configure projects

Auto-creation of objects, auto-value, auto-connection, auto-layouts

Strong copy/paste within and across editors

Full keyboard support in all editors

Full undo/redo in most editors and views

Ability to scale the UI from basic to more advanced views

Ability to filter key views to see as much or as little as you need to see

Integrated XML editor with syntax highlighting, auto-suggest, and search and replace
Very efficient, compact, powerful, and productive off-line schema management tools
Value history on many fields to reduce typing

Many preferences and settings that tailor the UI to how you want to use the product

Logs and traces that are easy to access and view

Thorough contextual help and powerful searchable help system

Quick and very easy installation

Auto-update installation notifies you of any updates and easily pulls them in.
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2.5 Tools for Developers

¢ Easily add and model something not in the shipping version.

For example, you can add your own applications, drivers, resources, and icons.
¢ Configure Designer to use a different editor.

You can configure all file types (for example, .xm1 and . txt) to use your text editor of
choice. Eclipse-based text editors work best, but you can also include various artifacts (for
example, word processing documents and spreadsheets). Your system’s native text editor is
automatically integrated into Designer if the platform supports it.

¢ Develop and debug in Java*.

If you install Designer plug-ins into a full Eclipse install, you can do Java development and
debugging, ANT, C#, and UML modeling, all in the same tool alongside Designer. This has
particular value to Identity Manager driver writers (Java or C) who want the tools all together.

¢ Use public APIs.

Identity Manager uses fully published public Eclipse APIs, an underlying project data model
that is consistent with open industry standards in its format, and published Eclipse extension
points.

Though not public yet, a strong set of Designer APIs and extension points is being developed to
make it easy to add your own integrated wizard, editor, process, view, menu, toolbar item, or
help page. For the most part, you can use the public APIs and extension points that Eclipse
already provides. We are further augmenting that with additional APIs and extension points,
based on Eclipse standards, to give you more power and options.

We use these APIs ourselves. Many internal developers are currently using them. When they
are stable enough, they will be made public. We are not appending APIs as an afterthought, but
building them in from the beginning. We fully support the open model, patterns, and API
standards as outlined by Eclipse, rather than taking a proprietary approach.

In the future, with an off-the-shelf Eclipse book and knowledge of our extension points, you
should be able to contribute very rich content to Designer. You will have an abundance of
books, resources, and forums in the Eclipse community to address most of your needs. Some
developers are having success doing this now, even without access to our APIs.

2.6 Features That Require Identity Manager 3.x
Engines

Some features in Designer 2.0 won’t work on Identity Manager engines that were installed earlier
than Identity Manager 3.0:

¢ Section 2.6.1, “Driver Set and Driver Log Events,” on page 26

¢ Section 2.6.2, “Changes in the Policy Script,” on page 26

¢ Section 2.6.3, “Support for Entitlements,” on page 26

¢ Section 2.6.4, “Support for Workflow-Based Provisioning,” on page 27

Designer Concepts
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2.6.1 Driver Set and Driver Log Events

To identify non-functional properties for a driver set:

1

Right-click a driver set in the Modeler.

2 Select Properties.

3 Select Driver Set Log Level > Log Specific Events.
4 Click the Expand icon.

=_I

5 Select options.

Items that have the Version 3 [*% icon won’t work on Identity Manager engines earlier than 3.0.

To identify non-functional properties for a driver:

1 Right-click a driver in the Modeler.

2 Select Properties.

Select Driver Log Level > Log Specific Events.
If this option is dimmed, the driver is using properties from the driver set.
Click the Expand icon.

,_I

Select options.

Items that have the Version 3 [*3l icon won’t work on Identity Manager engines earlier than 3.0.

2.6.2 Changes in the Policy Script

The following changes were made in the Policy Script for Identity Manager 3:

*

Added do-implement-entitlement. Updated do-for-each to include implied do-
implement-entitlement.

Updated token-entitlement, token-added-entitlement, and token—
removed-entitlement toreturn entitlement—impl in a node-set context and to
change behavior relative to granted versus revoked entitlements.

Updated i f-entitlement to change behavior relative to granted versus revoked
entitlements.

Changed all usages of “nodeset” to “node-set” to make terminology consistent.

Updated comment to add support for multiple comments and comment names.

2.6.3 Support for Entitlements

Entitlements created in Designer 1.1 won’t work on Identity Manager engines earlier than Identity
Manager 3.0.
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The following table compares entitlements in Identity Manager 2 with entitlements in Identity
Manager 3.0.

Table 2-1 Comparison: Entitlements in Identity Manager 2 and Identity Manager 3

Identity Manager 2 Identity Manager 3

Entitlement definitions existed only as XML in the  Entitlement definitions are stored as a DirXML

driver manifest on a DirXML® Driver object. Entitlement object contained by a DirXML Driver
object.

Entitlements are implemented by using driver Entitlements are implemented by using driver

policies. policies.

Role-based entitlements can use dynamic Role-based entitlements can use dynamic

membership (default) or static include/exclude membership (default) or static include/exclude

(additional). (additional).

No workflow entitlements Provides workflow entitlements.

Entitlements are granted and revoked through the  Entitlements are granted and revoked through the
addition of an aux class’s attribute to an object. addition of an aux class’s attribute to an object.

No status tracking. Status tracking through the Identity Manager
engine into one of the aux class’s attributes.

Only one Entitlement Service Driver can run in a Only one Entitlement Service Driver can run in a
driver set. driver set.

A driver set can be associated with only one server. A driver set can be associated with multiple
servers.

You can access the Entitlements Wizard from the Modeler or from the Outline view.
From the Modeler:

1 Right-click a driver.
2 Select New > Entitlement.

From the Outline:

1 Right-click a driver.
2 Select New > Entitlement.

2.6.4 Support for Workflow-Based Provisioning

Workflow-based provisioning is the process of managing user access to secure resources in an
organization. Users request resources, and one or more individuals (including delegates or proxies)
with approval rights can approve or deny the request. Users can view the status of requests.

Support for workflow-based provisioning is a key feature of Identity Manager 3. It is not supported
in Identity Manager 2.

Designer Concepts

27



2.7 Designer and iManager

iManager and Designer have similarities, but their features and user experience are optimized for
their respective target users and environments. They are compatible. You can export information

(for example, a driver set or driver) from one to the other. Also, several key common UI elements
are now similar so that you can move between the tools effectively.

iManager’s primary use is for administration. iManager will continue to be updated with new
functionality for managing and monitoring deployed solutions.

iManager’s Web-based environment continues to have the following advantages:

+ Remote access

¢ Centralized administration

+ Support for roles

¢ Integration with other Web-based tools
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Planning Identity Solutions

¢ Section 3.1, “Security: Best Practices,” on page 29
¢ Section 3.2, “Solving Identity Issues,” on page 30
¢ Section 3.3, “Using Designer,” on page 34

3.1 Security: Best Practices

When using Designer for Identity Manager, observe best practices.

Limiting Rights

Before giving a consultant an Identity Vault administrator password, limit the rights assigned to that
administrator to areas of the tree that the consultant must access. Doing so protects sensitive data
from being misused, damaged, or unintentionally compromised.

Changing Passwords

After a consultant has completed work, change the password of the user (for example, admin) that
the consultant used. If you created a special user (for example, consadmin) for that consultant to use,
delete that user or change passwords. Doing so restricts access and brings closure to the consulting
process.

Deleting or Saving .proj Files
Delete the project files (. proj) or save them to a company directory.

Designer .pro7 files are to remain at the company’s project site. A consultant does not take the
files after completing a project.

Deleting Files That Aren’t Needed

After project files, log files, and trace files are no longer needed, delete them. These files might
contain sensitive information.

Verifying Files

Before discarding or surplusing a laptop, verify that project files have been cleaned. Otherwise,
someone might discover sensitive information.

Securing Connections

Ensure that the connection from Designer to the Identity Vault server is physically secure.
Otherwise, someone could monitor the wire and pull sensitive information.

Handling Documents

When you create documents by using the Document Generator, take care with those documents.
These documents can contain passwords and sensitive data in clear text.
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Working with Encrypted Attributes

If Designer needs to read or write to an eDirectory™ attribute, you can mark the attribute to be
encrypted and allow the attribute to be read over the wire in clear text. This means that you can have
encrypted attributes, but they cannot be retrieved securely.

Handling Sensitive Passwords
Do not store passwords that are sensitive.

At this time, Designer projects are not encrypted. Passwords are only encoded.Therefore, do not
share Designer projects that have saved passwords.

To save a password for a session, but not save it to the project:

1 In an expanded Outline view, right-click an Identity Vault.
2 Select Properties.
3 On the Configuration page, type a password, then click OK.

You can enter a password once per session. After you close Designer, the password is lost.

To save a password to the project, complete Step 1 through Step 3, select Save, then click OK.

Security for the User Application

For information on security issues relating to the User Application, see the “Security Configuration”
section (http://www.novell.com/documentation/idm35/agpro/index.html?page=/documentation/
idm35/agpro/data/agproadminappsecurity.html) in the Identity Manager User Application:
Administration Guide (http://www.novell.com/documentation/idm35/index.html).

3.2 Solving Identity Issues

1 Identify target goals.

Make sure that you and others working on the project use the same terminology. For example,
password synchronization and single sign-on are two different technologies.

Also, make sure that the meaning and usage of “metadirectory” are clear as you communicate
with others on the project.

Clearly write down the big picture of what you are trying to do.
2 Discover the business process.

The process that you are trying to automate with Identity Manager is often already defined and
written down.

Be careful. Even if a process exists, people commonly don’t fully understand how it works.
Clearly write down what the business process is, and clarify the process to others.
3 Identify all systems.

Identify all systems and all connectivity interfaces between existing systems. Doing this can
lead to an increase or decrease in the originally planned systems that you had in mind.

Keep in mind that telephony systems often don’t have an easy API interface.

SQL-based systems sometimes have a very complex database relationship model. It’s possible
that nobody in your environment understands how the model actually works.
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Identify how many Identity Vaults you will need, where they will be located, and what they
will connect with.

What to Do In Designer: You can use the Designer Architect Modeler while you are doing
this process. It’s very helpful to build a diagram of your enterprise, and capture key information
about each of your systems and each of the users who administer those systems.

As you start a project, keep in mind that the “people management” aspect is vital to your
ultimate success. As you identify systems, you need to start the process for getting access to
those systems in the various departments of the organization.

Define high-level data sync flow.

Define the different information types that you want to synchronize. It’s common to have
different employee types (for example, internal or external).

Be aware of the relationships and dependencies between information of different types (for
example, employee, manager, organization, or location).

Doing this step well is critical in helping you to define your data and policy needs.

What to Do In Designer: You can design these data flows in the Dataflow view while you are
in the Architect mode or Developer mode.

Define objects and attributes to synchronize.

After knowing the data and relationships, you can break the data into specific Identity Vault
and Application object types and attributes.

Define merging behavior, passthrough, notification, and reset of attributes.
Identify and derive additional operations based on an original event.
Identify attributes for match, creation, and placement behaviors.

What to Do In Designer: You can use the Task view to capture all of this information or add it
to a section in a Document Generation form. One advantage for having it in the Task view is
that you can then check off your tasks as you move into the implementation phase and write the
policy to deliver your requirements.

You can also include other files (word processing document, spreadsheet, presentation) in your
Designer project through the Navigator view. By default, the Navigator view launches the
appropriate native application to edit and view that document in a way that integrates into
Designer, as long as the platform supports it. If you prefer, you can also configure Designer to
use a different editor. This view gives you many options for the types of documents you can
include and edit in a Designer project.

Write a Requirements Assessment Document.
Document all of the above findings.

Write a high-level acceptance proposal.
Describe the infrastructure.

Create a project timeline.

What to Do In Designer: You can use Designer’s Document Generator to capture your high-
level design, systems, and basic data flows. You can also fill in sections in the document or
create your own sections that describe the project.

Fill in the technical details.

Take the high-level diagram that you created in the Architect mode and transition it to a
detailed diagram that you can configure your entire solution with.
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Configure servers and authentication information on the Identity Vaults.

Create driver sets and drivers. Determine how many driver sets are on each vault. Define what
drivers are associated with each driver set, and what servers the driver set is running on. Run
the Driver Configuration Wizard on each driver.

Develop driver policies. Make sure that you define and use Global Configuration Values
(GCVs) as much as possible. Doing this leads to easier maintenance.

What to Do In Designer: With the Modeler in Developer mode, use the Outline view, Policy
Flow view, and properties dialog boxes on all objects, Filter editor, Schema Map editor, E-mail
Template editor, Policy Builder editor, and other functionality.

NOTE: The preceding six steps assume that you are building an identity solution from the
beginning.

However, Designer is also intended for working on existing solutions. You can create a project
and import existing driver sets, drivers, policies, and configurations. Designer lets you easily
diagram and manage all components as one complete solution. You can edit existing policies or
configurations, add new elements, and then redeploy.

Using Designer on existing solutions has several advantages. You can do the following:
+ Work in a high-productivity development environment.
¢ Easily work off-line.
¢ Have everything on your local file system for versioning and backup.

+ Simulate.

*

Generate documentation for your projects.
8 Unit test.
Use project-proposal documents and requirements as a basis.

Test all policies. In addition to the Designer tools, you can deploy the project (or parts of it)
into a test environment to test more fully.

Generate a report on results.

What to Do In Designer: Use the Designer Policy Simulator to do much of your policy
simulation and debugging. It is very easy to use, helps you catch a lot of issues, and is ideal for
off-line development.

9 Build a production environment.
As much as possible, mirror existing production environments.
Make sure of the following:
+ All Identity Manager engines and drivers are installed.
¢ All servers have correct IP addresses.
¢ The applications your drivers will connect to are in place.

As an extra precaution, you might want to deploy to a full test environment or staging
environment first. If this is the case, all of the above steps apply to configuring that
environment.

What to Do In Designer: To make the next steps easier, you can click a button, get a full PDF
document of all of the configuration details of your project, and use that document as you set
up your machines and software.

10 Make sure that the data is clean before you deploy.
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Ensure the following:

*

Each user has a unique and correctly formatted ID.

*

All users and other objects are where you expect them to be.
+ No duplicate objects exist.
+ No extra or unnecessary objects exist.

Deploy to production.

Make sure that the production systems are working well. For example, machines are up and
running.

Before you deploy, make sure you have done adequate testing on your project.

If you have previously configured the project to deploy to a separate test or staging
environment, you need to change the IP addresses on each Identity Vault (and maybe some
GCVs) to successfully deploy to the production environment.

After you deploy, quickly test and redeploy all or any part of the project with any fixes you
need.

What to Do In Designer: In the future, more will be done in Designer to help in this area. For
now, the following tips can help in this process:

+ Do a full copy of the project in the Project View.

This lets you fill in the new IP addresses for production and leave the old ones alone, so
that you can have a project called Staging and another called Production. The
disadvantage is that if you change something such as a policy in one project, you need to
change it in the other to keep the policies in sync. Designer does let you copy/paste
between projects to make synchronization easier.

+ Always use GCVs to keep your policies easily portable.

If you have a value that is environment-dependent, you only need to edit a GCV when
switching to a different environment.

+ Use the Modeler’s Table editor.

This editor is a quick and easy way to get to objects of a certain type (for example, all of
your Identity Vaults or all of your servers), see their values, and edit them.

¢ Document your project.

Document Generation is always available to help you understand your configurations.

12 Document, back up, and maintain the production system.

What to Do In Designer: Run the Document Generator and save the document.

Make a copy of your project in the Project view. A copy is useful in case you ever need to
return to that state or set up a production system again for any reason.

Over time, you will certainly add systems and policies, and make changes in your production
environment. You can use iManager for the management of your system (especially if the
change is more of an administrative task) and then reimport those changes into your local
Designer project.

If the changes you need to make are more suited for a development environment, (for example,
policy debugging, policy development, or adding new systems) then continuing to use
Designer is the best practice. After each change, you can redeploy the project or just the
elements that have changed.
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As you version and extend your project over time, remember to always use Document
Generation as your paper trail.

3.3 Using Designer

¢ Section 3.3.1, “Designing New Solutions,” on page 34
¢ Section 3.3.2, “Redesigning Existing Solutions,” on page 34
¢ Section 3.3.3, “Working on Live Systems,” on page 34

3.3.1 Designing New Solutions

Launch Designer.
Using the New Project Wizard, open or create a project.
Drag and drop items from the Modeler Palette.

Edit the items’ settings and configurations (for example, names, [P addresses, and passwords).

a » ON =

Using the Policy Builder and other policy editors, write a policy for sharing data between
systems.

(=2}

Check your work.

7 Use the Document Generator to generate project documentation, and review the documentation
with others.

8 Deploy the project to live systems.

3.3.2 Redesigning Existing Solutions

Launch Designer.
Open or create a new project.

Import Identity Management elements (drivers, driver sets) from working directories.

H WODN =

Edit the element settings and configurations (for example, names, IP addresses, and
passwords).

5 Using the Policy Builder and other policy editors, write a policy for sharing data between
systems.

6 Check your work.

7 Use the Document Generator to generate project documentation, and review the documentation
with others

8 Deploy the project back to live systems.

3.3.3 Working on Live Systems

The fundamental model/paradigm of Designer is to import solutions, configure them locally in the
Designer environment, and then deploy when a solution is ready. This approach was taken to
optimize the experience for the following:

+ Off-line work
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¢ Highly productive development

+ A safer model of configuring and testing before touching your live system
The tool is aimed at developers and architects as the primary audience.

For convenience, Designer enables you to do key operations that a developer typically needs to do,
so that the developer can be effective: browse live trees, check driver status, start/stop drivers, and
configure driver security. Functionality in the Live Operations options takes immediate effect on the

end systems. These operations are clearly grouped in the Designer Ul, so that you can tell if you’re
doing something live.
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Installing Designer

*

Section 4.1, “Requirements,” on page 37

*

Section 4.2, “Installing,” on page 37

*

Section 4.3, “Upgrading Designer 2.1x To Designer 3,” on page 40

*

Section 4.4, “Using the Silent Install,” on page 41

*

Section 4.5, “Uninstalling Designer,” on page 41

4.1 Requirements

¢ Section 4.1.1, “System Requirements,” on page 37

¢ Section 4.1.2, “Platform Requirements,” on page 37

4.1.1 System Requirements

¢ Minimum resolution is 1024 x 768. The recommended resolution for Designer is 1280 x 1024.
+ 1024 MB RAM.

+ 1 GB available disk space (recommended).

¢ 1 GHz processing speed.

¢ Gettext utilities (Linux only).

When you install support packages for Designer, such as NICI, certain Linux core utilities are

needed. The GNU gettext utilities provide a framework for internationalized and multilingual

messages. Before installing Designer, make sure that you have installed this package. You can
use YaST to check for dependencies and installed packages.

4.1.2 Platform Requirements

You can install Designer on the following:

+ Windows Vista*

Windows XP SP2

openSUSE® 10.3

SUSE® Linux Enterprise Desktop 10 SP1
SUSE® Linux Enterprise Server 10 SP1

*

*

*

*

4.2 Installing

¢ Section 4.2.1, “Installing Designer If Eclipse Is Not Already Installed,” on page 38
¢ Section 4.2.2, “Installing Designer If Eclipse Is Already Installed on Your System,” on page 40
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4.2.1 Installing Designer If Eclipse Is Not Already Installed

*

*

*

*

“Downloading the Files” on page 38
“Installing on Windows” on page 38
“Installing on Windows Vista” on page 39

“Installing on Linux” on page 39

Because Designer runs in an Eclipse environment, Designer installs Eclipse on your workstation.

Downloading the Files

1

Download the correct . i so image or . zip file for your system.
Downloads are available at the following locations:
+ Novell® Downloads (http://download.novell.com/index.jsp)

+ Cool Solutions (http://www.novell.com/coolsolutions/dirxml/designer/)

2 Ifyou downloaded a . iso image, burn that image file to a CD or DVD.

Installing on Windows

1

From the designer install directory,run install.exe.

2 Select a language to use during the installation, then click OK.

Design. Deploy. Document.

vi0

T 1989-2007 Navell, Ing. AT righls resaned Nove”
Enalish hd
Deutsch
English

Espariol
Frangais
Ikaliano
Mederlands

Portugués (Brasil)

The default language is English. You can select a different language from the drop-down list.

The languages displayed in the language-selection dialog box are filtered, based on the default
system locale. If the default system locale is English (or another Latin-based character set),
only languages that use the Latin character set are displayed.

If the default system locale is set to Japanese (or any double byte-locale), only the double-byte
locales, such as Chinese, Korean, and Japanese, are displayed in the list. The exception to this
is English, which is always in the list, regardless of the default system locale.

Review the Introduction, accept the license agreement, select a location for the Designer files,
then select shortcuts to Designer.
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4 Sclect the desired shortcuts for your Windows machine.

5 Select a language for the Designer user interface.

Y2 Designer for Identity Manager, EHEI@
Create Shortcuts

‘0 Introduction Please select the shartcuts to create for Designer for Identity Manager. ¥ou may also select the

@ License Agreement preferred user interface language for Designer for Identity Manager. You may change this preference
@ Install Folder later fram within Designer for Identity Manaoger.

= Shortcuts

Create a shortcut on my Start Menu
Create a shortcut on my Deskiop
Create a shortcut on my Guick Launch Bar

[ ciearan [ sesctan

User Interface Language:

English v
Cutch ~
English

French
German
Italian
1apanese

Spanish s

N

[ Previous ] [ Mext

The default is the language that you selected to use for the installation. You can select a
different language from the drop-down list.

After installation, you can change the language. See “Language” on page 497.
6 Review the summary of choices, then install Designer.
7 Review known issues in the Readme, then complete the installation.

8 To run Designer, click the Designer for Identity Manager icon on the desktop.

Installing on Windows Vista

Windows Vista has implemented a new User Account Control feature that prevents applications
from running as Administrator unless you specifically allow it. If Designer does not install correctly
or launch after installation on Windows Vista:

1 Right-click the Designer icon on the desktop.

2 Select Run as Administrator.

Installing on Linux

Installing NICI requires root privileges. The install program prompts you for the root password
so that you can install these components.
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To install on Linux:

1 From the Identity Manager CD or . zip file, run /1linux/designer install/
install.bin.

2 To run Designer, click the Designer icon on the desktop.

4.2.2 Installing Designer If Eclipse Is Already Installed on Your
System

NOTE: Because of the interaction between Designer and third-party Eclipse plug-ins, Novell does
not support installing Designer into an existing Eclipse installation.

For additional information, see the CoolSolutions Web site (http://www.novell.com/coolsolutions/
dirxml/designer/existinginstall_instructions.html).

1 Make sure that the stand-alone Designer is not installed on the system.

2 Download a platform-specific file from the eclipse.org Web site:

Platform Filename

Linux wtp-all-in-one-sdk-R-1.5.0-200606281455-1inux~
gtk.tar.gz

Windows wtp-all-in-one-sdk-R-1.5.0-200606281455-

win32.zip

3 Unazip into the directory of your choice.

4 From the designer install/features directory, unzip all of the files in the folder.
This step creates a separate eclipse directory with features and plugins
subdirectories.

5 Copy the contents of the Designer features and plugins subdirectories into the main
Eclipse features and plugins subdirectories.

6 Because of the memory usage of Designer, you will need to change your heap and stack
settings for Eclipse. In the Eclipse directory, find the file eclipse.ini and add the
following lines (or change existing lines to match):

¢ -vmargs
¢ -Xms512m
¢ -Xmx1024m

4.3 Upgrading Designer 2.1x To Designer 3

To upgrade to Designer 3, follow the same procedure that is outlined in Section 4.2, “Installing,” on
page 37. If you install Designer in its present location, you see the Designer Found message, asking
if you want to upgrade. If you select Yes, Designer deletes the older version of Designer and installs
Designer 3 in its place.
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When upgrading to Designer 3, take note of three items:

+ Do not use Designer 2.1x workspaces for Designer 3. Designer stores projects and
configuration information in a workspace and these are not compatible between Designer
versions.

In Designer 3, default workspaces are stored under the C: \Document and
Settings\Username\designer workspace directory for Windows XP, the
C:\users\Username\designer workspace directory for Windows Vista, and the
\home\username\designer workspace for Linux.

¢ Import all Designer 2.1x projects into Designer 3. This runs the Converter wizard, making your
projects compatible to run in Designer 3. Be sure the Copy project into the workspace option is
selected. For more information on the Project Converter, see Section 21.1, “Converting Earlier
Projects,” on page 419.

¢ [fyou are running workflow provisioning and provisioning with roles, follow the installation or
upgrade procedures as outlined in Identity Manager Roles Based Provisioning Module 3.6.1
(http://www.novell.com/documentation/idmrbpm361/index.html).

4.4 Using the Silent Install

You can install Designer by using scripts. This feature is a silent install.

To use the silent install, run the install program with —~1 silent option. The option is the same
whether you install on Windows or Linux. For example:

¢ Windows: install.exe -1 silent

¢ Linux: ./install -i silent

The -1 silent option uses all of the default values in the installation. To change the default
values:

1 Issue the command install -r.
The —r option creates installer.properties file.
2 Editthe installer.properties file to add the desired values.

3 Issue the command install -i silent -f installer.properties.

4.5 Uninstalling Designer

¢ “Uninstalling on Windows” on page 41

¢ “Uninstalling on Linux” on page 42

Uninstalling on Windows

1 In the Control Panel, select Add/Remove Programs.
2 Click Designer for Identity Manager > Change/Remove > Uninstall > Yes.

To easily uninstall on English-language workstations, select Uninstall from the Start menu. For
example, on Windows, click Start > All Programs > Novell Designer for Identity Manager >
Uninstall.

Installing Designer
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Uninstalling on Linux

1 Make sure that you have the correct privileges to uninstall.
2 RunUninstall Designer for Identity Manager.

This fileisin [path you chose to install into]/designer/
UninstallDesigner.
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Getting Help

Information about Designer is in the local help system, in the readme . txt file, and in the online
documentation. Information in the help system is not localized. If you need localized information,
refer to the Designer 3.0 for Identity Manager 3.6 Administration Guide on the Novell
documentation Web site (http://www.novell.com/documentation).

¢ Section 5.1, “Help from the Welcome Page,” on page 43

¢ Section 5.2, “Browsing for Information,” on page 44

¢ Section 5.3, “Getting Context-Sensitive Help,” on page 45

¢ Section 5.4, “Help from the Web,” on page 46

¢ Section 5.5, “Viewing Demos,” on page 47

¢ Section 5.6, “Searching for Information,” on page 48

¢ Section 5.7, “Customizing the Browser and Help Server,” on page 48

5.1 Help from the Welcome Page

When Designer starts, a Welcome page appears and makes it easy for you to get started.

Figure 5-1 The Welcome Page

Designer for
Novell. Identity Manager

Design. Deplay. Document

(D) € 2 B 6

Ovarview What's Now Tutorials Web Resources Run Dasigner
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Table 5-1 Options on the Welcome Page

Option Description

Overview Provides an overview of Designer and Identity
Manager.

What's New + Describes what's new in this release.

+ Enables you to update Designer.

+ Links to the readme file.

Tutorials Launches Flash demos of Designer tasks.
Web Resources Provides links to online information and downloads.
Run Designer Takes you to Designer’s Modeler.

The icons on the toolbar take you to the Welcome page, toggle between previous and next pages,
and enable you to customize the Welcome page.

Figure 5-2 Icons on the Toobar

{it b

You can close the Welcome page at any time by clicking the X next to Welcome.

Figure 5-3 The Close Icon

To return to the Welcome page, click Help > Welcome.

5.2 Browsing for Information

To navigate all of the help topics, you can use a built-in Web browser:

1 From the main menu, select Help > Help Contents.

44 Designer 3.0 for Identity Manager 3.6 Administration Guide



Search: (55| Search scope: Al kopics
-l B % 0 co @ ele o

Contents

Using the Eclipse help system

Brawse topice in the Contents frame (EI] or the lef. Click on a topic to have it displayad. Use the Back and
Forward buttons to navigate within the history of viewed topics.

Searching

To guickly locate topics on a particular subject in the docurnentation, enter a guery in the Search field. Use the
Search frame (‘9‘) to display the Search view. You can narrow the scope of your search by selecting only the
sections you are interested in

Synchronizing

After you run & search and find a topic you were looking far, click either the Refresh / Show Current Topic button
(") ar Show in Table of Contents button (E%) to match the navigation tree with the current topic. You might also
find it useful to synchronize after following in-topic links

Capabilities

To show documentation about capabilities that are disabled in the application, select the Show All Topics button
(@'-:) When you choose to show all topics in the table of contents, the headings for documentation about any
disabled activities are shown in the table of contents and also appear in search results

More information

If you cannot find the answer to your question in the on-line help, visit our website at eclipse.org to find aticles and
participate in the Eclipse community
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The text under Using the Eclipse help system describes the icons that help you navigate and use

the Help system.
2 In the Contents pane, select Designer for Identity Manager.
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3 Navigate to the topic that you’re interested in.

5.3 Getting Context-Sensitive Help

1 Press F1 or click the help icon @,
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NOTE: If you maximize an editor (for example, the Modeler), help topics do not display when
you press F1. To view the help, minimize the editor.

2 Click links under About and Dynamic Help.

<::| -
¢ proj.1 - Developer EH Ewvent Transform &3 = O Help &3 -2 ¥ =0
Policy Builder For IDM 3.5 and Newerd g&'} i1z @ < = Pelated TODiCS

=@ Event Transform.Publisher, Active Directory. Driver Set, Identity Vault

About Policy Builder Editor
Palicy Builder Help

+ Policy Description

Rules e also;

Policy Builder Crerview

E

setup for move validation

setup for rename validation

Accessing Policy Builder
IJsing the Policy Builder
Creating a Palicy

move or rename validation N )
Editing & Policy
move or rename cached context update Creating Rules

yeto move Using Predefined Rules

RNORN RN RN

v

v
v

v
Creating Arguments
Wiening the Palicy in ML
IUsing Additional Builders

Ilsing the xPath Builder

ebirectory Commands and Events
OTD

DirmML Script DTD Commands and
Ewents

T (T TP 1P T T (T TP TP TP TP 7

[

[

Filker DTD Commands and Events

[

fap DTD Commands and Events

= DirzML Entitlements DTD Commands
and Events

+ Dynamic Help

Search results:

=l Preferences: Desigrer For I0M

=l wWhat's New in Designer For Identity

5.4 Help from the Web

To view results found through Google* or in the Eclipse help system:

1 Select Help > Search.
2 Type text in the Search expression field, then click Go or press Enter.
3 Click Web Search.
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Figure 5-4 Related Topics in Google and Eclipse
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» search scope Default

 Local Help (4 hits)
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Modeler Space Operations

The following figure illustrates
Modeler options that are available
when you right-click empty Modeler
space, Right-Click Operation
Description Unda Change Location
Returns...

+ Dptions on the Model Menu

Option Description Model Accesses
the Modeler applications, tools,
drivers, and other resources, See
Creating a Model, Model =
Application Accesses tools to create
Designer. ..

¢ Identity vault Operations

The following figure illustrates
Modeler operations that are available
when you right-click an Identity
Wault, Operation Description Mew =
Driver Set Adds a Driver Set obje...

2 Application Operations

The following figure illustrates
Modeler operations that are available
when you right-click an application.
Operation Description Undo Change
Location Returns an item toit...

+ MNovell Support {1 hit)

Web Search
igk-oR-Ehf to see the resuls

~ Designer Bugs/Features {1 hit)

+' Web Search
iek-er-thisTink ko see the resulks

Go Ta:

Al Topics =5 Related Topics

:ﬂ] Eookmarks [ Index

5.5 Viewing Demos

To see how Designer works, view the Flash demos that are available on the Welcome page:

1 Select Help > Welcome.

2 Select the Tutorials icon.

3 Select a demo:

¢ Model Projects

¢ Import

¢ Create a Workflow

*

+ Documentation Generation Overview

Manage and Simulate Policies
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5.6 Searching for Information

1 Select Help > Search.

2 Type a topic in the Search field, then click Go.

You can also select Help > Help Contents, then use the Search option above the Contents pane, or

click Search at the bottom of the context-sensitive Help view.

@ Help - Designer

Contents & = B

=] @l Designer for Identity Manager
& what's Mew in Designer
® ¥ Concepts
= 4 Planning Identity Solutions
e Installing Designer
EES Getting Help
[ﬂr Creating & Project
5L Creating a Madel
”L.I.-J Designing User Application Components

5L Workspaces, Perspectives, and Yiews
L] Configuring Objects in Designer
Eﬁr Managing Versions

£ version Contral

EES Managing the Schema

L) Managing the Flaw of Data

5L Managing Policies

”L.I.-IJ Irmporting inko Designer

Eﬂ Documenting Projects

(L) Managing Entitlements

5L Scheduling Jobs

5L Deploving and Exporting

[ Tools

4 setting Preferences
[ LT Tern ihlachnnkinn

Search: Gl Fearch scope: All bopics

T NN NN L RN RN R RN R RN RN AR AR RRATLLT]

Using the Eclipse help system

B

Browse topics in the Contents frame ([-;") on the left.
Forward buttons to navigate within the history of view

Searching

To quickly locate topics on a particular subject in the
Search frarme () to display the Search view. You c:
sections you are interested in.

Synchronizing

After you run a search and find a topic you were lookil
() or Show in Table of Contents button (%) to m

find it useful to synchronize after following in-topic link

Capabilities

5.7 Customizing the Browser and Help Server

1 From the main menu, click Window > Preferences.

2 Select Help, make changes, then click OK.

[+ Provisioning
- web and XML

Open Modes

(®)in a dynamic help view

&)in a dialog tray

lbype fiker test. | Help
I_'+:' gen.eral Fii Specify how help information is displayed.
[ Designer for
[use external browser
[ Help
- Movel See "Web Browser' For configuring the external browser used to display help topics,

Open window contexk help

)i an infopop

Open dialog context help

()in an infopop

Open help view documents

()i the editar area

for Identity Manager 3.6 Administration Guide

@ Preferences |L_| @@
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Because Designer is built on Eclipse, you are able to use Help server functionality. It is a
development tool for building your own tools. If you have a team environment where the entire
team is using Eclipse, you might want to set up a common Help server, and then use that server
for help files and content.

For more information on Help and the Help server:
+ See Help.
+ Go to the Eclipse Web site.
3 (Optional) Expand Help, then click Content.

|type filker text | &3 vou must specify a hostname

Gen.eral Include help content From a remote infocenter
Designer For IDM
= Help Location

Cantent Host: | |
Movell

Path: | fhel

Pravisioning a | fhelp |
Web and BML (¥) Use default port

O Use pork: I:l

4 (Optional) Make changes concerning the Help server, then click OK.
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Creating a Project

IMPORTANT: Projects created in Designer releases earlier than Designer 3.0 work in Designer 3.0

once they are converted. However, projects created in Designer 2.0 or 3.0 don’t work in Designer
1.1 or earlier releases.

¢ Section 6.1, “When No Project Exists,” on page 51

¢ Section 6.2, “When You Want to Create an Additional Project,” on page 52
¢ Section 6.3, “When You Want to Import a Project,” on page 54

¢ Section 6.4, “When You Want to Disable a Project,” on page 54

6.1 When No Project Exists

1 Make sure that the Designer perspective (in the upper right corner) is selected.

£ | g Designer

2 If you are just starting Designer and have no projects in the Project tab, you see the following

window:
== Project &2 EE outline | [ 5] T O
Projects @

There are currently no projecks, You can
create ar import projects by clicking the
links below,

E Mew Identity Manager Project

Import a Projeck:
55 File Syskem
L5 Identity vault

JD Wersion Control

3 Click New Identity Manager Project to launch the Identity Manager Project Wizard.
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@ New Identity Manager Project |:,®
new Identity Manager Project @

Mame the project and choose a location,

Project MName: | |

Project conkents
|Jse default

| Browse,..

4 Name the project, then click Finish.

6.2 When You Want to Create an Additional
Project

1 Right-click in the Project view pane, then click New > Identity Manager Project.

=+ Blanstonoo 1
{3 system Model
= Designer
LT Blanstano2

B st 3 |
["-.]Ef'l.l'l,l'
Open With 4
Impaort 4
B Export Project
5 Refresh erator

ltes] Copry Project...
B Move...
Disable Project

Rename. ..

i Check In...
erator
¥ Delete

Properties

2 In the Identity Manager Project Wizard, name the project.
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® New Identity Manager Project |Z|@@

New Identity Manager Project @

Mame the project and choose a location.

Project Mame: Blanson1|

Project conkents

Lise default

Designer stores the project in a local directory. You specified this directory when you installed
Designer. Typically, this default directory is ¢ : \Documents and
Settings\Username\designer workspace for Windows XP and
c:\users\Username\designer workspace for Vista. To specify a different
directory, deselect Use Default, then browse to and select the desired directory.

WARNING: Previous Designer workspaces are not compatible with Designer 3.0. Designer
stores projects and configuration information in a workspace. These workspaces are not
compatible from one version of Designer to another. You need to point Designer 3.0 to a new
workspace, and not to a workspace used by a previous version of Designer.

If you have Designer 2.x or 3.0 Milestone projects, import the projects into Designer 3.0 (File
> Import > Project from File System). Be sure Copy project into the workspace is selected.
Importing the project runs the Converter Wizard, making them compatible with Designer 3.0
architecture and placing them under your designated Designer 3.0 workspace directory
(designer workspace by default).

Click Finish.

The project is stored in a directory structure with the project name as the initial directory
containing files witha .proj and a . project extension. In this example, the project is
stored in the c: \Documents and Settings\Novell

User\designer workspace\Blanstonl directory on a Windows XP workstation.

Address 2 C:\Documents and Settingsihovel User\designer_workspace\Blanstonl

Folders X Mame Size  Type
= } My Cormpuiter A gDozulments Fi:e Fo:;ier
_ Mode File Folder
S DRIVEC (C) DToolkbox File Folder
D el project LKE PROJECT File
Iy docsysx [E Blanston1.cproj 1KE CPROIFie
=) Documents and Settings [E Blanston Lproj 1KB PROIFile

The project name appears in the Project view. When you select the System Model icon under
the project name, Designer opens the Modeler (an editor) for the new project.

For information on saving a project, see “Saving” on page 562 in Section A.4, “Project View,”
on page 561.
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6.3 When You Want to Import a Project

To import a project from an Identity Vault or from the File System, see Chapter 15, “Importing into
Designer,” on page 275.

6.4 When You Want to Disable a Project

You can disable and enable projects from the Project view.

1 To disable a project, right-click a project in the Project view and select Disable Project.

awn Cutline

ERIEYE|ansion00 1

s New v
=D gpen with ’
1= Blang
s Import 4
= D LB Export Project
== Blans
SE &9 Refresh
=& D iy Copy Project...
=

Mowe,.,

= Rename...

@ Check In...
=8 Blang W Update. ..

i s
CED K Delete

= Properties

Once disabled, the project is not accessible from any of the other views, including the Version
Control view, and the project is converted to a placeholder in the Project view.

T BlanstonQo 1
1= Blanstonoz

2 To enable the project, right-click the project placeholder in the Project view and select Enable
Project. The project is again accessible in the other views.
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Creating a Model

The Designer Modeler lets you create and manipulate a model of your Identity Manager
environment within a Designer project. This section discusses the following topics:

*

*

Section 7.1, “Basic Tasks,” on page 55

Section 7.2, “Accessing the Modeler,” on page 56

Section 7.3, “Selecting a Modeling Mode,” on page 57

Section 7.4, “Working from the Palette,” on page 64

Section 7.5, “Copying and Pasting,” on page 69

Section 7.6, “Moving Items,” on page 73

Section 7.7, “In-Line Editing,” on page 74

Section 7.8, “Tooltips and Toolbar,” on page 74

Section 7.9, “Organizing by Domain Groups,” on page 75

Section 7.10, “Connecting Applications,” on page 82

Section 7.11, “Aligning and Laying Out Components,” on page 88
Section 7.12, “Editing Multiple Objects,” on page 95

Section 7.13, “Modeling Active Directory Domain Controllers,” on page 95
Section 7.14, “Saving Your Model,” on page 97

7.1 Basic Tasks

This section lists basic tasks for creating a model after you have created a project.

1

In Designer, select a project.

If your project doesn’t appear in the Modeler, open the Project view (Window > Show View >
Project), expand the project, then double-click System Model.

Drag an Identity Vault object from the palette to the Modeler.

When you create an Identity Vault or server in Designer 3.0, the default Identity Manager
engine version is 3.6. Designer assumes that the Identity Vault has 3.6 capabilities. You can
successfully deploy and run 3.6 projects only on Identity Manager 3.6 servers.

You can easily change the engine version by selecting a version from the Server DN field.

Before you deploy a project, you must associate a server with the Identity Vault. You do this
through the Identity Vault properties. See Section 9.3, “Configuring Identity Vaults,” on
page 152.

You can add multiple Identity Vaults.
Configure a driver set.

Each Identity Vault contains a driver set. See Section 9.5, “Configuring Driver Sets,” on
page 156.

4 Add applications.

Creating a Model
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Drag applications from the palette to the Modeler. See Section 9.11, “Configuring Application
Properties,” on page 192.

5 Configure drivers.

Driver connections are automatically drawn between the application and the driver set. See
Section 9.7, “Configuring Drivers,” on page 164.

6 Develop and customize your model.
Develop according to what you planned in Section 3.2, “Solving Identity Issues,” on page 30.
7 Save your model (design).
Do one of the following:
+ From the main menu, select File > Save (or Save All).
+ From the main menu, select File > Close > Yes.

¢ Click the X in the Modeler’s tab, then select Yes.

7.2 Accessing the Modeler

The Modeler space is the main working area. It is an editor where you design projects. It is the main
work space and primary means of interacting with Designer. All other editors, views, and dialog
boxes support and provide functionality for the Modeler.

Figure 7-1 Designer’s Modeler

@ Designer - Project2/ProjectZ.proj - Designer,

File Edit Wew Projct Tools Live Model Window Help
NrHalgxdvLBE @i B i £ | @) Desigrer |
= Praject | o= Outine &2 ?&Nawgatw] = O/ *projectz - Developer 23 i 5AP-HR Filter W =g
(6 @ = & | Madeler 100% L ‘:P"'em’: !
— Select
E [ Project2 ~ — %‘ Marquee
Identity Wault R
s Connection
server
% Driver Set T Identity Yault
-1 mew Library 60 Driver Set
) Driver [ Domain Group
% Driver 2 [ Database
Driver 3
o Directe
@ Driver 4 kb rectory
&) Driver § (= E-Mal
o) SAPHR o || CETe
£1%) Publisher (= Identity Assurance
b subscriber = MainFrame
h SAP-HR Filter o T
Mapping Policy B oo
Passwiard(5ub)-Pub Email MotiFicatic RIoVStEm
Inpiut Transform Styleshest L= PBX
KE ottt Transform Shilesheek vl (== Setrvice
& & (= Tool »
Views =
' Provisioning |l B Dataflow 17 a [ pelmited Text
[ Fan-out
G & El & [ @eneric App
®-(® CommExec [E| HTTR Server
© sroup [ 50ar server
@® organizational Rals b |
- (® Organizational Unit
® user
5 v
B ko
[show effective Flows & | 3] [lssProvisioning
&) Developer | [B) Architect | § Datafiow | 5] Table |
| toeofzsam [ G 0°

To get started, you create a project and drag items from the palette into the Modeler space. Then you
arrange and configure the items.

If the Modeler doesn’t display:

1 Expand a project in the Project view.
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== Designer
=I[= Documents
= Generated
=I-[= Toolbox

== DocumentGeneratar
@ Styles
+-1=F Enforcerl
+-1=F Project?

If you haven’t yet created a project, create one.
2 Double-click System Model.

7.3 Selecting a Modeling Mode

¢ Section 7.3.1, “Developer Mode,” on page 58
¢ Section 7.3.2, “Architect Mode,” on page 59
¢ Section 7.3.3, “Dataflow Mode,” on page 63
¢ Section 7.3.4, “Table Mode,” on page 64
The Modeler has tabs along the bottom, so that you can switch among different modeling modes.

The modes have different advantages, depending on the task you’re trying to do and the role that you
are acting in.

Figure 7-2 Modeler Modes

& Developer | [ Architect ?" Dataflow Table

The modes are synchronized with each other with selection, data, and content. They are also
synchronized with the Outline View and Thumbnail view.

As you switch modes in the Modeler editor, the editor tab at the top displays the mode that you are
in. Also as you switch modes in the Modeler editor, Designer also remembers and restores to the
Modeler page you were last on when you close and re-open a project. This helps you stay in the last
mode you were last in.

By default, the theme preference is different for each mode. To configure each theme independently
in the Modeler preferences:

1 Click Window > Preferences then select Novell > Identity Manager > Modeler.
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|bype Filter kext Modeler G

- General pre— R
- Help | Behaviars | Display | Guidance || Layouts | Pages | Prompts | Themes |
& Novel Developer: |DeFauIt v|
[#- Designer
[=- Identity Manager Architect: | Tucson Desert v |
. - Configuration
Document Generation
Entitlements
iManager
Import/Deploy
Policy Builder
Sirmulation

H E! Provisioning
[ eb and %ML

[Restore Defaults ] [ Apply ]

®

Ok H Cancel ]

2 Click the Themes tab.
3 Select a theme, then click OK.

7.3.1 Developer Mode

Figure 7-3 Developer Mode
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(= E-Mail
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(= Op System
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Use Developer mode to do all low-level operations with driver sets, drivers, policies, and
applications. This mode lets you manage all of the visual elements and configuration details that you
need to fully build and deploy an identity solution.

In Developer mode, the palette organizes the applications and systems into categories. You can
customize them to show up as one alphabetical list by using the Modeler Preferences. See “Palette
Page” on page 515.

Working with Labels

Figure 7-4 An Application’s Label

MuSLILY

MysaL

By default in both Developer and Architect modes, labels appear under application icons in the
Modeler. They also appear above Identity Vaults in Architect mode.To configure these labels to not
appear, use the Modeler Preferences. See “Modeler” on page 513.

7.3.2 Architect Mode

Figure 7-5 Architect Mode
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Use the Architect mode to work at a design level for your projects. Because the design level doesn’t
show drivers, driver sets, or policies, you focus more on systems. This mode helps you do large-
scale design, which is more intuitive to architects and business strategists.
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It is quite likely that you will start in this mode when you begin each project. You will probably
spend time putting together an accurate diagram of your enterprise as you consult with various
people throughout your organization. As you do so, you should capture key information on each
system, such as the owner, contact information, machine environment, software versions, and
authentication credentials. As you go through this process, you will also define your project
requirements, start thinking about your data, and capture that information in your project.

When the time is right, you can switch to the Developer mode and delve into the technical details of
building a working solution. Depending on the size of your project and the makeup of your team,
you could have architects and designers build high-level solutions with Designer in the Architect
mode, and then send the project to identity developers who understand the details of writing policies
and configuring systems. They can share the same project.

In Architect mode, you can connect any design element with any other design element, application,
image, or Identity Vault. The connecting lines enable you to express any relationship, making
Architect mode a general-purpose, high-level business modeler. The Architect-mode lines don’t
display when you switch to the Developer mode.

NOTE: When you add icons representing driver applications through the Architect mode, you will
need to configure those drivers in the Developer mode. Once you have added the necessary drivers
and switch to the Developer tab, right-click the line between the driver icon and the driver set, then
select Run Configuration Wizard.

The design elements have connectivity information tied to them. You can use design elements to
perform live operations or to remotely control other elements that are in your environment but are
not necessarily included in your Identity Manager infrastructure.

When using the Architect mode, you should be familiar with the following:

¢ “The Palette in Architect Mode” on page 60
+ “High-Level Data Flows in Architect Mode” on page 61
¢ “Tasks” on page 62

The Palette in Architect Mode

In Architect mode, the palette lists all applications in one folder and design elements in another
folder. The Architect Modeler view now contains all of the graphical modeling tools that are present
in the Developer Modeler view. This includes:

+ Rulers

¢ Snap-in guides
¢ Alignment hints
* Grid

¢ Snap-in movement

The Graphics folder has an Image icon. When you drag this icon to the Modeler, Designer displays a
generic graphic:

Figure 7-6 The Image Icon
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To edit the properties of this icon:

1 Right-click the icon, then select Properties.

k3 Properties for, Image |:|E]@

type filker text Image S
Irnage
Conneckivity Mame: | Image
[Restore Qefaults] [ Apply ]
[:':7:] [ [o]'4 ] [ Cancel ]

2 In the Name field, replace Image with a caption.
3 Browse to and select a replacement graphic, then click OK.

You might need to reduce the size of the graphic before importing it.
After the image is in the Modeler, you can drag it, change it, connect lines to it, align or distribute it,
or delete it.
High-Level Data Flows in Architect Mode
To set data flows in Architect mode:
1 Right-click the line between an application and an Identity Vault.
2 Select Show Dataflow View.

3 Right-click the line again and select Dataflow.

4 Specify synchronization and notification events, then click OK.
This option is used the same way as in Developer mode except that in Architect mode, Designer
automatically configures all the details (schema, filters, and mapping policies) for you. You won’t

see the Data Flow Wizard for these details. Before deployment, you can edit the details by using
Developer mode.
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Tasks
You can perform the following tasks in Architect mode:

¢ Straighten connections (edges). See Section 7.11, “Aligning and Laying Out Components,” on
page 88.

¢ View Password Sync icons and edit synchronization. See Section 12.6, “Integrating
Passwords,” on page 261.

¢ Auto-connect eDir-to-eDir.
¢ When deleting the driver line, view a prompt to confirm drivers being deleted.
¢ Display design elements in your model.

Open the Design Elements folder on the palette, drag design elements onto the Modeler, and
connect the design elements.

Figure 7-7 Items in the Design Elements Folder
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7.3.3 Dataflow Mode

Figure 7-8 Dataflow Mode
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The Dataflow mode launches the Dataflow Editor, so that you can see all of the filters that control
how data flows between the connected systems and Identity Vaults. In the Dataflow Editor, you can

right-click an eDir-to-eDir connection and have the option to remove the connection.

The Dataflow mode is synchronized with the Modeler and with the Outline view when you add,
delete, change, or synchronize objects. Also, you can see how passwords flow from each server. See

Chapter 12, “Managing the Flow of Data,” on page 237.

The Dataflow toolbar enables you to perform the following actions:

+ Deploy driver filters for all drivers in the Dataflow view

+ Refresh the Dataflow view’s Ul screen

+ Save the current Dataflow view to an HTML file. You can select a directory to put the file.

+ Save all of the filtered views (Notify, Sync, Reset, Password Sync) to an HTML files. You can
select a directory to put the files.

¢ Go up and down to the Identity Vaults

¢ Create a new Identity Vault

¢ Add an application driver for a connected system

¢ Filter Identity Vaults and application drivers out of the Dataflow view
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The pull-down menu allows you to perform the following:

*

Expand all containers

*

Collapes all containers

*

Launch Dataflow preferences
Get help

*

The Architect and Modeler views contain the same pull-down menu with the same functionality.

7.3.4 Table Mode

Figure 7-9 Global Table Editor
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Table mode provides a Global Table editor, which lists all design elements in the project. You can
scroll this table to quickly scan essential information, such as the element’s type, the container
where the element resides, and details, such as an element’s size, or driver and serverinformation.
You can efficiently find all items of a particular type and edit their settings.

To edit an entry in the table, double-click a line, or right-click a line and select either Open With,
then an editor. You can also right-click a line, select Open, and Designer launches the editor that has
been associated with the action. For example, drivers open their Properties page, policies open in the
Policy Builder, etc.

When you select an entry in the table, Designer synchronizes the selection with the Outline view, so
that you can view the selection’s container.

To sort the lists, click a column header.

7.4 Working from the Palette

+ Section 7.4.1, “About the Palette,” on page 65

*

Section 7.4.2, “Palette Operations,” on page 65

*

Section 7.4.3, “Using Generic Applications,” on page 66

*

Section 7.4.4, “Fly-Out Palette,” on page 66

*

Section 7.4.5, “Resizing the Palette,” on page 67
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*

Section 7.4.6, “Docking the Palette,” on page 67

*

Section 7.4.7, “Arranging Folders and Applications,” on page 68

*

Section 7.4.8, “Changing the Layout,” on page 68

*

Section 7.4.9, “Keyboard Support for the Palette,” on page 69

7.4.1 About the Palette

Figure 7-10 Designer’s Palette
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The palette is the source of all of the items that you add into the Modeler. To build a model, do one
of the following:

¢ Drag and drop items from the palette to the Modeler space. When you drag and drop an
application, it auto-connects to the closest driver set.
¢ Click an item in the palette, then click in the Modeler space where you want the item to go.

7.4.2 Palette Operations

Table 7-1 Palette Operations

Operation Description

Connection Connects items in the Modeler space.

Identity Vault Places an Identity Vault in the Modeler space.

Driver Set Places an eDirectory Driver Set object in an Identity Vault. All applications
that you want to connect use a Driver Set object as a hub between the two
applications.
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Operation Description

Domain Group Lets you group and organize items in the Modeler space.

Folders Applications are organized within folders or drawers. To open or close a
folder, click it. To hold the folder in place and make sure that it doesn'’t fully
collapse (even when you open other folders), click the pin. Once the Palette
is full unpinned folders automatically close when you open another folder.

Applications The various applications that you can connect are grouped into folders by
type. You can drag and drop these applications to the Modeler space and
begin editing them. The Modeler automatically adds a connecting line, which
represents a driver.

Scrolling Arrows Small directional arrows. If a folder has many items, or if the screen area is
restricted, scrolling arrows appear. To scroll through he contents of a folder,
click the arrows.

7.4.3 Using Generic Applications
Figure 7-11 The Generic App Option on the Palette
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Scenario: A Generic Application. Fridrik creates a project with his own items and graphics, in his
own version of Designer. He transfers the project to you, but you are using a different version of
Designer, which doesn’t understand those items. Your version renders the transferred objects as
Generic applications.

7.4.4 Fly-Out Palette

Figure 7-12 The Palette’s Control Arrow
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To hide the palette, click the small control arrow on the palette. The palette collapses.

To open the palette again and keep it open, click the arrow.
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To temporarily open the palette again, hover the cursor over the collapsed palette, below the control

arrow. The palette quickly expands. This is fly-out mode.

To change the palette from fly-out mode, click the control arrow again. The state persists and is

restored the next time you run the application.

7.4.5 Resizing the Palette

1 Click the palette’s thick border that faces the Modeler space.
2 Drag the line.

The size persists and is restored the next time you run the application.

7.4.6 Docking the Palette

To dock the palette on the left or right of the Modeler space:

1 Click the top palette header.
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(= PBY,
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== Provisioning
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Application
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ﬁ) Developer | [ Architect | @* DataFInw| Table|

2 Drag the palette to the desired location.

The location persists and is restored the next time you run the application.
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7.4.7 Arranging Folders and Applications

By default, applications are placed in folders.
To arrange applications alphabetically instead of in folders:

1 Click Window > Preferences > Novell > Identity Manager > Modeler > Palette.

bype Filker bexk Palette

General Developer-mode palette organization
[=)- Designer Far 100

Configuration
Document Generakion (*) arrange applications in an alphabetical lisk
Entitlements
iManager
ImportDeploy
Language
= Modeler
Dataflow
Palette
Palicy Builder

() Arrange applications in Folders

2 Select Arrange applications in alphabetical list, then click OK.

7.4.8 Changing the Layout

1 Right-click the palette.

1 Palette

[:3 Select

r-a
L Marques

s Connection

@ 1 Layouk Columns

G0 Use Lorgs fcons
Icons Onl

[ Settings... . ¥
Details

[~ Database

2 Select Layout.

3 Select an option.

Setting Description

Layout: Columns Displays folders and applications in columns.

Layout: List Arranges folders and applications in a list.

Layout: Icons Only Removes descriptive labels.

Layout: Details Briefly describes palette items.

Use Large Icons Toggles the size of icons used for applications.

Settings Enables you to set the layout and icon size in
one dialog box. Controls how folders (drawers)
behave.
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7.4.9 Keyboard Support for the Palette

Table 7-2 Shortcut Keys for the Palette

Keystroke Description

Left-arrow Collapses an open folder. The focus must be on the folder, not the
application.

Right-arrow Opens a collapsed folder. Moves into an open folder.

Up-arrow Moves up to the next folder.

Down-arrow Moves down to the next folder.

7.5 Copying and Pasting

¢ Section 7.5.1, “Copying Applications,” on page 69
¢ Section 7.5.2, “Copying a Driver Set,” on page 70
¢ Section 7.5.3, “Copying an Identity Vault,” on page 71

*

Section 7.5.4, “Copying a Domain Group,” on page 72

*

Section 7.5.5, “Copying between Editors,” on page 72

7.5.1 Copying Applications

Figure 7-13 Applications to Copy

You can copy and paste the following within the same editor or to another editor:

¢ Applications, including custom applications
¢ Disconnected applications

* Driver icons

1 Select an application or driver icon.
2 Press Ctrl+C, then Ctrl+V.
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The copy and paste operations are also accessible from the Clipboard context menu. (Currently, they
aren’t accessible from the main menus.)

When you copy an application in the same editor, Designer copies all of the application’s attributes,
and copies all subelements. Therefore, all drivers that the application is connected to are copied, and
all policies that the drivers contain are also copied. The new application defaults to connect to the
same driver sets that the previous application connected to.

To copy an application to a different driver set (in the same editor or in another editor):

1 Select the application.

2 Press Ctrl+C.

3 Select the target driver set that the application will connect to.
4 Press Ctrl+V.

If you copy and paste an application without selecting a target driver set, Designer makes a copy and
connects it to the current driver set.

You can select multiple applications and then copy and paste them.

7.5.2 Copying a Driver Set

Figure 7-14 Driver Sets

You can copy and paste driver sets within the same Identity Vault or to another Identity Vault in the
same editor or in another editor.

1 Select a driver set.
2 Press Ctrl+C, then Ctri+V.

When you copy a driver set in the same editor, Designer copies all of the attributes of the driver set,
including the following:

+ All drivers that the driver set is connected to
¢ All policies that the drivers contain

¢ All target applications

70 Designer 3.0 for Identity Manager 3.6 Administration Guide



To copy to a different editor:

1 Select a driver set.
2 Press Cirl+C.

3 Select the target Identity Vault in the other Modeler editor where you want the driver set to be
copied to.

4 Press Cirl+V.

By default, the new driver set is created in the same Identity Vault as the one that it was copied from.
However, if you select another Identity Vault, the driver set is copied there.

After you copy and paste, you might need to move the pasted objects to a better location so that they
don’t cover up an existing object. To do this, leave the objects selected after you paste them, then
move them. Another way to easily select objects:

1 Right-click a driver set.

2 Select Select All Connected Applications.

3 Move one of the selected applications.

All connected applications move together.

When you copy a driver set, it has the same settings, except for the selected servers, which are blank.
This exception occurs because the Identity Manager engine does not allow more than one driver set
on an Identity Vault to be associated with the same server. Therefore, you need to set up the servers

for the new driver set. If you copy an Identity Vault, Designer copies the driver sets. The new driver
set has the same server settings set up for you.

You can select multiple driver sets and then copy and paste them. To copy and paste multi-driver
connections, you must copy the driver set or Identity Vault that contains them. In Designer 2.0, if
you copy the application that has a multi-driver connection, the application and only one of its
drivers are copied.

7.5.3 Copying an ldentity Vault

You can copy and paste Identity Vaults within the same editor, to another editor in the same
Modeler space, or in a specific Domain Group.

1 Select an Identity Vault.

2 Press Ctri+C.

3 Select nothing or the target Domain Group (in the same editor or another) where you want the
Identity Vault to be copied to.

If you select nothing, the new Identity Vault is copied to the right of the previous Identity Vault
in the current editor.

4 Press Cirl+V.

The new Identity Vault appears to the right of the previous Identity Vault and is the same size as the
one that it is being copied from.

When you copy an Identity Vault, Designer copies all of the elements of the Identity Vault. The
elements include servers, e-mail templates, driver sets, and connected applications.

You can select multiple Identity Vaults and then copy and paste them.
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7.5.4 Copying a Domain Group

You can copy and paste Domain Groups within the same editor or to another editor in the same
Modeler space or in a specific Domain Group.

1 Select a Domain Group.

2 Press Ctri+C.

3 Select the location for the new Domain Group.

If you select nothing, the new Domain Group is copied to the right of the previous Domain
Group in the current editor.

4 Press Cirl+V.

The new Domain Group appears to the right of the previous Domain Group, and is the same size as
the one it was copied from.

When you copy a Domain Group in the same editor, Designer copies all of the attributes of the
Domain Group. However, Designer doesn’t copy all subelements.

You can select multiple Domain Groups and then copy and paste them.

7.5.5 Copying between Editors

To easily copy and paste between two editors:

1 Using the Project view, open two projects.
One project is active. The second project’s tab displays at the top of the Modeler.
2 Close the palette by clicking the control arrow on the palette’s title bar.

3 Click the second project’s tab and drag it to the Modeler’s right border.

The tab changes to a folder icon until it arrives near the border, where the folder changes to an
arrow.

4 Release the mouse.
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5 Copy items from one editor to the other.

7.6 Moving Iltems

After an item is in the Modeler space, you can move it by dragging it to a new location. The Modeler
prevents you from placing objects where they don’t belong. For example, you cannot move a driver
set out of an Identity Vault to the Modeling space, or drop an application inside of an Identity Vault.
You can always drag objects into a Domain Group, or drag a driver set from one vault into another.

If you drag a driver set into an Identity Vault, the Identity Vault automatically grows or shrinks to fit
the driver set, so you don’t need to manually resize the vault. This behavior can be turned on or off
in Preferences. See “Modeler” on page 513

Figure 7-15 Example Driver Sets in an Expanded Identity Vault
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7.7 In-Line Editing

Figure 7-16 An In-Line Edit
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To edit the names of objects, do one of the following:

¢ Select the item, press F2, then edit the label.
+ Double-click the item, then edit the Name field.

You can do an in-line edit for any type of item in the Modeler, including the driver lines.

7.8 Tooltips and Toolbar

As you mouse over objects in the Modeler, a tooltip appears with the name of the object.

Figure 7-17 A Tooltip

The Modeler also provides a toolbar.

Figure 7-18 The Modeler Toolbar

e 0090 4 vy@ @

The Modeler toolbar enables you to quickly find often-used features:

+ Search

+ Find a driver’s status (also available from the Live menu when you select a driver set or
Identity Vault)

¢ Start, stop, or restart a driver (also available from the Live menu when you select a driver set or
Identity Vault)

* Clear all items

+ Save a snapshot of the model
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The pull-down menu allows you to perform the following:

*

*

*

*

*

The Architect and Dataflow views contain the same pull-down menu with the same functionality.

Expand all containers

Collapes all containers

Launch Modeler preferences

View demos on how to use the Designer
Get help

7.9 Organizing by Domain Groups

*

*

*

Section 7.9.1, “About Domain Groups,” on page 75

Section 7.9.2, “Key Features,” on page 76

Section 7.9.3, “Creating a Domain Group,” on page 76

Section 7.9.4, “Minimizing (Collapsing) Domain Groups,” on page 78
Section 7.9.5, “Restoring Domain Groups,” on page 78

Section 7.9.6, “Maximizing Domain Groups,” on page 78

Section 7.9.7, “Auto-Placement of Neighbors,” on page 79

Section 7.9.8, “Grouping into a New Domain Group,” on page 79
Section 7.9.9, “Ungrouping a Domain Group,” on page 80

Section 7.9.10, “Clearing Contents,” on page 81

Section 7.9.11, “Changing a Domain Group Icon,” on page 81
Section 7.9.12, “Keyboard Support for Domain Groups,” on page 82

7.9.1 About Domain Groups

Figure 7-19 The Domain Group Option on the Palette
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Domain Groups enable you to organize your model into logical groupings that help to keep your

diagram clean. Domain Groups have no technical function, and they have no impact on how items
and relationships are stored in the Identity Vault. This option is just a tool to help you better organize

and view items in the Modeler.
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Using Domain Groups is the key to modeling your entire enterprise, no matter how large it is. You
can create a model that is manageable, useful, and logical, according to how you want to organize
and diagram your enterprise.

Figure 7-20 A Domain Group in the Modeler
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7.9.2 Key Features

¢ Change a group name through the Properties view.
¢ Drag and drop items in and out of groups.

¢ Minimize or restore groups.

¢ Move everything in a group.

¢ Remove everything in a group.

¢ Nest groups within groups (no limit).

+ Resize groups. A minimum size is enforced.

¢ Ungroup. Remove the group but leave the children.

7.9.3 Creating a Domain Group

1 Drag and drop a Domain Group from the palette to the Modeler space.

2 Organize items inside Domain Group items.
To add another Domain Group, drag and drop one from the palette.
To add an Identity Vault, do one of the following:

¢ Drag an Identity Vault from the palette.
¢ Right-click in the Domain Group, then select New > Add Identity Vault.
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The Add Server to Identity Vault dialog box appears. If you select Specify a Server, Designer
provides a dialog box that enables you to select an eDirectory™ server or specify a server
manually.

To add a driver set:

1 Right-click inside an Identity Vault.
2 Select Add Driver Set.

To add an application:

1 Right-click a Driver Set object.
2 Select Add Connected Application.

The application is added to the right of the right-most connected application. If this is the first
application, it is placed under the driver set.

The application defaults to a generic application type. To change the type:

1 Right-click the application, then select Properties.
2 Select a different application, then click OK.

When you add selected items to a Domain Group, the Domain Group expands.

Figure 7-21 A Domain Group
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If you move an item to the edge of the Domain Group, the boundaries expand, so that the items
remain inside the Domain Group. You can drag an item from the Domain Group to remove it from
the group.
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You can have nested domains. If you expand a nested domain, the outer (hosting) domain auto-
increases in size. You aren’t required to manually resize parent domains. By expanding, the hosting
domain displays the nested domain, so that the nested domain isn’t cut off.

7.9.4 Minimizing (Collapsing) Domain Groups

To minimize a Domain Group, click the Minimize = button. When a Domain Group is
minimized, it defaults to a random icon. You can use Properties to change the icon. (See “Changing
a Domain Group Icon” on page 81.) The icon and minimized state of the group are saved in the
Project file.

When a group is minimized, you can’t see its contents, nor can you drag new items into the group.
However, you can move, rename, or delete it.

When you minimize a group, lines that were connected to items in the group now connect to the
group. This functionality enables you to see that there is a relationship with items in the group and
items outside the group. Depending on your objects, their relationships, and state of other related
groups, multiple lines might collapse into one line.

Figure 7-22 A Collapsed Group

When you expand the group, the lines are moved back to the actual items they connect with. This
functionality works for any level of nesting of groups.

7.9.5 Restoring Domain Groups

To restore the Domain Group to its original size, click the Restore B button.

7.9.6 Maximizing Domain Groups

To maximize a Domain Group, click the Maximize - button. The group expands to a much larger
size. To return it to the original size, click the Restore button.

You can maximize only first-level groups. For inner groups, the Maximize function is disabled.
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7.9.7 Auto-Placement of Neighbors

To push or pull the neighboring items when you expand or contract Domain Groups, hold down the
Ctrl key while you expand or contract the Domain Group. Any item that is to the right or below a
Domain Group is affected.

7.9.8 Grouping into a New Domain Group
1 In the Modeler, select multiple items.
2 Right-click, then select Add to Group.

The Modeler creates a new Domain Group and adds those items, preserving their relative spacing to
each other. This process removes the items from wherever they previously existed and places them
in the proper area in the new group.

The following figure illustrates two Applications that have been added to a new Domain Group and
removed from their previous groups.

Figure 7-23 Grouping into a New Domain Group
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7.9.9 Ungrouping a Domain Group

Figure 7-24 Ungrouping a Domain Group
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To ungroup a Domain Group, right-click it, then select Ungroup.

This process removes the Domain Group but leaves all contents where they are, so that they won’t
be deleted. This is just a way to ungroup the items. Depending on what level you are in the Modeler,
the ungrouped items are automatically added to the host group or to the main Modeling space.
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7.9.10 Clearing Contents

Figure 7-25 Clear All Items
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To remove all contents from the Modeler, click Model, then select Clear All Items.
To remove all contents from a Domain Group, right-click, then select Clear Domain Contents.

Designer prompts you before clearing the Modeler space.

7.9.11 Changing a Domain Group Icon

1 Right-click a Group Domain item in the Modeler, then select Properties.

Locli 1 Domain Group

Diamain GroLp
Tzon:

Browse...

Mame: | Somain Group 1

Motes:

’Restore Qefaults] ’ Apply ]

2 Browse to and select an image (for example, finance.png).

Icons for Domain Group components reside in the Group directory in the Modeler plug-in
directory. By default, Designer opens the Group directory.
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Designer supports .GIF, . JPEG, . PNG, and Windows . BMP formats. You can add your own
icons to the Group directory.

3 Click Open, then click OK.
The minimized 16x16 version of the image also now appears in the Domain Group title bar.

As you add Domain Group items, Designer randomly assigns icons from the Group directory to the
new Domain Group.

7.9.12 Keyboard Support for Domain Groups

Table 7-3 Shortcut Keys for Domain Groups

Keystroke Description

Alt+Down-arrow Navigates into a Domain Group
Alt+Up-arrow Navigates out of a Domain Group
Delete Deletes the selected items

7.10 Connecting Applications

¢ Section 7.10.1, “Automatic Connections,” on page 82

¢ Section 7.10.2, “Connection Target Highlights,” on page 83

¢ Section 7.10.3, “Automatically Creating Objects,” on page 83

¢ Section 7.10.4, “Auto Redraw,” on page 83

¢ Section 7.10.5, “Manually Connecting,” on page 84

¢ Section 7.10.6, “eDir-to-eDir Connections,” on page 84

¢ Section 7.10.7, “Multiple Driver Connections,” on page 85

¢ Section 7.10.8, “Straightening Connections,” on page 86

¢ Section 7.10.9, “Reconnecting,” on page 87

¢ Section 7.10.10, “Driver Icons,” on page 87

¢ Section 7.10.11, “Selected Drivers,” on page 88

¢ Section 7.10.12, “Auto-Layout of Imported Objects,” on page 88
¢ Section 7.10.13, “Keyboard Support for Connections,” on page 88

7.10.1 Automatic Connections

When you drag an application into the Modeler space, and the Modeler contains a driver set,
Designer automatically draws a connecting line between the Driver Set object and the application.

When you use the palette’s Connection function to connect an application to an Identity Vault, you
can begin or end your driver line at the Identity Vault. The line automatically connects to a driver set
in an Identity Vault.
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If the Identity Vault contains more than one driver set, the Connection function connects the driver
line to the first driver set. This functionality also works for multi-driver connections.

All multi-driver driver lines are bendable. You can lay them out so that the lines don’t overlap at any
angle. Also, you can reconnect multi-driver connections.

If an Identity Vault has multi-driver connections in a Domain Group and you minimize that Domain

Group, a single collapsed line represents all of the multi-driver connections.

7.10.2 Connection Target Highlights

When you drag an application across the Modeler space, the closest Identity Vault and closest driver
set in that Identity Vault are highlighted. The highlights indicate the item that the application will
connect with when you drop the application.

Figure 7-26 Connected Objects
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7.10.3 Automatically Creating Objects

If you drop an application into the Modeler space, and that space has no Identity Vaults, Designer
automatically creates an Identity Vault.

If you add a driver application in the Modeler by right-clicking in the Modeler, then selecting New >
Application, the driver application is now added at the place where you right-clicked. This makes it
easier to locate items in the view.

7.10.4 Auto Redraw

If you move items, lines are automatically redrawn.
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7.10.5 Manually Connecting

To manually connect an application to a driver set:

1 Click Connection in the palette.
2 Draw a line between the application and the driver set.

To reconnect an application, select the driver line, then drag one end of the line to another driver set
or application.

The drag gesture gravitates the line towards the nearest connectable point. This functionality helps
you know what you can connect to and where you can connect the item. If you try to connect to
something that isn’t allowed, the cursor usually indicates so, or nothing happens when you drop the
item.

7.10.6 eDir-to-eDir Connections

Figure 7-27 eDir-to-eDir Connections

An eDir-to-eDir connection is a special type of connection. It is used frequently in Identity Manager
environments. This connection is a way to configure two eDirectory drivers to communicate directly
with each other. (No other drivers are able to communicate directly with any other type of driver.)
This type of connection is most commonly used for synchronizing a local directory tree with a
Metadirectory Identity Vault.

To create an eDir-to-eDir connection, do one of the following:

¢ Drag a line between two Identity Vaults

¢ Drag a line between two driver sets

When you connect a line between two eDirectory applications, the line automatically turns into an
eDir-to-eDir connection. See the illustration in Section 12.2.6, “Viewing an eDir-to-eDir Driver,” on
page 250.
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To disconnect an eDir-to-eDir connection, right-click an eDir item, then select Disconnect eDir-to-
eDir. Designer creates two new eDirectory applications and redirects each driver to its respective
application. A new driver is not created. No data is lost. Designer keeps the same drivers.

If you delete one side of an eDir-to-eDir connection, Designer converts the remaining half into a
regular driver connection to an eDirectory application.

7.10.7 Multiple Driver Connections

To connect more than one driver from a driver set to an application:

1 Select Connection in the palette.

2 Connect the driver set and the application again and again.

Each time you connect, a new line is added. All lines are bendable, so that the lines don’t overlap.
To get the model to look optimal, you probably need to move the application slightly from its
default position.

You can also connect more than one driver to a single application. This actually causes the
application to act as a hub. Each driver can connect to and authenticate to the application or system
the same or differently, depending on your needs. Each driver can access the same part of the
application or system or different parts (for example, different tables in a database). The Modeler
lets you diagram a layout according to your needs.

Figure 7-28 Multi-Driver Connections
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7.10.8 Straightening Connections

To straighten connecting lines:

1 Press Ctrl, then select one or more items in the Modeler.

|~ LOENTITY HS5UFance
== MainFrame
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------- Straighten Connection
Distribute
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Show Subsystems
5 Add to Group

?’ Shove Dataflow View
Crakaflow 4

! Remote Control Desktop
@ Discover Domain Controllers

E Manage Application Schema. ..

Docurent Selection. ..

Driver 4
¥ Delete
2 Right-click, then select Straighten Connections.
What is straightened depends on what you select:
Table 7-4 Straightened Connections
Selected Item What Is Straightened
A driver That driver’s line
An application The connecting driver’s line
An Identity Vault All lines that originate from that driver set in that
Identity Vault
A Domain Group Everything in the Domain Group
A project (selected by clicking the Modeler’s Everything in that project

background)

Lines are straightened only if they are less than 20 pixels from a north, west, south, or east
alignment. The intent of this operation is to quickly nudge lines that are almost straight, so that they
become perfectly straight.
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This nudging removes the tedium of meticulously dragging items into perfect alignment and being
concerned with the pixels. If a line isn’t almost straight, it is left alone. In fact, the Straighten
Connection operation is disabled unless the selected items qualify to be straightened. If some of the
selected items qualify but others don’t, the operation is still enabled, but only eligible lines are
straightened.

7.10.9 Reconnecting

To reconnect components, do one of the following:

¢ Drag the end of a line (driver) from one application to another.

¢ Drag the end of a line (driver) from one driver set to another.
7.10.10 Driver Icons

Table 7-5 Driver Icons

Icon Description
1-3 A driver. The entire line between a driver set object and an application represents
a driver.
@ A remote driver.
™ A firewall. Indicates that the driver is communicating across a firewall.

The following figure illustrates these icons.

Figure 7-29 Driver Icons
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To see, turn on, or turn off driver icons:

1 Right-click a driver line.

2 Select an option (for example, Mark as Firewall) to turn on or turn off.
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7.10.11 Selected Drivers

As you move the mouse over a driver, the line thickens so that it is more obvious. You can click and
interact with this line.

7.10.12 Auto-Layout of Imported Objects

When you import objects from the directory, they are automatically laid out, connected with lines,
and assigned an icon that matches objects and relationships as closely as possible.

For example, if you import a Driver Set object, Designer imports all of the drivers and connects
them with lines. Also, each driver points to an application icon. Application icons include the
following:
¢ The exact Application icon (for example, Avaya* or PeopleSoft*)
¢ The image stored on the driver
The image is embedded in a square application icon.
¢ A generic application icon

If no image is stored on the driver, Designer supplies an icon for one of the following
applications:

+ Generic

+ JDBC*

+ LDAP

¢ Delimited Text

The auto-layout mechanism uses the layout topology that you have selected. The default is Fan
Out - Bottom. You can customize this setting in Preferences. See “Modeler” on page 513.

7.10.13 Keyboard Support for Connections

Table 7-6 Shortcut Keys for Connections

Keystroke Description
/ Navigates to the item’s next connection
\ Navigates to the item’s previous connection

7.11 Aligning and Laying Out Components

¢ Section 7.11.1, “Alignment Hints,” on page 89

¢ Section 7.11.2, “Using Rulers,” on page 90

¢ Section 7.11.3, “Using a Grid,” on page 92

¢ Section 7.11.4, “Distributing Applications,” on page 93
¢ Section 7.11.5, “Auto-Layouts,” on page 94

¢ Section 7.11.6, “Layouts to Use for Imports,” on page 94
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Alignments place objects in the same horizontal or vertical plane. Alignments help you see
relationships in your model. You can align or attach items to the left, center, or right of alignment
guides.

When you move the guide, attached items move with it, staying attached in the same relative
positions.

To align components:

1 Press Ctrl, then select more than one item.

=5 SErvice
|-= Tool
Delimite
D Fan-Ciu
- Straighten Connections I:I Genetic
S Distribute ’ HTTP St
44 Align Top

% align Bottam

o N
i Add to Group i3 Align Left
oy * align Right
- -
LinuexUnix Dataflow L4 5?9.— align Center
S Align Middie

|

2 Right-click, then select Align.

3 Select an alignment option.

You can also attach an item by dragging it to a guide. After you wait a moment, the guide line is
highlighted, indicating that the item is attached.You can align within the same group but not across
groups.

Guides that you set up are restored the next time that you run Designer. You don’t need to re-create
them.

Also, the alignments and attachments (left, center, or right) are stored in the project on a per-item
basis, so that they are also restored.

7.11.1 Alignment Hints

Horizontal and vertical “hint” lines can be set to automatically show as you drag items into vertical
or horizontal alignment with neighboring items by clicking View > Alignment Hints.
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Figure 7-30 Alignment Hints
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The Alignment Hints feature is off by default. To turn it on, click View > Alignment Hints.

Horizontal and vertical hint lines automatically show as you drag items into vertical or horizontal
alignment with neighboring items.

7.11.2 Using Rulers

To turn on the horizontal and vertical rulers:

1 Click the Modeler space to make it active.
2 Click View > Rulers.
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To create a guide (line), click either ruler.
To anchor items to a guide, drag the items in the model to the line.

To simultaneously move all anchored items, drag the line.
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7.11.3 Using a Grid

Figure 7-31 The Modeler’s Grid
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When the grid is on, the snap-to-grid functionality is on.
To turn grid lines on and off:

1 Click the Modeler, so that the Modeler is the active view.
2 Click View > Grid.

To coerce objects to not align with the grid, temporarily turn off snap-to-grid by holding down the
Alt key. (Linux doesn’t support this functionality.)

To constrain items to north-south or east-west coordinates, press Shift while dragging the items.
To change the grid size:

1 Click Window > Preferences > Novell > Identity Manager > Modeler > Display.
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2 Type a value in the Grid Width field.

7.11.4 Distributing Applications

Figure 7-32 Distributing Applications
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To equally distribute (space) applications horizontally or vertically:

1 Press Ctrl, then select three or more items.
2 Right-click, then select Distribute.

3 Select a distribution (for example, Vertical).
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7.11.5 Auto-Layouts

Designer ships with a number of predefined layout topologies: circle, half-circle, star, box, and
different fan-out layouts.

Figure 7-33 A Half-Circle Layout

These layouts are set on a per-driver-set basis. Therefore, each driver set can have its own layout.
To select a layout:

1 Right-click a driver set, then select Arrange Applications.
2 Select an arrangement (for example, Fan Out - Left).
If your model has an incorrect layout, the layout options are dimmed.
After you set a layout, applications that you connect will automatically snap into that layout. Certain
connected objects (for example, multi-driver connections, eDir-to-eDir connections, and

applications that are connected but reside in a different Domain Group) are ignored. They aren’t
included in the layout, and they don’t disturb it.

An option on the Arrange Applications submenu on the Modeler’s context menu enables you to
expand or contract the layout arrangement. This option makes all spokes of the layout longer or
shorter when you drag a slider.

7.11.6 Layouts to Use for Imports

To specify what layout to use on new driver sets that you import:

1 Select Window > Preferences > Novell > Identity Manager.
2 Click Modeler > Layouts.
3 Select an arrangement (for example, Half Circle), then click OK.
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7.12 Editing Multiple Objects

You can open multiple objects and edit them at the same time. These objects must be of the same
type (for example, policies).

To find out whether you can edit an object, right-click it. If Edit displays among the menu items, you
can edit that object.

1 In the Outline view, expand the project that contains the objects that you want to edit.

2 Select the objects.

3 Right-click, then select Edit.

4 Edit the objects.

You can copy and paste from one editor to another. Data must be of the same type.

7.13 Modeling Active Directory Domain
Controllers

¢ Section 7.13.1, “Configuring a Connection,” on page 95
¢ Section 7.13.2, “Discovering Controllers,” on page 96

¢ Section 7.13.3, “Information about Domain Controllers,” on page 96

7.13.1 Configuring a Connection

You can configure an LDAP connection to an Active Directory system so that you can discover its
Domain Controllers.

1 Right-click the Active Directory application, then select Properties > Connectivity.

@ Properties for Active Directory ‘Z|@@

type Filker bext Connectivity L

General
AD Domain LDAP  yNC
Administrator
Connectivity Host:
Envvironment Part:

User:

Password:

Restore Defauls Apply

2 Complete the LDAP authentication information.

As you tab from the Host field to the User field, Designer automatically builds a full user
context. You can modify this context.
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7.13.2 Discovering Controllers

1 Right-click the Active Directory application.

2 Select Discover Domain Controllers.

E] 1dentity vault

If Designer finds any controllers, it lays them out and expands the Active Directory application

as a container.

7.13.3 Information about Domain Controllers

Information about each controller is loaded into the Modeler. To view this information, edit the

Domain Controller object and select the AD Domain page.

Figure 7-34 The AD Domain Page

@ Properties for Active Directory

ype Fiter text AD Domain [l
- General
AD Domain { @ This infarmation is currently used solely For documentation purposes, |
admiristrator L i
- Connectivity |
- Environment B | |
Operating System: | |
Operating System Version: | |
Service Pack: | |
Restore Defaults Apply
@

If the LDAP connection information is filled out, you can reread the information from that system

by clicking the Refresh button.
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7.14 Saving Your Model

To save your model, do one of the following:

¢ From the main menu, select File > Save (or Save All).
+ From the main menu, select File > Close > Yes.

+ Click the X in the Modeler’s tab, then select Yes.

For more information, see “Saving” on page 562 in Section A.4, “Project View,” on page 561.
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Workspaces, Perspectives, and
Views

This section assumes that you have created a project. See Chapter 6, “Creating a Project,” on
page 51.

Designer has many views to help you manage your projects. Many of these views help you manage
the different elements that appear in the Modeler view and give you a different perspective on the
projects you are creating. For instance, the Project view shows all of the projects you have created,
while the Outline view shows all of the objects that have been created and added to the project. The
Navigator view shows all of the files that have been created for the project and their respective file
types and locations.

For information on the Modeler view and its functions, see Chapter 7, “Creating a Model,” on
page 55. For information on policies, see Understanding Policies for Identity Manager 3.6 and
Policies in Designer 3.0.

¢ Section 8.1, “Specifying the Workspace,” on page 99

¢ Section 8.2, “Managing Perspectives,” on page 105

¢ Section 8.3, “Managing Views,” on page 106

¢ Section 8.4, “The Project View,” on page 115

¢ Section 8.5, “The Outline View,” on page 118

¢ Section 8.6, “The Navigator View,” on page 134

¢ Section 8.7, “The Policy Set View,” on page 137

¢ Section 8.8, “The Properties View,” on page 139

¢ Section 8.9, “The Search Results View,” on page 142

¢ Section 8.10, “The Tasks View,” on page 143

¢ Section 8.11, “The Trace and Error Log Views,” on page 147

¢ Section 8.12, “The Dataflow View,” on page 148

¢ Section 8.13, “The Project Checker,” on page 148

8.1 Specifying the Workspace

A workspace is a directory on your local hard drive where your projects and settings are stored. You
specify your workspace directory each time you launch Designer, unless you select the Use this as
the default and do not ask again option to skip the Workspace Launcher window.
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Figure 8-1 Selecting a Workspace Directory
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The default workspace directory for a Designer 3.0 Windows workstation is Documents and
Settings\username\designer workspace.

WARNING: Previous Designer workspaces are not compatible with Designer 3.0. Designer stores
projects and configuration information in a workspace. These workspaces are not compatible from
one version of Designer to another. You need to point Designer 3.0 to a new workspace, and not to a
workspace used by a previous version of Designer.

If you have Designer 2.x or 3.0 Milestone projects, import the projects into Designer 3.0 (File >
Import > Project from File System). Be sure the Copy project into the workspace option is selected.
Importing the project runs the Converter Wizard, making them compatible with Designer 3.0
architecture and placing them under your designated Designer 3.0 workspace directory
(designer workspace by default).

You can switch to another workspace by selecting File > Switch Workspace > Other. Select or type
the name of the different workspace. Designer quickly restarts, loads the new workspace, and loads
any projects and settings you have in that workspace. If the workspace doesn’t exist, Designer
creates it. Do not use previous Designer workspaces with Designer 3.0 (see the above Warning).

For quick access, the most recently used workspaces appear when you select File > Switch
Workspace.

You can have multiple workspaces.

¢ Section 8.1.1, “Project File Format,” on page 100

¢ Section 8.1.2, “Editing by Using a Related Editor,” on page 101

8.1.1 Project File Format

All projects are stored on the file system in a directory. By default, this is in the C: \Documents
and Settings\Username\designer workspace directory on a Windows workstation.
However, you can specify a different directory when you create the project. (See Chapter 6,
“Creating a Project,” on page 51.) All of your data and graphical layout information is saved in a
directory corresponding to the project name. For example, the following files and directories are
stored under the \designer workspace3\BlanstonO1l directory:
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Figure 8-2 Local Directory Structure
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The main file in the project’s directory is the .proj file. This file uses an industry-standard XML
format called XMI (XML Metadata Interchange Format). You never need to directly edit this file.

What is XMI?

XMI enables easy interchange of metadata between modeling tools and between tools and metadata
repositories in distributed heterogeneous environments. XMI integrates three key industry
standards:

+ XML (Extensible Markup Language, a W3C standard)

¢ UML (Unified Modeling Language, an OMG modeling standard)

¢+ MOF (Meta Object Facility, an OMG modeling and metadata repository standard)
The integration of these three standards into XMI combines the best of OMG and W3C metadata
and modeling technologies. The integration enables developers of distributed systems to share
object models and other metadata. XMI, together with MOF and UML, forms the core of the OMG

repository architecture that integrates object-oriented modeling and design tools with each other and
with a MOF-based extensible repository framework.

For more information about XMI, go to XML Metadata Interchange (XMI) (http://www.oasis-
open.org/cover/xmi.html).

8.1.2 Editing by Using a Related Editor

The editors enable you to modify projects or other items listed in the Navigator view. Designer
comes with a number of editors, with a default editor designated for most file types. To select an
editor other than the default:

1 Expand a project in the Project or Navigator view (there are more editors present in the
Navigator view).
2 Select the Documents\Generated folder.

3 Right-click any of the files, such as .xm1, .pdf, or .t xt, and select Open With > Editor Name.
The example below shows the file opening with the Text Editor from the Navigator view.
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The editor you choose depends on the type of file you select. Designer matches what it
considers to be the best editor for the selected file type.

The following figure illustrates a text editor. When you right-click the editor, a menu is available:

Figure 8-3 The Text Editor’s Menu

¢l Blanston3 - Developer

onl.proj X

<?xml wersion="1.0" encoding="utf-g"2>

<com.novell.designer. idmw.model:Project xmlns:com.novell.des
<mwodelerNodes href="Blanstonl files/AA7EBS6B-3231-62E5-CL
<domain href="Blanstonl files/1EF713BC-132C-8301D-940E-FF3

</com.novell.designer. idm.model:Froject>
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Paste Cir+

Shift Right

Shift Left

The Preferences window lets you set a text editor’s preferences. You get to this screen by selecting
Window > Preferences > General > Editors > Text Editors.
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Figure 8-4 Preferences: Text Editors
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For information on the settings, see “Text Editors” on page 493.

Each file type you right-click brings up a list of editors.

* xml extension:

+ Novell XML Editor (default)

+ Text Editor

+ System Editor
¢ In-Place Editor
¢ Default Editor

* . txt extension:

¢ Text Editor (default)

+ System Editor
+ In-Place Editor
¢ Default Editor
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¢ .pdf extension:
+ Text Editor
+ System Editor (default)
¢ In-Place Editor
¢ Default Editor
¢ .project extension:
+ Text Editor (default)
+ System Editor
+ In-Place Editor
¢ Default Editor
¢ .proj extension:
+ Modeler (default)
+ Text Editor
+ System Editor
+ In-Place Editor
¢ Default Editor
¢ .log extension:
¢ DS Trace Editor
+ Text Editor
+ System Editor
+ In-Place Editor
¢ Default Editor

You can also select Open With > Other to open the Editor Selection page.

Figure 8-5 Selecting an Internal or External Editor
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Select an appropriate editor and click OK. If you have a particular editor in mind, select External
Programs, then click Browse to select that program.

8.2 Managing Perspectives

A perspective is a collection of related views and editors. To get to the perspective choices, select
Window > Open Perspective > Other. The following perspectives are available:

+ Designer: Provides views (for example, Project, Outline, Property, and Tasks) and editors (for
example, the Modeler or the Policy Editor) to help you design and deploy Identity Management
solutions.

+ Resource: A generic perspective. You can use this perspective for projects other than
Designer.

+ exteNd Perspective: For XML development to the exteNd'] platform.
¢ Debug: Used for XML development.

¢ Section 8.2.1, “Opening a Perspective,” on page 105
+ Section 8.2.2, “Resetting a Perspective,” on page 106
¢ Section 8.2.3, “Closing a Perspective,” on page 106

8.2.1 Opening a Perspective

The Designer perspective should be open and active the first time you run the application. If you
close the perspective and want to reopen it, use menus or the Perspective Bar.

¢ “Using Menus to Open a Perspective” on page 105
+ “Using the Perspective Bar to Open a Perspective” on page 106
Using Menus to Open a Perspective

1 On the main menu, click Window > Open Perspective.

Window [WglEla]

e W indawy o
MNew Editor
- Devel
v

E:lpen F'Eerzz:pe =)

Shio 4 ig

Customize Perspective. ..
Save Perspective As...
Reset Perspective

Close Perspective

Close All Perspectives

Mavigation

[ Launch Wieb Browser ...

Preferences...

2 Select Designer.
3 Click OK.
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Using the Perspective Bar to Open a Perspective

1 On the main Perspective Bar (found on the right side, on the same level as the toolbar), click
the Perspective Switcher icon.

Designer |

Open Perspective| = 5

i Palette 3 |
AN 7

2 From the list, select Designer, then click OK.

8.2.2 Resetting a Perspective

After moving or resizing items in the Modeler workspace, you might want to return your perspective
to its original layout. To quickly reset items in the workspace:

1 From the main menu, click Window.

2 Click Reset Perspective.

8.2.3 Closing a Perspective

Do one of the following:

¢ On the main menu, select Window > Close Perspective (or Close All Perspectives).

Figure 8-6 Options to Close a Perspective
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+ On the Perspective Bar, right-click the perspective, then click Close.

8.3 Managing Views

Views enable you to view or edit projects.

¢ Section 8.3.1, “Available Views In Designer,” on page 107
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¢ Section 8.3.2, “Opening a View,” on page 111

¢ Section 8.3.3, “Moving a View,” on page 112

¢ Section 8.3.4, “Minimizing and Maximizing Views,” on page 113
¢ Section 8.3.5, “Closing a View,” on page 113

¢ Section 8.3.6, “Reopening a View Window,” on page 113

¢ Section 8.3.7, “Using Fast Views,” on page 114

8.3.1 Available Views In Designer

Below is a list of all of the views that are available to you in Designer. The view names are followed
by a brief description and where in the Designer help they can be found. The views are broken into
two groups: the views that appear in the Window > Show View option and the views that appear in
the Window > Show View > Other option. Some views are listed in both locations.

Figure 8-7 Selecting a View
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* “Views in the Window > Show View Option” on page 107
* “Views in the Window > Show View> Other Option” on page 108

Views in the Window > Show View Option
The views that appear in the Window > Show View option include:

+ Dataflow. Designer allows you to manage how the data flows between the Identity Vault and
the connected systems. You can see how the data flows between all of the connected systems,
make changes as needed, create reports about the data, and view the flow of passwords between
the systems. For more information, see Chapter 12, “Managing the Flow of Data,” on page 237.

+ Navigator. The Navigator view enables you to manage and view the file resources that are in
your workspace. You can see your projects and files as they actually exist in the file system.
You can add files and folders, and append them to your projects or workspace. See Section 8.6,
“The Navigator View,” on page 134.
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¢ Outline. The Outline view provides an outline of all of the objects you have open in an active
editor. The Outline view’s contents vary, depending on the editor you have open at the time.
For example, if you have a project open in the Modeler view, you see an outline of all of the
objects that have been created for that project. See Section 8.5, “The Outline View,” on
page 118.

+ Policy Set. The Policy Set view lists policies and displays a toolbar. The list displays all
policies contained in the selected policy set. During a transformation, the policies within the list
are executed from top to bottom. For a description of the icons located on the Policy Set view
toolbar, see Section A.10.2, “Policy Set View,” on page 567.

+ Project. The Project view lists all existing Designer projects. From the Project view, you can
quickly find, open, view, navigate, manage, close, and delete any Designer project. See
Section 8.4, “The Project View,” on page 115.

¢ Project Checker. Designer provides a Project Checker tool to check your project.The Project
Checker checks for proper design, contexts, server associations, policies, missing user data, and
dependency problems that would cause the project deployment into the Identity Vault to fail.
The project can be checked at any time, but you should run the Project Checker before
deploying your project. See Section 21.5, “Checking Your Projects,” on page 428.

¢ Provisioning View. The Provisioning view provides persistent access to Designer’s
provisioning features. Use the Provisioning view to access the editors that allow you to create
and manipulate User Application components, manipulate object definitions, such as import or
export object definitions, and define the User Application driver’s supported and default
locales.

¢ Search Results. You can use the Search Results view to search across an entire project. With
the Modeler view active, press Ctrl+F, then select the object types for which you want to
search. The results appear in the Search Results view, sorted by name, class, type, and notes.
See Section 8.9, “The Search Results View,” on page 142.

¢ Tasks. The Tasks view enables you to make and prioritize notes while you manage identities.
This view is for your convenience; it can contain whatever you want and won’t affect the
functionality of your solution. See Section 8.10, “The Tasks View,” on page 143.

¢ Trace. The Error Log view can help you troubleshoot. If something isn’t working, messages
written to the error log might help you. The log is named . 1og. It is a hidden file. To view the
error log, you can use menus or browse the file system. See Section 25.2, “Viewing the Error
Log,” on page 537.

¢ Version Control. Version control enables you to track revisions of your project, along with all
the objects and files in that project, share those revisions with other members of your team,
manage the history of your objects, and make sure that every member of your team is using the
same version of your project. See Chapter 23, “Version Control,” on page 457.

Views in the Window > Show View> Other Option

The views that appear in the Window > Show View > Other option contain views under the
following headings:
¢ General

+ Bookmarks. The Bookmarks view enables you to see bookmarks that you have set in
your text editors. To access the Bookmarks view, select Window > Show View > Other
and select the Bookmarks option under the General heading.
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+ Console. The Console view allows you to view any consoles you have open. To access the
Console view, select Window > Show View > Other and select the Console option under
the General heading.

+ Internal Web Browser. You can open the Internal Web Browser view by selecting
Window > Show View > Other and then selecting the Internal Web Browser option under
the General heading. You can also open a Web browser within the Designer utility. The
Web browser button is available from the main toolbar. See Section 21.3, “Opening a Web
Browser,” on page 428.

+ Navigator. The Navigator view enables you to manage and view the file resources that are
in your workspace. You can see your projects and files as they actually exist in the file
system. You can add files and folders, and append them to your projects or workspace.
See Section 8.6, “The Navigator View,” on page 134.

¢ Outline. The Outline view provides an outline of all of the objects you have open in an
active editor. The Outline view’s contents vary, depending on the editor you have open at
the time. For example, if you have a project open in the Modeler view, you see an outline
of all of the objects that have been created for that project. See Section 8.5, “The Outline
View,” on page 118.

¢ Problems. You can validate your XML files by using the right-mouse menu in the Source
editor. If any validation errors or warnings occur, they are displayed in the Problems view.

The Problems view shows you errors, warnings, and information on any problems relating
to data source explorer failures, EMF problems, moduleCore validation markers,
problems, or validation messages. To bring up the Problems view, select Window > Show
View > Other, then select the Problems option under the General heading.

+ Progress. The Progress view displays the progress of an operation. To bring up the
Progress view, select Window > Show View > Other, then select the Progress option under
the General heading.

¢ Project Explorer. The Project Explorer view allows you to view information about all of
the objects found in a project. Pertinent information about a selected object is displayed in
the Properties view. To bring up the Project Explorer view, select Window > Show View >
Other, then select the Project Explorer option under the General heading.

+ Properties. The Properties view displays information on key-value pairs (for example,
Max Log Entries 2). The information displayed depends on what is selected in the active
view (for example, the Modeler or Outline view). Often, the Properties view lets you edit
the information. You can also view and edit the Administrator settings in an Identity
Vault. See Section 8.8, “The Properties View,” on page 139.

¢ Tasks. The Tasks view enables you to make and prioritize notes while you manage
identities. This view is for your convenience; it can contain whatever you want and won’t
affect the functionality of your solution. See Section 8.10, “The Tasks View,” on
page 143.

¢ Designer for Identity Manager

+ Dataflow. Designer allows you to manage how the data flows between the Identity Vault
and the connected systems. You can see how the data flows between all of the connected
systems, make changes as needed, create reports about the data, and view the flow of
passwords between the systems. For more information, see Chapter 12, “Managing the
Flow of Data,” on page 237.
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+ eDirectory Browser. To locate or modify objects during your project development, use
the eDirectory Object Manager to browse to and edit attributes of objects in the Identity
Vault and other eDirectory trees. See Section 21.6, “Managing Directory Objects,” on
page 435.

+ Policy Set. The Policy Set view lists policies and displays a toolbar. The list displays all
policies contained in the selected policy set. During a transformation, the policies within
the list are executed from top to bottom. For a description of the icons located on the
Policy Set view toolbar, see Section A.10.2, “Policy Set View,” on page 567.

+ Project. The Project view lists all existing Designer projects. From the Project view, you
can quickly find, open, view, navigate, manage, close, and delete any Designer project.
See Section 8.4, “The Project View,” on page 115.

+ Project Checker. Designer provides a Project Checker tool to check your project. The
Project Checker checks for proper design, contexts, server associations, policies, missing
user data, and dependency problems that would cause the deployment of project into the
Identity Vault to fail. The project can be checked at any time, but you should run the
Project Checker before deploying your project. See Section 21.5, “Checking Your
Projects,” on page 428.

¢ Search Results. You can use the Search Results view to search across an entire project.
With the Modeler view active, press Ctrl+F. Filter object types you want to search on.
Filter object types you want to search on. The results appear in the Search Results view,
sorted by name, class, type, and notes. See Section 8.9, “The Search Results View,” on
page 142.

¢ Trace. The Error Log view can help you troubleshoot. If something isn’t working,
messages written to the error log might help you. The log is named . 1og. It is a hidden
file. To view the error log, you can use menus or browse the file system. See Section 25.2,
“Viewing the Error Log,” on page 537.

¢ Version Control. Designer 3.0 M2 for Identity Manager contains a first-look release of
version control. Version control enables you to track revisions of your project, along with
all the objects and files in that project, share those revisions with other members of your
team, manage the history of your objects, and make sure that every member of your team
is using the same version of your project. See Chapter 23, “Version Control,” on
page 457.

+ Help

¢ Help. You can bring up the Help view by pressing F1 or by clicking a help button. You
can also access help by clicking the Help menu at the top of Designer. See Chapter 5,
“Getting Help,” on page 43.
+ PDE Runtime

¢ Error Log. The Error Log view can help you troubleshoot. If something isn’t working,
messages written to the error log might help you. The log is named . 1og. It is a hidden
file. See Section 25.2, “Viewing the Error Log,” on page 537.

¢ Plug-in Registry. A problem can occur if a plug-in fails to load. Use the Plug-in Registry
view to see which plug-ins are loaded. See Section 25.4, “Checking Loaded Plug-Ins,” on
page 542.

¢ Provisioning

+ Data Item Mapping. Specifies how object attributes are mapped. See Section 11.8,
“Mapping Identity Vault to an LDAP Schema,” on page 234.
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+ E-Mail Notification. Notification templates enable you to customize and send e-mail
messages that users receive when triggers occur. The E-Mail Notification view allows you
to view how notification templates are mapped to an e-mail server. See Chapter 14,
“Setting Up E-Mail Notification Templates,” on page 265.

+ Provisioning View. The Provisioning view provides persistent access to Designer’s
provisioning features. Use the Provisioning view to access the editors that allow you to
create and manipulate User Application components, manipulate object definitions such
as import or export object definitions, and define the User Application driver’s supported
and default locales. To access the Provisioning view, select Window > Show View > Other
and select the Provisioning View option under the Provisioning heading.

+ XML
+ XPath Navigator. The XPath Navigator view supports context-sensitive editing of XPath
expressions and syntax highlighting. It automatically attaches to the currently selected

XML editor and uses its Document node as the evaluation context. The namespace context

shows all namespaces in scope on its document element. See Section 20.1.4, “XPath
Navigator,” on page 412.

8.3.2 Opening a View

Figure 8-8 Selecting a View to Open
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To open a view, select Windows > Show View, then select an option. There are a number of available
views that you can see when you select the Window > Show View > Other option.

To narrow the list of views from the Other option, use the view filter:

1 Select Window > Show View > Other.

2 In the edit box, type the name of the view that you want (for example, Trace).

Workspaces, Perspectives, and Views 111



@® show View

|race s

== Dresigner for Identity Manager

-2 Other
Z IDS Trace

Ok | Cancel

You can open, maximize, and close these views. You can also arrange them however you want, or
make Fast Views from them. See Section 8.3.7, “Using Fast Views,” on page 114.

To quickly expand or contract a view, double-click the view’s tab.

When you minimize a view or an editor stack, a placeholder tray appears in the closest trim location
along the left, bottom, or right edge of the workbench. Each view from the view stack acts as a fast
view while in the trim. You can restore the stack by clicking the tray's Restore icon. You can drag
and drop minimized trays to new locations along the workbench trim. Maximizing any stack triggers
minimization of all others.

Figure 8-9 A Placeholder Tray for the Project View
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8.3.3 Moving a View

To move a view, click the view’s tab, then drag it to one of the following locations:

¢ The left, bottom, top, or right of Designer
+ Stacked with other views

¢ Outside of Designer, where it floats on your desktop

If two or more views are open, you can switch their order.
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8.3.4 Minimizing and Maximizing Views
To minimize a view, do one of the following:

+ Click the Minimize button in the view’s title bar — 5.

¢ Press Ctrl+M.
To restore the view to its original size, click the Restore button in the view’s title bar.
To maximize a view or editor, do one of the following

+ Double-click the view’s tab.
+ Click the Maximize button — &
* Press Ctrl+M.

When expanded, the view or editor fills the entire application space. This feature provides maximum
working space.

To restore the editor or view to its original dimensions, double-click the view’s tab.

8.3.5 Closing a View

To close a view or editor, do one of the following:

¢ Click the X on the view’s tab.
+ Right-click the view’s tab, then select Close.

Figure 8-10 Options to Close a View
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8.3.6 Reopening a View Window

1 From the main menu, select Window > Show View.
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2 Select one of the views (for example, Outline).

You can also select Window > Show View > Other, then select one of the views under Designer for
Identity Manager (for example, Projects).

8.3.7 Using Fast Views

The Fast View toolbar provides an efficient way to manage certain types of views that you don’t
want to clutter the desktop, but still want to have readily accessible. To add a view to the Fast View
toolbar:

1 Click the Show View as a Fast View Perspective icon ["in the bottom left corner of the
Designer window (under the Properties view).
2 Seclect a View.

3 The view appears to the left of the Modeler view. Right-click the view’s tab and deselect Fast
View to see the view’s default placement in Designer.

4 Reselect Fast View to have the view with its icon appear next to the Show View as a Fast View
Perspective icon.
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After the icon appears next to the Show View as a Fast View Perspective icon, do the following to
restore a Fast View to a normal view:

1 Right-click the view icon in the Fast View toolbar.
2 Deselect Fast View.

You can also set the following:
¢ Whether you want the Fast View to appear horizontally or vertically (the Orientation option)

Figure 8-11 Options for Fast Views
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¢ Where you want to dock the Fast View

Views and selected items that appear by default in the Modeler view do not have the Fast View
option.

8.4 The Project View

The Designer Project view lists all existing Designer projects. From the Project view, you can
quickly find, open, view, navigate, manage, close, and delete any Designer project.

To open the Project view, select the Project tab in the upper left view of Designer, or if the view is
not open, click Window > Show View > Project from the main menu.

The Project view provides a standard menu of functions, which are available by right-clicking the
Project tab. Similarly, the Project view provides an icon bar with additional functions. For more
information on these functions, see Section A.4, “Project View,” on page 561.

Figure 8-12 shows a typical Project view displaying the icons available in a Designer project.

Figure 8-12 The Project View
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Table 8-1 describes the project icons displayed in the Project view.
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Table 8-1 Project Icons Displayed in the Project View

Icon Name Description

Project Name The name of the created project. It is the name of the project stored in

= Blanstonl the selected workspace directory. Double-clicking the Project name
expands and collapses the entries under the project.

Or Right-clicking a project name allows you to do the following:

& Blanstonl

+ Create a new ldentity Manager Project.
+ Open the project with the System Model (Modeler view).
¢ Import an Identity Manager Project from:
+ An Ildentity Vault
+ An iManager Export file
+ A file system
+ A version control server
+ Export the project.
+ Refresh the project.
+ Make a copy of the project.
+ Move the project to another workspace.

+ Disable/enable the project. Disabled projects are taken out of the
Version Control view.

+ Rename the project.
* Delete the project.
+ View the project’s properties window.
Projects under a version control server have a different icon £ and have
two additional choices:
¢ Check the project into the version control server.
+ Update the project from the version control server.
System Model Double-clicking the System Model entry puts the project into the Modeler
view. You can create or import driver sets, drivers, channels, or policies
into the Modeler to modify the project as needed. Then you can deploy

the driver set, drivers, channels, or policies into an Identity Manager
system.

el System Model

Or

|3 System Model .
System Models under a version control server have a different icon &'.

Right-clicking the System Model allows you to:

+ Open the project in the Modeler view
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Icon Name

Description

Documents

(= Designer
== Documents
-I-[= Generated
= images

Toolbox

== Toolboxk
== Document:eneratar

=2 Styles
Blanstonl.docgen

.docgen File

Blanstono0 1.docgen

Use the Designer > Documents folder for documents that are related
to the project. You can also create new folders to organize your projects
as needed. The Generated folder under Documents holds your
generated documentation files, and the images folder under the
Generated folder holds any graphic files that are created when you
generate documents.

Right-clicking the Document s folder or the Generated folder allows you
to:

¢ Create a new file.

¢ Create a new folder.

+ Import a file or a folder.

+ Export the project.

+ Copy the folder.

+ Paste items into the folder.

+ Refresh the folder’s view.
The Toolbox folder is for special files that ship with Designer. You
cannot create new files or folders under this folder. The Styles folder
under the Toolbox > DocumentGenerator folder contains the

document generation styles. Right-click this folder to create a new style
from the context menu that comes up.

Right-clicking the Toolbox folder or its subfolders allows you to:

+ Copy the folder.

+ Right-click the styles folder and select New > Document
Generation Style (.docgen) to create a new style. The wizard
generates a style (template with a . docgen extension) that
displays under the styles folder. (See Chapter 16, “Documenting
Projects,” on page 319 for more information.)

Right-clicking the . docgen file entry allows you to:

¢ Open the . docgen file with a Style editor.

* Copy and delete the .docgen file. Use Copy and Paste to copy
documentation files to different projects or folders.

+ Refresh and rename the file.

* Generate documentation using this style.
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Icon Name Description

Additional File Types Because the Generated and Images folders can contain many different
files, you can see different icons displayed, depending on the file
extension.

- (= el 21}
- images Right-clicking these any of these files allows you to:
DNE2GWX 1.]pg

B blanstonprojectinfo.log.txt + Copy and delete the file. Use Copy and Paste to copy
Blanstorprojectinfo pdf documentation files to different projects or folders.

+ Refresh and rename the file.

+ Open the file or open the file with a text or system Editor. You can
also double-click the file and have Designer choose an editor for
the file.

+ Delete the file.

8.5 The Outline View

The Outline view provides an outline of the active editor. To open the Outline view, select the
Outline tab in the upper left view of Designer, or if the view is not open, click Window > Show View
> Qutline.

The Outline view’s contents vary, depending on the editor you have open at the time.

¢ For the standard Designer editors, you see a tree view of the information, a thumbnail graphical
view, or a Policy Flow view, depending on which mode you are in.

¢ Ifyou open an XML editor on an XML file in the Navigator view (not the embedded XML
editor that is part of the Designer editors), you see a tree view of the XML document.

Selecting items in the Outline view also selects them in the Modeler. If the selected item isn’t visible
in the Modeler, it automatically scrolls into view. Similarly, as you add or remove items the Modeler,
they are automatically added or removed in the Outline view.

The Outline view provides a standard menu of functions, which are available by right-clicking the
Outline tab. For more information on these standard functions, see Section A.4, “Project View,” on
page 561. The Outline view also provides an icon bar of additional functions specific to the Outline
view. For more information on these functions, see Section A.5, “Outline View,” on page 563.

Figure 8-13 shows a typical Outline view along with its icon bar.
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Figure 8-13 The Outline View
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Table 8-2 describes the project icons displayed in the Outline view.
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Table 8-2 Project Icons Displayed in the Outline View

Icon Name Description

Project Name  The name of the project when you create it. This is the name of the project stored in the
\workspace\project name directory. Right-click the project name to do the
following:

%
*

*

Under New, you can add an application, a Domain Group, or an Identity Vault.
Generate documentation on the project.

Through the Live option, you can import a driver set from the Identity Vault.
Check in the project into a version control server.

Delete the project.

See the Properties window associated with this object.

Version Control The icon changes on a project when you commit the project to a version control server.
Project Name  Right-click the project name to do the following:

*

&j .

Under New, you can add an application, a Domain Group, or an Identity Vault.
Generate documentation on the project.

Through the Live option, you can import a driver set from the Identity Vault.
Check in the project into a version control server.

Update the project from a version control server.

Delete the project.

See the Properties window associated with this object.
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Icon Name Description

Identity Vault  An Identity Vault represents the eDirectory™ tree that has Identity Manager installed on
it. Right-click the Identity Vault to perform the following:

+ Under New, you can add a driver set, a library, or a server object to the project.

*

*

*

*

Manage Identity Vault schema.

The DirXML Script Tracing option enables you to turn on or off actions, conditions,
and tokens on every policy at the Identity Vault level. This allows you to control
how rules, conditions and tokens flow through policies.

Generate documentation on the Identity Vault.
Import a driver configuration file.
Import schemas from a file.
Export the Identity Vault configuration and schema to a file.
Under Live:

¢ Import a driver set from eDirectory

¢ Deploy the Identity Vault

¢ Compare all driver sets

¢ Import and deploy schema

+ Manage eDirectory objects

¢ Run live DS Trace

+ Open iManager

+ Manage the Identity Vault directory

+ Start, stop, and restart drivers, as well as show their status
Delete the Identity Vault.

See the Properties window associated with this object.

Domain Group Domain groups allow you to group projects into granular portions. Right-click the
Domain object to perform the following:

=

*

*

*

*

*

Under New, you can add an application, a Domain Group, or an Identity Vault.
Generate documentation on the Domain.

Under Live, you can Import from the Identity Vault.

Delete the Domain Group.

See the Properties window associated with this object.

If you select document this group, your generated document filters items that are
outside the Domain Group. Drivers bordering the domain are included in the document.
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Icon Name Description

Library The Library object is a repository of commonly used policies that can be referenced
‘i from multiple locations. You can place a policy in the library that every driver in the
driver set can reference. Right-click the Library object to perform the following:

*

*

*

Under New, you can add the following policy types:
¢ Credential application
¢ Credential repository
+ DIrXML® Script
¢+ ECMASCript
* Mapping Table
¢ Resource
¢ Schema Map
¢ XSLT
¢ Add a policy from a copy

The DirXML Script Tracing option enables you to turn on or off actions, conditions,
and tokens on every policy at the Library level. This allows you to control how
rules, conditions and tokens flow through policies.

Export the library to a configuration file.
Import a driver configuration file.
Under Live, you can:
+ Import a policy
+ Deploy a policy
+ Compare a policy
Delete the Library object.

See the Properties window associated with this object.

Server Object  The Server object is the server in the tree where you have Identity Manager installed.
Right-click the Server object to perform the following:

ﬂ .

*

Delete the Server object.

See the Properties window associated with this object.
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Icon Name

Description

Driver Set

The driver set is a collection of Identity Manager drivers that are stored in a single
location. Right-click the driver set to perform the following:

*

*

*

Under New, you can create a new driver, a job, or a library.

Copy the driver set settings and global configuration values.

The DirXML Script Tracing option enables you to turn on or off actions, conditions,
and tokens on every policy at the driver set level. This allows you to control how
rules, conditions and tokens flow through policies.

Generate documentation on the driver set.

Import a driver configuration file.

Export the driver set to a configuration file.

Under Live:

*

*

*

*

*

Import a driver
Deploy a driver set

Compare the driver set in Designer to a deployed driver set in the Identity
Vault

Import, deploy, and compare driver set configuration attributes

Start, stop, and restart drivers, as well as show their status

+ Delete the driver set.

+ See the Properties window associated with this object.

If you select Document Selection, your generated document filters most items that are
outside the driver set. Child objects are also included and parent objects are included in
the document for perspective purposes.
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Icon Name Description

ID Policy An ID Policy container is created under an ID Provider driver and is a repository for ID

Container and  policies. An ID policy allows the ID Provider driver to assign unique IDs to objects.

ID Policy When the ID Provider driver receives an ID request from a client, it generates an
identification that is based on the ID policy specified in the request and passes it to the

o client.

i

Right-click the ID Policy container to perform the following:

+ Create a new policy.
+ Export the policy container object to a configuration file.
+ Under Live:

¢ Import a policy

¢ Deploy the ID Policy container

+ Compare the ID Policy container in Designer to a deployed ID Policy
container in the Identity Vault

+ Delete the ID Policy container.

+ See the Properties window associated with this object.
Right-click the ID Policy to perform the following:

+ Under Live:
¢ Deploy the ID Policy

¢ Compare the ID Policy in Designer to a deployed ID Policy container in the
Identity Vault

+ Delete the ID Policy

+ See the Properties window associated with this object. To configure ID Policies,
see Section 9.10, “Configuring ID Policies,” on page 190.
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Icon Name

Description

Driver Object

©

A Driver object is a collection of channels, policies, rules, and filters that connect an
application to an eDirectory tree running Identity Manager. Each driver performs
different tasks. Policies, rules, and filters tell the driver how to manipulate the data to
perform those tasks. Right-click the Driver object to do the following:
+ Under New, you can add the following policy types:
¢ Credential application
+ Credential repository
¢ DirXML Script
¢+ ECMASCript
¢ Entitlement
+ Job
* Mapping Table
¢ Resource
¢ Schema Map
¢ XSLT
¢ Add a policy from a copy
+ Copy driver settings or server-specific driver settings.
+ Show the dataflow view.

* The DirXML Script Tracing option enables you to turn on or off actions, conditions,
and tokens on every policy at the driver level. This allows you to control how rules,
conditions and tokens flow through policies.

¢ Simulate policy transformation.

+ Show the driver’s IDS trace.

* Run the Driver Configuration Wizard.

+ Synchronize passwords to an associated server.
+ Manage application schema.

+ Generate documentation for this driver.

+ Import a driver configuration file.

+ Export the driver to a configuration file.

+ Copy server-specific data between servers. To do this, you must have more than
one server associated with the driver set. You can add a server to a driver set by
going into the Driver Set Properties page. The replica data that you can copy
includes:

+ Global configuration values

+ Named passwords

¢ Driver authentication information
* Driver startup option

¢ Driver parameters
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Icon Name Description

Driver Object,  Right-click the Driver object to perform the following:

Continued.
+ Under Live:

+ Import a driver
+ Deploy a driver
¢ Compare the driver in Designer to a deployed driver in the Identity Vault
+ Import, deploy, and compare driver configuration attributes
+ Refresh Application Schema
+ Start, stop, and restart drivers, as well as show their status
* Set up driver security
+ Set driver trace level

+ Delete the Driver object.

+ See the Properties window associated with this object.

If you select Document Selection, your generated document will filter most items that

are outside the driver. Child objects are also included and parent objects are included in
the document for perspective purposes.
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Publisher
Channel

Subscriber
Channel

o

A channel is a combination of rules and policies, and Designer allows you to import a
channel instead of the entire driver. The Subscriber and Publisher channels describe
the direction in which the information flows.

The Publisher channel takes the event from the application, database, csv file, etc., and
sends that event to the Identity Vault. Channel events do not need to be corresponding.

Right-click the Publisher or Subscriber channel to perform the following:

+ Under New, you can add the following policy types:

*

*

*

*

*

Credential application
Credential repository
DirXML Script
ECMAScript

Mapping Table
Resource

Schema Map

XSLT

Add a policy from a copy

* The DirXML Script Tracing option enables you to turn on or off actions, conditions,
and tokens on every policy at the channel level. This allows you to control how
rules, conditions and tokens flow through policies.

+ Run the Simulate Policy Transformation program on the channel to ensure that it
is working correctly.

+ Import a driver configuration file.

+ Export the Channel configuration to a file.

+ Under Live:

*

*

*

Import objects into a driver
Deploy a channel

Compare the channel in Designer to a deployed driver channel in an Identity
Vault

+ See the Properties window associated with this object.

A channel is a combination of rules and policies, and Designer allows you to import a
channel instead of the entire driver. The Subscriber channel takes the event from the
Identity Vault and sends that event to whatever the receiving system is (application,
database, CSV file, etc.). (See Publisher Channel for right-click actions.)
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Policy

Overlay Icons

B

Schema
Mapping

M

A policy is a collection of rules and arguments that allow you to configure an application
to send or receive events to or from the Identity Vault. You use policies to manipulate
the data you receive from eDirectory or from the application. Each driver performs
different tasks, and policies tell the driver how to manipulate the data to perform those
tasks.

Right-click the Policy object to perform the following:

+ Edit, copy, and save the Policy object.

* The DirXML Script Tracing option enables you to turn on or off actions, conditions,
and tokens on every policy at the policy level. This allows you to control how rules,
conditions, and tokens flow through policies.

+ Run the Simulate Policy Transformation program on the policy to ensure that it is
working correctly.

+ Export a policy configuration to a file.
+ Under Live:
¢ Deploy a policy

+ Compare the policy in Designer to a deployed driver or channel policy in an
Identity Vault

+ Open the policy with the Designer built-in editor, Novell XML editor, or text editor.

+ Delete a policy.

+ See the Properties window associated with this object.
Overlay icons have a symbol overlay in one of the corners to signify that the object is in
a certain state. For example, the policy icon to the left signifies that the policy does not
belong to a policy set. An application icon with an overlay signifies that there are more

than one driver connected to the application. A driver set icon with a server overlay
signifies that the driver set is connected to an Identity Manager server.

Overlay icons can be informational, warnings, or they can signify errors. In the
Compare window, overlay icons tell you whether the object is on the server oris in
Designer.

Schema Mapping allows Identity Manager to synchronize information to the connected
system without changing the connected system. Schema translates all classes and
attributes for the connected system.

Right-click the Schema Mapping object to perform the following:

+ Edit, copy, and save the Schema Mapping object.

+ Run the Simulate Policy Transformation program on the object to ensure that it is
working correctly.

+ Export a Schema Mapping policy configuration to an XML file.
+ Under Live:
¢ Deploy a policy

+ Compare the policy in Designer to a deployed driver or channel policy in an
Identity Vault

+ Open the object with the Designer built-in editor, Novell XML editor, or text editor.
* Delete the object.

+ See the Properties window associated with this object.
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Description

Resource
Objects

XSLT

I

Filter

Resource objects include Application SSO objects and Repository SSO objects.
Double-clicking a resource object brings up the object in an editor.

Right-click the Resource object to perform the following:

*

*

*

*

*

*

Edit, and copy the Resource object.
Export a Resource policy configuration to a file.
Under Live:

+ Deploy a Resource policy

¢ Compare the policy in Designer to a deployed driver or channel policy in an
Identity Vault

Open the object with the Designer built-in editor, Novell XML editor, or text editor.
Delete the object.

See the Properties window associated with this object.

XSLT represents XSLT style sheets, which are used instead of the DirXML Script.

Right-click the XSLT object to perform the following:

*

*

*

*

*

Edit, copy, and save the object.

Run the Simulate Policy Transformation program on the style sheet to ensure that
it is working correctly.

Export an XSLT style sheet configuration to an XML file.
Under Live:
+ Deploy the style sheet

¢ Compare the style sheet in Designer to a deployed driver or channel style
sheet in an Identity Vault

Open the object with the Designer built-in editor, Novell XML editor, or text editor.
Delete the object.

See the Properties window associated with this object.

Filter allows the objects to be sent. It's the gatekeeper that restricts the objects (groups,
users, and the attributes associated with them) that can be sent to and from an Identity
Vault.

Right-click the Filter object to perform the following:

*

*

Edit, and save the object.

Run the Simulate Policy Transformation program on the filter to ensure that it is
working correctly.

Export a filter configuration to an XML file.
Under Live:
+ Deploy the filter into an existing eDirectory tree.

¢ Compare the filter in Designer to a deployed driver or filter in an Identity
Vault.

Open the object with the Designer built-in editor, Novell XML editor, or text editor.
Clear the Filter object.
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Application
Object

Entitlement
Object

The Application object represents a connected system, whether that system is a
database, an application, or CSV files.

Right-click the Application object to do the following:

*

*

*

*

Show the dataflow view.
Manage application schema.
Set up remote control through VNC connectivity.
Generate documentation on the application object.
Under Driver:
¢ Import objects into a driver
+ Deploy the driver
¢ Compare a driver in Designer to a deployed driver in an Identity Vault
+ Set up driver security
Delete the object.
Under Distribute, you can select Horizontal or Vertical.

If this is an eDir-to-eDir connection, under Live, you can create eDir-to-eDir
certificates.

If this is an eDir-to-eDir connection, you can configure the connections for SSL/
TLS activation.

See the Properties window associated w