opentext" Release Notes

Hybrid Workspaces 24.11
Readme

February 2025

The information in this Readme pertains to Hybrid Workspaces Application Streaming and Packaging.
Customizing applications to a virtual package and then delivering through application streaming on any
platform with an HTML5 browser or even locally on a Windows OS device.

The following information is included in this Readme:

+ “What’s New in Version 24.11” on page 1
+ “Product Documentation” on page 5

+ “Legal Notices” on page 5

What’s New in Version 24.11

Hybrid Workspaces 24.11 includes the following updates:

+ “Hybrid Workspaces - Application Streaming Server” on page 1

+ “Hybrid Workspaces - Studio (Application Packaging Tool)” on page 4

Important note on the name change: Effective October 2022, the application's name is changed from Micro
Focus Desktop Containers to Hybrid Workspaces.

Hybrid Workspaces - Application Streaming Server

The Turbo Server release includes several major features:

+ New! Per Workspace Appearance customization options, such as logo, background, favicon, and theme
+ Redesigned Home tab to improve user experience.

+ New! SAML 2.0 request signing enables signed authentication requests from the Portal to the identity
provider for security compliance. The existing SAML settings have also been reorganized for improved
clarity, with added claim name customization and tooltips.

+ New! SAML 2.0 attribute mapping adds more flexibility in identity provider integration

+ New! Federate Repositories setting federates all repositories from another Hub domain
Other new features include:

+ Login Placeholder setting sets the username placeholder for login forms
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Favicon setting customizes the favicon on the Portal
Updated Advanced page allows administrators to enable experimental features
README workspace setting shows a markdown description at the bottom of the dashboard Home tab

Applications Sort Order workspace setting customizes the display and installation ordering of workspace
applications

Pull on Install application setting pulls the application to the local machine on install

File Associations now include more advanced configurations, such as targets and arguments
Team Dropbox connections are now supported

Guest Domain read-only access to Hub repositories can be enabled from the administration CLI
Anonymous Access to Hub repositories can be enabled from the administration CLI

Federation setting added to the Import Repository page to control whether the imported repository will
federated updates from the source Hub

Other improvements include:

Additional Hub repository settings are now visible and have been reorganized for easier access
The repository Versions table now includes the user who added the image

Storage providers now support multiple storage connections. Additionally, the resource owner for the
connection is now listed.

Storage Scopes are now linked to storage connections rather than storage providers, allowing more
flexible storage scope configurations

Sensitive fields are now fully obfuscated for values under 12 characters on the administration site event
reports

A warning is now displayed before synchronizing a directory service if domain identity federation is
enabled, preventing conflicting identity sources and update failures. An audit report is created if the
warning is bypassed.

Improved URL format consistency throughout the administration site
The workspace administration site tabs have been reorganized to improve user experience
The workspace application isolation and VM settings have moved their own pages

The File Isolation application setting now defaults to Inherit from Workspace when adding applications to
a workspace

The workspace administration site breadcrumb now includes a link back to the workspace dashboard for
improved navigation

The Download Turbo for Windows banner is now disabled by default
Web applications now support Install on My PC on the portal

The Hub now removes release tags from existing images when another image with the same release is
pushed

Reduced unnecessary logging for certain Hub queries

Users who haven't used Turbo for 30 days are now marked as inactive, freeing up user license seats
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Logs are now automatically archived every two weeks, and archives are deleted after one year. These
parameters can be adjusted using the following command line settings:

+ | ogs-archive-interval : Controls the frequency of log archiving (default: 2 weeks)

+ | ogs-archi ve- pur ge- af t er : Sets the retention period for archived logs before deletion (default:
1 year)

Reorganized top-level admin settings for better navigation
Improved consistency in release sort order between VM repo page and workspace application page

Optimized Hub revisions query to improve performance and prevent timeouts during turbo pull
operations

Added agent string for outbound Hub web requests

Added revision history input to the Repository federation form
Greatly improved Turbo Hub network output speed

Updated all vulnerable dependencies to their latest secure versions

Prevented potential JavaScript injection vulnerabilities
update includes fixes for the following issues:

Administration site logins failed if the Hub server clock was changed to a future date then changed back

User activation behavior was inconsistent across login scenarios. Users are now activated on launch, not
on login.

The administration site user Last Activity column has been renamed to Created

Fleets deployment server version matching was overly precise and failed to select the latest compatible
server version

Performance reports incorrectly marked session handoffs as an error
Storage provider Test button failed to list error details for certain errors
Storage provider Test button occasionally reported a failure despite a successful operation

WIF data was not properly reported to ZAM server in certain circumstances, impacting the visibility of
streamed applications in ZENworks reports

Certain workspace administration pages failed to load when using a self-signed certificate

Users were unable to set workspace application's Turbo VM to the latest version if they previously ran the
application with an older VM

Application launches could fail to open files with the configured file association and close unexpectedly

Launching workspace applications with Check for Updates set to Never resulted in an image not found
error if the image did not exist on the host machine

Session handoff failed when transitioning from Windowed to HTMLS5 client

Portal dashboard application status icon disappeared if a user disconnected then reconnected to the
remote session

Drag-and-dropping icons in the dashboard Files tab resulted in unintended icon uploads
DRM errors could cause the HTMLS5 client to hang at "Launching application" indefinitely

HTMLS5 client close action erroneously displayed error details, even when the session closure was
expected

Sensitive information was written to browser console logs in the HTML5 client
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Hub failed to automatically update the image cache while federating from the Turbo.net Hub when using
certain legacy image cache paths

The diagnostic flag failed to generate logs when using the HTMLS5 client

"Failed to Save Repository Settings" error was hidden at the bottom of the page

Directory Service > Items page showed Include all as enabled instead of the previously selected groups
Power Button was missing in HTMLS5 client under certain conditions

Switching a storage provider from per-user to global hid per-user connections

Administration site displayed errors for obscured inputs less than 3 characters

OneDrive Test button showed errors as [object Object]

Error page displayed the Administrator Email contact instead of the Support Link

Cloning /xvm resulted in missing releases

"An operations error occurred while synchronizing AD" occurred during AD synchronization under certain
conditions

Refreshing the repository Versions page on Hub after pushing an image failed to load the page
Various Filr storage connection issues have been resolved

Hub database resulted in error state during unexpected server shutdowns

Session Logs custom date range did not properly filter logs

Domain Federation did not copy certain component layers

Pushing a large image to Hub caused subscriptions to fail to register/update while the image was caching
OpenText server installer file version was incorrect

Hub database only repaired one block at a time when pushing an image with missing blocks
Portal theme settings reset incorrectly under certain circumstances

Improved inconsistent page titles

Fleet commands failed when the fleet server was in an unexpected state

Download link for Turbo Client for Mac pointed to a deprecated URL

This update includes the following dependency updates:

Turbo Client has been updated to 24.9.6
Turbo VM has been updated to 24.10.17
Java has been updated to Temurin 21.0.4
Apache has been updated to 2.4.62
PsExec has been updated to 2.43

Hybrid Workspaces - Studio (Application Packaging Tool)

This update to Turbo Studio includes the following improvements and bug fixes:

*

*

*

*

The Turbo VM is updated to version 24.12.11
Support storing sandbox in volume mounted directory
Fix assembly source path resolution with shared manifests

Fix loading metadata from non-standard Startup EXEs
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Add option to always use default captured processes

Remove deprecated Portable Executable project type

Improve font installation performance by only using those in virtual system font folders
Fix incompatibility with Windows 11 24H2 update (KB5046740)

Fix crash when scrolling through virtual folders that contain many files

Add ability to export virtual registry keys to .reg file

Fix Windows Side-by-Side issue with mismatched public key token for assemblies with registration-free
COM objects

Fix Capture of Office 365 Add-ons
Fix error when a virtual registry key value has a name longer than 512 characters
Fix issues when using a virtual network proxy

Fix error caused when a filesystem link is used to map the sandbox location to a device other than
%TEMP%

Fix hang caused by attempting to resolve the path of a synchronous named pipe

Update Studio Debugger log normalization rules to reduce irrelevant entries while comparing logs
Add Defaulted File Isolation mode

Support for Registration-Free COM .NET objects

Include updates to existing files from SYSTEM process during Capture

Show metadata from sandboxed file during WriteCopy directory enumerations when the file also exists
both in the native location

Startup Shims and Scripts are executed with DLL Injection launch mode

Natively sourced applications which require elevation are executed properly when using DLL Injection
launch mode

Resolution of potential crash in Diagnostic mode when attempting to trace an invalid security descriptor

Resolution of potential crash when initializing modules that have circular dependencies

Product Documentation

The following sources provide information about Hybrid Workspaces:

+ Hybrid Workspaces Documentation website

+ Hybrid Workspaces product page

¢ Turbo.net Documentation page

Legal Notices

For information about legal notices, trademarks, disclaimers, warranties, export and other use restrictions,
U.S. Government rights, patent policy, and FIPS compliance, see https://www.microfocus.com/en-us/legal.

© Copyright 2008 - 2025 Open Text

Hybrid Workspaces 24.11 Readme


https://www.microfocus.com/en-us/legal
https://www.novell.com/documentation/hybrid-workspaces-24.x/
https://www.opentext.com/products/hybrid-workspaces
https://www.turbo.net/docs

The only warranties for products and services of Open Text and its affiliates and licensors (“Open Text”) are as
may be set forth in the express warranty statements accompanying such products and services. Nothing herein
should be construed as constituting an additional warranty. Open Text shall not be liable for technical or

editorial errors or omissions contained herein. The information contained herein is subject to change without
notice.
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