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About This Guide

This guide provides example solutions that you can implement when using the products available in
the Novell® Compliance Management Platform. The guide is organized as follows:

¢ Chapter 1, “Introduction,” on page 9

¢ Chapter 2, “Initiating Workflow Approvals for Protected Resources,” on page 13

¢ Chapter 3, “Synchronizing Identity Manager Forgotten Password Challenge Response with
SecureLogin Passphrase,” on page 27

¢ Chapter 4, “Reporting when Terminated Users Accessing Company Resources,” on page 31
¢ Chapter 5, “Sending Alerts when Rogue Administration Occurs,” on page 39
¢ Chapter 6, “Validating Provisioned Users with System Utilization,” on page 51

Audience

This guide is intended for partners, consultants, and customers who are extremely familiar with the
following Novell products:

¢ Identity Manager

+ Access Manager

¢ Sentinel™

¢ eDirectory™

¢ iManager

¢ Identity Manager Resource Kit

¢ Analyzer for Identity Manager

Documentation Updates

For the most recent version of this document, see the Novell Compliance Management Platform
documentation Web site (http://www.novell.com/documentation/ncmp10/)

Additional Documentation

For additional documentation, see the Novell Documentation Web site (http://www.novell.com/
documentation).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.

About This Guide
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Introduction

The Novell® Compliance Management Platform delivers business process automation that provides
users with the appropriate resources, validated in real time to ensure compliance to company policy.
The platform enables you to provision users based on how you do business, secure both Web and
Client applications by granting access to users based upon provisioning policy, and monitor and
validate user and system activity in real time with automated, policy-based corrective actions for
non-compliant activities.

The platform consists of a set of core products, integration resources, and deployment resources.

¢ Section 1.1, “Core Products,” on page 9
¢ Section 1.2, “Integration Resources,” on page 10

¢ Section 1.3, “Deployment Resources,” on page 11

1.1 Core Products

The following products form the core of the Novell Compliance Management Platform:

+ Identity Manager 3.6: Identity Manager provides user provisioning and password
management. You can automate the provisioning and deprovisioning of user accounts and the
managing of passwords and user data throughout your organization's directories, applications,
databases, and OS platforms. Through streamlined user administration and processes, Identity
Manager helps organizations reduce management costs, increase productivity and security, and
comply with government regulations.

Identity Manager includes the Roles Based Provisioning Module 3.6.1 and Designer 3.0. The
provisioning module enables a variety of identity self-service and roles provisioning tasks, so
users can initiate provisioning and role assignment requests and approvers can manage the
approval process for these requests. Designer 3.0 helps you design and deploy your Identity
Manager system.

For more information about Identity Manager, see the Identity Manager 3.6 documentation site
(http://www.novell.com/documentation/idm36).

¢ Access Manager 3.0.4: Access Manager provides access management for network content,
applications, and services across a broad range of platforms and directory services. With
Access Manager, you can deliver simple access to employees, customers, and partners by using
standards-based access management technologies that make it easy to securely share identity
information across business and technical boundaries. In addition, you can enable single sign-
on, which means your employees and partners only need to remember one login for authorized
access to all corporate Web-based applications.

For more information about Access Manager, see the Access Manager 3.0.4 documentation site
(http://www.novell.com/documentation/novellaccessmanager).

¢ Sentinel 6.1: Sentinel™ provides a real-time, holistic view of security and compliance
activities across your IT environment. Sentinel replaces labor-intensive manual processes for
gathering, responding to, and reporting on security and compliance events—enabling you to
manage risk more effectively, cut costs, and use your existing resources more efficiently.

Introduction
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For more information about Sentinel, see the Sentinel 6.1 documentation site (http://
www.novell.com/documentation/sentinel61).

¢ eDirectory 8.8.3: eDirectory™ provides an LDAP directory service that forms the foundation
of the Novell Compliance Management Platform.

For more information about eDirectory, see the eDirectory 8.8.3 documentation site (http://
www.novell.com/documentation/edir88).

¢ iManager 2.7: iManager is a Web-based administration console that provides customized
secure access to network administration utilities and content from any location in the world.
Using iManager, you can administer eDirectory and many Novell and third-party products,
including Identity Manager.

For more information about iManager, see the iManager 2.7 documentation site (http://
www.novell.com/documentation/imanager27).

1.2 Integration Resources

The following components provide integration of the core products to increase the benefits you
receive:

+ Identity Manager Driver for Sentinel and the Sentinel Identity Vault Collector: The
Identity Manager Driver for Sentinel (Sentinel driver) and the Sentinel Identity Vault collector
gather identity information for use by Sentinel.

In some systems, its possible for a single user account to be identified in multiple ways. For
example, a Microsoft* Active Directory* account can be identified by its SAM account name
(jsmith), its user's principal name (jsmith@company.com), and its LDAP distinguished name
(cn=John Smith,cn=users, dc=company, dc=com). The Identity Manager Driver for Active
Directory gathers these account identifiers and stores them on an Identity Vault user account
that is associated with the Active Directory account. The Sentinel driver sends the identity
information to the Identity Vault collector. Whenever an Active Directory event occurs that
contains one of the identities, the Identity Vault collector injects the common identity (Identity
Vault user identity) into the event so that events tracked through any of the identities are
correlated with a single user in Sentinel views and reports.

For more information about the Sentinel driver and the Identity Vault collector, see the /dentity
Manager 3.6 Driver for Sentinel 6.1 and the Identity Vault Collector Implementation Guide.

¢ Identity Tracking Solution Pack: The solution pack provides controls (views and reports) of
events associated with users. Through these controls, you can monitor and report on account
management activities (creation, deletion, and modification); suspicious user activities such as
failed authentication, denied access, denied or increased account privileges, and impersonated
account logins; account usage by users; and password management activities. Because of the
identity injection provided by the Sentinel driver and Identity Vault collector, events are
associated to individual users.

For more information about the Identity Tracking Solution Pack, see the Novell Compliance
Management Platform documentation site (http://www.novell.com/documentation/ncmp10).
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1.3 Deployment Resources

The following resources are included to help you deploy your Identity Manager 3.6 solution:

¢ Identity Manager Resource Kit 1.2: The Resource Kit provides a VMware* image of a fully
developed and deployed Identity Manager 3.6 solution. Also included is a Designer project and
documentation that enables you to set up this solution instead of using the VMware image.

The Resource Kit includes several business solutions that are common to Identity Manager
customers, including employee life-cycle management (hire to termination), credential
provisioning, and password expiration notification.

XPOZ (pronounced “expose”) is a test harness for Identity Manager. It is a script interpreter
that provides access to a number of applications through their exported API interfaces to allow
for in-depth testing of an Identity Manager solution. XPOZ is also included in the Resource
Kit.

For more information about the Resource Kit, see the /dentity Manager Resource Kit 1.2
Overview Guide.

¢ Analyzer 1.0: Analyzer for Identity Manager helps you ensure that general internal policies are
adhered to for data quality, which includes data analysis, data cleansing, data reconciliation,
and data monitoring/reporting. Analyzer lets you analyze, enhance, and control all data stores
throughout the enterprise.

For more information about Analyzer, see the Novell Compliance Management Platform
documentation site (http://www.novell.com/documentation/ncmp10).

Introduction 11
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Initiating Workflow Approvals for
Protected Resources

This solution requires Identity Manager, the Identity Manager Roles Based Provisioning Module,
and Access Manager.

When users attempt to access a protected resource to which they have not been granted rights,
Access Manager denies access. In some cases, a user might not be authorized to access the resource;
in other cases, the user might be authorized to access the resource but has not been granted the rights
required to gain access.

In either case, the most efficient method of handling the access denied message is to check the user’s
credentials to validate if he or she should be attempting to access the resource. If not, Access
Manager can deny the request. However, if the user does have the credentials to allow access but has
not been granted the appropriate approvals, you can implement a workflow process to enable the
user to request access.

The following sections outline the sample configuration steps necessary to implement this scenario.

¢ Section 2.1, “Assumptions,” on page 13
¢ Section 2.2, “Configuring the Identity Manager User Application,” on page 13

+ Section 2.3, “Configuring Access Manager,” on page 22

2.1 Assumptions

This scenario assumes the following:
O You have installed and set up Identity Manager, the Identity Manager Roles Based Provision
Module, and Access Manager.

U The resource protected by Access Manager is based upon a credential of the user. In other
words, the user is a member of a group, role, department, or so forth.

O The workflow process grants the user the necessary entitlement to fulfill the Access Manager
Permit policy

O Although it is not necessary, some form of single sign-on authentication (such as an Identity
Injection policy or SAML assertion) can be defined for the Identity Manager User Application
so that the user redirection to the workflow process is seamless and does not prompt for
additional credentials.

2.2 Configuring the Identity Manager User
Application

The following steps explain how to configure the Identity Manager Role Based Provisioning
Module so that users who attempt to access to a protected resource can be redirected to a workflow
that allows them to initiate a request for access to a protected resource.

1 Log-in to the Identity Manager Role Based Provisioning Module as a UserApp Admin.

Initiating Workflow Approvals for Protected Resources
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2 Click Administration, then click the Page Admin tab.
3 Under Page Actions (lower left corner), click New to create a new page.
4 Fill in the following page properties:
Page Link Name (URI): Specify a name for page link (for example, Workflow Request).

Page Name: Specify a name for the page. By default, the page name is populated with the
same name you entered for the page link name.

Assign Categories: Select the General option.
5 Click Save Page.

The resulting page looks similar to the following example:

) Page Administration - Micresalt Inbemet Eplorer LTS
e [ o Fpertes ok ek r
sk = 3 - %) 2] G| sewch Fmertes £ | Lnks @) Morager @] Identey Manager 4] Access Manager
| Agiess | 8] 002080 = Eloe
1 > (=]
digitalairlines - - I

Maintain Shared Pages Mintain Cortsiner Pogs

Enter the Page Information and click on ‘Save Page’ to save,

Shaced Pages Page Properties
zm LT:'U [ritnticw Requos]
GAEhing Custamizaton Maragemen it
Cathing Management
Chealinge Rusponse Fage Hame, [rourionm Request
Cusstoenize Branding
Data Export
Chaka st Hiavigation Priorty (MgRer nUMBOr = lower rors
Delegation and Provy
Digital Signatuea & none © Sevalue
Driver Stalus
Forgut Paseword
LD Contguration Pacant Page oG Parent st
Logging Configuraton
Aasign I administraton I Directory Managament ¥ Gensral
B I Guast Pages I indcemasion Managsmant I #assword Management
Destription:
Lleeahp el Mgt i:racr 5 destriphon o the new ERaned Pags hert jl
Werklow Configuralion =l
Fioa -
(B smmenee (1] comms
caogary [ = —
Starts with.
Page Tasks
Fage Actions @ — —
e g o () = = e H.
& BT [ vt

6 Under Page Tasks, click Select Content to display the Content Selector window.

7 In the Available Content list, select Resource Request, then click Add to move it to the Selected
Content list (as shown in the above example).

8 Select Content Preferences, then click OK when prompted to save your changes.

The Content Preferences window is displayed.
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.0.0.100:8080 - Content Preferences - Microsoft Internet Explorer =101 x|

File Edit Wiew Favorites Tools  Help | ","
Maovell =
Identity
CONTENT PREFERENCES Manager

Modify Content Preferences for this Registration instance (Resource Reguest

Save Preferences Cancel Descriptions

Resource Request

Preference Preference Yalue Required ?:IE?
Resource Request:  Wiew Edit Custom Preference 7 -
Save Preferences Cancel Descriptions
[&] pone l_ I_ I_ l_ l_ |4 nkernet 4

9 In the Content Preferences window, click View/Edit Custom Preferences.

The Resource Request Content Preferences box is displayed.
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_1o] x|
| Iz
Movell =

Identity
Manager

.0.0.100:8080 - Content Preferences - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

CONTENT PREFERENCES

Modify Content Preferences for this Registration instance (Resource Reguest

Return to List YWiew

Resource Request

Resource Reguest

|
-

Fezource Reauest Complex Preference
Click Continue to view or edit the preference values for the Default locale. To view or edit ather supported locales specify a different locale and

click Continue.

Lacale: IDefauIt 'l [ Cortinue

[ ]

=
4

[&] pone l_ I_ I_ l_ l_ |4 nkernet

10 Click Continue to edit the Default locale, or, if necessary, select a different locale, then click

Continue.
11 In the Resource Request Complex Preference list, select the workflow that you previously

defined , then click Submit.

16 Novell Compliance Management Platform1.0 Integration Guide



10.0.0.100:3080 - Content Preferences - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

-loj x|

| &

Movells L=
Identity
CONTENT PREFERENCES Manager
Modify Content Preferences for this Registration instance (Resource Reguest
Return to List YWiew
Resource Request
Resource Reguest
Resource Reguest Complex Preference =
Corporate Email
Rogue Administration Activity
Yendor Payment Role Reqguest
@ Done I_I_I_’_|_|° Inkernet 4

As shown in the following screen shot, you are prompted to return to the List View and save

your preferences.
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10.0.0.100:3080 - Content Preferences - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help
mModity Content Freterences for this Eegistration instance (Kesource Hegquest)

Return to List YWiew
Resource Request

Resource Request

Fesource Reguest Complex Preference
Return to List View then click Save Preferences.

Yendor Payment Role Requestj

K|

Return to List Wiew
€l [ [ [ e memet

12 Click Return to List View.
13 Click Save Preferences to save the preferences and return to the Content Selector window.
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.0.0.100:8080 - Content Preferences - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

CONTENT PREFERENCES

Movell
Identity
Manager

Modify Content Preferences for this Registration instance (Resource Reguest

Save Preferences™ Cancel Descriptions

Resource Request

Preference Preference Yalue

Reset Resource Reguest,  iewEdit Custom Preference

Save Preferences™ Cancel Descriptions

@ Done

Required

I

Read
ohly

r

l_ I_ I_ l_ l_ |4 nkernet

»

14 Click Save Contents to save the page contents and return to the Page Admin window.

Initiating Workflow Approvals for Protected Resources
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.0.0.100:8080 - Portlet Selector - Microsoft Internet Explorer =101 x|

File Edit Wiew Favorites Tools Help | .:!l
Movell L=
Identity
CONTENT SELECTOR Manager

Select content for this Portal Page (Workflow Request)

Filter: Selected Content:
|AII Categaries j

Ayailahle Content:

Fortal Page Controller -]

Render Fage Fortet ... &
Resource Reguest R
Rss Mews Feed

Sample Bookmark

Search List J
Shared Page Mavigation
Shortcut

Contert Preferences

Mame: Resource Request Marme: IResource Reqguest Uplate

Description: Description:
Resource Request Resource Request
Mo Prewiew Inage Available Mo Preview Image Available
Save Contents Cancel b
=l
@ N 7

15 Under Page Tasks, click Assign Permissions to display the Page Permissions window.

The Page Permissions window lets you give users permissions to view the newly created page.
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://10.0.0.100:3080 - Portal Page Permissions - Microsoft Internet Explorer =101 x|

File Edit Wiew Favorites Tools  Help | :,'

Novells =
Identity Manager
PAGE PERMISSIONS

Flease selectthe users and groups that can access this Pageitiorkflow Request)

Oy nership
Search for: Current Assignments:
Users Containers sefected
hao containers selected
raups Groups sefected
Caontainers no groups selected
Users sefected

no users selected

Results B j

chn=ABlake ou=Active ou=Ilsers, o=Digi
cn=AChung,ou=Active ou=Users 0=Dig
cn=AFalani,ou=Active, ou=Users,0=Dig j
ch=ASrmith, ou=Active ou=Users, o=Digi.
cn=ASpencer,ou=Active ou=Users o=D

V¥ view Permission Set to Admin Qnly

Save | Close |

=
|@ Done l_ I_ I_ l_ l_ |O Inkernet 4

16 1In the Search for list (located on the View tab), select User, Group, or Container as appropriate.
17 Enter search criteria in the Starts with field to narrow the search, then click Go.

or

To list all results, leave the Starts with field blank, then click Go.

18 After the results are displayed in the Results list, select the appropriate entity (or entities) to
assign permissions to, then click the > button to add them to the Current Assignments list.

Initiating Workflow Approvals for Protected Resources
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://10.0.0.100:3080 - Portal Page Permissions - Microsoft Internet Explorer =101 x|

File Edit Wiew Favorites Tools  Help | :,"

Novells =
Identity Manager
PAGE PERMISSIONS

Flease selectthe users and groups that can access this Pageitiorkflow Request)

Oy nership
Search for: Current Assignments:
| Groups | Containers selected
. no containers selected
Starts with: Groups sefected
cn=Finance,ou=Groups, ou=Users, o=DigiAir
I Gao Users selected

no users selected

ups,ou=llsers,
) S,0U= o=[y

ch=FlightCrew ou=Groups,ou=1Users,0 j
ch=FlightOps ou=Groups, ou=sars o=
cn=GroundCrew ou=Groups, ou=LUsers
chn=HR,ou=Groups,ou=Users, o=DigiAil
ch=IT,ou=Groups, ou=Users o=DigiAir
chn=hManagement,ou=Groups ou=lsers
cn=YendorManagement, ou=Groups, ou
cn=YendaorPayment,ou=Groups,ou=Ls

[T wiew Permission Set to Adrmin Qnly

Sa\rel Cancel |

»

&l l_ I_ I_ l_ l_ |4 nkernet

19 Verify that the View Permission Set to Admin Only option is not checked.
20 Click Save.
21 Click Close.

You have successfully set up the workflow page that you can redirect users to if they select the
option to initiate the request process to gain approval to access this resource. You can access the
workflow request directly at the following URL:

http://ipaddress:port/IDM/portal/cn/DefaultContainerPage/Workflow Request

Replace ipaddress:port with the appropriate information for your environment. Replace
Workflow Request with the page link name you used in Step 4 on page 14.

Continue with Section 2.3, “Configuring Access Manager,” on page 22 for information on how to
redirect a user to the workflow page you just created.

2.3 Configuring Access Manager

The following steps explain how to configure Access Manager to redirect a user to an Identity
Manager workflow/approval process.

1 Configure a protected resource as directed in the Access Manager documentation.
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The following steps are example policies that allow access if users meet the criteria, request
access if certain criteria are met or, deny access if users do not meet criteria and should not
given the opportunity to request access.

Create a Permit rule similar to the one in the following example, based upon criteria for the
user to be granted access to the resources.

7 Access Manager - Microsoft Internet Explorer

1 Access Manager
Overvign
Identity Servers
Access Gateways
S5L UPNs
JIEE hgents
Certificates

Policies
Auditing

Auditing and Logging
Directory Administration
Groups

Help Desk

NMAS

=10l x|
Fle Edt View Favorites Toos Help ‘ o
Qback ~ ) - [x] & @ ‘Llnks &) AMEX &) Clarity &] InnerWeb &) Orade (& SSLVPN W Versionone
Address [] https:/f10,0.0.102:6443mps/servietiwebace )=
Novells Access Manager & s
ADMIN - =

= W=

A=l « ERSEIC N
@ Roles and Tasks Edit Policy: VendPay - Rule 1 =
I[AH Categories] j Type: Access Gateway: Authorization

Description:  [Digitsl airtines Vendor Payment
Priority: [
Conditions Condition structure: |AHD Conditions, OR groups

B condition Group 1
New

e =] Loap attribute; erouptiembership v e

Comparison:  String : Equals v
tode:  Case Insensitive v

Value! Data Entry Field v |cn=VenuwPayment,uu=Gruups,uu=users,u=mgwr
Result on Condition Error:  False v

Append New Group
Partition and Replicas
. Actions
Schema [[os_permit ~ =
Users Chanzes made on this panel must be applied from the Palicies Panel,
Ok | cancet |
[&] Dane s _/i

Verify that the priority for this rule is the lowest number (in this example, it is 1).

Create a Deny rule similar to the one in the following example, based upon criteria for the user
to not have access to this resource and to be denied.

Initiating Workflow Approvals for Protected Resources

23



24

7 Access Manager - Microsoft Internet Explorer ] 54

Ele Edt View Favorkes Tocks Help | &
Qback ~ &3 - ¥ & @ ‘Lir\ks & AMEX (€] Clarity &] InnerWeb @] Orade (@] SELUPN W VersionOne
Address |@ https: /{10,0.0,102: 65443 nps/servistjwebace j o
Novells Access Manager B .
ADMIN —
= LIRSS

EICR « IR ENE N
@] Roles and Tasks Edit Policy: VendPay - Rule 2 =
A1 Categories) = Type fccess Gateway: Authorization
=l Access Manager Description: ||:eny i not in the Finance Group

Overview

. l__[5 =

Identity Servers Prierity:

Access Gateways Conditions Condition structure: |AND Conditions, OR.groups

S5L VPNs

J2EE Agents
Certificates

Bl Condition Group 1

Policies

Auditing [“1[if ot »| Loap attribute:  groupfiembership ==
Auditing and Logging Caomparison:  String : Equals w

. . . Mode:  Case Sensitive v
Directory Administration

Value! Data Entry Feld v - Icn:Firvance,nu:Grnups,uu:USars,u:UgiAir
Result on Condition Error: False v

Groups
Help Desk

NMAS Append Hew Group

Partition and Replicas

Actions

Rights
=

Sfiorn Do Deny v Deny flessaze v =

ihessage Text W  Becsuse you are not in the Finance depar
Users
Changes made on this panel must be applisd from the Policies Panel,
0K Cancel
[&] https:/{10.0.0.102:8443roma/# REEEE

5 Verify that the priority of this rule is the next highest number (in this example, it is 5). The
message text of this policy should state why the user has been denied access, for example:

Attention

Status: 403 Forbidden
Description: Because you are not in the Finance department your access has been denied.

If this condition persists, please contact the helpdesk.

[l LIBERTY
B ALLIANCE
INTEROPERABLE

6 Create a Deny policy similar to the one in the following examples, based upon criteria that

display a message to users explaining why they have been denied access, and providing a link
to request access to the resource.
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7 Access Manager - Microsoft Internet Explorer ] 54

Fle Edk Yiew Favortes Took Help | &
Qeback - - ¥ &) @ ‘ Links €8] AMEX Clarity @] InnerWeb &) Oracle @] S5LUPH "W VersionOne
Address |@ https: /{10,0.0,102: 65443 nps/servistjwebace j o
Novells Access Manager B .
ADMIN j_|_| —
] EIES SN
Unrestricted Access I L] N
@ Roles and Tasks Edit Policy: VendPay - Rule 3
¥ Y

|[AH Categories] j Type Access Gateway: Authorization
B Access Manager Description: [Redirect to Identity Manager workflow if in Finance

Overview priert m

Identity Servers rierity:

Access Gateways Conditions Condition structure: |AND Conditions, OR.groups

S5L VPNs

JZEE agents Condition Group 1

Certifiates New ¥

Policies No conditions in Rule 3. (Actions will always occur unconditionally. )

Auditing
Auditing and Logging Actions

=)
Directory Administration Do Deny>  Denyessage ¥ &=
Message Text ¥ Sorry, because you are not yet a member
Groups
Help Desk Changes made on this panel must be applied from the Policies Panel
HMAS 0K Cancel
Partition and Replicas
Rights
Schema
Users
|&] Done R EEN 7

7 Set the priority of this policy to the next highest number (in this example, it is 10). The message
text of this policy should state why the user has been denied and how to gain access.

Attention

Status: 403 Forbidden

Description: Sorry, because you are not yet a member of the Wendor Payment role you do
not have permission to access this application.

fou may request access to the Wendor Payment system by clicking the link below. Once
wour request has been submitted and processed you will be notified and upon approval
granted access.

Click here to reguest access to the Wendor Payment Systemn

If this condition persists, please contact the helpdesk,

[l LIBERTY
B ALLIANCE
INTEROPERABLE

The content of the Message Text field looks like the following in HTML:
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Sorry, because you are not yet a member of the Vendor Payment role you do not
have permission to access this application.

<BR><BR>

You may request access to the Vendor Payment system by clicking the link below.
Once your request has been submitted and processed you will be notified and
upon approval granted access.

<BR><BR>

<A HREF="http://ipaddress:port/IDM/portal/cn/DefaultContainerPage/

Workflow Request">

Click here to request access to the Vendor Payment System</A>

<BR>

Replace http://ipaddress:port/IDM/portal/cn/DefaultContainerPage/
Workflow Request with the URL created in the previous section.
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Synchronizing Identity Manager
Forgotten Password Challenge
Response with SecurelLogin
Passphrase

This solution requires Identity Manager and SecureLogin.

Identity Manager and SecureLogin both enable users to recover from forgotten or unknown
passwords. Identity Manager uses Challenge Response to enable users to replace a forgotten
password, and with a new password. SecureLogin uses Passphrases to enable users to reset a
forgotten password or change an old password to a new one.

The Identity Manager Challenge Response and the SecureLogin Passphrase are similar mechanisms.
Both use a challenge question and response to authenticate in place of a password and then present
the user with an interface to reset the password. For users who manage passwords through both
products, maintaining two sets of challenge questions and responses can be confusing.

The following sections provide information to help you configure Identity Manager Challenge
Response and SecureLogin Passphrase to use the same challenge questions.

¢ Section 3.1, “Setting Up Provisioning of Credentials to SecureLogin,” on page 27

¢ Section 3.2, “Configuring Identity Manager Challenge Response,” on page 28

¢ Section 3.3, “Configuring SecureL.ogin Passphrase,” on page 29

3.1 Setting Up Provisioning of Credentials to
SecurelLogin

In addition to synchronizing passwords among multiple directories and applications, Identity
Manager can provision credentials (for example, application IDs, passwords, and other login data) to
SecureLogin through Credential Provisioning policies. This enables you to automate the
management of passwords throughout your enterprise, regardless of whether the passwords are used
in Identity Manager connected systems or SecureLogin applications.

Synchronizing the challenge questions used by Identity Manager Challenge Response and
SecureLogin Passphrase does not require you to have Identity Manager provision credentials to
SecureLogin. However, if you are interested in doing so, see the Novell Credential Provisioning for
Identity Manager 3.6 guide.

Synchronizing Identity Manager Forgotten Password Challenge Response with SecureLogin Passphrase
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3.2 Configuring Identity Manager Challenge
Response

Complete the following tasks to configure questions for Identity Manager Challenge Response:

O Create a Challenge Set (or modify an existing set) that includes a question that has non-
subjective response (such as “What is your workforce ID?”). For instructions, see “Managing
Forgotten Passwords” (http://www.novell.com/documentation/password management32/
pwm_administration/data/bqfSd1x.html) in the Novell Password Management 3.2 Guide.

Keep in mind the following as you create the Challenge Set:
* You can use multiple questions.

+ This same questions will be used as the SecureLogin Passphrase questions. The user will
need to supply the responses in both Identity Manager and SecureLogin. Therefore, you
want the questions to be non-subjective so that the answers are always the same.

+ Do not allow users to set their own challenge questions. Remove any [User Defined]
required or random questions.

3 https://10.0.0.100:8443 - Novell iManager - Microsoft Internet Explore ;Iglil

Challenge Set: Standard User.Password Policies. Security (2]

b%

A Challenge Set consists of a set of required and/or random questions. all required questions
will be presented to the user. Set the number of additional questions presented to the user by

specifying a number of random questions,

Add Question...
Challenge Questions

Required Questions Hin Char Max Char
What is vour mother's maiden name? 2 255
What is wour workforce 107 4 4
Random Questions Min Char Max Char
What is your User |D7 z 255
What is your childhood pet's name? 2 255
Who weas your hiring manager? 2 15

3 'l Mumber of random questions to ask user when password is forgotten

OK | Cancel | Apply |

] [T (5 [ teret Z

O Assign the Challenge Set to each Password policy that applies to Identity Manager and
SecureLogin users. For instructions, see “Managing Forgotten Passwords” (http://
www.novell.com/documentation/password _management32/pwm_administration/data/
bqf5d1x.html) in the Novell Password Management 3.2 Guide.
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3.3 Configuring SecurelLogin Passphrase

This solution assumes that SecureLogin is used in eDirectory™ mode with or without Novell®
SecretStore®.

The following sections provide examples of two methods you can use to configure the SecureLogin
Passphrase question so that it is the same as the Identity Manager Challenge Response question. The
first method requires manual configuration of the question through iManager. The second method
uses Identity Manager policies to automatically provision the Passphrase question.

¢ Section 3.3.1, “Configuring the Passphrase Question in iManager,” on page 29

¢ Section 3.3.2, “Provisioning the Passphrase Question through Identity Manager,” on page 30

3.3.1 Configuring the Passphrase Question in iManager

Complete the following tasks to configure the Passphrase question in iManager:

O Create a Passphrase question that is the same as the Identity Manager Challenge Response
question. For instructions, see “Creating a Passphrase Question” (http://www.novell.com/
documentation/securelogin61/nsl61 administration guide/data/b9001em.html) in the
SecureLogin 6.1 Administration Guide.

Keep in mind the following as you create the Passphrase question:

+ Passphrase questions can be modified on individual users or on containers. You need to
modify the question on whatever combination of objects are required to match the users
covered by the Identity Manager Password policies associated with the Challenge
Response question.

* You can use multiple questions, but they must be the same questions that were used in the
Identity Manager Challenge Response.

+ Do not allow users to set their own challenge questions. Set the User-defined passphrase
question option to No.

Manage Securelogin SSO: Zusers

Securelogin 550

Ap tHbution | licies | Preferences | |Adwanced Settings

Passphrase

Corporate passphrase questions

What is your workforce 10?7
What is your mother's maiden name?

Uzer-defined passphraze questions

O Make sure that the Passphrase question and the Identity Manager Password policy are assigned
to the same users.

Synchronizing Identity Manager Forgotten Password Challenge Response with SecureLogin Passphrase
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3.3.2 Provisioning the Passphrase Question through ldentity
Manager

You can use Identity Manager policy to automatically populate the Passphrase question and
response. This method not only has the advantage of automation but ensures consistency between
the Identity Manager Challenge Response and the SecureLogin Passphrase.

The one limitation of this method is that you can only provision one Passphrase question and
response. This means that your Identity Manager Challenge Response can include multiple
questions, but your SecureLogin passphrase can include only one question.

Complete the following tasks to provision the Passphrase question:

O Select a driver whose policies you want to modify to initiate provisioning of the Passphrase
question.

For example, if you use a specific driver to add user objects to the Identity Vault, you can
modify that driver’s policies so that when a new user is added the SecureLogin Passphrase is
provisioned.

O Create the Passphrase provisioning policy. For instructions, see “Creating Credential
Provisioning Policies” in the Novell Credential Provisioning for Identity Manager 3.6 guide.
Keep in mind the following as you create the policy:

¢ The policy must be able to identify the user dn. Make sure the policy is located in a place
on the Publisher channel where that information is available.

¢ Use the set SSO passphrase action to set the Passphrase question and response.
Make sure that the question is non-subjective and that the response comes from data that is
available on the User object. Using User object data enables you to ensure that the
response in both Identity Manager and SecureLogin must be the same.

¥ Policy Description

Rules

E + % 650 Passphrase
Set 550 Passphrase
% Condition Group 1
v & if operation equal "add"

v & set 550 passphrase(store-def-dn=", .\M5L_Credential_Repostory”, dni"cn="+5ource Name()+",ou=Active, ol

Do |set 550 passphrase j @
Specify credential repository object DR: * | . ANSL_Credential_Repositary Q\ Cé
[V Set DM relative ko palicy
Speciy barget user DN * | "cn="+5ource Mame()+", ou=Active, ou=Users, o=Digisir"
Question string: * | "what is your workforce 107"
Answer string: * | Source Attributed"workforceID", class name="\Jser")

oK n @ action modified. Click OK to update the policy or click " .
H Cancel ko discard changes. | Required
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Reporting when Terminated Users
Accessing Company Resources

This solution requires Sentinel™ and Identity Manager.

Industry research shows that the biggest threat of data breach is from former employees who attempt
to access resources after their employment has ended. This solution allows you to track terminated
employees for a set amount of time. If the terminated employee tries to access a resource, then an
alert is issued (e-mail or workflow).

The following sections outline the steps required to implement this scenario.

*

*

*

*

*

Section 4.1, “Assumptions,” on page 31

Section 4.2, “Installing the Identity Tracking Solution Pack,” on page 32
Section 4.3, “Configuring the Global Setup,” on page 32

Section 4.4, “Installing the Identity De-Provisioning Control,” on page 33
Section 4.5, “Configuring the Identity De-Provisioning Control,” on page 35

4.1 Assumptions

The steps for this scenario assume the following:

Q

a

Sentinel 6.1 is installed and configured. For more information, see the Sentinel 6.1 Installation
Guide (http://www.novell.com/documentation/sentinel6 1/index.html).

Install and configure the eDirectory™ Collector. The documentation for the eDirectory
Collector is included with the Collector. Download the eDirectory Collector and the
documentation from the Sentinel 6.1 Content Web site (http://support.novell.com/products/
sentinel/secure/sentinel61.html).

Install and configure the Identity Manager Collector. The documentation for the Identity
Manager Collector is included with the Collector. Download the Identity Manager Collector
and the documentation from the Sentinel 6.1 Content Web site (http://support.novell.com/
product/sentinel/secure/sentinel61.html). For configuration documentation of the Identity
Manage Collector with Identify Manager, see the /dentity Manager 3.6 Reporting Guide for
Novell Sentinel.

Install and configure event Collectors for all integrated systems that are part of the Identity
Manager solution. For example, if you are synchronize Active Directory accounts with Identity
Manager, you need to download and configure the Active Directory Services Collector. All
Sentinel Collectors are located at the Sentinel 6.1 Content Web site (http://support.novell.com/
products/sentinel/secure/sentinel61.html).

The Identity Tracking Solution Pack is downloaded from the Sentinel Solution Pack Download
Web site (http://support.novell.com/products/sentinel/secure/sentinel61.html).

Install and configure Identity Manager or use the Resource Kit. For more information, see the
Identity Manager 3.6 Installation Guide or the Identity Manager Resource Kit 1.2 Overview
Guide.

Reporting when Terminated Users Accessing Company Resources
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The Sentinel rules are dependent upon the business logic that is implemented in the Resource
Kit. For more information, see “Business Logic” in the I/dentity Manager Resource Kit 1.2
Architecture Reference Guide.

O The Sentinel driver and Identity Vault Collector are installed and configured. For more
information, see the /dentity Manager 3.6 Driver for Sentinel 6.1 and the Identity Vault
Collector Implementation Guide.

4.2 Installing the Identity Tracking Solution Pack

If you have already installed the Identity Tracking Solution Pack, skip this section and proceed
directly to Section 4.3, “Configuring the Global Setup,” on page 32.
1 Start the Sentinel Control Center and log in as a user with rights to manage Solutions Packs.
The Solution Manager option must be checked for the user under Permissions > Solution Pack.
2 Select Tools > Solution Pack from the menu to start the Solution Pack Manager.

3 Click Add to start the import wizard.

L

Mame |

4 Select Import a solution Pack plugin file (.zip), then click Next.

5 Browse to and select the Identity Tracking Solution Pack where you downloaded it, then click
Open.

The filename is Identity-Tracking 6.1rl.spz.zip.
6 Review the solution pack directory, then click Next.

7 Review the solution pack details, then click Finish.

4.3 Configuring the Global Setup

The Identity Tracking Solution Pack requires some global configuration that must be completed.
This configuration needs to be completed before any additional configuration. If you have
completed these global configuration task for another use case, you can skip this section.

The Sentinel data field must be able to hold Identity Manager attribute data.

1 Start the Sentinel Control Center, then click the Admin tab.
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2 Select Admin > Event Configuration from the toolbar.
3 In the left pane, browse to and select ReservedVar43.
The tag is rv43.
4 TIn the Label field in the right pane, change the display label to Data, then click Apply.

5 Click Save, the close the Event Configuration window and reopen it to see the changes take
place.

4.4 Installing the Identity De-Provisioning
Control

The Identity De-Provisioning Control contains a set of reports and rules to monitor common identity
de-provisioning and access violation actions within the enterprise.

+ Employee TerminationViolation: A report that lists any attempts to access enterprise
resources by terminated employees.

¢ IdT - Identity Terminated Employees Rule: A rule that identifies the terminated employees
within the enterprise.

+ IdT - Remove Reactivated Employees Rule: A rule that identifies the reactivated employees
within the enterprise.

¢ IdT - Unauthorized Access By Terminated Employees Rule: A rule that identifies
unauthorized access by terminated employees within the enterprise.

Reporting when Terminated Users Accessing Company Resources
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This control makes a series of assumptions about how terminated employees are handled in the
enterprise.

1. Terminated employees are simply designated as being no longer employed. The Resource Kit
enforces this standard by setting the employeeStatus attribute to Inactive for all terminated
employees. For more information about this process, see “Termination Process” in the /dentity
Manager Resource Kit 1.2 Architecture Reference Guide.

If other methods are used to identify the terminated employees, the IdT - Identify Terminated
Employees Rule needs to be modified if your method does not use the employeeStatus
attribute.

2. Modifying the status of the employee automatically triggers the disabling of all associated
accounts to ensure that the user no longer has access to enterprise resources. If this is not the
case in your environment, you might need to modify the IdT - Unauthorized Access By
Terminated Employees rule to filter out events from those special accounts. For example, if
former employees are still allowed to use an e-mail account.

To install the Identity De-Provisioning Collector:

1 Launch the Solution Manager by selecting Tools > Solution Pack in the toolbar in the Sentinel
Control Center.

2 Select Identity Tracking Solution Pack, then click Open with Solution Manager.

N Solution Packs Manager = O :n:-
PRD2IVOD

Marme
Identity Tracking Solution Pack

3 Highlight Identity De-Provisioning in the left pane of the Solution Manager, then click Install.
4 Verify that the Identity De-Provisioning Control is listed, then click Next.

5 Select your Correlation Engine from the drop-down list as the location where the Identity De-
Provisioning rules are installed.

6 Select the IdT-Unauthorized Access By Terminated Employees (Deployment), then click Next.
7 Select whether the Crystal server is local or remote by selecting one of the following options:
¢ Publish to Crystal Server
¢ [nstall to Local Directory
8 Specify the following Crystal server information:
¢ Server Name: Specify the Crystal server DNS name or IP address.
¢ User Name: Specify an administrative user for the Crystal server.
+ Password: Specify the administrative user’s password.
9 Click Next after you have specified the Crystal server information.
10 Review the contents of the Identity De-Provisioning Control, then click Install.

11 Review the installation summary, then click Finish.
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4.5 Configuring the Identity De-Provisioning
Control

There are additional configuration steps required to implement the Identity De-Provisioning
Control.

¢ Section 4.5.1, “Enabling Audit on All Endpoint Systems,” on page 35

¢ Section 4.5.2, “Configuring the Unauthorized Access by Terminated Employee Rule,” on
page 36

4.5.1 Enabling Audit on All Endpoint Systems

You must enable each endpoint system to audit the desired user events. This process defines which
events are sent to Sentinel to track. The endpoint systems are the systems that are part of the Identity
Manager solution. For example, eDirectory or Active Directory are endpoint systems.

Configuration steps for each endpoint system are different. For example, in eDirectory you set the
events to track on the properties of each object. You need to track events that are related to user
authentication, such as, when a login or logout occurs. Figure 4-1 is an example of enabling events
on the server object.

Figure 4-1 Enabling Audit Events on eDirectory

Modify Object: [ metaserverl.metaserverl.semvers.system

\, Ope \ plica | Index Management | SNMP | WAN Traffic Manager ULV CIFAT [
Server | NetWare | Filesystem |
[+]

[v" Do Not Send Replicated Events
[ Register For Events Inline

[ Select All | Deselect All ]
[*" ACL Changed [»" Add Group Member Nia?::e Group [¢" Intruder Detected
[¥ Login Disabled ¥ Login Enabled [v Login Failed

[ Select All | Deselect All ]
Objects
[" Add Property [« Allow Login [ Backlink Operator [+ Backlink SEV
= = [v Change Security [ Check Console
[ Backup [v" Change Password Equals Operator
[v Create Backlink [ Create [+ Delete [+ Delete Property
S S = [+ List Containable
[ Delete Subtree [+ DSA Read [+ DSStream Classes
[+ List Subordinates [ Login ¥ Logout " Modify RDN
[+"Move (Destination) [ Move (Source) v Move (Subtree) [+ Move Tree (End)
[« Move Tree (Start) [+ Mutate Entry [+"Name Collision [+ Read Attribute
[*"Read Object Info [*"Read References [+ Remove Backlink [*"Remove
[+ Remove Assoc. - - -
Directory [*"Rename [+ Restore [v Search
[+ Verify Password

[ Select All | Deselect All ] =

[s]3 | Cancel | Apply |
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4.5.2 Configuring the Unauthorized Access by Terminated
Employee Rule

This rule detects unauthorized access to enterprise resources. The rule contains two actions that need
to be configured for your enterprise.

+ “Configuring the Alert Unauthorized Access by Terminated Employee by E-mail Action” on
page 36

+ “Configuring the Report Unauthorized Access by Terminated Employee Action” on page 36

Configuring the Alert Unauthorized Access by Terminated Employee by E-mail
Action

The correct alias account that receives the e-mail alerts must be configured.

1 In the Sentinel Control Center, select Tools > Action Manager.

2 Select Alert unauthorized access by terminated employee by e-mail, then click View/Edit.

N Action Manager,
op Add  Manage Pluging
wod hlonitor 1dT Control Management

— O x

sod email test
52| TstEM
b honitor Movell eDirectary Contral Management

iod Terminated Employees Add

iod Exploited Azsets Add

b Feportunauthorized access by terminated employes
5| Disable |dentity

s Start Rogue Adrmin Waorkflow

32| Send Enail

iod Terminated Employees Remove

3 Add the correct alias in the 7o field, then click Save.

Configuring the Report Unauthorized Access by Terminated Employee Action

The Sentinel workflow that reports unauthorized access must contain a valid value for the person
that receives the reports.

1 In the Sentinel Control Center, select Tools > Actions Manager.

2 Select Report unauthorized access by terminated employee, then click View/Edit.
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N Action Manager - 0 X

op Add  Manage Plugins

{ﬂ tdanitar 1dT Control WManagement

i email test

55 TstEM

a’ﬂ tdonitar Mowell eDirectory Contral kManagement

{ﬂ Terminated Employees Add

{ﬂ Alert unauthorized access by terminated employee by email

43 Exploited Assets Add

55| Disahle Identity

|5 Start Rogue Admin Workflow

5| Send EMail

{ﬂ Terminated Employees Remove

3 Specify the correct user name in the Responsible field, then click Save.
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Sending Alerts when Rogue
Administration Occurs

This solution requires Identity Manager and Sentinel™.

When an identity attribute is changed by an administrator, not by Identity Manager, Sentinel logs the
event and then takes the appropriate action. For example, the action can be an e-mail, an alert, or the
rogue administrator’s account is terminated. This solution not only detects the rogue activity, it
detects who performed the activity and then takes immediate action against the account.

This solution uses the SOAP integrator feature of Sentinel to integrate with the User Application.
The SOAP integrator allows Sentinel to call the SOAP endpoints provided by the User Application
to initiate User Application workflows. These workflows are usually stored in the User
Application's Provisioning Request Definitions stored under the Directory Abstraction Layer
(DAL).

The Rogue Administration_Activity workflow is called from Sentinel, sets the users’
LoginDisabled attribute equal to True, and sends the Default Approver (user or group) a workflow
item to notify them that the user might be attempting illicit network activity.

The following sections outline the steps required to implement this scenario.

¢ Section 5.1, “Assumptions,” on page 39

¢ Section 5.2, “Installing the Identity Tracking Solution Pack,” on page 40

*

Section 5.3, “Installing the Rogue Administration Control,” on page 41

*

Section 5.4, “Configuring the Rogue Administration Control,” on page 43

*

Section 5.5, “Importing the Rogue Administration Workflow,” on page 48

5.1 Assumptions

The steps for this scenario assume the following:

O Sentinel 6.1 is installed and configured. For more information, see the Sentinel 6.1 Installation
Guide (http://www.novell.com/documentation/sentinel61/index.html).

O Install and configure the eDirectory Collector. The documentation for the eDirectory Collector
is included with the Collector. Download the eDirectory™ Collector and the documentation
from the Sentinel 6.1 Content Web site (http://support.novell.com/products/sentinel/secure/
sentinel61.html).

O Install and configure the Identity Manager Collector. The documentation for the Identity
Manager Collector is included with the Collector. Download the Identity Manager Collector
and the documentation from the Sentinel 6.1 Content Web site (http://support.novell.com/
products/sentinel/secure/sentinel61.html). For configuration documentation of the Identity
Manager Collector with Identify Manager, see the Identity Manager 3.6 Reporting Guide for
Novell Sentinel.

Sending Alerts when Rogue Administration Occurs
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U Install and configure event Collectors for all integrated systems that are part of the Identity
Manager solution. For example, if you are synchronize Active Directory accounts with Identity
Manager, you need to download and configure the Active Directory Services Collector. All
Sentinel Collectors are located at the Sentinel 6.1 Content Web site (http://support.novell.com/
products/sentinel/secure/sentinel61.html).

O The Identity Tracking Solution Pack is downloaded from the Sentinel Solution Pack Download
Web site (http://support.novell.com/products/sentinel/secure/sentinel61.html).

O Identity Manager 3.6 is installed and configured. For more information, see the I/dentity
Manager 3.6 Installation Guide.

QO Identity Manager Roles Based Provisioning Module 3.6.1 is installed and configured. For more
information, see the Identity Manager Roles Based Provisioning Module Installation Guide
(http://www.novell.com/documentation/idmrbpm361/index.html).

O Designer 3.0 is installed. For more information, see “Installing Designer” in the /dentity
Manager 3.6 Installation Guide.

O You have a copy of the Rogue Administration Activity.xml file. It is located in
the Designer project for the Resource Kit. Even if you do not install the Resource Kit, you must
have a copy of the project to obtain the file. The
Rogue Administration Activity.xml file contains the rogue administration
workflow that must be imported to complete this scenario.

The Resource Kit Designer Project is located at Novell Downloads (http://
download.novell.com/index.jsp) under the my downloads tab. The RK12 Project.zip file
is the Designer project. Download and unzip this file before proceeding.

O The Sentinel driver and Identity Vault Collector are installed and configured. For more
information, see the /dentity Manager 3.6 Driver for Sentinel 6.1 and the Identity Vault
Collector Implementation Guide.

5.2 Installing the Identity Tracking Solution Pack

If you have already installed the Identity Tracking Solution Pack, skip this section and proceed
directly to Section 5.3, “Installing the Rogue Administration Control,” on page 41.
1 Start the Sentinel Control Center and log in as a user with rights to manage Solutions Packs.
The Solution Manager option must be selected for the user, under Permissions > Solution Pack.
2 Select Tools > Solution Pack from the menu to start the Solution Pack Manager.

3 Click Add to start the import wizard.

L

Mame |

4 Select Import a solution Pack plugin file (.zip), then click Next.

5 Browse to and select the Identity Tracking Solution Pack where you downloaded it, then click
Open.

The filename is Identity-Tracking 6.1rl.spz.zip.
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6 Review the solution pack directory, then click Next.

7 Review the solution pack details, then click Finish.

5.3 Installing the Rogue Administration Control

1 Launch the Solution Manager by selecting Tools > Solution Pack in the toolbar in the Sentinel

Control Center.

2 Seclect Identity Tracking Solution Pack, then click Open with Solution Manager.

Solution Packs Manager

PRS2V

Marme

|dentity Tracking Solution Pack

3 Select Rogue Administration in the left pane of the Solution Manager, then click Install.

N Solution Manager: Identity Tracking Solution Pack.
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Description

4 Verify that the Rogue Administration Control is listed, then click Next.

5 Select your Correlation Engine from the drop-down list as the location where the Rogue

Administration rules are installed.

6 Select IdT-Rogue Administration (Deployment), then click Next.
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] Installl Control Wizard X

Select Correlation Engine

Select the carrelation engine to which you want to install the listed correlation
riules

Correlation Engine: |ﬂ silw40z-5 direml.lab novell.com:151.155.1 63..._| V|
Rules to install Existing rules on engine
%I’— Fogue Administration (Deployment)
1dT - Rogue Administration

rod Start Rogue Admin Workflow
fod Dizable [dentity

q ] i [»
Description Description

Enahled deplayment of rule '1dT -
Fogue Administration’.

| Back I Next || Cancel|

7 Select whether the Crystal server is local or remote by selecting:
¢ Publish to Crystal Server
¢ [nstall to Local Directory

8 Specify the following Crystal server information:
¢ Server Name: Specify the Crystal server DNS name or IP address.
+ User Name: Specify an administrative user for the Crystal server.
+ Password: Specify the administrative user’s password.

9 Click Next after you have specified the Crystal server information.

Install Control Wizard

Crystal Server Information
Enter connection infarmation far yaur Crystal Server,

@ Puhblish to Crystal Sewver

2 Install to Local Directory
Crystal Serwver details

Senser Name| |

User Mame | |

Password | |

Affected Crystal Reports

J_i Rogue_Administration_Attempts_SQL.rpt
J_i Rogue_Administration_Attempts_Oracle_rpt

| Back I MNext || Cam:el|

10 Review the contents of the Rogue Administration Control, then click Install.

11 Review the installation summary, then click Finish.
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5.4 Configuring the Rogue Administration
Control

There are additional configuration steps required to implement the Rogue Administration Control.

¢ Section 5.4.1, “Enabling Audit on All Endpoint Systems,” on page 43

¢ Section 5.4.2, “Copying Script Files,” on page 44

¢ Section 5.4.3, “Configuring Right-Click Menu Options,” on page 45

¢ Section 5.4.4, “Populating the ApprovedAccountAdmin Map,” on page 47
¢ Section 5.4.5, “Populating the IdentityManagedSystems Map,” on page 47
¢ Section 5.4.6, “Configuring the SOAP Integrator,” on page 47

¢ Section 5.4.7, “Configuring the LDAP Integrator,” on page 48

5.4.1 Enabling Audit on All Endpoint Systems

You must enable each endpoint system to audit the desired account management events. This
process defines which events are sent to Sentinel to track. The endpoint systems are the systems that
are part of the Identity Manager solution. For example, eDirectory or Active Directory are endpoint
systems.

Configuration steps are different for each endpoint system. For example, in eDirectory you set the
events to track on the properties of each object. You need to track events that are related to account
management, such as, a user create, a user delete, or a user modify. Figure 4-1 is an example of
enabling events on the server object.
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Figure 5-1 Enabling Audit Events on eDirectory

Modify Object: [ metaserverl.metaserverl.semvers.system
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5.4.2 Copying Script Files

There are script files that are included in the Rogue Administration Control that must be copied to
the ESEC_HOME/config/exec directory. These scripts simplify the addition of entries to the
IDMManagedSystems map and the ApprovedAccount Admins map.

To copy the scripts:

1 Launch the Solution Manager by selecting Tools > Solution Pack in the toolbar for the Sentinel

Control Center.

2 Select Identity Tracking Solution Pack, then click Open with Solution Manager.

Solution Packs Manager

PR2QOOD

Marmne

Identity Tracking Solution Pack

3 In the left pane, browse to and select the IdT ApprovedAccountAdmins.

4 TIn the right pane, select Add2ApprovedAccountAdmins.bat or
Add2ApprovedAccountAdmins. sh, then click Save.

The

.bat files is for Windows and the . sh file is for Linux/UNIX.
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5 In the left pane, browse to and select IDManagedSystems.

6 In the right pane, select Add2IDManagedSystems.bat or
Add2IDManagedSystems. sh, then click Save.

5.4.3 Configuring Right-Click Menu Options

1 From the Sentinel Control Center, select the Admin tab.
2 Click Admin > Event Menu Configuration.
3 Click Add.

4 Use the following information to complete the configuration:

*

Name: Specify the name as Tdentity Tracking/Add to
ApprovedAccountAdmins map.

Description: Specify the description as Adds InitUserName and
InitUserDomain from the current event to the
ApprovedAccountAdmins map.

Action: Select Execute Command from the drop-down list.
File Type: Leave this field blank.

Command/URL: Specify Add2ApprovedAccountAdmins.bat or
Add2ApprovedAccountAdmins. sh as the name of the script file to execute.

The .bat file is for Windows and the . sh file is for Linux/UNIX.
Parameters: Specify %InitUserName% %InitUserDomain% for the parameters.

The delimiter for Linux/UNIX is a space and the delimiter for Windows is a comma.
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5 Click the Add Action button.

[ ] Event Menu Configuration: X

MName: |Identity TrackingiAdd to ApprovedAccountAdming map |

Description: |InitUserD0main from the current event ta the ApprovedAccountAdmins map|

Action: i3 Exxecute Command |'|
Qptions

Use browser: |

File type:

Command § URL: |Add2Appr0\redAccountAdmins.sh |

Parameters: |%InitUserName% InitUserDomaing| |

| Help ||(AddAction...)|| Ok || Cancel |

6 Select Import an Action plugin file (.zip), then click Next.
7 Browse to and select the Rogue Administration Action, then click Open.

The Rogue Administration Action filename is Start-Rogue-Admin-
Workflow 6.lrl.acz.zip.

8 In the Action Name field, specify Start Rogue Admin Workflow, then click Save.

[ ] ‘Configure Action
Wction Name

Start Rogue Admin Woarkflow \

x

Action
|5 Send Email

Mame \

Walue

?

from sentinel@yourcompany.com

o

co

hee

suhject

boady

Add Action Plugin || Save | | Cancel

9 Click OK.
10 Click 4dd.

11 Use the following information to configure a second option:

+ Name: Specify the name as Identity Tracking/Add to IDManagedSystems

map.

Description: Specify the description as Adds Collector from the current
event to the IDManagedSystems map.

* Action: Select Execute Command from the drop-down list.
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+ File Type: Leave this field blank.

¢ Command/URL: Specify Add2IDManagedSystems.bat or
Add2IDManagedSystems. sh as the name of the script file to execute.

The .bat file is for Windows and the . sh file is for Linux/UNIX.
+ Parameters: Specify %Collectorld% for the parameters.
The delimiter for Linux/UNIX is a space and the delimiter for Windows is a comma.
12 Click OK to save the changes.

5.4.4 Populating the ApprovedAccountAdmin Map

The ApprovedAccountAdmin map must be populated with an administrator username and the
domain of the integrated systems.

1 Create a test identity and ensure that the account is create in the integrated system.

2 Find the associated event in the Sentinel Active view.

3 Right-click the event, then select the Identity Tracking submenu.

4 Click Add to ApprovedAccountAdmins map.

5.4.5 Populating the IdentityManagedSystems Map

To populate the IdentityManagedSystems map with the CollectorID of the systems that have
accounts managed by Identity Manager:

1 Generate activity on each integrated system.

2 Find the associated events in the Sentinel Active view.

3 Right-click an event, then select the new Identity Tracking submenu.

4 Click Add to IDManagedSystems map.

5.4.6 Configuring the SOAP Integrator

Sentinel contains a SOAP Integrator that allow Sentinel to Integrate with the User Application. The
SOAP Integrator must be configured to communicate to the User Application. After the Rogue
Administration Control is installed, the SOAP Integrator must be configured to communicate with
the User Application server.

1 In the Sentinel Control Center, click Tools > Integrator Manager from the toolbar.

2 Select the Identity Manager SOAP Integrator from the list on the left.

NOTE: The the SOAP Integrator must be named Tdentity Manager SOAP.

3 Click the SOAP Connection Settings tab, then use the following information to configure the
connection settings on the Identity Manager SOAP Integrator:

¢ URL: Specify the Web service URL used to get WSDL from the User Application server.
The User Application is the SOAP provider for Identity Manager. The correct URL is
located in the server.xml file for Tomcat on the User Application server.

For example, specify http://10.0.0.3:8444/IDMProv/provisioning/
service?wsdl.

Sending Alerts when Rogue Administration Occurs
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¢ Service Name: Specify ProvisioningService as a SOAP service.
¢ Port: Specify ProvisioningPort as the SOAP port.
¢ Use SSL: Select Use SSL if the connection to the User Application server is secure.

+ Use Authentication: Select Use Authentication to enable authentication to the User
Application server.

+ Username: Specify a user with administrative rights to start workflows. Use LDAP
notation with the DN of the user.

¢ Password: Specify the administrator's password.
4 Click Refresh Web Service API to regenerate the WSDL API.
5 Click Test, then verify that the Integrator test completes successfully.

6 Click Save to save the changes.

5.4.7 Configuring the LDAP Integrator

Sentinel contains an LDAP Integrator that allows Sentinel to communicate with eDirectory. After
the Rogue Administration Control is installed, the LDAP Integrator must be configured to
communicate with eDirectory.

1 In the Sentinel Control Center, click Tools > Integrator Manager in the toolbar.

2 Select the Identity Vault from the list on the left.

NOTE: The LDAP Integrator must be named Identity Vault.

3 Click the LDAP Connection Settings tab, then use the following information to configure the
connections setting on the Identity Vault Integrator:

+ Server: Specify the IP address of the eDirectory server.

+ Port: Specify the TCP port LDAP uses on the eDirectory server.
The default port for unsecured communication is 389.

¢ Use SSL: Select this option to use a secure connection to the eDirectory server.
The default port for secure communication is 636.

+ Login: Specify the DN of a user that has administrative rights to eDirectory.
Use the LDAP format. For example, cn=admin, o=novell.

+ Password: Specify the administrator user’s password.

4 Click Save to save the changes.

5.5 Importing the Rogue Administration
Workflow

Use the following procedure if the rogue administration workflow does not exist in the DAL:

1 In Designer, click Windows > Show View > Provisioning View in the toolbar.

2 In the Provisioning view, right-click the Directory Abstraction layer, then click Import from
File.
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3 In the warning message, click OK.

4 Browse to and select the Rogue Administration Activity.xml file from the
Resource Kit Designer project, then click OK.

The file is located in Iocation of designer workspace/
designer workspace/RK12/Designer/Documents/Resources/
provisioning requests.

5 Click OK to import the workflow.

6 Verify that the workflow imported by browsing to it under Userdpplication > Provisioning
Request Definitions > Accounts > Rogue _Administration_Activity.
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7 Verify that the LoginDisabled attribute exists on the User entity by right-clicking the
Rogue Administration_Activity, then select Validate to run the Project Checker.

7a If the LoginDisabled attribute does not exist on the User entity, right-click the Directory
Abstraction Layer > Entities > User, then select Edit.
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7b Right-click the User entity in the left pane, then select Add Attribute.
7c Browse to and select the LoginDisabled attribute in the left pane.
7d Click Add Attribute, then click OK.

8 Press Ctrl+S to save the changes.

9 Deploy the changes in the Identity Vault. For more information, see “Deploying a Project to an
Identity Vault” in the Designer 3.0.1 for Identity Manager 3.6 Administration Guide.

10 Restart the User Application and the User Application driver to apply the changes. To restart
the User Application server:

+ Reboot the application server.
+ Redeploy the application WAR file.

+ Force the application to restart. The applications are JBoss* or WebSphere*.
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Validating Provisioned Users with
System Utilization

This solution requires Identity Manager and Sentinel™.

After a user is provisioned to a resource, Sentinel tracks the users’s utilization of that particular
resource. If a resource is not used for a specified number of days, an Identity Vault job is initiated
that starts a de-provisioning action. This allows you to validate whether users who are provisioned
to resources are utilizing those resources.

The following sections outline the steps required to implement this scenario.

*

*

*

*

*

Section 6.1, “Assumptions,” on page 51

Section 6.2, “Installing the Identity Tracking Solution Pack,” on page 52
Section 6.3, “Configuring the Global Setup,” on page 52

Section 6.4, “Installing the Account Usage Management Control,” on page 53
Section 6.5, “Configuring the Account Usage Control,” on page 54

6.1 Assumptions

The steps for this scenario assume the following:

Q

a

Sentinel 6.1 is installed and configured. For more information, see the Sentinel 6.1 Installation
Guide (http://www.novell.com/documentation/sentinel61/index.html).

Install and configure the eDirectory™ Collector. The documentation for the eDirectory
Collector is included with the Collector. Download the eDirectory Collector and the
documentation from the Sentinel 6.1 Content Web site (http://support.novell.com/products/
sentinel/secure/sentinel61.html).

Install and configure the Identity Manager Collector. The documentation for the Identity
Manager Collector is included with the Collector. Download the Identity Manager Collector
and the documentation from the Sentinel 6.1 Content Web site (http://support.novell.com/
products/sentinel/secure/sentinel61.html). For configuration documentation of the Identity
Manager Collector with Identify Manager, see the /dentity Manager 3.6 Driver for Sentinel 6.1
and the Identity Vault Collector Implementation Guide.

Install and configure event Collectors for all integrated systems that are part of the Identity
Manager solution. For example, if you are synchronize Active Directory accounts with Identity
Manager, you need to download and configure the Active Directory Services Collector. All
Sentinel Collectors are located at the Sentinel 6.1 Content Web site (http://support.novell.com/
products/sentinel/secure/sentinel61.html).

The Identity Tracking Solution Pack is downloaded from the Sentinel Solution Pack Download
Web site (http://support.novell.com/products/sentinel/secure/sentinel61.html).
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O Identity Manager 3.6 is installed and configured. For more information, see the /dentity
Manager 3.6 Installation Guide.

O The Sentinel driver and Identity Vault Collector are installed and configured. For more
information, see the /dentity Manager 3.6 Driver for Sentinel 6.1 and the Identity Vault
Collector Implementation Guide.

6.2 Installing the Identity Tracking Solution Pack

If you have already installed the Identity Tracking Solution Pack, skip this section and proceed
directly to Section 6.3, “Configuring the Global Setup,” on page 52.

1 Start the Sentinel Control Center and log in as a user with rights to manage Solutions Packs.
The Solution Manager option must be selected for the user under Permissions > Solution Pack.
2 Select Tools > Solution Pack from the menu to start the Solution Pack Manager.

3 Click Add to start the import wizard.

L

Mame |

4 Sclect Import a solution Pack plugin file (.zip), then click Next.

5 Browse to and select the Identity Tracking Solution Pack where it was downloaded, then click
Open.

The filename is Identity-Tracking 6.1rl.spz.zip.
6 Review the solution pack directory, then click Next.

7 Review the solution pack details, then click Finish.

6.3 Configuring the Global Setup

The Identity Tracking Solution Pack requires some global configuration that must be completed.
This configuration needs to be completed before any additional configuration. If you have
completed these global configuration task for another use case, you can skip this section.

The Sentinel data field must be able to hold Identity Manager attribute data.

1 Start the Sentinel Control Center, then click the Admin tab.
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2 Select Admin > Event Configuration from the toolbar.
3 In the left pane, browse to and select ReservedVar43.
The tag is rv43.
4 In the Label field in the right pane, change the display label to Data, then click Apply.

5 Click Save, the close the Event Configuration window and reopen it to see the changes take
place.

6.4 Installing the Account Usage Management
Control

1 Launch the Solution Manager by selecting Tools > Solution Pack in the toolbar in the Sentinel
Control Center.

2 Select Identity Tracking Solution Pack, then click Open with Solution Manager-.

Solution Packs Manager

PRSDUOD

Mame

Identity Tracking Solution Pack

Select Account Usage Management in the left pane of the Solution Manager, then click Install.
Verify that the Account Usage Management Control is listed, then click Next.

Review the contents of the Account Usage Management Control, then click /nstall.

o a A~ W

Review the installation summary, then click Finish.
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6.5 Configuring the Account Usage Control

There are additional configuration steps required to implement the Identity De-Provisioning
Control.

¢ Section 6.5.1, “Enabling Audit on All Endpoint Systems,” on page 54
+ Section 6.5.2, “Configuring the Account Usage Report,” on page 55

6.5.1 Enabling Audit on All Endpoint Systems

You must enable each endpoint system to audit all user authentication events. This process defines
which events are sent to Sentinel to track. The endpoint systems are the systems that are part of the
Identity Manager solution. For example, eDirectory or Active Directory are endpoint systems.

Configuration steps are different for each endpoint system. For example, in eDirectory you set the
events to track on the properties of each object. You need to track events that are related to user
authentication, such as, when a login or logout occurs. Figure 4-1 is an example of enabling events
on the server object.

Figure 6-1 Enabling Audit Events on eDirectory

Modify Object: [ metaserverl.metaserverl.semvers.system

\, Ope \ plica | Index Management | SNMP | WAN Traffic Manager ULV CIFAT [
Server | NetWare | Filesystem |
[+]

[v" Do Not Send Replicated Events
[+ Register For Events Inline

[ Select All | Deselect All ]
[*" ACL Changed [»" Add Group Member Nia?::e Group [¢" Intruder Detected
[¥ Login Disabled ¥ Login Enabled [v Login Failed

[ Select All | Deselect All ]
Objects
[" Add Property [« Allow Login [ Backlink Operator [+ Backlink SEV
= = [v Change Security [ Check Console
[ Backup [v" Change Password Equals Operator
[v Create Backlink [ Create [+ Delete [+ Delete Property
S S > [+ List Containable
[ Delete Subtree [+ DSA Read [+ DSStream Classes
[+ List Subordinates [ Login ¥ Logout " Modify RDN
[+"Move (Destination) [ Move (Source) v Move (Subtree) [+ Move Tree (End)
[« Move Tree (Start) [+ Mutate Entry [+"Name Collision [+ Read Attribute
[*"Read Object Info [*"Read References [+ Remove Backlink [*"Remove
[+ Remove Assoc. - - -
Directory [+"Rename [+ Restore [+ Search
[+ Verify Password

[ Select All | Deselect All ] =

[s]3 | Cancel | Apply |
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6.5.2 Configuring the Account Usage Report

The Account Usage Report summarizes account usage for each user in the selected department for
the last 120 days. Accounts that have not been used for over 90 days are considered to be inactive.
There is a test report named Account Usage Test that provides a 4-day time-out for account activity,
in order to test this use case.

Validating Provisioned Users with System Utilization = 55
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Documentation Updates

The documentation was updated on the following dates:

¢ Section A.1, “September 24, 2008,” on page 57

A.1 September 24, 2008

Updates were made to the following sections. The changes are explained below.

¢ Section A.1.1, “Core Products,” on page 57

A.1.1 Core Products

The following update was made in this section:

Location Change
“Access Manager Changed the statement of support from Access Manager 3.0.3 to Access
3.0.4:” on page 9 Manager 3.0.4.
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