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NDS Database Management

The NDS database is managed using the NDS Manager utility
(ndsmgr32.exe). NDS Manager isagraphical utility that provides partitioning
and replication services for NDS on a NetWare server. NDS Manager also
has NDS version update capability, the ability to print alist of partitionsinthe
Directory tree, the partition replicalist (thereplicaring), and server data, and
special diagnostic features which allow the administrator to get a sense of the
general condition of the Directory tree. NDS Manager is run from aclient
workstation, which reduces the network administrator’s dependence on using
RCONSOLE.

NDS Database Management 9
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Understanding

This section gives overview information of the NDS™ Manager™ utility.

Overview of NDS Manager

In NetWare® 4.11, NDS Manager replaces the Partition Manager utility that
existed under the Tools menu in the NetWare Administrator* utility in earlier
versions of NetWare 4*.

NDS Manager provides:
+ Partitioning and replication services for NDS on a NetWare server

+ The ability to repair the NDS database from a client workstation, which
reduces the network administrator’s dependence on using RCONSOLE

+ NDSversion update capability sothat NetWare 4 serversin anetwork can
be updated to a newer version of DS NLM

+ Theability to print alist of partitionsin the Directory tree, the partition
replicalist (the replicaring), and server data

+ Diagnostic features which allow the administrator to get a sense of the
general condition of the Directory tree

What's New for NetWare 5

NDS Manager version 1.30 has been updated for NetWare 5. Some of the
enhancements include:

+ Oneexecutable. The NDS Manager executable, ndsmgr32.exe, workson
both Windows* 95 and Windows NT*.

Understanding 11



*

Transitive synchronization. This new functionality greatly reduces
synchronization traffic and allows for larger replicalists. (See Related
Topics.)

Cross platform checking. Features that cannot be run on non-NetWare
platforms will not be attempted, rather than try and fail. These include
NDS version update and remote repair operations.

New APIs. Theseinclude APIsfor getting and setting NDS statistics, and
an enhanced ping API for getting platform information.

Any container object can be made into a partition. Thisway, if athird
party extends the schema with a container object that makes sense to
partition, it will work.

Schema Manager updates. (See Related Topics.)

IMPORTANT: Before you use NDS Manager version 1.30, make sure you are using
the NetWare 5* version of the Novell® Client™ software.

Guidelines for Partitioning and Replicating Your Tree

Thefollowing guidelinesare only rulesof thumb for most networks. However,
depending on your network’s specific configuration, hardware, and traffic
throughput, you may need to adjust some guidelines to fit your needs.

Guidelines for Partitioning

Location

Size

In anetwork with WAN links, partitions should not span multiple
locations

Partition locally around the servers (keep physically distant serversin
separate partitions)

Place fewer partitions at the top of the tree with more at the bottom

Keep partition sizes small
The root of the current tree partition should remain small

Typically, apartition should have fewer than 1,500 objects, and no more
than 3,500
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+ Typicaly, apartition should havefewer than 10-15 subordinate partitions,
and no more than 40

Example

The following graphic shows atypical tree structure. Note how the Sales
Organizational Unit is a partition. This could be because the SalesOU is
across aWAN link, or because it has alarge number of User objectsin it.

..................
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Replication Guidelines

+ Replicate locally, not across a WAN link (Replicas acrossa WAN link
have to send/receive NDS synchonization information, which can slow
down network traffic across a WAN link)

+ |f possible, place master replicas physically close to the master of parent
and child partitions
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Number
+ Always keep 2 or 3 replicas per partition, and no more than 10

+ Never store more than 10 replicas on a server

Overview of Working with NDS Manager

Using NDS Manager, you can manage partitions, replicas, servers, repair
operations, DS.NLM version updates, printing, and preferences.

Working in Views

Most operations can be performed from either the hierarchical Tree View or
thelist of Partitionsand Servers. They are represented on the button bar by the

&

The other view from which you work in NDS Manager is the Partition
Continuity view, from which you can view the condition of your tree and
perform repair operations. Before using NDS Manager, you should take afew
minutes to access these views and become familiar with their features and
options.

and

Performing Operations

You can access the options to perform operations from the button bar, menu
bar, or by right-clicking. A right-click of the mouse on a server, replica, or
partitionwill bring up apop-up menu with most of the available operationsfor
that object.
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Setting Up

This section gives instructions on how to install NDS™ Manager™.

NDS Manager Installation Instructions

NDS Manager (ndsmgr32.exe) is designed to run on both Windows* 95 and
Windows NT*. It can be launched as a standal one executable from the
sys:public directory or from the Tools menu in NetWare® Administrator.

IMPORTANT: Before you use NDS Manager, make sure you are using the NetWare 5*
version of the Novell® Client™ software.

Running NDS Manager Standalone

Create anicon or shortcut that points to ndsmgr32.exe in sys.public/win32.
Running NDS Manager from the Tools Menu in NetWare
Administrator

Copy the nmsnap32.dll file located in the sys:public/win32 directory to the
sys.public/win32/snapins directory. The next time you launch NetWare
Administrator, you should see NDS Manager as an option under the Tools
menul.

Access Control

You can control accessto NDS Manager by restricting accessto ndsmgr32.exe
and nmsnap32.dil.

If you'retrying to update these files, make sure you don't have older copiesin
aWin95 or WinNT directory.
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Managing Partitions

This section gives instructions on managing partitions using NDS™
Manager™.

Overview of Working with Partitions

NDS Manager allowsyou to manage partitionsin your Directory tree. You can
manage the placement of partition boundaries in your Directory tree and you
can view partition data.

There are some general guidelines to follow when performing partition
operations:

+ Make sure your Directory treeis synchronizing correctly before you
move a partition.

You should check a partition’s synchronization status before performing
any operations. If you have synchronization errors, fix the
synchronization errors before proceeding with the operation.

+ |f possible, always perform partition operations with the latest version of
DS.NLM.

+ After performing a partition operation, you need to wait for processes
throughout the Directory to complete before you can perform an
operation with that partition again.

Even though a partition operation may appear completed in NDS
Manager, NDS requires time to synchronize any changes to a partition
with the replicas of the partition.

Many partition operations may take considerable timeto fully
synchronize across the network. While you can expect partition
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operations to complete within a few hours, the amount of time required
for NDS to synchronize the changes in the Directory depends on:

+ The number of objectsin the partition
+ The number of replicas that must be synchronized

+ Thelocation of thereplicas (they could be on aserver acrossaWAN,
for example)

+ Thevisibility of serversinvolved

+ Existing wiretraffic

Overview of Creating and Merging Partitions

Overview of Creating a Partition

When you create partitions, you make logical divisions of your NDS* tree.
These divisions can be replicated and distributed among different NetWare 4*
serversin your network.

When you create anew partition, you split the parent partition and end up with
two partitions. The new partition becomes a child partition.

$3'6m

For example, if you select an Organizationa Unit and create it as a new
partition, you split the Organizational Unit and all of its subordinate objects
from its parent partition.

The Organizational Unit you select becomes the root of a new partition. The
replicas of the new partition will exist on the same servers as the replicas of
the parent, and objectsin the new partition will belong to the new partition’s
root object.

A partition consists of at least one container object and its associated
subordinate objects. The container at the top of the partitionis called the 'root’
of the partition.
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Creating a partition may take some time, since all of the replicas need to be
synchronized with the new partition information.

When you create a new partition, NDS Manager informs you that the Create
Partition command was issued to NDS. If you attempt another partition
operation while the partition is being created, you will receive a message
telling you that the partition is busy.

You can look at the replicalist for the new partition and know that the
operation is complete when all replicasin thelist arein an On state. You must
manually refresh the view periodically, or else the states will not appear to
change.

Overview of Merging a Partition

When you merge a partition with its parent partition, the chosen partition and
its replicas combine with the parent partition. You do not delete partitions--
you only merge and create partitions to define how the Directory treeis split
into logical divisions.

R

There are severa reasons you might want to merge a partition with its parent:

¢ The Directory information in the two partitionsis closely related

+ You want to del ete a subordinate partition but you don’t want to del ete the
objectsin it

+ You're going to delete the objects in the partition.

+ Youwanttogetridof al replicas of the partition (merging apartition with
its parent is the only way to delete the partition’s master replica)

+ After moving a container (which must be a partition root with no
subordinate partitions), you don’t want the container to be a partition
anymore

+ You experience changes in your company organization, so you want to
redesign your Directory tree by changing the partition structure
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Consider keeping partitions separate if the partitions are large (contain
hundreds of objects) because large partitions slow down network response
time.

Theroot partition in the tree cannot be merged because it is the top partition
and has no parent partition to merge with.

The partition is merged when the process is completed on the servers. The
operation could take awhile to complete.

WARNING: Before merging a partition, check the partition synchronization of both
partitions and fix any errors before proceeding. By fixing the errors, you can isolate
problems in the Directory and avoid propagating the errors or creating new ones.

Make sure al serversthat have replicas (including subordinate references) of
the partition you want to merge are up before attempting to merge a partition.
If aserver is down, NDSwon't be able to read the server's replicas and won't
be able to compl ete the operation.

If you receive errorsin the process of merging apartition, resolvetheerrorsas
they appear. Don't try to fix the error by continuing to perform operations--
doing so will result in more errors.

Create a Partition

Purpose

When you create partitions, you make logical divisions of your NDS* tree.
These divisions can be replicated and distributed among different NetWare*
serversin your network.

When you create anew partition, you split the parent partition and end up with
two partitions. The new partition becomes a child partition. For
recommendations, see “Guidelines for Partitioning and Replicating Your
Tree” on page 12.

You can create a partition only from the Tree View.
Create a Partition
1 Click Tree View.
2 From the browser, select the container you want to create as a partition.

3 Click Create Partition.
4 Confirm your request.
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Merge a Partition (with its Parent)

When you merge a partition, the partition and its replicas combine with the
parent partition, leaving only the parent partition.

You can merge a partition from either the Tree View or the list of Partitions
and Servers.

1 Select the partition you want to merge with its parent partition.
2 Click Merge Partition .

®|

3 Confirm your request.

Overview of Moving a Partition and Aborting a Partition
Operation

Overview of Moving a Partition

Moving a partition lets you move a subtree in your Directory tree. You can
move a partition root object (which is a container object) only if it hasno
subordinate partitions.

> [

NOTE: When you move a partition, you must follow NDS* containment rules. For
example, you cannot move an Organizational Unit directly under the root of the current
tree, because the root’s containment rules allow Locality, Country, or Organization
objects, not Organizational Unit objects.

When you move a partition, NDS changes all references to the partition root
object. Although the object’s common hame remains unchanged, the complete
name of the container (and of all its subordinates) changes.
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When you move a partition, you should select the option to create an Alias
object in place of the container you're moving. Doing so allows usersto
continue to log in to the network and find objectsin their original Directory
location.

The Alias object that is created will have the same common name as the
moved container and will reference the new complete name of the moved
container.

WARNING: If you move a partition and do not create an Alias object in place of the
moved partition, users who are unaware of the partition’s new location will not easily find
that partition’s objects in the Directory tree, since they will look for them in their original
Directory location.

This might also cause client workstations to fail at login if the workstation
NAME CONTEXT parameter isset to the original location of the container in
the Directory tree.

Because the context of an object changeswhen you moveit, userswhose name
context references the moved object need to update their NAME CONTEXT
parameter so that it references the object’s new name.

(To automatically update users NAME CONTEXT after moving a container
object, use the NCUPDATE utility.)

After moving the partition, if you don't want the partition to remain apartition,
merge it with its parent partition.

Make sure your Directory tree is synchronizing correctly before you move a
partition. If you have any errorsin synchronization in either the partition you
want to move or the destination partition, do not perform a move partition
operation. First fix the synchronization errors.

Overview of Aborting a Partition Operation

You can abort a Create or Merge Partition operation if the operation has not
yet progressed past the stage at which the change is committed.

Use this feature to back out of an operation, or if your NDS network returns
NDS errors or fails to synchronize following a partition operation.

NOTE: If replicas in your Directory tree experience synchronization errors, an abort
operation may not always solve the problem. However, you can use this feature as an
initial troubleshooting option.

If a partition operation cannot be completed because a server is down (or
otherwise unavailable), either make the server visible to the network so the
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operation can complete, or attempt to abort the operation. If NDS cannot
synchronize because the database is corrupted, you should abort any partition
operation in progress.

Many partition operations may take considerable time to fully synchronize
across the network, depending on the number of replicas involved, the
visibility of serversinvolved, and the existing wire traffic.

If you get an error that says a partition is busy, it doesn't mean that you should
abort the operation. You can usually expect partition operations to complete
within 24 hours. If a particular operation fails to complete within thistime
frame, you should then attempt to abort the operation in progress.

HINT: If you are attempting to abort a merge partition operation, select the patrtition (the
child partition) that is merging with its parent. If you are attempting to abort a create
partition operation, select the parent partition.

Move a Partition (a Container)

Moving a partition lets you move a subtree in your Directory tree. You can
move a partition root object (which is a container object) only if it hasno
subordinate partitions.

You can move apartition from either the Tree View or thelist of Partitionsand
Servers.

1 Select the partition you want to move.
2 Click Move Partition.

3 (Optional) To move the partition to a context besides the root of the
current tree, either type a new context in To Context or click the browse
icon and select the destination partition from the browser.

4 (Optional) Check Create an Alias for This Container Object.

You should understand why to create an alias when moving a container
object.

5 Click Yes.
6 Confirm your reguest.
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Abort a Partition Operation

Use this feature to back out of an operation or if your NDS* network returns
NDS errors or fails to synchronize following a partition operation.

You can abort a partition operation from either the Tree View or the list of
Partitions and Servers.

For more information, see “Overview of Moving a Partition and Aborting a
Partition Operation” on page 21.

1 Select the partition where an operation has begun.

If you are attempting to abort a merge partition operation, select the
partition (the child partition) that is merging with its parent. If you are
attempting to abort a create partition operation, select the parent partition.

2 Right-click the partition.
3 Select Abort Operation.
4 Confirm your request.

Overview of Viewing Partition Data

This topic contains the following:

“Overview of Checking the Synchronization Status of a Partition” on page 24
“Overview of Checking Partition Continuity” on page 25

“Overview of Viewing the Partitions on a Server” on page 26

“Overview of Viewing a Partition's Replicas’ on page 27

“Overview of Viewing Information about a Partition” on page 27

“Overview of Viewing Partition Hierarchy” on page 27

“Overview of Viewing aList of All Partitionsin the Tree” on page 28

Overview of Checking the Synchronization Status of a Partition

Perform this operation as alow-level diagnostic check sinceit is safeto
perform under all circumstances. NDS Manager reads the partition status
attribute for each partition to determine any synchronization errors.
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This operation allows you to check the synchronization status of partitionsin
your tree. If you run this operation from the Tree View, you can check the
status of the chosen partition only. If you run this operation from the list of
Partitions and Servers, you can check the status of all the partitionsin your
Directory tree.

NDS Manager displays the findings of the synchronization check in adialog
box. You can then check the partition continuity of any partitions that have
returned errors and run repair operations on those partitions.

This operation may provide incomplete information since it only checks for
synchronization errorson thefirst server in the replicalist that respondsto the
reguest. (Synchronization errors may be occurring on other serversin the
replicalist.)

To check for synchronization errorsamong all serversthat hold areplicaof the
chosen partition, go to the Partition Continuity view.

Overview of Checking Partition Continuity

To check partition continuity (‘'walk the replicaring’ of apartition) isto
examine al of the servers holding replicas of aselected partition and to verify
that each server has the same information for the partition'sreplicalist (or
replicaring).

If each server holding areplica of the chosen partition does not have an
identical replicalit, or if areplica cannot synchronize with the Directory tree
for any reason, then the Partition Continuity view displaysone or more errors.
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Errors appear as exclamation pointsinside the replicaicons and look like the
following:

To get context-sensitive help on an error, double-click the icon and from the
Replica Information dialog box, click Help next to Current Sync Error.

NOTE: You may also see icons representing unreadable replicas. Unable to read icons
do not necessarily signify that the servers can't talk, but at the very least, there is some
reason the client cannot contact the server for information.

Overview of Viewing the Partitions on a Server

You can select a NetWare Server object and view which partitions have
replicas stored on it and the type of each partition’s replica. Each partition is
specified by the complete name of the container object at the root of the
partition.

You can see how many partitions are stored on the server.

You might want to view the partitions stored on aserver if you are planning to
remove a NetWare Server object from the Directory tree. In this case, you
could view the replicas you need to remove before removing the object.
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Overview of Viewing a Partition’s Replicas

You can select a partition and view its replicalist. This operation lets you
identify:

+ Which serversthe partition’s replicas reside on

+ Which server holds the master replica of the partition

+ Which servers have read/write, read-only, and subordinate reference
replicas of the partition

Overview of Viewing Information about a Partition

You can view the following details about a partition:
+ Itscomplete name
+ The server which holds the master replica. This is a complete name.

+ The number of read/write, read-only, master, and subordinate reference
replicas of the partition

+ Thetime of itslast successful synchronization

+ Thetime of itslast attempted synchronization

You can gather most of the information about a partition without leaving the
main view you're working from. When you select a partition in the browser,
thereplicapaneon theright of the browser displaysreplicainformation for the
partition.

The most significant reason to view information about apartitionistoidentify
its synchronization information. For example, if the time of a partition’s last
successful synchronization is earlier than the time of itslast attempted
synchronization, you know that the partition may have synchronization errors.
(This information about synchronization time is not available on NDS
versions prior to 489).

Overview of Viewing Partition Hierarchy

You can view the hierarchy of partitionsin your Directory tree from the Tree
View. Thisview alowsyou to browse the logical structure of the partitionsin
your Directory tree by expanding and collapsing container objects. In other

words, you can see which partitions are parent and which are child partitions.
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Overview of Viewing a List of All Partitions in the Tree

You can view aflat list of partitionsin your Directory tree from the list of
Partitions and Servers.

If you want to simply list the partitions in your tree (from a certain context),
usethisview. If you need to see which partitionsare parent and child partitions
(the partition hierarchy), you must go to the Tree View.

Check Synchronization Status of a Partition

NDS Manager readsthe partition status attribute for the partition to determine
any synchronization errors. Thisisalow-level diagnostic check that is safeto
perform under all circumstances.

You can check the synchronization status of a partition from either the Tree
View or thelist of Partitions and Servers.

1 Select the partition you want to check.
2 Click Check Synchronization.

3 (Optionad) If you attempted this operation from the list of Partitions and
Servers, you can select to view the synchronization status of all the
partitions in your Directory tree.

4 Click OK.
5 Confirm your regquest.

Check Partition Continuity

This operation helps you identify whether any of a partition’s replicas are
experiencing synchronization errors. Thisoperationisa so known as'walking
the replicaring.’

You can check partition continuity from either the Tree View or thelist of
Partitions and Servers.

1 Select the partition whose synchronization status you want to view.
2 Click Partition Continuity.

In the Partition Continuity view, areplicaicon with an exclamation point
indicates a replicawith synchronization errors. To get context-sensitive help
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on an error, double-click the replicaicon and click the question mark beside
the Current Sync Error field

View the Partitions on a Server

You can view which partitions are allocated to a server by selecting a
NetWare* Server object and viewing itsreplicalist. Thisisaroutine operation
that is safe under al circumstances.

You can view the partitions on aserver from either the Tree View or thelist of
Partitions and Servers.
View the Partitions on a Server
1 Select aNetWare Server object.

If you areinthe Tree View, you might have to browse down the Directory
tree until you find the NetWare Server object whose partitions you want
to view.

Once you have highlighted the NetWare Server object, the partitions
stored on the chosen server, as well as the partition’s replicatype, are
shown in the replica pane on the right of the browser.

View a Partition’s Replicas
You can select a partition and view its replicalist. This operation lets you
identify
+ Which servers the partition’s replicas reside on
+ Which server hosts the master replica of the partition

+ Which servers have read/write, read-only, and subordinate reference
replicas of the partition

+ The state of each of the partition’s replicas

You can view a partition’s replicas from either the Tree View or thelist of
Partitions and Servers. View a Partition’s Replicas

1 Select apartition.

The servers which contain replicas of the chosen partition are shown in
the replica pane on the right of the browser.
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View Information about a Partition

Thisis asafe operation that you can perform under all circumstances.

The most significant reason to view information about apartitionisto view its
synchronization information. (You can gather most of the information about a
partition without leaving the main view you're working from.)

You can view information about a partition from the Tree View, the list of
Partitions and Servers, or the Partition Continuity view.

View Information about a Partition from the Tree View or the List of
Partitions and Servers

1 Select the partition you want information about.
2 Right-click and click Information.
View Information about a Partition from Partition Continuity

1 Click Repair > Information > Partition.

View Information about an Alias

You can view the origin of an Alias.

1 Double-click an Alias object to view the aliased object.

View Partition Hierarchy

You can easily view the partition hierarchy in your Directory tree from the
Tree View. In the browser on the left side of the Tree View, you can expand
container objects to view which partitions are parent and which are child
partitions.

1 Expand apartition root object by double-clicking the object.

You can collapse the subtree by double-clicking the object again.
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View List of Partitions in the Tree

This operation allows you to view alist of al the partitionsin your Directory
tree in and below your current context.

If your Directory treeislarge (hundreds of partitions) and you perform this
operation from the root of your tree, you might have to wait several minutes
while the list builds.

To avoid waiting long periods of time, perform this operation from a given
context.

1 Click Tree View.
2 Navigate to and highlight the root of the current tree.
3 Click Partitions and Servers.
Thelist of partitions in the current context is built under the Partitions
heading (in alphabetical order).
View the Partitions in a Given Context
1 Click Tree View .

2 Navigate and highlight the container that you want to set as the new
context.

3 Right-click and click Set Context.
4 Click Partitions and Servers.

Overview of Transitive Synchronization

Transitive synchronization greatly reduces synchronization traffic and allows
for larger replicalists.

With transitive synchronization, a server doesn't have to synchronize with al
other serversin thereplicalist. Instead, the server checks alist on the target
server for when other serversin thereplicalist synchronized with each other.
If thetarget server has synchronized with other serversinthelist morerecently
than the source server has, it is not necessary for the source server to
synchronize with the other serversin the list.

Transitive synchronization a so allowsfor synchronization to occur in amixed
protocol environment. With mixed protocols, it's not always possible for all
servers to communicate with each other; however, if aNetWare 5 server in
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your tree is set up to run multiple protocols, transitive synchronization is
enabled.

Transitive Synchronization View

The Transitive Synchronization view uses the purge vector to evaluate
whether synchronization has taken place within the NDS inactivity
synchronization interval stored on each individual server. (See Related
Topics.)

Theview displaysthereplicalist (columns) of each server (rows) that holdsa
replica of the chosen partition.

To understand the transitive synchronization grid, read it horizontally, one
server at atime. Each row representsthe replicalist of that server.

Accessing the Transitive Synchronization View
1 Select the partition whose synchronization status you want to view.
2 Click Partition Continuity.

3 Click Transitive Synchronization.
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Managing Replicas

This section givesinstructions on managing replicasusing NDS™ Manager™.

Overview of Working with Replicas

NDS Manager alows you to manage partition replicas. You can manage both
the number and type of replicas on aserver. You can aso view information
about replicas so you can monitor their synchronization status or troubleshoot
any errors.

Overview of Adding, Deleting and Changing Replica
Type
This topic contains the following:
+ “Overview of Adding a Replica” on page 33
+ “Overview of Deleting a Replica’ on page 35
+ “Overview of Changing Replica Type” on page 36

Overview of Adding a Replica

Creating multiple NDS partitions does not, by itself, increase fault tolerance
or improve performance of the Directory. However, strategically using
multiple replicas does.

Novell recommends at least three real replicas for each partition if the
Directory tree has enough servers to support that number. 'Real’ replicas
means master, read/write, or read-only replicas (subordinate referencereplicas
are created and managed by NDS, not the administrator).
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NDS replication provides:
+ Fault tolerance

If adisk crashes or a server goes down, replicas on serversin other
locations can still authenticate users to the network and provide
information on objectsin partitions stored on the disabled server.

With the same information distributed on several servers, you are not
dependent on any single server to authenticate you to the network or to
provide services (such as login).

A single server can store replicas of multiple partitions.

NOTE: Directory replication does not provide fault tolerance for the file system.
Only information about Directory objects is replicated.

To provide fault tolerance for your files, you must mirror or duplex your
hard disks and enable the Transaction Tracking System* (TTS*) feature.
TTSisenabled by default when the server isinstalled.

+ Faster access across aWAN link

If users currently use aWAN link to access particular Directory
information, you can decrease access time and WAN traffic by placing a
replica containing the needed information on a server that users can
access locally.

However, in some cases, WAN traffic could increase due to the amount
of synchronization required.

+ Faster access to Directory information

Distributing replicas among servers on the network allows quick and
reliable access because information is usually retrieved from the nearest
available server containing the specified information.

+ Bindery services

Add areplicaof apartition to a server (and set bindery context
appropriately) to allow usersto access bindery services provided by NDS
objects stored in that partition.

Userswill be ableto access NDS objects providing bindery servicesonly
if real objects exist on that server. Adding areplica of a partition to the
server adds real objects to the server and lets users with User objectsin
that partition log in to the server with a bindery connection.

If apartition is not stored on a server, the Set Bindery Context command
will fail for contextsin the partition.
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You can add additional replicas of a partition, within these guidelines:

+ You can have only one master replica. Additional replicas must be read/
write or read-only.

+ You can store only one replica per partition on a server. A single server
can store replicas of multiple partitions.

Most replicas should be read/write. Read/write replicas can be written to.
They can handle object viewing, object management, and user login, just as
the master replicacan. They send out information for synchronization when a
change has been made.

Read-only replicas cannot be written to. They allow object searching and
viewing, and they are updated when the replicas of the partition synchronize.

Overview of Deleting a Replica
Deleting areplicaremoves the replica of the partition from a server.

If you want to remove a server from the Directory tree, you could delete
replicasfrom the server before removing it. Removing the replicasreducesthe
chance of having problems removing the server.

You can a'so reduce synchronization traffic on the network by removing
replicas. Keep in mind that you probably don’t want more than six replicas of
any partition.

NOTE: You cannot delete a master replica or a subordinate reference replica.
If the replicayou want to delete is a master, you have two options:

+ Goto aserver with another replica of the partition and make it the new
master replica.

This automatically changes the master replica to aread/write replica,
which you can then delete.
+ Merge the partition with its parent partition.

This merges the replicas of the partition with those of its parent and
removesthem from the serversthey reside on. Merging removes partition
boundaries, but not the objects. The objects continue to exist on each
server which held areplica of the 'joined’ partition.
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When you delete replicas, keep the following guidelines in mind:

+ For fault tolerance, you should maintain at least three replicas of each
partition on different servers.

+ Deéleting areplicadeletes a copy of part of the Directory database on the
targeted server.

The database can still be accessed on other serversin the network, and the
server that the replicawas on still functionsin NDS.

You cannot delete or manage subordinate reference replicas. They are created
automatically on a server by NDS when the server contains areplica of a
partition but not of that partition’s child.

Overview of Changing Replica Type

You can change the type of aread/write or aread-only replica. However, you
cannot use a change replica type operation to change the master replicato a
different type.

You cannot change the type of amaster replica, but a read/write or read-only
can be changed to amaster---and the master will be changed automatically to
aread/write replica.

Most replicas should be read/write. Read/write replicas can be written to by
client operations. They send out information for synchronization when a
change has been made. Read-only replicas cannot be written to by client
operations. However, they are updated when the replicas synchronize.

You cannot change the replica type of a subordinate reference. To place a
replica of a partition on a server which currently has a subordinate reference
requires an Add Replica operation.

A subordinate reference replicais not a complete copy of a partition. The
placement and management of subordinate reference replicasis handled by
NDS. They are created automatically on a server by NDS when the server
contains areplica of apartition but not of that partition’s child.
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Add a Replica

Creating multiple NDS partitions does not, by itself, increase fault tolerance
or improve performance of the Directory. However, strategically using
multiple replicas does.

Add areplica of apartition to aserver to provide your Directory tree with
¢ Fault tolerance
¢ Faster accessto NDS data
+ Faster access across aWAN link

+ Accessto NDS objectsin a set context (using bindery services)

You can add areplica of a partition to a server from either the Tree View or
thelist of Partitions and Servers.

Add a Replica
1 Select the partition that you want to replicate on a server.
2 Click Add Replica.
3 Click the browse button to select the server to place the replica on.
4 Select the NetWare Server object from the browser and click OK.
5 Select either Read/Write or Read-Only.
6 Click OK.
7 Confirm your reguest.

Delete a Replica

Deleting areplica removes the replica of apartition from a server.

You can delete areplicafrom either the Tree View or thelist of Partitionsand
Servers.

Delete a Replica
1 Select the partition that has areplicayou want to delete.
2 From the replica pane on the right, select the replica you want to delete.
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3 Right-click and click Delete.
4 Confirm your request.

Change Replica Type

Change areplicatype to control access to the replicainformation. For
example, you might want to change an existing read/write replicato a read-
only replicato prevent users from writing to the replica and modifying
Directory data.

NOTE: You can't use this procedure to change the type of the master replica. To specify
a new master replica, change the type of an existing read/write or read-only replica to
master, and the original master replica is automatically changed to read/write.

You can change areplicatypefrom either the Tree View or thelist of Partitions
and Servers.

Change a Replica Type
1 Select apartition or aserver.
2 From the replica pane, select the replica you want to change.
3 Click Change replicatype.
4 Select anew type and click OK.
5 Confirm your reguest.

Overview of Viewing Replica Data

This topic contains the following:
+ “Overview of Viewing the ReplicaList of aPartition” on page 38

+ “Overview of Viewing ReplicaInformation” on page 39

Overview of Viewing the Replica List of a Partition

From either the Tree View or thelist of Partitions and Servers, you can select
apartition and view:

+ Thereplicas of that partition
+ Thetype of eachreplica
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+ The state of each replica

+ The server each replicais stored on

However, from either of these two views, you will not get a complete list of
each server'sview. The replicalist shown isthe view of the first server to
respond to the request. The Replica Read field in the information bar tells
which server was read.

Other servers holding areplica of the chosen partition may have different
views of where the partition’s replicas are stored.

To get acompleteview of apartition’sreplicalist, use the Partition Continuity
view. Thisview displays all of the serversthat hold areplica of the chosen
partition, aswell as each server'sview of wherereplicas of the chosen partition
are stored.

Overview of Viewing Replica Information
Thisis a safe operation that you can perform under all circumstances.

The most significant reason to view information about areplicaisto view its
synchronization information. (You can gather most of the information about a
replica without leaving the main view you're working from.)

This operation alows you to view the following details about a replica
+ Which partition the replicais a copy of
¢ Theserveritisstored on
+ [tsreplica number
* Itstype
¢ [tsstate
+ Thelast timeit was successfully synchronized
* |tsreferral address

¢ Itscurrent synchronization errors

You can also get additional help on the specific synchronization error by
pushing the blue question mark button at the end of the error number line.
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View Replica List of a Partition
You can view thereplicalist of a partition from any view in NDS Manager.

View the Replica List of a Partition

1 From either the Tree View or the list of Partitions and Servers, select a
partition.

The servers which contain replicas of the chosen partition are shown in
the replica pane to the right of the browser.

To examineall of the servers holding replicas of achosen partition and to
verify that each server hasasimilar view of the partition’sreplicalist (or
replicaring), you must Check Partition Continuity (‘walk thereplicaring’
of apartition).

View Information about a Replica

Thisis asafe operation that you can perform under all circumstances.

The most significant reason to view information about areplicaisto view its
synchronization information. (You can gather most of the information about a
replica without leaving the main view you're working from.)

View Information about a Replica

1 From either the Tree View or the list of Partitions and Servers, select a
partition or a NetWare Server object.

2 Right-click on areplicaand click Information.

To view replicainformation from the Partition Continuity view, right-
click areplicain the grid and click Information.
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Managing Servers

This section givesinstructions on managing servers using NDS™ Manager™.

Overview of Working with Servers

You can
+ View information about a server
+ Deleteaserver

+ View and update the version of NDS on a server

Since replicas of partitions are stored on servers, anytime you perform an
operation that affects apartition or areplica, you are affecting the information
that is stored on a server.

Overview of Viewing Server Information and Deleting a
Server

This topic contains the following:
+ “View Information about a Server” on page 41
+ “View alList of All Serversin Your Directory Tree” on page 44
+ “Overview of Deleting a NetWare Server Object Warning” on page 42

View Information about a Server

You can gather most of the information about a server without leaving the
main view you're working from. When you select a server, itsreplica
information is displayed in the replica pane on the right.
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The most significant reason to view information about a server isto view its
synchronization information.

You can view information about a server from the Tree View, the list of
Partitions and Servers, or the Partition Continuity view.

View a List of Servers in the Directory

Fromthelist of Partitionsand Servers, you can view alist of the serversin and
below your current context in the Directory tree. In other words, if you set
your context to the root of your tree, you can view every server that existsin
your tree without having to search the Directory tree by expanding containers
in the Tree View.

Thislist takes longer to build than the Tree View.

Overview of Deleting a NetWare Server Object Warning

Deleting a NetWare® Server object permanently removes the object from
your NDS tree (the server still has SAP capabilities unlessit is permanently
down).

It also permanently removes the server’s data and resources from the network.

Deleting aNetWare Server object may corrupt your NDS database, especially
if the NetWare Server object provides NDS database services (such as storing
replicas).

Use NDS Manager to remove the replicas on the NetWare server and avoid
deleting a NetWare server that stores the only replica of a partition of the
Directory tree.

You want to delete a server when:
+ The server's hard drive goes bad and you want to reinstall the server.

+ You no longer need that resource in the tree due to company downsizing.
There are several ways to delete a NetWare Server object:

One option (although we don't recommend this) isto bring a NetWare server
down and delete its object. Then reinstall NDS on the server using
INSTALL.NLM at the server, or recreate the object after bringing the server
back up. You will have to use NetWare Administrator to delete Volume
objects associated with the deleted NetWare Server object.
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Do not delete a server if you just want to moveit to a new context. Use the
NetWare Administrator to move the NetWare Server object and its associated
Volume objects to another context.

If the server is functioning properly, do the following before deleting it:

1 Changethe master replicas stored on this server to read/writereplicasand
then delete all replicas on the NetWare server.

2 Remove NDS from the server with the INSTALL.NLM. This procedure
protects your NDS database from losing services. (This procedure will
also delete the NetWare Server object for you.)

View Information about a Server

You can gather most of the information about a server without leaving the
main view you're working from. When you select a server, itsreplica
information is displayed in the replica pane to the right.

The most significant reason to view information about a server isto view its
synchronization information.

You can view information about a server from the Tree View, the list of
Partitions and Servers, or the Partition Continuity view

View Information about a Server from the Tree View or the List of
Partitions and Servers
1 Select the NetWare Server object you want information about.

NOTE: The list of Partitions and Servers is the easiest place to access server
information. If you go to the Tree View, you will have to browse the tree by
expanding partition root objects until you find the NetWare Server object you want
information about.

2 Click Information.

View Information about a Server from the Partition Continuity View

1 Right-click aserver name (in the far left column) and click Information.
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View a List of Servers in the Directory

This operation allows you to view alist of the serversin your Directory tree
in and below your current context.

If your Directory treeislarge (hundreds of partitions and servers) and you
perform this operation from the root of your tree, you might have to wait
several minutes while NDS* Manager* builds alist of al the serversin your
Directory tree.

To avoid waiting long periods of time, perform this operation from a given
context. To do so, follow the second procedure below.

Thislist takeslonger to build than the hierarchical TreeView, soin largetrees,
you need to be patient.

View a List of All Servers in Your Directory Tree
1 Click Tree View.
2 Navigate to and highlight the root of the current tree.
3 Click Partitions and Servers.

Thelist of serversinthe current context isbuilt under the Serversheading
in alphabetical order.

View the Servers in a Given Context
1 Click Tree View.

2 Navigate and highlight the container that you want to set as the new
context.

3 Right-click and click Set Context.
4 lick Partitions and Servers.

Thelist of serversinthe current context isbuilt under the Serversheading
in alphabetical order.
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Delete a NetWare Server Object

Deleting aNetWare Server object permanently removesthe object from your
network. It also permanently removes the server's data and resourcesfrom the
network.

Deleting aNetWare Server object may corrupt your NDS database, especially
if the NetWare Server object provides NDS database services (such as storing
replicas).

Use NDS Manager to remove the replicas from the server and avoid deleting
a server that stores the only replica of a partition of the Directory tree.

You can delete a server from either the Tree View or the list of Partitions and
Servers.

Delete a NetWare Server Object
1 Select the NetWare Server abject you want to delete.

NOTE: If you are in the Tree View, you must browse the tree by expanding
containers until you locate the NetWare Server object in the correct context. If you
know the context where the server resides, you can set the context from the View
menu.

2 Right-click and click Delete.

Overview of Viewing and Updating Version of NDS

This topic contains the following:

+ “Overview of Viewing the NDS Version on Serversin a Container” on
page 45

+ “Overview of Updating Version of NDS on a Server” on page 46

Overview of Viewing the NDS Version on Servers in a Container

View the version of NDS that isrunning on the serversin your Directory tree
to seeif they are running the most current versions of DS.NLM for that
operating system release.

In other words, if you notice that certain serversin your tree are running NDS
version 463 (aNetWare 4.1 version of DS.NLM), while others are running
version 496 (an updated NetWare 4.1 version of DS.NLM) you should update
the server running 463 using the server running 496 as the source.
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You can identify which version of NDS is the most current for a particular
version of NetWare by accessing NetWire* (Novell’s el ectronic forum) or
Novell's web site at http://www.novell.com.

Overview of Updating Version of NDS on a Server

You should update the version of NDS on a server whenever you receive an
updated DS.NLM. Updated versions of the DS.NLM areavailable on NetWire
(Novell's electronic forum).

Each update of NDS fixes problems and increases functionality. When anew
version of NDSis released, the new featuresin NDS are not available unless
al serversin apartition’s replicaring are running the same version of NDS.

NOTE: Version update does not support updates across operating system releases. In
other words, this feature will not update a NetWare 4.1 server’s version of NDS to a

NetWare 4.11 version of NDS. This feature will update NetWare 4.1 servers running an
older version of NDS (such as 463) to a newer version of NDS for NetWare 4.1 (such
as 489).

If anew version of the NetWare 4.11 NDSis released on NetWire, you can
update your NetWare 4.11 servers with the new version.

View Version of NDS on Servers in a Container

View theversion of NDS (DS.NLM) on all the serversin acontainer object to
determine whether to update the DS.NLM on any servers. If the version of
NDS on aserver is not the most current version in the tree, consider updating
the server's DS.NLM with the version from another server.

You can view theversion of NDSon serversin acontainer from either the Tree
View or thelist of Partitions and Servers.

View Version of NDS on Servers in a Container

1 Select the container you want to start from.

NOTE: If you are performing this operation from the list of Partitions and Servers,
you cannot see the relationships among the partitions in your tree. It might be
easier to perform this operation from the Tree View.

2 Click Object > Version > View.

Any servers prior to NetWare 4 will show up as Unknown (because they
are bindery servers that do not have NDS).
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To view the version of NDS on a chosen server, highlight the server and
click the Information button from the button bar.

Update Version of NDS on a Server

Update the version of NDS* on serversin your Directory tree whenever you
receive an updated DS.NLM.

Each update of NDS fixes problems and increases functionality. When anew
version of NDS s released, the new featuresin NDS are not available unless
al serversin apartition’s replicaring are running the same version of NDS.

NOTE: After performing a version update, you may notice that after the servers are
updated correctly, your client workstation may not recognize they were updated for up
to 30 minutes.

IMPORTANT: NDS Version Update does not support updates across operating system
releases. In other words, this feature will not update a NetWare* 4.1 server’s version of
NDS to a NetWare 4.11 version of NDS. This feature will update NetWare 4.1 servers
running an older version of NDS (such as 463) to a newer version of NDS for NetWare
4.1 (such as 489).

If anew version of the NetWare 4.11 NDSis released on NetWire, you can
update your NetWare 4.11 servers with the new version.

You can update the version of NDS on a server from either the Tree View or
thelist of Partitions and Servers.

Update Version of NDS on a Server

1 Select the NetWare Server object that you want to be the source for
Version Update (the server that will send a copy of its DS.NLM to other
servers).

2 Click Object > NDS Version > Update.

A dialog box will inform you if any serversin and below the current
context in your Directory tree cannot be updated. They will be grayed in
thelist.

3 Fromthelist of servers on the left, select the servers whose version of
NDS you want updated and click the right arrow to move them under
Target Serversto be Updated.

4 Click OK.
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Managing Preferences and Print
Options

This section gives instructions on managing preferences and print options
using NDS™ Manager™.

Overview of Working with Preferences and Print
Options

NDS Manager alowsyou to set preferences for how information is displayed
each time you run NDS Manager and how NDS Version Update behaves.

You can print hard copies of the information that appearsin NDS Manager.

Overview of Setting Preferences and Print Options

NDS Manager allows you to set preferences for how you want information
displayed. You can also print information from any of the NDS Manager
views.

Set Preferences

Set preferences to create default settings for
+ How NDS Manager displaysinformation
+ How it processes NDS version update operations

+ Whereit storesthe log file after performing an NDS version update
operation
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You can set preferences from the Tree View or from the list of Partitions and
Servers.

Set Preferences
1 Click Object > Preferences.

For information and instructions on choosing specific options, click Help.

Print Object Information

You can print the information about a partition, replica, or server.

You can print object information from the Tree View or from the list of
Partitions and Servers.

1 Click Object > Print.

For information and instructions on choosing specific options, click Help.

Print Replica List of a Partition

You can print the replicalist (the replicaring) of a partition. The replicalist
shows each server that has areplica of the chosen partition and each server’s
replicatable.

You can print the replicalist of a partition from the Partition Continuity view.
1 Click File> Print.

For information and instructions on choosing specific options, click Help.
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Performing Repair Operations

This section givesinstructions on performing NDS database repair operations
using NDS™ Manager™.

Overview of Working with Repair Operations

Overview of

Perform repair operations when you find synchronization errors or other
problems in your NDS database.

Most repair operations actually run DSREPAIR.NLM on the server. Any
errors received during arepair operation are saved in alog file and displayed
once the operation is compl ete.

NOTE: Remote repair operations can only be performed on NetWare® servers.
Remote repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.

Synchronizing the NDS Database

This topic contains the following:
+ “Overview of Synchronizing a Partition Immediately” on page 52
+ “Overview of Receiving Updates from the Master Replica’ on page 52
+ “Overview of Sending Updates from aReplica” on page 53

+ “Overview of Viewing Synchronization Errors’ on page 53

Performing Repair Operations 51



Overview of Synchronizing a Partition Immediately

Although NDS automatically synchronizes the Directory data of replicas (so
that each replicais sent the most recently updated data), you can manually
synchronize the Directory data of replicasif any replicas get out of sync.

When you choose to synchronize immediately, every server that holds a
replica of the partition you choose will attempt to synchronize its replica
information with the replicainformation on the other servers.

You can perform this operation to synchronize changes you recently made to
Directory data. For example, if you modified system or user login scripts, you
can synchronize those changes so users can be authenticated to the network
immediately.

Overview of Receiving Updates from the Master Replica

This operation forces the replica on the chosen server to receive al NDS
objects from the master replica of the partition. While in process, this
operation marks the replica on the chosen server as anew replica (the replica
state can be seen in thereplicalist of the server from the Tree View or thelist
of Partitions and Servers).

The replica's current data will be overwritten with the data from the master
replica

Although NDS automatically synchronizesthe Directory dataamong replicas
(so that each replicais sent the most recently updated Directory objects) this
operation lets you manually synchronize the Directory objects of replicas if
any non-master replicas get out of sync.

Perform this operation if areplica becomes corrupted or has not received
updated datafor an extended period of time.

From the Partition Continuity view, you can identify which replicas are out of
sync with the data of the master replica. They will appear in the partition grid
with an exclamation point (!) on the replicaicon.

You cannot select this option from a master replica. The master replicais
assumed to be the most current and accurate copy of the partition. If it's not,
assign one of the other replicas to be the master using the Change Replica
Type operation. The current master replicawill be changed automatically to
read/write.

NOTE: This operation may create a lot of network traffic, so it is best to run this
operation during a period of light network traffic.
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Overview of Sending Updates from a Replica

When you send updatesfrom areplica, the Directory objectsinthat replicaare
sent from the server the replicaresides on to al the other replicas of the
partition, including the master replica.

The other replicas of the partition will combine the new objects sent with the
objects they aready have. If the other replicas have data besides the data sent
to them, they will retain that data.

Although NDS automatically synchronizesthe Directory dataamong replicas
(so that each replicais sent the most recently updated Directory objects) this
operation lets you manually synchronize the Directory objects of replicas if
any replicas get out of sync.

Overview of Viewing Synchronization Errors

In the Partition Continuity view, if the chosen partition has synchronization
errors, those errors will appear as exclamation points on replicaicons.

You can view thedetail s about the synchronization error---possible causes and
solutions---by double-clicking the replicaicon and then choosing Help from
Current Sync Error.

Synchronize a Partition Immediately

When you choose to synchronize immediately, every server that holds a
replica of the partition you choose attempts to synchronize its replica
information with the replicainformation on the other servers.

NOTE: Remote repair operations can only be performed on NetWare* servers. Remote
repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.

1 From the Tree View or the list of Partitions and Servers, select the
partition you want synchronized.

2 Click Partition Continuity.
3 Click Synchronize Immediately.
4 Confirm your request.
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Receive Updates from Master Replica

This operation deletes the Directory data of areplicaand replacesit with data
from the master replica of the partition. Select this option if the replicais
corrupted or has not received updated data for an extended period of time.

You can receive updates from the master replicafrom the Tree View, the list
of Partitions and Servers, or the Partition Continuity view.

1 Select the server (the row) whose replica you want to receive updates.

NOTE: You cannot perform this operation on a master replica. A master replica
cannot receive updates from itself.

2 Click Receive Updates.
3 Confirm your request.

Send Updates from a Replica

When you send updates from areplica, the Directory datain that replicais
broadcast from the server it resides on to all the other replicas of the partition,
including the master replica. The other replicas combine the new information
you sent with the data they already have. If the replicas have data besides the
data sent to them, they will retain that data.

Select this option if replicas are corrupted or have not received updated data
for an extended period of time.

You can receive updates from the master replicafrom the Tree View, the list
of Partitions and Servers, or the Partition Continuity view.

1 Select the server (the row) whose replica you want to broadcast
information.

2 Click Send Updates.
3 Confirm your request.
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View Synchronization Errors

When working in the Partition Continuity view, you may see an error on one
of the replicasin the grid. An error appears as an exclamation point () on a
replicaicon.

You can view context-sensitive help about the error on the replica. The help
provides possible causes and solutions to the error.

1 Double-click the replicawith the error.

2 From the Replica Information dialog, click Help next to Current Sync
Error.

Overview of Repairing the NDS Database

This topic contains the following:
+ “Overview of Verifying Remote Server IDS” on page 55
+ “Overview of Repairing a Replica” on page 56
+ “Overview of Repairing Network Addresses’ on page 56
+ “Overview of Repairing Local Database” on page 56
+ “Overview of Assigning aNew Master Replica’ on page 57
+ “Overview of Removing a Server from a ReplicaList” on page 57
+ “Overview of Repairing Volume Objects’ on page 58

NOTE: Remote repair operations can only be performed on NetWare* servers. Remote
repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.

Overview of Verifying Remote Server IDs

In an NDStree, the ID for an object is unique on each server. The remote
server D list containsalist of IDsfor thisserver'sobject asit isfound on other
servers databases. If theremote D isincorrect, thisserver may returnan NDS
error, indicating that it cannot authenticate to the remote server.

This operation will verify the remote server's name, the remote server'siD in
thisserver'sdatabase, and theremote 1D, which isthisserver'sID asitisfound
in the remote server's database. If any errors are detected, this operation will
attempt to repair the server I1Ds.
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This operation does not lock the NDS database, so you can run this operation
asan initia troubleshooting option if you identify NDS errorsin Partition
Continuity.

Overview of Repairing a Replica

Repairing areplica consists of checking the replicaring information on each
server that contains areplica, and validating the remote ID information. This
operation repairs only the chosen replica.

If you have not performed the Repair L ocal Database operation within the last
30 minutes, you should do so before performing this operation.

Overview of Repairing Network Addresses

You can repair network addresses to ensure that the serversin your network
are broadcasting correct addresses.

This operation checks the network address for every server in the local
database by searching for the server'snamein the local SAP tables.

If this operation finds an addressin SAP, it compares this address to the
NetWare Server abject’'sIPX network address property and the addressin each
replica property of every partition root object.

If the address it finds differs from these, this operation updatesiit. If this
operation cannot find a SAP name-to-address mapping, then it cannot make a
repair for that server.

If you are getting DS errors related to communication between servers, you
can repair network addresses as atroubleshooting option sinceit will not lock
the NDS database.

Overview of Repairing Local Database

You can repair your local database records when you find that your NDS
database is corrupted. This operation resolvesinconsistencies in the local
Directory database so that it can be opened and accessed.

After the repair is completed, alog of the repair operationsis displayed.
Inspect the repair operations in the log to seeif additional work is needed to
complete the repair.

If objectsin areplica are damaged, delete the replica and add it back, or
receive updates from the master replicato make sure it is synchronized with
the other replicas in the partition.
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If you select this option, there will be a short period of time when users will
have limited access to resources on the server where you are running this
operation.

Overview of Assigning a New Master Replica

IMPORTANT: Don't use this feature to change a replica type. This is a repair feature
that should only be used when the current master replica is corrupted or lost.

Assign anew master replicaif the current master replicais corrupted or if the
server the current master resides on loses data integrity or experiences
hardware failure.

You need amaster replicato perform operations with a partition. Assigning a
new master replicaallows you to convert an existing replicato the master
replica, and allows you to perform partitioning operations.

Overview of Removing a Server from a Replica List
WARNING: Misuse of this operation can cause irrevocable damage to the NDS tree.

If aserver that is no longer in the tree appearsin the replicaring, instead of
using the Remove Server operation, perform a Delete Server operation to
delete the server’s abject.

Over aperiod of time, the server object will be deleted and thereplicaring will
be updated accordingly. (This period of time ranges from minutesto several
hours.)

If the NDS treeis sufficiently damaged to prevent a Del ete Server operation
from completing normally, or if a server existsin the replicalist which no
longer has areplicaof the partition, you may then have to use this operation.

Remove a server from areplicalist when other servers are trying to
synchronize with a server that has no replicas of the partition.

For example, in the Partition Continuity view---or upon running DSTRACE
onthe server---you might find errorsindicating that aserver still hasrecord of
another server in itsreplicalist when the second server no longer contains a
replica of the partition in question. Use the Remove Server operation to
remove the second server from the first serversreplicalist.

NOTE: NDS Manager will attempt a safer Delete Replica operation each time a
Remove Server request is made. If the Delete Replica cannot be done, NDS Manager
will prompt the user to continue and go forward with the Remove Server operation. If
NDS Manager is able to do a Delete Replica operation, the dialog will reflect this in the
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tittebar and no log file will be displayed afterward. If the Remove Server operation is
done, NDS Manager will display the log file upon completion of the operation.

Overview of Repairing Volume Objects

This operation checksthe association of all the mounted volumeswith Volume
objects in the Directory.

If the volumeis not associated with a VVolume object, this operation looks for
one in the context of the NetWare Server object. If the volume is found, then
the Volume object is attached to the volume.

If the volume is not found, then this operation attempts to create one.

Verify Remote Server IDs

This operation verifies
+ Theremote server's name
+ Theremote server's ID in aserver’s database

* Theremote ID, which isthisserver'sID asit is found in the remote
server’s database

If any errors are detected, this operation will attempt to repair the server IDs.

NOTE: Remote repair operations can only be performed on NetWare* servers. Remote
repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.

Verify Remote Server IDs

1 From the Partition Continuity view, select the server (the row) you want
to verify remote server IDson.

2 Click Verify Remote IDs.
3 Confirm your request.

The View Log will appear when the operation is complete.
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Repair a Replica

Repairing areplica consists of checking the replicaring information on each
server that contains areplica and validating the remote ID. This operation
repairs only the chosen replica on the server you select.

If you have not performed the Repair L ocal Database operation within the last
30 minutes, do so before performing this operation.

NOTE: Remote repair operations can only be performed on NetWare servers. Remote
repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.

1 From the Partition Continuity view, select the server (the row) whose
replica you want to repair.

2 Click Repair Replica.
3 Confirm your request.

The View Log will appear when the operation is complete.

Repair Network Addresses
You can repair network addresses to ensure that the serversin your network
are broadcasting correct addresses.

NOTE: Remote repair operations can only be performed on NetWare* servers. Remote
repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.

1 From the Partition Continuity view, select the server (the row) whose
network addresses you want to repair.

2 Click Repair Network Addresses.
3 Confirm your request.

The View Log will appear when the operation is complete.
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Repair Local Database

You can repair your local database recordsif your NDS* databaseis
corrupted. This operation resolves inconsistencies in the local Directory
Database so that it can be opened and accessed.

NOTE: Remote repair operations can only be performed on NetWare* servers. Remote
repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.

1 From the Partition Continuity view, select the server (the row) whose
local database you want to repair.

2 Click Repair Local Database.
3 Confirm your request.

The View Log will appear when the operation is complete.

Assign a New Master Replica
Thisisarepair feature that should only be used under the following
conditions:
+ The current master replicais corrupted
+ The server the current master resides on lost data integrity

+ The server the current master resides on has had an unrecoverable hard
disk failure

IMPORTANT: Don't use this feature to change a replica type.

You need amaster replicato perform operations with a partition. Assigning a
new master replicaallows you to convert an existing replicato the master
replica, and therefore allows you to perform partitioning operations.

Before assigning a new master replica, you should try to change an existing
replicato master using the Change Replica Type operation from the Tree View
or from thelist of Partitions and Servers.

NOTE: Remote repair operations can only be performed on NetWare* servers. Remote
repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.
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Assign a New Master Replica

1 From either the Tree View or thelist of Partitions and Servers, select the
partition whose master is corrupted or unrecoverable.

2 Click Partition Continuity.

3 From the Partition Continuity view, select the server (the row) that you
want the partition’s master replicato reside on.

4 Click Assign New Master.
5 Confirm your reguest.

Remove a Server from a Replica List

WARNING: Misuse of this operation can cause irrevocable damage to the NDS tree.

If aserver that is no longer in the tree appearsin the replicaring, instead of
using the Remove Server operation, perform a Delete Server operation to
delete the server’s abject.

Over aperiod of time, the NetWare Server object will be deleted and the
replicaring will be updated accordingly. (This period of time ranges from
minutes to several hours.)

If the NDS treeis sufficiently damaged to prevent a Del ete Server operation
from completing normally, or if a server existsin the replicalist which no
longer has areplica of the partition, you may then have to use this operation.

NOTE: Remote repair operations can only be performed on NetWare servers. Remote
repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.

Remove a server from areplicalist when other servers are trying to
synchronize with a server that has no replicas of the partition.

For example, in the Partition Continuity view---or upon running DSTRACE
onthe server---you might find errorsindicating that aserver still hasrecord of
another server in itsreplicalist when the second server no longer contains a
replica of the partition in question. Use the Remove Server operation to
remove the second server from the first serversreplicalist.
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NOTE: NDS Manager will attempt a safer Delete Replica operation each time a
Remove Server request is made. If the Delete Replica cannot be done, NDS Manager
will prompt the user to continue and go forward with the Remove Server operation. If
NDS Manager is able to do a Delete Replica operation, the dialog will reflect this in the
tittebar and no log file will be displayed afterward. If the Remove Server operation is
done, NDS Manager will display the log file upon completion of the operation.

Remove a Server from a Replica List

1 From the Partition Continuity view, select the server (the row) that hasa
replicain itslist that you want to remove.

2 Click Repair > Remove Server.

Use the drop down box in the Replicafield if you want to change the
replicato be removed.

3 Confirm your request.

The View Log will appear when the operation is complete.

Repair Volume Objects

This operation checksthe association of all the mounted volumeswith VVolume
objectsin the Directory.

If the volume is not associated with a Volume object, this operation looks for
onein the context of the NetWare* Server object. If the volumeisfound, then
the Volume object is attached to the volume.

If the volume is not found, then this operation attempts to create one.

NOTE: Remote repair operations can only be performed on NetWare servers. Remote
repair operations for servers other than NetWare can be performed by running
DSREPAIR at the server’s console.
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Repair Volume Objects

1 From the Partition Continuity view, select the server (the row) whose
Volume objects you want to repair.

2 Click Repair Volume Objects.

Check the Validate Trustee IDs option if you want NDS Manager to
validate trustee assignments on the file system with User object IDs and
resolve any that areinvalid. You might want to do thisif you've deleted a
lot of User objects that had trustee assignments on that volume. This
would remove the trustee assigments on the objects that no longer exist in
the tree.

3 Confirm your request.
The View Log will appear when the operation is complete.
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