Novell Filr 1.2

Administration Guide

November 2015

Novell



Legal Notices

Novell, Inc., makes no representations or warranties with respect to the contents or use of this documentation, and specifically
disclaims any express or implied warranties of merchantability or fitness for any particular purpose. Further, Novell, Inc.,
reserves the right to revise this publication and to make changes to its content, at any time, without obligation to notify any
person or entity of such revisions or changes.

Further, Novell, Inc., makes no representations or warranties with respect to any software, and specifically disclaims any
express or implied warranties of merchantability or fithess for any particular purpose. Further, Novell, Inc., reserves the right to
make changes to any and all parts of Novell software, at any time, without any obligation to notify any person or entity of such
changes.

Any products or technical information provided under this Agreement may be subject to U.S. export controls and the trade
laws of other countries. You agree to comply with all export control regulations and to obtain any required licenses or
classification to export, re-export or import deliverables. You agree not to export or re-export to entities on the current U.S.
export exclusion lists or to any embargoed or terrorist countries as specified in the U.S. export laws. You agree to not use
deliverables for prohibited nuclear, missile, or chemical biological weaponry end uses. See the Novell International Trade
Services web page (http://www.novell.com/info/exports/) for more information on exporting Novell software. Novell assumes
no responsibility for your failure to obtain any necessary export approvals.

Copyright © 2013-2015 Novell, Inc. All rights reserved. No part of this publication may be reproduced, photocopied, stored on
a retrieval system, or transmitted without the express written consent of the publisher.

Novell, Inc.

1800 South Novell Place
Provo, UT 84606

U.S.A.

www.novell.com

Online Documentation: To access the latest online documentation for this and other Novell products, see the Novell
Documentation web page (http://www.novell.com/documentation).

Novell Trademarks

For Novell trademarks, see the Novell Trademark and Service Mark list (http://www.novell.com/company/legal/trademarks/
tmlist.html).

Third-Party Materials

All third-party trademarks are the property of their respective owners.


http://www.novell.com/info/exports/
http://www.novell.com/info/exports/
http://www.novell.com/documentation
http://www.novell.com/documentation
http://www.novell.com/company/legal/trademarks/tmlist.html

Contents

11
1.2

13
1.4

15

1.6
1.7
1.8

1.9

1.10
111
1.12

1.13
1.14
1.15

21
2.2

About This Guide 11
Part I Changing Appliance Configuration Options 13
1 Configuring and Maintaining the Filr Appliance 15

Changing Configuration Options for the Filr Appliance ... ...... ... .. ... ... .. . . . .. 16
Network Configuration . . .. ... ... e 17
121 Changing the Network Configuration Settings. . .. ......... . ... . .. 17
1.2.2 Port NUMbBerS. . .. 18
Net Folder Configuration . . . .. ... . . e 21
Database Configuration . . . . .. ... .. 21
141 Understanding Database Configuration. . . .............. . . . . . . .. 21
1.4.2 Changing Database Configuration Settings. . .. ... i 22
1.4.3 Database TY . . . oo 22
1.4.4 Database Location ina Small Deployment .. ........... .. ... . .. 23
145 Database Credentials . ... ... 23
Changing Your Search Index Configuration. . . ... ... . e 23
151 Understanding INdexXing. . . ... ..ot e 23
152 Changing Search Index Configuration Settings. . .. .. ... ... i 23
153 Running the Search Index As Its Own Appliance . ........ .. ... .. ... . . . . ... 25
154 Running Multiple Search Indexes . . . ... . e 25
LANQUAGE . . o ot e e 25
Changing Clustering Configuration Settings . .. ... e e 26
Changing Reverse Proxy Configuration Settings. . . ... ... e 26
181 Understanding Reverse Proxy and NetlQ Access Manager . .................... ... 27
1.8.2 Understanding How Port Redirection Affects Reverse Proxy Settings ................ 27
1.8.3  Changing Reverse Proxy Configuration Settings . ............. .o .. 27
1.8.4 Bypassing NetlQ Access Manager to Log In to Filr and Perform Administrative Tasks. . . . 28
Changing Outbound Email Configuration Settings. . . ........ ... . . 28
19.1 Understanding Outbound Email. . . ... ... 29
1.9.2 Changing Outbound Email Configuration Settings ... .......... .. ... ... ... . ...... 29
1.9.3 Outbound Email Protocol. . . .. ... 30
194 Outbound Email HOSL. . . . . .. 31
1.9.5 Outbound Email Authentication . . . ... e 31
Changing Configuration Settings for Requests and Connections .. ........... ... vuviu... 32
Changing the JVM Configuration Settings . . . . ... ...t e e e 32
Changing WebDAV Authentication Configuration Settings .. ......... ... ... .. 33
1.12.1  Understanding WebDAY . . . ... 33
1.12.2 Changing the WebDAV Authentication Configuration Settings . ..................... 33
1.12.3 Choosing the WebDAV Authentication Method ... ......... ... ... ... ... . ... ..... 34
Enabling Logging of AHTTPS Traffic. . . ... ... 34
Configuring Which File Formats Can Be Viewed ASHTML . ... ... ... ... 35
Viewing and Updating the Filr License. . . . ... .. e 35
2 Configuring and Maintaining the Novell Appliance 37
Changing Administrative Passwords . ... ...ttt e 37
Changing Network Settings . . . . ...t e 38
Changing Time Configuration. . . .. ... ... . e e 38

2.3

Contents



4

2.4

2.5
2.6
2.7

2.8

2.9

2.10
211
2.12
2.13
2.14

Replacing the Self-Signed Digital Certificate for an Official Certificate . ......................

241 Using the Digital Certificate TOOl . .. ... .. e
242 Using an Existing Certificate and Key Pair .. ... ... ... . . . . ..
2.4.3  Activating the Certificate . ... ..... ... e
Managing Certificates . . .. ... ... e

Changing the Ganglia Configuration . . .. ... .. .. e
Changing System Services Configuration . . . ... ...

271 Starting, Stopping, or Restarting System Services . .. ...
2.7.2 Making System Services Automaticor Manual ... .......... ... . . . . . i i
2.7.3 Downloading Log Files for System Services . . . ...
Viewing the Firewall Configuration. . . .......... ... i e e

Managing Support Configuration Files. . . . ... .
Managing Field Test PatChes . . . . .. ... . e e
Managing Memcached (Search Index Appliance Only) . . .. ... ... .. . i
Managing StOrage . . . . ..ttt
Modifying Logging Options for the /var Directory . . .. ... ... e
Shutting Down and Restarting the Novell Appliance . . ... .. . . . i

Part Il Setting Up the Filr Site before Users Log In

3 Logging In as the Filr Site Administrator

3.1
3.2

3.3

LOggiNg IN .o
Changing the Filr Administrator User ID or Password . . . ......... .. ...
3.21 Changing the Administrator Password. . . . ... ... . i e
3.2.2 Changing the Administrator User ID and Other Profile Information. .. ................
Creating Additional Filr AdmIniStrators . . . ... ... e
3.3.1  Additional Administrators Have a Subset of Administrative Privileges. .. ..............
3.3.2 Creating an Administrator GroUP . . . . ..ot it e e
3.3.3  Assigning Administrative Rightstoa Useror Group ... ...,

4 Adding New Users to Your Filr Site

5 Configuring Email Integration

51

Enabling/Disabling Outbound Emailing of Folder Digests . . ... ... o

6 Setting Up Sharing

6.1

6.2
6.3

6.4

Understanding Sharing . . ... ..ottt
6.1.1  WhatUsers Can Share . . ... e
6.1.2 How Filr Provides Access to Shared Foldersand Files. . .. ......... ... ... .. ... ....
6.1.3 Shared-Access Rights—Net Folders. .. ... .. .
6.1.4  Shared-Access Rights—My Files .. ... ... .
Understanding External Users . . ... ...
Enabling USersto Share .. ... ... e e
6.3.1 Best Practices for Setting Up Sharing . . . ... ...
6.3.2 General Order for SettingUp Sharing . . . ... . i e
6.3.3 Enabling Sharing forthe Entire Site. . . . ... ...
6.3.4  Restricting Personal Storage Sharing . . . ...
6.3.5 Enabling Sharing for Specific Net Folders. ... ... .. .. i
Managing Shares . . . .. ... e
6.4.1 Managing Shares for the Filr Site . . . ... ... . .
6.4.2 Managing Individual Shares . ... ... . .. e

Novell Filr 1.2 Administration Guide

a7

49

49
50

50
50
51

51
51
52

53

55
55



7 Setting Up Personal Storage 69

7.1  Understanding How Personal Storage Relates to Home Folders . ........... ... ... .. ...... 69
7.2  Enabling Personal Storage for AllUSEIS . . . ... o 70
7.3  Enabling Personal Storage for Individual USers. . . ... e 70
7.4  Enabling Personal Storage for Individual Groups .. ... 71
8 Setting Up Net Folders 73
8.1 Planning Net Folder Creation. . . ... ...ttt e e e e e e 73
8.1.1 Understanding KNOWN ISSUES . . . ..ottt e e e e e e 74

8.1.2 Planning the SharePoint 2013 Integration. . . . ......... .. i 74

8.1.3 Planning the Net Folder Server Proxy USer. .. ...t 76

8.1.4 Planning Access and Sharing for Net Folders. . . ........ ... ... . .. 78

8.15 Planning the Synchronization Method . . . . ........ ... .. . . . . 83

8.1.6 Planning the Synchronization Schedule . ....... ... ... . . . . . 85

8.1.7 Planning a Clustered Filr System to Support Net Folder Synchronization. . ............ 86

8.1.8 Planning the Amount of Data to Synchronize ........... ... ... ... ... . . ... 86

8.1.9 Planning the Number of Net Folders . . . ... . e 87
8.1.10 Planning the Time Zone of the Filr Appliance to Match the Time Zone of any File Servers. 87

8.2  Configuring Home Folders for Display inthe My FilesArea. . ... ... ... ... . . .. . ... 87
8.2.1 Configuring Home Folders. . . ... ... 88

8.2.2 Editing Home Folders for Individual Users . ........ ... .. ... . . .. 89

8.2.3 Understanding How Home Folders Relates to Personal Storage . . .................. 89

8.3  Configuring and Managing Net Folder Servers . . ... e 920
8.3.1 Configuring Net Folder Servers . . ... e e e e e 90

8.3.2 Managing Net Folder Servers . ... ... e e e e 93

8.4  Creating and Managing Net Folders . . ... .. e 95
8.4.1 Creating Net FOlders . .. ... 96

8.4.2 Managing Net FOlders . . .. ... 100

8.5  Setting Up Sharing for Net Folders . . ... . e 102
8.6  Enabling Just-in-Time Synchronization . .. ........ . ... e 102
8.6.1 Enabling Just-in-Time Synchronization for the Filr System . ... ......... ... ... ..... 103

8.6.2 Enabling Just-in-Time Synchronization for a Net Folder Server ... ................. 104

8.6.3 Enabling Just-in-Time Synchronization for a Specific Net Folder ... ................ 105

8.6.4 Enabling Just-in-Time Synchronization for a Specific User’'s Home Directory. .. ....... 106

8.7  Setting Global Net Folder Configuration Options. . . . ... ..ottt e i 107
8.8  Modifying Net Folder ConnecCtioNS. . ... .. .t e e e e e 108
9 Creating Groups of Users 109
9.1 Creating StatiC GrOUPS. . . . v ottt ettt e et e e 109
9.2  Creating DyNamiC GrOUPS . . . . .ottt ettt e e e e e e e e e 111
9.2.1 Creating Dynamic Groups within LDAP. . . . ... ... e 112

9.2.2 Creating Dynamic Groupswithin Filr. ... ... ... .. . i 112

10 Configuring User Access to the Filr Site 117
10.1 Allowing External Users Accessto Your Filr Site . . ... ... .o e 117
10.1.1 Allowing Guest AccesstoYour Filr Site. .. ... ... 117
10.1.2 Allowing Users to Access the Filr Site with Google and Yahoo Accounts (OpenID) .. ... 119

10.2 Allowing Web Crawler Access to Your Filr Site ... ... e 120
10.3 Disabling User Access to the Filr Siteonthe Web. . ......... ... ... .. . . . ... 121
10.3.1 Disabling Access for AllUSErS . . ... .o 121

10.3.2 Disabling or Enabling Access for Individual Users. . .. .......... ... ... ... ... 122
10.3.3 Disabling or Enabling Access for Individual Groups . . .......... . ... .. ... .. .. ... 123

10.4 Disabling Downloads from the Filr Site onthe Web. .. ... ... .. . . . i 123

Contents

5



6

10.4.1 Disabling Downloads for AllUSErS. . . .. .. e 124

10.4.2 Disabling or Enabling Downloads for Individual Users . .......................... 125

10.4.3 Disabling or Enabling Downloads for Individual Groups .. ........................ 125

10.5 Configuring Single Sign-On with NetlQ Access Manager . .............ouitiiinennan .. 126

10.6 Configuring Single Sign-On with KeyShield. . ........ ... .. . 126

10.6.1 (Conditional) Allowing the Filr Appliance to Access the KeyShield APIs .. ............ 127

10.6.2 (Conditional) Allowing the Authorization Connectors to Access the APIKey. .......... 128

10.6.3 Configuring Filr for KeyShield SSO Support .. ... i e 128

10.6.4 Downloading and Installing the KeyShield SSO SSL Certificate. . . ................. 131

10.6.5 Testing the KeyShield SSO Configuration. ... .......... ... ... . ... 133

11 Setting Up Site Branding 135

11.1 Branding the Filr Site . . . . ..o e 135

11.2 Branding the Login Dialog BOX. . . .. ... ot 136

12 Allowing Access to the Filr Site through NetlQ Access Manager 139

12.1 Configuring a Protected Resource for a Novell Filr Server .. ... ... .. ... ... ... .. ... .. .... 139

12.1.1 Configuring the Novell Filr Server to Trust the Access Gateway . . . ................. 140

12.1.2 Configuring a Reverse-Proxy Single Sign-On Service for Novell Filr .. .............. 140

13 Configuring Mobile Device Access to the Filr Site 145

13.1 Configuring Mobile Device Access for All Users. . .. .. ... e 145

13.2 Configuring Mobile Device Access for Individual Usersand Groups . . . . . ..., 147

13.3 Managing Mobile DeViCes . . ... ... 149

13.3.1  Key-Value Pairs . . ... e 149

13.3.2 Configuring ZMM to Manage the Filr App . . .. ..o e 151

13.3.3 Configuring Mobilelron to Manage the Filr App . . . . . ... i e 151

13.3.4 Managing Mobile Deviceswith Filr .. ... ... ... . . . . 156

13.4 Understanding Filr Data Security for Mobile Devices. . . ... i 156

13,41 APD SECUIMY .ottt e e e e e e e 156

13.4.2  File SECUNMY . . ot e e e e e 157

14 Configuring the Filr Desktop Application to Access Files 159

14.1 Planning Filr Desktop Application Usage for Your Filr Site. . . ... ... ... .. ... . .. ... . ... 159

14.1.1 Understanding System Load . . .. ... . e 160

14.1.2 Understanding Rights Requirements for Installation . . . .................... ... ... 160

14.2 Configuring the Filr Desktop Application for All Users or for Individual Users and Groups . . . .. .. 160

14.2.1 Configuring the Filr Desktop Application for AllUsers . . ......... . ... ..., 161

14.2.2 Configuring the Filr Desktop Application for Individual Users and Groups ............ 162

14.3 Configuring a Separate Web Server to Deploy the Filr Desktop Application . ................. 163

14.4 Updating the Filr Desktop Application . . ... ... . e e e 164
14.4.1 Understanding Missing Dependencies Related to Updating the Filr Desktop Application by

Usingthe MSIFiIle . . ... e e e e e 164

14.4.2 Updating the Filr Desktop Application on the Filr Server or on a Separate Web Server . . 164

14.5 Distributing the Filr Desktop Application Synchronization Traffic. .. ........................ 165

14.5.1 Distributing Filr Desktop Application Traffic Separately from Other Applications. .. ... .. 166

14.5.2 Distributing Filr Desktop Traffic in Conjunction with Other Applications. . . ............ 166

14.5.3 Load Balancer and Reverse Proxy Server Configuration .. ....................... 167

14.6 Managing the Filr Desktop Application. . . . ... ... 167

14.6.1 Customizing the Installation for the Filr Desktop Application. .. .................... 167

14.6.2 Controlling Windows Explorer Restart. . . ... . e 170

Novell Filr 1.2 Administration Guide



15 Configuring Filr to Support WebDAYV on Windows 7
15.1 Planning Your WebDAV Implementation . . . ...
15.1.1 Understanding the Different Types of WebDAV Authentication Methods. . ............
15.1.2 Using WebDAV When Filr Is Fronted by NetlQ Access Manager .. .................
15.1.3 Meeting Filr Certificate Requirementson Windows 7 . .............. .. ... ......
15.1.4 Using OpenOffice as Your Document Editor for WebDAV. . . ......... ... . .......
15.2 Editing Files with Edit-in-Place Functionality . . ......... ... . . . . . ..
15.3 Mapping a Filr Folder as a WebDAV Folder. . .. ... .. e
15.4 Configuring Windows 7 to Use a Self-Signed Certificate with Filr . . . ... ... ... .. ... ... ..
15.4.1 Administrator Configuration Responsibilities . . .. ....... ... ... .. ... . . L.
15.4.2 User Configuration Responsibilities. . . . ... .
15.5 Allowing Basic Authentication over an HTTP Connection on Windows 7 ....................
16 Managing Document HTML Conversions
16.1 Understanding Document HTML CONVEISIONS. . . . ..o vttt
16.2 Manually Deleting Saved Document CONVErSIONS . . . . . .o v ittt e e e e e
16.3 Installing Additional Fonts to Improve Document HTML Rendering. . . ............ .. ... .....
16.3.1 Uploading Microsoft TrueType Fontsto the FilrServer ... ........ ... . ... .. .. ...
16.3.2 Uploading Chinese Fontsto the Filr Server. . . ... ... . i
17 Managing a Multiple-Language Filr Site
17.1 Accommodating Multiple Languages . . . . ... oot
17.1.1 Understanding the Filr Site Default Language. .. ......... ... .. ...
17.1.2 Changing the Default Language onthe LoginPage ............. ... .. ... .......
Part Il Maintaining the Filr Site
18 Managing Users
18.1 Synchronizing Users and Groups from an LDAP Directory . .. ... ..
18.1.1 Configuring an LDAP CONNECLION . . . . ..ottt i e i e
18.1.2 Configuring LDAP Synchronization . . . .......... .. e
18.1.3 Restricting Local User Accounts from Logging In . ............ .. .. . ...
18.1.4 Previewing and Running the LDAP Synchronization. . ............... ... .. .......
18.1.5 Viewing Synchronization Results. . .. ... ... . . i e
18.1.6 Deleting an LDAP Configuration . . ...t e

18.2
18.3

18.4
18.5

18.6

18.7

18.8
18.9

Creating a New Local User

Listing Filr USerS . ..o
18.3.1  Fltering USerS . . . oot e
18.3.2 Navigating to a User’s Individual Profile ... ... ... ... .. ... .. . ... .. . .. ... ...,
18.3.3 Adding Local USErs . . . ... e
Viewing User Properties. . . . ... e
Renaming a Filr User . . . ... e
18.5.1 Renaming a Filr User from LDAP . .. .. .. e
18.5.2 Renaming alLocal Filr User. .. ... e
Deleting a Filr User .. ... e e e e e
18.6.1 Deleting alLocal User . ... ... e e
18.6.2 Deleting an LDAP USer . . . ..t
18.6.3 Recovering User Workspaces fromtheTrash. ........... ... ... ... ... .. .. .....
Disabling Filr USEr ACCOUNES . . . ..o ottt e e e e e e
18.7.1 Disabling @ Local USer ACCOUNL. . . . ... ottt e
18.7.2 Disabling an LDAP USEr ACCOUNL . . ... ..ttt e e
Adding or Removing Administrator Rights foraUser. . . ........ ... . ... . . . . . ..
Managing Local Users and Groups by Importing Profile Files. . ... ....... ... .. ... .. ... ...

Contents

177

177
177
178

178
178

181

181

181
181

183



18.10 Understanding the XSS Security Filter
18.11 Modifying the Title of the People Page

19 Managing Groups

19.1
19.2
19.3

Creating GrOUPS. . . ¢ oottt e et e e e e
MOdifyiNg GroUPS . . . . oot
Deleting GrOUPS . . o vttt et e e e e e e

19.4 Adding or Removing Administrator Rightsfora Group . ............. ... i,
19.5 Managing How Group Names Are Displayed during Name Completion .. ...................

20 Managing Filr Data for Mobile Devices

20.1 Viewing Device Information . . ... .
20.2 Wiping All Data from @ DEVICE . . . . ..ottt e
20.3 Deleting a Mobile DEVICE . . . . . ..

21 Managing Folders and Files

21.1 Navigating the Workspace Tree . . . . ... ot e e e
21.2 Managing Workspace Disk Space Usage . .. ...t
21.3 Restoring Files and Folders fromthe Trash. .. ... ... ... . . . . i

22 Managing Disk Space Usage with Data Quotas and File Restrictions

22.1 Understanding Data Quota Behavior and Exclusions . ............. ... . ... . . . . .
22.1.1 Understanding Default Data Quota Behavior . ........... ... ... ... ... ... . ....
22.1.2 Understanding Data Quota EXClusions . . ... . .

22.2 Managing User Data QUOLaS . . . . ...ttt e
22.2.1 Planning User Data QUOLAS . . . . . .. oottt e e e e
22.2.2 SettingUserData Quotas . ..ottt
22.2.3 Modifying User Data QUOLAs . . . ... oottt
22.2.4 Removing User Data QUOtas. . . ... .o v vttt
2225 RepairingaUsersDataQuota .. ... ... .. ...t
22.2.6 Managing Your Personal DataQuota . .................. ..
22.2.7 Monitoring User Data QuUOtas . . ......... ..

22.3 General Data Quota Management. . . ... ...ttt
22.3.1 Permanently Deleting Filesfromthe Trash . ......... ... .. ... .. ... ...

22.4 Managing the File Upload Size Limit . .. ... . . i
22.4.1 Modifying the File Upload Size Limitforthe FilrSite.. . ...................
22.4.2 Setting a File Upload Size Limit for Individual Users and Groups.. .. ........

22.5 Managing Quotas for Outgoing Email Messages. . .. ...t

23 Managing Email Configuration

23.1 Configuring Outbound Email with TLS over SMTP . . . ... .. . e

24 Viewing and Updating the Filr License

24.1 Viewing the Filr License

24.2 Updating the Filr LICENSE . . . .. ..o e e e e e e e

25 Managing the Lucene Index

25.1 Changing Your Lucene Configuration ... ......... ...t
25.2 Optimizing the LuCeNe INdeX . . . . .ottt e e e e e

8 Novell Filr 1.2 Administration Guide

209

209
209
210
211
211

213

213
214
214

217

217
217
217

219

219
219
220
220
220
221
225
227
230
231
231
231
231
232
232
233
233

235
235

237

237
237



25.3

254

25.2.1 Optimizing a Single Search Index . . . .. ... ... 239

25.2.2 Optimizing the Search Index with Multiple Index Servers . ........................ 240
Rebuilding the Lucene INdex . . . ... . . e 241
25.3.1 Rebuilding a Single Search Index . . ... . 241
25.3.2 Rebuilding the Search Index with Multiple Index Servers . .. ...................... 242
Performing Maintenance on a High Availability Lucene Index . . . ............... ... .. ..... 243

26 Managing Database Logs for the Audit Trail 247
27 Backing Up Filr Data 249
27.1 Locating FilrDatato BaCk Up ... ... e e e e e 249
27.1.1  Filr File REPOSIHONY . . . oot e e e e 249

27.1.2 FilrDatabase . .. ... ...t 249

27.1.3 Lucene SearCh INdeX. . . . ..ot 250

27.1.4  CertifiCates. . . . .ot 250

27.2 Scheduling and Performing Backups. . ... ... .. e 250
27.3 Restoring Filr Data from Backup . .. ... ... 250
27.4 Manually Restoring Individual Filesand Folders . .. ... ... ... . . . . . i 250

28 Monitoring the Filr System 251
28.1 Monitoring Filr Performance with Ganglia . .. ........ ... .. . . i 251
28.1.1 Viewing Metrics for an Individual Node . . ....... ... ... . i 251

28.1.2 Viewing Metrics for Multiple (Clustered) FilrNodes. . . ......... .. ... ... .. .. ..... 252

28.1.3  Filr Monitoring MetriCs . . . . . ..o e 253

28.2 Monitoring Filr by Generating Reports . . . . .. ... e 255
28.2.1 Data Quota Exceeded RepOrt . . . . ... 255

28.2.2 Data Quota Highwater Exceeded Report ......... ... i 256

28.2.3 Disk Usage RePOIt. . . ..ttt 257

28.2.4  EmMail REPOI . .ot 258

28.2.5  LIiCENSE REPOI. . . oo 260

28.2.6  LOQIN REPOI . . ..o 261

28.2.7 USEr ACCESS REPOIT. . . . 263

28.2.8 User Activity RepOrt . . . ..o e e 264

28.2.9 XSS REPOI . i e 266

28.3 Usingthe FilrLog File .. ... ..o e e 267
28.3.1 FilrLog File . ... 267

28.4 Understanding Disk Usage Checks . . ... . s 268
28.5 Checking the Filr Site Software Version. . . ........ .. e 268
Part IV Interoperability 269
29 NetlQ Access Manager 271
30 Novell Dynamic File Services 273
Part V Site Security 275
31 Security Administration 277
31.1 Replacing the Self-Signed Digital Certificate for an Official Certificate ...................... 277
31.1.1 Using the Digital Certificate TOOI . . . ... ... ... e 277

31.1.2 Using an Existing Certificate and Key Pair .. ....... ... .. ... . . . . . . .. 279

Contents 9



10

31.1.3 Activating the Certificate . . ... ... .. 279

31.2 Securing LDAP Synchronization . . . ... ... .. 280
31.2.1 Exporting a Root Certificate. . . . ... . e 280
31.2.2 Importing the Root Certificate into the Java Keystore . . . ......... .. ... .. ... .. .... 286

31.3 Securing Email Transfer. . . .. ... 286
31.4 Security against Brute-Force Attacks with CAPTCHA . . ... . ... 287
31.5 Securing USer PassWOrdS . . . ... ..ottt e 287
31.6 Restricting SSH Access forthe ROOt USer. . . ... ... e 287
31.7 SettingUp Filrin a DMZ. . . .. .. e 288
31.8  Filr COMPONENt SECUNILY. . . o o ottt et e e e e e e e e e e e e 289
31.8.1 Filr Software SECUNtY. . . .. ..ot 289
31.8.2 Filr Database SeCUIitY . . . .. ..o 289
31.8.3 FilrSearch Index SecCuUrity . . . . .. ... e 289

32 Security Policies 291
32.1 WY SECUNEY ? . . ottt e e e 291
32.2 Outofthe Box, Filr IsLocked DOWN. . . . ...t e e 291
32.3 Securingthe Filr Data . ... ... ... e 292
32.3.1 Understanding Administrator Accessto FilrData ............... .. ... .. ... .. .... 292
32.3.2 Limiting Physical Access to Filr Servers ... ... ... e e 292
32.3.3 Protectingthe FilrDatabase . ........ ... . e 292

32.4 Securingthe Filr Site . ... ..o e e 292
32.4.1 Configuring a ProXy SeIVer . . ...t 293
32.4.2 Setting the Filr Administrator Password. . . . ... . i e 293
32.4.3 Securing the Filr Site against XSS. . . ... .. 293

32.5 Securing Filr Data on Mobile DeVICES . . . . .. ..t 294
32.6 Securing the Filr Desktop Application . .. ..... ... . 294
32.7  CertifiCates . . . oo 294
2.8 SaAIING. . . ot 294
32.9  COMMENTS . . ottt e 295
32.10 LDAP-Provisioned Users and Local USErs . ............ ittt 295
32.11 External Users and OpeNnID . . . ... . it e e e e 295
32,02 ProXY USBrS . o vttt ittt et et e 295
32.13 File SeIVEIS . . .ot 296
32.14 AUt Trall . . oo 296
32.15 Simplified Rights Model . . . .. ... 296
32,16 ANLIVIFUS . . o ottt e e 297
32.17 Backup and RestOre. . . .. .. 297
32.18 NESSUS SCaANS . . . oottt ettt ettt e e e e e e e e 297
32,09 COVEIIY v vttt e 297
32.20 ENCIYPUON . ..ttt 297
A Troubleshooting the Filr System 299
A.1  Unable to Connect to the Filr Site (HTTP 500 Error) . ... ..ot e 299
A.2  Email Notification URLs Are Not Working . .. ... e 299
A3 FAMT EMOr COUBS . . . .ottt e e e e 299
A4 Enabling Debug Logging . . ... oottt 300
A.41 Enabling Debug Logging for Filr . .. ... . 300

A.4.2  Enabling Debug Logging for FAMT . .. ... i e e e 301

A5 Using VACONFIG to Modify Network Information .. .......... ... ... .. 302
A6 Accessing Filr Log Files . . ..o 302
B Documentation Updates 303

Novell Filr 1.2 Administration Guide



About This Guide

The Novell Filr 1.2 Administration Guide provides the following information for administering your
administration information for Filr 1.2.

+ Part |, “Changing Appliance Configuration Options,” on page 13
+ Part Il, “Setting Up the Filr Site before Users Log In,” on page 47
+ Part lll, “Maintaining the Filr Site,” on page 183

+ Part IV, “Interoperability,” on page 269

+ PartV, “Site Security,” on page 275

+ Appendix A, “Troubleshooting the Filr System,” on page 299

+ Appendix B, “Documentation Updates,” on page 303

Audience

This guide is intended for Novell Filr administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the comment on this topic link at the bottom of each page of
the online documentation.

Documentation Updates

For the most recent version of the Novell Filr 1.2 Administration Guide and other documentation, visit
the Novell Filr 1.2 Documentation website (http://www.novell.com/documentation/novell-filr-1-2/).

Additional Documentation

You can find more information in the Novell Filr documentation, which is accessible from the Novell
Filr 1.2 Documentation website (http://www.novell.com/documentation/novell-filr-1-2/).
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Changing Appliance Configuration
Options

+ Chapter 1, “Configuring and Maintaining the Filr Appliance,” on page 15
+ Chapter 2, “Configuring and Maintaining the Novell Appliance,” on page 37
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Configuring and Maintaining the Filr
Appliance

Before you perform any of the procedures in this section, you must do the initial configuration of the
Filr appliance, as described in “Configuring a Small Deployment for the First Time” or “Configuring a
Large Deployment for the First Time,” in the Novell Filr 1.2 Installation and Configuration Guide.

If you chose a small deployment, all vital configuration options to get the Filr system up and running
were chosen for you during the initial configuration. You can change those options as discussed in
this section.

If you chose a large deployment, most configuration options were chosen for you. You chose other
configuration options during the initial configuration. You can change those options as discussed in
this section. However, configuration options that are specific to the MySQL database appliance and
the search index appliance must be reconfigured as described in “Configuring and Maintaining the

Search Index Appliance” and “Configuring and Maintaining the MySQL Database Appliance,” in the
Novell Filr 1.2 Installation and Configuration Guide.

Section 1.1, “Changing Configuration Options for the Filr Appliance,” on page 16 describes how to
modify configuration options for the Filr appliance. Other sections in this chapter provide additional
information for each configuration option.

¢ Section 1.1, “Changing Configuration Options for the Filr Appliance,” on page 16

+ Section 1.2, “Network Configuration,” on page 17

¢ Section 1.3, “Net Folder Configuration,” on page 21

+ Section 1.4, “Database Configuration,” on page 21

¢ Section 1.5, “Changing Your Search Index Configuration,” on page 23

¢ Section 1.6, “Language,” on page 25

+ Section 1.7, “Changing Clustering Configuration Settings,” on page 26

+ Section 1.8, “Changing Reverse Proxy Configuration Settings,” on page 26

¢ Section 1.9, “Changing Outbound Email Configuration Settings,” on page 28

+ Section 1.10, “Changing Configuration Settings for Requests and Connections,” on page 32

¢ Section 1.11, “Changing the JVM Configuration Settings,” on page 32

+ Section 1.12, “Changing WebDAV Authentication Configuration Settings,” on page 33

¢ Section 1.13, “Enabling Logging of All HTTPS Traffic,” on page 34

¢ Section 1.14, “Configuring Which File Formats Can Be Viewed As HTML,” on page 35

¢ Section 1.15, “Viewing and Updating the Filr License,” on page 35
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1.1 Changing Configuration Options for the Filr
Appliance

1 Ensure that you have deployed the Novell Filr Appliance, as described in “Configuring a Small
Deployment for the First Time” or “Configuring a Large Deployment for the First Time,” in the
Novell Filr 1.2 Installation and Configuration Guide.

2 Navigate to the following URL:
https://ip_address: 9443
Replace ip_address with the IP address of your Filr appliance.

3 Sign in to the Filr appliance using the r oot user and the default password that you specified
during the appliance installation.

The Novell Filr Appliance landing page is displayed.

i

Novell Filr Appliance

Setup Instructions

Management Tools

Appliance Configuration
Reconfiqure the appliance’s natwork settings, time, SSL cerfificates. and passwords Do NOT use native operating system toals for system confiquration Hative
tools are not aware of Novell appliance requiremenis.
HNovell Fiir Appliance Conflguration
@ Manage the Novell Filr Appliance. For more refer (o the c ion tool help.

Ganglia Monitoring

The Gangha Monftoring Tool 15 an open-source web ool that provides scalabie 0 Basic (Ganglia confic & done in the Appkance
Configuration tool. No extensive testing has been performed on this tool and there are no plans to make flxes. To Leam more, see www.ganglia info.

4 Click the Filr Server Configuration icon.

The Configuration page is displayed.

5 In the Configuration column on the left side of the page, select the setting that you want to
configure.

The following configuration options are available. Click each option below for detailed
information.

+ Network (Section 1.2, “Network Configuration,” on page 17)

+ Net Folders (Section 1.3, “Net Folder Configuration,” on page 21)

+ Database (Section 1.4, “Database Configuration,” on page 21)

+ Search Appliance (Section 1.5, “Changing Your Search Index Configuration,” on page 23)
+ Default Locale (Section 1.6, “Language,” on page 25)

¢ Clustering (Section 1.7, “Changing Clustering Configuration Settings,” on page 26)

+ Reverse Proxy (Section 1.8.3, “Changing Reverse Proxy Configuration Settings,” on
page 27)
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¢ Outbound Email (Section 1.9.2, “Changing Outbound Email Configuration Settings,” on

page 29)

+ Requests and Connections (Section 1.10, “Changing Configuration Settings for Requests

and Connections,” on page 32)
+ JVM Settings (Section 1.11, “Changing the JVM Configuration Settings,” on page 32)

+ WebDAV Authentication (Section 1.12.2, “Changing the WebDAV Authentication
Configuration Settings,” on page 33)

+ Logging (Section 1.13, “Enabling Logging of All HTTPS Traffic,” on page 34)

+ HTML Viewing (Section 1.14, “Configuring Which File Formats Can Be Viewed As HTML,”

on page 35)
+ License (Section 1.15, “Viewing and Updating the Filr License,” on page 35)

6 Make any configuration changes, then click OK.

7 Click Reconfigure Filr Server for your changes to take effect.

NOTE: This stops and restarts your Filr server. Because this results in server downtime, you

should restart the server at off-peak hours.

Network Configuration

¢ Section 1.2.1, “Changing the Network Configuration Settings,” on page 17
¢ Section 1.2.2, “Port Numbers,” on page 18

Changing the Network Configuration Settings

The default port that is configured when you install the Filr appliance is 8443. After the initial

configuration of the Filr appliance (as described in “Configuring a Small Deployment for the First
Time” or “Configuring a Large Deployment for the First Time,” in the Novell Filr 1.2 Installation and
Configuration Guide), you can make any necessary network changes.

To modify network configuration options:

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on

page 16.
You can modify the following configuration options:
Port Redirection: Select this option to have Filr automatically redirect from ports 80 or 443

(which are the standard ports for Web browsers) to ports 8080 and 8443 (which are the default

ports that Filr listens on). Enabling port redirection in this way allows users to specify the Filr site
URL without including the port number. If port redirection is not enabled, users must include the

port number in the site URL when accessing the Filr site.

IMPORTANT: When port redirection is enabled, ensure that the reverse proxy ports are set to 80

for the HTTP port and to 443 for the secure HTTP port. If they are not, URLs that are sent with

Filr email notifications will continue to have the default port (8443) in them.

For information about how to change the reverse proxy ports, see Section 1.8, “Changing
Reverse Proxy Configuration Settings,” on page 26.

Configuring and Maintaining the Filr Appliance
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HTTP Port: The default HTTP port is 8080. As a best practice, do not change this from the
default port.

+ Select Enabled if you want to enable the HTTP port. By default, only the Secure HTTP port
is enabled.

+ Select Force Secure Connection to force users to connect to Filr over a secure connection
(HTTPS).

See Section 1.2.2, “Port Numbers,” on page 18 for more information about port numbers in
Filr.

Secure HTTP Port: The default secure HTTP port for Filr is 8443. As a best practice, do not
change this from the default.

See Section 1.2.2, “Port Numbers,” on page 18 for more information about port numbers in Filr.

Session Timeout: By default, if a user’s Novell Filr session is idle for four hours (240 minutes),
Filr logs the idle user out. For increased convenience to Filr users, you can make the session
timeout interval longer. For increased security for your Filr site, you can make the session
timeout shorter.

Keystore File: Leave this field blank.

2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

NOTE: This stops and restarts your Filr server. Because this results in server downtime, you
should restart the server at off-peak hours.

1.2.2 Port Numbers

Table 1-1 lists the ports that you need to take into consideration when setting up Filr. Figure 1-1 is a
graphical representation of how some of the ports are used in a Filr deployment.

As a best practice, do not change any port numbers from the default ports.

Table 1-1 Filr Port Numbers

Port Numbers Description

80, 443 Standard Web server ports

For more information, see “HTTP Port:” on page 18,
“Secure HTTP Port:” on page 18 and “HTTP/HTTPS
Ports When You Use NetlQ Access Manager with Filr”
on page 20.

8080, 8443 Default Tomcat ports for the Filr appliance

When you install Filr, Tomcat is installed along with the
Filr software. Filr uses Tomcat as a stand-alone web
server for delivering data to Filr users in their web
browsers. For more information about Tomcat, see the
Apache Tomcat Web site (http://tomcat.apache.org).

For more information, see “HTTP Port:” on page 18,
“Secure HTTP Port.” on page 18 and “HTTP/HTTPS
Ports When You Use NetlQ Access Manager with Filr”
on page 20.

9090, 9443 Jetty port for the appliance (Administrator Interface)
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Port Numbers

Description

9080
8005

8009

22

111

1099

4330

7380, 7443

8380, 8381

8642, 8649, 8650, 8651, 8652
1199

1188

3306

1433

25, 465

6901

524/tcp

137/tcp, 137/udp, 138/udp, 139/tcp, 445/tcp
88

11211

636

389

Apache/HTTPD port
Default shutdown port

For an explanation of the shutdown port, see Tomcat -
Shutdown Port (http://www.wellho.net/mouth/
837_Tomcat-Shutdown-port.html).

Default AJP port

For an explanation of the Apache JServ Protocol port,
see The AJP Connector (http://tomcat.apache.org/
tomcat-6.0-doc/config/ajp.html).

SSH port for the appliance

rpcbind utility

Java RMI port

FAMT port

Ganglia RRD-REST ports

Default Jetty ports

Ganglia web interface port

Lucene RMI registry port

Lucene server port

MySQL outbound port

Microsoft SQL server port

SMTP and SMTPS outbound ports
OES DFS JetStream port

Access OES server over NCP
Access servers over CIFS
Kerberos port

Used for memcached caching in an appliance cluster
Secure LDAP port

Non-secure LDAP port
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Figure 1-1 Filr Port Usage
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HTTP/HTTPS Ports When You Use NetlQ Access Manager with Filr

If you are fronting Filr with NetlQ Access Manager, ensure that you have configured the HTTP/
HTTPS ports.

Configuring Filr in this way configures NetlQ Access Manager to access Filr over port 80, which is the
standard port.

Port Configuration

Use the following port configuration when NetlQ Access Manager is fronting your Filr system on
Linux:

+ HTTP Port: 80
+ Secure HTTP Port: 443

You need to make these configuration settings in the Reverse Proxy section. For more information,
see Section 1.8, “Changing Reverse Proxy Configuration Settings,” on page 26.
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1.3 Net Folder Configuration

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.
You can modify the following configuration options:
The configuration options on this page affect only Full synchronizations. These settings do not
affect Just-in-Time synchronizations. (For more information about the difference between Full

and Just-in-Time synchronization, see Section 8.1.5, “Planning the Synchronization Method,” on
page 83.)

Allow Synchronization: Select this option to allow Full Synchronization for Net Folders on the
appliance.

IMPORTANT: This setting must be selected for at least one Filr appliance in the cluster. If it is
not, no full synchronizations can take place on the Filr system (either scheduled or manual
synchronizations).

Max Simultaneous Syncs: Number of Net Folders that can be synchronized simultaneously.
The default is 5.

Threads Per Sync: Number of threads that each synchronization can use. The default is 4.

For optimal performance, modify this value to be equal to the number of CPUs on the appliance,
multiplied by 1.5. For example, if your appliance has 2 CPUs, change this value to 3.

The max value that you can set is the number of CPUs on the appliance multiplied by 3. For
example, if your appliance has 2 CPUs, the max value is 6.

2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

For information about how to set up Net Folders for your Filr site, see Chapter 8, “Setting Up Net
Folders,” on page 73.

1.4 Database Configuration

¢ Section 1.4.1, “Understanding Database Configuration,” on page 21

+ Section 1.4.2, “Changing Database Configuration Settings,” on page 22
+ Section 1.4.3, “Database Type,” on page 22

+ Section 1.4.4, “Database Location in a Small Deployment,” on page 23

+ Section 1.4.5, “Database Credentials,” on page 23

14.1 Understanding Database Configuration

Novell Filr database disk space requirements are relatively modest. Files that are imported into Filr
are saved in the Filr file repository.

The Filr database is primarily used for storing the following information:

+ Structural information about folders and files
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1.4.3

+ |dentification information about folders and files (for example, titles, descriptions, dates of

creation/modification, and users associated with creation/modification)

+ User profile information (for example, full name, phone number, and email address)

Changing Database Configuration Settings
+ “Changing the Database Configuration Settings for a Small Installation” on page 22

+ “Changing the Database Configuration Settings for a Large Installation” on page 22

Changing the Database Configuration Settings for a Small
Installation

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on

page 16.
You can modify the following configuration options:

Database Type: Filr uses a MySQL database in a small installation. You cannot use another
type of database.

Host Name or IP Address: Host name or IP address of the MySQL appliance if MySQL is not
running on the Filr appliance. In a small installation, this is | ocal host .

Port: The JDBC URL also includes the port number on which Filr can communicate with the
database server. The default port number for MySQL is 3306. Use this port number unless it is
already in use by another process on the database server.

User Name: The user name for your MySQL database. For more information, see Section 1.4.5,
“Database Credentials,” on page 23.

User Password: The password for your MySQL database. For more information, see
Section 1.4.5, “Database Credentials,” on page 23.

Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

Changing the Database Configuration Settings for a Large
Installation

If your Filr site is configured for a large installation, it is recommended that you use your
organization’s existing MySQL or Microsoft SQL database as the Filr database.

Alternatively, you can use the MySQL database appliance that ships with Filr as the Filr database.
You modify the configuration settings of the MySQL database appliance as described in “Configuring
and Maintaining the MySQL Database Appliance” in the Novell Filr 1.2 Installation and Configuration
Guide.

Database Type

Filr can be configured to use a MySQL or Microsoft SQL database in a large deployment. In a small
deployment, Filr uses a MySQL database.

Novell Filr 1.2 Administration Guide
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1.4.4 Database Location in a Small Deployment

When you install a single virtual appliance for a small deployment, all components are on the same
appliance. This is the preferable location for a small deployment. The default database nameisfilr.

Database Server Default Location

MySQL / vast or age/ nmysql

145 Database Credentials

The MySQL database defaults to r oot for the administrative user name.

IMPORTANT: The MySQL r oot user name is not the same as the Linux r oot user on a Linux
appliance.

1.5 Changing Your Search Index Configuration

¢ Section 1.5.1, “Understanding Indexing,” on page 23

+ Section 1.5.2, “Changing Search Index Configuration Settings,” on page 23
+ Section 1.5.3, “Running the Search Index As Its Own Appliance,” on page 25
¢ Section 1.5.4, “Running Multiple Search Indexes,” on page 25

1.5.1 Understanding Indexing

The search index is responsible for indexing all data on the Filr site so that Filr users can easily use
the Search feature to retrieve the information that they need. Text posted in file metadata (such as a
file description) is easy to index, because the formatting is simple. However, text within a file itself
arrives in many different file formats, many of which require conversion before the text in the files can
be indexed. Therefore, the search index is dependent on the available file conversion technology in
order to perform its indexing function. For information about the file viewers that Filr uses, see “File
Viewer Information” in the Novell Filr 1.2 Installation and Configuration Guide.

The search index provides additional services on your Filr site in addition to indexing. In fact, you
cannot access your Filr site if the search index is not running. For this reason, Novell Filr provides
multi-server configuration options.

1.5.2 Changing Search Index Configuration Settings

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.

You can modify the following configuration options for the Lucene search index:
Configuration Type: Select from the following configuration types:

+ Local: This is the default configuration type for a small Filr deployment, when the Lucene
search index, the MySQL database, and the Filr software are running on the same virtual
machine.

+ Server: Select this option in a large Filr deployment when only one Lucene search index is
running as a stand-alone appliance.
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+ High Availability: Select this option in a large Filr deployment when two Lucene search
indexes are running as stand-alone appliances.

For a high availability Lucene search index deployment:

1. Specify a user name and password for the Lucene service. This user name and
password applies to all Lucene search indexes in the system:

Lucene User Name: (This option must be set in the configuration for both Server and
High Availability Lucene configurations.) Specify Lucene Servi ce in the User Name
field.

Lucene User Password: (This option must be set in the configuration for both Server
and High Availability Lucene configurations.) Specify the password for the Lucene
user.

2. Click Add, specify the information for the first Lucene index appliance, then click OK.

3. Click Add, specify the information for the second Lucene index appliance, then click
OK.

Name: Specify a name for the Lucene search index appliance. (This option is visible only when
Configuration Type is set to High Availability.)

In a clustered Filr deployment with multiple Filr appliances, the name that you specify for a
specific search index node must be the same for that same node on each Filr appliance in the
cluster. For example, if from one Filr appliance you give Search Index Node A (which has the
DNS name of fi |l r. nyconpany. con) the name fi |l r _i ndex1, then you must give Search Index
Node A this same name (fi | r _i ndex1) from each of the Filr appliances in the cluster.

Description: Specify a short description for the Lucene appliance. (This option is visible only
when Configuration Type is set to High Availability.)

Host Name: This is | ocal host if your Configuration Type is Local. If your Configuration Type
is Server or High Availability, use this field to specify the host name or IP address of the
appliance where the search indexes are running. (If your Configuration Type is High Availability,
click Add to configure multiple search indexes.)

RMI Port: When the search index is running as its own appliance, it communicates with Filr by
using the RMI port. (Default 1199.) (See Remote Method Invocation (http://java.sun.com/javase/
technologies/core/basic/rmi/index.jsp).) In a clustered environment where you are running
multiple search index servers, ensure that each Lucene index server is running on the same
ports. Novell recommends that you do not change this port from the default of 1199.

Lucene User Name: (This option must be set in the configuration for both Server and High
Availability Lucene configurations.) Specify Lucene Servi ce in the User Name field.

Lucene User Password: (This option must be set in the configuration for both Server and High
Availability Lucene configurations.) Specify the password for the Lucene user.

Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

If your Filr site is configured for a large installation (your search index is a stand-alone appliance), you
can make additional configuration settings for your Lucene search index appliance, as described in
“Configuring and Maintaining the Search Index Appliance” in the Novell Filr 1.2 Installation and
Configuration Guide.
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1.6

Running the Search Index As Its Own Appliance

If the search index requires more memory, disk space, or CPU resources than are available on the
Novell Filr appliance in a small deployment, you should configure the search index to run as a
separate appliance in a large deployment. For instructions, see “Creating a Large Deployment” in the
Novell Filr 1.2 Installation and Configuration Guide.

Running Multiple Search Indexes

Because the availability of the index is critical to the functioning of the Novell Filr site, you can install
multiple search indexes as multiple appliances to provide high availability. For instructions, see
“Installing the Search Index Appliance” in the Novell Filr 1.2 Installation and Configuration Guide.

Language

The Novell Filr installation program runs in English only. When you install the Filr software, you can
set the primary language to any of the following:

+ Chinese-Simplified

¢ Chinese Traditional

¢ Czech

+ Danish

¢ Dutch

+ English

+ French

+ German

+ Hungarian

+ ltalian

+ Japanese

+ Polish

+ Portuguese

¢ Russian

¢ Spanish

+ Swedish

Some languages have an additional distinction by locale (the country where the language is spoken).

The language you select during installation establishes the language of the global text that displays in
locations where all Filr users see it, such as in the Workspace tree when you click the Workspace tree
icon &

[

» Home Workspace  |* Personal Workspaces  1* admin (admin)

The language you select also establishes the default interface language and locale for creating new
user profiles.
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1.7 Changing Clustering Configuration Settings

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.

You can modify the following configuration options:
Enable Clustered Environment: Select this option to enable clustering.

JVM Route: If you plan to use Apache as the reverse proxy, add a JVM route for each filr
Appliance in the Cluster. Otherwise, you can leave the JVM Route field empty. The purpose of
this field is to uniquely identify each Filr Appliance to Apache.

In the JVM Route field, specify wor ker 1. On the second Filr node, in the JVM Route field, specify
wor ker 2, and so forth for each Filr node, incrementing the JVM Route setting. Each Tomcat
instance should have a unique JVM Route setting.

wor ker 1, wor ker 2, and so forth are the default names for the matching values used for the
reverse proxy configuration. For example, if you have set up Apache or IIS as a reverse proxy,
these are the default values. The JVM Route setting in the Filr installer must match these values.

Hibernate Caching Provider: memcached is the only option available when configuring Filrin a
clustered environment.

For more information about Memcached caching, see Memcached (http://memcached.org/).

Server Address: Each Filr server in the cluster must list all of the Lucene servers (hostname or
IP address) in the cluster, with each server separated by a space. For example,
| ucene_host nanel | ucene_host nane2.

Changes made to one Filr node are immediately visible in other Filr nodes.
2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

1.8 Changing Reverse Proxy Configuration Settings

+ Section 1.8.1, “Understanding Reverse Proxy and NetlQ Access Manager,” on page 27

+ Section 1.8.2, “Understanding How Port Redirection Affects Reverse Proxy Settings,” on
page 27

+ Section 1.8.3, “Changing Reverse Proxy Configuration Settings,” on page 27

+ Section 1.8.4, “Bypassing NetlQ Access Manager to Log In to Filr and Perform Administrative
Tasks,” on page 28

You might need to modify the reverse proxy configuration settings for your Filr appliance for either of
the following reasons:

+ When you configure a reverse proxy server, such as NetlQ Access Manager
For more information about this scenario, see Section 1.8.1, “Understanding Reverse Proxy and
NetlQ Access Manager,” on page 27.

+ If you have enabled port redirection in your network settings page (as described in Section 1.2.1,
“Changing the Network Configuration Settings,” on page 17)

For more information about this scenario, see Section 1.8.2, “Understanding How Port
Redirection Affects Reverse Proxy Settings,” on page 27.
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1.8.1

1.8.2

1.8.3

Understanding Reverse Proxy and NetlQ Access Manager

NetlQ Access Manager can provide secure single sign-on access to your Novell Filr site by
functioning as a reverse proxy server. When using Access Manager with N Filr, Access Manager
4.1.1 is required and is an additional add-on product. You can download the required version of
Access Manager from the NetlQ Downloads site (https://dl.netig.com/index.jsp).

For background information about setting up NetlQ Access Manager 4.1.1, see the Access Manager
4.1 Documentation website (https://www.netig.com/documentation/access-manager-41/). For
instructions specific to Filr, see Section 12.1, “Configuring a Protected Resource for a Novell Filr
Server,” on page 139.

After you have configured NetlQ Access Manager, you must configure your Filr site with the IP
address of one or more Access Gateway servers and with the logout URL. When you configure the
Filr site to use the Access Gateway, the IP addresses that you specify are the only locations from
which the Filr site accepts logins. The logout URL is the location where users find themselves when
they log out of the Filr site.

When you enable the Access Gateway for use with your Filr site, all Filr users must log in through the
Access Gateway. It is not possible to set up the Filr site so that some users log in through the Access
Gateway and some do not.

Understanding How Port Redirection Affects Reverse Proxy
Settings

If you have enabled the reverse proxy settings in Filr (as described in Section 1.2.1, “Changing the
Network Configuration Settings,” on page 17) and you have an additional reverse web proxy such as
NetlQ Access Manager that is servicing Filr requests, ensure that the ports that the additional proxy
connects to are the same as the ports that are configured in the Filr reverse proxy settings. (This is
the Reverse Proxy HTTP port and the Reverse Proxy Secure HTTP Port.)

The reverse proxy HTTP port should be set to 80, and the reverse proxy secure HTTP port should be
set to 443. If the reverse proxy ports are not correct, links that are sent from Filr in email notifications
are incorrect, and users are not able to access Filr.

This issue is described in Section A.2, “Email Notification URLs Are Not Working,” on page 299.

Changing Reverse Proxy Configuration Settings

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.

You can modify the following configuration options:

Host: The host name is used to build some of the URLSs that are sent in notifications. It should
reflect the host used to access the Filr system from any user (either an internal or external user).
It is common across all the Filr Virtual Appliances, and represents the reverse proxy or L4 device
that fronts the Filr Virtual Appliance.

If Access Manager is being used to front Filr, specify the NetlQ Access Manager published DNS
name for Filr application in the Host field.

Reverse Proxy HTTP Port: Select Enabled if you want to use a non-secure port for the reverse
proxy. Specify the port number that you want to use. You must use port 80 if you have enabled
port redirection in your network settings page.
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Reverse Proxy Secure HTTP Port: Specify the port number that you want to use for the secure
reverse proxy HTTP port. You must use port 443 if you have enabled port redirection in your
network settings page. (Port redirection allows users to access the Filr site without specifying the
port number in the URL. For information about port redirection, see Section 2.2, “Changing
Network Settings,” on page 38.)

Enable Access Gateway: Select this option to enable the reverse proxy Access Gateway.

Access Gateway address(es): Specify the IP address of the Access Gateway that is used for
the connection to the Filr server. You must specify the IP address; host names are not
supported.

If the Access Gateway is part of a cluster, add the IP address for each cluster member.
Wildcards such as 164.99.*.* are allowed. Separate IP addresses with a comma. For example,
172.2.3,172.2.4.

IMPORTANT: When you specify specific IP addresses in this option, Filr access is allowed only
from the specified addresses. Also, if Authorization header credentials are not present or are
incorrect, the user is prompted for login using Basic Authentication.

Logout URL: Specify the URL of the published DNS name of the reverse proxy that you have
specified for the ESP, plus / AGLogout .

You can find the domain used for the ESP by editing the LAG/MAG cluster configuration and
then clicking Reverse Proxy / Authentication.

For example, if the published DNS name of the proxy service that you have specified for the ESP
is esp. your si t e. com specify the following URL:

https://esp.yoursite.com AGLogout
2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

Bypassing NetlQ Access Manager to Log In to Filr and
Perform Administrative Tasks

To perform administrative tasks on your Filr system, you need to log in to bypass NetlQ Access
Manager and log in to Filr directly as the Filr administrator.

To allow administrator access to the Filr system when your Filr system is fronted by Access Manager:
1 Add another IP address to the Access Gateway address(es) field, as described in Section 1.8.3,
“Changing Reverse Proxy Configuration Settings,” on page 27.
2 Click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

3 Access this IP address that you added in Step 1 at port 8443. For example, 172. 17. 2. 3: 8443.

Changing Outbound Email Configuration Settings

+ Section 1.9.1, “Understanding Outbound Email,” on page 29
+ Section 1.9.2, “Changing Outbound Email Configuration Settings,” on page 29
+ Section 1.9.3, “Outbound Email Protocol,” on page 30
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1.9.2

+ Section 1.9.4, “Outbound Email Host,” on page 31
+ Section 1.9.5, “Outbound Email Authentication,” on page 31

Understanding Outbound Email

Your Novell Filr site can be configured to send outbound email through an existing email system or
through the included Postfix SMTP outbound mail server. The following activities generate email from
the Filr site:

+ Filr users can subscribe to email natifications, so that they automatically receive a message
whenever content of interest changes. For more information, see “Subscribing to a Folder or Filr”
in “Getting Informed” in the Novell Filr 1.2 Web Application User Guide.

+ Filr users can configure folders that they own to send email notifications to other users. For more
information, see “Configuring Folders to Send Email Notifications to Other Users” in the Novell
Filr 1.2 Web Application User Guide.

+ Filr users can send email messages to folder contributors, as described in “Sending an Email to
Folder Contributors” in the Novell Filr 1.2 Web Application User Guide.

+ Filr users can send natifications when a folder of file is shared, as described in “Sharing Files
and Folders” in the Novell Filr 1.2 Web Application User Guide.

After installation, outbound email can be disabled and enabled again on the Filr site, as described in
Chapter 5, “Configuring Email Integration,” on page 55. However, you must configure outbound email
in the Filr appliance.

Changing Outbound Email Configuration Settings

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.

You can modify the following configuration options:

Use Local Postfix Mail Server: Select this option to use the Postfix mail server, which is the
default mail system included with Filr. To use another mail system (such as GroupWise),
deselect this option, then specify the appropriate information for the protocol, host, and port of
the mail system that you want to use.

Protocol: Select the type of protocol your email system uses. For more information, see
Section 1.9.3, “Outbound Email Protocol,” on page 30.

Host: Specify the hostname of your SMTP mail server. For more information, see Section 1.9.4,
“Outbound Email Host,” on page 31.

Port: The port through which Filr can connect to the SMTP mail server. The default SMTP port of
25 is typically appropriate, unless the SMTP mail server requires port 465 or 587 for SMTPS
connections.

Time Zone: Select the time zone that you want Filr to use when sending email messages. When
the Filr site sends email notifications for scheduled events, the messages are time-stamped
according to the time zone you specify here during installation. This setting allows you to use a
time zone for email notifications that is different from the time zone where the server is located.
For more information, see Section 1.9.4, “Outbound Email Host,” on page 31.

User Name: Specify an email address to be used when sending outbound email. Many SMTP
mail hosts require a valid email address before they establish the SMTP connection.

This user name is used to authenticate to the email server (if required), and is used as the From
component of email notifications that are sent from Filr.
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For more information, see Section 1.9.5, “Outbound Email Authentication,” on page 31.

Password: Specify a password for the user name. Some email systems also require a
password. Some do not. If authentication is required, you should also provide a password. For
more information, see Section 1.9.5, “Outbound Email Authentication,” on page 31.

Authentication required: Select this option to require authentication.

Allow sending email to all users: Select this option to allow users to send email to the All
Users group.

By default, this functionality is not enabled. On a very large Filr site, when a user sends a
message to all Filr users, a very large number of email messages is generated.

Force HTTPS links: Select this option for all links contained in outbound email messages to be
secure HTTP (HTTPS) instead of HTTP.

If this option is not selected, links contained in outbound email messages match the way that the
user who sends the email connects to the Filr site: if the user connects via HTTP, links are HTTP.
If the user connects via HTTPS, links are HTTPS.

Enable STARTTLS: Select this option to enable STARTTLS on the Filr system. Depending on
how your email application is configured, you might need to configure Filr outbound email with
TLS over SMTP for secure email. Novell GroupWise, for example, can be configured to require
this. If you are using GroupWise or another email application that requires this type of
configuration, you can configure Filr with TLS over SMTP by enabling STARTTLS.

From email address override: Specify the email address that you want to appear in the From
address for messages sent from the Filr site.

Use from email address override for all outbound email: Select this option to always use the
address that you specified in the From email address override field for messages sent from Filr.
(For more information about the activities that generate email from Filr, see Section 1.9.1,
“Understanding Outbound Email,” on page 29.)

If this option is not selected and there is an email address in the From email address override
field, the email address is used only in messages that Filr sends out as a result of a subscription
(either when you subscribe to receive email notifications about a file or folder, or another user
subscribes you to receive notifications).

Connection Timeout (in seconds): Specify the amount of time before the connection times
out.

Click OK, then click Reconfigure Filr Server for your changes to take effect.

NOTE: This stops and restarts your Filr server. As this results in server downtime, you should
restart the server at off-peak hours.

Outbound Email Protocol

Email systems communicate by using SMTP (Simple Mail Transfer Protocol). You need to determine
whether the email system that you want your Filr site to communicate with is using SMTP or SMTPS
(secure SMTP).

For GroupWise, you can check how the Internet Agent is configured:

1 In ConsoleOne, browse to and right-click the Internet Agent object, then click Properties.
2 Click GroupWise > Network Address.

In the SMTP field, if the SSL column displays Disabled, GroupWise is using SMTP. If the SSL
column displays Enabled, GroupWise is using SMTPS.

3 Click Cancel to close the Network Address page.

Novell Filr 1.2 Administration Guide



If the email system requires SMTPS, see Section 31.3, “Securing Email Transfer,” on page 286.

1.9.4 Outbound Email Host

In order to send messages to your email system, Filr needs to know the host name of your SMTP
mail server.

The default SMTP port of 25 is typically appropriate, unless the SMTP mail server requires port 465
or 587 for SMTPS connections.

If you are using GroupWise, this is the host name of a server where the Internet Agent is running.
GroupWise always uses port 25, even when SSL is enabled.

When the Filr site sends email notifications for scheduled events, the messages are time-stamped
according to the time zone you specify here during installation. This setting allows you to use a time
zone for email notifications that is different from the time zone where the server is located. The time
zone list is grouped first by continent or region, optionally by country or state, and lastly by city.
Common selections for United States time zones:

Time Zone Continent/City
Pacific Time America/Los Angeles
Mountain Time America/Denver
Central Time America/Chicago
Eastern Time America/New York

1.9.5 Outbound Email Authentication

Many SMTP mail hosts require a valid email address before they establish the SMTP connection.
Some email systems can construct a valid email address if you specify only a valid user name; other
email systems require that you specify the full email address for successful authentication. You
should provide a user name (email address) to ensure a successful connection. Email notifications
from the Filr system are sent using this email address in the From field.

Some email systems also require a password. If authentication is required, you should also provide a
password.

Consider the following tips when using GroupWise or Exchange:

+ “GroupWise” on page 31

+ “Exchange” on page 32

GroupWise

If you are using Novell GroupWise, the GroupWise Internet Agent does not require authentication in
order to receive inbound messages. However, the /forceinboundauth startup switch is available for
use in the Internet Agent startup file (gwi a. cf g) to configure the Internet Agent to refuse SMTP
connections where a valid email user name and password are not provided. The Internet Agent can
accept just the user name or the full email address.
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Exchange

If you are using Microsoft Exchange and you set up the outbound email server to require
authentication (by selecting the option Authentication Required), Exchange must be configured to
allow the From address to be different from the user who is configured for Exchange authentication.
The Exchange permission that you need to add is nms- Exch- SMIP- Accept - Any- Sender .

This is required because Exchange, by default, enforces that the From address of outbound emails
match the exchange user who you configured for authentication, and many emails that are sent from
Filr use the From address of the Filr user who is performing an action.

Changing Configuration Settings for Requests
and Connections

You can configure the number of client requests and database connections that Filr is able to support.

If you have an extremely large Filr site and you need to make numerous client requests and database
connections, you might see improved performance by increasing these settings.

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.
You can modify the following configuration options:

Max Threads: The maximum number of simultaneous client request threads that Filr is able to
support. The default is 250 threads.

Max Active: The maximum number of database connections that can be allocated from this pool
at the same time. The default is 300.

Max Idle: The maximum number of database connections that can be idle in this pool at the
same time. The default is 300 connections.

Scheduler Threads: The size of thread pool used for background execution of scheduled tasks.
The default is 20.

Max REST Requests (upload/download): This is the max number of concurrent upload and
download requests made by the Filr desktop and mobile applications. Specifying a max number
of concurrent REST requests ensures that the Filr server does not exceed capacity. If the max
number is reached and requests continue to be made, the server responds to requests when it is
no longer busy. The default is 50.

2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

Changing the JVM Configuration Settings

Depending on the amount of memory allocated to your appliance (see “Memory Requirements” in the
Novell Filr 1.2 Installation and Configuration Guide), you might need to adjust your Java heap settings
as described in this section.

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.
You can modify the following configuration options:

JVM Min Heap Size: The default VM minimum heap size is 5 GB. You can increase or
decrease this value as needed.
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JVM Max Heap Size: The default JVM minimum heap size is 5 GB. You can increase or
decrease this value as needed.

The values for the JVM heap size must end with g or m and cannot contain fractional values. For
example, if you want your JVM minimum heap size to be 1.5 GB, you must specify 1536m

It is recommended that the JVM Min Heap Size and JVM Max Heap Size values be the same. If
the values differ, Java begins with the minimum, and if it requires more resources, proceeds up
to the maximum. This process can be resource intensive and degrade system performance.

Allow generation of a system dump on a user signal: Select this option to configure Filr to
generate a system dump in addition to a heap dump and java core dump at the time a dump is
triggered on a user signal.

This can be useful when troubleshooting issues with your Filr system. However, a system dump
takes more time and the files consume more disk space than a heap dump or java core dump.

Java Home: Displays the path to the JavaHome variable. This cannot be changed.
2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

Changing WebDAV Authentication Configuration
Settings

¢ Section 1.12.1, “Understanding WebDAV,” on page 33
¢ Section 1.12.2, “Changing the WebDAV Authentication Configuration Settings,” on page 33
¢ Section 1.12.3, “Choosing the WebDAV Authentication Method,” on page 34

Understanding WebDAV

WebDAV is a standard collaborative editing and file management protocol. Novell Filr relies on the
WebDAV protocol for Edit-in-Place to use tools such as OpenOffice and Microsoft Office to edit
documents on the Filr site.

IMPORTANT: When Filr users are running Windows 7 as the client operating system, various issues
can be introduced because of WebDAV limitations in Windows 7. If your Filr users are using the
Windows 7 operating system, see Chapter 15, “Configuring Filr to Support WebDAV on Windows 7,”
on page 171.

Changing the WebDAV Authentication Configuration
Settings

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.

You can modify the following configuration option:

WebDAV authentication method: Select either Basic or Digest. The WebDAV authentication
method determines how user credentials are passed from Filr to the WebDAV server. For more
information, see Section 1.12.3, “Choosing the WebDAV Authentication Method,” on page 34.
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2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

Choosing the WebDAV Authentication Method

The WebDAV authentication method determines how user credentials are passed from Filr to the
WebDAV server. Filr supports two types of WebDAV authentication methods:

+ “Choosing Basic Authentication” on page 34

+ “Choosing Digest Authentication” on page 34

Choosing Basic Authentication

Basic authentication encodes the user name and password with the Base64 algorithm. The Base64-
encoded string is unsafe if transmitted over HTTP, and therefore should be combined with SSL/TLS
(HTTPS).

Digest authentication is the default. Do not select Basic authentication unless there is a specific
reason for doing so.

Choosing Digest Authentication

Digest authentication applies MD5 cryptographic, one-way hashing with nonce values to a password
before sending it over the network. This option is safer than Basic authentication when used over
HTTP.

Select this type of authentication when client users are using Windows 7 as their operating system
and Microsoft Office as their text editor.

Enabling Logging of All HTTPS Traffic

By default, non-https logging is always enabled on the appliance. (For information about how to
access the Filr log file, see Section 28.3, “Using the Filr Log File,” on page 267.)

The option to Enable host access logging can be enabled in addition to regular Filr logging. When
this option is enabled, a single file is generated that contains log information for all https traffic. If this
file grows too large, disable this option.

To configure the Filr system to create a single log file that contains log information for all https traffic:
1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.
2 Select Enable host access logging.
3 Click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.
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1.14 Configuring Which File Formats Can Be Viewed
As HTML

Many file formats in Novell Filr can be viewed as HTML by default, as described in “Viewing the File in
Your Web Browser” in the Novell Filr 1.2 Web Application User Guide. File formats that can be viewed
as HTML by default are: . 123, . bnp, . db, . doc, . docx, .dotm . drw, . dxf,.htm . htm, .| wp,.odf,
.odf,.odp, .ods,.odt,.pct,.ppt,.pptx,.prz,.qpw,.rtf,.sdw, .shw,.sxw,.tif,.txt,.vsd,
.wpd, . xI's, . xl sx, . sxi

Some file formats, such as . pdf files, cannot be viewed as HTML by default. This is because the
quality of these files is lessened when viewed as HTML. However, if you choose, you can enable non-
default file formats, such as . pdf files, to be viewed as HTML.

Not all file formats can be enabled to be viewed as HTML in Filr, but many can be. If you are unsure
whether Filr supports a particular file format to be viewed as HTML, try it and see.

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.
2 Select HTML Viewing.

3 Inthe Additional HTML Extensions field, specify the extensions that you want to be able to be
viewed in HTML.

4 Click OK.

1.15 Viewing and Updating the Filr License

You can view information about your current Filr license, as well as update your Filr license.

Filr ships with a 60-day evaluation license. You need to update this license to a full product license.

IMPORTANT: If you are running Filr in a clustered environment, you must update the license for each
Filr appliance in the cluster.

The database and search index appliances do not require a license.

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 16.

On the License page, the Current License Information section displays information about your
current Filr license, including the date it was issued and the number of days from the issue date
that the license is valid.

2 To update your Filr license:

2a Inthe Update License section, browse to and select a new valid | i cense- key. xni file that
you have previously downloaded to your workstation.

You can obtain a new valid license key from the Novell Customer Center (NCC) (http://
www.novell.com/customercenter/).

2b Reconfigure the Filr server by clicking the Reconfigure Filr Server button that appears in
the Configuration column.
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Configuring and Maintaining the Novell
Appliance

The Novell Appliance is the operating system that the Filr, MySQL, and search index applications run
on. You might need to change certain configuration settings for the Novell Appliance, such as
administrative passwords to the appliance, network settings, and certificate settings.

¢ Section 2.1, “Changing Administrative Passwords,” on page 37

¢ Section 2.2, “Changing Network Settings,” on page 38

¢ Section 2.3, “Changing Time Configuration,” on page 38

+ Section 2.4, “Replacing the Self-Signed Digital Certificate for an Official Certificate,” on page 39

¢ Section 2.5, “Managing Certificates,” on page 41

+ Section 2.6, “Changing the Ganglia Configuration,” on page 41

¢ Section 2.7, “Changing System Services Configuration,” on page 42

+ Section 2.8, “Viewing the Firewall Configuration,” on page 44

¢ Section 2.9, “Managing Support Configuration Files,” on page 44

+ Section 2.10, “Managing Field Test Patches,” on page 44

¢ Section 2.11, “Managing Memcached (Search Index Appliance Only),” on page 45

¢ Section 2.12, “Managing Storage,” on page 45

¢ Section 2.13, “Modifying Logging Options for the /var Directory,” on page 46

+ Section 2.14, “Shutting Down and Restarting the Novell Appliance,” on page 46

2.1 Changing Administrative Passwords

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

2 Click Administrative Passwords.
3 Specify new passwords for the root and vaadmin administrators.
If you are changing the root password, you must first specify the current root password.

4 (Optional) Select or deselect Allow root access to SSH. When this option is selected, the root
user is able to SSH to the appliance. If this option is not selected, only the vaadmin user can
SSH to the appliance.

SSH is disabled by default. For information about how to start SSH on the appliance, see
Section 2.7, “Changing System Services Configuration,” on page 42.

5 Click OK.
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2.2 Changing Network Settings

1

2
3

6

Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

Click Network.

In the DNS Configuration section, you can modify the name servers, search domains, and
gateway settings for your Novell appliance network.

If the Search Domains field is left blank, it is auto-populated with the domain of the appliance
hostname. For example, if the hostname of the appliance isfi | r. nyconpany. com the domain is
auto-populated with myconpany. com

In the NIC Configuration section, you can modify the IP address, hostname, and network mask
of any Network Interface Controller (NIC) associated with the appliance. (If you configured
multiple NICs for the Filr appliance, you can configure the additional NICs.)

4a In the NIC Configuration section, click the ID of the NIC.
4b Edit the IP address, hostname, or network mask.

If you change the IP address, you must restart the appliance in order for the change to be
reflected

4c Click OK.

(Optional) In the Appliance Administration Ul (port 9443) Access Restrictions section, specify
the IP address of any networks for which you want to allow access to the Filr site. Leave this
section blank to allow any network to access the Filr site.

Click OK.

2.3 Changing Time Configuration

1

Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

Click Time.

As necessary, change the following time configuration options:

NTP Server: Specify the NTP server that you want to use for time synchronization.
Region: Select the region where your Novell Appliance is located.

Time Zone: Select the time zone where your Novell Appliance is located.

Click OK.
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2.4

24.1

Replacing the Self-Signed Digital Certificate for an
Official Certificate

The Novell Appliance ships with a self-signed digital certificate. Instead of using this self-signed
certificate, you should use a trusted server certificate that is signed by a trusted certificate authority
(CA) such as VeriSign or Equifax.

The certificate works for both the Novell Appliance and the Filr software (ports 9443 and 8443). You
do not need to update your certificate when you update the Filr software.

Complete the following sections to change the digital certificate for your Novell Appliance. You can
use the digital certificate tool to create your own certificate and then have it signed by a CA, or you
can use an existing certificate and key pair if you have one that you want to use.

NOTE: If you are using a Godaddy SSL certificate with Filr, follow the steps in “Godaddy SSL
Certificates for Filr” (https://www.novell.com/communities/coolsolutions/godaddy-ssl-certificates-for-
filr/) at the Novell Cool Solutions website (https://www.novell.com/communities/coolsolutions/).

+ Section 2.4.1, “Using the Digital Certificate Tool,” on page 39
+ Section 2.4.2, “Using an Existing Certificate and Key Pair,” on page 40
+ Section 2.4.3, “Activating the Certificate,” on page 41

Using the Digital Certificate Tool

+ “Creating a New Self-Signed Certificate” on page 39
+ “Getting Your Certificate Officially Signed” on page 40

Creating a New Self-Signed Certificate

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

2 Click Digital Certificates.
3 Inthe Key Store drop-down list, ensure that \Web Application Certificates is selected.
4 Click File > New Certificate (Key Pair), then specify the following information:
Alias: Specify a name that you want to use to identify and manage this certificate.
Validity (days): Specify how long you want the certificate to remain valid.
Key Algorithm: Select either RSA or DSA.
Key Size: Select the desired key size.
Signature Algorithm: Select the desired signature algorithm.

Common Name (CN): This must match the server name in the URL in order for browsers to
accept the certificate for SSL communication.

Organizational Unit (OU): (Optional) Small organization name, such as a department or
division. For example, Purchasing.
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Organization (O): (Optional) Large organization name. For example, Novell, Inc.

City or Lacality (L): (Optional) City name. For example, Provo.

State or Province (ST): (Optional) State or province name. For example, Utah.

Two-letter Country Code (C): (Optional) Two-letter country code. For example, US.
5 Click OK to create the certificate.

After the certificate is created, it is self-signed.

6 Make the certificate official, as described in “Getting Your Certificate Officially Signed” on
page 40.

Getting Your Certificate Officially Signed

1 On the Digital Certificates page, select the certificate that you just created, then click File >
Certificate Requests > Generate CSR.

2 Complete the process of emailing your digital certificate to a certificate authority (CA), such as
Verisign.

The CA takes your Certificate Signing Request (CSR) and generates an official certificate based
on the information in the CSR. The CA then mails the new certificate and certificate chain back
to you.

3 After you have received the official certificate and certificate chain from the CA:

3a Reuvisit the Digital Certificates page by clicking Digital Certificates from the Novell
Appliance.

3b Click File > Import > Trusted Certificate. Browse to the trusted certificate chain that you
received from the CA, then click OK.

3c Select the self-signed certificate, then click File > Certification Request > Import CA Reply.
3d Browse to and upload the official certificate to be used to update the certificate information.

On the Digital Certificates page, the name in the Issuer column for your certificate changes
to the name of the CA that stamped your certificate.

4 Activate the certificate, as described in Section 2.4.3, “Activating the Certificate,” on page 41.

2.4.2 Using an Existing Certificate and Key Pair

When you use an existing certificate and key pair, use a .P12 key pair format.

1 Go to the Digital Certificates page by clicking Digital Certificates from the Novell Appliance.

2 Click File > Import > Trusted Certificate. Browse to and select your existing certificate, then click
OK.

3 Click File > Import > Trusted Certificate. Browse to your existing certificate chain for the
certificate that you selected in Step 2, then click OK.

4 Click File > Import > Key Pair, then browse to and select your .P12 key pair file, specify your
password if needed, then click OK.

Because of a browser compatibility issue with HTML 5, the path to the certificate is sometimes
shown as c: \ f akepat h. This does not adversely affect the import process.

5 Continue with Section 2.4.3, “Activating the Certificate,” on page 41.
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2.4.3

2.5

2.6

Activating the Certificate

1 On the Digital Certificates page, select the certificate that you want to make active, click Set as
Active, then click Yes.

2 Verify that the certificate and the certificate chain were created correctly by selecting the
certificate and clicking View Info.

Managing Certificates

All certificates that are included with the IBM Java package that is bundled with the version of SLES
that Filr ships with are installed when you install Filr.

Filr uses only the certificates that relate to LDAP and SMTP.

You can use the Digital Certificates tool on the Filr appliance to remove certificates that are not used
by your organization if you are concerned about keeping them.

Also, you can use the Digital Certificates tool on the Filr appliance to maintain the certificate store by
removing certificates that have expired and then installing new certificates as needed, according to
your organization’s security policies.

To access the Digital Certificates tool:

1 Click Digital Certificates from the Novell Appliance.

Changing the Ganglia Configuration

Ganglia is a scalable, distributed monitoring system that allows you to gather important information
about your Filr system.

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

2 Click Ganglia Configuration.
3 As necessary, change the following Ganglia configuration options:

Enable Full Monitoring Services: Select this option to receive and store metrics from other
appliances, and to allow the Ganglia Web Interface to run on the same machine as the Filr
appliance.

You might want to disable Ganglia monitoring by deselecting this option if:
+ You already have a monitoring system that you plan to use for Filr.

+ You plan to configure a dedicated appliance for viewing monitoring information. (You do this
by selecting Unicast below and then specifying the DNS name or IP address of the
appliance where monitoring information will be collected.)

Enable monitoring on this appliance: Select this option to enable Ganglia monitoring on this
appliance.

+ Multicast: Select this option to send monitoring information to other appliances on the
network.
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+ Unicast: (Recommended) Select this option to send monitoring information to a single
destination.

Unicast mode is recommended for improving performance of the Filr system.

Publish to: Specify the URL where Ganglia sends monitoring information when it is running
in Unicast mode.

4 (Optional) Click Reset Database to remove all existing Ganglia metrics from this appliance.

This option is not related to the Filr database.

5 Click OK.

For more information about how to use Ganglia monitoring with Filr, see Section 28.1, “Monitoring Filr
Performance with Ganglia,” on page 251.

2.7 Changing System Services Configuration

The following system services are available on the Novell appliance, depending on which appliance
you are accessing.

Filr Appliance

*

*

SSH: This is the SSH service that is running on the appliance.

Novell Filr: This is the Filr service that is running on the appliance. Click Download to access
the appserver. | og and cat al i na. out files.

Jetty: This is the Jetty service that is running on the appliance. Click Download to access the
jetty.stderrout. out file.

Postfix: This is the Postfix SMTP outbound mail server. This allows email to be sent from the Filr
site, as described in Section 1.9.1, “Understanding Outbound Email,” on page 29. Click
Download to access the mai | file.

Novell FAMT: This is the Novell FAMT service that allows communication between Filr and the
external OES, Windows, or NetWare file system. Click Download to access the f ant d. | og file.

MySQL: This is the MySQL service that is running on the appliance. Click Download to access
the nysql d. | og file.

The MySQL service runs on the Filr appliance in a small deployment, and on the MySQL
appliance in a large deployment.

Lucene Search Index Appliance

*

*

*

*

SSH: This is the SSH service that is running on the appliance.

Jetty: This is the Jetty service that is running on the appliance. Click Download to access the
jetty.stderrout. out file.

Search: Click Download to access the i ndexser ver. | og file
Memcached: Click Download to access the j etty. st derrout. out file.

In Filr 1.1 and later, Memcached runs on the Lucene search index appliance. When updating a
pre-1.1 Filr appliance to Filr 1.1 or later, move Memcached from the Filr appliance to the Lucene
search index appliance, as described in “Moving the Memcached Service to the Search Index
Appliance” in the Novell Filr 1.2 Installation and Configuration Guide.

MySQL Database Appliance

*

SSH: This is the SSH service that is running on the appliance.
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2.7.1

2.1.2

2.1.3

+ Jetty: This is the Jetty service that is running on the appliance. Click Download to access the
jetty.stderrout. out file.

+ MySQL: This is the MySQL service that is running on the appliance. Click Download to access
the nysql d. | og file.

This section describes the kinds of actions you can perform in regards to these services.

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

2 Click System Services.
3 You can perform various actions for system services:

+ Section 2.7.1, “Starting, Stopping, or Restarting System Services,” on page 43
+ Section 2.7.2, “Making System Services Automatic or Manual,” on page 43
+ Section 2.7.3, “Downloading Log Files for System Services,” on page 43

Starting, Stopping, or Restarting System Services

You might want to start, stop, or restart a service. For example, you can start SSH so that you can
remote into the appliance without using a VMware client.

1 Select the service that you want to start, stop, or restart.

2 Click Action, then click Start, Stop, or Restart.

3 Click Close to exit System Services.

Making System Services Automatic or Manual

1 Select the service that you want to make automatic or manual.
2 Click Action, then click Set as Automatic, or Set as Manual.

Downloading Log Files for System Services

1 Inthe Log Files column of the table, click the download link for the service for which you want to
view log files.

The following files are available for each service:

SSH: N/A

Novell Filr: cat al i na. out, appserver. | og (Filr appliance)

The cat al i na. out file reports all timestamps in UTC/GMT.

Jetty: jetty. stderrout. | og (Filr, Search, and MySQL database appliances)
Postfix: mai | (Filr appliance)

Novell FAMT: f ant d. | og (Filr appliance)

Search: i ndexserver. | og (Search appliance)

MySQL: nysql d. | og (MySQL database appliance)
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Memcached: jetty. stderrout.out (Search appliance)
2 Click Close to exit System Services.

2.8 Viewing the Firewall Configuration

You can view your current firewall configuration directly from the Filr appliance:

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

2 Click Firewall.

Port numbers are listed with the current status of each port number. This page is not editable, but
is for informational purposes.

For more information about port numbers in Filr, see Section 1.2.2, “Port Numbers,” on page 18.

2.9 Managing Support Configuration Files

You can use the Novell appliance to upload configuration files to Novell Support via FTP, or to
download the configuration files so that you can send them by an alternative method.

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

2 Click Support.

3 Select Automatically send the configuration to Novell using FTP to automatically send your Filr
system'’s configuration information to Novell Support via FTP.

or

Select Download and save the configuration file locally, then send it to Novell manually to
download your Filr system’s configuration information to your management workstation. You can
then send the information to Novell Support using a method of your choice.

4 Click OK to complete the process.

2.10 Managing Field Test Patches

44

You can manage field test patches for the Filr appliance directly from the Novell appliance. You can
install new patches, view currently installed patches, and uninstall patches.

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.
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2 Click Field Test Patch.
3 (Optional) Install a new patch:

3a Before you can install a patch, you first need to download it from the Novell Support web
site (https://www.novell.com/support/) to your management workstation.

3b From the Field Test Patch page on the Novell appliance, click Browse.
3c Browse to and select the patch that you downloaded in Step 3a.
3d Click Install Selected Patch.
4 (Optional) Uninstall a patch:
4a In the Patch Name column of the provided table, select the patch that you want to uninstall.
4b Click Uninstall Latest Patch.

2.11 Malna)lging Memcached (Search Index Appliance
Only

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

2 Click Memcached.

3 You can change the following configuration settings for Memcached:
Listen Interface: The URL that Memcached listens on.
Number of Threads: The number of threads to use when processing incoming requests.
Max Memory: Max memory that can be used by Memcached.

Max Simultaneous Connections: Specify the number of network connections that can be
handled by memcached simultaneously.

2.12 Managing Storage

Filr provides native tools to allow you to expand the storage space for the / vast or age and / var
partitions. (You should have already created partitions for / vast or age and / var, as described in the
Novell Filr 1.2 Installation and Configuration Guide.)

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.
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2 Click Storage.

3 Use the tools provided by your virtualization platform vendor to expand the virtual disks that
contain the partitions your are expanding.

4 In the provided table, select the partitions to be expanded.
5 Click Expand partitions.

Appliance services are stopped, the selected partitions are expanded to the size of their
respective disks, and appliance services are restarted.

6 If there are any Bash console sessions open on the appliance, close them before proceeding to
Step 7.

7 Reboot the appliance so the operating system can detect the disks that have been expanded.

2.13 Modifying Logging Options for the /var Directory

Filr system events are logged in the / var directory. Prior to Filr 1.1, the / var directory was located on
the appliance boot partition. Because the / var directory can fill up with log files and cause the boot
partition to grow, it is recommended that / var be located on a separate hard disk on the appliance.

To move the / var directory to a dedicated disk:

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

2 Click Logging.
3 Specify the hard disk information for the / var directory:
+ Select disk: Select the hard disk where you want to place / var.

If you haven't already, you need to create a dedicated hard disk for / var , as described in
the Novell Filr 1.2 Installation and Configuration Guide.

+ File system type: Specify the type of file system.
4 Click OK.

2.14 Shutting Down and Restarting the Novell
Appliance

You might need to shut down or restart the Novell appliance for maintenance.

1 Log in to the Novell appliance at https://server_url:9443, then click the Appliance Configuration
icon.

2 Click Reboot or Shutdown.
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Setting Up the Filr Site before Users
Log In

After you have installed and started Novell Filr, you need to perform several administrative tasks
before your Filr site is ready for users to log in and start using Filr efficiently. Filr ships with most

settings disabled by default, so you as the Filr administrator must enable each piece of functionality.
This ensures that your data is not unknowingly exposed to users who do not normally have access to

certain information. For example, users cannot share files until you give them the ability to do so.

Refer to the following sections to set up your Filr site:

*

*

Chapter 3, “Logging In as the Filr Site Administrator,” on page 49

Chapter 4, “Adding New Users to Your Filr Site,” on page 53

Chapter 5, “Configuring Email Integration,” on page 55

Chapter 6, “Setting Up Sharing,” on page 59

Chapter 7, “Setting Up Personal Storage,” on page 69

Chapter 8, “Setting Up Net Folders,” on page 73

Chapter 9, “Creating Groups of Users,” on page 109

Chapter 10, “Configuring User Access to the Filr Site,” on page 117

Chapter 11, “Setting Up Site Branding,” on page 135

Chapter 12, “Allowing Access to the Filr Site through NetlQ Access Manager,” on page 139
Chapter 13, “Configuring Mobile Device Access to the Filr Site,” on page 145
Chapter 14, “Configuring the Filr Desktop Application to Access Files,” on page 159
Chapter 15, “Configuring Filr to Support WebDAV on Windows 7,” on page 171
Chapter 16, “Managing Document HTML Conversions,” on page 177

Chapter 17, “Managing a Multiple-Language Filr Site,” on page 181

Setting Up the Filr Site before Users Log In
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Logging In as the Filr Site Administrator

After logging in to the Novell Filr site, you should reset the Filr administrator's password.

+ Section 3.1, “Logging In,” on page 49
+ Section 3.2, “Changing the Filr Administrator User ID or Password,” on page 50
¢ Section 3.3, “Creating Additional Filr Administrators,” on page 51

Logging In

After installing and configuring Filr, you need to log in to the Filr site to perform additional
administrative tasks.

1 In your web browser, specify one of the following URLS, depending on whether you are using a
secure SSL connection:

http://filr_hostname: 8080
https://filr_hostname: 8443

Replace fi | r _host nane with the hostname or fully qualified domain name of the Filr server that
you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter the
port number in the URL; if you are using NetlQ Access Manager, the Filr login screen is not
used. For more information about Filr configurations that affect login, see Section 2.2, “Changing
Network Settings,” on page 38.

Novell. Filr

2 If this is the first time you have logged in to the Filr site, log in using adni n as the login name and
admi n as the password.

The Change Password dialog box is automatically displayed when you first log in to the Filr site.
If this is not your first time logging in, log in using admi n as the login name and your password.
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3.2

3.2.1

3.2.2

Changing the Filr Administrator User ID or
Password

When you first install Novell Filr, the Filr administrator user name is admi n and the password is adni n.
When you first log in to the Filr site as the administrator, you should change the administrator
password from the default password to a secure password of your own choosing.

¢ Section 3.2.1, “Changing the Administrator Password,” on page 50

+ Section 3.2.2, “Changing the Administrator User ID and Other Profile Information,” on page 50

Changing the Administrator Password

You can change your password to a new password at any time:

1 In your Web browser, specify one of the following URLS, depending on whether you are using a
secure SSL connection:

http://filr_host nane: 8080
https://filr_host nane: 8443

Replace fi | r _host name with the hostname or fully qualified domain name of the Filr server that
you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter the
port number in the URL; if you are using NetlQ Access Manager, the Filr login screen is not
used. For more information about Filr configurations that affect login, see Section 2.2, “Changing
Network Settings,” on page 38.

2 Log in using your current user name and password.
or

If this is your first time accessing the site, log in using adni n as the login name and adni n as the
password.

The Change Password dialog box is automatically displayed when you first log in to the Filr site.
3 Click your linked name in the upper-right corner of any Filr page.
4 Click Change Password.
The Change Password dialog box is displayed.
5 Specify the current password, then specify and confirm the new password.
6 Click OK.

Changing the Administrator User ID and Other Profile
Information

You might want to change the administrator User ID in addition to other information on the
administrator’s user profile.

+ User ID: As a security precaution, it might make sense to change the administrator’s user ID
from the default adnmi n. The administrator user ID is used only when logging in to the Filr system.

Changing the administrator user ID requires that you restart each Filr appliance in the Filr system
in order for the change to take effect.
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3.3

3.3.1

3.3.2

+ First Name and Last Name: Providing a first and last name for the administrator changes the
name that appears in the upper-right corner of each Filr page, as well as the name that appears
in the administration console under Administrators.

To change the Filr administrator user ID, as well as other profile information, follow the steps in
“Modifying Your Profile” in the Novell Filr 1.2 Web Application User Guide.

Creating Additional Filr Administrators

Creating additional Filr administrators lets you ensure that the right people are able to access the Filr
site in an administrative capacity if the need arises.

¢ Section 3.3.1, “Additional Administrators Have a Subset of Administrative Privileges,” on
page 51
+ Section 3.3.2, “Creating an Administrator Group,” on page 51

+ Section 3.3.3, “Assigning Administrative Rights to a User or Group,” on page 52

Additional Administrators Have a Subset of Administrative
Privileges
Only the original (built-in) Filr administrator can add or remove site administrator rights for users and
groups.
Additional Filr administrators have rights to administer the following:

+ Users

+ Groups

+ Mobile Devices

+ Net Folder
Net Folder Servers

*

Creating an Administrator Group

To minimize the time-consuming indexing of the Filr site, it is most effective to create an administrator
group that has administrative rights, then assign users to that group as needed. For information about
how to create a group, see Chapter 9, “Creating Groups of Users,” on page 109.

You can create an administration group and assign rights only to that group:

1 Log in to Filr as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://filr_hostnanme: 8080
https://filr_host nane: 8443
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Replace fi | r _host name with the host name or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Create an administration group, described in Section 9, “Creating Groups of Users,” on

page 109.

3 Assign administrator rights to that group, as described in Section 3.3.3, “Assigning

Administrative Rights to a User or Group,” on page 52.

4 When you want to grant administrative rights to a user, add that user to the administrator group

that you created. (For information about how to add users to a group, see Section 19.2,
“Modifying Groups,” on page 209.)

3.3.3 Assigning Administrative Rights to a User or Group

1 Log in to Filr as the Filr administrator.

la Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL

connection:

http://filr_hostnane: 8080
https://filr_host nane: 8443

Replace fi | r _host name with the host name or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

Click the admin link in the upper-right corner of the page, then click the Administration Console

icon * .

3 Inthe Management section, click Administrators.

4 Click Add, then begin typing the name of the user or group for whom you want to grant

5

administrator rights.
Click the user or group name when it appears in the drop-down list.

To remove administrator rights from a user or group:

1 Select the users or groups for whom you want to remove administrator rights.

2 Click Remove.

Novell Filr 1.2 Administration Guide



Adding New Users to Your Filr Site

You can add new users to your Filr site in any of the following ways:

+ Synchronizing from an LDAP directory, as described in Section 18.1, “Synchronizing Users and
Groups from an LDAP Directory,” on page 185.

+ Manually adding local users, as described in Section 18.2, “Creating a New Local User,” on
page 198.

+ Importing profile files for local users, as described in Section 18.9, “Managing Local Users and
Groups by Importing Profile Files,” on page 206.
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5 Configuring Email Integration

5.1

Your Novell Filr site can be configured to send outbound email through an existing email system or
through the included Postfix SMTP outbound mail server. Email from the Filr site is useful for the
following activities:

+ Filr users can subscribe to email notifications, so that they automatically receive a message
whenever content of interest changes. For more information, see “Subscribing to a Folder or Filr”
in “Getting Informed” in the Novell Filr 1.2 Web Application User Guide.

+ Filr users can configure folders that they own to send email notifications to other users. For more
information, see “Configuring Folders to Send Email Notifications to Other Users” in the Novell
Filr 1.2 Web Application User Guide.

+ Filr users can send email messages to folder contributors, as described in “Sending an Email to
Folder Contributors” in the Novell Filr 1.2 Web Application User Guide.

+ Filr users can send notifications when a folder or file is shared, as described in “Sharing Files
and Folders” in the Novell Filr 1.2 Web Application User Guide.

Initial email configuration is performed when you install Novell Filr. Additional aspects of email
handling are configured on the Filr site. For information about how to further configure email settings
beyond what is covered in this section, see Chapter 23, “Managing Email Configuration,” on

page 235.

+ Section 5.1, “Enabling/Disabling Outbound Emailing of Folder Digests,” on page 55

Enabling/Disabling Outbound Emailing of Folder
Digests

During the configuration of the Filr appliance, you configured Novell Filr to communicate with your
email system, as described in Section 1.9, “Changing Outbound Email Configuration Settings,” on
page 28. As a result, Filr users can send email messages to other Filr users and to anyone whose
email address they know. They can also send email notifications when they create folders, add files,
share files and folders, and so on.

In addition to this basic email functionality, you can configure your Filr site so that users can receive
folder digests of site activity that are created and sent to the users who have subscribed to the
folders. (For information about how users can subscribe to folders, see “Subscribing to a Folder or
Filr” in the Novell Filr 1.2 Web Application User Guide.)
1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://filr_hostnane: 8080
https://filr_host nane: 8443
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Replace fi | r _host name with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL; if you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon ',

3 Under System, click Email.

Email @

Enzbling autgoing email will sllow emails, indluding share and subscribe notfications
ta be sent to reciplents through email or test messages

¥ Enable Cutgoing Email (incleding Share and Subscribe Hotifications)

Default Digest Schedule | Subscrbe Notification)

* Every Day
Woekly (on seleciad days
Sun Mon Tue Wed Thu Fri Saf

"= AlTime 00 ¥ 15 ¥ GMT
RepeatEvery 025 ¥ Hours

COutgoing Email Quotas (for each email)

Sum of Al File Atachmants Maximum Siza

KB
File Attachment Maximum Sizs
KE

olank = unlimited
[ Appy |

4 Select Enable Outgoing Email.
This option applies to all outgoing emails sent from the Filr system.

5 In the Default Digest Schedule section, adjust the schedule of digest naotifications sent from the
Filr system to meet the needs of the majority of your Filr users.

Users can receive digest notifications for folders when they subscribe to a folder (as described in
“Subscribing to a Folder or Filr” in the Novell Filr 1.2 Web Application User Guide) or when
someone configures folders to send notifications to others (as described in “Configuring Folders
to Send Email Notifications to Other Users” in the Novell Filr 1.2 Web Application User Guide).

Users can turn the digests on and off for individual folders, but they cannot change the email
schedule that you establish.

By default, folder digests are compiled and sent daily at fifteen minutes after midnight.

6 (Optional) To set a data quota on outgoing mail messages, specify the quota limit in the
Maximum Size for the Sum of All File Attachments and the Maximum Size of Each File
Attachment fields.
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By default, there is no limit to the size of attached files. You can leave the fields blank to retain

the default of no limit.
To restrict any attachments from being sent, specify 0 in each field.

7 Click Apply to save the settings, then click Close.
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6.1

6.1.1

6.1.2

6.1.3

Setting Up Sharing

As the Filr administrator, you need to enable sharing privileges for users on your Filr site before users
are able to share files and folders. There are various sharing privileges that you can grant.

+ Section 6.1, “Understanding Sharing,” on page 59

+ Section 6.2, “Understanding External Users,” on page 60

¢ Section 6.3, “Enabling Users to Share,” on page 60

+ Section 6.4, “Managing Shares,” on page 66

Understanding Sharing

¢ Section 6.1.1, “What Users Can Share,” on page 59

+ Section 6.1.2, “How Filr Provides Access to Shared Folders and Files,” on page 59
+ Section 6.1.3, “Shared-Access Rights—Net Folders,” on page 59

+ Section 6.1.4, “Shared-Access Rights—My Files,” on page 60

What Users Can Share

There are differences in what users can share depending on where they are sharing from.

+ My Files: Users can share both files and folders in their My Files area.
+ Net Folders: Sharing is restricted to files (no folders) within each Net Folder structure.

How Filr Provides Access to Shared Folders and Files

+ Files in Net Folders: Users access these through the proxy user assigned to the Net Folder
server. Rights that they have or don’t have on the targeted file system do not come into play.

+ Folders and Files in Home Folders: Users access these through the proxy user assigned to
the Home folder server, which is administered in the same dialogs as Net Folder servers.

+ Folders and Files in Personal Storage: Users access these through the Filr system. Proxy
users are not involved.

Shared-Access Rights—Net Folders

The following foundational concepts apply to Net Folder sharing and shared-access rights.

+ Share Invitations Always Include Shared-Access Rights: When users receive a share
invitation to a file in a Net Folder, they also receive either the Viewer or Editor shared-access
right from the user sharing the file. (Contributor shared-access rights don’t apply to files.)

For more information about shared-access rights and what they allow with respect to files in Net
Folders, see “Shared-Access Rights Vs. Net Folder Roles” in the How Filr Works—QOverview
Guide.
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6.2

6.3

+ Users Can't Assign Shared-Access Rights That Exceed Their Net Folder Role: Users can
grant only the shared-access rights that are allowed by the system-derived role they have in the
Net Folder.

For example, a user with the Contributor role in a Net Folder can grant Viewer or Editor shared-
access rights to other users, assuming that the Filr system and Net Folder share settings allow it.

On the other hand, a user with the Viewer role in a Net Folder cannot grant Editor shared-access
rights even if the system and Net Folder settings would allow it.

For more information about roles and how they are derived, see “Net Folder Access Involves
Four Roles” in the How Filr Works—Overview Guide.

+ The Highest Shared-Access Right Wins: If multiple users share the same file and different
shared-access rights with a user, the highest shared-access right applies.

For example, if User A shares a file with User C and grants User C Viewer shared-access rights
to the file, and then User B shares the same file with User C and grants Editor shared-access
rights to the file, User C has Editor rights to the file.

Shared-Access Rights—My Files

Unlike Net Folder sharing, sharing from My Files requires only that sharing is enabled on the Filr
system. (Home folders also require a proxy user).

Home folder users can grant shared-access rights up to the level allowed on the Filr system.

Personal storage owners can also grant shared-access rights up to the level allowed on the Filr
system, unless an administrator has imposed sharing restrictions on them directly (see Restricting
Personal Storage Sharing in the Novell Filr 1.2 Administration Guide).

Understanding External Users

Users external to your organization can access your Filr site at no additional cost. External users in
Novell Filr do not count as a licensed Filr user, but they have their own individual user account (unlike
the Guest user) and can participate in Filr workspaces like any other user.

An example of an external user might be a contractor who interacts with the corporation for only a
couple months a year, who needs access to the system as a defined user but does not need
consistent access to the system.

External users are added to the Filr system when a workspace, folder, or entry is shared with them.
You as the Filr administrator determines whether users can share externally. For information about
how to enable this functionality, see Section 6.3, “Enabling Users to Share,” on page 60.

Enabling Users to Share

+ Section 6.3.1, “Best Practices for Setting Up Sharing,” on page 61

*

Section 6.3.2, “General Order for Setting Up Sharing,” on page 61

*

Section 6.3.3, “Enabling Sharing for the Entire Site,” on page 61

*

Section 6.3.4, “Restricting Personal Storage Sharing,” on page 65

*

Section 6.3.5, “Enabling Sharing for Specific Net Folders,” on page 66
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6.3.1 Best Practices for Setting Up Sharing

+ Enable Unrestricted Sharing for the Filr System: You must enable the sharing feature before
any sharing can take place on the Filr system.

As a best practice, enable sharing in an unrestricted way. For example, give the Al l | nt er nal
User s group the ability to share.

+ If Needed, Restrict My Files Sharing: Enabling sharing automatically lets all users share files
in their My Files area, including in their Home folder and in personal storage.

You can restrict My Files sharing on a per-user basis if desired.

+ Carefully Restrict Net Folder Sharing: Net Folder sharing must be explicitly allowed for each
Net Folder.

IMPORTANT: Make sure that only those who need to share a Net Folder’s contents are granted
sharing rights on that Net Folder.

For example, Group A is granted rights to share files in Net Folder A. User A (a member of
Group A) then shares a file with User B (a member of Group B). Because the file contains
sensitive information, User A doesn’t grant User B permission to reshare the file.

As long as User B doesn’t have rights to share files in Net Folder A, there is no problem.

However, if Group B also has permission to share Net Folder A’s files, then User B can reshare
the file even though User A assumed otherwise.

6.3.2 General Order for Setting Up Sharing

When you set up sharing for your Filr site, complete the necessary steps in the following order:

1 Set up sharing for the entire Filr site (as described in Section 6.3.3, “Enabling Sharing for the
Entire Site,” on page 61).

2 Configure sharing for individual users (as described in Section 6.3.4, “Restricting Personal
Storage Sharing,” on page 65).
After you have enabled sharing for the entire Filr system, you can fine-tune share rights
throughout the site on the user level.

For example, if you want only a few groups of users to be allowed to share with external users,
you first need to enable sharing to external users at the site level. After you have enabled it at
the site level, you can then remove this ability from the users who you do not want to have this
ability.

3 Set up sharing for specific Net Folders (as described in Section 6.3.5, “Enabling Sharing for
Specific Net Folders,” on page 66).

Users who are given share rights on a specific Net Folder are able to share files within that Net
Folder that they have rights to at least view on the file system.

6.3.3 Enabling Sharing for the Entire Site

After you set up sharing for the entire Filr site, all users by default are granted rights to share files in
the My Files area (this includes files in the Home folder and files in personal storage), with the site-
wide access rights that you specify. If you want only certain users to be allowed to share files from
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their My Files area, you must enable sharing for the entire site as described in this section. Then you
must restrict sharing privileges at the user level, as described in Section 6.3.4, “Restricting Personal
Storage Sharing,” on page 65.

1 Log in to the Filr site as the Filr administrator.

la Launch a web browser.

1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console

icon 't
Under System, click Share Settings.
The Share Settings page is displayed.

o I C ol
Sharge Sellings

Rights  WWhitalisl | Blacklist

#| Allow all users to share with groups that have been impoarted from LOAP
Select a user or group 1o add 1o the list and then grant share righls

Usar or Group

Mo one has been selected

Select Allow all users to share with groups that have been imported from LDAP to enable
users to share with LDAP groups.

If you select this option, groups that were imported from the LDAP directory are displayed in the
Share with field when users are sharing an item (as described in “Sharing files and Folders” in
the Novell Filr 1.2 Web Application User Guide). All users in the LDAP group then have access
to the item that was shared.

To enable sharing for all internal users on the Filr site, go to the User or Group field, begin typing
Al Internal Users,then select it when it appears in the drop-down list.

or

To enable sharing on a per-user or per-group basis, go to the Select user/group field, begin
typing the name of the user or group for whom you want to grant share rights, then select the
name when it appears in the drop-down list.

The Edit Share Rights dialog box is displayed. Select from the following options:
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Re-share items: When users share a file or folder, they can give the users they are sharing with
the ability to re-share the file or folder. The user receiving the share can share the file only if that
user has been given administrative rights to share the file or folder.

IMPORTANT: When selecting this option, be aware that if one user's access rights to an item
are removed, it does not remove the access rights of the user with whom the item was re-shared.

For example, suppose User A shares an item with User B and grants re-share rights. User B
then shares the item with User C. If User A revokes User B's access rights to the item, User C
continues to have access to the shared item.

Share with Internal users: Allows users to share items with internal users.

Share with “All Internal Users” group: Allows users to perform a mass share to all internal
users by sharing with the Al | I nternal Users group.

Share with External users: Allows users to share items with users external to the organization.

In addition to selecting this option, you might also want to allow external users to access the Filr
site with an OpenID account (Google or Yahoo), as described in Section 10.1.2, “Allowing Users
to Access the Filr Site with Google and Yahoo Accounts (OpenlID),” on page 119. If you do not
allow this, external users must create a Filr user account in order to see items that have been
shared with them.

Users external to the organization receive an email notification with a link to the shared item, and
they can then log in to the Filr site. For more information, see “Sharing with People Outside Your
Organization” in the Novell Filr 1.2 Web Application User Guide.

Share with Public: Allows users to make items publicly available. This means that anyone with
the correct URL to the shared item can access the shared item without logging in to the Filr site.

In addition to selecting this option, you also need to enable Guest access to the Filr site if you
want to allow users to share items with the public. For information about how to enable Guest
access to the Filr site, see Section 10.1.1, “Allowing Guest Access to Your Filr Site,” on

page 117.

Share using File Link: Allows users to share a link to a file in Filr. Any user with the link can
then access the file. However, the file is not displayed in the Public area, so users must have
direct access to the link in order to access the file.

For more information about File Links, see “Distributing a Link to a File” in the Novell Filr 1.2 Web
Application User Guide.

(Optional) Click the Whitelist / Blacklist tab to configure which email addresses and domains
users can share with when sharing externally.
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Share Settings

Rights | Whitelist / Blacklist

Specity emall addresses and domains that may (whitelist) or
may not (blacklist) be shared with as external shares
Mode
* Mo restrictions - Lists are ignored
Whitelist - Emall addresses and domains that may be shared with
Blacklist - Email addresses and domains that may not be shared with

Email addresses

Domains

Delete shares that don't meet the criteria

The following options are available when configuring a whitelist or blacklist for sharing:

No restrictions: Select this option to disregard any email addresses or domains that might
already exist in the Email addresses and Domains fields. Selecting this option means that users
can share with any email address.

Whitelist: Select this option to allow sharing only with email addresses and domains that have
been specified in the Email addresses and Domains fields.

Blacklist: Select this option to disallow sharing with any email addresses and domains that have
been specified in the Email addresses and Domains fields.

Email addresses: Click Add, specify the email address that you want to add to the whitelist or
blacklist, then click OK.

Repeat this process to add multiple email address.

Domains: Click Add, specify the domain that you want to add to the whitelist or blacklist (for
example, yahoo. con), then click OK.

Repeat this process to add multiple domains.

Delete shares that don’t meet the criteria: Select this option to delete all existing shares in the
Filr system that do not match the criteria you set.

For example, if you selected Blacklist and then specified yahoo.com in the Domains field,
selecting this option would delete all Filr shares made to Yahoo email addresses.

7 Click OK.
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6.3.4 Restricting Personal Storage Sharing

After you have enabled sharing of files for the entire Filr system (as described in Section 6.3.3,
“Enabling Sharing for the Entire Site,” on page 61), you can restrict shared-access right granting on
an individual-user basis.

You cannot grant individual users more rights than are currently defined for the site-wide setting.
To restrict share rights for specific users:

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'
3 Under Management, click Users.

4 Select the users whose sharing rights you want to manage, then click More > Workspace Share
Rights.

k|
Set User Workspace Sharing Rights (1 users)

Allow Sharing with Allow Clear
Internal Users .
External Users .
Public L
Filr Link C

Allow Clear

Allow Re-Sharing of
granted rights

-
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5 Select the radio button in the Clear column next to the sharing right that you want to remove from
the user or group, then click OK.

or

If you have already removed a share right and you want to add it again, select the radio button in
the Allow column next to the sharing right that you want to add to the user or group, then click
OK.

6.3.5 Enabling Sharing for Specific Net Folders

1 Ensure that you have configured sharing as described in Section 6.3.3, “Enabling Sharing for the
Entire Site,” on page 61.

2 Configure sharing for the Net Folder as described in Section 8.4, “Creating and Managing Net
Folders,” on page 95 or Section 8.8, “Modifying Net Folder Connections,” on page 108
(depending on whether the Net Folder has already been created).

6.4 Managing Shares

As the Filr administrator, you are in control of all shared items in the Filr system. You can view who
has shared items, what items have been shared, what access rights have been granted via the share,
and so forth. Furthermore, you can modify share rights for existing shares or delete existing shares.

You can manage shares through a management interface, where you can filter by user, file, folder, or
all shares. Or, you can manage shares for individual folders and files as you encounter them in the
Filr site.

Users are not notified about changes that you make to shared items.

+ Section 6.4.1, “Managing Shares for the Filr Site,” on page 66
+ Section 6.4.2, “Managing Individual Shares,” on page 67

6.4.1 Managing Shares for the Filr Site

You can manage all active shares in the Filr system with the Manage Shares dialog box in the
administration console. You can filter shares by individual users, files, or folders. Or, you can view all
active shares in the Filr system.
1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console

icon '+,
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3 Under Management, click Shares.
The Manage Shares dialog box is displayed.

4 Inthe Find share items by drop-down list, select one of the following options by which you want
to manage shares:

User: Begin typing the name of a user in the User field, then select the user name when it
appears in the drop-down list. All active shares from that user are displayed in the table.

File: Begin typing the name of a file in the File field, then select the file name when it appears in
the drop-down list. All active shares associated with that file are displayed in the table.

Folder: Begin typing the name of a folder in the Folder field, then select the folder name when it
appears in the drop-down list. Or click the Browse icon next to the Folder field and browse to the
folder. All active shares associated with that folder are displayed in the table.

Find all shares: Displays all active shares in the Filr system.
5 (Optional) Change the access control settings, expiration date, and note for a shared item.

For more information about these options, see “Sharing files and Folders” in the Novell Filr 1.2
Web Application User Guide.

6 (Optional) Remove a user or group’s access to a shared item by selecting the share that you
want to remove, then clicking Delete.

7 Click OK.

6.4.2 Managing Individual Shares

As the administrator, you can manage shares for individual folders and files as you encounter them in
the site.

1 In an area such as a Net Folder or in your Shared with Me area, select one or more files for
which you want to manage sharing, then click More > Manage Shares.
or

In a folder or an area such as a Net Folder or in your Shared with Me area, click the drop-down
arrow @ next to the file, then click Manage Shares

The Manage Shares dialog box is displayed.
2 (Optional) Change the access control settings, expiration date, and note for a shared item.

For more information about these options, see “Sharing files and Folders” in the Novell Filr 1.2
Web Application User Guide.

3 (Optional) Remove a user or group’s access to a shared item by selecting the share that you
want to remove, then clicking Delete.

4 Click OK.
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Setting Up Personal Storage

As the Filr administrator, you can enable or disable user access to personal storage. Personal
storage includes all files and folders in the My Files area that are not associated with the user’'s Home
directory if they have one.

IMPORTANT: This setting affects only users whose accounts are synchronized to your Filr system
via LDAP. Users who are created locally (as described in Section 18.2, “Creating a New Local User,”
on page 198) always have access to personal storage in the My Files area.

Guest users and external users never have access to personal storage in the My Files area.

Filr allows you to access, share, and collaborate on files that are in two key locations:

+ My Files: Users can upload files directly to the Filr site for personal use or to promote
collaboration. Users can create folders to better organize files. For more information about how
users can upload files, see “Adding Files to a Folder” in the Novell Filr 1.2 Web Application User
Guide.

Files and folders that are located in a user’s My Files area are visible only to that user by default.
Users can make files and folders available to others by sharing them, as described in “Sharing
Files and Folders”in the Novell Filr 1.2 Web Application User Guide.

Unlike Net Folders or Home folders, files in users’ personal storage in the My Files area are not
synchronized from an external file system.

+ Files in Net Folders: Novell Filr gives users easy access to folders and files on the corporate
file system. Corporate files can be files on a home drive, files on a mapped drive, or files on a
remote server. Filr gives users seamless access to these files, regardless of their location. The
corporate files that users have access to are defined by the Filr administrator.

In Filr, users access these corporate files by clicking Net Folders in the masthead. For more
information about Net Folders, see the Novell Filr 1.2 Web Application User Guide.

You can enable or disable user access to personal storage (in the My Files area) for all users or for
individual users:

¢ Section 7.1, “Understanding How Personal Storage Relates to Home Folders,” on page 69

*

Section 7.2, “Enabling Personal Storage for All Users,” on page 70

*

Section 7.3, “Enabling Personal Storage for Individual Users,” on page 70

*

Section 7.4, “Enabling Personal Storage for Individual Groups,” on page 71

Understanding How Personal Storage Relates to
Home Folders

Personal storage is a location in the My Files area where users can store files (files in personal
storage are maintained on Filr servers; unlike Net Folders or Home folders, files in personal storage
are not synchronized from an external file system). Personal storage is displayed differently
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depending on whether users have a Home folder enabled. If Home folders are enabled, the Home
folder is displayed in each user’'s My Files area. (For more information about Home folders in Filr, see
Section 8.2, “Configuring Home Folders for Display in the My Files Area,” on page 87.)

If Personal storage is enabled and Home folders are also enabled: The Home folder is displayed
in the user's My Files area at the same level of any other folder that the user decides to add to the My
Files area.

If Personal storage is disabled and Home folders are enabled: The name of the Home folder is
displayed at the top of the folder listing and the view lists only the content of the Home folder.

If Personal storage is enabled and Home folders are disabled: Only files that the user adds via
one of the Filr clients are displayed in the My Files area.

If both Personal storage and Home folders are disabled: Users cannot see files or add files in the
My Files area.

7.2 Enabling Personal Storage for All Users

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host name: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon ‘%,
3 Under Management, click Personal Storage.

4 Select or deselect Allow LDAP users to have personal storage area, depending on whether you
want users whose accounts are synchronized via LDAP to have access to the My Files area.

5 Click OK.

7.3 Enabling Personal Storage for Individual Users

1 In Filr, click the admin link in the upper-right corner of the page, then click the Administration
Consoleicon *.

2 Under Management, click Users.
The Manage Users page is displayed.

3 Select the check boxes next to the names of the users for whom you want to enable personal
storage, then click More > Enable Personal Storage.
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If you have enabled personal storage for all users or for individual users, you can disable it for specific
users.

1 In Filr, click the admin link in the upper-right corner of the page, then click the Administration

Consoleicon *.
2 Under Management, click Users.
The Manage Users page is displayed.
3 Select the check boxes next to the names of the users for whom you want to disable personal
storage, then click More > Disable Personal Storage.
To change individual users to use the global personal storage settings:

1 In Filr, click the admin link in the upper-right corner of the page, then click the Administration

Console icon '+,
2 Under Management, click Users.
The Manage Users page is displayed.

3 Select the check boxes next to the names of the users for whom you want to change personal
storage settings to match the default global setting, then click More > Use Default Personal
Storage Setting.

Enabling Personal Storage for Individual Groups

1 In Filr, click the admin link in the upper-right corner of the page, then click the Administration

Consoleicon '+,
2 Under Management, click Groups.
The Manage Groups page is displayed.
3 Select the check boxes next to the names of the groups for which you want to enable personal
storage, then click More > Enable Personal Storage.
If you have enabled personal storage for all users, you can disable it for users in specific groups.

1 In Filr, click the admin link in the upper-right corner of the page, then click the Administration

Console icon '+,
2 Under Management, click Groups.
The Manage Groups page is displayed.
3 Select the check boxes next to the names of the groups for which you want to disable personal
storage, then click More > Disable Personal Storage.
To change individual users to use the global personal storage settings:

1 In Filr, click the admin link in the upper-right corner of the page, then click the Administration

Console icon '+,
2 Under Management, click Groups.
The Manage Users page is displayed.

3 Select the check boxes next to the names of the groups for which you want to change personal
storage settings to match the default global setting, then click More > Use Default Personal
Storage Setting.
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Setting Up Net Folders

NOTE: SharePoint integration with Filr is available only when you purchase an enhanced Filr license.

Net Folders in Filr provide access to files on your corporate OES, NetWare, Windows, or SharePoint

2013 file servers by synchronizing file metadata. In essence, a Net Folder is simply a pointer or a

reference to a specific folder on a specific file server.

Filr can be configured to index the content of Net Folders to make the content searchable.

IMPORTANT: Configuring Net Folders in a sub-optimal way can result in unsatisfactory performance

of your Filr system. The ideal Net Folder configuration can vary greatly depending on the number of

files that you want to synchronize to Filr, the frequency in which files are modified, and so forth.
Before configuring Net Folders, become familiar with the various subtleties related to Net Folders, as
described in Section 8.1, “Planning Net Folder Creation,” on page 73.

The following video walks you through the Net Folder planning process:

o

o

http://www.youtube.com/watch?v=En7PtGcHffA

To see other Novell Filr videos, see the Novell Filr YouTube playlist (https://www.youtube.com/
playlist?list=PL8yfmcqTN8GHMg4ZYu_-72QPgD616REey).

The following sections describe the process for setting up and managing Net Folders:

*

*

Section 8.1, “Planning Net Folder Creation,” on page 73

Section 8.2, “Configuring Home Folders for Display in the My Files Area,” on page 87
Section 8.3, “Configuring and Managing Net Folder Servers,” on page 90

Section 8.4, “Creating and Managing Net Folders,” on page 95

Section 8.5, “Setting Up Sharing for Net Folders,” on page 102

Section 8.6, “Enabling Just-in-Time Synchronization,” on page 102

Section 8.7, “Setting Global Net Folder Configuration Options,” on page 107

Section 8.8, “Modifying Net Folder Connections,” on page 108

8.1 Planning Net Folder Creation

Section 8.1.1, “Understanding Known Issues,” on page 74

Section 8.1.2, “Planning the SharePoint 2013 Integration,” on page 74
Section 8.1.3, “Planning the Net Folder Server Proxy User,” on page 76
Section 8.1.4, “Planning Access and Sharing for Net Folders,” on page 78
Section 8.1.5, “Planning the Synchronization Method,” on page 83
Section 8.1.6, “Planning the Synchronization Schedule,” on page 85

Section 8.1.7, “Planning a Clustered Filr System to Support Net Folder Synchronization,” on
page 86
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8.1.1

8.1.2

+ Section 8.1.8, “Planning the Amount of Data to Synchronize,” on page 86
+ Section 8.1.9, “Planning the Number of Net Folders,” on page 87

+ Section 8.1.10, “Planning the Time Zone of the Filr Appliance to Match the Time Zone of any File
Servers,” on page 87

Understanding Known Issues

Before you begin planning for and setting up Net Folders, ensure that you are aware of any known
issues. For more information, see “Net Folder Issues (http://www.novell.com/documentation/novell-
filr-1-1/filr-1-1_readme_novell/data/filr-1-1_readme_novell.html#b1383h6s)” in the Novell Filr
Readme (http://www.novell.com/documentation/novell-filr-1-1/filr-1-1_readme_novell/data/filr-1-

1 readme_novell.html#b1383h6s).

Planning the SharePoint 2013 Integration

NOTE: SharePoint integration with Filr is available only when you purchase an enhanced Filr license.

Filr 1.2 allows you to configure Net Folders in Filr to access files in regular document libraries on a
SharePoint 2013 server. When a user uploads a file to a SharePoint-configured Filr Net Folder, that
file is made available on the SharePoint server as well as to any user or group who has access to the
Net Folder in Filr.

¢ “Understanding How Filr Handles Checked Out Documents” on page 74

+ “User Access Synchronization Considerations” on page 75

+ “Granting Access to a Specific Folder That Has Been Shared via SharePoint” on page 75
+ “Configuring Access and Sharing Rights” on page 75

+ “Configuring SSL between the SharePoint Server and Filr” on page 76

Understanding How Filr Handles Checked Out Documents

SharePoint 2013 contains the following configuration option: Require documents to be checked out
before they can be edited. When enabled, this option causes files that are uploaded to SharePoint to
be uploaded in the Checked Out state, making them visible only to the person who uploaded the files.
This is true regardless of the application that is used to upload (such as SharePoint web portal or One
Drive).

This is also true for Filr, however, to ensure that files uploaded to the SharePoint 2013 server via a
SharePoint-configured Filr Net Folder are available to all Filr users with appropriate rights to the Net
Folder (through synchronization to Filr via the Filr Net Folder Server Proxy User), Filr behaves
differently depending on whether the Require documents to be checked out before they can be
edited option is enabled on the SharePoint 2013 server.

+ If Enabled: Filr automatically checks in a minor version of the file so that the file can be seen by
the Net Folder Server Proxy User, and therefore is available to Filr users with rights to the Net
Folder.

+ If Disabled: The uploaded file is immediately visible to all users who have rights to the Net
Folder.
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User Access Synchronization Considerations

When synchronizing user access rights information from SharePoint to Filr, consider the following:

+ User access rights to files and folders within SharePoint are synchronized to Filr only for users
who exist in Active Directory. Access rights for users who exist only locally on the SharePoint site
are not synchronized to Filr.

+ SharePoint personal sites are not currently displayed as user Home folders in Filr.

Granting Access to a Specific Folder That Has Been Shared via
SharePoint

In SharePoint, if a folder has been shared with a specific group and that group does not have access
to the parent directory, you must create a separate Net Folder with a relative path to the shared folder
and give the group access.

If you create a Net Folder at a higher level, the group cannot access the sub-folder to which they have
access because, as dictated by the SharePoint architecture, they are not able to view the parent
folder.

For example, suppose Group A has access rights in SharePoint to the following folder: htt p: //
shar epoi nt _si te/sites/ marketing/ product x. Group A does not have access rights to the

mar ket i ng folder, only to the pr oduct x folder. In order for Group A to have access to the pr oduct x
folder in Filr:

1 Create a Net Folder Server (as described in Section 8.3.1, “Configuring Net Folder Servers,” on
page 90) with the following server path:
http://sharepoint_site/sites/ marketing

2 Create a Net Folder (as described in Section 8.4.1, “Creating Net Folders,” on page 96) with the
following relative path:

pr oduct x

3 (Optional) You might also create another Net Folder to the mar ket i ng folder, and assign the
appropriate set of users access to that folder. (These users would need to have access to this
folder in SharePoint.)

Configuring Access and Sharing Rights

The conditions for how access rights transfer from the SharePoint site to Filr are the same as those
for other types of file systems. For more information, see “Understanding Access Rights for Net
Folders” on page 78.

Sharing rights are mapped from the SharePoint site to the Filr system. Filr allows users to grant
Viewer, Editor, or Contributor access to the file, depending on their rights on the SharePoint site. For
information about the SharePoint rights that map to these roles, “Understanding Sharing Rights for
Net Folders” on page 79.

Consider the following regarding sharing:

+ “Understanding How Shared Access from SharePoint Transfers to Filr” on page 76

+ “Understanding How Enabling the Ability to Re-Share within Filr Can Affect SharePoint” on
page 76
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Understanding How Shared Access from SharePoint Transfers to Filr

If an item has been shared with a user via SharePoint, that user has access to the item within Filr
within the Net Folder where the file is located. Files that are shared within SharePoint are not
displayed in the Filr Shared with Me area.

SharePoint users who access SharePoint directly are able to exercise their permissions on the folder
where the premissions are granted, as well as on the folder’'s contents.

Understanding How Enabling the Ability to Re-Share within Filr Can Affect
SharePoint

Filr allows you to grant users with the ability to re-share items with other users who do not have
access (as described in Section 6.3.3, “Enabling Sharing for the Entire Site,” on page 61).

When re-sharing is enabled, users can share a file or folder and give the users they are sharing with
the ability to re-share the file or folder.

IMPORTANT: Because SharePoint does not have this same capability, carefully consider whether
you want to allow users to re-share items, because doing so could grant users access to items that
they otherwise wouldn’t have within SharePoint.

Configuring SSL between the SharePoint Server and Filr

If your SharePoint server is configured with SSL, you might need to export the SSL certificate from
SharePoint and import it into Filr in order for the Net Folder Server to function properly.

After you have exported the SSL certificate and keypair from the SharePoint site, you need to import
them into Filr (the certificate and key pair should be in .P12 key pair format):
1 Go to the Digital Certificates page by clicking Digital Certificates from the Novell Appliance.

2 Click File > Import > Trusted Certificate. Browse to and select your existing certificate, then click
OK.

3 Continue with Section 31.1.3, “Activating the Certificate,” on page 279.

Planning the Net Folder Server Proxy User

It is important that you understand the purpose, rights requirements, expected user name format, and
character restrictions associated with the Net Folder Server proxy user before you configure a Net
Folder Server.

+ “Purpose of the Net Folder Server Proxy User” on page 77

+ “Rights Requirements for the Proxy User” on page 77

+ “Expected Name Format for File Servers” on page 78

+ “Special Character Restrictions in Proxy Names” on page 78
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Purpose of the Net Folder Server Proxy User

The Net Folder Server proxy user is used to read, write, create, and delete files on your corporate
OES, NetWare, Windows, or SharePoint 2013 file servers on behalf of users who do not have native
rights to the files, but have been granted rights via a Share in Filr.

For example, User A has native Read and Write access to a file on an OES server, and User B does
not have any native access to that file. User A shares the file with User B in Filr and grants User B
Read access. User B can now view the file within Filr because the Net Folder Server proxy user is
giving User B the ability to read it, because of the Share. If User B tries to access the same file
directly from the OES server, he does not have sufficient rights.

Users with native rights to files do not use the Net Folder Server proxy user.

The Net Folder Server proxy user is not the same as the LDAP proxy user used to synchronize users
and groups (as described in “Base DN:” on page 190).

Rights Requirements for the Proxy User

The Net Folder Server proxy user that you specify here synchronizes volume objects and file objects.
Ensure that this proxy user has rights to access the files and folders for the Net Folder that will be
associated to the Net Folder server. Specifically, the Net Folder Server proxy user should have the
rights shown in the following graphic:

Figure 8-1 Proxy User Rights Summary
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Expected Name Format for File Servers

The expected format for the name of the Net Folder Server proxy user differs depending on whether
the proxy user is accessing an OES, NetWare, Windows, or SharePoint 2013 file server. Only the
following syntax is supported:

OES/NetWare: cn=adm n, o=cont ext

Windows: Admi ni strator or cn=Adni ni strator, cn=users, dc=donai n, dc=com donmi n\ user,
user @onai n

SharePoint 2013: fi | r ad\ admi ni str at or

To ensure that the Net Folder Server proxy user name is formatted correctly, use the Browse icon | &
next to the Proxy field to browse the LDAP directory for the proxy user that you want to use.

IMPORTANT: When using Distributed File System (DFS) namespaces, the proxy user name format
must be domai n\ user . For example, acne\ adni ni st rat or.

Special Character Restrictions in Proxy Names

Proxy names that contain special characters and/or spaces are not supported. For example,
adm nuser is supported, but @l n and adnmi n user are not. Other special characters that are not
supported in the proxy nameare/ \ [ ] : | =, +* ?2 <> @".

8.1.4 Planning Access and Sharing for Net Folders

It is important that you understand what to expect when configuring access rights for Net Folders.
Furthermore, the access rights that you define on a Net Folder affect how items can be accessed by
users who receive shares to items in the Net Folder.

+ “Understanding Access Rights for Net Folders” on page 78
+ “Understanding Sharing Rights for Net Folders” on page 79

Understanding Access Rights for Net Folders

When you configure a Net Folder, users who already have rights to files and folders on the file system
rights (or on the file repository in the case of SharePoint) are granted the same rights in Filr only when
all of the following conditions are met:

+ The users are synchronized to the Filr system via the LDAP synchronization process (as
described in Section 18.1, “Synchronizing Users and Groups from an LDAP Directory,” on
page 185).

+ If the users’ file system rights are contingent on membership in a particular group on the file
system, those groups are also synchronized to the Filr system via the LDAP synchronization
process (as described in Section 18.1, “Synchronizing Users and Groups from an LDAP
Directory,” on page 185).

+ The users are given access to the Net Folder, either individually or as part of a group in Filr (as
described in Section 8.4, “Creating and Managing Net Folders,” on page 95).

After you assign users access to the Net Folder, they then have a Net Folder role that is derived from
the access rights that they currently have on the file system.
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If you assign users access rights within the Net Folder and those users do not already have file
system rights, they are not able to see files and folders within the Net Folder.

Understanding Sharing Rights for Net Folders

+ “Users Must Have File System Rights to Share from Filr” on page 79

+ “Users Do Not Need File System Rights to Receive a Share” on page 82

Users Must Have File System Rights to Share from Filr

Users who share files from a Net Folder can grant Viewer, Editor, or Contributor access to the file,
depending on their rights in the file system. For users to grant these rights to another user, they must
have the minimum rights that those roles require, as outlined in the following tables:

Table 8-1 NSS File System Rights Required for Net Folder Roles

Role and Minimum NSS Rights Required

Comments

( Viewer Role )
( ] )
NSS Rights
~ Read

© Filesan '-.
Target
File
or
. Folder
eDirectory
User
\. J
O /
( Editor Role \
( ] )
NSS Rights
~ Read
~ Filesan '—
Write .
Target
File
or
. Folder
eDirectory
\ User )
\ J

To view files through Filr, eDirectory users must have both
Read and Fil e Scan file system trustee rights on the target
file or folder.

To modify file content through Filr, eDirectory users must have
the Wi t e file system trustee right included with Read and
Fil e Scan.
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Role and Minimum NSS Rights Required

Comments

( Contributor Role \
4 \
NSS Rights

© Read

Target

T "'

eDirectory
User

> 7,

To perform contributor functions, eDirectory users must either
have

+ All file system trustee rights to the file or folder (except
for Access Control)

Or

+ The Super vi sor right to the file or folder

The presence or absence of Access Control has no
meaning in Filr because Filr cannot modify file system trustee
rights. A Filr user with the Access Control right on the file
system cannot grant file system access to another user
through Filr.

It is true that Filr users with sufficient Filr permissions can
share access to files and folders with other users, but this is a
Filr function that leverages the file system rights of Net Folder
proxy users. Access to shared files and folders is
independent of any file system rights that individual users
have or do not have.

Table 8-2 NTFS Permissions Required for Net Folder Roles

Role and Minimum NTFS Permissions Comments

Required

( - Bol ™\ To view files and folders through Filr, Active Directory users
- tewer Ro%e ~\ must have Read, Read & Execut e, and Li st Fol der

NTFS Privileges
~ YRS

 Read&Execute =
List Folder Content ‘

Target
Folder
Active Directory
\_ User J)
( Editor Role \
4 )

NTFS Privileges
~ YRS

~ Read &Execute -
List Folder Content ‘
S Wiite

Target
Folder

Active Directory
\_ User

- )

Cont ent basic permissions on the target folder.

The default special permissions associated with these basic
permissions are also required.

To modify file content through Filr, Active Directory users
must have the basic Wi t e permission in addition to Read,
Read & Execute, and Li st Fol der Content basic
permissions on the target folder.

The default special permissions associated with these basic
permissions are also required.
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Role and Minimum NTFS Permissions Comments
Required
' O BUtoTRoIE N To perform contributor functions, users must either have
( NTFS Privileges A ¢ The basic Ful | Control permission
O Or

List Folder Content ‘
Folder
Active Directory
User The associated

Special Permissions
are also required.

Full control

Traverse folder / execute file
[¥] List folder / read data

Read attributes

IE Read extended attributes
Create files / write data
Create folders / append data
IE Write attributes

Write extended attributes
Delete subfolders and files
Delete

Read permissions

Change permissions

Take ownership

O /)

+ The basic Modi fy permission included with the
privileges required for the Editor role (Wit e, Read,
Read & Execute, and Li st Fol der Content)

IMPORTANT: The default special permissions
associated with these basic permissions are also

required as illustrated.

Table 8-3 SharePoint Permissions Required for Net Folder Roles

Role and Minimum SharePoint Permissions
Required

Comments

e

Viewer Role

7

SharePoint Permissions
Use Remote Interfaces*

SharePoint
Target

O’

SharePoint
User

\\

To view files and folders in SharePoint document libraries,
SharePoint users must have the Browse Directories,
Browse User I nformation,Use Renote |nterfaces*, and
Vi ew | t ens permissions in the document libraries.
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Role and Minimum SharePoint Permissions Comments

Required
' Editor Rol N To modify file content, SharePoint users must have the Edi t
’ ftorfoe N\ permission in addition to the permissions required for the
SharePoint Permissions Viewer role.
,_Use Remote Interfaces*
_ [
| Edit Items m
SharePoint
Target
SharePoint
\ User )
Contributor Rol N To perform contributor functions, users must have the Add
’ onfrbutorToe N\ Itenms and Del et e |t enms permissions in addition to all of the
SharePoint Permissions permissions required for the Viewer and Editor roles.
Use Remote Interfaces*
[
| Edit Items m
SharePoint
Target
SharePoint
User
\ J
\_ /

Users Do Not Need File System Rights to Receive a Share

Users who receive a share for a file on a Net Folder might or might not have file system rights to the
shared file. Whether they have file system rights to the shared file affects how they can access the file
in Filr. Users who do not have file system rights to a shared file can gain access to the file via the Net
Folder Server proxy user. (For more information about the Net Folder proxy user, see Section 8.1.3,
“Planning the Net Folder Server Proxy User,” on page 76.)

Users can access shared items through the following methods from any of the Filr clients (web,
desktop, or mobile), depending on their file system access rights:

+ From the Net Folders area (by navigating to the file): Only users who have file system rights
to the shared item and who have been granted access to the Net Folder in Filr. (Users are
granted access to a file either through a share or from being granted access by the Filr
administrator.)

+ In the Shared with Me area: All users who receive a share.
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8.1.5

Planning the Synchronization Method

When you synchronize files in Net Folders, only file metadata is synchronized. Whether the content of
files is brought into Filr is determined by the index settings that you choose when creating a Net
Folder, as described in Section 8.4, “Creating and Managing Net Folders,” on page 95. Files must be
synchronized before they can be indexed.

When you configure Net Folders, you have the option to use one or both of the available
synchronization methods (Full synchronization or Just-in-Time synchronization). Depending on the
nature of your data, it might make sense to use full synchronization on some of your Net Folders and
to use Just-in-Time synchronization on other Net Folders. You might want to use a combination of
both methods of synchronization for other Net Folders.

Full synchronization: Synchronizes all files from a given Net Folder either at a schedule that you
specify or from a manual action. All files are examined for changes, and any changes are then
synchronized.

This type of synchronization ensures that all files are synchronized; however, it is more time-
consuming and resource-intensive than Just-in-Time synchronization.

For information about the time required to perform a full synchronization on a Net Folder, see
Section 8.1.8, “Planning the Amount of Data to Synchronize,” on page 86.

Just-in-Time synchronization: Synchronizes individual files at the time users access the files. Only
files that are accessed are synchronized.

Just-in-Time synchronization is one method that you can use to synchronize files from Net Folders to
be accessed in Filr. When you enable Just-in-Time synchronization, files are synchronized the
moment users access them via the Filr Web application or via the Filr mobile app. This means that
data users access through Filr is more accurate and that processes to make the data available are
less resource-intensive. However, this also means that files cannot be indexed (and therefore are not
returned in searches and are not available to be synchronized via the Filr desktop application) until
after users access them for the first time from the Filr Web application or from the mobile app. (For
more information, see “Searchability of Data” on page 85.)

Just-in-Time synchronization provides two key benefits:

+ Allows you to make files available to your users without needing to wait for all files within a given
Net Folder to synchronize. Only those files that users want access to are synchronized. A file is
synchronized to Filr at the time the user accesses the file within Filr.

+ Users do not have to wait for files to synchronize based on the Net Folder synchronization
schedule (which by default is every 15 minutes). If one user edits a file and saves it, another user
who views the file only a few seconds later will see the recent change.

For more detailed information about Just-in-Time synchronization, as well as how to enable it, see
Section 8.6, “Enabling Just-in-Time Synchronization,” on page 102.

When you plan the type of synchronization method to use for a given Net Folder, consider the nature
of the content you plan to synchronize and how you plan to use it after it is synchronized. Table 8-4
and the sections that follow describe which synchronization method is most suitable for certain types
of content and the way you intend to use that content in Filr.
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Table 8-4 Full Sync vs. Just-in-Time Sync

Static Content  Dynamic Large Searchability  Filr Desktop
Content Amounts of of Data Application
Data
Full X X X
Synchronization
Just-in-Time X X

Synchronization

+ “Static versus Dynamic Data” on page 84

+ “The Amount of Data” on page 84

+ “Searchability of Data” on page 85

+ “Usage of the Filr Desktop Application” on page 85

Static versus Dynamic Data

Depending on whether your data never changes (static) or is constantly changing (dynamic) should
influence the type of synchronization method that you implement for the Net Folder.

Full synchronization is more suited for static content, while Just-in-Time synchronization is more
suited for dynamic content.

For example, a Net Folder that contains static files, such as medical records that are read-only, might
be best synchronized to Filr by running one manual synchronization and disabling the scheduled
synchronization as well as the Just-in-Time synchronization. The files could then be accessed via Filr
without any unnecessary load being placed on the Filr system.

Conversely, a Net Folder that contains dynamic files that users actively collaborate on, such as
marketing documents for a company’s current products, might be best synchronized to Filr by
enabling Just-in-Time synchronization. Users would then always have the latest information when
they access a file.

In some cases, you might want to enable both scheduled synchronization as well as Just-in-Time
synchronization. In such cases, consider also the amount of data that is located on the Net Folder.

The Amount of Data

The amount of data on the Net Folder should influence the type of synchronization method that you
implement, because of the system resources that are required to perform a scheduled
synchronization. If a Net Folder contains a large amount of data, a scheduled synchronization might
consume a large amount of system resources more frequently than is necessary.

If you have a large amount of data but still want the data to be searchable, you might consider running
one full synchronization so that you can then index the data and then use Just-in-Time
synchronization thereafter.
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8.1.6

Searchability of Data

Whether you want data to be immediately searchable might influence the type of synchronization
method that you implement for the Net Folder, because data cannot be indexed (and therefore is not
returned in searches) until after the data is synchronized.

In a full synchronization, the synchronization process begins when you configure the Net Folder. In a
Just-in-Time synchronization, the synchronization process begins on a per-file basis only after a user
accesses a file for the first time. After a file is accessed for the first time, the file is synchronized and
is then indexed.

NOTE: File indexing is disabled by default. You must enable file indexing for a given Net Folder if you
want the files in the Net Folder to be searchable. You enable indexing during the creation of the Net
Folder Server, as described in Section 8.3, “Configuring and Managing Net Folder Servers,” on
page 90, or during the creation of individual Net Folders, as described in Section 8.4, “Creating and
Managing Net Folders,” on page 95.

Usage of the Filr Desktop Application

Just-in-Time synchronization doesn't apply to the 1.2 desktop client. Users can only synchronize Net
Folder content to the desktop that has been synchronized with the Filr appliance, either manually,
through a scheduled synchronization, or as a result of access through a web browser or mobile client.

If your users are using the Filr desktop application, it is best to run one manual synchronization and/or
enable the scheduled synchronization of the Net Folder or Net Folder Server. If you don't, the Filr
desktop application might not download all of the files in the Net Folder.

Planning the Synchronization Schedule

You can configure Net Folders and Net Folder Servers to be synchronized at a schedule that you
specify.

Synchronization in this sense means that content is simply mirrored in Filr; it is not transferred from
the remote file server for replication on the Filr storage. Only metadata such as the name, path,
owner, trustees, and so forth is actually stored in Filr.

Consider the following when planning the synchronization schedule:

+ Synchronizations can be scheduled only if you have configured the Net Folder or Net Folder
Server to perform full synchronization as the synchronization method (as described in
Section 8.1.5, “Planning the Synchronization Method,” on page 83).

+ When a schedule is configured on a Net Folder Server, all Net Folders associated with that Net
Folder Server are synchronized on the same schedule. However, if you configure a separate
synchronization schedule for an individual Net Folder, this schedule is used for synchronizing the
Net Folder, instead of the Net Folder Server synchronization schedule.

+ When setting the synchronization schedule, be aware that the schedule that you choose can
greatly affect system performance. Consider the information in Table 8-5, “Net Folder
Synchronization Example,” on page 87 and avoid the following scenarios, which can cause your
Filr system to be slow or sluggish:

+ You configure Net Folder synchronization schedules among various Net Folders and Net
Folder Servers in such a way so that Filr is constantly synchronizing information.

+ Asingle synchronization schedule is so frequent that a new synchronization begins as soon
as the previous one finishes.
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8.1.7

8.1.8

TIP: If you have a Net Folder or Net Folder Server that contains hundreds of thousands of files,
consider doing only one initial Full Synchronization (if you need all of the file content to be
indexed and searchable), and using Just-in-Time synchronization as the ongoing
synchronization process.

Planning a Clustered Filr System to Support Net Folder
Synchronization

Performing a full synchronization on a Net Folder can consume a significant amount of resources on
your Filr appliance. If you plan to synchronize thousands of files via Net Folders, you should configure
a clustered Filr system that includes multiple Filr appliances.

In a clustered environment, it is a good idea to set aside a single Filr appliance to handle the load of
any manual Net Folder synchronizations. (For information about how to perform a manual
synchronization on a Net Folder, see “Synchronizing a Net Folder” on page 100.)

For more information about how to configure clustering, see “Multi-Server (Clustered) Deployment” in
the Novell Filr 1.2 Installation and Configuration Guide.

For more information about how to set aside a Filr appliance, see “Setting Aside a Filr Appliance for
Re-Indexing and Net Folder Synchronization in a Clustered Environment” in the Novell Filr 1.2
Installation and Configuration Guide.

Planning the Amount of Data to Synchronize

The time required to perform a full synchronization on a Net Folder varies depending on many
factors, including the following:

+ The configuration of your Filr system (Large vs. Small vs. Clustered deployment)

+ The number of active users

+ Whether indexing is enabled (all file content is indexed and searchable, or only file metadata is
synchronized)

+ The complexity and depth of the file server’s directory tree and the LDAP directory
+ Whether Just-in-Time synchronization is enabled

+ The database type (MySQL vs. Microsoft SQL)

+ The file server type (OES vs. Windows vs. NetWare vs. SharePoint 2013)

+ The number of CPUs allocated to the Filr appliance

+ The amount of memory allocated to the Filr appliance

Net Folder Synchronization Example

The example in Table 8-5 illustrates the time required to synchronize files from five Net Folders in a
large Filr deployment (one Filr appliance, one database appliance, and one search index appliance)
with the following environment:

+ No indexing of content

+ No active users on the system

+ No Just-in-Time synchronization

+ 100,000 files were synchronized
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8.1.9

8.1.10

8.2

+ 750 sub-directories in the file system
+ OES file system
+ MySQL database

Table 8-5 Net Folder Synchronization Example

Number of Files Number of Files Number of Files
Synchronized per Synchronized per Synchronized per Hour
Second Minute

Initial Synchronization: 196 11,760 705,600

Ongoing 952 57,120 3,427,200

Synchronization:

Planning the Number of Net Folders

Unless only a small number of files exist in a volume or share on a file server, it is unwise to create a
single Net Folder at the root of a volume or share. Instead, create multiple Net Folders. With multiple
Net Folders created, you can be more flexible with the way you administer the Net Folders, such as
the synchronization methods that you use and the rate at which you synchronize data.

For example, you can synchronize the Net Folders to Filr using different synchronization methods,
depending on the nature of the data that each Net Folder contains. If the data in one Net Folder is
static, you can perform a full synchronization on that Net Folder. You're then free to perform a Just-in-
Time synchronization on a different Net Folder that contains more dynamic data. (For more
information about the types of synchronization methods, see Section 8.1.5, “Planning the
Synchronization Method,” on page 83.)

Planning the Time Zone of the Filr Appliance to Match the
Time Zone of any File Servers

The Filr appliance and any file servers that the Filr appliance connects to via a Net Folder should be
synchronized to the same time and to the same time zone. You configured the time zone of the Filr
appliance during the appliance installation, as described in “Installing the Filr Appliance” in the Novell
Filr 1.2 Installation and Configuration Guide.

If time zones are not synchronized in this way, users might see conflicting creation and modification
times for files.

Configuring Home Folders for Display in the My
Files Area

Most organizations using Open Enterprise Server (OES) or Windows will have user Home folders. If
your organization has existing Home folders for users, the Net Folder Server will be discovered and

created automatically when you provision users during the LDAP synchronization process. (For
information about how to synchronize users via LDAP, see Section 18.1, “Synchronizing Users and
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8.2.1

Groups from an LDAP Directory,” on page 185.) After the synchronization is complete, you are
reminded to complete the Net Folder Server setup (by adding proxy credentials) when logging in to
the Filr administration console.

If your organization does not currently leverage user Home folders on OES or Windows, you must
first create a connection to your existing file system by creating a Net Folder Server. Then you can
create a connection to specific volumes (on OES servers) and shares (on Windows servers) by
creating a Net Folder.

+ Section 8.2.1, “Configuring Home Folders,” on page 88

+ Section 8.2.2, “Editing Home Folders for Individual Users,” on page 89

+ Section 8.2.3, “Understanding How Home Folders Relates to Personal Storage,” on page 89

Configuring Home Folders

+ “Prerequisites” on page 88

+ “Configuring Home Folders” on page 88

Prerequisites

If you are using Active Directory, the Active Directory Home folder for users must be configured as if it
were on a network folder, even if the Home folder is local to the server. It cannot be configured on a
local path.

To change a user’'s Home folder to be configured as a network folder:

1 In the Active Directory Administrative Center, access a user’s profile information.

2 In the Profile section, in the Home folder area, select Connect.

3 Select a drive in the drop-down list, then use the To field to specify the path to the local directory.
For example, \\ 172. 17. 2. 3\ HOVE\ j chavez

Configuring Home Folders

To configure Home Folders to be displayed in the My Files area:
1 Configure synchronization from your LDAP directory, as described in Section 18.1,
“Synchronizing Users and Groups from an LDAP Directory,” on page 185.

2 Configure the Net Folder Server, as described in Section 8.3, “Configuring and Managing Net
Folder Servers,” on page 90.

IMPORTANT: The Filr administrator must supply proper proxy account information for a Net
Folder Server before any end user logs in to Filr. This is because Filr automatically creates each
user’s Home folder using the appropriate Net Folder Server with its associated proxy user
credentials when the user logs in for the first time. If you do not supply the proxy account
information before the user logs in, the Home directories are not created correctly and the
internal log files contain Null Pointer Exceptions.

Similarly, if the user Home folder is moved on the file system to a different volume or share or a
different server, a new Net Folder Server is created and must be configured at the time the user
logs in to Filr.
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3 (Optional) Allow users to have files and folders in personal storage in the My Files area in
addition to the Home folder.

Whether users are allowed to have files in personal storage in the My Files area affects how the
Home folder is displayed in the My Files area. For more information, see Chapter 7, “Setting Up
Personal Storage,” on page 69.

NOTE: A user’s personal workspace (including the Home folder) is not displayed until the user has
logged in to one of the Filr clients (web, mobile, or desktop) at least one time.

8.2.2 Editing Home Folders for Individual Users

After Home folders have been configured as described in Section 8.2.1, “Configuring Home Folders,”
on page 88, you can edit the Home folder settings for individual users:
1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon '+,
3 Under Management, click User Accounts.

4 Click the drop-down arrow next to the user whose properties you want to view, then click User
Properties.

The User Properties page is displayed.

5 Click Edit Home Folder. (This option is displayed only if a Home folder has been configured for
the user, as described in Section 8.2.1, “Configuring Home Folders,” on page 88.)

6 Make any modifications to the configuration, synchronization schedule, and data synchronization
settings.

For information about each option that you can modify for Net Folders, see Section 8.4,
“Creating and Managing Net Folders,” on page 95.

7 Click OK to save your changes.

8.2.3 Understanding How Home Folders Relates to Personal
Storage

For information about how Home folders relate to Personal storage in Filr, see Section 7.1,
“Understanding How Personal Storage Relates to Home Folders,” on page 69.
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8.3

8.3.1

Configuring and Managing Net Folder Servers

+ Section 8.3.1, “Configuring Net Folder Servers,” on page 90
+ Section 8.3.2, “Managing Net Folder Servers,” on page 93

Configuring Net Folder Servers

Net Folder Servers represent a physical OES, NetWare, Windows, or SharePoint 2013 file server.
Net Folder Servers are connections to specific NSS volumes (on OES and NetWare servers), shares
(on Windows servers), and sites (on SharePoint 2013 servers). You can set up multiple connections
to each server as needed.

You can set up each Net Folder Server to synchronize on a schedule that you specify.

1 Log in to the Filr site as the Filr administrator.

la Launch a web browser.

1b Specify one of the following URLSs, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

Click the admin link in the upper-right corner of the page, then click the Administration Console
icon ‘%,

Under Management, click Net Folder Servers.

The Manage Net Folder Servers page is displayed.

(Conditional) If the LDAP synchronization process for importing users contains at least one user
who has a Home folder associated with them, a Net Folder Server is ready to be configured
immediately after running the LDAP synchronization process. (For more information about LDAP
synchronization in Filr, see Section 18.1, “Synchronizing Users and Groups from an LDAP
Directory,” on page 185.)

In the Name column, click the LDAP server name that you synchronized during the LDAP
synchronization process, then skip to Step 6.

(Conditional) If the LDAP synchronization process for importing users does not contain at least
one user who has a Home folder associated with them, you need to manually add a new Net
Folder Server. Or, you can run the LDAP synchronization, as described in Section 18.1,
“Synchronizing Users and Groups from an LDAP Directory,” on page 185.

To manually add a new Net Folder Server, click Add.
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6 Whether you are adding a new Net Folder Server or configuring one that is synchronized
through LDAP, you now need to configure it or finish configuring it.

On the Configuration tab, specify the following information:
Name: Specify a name for this Net Folder Server

This is already populated if the search context of your LDAP sync contains an OES or Windows
server.

Server type: The type of file server, whether OES, NetWare, Windows or SharePoint 2013.

Server path: The path to the NSS volume (OES or NetWare), Windows share, or SharePoint
2013 site on the file server.

+ Windows: The server path must be entered using UNC syntax. For example,
\\'server_DNS\share

+ OES or NetWare: The server path must be entered using UNC syntax. For example,
\\'server DNS\vol une

+ SharePoint: Specify the full URL to the SharePoint site. For example, http://
Shar ePoi nt _Server/site orhttps://SharePoi nt _Server/site, depending on whether
the SharePoint server is configured with SSL.

If your SharePoint server is configured with SSL, you need to export the SSL certificate
from SharePoint and import it into Filr in order for the Net Folder Server to function properly.
For more information, see Section 8.1.2, “Planning the SharePoint 2013 Integration,” on
page 74.

Any document library within the Site Contents are in SharePoint can be synchronized to Filr.

The Server path field is already populated if the LDAP synchronization process for importing
users contains at least one user who has a Home folder associated with them.

You can use DNS or IP address in the Name and Server path fields. DNS must be properly
configured on the virtual appliance in order for it to work.

7 Click the Authentication tab, then specify the following information:

Proxy name and password: Specify the fully qualified, comma-delimited name and password
for the proxy user used to access the OES, NetWare, Windows, or SharePoint 2013 server. (You

can use the Browse icon | &  next to the Proxy field to browse the LDAP directory for the proxy
user that you want to use.)
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IMPORTANT: Before you specify a proxy name and password for the Net Folder server, ensure
that you review the information in Section 8.1.3, “Planning the Net Folder Server Proxy User,” on
page 76.

Test connection: Click this button to ensure that the path is accurate and that the credentials
are valid, then click OK after the test succeeds.

Sometimes proxy users with the incorrect context pass this test. Ensure that the context for your
proxy user is correct, as described in “Expected Name Format for File Servers” on page 78.

Authentication type: Select the authentication service for the file server that you are
connecting to. This option corresponds with the Server type setting that you selected on the
Configuration tab. If you selected OES or NetWare as the server type, only Novell NMAS is
available as the authentication type. If you selected Windows as the server type, you can select
either Kerberos, NTLM, or Auto detect as the authentication type. (Auto detect means that it
tries authenticating with Kerberos first, and if that fails, authenticates with NTLM.)

NOTE: If Kerberos is selected as the authentication type, ensure that the DNS name server is
able to resolve DNS queries for the Active Directory domains.

If the Kerberos port (port 88) is disabled on the Windows server, select NTLM as the
authentication type.

To schedule the synchronization of the Net Folder Server, click the Synchronization Schedule
tab, then select Enable scheduled synchronization.

Specify the schedule for when you want the synchronization between the file system server and
Filr to occur. This becomes the default schedule for each Net Folder associated with this server.

Synchronizations can be scheduled only if you have configured the Net Folder Server to use Full
Synchronization as the synchronization method (as described in Section 8.1.5, “Planning the
Synchronization Method,” on page 83). When setting the synchronization schedule, be aware
that the schedule that you choose can greatly affect system performance.

Before you set a synchronization schedule, review the information in Section 8.1.6, “Planning the
Synchronization Schedule,” on page 85.

Click the Synchronization Options tab, then specify the following information:

Index the contents of Net Folders: Select this option to index all file content for each Net
Folder associated with this Net Folder Server. (Before indexing can occur, file metadata must
first be synchronized either via a full synchronization or Just-in-Time synchronization.)

When this option is selected, all content for each synchronized file within the Net Folders is
indexed, and therefore is searched when performing a search in Filr. Deselect this option if you
do not want file content to be indexed. This means that file content is not searched when
performing a search in Filr. However, file names and access controls are always indexed at the
time of synchronization regardless of this setting. (For more information about content
searchability, see “Searchability of Data” on page 85.)

File metadata must first be synchronized to Filr via a full synchronization or Just-in-Time
synchronization before the indexing process can begin. For more information about the
synchronization process, see Section 8.1.5, “Planning the Synchronization Method,” on page 83.

Indexing is performed as a background process. Depending on the number of files that need to
be indexed, it can take several hours or even days before all content is indexed and searchable
in the Filr system.

Enable Just-in-Time synchronization: When you enable Just-in-Time synchronization, files
are synchronized the moment users access them. Just-in-Time synchronization is one method
that you can use to synchronize files from Net Folders to be accessed in Filr.
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When enabling Just-in-Time synchronization, you can configure the following options:

+ Maximum age for Just-in-Time results (in seconds): When a user clicks a folder or file,
if it has been more than x seconds (x being the number that you specify) since the Just-in-
Time operation retrieved information about this folder or file, it retrieves the information
again. The default is 30 seconds.

+ Maximum age for ACL Just-in-Time results (in seconds): When a user clicks a folder or
file, if it has been more than x seconds (x being the number that you specify) since the Just-
in-Time operation retrieved access control information about this folder or file, it retrieves
the information again. The default is 60 seconds.

Allow the desktop app to trigger initial home folder sync: Select this option to ensure that
user Home folders are synchronized to the Filr desktop application.

If this option is not selected, user Home folders are synchronized to the Filr desktop application
only after the user logs in to Filr on the web, or after the Filr administrator triggers a full initial
synchronization from the administration console (as described in “Synchronizing a Net Folder
Server” on page 94).

When this option is selected, the Filr desktop application triggers a full initial synchronization of
user Home folders on the Filr server. Home folder information is then synchronized to the Filr
desktop application.

The following conditions must be met in order for the Filr desktop application to trigger an initial
synchronization of a user’s Home folder:

+ The Allow the desktop app to trigger initial home folder sync option is selected.

+ The user selects to synchronize the My Files area to the desktop application (as described
in “Configuring Folders to Synchronize” in the Filr Desktop for Windows Quick Start (http://
www.novell.com/documentation/novell-filr-1-1/filr-1-1_qgs_desktop/data/filr-1-

1 gs_desktop.html) and the Filr Desktop for Mac Quick Start (http://www.novell.com/
documentation/novell-filr-1-1/filr-1-1_qgs_desktopmac/data/filr-1-1_qgs_desktop.html)).

+ The user’s Home folder has not previously been synchronized to the Filr server.
10 Click OK > Close.

11 For Home folders to be displayed in the My Files area for each user, ensure that you have
completed the steps in Chapter 7, “Setting Up Personal Storage,” on page 69.

8.3.2 Managing Net Folder Servers

After Net Folder Servers already exist in your Filr system, you can manage them as described in this
section.

+ “Modifying a Net Folder Server” on page 94
+ “Synchronizing a Net Folder Server” on page 94
+ “Deleting a Net Folder Server” on page 95
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Modifying a Net Folder Server

NOTE: You cannot modify a Net Folder Server’'s URL if the Net Folder Server was created
automatically. Net Folder Servers are automatically created in the following scenarios:

+ At the time of the LDAP synchronization (if the LDAP synchronization process for importing
users contains at least one user who has a Home folder associated with them).

+ When a user authenticates to Filr (if the user has a Home folder associated with them).

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostnanme: 8080
https://Filr_host nane: 8443

Replace Fi | r _host name with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon '+,

3 Under Management, click Net Folder Servers.
The Manage Net Folder Servers page is displayed.

4 Click the name of the Net Folder Server that you want to modify.

5 Make the desired modifications, then click OK.

For information about the options you can modify, see Section 8.3.1, “Configuring Net Folder
Servers,” on page 90.

Synchronizing a Net Folder Server

When you create a Net Folder Server, you can enable a synchronization schedule, as described in
Section 8.3.1, “Configuring Net Folder Servers,” on page 90.

To manually synchronize the Net Folder:

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.
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2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon 't

3 Under Management, click Net Folder Servers.
The Manage Net Folder Servers page is displayed.

4 Select the Net Folder Server that you want to manually synchronize, then click Sync.

Deleting a Net Folder Server

NOTE: Before you can delete a Net Folder Server, you must first delete any Net Folders that are
associated with the Net Folder Server.

To delete a Net Folder Server after all Net Folders associated with the Net Folder Server have been
deleted:
1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host name with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'

3 Under Management, click Net Folder Servers.
The Manage Net Folder Servers page is displayed.

4 Select the Net Folder Server that you want to delete, then click Delete.

8.4 Creating and Managing Net Folders

Net Folders are connections to specific directories on OES, NetWare, Windows, or SharePoint 2013
server. You can set up multiple connections for each Net Folder Server that you have previously
configured. You can set up each Net Folder to synchronize on a schedule that you specify,
independent of the schedule set for the Net Folder Server.

¢ Section 8.4.1, “Creating Net Folders,” on page 96

+ Section 8.4.2, “Managing Net Folders,” on page 100
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8.4.1 Creating Net Folders

Before you can create a Net Folder as described in this section, you must first create a Net Folder
Server as described in Section 8.3, “Configuring and Managing Net Folder Servers,” on page 90.
1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host name: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon ‘%,

3 Under Management, click Net Folders.
The Manage Net Folders page is displayed.

4 Click Add.
The New Net Folder dialog box is displayed.

Mew Net Foldes &
Configuration Rights Synchromization Scheadule Data Synchromzation
Hamea
Mat Folder Senar | acme com-VOLY * Hew Net Folder Sarver
Ralstve path

est Conneclion

* Use the index content setting defined on the Met Folder Server
Use the indax content satting defined balow
Index the contents of this Mat Folder

* Use the Just4n-Time setbings defined on the Met Foldar Sanver

Use the Just-+n-Time settings defined below
Enable Just-in-Time synchromzation

Maximum age for Just-in-Time results: | G0 Seconds

Maximum age for ACL Just-in-Time results: 3600 Seconds

5 On the Configuration tab, specify the following information:
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Name: Specify a name for the Net Folder. This is the name that users see when accessing the
Net Folder. This can be any name you choose.

Net Folder Server: Select the Net Folder Server that the new Net Folder is associated with.

New Net Folder Server: Click this option if you have not already established a connection to a
Net Folder Server, as described in Section 8.3, “Configuring and Managing Net Folder Servers,”
on page 90.

Relative Path: Specify the relative path to the folder on the Net Folder Server that you want this
Net Folder to represent. If this field is left blank, it uses the root of the Net Folder Server. (The
root of the Net Folder Server is the OES volume, the Windows share, or the SharePoint site.)

For example, if the relative path to the folder on your Net Folder Server that you want this Net
Folder to represent is \ \ ser ver _addr ess\ vol 1\ mar ket i ng, and \ \ server _address\vol 1is
the server path to your Net Folder Server, you would enter mar ket i ng in the Relative Path field
for the Net Folder.

The path must be entered using UNC syntax.

When connecting to a SharePoint site, if you leave the Relative Path field blank, all document
libraries shown in Site Contents are synchronized to Filr. These libraries include the following:
Documents, Form Templates, Site Assets, Site Pages, Style Library, and any user-created
document libraries.

Test connection: Click this option to test the connection to the Net Folder.

Use the index content setting defined on the Net Folder Server: Select this option to
configure this Net Folder to retain the same setting for indexing content as you selected for the
Net Folder Server.

For example, if you configured the Net Folder Server to index content, select this option to index
content for this Net Folder.

Use the index content setting defined below: Select this option to configure this Net Folder
with a different setting for indexing content than you configured for the Net Folder Server.

For example, if you configured the Net Folder Server to not index content, but you want this Net
Folder server to index content, select this option and also select the following option, Index the
contents of this Net Folder.

+ Index the contents of this Net Folder: When this option is selected, all content for each
file within the Net Folder is indexed, and therefore is searched when performing a search in
Filr. (Before indexing can occur, file metadata must first be synchronized either via a full
synchronization or Just-in-Time synchronization.)

Deselect this option if you do not want file content to be indexed. This means that file
content is not searched when performing a search in Filr. However, file names and access
controls are always indexed at the time of synchronization regardless of this setting. (For
more information about content searchability, see “Searchability of Data” on page 85.)

Files must first be synchronized to Filr before the indexing process can begin. For more
information about the synchronization process, see Section 8.1.5, “Planning the
Synchronization Method,” on page 83.

Indexing is performed as a background process. Depending on the number of files that
need to be indexed, it can take several hours or even days before all content is indexed and
searchable in the Filr system.

Use the Just-in-Time settings defined on the Net Folder Server: Select this option to
configure this Net Folder to retain the same setting for Just-in-Time synchronization as you
selected for the Net Folder Server.

For example, if you configured the Net Folder Server to use Just-in-Time synchronization, select
this option to use Just-in-Time synchronization for this Net Folder.
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Use the Just-in-Time settings defined below: Select this option to configure this Net Folder
with different Just-in-Time synchronization settings than you configured for the Net Folder
Server.

For example, if you configured the Net Folder Server to not use Just-in-Time synchronization,
but you want this Net Folder server to use Just-in-Time synchronization, select Enable Just-in-
Time synchronization. You can also modify synchronization options.

+ Enable Just-in-Time synchronization: When you enable Just-in-Time synchronization,
files are synchronized the moment users access them. Just-in-Time synchronization is one
method that you can use to synchronize files from Net Folders to be accessed in Filr.

When enabling Just-in-Time synchronization, you can configure the following options:

+ Maximum age for Just-in-Time results (in seconds): When a user clicks a folder or
file, if it has been more than x seconds (x being the number that you specify) since the
Just-in-Time operation retrieved information about this folder or file, it retrieves the
information again. The default is 60 seconds.

+ Maximum age for ACL Just-in-Time results (in seconds): When a user clicks a
folder or file, if it has been more than x seconds (x being the number that you specify)
since the Just-in-Time operation retrieved access control information about this folder
or file, it retrieves the information again. The default is 3600 seconds (1 hour).

There are various options for synchronizing files from a Net Folder. Before you decide on a
synchronization method for a Net Folder, see Section 8.1.5, “Planning the Synchronization
Method,” on page 83.

Click the Rights tab, then use the User or Group field to begin typing the name of a user or
group that you want to have access to the files and folders on the Net Folder. Click the name
when it appears in the drop-down list.

You can specify the following types of users, groups, and Organization Units (OUs) for granting
rights:

+ Individual users (either imported from the LDAP directory or that have been created in Filr)
+ Groups (either imported from the LDAP directory or that have been created in Filr)
¢ Organization Units (when using eDirectory as the LDAP directory)

After you specify the user, group, or Organization Unit and select it, the Grant Rights dialog box
is displayed.

In the Grant Rights dialog box, select Allow access to the Net Folder.

Users are granted the same level of access rights that they currently have on the file system.
Users who have rights on the file system do not have access to the same files through Filr until
this option is selected for them. If you select this option for users who do not currently have
access rights on the file system, these users cannot see files within the Net Folder, but they are
able to see the folder names. (This access is obtained via the Net Folder Server Proxy user. For
more information about the Net Folder Server proxy user, see Section 8.1.3, “Planning the Net
Folder Server Proxy User,” on page 76.)

For more information, see Section 8.1.4, “Planning Access and Sharing for Net Folders,” on
page 78.

Select whether you want the users or groups that you specified in Step 6 to be able to share with
internal users, external users, and the public, and whether you want to allow them to give users
that they share with the ability to re-share items.

Users who receive a share for a Net Folder do not have file system rights to the shared item.
This means they can access the shared item only in the Shared with Me area through one of the
Filr clients (web, desktop, or mobile); they cannot access the shared item directly through a
mapped drive on the file system nor can they access the shared item from the Net Folders area
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through one of the Filr clients. This is because the Net Folder proxy user is used to grant the user
access to an item through a share. (For more information about the Net Folder proxy user, see
Section 8.1.3, “Planning the Net Folder Server Proxy User,” on page 76.)

For more information, see Section 8.1.4, “Planning Access and Sharing for Net Folders,” on
page 78.

Click OK to save your rights changes.

(Optional) Click the Synchronization Schedule tab to configure the synchronization between the
Net Folder and the file system server.

Specify the following information for the synchronization schedule:

Use the synchronization schedule defined on the Net Folder Server: If you already set a
synchronization schedule for the Net Folder Server (as described in Section 8.3, “Configuring
and Managing Net Folder Servers,” on page 90), and if you want the Net Folder to use that same
schedule, select this option. If you select this option, skip to Step 11.

Use the synchronization schedule defined below: Select this option to create an
independent synchronization schedule for the Net Folder. (If you do set a synchronization
schedule for the Net Folder, this schedule is used for synchronizing the Net Folder, instead of the
Net Folder Server synchronization schedule.)

Synchronizations can be scheduled only if you have configured the Net Folder to use Full
Synchronization as the synchronization method (as described in Section 8.1.5, “Planning the
Synchronization Method,” on page 83). When setting the synchronization schedule, be aware
that the schedule that you choose can greatly affect system performance.

Before you set a synchronization schedule, review the information in Section 8.1.6, “Planning the
Synchronization Schedule,” on page 85.

+ Enable scheduled synchronization: Select this option to enable the synchronization, then
select from the following synchronization options:

+ Every day: Synchronize files every day.

+ On selected days: Synchronize files only on designated days of the week.
+ At: Select the time of day to synchronize files.

+ Repeat every xx hours: Select how frequently the synchronization occurs.

(Optional) Click the Data Synchronization tab to configure whether the Net Folder is
synchronized with the Filr desktop application.

Specify the following information:

Desktop application: Select this option to allow users to access files on the Net Folder via the
Filr desktop application. (For more information about the Filr desktop application, see the Filr
Desktop Application for Windows Quick Start (http://www.novell.com/documentation/novell-filr-1-
1/filr-1-1_qs_desktop/data/filr-1-1_gs_desktop.html) or the Filr Desktop Application for Mac
Quick Start (https://www.novell.com/documentation/novell-filr-1-1/filr-1-1_qgs_desktopmac/data/
filr-1-1_qgs_desktopmac.html).)

How Filr is set up to synchronize with Net Folders can affect how quickly files from the Net Folder
are available to the Filr desktop application. For specific information, see “Usage of the Filr
Desktop Application” on page 85 in Section 8.1.5, “Planning the Synchronization Method,” on
page 83.

Click OK to finish creating the Net Folder.
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8.4.2 Managing Net Folders

After Net Folders already exist in your Filr system, you can manage them as described in this section.

*

*

*

*

“Modifying a Net Folder” on page 100
“Synchronizing a Net Folder” on page 100
“Viewing the Synchronization Status of a Net Folder” on page 101

“Deleting a Net Folder” on page 101

Modifying a Net Folder

1 Log in to the Filr site as the Filr administrator.

la Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

Click the admin link in the upper-right corner of the page, then click the Administration Console
icon '+,

Under Management, click Net Folders.

The Manage Net Folders page is displayed.

(Optional) To filter the list of Net Folders, specify the name of a Net Folder in the Filter List field.

5 (Optional) To display user Home directories in the list of Net Folders, click the drop-down arrow

next to the Filter List field, then select Show Home Directories.

6 Click the name of the Net Folder that you want to modify.

7 Make the desired modifications, then click OK.

Synchronizing a Net Folder

When you create a Net Folder, you can enable a synchronization schedule, as described in
Section 8.4.1, “Creating Net Folders,” on page 96.

To manually synchronize the Net Folder:

1

Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443
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Replace Fi | r _host name with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon ',

3 Under Management, click Net Folders.
The Manage Net Folders page is displayed.

4 Select the Net Folder that you want to manually synchronize, then click Sync.

In a clustered environment, it is a good idea to dedicate a single Filr appliance to handle the load
of any manual Net Folder synchronizations. (For information about how to dedicate a Filr
appliance, see “Setting Aside a Filr Appliance for Re-Indexing and Net Folder Synchronization in
a Clustered Environment” in the Novell Filr 1.2 Installation and Configuration Guide.)

Viewing the Synchronization Status of a Net Folder

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper right-corner of the page, then click the Administration Console
icon *',

3 Under Management, click Net Folders.
The Manage Net Folders page is displayed.

4 In the Sync status column, the synchronization status is displayed. You can click the icon for
more detailed status information.

Deleting a Net Folder

To delete a Net Folder, and thereby delete access to files from the Net Folder from within Filr;

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host nane: 8443
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Replace Fi | r _host name with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon ',

3 Under Management, click Net Folders.
The Manage Net Folders page is displayed.

4 Select the Net Folder that you want to delete, then click Delete.

Setting Up Sharing for Net Folders

To allow users to share files that are located in a Net Folder, you as the Filr administrator must give
users the proper share rights when setting up the net folder or when modifying the Net Folder’s
configuration. Ensure that:

+ Users who you want to be allowed to view files (and by extension, receive shared items) for files
in the Net Folder have been given the Allow Access to the Net Folder right. For information
about how to give users this right, see Chapter 6, “Setting Up Sharing,” on page 59.

+ Users who you want to be allowed to share files that are located in the Net Folder have been
given one of the appropriate Share rights (located on the Rights tab when creating or modifying
a Net Folder), as described in Section 8.4, “Creating and Managing Net Folders,” on page 95
and Section 8.8, “Modifying Net Folder Connections,” on page 108.

When you create a Net Folder, you specify which users you want to be allowed to access files on
the Net Folder. Users who already have file system rights to files have the same rights to these
files in Filr. Users who do not have file system rights to files are not able to see the files and
folders unless items have been shared with them. It is up to you as the Filr administrator whether
users with native rights are allowed to share these files with others.

IMPORTANT: If a user moves or renames a file directly from the file server (instead of using a Filr
client to do the move or rename), any shares that are associated with that file in Filr are removed.
This means that users who gained access to a file via a share in Filr no longer have access to the file
if the file was renamed or moved from the file server. Additionally, the file is not displayed in users’
Shared by Me and Shared with Me views.

If this situation occurs, files must be re-shared in Filr.

Enabling Just-in-Time Synchronization

You can enable Just-in-Time synchronization for a given Net Folder in addition to or in place of full
synchronization. Before you decide on a synchronization method for a Net Folder, see Section 8.1.5,
“Planning the Synchronization Method,” on page 83.

Just-in-Time synchronization is one method that you can use to synchronize files from Net Folders to
be accessed in Filr. When you enable Just-in-Time synchronization, files are synchronized the
moment users access them via the Filr Web application or via the Filr mobile app. This means that
data users access through Filr is more accurate and that processes to make the data available are
less resource-intensive. However, this also means that files cannot be indexed (and therefore are not

Novell Filr 1.2 Administration Guide



8.6.1

returned in searches and are not available to be synchronized via the Filr desktop application) until
after users access them for the first time from the Filr Web application or from the mobile app. (For
more information, see “Searchability of Data” on page 85.)

Just-in-Time synchronization provides two key benefits:

+ Allows you to make files available to your users without needing to wait for all files within a given
Net Folder to synchronize. Only those files that users want access to are synchronized. A file is
synchronized to Filr at the time the user accesses the file within Filr.

+ Users do not have to wait for files to synchronize based on the Net Folder synchronization
schedule (which by default is every 15 minutes). If one user edits a file and saves it, another user
who views the file only a few seconds later will see the recent change.

You must enable Just-in-Time synchronization for the Filr system before you can enable Just-in-Time
synchronization for individual Net Folders.

¢ Section 8.6.1, “Enabling Just-in-Time Synchronization for the Filr System,” on page 103

+ Section 8.6.2, “Enabling Just-in-Time Synchronization for a Net Folder Server,” on page 104

+ Section 8.6.3, “Enabling Just-in-Time Synchronization for a Specific Net Folder,” on page 105

¢ Section 8.6.4, “Enabling Just-in-Time Synchronization for a Specific User’'s Home Directory,” on
page 106

Enabling Just-in-Time Synchronization for the Filr System

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostnanme: 8080
https://Filr_hostname: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon ',

3 Under Management, click Net Folder Settings.
The Net Folder Global Settings page is displayed.
The following options for configuring Just-in-Time synchronization are available:

Enable Just-in-Time synchronization of Net Folders: Select this option to allow Just-in-Time
synchronization to be enabled for Net Folders in your Filr system. You can enable or disable
Just-in-Time synchronization on specific Net Folder Servers or Net Folders.

+ Maximum wait time for results (in seconds): When a user clicks on a folder, the Just-in-
Time operation retrieves the information for x seconds (x being the number that you
specify). If the operation has not completed its work within x seconds, it returns to the user
the work it has done up to that point, and the work continues in the background. The default
is 5 seconds.
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4 Click OK.

5 Enable Just-in-Time synchronization for each Net Folder where you want this type of
synchronization to occur, as described in Section 8.6.3, “Enabling Just-in-Time Synchronization
for a Specific Net Folder,” on page 105.

8.6.2 Enabling Just-in-Time Synchronization for a Net Folder
Server

Just-in-Time synchronization settings that are set for specific Net Folder Servers are not active until
Just-in-Time synchronization has been enabled at the system level, as described in Section 8.6.1,
“Enabling Just-in-Time Synchronization for the Filr System,” on page 103.

By default, Just-in-Time synchronization settings are applied to all Net Folders associated with the
Net Folder Server.

To enable Just-in-Time synchronization for a specific Net Folder Server:

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon 't

3 Under Management, click Net Folder Servers.
The Manage Net Folder Servers page is displayed.

4 Click the name of the Net Folder Server where you want to enable Just-in-Time synchronization.

5 On the Synchronization Options tab, select Enable Just-in-Time synchronization, then specify
the following options:

Maximum age for Just-in-Time results (in seconds): When a user clicks a folder or file, if it
has been more than x seconds (x being the number that you specify) since the Just-in-Time
operation retrieved information about this folder or file, it retrieves the information again. The
default is 60 seconds.

Maximum age for ACL Just-in-Time results (in seconds): When a user clicks a folder or file,
if it has been more than x seconds (x being the number that you specify) since the Just-in-Time
operation retrieved access control information about this folder or file, it retrieves the information
again. The default is 3600 seconds (1 hour).

6 Click OK to save your changes.
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8.6.3

Enabling Just-in-Time Synchronization for a Specific Net
Folder

Just-in-Time synchronization settings that are set for specific Net Folders are not active until Just-in-
Time synchronization has been enabled at the system level, as described in Section 8.6.1, “Enabling
Just-in-Time Synchronization for the Filr System,” on page 103.

To enable Just-in-Time synchronization for a specific Net Folder:

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon 't

3 Under Management, click Net Folders.
The Manage Net Folders page is displayed.

4 Click the name of the Net Folder where you want to enable Just-in-Time synchronization.

5 On the Configuration tab, select Use the Just-in-Time settings defined below, then specify the
following options:

Enable Just-in-Time synchronization: When you enable Just-in-Time synchronization, files
are synchronized the moment users access them. Just-in-Time synchronization is one method
that you can use to synchronize files from Net Folders to be accessed in Filr.

When enabling Just-in-Time synchronization, you can configure the following options:

+ Maximum age for Just-in-Time results (in seconds): When a user clicks a folder or file,
if it has been more than x seconds (x being the number that you specify) since the Just-in-
Time operation retrieved information about this folder or file, it retrieves the information
again. The default is 60 seconds.

¢+ Maximum age for ACL Just-in-Time results (in seconds): When a user clicks a folder or
file, if it has been more than x seconds (x being the number that you specify) since the Just-
in-Time operation retrieved access control information about this folder or file, it retrieves
the information again. The default is 3600 seconds (1 hour).

6 Click OK to save your changes.
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8.6.4

Enabling Just-in-Time Synchronization for a Specific User’s
Home Directory

Just-in-Time synchronization settings that are set for specific user's Home directory are not active
until Just-in-Time synchronization has been enabled at the system level, as described in
Section 8.6.1, “Enabling Just-in-Time Synchronization for the Filr System,” on page 103.

To enable Just-in-Time synchronization for a specific user's Home directory:

1 Log in to the Filr site as the Filr administrator.

la Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

Click the admin link in the upper-right corner of the page, then click the Administration Console

icon * .

3 Under Management, click Users.

Click the drop-down arrow next to the user whose properties you want to view, then click User
Properties.

The User Properties page is displayed.

Click Edit Home Folder. (This option is displayed only if a Home folder has been configured for
the user, as described in Section 8.2.1, “Configuring Home Folders,” on page 88.)

On the Configuration tab, select Enable Just-in-Time synchronization, then specify the
following options:

Maximum age for Just-in-Time results (in seconds): When a user clicks a folder or file, if it
has been more than x seconds (x being the number that you specify) since the Just-in-Time
operation retrieved information about this folder or file, it retrieves the information again. The
default is 30 seconds.

Maximum age for ACL Just-in-Time results (in seconds): When a user clicks a folder or file,
if it has been more than x seconds (x being the number that you specify) since the Just-in-Time
operation retrieved access control information about this folder or file, it retrieves the information
again. The default is 60 seconds.

Click OK to save your changes.
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8.7 Setting Global Net Folder Configuration Options

To modify global configuration options that affect all Net Folders in your Filr system:

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon 't

3 Under Management, click Net Folder Settings.
The Net Folder Global Settings page is displayed.
The following options are available:

Enable Just-in-Time synchronization of Net Folders: Select this option to allow Just-in-Time
synchronization to be enabled for Net Folders in your Filr system. You can enable or disable
Just-in-Time synchronization on specific Net Folder Servers or Net Folders.

+ Maximum wait time for results (in seconds): When a user clicks on a folder, the Just-in-
Time operation retrieves the information for x seconds (x being the number that you
specify). If the operation has not completed its work within x seconds, it returns to the user
the work it has done up to that point, and the work continues in the background. The default
is 5 seconds.

For more detailed information about configuring Just-in-Time synchronization at a global level,
see Section 8.6.1, “Enabling Just-in-Time Synchronization for the Filr System,” on page 103. For
more generic information about Just-in-Time synchronization, as well as how to enable it for
specific Net Folders, see Section 8.6, “Enabling Just-in-Time Synchronization,” on page 102.

Use directory rights in addition to file system rights: When this option is selected, Filr
consults eDirectory for user and group rights information when accessing files and folders on the
file system via a Net Folder. Users and groups who have inherited Supervisor rights on the NCP
server object (and therefore have implicit rights on the volume) in eDirectory are considered as
trustees.

This option is enabled by default. You might want to disable this option if no users are inheriting
Supervisor rights from eDirectory. If users are inheriting Supervisor rights from eDirectory,
disabling this option might affect users’ ability to access certain files.

Changes made to this option take effect at the system level the next time the Filr server is
restarted, or they take effect on a Net Folder Server the next time the Net Folder Server is
reconfigured.

Refresh cached rights information every xx Minutes: Specify the frequency that the Filr
server checks the rights information from the OES file system and from eDirectory. (The option
Use directory rights in addition to file system rights must be selected in order for Filr to check
the rights information from eDirectory.)

The default for refreshing cached rights information is every 5 minutes.
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8.8

Rights information is available in Filr only after one of the following occurs since the last
successful cache refresh:

+ Someone triggers Just-in-Time synchronization on the folder.
+ AFull (manual) synchronization is triggered on the folder.

For information about how to perform a manual synchronization, see “Synchronizing a Net
Folder” on page 100 and “Synchronizing a Net Folder Server” on page 94.

+ A scheduled synchronization is triggered on the folder.

IMPORTANT: The Refresh cached rights information every xx Minutes option affects only OES
file systems; NetWare, Windows, and SharePoint file systems are not affected.

With NetWare file systems, rights information is refreshed every 60 minutes.

With Windows and SharePoint file systems, rights information is refreshed by Full (manual)
synchronizations, scheduled synchronizations, and JITS operations if enabled.

In light of this, managing Net Folder synchronization options is critical to Filr being able to reflect
users' current rights. It is also inevitable that Net Folder users might not see rights changes
immediately reflected by Filr.

4 Click OK.

Modifying Net Folder Connections

You can modify the connection settings for a Net Folder after the Net Folder has been created. You
can modify configuration settings, rights that users have in the Net Folder, the synchronization
schedule, and whether the Net Folder can be accessed via the Filr desktop application and the Filr
mobile app.

1 Log in to the Filr site as the Filr administrator.

la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostnanme: 8080
https://Filr_host nane: 8443

Replace Fi | r _host name with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

Click the admin link in the upper-right corner of the page, then click the Administration Console
icon '+,

Under Management, click Net Folders.

The Manage Net Folders page is displayed.

Click the name of the Net Folder that you want to modify.

For information about each option that you can modify for Net Folders, see Section 8.4,
“Creating and Managing Net Folders,” on page 95.

Click OK to save your changes.
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9 Creating Groups of Users

9.1

This section describes how to create groups within Filr. You can also synchronize groups of users
from your LDAP directory to your Novell Filr site, as described in Section 18.1, “Synchronizing Users
and Groups from an LDAP Directory,” on page 185.

You might want to create groups for any of the following reasons:
+ To facilitate sharing on your Filr site. For background information on sharing, see Chapter 6,
“Setting Up Sharing,” on page 59.

+ To facilitate managing data quotas, as described in Section 22.2, “Managing User Data Quotas,”
on page 220.

You can create either static or dynamic groups.

+ Section 9.1, “Creating Static Groups,” on page 109
+ Section 9.2, “Creating Dynamic Groups,” on page 111

Creating Static Groups

Static groups are groups whose membership does not change based on LDAP queries.

This section describes how to create static groups directly from Filr. Alternatively, you can
synchronize static groups to Filr from your LDAP directory as described in Section 18.1,
“Synchronizing Users and Groups from an LDAP Directory,” on page 185.

To create static groups in Filr:

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostnanme: 8080
https://Filr_host nane: 8443

Replace Fi | r _host name with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.

3 Under Management, click Groups, then click Add.
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Add Group ﬂ

Mame

Titla

Dascription

* Group membarship is stalic

Edit group membership

Group mambarship is dynamic

| Cancel J

4 Fill in the following fields:

Name: Specify the unique name under which the group is stored in the Filr database. You can
use only alphanumeric characters (a-z, A-Z, 0-9), hyphens (-), and underscores ().

This is the name that appears to users in Filr.

You can modify the name completion settings (the group name that is displayed when users are
specifying the group, such as in the Share dialog) to use the Title instead of the Name.

For more information about modifying the name completion settings, see Section 19.5,
“Managing How Group Names Are Displayed during Name Completion,” on page 211.

Title: Enter a descriptive group title. This string can include any characters that you can type.

You can modify the name completion settings (the group name that is displayed when users are
specifying the group, such as in the Share dialog) to use the Title instead of the Name.

For more information about modifying the name completion settings, see Section 19.5,
“Managing How Group Names Are Displayed during Name Completion,” on page 211.

Description: Describe what the members of this group have in common.
Select Group membership is static.
This means that group membership does not change based on LDAP queries.

6 Click Edit group membership.
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Select Allow external users and groups if you want to allow external users and groups to be
members of the group that you are creating.

Click the Users or Groups tab, depending on whether you want to add users or groups to the
group that you are creating.

In the User or Group field, specify the name of the user or group that you want to add to the
group that you are creating, then click the name of the user or group when it appears in the drop-
down list.

Repeat Step 8 and Step 9 to add multiple users and groups to the group that you are creating,
then click OK when you have finished adding users and groups.

Click OK to create the group.

After you have created one or more small groups, you can use the Groups field to create larger
groups from smaller groups.

9.2 Creating Dynamic Groups

Groups based on LDAP queries are dynamic because they can be configured to have their
membership updated when the information in the LDAP directory changes.

Creating groups based on LDAP queries is a quick way to create Filr groups that consist of users who
match specific criteria. You can create dynamic groups as described in the following sections:

*

*

Section 9.2.1, “Creating Dynamic Groups within LDAP,” on page 112
Section 9.2.2, “Creating Dynamic Groups within Filr,” on page 112
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9.2.1

9.2.2

Creating Dynamic Groups within LDAP

Depending on the LDAP directory that you are using, you might be able to create dynamic groups
within your LDAP directory. For example, you can create dynamic group objects in eDirectory with
NetlQ iManager (for more information, see the iManager Documentation (https://www.netig.com/
documentation/imanager27/)).

Dynamic groups created within LDAP are stored in your LDAP directory and can then be
synchronized to Filr, as described in Section 18.1, “Synchronizing Users and Groups from an LDAP
Directory,” on page 185.

Creating Dynamic Groups within Filr

You can create dynamic groups in Filr by querying the LDAP directory.

+ “Prerequisites” on page 112

+ “Advantages” on page 112

+ “Considerations with Multiple LDAP Sources” on page 113
+ “Creating the Group” on page 113

Prerequisites

+ Users must already have existing Filr user accounts in order for them to be added to a Filr group
as described in this section. If your LDAP query includes users who are not already Filr users,
the users are not added to the Filr group

+ When you configure your LDAP connection, you must specify the name of the LDAP attribute
that uniquely identifies the user (the value of this attribute never changes). For eDirectory, this
value is GUI D. For Active Directory, this value is obj ect GUI D. For more information about this
attribute, see “GUID attribute:” on page 188.

The Filr process that creates a dynamic group uses the LDAP configuration settings in Filr to
authenticate to the LDAP directory server. The credentials that are used are the LDAP server
URL, user DN, and password. For more information on how to configure these and other LDAP
configuration settings in Filr, see Section 18.1, “Synchronizing Users and Groups from an LDAP
Directory,” on page 185.

Advantages

Advantages to creating dynamic groups within Filr rather than within your LDAP directory include the
following:

+ Allows the Filr administrator to control group membership without having direct access to the
group object in the LDAP user store.
+ Your LDAP directory might not support dynamic groups.

+ You do not want dynamic groups to sync to applications other than Filr that are leveraging your
LDAP directory.

112 Novell Filr 1.2 Administration Guide


https://www.netiq.com/documentation/imanager27/

Considerations with Multiple LDAP Sources

Consider the following if your Filr site is configured with multiple LDAP sources:

+ You should not create dynamic groups in Filr if the base DN that you define for the dynamic
group does not exist in each LDAP source. This is because the membership of the dynamic
group might not be updated correctly.

+ If your Filr site is configured with multiple LDAP sources and the base DN that you define for the
dynamic group exists in each LDAP source, the membership of the dynamic group contains
users from each LDAP source that match the dynamic group’s filter.

Creating the Group

To create the dynamic group within Filr:

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon "+,

3 Under Management, click Groups, then click Add.
Add Groug 7]

Mame

Titla

Descrigtion

* Group membership is static
it group membershil

m

Group mambarship is dynamic

4 Fill in the following fields:
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Name: Specify the unique name under which the group is stored in the Filr database. You can
use only alphanumeric characters (a-z, A-Z, 0-9), hyphens (-), and underscores ().

This is the name that appears to users in Filr.

You can modify the name completion settings (the group name that is displayed when users are
specifying the group, such as in the Share dialog) to use the Title instead of the Name.

For more information about modifying the name completion settings, see Section 19.5,
“Managing How Group Names Are Displayed during Name Completion,” on page 211.

Title: Enter a descriptive group title. This string can include any characters that you can type.

You can modify the name completion settings (the group name that is displayed when users are
specifying the group, such as in the Share dialog) to use the Title instead of the Name.

For more information about modifying the name completion settings, see Section 19.5,
“Managing How Group Names Are Displayed during Name Completion,” on page 211.

Description: Describe what the members of this group have in common.
Select Group membership is dynamic.

This means that group membership is based on an LDAP query that you will define in this
procedure.

6 Click Edit group membership.

Basa DN

LOAR Fiter

Saearch sublres

Update group membership during scheduled Idap synchronization

Testidap query

7 Specify the following options:

Base DN: Specify the base DN where you want to start your search.

If you have multiple LDAP sources, see “Considerations with Multiple LDAP Sources” on
page 113 before proceeding.

TIP: You can use the Browse icon ' = next to the Base DN field to browse the LDAP directory
for the base DN that you want to use.

LDAP Filter: Specify the filter criteria.

Novell Filr 1.2 Administration Guide



For example, to search for all users located in Utah, specify (st =Ut ah) .

Search subtree: Select this option if you want to also search for matches in subtrees of the
base dn you are currently searching.

Update group membership during scheduled Idap synchronization: Select this option to
update the membership of this group during each scheduled LDAP synchronization. Group
membership is updated based on changes that might have occurred in the LDAP directory.

For information on how to set the LDAP synchronization schedule, see “Configuring the
Synchronization Schedule” on page 196.

8 (Optional) Click Test Idap query to test the results of your LDAP query.
This process can take several minutes, depending on the size of your LDAP directory.
9 Click OK > OK to create the group.
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10.1

10.1.1

Configuring User Access to the Filr Site

+ Section 10.1, “Allowing External Users Access to Your Filr Site,” on page 117

¢ Section 10.2, “Allowing Web Crawler Access to Your Filr Site,” on page 120

+ Section 10.3, “Disabling User Access to the Filr Site on the Web,” on page 121

+ Section 10.4, “Disabling Downloads from the Filr Site on the Web,” on page 123

+ Section 10.5, “Configuring Single Sign-On with NetlQ Access Manager,” on page 126
+ Section 10.6, “Configuring Single Sign-On with KeyShield,” on page 126

Allowing External Users Access to Your Filr Site

IMPORTANT: Prior to Filr 1.1, users could log in to the Filr site with their Google or Yahoo account.
This functionality is no longer available to new Filr users in Filr 1.1.

Users whose Filr accounts were created by logging in to Filr with their Google or Yahoo accounts
prior to Filr 1.1 are able to continue accessing Filr via their Google or Yahoo accounts in Filr 1.1 if the
settings are enabled as described in the following sections. However, because the OpenID
authentication service that this functionality is based on is being deprecated by Google, Filr will be
moving to other more relevant authentication mechanisms in the future. Filr versions later than 1.1
will not support any OpenID authentication for new or existing users.

Users external to your organization can access the Filr site either as the Guest user or as a registered
user (after performing an auto-registration process). By default, these features are not enabled.

Users can auto-register or log in with their Google or Yahoo account only if sharing with external
users has been enabled, if you have configured Filr to allow users to log in with OpenlID, and if an
item has been shared with them. Guest users can access the site at any time if Guest access has
been enabled as described in this section.

¢ Section 10.1.1, “Allowing Guest Access to Your Filr Site,” on page 117

+ Section 10.1.2, “Allowing Users to Access the Filr Site with Google and Yahoo Accounts
(OpenlID),” on page 119

Allowing Guest Access to Your Filr Site

When guest access is enabled on the Filr site (as described in this section), and users enter the Filr
site as the Guest user, the person is considered to be a Guest user on the site. This is indicated by
the user name displayed in the upper-right corner of the page:
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Q, search

* “Guest Access Limitations” on page 118

¢ “Understanding the Guest User” on page 118

+ “Setting Up Guest Access for the Filr Site” on page 118
+ “Monitoring Guest User Access” on page 119

Guest Access Limitations

Guest access to the Filr site is not possible in the following situations:
+ If you are using NetlQ Access Manager to provide single sign-on functionality.
For more information about NetlQ Access Manager, see Section 1.8, “Changing Reverse Proxy

Configuration Settings,” on page 26.

+ If users are using the Filr mobile app. For guest users to access the Filr site, they must access
the full user interface from a browser.

For more information about using the Filr mobile app, see the Novell Filr 1.2 Mobile App Quick
Start.

Understanding the Guest User

As the administrator, you can choose whether you want people who do not have Filr user names to
be able to access information on the Filr site as the Guest user.

For example, a government organization such as a city might give Filr user accounts only to key city
knowledge workers. However, it is critical that other city workers and regular citizens also access the
site to see a listing of upcoming events, read city news, report complaints, and so forth. As a Filr
administrator, you can allow guests to access Filr as the Guest User.

When people visit your Filr site as the Guest user, they are presented with the following user
experience:

+ Any user who knows the Filr site URL can access the Filr site as the Guest User and is
immediately taken to the Shared with Me tab where they see all files and folders that are shared
with the public.

+ |If a Guest user uses the Search feature, the only information returned is information that the
Guest user has been granted access to see.

Setting Up Guest Access for the Filr Site

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host nane: 8443
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10.1.2

Replace Fi | r _host name with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.

3 Under System, click Web Application.
Configure Web Application

Allow Guest access
Guest access is read only

#| Allow external user access through CpenlD
Disable file downloads

Disable web access

4 Select Allow Guest Access.

Guest access means that when users without a user account access the root page of your Filr
site and the login dialog box is displayed, they can click Enter as guest on the login dialog box to
enter the Filr site as the Guest user. Only items that have been shared with the public are
available to the Guest user.

If an item is shared with the public, recipients of that shared item are given the URL to the shared
item, and no login is required.

5 (Optional) Select Guest access is read only if you do not want the Guest user to be allowed to
add files or make comments on files.

6 Click OK.

7 Ensure that users are allowed to share with the public, as described in Section 6.3, “Enabling
Users to Share,” on page 60.

If no items have been shared with the public, the guest user does not have access to any files.

Monitoring Guest User Access

As the Filr site administrator, you can create a report of all locations on the Filr site that the Guest
user can access. For instructions, see Section 28.2.7, “User Access Report,” on page 263.

Allowing Users to Access the Filr Site with Google and
Yahoo Accounts (OpenlID)

IMPORTANT: Because OpenlID authentication will not be supported in versions of Filr later than Filr
1.1, enabling OpenID as described in this section allows only existing OpenlID users (users who
authenticated to Filr via OpenlID prior to Filr 1.1) to access the Filr 1.1 system.
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This option allows users external to the organization who have received a shared item in Filr to log in
to the Filr site using their Google or Yahoo accounts. If you do not enable this option, external users
who receive a shared item must create a Filr account.

Users attempting to access the Filr site by using OpenID must have direct HTTPS access to the
OpenlID provider.

For more information about the user experience for external users accessing the Filr site, see
“Logging in As an External User to See a Shared Item” in the Novell Filr 1.2 Web Application User
Guide.

To allow external users to access the Filr site by using their Google and Yahoo accounts:

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.

3 Under System, click Web Application.

VAT

Configure Web Application

Allow Guest access
Guest access is read only

¥ Allow external user access through QpenlD
Disable file downloads

Disable web access

4 Ensure that Allow external user access through OpenlID is selected.
5 Click OK.

6 Ensure that sharing with external users has been enabled, as described in Section 6.3,
“Enabling Users to Share,” on page 60.

10.2 Allowing Web Crawler Access to Your Filr Site

If you allow Guest access to your Novell Filr site, as described in Section 10.1, “Allowing External
Users Access to Your Filr Site,” on page 117, you can provide Internet search engines (such as
Google) with the Filr permalinks for folders that you want to make publicly available on the Internet. A
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10.3

10.3.1

Filr permalink is the complete URL that someone outside of your Filr site and outside of your
organization, such as a web crawler (http://en.wikipedia.org/wiki/WWeb_crawler), could use to access a
specific location on your Filr site.

1 To determine the permalink of a folder, click Permalinks at the bottom of a folder page.

Disabling User Access to the Filr Site on the Web

If you want users to have access to the Filr system only through the Filr desktop application or
through the Filr mobile app, you can disable users’ ability to access the Filr site via a web browser.

You can restrict access to the Filr site on the web for all users, or for specific users and groups.
Alternatively, you can disable access to the site for all users and then enable access for specific users
and groups.

¢ Section 10.3.1, “Disabling Access for All Users,” on page 121

+ Section 10.3.2, “Disabling or Enabling Access for Individual Users,” on page 122

+ Section 10.3.3, “Disabling or Enabling Access for Individual Groups,” on page 123

Disabling Access for All Users

Disabling access as described in this section disables access to Filr on the web for all users in the Filr
system, except for the Filr administrator.
1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostnanme: 8080
https://Filr_hostname: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.

3 Under System, click Web Application.
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Configure Web Application

Allow Guest access
Guest access is read only

¥ Allow external user access through OpenlD
Disable file downloads

Disable web access

4 Select Disable web access.
5 Click OK.

10.3.2 Disabling or Enabling Access for Individual Users

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon "+,

3 Under Management, click Users.
The Manage Users page is displayed.

4 (Conditional) If you have not disabled access for all users (as described in Section 10.3.1,
“Disabling Access for All Users,” on page 121), you can disable access for an individual user by
clicking the drop-down arrow next to the user’s name and then clicking Disable Web Access for
this User.

or

To disable access for multiple users, select the users whose access you want to disable, then
click More > Disable Web Access.
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10.3.3

10.4

5 (Conditional) If you have disabled access for all users, you can enable access for an individual
user by clicking the drop-down arrow next to the user’'s name and then clicking Enable Web
Access for this User.

or

To enable access for multiple users, select the users whose access you want to enable, then
click More > Enable Web Access.

Disabling or Enabling Access for Individual Groups

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host name: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon "+,

3 Under Management, click Groups.
The Manage Groups page is displayed.

4 (Conditional) If you have not disabled access for all users (as described in Section 10.3.1,
“Disabling Access for All Users,” on page 121), you can disable access for users who belong to
an individual group by clicking the drop-down arrow next to the group name and then clicking
Disable Web Access for Users in this Group.

or

To disable access for multiple users, select the users whose access you want to disable, then
click More > Disable Web Access.

5 (Conditional) If you have disabled access for all users, you can enable access for users who
belong to an individual group by clicking the drop-down arrow next to the group name and then
clicking Enable Web Access for Users in this Group.

or

To enable access for multiple users, select the users whose access you want to enable, then
click More > Enable Web Access.

Disabling Downloads from the Filr Site on the Web

You can disable the ability for users to download files from the Filr site on the web. If you do not
disable downloads as described in this section, users can download files to their personal
workstations, as described in “Downloading Files” in the Novell Filr 1.2 Web Application User Guide.
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IMPORTANT: If you do disable file downloads as described in this section, users can view files only
as HTML in a web browser. However, some file types (such as PDF files) cannot be viewed as HTML,
and therefore cannot be viewed in Filr if the ability to download files is disabled.

You can disable the ability for users to download files from the Filr site on the web for all users, or for
specific users and groups. Alternatively, you can disable downloads for all users and then enable
downloads for specific users and groups.

¢ Section 10.4.1, “Disabling Downloads for All Users,” on page 124
+ Section 10.4.2, “Disabling or Enabling Downloads for Individual Users,” on page 125

+ Section 10.4.3, “Disabling or Enabling Downloads for Individual Groups,” on page 125

10.4.1 Disabling Downloads for All Users

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.

1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host nanme with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.

3 Under System, click Web Application.
Configure Web Application

Allow Guest access
Guest access is read only

¥ Allow external user access through OpenlD
Disable file downloads

Disable web access

4 Select Disable file downloads.
5 Click OK.
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10.4.2 Disabling or Enabling Downloads for Individual Users

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostnane: 8080
https://Filr_host nane: 8443

Replace Fi | r _host name with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.

3 Under Management, click Users.
The Manage Users page is displayed.

4 (Conditional) If you have not disabled downloads for all users (as described in Section 10.4.1,
“Disabling Downloads for All Users,” on page 124), you can disable downloads for an individual
user by clicking the drop-down arrow next to the user’s name and then clicking Disable File
Downloads for this User.

or

To disable access for multiple users, select the users whose access you want to disable, then
click More > Disable File Downloads.

5 (Conditional) If you have disabled downloads for all users, you can enable downloads for an
individual user by clicking the drop-down arrow next to the user’s name and then clicking Enable
File Downloads for this User.

or

To enable downloads for multiple users, select the users who you want to allow to download
files, then click More > Enable File Downloads.

10.4.3 Disabling or Enabling Downloads for Individual Groups

1 Log in to the Filr site as the Filr administrator.
la Launch a web browser.
1b Specify one of the following URLS, depending on whether you are using a secure SSL
connection:

http://Filr_hostname: 8080
https://Filr_host name: 8443

Replace Fi | r _host nane with the hostname or fully qualified domain name of the Filr server
that you have set up in DNS.

Depending on how you have configured your Filr system, you might not be required to enter
the port number in the URL. If you are using NetlQ Access Manager, the Filr login screen is
not used.
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10.5

10.6

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon '+,

3 Under Management, click Groups.
The Manage Groups page is displayed.

4 (Conditional) If you have not disabled access for all users (as described in Section 10.4.1,
“Disabling Downloads for All Users,” on page 124), you can disable access for users who belong
to an individual group by clicking the drop-down arrow next to the group name and then clicking
Disable Web Access for Users in this Group.

or

To disable access for multiple users, select the users whose access you want to disable, then
click More > Disable File Downloads.

5 (Conditional) If you have disabled downloads for all users, you can enable downloads for users
who belong to an individual group by clicking the drop-down arrow next to the group name and
then clicking Enable File Downloads for Users in this Group.

or

To enable access for multiple users, select the users whose access you want to enable, then
click More > Enable File Downloads.

Configuring Single Sign-On with NetlQ Access
Manager

For information about how to configure NetlQ Access Manager to provide single sign-on functionality
in Filr, see Section 1.8, “Changing Reverse Proxy Configuration Settings,” on page 26.

Configuring Single Sign-On with KeyShield
For Filr to work with an existing KeyShield installation, you must have the following already in place.
+ AKeyShield SSO server that is registered with DNS and provides single sign-on services to your
network users.

+ An API Key that is displayed in a defined API Authorization configuration.

+ One or more Authentication Connectors (defined on the KeyShield server) that are allowed to be
used with the API Key.

+ Administrative Access to the KeyShield server for obtaining the following:
+ The API Authorization Key associated with the KeyShield Connectors you are leveraging for
Filr
+ The SSL certificate, downloadable as a . CERfile for importing into the Filr keystore.

To configure Filr to work with an existing KeyShield installation, complete the instructions in the
following sections:

¢ Section 10.6.1, “(Conditional) Allowing the Filr Appliance to Access the KeyShield APIs,” on
page 127

+ Section 10.6.2, “(Conditional) Allowing the Authorization Connectors to Access the APl Key,” on
page 128

+ Section 10.6.3, “Configuring Filr for KeyShield SSO Support,” on page 128
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10.6.1

¢ Section 10.6.4, “Downloading and Installing the KeyShield SSO SSL Certificate,” on page 131
+ Section 10.6.5, “Testing the KeyShield SSO Configuration,” on page 133

(Conditional) Allowing the Filr Appliance to Access the

KeyShield APIs

The following procedure assumes that you have restricted access to the KeyShield APIs to only
specific machines by listing their IP address. (If no IP addresses are listed, then access to the APIs is

unrestricted.)

1 Acting as a KeyShield administrative user, access the KeyShield SSO browser-based console.
Then click Configuration > the General tab.

%7 KeyShield $SO

o
2

Who is
Users
Statistics
Logs
Message

Downloads

Configuration

LDAP Viewer

Embedded LDAP

@ & S|G|0 O M E &

About

Configuration

summary General AL

General/Web interface
£ edit

3

]

]

Web address:

Web port:

HTTP mode:

HTTPS port:

HTTPS keystore:

HTTPS keystore password:

Usemame:

2 In the API Authorizations section of the General page, toggle open the API Authorization
configuration to which you are adding the IP address, then click edit.

APl Authorizations
@ add API Authorization

[F] webacc

0 remove

b API Key:
b Allowed IP:

» Connectors:

3 Click the bar below the already-allowed IP addresses.
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=[]

Allowed IP | 192.168.30.130 #

4 Type the Filr IP address, then click OK.

New IP address

IP address allowed to access KeyShield S50 API

192.168.30.150

10.6.2 (Conditional) Allowing the Authorization Connectors to
Access the API Key

Continuing in the General tab (accessed in the previous section), if access to the KeyShield SSO
APIs is restricted to users on specific connectors, ensure that the connectors that your Filr users will

be connecting through are listed by doing the following:

1 If the connectors your users will use are not listed, click the bar below the already-allowed
connectors.

=]

Connectors = All-eDir

I * |

2 Select the connectors for your users, then click OK.

Select Connector(s)
)
B Connector ID
All-AD
OES-eDir
Win-file-AD
coce

10.6.3 Configuring Filr for KeyShield SSO Support

1 Open a new tab or a new browser session to access Filr on port 8443:
https://filr-ip-address-or-dns-nane: 8443
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For example htt ps: 192. 168. 30. 150: 8443

Having a new session will let you easily switch between the KeyShield administration console
and the Filr Administration console.

2 In the new browser session, log in to Filr as an administrator.
3 Click the admin link in the upper-right corner of the page, then click the Administration Console

icon
4 In the left frame, click KeyShield SSO.

Database Logs
Search Index

License

System

Share Settings
Web Application
Desktop Application
Mobile Applications

m

Password Policy

Email

KeyShield S50

LDAP

Name Completion Settings
Reports
Site Branding

5 In the KeyShield SSO Configuration dialog, click Enable KeyShield SSO.

KeyShield SSO Configuration

[Elenable keyshield ssO

6 Inthe KeyShield Server URL field, type the access URL for the KeyShield server:
https://ks-server-dns-nane_or _i p- address: ks-server-https-port/

For example,

KeyShield SSO Configuration

Enable KeyShield SS0

KeyShield Server

URL- |hitps://keyshield-srv.oes-lab.local:8436/ |

7 Switch to the KeyShield browser-based console, toggle open the API Key, then select and copy
the key to your clipboard.
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* webacc

£ edit @ remove
[zl API Key: oV8dGf1C SDrmxyjQkwHqlusSArFINuwg

apiKey BVBdGﬁCSmeijqulusﬁArFlNuwﬂ I

Access Key for KeyShield SSO APIs (SSO json/xml/certificate, SAML, etc.). This Key mu

8 Switch to the Filr Administration panel and paste the API Key into the API Authorization field.

KeyShield SSO Configuration

Enable KeyShield 580

KeyShield Server

URL. https:/fkeyshield-srv.oes-lab.local: 3486/

‘?E&[_a“‘h“zm” | GricsDmuxyjakwHglus5AFINuwS |

9 The HTTP Connection Timeout controls how long the Filr Appliance will wait for a response from
the KeyShield server before prompting users for their login credentials.

Novell doesn’t recommend changing this value unless the connection between the Filr Appliance
and the KeyShield SSO server doesn't facilitate a quick response. For example the appliance
and server are connected over a WAN.

KeyShield SSO Configuration

Enable KeyShield SS0

EER{_Shleld Server https://keyshield-srv.oes-lab.local:3486/

':;'r_‘*“‘hc'”zam” GF1CSDrmxyjQkwHglusSAFINuwS
HTTP connection

. i 250 milliseconds
timeout:

10 In the Connector Names field, type the names of each KeyShield SSO connector that Filr users
will connect through, then test the connection.
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KeyShield S50 Configuration

Enable KeyShield SS0

KeyShield Server

URL. hitps://keyshield-srv.oes-lab.local:8486/

API authorization

s GACSDrmxyjQkwHglusSArFINuw

HTTP connection

. i 250 milliseconds
timeout:

Enter the names of every authentication connector separated by a comma.

Connector names: IOES—eDir,Win—ﬁIe—ADI

Test connection

Because the Filr appliance doesn’t yet have the KeyShield SSO SSL certificate in its keystore,
the test fails.

11 Continue with the next section, Downloading and Installing the KeyShield SSO SSL Certificate.

10.6.4 Downloading and Installing the KeyShield SSO SSL
Certificate

1 Open a third browser session and access the Filr appliance on port 9443:
https://filr-ip-address-or-dns-nane: 9443
For example ht t ps: 192. 168. 30. 150: 9443

2 Log in as vaadm n.

3 Switch to the KeyShield browser-based console and under General/Web Interface, click Edit.

General/Web interface

I-ﬁ-edi:l

4 Click the Download button for the HTTPS Keystore.

¥ General KeyShield SS0 server configuration and Web interface/API configuration a

-~

* Web address |192.168.30.110
* Web port | 8485
HTTP mode | enabled El
* HTTPS port | 8486
HTTPS keystore | kevshield.pfx Browse...

HTTPS keystore password ssssss ©

m

llemrnam Arnin

5 Save the Keyshi el d. cer file on the workstation running the browser.
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6 Switch to the browser session opened in Step 1 on page 131 and click the Appliance
Configuration icon.

]

7 Click the Digital Certificates icon.

R

Digital Certificates

8 Click File > Import > Trusted Certificate.

File ~| Edit = Reload
Mew Certificate (Key Pair) ‘ Type
Import 4 Trusted Certificate rt
ti
Key Pair 1
Certification Regquest 3 | oSt
AT OIS TCOTIET Ot Trusted Certi

9 Click Browse, then browse to the location where you saved the Keyshi el d. cer file and click

Open.

@ File Upload
.

@u.| 4 » Administrater » Downloads - | 3 | | Search Downloads pel |

Organize Mew folder =~ 0 @
45 Favorites * Mame Date modified Type

Bl Desktop 5 keyshield 31172015 2:24 PM Security C
& Downloads

:
=1 Recent Places

4 Libraries
= @ Documents 3
= ‘J‘! Music
> [=] Pictures
> B4 Vid