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Preface

About Retain

Retain Unified Archiving

+ Archives email and text messages.

+ Catalogs them for search and retrieval.

Retain is not a backup/restore system.

About This Guide

This is the administrative documentation for Retain Unified Archiving version 23.4.

For Documentation Feedback

Scroll to the bottom of the online page and enter a User Comment.

To Join the Retain Idea Exchange

Got an idea for a new Retain feature or enhancement? Log in to official website and join the
conversations happening inside the Retain Idea Exchange.

For Additional Documentation

See the OpenText Knowledge Base website.

To Contact Technical Support

Browse to the OpenText Support Page and begin typing Retain Unified Archiving in the Search for a
Product field.

For Sales

Go to the OpenText Contact page.

For Professional Services

Contact OpenText Professional Services by calling (877) 772-4450.

Preface
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http://login.microfocus.com
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https://www.microfocus.com/support-and-services/
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1 Configuration

“Rules Configuration Page” on page 9

“Connecting Retain and the Message Router” on page 12
“Retain Message Router Configuration Page” on page 13
“Retain Message Router Console” on page 15

“Storage Manager” on page 16

“Stubbing Server” on page 20

“Mailbox Mapping Options” on page 37

“GroupWise Disaster Recovery Integration” on page 41

Rules Configuration Page

*

*

*

“Core Settings tab” on page 9
“Conditions tab” on page 10
“Actions tab” on page 11

You can use Rules to automate tasks and administration.

Messages containing items or information specified in the criteria have the described action applied

automatically. A rule must be enabled, have at least one condition, and one action defined before a

rule comes into effect.

Em [-] Rules Configuration
Documentation
Search Messages -
Auditing
System Log Add Rule
Reporting
Monitoring Edit Rule
Data Collection
Schedules
Profiles _
Workers
& Jobs Rule Case1234 loaded.
Management Rule Case1234

Users
Groups

Core Settings Conditions Actions

Device Management

Deletion Management Core Settings
Configuration Rule Enabled ||
Server Configuration
Rules Configuration
.
Core Settings tab

To create a rule, select the Add Rule button and name the rule. To make the rule active, select Rule

Enabled.

l]()

Configuration
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Core Settings Conditions Actions

Core Settings

Rule Enabled [¥]

Conditions tab

The conditions are the criteria which determine whether the action is applied to message data or
not.

Core Setfings Conditions ~ Actions
Conditions

Set the conditions for this rule to be active. Al the conditions must be fulfiled for the Actions to be performed.

Category +*  Starts with -

“#» Subject Contains Undelverable

Category list

Select the category that the criteria is to be restricted to, from the menu.

s

Department
Display Mame
Dormain Name
EMail Address
Attachment Name
First Mame
From

Last Mame
Location
Mailbox

PO MName
Private
Recipient
Sender Dormain
Subject

Title

Type

UID

10 Configuration



Criteria

After a criterion is selected, the condition is entered in plain text or as a regular expression, and are
separated into categories.

Starts with |L]

Ends with

equals to

is not equal to
Does not contain
Does not end with
Does not start with
Regular Expression
Starts with

The ‘Starts with’ menu further defines the criteria. The ‘Starts with’ menu also allows the
administrator to either relax some constraints by selecting a vague entry like ‘Contains’ or ‘Starts
with’, or specify the criteria with ‘Regular Expression’. Select the appropriate limiter and then select
the ‘Add Condition’ button. Multiple conditions may be added. Make sure to save changes before
leaving the page.

Actions tab

The actions tab defines which actions are to be taken. There are four different options to choose
from.

Core Settings ~ Conditions  Actions

Actions

Set the actions that will be performed by this rule if the conditions are fulfiled.

| Apply litigation hold to item L
Add Action

. Tag item (Case1234)

All four actions may be applied to any one rule. Once the desired actions are applied to a rule, save
changes before leaving the page.

Apphy ltigation hold to tem |L]

Apply ltigation hold to tem
Mark item confidential

Tag item
Abort rule processing

Configuration 11



Connecting Retain and the Message Router

+ “How Mobile Message Routing Works” on page 12
+ “Setting Up the Retain Message Router” on page 13

How Mobile Message Routing Works

The Retain Message Router enables archiving services for mobile devices on the Internet, outside
the firewall. Basic functionality is illustrated in Figure 1-1 on page 12 and explained in Table 1-1 on
page 12.

Figure 1-1 Retain Message Router Functional Overview

Retain Message Router

Intermet Dz Internal Metwaork
b A r

E“ . Retain

E.:‘i] ancinid {Mobile) E/ CMS3
A
Call Trust

e e

BER
Enterpaiss

Messaging Service
Payloads

ﬂ

GRS e
Firenall Retain Archive

@ "/I Server Data Store
G Wlemzangar /

A

s [ Message ‘?

Firzwall

ionlaka ' Router

Tekats!
SIS M Lk

Table 1-1 Job Component Information and Links

Letter Brief Description

e Messaging platforms push message data (payloads) to the Retain Message Router.

e The Message Router stores the payloads in a temporary storage area, which you create while
setting up the router and connecting it to Retain.

G When the Message Router sends the payload to Retain, it archives the messages in the data
store.

0 When archiving completes, Retain confirms to the Router, which then deletes the payload from

its temporary storage area.
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Setting Up the Retain Message Router

To connect a Message Router to Retain, you must do the following:

1 Install the Router software on a server in the DMZ, as illustrated in Figure 1-1 on page 12.

For instructions, see “Installing a Retain Message Router on Linux” or “Installing a Retain
Message Router on Windows” in the OpenText Retain CE 23.4: Installation and Upgrade guide.

2 Create a directory on the Router server for temporarily storing message payloads. For example,
you might create a directory named t enp- st or e inside the Ret ai n folder.

You specify this location when setting up the Retain Message Router in Step 5 below.

3 In the Retain Server Manager > Configuration > Server Configuration > Communications tab >
Retain Server Connection panel, make sure the settings for connecting to the Retain server are
correct.as described in “Retain Server Connection Panel” on page 58.

4 In the Retain Server Manager > Configuration > Router Configuration > Communications tab
Message Router Connections panel, enter the hostname or IP address of the server the Router
agent software resides on. Make sure that the Port and Security match the Retain Server
Connection settings from Step 3 above.

5 Under the Storage tab, enter the storage path you created on the Router server after installing
the Router agent. Be sure to specify the path from the perspective of the router. It can be a full
drive path, or a path relative to the / Ret ai n installation directory on the Router.

6 Under the Logging tab confirm that the log level is Diagnostic (Trace) and old logs are removed
after a few days.

7 Click Save Changes.
8 Click Test Connection to connect to the router and send the configuration information to it.

You can now access the router’s console. For more information, see “Retain Message Router
Console” on page 15.

Retain Message Router Configuration Page

Path: Retain Server Manager > Configuration > Router Configuration
For tab information, see the following sections.

+ “Communications tab” on page 13
+ “Storage tab” on page 14
+ “Logging tab” on page 14

NOTE: Although this sets up a connection with the Retain Message Router, it does not require
installing the Router software on the Retain server.

Communications tab

The Communications tab sets communications parameters for the Retain server to communicate
with the Message Router.

Path: Retain Server Manager > Configuration > Router Configuration > Communications tab

Configuration 13


https://www.novell.com/documentation/retain-23.4/pdfdoc/install-upgrade/install-upgrade.pdf#t46h40hxzvef
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Table 1-2 Using the Communications tab

Field, Option, or Button Information and/or Action

Tenant ID Panel

This identifies the Retain server to the Message Router and other REST applications.

¢ Tenant ID + Retain automatically creates this the first time you open the page.

Message Router Connections Panel
This provides the Retain server with network contact details for the Message Router.

The Router should be installed in your network’s DMZ so that Retain is behind the firewall and not directly
exposed to the Internet.

+ Host + Host name or IP address of the server where the Router software is
installed.
+ Port * Port on which Retain and the Router communicate.

Defaults: SSL = 443, Plain Text = 48080.

+ Security ¢ SSL (default) or Plain Text
+ Test Connection + Make sure you click this to verify that the connection with the Message
button Router is working.
Storage tab

The storage tab contains the path to the temporary storage location that you create on the Message
Router.

Path: Retain Server Manager > Configuration > Router Configuration > Storage tab

Table 1-3 Using the Storage tab

Field, Option, or Button Information and/or Action

Message Router REST Storage Panel

The Router stores data here (usually for only a few seconds but longer if needed) before sending it to Retain.

+ Storage Path + You create this when setting up the Message Router.

See “Installing a Retain Message Router on Linux” and Installing a Retain
Message Router on Windows.

Logging tab

The logging tab contains settings to enable logging, dictate the logging level of the Router, and
settings to purge old logs from the system after a specified age.

Configuration
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Table 1-4 Using the Logging tab

Field, Option, or Button Information and/or Action

Message Router Logging Options Panel

+ Logging enabled + Select this to enable Message Router logging.

+ Log level ¢ Select a level of events to log: Diagnostic (Trace), Verbose (Debug), Normal
(Info), Error Only.

¢+ Compress logs + Select this to store the logs using file compression.

+ Remove old logs + Select this to prevent the log directory from running out of disk space.

+ When age exceeds + Set this to the number of days you want log files kept before deletion.
(days)

Retain Message Router Console

After installing the Retain Message Router and connecting to it from the Retain Server, you can
access its console.

Using an administrative browser, enter the following URL and sign in as the Retain administrative
user on the Retain server connected with the router.

Path: htt p: //routi ng-server -1 P-or-DNS/ Ret ai nRout er

Message Router | Show Log | Test Server Connection | Upload Pending Payloads |

Router Time: 11:21:45 AM

Retain Server:

Tenant ID: 7f828252-8f6f-4411-8089-d46ch22994d4
Storage Path: fretain/rest

Archive Inbound:  true
Archive Outbound: true

r— Daily Mobile Stats

Date SMS - Enabled MMS - Enabled Phone - Enabled Total
2020-08-27 0 0 0 0

r—Mobile Device List

Display Name Device ID E-Mail 'I(_?Tsr:nection
APurcell_ResourceD1 8JOLEQ2V0JGO1ZDFINVSDEV1

Device8379324 8379324

RetainService Emulator  Q73RCR46CITVACHOSW170150 . v

nexus green afw UNZC0AYODJEWXDEAAVIKEEEX

Devicel666910 1666910

Test 123456789 o

AppleiPhoneé EB4EFQEIFMIXOB54UTWI4W4N “ 7

r—Retain REST API Statistical Data

Payloads Pending Upload: 0
Uploaded Payloads Pending Deletion: O

Configuration 15
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The Message Router console lets you view the devices that connect to Retain through the router and
the state of temporarily stored communications (payloads) waiting to be transferred to Retain.

Table 1-5 Using the Message Router Console

Field, Option, or Button Information and/or Action

Information block The upper-left section shows the following configuration settings:

*

*

Retain Server: The DNS name of the Retain server.

Tenant ID: The automatically generated ID used to verify connections with
the Retain server.

Storage Path: The temporary storage directory for data waiting to be
transferred to Retain.

Archive Inbound: The state of data coming from mobile carriers.

Archive Outbound: The state of data transferring to Retain for archiving.

Show Log button 1.

Click this to view the Message Router log file.

Test Server Connection 1.
button

Click this to verify the connection to the Retain server is working.

Upload Pending Payloads 1.

Click this to immediately upload the message data that is accumulated in

button the temporary storage directory to the Retain server.
Daily Mobile Stats A daily count of devices with each of the supported message types.
Mobile Device List Information about each device that has had messages routed through the

Message Router. Sort any column by clicking its header.

Retain REST API Statistical Information about the current state of message data payloads.

Data

Storage Manager

Retain Supports the ability to change the location or engine used to store the archived mail.

Configuration



[}] storage Manager “00

Use this to select and configure Retain's storage engine.
+ The Standard engine stores all attachments and email pieces directly on a standard drive mapping.
The engine works with all platforms.
* The NetApp Snaplock option configures the NetApp Snaplock feature.
Netapp works without it, but using it ensures NetApp compliance.

Regardless of which engine you select, substantial disk space may be consumed locally as well. (The default drive-based engine consumes the most space).

Restarting Tomcat after changing the Storage Engine configuration is strongly advised.

Storage Engine Standard Engine. Store directhy on locally accessible drives. -

Standard Engine

The Standard Engine supports file consolidation. This is particularly useful when archiving smaller messages. This option is recommended only if archiving mobile or social
messages.

Mote: You can alter the the storage paths in the Storage tab of the Server Configuration menu option.

Enable file consolidation? [
Last Access Date [ | Set Last Access Date according to Expire Date

In addition, if desired, you may define and remove "partitions” here.

To change the storage option settings which were created during the initial setup of Retain, simply
select the other storage option. The appropriate panel displays:

+ “Standard Engine Panel” on page 17

+ “Legacy Engine” on page 18

+ “NetApp SnaplLock” on page 18

+ “Partitions” on page 19

Standard Engine Panel

Storage Engine | Standard Engine. Store directly on locally accessible drives, %

Standard Engine

The Standard Engine supports file consolidation. This is particularly useful when archiving smaller messages. This option
is recommended only if archiving mobile or socizl messages.

Mote: You can alter the the storage paths in the Storage tab of the Server Configuration menu option.

Enable file consolidation? [ ]
Last Access Date || Set Last Access Date according to Expire Date

In zddition, if desired, you may define and remove “partitions” here.

The standard storage engine is the standard storage option which should be selected for all new
installations of Retain. The storage engine utilizes locally accessible drives and media. When
selecting this option, make sure that storage requirements will be easily met, size or capacity
increased, and managed.

The engine also allows for background compression to be used. Background compression is
recommended for mobile modules, to help keep the size of the data store down.

Configuration 17
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Partitions Sub-panel

— Partitions

Creating a partition allows you to direct all new attachment blobs to a new storage device, (Your old device might
be running out of space, or you might prefer to split the storzge on a yearly basis etc.). Retain retrieves and stores
blobs based upon the partition's date threshold.

Deleting or adding a partition can easily result in the loss of data. For example, deleting a partition
that contains data, will make all of that data completely inaccessible to Retain, unless it is moved to
another partition. Carefully read the user manual and/or consult with Technical Support before
proceeding.

Current path used for storage: /Retain/archive

There are no partitions defined currently. All blobs will be stored to the default storage path configured in Server
Configuration.

You may add a partition below. Just enter 2 name and the full path to the directory to store blobs under,

MNew Partition Name |new partition |

New Partition Path | |

Legacy Engine

The legacy engine works as a seamless connection to the 2.x line of Retain, and is available as a
bridge for upgraded devices and legacy support systems.

NetApp SnapLock

NetApp is fully supported with SnapLock for storage. Note the information in the option. To enforce

WORM rules you MUST set the Job Expiration feature. Also set the IP address, user name, password,

and the correct path to the server. The path must be set in netapp format.
NetApp SnapLock

Snaplock settings

If you enable SnapLock, then as items are stored on the NetApp appliance with a Job specifying an expiry date, their retention date is set according to your Job options.
This effectively enforces WORM rules. You may use NetApp without this setting, if preferred, in which case none of the parameters on this screen need to be filed out.

A note about the path requested below: it is not a Linux, Windows, or UNC path. There is no definite correlation for example between this path and a share path. It
uses the NetApp format, and must point to the directory containing all of the Retain blob files. Consult your NetApp Technical Support for more information on this or on

enabling SnapLock.
Enable SnapLock? Ne w
MNetApp Server/IP
Port 80
Adrrin User

Admin Password (Password is not set)

Base path to archive directory (example: fvol/myvolname/archive)
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Partitions

Retain also supports the ability to define a different storage location, through the partitioning
option. Partitioning is only available when Storage is set to the ‘local’ drive. To access the partitions
option click on “partitions” in the Enhanced or Standard Engine window. Ideally, this option would
only be used to archive to a new, larger, location when the current storage path has been filled, or to
separate mail storage between years. (l.e. /archive/2008; /archive/2009)

— Partitions

Creating a partition allows you to direct all new attachment blobs to a new storage device. (Your old device might be running out of space, or you might prefer to
split the storage on a yearly basis etc.). Retain retrieves and stores blobs based upon the partition's date threshold.

Deleting or adding a partition can easily result in the loss of data. For example, deleting a partition that contains data, will make all of that data
completely inaccessible to Retain, unless it is moved to another partition. Carefully read the user manual and/or consult with Technical Support
before proceeding.

Current path used for storage: /retain/archive

There are no partitions defined currently. All blobs will be stored to the default storage path configured in Server Configuration.

You may add a partition below. Just enter a name and the full path to the directory to store blobs under.

MNew Partition Name new partition

MNew Partition Path

A Retain system without a specified partition location will store all mail in the default storage
location. This is defined in the Server Configuration menu, under the Storage tab mentioned
previously. The default location is set during the initial install.

NOTE: Read the bold warning on changing partitions!

You may only specify one new partition at a time. After you have entered the new partition

information, click ‘save changes’. Creation or changes to a partition requires Tomcat to be restarted.
When adding a Partition on Linux, the path needs to be created manually on the Linux Server before
specifying the path within Retain. Ensure that the permissions for the new path are given to Tomcat.

Once Tomcat has been restarted, the new partition can be viewed, edited, or deleted from this
window.

Partitions are listed with their Begin Date, Name, and Path. The Begin Date is the creation date. A
partition is used to store all archived mail from the moment it is created

Because of how Retain indexes and tracks messages that are archived, deleting a partition can lead
to catastrophic data loss. Do not delete an active storage partition or location without first
consulting support.

If a partition is deleted Retain will look for the archived mail that was stored in the deleted partition
to be stored in the default storage location. (This is defined in Server Configuration, under the
Storage Tab.) Removing a designated partition in the management console does not delete the
storage directories or data on the hard drive or SAN, but it does disconnect Retain from the storage
location.

All partition changes are logged in the partition.log file, located in the backup directory specified in
Server Configuration. (By default this is located in <your storage location>/backup)
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Stubbing Server

Retain has the ability to use the Stubbing capabilities of GroupWise. Stubbing was designed as a way
to reduce disk space usage in a time when the cost of disk space was at a premium. This is less of an
issue today.

+ “Stubbing Server Overview” on page 20

+ “Prerequisites” on page 21

+ “Stubbing Install” on page 22

+ “Stubbing Configuration” on page 23

+ “Retain Stubbing Server Page” on page 25

+ “Configure Stubbing Server” on page 27

+ “Stubbing Server Administrative Console” on page 28

+ “Performing Retain Searches Within The GroupWise Client” on page 32

+ “Configure Stubbing To Remove Messages from GroupWise and Leave Only Stubs” on page 34

Stubbing Server Overview

The Stubbing server has two abilities:

1. Enabling Retain Archive search “Performing Retain Searches Within The GroupWise Client” on
page 32 from the GroupWise desktop client.

2. Removing items “Configure Stubbing To Remove Messages from GroupWise and Leave Only
Stubs” on page 34 from GroupWise and leaving stub pointers to the data in the Retain Archive.
This functionality CANNOT be reversed. We do not recommend enabling this functionality.

How Retain Interacts With GroupWise Stubbing

When GroupWise is set up for stubbing and the Stubbing Server is configured in Retain, the archive
job that runs will archive all the items and place in their stead in the GroupWise mailbox a "stub".
Since the actual message gets placed into the Retain system, GroupWise replaces the original
message with a stub that points to the message residing in Retain. A user's GroupWise mailbox will
look the same - the user will see a list of messages; however, the icon is different.

When a user clicks on a stubbed message, the GroupWise POA will send a request to the Retain
Stubbing Server for the item. Retain sends the item to the POA and the client displays it; however,
this does NOT place the message back into GroupWise. When the user closes the message, the stub
is all that remains.

Why Stubbing Is Good

+ Save Disk space. Mail can be removed from the system without being deleted.
+ Users have easy access to items stored in Retain.
+ Transparent access, no need to login to Retain for common tasks.

+ The "Restore" feature in Retain can be enabled. However, it does not actually restore the
message into GroupWise. It only restores the stub if the stub is missing (user deleted it).
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Why Stubbing May Not Work for a System

*

Stubbing CANNOT be reversed. Once a message is stubbed, it cannot be returned to the same
position in the system.

Stub items are NOT COMPATIBLE with third party APIs. These applications view the stubs as
posted items only, with no text or attachments. Mobile, Web, IMAP, and POP3 clients will only
see posted empty items, not actual contents.

User training for stubbed items may be necessary due to decreased access speed.

No method for protecting stubs from deletion in the GroupWise client (re-creation is difficult
and complicated).

Non-mail items should not be stubbed (calendar and appointment items behave erratically
when rescheduled).

Determine the correct option for your system. If you wish to enable Stubbing, you need to install and
configure the Stubbing Server as well. If you wish to only stub large items in your mail server, you
may set a size threshold. Any item larger than the specified size will be stubbed. If this option is not
set, all messages will be stubbed regardless of size.

Prerequisites

*

*

*

You must be using GroupWise 8.0HP1 or greater.

The GroupWise module must be configured. This means that a Trusted App Key exists for Retain
to use already.

Confirm that stubbing is disabled in all the GroupWise profiles:
Profile Mame  Ordinary

Core Settings Message Settings  Scope Misceleneous  Advanced

Profile Functions

The normal function of Retain is to archive mail. However, GroupWise 8 introduces the capability to "Stub” tems so
they appear to be in the original rmailbox, but are realy stored in Retain. This can save disk space.

You may enable Archiving and Stubbing separately or together, depending on what you think your users would like.

We tend to recommend you do MOT stub Calendar Items, because it can lead to confusing results if they are
rescheduled or reassigned. (Most Calendar Items aren't terribly large anyway).

You may safely enable stubbing on a GroupWise 7 post office, however the functionality will be ignored, and the
itern will not be stubbed.

Enable Archiving (store messages in Retain)

[ Enable Stubbing (if items are already archived)
[¥| Do not stub Calendar Items (Appointments, Notes, and Tasks)
[ stub only items exceeding a size threshold
2048 Size Threshold (bytes)
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Stubbing Install

If you did not install the Stubbing Server during the initial install of the Retain Server you can install it
now.

Run the installer and click through to the point where the installer detects what you have installed.

Retain Installer 4.1.0.0

Retain has already been installed on this system with the following components:

Retain Server
Retain Reporting & Monitoring Server
Retain Worker

Choose one of these options:

1) Upgrade current installation of Retain

2) Upgrade current installation of Retain and add new components
3) Exit this installer

choose (1-3): |}

Choose "2) Upgrade current installation of Retain and add new components."

Retain Installer 4.1.0.0

Retain has already been installed on this system with the following components:

Retain Server
Retaln Reporting & Monitoring Server
Retain Worker

Choose one of these options:

1) Upgrade current installation of Retain

2) Upgrade current installation of Retain and add new components
2) Exit this installer

Choose (1-3): 2
Choose components. ..

Install Retain Stubbing Serwver (y/n)7y
Install Retain Message Router (y/n)?n]j

Then tell the installer to Upgrade Retain, preserving configuration. The installer will stop tomcat,
install the Stubbing server and restart tomcat.
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Stubbing Configuration

GroupWise

Update Trusted Application Key

1. Go to the Retain Trusted App Key and enable "Allow access to archive service"
2. Set the Archive Service Address to the Retain server IP Address or hostname

3. Set the port to 48080 (the Retain tomcat port)

Mame:

Trusted App key for Retain H
Description: |archiving -

U restrict use of the trusted app key to connections from

Address |

Port P || Require S5L

Provides Message Fetention Semvice

Allow access to archive sermvice

Archive Service Address: |‘ID.‘I 4131

: 48080| =2
Port - &2 [ Require sSL

o

Now you have to decide if you are going to use stubbing on a particular Post Office or System wide.

Archive Service System Setting

If you are enabling stubbing across the entire system you will need to override the Archive Service
Trusted Application setting in System Preferences.

Go to System | System Preferences.

Under Settings and Archive Service Trusted Application, enable the Override and select the Trusted
Application Key that Retain is using.
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5}"5":&]11 Preferences Close ¢
Setings

Administrator Lockout Settings

Restrict System Operations to Primary Domain

L L ock Out Older GroupWise Administration Tools
Minimum Admin Tool Release Version(x.x.x)
h4.2.0 |

Minimum Admin Tool Release Date(01/01/M11)
| e

Archive Service Settings

Default Archive Service Trusted Application:

Hickname Settings

| Retain

Auto-create on User Move
O Never

] Always
® Prompt

Expire after: E days (0-365)

(7

Archive Service Post Office Settings

If you are just stubbing one, some but not all Post Offices you will need to override the Archive
Service Trusted Application setting for each Post Office.

Go to the Post Office that will be stubbed.

Under Settings and Archive Service Trusted Application, enable the Override and select the Trusted
Application Key that Retain is using.

24 Configuration



Connected Domain edrth =

& overview @ eath [l marspo Jump To: &2 POA

0] Swstem Maint_e_n_anc_e - C!!ent C_thit_m_s_ Mure - Di_ag_no_s_tics -

0 Domains Ohbjects Seftings Client Settings

[_|-| Post Offices [ pisable Live Move

= Software Distribution Directory.  Mone -
ﬂ Fost Office Agents 1 =l

Restore Area: (Mot Set)
E Message Transfer Agents

Address Book Update Setti
of= Internet Agents bl otk

Create Delfas
l Users =
il Maximurm Age tor Deltas: 15]n Days

—a Remote File Server Settings
b Resources

1 N Femaote User Name: l ]

e Remote User Password: [ |
a Libraries

Archive Service Trusted Application

Default: (Mot Sef)
Cwerride
Retain Stubbing Server Page

& Stubbing Server : P o

Module selection

Groupwise-1 bl

Stubbing is a new feature in GroupWise 8, where a message item may be "stubbed” -- removing the message permanently from
GroupWise, and replacing it with an item (a stub) that connects to Retain to access the message. Effectively, the user has
transparent access to the stubbed item from their GroupWise client, and the stub behaves largely as if a native GroupWise item
was still there, Consult the user manual for detailed instructions and the pros and cons of stubbing.

In Retain, open the Stubbing Server page from the left-navigation bar.
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Core Settings tab

Check the box next to "Enable Stubbing Server"

You may restrict the IP addresses POA connections will be accepted from. Use commas to separate
multiple addresses.

Core Settings Logging Connection Bootstrap
Basics

Choose whether to enable the stubbing server, If it is not enabled, it will not accept requests from any GroupWise POA. In
addition, for security purposes, you may enter @ comma delimited list of IP addresses, and only these POAs will be serviced.

Enable Stubbing Server

Accept POA connections only from these IP Addresses:

Interval

How often should the stubbing server poll for configuration changes?

Poll for configuration every minutes

Logging tab

Set the logging level to Diagnostic (Trace)

Core Setfings Logging Connedction Bootstrap

Logging Options

=
i

Connection tab

If you have installed the stubbing server on a separate server you will need to specify the location of
the Retain server so that it can connect.
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Core Settings Logging Connection Bootstrap

Retain Server Connection

The Stubbing Server will need to know how to connect to the Retain Server. It is highly recommended that youw use a DNS
host name for the Host Name. It's important to note that you are specifying the URL from the point of view of the Stubbing
Server contacting the Retain Server, which may or may not match the URL you'd use from your browser to reach the

Stubbing Server or Retain Server.
Server Protocol
Retain Server Host Name | ocalhost |
Rietain Server Port | 45080 |

Retain Server Path | /Retainserver/
Stubbing Server Password

(Password is set)

Mote: Changing any of these parameters will require recopying the stubbbing server bootstrap file!

The connection to the Retain Server is very important. This must be set to the address of the Retain
Server, and is automatically filled out for you. Verify that the Retain Server is located at the specified
address and is accessible. Generally you may leave this section default as the Stub Server should be
installed local to the Retain Server. If your Retain Server IP address is assigned by DHCP, which we do

not recommend, change the Host Name to the DNS name or localhost (127.0.0.1).

Press "Save Changes" and the Bootstrap tab will appear.

Bootstrap tab

Click on "Download File" to save the bootstrap file.
Core Settings Logging Connection Bootstrap
Boot Strap

The 5tubbing Server software neads a spedial "bootstrap” configuration file copied to its working directory before it can
function correctly. You may copy it manually or use a web browser to upload the file.
(http:// = RetainstubServeripaddress = 48080/ RetainStubServer)

Download File

Configure Stubbing Server

Browse to http://<Retain_Stubbing_Server_Address>/RetainStubServer or http://
<Retain_Stubbing_Server_Address>:48080/RetainStubServer and upload the bootstrap.

Configuration
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Retain Stubbing Server

The Stubbing Server needs to be configured in the Retain Server web interface. Once it has been configured a
"bootstrap” file needs to be downloaded and applied here.

Without a bootstrap file the Stubbing Server will not know how to find the Retain server. After applying the
bootstrap file any configuration changes made in the Retain Semver will be polled by the stubhbing server. You
will not have to reconfigure the Stubbing Server manually unless wou change the Connectivity settings
configured in the Retain Server.

Upload Bootstrap Configuration
| Browse |

| Upload File |

When the Configuration is complete, press Continue.

Configuration Complete. From now on, you'll have to log in as a user
(such as the initially created admin user) with the Manage Workers right.

| Continue |

Stubbing Server Administrative Console

e Petan Stub Seree % + = = O E
< C A Motsecure | 151155211123/ RetainStubSener/thanis s w2 4 O3
opentext | Retain Help T

Configuration Server Connection Status Scheduler

Path: htt p: // st ubbi ng- server -1 P- or - DNS/ Ret ai nSt ubSer ver
Log in to the console with the admin user.

You will then see the Stubbing Server Configuration tab page, which looks much like the Worker
page.
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Configuration Tab

Configuration Server Connection Status Scheduler

Stub Server Configuration

URI to Server http://localhost:48080/RetainServer/
Stub Server Version 4.9.0
Memory Free/Max/Total 3265561/12582912/4194304

| Check for New Version |

| Refresh Configuration now |
Click "Refresh Configuration now" to prompt the Stubbing Server to poll for configuration changes right now.

Bootstrap information has been applied to this server. If the configuration must be changed in the future,
replace the configuration file at C:'\Program Files\Beginfinite'\Retain\RetainStubServer\\WEB-INF\cfg', and

restart the Stubbing Server.

Path: Retain Stubbing Server Manager > Configuration Tab

Table 1-6 Using the Configuration Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Server Connection Tab

This tab will show you if the Stubbing server was able to connect to the Retain Server.
Configuration Server Connection Status Scheduler

Server Connection

Successfully connected to Retain server

Path: Retain Stubbing Server Manager > Server Connection Tab

Configuration
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Table 1-7 Using the Server Connection Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Status Tab

This tab provides statistics about what has been happening with the Stubbing server.

Configuration Server Connection Status Scheduler
Status 3
[Up since (| Tue Jun 30 14:25:56 PDT 2020 |
|Successful Logins ||0 |
[Failed Logins IE |
Message Served ||0 |
|Artachmen‘r5 Served ||0 |
|Commun.ica‘ri0n Errors (POA) ||0 |
|Commun.ica‘ri0n Errors (Retain) ||0 |
|Cached Sessions ||0 |
Max Sessions ||0 |
|Expired Sessions ||0 |

Path: Retain Stubbing Server Manager > Status Tab

Table 1-8 Using the Status Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Scheduler Tab

This tab is mainly used by support.
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Configuration Server Connection Status

Scheduler Status

Path: Retain Stubbing Server Manager > Scheduler Tab

Table 1-9 Using the Scheduler Tab

To see advanced information regarding the thread scheduler, click here.

Scheduler

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Scheduler Advanced Information Tab

This tab is mainly used by support.
Configuration Server Connection Status

Scheduler Status

Path: Retain Stubbing Server Manager > Scheduler Tab

Table 1-10 Using the Scheduler Tab

To see advanced information regarding the thread scheduler, click here.

Scheduler

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> ¢ <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Configuration
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Performing Retain Searches Within The GroupWise Client

Once GroupWise and the Stubbing server is configured to this point, it is possible to use the Retain
Stubbing Server to allow GroupWise to search the Retain archive from the GroupWise client.

GroupWise client only performs whole-word searches. For example, searching for "wel" will only
return messages with the word "wel" in them. Retain performs begins-with searches "wel*" and will
return "wel", "well", "welcome" and so on.

NOTE: GroupWise client is hard-coded to search only up to 5 years in an archive search.

Prerequisites

Setup Stubbing Server as above. However, do NOT enable stubbing in the Retain Profile.

In the GroupWise client click on the search magnifying glass icon. Under the Find tab you'll see an
External Archive for the user that is the Retain archive.

In Online mode, click the checkbox to enable the External Archive search.

Find n

Fird | Find by Example

TFll Text - Look in;
; @ 45 |brevo datus Home|
|Poor Alce| ¥ | ¥ @ bravo datus Btemal Archive
FromAuthor *
Eem bype
(] Mail || Apporiment
[ ] Task [ | Phone message
[ Mate [] Decument
- kem source: —
[JReceived [ | Personal
[sent [ ] Draft
[ate range:
[(]Created ar delivered between £ >

| 12A16/2016 andl 12/16/2016 [+#] Find items in the trash
[ Fnd folders matching full text

Find anly official document versions Advanced Find. . Reset

OK || Cancel

In Caching mode, you will also have to set Look in to Online data.

32 Configuration



| Find

Find Find by Bxample

Full Teat =

[ v]
From./Authar ¥

— ltem type:

(] Mail [ ] Appointment

[ Task [ ] Phone message

[ Note [ ] Document

— Item source:

[ ] Received [ ] Personal

[] 5ent ] Draft

—Date range:

[ Created or delivered between:

Lookin: () Caching (®) Online data

L4

o4 {fg¥ [admin admin Home|
%) % admin admin Extemal Arch
O X Userd1 UserD1

Find only official document versions

l 5122017 and ! 51242017 Find tems in the trash
[ ] Find folders matching full text

Advanced Find... Reset

Carcs

Now a search will search not only the GroupWise mailbox but also the Retain mailbox. The Retain

ones will show the empty circle stubbing icon for the messages it has.
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Q, GroupWise Find Results - o IEM
File Edit View Actions Toocls Window Help

BreR BE & =

#2Find Results Q-
Name Subject Date Ver.. Docum... Library Folder -

> 4 bravo datus: 170 items found
- p\\, bravo datus Bxternal Archive: 183 itemns found

O[=] root PHM: The best m 12/9/2016 10: bravo da

OF= reot PHM: The best m  12/9/2016 10: bravo da

O[] root FHM: A break in  12/972016 10: bravo da

Q=] root PHM: A breakin  12/9/2016 10: bravo da

o= root PHM: The play s  12/9/2016 10: bravo da

O[] oot PHM: The play s 12/9/2016 10: bravo da

O[] root FHM: He knew t  12/9/2016 10: bravo da

OF= root FPHM: He knew t  12/9/2016 10: bravo da

OF= root PHM: Pure bred | 12/9/2016 10: bravo da

O root PHM: Pure bred 127972016 10: bravo da

Lo ] jpwr root PHM: Their eyeli 12/9/2016 10: bravo da

L] root PHM: Their eyeli  12/9/2016 10: brawvo da

O] root PHM: Prod the o 12/9/2016 10: bravo da

O] root PHM: Frod the o 12/9/2016 10: brave da

o= root PHM: Neat plans  12/9/2016 10: bravo da

O~ root PHM: Neat plans  12/9/2016 10: bravo da

O] root FPHM: The colt re  12/9/2016 10: bravo da

Q=] root PHM: The colt re  12/9/2016 10: bravo da o

I Find results completed in 0:00:02 -- Finding items that contain Poor Alice | Selected: 0 | Total: 355 i p

Configure Stubbing To Remove Messages from GroupWise and
Leave Only Stubs

Enabling Stubbing in the Profile will cause Retain to automatically delete items from GroupWise and
replace them with a stub pointer to the Retain Archives. This will have effects, for example, you will
be able to see the header data in GroupWise but not the message bodies or attachments, on viewing
the items in anything other then the desktop client.

Once you start stubbing in the profile you cannot reverse it. We do not recommend this use of
stubbing.

Once GroupWise and the Stubbing Server have been configured as above, you need to enable
stubbing in the Profile.
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Profile Name | Daily [

Core Setlings Message Settings Scope Miscellaneous Advanced

Profile Functions

The normal function of Retain is to archive mail. Howewver, GroupWise B infroduces the capability to "Stub” items so they appear to be
in the original mailbox, but are really stored in Retain. This can save disk space.

You may enable Archiving and Stubbing separately or together, depending on what you think your users would like.

We tend to recommend you do MOT stub Calendar ltems, because it can lead to confusing results if they are rescheduled or
reassigned. (Most Calendar tems aren't terribly large anyway).

You may safely enable stubbing on a GroupWise 7 post office, however the functionality will be ignored, and the item will not be
stubbed.

Wl Enable Archiving (store messages in Retain)
|l Enable Stubbing (if items are already archived)

W Do not stub Calendar Items (Appointments, Motes, and Tasks)

[] stub only iterns exceeding a size threshold

|2048 | Size Threshold (bytes)

Retain will show a popup warning of the effects of stubbing.

Warning: Groupwise will delete messages from the post office after they have been archived in
Fetain. Only use this option if yvou understand the implications to data integrity

WARNING: GroupWise will delete messages from the post office after they have been archived in
Retain. Only use this option if you understand the implications to data integrity.

The next job that runs will delete items from GroupWise and replace them with stubs that point to
the Retain Archives. Users will not be able to see anything other then the header data (Subject, to,
from, date, &etc.) in WebAcc, or mobile clients. User will be able to read the whole message only in
the desktop GroupWise client.

You would want to set the Date Range to Scan to "All ltems in Mailbox" because what would be the
point of stubbing only new messages.

Set up the Job

You can set up the job to use the Stubbing profile and select the Mailboxes to a particular Post Office
or a particular User.

When the worker successfully dredges each item in the mailbox the item will be deleted and stubs
placed.
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GroupWise Client

In the GroupWise Client, messages that have been stubbed will be marked with an open circle icon.
Opening messages may take a moment as the data is retrieved from Retain.

File Edit View Actions Teols

Home

Mailbo

| IIEAddressSool: E Q J"

Calendar

Micro Focus GroupWise - Mailbox

Window Help

Sent ltems Cor

' M = 4 Reply ¥ ReplyAll A Forward ~ [§] ~

51 Online- -

Frequently Used Folders
&[] postal (272) O]

o=

= Mailbox (3)

From
retainl 33@sf.gwava.ne
retain133@sf.gwava.ne

acts

[ New Mail ~ (0 NewAppt ~ [v] NewTask ~ | (B EEl~ | ~

lcome

Subject
Retain Test Message Thu Dec 15 15:
GWAVA Retain: Expiration Warning

—

E

-~
Date Actions
12/15/2016 2:

12/16/2016 1.

~ om

retain131@sf.gwava.ne

Retain Test Message Fri Dec 16 11:0

12/16/2016 11+ @1 1 |

[5 Cabinet
&[] postal (272)

&% brave datus Home
=] @)

£k Sent ltems
D Calendar
2 Frequent Contacts
=] Documents
[#] Tasklist
E Work In Progress
] Cabinet
<[] postal (272)
[ Trash (3)

] Selected: 1

But in web access and third-party applications, you'll see nothing:

Total: 3

Mailbox
[ Mail ~ (1) Appeintment Task  [#] Note gL Proxy Folders 2 Find o}
: =¥ bravo datis C  [IDelete  [FAccept Decline Complete @ Mark Unread i MarkRead = Categories
Mame Subject Date

kil Unopened ltems
é Sent ftems
O calendar
b [ Frequent contacts
Tasklist
[# work In Progress
~ & cabinet
&8 postal [273]

0 Trash [3]
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Mailbox Mapping Options

Mailbox mapping automates the merging of users’ login names that have both GroupWise and
Exchange accounts, combining the GroupWise and Exchange archives under the same user in Retain.
Retain connects the internal GUID’s of accounts to reflect the same user.

To map one mail system to another, both message systems, Exchange and GroupWise, must be
functioning and have the desired accounts created on the system which allows for identification of
the different users. How Retain should map the users must be added to Active Mappings, and the
options must be saved. Only then an Address Book refresh can be triggered. This needs to happen
before the next server maintenance cycle, or the mapping may fail.

After mailbox mapping has been activated, an immediate caching of the address books of both
systems is required.

Mailbox mapping is not necessarily permanent; however, splitting must be performed manually via
the Mailbox Merger / Splitter tool found on the ‘About’ screen.

If a refresh of the mailboxes is not performed before users attempt to log in or other activity occurs
on the server, the merge may fail, leaving extra entities created in the Retain archive which must be
removed manually. Furthermore, the merge option is a once-off option. Please contact support for
further options.

Go to Module Configuration and click the Mailbox Mapping Options button to reveal the tool.

— Mailbox Mapping Options
When running more than one email system, it is often desirable to automatically "map" two mailboxes from different email systems together.
Effectively, these two separate mailboxaes become one virtual mailbox.

Switching between the two is a simple matter of the user choosing the mailbox from the current browse view.

Also, rights to maiboxes become shared between the two, so the user need only log on as one maibox to have access to them all.

To achieve this, during address book caching the administrator needs to have enabled at least one maibox mapping option.

This must be enabled before the newly added email system is cached for the first time.

You may enable multiple address book mappings if you wish.

It is usually sufficient to enable mapping only for address book caching and only as a3 one-time procedure, unless both email systems will remain active.

(For the ktter case, enabling for all procasses, and for constant activity, is advised)

Mapping Enabled Mzver -

Last time mappings were used newvar

If you enahle the XML File mapping option, you must provide the full path to the XML file, including the filename.

XML File Path

Active Mappings

Mateh the E-Mail Addresses + | Add
Custom |Description ’EH

Accounts may be matched via email address, display names, and/or specified by an administrator
supplied XML file. We generally recommend a combination of Email Addresses, Display Names and
First and Last Names. The mapping will attempt to map by the first criteria and then continue down
the list until it finds a match or not.
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— Active Mappings

Use an administrator-supplied XML file to bind the two accounts W Add

|Custom |Descr|'ptiur1 |Class |

| |Match the E-Mail Addresses |com_gwav:a.ma nagement.uid EMailAddressUIDMapper | @+ &

| |Match the Display Mames |com.gwav9.ma nagement.uid DisplaytameUIDMapper | @+ ¥

| |Matchf|rstand lazt name |com,gwava.management_uid.FirstLastNameUIDMapper |“i} 4

Most organizations maintain a naming scheme from one system to the next which results in the
email address being the same in both systems. For this situation, the email address match is the
easiest and quickest way to map the users. For systems, which have listed the first and last name of
each user, but have different email addresses, the name matching is the best option. The final option
is for an administrator provided xml file to bind the accounts together is time consuming and
requires the administrator to build a list of matching addresses with UUID’s in both systems.

Match the Displey Mames |l]

Match the E-Mail Addresses

Match the Display Mames

Use an administrator-supplied XML file to bind the two accounts
Match first and last name

Any mis-mapped addresses may be corrected by using the Mailbox Merger/splitter utility found on
the ‘About’ page. see the ‘About and Diagnostics Page’ section for more information.

The Address book MUST be refreshed immediately in order to merge the users. The merge will not
complete unless the Address Book is cached afterwards, and the merge cannot be re-run.

How the merge runs depends on the different users in the local system. If both message systems are
to remain active, with users being added and removed from the system, it will be necessary to have
mailbox mapping on all the time. Merged addresses are also required for the GroupWise to
Exchange migration to function.

Mailbox Mapping Enabled

The settings here are designated for the different situations which a system migration may be in.

Mapping Enabled Mever |L]
Last time mappings were used

Once, Address Book Cache only
Always, all processes

Never

This setting disables mailbox mapping, and is to be used in most cases.
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Once, Address Book Cache only

To migrate a system, or for systems which have already been switched over, where the old system is
no longer being used, but is still running.

Always, all processes

For situations where both mail systems continue to have incoming, new mail, the mapping needs to
be completed repeatedly, to keep the message data mapping to be accurate for newly archived mail.
The Address Book is refreshed whenever the button is pressed, during the nightly maintenance
cycle, and before each job.

XML File

The supplied XML file is the way for an administrator to manually dictate which addresses are to be
mapped or tied together in the Retain system. This process is not recommended as it is time
consuming and somewhat complicated. In general, it is likely quicker to use the Mailbox Merger/
Splitter tool from the ‘About’ page instead. Both situations require the administrator to know which
email addresses are to be tied together before beginning.

The XML file requires the administrator to specify, in pairs, which addresses are to be tied.
The source address is the address from which the system is being migrated.

The destination address is the address which the user is the new system, or where the data is being
migrated to.

The ‘removeOrphanedEntity’ option tells Retain to remove any unconnected entities left over.
Default for the XML file is ‘true’, while the default in the Mailbox Merger/Splitter tool is ‘false’. By
rule of thumb, if you are uncertain, don’t remove it.

A sample XML file is provided and can be download from the ‘Mailbox Merger/Splitter’ utility page,
it is also shown below.
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— <MergeTasks>
—<tasks>
—<MergeTask>
<sourceMailbox>sourcel</sourceMailbox>
<destinationMailbox>destination)</destinationMailbox>
<removeOrphanedEntity>true</removeOrphaned Entity>
</ MergeTask=
—<MergeTask>
<sourceMailbox>sourcel </sourceMailbox=
<destinationMailbox>destination]</destinationMailbox>
<removeOrphanedEntitv=true</removeOrphaned Entity>
</MergeTask>
—<=<MergeTask>
<spourceMailbox>source?</sourceMailbox>
<destinationMailbox>destination?</destinationMailbox=>
<removeOrphanedEntity>true</removeOrphaned Entity>
</ MergeTask>
—<MergeTask>
<sourceMailbox=source3</sourceMailbox>
<destinationMailbox>destination3</destinationMailbox>
<removeOrphanedEntity>true</removeOrphaned Entity>
</MergeTask>
—<MergeTask>
<sourceMailbox>sourced</sourceMailbox>
<destinationMailbox>destinationd</destinationMailbox>
<removeOrphanedEntitv=true</removeOrphaned Entity>
</MergeTask>
<tasks=
</MergeTasks>

Mailbox Mapping View From The User Mailbox

Once mailbox mapping is enabled the user will see a dropdown menu that will allow them to switch

easily between their mailboxes.

Browse Search Advanced Search Export

= ® | userD{legionposf v o
i userl {legionpo.sfaw | Litigation Hold
us=rd (SFEX135RV sf

Clear selected

O =elected

[] | Tvpe | F

Mo items found bete
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GroupWise Disaster Recovery Integration

OpenText GroupWise Disaster Recovery and OpenText Retain perform very different functions.
Retain is an archiving product whose main feature is the storage of data in one place for later search
and retrieval. GroupWise Disaster Recovery is a Hot Backup, Quick Restore and Push-Button Disaster
Recovery product whose main feature is the storage of instances of GroupWise post offices for the
purposes of restoring items to their original location in their original form or providing disaster
recovery of domains or post offices.

So, why would you want to integrate GroupWise Disaster Recovery and Retain?

+ GroupWise Disaster Recovery is very good at moving data efficiently from point A to point B.
+ It copies your post office data in its original form.

+ It can make what is effectively a full backup by moving and storing as little as 12% of the
total amount of data in the post office.

+ By having the backed up data available in its original form, it can serve as a data source for
Retain.

+ GroupWise Disaster Recovery’s backups are available the moment the backup job is
complete.

+ Retain moves a lot of data and needs strong network links to do so rapidly.

+ An archiving job moving “everything” will move all of the data. This may seem self evident
but when you combine GroupWise Disaster Recovery with Retain, you can achieve the
same thing by moving only 12% of the data.

+ If you don’t integrate them, you will pull data twice over the link — once for GroupWise
Disaster Recovery, and once for Retain. On top of that, if you don’t have GroupWise
Disaster Recovery and you only have Retain, you will definitely have to move your data
twice.

+ By integrating GroupWise Disaster Recovery and Retain, you can centralize your archives
and ensure good backups and achieve a single data pull.

A Brief Review on How GroupWise Disaster Recovery Works

No Helper Software Needed.

GroupWise Disaster Recovery runs on a Linux server. It does not use agents or helper software on
the source post offices to work. In other words, no agents or TSA's are required. GroupWise Disaster
Recovery simply connects to the server where a post office or domain is stored and then copies the
data to its backup storage location.

Backups are instantly available.

Because the data is copied in its original format, the data becomes available as soon as a backup job
is complete by simply running a post office agent (POA) against it (for post office backups) or a
message transfer agent (MTA) (for domain backups).

Backups Have Little or no Impact on Users.
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Because GroupWise Disaster Recovery does not use the Post Office Agent to make backups, there is
very little impact on users. The POA will continue to run and service users as normal. GroupWise
Disaster Recovery also does not use TSA software or helper agents on the live post office server.
Backups can be made while the users are logged in and working.

GroupWise Disaster Recovery Leverages GroupWise’s Architecture to
Save Bandwidth.

A GroupWise post office is composed of databases and overflow files. Databases contain users’
mailbox layouts and indexes and other databases contain users’ authentication information. For any
GroupWise item exceeding 2KB in size, such as e-mail with attachments, overflow files are stored,
commonly called BLOBs (Binary Large Object).

While the contents of the databases changes almost constantly, the BLOBS are static. Therefore, in a
Standard Backup, GroupWise Disaster Recovery grabs the databases in their entirety but only those
BLOBS that have been newly created since the last backup.

Generally, the BLOBs take up almost 90% of the space occupied by the whole post office. Therefore,
with a standard backup, GroupWise Disaster Recovery only need to copy the new data which is 12%
of the data — the databases and only those BLOBs which have recently been added. For those BLOBs
that have been backed up in prior backup instances, GroupWise Disaster Recovery links to a master
backup directory, taken the first time a backup was run, using a Linux feature called symbolic links. A
symbolic link is like a Windows shortcut except that it looks, feels, and acts like the real thing.

This is how GroupWise Disaster Recovery can achieve VERY fast backups. In addition, using
GroupWise Disaster Recovery to move data will save tremendously on network bandwidth
compared to traditional backup systems which grab all of the data.

Backups Can be Made of Backups Allowing Centralization and
Redundancy

GroupWise Disaster Recovery was made to backup live post offices and domains and it can also
make backups of other GroupWise Disaster Recovery backups. The following two cases can help
illustrate how useful this can be:

+ Consider client “A” who has two physical locations, one post office in each. This client wants
redundant backups — a primary backup plus a secondary in case the primary fails.

+ This client installed a GroupWise Disaster Recovery server in each location. The servers backed
up the local post office in addition to making a backup of the GroupWise Disaster Recovery
server in the other location. Thus, each GroupWise Disaster Recovery box effectively had
backups of both servers.

+ Consider client “B” who has one central data center and four branch offices. This client wants
the head office to have backups of all post offices in all locations.

+ Branch offices 1, 2, and 3 have fast WAN links to head office but branch office 4 has a very weak
connection to head office. However, branch office 4 has a strong WAN link to branch office 2.

So the client installed a GroupWise Disaster Recovery server in each office and one in the head
office. The GroupWise Disaster Recovery server in the head office was set to back up the
GroupWise Disaster Recovery servers in branch offices 1, 2, and 3. For Branch office 4, the
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GroupWise Disaster Recovery server in Branch office 2 was set up to back up the data from the
GroupWise Disaster Recovery server in branch office 4 and then the head office was set to back
this data up from the GroupWise Disaster Recovery server in branch office 2.

Thus, backups can make as many hops and can be backed up in as many places as you need.

Using the ability to backup one GroupWise Disaster Recovery server with another, you can achieve
data centralization and redundancy. The redundancy also gives you the ability to use GroupWise
Disaster Recovery for off-site disaster recovery.

Additionally, for client “B”, their old backup system moved all of the data every day. Using
GroupWise Disaster Recovery, they managed to cut their network traffic by 88%.

How Retain Takes Advantage of the Features of GroupWise
Disaster Recovery

Consider client “B” from the earlier example who has four branch offices and a head office. They
want their Retain Server to be located at head office. So they need to centralize their data.

Without GroupWise Disaster Recovery, they would have Retain Workers on the branch office POA
servers and the data would be sent over the WAN links. For a data collection involving “everything”,
all data would surely saturate the WAN links.

Plus, their backup/restore software would use the WAN links too, if they were centralizing their
backups.

Adding GroupWise Disaster Recovery to the mix, they are able to achieve huge bandwidth savings
and performance gains.

GroupWise Disaster Recovery would be set up to centralize the data to one GroupWise Disaster
Recovery server in head office, saving immediately 88% of their bandwidth compared to their
existing backup/restore system.

Next, A Retain Worker would be set up on the central GroupWise Disaster Recovery box to draw data
from all backed up post offices.

One Retain Worker can only run one job at a time, so the post offices would be archived one at a
time.

Multiple Workers on One Server

It is possible to install more than one Retain Worker on one server (Linux or Windows platform OS).
This would double the hardware requirements and Tomcat memory tuning parameters. For more
information see, Installing Other Retain Components on Windows and Installing Other Retain
Components on Linux.

You would normally only add additional workers if you wanted to dredge more than one post office
at a time.

On a GroupWise Disaster Recovery server, it might not be so time critical to dredge the post offices
on it since there is no impact on the end users. On top of that, GroupWise Disaster Recovery has a
special feature made especially for Retain, a special post office agent that stays up all the time,
except to move to the latest backup. This way, it is always available to Retain.
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So you will have to decide if it is acceptable to have the post offices dredged one at a time or if you
would prefer to dredge many at a time. To do many at a time requires multiple workers.

Timing

It's important to time the data collection on Retain so that the GroupWise Disaster Recovery backup
will be complete long before the Retain job is scheduled to start. This is set in the schedule section
under the Data Collection menu in Retain.

Retain Settings

The three tasks to configure Retain to work with GroupWise Disaster Recovery are to assign the
GroupWise Disaster Recovery password for the worker, assign the running jobs to use the
GroupWise Disaster Recovery integration, (this setting is found in the Jobs configuration page in the
Retain management console), and configure the Profile to use the Item store flag for duplicate
checking.

Enter the management console, and select Jobs from the Data Collection menu.

1% Jobs o @ )
first backup A
Add Job
Edit Job

Remove Job

Job reload job added.

Job reload job

Core Settings Mailboxes Reload Motification Status

Reload

You can backup your GWAWVA Reload server, saving network bandwidth if desired. You'll need Reload 2.5, and some settings set on the
Reload machine. Please consult the user manual for additional information.

Enable Reload Integration?
Reload Server URL |http://10.1.1.101:55!

Create or select a job which you desire to use against the GroupWise Disaster Recovery system, and
select the GroupWise Disaster Recovery Tab. You must select the Enable GroupWise Disaster
Recovery Integration option, as well as supply the correct connection address for the GroupWise
Disaster Recovery Server URL. (Both IP address and DNS name will work, but DNS is recommended
wherever possible.)

Set the rest of the Core Settings, Notification, and Status as you would normally for your Retain
system, but note that in the Mailboxes section you MUST assign the mailbox that GroupWise
Disaster Recovery is backing-up.

Save the changes.
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To specify the GroupWise Disaster Recovery —Retain password to the worker, open the specified
worker in the worker settings page, and click on the Connection tab. Specify the new Worker
Password by entering it into the provided field and then click ‘Save changes’ in the top corner of the
page. You must re-upload the bootstrap file to the worker after creating a new password. (See the
worker section to get instructions on correcting the bootstrap file.)

Server Connection

The worker wil need to know how to connect to the Server. It is highly recommended that you use a DNS host name for the Host Name. It's important to note
that you are specifying the URL from the point of view of the Worker contacting the Server, which may or may not match the URL you'd use from your browser
to reach the Worker or Server.

For administrators using the Reload interface, note the worker password assigned must be the same for each worker that contacts the Reload Server. As part of
setting of the Reload Server, you must know this password.

Server Protocol e -
Server Host Name localhost
Server Port 48080
Server Path /RetainServer

Worker Password| sesssssssssss (Password is default)

Note: Changing any of these parameters will require recopying the worker bootstrap file!

How to Setup GroupWise Disaster Recovery to work with Retain

This part assumes that you have already set up and configured one or more Retain workers to collect
data from your GroupWise Disaster Recovery box.

First, GroupWise Disaster Recovery must be set up so that the backups are available. There is a
special feature in GroupWise Disaster Recovery for this. It calls up a post office agent that stays up all
the time and it only goes down long enough to change to the most recent backup. So it will always
be there with very small interruptions as the POA is brought down then up.

Setting up GroupWise Disaster Recovery is done on a Profile-by-profile basis. Each post office that
you set up for Retain to dredge from must be configured within the profile configuration menu.

1. Start up GroupWise Disaster Recovery’s Administration menu.

2. From the main menu, choose Profiles — Administer Profiles.
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Daemon Status
[ Bunning ]

Choose u=sing [UP] [DOWN], [Enter] to Select

H-

Access Backups
Disaster Recovery
Bead Warning
Startc/Stop Jobs

=

View Logs

dminister Profiles
Create Profile=
ABdminister System
Documentation
Program Information
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3. Choose Advanced Profile Configuration Menu

Choose using [UF] [DOWN], [Enter] to Select

Profile Actions Menu

Profile Logs Menu

Standard Backup (Incremental) Configuration Menu
Portable Backup (Full) Configuration Menu

Tape Backup (TLE Portable Backups) Configuration Menu
Preferences Settings Menu

Edit Profile Description

GroupWise Domain & Post Office Information

Profile Information

A
L
=
£
T
12
D
G

<Main Menui

4. Choose Retain POA Menu & Settings
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Choose Using [UP] [DOWH], [Enter] to Select

Access POR Menu & Settings

Restore POA Menu & Settings

Live POL Menu & Settings

Fetain POR Menu & Settings

CONFIGURE Di=saster Recovery Main Menu
Modify Profile Connectiwvity Settings
Failed Connection Retry Attempts

Wait Interval Between Failed Connection Retrys=
Humber of Time=s to Retry a Failed Process
Test and Refresh the Profile

Advanced Scheduling Options

LlJ!—sz",ur:wi;.;llhwp
it
Fu
=

<Main MenuX>

Betain Integration POA Status

B voc running B

Choose using [UP] [DOWN], [Enter] to Select

to Retain Integration Configuration Wizar
Modify Retain POA Startup File
Delete and re-create the Retain PCOA Startup File
Retain Integration [ Enabled
Retain POAR IP RAddress [ 10.1.1.101 ]
Retain POA SOAP Portc [ 7182 ]
Retain POA CLIENT Port [ 1678 ]
Retain POA HITF FPort [ 1675 ]
E5L Encryption [ Disabled ]
Retain Base Worker Password
GroupWise Domain & Post Office Information
Integration Preferences Menu
View Retain Integration hgent Log
RBetain Integration POA Testing Menu

mooomoE D

Lo I o = = R

<Main Menu>

Now it's worthwhile examining this menu. It contains all the settings you will need to make the
Retain integration work. This will be a new post office agent running and it will not interfere with the
POA being used to access, backup or disaster recovery. Thus, the settings NEED to be different. The
easiest way to start is to run the wizard.

Here is another shot of the configuration screen after running the wizard. You will see sample
settings and the menu options will be described below.
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Post Office Profile: PO Retain Integration POA Men

Retain Integration POA Status
Hot Running

Choose using [UP] [DOWH], [Enter] to Select

Reload to Retain Integration Configuration Wizare
Modify Retain POA Startup File

Delete and re—-create the Retain POA Stcartup File
Retain Integration Enabled ]

Retain POA IFP Address 10.1.1.101 ]

Retain POA CLIENT Port 1678 ]

Retain POA HTTFE Port 1679 ]

55L Encryption [ Disabled ]
REetain EBase Worker Fassword

GroupWise Domain & Post Office Information
Integration Preferences Menu

View Retain Integration Agent Log

Retain Integration POA Testing Menu

[
[
FRetain FO& SOAF Fort [ 7182 ]
[
[

L N L O I TS T 5 R = [ o O

<Main Menu>

At the top, the status of the Retain Integration POA is displayed.

+ Wizard: Run the configuration wizard.

+ Startup: modify the startup file for the POA if you want to make specific changes to it.
+ Delete-Retain: delete the startup file if you want to start fresh and configure from default.
+ Integration: Enable or disable the Retain Integration

+ Address: The IP address this POA will listen on.

+ SOAP: The SOAP port this POA uses.

¢ CLIENT: The port that a GroupWise client may use to access this POA.

¢ HTTP: The HTTP port for this POA.

+ SSL: Enable or disable SSL (Generally keep SSL Disabled)

+ Key: A password Retain uses to access this POA.

+ GroupWise: Specify the domain name and post office name for this POA.

+ Log: View the Integration Agent Log.
The wizard will be shown below.

1. Run the Wizard
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2. Enter the name of the post office and domain.

Fil= Edit iew Temminal Taps Heip
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3. Choose an authentication key that Retain uses to access this POA. This must match the
password you assigned to the Retain Worker.
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4. Specify the IP address and SOAP port for this POA. Be sure it is unique. Some will choose one IP
for the whole box with different client ports and SOAP ports for each POA. Others use the same

ports but the IP addresses are different.

B E
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HEetain Integration Ak CLIENT ort

In the field below indicets the CLIENT port om this
moload gocver That che metain Integratien pon should

(N2
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5. Choose the HTTP port for this POA.

In the field below indicate the HITTP port on this Reload
server that the Retain Integration POA should use.

NOTE: Use digits, not letters

llDOBD

<Cancel>

Because GroupWise Disaster Recovery is creating a faux POA for Retain to archive mail from, the
GroupWise Disaster Recovery POA must be on a different or unique port, so there is no conflict with
your original POA. If your GroupWise Disaster Recovery installation is on a separate machine from
your POA, any port will do, but if it is the same, pick a port that you know is open, different from the
live system.

Retain will pull all necessary connection information from the GroupWise Disaster Recovery server.
There is no need to enter these settings into the Retain Server.

Now that you have set up the basics, you may edit the POA startup file in case you wish you change
any other settings, (Retain.poa), or you can re-run the wizard from step 1.

IMPORTANT Notes for the Integration

Retain

Because GroupWise Disaster Recovery essentially creates a snapshot of the Post Office, the
duplicate checks that Retain can use are very limited. The retention flag and purge flag will not
function as they are kept within GroupWise and would be changed back as soon as GroupWise
Disaster Recovery creates a new backup. The Item Store Flag is the only duplicate check that is
internal to Retain, and is the ONLY duplicate check ability that will work when Retain archives against
a GroupWise Disaster Recovery system. Again, the retention and purge flags will not work but the
item store flag will. Be sure your Retain Profile matches this setting.
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=>[etain

Overview
Documentation
Search Messages
Auditing

System Log
Reporting
Monitoring

Data Collection

Schedules
= Profiles
GroupWise
Exchange
Social Messaging
Mobile
Google Apps
BlackBerry
CellTrust
Workers
# Jobs

Management

Users
Groups

@ Device Management
Deletion Management

Configuration

Server Configuration
Rules Configuration
Module Configuration
Router Configuration
Storage Manager
Stubbing Server
Reporting and Monitoring

Licensing

£ Profiles

T

AlFolders AllMassagas NoArchiveMark NoStubbing ItemStore
AlFolders AllMessages NoArchiveMark NoStubbing NoFlags
AlFolders AllMessages NoArchiveMark NoStubbing MoFfags Shared
AlFolders AlMessages NoArchiveMark STUBBING NoFlags
Disabled, Expired - Error

Disabled/Expired - Ignore

Disabled/Expired - Warn

Stub Sent Ttems

"StubThese” folder

Trash from 01-30 Apr 2013

Profile AlFolders AllMessages NoArchiveMark STUBBING NoFlags loaded.

Warning: No flags chosen for advancement

Profile Mame AlFolders AlMessages NoArchiveMark STUBBING NoFiag

Language English

[ Add Profile |
. . Associsted Jobs.
| Edr profile | * Stutbing

| Remove Profile |

Core Settings Message Settings Scope Miscelleneous  Advanced

Date Range to Scan

All Messages (ignore date) =

Duplicate Check

+ B8l Welcome, dmin | About | Tools | Status & Updates | Logout

I:I(Jo

Retain only stores 3 single instance of each message and attachment. Defining how the Worker determines new items (so it may skip sending them to the Server) is an
important performance factor. Using the retention or purge flag choices are the fastest choicas, if these are options. Never publish all messages unless you are priming

the system for the first time.

Try to publish all messages (SLOW]) -

Set Storage Flags

If you are using either the Purge or Retention features in GroupWise, you probably want these to be advanced automatically as tems are stored so users may delete
messages in their maibox that have been stored by Retain. The Item Store flag is of similar function, stored in Retain itself, but cannot prevent users fom deleting item.
1t is most useful in conjunction with GWAVA Reload or in use with multiple overlapping jobs.

[T Retention Flag [ Purge Flag [Z] Item Store Flag

The item store flag is set in two places: Duplicate Check under the Scope tab and under Set Storage
Flags under the Miscellaneous tab. The correct settings are shown.

Set Storage Flags

If you are using either the Purge or Retention features in GroupWise, you probably want these to be advanced automatically as tems are stored so users may delete
messages in their mailbox that have been stored by Retain. The Item Store flag is of similar function, stored in Retain itself, but cannot prevent users fom deleting tem.
It is most useful in conjunction with GWAVA Relbad or in use with multiple overlapping jobs.

[C] Rretention Flag [C] Purge Flag [V} Item Store Flag

GroupWise Disaster Recovery

To mitigate the chances of getting Retain Worker archive errors while working against a GroupWise
Disaster Recovery POA, it is STRONGLY recommended that GroupWise Disaster Recovery is set to
create highly consistent backups.

This setting is located at:

Main menu > Profiles (Administer Profiles) >Standard (Standard backup (incremental) Configuration
Profile) > Consistency (Backup Consistency level): Set to highest.
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Poat Office Profile Standard Backup Main

Choose using [UP] [DOWN], [Enter] to Select

Standard Backup (Incremental) - Basic Schedule

Create Customized Job Event Actionsa

Standard Backup Database Threads Configuration
Standard Backup BLOES (OFFILES) Threads Configuration
SmartPurge Configuration

High Performance Standard Backups: [ Enabled |
Backup Consiatency Level: [ ]
Backup DMS Libraries at Post Office: [ Disabled ]

< BK > <Main Menu>

This is enabled by default for new installs of GroupWise Disaster Recovery, but will have to be
manually enabled on systems that are upgraded to GroupWise Disaster Recovery 2.5 You want a
highly consistent backup, to make sure that you have all the blobs associated with the database.
Database is picked-up first, so the blobs that are referenced in the database will be consistent with
the current backup.
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Server Configuration

e

Use these tabs and panels to manage your Retain server’s configuration.

Server Configuration 00

Path: Retain Server Manager > Configuration > Server Configuration

Server Configuration includes the following tabs:

*

*

*

*

“Communications Tab” on page 55

“Index Tab” on page 60

“Storage Tab” on page 64

“Accounts Tab” on page 70

“Maintenance Tab” on page 76

“Logging Tab” on page 79

“Miscellaneous Tab” on page 80

“Module Forwarding Tab” on page 82

“REST APl Tab” on page 85

“SSL Certificates Management Tab” on page 87

Communications Tab

Use this tab to change various server configuration settings made during the initial setup of Retain.

Path: Retain Server Manager > Configuration > Server Configuration > Communications Tab

The Communications Tab contains the following panels:

*

“Database Connectivity” on page 56
“Notification Panel” on page 58
“Retain Server Connection Panel” on page 58

“Cloud Mobile Service (CMS) Proxy Connection Panel” on page 59
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Database Connectivity

" Server Configuration

Communications Index Storage Accounts Maintenance Logging Miscelneous Module Forwarding REST API  SSL Certificates Management

Database Connectivity

The message store data is stored on a database server.

To successfully create the tables, the database server must already be running, with a database named retain created. Be sure to specify:

« The correct IDBC URL. If the database server is not running on the same machine as Retain, the P address or host name of the machine must be included in the URL.
« You must provide 3 user and password for the database server which has full rights to the database you created.

Retain can encrypt all date communicated between the Retain server and the database server, For SSL support to work, you must provide the digital certificates.

Message Store DB

Database Driver [ MariDE 10.0+ (MySQL 5.5,5.5,5.7.8.0) ~ ]

Configuration DB
[ MarisDE 100+ (MySQL 5.5,5.6.5.7.8.0) |

Database URL | jdbc:mariadb:// gwava-server/retain

‘ |jdhc:mariadb:jfgl.’aava-serverjremin

Database User Account
Database User Password (Passwaord is set)

Enable SSL

Choose trust mode: [ Allow onty trusted certficates v |

| Test DB Connection |

e

This will apply to Message Store as well as Configuration Database

The Database Connectivity panel contains the connection information for both the configuration and

storage databases.

WARNING: Do not change these settings except in conjunction with migrating the database server

to a new location.

Path: Retain Server Manager > Configuration > Server Configuration > Communications Tab >

Database Connectivity Panel

Table 2-1 Using the Database Connectivity Panel

Option, Field, or Sub-panel

Information and/or Action

Message Store DB

Database Driver

The database driver to use.

Database URL

The database URL

Database User Account

The database user

Database User Password

The password for the above

Configuration DB

Database Driver

The database driver to use.

Database URL

The database URL

Database User Account

The database user

Database User Password

The password for the above
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Option, Field, or Sub-panel

Information and/or Action

Enable SSL

Enabling SSL secures the database connection. On upgrading to Retain 23.2,
you can switch from non-SSL to SSL configuration and vice versa.

NOTE: *Before you enable the SSL, ensure that the certificates are uploaded
and is listed under the SSL Certificates Managements tab. For more
information see “SSL Certificates Management Tab” on page 87.

* For Oracle database, change the database URL to non-SSL PORT to
switch from SSL to non-SSL database. If the port is not specified, the
communication happens through the default port.

+ When any modifications are made in the database connectivity section,
you must restart the tomcat server.

Choose trust mode

If the SSL is enabled and the data base type is MariaDB, MySQL, PostgreSQL
and MSSQL, select one of the options from the Choose Trust Mode
dropdown list.

Allow only trusted certificate: If the SSL is configured with the database and
this option is selected, then all the certificates are trusted.

Allow all certificate: This allows only trusted certificates. You can upload self
signed SSL certificates during SSL configuration to the Retain trust store.

Following are the supported and certified files formats:

¢ MSsQL-. pfx

* Postgres-. pem

+ MariaDB -. pemand . crt

¢ MySQL-. pemand. crt

¢ Oracle-.pl2
Based on the database type, the certificates can be either a lone certificate or
a key pair. The certificate name must be unique, else you may not be able to
upload the file. To create a key pair, upload the cer t . pemfile and then
upload the key. pemfile. Ensure that, the alias name given for both the files

are same. Only self-signed certificates must be manually trusted. Registered
CA-signed certificates are automatically trusted.

Test DB Connection

Ensures the database connections are established.
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Notification Panel

Notification

Retain uses these values for forwarding search results and for sending job notifications. If the mail server is not set,
forwarding search results is disabled.

SMTP Mail Server
SMTP Security Protocol | unencrypted
SMTP Port | 25
SMTP Mail From Address | Retain@microfocus.com
SMTP To Address
SMTP Username

SMTP Password (Password is not set)

Mail when errors occur

Test Connection

In this location, the admin user specifies what address receives notifications about the general
system, as well as what SMTP Gateway to utilize to send these notifications. This is also used for
forwarding messages from Retain to the SMTP Mail Server for transmission to the recipients.

Path: Retain Server Manager > Configuration > Server Configuration > Communications Tab >
Notification Panel

Table 2-2 Using the Notification Panel

Option, Field, or Sub-panel Information and/or Action

SMTP Mail Server The SMTP mail server

SMTP Security Protocol Security protocol used

SMTP Port Port used

SMTP Mail From Address From address to use

SMTP To Address To address to use

SMTP Username Username to use

SMTP Password Password

Mail when errors occur Email address for errors

Test Connection button Use to test validity of configuration

Retain Server Connection Panel

This specifies the connection address, port, and protocol that the Router and other REST
applications should use to communicate with the Retain server. Settings must be correct for the
Retain server from the point of view of the applications connecting to the Retain server.

Path: Retain Server Manager > Configuration > Server Configuration > Communications Tab > Retain
Server Connection Panel
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Table 2-3 Using the Retain Server Connection Panel

Option, Field, or Sub-panel Information and/or Action

Server Protocol 1. Specify whether Retain uses insecure (HTTP) or secure (HTTPS)
communications with other Retain components, such as the Reporting
and Monitoring server or the Retain Message Router.

The protocol specified here must be consistent among all the Retain
components.

Retain Server Host 1. Specify the DNS name that other components use when communicating
with the Retain server.

Retain Server Port 1. This field is automatically populated when you choose the Server
Protocol. (http=4080, https=443)

Only change this if your network uses a non-standard protocol.

Retain Server Path 1. This is the path where the Retain Server is installed. Only change it if
you installed Retain in a non-standard location

Cloud Mobile Service (CMS) Proxy Connection Panel

Cloud Mobile Service (CMS) Proxy Connection

To route automatic (IMEI) mobile registration messages from Retain through a proxy, specify the proxy server settings.

Enable CMS Proxy?

Proxy Server Host
Proxy Server Port | 80
Proxy User

Proxy Password

If you use Retain’s Cloud Mobile Service (CMS) to automatically provision and register devices in
Retain, this option lets you specify a Proxy server for your Retain server to connect to CMS.

Path: Retain Server Manager > Configuration > Server Configuration > Communications Tab > Cloud
Mobile Service (CMS) Proxy Connection Panel

Table 2-4 Using the CMS Proxy Connection Panel

Option, Field, or Sub-panel Information and/or Action
Enable CMS Proxy? 1. Select this to enable CMS.
Proxy Server Host 1. Specify the CMS proxy server host’s IP address.
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Option, Field, or Sub-panel Information and/or Action

Proxy Server Port 1. Specify the port on which the proxy server communicates. (Default is
3128.)

Proxy User 1. Type the name of the user with rights to access the proxy server.

Proxy Password 1. Type the password of the Proxy User.

Index Tab

Use the Index tab to manage the indexing engine, the kinds and sizes of attachments that are
indexed, index optimization, and so on.

Path: Retain Server Manager > Configuration > Server Configuration > Index Tab

The Index tab contains the following panels:

+ “Indexing Engine Panel” on page 60

+ “Indexing Panel” on page 62

+ “Rebuilding Indexes Panel” on page 63

Indexing Engine Panel

Indexing Engine

At the core of Retain's searching functionality is the indexing engine.

stat is not executed because itis not in the whitelist.

In the fields below you specify the host name and port number for one of the Index Manager instances. All information about the index cluster will be

automatically retrieved from this instance.

Connect to this Index Manager:

Index Manager Host Mame | localhost

Index Manager Port 2081

( Refresh Index Conﬁguration.

Indexer MName Indexing Mode Index schema Active Index Engine Indexed Failed Connectivity
. 100.00% 0% _
1 Solr ¢ hitps:#localhost:8083/ hpi 234 True [1089304] ] online
Mast Recent Index Maintenance:
Last Index Backup 14-Jun-2020 15:02
Last Index Optimization (never) | Optimize Active Index Mow |

Path: Retain Server Manager > Configuration > Server Configuration > Index Tab > Indexing Engine

Panel
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Table 2-5 Using the Indexing Engine Panel

Option, Field, or Sub-panel Information and/or Action

Connect to this Index Manager:

Index Manager Hosthname: The DNS name of the server where the index manager is installed.

Index Manager Port: The port on which the index manager communicates. (Default is 9081.)

Index Manager Ensemble:

Refresh Index Configuration  Use this to refresh the configuration settings.
button

Index Schema: The version of the index schema

Most Recent Index Maintenance:

Last Backup of Indexes Date and time of last index backup

Last Index Optimization Date and time of last index optimization

Optimize Index Now button  Click this to optimize the index immediately.

Index Maintenance and Optimization

You can also configure how often indexes get backed up and how often the indexes are optimized for
speed.

Use the Optimize Index Now button if you need to optimize the index immediately rather than
waiting for the scheduled cycle. While the optimization proceeds, the Last Index Optimization field
changesto |l n Process. When the process finishes, the date and time display, and the indexer log
is updated.

WARNING: Index optimization will temporarily double the amount of index storage used as new
index files are written. If a job is running the space use can triple. It is recommended to run index
optimization on the weekend while no jobs are running.
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Indexing Panel

Indexing

Here, you adjust the different types of items to be indexed. You may add, delete, or edit items.

+ The first column indicates if the entry is based on a filename extension or MIME type.

+ The next column is the entry itself, filename extension or MIME type.

+ The third column indicates the built-in extractor to use to process the attachment. New extractors may be provided in future versions of
Retain

MNote: If an extension or mime type is not listed, the indexing engine will not index the contents.

+/| | Extension ~ | ltem: excel ~ Add

+/ | Extension ~ | ltem:| xls excel w Delete
v | MME ~ | lem:| application/excel excel w Delete
+ | MIME ~ |ltem:| applicationvnd.ms-excel excel v Delete
+ | Extension s | ltem:| htm htmi w Delete
+/ | Extension ~ | ltem:| html htmi w Delete
v | MIME ~ | ltem:| texthtml html hd Delete
+ | Extension ~ |lHem:| odp ooffice W Delete
+/ | Extension v |ltem:| ods ooffice Delete
+/ | Extension ~ | [tem:| odt ooffice W Delete

You can control what Retain indexes here by adding as many items as you wish to the list of
attachment types to index. Items are listed (in order) by type, extension, archived form (extractor
used), and maximum stream size and file size. Choose whether to index the attachment based on its
filename extension or its MIME type (the content itself). You also choose which extractor to use to
index the attachment. Select as many as you need. If an attachment type is common in the system
and needs to be indexed, but is not already indexed, configure the row above the list with the
information, then click Add.

Path: Retain Server Manager > Configuration > Server Configuration > Index Tab > Indexing Panel

Table 2-6 Using the Indexing Panel

Option, Field, or Sub-panel Information and/or Action

Extension/MIME drop-down Use this to specify whether the item is identified by a filename extension or
by its MIME type.

Item: The file extention or application designation
Action button Use these to add a new item or delete an existing one.
Extension/MIME list A list of various applications, beginning with exalead.
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Rebuilding Indexes Panel

Rarely, usually due to hardware failure, Retain’s search indexes can become incomplete or even
damaged. Acting under direction from Retain support, you can use this panel to return the index to
health

Rebuilding Indexes

Under rare circumstances - and usually due to hardware failure/fissues - the indexes used by Retain when the search feature is invoked
become damaged or files become missing. Resetting the index state of messages in the Retain database causes the Retain indexer to re-
index the affected messages.

WARNING: This should only be done under the direction of a Retain customer support engineer. It is recommended that you first back up your
Retain database.

NOTE: Depending on the number of messages to be re-indexed, this process could take a long time. Most systems index 2M - BM messages
per day, which is dependent upon various hardware factors.

Re-index Failed Messages
Re-indexes messages where one or more parts of the message failed to index. Existing indexes are updated with changes. Searches will
work as normal during the reindex process.

Re-index All Messages

Re-indexes all messages and updates existing index with changes. Searches will work as normal during the re-index process.

Delete Index

Deletes the current index and re-indexes all messages. Searches will not be accurate until the re-index completes.

WARNING: Rebuilding indexes consumes significant amounts of CPU, RAM, disk 10 and time.

Back up the Retain database before proceeding. Then use this panel only under the direction of a
Retain customer support engineer.

Path: Retain Server Manager > Configuration > Server Configuration > Index Tab > Rebuilding Indexes
Panel

Table 2-7 Using the Rebuilding Indexes Panel

Option, Field, or Sub-panel Information and/or Action

Reindex Failed Messages Click this when one or more parts of the message failed to index. Existing
button indexes are updated with changes. Searches will work as normal during the
reindex process.

Reindex All Messages button Click this to reindex all of the messages in the system and update the existing
index as required. Searches continue to work.

Delete Index button Click this to delete the existing index and create a new one by indexing all
messages in the system. Initially, no results are returned, but searches
become more accurate over time as reindexing continues.
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NOTE: Depending on the number of messages to be reindexed, this process could take a long time.
Most systems index 2M - 8M messages per day, which is dependent upon various hardware factors.

There are 3 options:

1. Reindex Failed Messages: reindexes messages where one or more parts of the message failed to
index. Existing indexes are updated with changes. Searches will work as normal during the
reindex process.

2. Reindex All Messages: reindexes all messages and updates existing index with changes. Searches
will work as normal during the reindex process.

3. Delete Index: Deletes the current index and reindexes all messages. Searches will not be
accurate until the reindex completes.

Index performance can be increased by the number of threads allowed to the indexer. Again this
uses significant amounts of CPU, RAM and disk |0 and any one of these can limit indexing and Web
Ul performance.

To increase indexing threads:

1. Stop tomcat
2. Edit../RetainServer/WEB-INF/classes/config/solrcloud.indexing.properties

3. Atthe end of the file, change the setting: indexingThreads=0 to indexingThreads=[1 - 24] (You
should not go higher than 10 times the number of CPU cores; otherwise, the overhead of CPU
slicing would actually work against you.)

4. Start tomcat

You will also need to keep in account users needing to access their Retain mailboxes and perform
searches. Increasing threads could slow down the web Ul response, so you'll need to experiment
with what works best for your system.

Storage Tab

Use this tab to specify where the Retain archive files are stored and to manage encryption of archive
BLOB files.

Path: Retain Server Manager > Configuration > Server Configuration > Storage Tab
The Storage tab contains the following panels:

+ “Storage Panel” on page 65

|II

+ “Storage Encryption Panel” on page 66
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Storage Panel

Storage

The configuration database, indices, XML files, and the archive files are stored under the storage path which should be on a
highly reliable storage device with plenty of disk space.

The standard storage engine places archive files under the storage path. Wou may change the storage path on this screen;
the storage engine can be changed from the Storage Manager menu.

Storage Engine datastare_process

Base Storage path | /retain

Advanced Settings

For more advanced scenarios, some paths may be assigned to one device and some to another.
Derive all file locations from above base path? [

Attachments Path |fretain.’arc hive

HML Mappings Path |fretain.’xm|

Index Path |fretain.find =
Backups Path |fretain.f'bac|-<up
Licenze Path |fret:ain.f'li|:e nse

|
|
|
Exports Path |fretain.f'exp-ort |
|
|
|

Digital Certificates Path |f’ret:ain.f'ke',r5tore

Compression [always on)

Path: Retain Server Manager > Configuration > Server Configuration > Storage Tab > Storage Panel

Table 2-8 Using the Storage Panel

Option, Field, or Sub-panel Information and/or Action

Storage Engine Only informational. Configurable in the Storage Manager

Base Storage Path Sets the default path for where the Retain archive, XML files, search index
files, PDF exports, backups, and license files are stored.

Customized paths for these can be set by clicking the Advanced Settings link
and deselecting the Derive all file locations ... option.
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Option, Field, or Sub-panel Information and/or Action

Advanced Settings Use this link to access customizable storage paths for the Retain archive, XML
files, search index files, PDF exports, backups, and license files.

Deselect the Derive all file locations ... option to display the list of paths.

You can specify customized paths for the following:

*

*

Attachments
XML Mappings
Indexes

PDF Exports
Backups

License Files

Compression A reminder that compression is always used.

Storage Encryption Panel

Storage Encryption

Starage Encryptio u Defaultvalue is none. You must setto aes to expose the fields below

Key Status ACTIVE
Key Alizs  cIf11beffag57e?bifeadbb3n6re04
Key Type AES 256

Genarate Key | | Ravoke Key

+ “Keystore Sub-panel” on page 68

+ “Storage Re-encryption Sub-panel” on page 69

NOTE: Encryption is not currently supported on MS SQL databases.

Path: Retain Server Manager > Configuration > Server Configuration > Storage Tab > Storage

Encryption Panel

Table 2-9 Using the Storage Encryption Panel

Option, Field, or Sub-panel Information and/or Action

IMPORTANT: The following options, fields, etc. display only after you change the Storage Encryption option

to aes.
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Option, Field, or Sub-panel

Information and/or Action

Storage Encryption option

+ none: Thisis the default state. Jobs run normally and Retain archive files
are not encrypted.

If you switch back to this option after encrypting archive files, new
archive archive files won’t be encrypted, but files that are already
encrypted remain encrypted.

+ aes: When you select this, Job processing is suspended until a new key
is generated using the Generate Key button.

After a key is generated, Job processing resumes, and Retain encrypts
new files as they come in. Existing files are encrypted in the background
when the server is idle.

Although encrypting a large amount of archived data can take some
time, there are no impacts on user tasks or the overall user experience.

Key Status field

+ Initial: This indicates that the system is waiting for key generation. Jobs
are suspended until that is done.

+ Active: This indicates that the key with the Alias name displayed below
is currently being used to encrypt the Retain archive files.

+ Revoked This indicates that the encryption key that was previously
active is no longer in use for encrypting archive files. Encryption is
currently suspended until a new key is generated and stored in the

keystore.
Key Alias This is the system name that Retain assigned to the currently active
encryption key. Keys are listed in the keystore using this system name (alias).
Key Type The encryption type and level of the currently active encryption key.

Retain generates new keys to the 256-bit Advanced Encryption Standard (AES
256).

Generate Key button

Clicking this causes Retain to generate a new AES 256 key and to begin
encrypting the Retain archive files with that key.

When generating the system’s first key, you must set and confirm a keystore
password that

+ Contains at least 6 upper- or lower-case alphanumeric characters.

+ Does not contain special characters.
IMPORTANT: Make sure you don’t lose the keystore password.

For generating subsequent keys, you need only enter the password once.

Revoke Key button

Clicking this and confirming the action, causes the encryption key to be
revoked. Encryption of incoming archive items is suspended and the Key
Status changes to Revoked.

The revoked key is saved in the keystore so that Retain can decrypt any
archive files that were encrypted with it.

Revoked keys are only removed after all items that were previously
encrypted by the revoked keys are re-encrypted by a new key through
Retain’s Storage Re-encryption functionality.
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Keystore Sub-panel

Keystore

Thie kerystare holds the keys wsed for encryption and & protected by a password. The passwoed will need to be suppbied in arder to

Qenerate, revoke, expart or iImpart keys.

Cesplay Keys

Expeart Kivs

Import Keys | | Choose Fila | Mo file chasen

The keystore password can be changed using the button bebow. “Nate that changing the passwond will also wodate the key

modification date(s) to the ourrent date.

Change Password

Path: Retain Server Manager > Configuration > Server Configuration > Storage Tab > Storage
Encryption Panel > Keystore Sub-panel

Table 2-10 Using the Keystore Sub-panel

Option, Field, or Sub-panel

Information and/or Action

Display Keys button

Clicking this displays the names (key aliases) and modification dates of all
keys in the keystore.

To view the contents of an exported .jks file that is offline, use one of the
following options.
At a terminal prompt,

1. Install Java 1.8.

2. Use the command line tool keytool.exe (https://docs.oracle.com/
javase/8/docs/technotes/tools/unix/keytool.html) to view the file.

For example,
keytool -list -v -keystore key-store-file.jks

In a desktop GUI environment,

1. Install and use a GUI tool, such as Portecle (https://
www.sslsupportdesk.com/portecle-advanced-keystore-creation-and-
manipulation-tool/).

Export Keys button

Clicking this and entering the keystore password causes the keystore to be
exported asa. j ks file named r et ai nKeySt or e. j ks and downloaded to
the browser’s default download location on the machine that is running the
management browser.

We recommend renaming this file to reflect its origin. For example, Ret ai n-
svr01- KeySt or e. j ks for a retain server named Retain-svr01.

Import Keys button

Before clicking this button, you must first browse to and choose a . j ks file.

After clicking this button, you must enter the keystore password for this
Retain server and then the keystore password for the keystore on the server
where the. j ks file originated.

Choose File button

Click this button to browse to and select a .jks keystore file for importing.
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Option, Field, or Sub-panel Information and/or Action

Change Password button Click this button to change the keystore password for this Retain server.

Storage Re-encryption Sub-panel

Storage Re-encryption

Items In the storage ares can be re-encrypted using the active key referenced shove. This is 2 lengthy process as it invalves the
madification of 2ll iterns in the storage ares, The process can be started immediataly or it can be scheduled to run duing aff-heurs,
for a specified amount of time, untll it s complete. Upon completion, 2 report can be sent to the Retzin administrator, if desired.

Configuration

Enable Re-ancryplion Process +

Schedule Cisity v
Fun at e AR
Mail report bo Ratain administrator
Limit precessing time L
Hours 1
Processing threads 1

Start Fle-encryption Now | | Stop

Process Status

The infarmation below shows the progress of the ourrent cycle, if running, or the final state of the last cvcle. Use the Update Stats
buttan to refresh the data when pracessing is active.

Current cycle RUNNING
Status of previous cycle LINEMOWHN
Items to process 33256

Processed in current cyde 3002
Processing rate {items/secand) 35
Duration (hhh:mm:sec) 0:1:25

Updake Stats

Path: Retain Server Manager > Configuration > Server Configuration > Storage Tab > Storage
Encryption Panel > Storage Re-encryption Sub-panel

Table 2-11 Using the Storage Re-encryption Sub-panel

Option, Field, or Sub-panel Information and/or Action

Configuration Section: Use the following to manage and control the re-encryption process.

Enable Re-encryption Process Re-encryption only runs when this is enabled.

option

Schedule drop-down list You can schedule re-encryption processes to run daily, weekly, or monthly.
Run at option Specify when you want re-encryption processes to run in 24-hour time.

Mail report to Retain If you have configured the system with SMTP services and the Retain
administrator option administrator has an associated email account, enabling this causes Retain to

email the administrator with status updates.

Limit processing time option If you want to limit the length of time spent on re-encryption in each run
cycle, enable this option.
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Option, Field, or Sub-panel Information and/or Action

Hours field Specify the number of hours the system can spend on re-encryption in each
run cycle.

Processing threads option Specify the number of threads the system can devote to re-encryption
processes.

Start Re-encryption Now Click this to circumvent the schedule and start re-encryption immediately.

button

Stop button Click this to halt the current re-encryption process.

Process Status Section: Informational fields for tracking re-encryption process status.

Current cycle + Not running
¢ Running
Status of previous cycle + Unknown

+ End_of_Processing

+ Manual_stop

Items to process The total number of archived items that require re-encryption.
Processed in current cycle The total number of items encrypted during the current cycle.
Processing rate (items/ The average number of items processed per second.

second)

Duration (hhh:mm:sec) How long the current cycle has been running.

Update Stats button Click this to immediately update the statistics displayed above it.

Accounts Tab

Use this to control the creation and functionality of accounts.
Path: Retain Server Manager > Configuration > Server Configuration > Accounts Tab
The Accounts tab contains the following panels:

+ “Account Management Panel” on page 70

+ “NetlQ Advanced Authentication Configuration Panel” on page 72
+ “Office 365 End User Authentication Panel” on page 74

+ “KeyShield SSO Panel” on page 75

¢ “Intruder Lockout Panel” on page 76

The accounts tab lets you control accounts and manage access to Retain.

Account Management Panel

The settings in this panel affect all users in the Retain system, including those with accounts listed in
the Users dialog and those found only in the archive’s Address Book.
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Account Management

You may expire unused accounts, disable new accounts from being created automatically, and restrict some users from logging in.
Expire unused accounts

after how many days | 0
(0=never)

Disable new accounts

Remove selected address

Prohibited Logins
Address Add

You may enable a password strength policy if you want to enforce strong passwords for users. Keep in mind these passwords may be
overridden by individual messaging systems.

Password strength: | Will accept any password ~

Will accept any password

Low
Medium

High

Path: Retain Server Manager > Configuration > Server Configuration > Accounts Tab > Account
Management Panel

Table 2-12 Using the Account Management Panel

Option, Field, or Sub-panel Information and/or Action

Expire Unused Accounts after Setting this to 0 disables account expiration. Setting it to a different value
How Many Days causes any account, including the Admin account, to be removed when it has
not logged in for the specified number of days. The default is 30 days.

Disable New Accounts option By default, Retain is an “open” system, meaning that all users in the archive’s
address book can log in. Retain checks to see if a Retain account already
exists and if not, it creates a new account, encrypts their passwords, and
assigns them to the default group. See

Enabling this option makes Retain a “closed” system. prevents the automatic
creation of new accounts when users log in to Retain for the first time.

If you don’t want specific users to access the Retain archives, add them to the
list of Prohibited Logins (below)

To make a “closed” Retain system, simply click on “Disable New Accounts”. If
you use this option, it means that you will have to manually create accounts
in Retain for authorized users. In other words, the only people who can
access your system will be people for whom you specifically create an
account.

Prohibited Logins list You can block individual users from logging in to Retain by adding them here.
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Option, Field, or Sub-panel Information and/or Action

Remove Selected Address Select an address to remove from the list and click this button.

button

Address Type the address to add in this field.

Add button Click this to add a typed address to the list.

Password Strength: drop- Use this to specify password strength for a user account. Settings on a back-
down end messaging system override this.

User-created passwords can be required to meet specific requirements.

+ Will accept any password: The default setting.
+ Low: Must be between 5 and 15 characters in length.

¢+ Medium: Must be between 5 and 20 characters in length, with at least 1
lowercase character, at least 1 uppercase character, and at least 1
numerical character.

+ High: Must be between 8 and 20 characters in length, with at least 2
lowercase characters, at least 2 uppercase characters, at least 2
numerical characters, at least 2 special characters, and must not be a
dictionary word.

NetlQ Advanced Authentication Configuration Panel

Depending on the identity stores configured in NetlQ Advanced Authentication, Retain supports
multi-factor authentication for any combination of Retain users.

You use this panel to connect the Retain server with the NetlQ system.

For information about the entire process of enabling multi-factor authentication on Retain, see
“Configuring Retain for NetlQ Advanced Authentication MFA Support” on page 215.

Figure 2-1 The NetlQ Advanced Authentication Configuration Panel

metlQ Advanced Authentication Configuration

Enable Multi-factor Authentication

o [
Activate LDAP Service Passwiord - 2o s s s s s s s s s s s s s s s s s B s a0 e s b s 00 a0 RasR RO RN RES

Password copied to clipboard

Server URL of A& Server: | https://192.168.1.52/ |

Client ID: | id-gaqvz3094LZ0962AHIUTG kebkdfzHA |

Client Secret: [sssssssssssssssnsssssssnsnansssns |

Tenant Mame: | TOP

Redirect URI: | http:fretainexample com/RetainServer/Server/Advanced Authentication jsp

Test Login with Advanced Authentication |
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Path: Retain Server Manager > Configuration > Server Configuration > Accounts Tab > NetlQ Advanced
Authentication Configuration Panel

Table 2-13 Using the NetlQ Advanced Authentication Configuration Panel

Option, Field, or Sub-panel

Information and/or Action

Enable Multi-factor
Authentication checkbox

You must enable this for multi-factor authentication to work.

Activate LDAP Service
checkbox

You must enable the checkbox to activate Retain’s User Account LDAP
service.

¢ Port: This is for LDAP communications between Retain and the NetlQ
Advanced Authentication server. The default port is 8082, but you can
specify an alternate.

Make sure there is are no port conflicts and that the firewall allows
traffic through the port.

+ Password: Use the Retain-generated Password or an alternate you have
specified when configuring the AA server to connect with Retain.

+ Copy-password Icon: Use this - to copy the Retain-generated
password to your clipboard.

Specify the following when creating the repository for Retain’s User Account
LDAP service:

+ Type:eDirectory

¢ Base DN: OU=users, O=retain

¢ User:cn=retai nl dap

+ Password: Copy the password to your clipboard by clicking the copy-

password icon - to the right of the password field. Paste the password
from the clipboard when creating the repository in NetlQ AA.

Server URL of AA Server field The URL that this system uses to communicate with the Advanced

Authentication server.

Client ID field

The Client ID generated for this Retain system when you create an OAuth2
event for it on the Advanced Authentication server. See Configuring Retain
for NetlQ Advanced Authentication MFA Support, Step 7 on page 215

Client Secret field

The Client Secret generated for this Retain system when you create an
OAuth2 event for it on the Advanced Authentication server. See Configuring
Retain for NetlQ Advanced Authentication MFA Support, Step 7 on page 215

Tenant Name field

The default Tenant Name is TOP. If you created a different name, specify that
here.

Redirect URI field

The URI path from the AA server to this Retain server. See Configuring Retain
for NetlQ Advanced Authentication MFA Support, Step 4 on page 215

Test Login with Advanced
Authentication button

When Retain and the Advanced Authentication server are configured and the
system is ready, use this button to check that MFA is working as expected.

When prompted, log in as one of the users that you have enabled for MFA.
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Office 365 End User Authentication Panel

Office 365 End User Authentication

Tenant ID | < Copy and paste the Tenant ID here> |

Client 1D | <Copy and paste the Client 1D here> |

Test Login with Office 365 | This button displays after the Tenant and Client IDs
are entered.

Retain supports modern authentication through users entering their Office 365 credentials to access
Retain. This panel sets up the connection with Office 365. The entire setup procedure is documented
in “Providing Retain Users with Access Through Their Office 365 Accounts” in OpenText Retain CE
23.4: Archiving Guide.

Path: Retain Server Manager > Configuration > Server Configuration > Accounts Tab > Office 365 End
User Authentication Panel

Table 2-14 Using the Office 365 End User Authentication Panel

Option, Field, or Sub-panel Information and/or Action

Tenant ID field This information is exposed when you complete the procedures described in
“Synchronizing the Address Book Using Office 365 (Microsoft GraphAPI)” in
OpenText Retain CE 23.4: Archiving Guide.

Client ID field This information is exposed when you complete the procedures described in
“Synchronizing the Address Book Using Office 365 (Microsoft GraphAPI)” in
OpenText Retain CE 23.4: Archiving Guide.

Test Connection button Click this to verify that the credentials you have entered are valid with your
Office 365 system.

KeyShield SSO Panel

KeyShield SSO

Configure this feature if Keyshield S50 is to be used for user authentication.
Enable Keyshield S50 authentication?

KeyShield SSO Server URL (e.g. hitpz/127.0.0.1:8485)
Connection timeout (in seconds)(e.g. 5)
User ID alias (e.q. x-retain)

APl key

Test Connection

Retain supports the use of KeyShield SSO for users.

Path: Retain Server Manager > Configuration > Server Configuration > Accounts Tab > KeyShield SSO
Panel
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Table 2-15 Using the KeyShield SSO Panel

Option, Field, or Sub-panel Information and/or Action

Enable KeyShield SSO Select this to enable KeyShield SSO authentication.
Authentication option

KeyShield SSO Server URL Specify the KeyShield server URL.

Connection Timeout (in Specify the length of time a connection request remains active
seconds)

User ID Alias The alias id assigned to this server

API Key The API key from KeyShield

Test Connection button Click this to test the KeyShield connection.

To use the KeyShield client in coordination with Retain, Retain needs to have an open connection to
the KeyShield server, the User ID alias, and the API key. Specify the KeyShield SSO Server URL, Alias,
and APl key. The Timeout is set in seconds, and may be anything required, 5 is recommended. Test
the connection to ensure proper function.

When configured, Retain checks to see if the KeyShield client is running and if the user is currently
logged in. If they are logged in, Retain checks the user against the specified KeyShield Server and
then either fails authentication and sends users to the login page, or immediately passed them to
their interface. The effect is that users who are already logged into the KeyShield client will not be
required to login to Retain, but will be immediately taken to their appropriate interface.

Intruder Lockout Panel

Intruder Lockout

Enable this feature to temporarily lockout an account that may be the subject of an illegal entry attempt. You may clear lockouts using the
button below, or by restarting Tomcat

Enable Intruder Lockout?
MNumber of invalid login attempts = 3~
Time interval (minutes) 3
If friggered, lock account for this period (minutes) | 10 »

Clear lockouts

Accounts can be locked if multiple failed attempts are detected within a specified window of time.
This is useful to deny password cracking attempts on the server.

Path: Retain Server Manager > Configuration > Server Configuration > Accounts Tab > Intruder Lockout
Panel
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Table 2-16 Using the Intruder Lockout Panel

Option, Field, or Sub-panel Information and/or Action

Enable Intruder Lockout Select this to enable intruder lockout protection.

option

Number of Invalid Login Set the number of invalid login attempts before an account is locked.
Attempts

Time Interval (minutes) Specify how long the system allows access attempts.

If triggered, lock account for  Specify how long the account is locked out.
this period (minutes)

Clear Lockouts button Use this to clear locked accounts. (Doesn’t require saving.)

To enable Intruder Lockout, select the checkbox next to the ‘Enable Intruder Lockout’ option and
save the changes. All changes will be immediate as soon as the save button is selected.

If a user has locked their account and requires immediate access to the system, all lockouts may be
cleared. To clear any locked accounts, select the ‘clear lock outs’ button at the bottom of the page.
There is no need to save changes; the clear command is immediate.

Maintenance Tab

Path: Retain Server Manager > Configuration > Server Configuration > Maintenance Tab
The Maintenance tab contains the following panels:

+ “Maintenance/Caching Panel” on page 77

+ “lgnore Domains Panel” on page 78
Maintaining a Retain system involves many tasks:

+ Backup Configuration (Embedded) Database
+ Compress Configuration Database

+ Zookeeper Purging and Backup
These items are all controlled here.
This configuration database —the “Embedded” database:

+ Should be backed up regularly
+ Contains your system address book
+ Also contains key information used by Retain

+ Configure how often it gets backed up here.
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Maintenance/Caching Panel

Maintenance f Caching

You may automaticaly backup and/or compress the embedded database at a specfied tme. The indices are also backed up. The Retan Server is offine at this time. 50 no jobs may be active at this point.

Enable Tndex Backup [] | weekly w Sunday et
Enable Index Optimization Daily o Index optimization wil require 12.21 GB of free disk space on the drive. (6 segments wil be merged).
Mad Job Report [

Purge exported fies when okler than 10 | day(s)
Run mantain procedure at | 01 ~ - |00 v

Path: Retain Server Manager > Configuration > Server Configuration > Maintenance Tab >
Maintenance/Caching Panel

Table 2-17 Using the Maintenance/Caching Panel

Option, Field, or Sub-panel Information and/or Action

Enable Index Backup Select this to enable scheduled index backups at the interval specified. By
default, the index backup is disabled.

Enable Index Optimization Select this to enable scheduled index optimization at the interval specified.

Mail Job Report Specify whether a Mail Job Report is generated.
Purge exported files when Specify how old exported files can be before they are purged.
older than

Run maintenance procedure Specify when to run the maintenance procedure.
at

Datastore Maintenance

Retain also lists a history of backups and maintenance here.

NOTE: This maintenance section does not involve backup or maintenance of the data store. You
must back that up yourself with your normal backup tools.

You must backup:

+ SQL Database

+ File System where your data is stored

Zookeeper Purging and Backup

Beginning 23.4 zookeeper data will be purged and backed up when the maintenance job runs. First,
the zookeeper data will be purged to maintain the last three files (snapshot<datetime> and log),
then the backup of the zookeeper data will happen. The zookeeper backup will maintain the same
folder structure as in the zookeeper path.

The following are the zookeeper paths

+ Default zookeeper path: <basepat h>/ zookeeper
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+ Default zookeeper backup path: <basepat h>/ backup/ zookeeper/ snapshot <dat et i ne>

When the maintenance runs again, it creates a new snapshot folder with DateTime
(snapshot<datetime>) and backs up zookeeper data, then deletes the old zookeeper data backed up.

NOTE: Do not delete or modify the zookeeper folder data and the zookeeper backup folder data
manually.

Ignore Domains Panel

Ignore Domains

You might want specific Domains (and their child POs and users) to be completely ignored - not cached, not stored, etc.

Remove Selected Domain

lgnared Domains
Domain Add

Path: Retain Server Manager > Configuration > Server Configuration > Maintenance Tab > Ignore
Domains Panel

Table 2-18 Using the Ignore Domains Panel

Option, Field, or Sub-panel Information and/or Action

Ignored Domains list A list of Domains that Retain ignores.

Remove Selected Domains Select an entry in the Ignored Domains list and use this button to remove it.

Domain Type a domain to be added to the Ignored Domains list in this field.

Add button Click this to add the typed domain to the Ignored Domains list.

Some mail systems allow for the addition of non-system, or external domains. Sometimes, you might
do this to add external domains to the mail system address book. However, the mail system cannot
pull up e-mail from these domains and you may want to tell Retain to ignore references to these
external domains to avoid wasting time during data collection.

Specify these domains in this window.

Logging Tab
Path: Retain Server Manager > Configuration > Server Configuration > Logging Tab

The Logging tab contains the following panels:

+ “Logging Panel” on page 79
+ “Auditing Panel” on page 80
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Logging Panel

Logging
Logging enabled |+
Log level | Diagnostic (Trace) v

Compress logs |+
Remove old logs  +*

When age exceeds (days) 10

Configure the system logging here.

Path: Retain Server Manager > Configuration > Server Configuration > Logging Tab > Logging Panel

Table 2-19 Using the Logging Panel

Option, Field, or Sub-panel Information and/or Action
Logging Enabled option Select this to enable logging
Log Level Use this drop-down list to specify what the system logs.

+ Diagnostic
+ Verbose
+ Normal

¢ Error only

Compress Logs option Select this to compress logs and save disk space.
Remove Old Logs option Select this to have logs automatically removed when they reach a specified
age.

¢ When age exceeds
(days) + Specify the age at which logs are to be removed.

Normally, you want verbose logging. Diagnostic is ordinarily done just for troubleshooting purposes.

You also specify how long to keep logs here. By default, logs are deleted after 10 days. Logs may be
compressed to save disk space.
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Auditing Panel

Auditing

Retain audits all access to messages by default, allowing you to trace when and who opened a message, forwarded a message ete.

Some advanced auditing options are disabled by default, because they would generate enormous audit logs. Enable them with care. Also,
consider clearing your audit logs regularly (see below) or exporting your logs from the audit table on your SQL Server.

Days before audit records are removed (0=never remove) 0
Advanced auditing options

Select/Unselect all

Changed User/Group Changed Data Collection Searched

Mailbox Switch Audited Server Config Change
Exported Published Restored Message
Mobile Device Management Rules Configuration Module Configuration
Router Configuration Storage Manager Stubbing Server
Reparting and Monitoring Data Removal Licensing

Cloud Router Configuration Skipped Message

Retain creates an auditing record of all actions, specified by the user, which are taken on a specific
piece of mail. You can remove Auditing records after a specified length of time.

Path: Retain Server Manager > Configuration > Server Configuration > Logging Tab > Auditing Panel

Table 2-20 Using the Auditing Panel

Option, Field, or Sub-panel Information and/or Action

Days before audit records are Specify how long auditing logs are retained.
removed (O=never)

Advanced Auditing Options  You can log all actions that users take on specific messages. Select the actions
that you want logged.

The variable is set in days. All of the options associated with this feature are found under the Server
Configuration page, Logging tab.

This logging option creates very detailed activity logs for the options selected. It is very important to
know that if every option is turned on the logs can become extremely large. However, the audit log
cannot be searched for any items or activity which is not configured to be logged. If activity on any of
the offered items it must first be enabled here. It is highly recommended that an expiration date is
set for the logs so that they are automatically removed from the system to avoid filling up your disk
space. Selecting all options for logging will also adversely affect performance. Do not select all the
options at one time unless requested by Support.

Miscellaneous Tab

Path: Retain Server Manager > Configuration > Server Configuration > Miscellaneous Tab
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The Miscellaneous tab contains the following panels:

+ “Miscellaneous Panel” on page 81

You can specify a worker password that is different from the one the system generates when you

create a worker.

Miscellaneous Panel

Miscellaneous

You may change the default Worker password, which is assigned to all Workers when they are created (but can be individuzlly

overridden]).

You can enable or disable XML Export, which creates XML representations of each message as they are created.

Default Worker Password

sEsssesEeRRREN | [Passwﬂrlj s EEt)

Export XML |

Server Friendly Name | RetainServer |

Restrict Global Tag application to users with rights

Use strong security policy

Path: Retain Server Manager > Configuration > Server Configuration > Miscellaneous Tab >

Miscellaneous Panel

Table 2-21 Using the Miscellaneous Panel

Option, Field, or Sub-panel

Information and/or Action

Default Worker Password

If desired, specify a password for all the workers.

Export XML

This XML Export function is included in Retain in case you have an XML
compliance mandate. You enable it here.

When selected, each attachment will have an XML export file of its parent
message. In other words, an XML representation of the metadata is created
and linked to the blobs as the messages are stored. There's nothing more
done.

Ordinarily, you would not want to do this because it consumes enormous

quantities of disk space, loads up your file system and degrades performance.

When you do NOT use the XML export function, you will benefit from
Retain’s single-instance message storage and data compression to save disk
space and improve performance.

Server Friendly Name <Rick?>
Restrict Global Tag <Rick?>
application to users with

rights

Use strong security policy <Rick?>
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Module Forwarding Tab

This tab lets you specify an SMTP mail server or an FTP server (or both) to serve as targets for
redundant archiving of items archived in Retain.

In addition to specifying the target servers here, you must also enable this feature in the affected

modules.

Path: Retain Server Manager > Configuration > Server Configuration > Module Forwarding Tab

The Module Forwarding tab contains the following panels:

+ “SMTP Forwarding for Modules Panel” on page 82

+ “FTP Forwarding for Modules Panel” on page 84

Modules can be set to forward all new items to another location.

SMTP Forwarding for Modules Panel

SMTP Forwarding for Modules

An SMTP mail server only needs to be defined when forwarding a copy of the items collected by Retain to an external system.

SMTP Mail Server

SMTP Security Protocol | unencrypted  w

SMTP Port| 25

SMTP Mail From Address

SMTP To Address

SMTP Username

SMTP Password

Test Connection

Path: Retain Server Manager > Configuration > Server Configuration > Module Forwarding Tab > SMTP
Forwarding for Modules Panel

Table 2-22 Using the SMTP Forwarding for Modules Panel

Option, Field, or Sub-panel

Information and/or Action

SMTP Mail Server

The SMTP Forwarding feature requires an SMTP Mail Server connection

SMTP Security Protocol

configured.

SMTP Port

Specify the destination Mail Server's DNS name, protocol, and port.

SMTP Mail From Address

The address that displays as the 'from' address for the forwarded messages.
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Option, Field, or Sub-panel Information and/or Action

SMTP To Address + To send message copies to a single destination, specify the destination
account of a journaling mailbox.

+ To send message copies to each respective owner's mailbox, specify the
to address as follows:

{useri d} @our domai n. com

Retain will automatically use the userID of the originating device or
account. Use of this feature requires that the SMTP server has an
existing mail account for each user which matches the userID Retain
shows for the mobile or Blackberry device.

SMTP Username The username for connecting to the SMTP server.
SMTP Password The password for the SMTP user above.
Test Connection button Click this to test the SMTP server configuration.

SMTP Forwarding is a feature which instructs Retain to forward a copy of any archived message data
to the specified address and domain, when the message item is archived. For Module Forwarding to
function, it must be configured here on the Server Configuration and also enabled on the specific
desired module. Any module which has the SMTP Forward option enabled will send messages
according to the settings configured here.

This setting is designed for exporting data to an external SMTP system for redundant archival. This is
most often used for mobile or blackberry message systems. SMTP Forwarding will take a text, pin, or
sms message and message data, convert it into a MIME file and send the message to the specified
SMTP system. The Forward process checks for and sends any queued data once every 10 minutes. If
a message is unable to be sent for any reason, after 5 days the MIME file will be saved to the local
disk and may be reviewed and repaired by an administrator.

This feature is not recommended for use with any SMTP system which Retain is currently archiving. If
Module Forwarding is enabled and configured to use the SMTP system which Retain is currently
archiving, duplicate data will be archived; Mobile, Blackberry, and Social data will be doubled in the
Retain archive.

DO NOT use SMTP Forwarding with any email module if Retain is archiving the destination SMTP
Mail System. This will cause a feedback loop which will rapidly fill the archive and email system.

Requirements

+ Separate, working SMTP system

+ Mobile module requires the mobile app 4.0.1 or higher

For troubleshooting, attempting to telnet from the Retain server to the SMTP server may provide
useful information. Configuration data is stored in ASConfig.cfg.
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FTP Forwarding for Modules Panel

FTP Forwarding for Modules
An FTP server only needs to be defined when uploading a copy of the items collected by Retain to an external system

FTP Server
FTP Security Protocol | unencrypted v

FTP Port| 21
FTP Upload Location
FTP Username

FTP Password

Test Connection

Path: Retain Server Manager > Configuration > Server Configuration > Module Forwarding Tab > FTP
Forwarding for Modules Panel

Table 2-23 Using the FTP Forwarding for Modules Panel

Option, Field, or Sub-panel Information and/or Action
FTP Server The IP address or DNS name of the FTP Server.
FTP Security Protocol The security of the receiving FTP server.

Options are Unencrypted, SSL, or TLS.

FTP Port The listening port of the FTP server.
FTP Upload Location FTP Upload Location is the path to the desired destination directory of the
FTP Server.

FTP Username

This must be the location as you would view it in an FTP client.
FTP Password

FTP Username and Password are the login credentials to the FTP Server.

Test Connection button Click this to test the configuration, and then save the settings by selecting the
disk icon at the top right of the page.

Now the FTP Forwarding option has been configured the FTP option will
appear in the module forwarding section of each individual module
configured in the system.

Only the modules which have had the FTP option saved will be able to utilize
FTP Forwarding. The feature must be configured in both places in order to
function.

This feature instructs Retain to take a copy of any archived message data to the specified location,
when the data item is archived. This feature must be configured here, in Server Configuration as well
as selected on the desired system module configuration page.

FTP Forwarding is designed for exporting data to an external FTP server for redundant archival.
While the FTP Forwarding service does not have the inherent danger of duplicating data as the SMTP
Forwarding feature does, it is important to note that should the exported data be sent through any
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system the Retain system archives, it will duplicate data in the Retain archive. FTP forwarding simply
sends a copy of the data in the format that it is received, (Mime, text, etc.). The FTP Forwarding
service is run every 10 minutes, checking for any data queued for delivery.

Requirements

+ Separate, working FTP Server

+ Module and Server Configuration must both be configured
Configuration

The FTP Forwarding feature must have a configured FTP Server connection before the forward
option will appear in the Module configuration pages. To configure the FTP Forwarding option fill out
all the required information and then test the connection. Test results will be displayed after the test
completes.

For troubleshooting, attempting to FTP from the Retain server to the FTP server may provide useful
information. Configuration data is stored in ASConfig.cfg.

REST API Tab

The REST API is an interface that allows third-party applications to input data into the Retain archive.
For third-party applications to utilize the REST API, they must have a key provided by OpenText.

Path: Retain Server Manager > Configuration > Server Configuration > REST API Tab
The REST API tab contains the following panels:

+ “License Summary Panel” on page 86
+ “Submit License Panel” on page 86
¢ “REST Collectors Panel” on page 87
The REST APl is an input protocol only. For Archive security, the APl prohibits migrating data out of

the Retain Archive. There are also limits placed in each applications API license file to protect the
integrity of the data being input into the archive, based on the application.
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License Summary Panel

— License Summary

Global Settings
APIEnabled e
License begins Maon Dec 28 12:02:10 MST 2015
License expires Maon Feb 21 10:59:59 MST 2033
Maximum read requests per minute 100000
Maximum write requests per minute 60000

Maximum read requests per application per minute 10000
Maximum write requests per application per minute 6000
Maximum read requests per user per minute 10000

Application Settings

Application Retain Worker

Application Key T5C1F268-0AC9-43C4-BBD5-DB31FE56E30C
Enabled Te
License begins SatFeb 11 12:10:32 MST 2017

License expires Thu Mar 03 10:59:59 MST 2033

Maximum read requests per minute 100000
Maximum write requasts per minute 100000

Capabilities Manage, Search, Insert, Read

Application Retain AT&T

Application Key 5DFD6637-23BA-4AD1-9513-5939B097D81F
Enabled e
License begins Tue Aug 01 11:25:55 MDT 2017

License expires Thu Dec 31 10:59:59 MST 2037

Maximum read requests per minute 10000
Maximum write reauests ner minute 6000

Path: Retain Server Manager > Configuration > Server Configuration > REST API Tab > License
Summary Panel

Submit License Panel

Submit License

Browse... | Mo file selected.
Submit License

Path: Retain Server Manager > Configuration > Server Configuration > REST API Tab > Submit License
Panel

To gain a credentialed key for a third party application, contact a OpenText sales representative. Use
of the REST API will require a REST API base license, and an application specific license for each
desired application.
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REST Collectors Panel

REST Collectors

REST Collectors are given rights to push data inside of Retain using the REST APIL

Collector Name Add collector

Some modules use the REST API for data collection. You need to create a collector to connect to the
message system. You may have multiple REST collectors.

Path: Retain Server Manager > Configuration > Server Configuration > REST API Tab > REST Collectors
Panel

Table 2-24 Using the REST Collectors Panel

Option, Field, or Sub-panel Information and/or Action

Collector Name A name of your choosing, preferably one that identified the system that will
use it to archive to your Retain server.

+ Create a REST Collector by providing:

1. The Collector Name can be anything you want, but we recommend something easy to
identify with the system it connects with. A Key and Secret will be created for the collector.
The Key and Secret will be used on the message system side of the system for
authentication.

2. Then press "Add collector" to enable the collector.

3. Export the collector allows you to export the Key and Secret to disk for use with the
message system.

4. Send exported file to your message service provider.

+ Delete removes the collector.

SSL Certificates Management Tab

Secure communications requires Retain server to use industry-recognized Certificate Authorities and
Self-signed certificates. On upgrading to Retain 23.2, when certificates are expired or become
invalid, you are allowed to upload and manage new certificates.

Earlier we supported secure database only with MariaDB and MySQL. Beginning with Retain 23.2,
we support secure database with all the supported database types - MariaDB, MySQL, Oracle,
PostgreSQL, and MSSQL.

The certificates can be either a lone certificate or a key pair. Each certificate must have a unique
name or it will fail to upload. To create a key pair, you need to upload the cert . pemfirst and then
the key. pemand the alias name should be the same for both. If your database type is Oracle DB,
upload a single . p12 certificate.

For example, if you are generating a new self-signed certificate files with 3 certificates, CA certificate
- ca.pem, Client certificate - client-cert.pem, and Client key - client-key.pem, then
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you have to create a key pair. First you have to upload/import the client-cert.pem file, give an alias
name to the file. Then, upload the client-key.pem file, give the alias name same as the client-
cert.pem file and then upload/import ca.pem with a different alias name.

NOTE: Only self signed certificates must be manually trusted. Registered CA signed certificates are

automatically trusted.

Path: Retain Server Manager > Configuration > Server Configuration > SSL Certificates Management

Tab

Manage SSL Certificates

Here you can allow seffsigned certfficates to be trusted in Retain
Upload a certfficate that Retain should trust

Browse_ | No file selected.

Certificate state Owner Issuer Expiration Alias/Comment
Trusted CN=outlook.com, O=Microsoft Corporation, L=Redmond, ST=Washington, C=US CN=DigiCert Cloud Services CA-1, O=DigiCert Inc, C=US Tue Jul 25 17:59:59 MDT 2023 JDK CACerts trustore
Trusted CN=DigiCert Cloud Services CA-1, O=DigiCert Inc, C=US CN=DigiCert Global Root CA, OU=www.digicert.com, O=DigiCert Inc, C=US Tue Sep 24 17:59:59 MDT 2030 JDK CACerts trustore
Trusted CN=download.gwava.com, O=Micro Focus International plc, L=Newbury, C=GB  CN=DigiCert TLS RSA SHA256 2020 CA1, O=DigiCert Inc, C=US Tue Nov 21 16:59:59 MST 2023 JDK CACerts trustore
Trusted CN=DigiCert TLS RSA SHA256 2020 CA1, O=DigiCert Inc, C=US CN=DigiCert Global Root CA, OU=www.digicert.com, O=DigiCert Inc, C=US Sun Apr 13 17:59:59 MDT 2031 1DK CACerts trustore
Trusted C=CA, 0=GWAVA, OU=Retain, CN=www.gwava.com C=CA, 0=GWAVA, OU=Retain, CN=www.gwava.com Thu MNov 06 10:07:51 MST 2042 JDK CACerts trustore
Trusted C=us,5T=ut,0=gwava,Cl=gwava-ca C=us,5T=ut,0=gwava,CN=gwava-ca Mon Feb 07 05:44:06 MST 2033 retain
Trusted C=us,ST=us,0=gwava,CN=gwava-cient C=us,ST=ut,0=gwava,CN=gwava-ca Mon Feb 07 05:47:53 MST 2033 retain cert
Trusted C=CA, 0=GWAVA, OU=Retain, CN=www.gwava.com C=CA, 0=GWAVA, OU=Retain, CN=www.gwava.com Thu Nov 06 10:07:51 MST 2042 solr8 indexer
Mot trusted  CN=RETAIN CH=RETAIN Mon Apr 01 09:35:55 MDT 2024 Untrusted certificate

HTTPS Validation

After enabling the HTTPS validation, you must trust all the Self-Signed certificates in the Retain Truststore. If not, any communication using these certificates will fail.

Any configured communication through HTTPS will be validated.

Enable HTTPS validation

Table 2-25 SSL Certificates Management Tab

Option, Field, or Sub-panel

Information and/or Action

Browse

Certificate State

Enable HTTPS Validation

Click the browse button to upload a new key and
certificate files.

Select the check box to mark the certificate as
trusted.

Select the check box to validate all the certificates.

NOTE: Any modification made to the state of the certificate or when the Enable HTTPS Validation
checkbox is enabled or disabled, to make the changes effective you have to restart the Tomcat

service on the Retain Server.
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Synchronize TrustStore for Workers

Beginning with Retain 23.3, Retain Server's TrustStore is shared with local and remote workers. With
this, workers can connect to HTTPS-secured messaging systems (like GroupWise or Exchange and so
on) and communication through HTTPS will be validated before running the archiving job. The
validation is based on the state of the certificate and the HTTPS validation configured on the Server.
There is no configuration to be done on the RetainWorker.

The trust store synchronization from server to worker happens when:

+ A new worker bootstrap file is uploaded
+ During worker poll interval
+ When “Refresh job cache now” on the RetainWorker is clicked

+ When the “ Run Job Now” option is used to run a job

After the truststore is synced to remote workers, restart the Tomcat service on Remote
RetainWorker for the changes made on the Retain Server to be effective. When the Tomcat service
on Retain Server is restarted, the changes will be available for the local workers.

Server Configuration 89



90 Server Configuration



3 Management

+ “Users” on page 91

+ “Groups” on page 105

¢ “Account Linking” on page 113

+ “Device Management Overview” on page 117
+ “Mobile Device Management” on page 118

+ “Blackberry Device Management” on page 159
+ “Jobs” on page 162

+ “Workers” on page 166

+ “System Log Option (Overview)” on page 167
+ “Auditing Option (Overview)” on page 168

+ “Deleting Data” on page 171

+ “Litigation Hold” on page 181

Users

nUsers : (J o
v ]

alizyud1@exchange2013.qa.gwava.com A
gaal

3aauserlli2

aatestuser

aatestuser2

acramer = The user can see all messages in the database, An
zdemouserrl |M| ‘ordinary’ user can only s22 messages belonging to
admin e T them.

admin2 = The user may view message content
administrator@exchange2013.q3.gwava.com | Remove Multiple Users | 2 OSSR S W Mot Wit e
adminnew
adminrouter10

adminrouterl?
: } -

| Add User | The selected user has Administrative rights. This means:

|User ademouserrl loaded. |

| ademouserrl |

Settings  User Rights  Mailboxes

Path: Retain Server Manager > Management > Users

+ “Settings Tab” on page 92
+ “User Rights Tab” on page 98
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+ “Mailboxes Tab” on page 101
+ “GroupWise Proxy Support” on page 103
+ “Creating Users” on page 104

¢ “Creating a Retain Only User” on page 105

User and Groups Management requires the Manage users and groups orthe Assi gn Rights
administrative right.

Settings Tab
Path: Retain Server Manager > Management > Users > Settings tab

Table 3-1 Using the Settings tab

Field, Option, or Button Information and/or Action

Users List

Select a user from the list.

¢ Add User button ¢ Click to create a new user. See “Creating Users” on page 104
¢+ Remove User and + Click to remove users. In the case of users imported from messaging
Remove Multiple systems, those systems are unaffected.

Users buttons

User-specific Settings Panel

These settings are specific to each user.

¢ Description ¢ Optional information about the user.
¢ Primary UID + Offline-only accounts usually won't have this.
+ The initial admin account is set to use offline exclusively, so it doesn’t have

this.

+ Expire Account ¢ This lets the admin set a date when the account will no longer be allowed
to log in. When an account expires, the account is not removed from
Retain.

¢ List of groups ¢ Default is default.

+ Create groups under Groups and they appear as choices here.

+ If you choose to assign users to multiple groups, make sure you
understand the explanation in “When Users Belong to Multiple Groups” on
page 98.

+ If alisted group displays in red text, that group has been designated as the
Default Configuration group for the user.

+ Remove Group + Click this to remove the selected group.

button
When the change is saved, the user no longer inherits privileges from this

group.

Management


https://www.novell.com/documentation/retain-23.4/pdfdoc/install-upgrade/install-upgrade.pdf#startretainservermanager

Field, Option, or Button

Information and/or Action

¢ Add Groups button

+ Click this to display a list of groups.

Select one or more groups and click OK.

The user then inherits privileges from the additional groups. Additionally,
the groups that are added are eligible to be selected as the Configuration
Group for the user.

Inheritable Settings from Group Panel (User context)

These settings can be inherited from the specified Configuration Group. If so, setting information, etc.

displays in blue text.

Settings displayed in normal text are set directly in the User account.

¢ Configuration Group

¢ Initially, no group appears in this field, which means that the default group

settings are available to be inherited.

You can select one group from the groups assigned to this user in the User-
specific panel (above).

The settings under “Inheritable Settings from Group Panel (Group
context)” on page 107 are then available to be inherited by the user by
selecting the empty slot at the top of each drop-down list. Inherited
settings display in blue text to the right of the affected field.

Alternatively, any of the other selectable settings will override the
Configuration Group’s setting if they are specifically selected.

+ Enable Multi-factor
Authentication

This must be Enabled for MFA to work for this user.

You can enable the option here, or you can enable it in the user’s
designated Configuration Group.

+ Authentication

If set, this option determines how a user’s input to the Retain Login Dialog is

Method processed.
There are two categories:
¢ Preferred: The named authentication method be tried before other valid
options are attempted.
¢ Exclusive: Only the named authentication method is tried.
IMPORTANT: The drop-down list displayed contains only the options
appropriate for the user type.
blank If no Authentication Method is selected for a given user, Retain tries to

authenticate the username/password by using each method in turn until the
attempt either succeeds or fails.

Management
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Field, Option, or Button Information and/or Action

Offline Retain first tries authenticating the username/password against the user’s
Authentication encrypted credentials that were manually entered or that it cached previously.
Preferred

+ The first time a user authenticates, If a password has not been encrypted
and stored previously, offline authentication fails and Retain then tries
other options. If the credentials entered match those of a valid backend
messaging system, authentication succeeds.

+ When authentication succeeds, the password is encrypted and stored in
Retain.

After that, the user can enter the same credentials and be granted access
to Retain whether the backend messaging system is online or not.

+ If the password changes on the backend system and the user enters the
old password, offline authentication fails.

Retain then tries other options and when they succeed, the changed
password is encrypted and cached.

+ You can allow or prevent users from changing their internally stored,
encrypted password in Retain. Obviously this doesn’t affect the password
on the backend messaging system. Therefore, you might want to avoid
password confusion by not allowing any but manually created,
administrative users to do this.

Offline Retain only authenticates the username/password against the user’s encrypted
Authentication password. No other methods are tried.
Exclusive

+ Initial passwords must have either been manually set or encrypted and
cached when another authentication option was set for the user.

+ While this option is in force, only manual password changes are possible.

* You can allow or prevent users from changing their internally stored,
encrypted password by using the Allow User to Change Password
dropdown.

+ |f authentication fails, Retain reports that the login attempt failed.

LDAP Authentication IMPORTANT: You must have previously configured GW LDAP Authentication in
(GW) Preferred the GroupWise module > LDAP Tab.

* Retain first tries to authenticate the username/password against the
configured GroupWise LDAP service.

+ If authentication succeeds, the password is encrypted and cached in
Retain.

+ If authentication fails, Retain attempts other applicable methods of
authentication, such as GW SOAP Authentication and Offline
Authentication.
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Field, Option, or Button

Information and/or Action

LDAP Authentication
(GW) Exclusive

IMPORTANT: You must have previously configured GW LDAP Authentication in
the GroupWise module > LDAP Tab.

¢ Retain only authenticates the username/password against the configured
GroupWise LDAP service.

+ |f authentication succeeds, the password is encrypted and cached in
Retain.

+ If authentication fails, Retain reports that the login attempt failed.

SOAP Authentication
(GW) Preferred

IMPORTANT: You must have previously configured GW SOAP Authentication in
the GroupWise module > SOAP Tab.

¢ Retain first tries to authenticate the username/password against the
configured GroupWise SOAP service.

+ If authentication succeeds, the password is encrypted and cached in
Retain.

+ |f authentication fails, Retain attempts other applicable methods of
authentication, such as GW LDAP Authentication and Offline
Authentication.

SOAP Authentication
(GW) Exclusive

IMPORTANT: You must have previously configured GW SOAP Authentication in
the GroupWise module > SOAP Tab.

+ Retain only authenticates the username/password against the configured
GroupWise SOAP service.

+ If authentication succeeds, the password is encrypted and cached in
Retain.

+ If authentication fails, Retain reports that the login attempt failed.

Exchange
Authentication
Preferred

IMPORTANT: This option is generally not recommended for Office 365 users. If
you choose it, make sure you understand the caveats explained in “When
Google and Office 365 Systems Require an App Password” in OpenText Retain CE
23.4: How Retain Works.

¢ Retain tries to authenticate the username/password against the
configured Exchange service.

+ If authentication succeeds, the password is encrypted and cached in
Retain.

+ If authentication fails, Retain attempts Offline Authentication, which
either succeeds and the login is accepted, or fails and the login attempt is
rejected.

Exchange
Authentication
Exclusive

IMPORTANT: This option is generally not recommended for Office 365 users. If
you choose it, make sure you understand the caveats explained in “When
Google and Office 365 Systems Require an App Password” in OpenText Retain CE
23.4: How Retain Works.

¢ Retain tries to authenticate the username/password against the
configured Exchange service.

+ If authentication fails, the login attempt is rejected.

Management

95


https://www.novell.com/documentation/retain-23.4/pdfdoc/archiving/archiving.pdf#svrcfmcfggwmodldaptab
https://www.novell.com/documentation/retain-23.4/pdfdoc/archiving/archiving.pdf#svrcfmcfggwmodsoaptab
https://www.novell.com/documentation/retain-23.4/pdfdoc/archiving/archiving.pdf#svrcfmcfggwmodsoaptab
https://www.novell.com/documentation/retain-23.4/pdfdoc/oview/oview.pdf#openidandusernamepassword
https://www.novell.com/documentation/retain-23.4/pdfdoc/oview/oview.pdf#openidandusernamepassword
https://www.novell.com/documentation/retain-23.4/pdfdoc/oview/oview.pdf#Front
https://www.novell.com/documentation/retain-23.4/pdfdoc/oview/oview.pdf#Front
https://www.novell.com/documentation/retain-23.4/pdfdoc/oview/oview.pdf#openidandusernamepassword
https://www.novell.com/documentation/retain-23.4/pdfdoc/oview/oview.pdf#openidandusernamepassword
https://www.novell.com/documentation/retain-23.4/pdfdoc/oview/oview.pdf#Front
https://www.novell.com/documentation/retain-23.4/pdfdoc/oview/oview.pdf#Front

96

Field, Option, or Button

Information and/or Action

Google IMAP
Preferred

IMPORTANT: This option is generally not recommended for GSuite users. If you
choose it, make sure you understand the caveats explained in “When Google
and Office 365 Systems Require an App Password” in OpenText Retain CE 23.4:
How Retain Works.

+ Retain tries to authenticate the username/password against the
configured Google service.

+ |f authentication succeeds, the password is encrypted and cached in
Retain.

+ If authentication fails, Retain attempts Offline Authentication, which
either succeeds and the login is accepted, or fails and the login attempt is
rejected.

Google IMAP
Exclusive

IMPORTANT: This option is generally not recommended for GSuite users. If you
choose it, make sure you understand the caveats explained in “When Google
and Office 365 Systems Require an App Password” in OpenText Retain CE 23.4:
How Retain Works.

¢ Retain tries to authenticate the username/password against the
configured Google service.

+ If authentication fails, the login attempt is rejected.

Google OpenID
Connect Exclusive

This option assumes the following:

+ You have configured your GSuite system to provide Two-factor
Authentication through OpenlD Connect.

+ You have configured Retain to connect with your GSuite (Google) system.
When you set this option for users, the following occurs:

+ The only authentication option that Retain accepts from the affected users
is the Login with Google button.

* When a user clicks the button, Retain then turns the authentication
process over to Google until authentication succeeds or fails.

IMPORTANT: If you don’t apply this option, your GSuite users can choose to
enter a username and password (Google IMAP) rather than clicking the Login
Using Google button.

You are responsible to inform them that they must enter their assigned App
Password rather than the password associated with the GSuite account. See
“When Google and Office 365 Systems Require an App Password” in OpenText
Retain CE 23.4: How Retain Works.
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Field, Option, or Button

Information and/or Action

Microsoft OpenlD
Connect Exclusive

This option assumes the following:

+ You have configured your Office 365 system to provide Two-factor
Authentication through OpenlID Connect.

+ You have configured Retain to connect with your Office 365 system.
When you set this option for users, the following occurs:

+ The only authentication option that Retain accepts from the affected users
is the Login with Office 365 button.

* When a user clicks the button, Retain then turns the authentication
process over to Office 365 until authentication succeeds or fails.

IMPORTANT: If you don’t apply this option, your Office 365 users can choose to
enter a username and password (Exchange Authentication) rather than clicking
the Login Using Office 365 button.

You are responsible to inform them that they must enter their assigned App
Password rather than the password associated with the Office 365 account. See
“When Google and Office 365 Systems Require an App Password” in OpenText
Retain CE 23.4: How Retain Works.

¢ Language

+ The language used in the search interface for this user.

You can have the user inherit this setting from the specified Configuration
Group, or you can set it to one of the values in the drop-down list.

+ Change Internal
Password

+ You can specify and confirm a new user password.

¢ If Allow User to Change Password is set to yes, the user can reset the
password in Retain.

¢ Forwarded Messages
Comment

+ The default comment for forwarding messages.

You can have the user inherit this setting from the specified Configuration
Group, or you can set it to one of the values in the drop-down list.

+ Forwarded Messages
Internet Domain

+ Automatically append the specified address to forwarded messages.

You can have the user inherit this setting from the specified Configuration
Group, or you can set it to one of the values in the drop-down list.

+ Date Display Format

+ How to display dates.

You can have the user inherit this setting from the specified Configuration
Group, or you can set it to one of the values in the drop-down list.

¢ Time Display Format

+ How to display time.

You can have the user inherit this setting from the specified Configuration
Group, or you can set it to one of the values in the drop-down list.

¢ Display Number of
Messages Per Page

+ How many items to display per page.

You can have the user inherit this setting from the specified Configuration
Group, or you can set it to one of the values in the drop-down list.
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Field, Option, or Button Information and/or Action

+ Message Age Display + Default date filter for searching. Can be changed on the fly.

You can have the user inherit this setting from the specified Configuration
Group, or you can set it to one of the values in the drop-down list.

+ View Message + Whether to display HTML format when possible or always display text
Format regardless of actual format.

You can have the user inherit this setting from the specified Configuration
Group, or you can set it to one of the values in the drop-down list.

+ Session Timeout + Avalue between 10 and 480 minutes.

(Minutes)
You can have the user inherit this setting from the specified Configuration

Group, or you can set it to one of the values in the drop-down list.

When Users Belong to Multiple Groups

The following points apply:

+ Access Rights: Users inherit the access rights assigned to each group they belong to, in addition
to their explicitly assigned rights and attributes. If privilege-level differences exist between
assigned groups, the highest privilege level applies.

+ Mailboxes: In addition to their primary mailbox, users have access to all mailboxes available to
the groups that they belong to.

+ Inheritable Attributes: Several attributes that affect users can be assigned directly in the user’s
account or inherited from a designated Configuration Group. For more information about these
attributes, see “Inheritable Settings from Group Panel (User context)” on page 93
and.“Inheritable Settings from Group Panel (Group context)” on page 107.

User Rights Tab

When an administrator-level right is granted to a user, that user will see that right in the
management console when they log into Retain. If a right that the full Administrator can view is
missing from the menu of that user, they are missing that right. To view and have access to that
option, they must have the missing right granted to that user. If you have performed an upgrade and
are missing options, check for a missing administrator right.

+ Control what rights you grant to the user here. Check the box to enable the right

¢ These are extra rights

+ You don't need any of them for the user to access their mailboxes

+ You do need them to do “special things”. The first admin account gets them all

*

Retain first checks your assigned group and you start with the Group Rights

*

The rights you explicitly set here are added to the group rights for the user’s effective rights

+ This way, you can control users as a group and give different rights to different groups

*

If you don’t have rights to