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Preface

About Retain

Retain Unified Archiving

+ Archives email and text messages.

+ Catalogs them for search and retrieval.

Retain is not a backup/restore system.

About This Guide

This is the administrative documentation for Retain Unified Archiving version 24.2.

For Documentation Feedback

Scroll to the bottom of the online page and enter a User Comment.

To Join the Retain Idea Exchange

Got an idea for a new Retain feature or enhancement? Log in to official website and join the
conversations happening inside the Retain Idea Exchange.

For Additional Documentation

See the OpenText Knowledge Base website.

To Contact Technical Support

Browse to the OpenText Support Page and begin typing Retain Unified Archiving in the Search for a
Product field.

For Sales

Go to the OpenText Contact page.

For Professional Services

Contact OpenText Professional Services by calling (877) 772-4450.

Preface
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1 Configuration

“Rules Configuration Page” on page 9

“Connecting Retain and the Message Router” on page 12
“Retain Message Router Configuration Page” on page 13
“Retain Message Router Console” on page 15

“Storage Manager” on page 16

“Stubbing Server” on page 20

“Mailbox Mapping Options” on page 37

“GroupWise Disaster Recovery Integration” on page 41

Rules Configuration Page

*

*

*

“Core Settings tab” on page 9
“Conditions tab” on page 10
“Actions tab” on page 11

You can use Rules to automate tasks and administration.

Messages containing items or information specified in the criteria have the described action applied

automatically. A rule must be enabled, have at least one condition, and one action defined before a

rule comes into effect.

Em [-] Rules Configuration
Documentation
Search Messages -
Auditing
System Log Add Rule
Reporting
Monitoring Edit Rule
Data Collection
Schedules
Profiles _
Workers
& Jobs Rule Case1234 loaded.
Management Rule Case1234

Users
Groups

Core Settings Conditions Actions

Device Management

Deletion Management Core Settings
Configuration Rule Enabled ||
Server Configuration
Rules Configuration
.
Core Settings tab

To create a rule, select the Add Rule button and name the rule. To make the rule active, select Rule

Enabled.

l]()

Configuration
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Core Settings Conditions Actions

Core Settings

Rule Enabled [¥]

Conditions tab

The conditions are the criteria which determine whether the action is applied to message data or
not.

Core Setfings Conditions ~ Actions
Conditions

Set the conditions for this rule to be active. Al the conditions must be fulfiled for the Actions to be performed.

Category +*  Starts with -

“#» Subject Contains Undelverable

Category list

Select the category that the criteria is to be restricted to, from the menu.

s

Department
Display Mame
Dormain Name
EMail Address
Attachment Name
First Mame
From

Last Mame
Location
Mailbox

PO MName
Private
Recipient
Sender Dormain
Subject

Title

Type

UID

10 Configuration



Criteria

After a criterion is selected, the condition is entered in plain text or as a regular expression, and are
separated into categories.

Starts with |L]

Ends with

equals to

is not equal to
Does not contain
Does not end with
Does not start with
Regular Expression
Starts with

The ‘Starts with’ menu further defines the criteria. The ‘Starts with’ menu also allows the
administrator to either relax some constraints by selecting a vague entry like ‘Contains’ or ‘Starts
with’, or specify the criteria with ‘Regular Expression’. Select the appropriate limiter and then select
the ‘Add Condition’ button. Multiple conditions may be added. Make sure to save changes before
leaving the page.

Actions tab

The actions tab defines which actions are to be taken. There are four different options to choose
from.

Core Settings ~ Conditions  Actions

Actions

Set the actions that will be performed by this rule if the conditions are fulfiled.

| Apply litigation hold to item L
Add Action

. Tag item (Case1234)

All four actions may be applied to any one rule. Once the desired actions are applied to a rule, save
changes before leaving the page.

Apphy ltigation hold to tem |L]

Apply ltigation hold to tem
Mark item confidential

Tag item
Abort rule processing

Configuration 11



Connecting Retain and the Message Router

+ “How Mobile Message Routing Works” on page 12
+ “Setting Up the Retain Message Router” on page 13

How Mobile Message Routing Works

The Retain Message Router enables archiving services for mobile devices on the Internet, outside
the firewall. Basic functionality is illustrated in Figure 1-1 on page 12 and explained in Table 1-1 on
page 12.

Figure 1-1 Retain Message Router Functional Overview

Retain Message Router

Intermet Dz Internal Metwaork
b A r

E“ . Retain

E.:‘i] ancinid {Mobile) E/ CMS3
A
Call Trust

e e

BER
Enterpaiss

Messaging Service
Payloads

ﬂ

GRS e
Firenall Retain Archive

@ "/I Server Data Store
G Wlemzangar /

A

s [ Message ‘?

Firzwall

ionlaka ' Router

Tekats!
SIS M Lk

Table 1-1 Job Component Information and Links

Letter Brief Description

e Messaging platforms push message data (payloads) to the Retain Message Router.

e The Message Router stores the payloads in a temporary storage area, which you create while
setting up the router and connecting it to Retain.

G When the Message Router sends the payload to Retain, it archives the messages in the data
store.

0 When archiving completes, Retain confirms to the Router, which then deletes the payload from

its temporary storage area.

Configuration



Setting Up the Retain Message Router

To connect a Message Router to Retain, you must do the following:

1 Install the Router software on a server in the DMZ, as illustrated in Figure 1-1 on page 12.

For instructions, see “Installing a Retain Message Router on Linux” or “Installing a Retain
Message Router on Windows” in the OpenText Retain CE 24.2: Installation and Upgrade guide.

2 Create a directory on the Router server for temporarily storing message payloads. For example,
you might create a directory named t enp- st or e inside the Ret ai n folder.

You specify this location when setting up the Retain Message Router in Step 5 below.

3 In the Retain Server Manager > Configuration > Server Configuration > Communications tab >
Retain Server Connection panel, make sure the settings for connecting to the Retain server are
correct.as described in “Retain Server Connection Panel” on page 58.

4 In the Retain Server Manager > Configuration > Router Configuration > Communications tab
Message Router Connections panel, enter the hostname or IP address of the server the Router
agent software resides on. Make sure that the Port and Security match the Retain Server
Connection settings from Step 3 above.

5 Under the Storage tab, enter the storage path you created on the Router server after installing
the Router agent. Be sure to specify the path from the perspective of the router. It can be a full
drive path, or a path relative to the / Ret ai n installation directory on the Router.

6 Under the Logging tab confirm that the log level is Diagnostic (Trace) and old logs are removed
after a few days.

7 Click Save Changes.
8 Click Test Connection to connect to the router and send the configuration information to it.

You can now access the router’s console. For more information, see “Retain Message Router
Console” on page 15.

Retain Message Router Configuration Page

Path: Retain Server Manager > Configuration > Router Configuration
For tab information, see the following sections.

+ “Communications tab” on page 13
+ “Storage tab” on page 14
+ “Logging tab” on page 14

NOTE: Although this sets up a connection with the Retain Message Router, it does not require
installing the Router software on the Retain server.

Communications tab

The Communications tab sets communications parameters for the Retain server to communicate
with the Message Router.

Path: Retain Server Manager > Configuration > Router Configuration > Communications tab

Configuration 13


https://www.novell.com/documentation/retain-24.2/pdfdoc/install-upgrade/install-upgrade.pdf#t46h40hxzvef
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Table 1-2 Using the Communications tab

Field, Option, or Button Information and/or Action

Tenant ID Panel

This identifies the Retain server to the Message Router and other REST applications.

¢ Tenant ID + Retain automatically creates this the first time you open the page.

Message Router Connections Panel
This provides the Retain server with network contact details for the Message Router.

The Router should be installed in your network’s DMZ so that Retain is behind the firewall and not directly
exposed to the Internet.

+ Host + Host name or IP address of the server where the Router software is
installed.
+ Port * Port on which Retain and the Router communicate.

Defaults: SSL = 443, Plain Text = 48080.

+ Security ¢ SSL (default) or Plain Text
+ Test Connection + Make sure you click this to verify that the connection with the Message
button Router is working.
Storage tab

The storage tab contains the path to the temporary storage location that you create on the Message
Router.

Path: Retain Server Manager > Configuration > Router Configuration > Storage tab

Table 1-3 Using the Storage tab

Field, Option, or Button Information and/or Action

Message Router REST Storage Panel

The Router stores data here (usually for only a few seconds but longer if needed) before sending it to Retain.

+ Storage Path + You create this when setting up the Message Router.

See “Installing a Retain Message Router on Linux” and Installing a Retain
Message Router on Windows.

Logging tab

The logging tab contains settings to enable logging, dictate the logging level of the Router, and
settings to purge old logs from the system after a specified age.

Configuration


https://www.novell.com/documentation/retain-24.2/pdfdoc/install-upgrade/install-upgrade.pdf#startretainservermanager
https://www.novell.com/documentation/retain-24.2/pdfdoc/install-upgrade/install-upgrade.pdf#t46h40hxzvef
https://www.novell.com/documentation/retain-24.2/pdfdoc/install-upgrade/install-upgrade.pdf#t46doq6t0gsv
https://www.novell.com/documentation/retain-24.2/pdfdoc/install-upgrade/install-upgrade.pdf#t46doq6t0gsv

Table 1-4 Using the Logging tab

Field, Option, or Button Information and/or Action

Message Router Logging Options Panel

+ Logging enabled + Select this to enable Message Router logging.

+ Log level ¢ Select a level of events to log: Diagnostic (Trace), Verbose (Debug), Normal
(Info), Error Only.

¢+ Compress logs + Select this to store the logs using file compression.

+ Remove old logs + Select this to prevent the log directory from running out of disk space.

+ When age exceeds + Set this to the number of days you want log files kept before deletion.
(days)

Retain Message Router Console

After installing the Retain Message Router and connecting to it from the Retain Server, you can
access its console.

Using an administrative browser, enter the following URL and sign in as the Retain administrative
user on the Retain server connected with the router.

Path: htt p: //routi ng-server -1 P-or-DNS/ Ret ai nRout er

Message Router | Show Log | Test Server Connection | Upload Pending Payloads |

Router Time: 11:21:45 AM

Retain Server:

Tenant ID: 7f828252-8f6f-4411-8089-d46ch22994d4
Storage Path: fretain/rest

Archive Inbound:  true
Archive Outbound: true

r— Daily Mobile Stats

Date SMS - Enabled MMS - Enabled Phone - Enabled Total
2020-08-27 0 0 0 0

r—Mobile Device List

Display Name Device ID E-Mail 'I(_?Tsr:nection
APurcell_ResourceD1 8JOLEQ2V0JGO1ZDFINVSDEV1

Device8379324 8379324

RetainService Emulator  Q73RCR46CITVACHOSW170150 . v

nexus green afw UNZC0AYODJEWXDEAAVIKEEEX

Devicel666910 1666910

Test 123456789 o

AppleiPhoneé EB4EFQEIFMIXOB54UTWI4W4N “ 7

r—Retain REST API Statistical Data

Payloads Pending Upload: 0
Uploaded Payloads Pending Deletion: O

Configuration 15
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The Message Router console lets you view the devices that connect to Retain through the router and
the state of temporarily stored communications (payloads) waiting to be transferred to Retain.

Table 1-5 Using the Message Router Console

Field, Option, or Button Information and/or Action

Information block The upper-left section shows the following configuration settings:

*

*

Retain Server: The DNS name of the Retain server.

Tenant ID: The automatically generated ID used to verify connections with
the Retain server.

Storage Path: The temporary storage directory for data waiting to be
transferred to Retain.

Archive Inbound: The state of data coming from mobile carriers.

Archive Outbound: The state of data transferring to Retain for archiving.

Show Log button 1.

Click this to view the Message Router log file.

Test Server Connection 1.
button

Click this to verify the connection to the Retain server is working.

Upload Pending Payloads 1.

Click this to immediately upload the message data that is accumulated in

button the temporary storage directory to the Retain server.
Daily Mobile Stats A daily count of devices with each of the supported message types.
Mobile Device List Information about each device that has had messages routed through the

Message Router. Sort any column by clicking its header.

Retain REST API Statistical Information about the current state of message data payloads.

Data

Storage Manager

Retain Supports the ability to change the location or engine used to store the archived mail.

Configuration



[}] storage Manager “00

Use this to select and configure Retain's storage engine.
+ The Standard engine stores all attachments and email pieces directly on a standard drive mapping.
The engine works with all platforms.
* The NetApp Snaplock option configures the NetApp Snaplock feature.
Netapp works without it, but using it ensures NetApp compliance.

Regardless of which engine you select, substantial disk space may be consumed locally as well. (The default drive-based engine consumes the most space).

Restarting Tomcat after changing the Storage Engine configuration is strongly advised.

Storage Engine Standard Engine. Store directhy on locally accessible drives. -

Standard Engine

The Standard Engine supports file consolidation. This is particularly useful when archiving smaller messages. This option is recommended only if archiving mobile or social
messages.

Mote: You can alter the the storage paths in the Storage tab of the Server Configuration menu option.

Enable file consolidation? [
Last Access Date [ | Set Last Access Date according to Expire Date

In addition, if desired, you may define and remove "partitions” here.

To change the storage option settings which were created during the initial setup of Retain, simply
select the other storage option. The appropriate panel displays:

+ “Standard Engine Panel” on page 17

+ “Legacy Engine” on page 18

+ “NetApp SnaplLock” on page 18

+ “Partitions” on page 19

Standard Engine Panel

Storage Engine | Standard Engine. Store directly on locally accessible drives, %

Standard Engine

The Standard Engine supports file consolidation. This is particularly useful when archiving smaller messages. This option
is recommended only if archiving mobile or socizl messages.

Mote: You can alter the the storage paths in the Storage tab of the Server Configuration menu option.

Enable file consolidation? [ ]
Last Access Date || Set Last Access Date according to Expire Date

In zddition, if desired, you may define and remove “partitions” here.

The standard storage engine is the standard storage option which should be selected for all new
installations of Retain. The storage engine utilizes locally accessible drives and media. When
selecting this option, make sure that storage requirements will be easily met, size or capacity
increased, and managed.

The engine also allows for background compression to be used. Background compression is
recommended for mobile modules, to help keep the size of the data store down.

Configuration 17
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Partitions Sub-panel

— Partitions

Creating a partition allows you to direct all new attachment blobs to a new storage device, (Your old device might
be running out of space, or you might prefer to split the storzge on a yearly basis etc.). Retain retrieves and stores
blobs based upon the partition's date threshold.

Deleting or adding a partition can easily result in the loss of data. For example, deleting a partition
that contains data, will make all of that data completely inaccessible to Retain, unless it is moved to
another partition. Carefully read the user manual and/or consult with Technical Support before
proceeding.

Current path used for storage: /Retain/archive

There are no partitions defined currently. All blobs will be stored to the default storage path configured in Server
Configuration.

You may add a partition below. Just enter 2 name and the full path to the directory to store blobs under,

MNew Partition Name |new partition |

New Partition Path | |

Legacy Engine

The legacy engine works as a seamless connection to the 2.x line of Retain, and is available as a
bridge for upgraded devices and legacy support systems.

NetApp SnapLock

NetApp is fully supported with SnapLock for storage. Note the information in the option. To enforce

WORM rules you MUST set the Job Expiration feature. Also set the IP address, user name, password,

and the correct path to the server. The path must be set in netapp format.
NetApp SnapLock

Snaplock settings

If you enable SnapLock, then as items are stored on the NetApp appliance with a Job specifying an expiry date, their retention date is set according to your Job options.
This effectively enforces WORM rules. You may use NetApp without this setting, if preferred, in which case none of the parameters on this screen need to be filed out.

A note about the path requested below: it is not a Linux, Windows, or UNC path. There is no definite correlation for example between this path and a share path. It
uses the NetApp format, and must point to the directory containing all of the Retain blob files. Consult your NetApp Technical Support for more information on this or on

enabling SnapLock.
Enable SnapLock? Ne w
MNetApp Server/IP
Port 80
Adrrin User

Admin Password (Password is not set)

Base path to archive directory (example: fvol/myvolname/archive)
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Partitions

Retain also supports the ability to define a different storage location, through the partitioning
option. Partitioning is only available when Storage is set to the ‘local’ drive. To access the partitions
option click on “partitions” in the Enhanced or Standard Engine window. Ideally, this option would
only be used to archive to a new, larger, location when the current storage path has been filled, or to
separate mail storage between years. (l.e. /archive/2008; /archive/2009)

— Partitions

Creating a partition allows you to direct all new attachment blobs to a new storage device. (Your old device might be running out of space, or you might prefer to
split the storage on a yearly basis etc.). Retain retrieves and stores blobs based upon the partition's date threshold.

Deleting or adding a partition can easily result in the loss of data. For example, deleting a partition that contains data, will make all of that data
completely inaccessible to Retain, unless it is moved to another partition. Carefully read the user manual and/or consult with Technical Support
before proceeding.

Current path used for storage: /retain/archive

There are no partitions defined currently. All blobs will be stored to the default storage path configured in Server Configuration.

You may add a partition below. Just enter a name and the full path to the directory to store blobs under.

MNew Partition Name new partition

MNew Partition Path

A Retain system without a specified partition location will store all mail in the default storage
location. This is defined in the Server Configuration menu, under the Storage tab mentioned
previously. The default location is set during the initial install.

NOTE: Read the bold warning on changing partitions!

You may only specify one new partition at a time. After you have entered the new partition

information, click ‘save changes’. Creation or changes to a partition requires Tomcat to be restarted.
When adding a Partition on Linux, the path needs to be created manually on the Linux Server before
specifying the path within Retain. Ensure that the permissions for the new path are given to Tomcat.

Once Tomcat has been restarted, the new partition can be viewed, edited, or deleted from this
window.

Partitions are listed with their Begin Date, Name, and Path. The Begin Date is the creation date. A
partition is used to store all archived mail from the moment it is created

Because of how Retain indexes and tracks messages that are archived, deleting a partition can lead
to catastrophic data loss. Do not delete an active storage partition or location without first
consulting support.

If a partition is deleted Retain will look for the archived mail that was stored in the deleted partition
to be stored in the default storage location. (This is defined in Server Configuration, under the
Storage Tab.) Removing a designated partition in the management console does not delete the
storage directories or data on the hard drive or SAN, but it does disconnect Retain from the storage
location.

All partition changes are logged in the partition.log file, located in the backup directory specified in
Server Configuration. (By default this is located in <your storage location>/backup)
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Stubbing Server

Retain has the ability to use the Stubbing capabilities of GroupWise. Stubbing was designed as a way
to reduce disk space usage in a time when the cost of disk space was at a premium. This is less of an
issue today.

+ “Stubbing Server Overview” on page 20

+ “Prerequisites” on page 21

+ “Stubbing Install” on page 22

+ “Stubbing Configuration” on page 23

+ “Retain Stubbing Server Page” on page 25

+ “Configure Stubbing Server” on page 27

+ “Stubbing Server Administrative Console” on page 28

+ “Performing Retain Searches Within The GroupWise Client” on page 32

+ “Configure Stubbing To Remove Messages from GroupWise and Leave Only Stubs” on page 34

Stubbing Server Overview

The Stubbing server has two abilities:

1. Enabling Retain Archive search “Performing Retain Searches Within The GroupWise Client” on
page 32 from the GroupWise desktop client.

2. Removing items “Configure Stubbing To Remove Messages from GroupWise and Leave Only
Stubs” on page 34 from GroupWise and leaving stub pointers to the data in the Retain Archive.
This functionality CANNOT be reversed. We do not recommend enabling this functionality.

How Retain Interacts With GroupWise Stubbing

When GroupWise is set up for stubbing and the Stubbing Server is configured in Retain, the archive
job that runs will archive all the items and place in their stead in the GroupWise mailbox a "stub".
Since the actual message gets placed into the Retain system, GroupWise replaces the original
message with a stub that points to the message residing in Retain. A user's GroupWise mailbox will
look the same - the user will see a list of messages; however, the icon is different.

When a user clicks on a stubbed message, the GroupWise POA will send a request to the Retain
Stubbing Server for the item. Retain sends the item to the POA and the client displays it; however,
this does NOT place the message back into GroupWise. When the user closes the message, the stub
is all that remains.

Why Stubbing Is Good

+ Save Disk space. Mail can be removed from the system without being deleted.
+ Users have easy access to items stored in Retain.
+ Transparent access, no need to login to Retain for common tasks.

+ The "Restore" feature in Retain can be enabled. However, it does not actually restore the
message into GroupWise. It only restores the stub if the stub is missing (user deleted it).
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Why Stubbing May Not Work for a System

*

Stubbing CANNOT be reversed. Once a message is stubbed, it cannot be returned to the same
position in the system.

Stub items are NOT COMPATIBLE with third party APIs. These applications view the stubs as
posted items only, with no text or attachments. Mobile, Web, IMAP, and POP3 clients will only
see posted empty items, not actual contents.

User training for stubbed items may be necessary due to decreased access speed.

No method for protecting stubs from deletion in the GroupWise client (re-creation is difficult
and complicated).

Non-mail items should not be stubbed (calendar and appointment items behave erratically
when rescheduled).

Determine the correct option for your system. If you wish to enable Stubbing, you need to install and
configure the Stubbing Server as well. If you wish to only stub large items in your mail server, you
may set a size threshold. Any item larger than the specified size will be stubbed. If this option is not
set, all messages will be stubbed regardless of size.

Prerequisites

*

*

*

You must be using GroupWise 8.0HP1 or greater.

The GroupWise module must be configured. This means that a Trusted App Key exists for Retain
to use already.

Confirm that stubbing is disabled in all the GroupWise profiles:
Profile Mame  Ordinary

Core Settings Message Settings  Scope Misceleneous  Advanced

Profile Functions

The normal function of Retain is to archive mail. However, GroupWise 8 introduces the capability to "Stub” tems so
they appear to be in the original rmailbox, but are realy stored in Retain. This can save disk space.

You may enable Archiving and Stubbing separately or together, depending on what you think your users would like.

We tend to recommend you do MOT stub Calendar Items, because it can lead to confusing results if they are
rescheduled or reassigned. (Most Calendar Items aren't terribly large anyway).

You may safely enable stubbing on a GroupWise 7 post office, however the functionality will be ignored, and the
itern will not be stubbed.

Enable Archiving (store messages in Retain)

[ Enable Stubbing (if items are already archived)
[¥| Do not stub Calendar Items (Appointments, Notes, and Tasks)
[ stub only items exceeding a size threshold
2048 Size Threshold (bytes)
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Stubbing Install

If you did not install the Stubbing Server during the initial install of the Retain Server you can install it
now.

Run the installer and click through to the point where the installer detects what you have installed.

Retain Installer 4.1.0.0

Retain has already been installed on this system with the following components:

Retain Server
Retain Reporting & Monitoring Server
Retain Worker

Choose one of these options:

1) Upgrade current installation of Retain

2) Upgrade current installation of Retain and add new components
3) Exit this installer

choose (1-3): |}

Choose "2) Upgrade current installation of Retain and add new components."

Retain Installer 4.1.0.0

Retain has already been installed on this system with the following components:

Retain Server
Retaln Reporting & Monitoring Server
Retain Worker

Choose one of these options:

1) Upgrade current installation of Retain

2) Upgrade current installation of Retain and add new components
2) Exit this installer

Choose (1-3): 2
Choose components. ..

Install Retain Stubbing Serwver (y/n)7y
Install Retain Message Router (y/n)?n]j

Then tell the installer to Upgrade Retain, preserving configuration. The installer will stop tomcat,
install the Stubbing server and restart tomcat.
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Stubbing Configuration

GroupWise

Update Trusted Application Key

1. Go to the Retain Trusted App Key and enable "Allow access to archive service"
2. Set the Archive Service Address to the Retain server IP Address or hostname

3. Set the port to 48080 (the Retain tomcat port)

Mame:

Trusted App key for Retain H
Description: |archiving -

U restrict use of the trusted app key to connections from

Address |

Port P || Require S5L

Provides Message Fetention Semvice

Allow access to archive sermvice

Archive Service Address: |‘ID.‘I 4131

: 48080| =2
Port - &2 [ Require sSL

o

Now you have to decide if you are going to use stubbing on a particular Post Office or System wide.

Archive Service System Setting

If you are enabling stubbing across the entire system you will need to override the Archive Service
Trusted Application setting in System Preferences.

Go to System | System Preferences.

Under Settings and Archive Service Trusted Application, enable the Override and select the Trusted
Application Key that Retain is using.
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5}"5":&]11 Preferences Close ¢
Setings

Administrator Lockout Settings

Restrict System Operations to Primary Domain

L L ock Out Older GroupWise Administration Tools
Minimum Admin Tool Release Version(x.x.x)
h4.2.0 |

Minimum Admin Tool Release Date(01/01/M11)
| e

Archive Service Settings

Default Archive Service Trusted Application:

Hickname Settings

| Retain

Auto-create on User Move
O Never

] Always
® Prompt

Expire after: E days (0-365)

(7

Archive Service Post Office Settings

If you are just stubbing one, some but not all Post Offices you will need to override the Archive
Service Trusted Application setting for each Post Office.

Go to the Post Office that will be stubbed.

Under Settings and Archive Service Trusted Application, enable the Override and select the Trusted
Application Key that Retain is using.
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Connected Domain edrth =

& overview @ eath [l marspo Jump To: &2 POA

0] Swstem Maint_e_n_anc_e - C!!ent C_thit_m_s_ Mure - Di_ag_no_s_tics -

0 Domains Ohbjects Seftings Client Settings

[_|-| Post Offices [ pisable Live Move

= Software Distribution Directory.  Mone -
ﬂ Fost Office Agents 1 =l

Restore Area: (Mot Set)
E Message Transfer Agents

Address Book Update Setti
of= Internet Agents bl otk

Create Delfas
l Users =
il Maximurm Age tor Deltas: 15]n Days

—a Remote File Server Settings
b Resources

1 N Femaote User Name: l ]

e Remote User Password: [ |
a Libraries

Archive Service Trusted Application

Default: (Mot Sef)
Cwerride
Retain Stubbing Server Page

& Stubbing Server : P o

Module selection

Groupwise-1 bl

Stubbing is a new feature in GroupWise 8, where a message item may be "stubbed” -- removing the message permanently from
GroupWise, and replacing it with an item (a stub) that connects to Retain to access the message. Effectively, the user has
transparent access to the stubbed item from their GroupWise client, and the stub behaves largely as if a native GroupWise item
was still there, Consult the user manual for detailed instructions and the pros and cons of stubbing.

In Retain, open the Stubbing Server page from the left-navigation bar.
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Core Settings tab

Check the box next to "Enable Stubbing Server"

You may restrict the IP addresses POA connections will be accepted from. Use commas to separate
multiple addresses.

Core Settings Logging Connection Bootstrap
Basics

Choose whether to enable the stubbing server, If it is not enabled, it will not accept requests from any GroupWise POA. In
addition, for security purposes, you may enter @ comma delimited list of IP addresses, and only these POAs will be serviced.

Enable Stubbing Server

Accept POA connections only from these IP Addresses:

Interval

How often should the stubbing server poll for configuration changes?

Poll for configuration every minutes

Logging tab

Set the logging level to Diagnostic (Trace)

Core Setfings Logging Connedction Bootstrap

Logging Options

=
i

Connection tab

If you have installed the stubbing server on a separate server you will need to specify the location of
the Retain server so that it can connect.
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Core Settings Logging Connection Bootstrap

Retain Server Connection

The Stubbing Server will need to know how to connect to the Retain Server. It is highly recommended that youw use a DNS
host name for the Host Name. It's important to note that you are specifying the URL from the point of view of the Stubbing
Server contacting the Retain Server, which may or may not match the URL you'd use from your browser to reach the

Stubbing Server or Retain Server.
Server Protocol
Retain Server Host Name | ocalhost |
Rietain Server Port | 45080 |

Retain Server Path | /Retainserver/
Stubbing Server Password

(Password is set)

Mote: Changing any of these parameters will require recopying the stubbbing server bootstrap file!

The connection to the Retain Server is very important. This must be set to the address of the Retain
Server, and is automatically filled out for you. Verify that the Retain Server is located at the specified
address and is accessible. Generally you may leave this section default as the Stub Server should be
installed local to the Retain Server. If your Retain Server IP address is assigned by DHCP, which we do

not recommend, change the Host Name to the DNS name or localhost (127.0.0.1).

Press "Save Changes" and the Bootstrap tab will appear.

Bootstrap tab

Click on "Download File" to save the bootstrap file.
Core Settings Logging Connection Bootstrap
Boot Strap

The 5tubbing Server software neads a spedial "bootstrap” configuration file copied to its working directory before it can
function correctly. You may copy it manually or use a web browser to upload the file.
(http:// = RetainstubServeripaddress = 48080/ RetainStubServer)

Download File

Configure Stubbing Server

Browse to http://<Retain_Stubbing_Server_Address>/RetainStubServer or http://
<Retain_Stubbing_Server_Address>:48080/RetainStubServer and upload the bootstrap.

Configuration
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Retain Stubbing Server

The Stubbing Server needs to be configured in the Retain Server web interface. Once it has been configured a
"bootstrap” file needs to be downloaded and applied here.

Without a bootstrap file the Stubbing Server will not know how to find the Retain server. After applying the
bootstrap file any configuration changes made in the Retain Semver will be polled by the stubhbing server. You
will not have to reconfigure the Stubbing Server manually unless wou change the Connectivity settings
configured in the Retain Server.

Upload Bootstrap Configuration
| Browse |

| Upload File |

When the Configuration is complete, press Continue.

Configuration Complete. From now on, you'll have to log in as a user
(such as the initially created admin user) with the Manage Workers right.

| Continue |

Stubbing Server Administrative Console

e Petan Stub Seree % + = = O E
< C A Motsecure | 151155211123/ RetainStubSener/thanis s w2 4 O3
opentext | Retain Help T

Configuration Server Connection Status Scheduler

Path: htt p: // st ubbi ng- server -1 P- or - DNS/ Ret ai nSt ubSer ver
Log in to the console with the admin user.

You will then see the Stubbing Server Configuration tab page, which looks much like the Worker
page.
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Configuration Tab

Configuration Server Connection Status Scheduler

Stub Server Configuration

URI to Server http://localhost:48080/RetainServer/
Stub Server Version 4.9.0
Memory Free/Max/Total 3265561/12582912/4194304

| Check for New Version |

| Refresh Configuration now |
Click "Refresh Configuration now" to prompt the Stubbing Server to poll for configuration changes right now.

Bootstrap information has been applied to this server. If the configuration must be changed in the future,
replace the configuration file at C:'\Program Files\Beginfinite'\Retain\RetainStubServer\\WEB-INF\cfg', and

restart the Stubbing Server.

Path: Retain Stubbing Server Manager > Configuration Tab

Table 1-6 Using the Configuration Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Server Connection Tab

This tab will show you if the Stubbing server was able to connect to the Retain Server.
Configuration Server Connection Status Scheduler

Server Connection

Successfully connected to Retain server

Path: Retain Stubbing Server Manager > Server Connection Tab

Configuration
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Table 1-7 Using the Server Connection Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Status Tab

This tab provides statistics about what has been happening with the Stubbing server.

Configuration Server Connection Status Scheduler
Status 3
[Up since (| Tue Jun 30 14:25:56 PDT 2020 |
|Successful Logins ||0 |
[Failed Logins IE |
Message Served ||0 |
|Artachmen‘r5 Served ||0 |
|Commun.ica‘ri0n Errors (POA) ||0 |
|Commun.ica‘ri0n Errors (Retain) ||0 |
|Cached Sessions ||0 |
Max Sessions ||0 |
|Expired Sessions ||0 |

Path: Retain Stubbing Server Manager > Status Tab

Table 1-8 Using the Status Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Scheduler Tab

This tab is mainly used by support.
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Configuration Server Connection Status

Scheduler Status

Path: Retain Stubbing Server Manager > Scheduler Tab

Table 1-9 Using the Scheduler Tab

To see advanced information regarding the thread scheduler, click here.

Scheduler

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Scheduler Advanced Information Tab

This tab is mainly used by support.
Configuration Server Connection Status

Scheduler Status

Path: Retain Stubbing Server Manager > Scheduler Tab

Table 1-10 Using the Scheduler Tab

To see advanced information regarding the thread scheduler, click here.

Scheduler

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> ¢ <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>

Configuration
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Performing Retain Searches Within The GroupWise Client

Once GroupWise and the Stubbing server is configured to this point, it is possible to use the Retain
Stubbing Server to allow GroupWise to search the Retain archive from the GroupWise client.

GroupWise client only performs whole-word searches. For example, searching for "wel" will only
return messages with the word "wel" in them. Retain performs begins-with searches "wel*" and will
return "wel", "well", "welcome" and so on.

NOTE: GroupWise client is hard-coded to search only up to 5 years in an archive search.

Prerequisites

Setup Stubbing Server as above. However, do NOT enable stubbing in the Retain Profile.

In the GroupWise client click on the search magnifying glass icon. Under the Find tab you'll see an
External Archive for the user that is the Retain archive.

In Online mode, click the checkbox to enable the External Archive search.

Find n

Fird | Find by Example

TFll Text - Look in;
; @ 45 |brevo datus Home|
|Poor Alce| ¥ | ¥ @ bravo datus Btemal Archive
FromAuthor *
Eem bype
(] Mail || Apporiment
[ ] Task [ | Phone message
[ Mate [] Decument
- kem source: —
[JReceived [ | Personal
[sent [ ] Draft
[ate range:
[(]Created ar delivered between £ >

| 12A16/2016 andl 12/16/2016 [+#] Find items in the trash
[ Fnd folders matching full text

Find anly official document versions Advanced Find. . Reset

OK || Cancel

In Caching mode, you will also have to set Look in to Online data.
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| Find

Find Find by Bxample

Full Teat =

[ v]
From./Authar ¥

— ltem type:

(] Mail [ ] Appointment

[ Task [ ] Phone message

[ Note [ ] Document

— Item source:

[ ] Received [ ] Personal

[] 5ent ] Draft

—Date range:

[ Created or delivered between:

Lookin: () Caching (®) Online data

L4

o4 {fg¥ [admin admin Home|
%) % admin admin Extemal Arch
O X Userd1 UserD1

Find only official document versions

l 5122017 and ! 51242017 Find tems in the trash
[ ] Find folders matching full text

Advanced Find... Reset

Carcs

Now a search will search not only the GroupWise mailbox but also the Retain mailbox. The Retain

ones will show the empty circle stubbing icon for the messages it has.
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Q, GroupWise Find Results - o IEM
File Edit View Actions Toocls Window Help

BreR BE & =

#2Find Results Q-
Name Subject Date Ver.. Docum... Library Folder -

> 4 bravo datus: 170 items found
- p\\, bravo datus Bxternal Archive: 183 itemns found

O[=] root PHM: The best m 12/9/2016 10: bravo da

OF= reot PHM: The best m  12/9/2016 10: bravo da

O[] root FHM: A break in  12/972016 10: bravo da

Q=] root PHM: A breakin  12/9/2016 10: bravo da

o= root PHM: The play s  12/9/2016 10: bravo da

O[] oot PHM: The play s 12/9/2016 10: bravo da

O[] root FHM: He knew t  12/9/2016 10: bravo da

OF= root FPHM: He knew t  12/9/2016 10: bravo da

OF= root PHM: Pure bred | 12/9/2016 10: bravo da

O root PHM: Pure bred 127972016 10: bravo da

Lo ] jpwr root PHM: Their eyeli 12/9/2016 10: bravo da

L] root PHM: Their eyeli  12/9/2016 10: brawvo da

O] root PHM: Prod the o 12/9/2016 10: bravo da

O] root PHM: Frod the o 12/9/2016 10: brave da

o= root PHM: Neat plans  12/9/2016 10: bravo da

O~ root PHM: Neat plans  12/9/2016 10: bravo da

O] root FPHM: The colt re  12/9/2016 10: bravo da

Q=] root PHM: The colt re  12/9/2016 10: bravo da o

I Find results completed in 0:00:02 -- Finding items that contain Poor Alice | Selected: 0 | Total: 355 i p

Configure Stubbing To Remove Messages from GroupWise and
Leave Only Stubs

Enabling Stubbing in the Profile will cause Retain to automatically delete items from GroupWise and
replace them with a stub pointer to the Retain Archives. This will have effects, for example, you will
be able to see the header data in GroupWise but not the message bodies or attachments, on viewing
the items in anything other then the desktop client.

Once you start stubbing in the profile you cannot reverse it. We do not recommend this use of
stubbing.

Once GroupWise and the Stubbing Server have been configured as above, you need to enable
stubbing in the Profile.
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Profile Name | Daily [

Core Setlings Message Settings Scope Miscellaneous Advanced

Profile Functions

The normal function of Retain is to archive mail. Howewver, GroupWise B infroduces the capability to "Stub” items so they appear to be
in the original mailbox, but are really stored in Retain. This can save disk space.

You may enable Archiving and Stubbing separately or together, depending on what you think your users would like.

We tend to recommend you do MOT stub Calendar ltems, because it can lead to confusing results if they are rescheduled or
reassigned. (Most Calendar tems aren't terribly large anyway).

You may safely enable stubbing on a GroupWise 7 post office, however the functionality will be ignored, and the item will not be
stubbed.

Wl Enable Archiving (store messages in Retain)
|l Enable Stubbing (if items are already archived)

W Do not stub Calendar Items (Appointments, Motes, and Tasks)

[] stub only iterns exceeding a size threshold

|2048 | Size Threshold (bytes)

Retain will show a popup warning of the effects of stubbing.

Warning: Groupwise will delete messages from the post office after they have been archived in
Fetain. Only use this option if yvou understand the implications to data integrity

WARNING: GroupWise will delete messages from the post office after they have been archived in
Retain. Only use this option if you understand the implications to data integrity.

The next job that runs will delete items from GroupWise and replace them with stubs that point to
the Retain Archives. Users will not be able to see anything other then the header data (Subject, to,
from, date, &etc.) in WebAcc, or mobile clients. User will be able to read the whole message only in
the desktop GroupWise client.

You would want to set the Date Range to Scan to "All ltems in Mailbox" because what would be the
point of stubbing only new messages.

Set up the Job

You can set up the job to use the Stubbing profile and select the Mailboxes to a particular Post Office
or a particular User.

When the worker successfully dredges each item in the mailbox the item will be deleted and stubs
placed.
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GroupWise Client

In the GroupWise Client, messages that have been stubbed will be marked with an open circle icon.
Opening messages may take a moment as the data is retrieved from Retain.

File Edit View Actions Teols

Home

Mailbo

| IIEAddressSool: E Q J"

Calendar

Micro Focus GroupWise - Mailbox

Window Help

Sent ltems Cor

' M = 4 Reply ¥ ReplyAll A Forward ~ [§] ~

51 Online- -

Frequently Used Folders
&[] postal (272) O]

o=

= Mailbox (3)

From
retainl 33@sf.gwava.ne
retain133@sf.gwava.ne

acts

[ New Mail ~ (0 NewAppt ~ [v] NewTask ~ | (B EEl~ | ~

lcome

Subject
Retain Test Message Thu Dec 15 15:
GWAVA Retain: Expiration Warning

—

E

-~
Date Actions
12/15/2016 2:

12/16/2016 1.

~ om

retain131@sf.gwava.ne

Retain Test Message Fri Dec 16 11:0

12/16/2016 11+ @1 1 |

[5 Cabinet
&[] postal (272)

&% brave datus Home
=] @)

£k Sent ltems
D Calendar
2 Frequent Contacts
=] Documents
[#] Tasklist
E Work In Progress
] Cabinet
<[] postal (272)
[ Trash (3)

] Selected: 1

But in web access and third-party applications, you'll see nothing:

Total: 3

Mailbox
[ Mail ~ (1) Appeintment Task  [#] Note gL Proxy Folders 2 Find o}
: =¥ bravo datis C  [IDelete  [FAccept Decline Complete @ Mark Unread i MarkRead = Categories
Mame Subject Date

kil Unopened ltems
é Sent ftems
O calendar
b [ Frequent contacts
Tasklist
[# work In Progress
~ & cabinet
&8 postal [273]

0 Trash [3]
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Mailbox Mapping Options

Mailbox mapping automates the merging of users’ login names that have both GroupWise and
Exchange accounts, combining the GroupWise and Exchange archives under the same user in Retain.
Retain connects the internal GUID’s of accounts to reflect the same user.

To map one mail system to another, both message systems, Exchange and GroupWise, must be
functioning and have the desired accounts created on the system which allows for identification of
the different users. How Retain should map the users must be added to Active Mappings, and the
options must be saved. Only then an Address Book refresh can be triggered. This needs to happen
before the next server maintenance cycle, or the mapping may fail.

After mailbox mapping has been activated, an immediate caching of the address books of both
systems is required.

Mailbox mapping is not necessarily permanent; however, splitting must be performed manually via
the Mailbox Merger / Splitter tool found on the ‘About’ screen.

If a refresh of the mailboxes is not performed before users attempt to log in or other activity occurs
on the server, the merge may fail, leaving extra entities created in the Retain archive which must be
removed manually. Furthermore, the merge option is a once-off option. Please contact support for
further options.

Go to Module Configuration and click the Mailbox Mapping Options button to reveal the tool.

— Mailbox Mapping Options
When running more than one email system, it is often desirable to automatically "map" two mailboxes from different email systems together.
Effectively, these two separate mailboxaes become one virtual mailbox.

Switching between the two is a simple matter of the user choosing the mailbox from the current browse view.

Also, rights to maiboxes become shared between the two, so the user need only log on as one maibox to have access to them all.

To achieve this, during address book caching the administrator needs to have enabled at least one maibox mapping option.

This must be enabled before the newly added email system is cached for the first time.

You may enable multiple address book mappings if you wish.

It is usually sufficient to enable mapping only for address book caching and only as a3 one-time procedure, unless both email systems will remain active.

(For the ktter case, enabling for all procasses, and for constant activity, is advised)

Mapping Enabled Mzver -

Last time mappings were used newvar

If you enahle the XML File mapping option, you must provide the full path to the XML file, including the filename.

XML File Path

Active Mappings

Mateh the E-Mail Addresses + | Add
Custom |Description ’EH

Accounts may be matched via email address, display names, and/or specified by an administrator
supplied XML file. We generally recommend a combination of Email Addresses, Display Names and
First and Last Names. The mapping will attempt to map by the first criteria and then continue down
the list until it finds a match or not.
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— Active Mappings

Use an administrator-supplied XML file to bind the two accounts W Add

|Custom |Descr|'ptiur1 |Class |

| |Match the E-Mail Addresses |com_gwav:a.ma nagement.uid EMailAddressUIDMapper | @+ &

| |Match the Display Mames |com.gwav9.ma nagement.uid DisplaytameUIDMapper | @+ ¥

| |Matchf|rstand lazt name |com,gwava.management_uid.FirstLastNameUIDMapper |“i} 4

Most organizations maintain a naming scheme from one system to the next which results in the
email address being the same in both systems. For this situation, the email address match is the
easiest and quickest way to map the users. For systems, which have listed the first and last name of
each user, but have different email addresses, the name matching is the best option. The final option
is for an administrator provided xml file to bind the accounts together is time consuming and
requires the administrator to build a list of matching addresses with UUID’s in both systems.

Match the Displey Mames |l]

Match the E-Mail Addresses

Match the Display Mames

Use an administrator-supplied XML file to bind the two accounts
Match first and last name

Any mis-mapped addresses may be corrected by using the Mailbox Merger/splitter utility found on
the ‘About’ page. see the ‘About and Diagnostics Page’ section for more information.

The Address book MUST be refreshed immediately in order to merge the users. The merge will not
complete unless the Address Book is cached afterwards, and the merge cannot be re-run.

How the merge runs depends on the different users in the local system. If both message systems are
to remain active, with users being added and removed from the system, it will be necessary to have
mailbox mapping on all the time. Merged addresses are also required for the GroupWise to
Exchange migration to function.

Mailbox Mapping Enabled

The settings here are designated for the different situations which a system migration may be in.

Mapping Enabled Mever |L]
Last time mappings were used

Once, Address Book Cache only
Always, all processes

Never

This setting disables mailbox mapping, and is to be used in most cases.
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Once, Address Book Cache only

To migrate a system, or for systems which have already been switched over, where the old system is
no longer being used, but is still running.

Always, all processes

For situations where both mail systems continue to have incoming, new mail, the mapping needs to
be completed repeatedly, to keep the message data mapping to be accurate for newly archived mail.
The Address Book is refreshed whenever the button is pressed, during the nightly maintenance
cycle, and before each job.

XML File

The supplied XML file is the way for an administrator to manually dictate which addresses are to be
mapped or tied together in the Retain system. This pro