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About This Guide

This guide for network administrators provides information on the following:
¢ Chapter 1, “Overview: Single Sign-On,” on page 7
¢ Chapter 2, “Installing SecureLogin,” on page 19
¢ Chapter 3, “Migrating from Earlier Versions,” on page 49
¢ Chapter 4, “Adding Applications for Single Sign-On,” on page 55
¢ Chapter 5, “Managing SecureLogin,” on page 63
¢ Chapter 6, “Administering Scripts,” on page 93
¢ Chapter 8, “Setting Up Terminal Emulation,” on page 117
¢ Chapter 7, “Installing Terminal Servers,” on page 103
¢ Chapter 9, “Using Password Policies,” on page 145
¢ Chapter 10, “Troubleshooting SecureLogin,” on page 151

Additional Documentation

For documentation on Novell® SecretStore, see the Novell SecretStore SecretStore Administration
Guide.

For documentation on commands and example scripts for SecureLogin scripts, see Script
Commands.

For additional documentation on terminal emulators, see Configuration Guide for Terminal
Emulators.

Documentation Updates

For the most recent version of the Novell SecureLogin Administration Guide, see SecureLogin
(http://www.novell.com/documentation) at the Novell Documentation Web page.

Documentation Conventions

In this documentation, a greater than symbol (>) is used to separate actions within a step and items
within a cross-reference path.

A trademark symbol (®,TM, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.
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Overview: Single Sign-On

This section provides information about the following:
+ “SecurelLogin As a Solution” on page 7

¢ “Understanding SecureLogin” on page 9

SecurelLogin As a Solution

The Security Problem

Most organizations experience a major security problem—an abundance of applications and
systems that require individual user authentication. This problem is worsening as the number of
Internet applications increases. As more companies switch to eBusiness solutions, their
authentication requirements change. Businesses now have new requirements for high-end
authentication.

Networking dependencies have also brought about new security requirements for authentication,
with an increasing need to identify the end user. This requirement is becoming increasingly
difficult to meet.

Because technology continues to advance at a rapid pace, remembering usernames and passwords
is also becoming increasingly difficult. An organization can no longer reasonably expect its users
to remember long lists of username and password combinations, while still adhering to company
security policies.

How Single Sign-On Fixes This Problem

Single sign-on fixes this problem by eliminating the need for users to remember their usernames
and passwords beyond their initial network login. Single sign-on stores the usernames and
passwords that each user needs and then automatically enters them for the user when required.

Single sign-on solves the security problem of users having to remember their login credentials.
Single sign-on also increases productivity because users no longer need to enter usernames and
passwords. The computer does it for them. As a result, single sign-on greatly reduces the number
of calls to help desks concerning forgotten passwords.

The SecureLogin Solution

Novell® SecureLogin is comprised of multiple integrated security systems that provide
authentication and single sign-on to networks and applications throughout an organization. The
goal is to provide a single entry point to the corporate network and its resources for users, increase
security, and improve compliance with corporate security policies.
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The separate single sign-on modules (components) of SecureLogin are designed for generic
Windows*, Internet, and terminal emulator applications. SecureLogin's unique modular design
allows it to be compatible with most new applications.

Security is an important feature of SecureLogin. SecureLogin stores all user credentials encrypted
in Novell eDirectory™ and optionally caches details in an encrypted format on the local
workstation. The only user who can unlock the encrypted data is the user that the details are stored
for. For example, a network administrator with all rights is not able to see a user's password for
Internet banking.

SecureLogin is easy to use. Wizards, corporate scripts, predefined applications, and eDirectory
enable you to intuitively configure—from a central point—SecureLogin for use in the corporate
network. SecureLogin also includes a workstation administration tool that allows users to view
their single sign-on details and, if you permit them to, add new applications and Web sites for
single sign-on.

SecureLogin employs two methods of fault tolerance. One method uses local encrypted caching
to ensure that network downtime does not affect single sign-on performance. Even if the corporate
network is down, caching enables application logins to continue uninterrupted. A second method
allows for scripting to cater to different login conditions and errors during login.

Local encrypted caching also enables SecureLogin to maintain single sign-on integrity for all
mobile and remote users, regardless of network connectivity. If you permit them to, mobile users
can update their single sign-on credentials when disconnected from the network and then update
eDirectory with these details when the users are next attached.

Because SecureLogin is an eDirectory-enabled product, users can roam wherever eDirectory is.
They can

+ Log in from anywhere and get the same capabilities as if they were at their own desks.

+ Log in and log off quickly, because they only authenticate to eDirectory, not to Windows
itself.

+ Roam the enterprise, logging into several different machines during the day.

+ Work on a notebook or laptop in a disconnected mode, because their login credentials are
saved to a local, encrypted cache.

+ Securely use a shared, kiosk-type workstation, where many people log in temporarily for
quick work and then log out.

Single sign-on has the following goals:
+ Automate the repetitive manual login processes so that logging in is seamless to the user.
+ Lower overall maintenance costs.

* Provide a secure, easy-to-use, fault-tolerant environment for logging in to Windows, Web, and
mainframe applications.

Requirements for an Effective Implementation

A successful single sign-on system must meet the following seven requirements. SecureLogin was
designed with these requirements in mind.

+ Meet the changing needs of large organizations.
New software must be easily installed and configured for single sign-on.

+ Easily accommodate mobile users.
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Remote and roaming users must be able to access their single sign-on credentials and update
them if necessary.

+ Provide ease of management, rapid deployment, and fault tolerance.

The single sign-on system must run efficiently, be easy for users to operate, and be easy for
you to control and maintain.

+ Employ industry standards and open architecture.
The single sign-on system must be compatible with most existing software.
¢ Be secure.

The password storage and playback mechanism must not allow for stealing secrets. The
usernames and passwords must be encrypted and stored in a secure database.

+ Be cost effective.
The single sign-on system must save money and reduce the cost of ownership.
+ Be seamless to the user.

The second time a user logs in to an application, the application should look the same as the
first time. Subsequent attempts to open the application should involve no user interaction for
authentication.

Understanding SecurelLogin

Novell SecureLogin runs on any platform that is running Novell eDirectory or previous versions
of NDS®, including NetWare® 4.12 and later. SecureLogin functionality depends on whether you
are running an NDS version earlier than 8.5 or NDS 8.5 or later.

SecurelLogin Architecture

SecureLogin is a suite of applications for authentication and single sign-on. As the following
figure illustrates, it includes components for both client and server:

Applications and 3
Environments to Log In To storageiOptions
(Windows Applications)

SecretStore eDirectory
Server

SecureLogin |*
Client l @

eDirectory, NDS or an

Workstation

( Web Applications )H

Citrix or Terminal
(Server Applications \
( Lotus Notes )<—J |

( UNIX Applications )4—/

b

Terminal Emulator Optional LDAP v3 Compliant Directory
Sessions Encrypted
Cache
| J/ | J

SecureLogin works by keeping a record of user authentication credentials and instructions for how
to use those credentials. SecureLogin stores these credentials in the Directory, either directly or
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through Novell's patented SecretStore® technology. At run time, SecureLogin detects login
opportunities, retrieves the appropriate authentication credentials, and then automatically supplies
those credentials.

The SecureLogin script language is a key feature of SecureLogin single sign-on. This language
enables the product to be compatible with almost all network environments and applications. The
script language has the following advantages:

+ Enables you to define single sign-on methods for almost any Windows, mainframe, Internet,
intranet, Terminal Server, or UNIX* application.

+ Allows more sophisticated single sign-on to supported applications, including the ability to
seamlessly handle several versions of one application.

This feature is especially important when you upgrade your applications.

SecureLogin data (for example, user credentials and application scripts) is stored and protected in
the Directory. When used with eDirectory, SecureLogin can use SecretStore technology to provide
an additional level of security. On startup, SecureLogin performs the following tasks:

+ Locate these objects in the Directory.

+ Cache their encrypted contents in memory (and optionally on disk) for later use by the
workstation’s SecureLogin single sign-on agent.

SecureLogin allows you to define which applications are to be enabled for single sign-on. This
option gives you the following:

¢ Full control of which applications can be used for single sign-on.

¢ The ability to update the entire Directory database with a new application login script by
updating a single object.

The corporate scripts are stored in a Container object rather than individual User objects. For users,
the result is a less complex system. For you as the administrator, the improved login mechanisms
provide the following:

* A greater level of accountability with increased productivity and security.

¢ A reduced load at the help desk because of significantly fewer password resets.

How SecureLogin Works

10

At Digital Airlines, users start ICA sessions on Citrix servers with the NetWare client installed.
Upon initiating a session a user must be authenticated to eDirectory (or to NDS). Authentication
is achieved by the company’s GINA components passing the user's credentials to the NetWare
Client interface. After the interface receives the credentials, the normal user level eDirectory
transaction occurs between the Citrix server and eDirectory.

Upon authentication in eDirectory, ProLauncher starts SecureLogin (Proto.exe launches which in
turn starts Combroker.exe). A call is made to eDirectory to acquire/synchronize assigned scripts
and stored credentials.

Control is then handed off to the specified ICA application and any SecureLogin requests are
handled from local cache. As the session ages, periodic refreshes of the SecureLogin store are
attempted. The timeframe is adjustable by the administrator. This is the same call to eDirectory to
acquire/synchronize assigned scripts and stored credentials. (This is where the -601 occurs.)

When a user ends the ICA application, ProLauncher ends SecureLogin.
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Why this could happen.
¢ SecureLogin Error
Our application could have an issue interfacing to eDirectory at refresh time.
+ eDirectory is down.
¢ cDirectory is busy.

If the replica that answers the call for SecureLogin information is busy, the request could
timeout and the object would appear to be not available.

¢ eDirectory replicas are inconsistent.

It is possible that the Citrix servers are using a different replica ring than a user might. This
could explain the disproportionate number of instances with the Citrix client.

+ Rights are inadequate.

The workstation’s or user’s eDirectory rights could be inadequate for the requested item.

Script Language

The SecureLogin scripting language enables SecureLogin to be compatible with almost all
network environments and applications. Securel.ogin uses a script language to provide a flexible
single sign-on and monitoring environment. For example, the SecureLogin Windows Agent
watches for application login boxes. When a login box is identified, the agent runs a script to enter
the username, password, and background authentication information.

The script language is used in individual application scripts to retrieve and enter the correct login
details. These scripts are stored and secured within eDirectory to ensure maximum security,
support for single-point administration, and manageability.

The script language can be used to automate many login processes, such as multi-page logins and
login panels requiring other information (such as surname and telephone number) that can be
stored in eDirectory. The script language also contains the commands required to automate
password changes on behalf of users and request user input when it is required.

The scripting language has the following advantages:

+ Enables you to define single sign-on methods for almost any Windows, mainframe, Internet,
intranet, Terminal Server, or UNIX application.

+ Allows more sophisticated single sign-on to supported applications, including the ability to
seamlessly handle several versions of one application.

This feature is especially important when you upgrade your applications.

* SecureLogin data (for example, user credentials and application scripts) is stored and
protected in the Directory.

¢ When used with eDirectory, SecureLogin can use SecretStore technology to provide an
additional level of security.

¢ On startup, SecureLogin performs the following tasks:
+ Locates objects in the Directory.

* Caches their encrypted contents in memory (and optionally on disk) for later use by the
workstation’s SecureLogin single sign-on agent.
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SecureLogin Components

SecureLogin provides the SecureLLogin application that runs on users’ workstations and also
provides a snap-in to ConsoleOne®.

SecureLogin leverages your existing Net directory so that you can administer single sign-on
solutions for applications, users, and the entire organization. With the SecureLogin administration
tools, you can centrally manage users and corporate single sign-on applications and
configurations.

The SecureLogin Application

Novell SecureLogin runs on the desktop. Users can use this tool to manage logins. The following
figure illustrates the main window for this application:

% Securelogin !IE[
Novell' .www.novell.com
| Securelogin

+ Add Applications
* Manage Logins
* Change Settings

v’ Active

This tool enables users to do the following at their workstations:
+ Add new applications for single sign-on
* View existing applications and Web sites that single sign-on is enabled for.
* Modify passwords to existing single sign-on enabled sites.

¢ Control settings on how the product will behave

Using the ConsoleOne snap-in to eDirectory, you can enable or disable all of these functions for
individual users and the entire organization.

You access this application through the Start > Programs > Novell SecureLogin option or by
double-clicking the SecureLogin icon on the workstation's task bar. The following figure
illustrates this icon:

é"’

12 SecurelLogin Administration Guide



SecretStore

Terminal Launcher

When SecureLogin is used with eDirectory, you can use SecretStore, a patented Novell
technology, to store your application passwords and other authentication credentials. SecretStore
is a repository located within your eDirectory User object.

SecretStore provides an added level of protection and security to SecureLogin. Only the
SecretStore server can access secrets, and each secret is stored separately, so that access to data is
very compartmentalized and controlled. SecretStore also provides additional capabilities to deter
would-be intruders, whether internal or external to your organization.

SecretStore runs on all eDirectory platforms: NetWare 5, NetWare 6, Windows NT/2000, Linux,
and Solaris.

Terminal Launcher enables you to log into any type of host that requires the user to log in using an
emulator (for example, an ACF2 or RACF mainframe, a UNIX host, or a Cisco* router). Either
you or the user configures Terminal Launcher to connect to the mainframe or host, wait for the
login sequence, and then enter usernames and passwords.

Terminal Launcher enables you to easily launch terminal emulation sessions and to run a script
within those sessions.

The script is stored within eDirectory, which makes it more secure than generic scripts that are
written in a particular language for a particular emulator. These scripts are designed to be
compatible with many different emulators.

With the use of corporate scripts, Terminal Launcher is very powerful. It can be used to provide
shortcut icons to mainframe or UNIX applications, removing the need for user intervention.

The following figure illustrates Terminal Launcher:
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SecureLogin Terminal Launcher M= E

@ Movell SecureLagin Teminal Launcher .
e
— Terminal Applications
Logon ko Available applications:
< fydd |
» Del |
Edit
Available
E mulators
— Dizplay Options
&+ Display &pplication Mame " Display &pplication Description
— Dptionz
[~ Save Settings On Exit E mulator
I Launch The Emulatar Orly IEicu:un Axiva j
Claze | YWersion: 1.1.1.1

You access Terminal Launcher from Start > Programs > Novell SecureLogin.

Corporate Login Scripts

SecureLogin is designed for large networks. It supports the ability to use eDirectory to centralize
the setup of the single sign-on applications. This feature is referred to as Corporate Login Scripts.

A corporate login script can be stored in either a file system or in a Container object located in
eDirectory. This feature gives you the ability to write and define single sign-on scripts once for the
whole organization, while still allowing for customized subordinate containers and User objects.
This customization significantly reduces the effort and complexity of enterprise deployment.

If a subordinate object has a different script for the same application defined locally, the local copy
will be used instead of the version that is on the higher object. If a script is defined on a User object
with the same name as a script defined on a Container object, or if there are two scripts with the
same name on different level Container objects, the script from the subordinate object will always
be used instead of the script in the higher level object. This strategy allows for specialization in
corporate scripts.

For more detail on scripting, see Chapter 6, “Administering Scripts,” on page 93.

Window Finder

Window Finder is a component for Windows applications. While you are creating a script,
Window Finder enables you to find out information about the window that the login box is on.
Window Finder shows you the name of a control button (for example, OK or Next) and reveals the
control ID number.

This component works with

+ All Windows applications that have generic username and password prompts
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* Most specialized applications that have very complex logins

The following figure illustrates Window Finder:

H £ Win550 WindowFinder HEE

I Module Mame I

| — Parent Details

Wwindow Title

YWindow Class

Handle I

— Contral Detailz

Dialog [0

Clagz Mame

Handle

|
|
Wwindow Text I
|

Right-click and drag the Securelogin icon to the *Window control you wizh to identify

You access Window Finder by clicking Start > Programs > Novell SecureLogin > Window Finder.

The Snap-In to ConsoleOne

SecureLogin 3.0 provides a snap-in to ConsoleOne. Using ConsoleOne, you are able to do the
following:

+ Set SecureLogin preferences for the users at either the User object level or at the Container
object level

+ Manage logins
+ Set administrative preferences

The following figure illustrates the ConsoleOne window for setting user preferences:
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Internet Browsers

Lotus Notes

Properties of mkurtz

Hovell SecurelLogin - | Movel SecretStare | Temporary Login Sequence | Remate Connections | Dial Access Servi
Uszer Preferences {

Enahle Single Sign-on

Windows Applications Default =
Interniet Explorer Default =
Metscape Default =

Clear Object D:

Enahle Add-Application Prompts

Windows Applications Default =
Internet Applications Default =

Activate diagnostic log file Default =
Detectincorrect passwords Default =

Enahle file caching for offline use Default =

Minutes between cache and directory updates:

Page Options... | Cancel t

The Microsoft* Internet Explorer and Netscape* components enable applications that are accessed
through these browsers to use single sign-on. Depending on a workstation’s configuration, the
browsers might behave differently.

These components also enable sites using http dialogue authentication to use single sign-on.

The SecureLogin Lotus Notes* component enables you to use single sign-on with Lotus Notes.
This component is a more specialized version of the Windows applications single sign-on
component and is designed so that you do not notice you have switched over to single sign-on
(apart from the lack of login windows).

When you install SecureLogin on a workstation, the installation program looks for the

HKEY LOCAL_ MACHINE\SOFTWARE\Lotus\Notes key in the Windows registry. If Lotus
Notes is installed, a Lotus Notes SecureLogin file (pronotes.dll) is automatically installed. This file
tightly integrates with the Lotus Notes authentication system.

The following figure illustrates the Lotus Notes option that is available during installation:
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Select Sub-components !

Select the companents you want to jnstall,-cle'ar_'the.'éompc.nr.'uént
U do not.want o ingtall

| Intermet Browser
Window Finder

This option is only displayed if the installation program detects that Lotus Notes is installed on the
workstation.

The installation program also updates the Lotus Notes notes.ini file by adding the following:
EXTMGR_ADDI NS=pr onot es. dl |

After installation, the next time you authenticate to Lotus Notes you actually type your password
into a SecureLogin panel designed to look like the Lotus Notes password box. This will be the last
time you need to enter your password into Notes.

The next time you are required to authenticate, SecureLogin communicates with Lotus Notes in
the background. The password box to log in never appears. At the end of the password expiration
period, SecureLogin can prompt for a new password or automatically populate the password field.

SecureLogin supports password expiration in Notes and, as with all applications, can be set up to
automatically generate a random password, based on a password policy. In addition to controlling
single sign-on, this component supports

¢ Multiple ID files for each user

+ The ability to exclude certain administrative IDs from being enabled for single sign-on

Mobile Single Sign-On

Taking advantage of eDirectory architecture, SecureLogin allows users to roam with their
authentication details. Because there are no workstation dependencies, users can move freely from
office to office. Their credentials follow them.

By using the local encrypted cache, SecureLogin also allows notebook users access to single sign-
on.
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Installing SecureLogin

This section provides information about the following:

*

*

*

*

*

*

“Before Installing SecureLogin on Workstations” on page 19
“Installing SecureLogin on an Active Directory Server” on page 27
“Setting Up SecureLogin for NT 4 Domains” on page 39
“Installing SecureLogin” on page 43

“Granting Rights” on page 46

“Installing Administration Tools” on page 49

An administrator of Novell® eDirectory™ or earlier versions of NDS® should do the first
installation so that the schema is extended properly.

To install Novell SecretStore®, see the Novell SecretStore Administration Guide.

Before Installing SecureLogin on Workstations

Before installing SecureLogin on workstations, review supported platforms, determine a type of
installation, and complete pre-installation tasks.

Supported Platforms

Novell SecureLogin 3.0 supports the following platforms. Latest support packs are recommended
for all platforms.

*

*

*

Servers
+ Novell Directory Services (NDS) on NetWare® 4.2 or NetWare 5.x or later
+ Novell eDirectory on NetWare, Windows* NT*, or Windows 2000
In the non-SecretStore mode, SecureLogin runs against eDirectory on any platform.
SecureLogin 3.0 only supports ConsoleOne® 1.3.2 or later.
Browsers: Internet Explorer 5.01 or later or Netscape* 4.7.x
Depending on workstation configurations, the browsers might behave differently.

Workstations: Windows 95 OSR2B, Windows 98 SE, Windows 2000, Windows XP, or
Windows NT 4.0 or later

Windows 95 and Windows 98 workstations should have Novell Client™ 3.21 or later.
Windows 2000 workstations must have Novell Client 4.71 or later.

The SecureLogin snap-in to ConsoleOne requires ConsoleOne 1.3.2 or later. The installation
program can install version 1.3.3.
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Types of SecurelLogin Installations

When you install SecureLogin on a workstation, you must select one of the following installations:
+ Novell eDirectory with SecretStore
+ Novell eDirectory
+ LDAP v3.0 Compatible Directory
¢ Other

Before installing on a workstation, complete necessary pre-installation tasks.

Novell eDirectory with SecretStore

Novell eDirectory

The Novell eDirectory with SecretStore option installs SecureLogin onto networks that are
running one of the following:

¢ eDirectory on NetWare 5.1, NetWare 6, or Windows NT/2000 servers
+ NDS (NetWare 5.1 or later)

This option uses Novell's patented SecretStore client/server system to provide the highest possible
level of security for user login data. SecretStore requires server components on the eDirectory
server and SecureLogin client software on workstations.

Before Installing SecureLogin with SecretStore

If you plan to use SecureLogin with SecretStore, complete the following tasks before installing
SecureLogin on a workstation:

1 Install SecretStore on a server.
See Installing SecretStore in the Novell SecretStore Administration Guide.
2 Extend the NDS or eDirectory schema.
See “Extending the eDirectory Schema” on page 26.
3 Prepare the workstation.
See “Preparing the Workstation” on page 26.
4 Migrate earlier versions of Novell Single Sign-On or Novell SecureLogin.

5 Ensure that the workstation's current primary tree and server connections are set to the tree in
which the SecretStore service has been installed.

The Novell eDirectory option installs SecureLogin onto networks that are running NDS®
(NetWare 4.2 or later) or eDirectory.

This option provides secure, centralized storage of user login data by performing encryption once
on the workstation before the data is saved to eDirectory. No server components are installed for
this option. The first installation of client software must be done by an eDirectory administrator to
extend the schema and assign user rights.

Before Installing SecureLogin with eDirectory

If you plan to use SecureLogin with eDirectory, complete the following tasks before installing
SecureLogin on a workstation:
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1 Extend the NDS or eDirectory schema.
See “Extending the eDirectory Schema” on page 26.
2 Prepare the workstation.
See “Preparing the Workstation” on page 26.
3 Migrate earlier versions of Novell Single Sign-On or Novell SecureLogin.

4 Ensure that the workstation's current primary tree and server connections are set to the tree in
which the SecretStore service has been installed.

LDAP v3.0 Compatible Directory

The LDAP option installs SecureLogin into LDAP v3.0 directory environments (for example,
Novell eDirectory 8.5 or later).

This option does not require the Novell Client for Windows.

Before Installing SecureLogin with LDAP

If you plan to use SecureLogin with LDAP, complete the following tasks before installing
SecureLogin on a workstation:

1 Extend the LDAP directory schema.

See “Extending the eDirectory Schema” on page 26.
2 Grant rights.

See “Granting Rights” on page 46.
3 Set up LDAP mappings.

Before LDAP client support can be used, you must map NDS or eDirectory attribute names
to LDAP names.

The LDAP v3.0 client option supports servers that have the following:
¢ Novell eDirectory 85.0.1 or later.
¢ LDAP support installed and running.

3a Establish a Novell Client connection to the NDS or eDirectory server where you want to
run LDAP compatibility mode.

3b From that client connection, launch ConsoleOne.

3¢ Select the LDAP Group object for your server.

[FE LoaP Server- LUNDI

&L LDAP Group - LUNDI

3d Display the Attribute Mappings tab by clicking Properties > Attribute Mappings.
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Properties of LDAP Group - LUNDI |

General | Attribute Mappings MDS Rights vl Cther | Rights ta Files and Folders | Server List | Clazsz Ma;ﬂ; EE
|{LDAP Group Attribute Mappings |
DS Attributes LOAP Attributes Add
Aliased Object Mame aliasedOhjectMame 4| _
C C J
CH o Delete
uniguelD uid
UiD lidMurmhber Modify
GIO grouplD
Description description
Facsimile Telephone Mumber facsimileTelephoneMumber
Given Mame giventlame
Initials initials
L |
Internet EMail Address rmail
Memhber unigueMemhber
0 [u}
Ohject Class ohjectClass
oL ou
Chinet ouwner Ll
o T D 2
Search for LDAP attributes in the mapping list:
| Search |
Page Options... ]k I Cancel | ARl Help

If you can’t locate this tab, you must install the LDAP snap-in to ConsoleOne. Download
the snap-in from http://download.novell.com. Select ConsoleOne Snap-ins > On
NetWare > NDS eDirectory 8.5 Snap-in.

3e Click Add.
3f From the NDS Attribute drop-down list, select the Prot:SSO Entry attribute.

Attribute Mapping E2

MDS Attribute: Brimary LDAP Attribute:
Frot:S50 Entry =l

Profile Membership =1 Secandary LDAP Attributes:
Prot:550 Auth I

=

FProt: 550 Profile

protacollnfarmation
FEM Mame ;l
Fuhlic kKey

Furge Yectar -

DK Cancel
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If the Prot:SSO Entry attribute is unavailable, run NDSSchema.exe or
LDAPSchema.exe. These files are in the securelogin\tools directory.

3g Map the Prot:SSO Entry attribute to protocom-SSO-Entries, as indicated in the following
figure.

Attribute Mapping

HDS Attribute: Primary LDAF Attribute:
|Pmt:850 Entry ;| |prnt0cnm—BSO—Entries
Secondary LDAP Attributes:

! =]

3h Similarly, map the Prot:SSO Auth attribute to protocom-SSO-Auth-Data.

Attribute Mapping

MDE Attribute: Primary LDAF Attribute:
[Prot:550 Auth =] |protacom-550-Auth-Data]
Secondary LDAP Attributes:

I g

3i Similarly, map the Public Key attribute to publicKey.

Attribute Mapping

MNDS Attribte: FPrimary LDAP Attribite:
[Public key = fpublickiey]
Secondary LOAP Attributes:

! =)

3j Click Apply and then click Close.
3k Refresh the LDAP server.

If you are using ConsoleOne, right-click the LDAP Server object, click Properties, and
then click Refresh NLDAP Server Now.

Ifyou are using Novell iManager, click LDAP Management, click LDAP Overview, click
View LDAP Servers, select the LDAP server, and then click Refresh.

Install a Trusted Root certificate by copying RootCert.der from sys:\public to c:\Program
Files\novell\securelogin.

After you select the LDAP option during a SecureLogin installation, the installation program
copies the RootCert.der file to the c:\program files\novell\securelogin directory. This is a
placeholder file. You must replace RootCert.der with an actual Trusted Root certificate file.
Users must browse to this file and use it for an SSL LDP bind on their client workstations.

When eDirectory is installed on NetWare, RootCert.der is exported to the sys:\public
directory. When eDirectory is installed on Windows NT or Windows 2000, RootCert.der is
exported to the winnt\profiles\administrator\recent directory.
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If sys:\public or winnt\profiles\administrator\ recent is unavailable, you can create, export,
and copy a TrustedRootCert.der file:

1. Create and export TrustedRootCert.der from the certificate by using the PKI snap-ins in
ConsoleOne. (TrustedRootCert.der is the default name for the exported copy of the
RootCert.der file.)

2. Copy TrustedRootCert.der from the location you put it into the \securelogin\client\Program
Files\novell\securelogin directory (in a copy of the CD image).

3. Run setup.exe from the \securelogin\client directory.

Provide information for users.

When using the LDAP connectivity option, the user must provide LDAP server information
during the first login. For subsequent logins, this information is automatically saved and
entered into the login dialog box.

You must provide users with the following:
¢ The registered DNS name or IP Address
¢  The IP Port for secure LDAP

By default, this is port 636. When entered, it is saved in the workstation's registry for
subsequent logins.

To simplify the initial LDAP login, you can preconfigure these registry values as part of
an automated client deployment. To do this, modify the HKEY CURRENT USER
registry key.

The following lines contain a sample registry entry:

HKEY_CURRENT_USER\ Sof t war e\ Pr ot ocom Secur eLogi n\ LDAP Setti ngs
"PrimaryHost"="151. 155. 164. 77"

" Secondar yHost " ="151. 155. 165. 88"

"Pri maryPort " =dwor d: 0000027¢c

" Secondar yPor t " =dwor d: 0000027c¢

"SSL Cert File"="C\\TrustedRoot Cert.der"

" Cont ext 1" =" O=Novel | "

The Other option enables you to install a standalone version, Microsoft Active Directory® Server
Interface (ADSI), or Microsoft NT 2000 Domains.

SecurelLogin Administration Guide



Select Components E3

YWhich option would vou like?

Novell.

" Miciosoft Active Directo Server Interface [AD5I)
" Microsaft NT, 2000 D omaing

< Back I Mest » I Cancel

Standalone

The Standalone option installs SecureLogin on a workstation and runs without eDirectory
synchronization. This option uses only local cache files.

Select this option to demonstrate or evaluate the product.

Active Directory Server

Before installing SecureLogin on a workstation for Active Directory, set up SecureLogin for an
Active Directory server. See “Installing SecureLogin on an Active Directory Server” on page 27.

A Microsoft NT or Windows 2000 Domain

If you have a mixed Widows NT/2000 environment, follow instructions in “Setting Up
SecureLogin for NT 4 Domains” on page 39. If all users are connecting to a Windows 2000 server
running ADS, follow instructions in “Installing SecureLogin on an Active Directory Server” on
page 27.

Then install SecureLogin on workstations.

Extending the eDirectory Schema

For SecureLogin to be able to save user single sign-on information, the eDirectory schema must
be extended. Therefore, for the first installation of SecureLogin into an eDirectory tree, run
NDSSchema.exe. (You only extend the eDirectory tree schema once for SecureLogin.)

NDSschema.exe also grants existing users rights to the SecureLogin attributes on the User object.
This file is in the securelogin\tools directory. You can run NDSSchema.exe multiple times to grant
rights to users that you create after installing SecureLogin.

To extend the schema of a given tree, you must have sufficient rights over the [root] of the tree.

WARNING: Don’t run NDSSchema.exe from a Windows 98 workstation. SecureLogin doesn’t support using
Windows 98 to run NDSSchema.exe.

1 At the securelogin\tools directory, run NDSSchema.exe.
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The extension may take some time to filter throughout your network, depending on the size
of your network and the speed of the links.

2 Enter an eDirectory context so that SecureLogin can assign rights to User objects.

You will be prompted to define a context where you want the User objects' rights to be
updated, allowing users access to their own single sign-on credentials. The following figure
illustrates this prompt:

Aszsign User Rights E3

For uzers to be able to zave ther Securelogin details into
HDS they will need rights to the Securelogin attributes on
their user objects.

This tool will azzign the appropriate rights to all users in
the containter specified and below. & null string will add
the attributes ztarting fram [Root].

Context: I

K I Cancel

If the installation program displays a message similar to -601 No Such Attribute, you have
probably entered an incorrect context or included a leading dot in the context.

Preparing the Workstation

For Windows 95/98, Windows NT/2000, and Windows XP Pro workstations, install required
software as listed in the following table:

Type of Installation Required Software

eDirectory with SecretStore + Novell International Cryptographic Infrastructure (NICI)
Client 2.02 or later

+ The latest Novell Client

eDirectory The latest Novell Client
LDAP None

Standalone None

Other SP6A for NT 4

To enable support for NMAS NDS Password disconnected login, set the registry key “NMAS
required for disconnected mode” (a DWORD value) to 1. This key resides under
HKEY CURRENT USER\Software\Protocom\SecureLogin.

To disable support, delete the DWORD value or set it to 0.
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Installing SecureLogin on an Active Directory Server

The following information assumes that you have installed the Microsoft* Windows 2000 Server
family operating systems (including Active Directory) on at least one domain controller in your
network.

Management of the schema is restricted to a group of administrators called schema administrators.
The Active Directory Schema snap-in allows schema administrators to manage the Active
Directory schema by doing the following:

¢ Creating and modifying classes and attributes.

+ Specifying which attributes are indexed and which attributes are to be catalogued in the global
catalog.

As a schema administrator, you won’t perform schema management tasks frequently. Observe
three safety precautions that control and limit schema modification:

¢ By default, all domain controllers permit Read access to the schema. A registry entry must be
set on a domain controller to permit Write access to the schema on that domain controller.

¢ The schema object is protected by the Windows 2000 Security model. Therefore,
administrators must be given explicit permissions or be members of the Schema
Administrators group to make changes to the schema.

¢ Although Active Directory is based on a multi-master administration model, some operations
support only a single master. One of these operations is schema management. Only one
domain controller can write to the schema at any given time. This role is known as Schema
Floating Single Master Operations (FSMO).

To manage the schema, you must be connected to the schema FSMO. By default, the schema
snap-in is targeted to the schema FSMO role.

Adding Administrative Tools for Active Directory

The following procedures assume that you are logged in as an administrator with the required
permissions to manage the schema.

1 Click Start > Settings > Control Panel > Add/Remove Programs.
2 Click Windows 2000 Administration Tools > Change, then click Next.
3 Click Install All Administrative Tools, then click Next.

4 After components and files are installed, click Finish, then click Close.

Starting the Active Directory Schema Snap-In

The Active Directory Schema snap-in is a Microsoft Management Console (MMC) tool. Because
schema management is not frequently performed, there is no saved Schema console or
Administrative Tool on the Administrative Tools menu. You must manually load the Schema
Manager into MMC.

Run the following procedure on the domain controller that contains the schema.
1 Click Start > Run.
2 In the Open box, type MMC and then click OK.
3 From the Console drop-down list, click Add/Remove Snap-In > Add.
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Click Active Directory Schema > Add.
Click Active Directory Users and Computers > Add.
Click Close, then click OK.

N~ o a b

Save the MMC containing the schema snap-in.
7a From the Console drop-down list, click Save As.
7b Type a name for the saved console (for example, Schema.msc).

7c Click Save.

Extending the Active Directory Management Schema

You can transfer the schema FSMO from one server to another. However, if you have installed a
single Windows 2000 domain controller in your network, this procedure is unnecessary. By
default, that single domain controller handles the schema FSMO role.

Transferring the Schema FSMO to Another Domain Controller

To transfer the schema FSMO to another domain controller:
1 From the left pane of the MMC console, right-click Active Directory Schema.
The following graphic illustrates Active Directory Schema in the directory structure:
2 Click Change Domain Controller.

3 (Conditional) If the name in the Current DC field is not the target server, click Specify Name,
type the name of the target domain controller, then click OK.

The following figure illustrates the Current DC field:

Change Domain Controller d 8|
Current DC: ads-pdc. v slaa-ads com
& Ay D

" Specify Mame: |

| OK I Cancel

4 From the left pane, right-click Active Directory Schema, click Operations Master, then click
Change.

5 Click OK to confirm that you want to change the Operations Master.

6 When you receive the message that the Operations Master was successfully transferred, click
OK.

Verifying the Domain Controller

To verify that you have selected the correct domain controller:
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1 From the left pane of the MMC console, right-click Active Directory Schema and then click
Change Domain Controller.

The following figure illustrates Active Directory Schema in the directory structure:

':m schema - [Console Root' A

Jnﬁ'ﬂ Console  Window  Help

|J Action Wiew  Eavaribes “

Tree IFavu:urites |

[ Consols Root
Elr; Active Directory Schema
: |:| Classes
L[] Attributes
@ Active Directory Users an

KA I— I

2 Verify that the Current DC field lists the domain controller that you are currently working on
and then click OK.

3 From the left panel, right-click Active Directory Schema and then select Operations Master.

4 Check the Schema May Be Modified on This Domain Controller check box and then click
OK.

This check box sets a registry entry that permits schema updates. The server automatically

detects the change to this registry. You don’t have to restart the server to permit the schema to
be updated.

The following figure illustrates this check box:

Change Schema Masker .- G 2lx

Current Focus:

ads-pdc. v slas-ads com

= Current Dperations M aster

The Schema b azter manages modifications to the schema.
Only ohe zerver in the enterpise performs thiz role.

The server iz currently  online

adz-pdic wiy slas-ads com

Change |

¥ The Schema may be modifisd on this Domain Controller,

Dk | Cancel I
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Extending the Active Directory Schema

To store information such as a user's credentials, application scripts, preferences and corporate

configuration, you must extend the Active Directory schema to accommodate three new object
attributes.

1 Run adsschema.exe.

This file is on the Novell SecureLogin CD in the \securelogin\tools directory.

When you run adsschema.exe on the server that is the FSMO master, adschema.exe adds three
attributes to the schema:

+  ProtAuthMethods

This attribute is only for a User object. It is an octet-string type.

¢ protocom-SSO-Auth-Data

This attribute is only for a User object. It is an octet-string type. It contains all user-
specific authentication data, such as the passphrase.

¢ protocom-SSO-Entries

This attribute is for User, Container, and Organizational Unit objects. It is an octet-string
type. This attribute contains the following:

¢ All the user's login userIDs and passwords
+ Specific preferences and application definitions at the User object

¢ Corporate application definitions and preferences at the Container and
Organizational Unit objects

2 Verify that the schema has been extended.
2a Close and restart MMC.

After extending the schema, you must close and restart MMC before you can verify that
the schema has been extended

2b In the MMC tool, navigate to the Attributes folder.
The following figure illustrates the Attributes folder:

':m schema - [Console Root' A

Jnﬁﬂ Console  ‘Windomw  Help

|J Action  Miew  Eawvorites H

Tree IFavorites |

[ Consols Root

Elr; Active Directory Schema
|:| Classes

L[] Aktributes

@ Active Directory Users arn

KA I— I

2c¢ Identify the three attributes.
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Ensure that ProtAuthMethods, protocom-SSO-Auth-Data, and protocom-SSO-Entries
appear in the ADS list of attributes. The following figure illustrates these attributes that
have extended the schema:

':m Console Root' Active Directory Schema® Attributes

J fckion  Wiew  Favorites |J = =) | | | @

Tree I Favorites | Mame | Synkax | Description ﬂ
[ Console Root @ privilegeattributes Integer Privilege-attributes
- B8 Active Direckary Schema % privilegeDisplayMame Unicode String Privilege-Display-Mame
{ EI Classes @ priviegeHaolder Distinguished Mamme Privilege-Holder
(] Attributes @ priviegeValue Large Integer Privileage-Yalue
E@ Active Directory Users and Computers [1net | @ productCode Ocket String Product-Code
@ Inet.nsed.lab,novel, com & profilePath Unicade String Profile-Path

L RProbauthMethads
@ protocom-550-Auth-Daka Ockek Skring
@ protocom-550-Entries Ocket Skring

Ockek Skring

@ proxyLifetime Large Inteqger Prooy-Lifetime

@ qualityOfService Integer CQuality-OF-Service

@ queryFilker IJnicode String Query-Filker -
Jl | KN | _>IJ

Replicating Three Attributes

To enable other servers to have the ProtAuthMethods, protocom-SSO-Auth-Data, and protocom-
SSO-Entries attributes, you must replicate the attributes.

1 In the MMC tool, navigate to the Attributes folder.
The following figure illustrates the Attributes folder:

':m schema - [Console Root' A

Jnﬁﬂ Console  ‘Windomw  Help

|J Action  Miew  Eawvorites H

Tree IFavorites |

[ Consols Root
Elr; Active Directory Schema
: |:| Classes
L[] Aktributes
@ Active Directory Users arn

KA I— I

2 Right-click the ProtAuthMethods attribute, then click Properties.
The following figure illustrates the ProtAuthMethods attribute:
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:m schema - [Console Root' Active Directory Schema' AtH

J[E}J Console  Window  Help

|J Action  Wiew  Favorites H = o= | |

Tree IFavu:urites | Mame |
(] Console Root @ privilegeattributes
El[; Active Directory Schema % priviegeDisplayhlame
0 Classes @ privilegeHolder
L0 Attributes % privileoeyalue

@ Active Directory Users arn | @ productCode
@ profilePath
L IrrotauthiMethods

@ remokeServerhanne
N I | D

3 Check the Replicate This Attribute to the Global Catalog check box, then click OK.
The following figure illustrates this check box:

ProtAuthMethods Properties

s Hescliffon [ANF) -
) the Global Catal

4 Repeat this process for the protocom-SSO-Auth-Data and protocom-SSO-Entries attributes.

5 Shut down and restart the management console.

Active Directory does not incorporate the new attributes until the management console is
restarted.
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Assigning Rights to User Objects

To use SecureLogin, users must have Read and Write rights to the ProtAuthMethods, protocom-
SSO-Auth-Data, and protocom-SSO-Entries attributes on their User object. These rights enable
users to add configuration data (for example, a passphrase) and create logins.

Default rights are set when SecureLogin is installed and the schema is extended for the first time.
If you don’t assign rights to SELF, users are unable to read or write SecureLogin attributes.

To assign rights:
1 Bring up the MMC snap-in.
1a Click Console, then click Open.
1b Seclect the profile name that you saved in Step 7 on page 28.
1¢ Click Open.

2 Click Active Directory Users and Computers and then click the domain name (for example,
inet.nsrd.lab.vmp.com) > Users.

3 Right-click a container, click Delegate Control, then click Next.

For example, you can select the Users container. Active Directory automatically creates this
predefined container. On the other hand, you can select a container that you have created (for
example, RDlab).

This step is necessary for every container that you want rights to apply to.

If Container objects (for example, OU objects) contain users in subcontainers, you must set
up the same rights as the ones assigned to Active Directory’s built-in Users container.

If branches exist in your Active Directory tree, ensure proper rights by assigning rights for
each branch or by assigning rights globally at the Root.

The following figure illustrates the Selected Users and Groups list box:

Delegation af Cantrol Wizard g - x|
Uszers o Groups (=
Select ohe of mane users of Qroups bo wham pou war bo defegate conbol, o
Selected users and gioups:

b AES el [NT ALTHORI T SELF]

Add . Remove

« Bach I Mt » I Cancal

4 Click Add, then select SELF.
5 Click Add, then click OK.
6 (Conditional) Click Create a Custom Task to Delegate, then click Next.
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If you selected the predefined Users container, skip this step. The following screen won’t
appear. However, if you selected a container that you created (for example, RDlab), the
following screen appears.

Delegation of Control Wizard x|
Tazks to Delegate )
Yiou can select common Lasks o CUsIamIze your av P

" Delegate the following commorn tasks

[ Join a computer to the domain
[ t anage Group Palicy fnks

cBack [ Mew> | Concel |

7 In the Active Directory Object Type window, click Only the Following Objects in the Folder,
check the User Objects check box, then click Next.

The following figure illustrates this option:

Delegation of Control Wizard x|

Active Directory Object Type
Indicate the scope of the tazk you want to delegate.

Delegate control of:

™ This folder, existing obiects in this folder. and creation of new objscts in this folder

¢ Only the following objects in the folder:

[ Site Link Bridge objects =]
O 5ite Settings objects

[ Sites Container objects

O Subnet objects

[ Subnets Cortainer ohjects

O Trusted Domain objects

|Jzer objects

< Back I Mest = I Cancel

8 Sct permissions on new schema attributes.
8a Under Show These Permissions, check the General and Property-Specific check boxes.

8b In the Permissions list box, check the Read and Write check boxes for the
ProtAuthMethods, protocom-SSO-Auth-Data, and protocom-SSO-Entries attributes.
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The following figure illustrates these check boxes:

Delegation of Control Wizard ' :_' x|

Permizsions
Select the permissions you want to delegate.

Show these permizsions:

v General
Iv | Property-specific

[ Creation/deletion of specific child objects

Fermissionz:

Fiead Pratuthiethods Al
“Wwirite Protduthid ethods

Read protocom-550-4uth-D ata
"white protocon-550-4uth-Data
Read protocom-550-Entries
“Write protocom-550-E ntries

I

< Back

Cancel |

9 Click Next, then click Finish.

Assigning User Rights to an Organizational Unit

In addition to setting rights for User objects, you must set rights so that users can read corporate
objects (for example, corporate scripts and serverPolicyOverride objects). Users can then inherit
and use objects that you set up specifically for target users.

To accomplish this, you set Read and Write permissions for the prot-SSO-Entries attribute.

Settings and corporate scripts.
1 Bring up the MMC snap-in.
1a Seclect Console, then click Open.
1b Sclect the profile name that you saved in Step 7 on page 28.
1c¢ Click Open.

2 Seclect Active Directory Users and Computers, select the domain name (for example,
inet.nsrd.lab.vmp.com), and then click Users.

3 Right-click the container that you want to apply rights to, select Delegate Control, then click
Next.

For example, you can select the Users container. Active Directory automatically creates this
predefined container. On the other hand, you can select a container that you have created (for
example, RDlab).

If Container objects (for example, OU objects) contain users in subcontainers, you must set
up the same rights as the ones assigned to Active Directory’s built-in Users container.
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If branches exist in your Active Directory tree, ensure proper rights by assigning rights for
each branch or by assigning rights globally at the Root.

The following figure illustrates the Selected Users and Groups list box:

Delegation of Cantrol Wizard

Uszers of Growps
Select one oo mane uzers of groups bo whonm pau wank b delegate conbiol,

Selected users and gioups:
LAESelf INT ALITHORITYSASELF]

fdd . Bemove

cgack [ Mew> | cancal |

4 (Conditional) Select Create a Custom Task to Delegate, then click Next.

If you selected the predefined Users container, skip this step. The following screen won’t
appear. However, if you selected a container that you created (for example, RDlab), the
following screen appears.

Delegation of Control Wizard EI

Tazks to Delegate '
“ou can select common Lasks o cuslomize your av F-

" Delegate the following commor tasks

[0 Jcin 2 computes bo the domai
[ Manage Group Palicy knks

< Back Mot > Carcel |

5 In the Active Directory Object Type window, select This Folder, Existing Objects in This
Folder, and Creation of New Objects in This Folder, then click Next.
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Delegation of Control Wizard

Active Directory Object Type
Indicale the scope of the task you wart Lo delegate,

Dedegate contiol of:

Ok the following obiects in the folder:

[ aCSResousceLimit: objects -
O cestificationduthanity objects

[ Computer objects

[ Cornechion obgects

[ Coritact objects

[ Group ohjects

[ araupPalicyContaine: obiacts

M intelbrirrnrfi ronn dhineds ;I

< Back | Mext » | Cancel |

6 Sct rights (permissions) on new schema attributes.

6a Under Show These Permissions, check the General and Property-Specific check boxes,
click Next, then click Finish.

6b In the Permissions list box, check the Read and Write check boxes for the protocom-SSO-
Entries attribute.

The following figure illustrates these check boxes:

Delegation of Control Wizard

Permissions
Select the permissions you want to delegate.

Show theze permissions:

¥ General
¥ Property-specific
[ Creationddeletion of specific child objects

Permizzions:

[ Read postOfficeBiox A
O white postOificeB ox

Fiead protocom-550-E ntries
“Wwrite pratocom-550-Entries
OFRead st

O write st

LT

< Back I et > I Cancel |

7 Click Next, then click Finish.
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Setting the Default Domain Policy

At the domain level, make sure that the Default Domain policy allows all authenticated users to
have Read rights to All Properties.

1 Expand Active Directory Users and Computers, right-click the domain name, then select
Properties.

Select the Group Policy tab, click Properties, then select the Security tab.
Click Advanced.

Select Authentication Users Special, then click View/Edit.

a A WO N

Under the Allow column, check the Read All Properties check box.
The following figure illustrates this check box:

Permission Entry for Default Domain Policy

Object | Properties I

Mame: IAuthenticated |Jsers Change...

ILI

Apply onbo: IThis object and all child objects

Permizzions:

Full Cantral

List Contents
Read All Properties
Wirite Al Properties
Delete

I

Delete Subtree

Fead Pemizsions
Madify Permizzions
tadify Owner

AllV alidated \Whites

All Extended Rights
Create All Child DObjects

L PO [ PO PO 1 Y

r Apply these permissions to objects and/aor Clear All |

caontainers within this container only

100000 0O000F8EO %
1000000000000 g

A

OF. | Cancel |

6 Click OK.

Setting Up SecurelLogin for NT 4 Domains

To set up SecureLogin for NT 4 domains:
+ Set up a shared folder

¢ Administer a corporate script

Setting Up a Shared Folder

1 On the NT 4 Domain server, create a shared folder on your shared drive.
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Each user must have access to this shared folder. Users’ workstations read the corporate script
file in this shared folder.

You (the administrator) can assign this folder any name (for example, userdata). This folder
handles all prebuilt scripts.

2 On the server, create a home directory for each user.
Every user who logs in to an NT 4 domain must access a home directory created on the server.

From the administrative server, click Start > Administrative Tools > User Manager for
Domains, then click New User.

3 Type a name (for example, mkurz).
4 Assign a password.
8 Under Profile, map the home directory to a drive.

You must map a home directory to drive:\servername\sharename. In the Connect field, enter
the drive letter. In the To field, enter a sharename, which is the IP address, NetBIOS name, or
DNS name that distinguishes the server.

The following figure illustrates these fields.

Uszer Environment Profile E

Ueer  user [u) Ok

Cahcel

s

— User Profiles Help
User Prafile Path: I

Logon Script Mame:; I

—Home Directory

" Local Eath:l

' Connect IZ: j To I\\server_name\share_name

The client logs in to the domain and maps a drive (for example, Z) to the home directory (for
example, mkurz). The domain automatically maps the users’s home directory. The user’s data
goes into this directory. When the user logs in, the user has rights to the area.

Administering Scripts for NT

To administer corporate scripts in an NT environment:
1 Run the NT Corporate Script Editor from the Start menu.

2 From the NT Corporate Configuration Editor screen, select an option.
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£'F NT Corporate Configuration |

Select Corporate Configuration File

% Create Mew Configuration File

" Open Existing Configuration File

OF. I Cancel

To create a new corporate script for your environment, select Create New Configuration File.

To modify an existing corporate script for your environment, select Open Existing Corporate
Script.

3 Select a current corporate script or define a name for a new corporate script.

select SecureLogin Corporate Scripk : 2=l
Look i | =3 Local Disk (T | « 5 ER-
ssh [C1'windaws
| Swstem Yolume Information [CwInmT
teemntalk
temp
unicode
WINIZAPP
4 [+
File hame: I Open I
Files of type: ISecureLDgin Corporate Scripts [ 3cs) j Cancel |
A

This corporate script (for example, CORP_SCRIPTS.FCS) must be in a shared directory that
users have access to. Access to the corporate script files is governed by the standard NT file
permissions.

IMPORTANT: Ensure that users have Read Only access to this file.

4 Sclect a configuration to edit.

Corporate Configuration E

Edit ‘Which Configuration?
" Edit Scripts
" Edit Preferences

Cloze |
Edit anather script |

To edit the current corporate scripts, select Edit Scripts.

To edit the current preferences for this corporate script, select Edit Preferences. The following
figure illustrates the Preferences property page:
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— Uzer Preferences

I Metscape Logn Aclive

™ Esplorer Login Active

I Activate Logging

™ Aubo Detect Wirdows Login Panels
™ Aubo Detect [nteinet Logn Pansls
[ Detect Wiong Pazswond

[ Usze Cache Fies

Reirezh Rate minutes

— Administrabion

[ Allow User Senpl Access
[~ dllow User Conlig Access
[~ dllows User To View Pasewonds
[ Dizplay Syztem Tray lcon

To browse for another script to edit, select Edit Another Script.

The following figure illustrates the main NT script editor window:

Login Detads HD Securelogin corpor sbescs j]
i ; [ tl o E—LlﬂrPruferemssm__“_‘
84 & & D 03 | | T e
| Mew Romova Modly | Macio | Vabes gue Vae Edi g ™" Netscape Login Active
Ve Tvae I Esplorer Logn Active
£ Misables IL0 o | I Activate Lopging
i olom : I uto Dietee! Windows Login Panel:
-g‘\;laho-oMal | ™ Auto Dietect Infemet Logn Panets
e I Datect Wiang Patswarnd
| ™ Uss Cache Filez
| Fiefresh Fate mintes
~ Administratan
| ™ Allow Uszer Scipt Access
. I Allow Uses Conlig Aceess
4] | | I Allow Uzer To View Pazswords
I--Ei-'-l te I I Displey System Tray leon

This editor operates in the same manner as the user script editor. However, no user variables are
stored at this location and there is no Display Passwords option.

To set up a user's configuration to load a corporate script, do one of the following:
+ Pass in the path to the script as the argument to proto.exe.

Edit the registry and change the setting HK CURRENT USER/Software/Microsoft/
Windows/Current/Run so it has the corporate script location after proto.exe.

+ Remove the above key and create a shortcut similar to the following:
c:\program files\novell\securelogin\proto.exe s:securelogin\production.scs
Place this shortcut in the user’s startup folder.

To ensure that SecureLogin will also read from this location, another registry setting exists to
keep track of the last location a corporate script was run from. The location for this registry
setting is

HKEY CURRENT USER\Software\\Protocom\\SecureLogin\\LastNTCORPLocation.

If you close and reload SecureLogin, it will load the corporate script from the last known
location.
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To install SecureLogin, run setup.exe at a workstation.

Setup.exe is a multi-lingual installation program. Setup.exe prompts you to select an installation
for an English, Brazilian Portuguese, French, German or Spanish system.

Before you log in, make sure that you are authenticated to an NDS or eDirectory tree.

In Step 5, you select an installation option. If you are authenticated to an eDirectory tree and select
to install SecureLogin along with SecretStore, installation proceeds as expected. If you are not
authenticated, the following scenario occurs.

Scenario—Unusable Login Prompt. You are not authenticated to an eDirectory tree. You select
to install the SecureLogin client along with SecretStore. During the installation, you select default
settings. The installation program prompts you for a username and password. However, the
username field cannot be edited, and no password has been set.

Until you authenticate to eDirectory and set a passphrase or password, SecureLogin continues to
display this unusable prompt each time that SecureLogin is started.

1 From the SecureLogin CD’s securelogin\client directory, run setup.exe.

If autorun is supported on your workstation, the SecureLLogin client installation program is
launched after you insert the CD. The program is launched according to your regional locale
setting. If the default selection doesn't offer the correct language option, cancel the installation
and run the version you need.

Select the appropriate version from the \SecureLogin\Client directory.
2 At the Installing SecureLogin window, click Next and accept the license agreement.
3 Select a destination folder, then click Next.

4 At the Select Components window, select an option, then click Next.

Select Components [ x|

Which option would pou like?

Novell.
& Maovell elirecton with SecretStore
" Movell eDirectory
" LDAP v3.0 Compatible Directany
-  Other
—

< Back I Heut » I Cancel

8 Select components to install, then click Next.
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If you select the Novell eDirectory with SecretStore option, the installation program installs
SecureLogin components and SecretStore components by default.

Select Components

Novell.

The following components will be installed. To wview or deselect
subcomponents, click Change.

LCompanents

s i
SecretStore

— Diescription

Includes all the Securelogin filez. Each

zubcompanent performs a single sign-oh

task.
Space Required: 12461 kK
Space Available: 2027016 K

< Back Heut » Cancel

To select subcomponents for an option, click Change, select subcomponents, then click
Continue. The following figure illustrates subcomponents that you can select:

Select Sub-components

Select the components you want to install, clear the components
you do naot want o install.

Sub-compaonents

Internet Browser
“Wwindow Finder
Terminal Launcher

Winds Screensaver

Dezcription

Enables single sign-on for most Windows applications that

require you ta log in.

Space Required:
Space Available:

12461 K

2027000 K

The Description panel provides information about a component or subcomponent that you

select.

For more information on Terminal Launcher, see Chapter 8, “Setting Up Terminal

Emulation,” on page 117.

NOTE: Concerning the Win9x Screensaver subcomponent, if you are connected to NDS or eDirectory,
the password for the screen saver is your NDS password.
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If you are not connected to NDS or eDirectory, SecureLogin calls the Windows password system. If you
haven’t defined a Windows password for the screen saver, through desktop properties, SecureLogin
simply unlocks.

The administration tools (snap-ins to ConsoleOne and a corporate script editor) are installed
separately. See “Installing Administration Tools” on page 49.

6 Sclect Post-Install options and click Finish.
6a (Optional) Start SecureLogin now.

If you check this check box, SecureLogin will be active as soon as you complete the
installation. You don’t need to restart the workstation.

You can access SecureLogin through the SecureLogin icon on the system tray or from
Start > Programs > Novell SecureLogin > Novell SecureLogin.

6b (Optional) Start SecureLogin whenever Windows starts up.
If the Program Conflict message appears, see “Program Conflict” on page 155.
7 (Conditional) If you selected the LDAP option, install eDirectory snap-ins.

The snap-ins are located on the Novell SecureLogin CD in the ConsoleOne\Snapins directory.
Run edir_snp.zip. Extract files to the consoleone\1.2 directory.

You will find these snap-ins useful if both the following are true:

¢ You are installing ConsoleOne 1.3.x for the first time (or you don't currently have these
snap-ins).

¢ You plan to administer LDAP from the same ConsoleOne that you use to administer
Novell SecureLogin and Novell SecretStore.

You can determine whether the eDirectory snap-ins are installed:
1 Bring up ConsoleOne 1.3.x.
2 Sclect Help, then click About Snapins.
3 Locate the Novell LDAP Snapins entry.

Granting Rights

For eDirectory, rights are automatically granted to a User object if the Novell SecureLogin snap-
in to ConsoleOne is loaded when you create that object. If the snap-in isn’t loaded when you create
the User object, you must grant rights to the User object and to the local workstation cache
directory.

Also, if you aren’t using eDirectory, you must grant rights to User objects. LDAPSchema.exe
doesn’t grant rights.

Granting Rights to User Objects

You can automatically or manually grant rights to User objects created after Novell SecureLogin
is installed.

Automatically Granting Rights

Using ConsoleOne, you can create a user template that automatically grants rights to required
attributes.
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1 Select an O or OU Container object that will contain the Template object.
2 Create a new object of the class Template.

3 At the New Template dialog box, name the template, check the Define Additional Properties
check box, then click OK.

New Template E3

Mame: |N|:nrell SecureLogin Enahled User (0]
[ Use template or user: cancel
Help

v Define additional properties

- ErEate anathiE el Ete

4 At the properties page for the new Template object, navigate to and select New Object NDS
Rights, then select Rights To Other Objects from the drop-down list.

Properties of Securelogin Enabled User

General - | Restrictions - I Memberships I Login Script | Hew Object HDS Rights v
| Rights Ta Other Objects

5 Click New Object > Assigned Rights.

Properties of Securelogin Enabled User

General vl Restrictions vl Metmnberships « | Lagin Script | Hew Object HDS Rights v NE\.CJ' 1| ]
| Rights To Other Objects H

MDE Ohjects

& <New Ohjects

Add Ohject

[Melete trhiect

Assigned Rights...

6 Click Add Property, select the Prot:SSO Auth attribute, then click OK.
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Add Property E3

¥ Profile Membership ﬁ

Prot, 550 Auth
¥ Prot350 Entry
¥ Prot350 Profile
¥ Prot380 Security Prefs
F o Public ey
o RADIUS:Active Connections
FoORADIUS: Aftribute Lists

v Show only User class propeties

]34 | Cancell Help |

7 At the Rights Assigned To dialog box, check the Compare, Read, Write, and Add Self check
boxes, then click OK.

Rights azzigned to: <New Object> E3

On Ohject: =Mew Object=

Froperty ~Rights
F'ru:ut:E:::[:] Auth . I_ Supervisor
Al attributes Rights]
[Entry Rights] ¥ Compare
¥ Read
[ irite

[Elhkeritakie

Add Property... |

Delete Praperty |

(0]:4 I Cancel | Help |

8 Configure the Prot:SSO Entry attribute by repeating Steps 5, 6 and 7 for the Prot:SSO Entry
attribute.

NOTE: Do not add the Prot:SSO Profile attribute.
9 Exit by clicking OK.
To use the new template:
1 Create a new User object.

2 Atthe New User property page, enter a name, enter a surname, check the Use Template check
box, then click the Browse button.
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3 Navigate to and select the Template object that you created, then click OK > OK.

4 Type and confirm a password for the new user, then click Set Password.

Manually Granting Rights

You can manually grant rights to users created after Novell SecureLogin has been installed. Run
NDSSchema.exe, which is typically located in the c:\program files\novell\securelogin directory.

This program extends the schema and grants rights to existing users listed in the installation. No
harm is done if the schema has already been extended.

Granting Rights to Local Cache Directories

Users on Windows NT, Windows 2000, and Windows XP must have workstation rights to their
local cache directory location. To grant rights, do one of the following:

+ grant rights to the user’s cache directory (c:\Program
Files\novell\securelogin\cache\VLSC\username)

+ Use the registry setting to relocate the user’s cache to a location that he or she has rights to
(for example, the user’s documents folder).

You can change where the users SecureLogin cache file is located by setting the following registry
key:

HKEY LOCAL_MACHINES\SOFTWARE\Protocom\SecureLogin
“CacheDirectory”="[drive]:\[path]”

99__99

For example, enter “CacheDirectory”="c:\Documents and Settings\markus”.

Installing Administration Tools

Administration tools include the following:
¢ ConsoleOne
¢ The SecureLogin snap-in to ConsoleOne
¢ NDSSchema.exe

+ Loginwatch.exe
To install ConsoleOne on the workstation, run consoleone\c1.exe.

To install the SecureLogin snap-in for ConsoleOne, run consoleone\snapins\NSLSnapin.exe.
Select a directory for the snap-in. By default, the installation program installs ConsoleOne files to
c:\novell\consoleone\1.2. You can also use this option to install the snap-in file to a server.

You can also install the SecretStore snap-in for ConsoleOne (SSSnapin.exe) from this location.

Other administration tools are in the \securelogin\tools directory.
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Running SecureLogin Administration Tools with Language Resources

To run the SecureLogin administration tools (for example, NDSSchema.exe and loginwatch.exe)
in one of the supported languages, do one of the following:

+ Copy the tools from \securelogin\tools to the installed SecureLogin program files directory.
For example, copy the tools to c:\Program Files\novell\securelogin.

+ Replace the provided English version of the language resource file (localhero.dll) with one of
the language versions found in the software image (\securelogin\client\program
files\novell\securelogin\localhero xxx).
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Migrating from Earlier Versions

This section contains information about the following:
¢ “The Need for Shared Secrets” on page 49
¢ “Requirements” on page 49
+ “How the Conversion Tool Works™ on page 50
+ “Selecting a Migration Option” on page 50

+ “Converting Novell Single Sign-On 2.1” on page 52

The Need for Shared Secrets

Novell® Single Sign-on (NSSO) 2.1 included Novell SecretStore™ 2.1 and v-GO for Novell
Single Sign-on 2.1. You can migrate or remove NSSO 2.1 secrets by using the Novell SecretStore
2.1 Conversion Tool (ss21cvt.exe).

NSSO 2.1 uses SecretStore to securely store credentials (for example, usernames and passwords).
Other solutions from Novell, such as Novell DirXML™, also use SecretStore. Before SecretStore
3.0, each application stored information in SecretStore in its own way. Therefore, these credentials
could not be shared.

For example, if both Novell DirXML and NSSO 2.1 were deployed in an organization, users in
that organization provided their usernames and passwords twice, first in NSSO 2.1 and then in
DirXML. In addition, if the credentials were ever changed, they had to be changed in both
applications.

To resolve these issues, a Shared Secret Format Recommendation was released with SecretStore
3.0. The recommendation allows for applications that use SecretStore to share application
credentials, thus relieving the administrative burden of storing duplicate passwords and of
synchronizing passwords among applications.

Any single sign-on enabling application that conforms to the Shared Secret Format
Recommendation can leverage these secrets. Novell SecureLogin 3.0 conforms to this
recommendation. NSSO 2.1 used a different format. ss21cvt.exe converts NSSO 2.1 secrets to the
shared secret format.

For more information on shared secrets, see Sharing Secrets in the Novell SecretStore
Administration Guide.

Requirements

Workstation
+ Novell Client SecretStore 3.0
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+ Novell International Cryptographic Infrastructure 2.0.2
Server

Have Novell SecretStore 3.0 running on the server.

How the Conversion Tool Works

By default, the conversion tool performs the conversion process for the eDirectory (or earlier
versions of NDS) tree that is specified by the primary connection. You can use either of the
following options:

+ Before running the conversion tool, change the primary connection to the tree and server that
require the conversion.

¢ Pass in a command line parameter. See “Converting Novell Single Sign-On 2.1 on page 52.

Only individual users can read their own secrets. Therefore, it is not possible for the conversion
tool to convert secrets for a user that is different than the authenticated user.

So that the conversion tool can map an NSS0 2.1 secret to a shared secret, the tool must know
which application the 2.1 secret was created for. Not all of the information needed for mapping the
secrets is contained in every NSSO 2.1 secret. Whether or not enough information exists depends
on the type of application that the NSSO 2.1 secret exists for.

For example, all of the necessary information exists for Web and user-defined applications.
However, not all of the necessary information exists for pre-defined and admin-defined
applications. This tool does not convert secrets for mainframe applications.

For the pre-defined and admin-defined applications, the information is contained in two files. The
information needed to map the secrets for predefined applications is in the applist.ini file, which
is located where NSSO 2.1 is installed. If this file is not found, pre-defined secrets will not be
converted.

Information needed to map the secrets for administrator-defined applications is in the entlist.ini
file. If the administrator has defined any applications in the directory, ENTLIST.INI is created
when NSSO 2.1 starts. If entlist.ini is not found, administrator-defined secrets will not be
converted.

The conversion tool searches for applist.ini and entlist.ini in the same directory that the conversion
tool is in. Thus it is possible to deploy these files along with this tool if NSSO 2.1 is not currently
installed. If the conversion tool doesn’t find applist.ini, the tool searches for it where NSSO 2.1 is
installed in the Passlogix folder. If the conversion tool doesn’t find entlist.ini, the tool searches for
it in the Windows directory (or the WINNT directory on NT workstations).

After mapping the secrets, the conversion tool converts the data by extracting the usernames or
passwords (or both) from the NSSO 2.1 secrets. The tool then populates corresponding shared
secrets with the usernames and passwords.

Selecting a Migration Option

50

You can migrate secrets by using one or more of the options illustrated in the following figure:
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¥ Movell SecretStore Conversion Utility

Thiz program will copy your GO for Hovell Single Sign-on 2.1 zecretz to the SecretStore 3.0 Shared Secret format that's compatil
Movell Securelogin 3 0. It can also remove the old format zecretz if you no longer run Movell Single Sign-on.

[~ Convert GO for M550 21 secrets to SecretStare 3.0 farmat
™| Meensite exsting 2.0 secmets with newer w-GHl fon MES 2] secrets
[T Remove G0 for NS50 2.1 secrets

Start

Log output:

LCancel

You can convert secrets before or after installing SecureLogin 3.0. However, we recommend that
you convert before uninstalling Novell Single Sign-on 2.1. Entlist.ini and applist.ini must be in
specific locations so that ss21cvt.exe can locate these files. If you run ss21cvt.exe before you
uninstall NSSO 2.1, you don’t have to manually place the two .ini files.

Overwriting Secrets

The first option is to convert v-GO for NSSO 2.1 secrets to SecretStore 3.0 format. To use this
option, check the Convert check box, but don’t check the Overwrite check box.

If you don’t check the Overwrite check box, and if a 3.0 secrets exists, NSSO 2.1 secrets don’t
overwrite SecretStore 3.0 secrets.

Scenario: Convert is Enabled but Override is Disabled

Rie is a user at Digital Airlines, which has been using Novell Single Sign-on 2.1. You install
SecureLogin 3.0. Rie uses 3.0 to log in to Web sites. As the following table illustrates, secrets for
both 2.1 and 3.0 for Rie exist in eDirectory.

Secret and Date Secret and Date Results during a Migration

2.1a, created October 1 3.0 a, created September 1 No change

2.1b, created October 1 3.0 b, created September 1 No change

2.1c, created October 1 2.1c becomes 3.0c

You run the conversion program. Because secrets 3.0a and 3.0b exist, Rie’s secrets 2.1a and 2.1b
are not converted to 3.0 format. Secret 3.0c does not exist. Therefore, the conversion program
converts 2.1c to 3.0 format and writes it as 3.0c.

Converting and Overwriting Secrets

The second option is to convert NSSO 2.1 secrets and overwrite SecretStore 3.0 secrets. To use
this option, check both the Convert check box and the Overwrite check box.
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You can’t overwrite secrets without converting them. If you enable Overwrite, the conversion
program only overwrites secrets that have earlier dates. The 2.1 secrets that have a later date than
3.0 secrets overwrite the older 3.0 secrets during the conversion process.

Scenario: Convert and Overwrite Are Both Enabled

Claire works at the VMP company, which has been using Novell Single Sign-on 2.1. You install
SecureLogin 3.0. Claire uses 3.0 to log in to Web sites. As the following table illustrates, secrets
for both 2.1 and 3.0 for Claire exist.

You run the conversion program. Because Secret 2.1a is newer than Secret 3.0a, the program
converts Secret 2.1a to SecretStore 3.0 format and overwrites 3.0a.

Secret and Date Secret and Date Result during a Migration
2.1a, created October 1 3.0a, created September 1 3.0a is overwritten

2.1b, created October 1 3.0b, created November 1 2.1b is not converted
2.1c, created October 1 2.1c becomes 3.0c

Secret 2.1a is older than Secret 3.0b. The program does not convert 2.1b to 3.0 format. Secret 3.0b
is not overwritten.

Because 3.0c does not exist, the conversion program converts 2.1¢ to 3.0 format and writes it as
3.0c.

Removing Secrets

The third option is to remove NSSO 2.1 secrets. To do this, check the Remove check box.

If you select both ‘Convert and Remove, the conversion program first tries to convert 2.1 secrets
to 3.0 secrets. It then removes the 2.1 secrets.

If you select Remove but do not select Convert, the conversion program only removes Novell
Single Sign-on 2.1 secrets. It does not delete connector secrets or secrets owned by other services.

Converting Novell Single Sign-On 2.1

52

You can convert from NSSO 2.1 before or after installing SecureLogin 3.0.
1 From the securelogin\tools directory, run ss21cvt.exe.

2 Sclect an option, then click OK.

You can run the conversion options from the command line:
* To convert, enter SS21cvt -convert
This option sets the tool to convert Single Sign-on 2.1 secrets to the shared secret format.
* To convert and overwrite, enter SS21cvt -convert -overwite

This option sets the tool to convert Single Sign-on 2.1 secrets to the shared secret format and
overwrite existing shared secrets, provided the corresponding Single Sign-on 2.1 secrets are
newer.

+ To remove, enter Ss21cvt -renove
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This option sets the tool to remove Single Sign-on 2.1 secrets. If you specify to both convert
and remove Single Sign-on 2.1 secrets, the conversion occurs before any secrets are removed.

+ To write conversion information to a log file, enter ss21cvt -1 og
[path][fil enane]

For example, enter -log c:\Novell\upgr21.txt.

This option is useful if you run the tool in suppressed mode but still want to know the details
of what the tool did. If the file already exists, the file will be appended to instead of truncated.
If any spaces exist in the path, you must enclose the path with quotation marks ().

¢ To run the conversion program without displaying information, enter Ss21cvt -
suppr ess.

This option instructs the tool to not display the dialog, but instead to automatically perform
the tasks that were specified on the command line. Most likely, you will use ZENworks® to
convert secrets on users’ workstations, and include -suppress in the script.

+ To run the conversion tool for a specified eDirectory tree, enter SS21cvt -tree
[treename].

If the tree is not found, the tool attempts to perform the tasks against the primary connection.
If any spaces exist in the name, you must enclose the name with quotation marks (“”).

Migrating from Novell SecurelLogin 2.5

Because Novell SecureLogin 2.5 didn’t use SecretStore, you don’t have to run the conversion
utility when you upgrade to SecureLogin 3.0. SecureLogin 3.0 automatically upgrades a 2.5 cache
and upgrades 2.5 directory attributes.

Installers could deploy SecureLogin 2.5 to run in standalone mode or with eDirectory. Even if
SecureLogin 2.5 was deployed to work with eDirectory, a cache most likely exists on the
workstation, unless the administrator turned that capability off. SecureLogin 3.0 recognizes the
cache left by SecureLogin 2.5 and automatically works with it.

If all SecureLogin 2.5 data was stored in eDirectory, and if SecureLogin 3.0 is installed to work
with SecretStore, SecureLogin 3.0 is able to use the data from SecureLogin 2.5. Usage occurs
because SecureLogin 3.0 still uses the Prot:* attributes in the directory, even if deployed to use
SecretStore.

To migrate from SecureLogin 2.5:
1 While running setup.exe, select to uninstall SecureLogin 2.5 from the workstation.

2 Install SecureLogin 3.0.
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Adding Applications for Single Sign-On

After SecureLogin is installed on your desktop, SecureLogin watches for new applications. Upon
detecting a new application that requires a login, SecureLogin prompts you to use SecureLogin
wizards that enable those applications for single sign-on.

The Add Applications wizard enables you to single sign-on to Windows applications and Web
pages. The Terminal Launcher wizard enables you to single-sing-on to mainframe applications. To
enable applications for terminal emulators, see Configuration Guide for Terminal Emulators.

These wizards help you generate login scripts and store variables. The scripts avoid lengthy setup
periods.

This section contains information on the following:
¢ “Encountering New-Application Prompts” on page 55

+ “Adding and Enabling Applications” on page 56
Encountering New-Application Prompts

Prompts for Windows Applications

After detecting a Windows* login panel, SecureLogin displays the following dialog box. (If the
application has a prebuilt script, the initial text varies.)

SecureLogin
SecurelLogin has detected a pazsward figld.

0 Ywhould you like to launch the S50 wizard to

configure thiz application for zingle sign-on?

[~ Don't prompt me in future

You can choose not to enable single sign-on for this application. If you select not to be prompted
during future encounters, SecureLogin generates a blank script for this application and doesn’t
prompt you again.

If you decide to set up single sign-on, SecureLogin launches the Add Applications wizard, which
guides you through the setup. The next time you open the application, SecureLogin authenticates
for you.
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Prompts for Web Pages

When you navigate to a Web page that has a login field and then submit your login information,

SecureLogin prompts you whether to enable single sign-on for the site, for only the current page,
or not at all.

SecureLogin E3

@ Wiould you like Securelogin to remember thiz
information ta log vouw in autamatically in the future?

= Save for all pages at this web

s Save for anly this
zite,

page.

Mo Mewver Dietailz »»

If you select Yes, SecureLogin extracts the login information from the Web page and stores it for
future single sign-on authentication.

Adding and Enabling Applications

The Add Application wizard enables you to easily capture login data for Windows applications and
Web pages. Many applications have prebuilt scripts.

Using Prebuilt Scripts

To add an application that has a prebuilt script:

1 Right-click the SecureLogin icon on the system tray, then click Add Applications.

You can also click Start > Programs > Novell SecureLogin > Novell SecureLogin > Add
Applications.

#% S ecureLogin

o
Novell.

| Securelogin

PA www.novell.com

+ Add Applications
* Manage Logins
» Change Settings

v’ Active

2 At the Welcome window, click Next.
3 Click Prebuilt Scripts, then click Next.
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£? SecureLogin - Add Application Wizard

Select a Script Type

N DVE EI What kind of login script do pou want to create?
0 Select the twpe of login script you want to create, and then click
MHeut,

Select thiz option to uze one of the prebuilt scripts that are
zupphed with Securelogin,

= web Page
Select thiz option if pouw want to login to aWeb page.

= windows Application

Select thiz option if pou want to login to a Microsoft Windows
application.

< Back I Meut » I Cancel

4 Sclect the application from the list, then click Finish.

£ SecurelLogin - Add Application Wizard

Select an Applhication.

Thiz iz a list af the prebuilt applications included with Securelogin.
Make a zelection from the list.

B Prebuilt Application Scripts |:|

Movel| Grow ient
Movell Grouptaise Motify Client
Oracle - Generic Login

Oracle Financials
PCAmmwhers 8.0

PeopleSoft

pluswd3 exe J
QuickBooks Pro

Quicken
= Remedy ARUSER
Remedy Matifier

=

< Back I Finizh I Cancel |

After adding the application, create or select a login for it.

Adding a Windows Application

1 Launch the application and drag the login panel to one side of the screen.

2 Right-click the SecureLogin icon on the system tray, then click Add Applications.
3 Click Next > Windows Application > Next.

Adding Applications for Single Sign-On
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£ SecureLogin - Add Application Wizard

Select a Script Type
N DVE " What kind of login script do pou want to create?

Select the twpe of login script you want to create, and then click
S

£ Prebuilt Scripts

Select thiz option to uze one of the prebuilt scripts that are
supplied with Securelogin.

" 'web Page
Select thiz option if youw want to login to aWeb page.

iz option | _l,l.l:Ju want ta login to a Microzoft Windows
application.

< Back I Mest » I Cancel

4 At the Setup a Windows Application window, review the steps, then click Next.

5 Left-click the hand icon in the Add Application wizard, then drag the hand icon to the title
bar of the login panel.

&% SecureLogin - Add Application Wizard

Select the Login Panel

Novell.

6 At the Select Window Function window, select Login Window from the drop-down list, then
click Next.
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{":5ecureLogin - Add Application Wizard x|

Select Window Function

Novell.

Wwhat iz the window used for?

SecurelLogin iz able to automate different window functions.
Chooze one of the following, and then click Mest.

Thiz type of zcrpt iz generated for standard Login pages with up to
three figlds and a login button

< Back I MHeut > I Cancel Help

7 Select the login fields.

£ SecureLogin - Add Application Wizard

Select the Login Fields

N ove " “ou can drag each of the hands below to different features of the
dialog bo,
r lzermame:

7
3
Z
N

Optional;

r Ok Button:

|
Password: @ |

Wil

)

(o} Bitiorn: |

To continue, click Mext.

< Back I Mest > I Cancel |

7a Drag the hand icons and drop them onto the Username, Password, and (if appropriate)
Optional fields on the login panel

7b Drag the hand icon for the OK Button and drop it onto the OK, Next, Continue, or similar
button.

7c Click Next.
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8 At the Name the Script window, accept the default name (or type a new one) for the
application, then click Finish.

After adding the application, create or select a login for it.

Adding a Web Application
1 From a browser, go to the URL of the Web page that you want to log in to.
2 Right-click the SecureLogin icon on the system tray, then click Add Applications.
3 Click Next > Web Page > Next.

£? SecureLogin - Add Application Wizard

Select a Script Type

N Ove ” YWhat kind of login script do vouw want to create?
0 Select the tppe of login script you want to create, and then click
Mext.

= Prebuilt Scripts
Select thiz option to uze one of the prebuilt scrpts that are
supplied with Securelogin.

% fw/eh Pags
Select thiz option if pou want to login to a'Web page.

£ Windows Application

Select thiz option if you want to login to a Microsoft Windows
application.

< Back I Mest » I Cancel

4 Atthe Setup a Web Page window, copy and paste the URL, type your username and password,
then click Finish.
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£ SecureLogin - Add Application Wizard

Set Up a Web Page.

Novell.

Supply zome information below about the web page .

URL: |

\\&\ 3\' N Usermarne: |
h“é Paszword: I

YWwhen vou are ready, click Finizhl

< Back I itk Cancel

After adding the application, create or select a login for it.

If you have difficulty logging on to a Web site, see “Logging in to Difficult Web Sites” on
page 153.
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Managing SecurelLogin

SecureLogin captures login information and saves that information to your workstation and
Novell® eDirectory™ or earlier versions of NDS®. Using SecureLogin management tools, you can
view and edit your saved information.

This section provides information about the following:
+ “Setting Up a Passphrase Question and Answer” on page 63
+ “Setting Passphrase Settings” on page 65
+ “Copying, Exporting, and Importing SecureLogin Settings” on page 68
* “Managing Logins” on page 70
+ “Customizing SecureLogin” on page 75
+ “Using SecureLogin with Client Software” on page 83
* “Administering SecureLogin for Active Directory” on page 83
¢ “Sharing Secrets” on page 85
+ “Setting Up Multiple Logins for an Application” on page 86
¢ “Changing the Startup Order of Applications” on page 87
+ “Using Login Watcher” on page 90

Setting Up a Passphrase Question and Answer

When you use SecureLogin, information for logging in to applications is collected and saved to
one or more data stores. This information is used to provide single sign-on to those applications in
the future. Depending upon the installation options that you have chosen, login data is stored in
the following areas:

+ An encrypted cache file on your workstation
+ Encrypted attributes on your User object in eDirectory

* Your SecretStore in eDirectory

As an enhanced security feature, SecureLogin detects administrative NDS or eDirectory password
changes so that no one else can gain access to your login data stores.

When first run, SecureLogin prompts you for a passphrase question and answer. This information
helps you access your login data in the following situations:

+ You aren’t authenticated to NDS or eDirectory.
¢ The network connection is lost.

+ You are using a laptop computer and are out of contact with the network
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* You forget your NDS password and have it reset for you.

* Your credential store was locked when an administrator inappropriately reset your NDS
password.

Choose passphrase information that you'll be able to recall months or years from now.

NOTE: For a passphrase to display properly on multi-byte platforms (for example, Japanese and Chinese),
users must use single-byte characters when entering a passphrase.

The following figure illustrates the dialog box that collects your passphrase question and a
passphrase password:

Pass Phrase Setup |

If you need to access vour single sigh-on details when yow are not
connected to the netwark or if your password iz ever reset, Securelogin will
azk pou for the passphraze you enter below,

'ou will be shown the question you enter below, and required ta type in the
answer that you enter below. Choozing an obscure question and answer
will result in it being much lezs likely that someone will quess your
paszphraze.

Enter the question ||

Enter the anzwer I

Confirn the answer I

Cancel |

After the passphrase information is entered, you won’t see this screen again unless you use the
Change Passphrase option to reset your password or log in to eDirectory as a different user.

When using SecretStore, a specially-designated administrator might unlock your directory-based
data stores on your behalf. Therefore, don't be surprised if a call to the help desk to have your
eDirectory password reset doesn't result in a passphrase answer prompt when you next login. This
feature is only available when using SecretStore and the SecretStore Administrator feature. (For
more information, see Setting Up a SecretStore Administrator Novell SecretStore Administration
Guide.)

Disabling the Local Cache

64

Your local login data can be stored for offline access in encrypted files on your workstation. These
cache files are located in the program files\novell\securelogin\cache directory. The files are triple
Data Encryption Standard (3DES) encrypted.

If you forget the cache passphrase answer password and are not able to log in using your
eDirectory password, you will have to delete and recreate the cache files. SecureLogin
automatically recreates cache files, provided you are authenticated to the network.

To turn off caching functionality:
1 At the SecureLogin main screen, select Change Settings.
2 Uncheck the Enable File Cache check box, then click OK.

The following figure illustrates this check box:
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— Enahble Single Sign-on |

Set Paszphraze

Clear Local Cache |

7 Intemmet E splorer
¥ Metscape Refresh Memam Cache |

— Enable Add-Application Prompts
¥ “Windows Applications
7 Internet Applications

[# Activate diagnostic log file
[ Detect incomect intermet passwords

[ Enable file cache

Minutes between cache and directory updates |5

Ok Cancel | Help

Setting Passphrase Settings

When users first run SecureLogin, SecureLogin asks them to set up a passphrase question and a
passphrase answer. SecureLogin uses the question and answer to ensure that no one else uses their
login credentials to access their applications.

You can provide customized questions for users to respond to as well as allow users to enter a
passphrase question.

Providing Preset Passphrase Questions
To provide preset passphrase questions for users:
1 In ConsoleOne, right-click an object, then click Properties.

2 Click Novell SecureLogin, then select Passphrase Preferences from the drop-down list.

Properties of AKRAMNES

Hovell Securelogin v Movell Secret=tore |
Paszphraze Preferences

|-F'reset Fassphrase Questions

3 At the Passphrase dialog box, click New.
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Properties of AKRAMES

Hovell SecureLogin -r Maovell SecretStore | Dial Access Services I General w | Restrictions vl lemberships - I-'; [
Passphraze Preferences |

Preset Passphrase Questiohs

FPassphrase | I e

To edit a passphrase question, select it, click Edit, make changes, click OK, and then click
Apply.
4 Type a question in the New Passphrase text box, then click OK.

+ Hew Pazsphraze EBE

Enter the newe passphrase below:

Mhat “toy" do you long to own?

Ok I Cancell

5 Click Apply.

Allowing Users to Enter Passphrase Questions

To allow users to enter their own passphrase questions, select Yes from the Allow Users To Enter
a Passphrase Question drop-down list.

Properties of AKRAMES

Hovell SecurelLogin ~ | Movell SecretStare | Dial Access Service:
Passphrase Preferences |

~Preset Passphrase Question

Fassphrase

Allow users to enter a passphrase question: IDefauIt "l

If you select No, users must respond to a predefined question before they can enter or change a
passphrase.

Using a Customized Prompt to Change a Passphrase Question

When users first encounter SecureLogin, SecureLogin provides introductory text that explains
passphrases. You can edit that text and provide a customized introduction.
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1 From the Passphrase Preferences page, go to the Passphrase Setup dialog box.
2 Check the Use Customized Help Text text box.

Properties of AKRANES

Howvell SecureLogin | Movel SecretStore I Dial Accezs Services | C
Passphrase Preferences

~Preset Passphrase Questions

Passphrase
What "toy" do you long to own'?

Allow users to enter a passphrase question:

~Passphrase Setup Dialog Box

v Use customized help text on passphrase setup dialog box

Help text:
I

3 Type text in the Help Text pane.

~FPassphrase Setup Dialog Bo
v Use customized help text on passphrase setup dialog box

Help text:
Don'tuse all uppercase characters.

If you uncheck the check box, your customized prompt is disabled.

4 Click Apply > OK.

Using a Passphrase Policy

By default, SecureLogin requires a passphrase that has at least six characters. To set other
requirements:

1 At the Passphrase Preferences page, go to the Passphrase Policy Setup dialog box.

Fassphrase Policy Setup

Use a passphrase policy: IDefauIt "I

2 Seclect Yes from the drop-down list.
3 Click Edit to display parameters for the policy.
4 Set parameters, then click OK.
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You can also set advanced settings. For more information, see the Help system in ConsoleOne.

Copying, Exporting, and Importing SecureLogin Settings

The Copy Settings feature enables you to copy SecureLogin settings (data) from one object in an
NDS or eDirectory tree to one or more objects in that tree. The objects can be in the same context
or in a different context. You can't copy settings from one tree to another.

However, you can export or import settings from one tree to a target tree. After settings are
exported or imported, you can then copy them from within the target tree.

The Copy feature saves settings internally (RAM) and copies to objects. The Export feature saves
the settings externally, to an XML file. You can then use the XML file time and again to import
settings to objects.

Copy Settings doesn't copy, export, or import variables. Therefore, usernames and passwords are
not copied, exported, or imported.

Copying SecurelLogin Settings

To copy SecureLogin settings, use the following guidelines:

+ Typically, copy from a User object to a User object and from a Container object to a Container
object.

+ Copy settings to an object in the same context, a parallel context, or a subordinate context.
Don't copy settings from an object in a subordinate context to an object in a superior (higher
in the tree) context.

+ Copy items that have local settings. When inheritable settings are copied, they become local
settings on the object that the settings are copied to. Such copied settings might have broken
login-to-application links.

To copy settings:

1 In ConsoleOne®, right-click the object that has the settings that you want to copy, then click
Properties.

You can select an Organization, Organizational Unit, Locality, Country, or User object.

2 At the Novell SecureLogin tab, select Copy Settings.
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Properties of Henri

Hovell SecureLogin - | MNaovel SecretStare | Temporary Login Sequence | Remate Connections | Dial Access Services EE
Copy Settings H

Operation
Ferform Qperation |

< Copyto one or more ohjects in NDS
" Exportto ansml file

" Import frarm an xmil file

Scope
|v User Preferences
[+ Adrin Preferences
[ Passphrase Preferences
[v Applications
[+ Logins

[v Password Policies

Page Options... | Cancel Help

3 Select Copy to One or More Objects in NDS, then check all check boxes for settings that you
want to copy.

By default, all settings are selected. To limit the scope, uncheck check boxes for settings that
you don't want to copy, export, or import.

For example, if you only want to copy User Preferences, uncheck the other check boxes.
4 Click Perform Operation.
5 At the Select Objects page, select one or more objects that you want to copy the settings to.

You can browse to and select one or more objects from other contexts, but you can’t select
objects from other trees. To select an object, click it, then click Select. Selected objects appear
in the Selected Objects pane.

6 Click OK.

Exporting SecureLogin Settings

You can export settings from one tree and import them into the same tree or a different tree. The
Export and Import options operate on the same settings as Copy Settings.

To export and import settings, you use .XML files. The files have a corresponding XML schema
file (nsldata.xsd).

The XML schema file specifies XML tags and type of data. The file controls how SecureLogin
behaves.

Managing SecurelLogin 69



To export SecureLogin Settings:
1 Right-click the object that has the settings that you want to export, then click Properties.
2 At the Novell SecureLogin tab, select Copy Settings.
3 Select Export to an xml File, then check all check boxes for settings that you want to export.
To limit the scope, uncheck check boxes for settings that you don't want to export.
4 Click Perform Operation.
5 Save the settings to an XML file.

Navigate to the directory where you want to save the XML file, specify the filename, then
click Save.

The settings are ready to import to another object.

You can edit exported XML files. The XML schema file is provided so that you can verify any
modified XML file. However, an easier way to verify a modified file is to import it. The
SecureLogin snap-in to ConsoleOne reports an error if the modified file has incorrect syntax
or some other problem.

Importing SecureLogin Settings

To import SecureLogin settings:
1 Right-click the object that has you want to import the settings to, then click Properties.
2 At the Novell SecureLogin tab, select Copy Settings.
3 Select Import, then check all check boxes for settings that you want to import.
To limit the scope, uncheck check boxes for settings that you don't want to import.
4 Click Perform Operation.

5 Navigate to and select the XML file that contains the settings that you want to import, then
click Open.

When you import settings from an XML file, SecureLogin validates the XML file against the
XML schema. An invalid XML file is rejected.

You can only import settings to one object at a time. However, after importing you can then copy
(within the target tree) settings that you imported.

Managing Logins

Two options enable users and you to view, edit, add, or delete login information:
¢ The SecureLogin application

+ The Manage Logins property page in ConsoleOne

Managing Logins through the SecureLogin Application

Each workstation running SecureLogin has an administration tool. Users use this tool to manage
their single sign-on credentials and change SecureLogin settings. Management tasks include
adding applications and looking after login details.
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This tool can only alter the current user's SecureLogin information. To create corporate scripts that
affect multiple users, you must use the Admin Preferences tab in the ConsoleOne snap-in.

The following figure illustrates the main tabs for the Manage Logins option.

™ 8 ecureLogin - Manage Logins for CN=admin.O=heimaey.T=I5LAND !EIE

Application I Lagin Details | Pazzword Policies I

Application | Description - Mew

= alM.exe AlM. exe -

B 4RUSER.EXE ARUSER.EXE &l
B CCM_GULEXE CCh_GUILERE Delete |
= GRPwWISE EXE GRPWISE EXE —

-F http: /¢dps] travelo...  http:AddpsT. avelocity, comédlognlogin, ot 7S ervic

-F hittp: /fgmail. novell....  http: Adgmail. nowell. com

ﬁ hittps: Ao fatbr...  https:Awesne fatbrain, comdaspdactmamtdSigni.
a| | _'lJ

Ok | Cancel |

To launch this tool, select Manage Logins from the SecureLogin main screen or right-click the icon
on the system tray.

If you make a mistake while adding, editing, or removing details, click Cancel to close the
application without saving any changes.

Some applications have prebuilt scripts.

NOTE: Prebuilt application scripts are provided only for English applications. If you deploy SecureLogin in a
multi-lingual environment, you might need to modify or create scripts that recognize localized application
window titles or text controls.

Enabling Single Sign-On through ConsoleOne

Using ConsoleOne, you can enable single sign-on and manage logins at the User or Container
object level.

1 Select the object, then click Properties.
2 Sclect the Novell SecureLogin tab, then click Manage Logins.

Adding Applications to the List of Logins

Use the Applications page to list applications that will enable users to easily log in through
SecureLogin's single sign-on functionality.

The Application Column

The Application column lists Web, Windows, and terminal applications that you have set up for
single sign-on. Icons indicate the application type.
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™ 8 ecureLogin - Manage Logins for CN=admin.O=heimaey.T=I5LAND M= E3

Application I Lagin Details | Pazzword Policies I

Application | Description - Mew

= alM.exe AlM. exe -

B 4RUSER.EXE ARUSER.EXE &l
B CCM_GULEXE CCh_GUILERE Delete |
= GRPwWISE EXE GRPWISE EXE —

-F http: /¢dps] travelo...  http:AddpsT. avelocity, comédlognlogin, ot 7S ervic

-F hittp: /fgmail. novell....  http: Adgmail. nowell. com

ﬁ hittps: Ao fatbr...  https:Awesne fatbrain, comdaspdactmamtdSigni.
a| | _'lJ

Ok | Cancel |

Some applications have prebuilt scripts.

NOTE: Prebuilt application scripts are provided only for English applications. If you deploy SecureLogin in a
multi-lingual environment, you might need to modify or create scripts that recognize localized application
window titles or text controls.

To add one of these applications to the list:
1 Click New, then click Select a Prebuilt Application Script.
2 Seclect an application, then click OK.
3 Save the list.
To save a setting and continue working, click Apply. To save a setting and exit, click OK.
4 Create a login for the application by using the Logins page.
5 Link the application and login entry by using the Login Details page.
Ba Select the application, click Edit, then click New.

Bb Seclect an existing login or create one.

To add applications that don't have prebuilt scripts:
1 At the Applications page, click New.

Select the New Application option.

Type a name.

Select a type (Startup, Terminal Launcher, Web, Windows), then click OK.

a A WO N

Save the list.

To save a setting and continue working, click Apply. To save a setting and exit, click OK.

Create a login for the application by using the Logins page.
7 Link the application and login entry by using the Login Details page.
7a Select the application, click Edit, then click New.

7b Sclect an existing login or create one.

To delete an application from the list, select the application, then click Delete.
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Creating Logins

The Description Column
Provides information about the application.

When you add an application that has a prebuilt script, the SecureLogin snap-in automatically
enters a description for that application. You can edit this description.

When you manually enter an application name, the SecureLogin snap-in automatically sets the
description to the name of the executable file or URL that you enter.

To edit a description:
1 Select the application, then click Edit.
2 Edit the Description field, then click OK.

The Login Details window displays names (for example, GroupWise®) of applications that can use
single sign-on.

A login is a collection of sensitive information, such as passwords. You define a login so that two
different applications can share the same login information. For example, gmail.novell.com and
grpwise.exe both use the GroupWise login.

To create a login name:
1 Click New, then enter a descriptive name in the New Login dialog box.

2 C(lick OK.

Synchronizing Applications and Logins

Adding Password Policies

A policy is a set of requirements or rules (for example, the number of characters required for a
password). SecureLogin uses policies to enforce security during logins.

To add a password policy:
1 From the Password Policies tab, click New, type a name, then click OK.

For example, enter GroupWise Policy instead of GroupWise. Describe the application but
don't use the name used on the Login Details page.

2 Add settings.
The settings include password length and case of letters.
Select the policy name, click Edit, enter settings, then click OK.

To set advanced settings, select the policy name, click Edit, then click Advanced. To assign
Minimum and Maximum password character lengths, enter a number in the entry field.

For details about settings, refer to the help system.
Working with Variables

SecureLogin stores your username and password in the form of a variable and its value. Your
username and password are not included in the script. Instead, a variable is used in the script. The
value of the variable is your username or password.

Logins consist of key-value pairs. The pair is a variable. You can use any name for the variable.
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As the following figure illustrates, the Variable column usually just contains the password and
username for a particular application.

Login Detail - <Default Login>
Wanables | Walues

zemame 390
Pazzword 00000000 e

However, in some more complicated applications, there may be other variables too.

This example has two variables, Username and Password. The script for this platform has the
following line:

type $User nane

The variable $Username is written in the script. The value of $Username is p390. When the script
runs, SecureLogin looks for the variable $Username in the user's login details. There it finds and
reads the value p390. SecureLogin enters the value p390 into the login panel. At run time, the
value of the variable §Username (p390) is read. However, in the script we only see the variable
S$Username.

To enter a variable:
1 Click New, then name the variable (for example, Password)
2 Click OK.
After you enter a variable, you can't change that name.
To add or edit a value:
1 Seclect the variable, then click edit.
2 Type a value, then click OK.
For example, enter 1001 for the location of the password field on a login screen.
To display your password for this login, check the Display Passwords check box.

To delete a variable and accompanying value, select the variable, then click Delete.

For more information on variable substitution, see Variables in the SecureLogin Script Commands
guide.

Creating a Script
Each application has a script. The script tells SecureLogin what to do concerning the application.

For example, a script for a Windows application specifies the executable filename, the controls,
and information about dialog boxes.

A script for a Web application specifies the URL and fields to fill in. SecureLogin matches the
URL name on the Applications page with the URL on the Web and then runs the script.

For more information, see Chapter 6, “Administering Scripts,” on page 93. For tips, see
“Troubleshooting Scripts for Web Sites” on page 152.

SecurelLogin Administration Guide



Using Policies to Tighten Security

Setting Policy Requirements

To tighten security, you can control the data (for example, the length of passwords) that users enter
for logins.

1 In ConsoleOne, select a User or Organization object.

2 Right-click, click Properties, then click Password Policies.
3 Select a policy, then click Edit.

4 Enter values.

For details about each setting, refer to the help system.

The Advanced button enables you to set additional requirements.

Displaying Passwords

By default, the Login Details screen displays passwords as xxxxxxxx. You can view the actual
password.

1 Select the application.
2 Check the Display Passwords check box.

Customizing SecurelLogin

You and users can customize the operation of SecureLogin by using the following:
¢ The Change Settings option in the SecureLogin user tool.
+ The User Preferences page on the SecureLogin snap-in to ConsoleOne.
¢ The Admin Preferences page on the SecureLogin snap-in.

The Admin Preferences page enables you to restrict users from accessing the Change Settings
option as well as further customize SecureLogin behavior.

Using SecureLogin to Change User Settings

The following figure illustrates user settings that you can change by using the SecureLogin user
tool:
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— Enahble Single Sign-on |

Set Paszphraze

| themet E xplarer peallte sl |

¥ Metscape Refresh Memam Cache |

— Enable Add-Application Prompts
¥ “Windows Applications
7 Internet Applications

¥ Activate diagnostic log file
[7 Detect incomect intermet passwords

[¥ Enable file cache

Minutes between cache and directory updates |5

Ok Cancel | Help |

A gray check box doesn’t mean that the feature is disabled. Instead, a gray check box indicates that
the setting is determined by configuration data on the network or (if configuration data exists) that
the setting is at the default value See “Understanding Default Settings” on page 79.

Enabling Single Sign-On

Windows Applications

To enable the Windows single sign-on features of SecureLogin, check the Windows Applications
check box. To disable Windows single sign-on, uncheck the check box.

Default: On (checked)

Internet Explorer

To enable Microsoft* Internet Explorer features for SecureLogin, check the Internet Explorer
check box. To disable Internet Explorer single sign-on, uncheck the check box.

Default: On (checked)

Netscape Login Active

To enable the Netscape* single sign-on features for SecureLogin, check the Netscape check box.
To disable Netscape single sign-on, uncheck the check box.

Default: Enabled (checked)

Enabling Add-Application Prompts
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Windows Applications

This Windows Applications setting controls whether the Windows single sign-on component
automatically detects Windows login panels. To receive a prompt to run the wizard, check the
check box.

Default: On (checked)
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Internet Applications

The Internet Applications setting controls whether the Web single sign-on component
automatically detects Web login panels. To receive a prompt to run the wizard, check the check
box.

Default: On (checked)

Activating a Diagnostic Log File

To log the details of use to the hard drive, you can check the Activate Diagnostic Log File check
box. However, because this preference is used for debugging and troubleshooting, do not enable
this option unless Technical Services advises you to. Leave the check box unchecked.

Default: Off (unchecked)

Detecting Incorrect Internet Passwords

To enable SecureLogin to attempt to detect whether you have given it an incorrect Internet
password, check the Detect Incorrect Internet Passwords check box. SecureLogin then prompts
you to change the password.

Default: Off (unchecked)

Enabling File Cache

Usernames and passwords are normally stored in a directory on the server, but if the server is
unavailable, or if you are using a notebook computer, the cache is used. The cache is password
protected and encrypted

To enable SecureLogin to use cache files, check the Enable File Caching for Office Use check box.
Default: On (checked)

Specifying Minutes between Cache and Directory Updates

The Updates rate controls the number of minutes that SecureLogin waits between synchronizing
the information between the local cache and eDirectory.

Default: 5 (minutes)

Setting a Passphrase

The Set Passphrase option enables you to reset your selected passphrase and password
combination.

1 Click Set Passphrase.
2 Enter the password to your passphrase, then click OK.
3 Enter a new passphrase question and answer.

4 Confirm the answer, then click OK.

Clearing the Local Cache

To clear the entries held in the local cache, click Clear Local Cache.
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Refreshing Memory Cache

To force SecureLogin to immediately synchronize the data between NDS 7 (or later) or eDirectory
and the local cache, click Refresh Memory Cache.

Toggling the Active Setting

You can use the active button to override all the settings and disable all the SecureLogin modules.

Scenario: Writing a New Script. You have started writing a script for an application. Because
you need to inspect some control IDs with Window Finder, you do not want the script to run at this
time. You disable the Active setting. SecureLogin doesn’t run while you fine-tune the script. After
troubleshooting, you enable the Active button.

Scenario: Troubleshooting an Existing Script. You have a script already written for an
application. You open the application to get more information from it, so that you can put the
information in your script. Because the Active setting is enabled, the script for the application runs.

You don’t want to wait for the script to run while you look for control IDs. Therefore, you close
the application, turn off the Active setting, and open the application. You then get the information
that you need, return to your script, enter the information into the script, enable the Active setting,
and run the script.

The Active setting can also be useful for the help desk to use in troubleshooting, so that a
technician can step through a login manually.

% Securelogin !IE[
Novell' .www.novell.com
| Securelogin

+ Add Applications
* Manage Logins
* Change Settings

v’ Active

Using ConsoleOne to Change User Settings
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You can use the SecureLogin snap-in to ConsoleOne to change all settings that are available in the
SecureLogin user tool except the following:

¢ Set Passphrase
¢ Clear Local Cache
+ Refresh Memory Cache

However, the User Preferences page of the snap-in has one option not found in the user tool: Clear
Object Data.
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Clearing Object Data

If the SecureLogin eDirectory attribute needs to be refreshed, you can quickly clear the data and
let it resync with the cache files.To remove the attribute, click Clear Object Data.

The following figure illustrates this option:

Properties of mkurtz

Hovell SecureLogin - | Movel SecretStore - | Temporary Login Sequence | Remate Connections | Dial &ccess Servic EE
Uszer Preferences i

Enahle Single Sign-on
Clear Ohject Data |

Windows Applications Default =
Internet Explorer Default =

Metscape Default =

Enahle Add-Application Prompts
Windows Applications Default =

Internet Applications Default =

Activate diagnostic lag file Default =

Detectincorrect passwords Default =

JHHRER R

Enahle file caching for offline use Default =

Minutes between cache and directory updates:

Page Options... | Cancel Help

Understanding Default Settings

In ConsoleOne, the Novell SecureLogin tab has three options: Manage Logins, User Preferences,
and Admin Preferences. For the two Preferences pages, the Default setting might be any of the
following:

¢ Administrator-defined
+ Product-defined
+ User-defined

Administrator-Defined Settings

Whenever you (as administrator) change a setting, that setting becomes the Default setting. Other
contexts inherit this setting. Even though you change a setting at a parent context, SecureLogin or
ConsoleOne displays Default in subordinate contexts.

Scenario—Changing a Default Setting: At the Digital Airlines Company, you don’t want anyone
to view their passwords. In ConsoleOne, you select the Organization context, which is
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digitalairlines. Then you select Properties, click Novell SecureLogin, then click Admin
Preferences. From the dropdown list for Prevent Users from Viewing Passwords, you change the
setting from Default to Yes.

At the RSDev context, you view the Prevent Users from Viewing Passwords setting, which
displays Default. The default setting is actually Yes. You don’t have to change Default to Yes
(Prevent) because the setting is inherited from the parent context. Users can’t view their passwords
in the RSDev context.

Product-Defined Settings

If you (as administrator) don’t change any settings for a context, the Default setting is the value
defined by the application.

However, you can change settings on the User object.

Scenario—No Changes: At the Digital Airlines Company, you prefer that all users be able to view
their passwords. You do not change any settings in ConsoleOne. At the digitalairlines context, the
Default setting reflects the value that SecureLogin provides. Users can view their passwords.

At the RSDev context, you view the Prevent Users from Viewing Passwords setting, which
displays Default. The default setting remains as set in SecureLogin. Because no administrator-
defined setting exists, no setting is inherited from the parent context. Users can view their
passwords.

User-Defined Settings

If you (as administrator) change a setting in ConsoleOne, that changed setting becomes the Default
setting for users. Users can’t change it. They can view the setting by using the Change Settings
option in SecureLogin. However, they can neither view the Admin Preferences settings in
ConsoleOne nor change the values that you have set administratively.

If you don’t change a setting, the application’s setting is the Default setting, unless the user
changes it.

If the user changes a setting, that setting is user-defined.

In ConsoleOne, the Default setting on the User Preferences page could mean administrator-
defined, product-defined, or user defined. What happens at the user level depends on what the
administrator does or does not allow as well as what the product has defined as default values.To
determine the value, you must go to the parent context and setting.

Scenario: In ConsoleOne, you select the digitalairlines context > Properties > User Preferences.
To control Enable Single Sign-on functionality, you set the following:

Parameter Setting
Windows Application Yes
Internet Explorer No
Netscape Default

Rie is in the RSDev context. You select the User Preferences page for Rie and view settings, which
display as follows:
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Parameter Setting

Windows Application Default
Internet Explorer Default
Netscape Default

Because you set Windows Application to Yes as administrator and at the Organization context
Preferences, the setting is inherited. The Default setting for Rie is actually Yes. Because Internet
Explorer is set to No at the Organization level, the Default setting for Rie is actually No. Because
no setting was defined for Netscape at the Organization level, the Default setting is whatever value
the product has determined.

Rie can change the setting for Netscape.

Using ConsoleOne to Set Administrative Options

As administrator, you can use the Admin Preferences option on the snap-in to ConsoleOne to
control what users can do with SecureLogin at their workstations. The following figure illustrates
this page:

Properties of mkurz

Hovell SecureLogin v Movel SecretStare | Temporary Login S
Admin Preferences {

~Administration
Prevent User Script Access: Default =
Prevent User Config Access: Default =
Prevent Users from Yiewing Passwords:  |Default =
Display Systerm Tray lcan: Default =
Password Protect System Tray lcan: Default | =
Disable S5C: Default =

HERARE

To access this page:
1 In ConsoleOne, right-click an object (for an example, an OU or User object).
2 Sclect Properties.

3 At the Novell SecureLogin tab, select Admin Preferences.

Preventing Users from Accessing Scripts

The SecureLogin user tool has a Script page. This page enables users to view, create, or modify
scripts for logging in to applications.

To prevent users from accessing scripts, select Yes at the drop-down menu for Prevent User Script
Access. Users are then unable to use the New and Edit buttons on the Applications page.
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Preventing Users from Changing Settings

The Change Settings option enables users to customize the SecureLogin environment at their
workstations.

To prevent users from customizing the environment, select Yes at the drop-down menu for Prevent
User Config Access.

Preventing Users from Viewing Their Passwords

The SecureLogin user tool enables users to view passwords that they use to log in to applications.

To prevent users from viewing passwords, select Yes at the drop-down menu for Prevent Users
from Viewing Passwords.

To view a password:
1 At the SecureLogin main page, select Manage Logins.
2 At the Application tab, select an application name, then click Edit.
3 At the Logins tab, select an entry, then click Edit.
4 At the Login Details page, check the Display Passwords check box.

Displaying the System Tray Icon

During installation, you encountered a Post-Install screen that displayed the following options:

W Start SecureLogin Mow

W Start SecureLogin On Windows Startup

If you checked the Start SecureLogin on Windows Startup check box, SecureLogin places the
SecureLogin icon on the system tray whenever you start the computer.

To prevent users from displaying and accessing the system tray icon, select No at the drop-down
menu for Display System Tray Icon.

If you turn off the SecureLogin icon on the system tray and then refresh the data, the changes won't
take effect until the workstation is restarted.

Password Protecting the System Tray Icon

You can require users to provide their passwords before they can access options on the system tray
icon. Select Yes at the drop-down menu for Password Protect System Tray Icon.

Reading Corporate Scripts

82

By default, SecureLogin reads its information from the current user’s context and then searches up
the eDirectory tree. You can select where SecureLogin reads its corporate configuration and
application information. At the Read Corporate Scripts From dialog box, browse to and select the
desired context.

To prevent searching upward from the selected context, Select Yes at the drop-down menu for Stop
Walking Here.
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Using SecureLogin with Client Software

When you use SecureLogin with the following, additional functionality allows SecureLogin to
leverage the user's eDirectory authentication information:

* The Novell Client™ for Windows NT* or the Novell Client for Windows 9x

¢ The eDirectory or eDirectory with SecretStore option

You can reference the ?sysuser and ?syspassword variables from within an application script,
avoiding the need to store a copy of this data in the Directory. Additionally, when the user is
authenticating to SecureLogin while disconnected from the Directory, the NDS or eDirectory
password can be used in place of the user's passphrase answer.

If you use SecureLogin with the Novell Modular Authentication Services (NMAS™) client, using
the NDS or eDirectory password method, no additional installation or configuration is required.
By default, the NMAS client hides the NDS or eDirectory password field on the Novell Client
login dialog box in favor of a subsequent password prompt.

To re-enable the Login dialog's password field:
1 Right-click the N icon on the system tray.
2 Sclect Novell Client Properties, then click Location Profiles.
3 Double-click Default in the Location Profiles window, then click Properties.
4 On the NMAS tab, check the Display Password Field by Default check box.
5 On the Credentials tab, check the Enable Password Field check box.
6 Close open dialog boxes by clicking OK.

To enable use of eDirectory login data without the NMAS client, you can install the SecureLogin
client login extension (slina.dll) from the \securelogin\terminalserver\citrix\client directory.

1 Without replacing newer files, copy slina.dll and unicows.dll to the Windows SYSTEM
directory (c:\winnt\system32 or c:\windows\system).

2 Register the login extension by double-clicking the appropriately-named .reg file.

¢ On Windows NT, Windows 2000, or Windows XP workstations, register the login
extension by opening Register NT LoginExt.reg.

+ On Windows 98 workstations, open Register 98 LoginExt.reg.

Administering SecureLogin for Active Directory
The SecureLogin snap-in to Microsoft Management Console (MMC) enables you to administer
SecureLogin for Active Directory*.
1 Make sure that SecureLogin client is installed on the FSMO server.
See “Installing SecureLogin on an Active Directory Server” on page 27.
2 Register ssommc.dll with regsvr32.exe.
SSOMMC.DLL is in the \securelogin\tools directory on the CD.
To register ssommec.dll, use a batch file or an installation program.

The following figure illustrates selecting this file:
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ren 2| x|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it Far you,

Cpen: B Securelogint Tool el

K I Cancel Browse, ..

3 Copy ssomme.dll from the \securelogin\tools directory to Program Files\novell\securelogin.

4 Open the Microsoft Management Console with the Active Directory Users and Computers
snap-in.

You saved the MMC as a filename. See Step 7 on page 28.
5 Right-click a Container or User object, then click Properties.
6 Sclect a tab and edit settings.
When working with both of the following tabs, select the SecureLogin SSO tab first.
¢ SecureLogin SSO
The following figure illustrates the SecureLogin SSO tab:

Generall SecureLogin Preferences  Securelogin 550 I

Application | Login Detailsl Pagzsword F'aliciesl

Application | Dezcription |
.-’-'«IM.EHE Al exe

Edit

Delete

[ Do |

Novell  Hep |

kK Cancel | Lpply |

¢ SecureLogin Preferences

The following figure illustrates the Preferences tab:
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General i Securelogin Preterences I Securelogin 550 |

— User Preferences
7 WinS50 Active

[¥ Metscape Login Active

[¥ Esplorer Login &ctive

¥ Activate Logging

[V Auto Detect Windows Login Panels
[¥ Auto Detect Internet Login Panels
[¥ Detect'Wiong Password

[¥ Use Cache Files

Retresh R ate |5 mifutes

—Administration
¥ Allaw User Script Access ¥ Stop Tree-walking here

[¥ llows User Config Access
¥ allow User To Yiew Passwords
[¥ Display System Tray lcon

_|7 Syztem Trap Options Require Password

k. I Cancel Lpply

You administer the settings just as you do for ConsoleOne. See “Customizing SecureLogin”
on page 75.

Sharing Secrets

SecureLogin can share secrets between applications. See “The Need for Shared Secrets” on
page 49.

SecurelLogin can also share secrets with other software solutions, such as Novell Portal Services
(NPS) and iChain. For example, after you configure a Web site for SecureLogin, NPS can use the
secrets in eDirectory to access that Web site.

In addition, when you change a password in either SecureLogin or NPS, the other software service
recognizes and uses that changed password.

So that both SecureLogin and NPS can share a secret for an application, provide a common name
for that application. Then refer to that common name when configuring the application for
SecureLogin, iChain, or an NPS gadget.

For an example configuration of NPS and SecureLogin sharing secrets, see Example
Configuration: Sharing Secrets with Novell Products, in the Novell SecretStore Administration
Guide.

Setting Up Multiple Logins for an Application

Scenario: Multiple Identities. Henri typically accesses aruser.exe as user Henri. However, Henri
must occasionally access aruser.exe as user Admin. Therefore, Henri’s job responsibilities require
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that he have two identities for the application aruser.exe. Henri sets up an identify for each role.
SecureLogin automatically logs Henri in to aruser.exe according to the role that he selects.

To set up multiple logins for an application:
1 (Conditional) Create a login for an application.
If a login already exists for the application that you need multiple logins for, skip this step.

The application can be a Windows, Web, or other application. The application has a username
and password.

2 Right-click the SecureLogin icon on the system tray, then click Add New Logon.

In the Available Applications pane, SecureLogin then displays all applications that
SecureLogin has been configured to work with.

SecureLogin - Add New Logon

Welcome to the Securelogin “Add new logon' wizard.

N Dve EI To add a new logon, please select the application pou
wizh to add the logon for from the izt below, and then
press "Mest".

Awailable applications:

DDE emulatar o]
Rofer app
ARLISER EXE

DiscMil J
SpinT eller

dezkup.exe

QuadrantLeader. exe

hittp: £ fvava, hotrnail, exe

Mowell GroupWwise Client

SoinT eller. exe LI

% Bach Heut > LCancel |

3 Click the application that you want to create an additional login for, then click Next.

Login Detail - hduboiz
Yanables | Walles | MNew
hdubaois
Pazzsword R Edit |
Delete |

4 Type a differentiating description for the new login that you are creating, then click Finish.
For example, type Remedy Admin.
5 Type variables for the new login, then click OK.
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Enter SecureLogin ¥Yariables

Pleaze enter the following single sign-on wariables.

IJsername ‘.-’-\.dmin |

Passwiond ‘ ””””””” |

ak I Cancel |

Type the username and password for the role that you are creating the new login for.
6 For subsequent logins to the application, select the login that you need.

As the following figure illustrates, a list displays each login that you have created. The Default
option is for the first login that was created.

Securelogin - ARUSER EXE logon sel .. |

Pleaze zelect the logon to use.

| Drefault

ak. I Cancel |

Each login has a separate set of variables. The script for the login could use two variables (for
example, a username and password) or more than two. Also, the variables might be named
something other than Username and Password.

Changing the Startup Order of Applications

If a password-protected application starts before SecureLogin is initialized, SecureLogin is unable
to process the login request for that application. To solve this problem, change the startup order of
the applications. Use one of the following options, according to how your application has been
configured to autostart:

+ “Using Startup Scripts to Start Applications” on page 88
+ “Using Novell Application Launcher to Start Applications” on page 89
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Using Startup Scripts to Start Applications

Some installation programs place application startup entries in the following locations:
¢ The Windows Startup program group (for example, Start Menu\Programs\Startup)

¢ The Windows Run registry keys (for example,
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run)

If these applications require passwords, you can remove the startup shortcuts or registry keys and
use a startup script to launch the applications. SecureLogin can then receive and process login
requests for these applications.

1 Right-click the SecureLogin icon on the system tray, then click Manage Logins.
Select Startup as the type.

2 At the Applications tab, click New.

3 Click New Application.

Create a Mew Application E2

" Select a prebuilt application script:

Dezcription |ﬂ
+Medic Yision for Windows =l
I Care Inhowvation

ALCT Contact Manager

America Online

AOL Inztant Messenger

Bloomberg

Clarify LI

Tupe: I'W'indl:uws j

Create I LCancel | Help |

4 In the Name box, type the name of the executable (for example, TrayApp.exe)
5 In the Type box, select Startup, then click Create.

' New application:

M ame: ITra_l,l.-’-'l.pp.e:-:e

Type: [ -
Create I LCancel | Help |

6 In the Description box, type the name of the application (for example, iFolder).
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Application -

Application; ITfa_'.J-"-'tpp.eaﬂe

D esscription; IiFDlder

Loging | Script I Preferencesl

|Izermame | Description
<Default Logine

7 Type a script, then click OK.

Click the Script tab, then type the script. As the following figure illustrates, you should
include the Run command, the path, and filename of the executable.

Application - iFolder

Application; ITfa.'-J-"-"-II'P-EHE

D esscription; IiFDlder

Logine  Seript |F'references|

Run "c:hprogram fileshnovellfoldertrapapp, exe”

If the path includes a space (as in program files), enclose the path and filename in quotation
marks. Otherwise, omit the quotation marks.

8 (Conditional) If you haven’t already created a login for the application, create one now.
See “Creating Logins” on page 73.

9 Remove the application's shortcut from the StartUp program group or from the Run registry
key.

Because the startup command is now in a SecureLogin Startup script, the application will
launch after SecureLogin is loaded and able to handle login requests.

Using Novell Application Launcher to Start Applications

Use the Icon Order and Wait on Force Run options in Novell Application Launcher™ (NAL).
These options enable you to use NAL to do the following:

¢ Launch Novell SecureLogin.

+ Launch (with a lower order) the other applications that you want to single sign-on to at startup.

One possible drawback with this option is that some users might not want to start an application
that NAL launches.

Using Login Watcher

Login Watcher helps you enable applications to work with SecureLogin.

To use Login Watcher:

1 Close SecureLogin.
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SecureLogin might prompt you to close some applications before it can stop running.

2 Run Login Watcher (securelogin\tools\loginwatch.exe).
3 Enter the name of the application you want to watch (for example, aruser.exe.).
£ Login Watcher [ x|
<% Thiz application will wite a debug logfile bo
azzizt with the generation of Securelogin
Scripts
|aruserle:-:e
Start I Yiew Log LCloze
Include the filename extension.
4 Click Start.
The following dialog box appears in the corner of the screen.
£F Login Watcher E3
@ Mow Recording Log
5 Run the application (for example, Remedy Aruser) that you want Login Watcher to watch.
Login Watcher logs all details related to the dialog boxes that the program displays.
6 Click Stop on the Login Watcher dialog box.
7 Click View Log.
ﬂ watch_txt - Hotepad [_ (O] x|
File  Edit Search Help
14548 || ARUSER.EXE || 3156 || Remedy User || ArFrame || B || Uisible || Title || 188783228 4|
14542 || ARUSER.EXE || 3196 || || MDICLient || 3156 || || || 59648
14545 || ARUSER.EXE || 3184 || || msctls statusbar3? || 3156 || || || 59393
14548 || ARUSER.EXE || 2372 || Hacro || AfxControlBars2 || 3156 || || || 59419
14558 || ARUSER.EXE || 3612 || || AfxControlBarh2 || 3156 || || || 59422
14555 || ARUSER.EXE || 2356 || || AfxControlBarh2 || 3156 || || || 59421
14557 || ARUSER.EXE || 3268 || || ComboLBox || 128 || Visible || Title || 1668
14559 || ARUSER.EXE || 3896 || Standard || ToolbarWindow32 || 2372 || || || 59392
14562 || ARUSER.EXE || 2896 || || AfxControlBarhd2 || 3156 || || || 59420
14565 || ARUSER.EXE || 2844 || || ComboBox || 2988 || || || 9416 .
<] | |
The log is saved in c:\watch.txt.
Login Watcher records the information in the following format: time || ModuleName ||
window handle || window text || class name || parent || Visible flag,Title Flag || Control ID.
Time—The milliseconds elapsed since the recorder was started (for example, 14540).
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Module Name—The name of the executable that created the window (for example,
ARUSER.EXE).

Window Handle—The unique identifier of that instance of the window (for example, 3156).
Window Text—The text of the window (for example, Remedy User).

+ For edit boxes, the text is the contents.

+  For buttons, the text is the label.

+ For windows with titles, the text is the title.

Class Name—The name of the window class (for example, ARFrame).

Parent—The window handle of the parent window.

The window handle allows SecureLogin to cross-reference through the list and find the
parent.

Visible Flag—Set on top level windows that have the style Visible set.
Title Flag—Set on top level windows that have the style Title set.
Control ID—The unique identifier of that control in the program, used for typing etc.

Login Watcher appends data to the existing watch.txt file.
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Administering Scripts

This section contains information on the following:
+ “Structuring and Executing Scripts” on page 93
* “Types of Scripts” on page 94
+ “Managing Scripts” on page 94
¢ “Finding Dialog Control IDs” on page 95
+ “Excluding or Including Specific Applications” on page 97
* “Scripts for Predefined Applications” on page 99
* “Creating Corporate Scripts” on page 100

Structuring and Executing Scripts

A script is a simple piece of text that is stored by the SecureLogin script broker. Scripts store the
login name, password, and any other information in fields required for authentication. Scripts are
stored in the local database and in eDirectory.

Each script has a name, called the application name, which uniquely identifies it within a particular
single sign-on database. In addition, each script has a type, known as the application type (prebuilt,
Windows, or Web). The application type specifies the type of application the script refers to and
which of the SecureLogin components executes it.

SecureLogin scripts execute sequentially from the first line. There are no flow control mechanisms
as such. There are, however, instances where a component might choose not to execute certain
statements, as in the Dialog / EndDialog statement.

Each line in the script consists of one or more arguments. Arguments are separated by white space
(spaces and tabs), unless they are enclosed in quotation marks. For example, the following line
contains three arguments: A simple “command to get started”.

1. A
2. simple
3. “command to get started”

After a script has been broken into arguments, the quotation marks are removed. If you need to
specify an actual quotation mark in a script, precede it with a backslash (for example, \").

The first argument on a line is the command. It specifies the action the line takes. The rest of the
arguments on the line, if any, are passed to that command. Different commands take varying
numbers of arguments. For a list of commands and their arguments, see SecureLogin Commands
in Script Commands.
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A line that begins with a # character is treated as a comment and is ignored in the script language.
The following example illustrates the use of the # character:

W ndow "I ogi n"

Del ay 30

#SecurelLogin ignores this line and the next three |ines

#whi | e executing the script.

#The Delay is used to wait for the window to be created #correctly.
Type "$User nanme"

Scripts are interpreted as SecureLogin components to perform the sign-in process. This
functionality ensures that any variables that are substituted are current.

Types of Scripts

The following table lists types of scripts that SecureLogin supports.

Type of Script Description

Windows* Applications For Windows-based applications.

Terminal Launcher For applications that require access via an emulator.

Internet Page For Web-based applications.

Password Policy For a password policy associated with one or many applications.
Securelogin Startup For the execution of a script during the startup of SecureLogin.
Corporate Scripts Corporate scripts can be any of the other five scripts listed.

Corporate scripts are indicated on the client by the letter C next
to the icon for that script.

Managing Scripts

94

Each single-sign-on-enabled application has a script. A basic script tells SecureLogin how to log
in to the application. More involved scripts can be created that allow you to perform other
password management tasks, such as detecting expired passwords and generating new passwords.

You can manage scripts for applications by using ConsoleOne™ or the SecureLogin user tool. The
following process is for ConsoleOne.

1 Select an object (for example, an OU or User object), then click Properties.
2 Select Novell® SecureLogin > Manage Logins, then click Applications.
3 Select an application, click Edit, then click Script.

The following figure illustrates the Script tab and the script for GroupWise®:
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Application - GRPWISE.EXE E3

Spplication; IGHPWlSE.EXE

Drescription:

Login Detalls ~ Script IF'referenc:esI

dialog -
title "Groupwize Startup”
chl #1002
ol #1003
enddialog

increment Pruncount
if Pruncount eq 2
displayvariables "'our Grouphafize login details in SecureLogin are incomect”
endif
twpe $username #1002

type $pazsword $1003 _Ij
4] b

Line: 1

Ok I LCancel | Help |

4 Make changes.

For commands used in scripts, along with sample scripts for those commands, see
SecureLogin Commands in the SecureLogin Script Commands guide.

For troubleshooting tips, see “Troubleshooting Scripts for Web Sites” on page 152.

For a scenario to enable single sign-on authentication to MyRealBox, see Using Novell
SecureLogin to Enable Web Applications for Single Sign-On (http://developer.novell.com/
research/appnotes/2002/may/02/apv.htm#1228584) in the May 2002 issue of AppNotes

Finding Dialog Control IDs

A control ID is a number that uniquely identifies a field, such as a button, within a window. Many
script commands related to logging into Windows applications require a dialog control ID.

To help you determine these control IDs, SecureLogin includes a tool called the Window Finder.
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Win550 WindowFinder M= E

todule Mame I

— Parent Detailz

window Title |

Window Class I

Handle I

— Control Details

Dialog 10

Clazz Mame

Handle

|
|
Window Text I
|

Right-click. and drag the Securelogin icon to the YWindow control you wizh to identify

To inspect a control:
1 Click Start > Programs > Novell SecureLogin > Window Finder.
2 Right-click the SecureLogin icon and drag it over the control of interest.

The Window Finder tool displays the details of the control.

If an application page hides the Window Finder, click the WinSSO Window Finder icon on the
system tray.

Module Name: The name of the executable that created the window.

Use this name for the application name of the Windows single sign-on script.
Window Title: The title of the window that contains the control.

You can use this title in a window or title statement.

Window Class: A field for information only.

Each window has a class associated with it.

Dialog ID: A unique identifier.

Each control has a unique identifier called the control ID. Use this number as the target for Type,
Click, Ctrl, and SetPlat statements. For information on each of these commands, see SecureLogin
Commands in the Script Commands guide.

Class Name: A name that determines the type of the control.

For single sign-on to work correctly, the SecureLogin Windows component must be able to read
and write text to the specified control. The class name determines the type of the control and
whether reading and writing is possible. Supported classes include edit, combobox, and static.
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Window Text: A field that displays the text contained within the control.

This information can be useful in troubleshooting and for writing the regular expression required
by the Setplat command.

Working with Variables

SecureLogin stores your username and password in the form of a variable and its value. Your
username and password are not included in the script. Instead, a variable is used in the script. The
value of the variable is your username or password.

Logins consist of key-value pairs. The pair is a variable. You can use any name for the variable.
As the following figure illustrates, the Variable column usually just contains the password and
username for a particular application. However, in some more complicated applications, there may
be other variables.

Login Detail - Hewapp_exe

" ariables | Values
Lsernane Tz
pasgword e

This example has two variables: password and username. The script for this platform has the
following line:

type $usernane

The variable $username is written in the script. The value of $username is this example is mkurz.
When the script runs, SecureLogin looks for the variable $username in the user's login details.
There it finds and reads the value mkurz. SecureLogin enters the value mkurz into the login panel.

At run time, the value of the variable $username (mkurz) is read. However, in the script we only
see the variable $Susername.

Excluding or Including Specific Applications

SecureLogin’s Exclude mode enables you to exclude Windows applications from detection.
SecureLogin’s Include mode enables you to limit detection of Windows applications to specified
applications. By default, SecureLogin is set to Exclude mode for Windows single sign-on
functionality.

NOTE: You can’t simultaneously use Exclude and Include modes.

Excluding Applications from Detection

SecureLogin has a built-in list of Windows applications that are excluded from detection:

COVBRO-1. EXE
conbr oker . exe
| ogi NnwW32. exe
| ogi nwo5. exe
MSDEV. exe

nl not es. exe
not es. exe
nswebsso. exe
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Nwadm32. exe
Nwadm95. exe
Nwadmnt . exe

NWT ay.

exe

pr ot 0. exe
scrnl ock. scr
set up. exe
tl aunch. exe

To add applications to this default list:

1 Create an exclude.ini file in the SecureLogin installation directory.

For example, create c:\Program Files\novell\securelogin\exclude.ini.

2 List the executable names for applications that you want to add.

Add one executable name per line. For example, to prevent SecureLogin from detecting
weblog.exe, enter the following line in the exclude.ini file:

webl og. exe

Including Applications for Detection

98

By using an exclude.ini file, you can specify and limit the programs that SecureLogin detects.

1 Create an exclude.ini file.

2 Place the Include command at the top of the file.

& exclude.ini - Notepad M=] E3
File

Edit Search Help

4]

Include ;l
winzip.exe

-

M4

3 List the applications that you want SecureLogin to detect.

When using the Include command in the Exclude.ini file, you must list every application you
want SecureLogin to detect. Using the Include command in the exclude.ini file does the

following:

¢ Increases performance

¢ Stops the auto detection of new applications

+  Stops the auto detection of SSO to any applications not listed in the file
*

Increases security

4 Save exclude.ini on the workstation in the SecureLogin installation directory.

Typically, the directory is c:\Program Files\Novell\SecureLogin).

If an application has been hardcoded to be ignored, you can have SecureLogin detect it.
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1 Create an exclude.ini file.

2 Place the Nodefault command at the top.

This command causes SecureLogin to ignore the hardcoded list.

3 Rebuild the hardcoded list in the exclude.ini file, including all the applications in the list

except the application that you want SecureLogin to detect.

4 Save exclude.ini on the workstation in the SecureLogin installation directory (typically

c:\Program Files\Novell\SecureLogin).

For example, the following image removes NWadmin32.exe from the list of applications,

allowing SecureLogin to detect Nwadmin32.

& exclude.ini - Notepad M=] E3

File Edit Search Help

COMBRO™1 .EXE|
combroker .exe
explorer.exe
loginw32 _exe
loginw9s .exe
HMSDEU .exe
nlnotes._exe
notes _exe
nswebsso._exe

nuadm?5 .exe
nuadmnt .exe
proto.exe
scrnlock.scr
setup.exe
tlaunch.exe

4

=

Scripts for Predefined Applications

SecureLogin provides native script support for many popular applications so that you don’t have

to configure them manually.

Application

Application

Application

+Medic Vision for Windows

MeetingMaker*

plusw33.exe

3M Care Innovation

Microsoft* Front Page

QuickBooks Pro*

ACT Contact Manager Microsoft Internet Gaming Zone  Quicken
(lobby.exe)

America Online* Microsoft Internet Gaming Zone Remedy* ARUSER
(zone.exe)

AOL Instant Messenger* Microsoft Money 98/99 Remedy Notifier

Bloomberg

Microsoft Networking Client

RiskMaster v3.6

Centra Symposium*

MMIS

SAP /R3 Login
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Application

Application

Application

Clarify MMIS (NTVDM) Siebel* Customer Tracking
Corporate Time Mobile UP v4.5 Soft Front
Entrust* Client MS SQL SoftMED Application Suite

Entrust Server

MSN Messenger

Solaris* Login

Eudora* Email

MYOB Premier

STARS

GoldMine* Netscape* Sunrise Clinical Manager

GoldMine 5.5 Novell BorderManager VPN Visual SourceSafe Login
Client

ICQ Novell GroupWise Client Windows 9x Dialup Networking

Informix Connect for Win32

Novell GroupWise Notify Client

Windows 9.x Login

Internet Explorer

Oracle* Generic Login

Windows NT* Logon

Lotus Notes*

Oracle Financials

Yahoo! Messenger

Lotus Organizer* 4 + 5

PCAnywhere 8.0

Zainetbar

Meditech Remote Workstation

PeopleSoft*

Creating Corporate Scripts

Corporate scripts are normal scripts that are assigned to a Container object instead of to a User

object.

Because they are automatically rolled out to all User objects held in the Container object, corporate
Scripts simplify implementing and administering SecureLogin single sign-on. By using this

method, you don’t have to configure applications for each individual user in your organization. All
users read and use the same scripts.

Windows Application, Web, Startup, and Terminal Launcher scripts can all be implemented as

corporate scripts.

In a Microsoft ADS environment, use the Microsoft Management Console (MMC) to create
corporate scripts. In an NDS or eDirectory environment, use ConsoleOne to create corporate
scripts. This section describes how to use ConsoleOne.

1 Login as Admin.

2 In ConsoleOne, navigate to the Container object where you want to create the corporate script.

3 Right-click the Container object, then click Properties.

4 Sclect the Novell SecureLogin tab, then click New.
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Properties of AKRANES |

Hovell SecureLogin « | Movel SecretStare I Dial &Access Services | General vl Restrictions vl Memberships - | CJ' EE

hanage Logins

Applications | Login Details | Passward Palicies |

Application | Description |
GRPWISE.EXE Movell Groupwise Client

5 Seclect New Application, enter the executable name of the program that you want to create a
script for, select the script Type, then click OK.

6 Double-click the new application in the application list.

Properties of AKRAMES

Hovell SecurelLogin -
hanage Logins

Maovell SecretStore I Dial &Access Services | General vl Restrictions vl Memberships |

Applications | Login Details | Passward Palicies |

Application | Descriptian | I ey

GRPWISE.EXE Movell Groupwise Client

B Mewapp.exe MNewsapp exe Edit

7 Select Script, then type the script into the text box.

K8 Application - Newapp._exe

Application: |Newapp.exe

Descriptian: |Newapp.exe

Logins Scriptl Preferences

For assistance with scripting, see Script Commands.
8 Click OK > Apply > Close.

9 Browse the NDS or eDirectory tree and select a User object that is within the Container object
that you just created the corporate script for.

10 Right-click the User object, then click Properties > Novell SecureLogin.

The User object has inherited the corporate script. Corporate scripts are distinguished from
local scripts in the list by a small black triangle in the lower left-hand corner of the icon that
sits beside the application name.
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applications | Login Det

Apnlication
Alld.exe
COM_GULEXE
GRPWISE.EXE
Mewapp.exe

Exempting a User Object from a Corporate Script

Local scripts take precedence over corporate scripts. Occasionally, you might want a particular
user to use a different script to the corporate script for a particular application. To do this, create a
local script for the application at the User object level.

If you have a corporate script for an application, and you have a user that should not have that
application single sign-on enabled, create a blank local script for the application at the User object
level.

You can also use this procedure to exempt a Container object from corporate scripts inherited from
Container objects that are higher in the directory tree.
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Installing Terminal Servers

This section contains information about the following:
* “Integrating Microsoft Terminal Server and Citrix” on page 103
¢ “GINA Credential Pass-Through” on page 104
+ “Integrating Citrix Components” on page 105
+ “Virtual Channel” on page 107
¢ “Requirements” on page 108
+ “Setting Up the Server” on page 109
* “Setting Up Workstations” on page 110
¢ “Virtual Channel Driver” on page 112
¢ “Registry Settings” on page 113
+ “Debugging Options” on page 114
+ “Integrating with Citrix-Published Applications” on page 114

Integrating Microsoft Terminal Server and Citrix

SecureLogin can simplify authentication to numerous configurations of MicrosoftTerminal Server
and Citrix MetaFrame*. Integration of SecureLogin Terminal Server and Citrix consists of the
following components. Not all may be required, depending on your implementation.

¢ Client login extension (slina.dll) applied to a workstation with the Novell® Client™ (without
the Novell NMAS™ client), which provides a link between the following:

+ The Novell GINA (graphical identification and authentication) or the Windows 9x login
panel

¢ The GINA running on the terminal server

+ NMAS client integration library (slnmas.dll) applied to a workstation with the Novell Client
and Novell NMAS client, provides a link between the client login and the GINA running on
the terminal server

NOTE: Client slina.dll and sinmas.dll also provide support for offline authentication to SecureLogin by
using your NDS or eDirectory username and password.

* GINA stub (sl_tscgina.dll) applied to a workstation without the Novell Client, which provides
a link between the Microsoft GINA and the GINA running on the terminal server

+ Server login extension (slina.dll) applied to a terminal server with the Novell Client, which
provides the server-side link to the client GINA
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+ Server GINA replacement (sl _tsgina.dll) applied to a terminal server without the Novell
client, which provides the server-side link to the client GINA stub

* SecureLogin Virtual Channel Driver (vdslsson.dll or tsslsso.dll), which provides the conduit
for secure communications between the client and server extensions

+ Published Application integration (ProLauncher.exe) applied to a Citrix server, which
provides proper initialization and termination of the SecureLogin components
(combroker.exe and proto.exe) running on the server

The following diagram illustrates the SecureLogin architecture:

Maovell H%d—
Nowvell
eDirectory
ke GIMA Hotes 550 DLL Lotus 1
Management |s=s -— Notes
Console Extension Interface Vi x/5.x
Microsaft -
Active Directory
HLLAPI Terminal
. e
Script Engine Emulator(s)
Editor H%‘ . »
LDAP w3
Directary Windows
Applications
— ' 46432 Bit)
Mavell — | Datastore Processing Seript
ConsoleOne |+ “—=| Engine |*| Engine | Engine
—
— I Web
Nowvell 4 b
SecretStore ]r fHetscape)
“ A
b Advanced
. JR—
“E;_‘;:f" — - Office! Authentication
Remate Interface —| MNFuse Elite
Windows NT Manager L
Domain
1 r |
CitrixSeamless |+ | MetaFrame
%‘- Sesslon Interface - Xp
Standalone %
eDirectory " MetaFrame
Citrix 1.8
Management 4= -  ——
Console

Citrix Database

GINA Credential Pass-Through

With the SecureLogin Citrix components installed, SecureLogin provides a seamless pass-through
of GINA credentials from the client to the server.

The GINA credential pass-through operates anytime that the terminal server presents a GINA
login panel. If the credentials that the user used to log in to the client match the credentials of the
terminal server, the credentials are automatically passed for the user.

If the credentials don’t match, SecureLogin captures the error and presents a new login panel for
the user to complete. SecureLogin detects which GINA is running on the Citrix server and requests
the appropriate information.
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For example, if SecureLogin detects that the terminal server has the Novell Client installed,
SecureLogin presents the following dialog box:

Enter wouw MDE credentials

Plisane il sinda ingin ditads s chek DI 1 o da
ot vwish bn fogin theoughy 550, cek, Cancel

After the user completes the dialog box, SecureLogin saves the information as a hidden application
(platform) within the SecureLogin datastore directory (and local cache if applicable). The next
time the user accesses the terminal server, the credentials are retrieved from the hidden application
and seamlessly passed to the terminal server.

Integrating Citrix Components

Citrix provides several ways to access a Citrix server or published application. How you access
the server determines how SecureLogin handles the authentication to the server. Although
different methods are used depending on how you access the server, all forms of authentication can
be managed with SecureLogin.

Windows GINA Authentication

When the Citrix server requests a Windows GINA authentication, the Citrix Seamless Session
Interface provides the credentials by using the hidden application. An example of this type of
authentication occurs when you connect to a Citrix server through Program Neighborhood's
Custom ICA Connection interface:
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§ Citrix Program Meighborhood - Custom ICA Connections - |EI|5|
File Miew Tools Help
X = i
Views

[

Up Refresh Delete  Properties  Settings
Add ICA
Conneckion
|2 object(s) 192.168,1.247 v

Another example of this type of authentication occurs when you export a published application to
an .ICA file and distribute it to your workstations. This type of authentication is enabled by
installing the GINA components. The authentication is not disabled even if SecureLogin is not
currently active.

Program Neighborhood

When a user accesses a Citrix Farm using Program Neighborhood, Program Neighborhood uses
WFCRUN32.EXE and presents a Program Neighborhood authentication dialog box:

(e Neighborbood

-1 Do Brproam Beer A gl rervell

Lo nama | b

Pasisrcid: I
Domen: [Lu
[ SavePariwond

QK | Comel |

Program Neighborhood then collects the credentials and sends them to a Citrix server in the farm.

The Citrix Seamless Session Interface does not handle this authentication request. However, the
wfcrun32.exe file can be handled by a script just like any other Windows application that is
requesting authentication. The SecureLogin Wizard automatically creates a script that enables
SSO for Program Neighborhood. You should modify this script to allow for error handling, such
as a bad username, domain, or password.
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Using Desktop Shortcuts to Published Applications

If the Citrix Farm is configured to push out shortcuts to the user's desktops, the shortcut actually
calls an executable pn.exe (for example, “C:\Program Files\Citrix\ICA Client\pn.exe”). Like
wfcrun32.exe, this authentication is handled just like any other Windows application by using a
script for pn.exe.

The SecureLogin Wizard automatically creates a script that enables SSO for pn.exe. Be sure to
include error handling in case the user passes the wrong information into the dialog box.

Handling Password Changes

The Citrix Seamless Session Interface currently does not detect if users change their domain or
NDS® or eDirectory™ password through a Citrix connection. If a user changes this password
through a Citrix connection, the interface detects the failed seamless authentication the next time
that the user connects to the Citrix server. The interface then once again prompts the user for
credentials.

When the user enters the correct (new) password, the interface saves that new password in place
of the previous password in the hidden application within the applicable datastore (and local file
cache if applicable).

Virtual Channel

A virtual channel is a session-oriented and bidirectional error-free transmission connection that
can be used by application layer code to exchange custom data packets between a terminal server
and a terminal client.

SecureLogin employs this technology to allow users to single sign-on to various Published
Application or Remote Desktop logins.

Virtual Channel Components

SecureLogin Terminal Server single sign-on has three major components:

Component Description

Client login extension Collects users’ login credentials for single sign-on

Virtual channel driver (VCD) The heart of SecureLogin Terminal Server single sign-on. Liaises
between the server login extension and single sign-on to perform all
terminal session single sign-on processes

Server login extension Requests users’ login credentials from the VCD and initiates the login
process. After authentication, the login extension returns credentials to
the VCD to update single sign-on.

The three components use the following process:

1. A user enters a username and password, a domain (optional), an NDS or eDirectory context,
and an NDS or eDirectory tree. This information is encrypted and stored in the registry.

2. SSO Combroker consumes the registry information and destroys the data in the registry.
Login credentials are saved under a generic and hidden platform name.
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3. When the user starts the Citrix ICA client or a published application through an ICA file, the

SecureLogin virtual channel driver is loaded. This driver receives the domain or preferred tree
name of the server. To retrieve the username, password, domain, NDS or eDirectory context,
and tree, the driver then reads the platform name Combroker.

If the platform does not exist, the VCD reverts to the generic platform name.

If the generic platform name does not match the requested platform (tree or domain), the VCD
displays a dialog box to prompt the user to enter NDS or eDirectory or NT credentials. The
expected credentials depend on whether the request is coming from a server with a Novell
Client or from an NT/2000 server. The collected credentials are then sent to the server for
verification.

When the user enters and accepts the credential dialog box, a hidden application is created for
the next authentication request.

If the user chooses to abort entering credentials, the server login box appears as usual.

NOTE: SecurelLogin does not currently handle the actual password change process. Therefore,
SecureLogin does not send back the new password when changed on the Citrix server. However, when
the password stored in Combroker is invalid due to a recent password change done on the Citrix Server,
the user will be prompted to enter login credentials again. After the new password is verified, it will then
be sent back to VCD to update the Combroker.

. After a successful authentication, the server login extension always sends the user's login

credentials back to the workstation. If an application does not exist, this procedure creates a
new application in Combroker. If the password has recently been changed and the application
already exists, this procedure updates the new password to Combroker.

Auto-Detecting the Client Protocol

Requirements

Server

The server detects whether the ICA protocol is present or not. If the ICA protocol is present, the
server loads the ICA protocol. If the client is trying to establish a session by using the RDP
protocol, the server loads the RDP protocol and the session begins. After the server is installed, it
automatically responds to the RDP or ICA protocol.

By default, the Auto Detection feature is on.

Windows NT 4.0 Terminal Server Edition (RDP 4.0) does not support the virtual channel
operation. If the client tries to establish a session by using the RDP protocol, Windows NT 4.0
Terminal Server Edition won’t respond to the client.

+ Windows NT 4.0 Terminal Server Edition or Windows 2000 Server family with Terminal

Service enabled

NOTE: Only the Windows 2000 server family operating systems support Virtual Channel. If you want
Virtual Channel support on Windows NT 4.0 Terminal Server Edition, you must install an appropriate Citrix
server.

+ One of the following Citrix servers installed (optional):

* MetaFrame 1.8 for Windows 2000

* MetaFrame 1.8 for Windows NT 4, Terminal Server Edition

108 Securelogin Administration Guide



+ MetaFrame 2.0
+ Citrix XP
+ Novell Client version 4.7 or later (optional)

NOTE: Only Windows 2000 Server family operating systems support Virtual Channel. If you want virtual
channel support on Windows NT 4.0 Terminal Server Edition, you must install an appropriate Citrix server.

Workstation
* Novell Client version 4.7 or later

If you use the Novell Client, use version 4.7 or later. The Novell Client is not required unless
you are using Windows 95.

¢ SecureLogin version 3.0.1 or later
¢ One of the following:
+ Win32 ICA Client Version 6.00.905 or later

¢ Terminal Server Client that supports RDP 5.0 (for example, the version that shipped with
Windows 2000 Advanced Server)

Setting Up the Server

The following procedures outline the steps necessary to set up your servers to support the terminal
server integration. Based on your server's environment, determine which set of steps to follow.

You must match the appropriate files from the installation source to your environment. Otherwise,
the extensions will not function properly. If you later install or uninstall the Novell Client, you
must modify the SecureLogin modules to match.

Your SecureLogin terminal server components must match the version of SecureLogin you are
using. When you upgrade to a new version of SecureLogin, you must also upgrade the integration
components.

Copying Protocol Files
WARNING: If you skip this step, Windows will not function properly.
Copy the following files to the Windows system directory (for example, c:\winnt\system32):
* srvisl_ve.dll
* srvisl_rdp.dll

* srvisl_ica.dll

Setting Up GINA

Servers with the Novell Client
1 Set up a Novell login extension.
Copy srv\nw\slina.dll to the Windows system directory (for example, c:\winnt\system32).
2 Register the login extension.

At the srv\inw directory, double-click Register NT LoginExt.reg.
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Servers without the Novell Client
1 Replace the server GINA.
Copy srvims\sl_tsgina.dll to the Windows system directory (for example c:\winnt\system32).
2 Register GINA.
At the srv\ms directory, double-click winlogon_server.reg.

3 Reboot the server.

Configuring OnDemand

If you have set up a Microsoft Terminal Server with Novell ZENworks® OnDemand Services™
installed, you don’t need to install any new components for SecureLogin. OnDemand relies on the
DeFrame™ ICA or RDP plug-ins as the client. No workstation components are necessary. When a
user authenticates to the Citrix session, Novell SecureLogin launches.

If you use the SecretStore option with OnDemand Dynamic User Creation, make the following
changes to the EnableUserProfileDirectory value in the
HKEY LOCAL MACHINE\SOFTWARE\NOVELL\NICI registry key:

Value Type Description

EnableUserProfileDirectory DWORD NICI user files are created in the Application
Data\Novel\NICI directory in the user’s profile
directory

The NICI installation program does not create EnableUserProfileDirectory. Therefore, this value
is disabled.

NOTE: If the user profile directory is enabled, NICI does not set the Access Control Lists (ACLs) on this
directory. NIClI relies on the existing security properties (ACLs, inheritance, and ownership) of the user’s profile
directory.

To configure a DeFrame application object to launch Internet Explorer, with Internet Explorer
using the ICA protocol:

1 In ConsoleOne®, right-click the Application object.
2 Seclect DeFrame, then click Application Setup.
3 Add prolauncher.exe.

Enclose path\applicationname in quotation marks (for example, "c:\Program
Files\Novell\SecureLogin\prolauncher.exe" "c:\Program Files\Internet
Explorer\iexplore.exe").

4 Install the SecureLogin client at the Citrix/DeFrame server.

Setting Up Workstations

The following procedures outline the steps necessary to set up your workstations to support the
Citrix integration. Based on your client workstation environment, determine which set of steps to
follow.
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You must match the appropriate files from the installation source to your environment. Otherwise,
the extensions will not function properly. If you later install or uninstall the Novell Client or
NMAS client, you must modify the SecureLogin modules to match.

Your SecureLogin terminal server components must match the version of SecureLogin you are
using. When you upgrade to a new version of SecureLogin, you must also upgrade the integration
components.

Your client configuration doesn’t need to match your server configuration. For example, you can
use a client that has the Novell Client installed and connect to a terminal server that does not (or
vice-versa).

Novell Client (without the NMAS Client)

1 Set up the Novell login extension.

Copy wks\nw\slina.dll to the Windows system directory (for example, c:\winnt\system32 for
Windows NT or c:\windows\system for Windows 9x).

The slina.dll file is a login extension. After you copy the file, you must register it by using the
registry (REQG) file.

2 Register the login extension.

If you are running Windows NT, Windows XP, or Windows 2000, double-click Register NT
LoginExt.reg, found in the WKS\NW directory.

If you are running Windows 95 or Windows 98, double-click Register 98 LoginExt.reg, found
in the wks\nw directory.

3 Set up Microsoft Layer for Unicode on Windows 95/98/ME.

If you are running Windows 9x/ME, copy redistributable\unicows.dll to your system directory
(for example, c:\windows\system).

4 Reboot the workstation.

Novell Client (with the NMAS Client)

1 Copy wks\nw\slnmas.dll to the Windows system directory (for example, c:\winnt\system32
for Windows NT or c:\windows\system for Windows 9x).

The sInmas.dll file is not a login extension. Instead, it is called by the NMAS client. If you are
using the NMAS client and slnmas.dll, it isn’t necessary to run the registry (REG) file. You

will need to install the version of NMAS client that comes with NSL 3.0.1 or later, which is
slnmas.dll aware.

2 Set up Microsoft Layer for Unicode on Windows 95/98/ME.

If you are running Windows 9x/ME, copy redistributable\unicows.dll to your system directory
(for example, c:\windows\system).

3 Reboot the workstation.

Microsoft Workstation with No Novell Client Installed
1 Replace the workstation GINA.

Copy wks\ms\sl_tsc.gina.dll to the Windows system directory (for example,
c:\winnt\system32).
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2 Register GINA.

Double-click wks\ms\winlogon_client.reg.

3 Reboot the workstation.

NOTE: Windows 95 does not support the GINA credential pass-through without the Novell Client installed.

Virtual Channel Driver

Install the virtual channel driver on workstations, not on servers.

Workstations with the Citrix Client (ICA)

1 Install the SecureLogin Citrix ICA virtual channel driver.

Copy ved\ica\vdslsson.dll to the ICA Client directory (for example, C:\Program
Files\CITRIX\ICA Client).

2 Register the SecureLogin Citrix ICA virtual channel driver.

Make the following changes to the module.ini file located in the directory on the client
workstation where the ICA Client directory is installed:

*

Add the name of the virtual driver to the end of Virtual Driver line. This line is in the [ICA
3.0] section. For example, add

, SLSSO

At the end of the [VirtualDriver] section, add a driver assignment statement. For the
SLSSO driver, add

SLSSO =
The extra spaces are for appropriate indentation and are not required.
Create a new section, [SLSSO] as follows:

[ SLSSO
Dri ver NameW n32 = VDSLSSON. DLL

The ved\ica directory has an example module.ini file that you can refer to.

3 Set up Microsoft Layer for Unicode on Windows 95/98/ME.

If you are running on Windows 9x/ME, copy redistributable\unicows.dll to your ICA Client
directory (for example, C:\Program Files\CITRIX\ICA Client).

Workstations with the Terminal Server Client (RDP)

1 Install the SecureLogin Terminal Server virtual channel driver by copying ved\rdp\tsslsso.dll
to the Windows system directory (for example, c:\winnt\system32).

2 Register SecureLogin Terminal Server Virtual Channel Driver by double-clicking
VCD\RDP\Terminal Server Driver registration on Client workstation.reg.

IMPORTANT: This is a per-user setting.
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Registry Settings

This section describes optional registry settings that you can make to customize SecureLogin
terminal server features.

NOTE: All registry values specified are of string type (REG_SZ).

Auto-Detecting the Client Protocol

To disable the Auto Detection feature, add the following entry to the registry:

[ HKEY_LOCAL_NMACHI NE\ SOFTWARE\ Pr ot ocoml Secur eLogi n\ Vi rtual Channel ]
“Aut oDetect” = “0”

To specify the protocol that the server should use, add one of the following entries in the same key:

“Protocol” = “RDP”
“Protocol” = “ICA”

If the protocol is not specified, the software checks for the presence of ICA. If the ICA protocol is
present, the software loads the ICA protocol. Otherwise, the server uses the RDP protocol.

Servers with a Novell Client

To populate a user's common name to the NT Username field during a session login, set the
following registry value on the server:

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Pr ot ocoml Secur eLogi n\ Vi r t ual
Channel \ Logi n\ sl i na]
“Popul ateToNT” = “1”

Workstations with Terminal Server Client (RDP)

Register SecureLogin Terminal Server Virtual Channel Driver by double-clicking
ved\rdp\Terminal Server Driver registration on Client workstation.reg.

Do this for each user setting.

Localized Machine

To support international versions of Windows, you need to add a localized login window caption
to the following registry entry:

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows NT\ Cur r ent Ver si on\ W nl ogon]
“LogonW ndowCaption” = “localized caption”

Third-Party GINA

When using the third-party GINA (for example, Citrix GINA), enter the GINA name as follows:

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows NT\ Cur r ent Ver si on\ W nl ogon]
“Prot oconmPassThruDLL” = “d na DLL nane”

If the third-party GINA is using a different login window caption than Microsoft GINA does, enter
it as follows in the same key:

"LogonW ndowCapti on" = "Logon w ndow caption”
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If the Control IDs of the third-party GINA are not the same as Microsoft GINA, enter them as
follows:

Create a key as follows:

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows
NT\ Cur r ent Ver si on\ W nl ogon\ Pr ot oconPassThr u]

“UsernaneCrl | D “User Nane field I D
“PasswordCtrl I D “Password Field ID
“Domai nCtrl 1D’ = “Domain Nane Crl I D
“1DOK" = “OK Button I D

NOTE: Define Domain Name in a combo box.

Debugging Options

To turn on debugging, double-click the Virtual Channel SSO Debugging Switches.reg file on the
workstation or the server.

To view the log file for various components, refer to the following table:

Platform .DLL File Path and Log File

Server slina.dll c:\winnt\system32\slina.ica.log or
c:\winnt\system32\slina.ts.log

Server sl_tsgina.dll c:\winnt\system32\s|_tsgina.ica.log or sl_tsgina.ts.log
Workstation slina.dll c:\winnt\system32\slina.log

Workstation sl_tscgina.dll c:\winnt\system32\s|_tscgina.log

Workstation vdslssoN.dll C:\program Files\Citrix\ICA Client\vdslIsso.log
Workstation tsslsso.dll c:\winnt\system32\tsslsso.log

To turn debugging off, set “debug” = “0” for each desired component in the registry.

Integrating with Citrix-Published Applications

The SecureLogin ProLauncher.Exe utility starts the SecureLogin components (combroker.exe and
proto.exe) and then launches the desired published application with single sign-on support. To
launch ProLauncher.Exe if you are using Citrix-published applications, you must modify the
command line for each published application.

When the application is closed, ProLauncher terminates the proto.exe or combroker.exe session.
That way, these utilities don’t leave the Citrix session connected.

ProLauncher must be used with any published applications running on the Citrix server. If
ProLauncher is not found within the server's path environment variable, you must include the full
path to ProLauncher. For example, replace the command line of the published application as
follows:
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Before After

C:\Progra~1\Protocom\SecureLogin\tlaunch.exe /  ProLauncher.exe C:\Progra~1\Protocom\
g /auto /eWallData Rumba /pProtocomMainframe  SecurelLogin\tlaunch.exe /q /auto /e “WallData
Rumba” /pProtocomMainframe

Using ProLauncher Syntax
To run ProLauncher, use the following syntax:

ProLauncher [Optional Parameters] executable to run [optional executable’s parameters]

IMPORTANT: If your executable contains a path or command line parameters that include spaces, be sure
to embed them in quotes. Even if your application normally accepts the parameters with spaces, ProLauncher
will interpret them as separate parameters, and unexpected results may occur.

ProLauncher includes two command line parameters that control its behavior:

Parameter Explanation
/w <exename> Specifies another process to wait for before closing SecureLogin.
Examples:

+ ProLauncher.exe /w rumbadsp.exe
C:\Progra~1\Protocom\SecureLogin\tlaunch.exe /q /auto /e”"WallData
Rumba” /pProtocomMainframe

+ ProLauncher.exe /w mspaint.exe run_MSPaint.CMD

/d Debug option. This generates a debug log file (c:\prolauncher.log) and shows
dialog boxes during the progress of ProLauncher. The switch must appear
before the executable to run.

Examples:

+ ProLauncher.exe /w rumbadsp.exe /d
C:\Progra~1\Protocom\SecureLogin\tlaunch.exe /q /auto /e “WallData
Rumba” /pProtocomMainframe

+ ProLauncher.exe /w /d mspaint.exe run_MSPaint.CMD
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Setting Up Terminal Emulation

This section contains information on the following:
* “Overview” on page 117
¢ “Setting Up Terminal Emulation” on page 118
+ “Setting Up a Shortcut” on page 136
¢ “Using Command Line Parameters” on page 137
+ “Configuring Backup Sessions” on page 138
¢ “Determining Which Session File To Automatically Use” on page 139
¢ “Using Terminal Launcher With Non-HLLAPI-Compliant Emulators” on page 139

Overview

Terminal Launcher, a component of SecureLogin, enables users to log in to any type of host that
requires a login using an emulator (for example, ACF2 or RACF mainframe, a UNIX host, or a
Cisco router).

Terminal Launcher supports the following emulator types:
¢ HLLAPI
+ DDE
¢+ VBA
+ Generic

+ Advanced Generic

Terminal Launcher does the following:

+ Acts as the translator between an emulator login sequence and a user’s variables (for example,
the username and password) stored in SecureLogin.

+ Coordinates the information being entered onto a mainframe or Telnet screen.

The following figure illustrates Terminal Launcher’s main window.
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Terminal Launcher can use High Level Language Application Programming Interface (HLLAPI)
commands to interface with a wide range of mainframe emulators.

The SecureLogin scripting language enables you to enter a variety of keystrokes through Terminal
Launcher to an emulator. For information on scripting and the commands used with Terminal
Launcher, see the Script Commands guide.

To launch Terminal Launcher, click Start > Programs > Novell SecureLogin > Terminal Launcher.

Setting Up Terminal Emulation

To set up terminal emulation, create a script for the emulator, specifying Terminal Launcher as the
script type. Then configure the emulator and create a login.
Creating an Emulator Script

The following example sets up SecureLogin Terminal Launcher to single sign-on to a session
using Jolly Giant QWS3270 Plus.

1 Double-click the SecureLogin icon on the system tray, then click Manage Logins.

2 Click Application, then click New.
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£ SecureLogin - Manage Logins for hdubois. akranes. T=SKIPTSJORI

I Login Details | FPazsword Policies I

Applic:ation | Description | = Mew
E Abzolute Telnet Abzolute Telnet Ed
E AdvGenEm AdviGenEm ;‘tl
(2 ARUSER.EXE ARUSER.EXE Delete |
B ooe DDE emulator |
=) hdubois DeskUp

N ove EI Ok Cancel | Help

3 Seclect New Application, type a name in the Name text box, select Terminal Launcher as the

type, then click Create.

Create a Mew Application E3

™ Select a prebuilt application script;

Dezcription

+Medic Vision for Windows
3w Care |Inhiowation

ALCT Contact Manager
Arnenica Online

AQL Instant Meszenger
Bloomberg

Clarify

&+ New application:

[=]
—|

M ame: |J|:|II_I.J Giant Q'S 3270 Flus

Tuvpe: IWindDws

Create I

LCancel | Help |

4 Click Script.

Application - Jolly Giant @'%W53270 Plus
Application: IJ olly Giant BWw'S3270 Plus
Description; IJ olly Giant @wS3270 Plus
Loging  Script | Preferences I
HE nter your script here. ;I

5 Type a single command, then click OK.
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Application - Jolly Giant @'%W53270 Plus E3

Application: IJ olly Giant WS 3270 Plus

Description: I.J olly Giant GWS 3270 Plus

Logine  Seript |Preferences|

MezsageBox "The emulator script fs mnning.”

ol

]
Line: 1
NDVEEI. aK | Cancel | Help |

For example, type a MessageBox command. By entering one command, you can find out the

following:

¢  Terminal Launcher is working as expected.

¢ The script is ready for you to enter the appropriate commands.

6 Save the data and close open windows by clicking OK.

Configuring Emulators

SecureLogin Terminal Launcher includes configurations for the following emulators:

Emulator

Emulator

Attachmate* Extra*

Attachmate Extra 2000
Attachmate KEA!

Chameleon* Hostlink

Eicon* Aviva*

GLink

HBO Star Navigator

IBM* Personal Communications
IDXTerm Healthcare

Info Connect

Microsoft* Telnet 2000

NetTerm v4.2

NS/Elite

PASSPORT* TN 3270E
QVT

QWS3270 Plus

SDI* TN3270
TeraTermPro

TLaunch Options
ViewNow

Wall Data RUMBA*

Wall Data RUMBA 2000
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Emulator Emulator

Microsoft Telnet NT Wall Data RUMBA Web To Host
Microsoft Telnet Win 9x Windows Telnet VT
Mocha W32 Telnet WRQ* Reflection*

You can configure Terminal Launcher to do the following:

¢ Connect to the mainframe or host, wait for the login sequence, then enter usernames and
passwords.

+ Work with a range of different terminal emulators.
+ Navigate to a particular subsystem or menu within an application.

+ Incorporate into SecureLogin scripts any keystrokes that an application accepts, so that
Terminal Launcher can send the keystrokes to the host.

At the corporate level, one script can accommodate all users. SecureLogin applies user-
specific variables.

To configure Terminal Launcher you must specify any required mainframe session file and the
path to the emulator executable.

Configuring WinHLLAPI, HLLAPI, or 16-Bit HLLAPI Emulators

This section can help you configure WinHLLAPI, HLLAPI, or 16-bit HLLAPI emulators.If you
select the wrong HLLAPI type, however, Terminal Launcher will fail. To find out the HLLAPI
type, do one of the following:

+ Consult the documentation on the emulator to find out the following:
+ Whether the emulator supports HLLAPI

¢ The type of HLLAPI that the emulator supports (WinHLLAPI, HLLAPI, or 16-bit
HLLAPI)

¢ Check the .dll files by using Dependency Walker.
NOTE: Dependency Walker won’t open 16-bit .dll files.
+ Create a configuration for each of the three HLLAPI types.

HINT: Some emulators require that you configure HLLAPI session names and the configuration within the
session files or the main application. Otherwise, HLLAPI won’t work. Even though you might have configured
everything with SecureLogin, HLLAPI might still fail due to unconfigured emulators.

1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

As the following figure illustrates, Terminal Launcher displays the application that you
created the script for:
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SecureLogin Terminal Launcher M= E

/i_’ .
e
— Terminal Applications
Logon to: A ailable applications:
¢ Add | Jolly Giant WS 3270 Plus
> Del |
Edit
Available
Emulators
— Dizplay Options
& Display &pplication Mame ¢~ Display &pplication Description
— Options
[~ Save Settings On Exit E mulator
[~ Launch The Emulator Dnly IEic:on Aviva j
Cloze | Wersion: 3.0.5.0

2 Click Edit Available Emulators > New.

Mew
Attachmate Extra
Aftachmate Extra 2000 Edi
Attachmate KEA) I |
Aftachmate Personal Client
Chameleon Hostink, Delete |
CRT
Eicon Aviva
GLink
HEQ Star Mavigator j Done |

3 Type a name for the emulator, select WinHLLAPI, HLLAPI, or HLLAPI16 as the emulator

type, then click OK.

Ernulator narne IF'owerTelm

Emulatar type |WinH LLAPRI j

(1] 4 I Cancel

4 Type values, then click OK.
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HLLAPI Emulator Configuration

S EU NS i o S oftware'\ Pawer T et

o D”‘ |
Home Directary: Il::"\F'mgram FilesEricom SoftwareyPowe = |
= |

HLLARI DLL: IE:‘\F‘ngram Files\Ericam SoftwaretPowe

HLLAP! Function: IWinH LLAPI

Seszion Files: Add

Delete

i

QK I Cancel |

Field Description

Emulator Path The directory path and executable filename of the emulator. Either type
the path or use the Browse button located to the right of the text box. You
can type short (8.3 format) or long filenames. Enclose long filenames in
quotes (for example, "c:\Program Files\emulator").

Home Directory The directory path to files for this emulator.

HLLAPI.DLL The directory path to the .dll file for this emulator, along with the .dlI
filename. This file is in the Home directory. Typically, the filename
contains "hllapi" in the name, but on occasion you need to refer to the
documentation on the emulator. Validate the .dll file by using
Dependency Walker (depends.exe), which is available from the
Dependency Walker Web site (http://www.dependencywalker.com).

HLAPPI Function The name of the HLLAPI function contained within the hllapi.dll file. Find
or validate this information by using Dependency Walker. The function is
case sensitive. Enter the function name exactly as you find it in
Dependency Walker.

Session Files The session files for the emulator. Type the path and session file name.
Enclose long names within quotes (for example, "C:\Program
Files\Sessions\Session1.xxx").

5 In the Available Emulators dialog box, click Done.

Configuring a DDE Emulator
1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

As the following figure illustrates, Terminal Launcher displays the application that you
created the script for:
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SecureLogin Terminal Launcher

— Terminal Applications

== E3

Logon to:

< Add

> Del

Edit

ile

valable
Emulatars;

Awailable applications:

DDE
Jolly Giant WS 3270 Plus

— Dizplay Options

& Display &pplication Mame

¢~ Display &pplication Description

— Options
[~ Save Settings On Exit E mulator
[~ Launch The Emulator Dnly IEic:on Aviva j
oK Close | Versior; 3.0.5.0

2 Click Edit Available Emulators > New.

Available Emulators E3

Mew
Attachmate Extra

Aftachmate Extra 2000
Attachmate KEA!
Aftachmate Personal Client
Chameleon Hostink,

CRT

Eicon Aviva

GLink

HED Star Mavigatar

Edit

Delete

[one

[

] d;

3 Type a name for the emulator, select DDE as the emulator type, then click OK.

Create New Emulator E3
Emulator Mame |DDE Ermulatar
Emulator Type IDDE j

o |

Cancel

4 Type values, then click OK.
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DDE Emulator Configuration E3

E mulator Path: |c:"~DDEEm\fiIename ﬁl

Horme Dirsctany: |c:‘\F'ngram Files\DDDEm = I

(] 4 I Cancel |

Field Description

Emulator Path The directory path and executable filename of the emulator. Either type
the path or use the Browse button located to the right of the text box. You
can type short (8.3 format) or long filenames. Enclose long filenames in
quotes (for example, "c:\Program Files\emulator").

Home Directory The directory path to where the executable is located.

5 In the Available Emulators dialog box, click Done.

Configuring a VBA Emulator

VBA emulators support the Visual Basic* scripting language. In most cases, it is possible to write
a macro for the emulator. The macro prompts SecureLogin to enter credentials.

Configuring VBA emulators to work with Terminal Launcher is a specialized field and is specific
to each emulator.

VBA emulators can often be configured as Generic emulators. However, generic configuration
offers limited functionality.

1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

As the following figure illustrates, Terminal Launcher displays the application that you
created the script for:
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SecureLogin Terminal Launcher

— Terminal Applications

== E3

Logon to:

< Add

> Del

Edit

ile

valable
Emulatars;

Awailable applications:

DDE
Jolly Giant OWwWS3270 Plug
WEA,

— Dizplay Options

& Display &pplication Mame

¢~ Display &pplication Description

— Options
[~ Save Settings On Exit E mulator
[~ Launch The Emulator Dnly IEic:on Aviva j
oK Close | Versior; 3.0.5.0

2 Click Edit Available Emulators > New.

Available Emulators E

Hew
Aftachmate Extra

Attachmate Extra 2000
Aftachmate FEAI
Attachmate Perzonal Client
Charmelean Hoztink

CRT

Eicon Aviva

GLink,

HEO Star Mawvigatar

Edit

Delete

Dane

=

]

3 Type a name for the emulator, select VBA as the emulator type, then click OK

Create New Emulator E3
[vBA
(] I

Ermulator M ame

E mulator Type

Cancel

4 Type values, then click OK.
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¥BA Emulator Configuration |

Ermulator Path: Ic:\F'n:ngram Files'WBAE m\filename D"'l

Emulator Seszion File: |filename| = |

(] I Cancel |

Field Description

Emulator Path The directory path and executable filename of the emulator. Either type
the path or use the Browse button located to the right of the text box. You
can type short (8.3 format) or long filenames. Enclose long filenames in
quotes (for example, "c:\Program Files\emulator").

Emulator Session The session file for the emulator. Type the path and session file name.
Enclose the path and filename within quotes (for example, "C:\Program
Files\Sessions\Session1.xxx").

5 In the Available Emulators dialog box, click Done.

Configuring a Generic Emulator

The Generic Emulator option enables you to configure SecureLogin's Terminal Launcher to
interface with emulators that do not provide HLLAPI, VBA, or DDE support.. Terminal Launcher
interfaces with generic emulators though the Windows Clipboard by copying and pasting.

Because an emulator doesn’t have to be programmed to allow external programs to interface with
it, almost any emulator can be configured as a generic emulator.

Normal generic emulators have Select All, Copy, and Paste functions. These functions are most
often found in the Edit menu, which is at the top of the emulator screen. However, buttons or
keyboard shortcuts might be available.

Terminal Launcher uses these functions to interface with the emulator. Upon running a
WaitForText command in a script, Terminal Launcher repeatedly simulates the selection of Select
All, then Copy, which places the content of the emulator’s screen on the Windows Clipboard.
Terminal Launcher then searches the content of the Clipboard for the text it is waiting for.

If the text is not found, Terminal Launcher repeats the procedure, which usually takes about half a
second.

Also, the emulator screen flickers while the WaitForText command is being executed. This is
normal. See BeginSplashScreen / EndSplashScreen in the Script Commands guide.

If Terminal Launcher finds the text it is looking for, Terminal Launcher goes to the next line of the
script, which is most often a Type command. The Type command enters a username or password.
To enter the text into the emulator, you can configure Terminal Launcher to type the text in, or to
use the Clipboard.

When using the Clipboard, Terminal Launcher copies the text (for example, a username) to the
Clipboard and then simulates the selection of the Paste function of the emulator. This procedure
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copies the text to the screen of the emulator. When using the direct typing method, Terminal
Launcher simulates pressing the applicable keys on the keyboard.

The process is then repeated for the password, and the user’s login to the mainframe session is
complete.

1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

As the following figure illustrates, Terminal Launcher displays the application that you
created the script for:

SecureLogin Terminal Launcher M= B
W )
=1
— Terminal Applications
Lagon to: A ailable applications:
DOE
< Add | GenEm
Jolly Giant WS 3270 Plus
» Dl | WEA
Edit
Aailable
Ernuilators
— Dizplay Options
& Display pplication Mame " Display &pplication D escription
— Options
[T Save Settings On Exit E mulator
[ Launch The Emulator Orly IEicon Aviva j
Cloge | Wergion: 3.0.5.0

2 Click Edit Available Emulators > New.

Available Emulators E

=1
Aftachmate Extra

Attachmate Extra 2000 Edit
Attachmate KEA] :
Attachmate Perzonal Client
Charmelean Hostink Delete
CRT

Eicon Aviva
GLink,

HEO Star Mawvigatar ;I Done

il

3 Type a name for the emulator, select Generic as the emulator type, then click OK.
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Create a New Emulator E

Emulator name IGenEm

Emulator tupe

o |

Cancel

4 Type values, then click

OK.

Generic Emulator Configuration |

Emulator Path: ||

Host Mame: I

Cutput 1D I

Input 10=: I

‘window Title: |

[ Use Advanced Enter Methad
[~ Ermulator is 16 Bit

tndClass: I

o]

Cancel

Field

Description

Emulator Path

Host Name

Output IDs

The directory path and executable filename of the emulator. Either type
the path or use the Browse button located to the right of the text box. You
can type short (8.3 format) or long filenames. Enclose long filenames in
quotes (for example, "c:\Program Files\emulator").

The IP address, host name, or emulator session file you want Terminal
Launcher to connect to or load. Occasionally, emulators require
command line switches before they accept connection commands at
startup. If so, include the switches in the Host Name text box.

Scenario for Including a Command Line Switch: An emulator requires
the /h switch so that the emulator can accept an IP address at startup.
Henri types /h 192.168.130.222 in the Host Name text box.

The Control ID for the Copy function of the emulator. For information on
finding Output IDs, see Appendix A, “Finding Control IDs and Offsets,” on
page 157.

Some emulators allow a keyboard simulation alternative (for example,
CTRL+C) instead.
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Field Description

Input IDs The Control ID for the Paste function of the emulator. For information on
finding Input IDs, see Appendix A, “Finding Control IDs and Offsets,” on
page 157.

Some emulators allow a keyboard simulation alternative (for example,
CTRL+C) instead.

Window Title Assists Terminal Launcher in detecting the emulator window. If no
Window Title is specified, Terminal Launcher might not detect the
emulator opening.

To find the Window Title, use Window Finder. Run Window Finder, then
right-click and drag the SecureLogin icon to the title bar of the emulator.
The required value will be shown as the second-from-last entry (Window
Text) in Window Finder.

Some emulators hide the real Window Title.

There is no rule to describe which text you should enter into the Terminal
Launcher configuration. (It depends on how the emulator hides it.) First,
try the configuration without a Window Title specified. Next, try the text

that is actually displayed in the title bar of the emulator. Finally, try the real

Window Title.
Use Advanced Enter Enables you to use the Advanced Enter method. This method is
Method necessary for Lawson and StarNavigator emulators. Advanced Enter
sends the \n character sequence to the emulator for the Type @E
command.

5 In the Available Emulators dialog box, click Done.

Configuring an Advanced Generic Emulator
Advanced generic emulators have Copy and Paste functions, but do not have a Select All function.

For advanced generic emulators, Terminal Launcher follows the same process as for generic
emulators, except for one difference. Instead of simulating the selection of Select All, Terminal
Launcher clicks and drags the mouse cursor over the emulator screen. This procedure selects all
the text that the emulator is displaying.

1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

As the following figure illustrates, Terminal Launcher displays the application that you
created the script for:
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SecureLogin Terminal Launcher M= E

/i_’ .
e
— Terminal Applications
Logon to: A ailable applications:
AdvlaenEm
< Add | DDE
GenEm
> Del | Jolly Giant OS5 3270 Plus
VB
Edit
Available
Emulators
— Dizplay Options
& Display &pplication Mame ¢~ Display &pplication Description
— Options
[~ Save Settings On Exit E mulator
[~ Launch The Emulator Dnly IEic:on Aviva j
oK Close | Versior; 3.0.5.0
2 Click Edit Available Emulators > New.
Available Emulators E3
Mew
Attachmate Extra
Aftachmate Extra 2000 Edit
Attachmate KEA] : |
Aftachmate Personal Client
Chameleon Hostink, Delete |
CRT
Eicon Aviva
GLink
HEO Star Mavigator =] Done |

3 Type a name for the emulator, select Advanced Generic as the emulator type, then click OK.

Create a New Emulator E

Emulator name IAdvGenEm

Emulator tupe

Advanced Generic

(1] 4 I Cancel

4 Type values, then click OK.
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Advanced Generic Emulator Configuration E3

Emulator Path:

=

Haozt Mame:

Output 1D

Input 1D

Startup 1D =

Window Clagzes:

Child |D:

WwWindow Title:

|
|
|
|
Output Offssts: |
|
|
|
|

[T Use &dvanced Enter Method

o |

Cancel

Field

Description

Emulator Path

Host Name

Output IDs

Input IDs

The directory path and executable filename of the emulator. Either type
the path or use the Browse button located to the right of the text box. You
can type short (8.3 format) or long filenames. Enclose long filenames in
quotes (for example, "c:\Program Files\emulator").

The IP address, host name, or emulator session file you want Terminal
Launcher to connect to or load. Occasionally, emulators require
command line switches before they accept connection commands at
startup. If so, include the switches in the Host Name text box.

Scenario for Including a Command Line Switch: An emulator requires
the /h switch so that the emulator can accept an IP address at startup.
Henri types /h 192.168.130.222 in the Host Name text box.

The Control ID for the Copy function of the emulator.

Some emulators allow a keyboard simulation alternative (for example,
CTRL+C) instead. For information on finding Output IDs, see Appendix
A, “Finding Control IDs and Offsets,” on page 157.

The Control ID for the Paste function of the emulator.

Some emulators allow a keyboard simulation alternative (for example,
CTRL+C) instead. For information on finding Input IDs, see Appendix A,
“Finding Control IDs and Offsets,” on page 157.
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Field

Description

Output Offsets

Startup IDs

For Terminal Launcher to select the text on the screen without a Select
All function, Terminal Launcher needs to use the mouse to copy from the
screen. Select all the text by clicking and dragging the cursor over the
entire emulator screen.

For Terminal Launcher to do this correctly, you need to specify how much
space to allow for the toolbar and other bars when Terminal Launcher
starts to drag. The Output Offset is the specified number, which tells
Terminal Launcher where to start the click-and-drag process.

The Output Offset is a set of two numbers, separated with a comma and
no space. The numbers can be anything from zero up to tens of
thousands. However, 10,000 is generally the highest number that is
needed.

To find the Output Offsets, you can use nslfinder.exe or trial and error.

To use nslfinder.exe, download the utility from Novell’'s Support Web site
(http://support.novell.com/servlet/filefinder?name=nslfinder.exe). A text
file that explains how to use nslfinder is downloaded along with the utility.
TID 2965468 provides the download. Also see “Finding Offsets” on
page 165.

To use the trial-and-error method, start with high numbers (for example:
10000,10000) and work your way down.

The first number is the horizontal offset, and the second number is the
vertical offset. Watch where the mouse starts to click and drag. Then
lower the numbers until the mouse clicks in the top lefthand corner of the
emulator screen.

Normally, the Output Offset number is around 500,7000 or lower.
Trial and error becomes easier with experience.

IMPORTANT: The offsets for an Advanced Generic emulator depend on
screen resolutions. Therefore, an offset for a workstation set to 800 x 600
pixels will differ from a workstation set to 1074 x 768 pixels.

We recommend that you create multiple emulator definitions for each
screen resolution. The actual SecurelLogin script remains the same, but
you deliver a unique Terminal Launcher configuration for each different
screen resolution.

WARNING: If you enter the wrong offsets, SecureLogin might select
undesired locations on the workstation’s desktop. These locations might
close, maximize, or minimize other applications, resize the Windows task
bar, or perform some other unwanted task.

The Control ID numbers of any functions or buttons that you want
Terminal Launcher to select before attempting to log in. An example of
this is a Connect button if the emulator does not automatically connect

If several functions or buttons are needed, separate them with a comma.
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Field

Description

Windows Classes

Child ID

Window Title

Use Advanced Enter
Method

Assist Terminal Launcher in detecting the emulator window. If no Window
Class is specified, Terminal Launcher might not detect the emulator
opening.

To find the Window Class, use Window Finder. Run Window Finder, then
right-click and drag the SecureLogin icon to the title bar of the emulator.
The required value is shown as the third-from-last entry (Class Name) in
Window Finder.

A Child ID is given to each child window that the main application
launches.

Only enter a Child ID into the TLaunch configuration if it is necessary to
interact with a child window.

Assists Terminal Launcher in detecting the emulator window. If no
Window Title is specified, Terminal Launcher might not detect the
emulator opening.

To find the Window Title, use Window Finder. Run Window Finder, then
right-click and drag the SecureLogin icon to the title bar of the emulator.
The required value will be shown as the second-from-last entry (Window
Text) in Window Finder.

Some emulators hide the real Window Title.

There is no rule to describe which text you should enter into the Terminal
Launcher configuration. (It depends on how the emulator hides it.) First,
try the configuration without a Window Title specified. Next, try the text
that is actually displayed in the title bar of the emulator. Finally, try the real
Window Title.

Enables you to use the Advanced Enter method. This method is
necessary for Lawson and StarNavigator emulators. Advanced Enter
sends the \n character sequence to the emulator for the Type @E
command.

5 In the Available Emulators dialog box, click Done.
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Creating a Login for an Emulator

1 From the list in the Available Applications pane, click the application that one you want to log

in to, then click Add.

SecureLogin Terminal Launcher

== E3

— Terminal Applications
Logon to:

< Add

ile

> Del

Edit
Available
Ermulators

Awailable applications:

AdvenEm
DDE
GenEm

Jolly Giant OWwWS3270 Plug
WEA,

— Dizplay Options
& Display Application Mame

" Display &pplication Description

— Options
[T Save Settings On Exit E mulator
[~ Launch The Emulatar Dnly IEicon Awiva j
oK Close | Version: 2.05.0

To move an entry from one side to another, you can double-click it.

2 Sclect the emulator from the Emulator drop-down list, then click Launch.
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SecureLogin Terminal Launcher !E

/i} .
T
— Terminal &pplications
Logon to: Awailable applications:
AdvGenEm Abgolute Telnet
< Add | DDE
GerEm
> Del | Jolly Giant WS 3270 Plus
WBA,
E dit
Available
Ernulators
— Dizplay Options
& Display &pplication Mame " Display &pplication Description
— Options
[ Save Settings On Exit E mulator
[~ Launch The Emulator Only Eicon Aviva j
Ahzolute Telnet N
ok LClose
attachmate Extra
!f-‘-.ttachmate Extra 2000 hal N

The selected application script runs, using the selected emulator. d

The first time the script is run, you encounter a prompt to enter your Username and Password.
Enter the required values, then click OK. Terminal Launcher launches the emulator, enters
your username and password, and logs you in to a session.

Setting Up a Shortcut

You can set up a shortcut for the application. The following steps create a Terminal Launcher
desktop shortcut called Simple Login. This shortcut launches and logs the user into an Eicon Aviva
session.

1 Right-click the desktop, select New, then click Shortcut.
2 Enter (or browse to) the path for tlaunch.exe.

For example, enter "c:\Program Files\novell\securelogin\tlaunch.exe". Include quotation
marks.

3 To the end of this line, add / aut o/ p[ appl i cati on_nane] e[ enul at or _nane] .
For example, enter
[ aut o/ pSi mpl e Logi n/ eEi con Aviva

/auto: Enables the command line facility of Terminal Launcher. Include /auto in the command
line so that other command line options will work.

/p: Runs the specified application script. The name of the application script follows this
parameter. Enter the application name exactly as it appears in the Available Applications list
in Terminal Launcher.
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/e: Launches the specified emulator. Enter the emulator name exactly as it is listed in the
Terminal Launcher Emulator drop-down list.

The SecureLogin Terminal Launcher can launch up to 15 applications at a time, as long as you
have enough sessions defined for the particular emulator you are using. To open several
applications at once, add one more / pappl i cati on_nane for each additional application.

The shortcut box contains this shortcut line:

"C:\ Program Fi | es\ Novel I \ Secur el ogi n\ Tl aunch. exe" [ aut o/ pSi npl e
Login /eEi con Aviva

4 Click Next, name the new application shortcut, then click Finish.

When you double-click the shortcut, the shortcut launches Eicon Aviva and runs the selected

script.

Using Command Line Parameters

Terminal Launcher can use the following command line parameters.

Parameter Description

/auto Tells Terminal Launcher that you are running the command line
version. This parameter must be in the command line for the other
command line options to work.

/b Specifies background authentication mode.

leemulator_name

Launches the specified emulator.

/hhllapi_short_name

Forces Terminal Launcher to connect to the specified HLLAPI session.

N

Instructs Terminal Launcher to not launch the emulator. Terminal
Launcher tries to run the script, assuming that the emulator has already
been launched.

/kexecutable_name

Kills the specified executable before launching an emulator.

/m

Allows multiple (sequential) connections to particular sessions.

/n

Launches the selected emulator without running a script (equivalent to
the Emulator Only check box in the main program).

Innumber_1-15

Launches the specified number of sessions without running scripts.

Ipapplication_name

Runs the specified application.

lq

Specifies Quiet Mode (no cancel dialog).

/s

Suppresses errors.

It

Enables unlimited timeout when connecting to an emulator.

Iwprocess name

Waits until the specified process name is running before running the
script.

Ixparameters

Sets HLLAPI session parameters before doing the HLLAPI connect.
Not for general use.

Setting Up Terminal Emulation 137



Configuring

The following examples include parameters that Terminal Launcher uses:
¢ Tlaunch. exe /auto
This example creates a shortcut that launches the SecureLogin Terminal Launcher.
¢ Tlaunch. exe /auto /eEi con Aviva /pApplicationl /pApplication2

This example creates a shortcut that launches two SecureLogin Terminal Launcher
application scripts. The scripts launch two sessions of Eicon Aviva, one named Applicationl,
the other named Application?2.

¢ Tl aunch. exe /auto /pTSO

This example creates a shortcut that launches the SecureLogin Terminal Launcher application
script named TSO.

¢ Tl aunch. exe /auto /n3

This example creates a shortcut that launches the SecureLogin Terminal Launcher and opens
three sessions. The three sessions are whichever emulator was last used with the Launch The
Emulator Only option selected and then closed with the Save Settings On Exit option selected.

When an emulator or application is not specified on the command line, Terminal Launcher uses
the settings stored in the user settings file (usersettings.inl). You can modify these settings.

1 Check the Save Settings on Exit check box.

2 Close the main program.

Backup Sessions

Each Terminal Emulator that is configured must have a number of backup sessions configured for
it. For most emulators, you are required to have one session file for every session that you want to
have running at the same time. These are usually stored as separate files.

When you configure an emulator for use with Terminal Launcher, you must input a session file for
it to use. To tell Terminal Launcher that it can use more than one session file, complete the
following steps:

1 Launch Terminal Launcher, then click Edit Available Emulators.
2 Select the correct emulator from the Available Emulators window, then click Edit.
3 Add the backup session files to the Session Files dialog box.

You can launch only as many emulator sessions as there are session files defined.

NOTE: After the emulator is launched, these session files will be executed as a command line parameter.
Some emulators (such as QWS3270 Plus) do not have session files. Instead, these emulators have
individual sessions stored in the registry. Think of these session files as command line parameters that
will be passed to the executable.
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Determining Which Session File To Automatically Use

A session file tells the emulator how to connect to the mainframe. In some environments, and with
emulators like Attachmate Extra, users on the network might have given their session file a unique
name. This means that Terminal Launcher might need to be configured individually for each user.

Terminal Launcher includes an option that allows it to determine the last-used session file and start
that mainframe configuration. This option reduces or eliminates the need to manually configure
each user’s environment when unique session filenames are used.

To configure Terminal Launcher to use the last-used configuration file, use the command %Latest
in the Session Files section of Terminal Launcher. The following figure illustrates this option:

HLLAPI Emulator Configuration E2 |

E mulator Path: IE: “Program FileshE198hextra. exe = |
Huome: Directon: ||:: “Pragram Files\E198 = |
HLLAP| DLL: IE:\F‘rogram FilezAE98hehlapid2.dl B’*l

HLLAP! Function: |HLL&«PI

Session Files: | #Latest C:Program Files\E!38\Sessionst'e 4 44

Ok Cancel |

This example entry causes Terminal Launcher to search the E!98\Sessions directory, looking for
the .EDP file with the newest date and time. Terminal Launcher then launches that file with the
emulator and connects to the mainframe.

If the file mainframe.edp had the most recent date and time in the Sessions directory, the command
line would look like the following:

C.\ProgramFil es\ E! 98\ extra. exe c:\Program Fi | es\ E! 98\ Sessi ons\ mai nf rane. edp

Using Terminal Launcher With Non-HLLAPI-Compliant Emulators

You can use Terminal Launcher with Terminal Emulators that do not support HLLAPI but do
support scripting that is able to call external .dll files. To do this, you must create a script that asks
SecureLogin for commands one at a time and then interprets the commands received.

Configuring Reflection 8 for UNIX and Digital
The following script has been tested with Reflection 8 for UNIX and Digital.

Sub SecureLogi n()

Di m Secur eLogi nObj ect As | SLBroker
Di m Ret ur nCode As Long

Dim Data As String

Dimtarg As Long

Di m Funct Type As Long
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DmCR As String
Dmtenmp As String

Session. Wit 0.1 The waits are necessary for the screen to be updated.

Set SecurelLogi nObj ect = New SLBroker
CR = Chr$(rcCR) ' Chr$(rcCR) = Chr$(13) = Control -M
Secur eLogi noj ect . LoadScri pt
VWile (1 = 1)
Funct Type = 0
"retrieve conmand from VBABor k
Secur eLogi nbj ect . Get Command Funct Type, targ, Data
I f Funct Type = SecurelLogi nObj ect. Set Cursor Then
Set Cursor is not supported
Ret urnCode = 0
El sel f Funct Type = SecurelLogi nObj ect. TypeText Then
If (StrComp(Data, "@"', vbTextConpare) = 0) Then
Session. Transmt CR
El se
Session. Transnit Data
End |f
Session. Vit 0.1
Ret urnCode = 0
El sel f Funct Type = SecurelLogi nCbj ect. ScanFor Text Then
bResult = Session. Fi ndText (Data, Sessi on. ScreenTopRow, 0)
Ret urnCode = 0
If bResult = True Then
Ret urnCode = 1
End |f
El se
End of script
GoTo ErrorHandl er
End | f
Secur eLogi nQhj ect . Set Ret ur nCode Ret ur nCode
Wend
Er r or Handl er:
End Sub

The script should also work for Reflection 7. Reflection 6 and earlier versions require a different
Reflection script because these versions use Reflection Basic instead of VBA (Visual Basic for
Applications). If you require a script for Reflection 5.21, contact Novell Support (http://
support.novell.com).

To use Reflection for UNIX and Digital, you must add the Sub SecureLogin() script by using the
macro editor in Reflection. In addition to adding this macro, you must go to the macro editor, select
Tools > References, and check the check box titled vbabork2 1.0 Type Library.

If this option is not displayed, ensure that vbabork2.dll exists in the SecureLogin directory. If it
does not, re-install SecureLogin, making sure to select Terminal Launcher.

If the vbabork2 1.0 Type Library option displays, you must register it.
1 Open a DOS shell.
2 Enter r egsvr 32 followed by the path to vbabork?2.dll.
For example, enter
regsvr32 "C.\Program Fi |l es\ Secur eLogi n\ vbabork2.dl|"

A message should indicate that DIIRegisterServer succeeded.
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3 Add the reference to this module in Reflection as described above.

Only one session can be launched at a time using SecureLogin. To run the script, you must run the
SecureLogin script macro after the session has been opened. This can be done automatically in
Reflection by selecting Connect Macro from the Connection Setup menu.

By doing this procedure, the SecureLogin script macro will run every time the session is opened.
Without this procedure, you will need to manually run the script macro when you want to run the

script.

To run the script, you must set up the emulator in Terminal Launcher.

1 Launch Terminal Launcher, then click Edit Available Emulators. Set up the emulators as

usual, but set the HLLAPI type to None.

2 Select the emulator.

3 Type anything in the hllapi dll and HLLAPI Function boxes.

4 Click OK, then click Done.

Configuring Reflection 9 for UNIX and Digital

1 Open Reflection for UNIX and Digital.

2 Click Macro at the top of the screen, then select Visual Basic Editor.

3 After the editor loads, click Tools at the top of the screen, then click References.
4 Scroll to vbabord2 1.0 Type Library, then check the check box.

References - Projectlocal

Available References:

‘Wisual Basic For Applications -
Reflection For UNIX and Digital

OLE Automation

Microsoft Forms 2,0 Object Librar
vhahork? 1.0 Type Library
[] 145 Helper oM Component: 1.0 Type Librz
[] 185 RADIUS Prokocal 1.0 Type Libraey
["]AcrolEHelper 1.0 Type Library

[] &ctive 05 Type Library

[] Active Setup Contral Library

[ &ctiveMovie contral bype library

[[] Adobe SYia Viewer Type Library 2.0
[J &csutoProxy 1.0 Type Library

|_|IATL 2.0 Tvoe Library

4

.

+

Priority

+

(8.4

Cancel

Erowse, ..

[l

Help

—whbaborkz 1.0 Tvpe Library
Locaktian:

Language: Standard

C:YProgram Files\MovelliSecurel ogintvbaborkz, dil

5 Return to the main editor screen, then double-click This Session, which is on the far left of the

screen.
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Microsoft Yisual Basic - Untitled - [Thissession (Code)]

“Eﬂ Eile Edit Wiew Insert Format Debug Run Tools window Help

-0l x
-& %

]

=R = I Y T VAR R el

I(General}

j ||:I]eclaratinns)

BE|a

=& Project (Untitled)
=15 Reflection For UMIX and |
- ThisSessian

|Reﬂectinn for Session =]
Alphabetic ICategDrized I
Admitone True il
Alloww ]IS False

BllowlegacyCon 0
Allowacralnter True
AllowScriptInter ] ﬂ
AnsiScresnColor 3

Answerback

Aukoanswerbacl False
aukoFonktSize  True
AutoFormFeed  True
AotolineFeed  False
AutoRepeat True

A ikeSerall Trie ;I EI% ‘I I

6 Copy and paste the macro into the editor.

|

e

You can type text in the right pane of the screen. Type or copy and paste the following macro:

Sub SecureLogi n()
Di m Secur eLogi nObj ect As | SLBroker
Di m Ret ur nCode As Long
Dim Data As String
Dmtarg As Long
Di m Funct Type As Long
Dim CR As String
Dmtenp As String

Session.Wait 0.1 'The waits are necessary for the screen

to be updat ed.

Set SecurelLogi nCbj ect = New SLBroker

CR = Chr$(rcCR) ' Chr$(rcCR) = Chr$(13) =

Secur eLogi nOoj ect . LoadScri pt
VWiile (1 = 1)

Funct Type = 0

"retrieve command from VBABor k

Secur eLogi nCbj ect . Get Command Funct Type,

Control -M

targ, Data

I f Funct Type = SecureLogi nObj ect. Set Cursor Then

' SetCursor is not supported
Ret urnCode = 0

El sel f Funct Type = SecurelLogi nObj ect. TypeText Then
If (StrConp(Data, "@', vbTextConmpare) = 0) Then

Session. Transmt CR
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El se

Session. Transmt Data
End If
Session.Wait 0.1
ReturnCode = 0

El sel f Funct Type = SecurelLogi nObj ect. ScanFor Text Then

bResult = Sessi on. Fi ndText ( Dat a,
Sessi on. Scr eenTopRow, 0)
ReturnCode = 0
If bResult = True Then
ReturnCode = 1
End | f
El se
" End of script
GoTo ErrorHandl er
End If
Session.Wait 0.1
Secur eLogi nQbj ect . Set Ret ur nCode Ret ur nCode
Wend
Err or Handl er:
End Sub

7 Click File > Close, then click Exit to exit from the editor.

8 Click Open Connection at the top of the screen, then click Connection Setup.

This is where you set up the host name and protocol that you are connecting to the mainframe.

9 Click Connect Macro and browse to the macro you just created.

10 Open Tlaunch.exe, then click Edit Available Emulators > New.

This step creates a new emulator.

11 Select a VBA emulator type, then type the required settings.

¥BA Emulator Configuration |

E mulatar Path: IE:\F'n:ugram Files\Reflectionhrwin E"'l

Ermulator Sezszion File: IE:\F‘ngra”'lkHeerclion\User‘ﬂS ﬁl

OF. I Cahcel |

12 Create a script for the emulator to use.
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Using Password Policies

SecureLogin enables you to create a password policy and have SecureLogin enforce it. The policy
ensures that the values of the variables comply to certain rules governing their composition.
Although this feature is called “password policies,” these policies may be used on any variables,
not just password variables.

This section contains information about the following:
¢ “Creating a Password Policy” on page 145

¢ “Restricting Variables in Policy Scripts” on page 148

Creating a Password Policy

To create a password policy script, create a new script by using the user administration tool or
ConsoleOne™. The following procedure is for the user administration tool.

1 Right-click the SecureLogin icon on the system tray and then click Manage Logins.

2 Sclect the application that you will create the script for and then click Password Policies.

™ Securelogin - Manage Logins for CH=admin.D=heimaey. T=ISLAND !lil

Applization I Login Details I Paszword F'l:nliciesl

Application | Dezcription - Mew
= Al exe AlM. exe -
B 4RUSER.EXE ARUSER.EXE &l
B CCHM_GULEXE CCM_GULEXE
- - Delete |

B GRPWISE.EXE GRPWISE EXE

# http://dpz1.travelo...  hitp: Afdps] ravelocity, comdlognlogin, ot S ervic

# http:/fgmail.novell....  hitp: A¢gmail novell. com

f hittps: Aol fatbr...  hittpe /A fatbrain, com/ aspdactmgmtSigni. i
o

l |

3 (Conditional) Click New.

If you have already created a password policy that meets the requirements that you intend,
select it.
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™ Securelogin - Manage Logins for CH=admin.D=heimaey. T=ISLAND M= E3

Application | Login Detail:  Password Palicies

Pazzsword Policies |

devnetpol i
OneMetDoc Edit

Delete

)

ok I LCancel Help

4 Enter a name and then click OK.

For example, for the DevNet application, enter devnetpol instead of DevNet. Describe the
application but don’t use the same name used on the Login page.

The following graphic illustrates the dialog box for a new name:

Hew Password Policy

Fleaze enter a name for the new policy:

K Cancel | Help |

5 Select the new policy name, click Edit, type values, and then click OK.

The values allow you to set certain criteria or rules. For example, the password must be a
certain length and it cannot contain certain characters

The following figure illustrates values that you can enter:

Paszsword Policy - GroupWize Policy E

tlinimum password length:

k axinnuin paszword length:

Finirmum number of uppercasze letters:

1]

kA aminnuin number of uppercase letters:
[ Password must begin with a capital letter.

K LCancel Help | Advanced... |

6 (Optional) Set advanced policies.
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Click Advanced and type values.

The following figure illustrates the dialog box for advanced policies:

Advanced Pazsword Policy Settings - GroupWise Policy

Minimumn nurmber of lowerzaze letters:

M airnurn nurnber of lowercasze letters:

Minirurm nurmber of numerals:

 axinnunn number of numerals:

Finimum number of punctuation characters:

kM aximum number of punctuation characters:

FPazzword must not contain any of these characters:

[ Donat allow repeating characters. [ Case insensitive repeating characters.
[ Donat allow zequential characters. [ Case insenzitive to sequential characters.

[ Do nat allow duplicate characters. [ Case jnzensitive to duplicate characters.

oK

T

LCancel Help

The following characters satisfy the punctuation setting:

Character Character Name

Tilde or swung dash

Exclamation mark

@ “At”

# Hash or pound

$ Dollar

% Percent

A Caret

& Ampersand

* Asterisk
Space

() Parentheses

_ Underscore

+ Plus

Delimiter or delimiter bar

Hyphen
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Character Character Name

= Equals
\ Backward slash or backward diagonal
{} Braces or curly brackets
[1 Brackets
Colon
; Semicolon

Quotation mark

Single quotation mark

< Greater than

> Less than

? Question mark

/ Slash, diagonal, or slant
, Comma

Period or full stop

Grave or accent grave mark

Restricting Variables in Policy Scripts

To restrict a variable to a particular password policy script:
1 Select the script that contains the variable you want to restrict.
2 Add the following line at the top of the script:
RESTRI CTVARI ABLE vari abl e_name password_policy
To restrict multiple variables, you just need to add multiple RestrictVariable commands.

The variable name parameter can be a normal variable (for example, $Password) or a runtime
variable (for example, ?temp). This flexibility can be useful if you change a password by using a
runtime variable and then set a normal variable to the value of the runtime variable.

Adding the RestrictVariable command is all you need to do to ensure that a variable will comply
with the policy. The value entered will be rejected if it does not comply with the policy set for that
variable, regardless of whether the variable is being added or changed through SecureLogin or
through a script that is running.

If the value being changed by a user is not accepted, a message informs the user as to why the value
wasn’t permitted. If the value is being set through the ChangePassword command being run in
automatic (random) mode, the value generated will comply with the policy.

In some cases, a policy may be created where no acceptable values exist. When this occurs, an
error will be displayed when the ChangePassword command tries to generate a password.
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For more information on the RestrictVariable command, see RestrictVariable in SecureLogin
Script Commands.

Values will not be forced to comply with password policies if you use the SecureLogin SET
command to set them.

Example Password Policy Scripts

Example 1

Example 2

Example 3

MAXPASSWORDLENGTH 8
M NPASSWORDLENGTH 8
MAXPUNCTUATI ON 0

M NPUNCTUATI ON 0
MAXUPPERCASE 8

M NUPPERCASE 0
MAXLOWERCASE 8

M NLOWERCASE 0
MAXNUMERALS 8

M NNUMERALS 0

This password policy indicates that the password must be exactly 8 characters long and contain no
punctuation characters.

The password asdf4jBS is acceptable.

The password aasdf5$n is unacceptable because it contains a punctuation character.

MAXPASSWORDLENGTH 16
M NPASSWORDLENGTH 6
MAXPUNCTUATI ON 8

M NPUNCTUATI ON 0
MAXUPPERCASE 16

M NUPPERCASE 1
MAXLOWNERCASE 16

M NLOWNERCASE 0
MAXNUMERALS 16

M NNUMERALS 0

BEG NW THUPPERCASE
DI SALLONEDCHARACTERS @&

This password policy indicates that the password must be between 6 and 16 characters long. It
must contain at least one uppercase character. It can contain no more than 8 punctuation characters.
It must begin with an uppercase character, and it may not contain either the @ character or the &
character.

The password R48iv”’? is acceptable.

The password R487?- is unacceptable because it is less that 6 characters long.

MAXPASSWORDLENGTH 12
M NPASSWORDLENGTH 6
MAXPUNCTUATI ON 8

M NPUNCTUATI ON 0
MAXUPPERCASE 8
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M NUPPERCASE 0

MAXLOWERCASE 8

M NLOWERCASE 0

MAXNUVERALS 8

M NNUMERALS 0

NODUPL| CATECHARACTERS CASEI NSENSI T1 VE
POSI TI ONCHARACTER NUMERAL 3, 4,5

This password policy indicates that the password must be between 6 and 12 characters long. It can
contain no more than 8 of any character type (uppercase, lowercase, numeral, or punctuation). No
character may appear more than once in the paragraph, regardless of case. A numeral must appear
in at least one of positions 3, 4, or 5.

The password £54v9) Q is acceptable.

The password f5v) QF7 is unacceptable because it has no numeral in positions 3, 4 or 5, and the
letter F occurs in positions 1 and 7.
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Troubleshooting SecurelLogin

This section contains information on frequently asked questions.

For information on error codes, see “Error Codes for LDAP” on page 154 and Appendix C, “Error
Codes,” on page 173.

Changing the Startup Order

How can I change the startup order of applications? I placed an application in the Startup
folder, but SecureLogin doesn’t recognize it.

Answer: Most likely, a password protected application is starting before SecureLogin is initialized
and able to process login requests. Try one of the options in “Changing the Startup Order of
Applications” on page 87.

Entering a Passphrase

What’s a passphrase? After I set up SecureLogin, a dialog box instructs me to enter my
passphrase. However, the entry fields don’t let me know which box is the passphrase box.

Answer: Actually, SecureLogin has two passphrase components. The question that you enter is
the passphrase question. The answer that you provide is the passphrase answer. If someone
changes your password and tries to log in as you, that person must correctly answer the passphrase
answer to the passphrase question that displays at relogin.

If you encounter the passphrase question, just answer it. An additional dialog box will instruct you
to enter your NDS® or eDirectory password, so that you can log in. If appropriate, you can then
reset your password so that whoever reset it can’t log in as you.

Can’t Log In Again to a Web Site

After changing a SecureLogin password to match a Web site password, why can’t I log in to
the Web site?

Answer: Internet Explorer’s AutoComplete function can cause this problem. Disable
AutoComplete.

Scenario. While in disconnected mode, Rie successfully enters a SecureLogin username and
password for a Web site. Using a script at the Web site, Rie changes the password and then edits
the SecureLogin entry, so that the SecureLogin password matches the Web site. The single sign-
on login for the Web site now fails.

Rie disables Internet Explorer’s AutoComplete function and is able to log in.
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Troubleshooting Scripts for Web Sites

Script One

Script Two

What’s the best way to log in to Web sites?

Answer: Because SecureLogin recognizes a login panel on a Web page, the easiest method to
create scripts for Web sites is to use the popup wizard. The second option is to run the wizard
manually.

If for some reason you need to examine or modify scripts, you can use the following scripts to
enable most HTML Web sites to use SecureLogin. Script One works for more than 95% of HTML
Web pages.

Type $User nane
Type $Password password

The passwor d flag always follows the variable that contains the password.

If the first eight letters of a variable are passwor d, the password is masked. If the first eight letters
of a variable are not Passwor d, the entry is displayed normally, unless the Web page masks the
entry with asterisks.

The following table illustrates uses of the $password variable:

Command Variable Result

Type $password password Enters the value of the variable $password and displays
asterisks because the first eight letters of the variable are
password.

Type $juanspassword password Enters the value of the variable $juanspassword, but not
as asterisks, unless the Web page masks the entry with
asterisks.

Type $password4juan password Enters the value of the variable $password and displays
asterisks because the first eight letters of the variable are
password.

Type $User name #1
Type $Password #2
Cick #1

This script is also successful for Web sites. The parameter #1 instructs SecureLogin to enter the
value of the variable $password into the first (from top to bottom) entry field on the page.

HINT: If a Web page uses frames, “top to bottom” might not be obvious. In this case, try different numbers
until one works.

The parameter #2 instructs SecureLogin to enter the value of the variable $password into the
second entry file on the page.

Using the #1 parameter with the click command instructs SecureLogin which button on the page
to click.

The script submits automatically. If a problem occurs, use the following commands:
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+ Type \n
This option presses Enter.
* Type \n control position (for example, Type \n #1)

This option presses Enter for the specified button for field number. You can also try changing
the #1 to #2, #3, and so on to make sure that SecureLogin presses the correct button.

* Click control position (for example, Click #2)
¢ “Submit”

This option forces a submit.

For more information, see Click in SecureLogin Script Commands.

Logging in to Difficult Web Sites

Why is SecureLogin unable to log me in to some Web sites?

Answer: You might need to create a registry entry value.
1 Create a DWORD value in the registry called IELoggingMode.
Create this command under HKEY CURRENT_USER\Software\Protocom\SecureLogin.
2 Sct the DWORD value to 1.

When this value is turned on, no scripts will be run. However, when you go to any Web page,
this setting logs the messages that it receives. The log file gets saved as c:\IEPageTest.txt.
Information in the log file can help with difficult sites.

System Tray Icon Stays Active

Why does the SecureLogin icon remain active? I used the User Preferences page to turn off the
SecureLogin icon on the system tray. Then I refreshed the data.

Answer: This setting is only read at startup. After you restart your workstation, the system tray
won’t display the icon.

No Attribute Mapping Tab

Why can’t I locate the attribute mapping tab on the property page for the LDAP Group
object? I’m trying to map Protocom-SSO-entries to the existing Prot:SSO entry.

Answer: You probably haven’t installed the LDAP snap-in to ConsoleOne™. Download the snap-
in from Product Downloads (http://download.novell.com/filedist/PublicSearch).

1 In the Search for a Download section, search using Category.

2 From the Choose a Category drop-down list, select ConsoleOne Snap-ins.
3 From the Choose a Platform drop-down list, select NetWare.

4 Click Submit Search.

8 Under the eDirectory section, click Download.
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Error Codes for LDAP

Where can I find information about error codes for LDAP?

Answer: Get information from LDAP and NDS Integration (http://developer.novell.com/ndk/
doc_jldapunx.htm), in the Novell Developer Kit (NDK). Navigate to an option under LDAP
Server Return Codes:

* LDAP Client Return Codes
¢ LDAP Server Return Codes
+ LDAP Result Code Structure

Resolving Error -602

How do I fix error -602?

Answer: Error -602 is “No Such Value”. This is an NDS error code. Search on 602 (no -) at Novell
Support Knowledgebase (http://support.novell.com/search/kb _index.jsp).

Resolving Error -672

Why did I receive error -672? When I logged in for the first time, I entered a passphrase and
answer, but I couldn’t save the data to eDirectory™.

Answer: -672 is an NDS error: Access Denied. Most likely, Novell® SecureLogin tried to write
the passphrase information to the prot: * attributes but the user didn’t have sufficient rights. The
administrator needs to run the rights assignment part of schema.exe, which is typically located in
the c:\Program Files\novell\securelogin directory.

Resolving Error -1644

Why do I get error -1644 during installation?

Answer: You are probably installing on a Windows* 2000 workstation. To install the SecureLogin
client there, you must have Power User or Administrator privileges to the workstation.

Error Parsing Line

How do I resolve “Error parsing line”?
Answer: Put a Messagebox command between lines of the script.

If a script breaks down, SecureLogin typically displays “Error parsing line” to inform you that the
script isn’t working. However, occasionally the script breaks down even though there is no error
parsing a line. By putting the Messagebox command between lines of the script, you can see
exactly where the script stops functioning.

The following sample illustrates using the Messagebox command.

Type $user nane

Messagebox "This is the first nessage box after usernane"
Type $password

Messagebox "after password”
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Cick #1

Messagebox "after click#1"
Cick #2

Message box "after click#2"

If the message box with the text “This is the first message box after username” appears, you know
that the first line of the script executed successfully. To allow the script to continue to the next line,
click OK on the message box.

For more information, see MessageBox in SecureLogin Script Commands.

Program Conflict

What causes the Program Conflict message? During installation, I checked Start SecureLogin
Now. However, I get this message: “Unable to load all entry points from access library (ssman.dll).
Please check that it is in the path and the correct version.”

Answer: If the Program Conflict message appears during installation, Make sure that previous
Novell Single Sign-on software components have been uninstalled or otherwise removed from the
system.

Also, delete the following entries (if they exist) from the registry:
¢ HKEY LOCAL MACHINE\SOFTWARE\Novell\Single Sign-on
¢ HKEY_LOCAL MACHINE\SOFTWARE!\Passlogix
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Finding Control IDs and Offsets

This section provides information on the following:
+ “Finding Input and Output IDs” on page 157
+ “Finding Offsets” on page 165

Finding Input and Output IDs

Every option (for example, File and Edit) in an emulator’s menu has a unique Control ID number.
Terminal Launcher uses these IDs to simulate the selection of options.
Terminal Launcher uses

¢ The IDs of the Select All and Copy functions as the Output IDs

¢ The ID of the Paste function as the Input ID

To find these numbers, use Winspector, available at the Gipsysoft Web site (http://
www.gipsysoft.com/articles/winspector/), or Spy++, available from Microsoft’s developer Web
site.

This section explains how to use Winspector.

Setting Up Winspector
1 Run the emulator. Don’t close it.
In this example, the emulator is Quick32.

2 Run Winspector.
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I [=] B3

™ Winspector - Welcome to Winspector
File Edit ‘“iew \indow Help

| =D T ?

Window list i wWelcome bo Winspector Hi=] E
e} Click and drag to select a window... 1=
- PaylPallligs
Winspector
'f‘"':' 0001000C: #32769 _}F’ | The Uitimate Windows Spy Lty Yersion 1.0b Build 25

[ window L@ F'rcu:essl

* 'window O0BADTCE, class #32770, destroved. ;I
Window QO0ECTDE. clazs AfFrame0riewd2s, dest
Window Q00DO01EBE, clazs Button, destroped,
Window 00310244, clazs Button, destroped.
Window Q00EDZ5E, class Button, destroved,
Window 0TCEDZ21C, clazs Button, destrayed.
Window Q07E0162, class Static, destroyed.

Window 001 FO254, class Static, destroyed.

“Window 000A015E, class Static, destroped.
Window 00040158, class Static, destrayed.
Window 000D01D8, clazs #32770, destroyed.
Window 000A0T64, class Static, destrayed.
“window 00150184, class Edit, destroyed.

Class A 400000:2:10017:0: 30233
Hectangle 151,13, 781, 424

Size £00, 411

The colour at the cursor iz

RGE 212,208, 200

HEX 04,00, C8

HTML format #0400C5

ag

o
=

T~

Ready

3 Arrange the windows so that emulator window and Winspector window are both visible on
the screen.

4 Click and drag the Winspector icon to the title bar of the emulator, then release the mouse.

Class [uick 3270 C
Hectan@f. D.B96, 479hn  Transfer Macro  Settings  Help

Size H54, 474
= _yvenmpector - Welcome to Winspector 8/28/03 5:05:3

File Edit ‘Wiew \indow Help

= 0|2 B R
h*

1
{-I} Maow drag the mouse to select 2 window )
Winspector

FThe Ultinane Windows
Spy Uity
't iz wWinsnector?] {La

=- 0a01000C: #32769 i’
(-] 000CO0SE: BaseBar
-7 000D0064: BaseBar
(-] 00000106 BaseBar
[ o01A008C: tooltips_class3z
-] D00E0Z4C: Auko-Suggest Dropdown -
J | o
[ “window L@ F'rcu:essl

4

=

5 Verify that the title displayed on the emulator’s title bar is listed among applications in
Winspector’s Click and Drag To Select a Window pane.

Window 00170224, clags ToolChild, destroyed. a * :
Window 001E01AC, class ToolChid, destraped. =l ‘I Class  QHTM Window Cl.
windaow 001 6024E, class TaalChild, destraped. Rectangle £, 3,123, E0
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™ Winspector - Welcome to Winspector

File Edit ‘Wiew \indow Help

=02 5 %

{I} Click and drag to select a window...

™ Welcome to Winspector

Winspector %2

s DDOFO032: Toolbarindowsz
- 00180124: tooltips_dlass32
=S ko0140134: O

3 0014013 OleDdeWndCIass "DDE Server Window"
; [ 00120096 MainClass "956CES27"

[ D00901FO0; tooltips_class32

J |

The Uitimare Windows Wers
Spy Uity i

l‘w"hat iz Winzoector?l Late&t Wer

M windaw F'ru:u:e33|

* Lvfindowe D00B 0202, class Static, destroyed.
Window 00000204, clazs Static, destroped.
Wwindow Q00F0Z238, class Static, destroyed.
Window 0003071 C4, class Static, destroyed.

6 Right-click the emulator name, then click Messages.

™ \Yinspector - Welcome to Winspector
File Edit “ew ‘Window Help

= Class A 400000:8:10017:0: 201
I Rectangle 63, 49, 804, 574
Size 735,525
8728

=02 5 ?

EI} Click and drag to select a window. ..

™ Welcome ta

Winsp:

s 000FQ032; Toolbarwindow3z
1 00180124: toolkips_class32
) k0140134
1 oo14013C: OIeDdeWndCIass "DDE SEFvEr Wlnd(
-] 00120096: MainClass "956CE527"
----- M 000901F0; toalips_class3z
1] |
[ window Processl

% 'window OB EA, class DleMainT hreadw ndClass, destr
Window 00210122, clazs AfsFrameliviewd 2z, destroyed.
Window 001401 0C, class AfMDIFramed 2z, destroped.
window 0017008, clazs 32770, destroved.

Window 00200070, class AfFrame0ifiewd 2z, destroped.
Window 00120034, clazs Button, destroped.

“Window 001 20088, class Button, destroped.

Window 001FO03C, class Button, destroyed.

“Window 00370094, class Button, destroyed.

Window 00140054, class Static, destroyed.

“Window 00250130, class Static, destroyed.

“Window 00180048, class Static, destrayed.

The Liltintata
Spy Uity

Properties. ..
Refresh
v Show hidden windows
Highlight |
Bring window ko Fronk 1
Expand all windows gé
Expand this window T
v futomatically refresh EE
‘Wakch this window class. .. 0,
]

Edit window styles
Edit window extended styles

Slvwindow 00150234, class Static. destroved.

With the Messages window open, Winspector is ready to capture and log messages.
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001401 3A: {Quick3270) i

Window  Help
® I8, Welcome to Winspector =]
b a window... \ B Messages 001401 34: {Quick3... [H[=]
_ IEIREEE
arindow32 ;I 7
i5_rlass3z 5 LI
J |

3270 "Quick3270 -

lewndClass "DDE Server Window"
lass "956CESZT"

15 _class3z

e

tatic, destroped.
tatic, destrayed.
.atic, destroped.

bebim AmabrmomdA

[

x

Class Afe 400000 8:70071:0:2f07 23

Rectangle 63, 49, 804, 574
7R FIR

Ciza

7 Limit what Winspector captures and logs.

7a Right-click in the Messages window, then uncheck Show Return Values.

File  Edit

W Winspector - Messages 001401 3A: (Quick3270)

8728403 5:48:22¢

Yiew Message Window Help

= 0|2 5% %
st

i Welcome to Winspector

{I} Click and drag to select a window. .

B Messages 00140138

\

4|:

[ oo150124: taaltips_class3z
B no190134: Quick3270 "Quick3270 -

[ 001300E2: OleDdeWwndClass "DDE Server Window"
5 00190102: #43 "MCI command handling window" P
[ o0180044: toalkips_class32
-] 001500E0: toolkips_class32

Hide Wr_TIMER messages
Toggle highlight

M window I_Q F'n:ncessl

Toggle auto-expand

) return values

* v Filter messages
Edit message filker. ..

Clear message Filter

Clear

v Automatically scroll
Pause

Lookup on Google. ..

7b Right-click in the Messages window, then click Edit Message Filter.
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essages 0014013A: (Quick3270)
Message ‘Window Help

8/28/03 5:55:44pm &

| ?

raqg to select a window, ..

I0EZ: CleDdewndClass "DDE Server \Window" ﬂ
1102 #43 "MCI command handling window"
1044: tooltips_class32 —

IDEQD: tooltips_class3z
1150 tooltips_class3z

1044 tooltips_class32 i
| 3|

l Process I

® Welcome to Winspector
\ B Messages 0014013A: {Qu

B %8s

= witd_NOTIFY
# = ‘wM_TIMER
=l =" itd TIMEE |
Hide Ww_TIMER messages
Toggle highlight
Toggle auto-expand
v Show return values

v Filter messages

Y2, clazs AfskdDIFramed2s, destroped. :I
"a, clazs $#32770, destrayed.

Th, clazs AfwFramelriewd2s, destroyed.
A8, clasz Button, destroped.

&6, clazs Button, destroped.

‘BE, clazs Button, destroped,

B4, class Button, destroped.

94, clazs Static, destroped.

AL, clazs Static, destroyed.

*4E, class Static, destroped.

‘56, clazs Static, destroped.

70, class H32770, destroyed.

Edit message Filker. ..

Clear messaqe filker

Clear

v fAutomatically scrall
Pause

b ol R R R T R B

I Lookup on Google. .

7c From the Edit Message Filter Window, click Filter All.

Edit message filter

The left list Lieneric |

The left lizt iz pour

current filter. Remove Wh_ACTIVATE -
itemz by double-clicking WM:;‘-‘-.CTIVATEAF’F’

an them. Wi_aCTMATETOPLEWEL

The night list

On the right are the
meszzages relevant to
the current window
type. Select the class
of window meszage
uzing the tabg and then
double-click on them tao
add them to the list on
the left.

if you make changes
wou don't wizh to keep
then press cancel.

Once you are done
prezz OK to apply the
filker to the cumment
MEegTage window,

W_APPCOMMAND
wW_ASKCBFORMATMNAME
wi_CAMCELJOURNAL
‘w_CAMCELMODE
W_CAPTURECHANGED
‘wM_CHANGECECHAIN
Wh_CHANGELISTATE
wM_CHAR
W_CHARTOITEM
wM_CHILDACT IWATE
WM_CLEAR

‘wi_CLOSE
w_COMMAND
‘wh_COMMANDHELF
w_COMMMNOTIFY
W_COMPACTING
‘w_COMPAREITEM
W_COMTEXTMENL

wM_LOeY =
Filter nohe | Filter all |
0K I Cancel |
A

When all messages are filtered, Winspector rejects all messages. The Messages window
won’t be cluttered with unwanted messages.
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Edit message filter

The left list

The left lizt iz pour
current filter. Remove
iterns by double-clicking
oh then.

The right list

On the right are the
meszzages relevant to
the current window
tupe. Select the class
of window meszage
uzing the tabs and then
double-click on them to
add them to the list on
the left.

if you make changes
wou don't wigh o keep
then press cancel.

Once you are done
prezz OK to apply the
filker to the cumment
meszzage window,

wid_ACTIVATE

il _ACTIVATEAPP

Wi _ACTIVATETOPLEVEL
Wt _APPCOMMAND

it _ASKCBFORMATNAME
witd_CANCELJOURMAL
it _CAMCELMODE
witd_CAPTURECHAMGED
‘witd_CHAMNGECBCHAIMN
witd_CH&NGEUISTATE
wihd_CHAR
witd_CHARTOITEM

il _CHILDACTIVATE
wid_CLEAR

wid_CLOSE

‘it _COMMAND
witd_COMMANDHELP
wftd_COMMMOTIFY
wtd_COMPACTIMNG

it _COMPAREITEM
witd_CONTEXTMENU
it _COFY
witd_COPYDATA
witl_CREATE
witd_CTLCOLORBTH
Wwi_CTLCOLORDLG

wih_CTLCOLOREDIT
Wwikd CTICT ARLISTRAS

-

[

Generic |

Filter nohe | Filter all I

OF. | Cancel |

i

7d Scroll to and double-click WM_COMMAND, then click OK.

Edit message filter

The left list

The left lizt iz pour
current filter. Remove
iterns by double-clicking
oh then.

The right list

On the right are the
meszzages relevant to
the current window
tupe. Select the class
of window meszage
uzing the tabs and then
double-click on them to
add them to the list on
the left.

if you make changes
wou don't wigh o keep
then press cancel.

Once you are done
prezz OK to apply the
filker to the cumment
meszzage window,

WM_ACTIVATE
wWM_ACTIVATEAPF
\wiM_ACTIVATETOPLEVEL
WM_APPCOMMAND
wM_ASKCBFORMATHAME
WwiM_CANCELJOURNAL
\wM_CaNCELMODE
“wM_CAPTURECHANGED
\wM_CHAMGECECHAIN
\wM_CHANGEUISTATE
\wM_CHAR
\wM_CHARTOITEM
wM_CHILDACT WATE
\wM_CLEAR

wM_CLOSE
‘wiM_COMMAMDHELF
“wid_COMMMNOTIFY
‘wM_COMPACTING
\w_COMPAREITEM
‘wM_COMTEXTMENLU
\wM_COPY
WM_COPYDATA,
\wM_CREATE
wWM_CTLCOLORETH
\wM_CTLCOLORDLG
wM_CTLCOLOREDIT

wih_CTLCOLORLISTEO
Wwikd TTI O ARMEERO

-

Generic |

w_COMMAND

Filter nohe | Filter all |
0K I Cancel |

i
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Viewing Control ID Numbers

1 (Conditional) From the emulator’s Edit drop-down list, click Select All.

If the emulator doesn’t have a Select All option, skip this step.

U Que ks B A&

LI L TR T TH [T [T, T

e

ol

o

" ntHu u=e w - ol T

2 In Winspector’s Messages window, expand WM_COMMAND.

D134: (Quick3270) [_ O]

u  Help

L _L¥ll's veicome to Winspector M =]

Jow... ‘.‘ W Messages 0014013A: (Quick3... [H[=]
= BT

lass "DLDE Server Window" ;I 7 J | %D|D£Igliﬂt|l3iﬂ:

wnrmand handling window" = 2 H = :I

a7 | F =p 040000030 J

32 <l = 00000030

32 ‘bl COMMAND

332 Cade: 4104

E—

lestroyed.
destroved.

3 View the Control ID.

x
|- Class fi 400000 5:10071:0: 290267

Winspector uses the Code line to display the control ID. In this example, the control ID for

Select All is 4104.

4 Find the Control IDs for the Copy and Paste functions by repeating Step 1 through Step 3.

5 Configure Terminal Launcher by adding the Control IDs.
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Using Alternatives to Control ID Numbers

In the following situations, use an alternative to Control ID numbers:

¢ Anemulator doesn’t have standard Control IDs. Either no IDs are present or all functions have
the same ID.

¢ The Control IDs in the Terminal Launcher configuration don’t work.

* You don’t have access to software such as Winspector or Spy++ to find the Control IDs.

The alternatives simulate keyboard shortcuts that achieve the same outcome. The keystrokes that
you simulate depend on the keyboard shortcuts. The following tables lists the typical shortcuts:

Function Keyboard Shortcut
Copy Ctrl+C
Paste Ctrl+V
Select All Ctrl+A

For example, if the Select All Control ID 64 and the Copy Control ID 50 don’t work with Terminal
Launcher, try any of the following alternatives in the Output IDs text box.

Alternative One

\Al't+E, S, VA t+E, C

This output simulates the following:
* AIt+E (displays the Edit menu list)
* S (selects Select All)
¢ AIt+E (brings up the Edit menu list)
* C (selects Copy)

Keys are not case sensitive.

Alternative Two

\Crl+a,\Crl +c

This output simulates the following:
+ Control+A (a keyboard shortcut for Select All)
¢ Control+C (a keyboard shortcut for Copy)

Alternative Three
\Alt+e,\|40,\]40,\N,\Al t+e,\N
This output simulates the following:
* AIt+E (displays the Edit menu list)
+ Down-arrow

+ Down-arrow (scrolls down to Select All)
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+ Enter (selects Select All)
* AIt+E (displays the Edit menu list)
+ Enter (selects Copy)
All of these alternatives might or might not work with particular emulators. They will all need

customizing to suit the emulator. You can adapt the alternatives to suit any requirement (for
example, selecting other menu items).

Finding a Terminal Launcher configuration, including finding alternatives to the Control IDs,
requires trial and error, which becomes easier with experience.

When you use alternatives, the increased number of steps slows the Terminal Launcher process
slightly.

Finding Offsets

Advanced Generic emulators don’t have a Select All function. To compensate, you must gather
information by dragging-and-dropping across the emulator’s screen, from the top-left corner to the
bottom-right corner of the display area. Therefore, you need to know the offsets, so that you begin
dragging at the correct location. Otherwise, the drag-and-drop process might cause unexpected
behavior (Drag your tool bar or window off the screen, close an application, resize your desktop...).

You can easily find offsets required for Advanced Generic emulators by using nslfinder.exe.
Download this utility from Novell’s Support Web site (http://support.novell.com/servlet/
filefinder?name=nslfinder.exe).

To find offsets:

1 Open the emulator, then open nslfinder.exe.

Advanced Generic Offset Finder E

— Usage:

Step 1: Launch emulator

Step 2: Place the cursar at the top left of the emulator window
Step 3 Prezs CTRL-LEFT ARROMW

Step 4: Place the cursaor at the top left of the emulators text area
Step B: Press CTRL-RIGHT aRROW

Step B: Copy the calculated offzet to TLaunch il

— Stark: End: Offeet:

Cloze

2 Place nslfinder’s cursor in the top left corner of the emulator’s window.
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4 (A) TELNET () : PowerTerm Interconnect Demo/32

Edit Terminal Communication Sessions  Options  Script Help

3 Type Ctrl+Left-arrow.
Nslfinder pastes the value into the Start text box.

Starlt—————— ~End————— [ Offseb——
L 35835973 L %

4 Place nslfinder’s cursor in the upper left corner of the emulator’s text pane.

= (A) TELNET () : PowerTerm Interconnect Demo/32
File Edit Terminal Communication Sessions Options  Script Help

B P el & & (@B $6 3 €

5 Type Ctrl+Right-arrow.

Nslfinder pastes the end value of the emulator’s tool bar and menu areas into the End text box
and pastes the offset numbers into the Offset text box.

Stat————— (End————— [ Offssh———
[| 3583,5973 [| 364712117 (| B4.5144

Cloze |

6 Copy the offset values into Terminal Launcher’s Output Offsets text box.
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Advanced Generic Emulator Configuration

“Program FileshMetT erminetierm ere =
11001

11002

E4.5144

MetTermClazs
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Finding HLLAPI Types

This section provides information on the following:
+ “Using Header Files” on page 169
+ “Using Dependency Walker” on page 169

Using Header Files

If the emulator has an accompanying .h file, search it to find the HLLAPI function. The function
might be named hllapi, HLLAPI, or some variation. The following figure illustrates the hllapi
notation in the .h file for Quick3270:

WORD WINAPI hllapi (LPWORD, LPSTER, LEWORD, LPWORD): hd
1| | 3

Using Dependency Walker
Dependency Walker (depends.exe) can help you configure terminal emulators for SecureLogin’s
single sign-on functionality.

NOTE: Dependency Walker doesn’t work with 16-bit HLLAPI emulators.

Dependency Walker is available from the Dependency Walker Web site (http://
www.dependencywalker.com).

1 Run depends.exe.
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: Dependency Walker
File ‘iew ©Options Help

A AN G e R e = RE T ERE. A =R = w7

For Help, press F1 é

2 Click File > Open, then navigate to and open the hllappi.dll file.

Look for a .dll file with the name "HLLAPI" (or some variation) in it. For example, the file
for Quick3270 is QHLLAPI.DLL, found in the c:\Program Files\Quick3270 directory.

- pependency Walker - [Hllapi32.dil]

B File Edit Yiew Options Profile  \Window Help

ch |G | Gd B | & o) |

""" FI | ordinal ~

e () REMISC.OLL
b (3 RBROM.DLL
..... O] msvcRT.OLL
..... O UsER3z.DLL
..... O] KERMEL3Z.DLL

----- O oLEsz.OL KN
----- 1 oOLEAUT3Z.OLL E Ordinal ~
----- O] RPCRT4.DLL o] 1 {00
----- [l ADvAPIZZ.OLL ] 2 (000

E7] 3 (0=0C

3 In the function exports window, scroll through the exports until you locate "hllapi".

The hllapi.dll file contains many HLLAPI functions. Use Dependency Walker to identify the
HLLAPI initialization function or entry point. Typically, this function is called hllapi, Hllapi,
Winhllapi, or WinHIllapi. Look for some variation of hllapi.

As the following figure illustrates, the export function displayed for Quick3270 is hllapi.
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- Dependency Walker - [Hllapi3z.dil] =] E3

B File EBdit Wiew OCptions Profile  Window  Help 18]l
SH e R oE[E Sy RBEM N
= [ HLLAPI3Z.DLL Pl | crdinal ~ | Hirt | Function | Ent
b (3) REBMISC.DLL
- (%) REROM.DLL
] mMswcRT.DLL
[ UsER32.DLL l | i
- [ kERMELZ2.OLL E | ordinal~ Hint Function N
- [ olEsz.oL 41 (0x0029) | 46 (0x00Z2E) | HLL_StopKeystrokelntercept
[ oLEAUT3Z.DLL 42 (000281 | 47 (0x002F) | HLL_ WSt
- @ RPCRT4.DLL 43 (0x002E) HLL_ it et
] aDvaPI3z.DLL 1064
(=] 101 (0x0065) WD_ConnectPs
102 (0x0066) | 64 (0x0040) | WD_DisconnectPS -
i ool

4 Enter this function type in Terminal Launcher’s HLLAPI Function text box.

HLLAPI Emulator Configuration

E mulator Path: ||

Home Directon: I

HLLAPI DLL: |

HLLAP! Functior: |

=]|

.E' E.E'

b

=
=

.2

B

Sezzion Files:

o]

Cancel |

Add |
Delete |

The function is case sensitive. For example, if the function is Hllapi and you enter hllapi, the

emulator won’t work.
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Error Codes

This section contains error codes for SecureLogin.

For help with error codes that provide possible causes along with actions you can take, see “Error
Codes with Tips” on page 173.

For a list of error codes that require help from Novell Technical Services, see “Getting Help from
Novell Technical Services” on page 191.

For information on error codes for LDAP, see LDAP and NDS Integration (http://
developer.novell.com/ndk/doc_jldapunx.htm) in the Novell Developer Kit (NDK). Navigate to an
option under LDAP Server Return Codes. For example, select LDAP and NDS, select LDAP
Return Codes, then select LDAP Server Return Codes.

Error Codes with Tips

-102 BROKER_NO_SUCH_ENTRY

Possible Cause:  You tried to load a script or variable that doesn’t exist. For example, you set up Terminal Launcher
to run from a shortcut or to run a particular script, but the script doesn’t exist.

Action:  Check that the name of the script is actually defined is SecureLogin. Verify that the name is the
same as specified in the script editor.

-103 BROKER_INVALID_CLASS_CREATED

Possible Cause: ~ You are running an earlier version. SecureLogin is trying to create a new version of the script data
format that was stored in NDS.

Action:  Upgrade the older SecureLogin client to the new client. Install the latest SecureLogin software.

-104 BROKER_CREATE_CLASS_FAILED
Possible Cause:  The SecureLogin client has run out of memory.

Action:  Free up some memory. Try again later.

-107 BROKER_ENTRY_NOT_FOUND
Possible Cause:  You tried to load a script or variable that doesn’t exist.

Action:  Check that the name of the script is actually defined is SecureLogin. Verify that the name is the
same as specified in the script editor.

-109 BROKER_SCRIPT_BUFFER_ALLOC_FAILED

Possible Cause: ~ The SecureLogin client has run out of memory.
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Action:

Free up some memory. Try again later.

-112 BROKER_NO_SUCH_VARIABLE

Possible Cause:

Action:

You are trying to use an undefined variable. Because SecureLogin isn’t prompting you for the
variable, data has become unusable, or some other situation is preventing the software from
working as expected.

Call Novell Technical Services.

-114 BROKER_PRIMARY_NOT_AVAILABLE

Possible Cause:

Action:

You are not logged in to the Directory. You are using the offline cache. Therefore, some Directory
functions can’t be performed. (For example, you can’t change your passphrase.)

Log in to the Directory.

-116 BROKER_HEADER_DATA_CORRUPT

Possible Cause:

Action:

Action:

Data isn’t available. You might have had a customized build for your site but have installed a
standard version of SecureLogin, or have gone from a standard version to a customized build for
your site.

Delete the local cache file and try again.

Call Novell Technical Services.

-123 BROKER_CACHE_PASSWORD_INCORRECT

Possible Cause:

Action:

You have tried to log in from offline mode, but the password you entered does not match the
expected password from the local cache. Typically, the offline password is the passphrase answer.
However, if you have installed the NMAS module, the passphrase can be the passphrase answer
or your current NDS or eDirectory password.

Enter the correct passphrase answer or Directory password.

-129 BROKER_ENTRY_LIST_NOT_NULL

Possible Cause:
Action:

Action:

The software is not working as intended.
Delete the local cache file and try again.

Call Novell Technical Services.

-131 BROKER_SYM_LIST_NOT_NULL

Possible Cause:

Action:

Memory is not being handled as expected.

Call Novell Technical Services.

-138 BROKER_SYMBOL_DATA_CORRUPT

Possible Cause:
Action:

Action:

SecureLogin is unable to use the data in the local cache file or in the Directory.
Delete the local cache file and try again.

Call Novell Technical Services.
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-140 BROKER_SCRIPT_DATA_CORRUPT
Possible Cause: ~ SecureLogin is unable to use data in scripts.
Action:  Delete the local cache file and try again.

Action:  Call Novell Technical Services.

-166 BROKER_INVALID_DES_KEY
Possible Cause: ~ Hex strings are invalid. The DES_KEY variable requires hexadecimal (0-9, A-F) numbers.

Action:  Make sure that the DES_KEY variable contains only hexadecimal numbers.

-167 BROKER_INVALID_DES_OFFSET
Possible Cause:  Hex strings are invalid. The DES _OFFSET variable requires hexadecimal (0-9, A-F) numbers.
Action:  Make sure that the DES_OFFSET variable contains only hexadecimal numbers.

-168 BROKER_DESKEY_NOT_FOUND

Possible Cause:  You tried to generate a one-time password for a platform. However, you haven’t defined the
DES _KEY variable.

Action:  Create the DES KEY variable.

-169 BROKER_DESOFFSET_NOT_FOUND

Possible Cause:  You tried to generate a one-time password for a platform. However, you haven’t defined the
DES_OFFSET variable.

Action:  Create the DES OFFSET variable.

-171 BROKER_CACHE_FILE_OPEN_FAIL

Possible Cause:  SecureLogin tried to read or write to the offline cache. However, SecureLogin is unable to open
the cache file.

Action:  Assign rights so that the specified user has rights to the cache directory.

-174 BROKER_CACHE_SAVE_FAILED
Possible Cause:  SecureLogin tried to save data to the offline cache but is unable to.

Action:  Assign rights so that the specified user has rights to the cache directory.

-175 BROKER_CACHE_SECRETS_INCORRECT

Possible Cause:  The offline cache password is incorrect. The key that is being used to decrypt the cache file is not
the key that the cache file was encrypted with.

Possible Cause:  After logging in as a user and creating a cache file, you went to another workstation, reset your
passphrase, and logged in. You receive this error when you return to the original workstation.

Action:  Delete the cache file.

-176 BROKER_PUBLIC_KEY_READ_FAILED

Possible Cause: ~ SecureLogin is unable to read the public key from NDS or eDirectory.
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Action:  Troubleshoot NDS or eDirectory.

-179 BROKER_RTVALUE_DOES_NOT_EXIST
Possible Cause:  You tried to read a runtime variable that has not been defined.

Action:  Check the script. Make sure that the variable has been set before it is read or used as a command.

-180 BROKER_DS_VARIABLE_NOT_READ

Possible Cause:  You used one of the % variables to read a Directory attribute, but SecureLogin can’t read the
variable.

Action:  Make sure that you have spelled the attribute name correctly.

Action:  Troubleshoot NDS or eDirectory.

-181 BROKER_WRONG_PASS_PHRASE
Possible Cause:  You entered the wrong passphrase.
Possible Cause:  You tried to change your passphrase but typed it incorrectly.

Possible Cause:  You enabled a preference relating to SecureLogin’s hand icon. You double-clicked the hand icon
but typed the passphrase incorrectly.

Action:  Enter the passphrase correctly.

-190 BROKER_NO_AUTH_DATA_FOUND

Possible Cause:  Although the Prot:SSO Entry attribute has data, the Prot:SSO Auth attribute was blank. Someone
deleted the Prot:SSO Auth attribute.

Action:  Delete the Prot:SSO Entry attribute. SecureLogin creates these attributes the next time that you run
SecureLogin.

-192 BROKER_UNABLE_TO_INSTANTIATE
Possible Cause: A module (for example, WinSSO) has tried to connect to the Combroker but is unable to.

Action:  If you are using Windows 95, make sure that you have the latest DCOM update, or reinstall
Internet Explorer. For other platforms, reinstall SecureLogin.

-199 BROKER_ERROR_COMMAND_NOT_HANDLED
Possible Cause: A script parser encountered an unrecognizable command.
Action:  Make sure that you have spelled the command correctly.

Action:  Make sure that the If/EndIf blocks match.

-201 BROKER_UNEXPECTED_END_OF_SCRIPT

Possible Cause:  If/EndIf or Repeat/EndRepeat blocks don’t match. SecureLogin reached the end of the script
without finding an expected EndIf or EndRepeat command.

Action:  Check the script. Make sure that If/EndIf and Repeat/EndRepeat blocks match.

176 Securelogin Administration Guide



-211 BROKER_ENTRY_ALREADY_IN_LIST
Possible Cause:  You tried to add a script or variable, but a script or variable with that name already exists.

Action:  Use a different name for the script or variable, or use the script editor to rename the existing script
or variable.

-217 BROKER_ARG_NUM

Possible Cause:  In script language, each command expects a certain number of arguments. You have used either
too few or too many arguments for a given command.

Action:  Check the documentation for that command. Make sure that you are passing to the command the
correct number of arguments.

-219 BROKER_NOT_A_NUMBER
Possible Cause:  The script language was expecting a decimal number, but characters other than 0-9 appeared.

Action:  Remove incorrect characters.

-220 BROKER_HLLAPI_FUNCTION_NOT_FOUND

Possible Cause:  In the Terminal Launcher configuration, you specified a HLLAPI.DLL and the name of the
function in that .dll. The name of the function cannot be found in the .dll.

Action:  Using the Novell SecureLogin Configuration Guide for Terminal Emulators, check the
configuration for the emulator. Make sure that you typed the HLLAPI function correctly.

-222 BROKER_HLLAPI_DLL_LOAD_FAILED
Possible Cause:  Terminal Launcher was unable to load the HLLAPI.DLL that you specified.
Action: ~ Make sure that the path and file that you entered for the .dll are correct.

Possible Cause:  The HLLAPIL.DLL for that emulator is looking for other .dll files that don’t exist or haven’t been
installed for that emulator. You have probably chosen the wrong .dll file or have specified the
wrong HLLAPI function (for example, HLLAPI or WinHLLAPI). Find the correct .dll and
function.

You can use Microsoft* Spy++ to find Input and Output IDs.

Action:  Check the vendor’s documentation for information about that emulator.

-224 BROKER_ERROR_DURING_WINHLLAPICLEANUP
Possible Cause:  Terminal Launcher has called the WinHLLAPI cleanup function for a WinHLLAPI emulator.

Action:  Check the vendor’s documentation for information about that emulator.

-225 BROKER_CANNOT_FIND_WINHLLAPISTARTUP_FUNCTION_IN_DLL

Possible Cause:  In the Terminal Launcher configuration, you incorrectly specified that the emulator is a
WinHLLAPI emulator.

Action:  Using the Novell SecureLogin Configuration Guide for Terminal Emulators, check the
configuration for the emulator. Specify the correct emulator type.
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-226 BROKER_ERROR_DURING_WINHLLAPISTARTUP

Action:  Check the vendor’s documentation for information about that emulator.

-227 BROKER_CANNOT_FIND_WINHLLAPICLEANUP_FUNCTION_IN_DLL

Possible Cause:  In the Terminal Launcher configuration, you incorrectly specified that the emulator is a
WinHLLAPI emulator.

Action:  Using the Novell SecureLogin Configuration Guide for Terminal Emulators, check the
configuration for the emulator. Specify the correct emulator type.

-228 BROKER_BUTTON_NOT_FOUND

Possible Cause:  For a Windows single sign-on application, no button exists for the control ID that you specified.
For example, if you specified Click #3, no button exists for control ID 3.

Action:  Specify the correct control ID number for the button.

-230 BROKER_SETPLAT_FAILED
Possible Cause:  The regular expression that you supplied in the SetPlat command is invalid.

Action:  Check the syntax of the regular expression that you provided.

-231 BROKER_AUTH_CANCEL
Possible Cause:  The software is not working as intended.

Action:  Call Novell Technical Services.

-232 BROKER_UNABLE_TO_START_PROGRAM
Possible Cause: ~ The Run command was unable to find and start the requested program.

Action: ~ Make sure that the executable program exists and that the path is correct.

-236 BROKER_CHANGEPASSWORD_INVALID_VARIABLE_SYNTAX

Possible Cause:  One of the parameters that you pass to the ChangePassword command must be a variable. The
parameter that you provided is not a variable.

Action:  Specify a variable.

-237 BROKER_MAD_COMMAND_SET_INVALID_VARIABLE_SYNTAX

Possible Cause:  The first parameter that you pass to the Set command must be a variable. The parameter that you
provided is not a variable.

Action:  Specify a variable.

-239 BROKER_POLICY_SCRIPT_ARG_NUM
Possible Cause: ~ One of the commands in a password policy script has too few or too many arguments.

Action:  Include the correct number of arguments.
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-240 BROKER_VALID_CHARS_OUTNUMBERED

Possible Cause: A password is unable to satisfy a password policy because the maximum number of allowable

characters is less than the minimum number of allowable characters.

Action:  Set the maximum number of a particular class of characters to a greater number than the minimum

number of specified allowable characters.

-241 BROKER_PASSWORD_LOGIC_ERROR

Possible Cause:  You have incorrectly set up a password policy. No password can satisfy all the settings.

Action:  Work through each restriction in the password policy, making sure that one restriction doesn’t

contradict another restriction in the policy.

-242 BROKER_EXCEPTION_CHARACTER_FOUND
Possible Cause:  You entered a password that contains a character that isn’t allowed.

Action:  Use allowable characters in your password.

-243 BROKER_PASSWORD_TOO_SHORT
Possible Cause:  You entered a password that doesn’t have enough characters.

Action:  Provide enough characters in your password.

-244 BROKER_PASSWORD_TOO_LONG
Possible Cause:  You entered a password that has too many characters.

Action:  Type the correct number of characters.

-245 BROKER_INSUFFICIENT_UPPERCASE_CHARS
Possible Cause:  You entered a password that has too few uppercase characters.

Action:  Use the specified number of uppercase characters in your password.

-246 BROKER_TOO_MANY_UPPERCASE_CHARS
Possible Cause: ~ You entered a password that has too many uppercase characters.

Action:  Use the specified number of uppercase characters in your password.

-247 BROKER_INSUFFICIENT_LOWERCASE_CHARS
Possible Cause:  You entered a password that has too few lowercase characters.

Action:  Use the specified number of lowercase characters in your password.

-248 BROKER_TOO_MANY_LOWERCASE_CHARS
Possible Cause:  You entered a password that has too many lowercase characters.

Action:  Use the specified number of lowercase characters in your password.

-249 BROKER_INSUFFICIENT_PUNCTUATION_CHARS

Possible Cause:  You entered a password that has too few punctuation characters.
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Action:  Use the specified number of punctuation characters in your password.

-250 BROKER_TOO_MANY_PUNCTUATION_CHARS
Possible Cause:  You entered a password that has too many punctuation characters.

Action:  Use the specified number of punctuation characters in your password.

-251 BROKER_INSUFFICIENT_NUMERALS
Possible Cause:  You entered a password that has too few numerals.

Action:  Use the specified number of numerals in your password.

-252 BROKER_TOO_MANY_NUMERALS
Possible Cause:  You entered a password that has too many numerals.

Action:  Use the specified number of numerals in your password.

-253 BROKER_NT_FILE_TRAITS_OP_NOT_IMPLEMENTED
Possible Cause:  The software is not working as intended.

Action:  Call Novell Technical Services.

-256 BROKER_UNABLE_TO_GET_NT_CACHE_DIR
Possible Cause:  You are using NT 4 Domains mode, but you haven’t defined or mapped a Homedrive.

Action:  Log in as the user to determine whether the Homedrive and Homepath variables are set. If the
variables are not set, use the NT domain administrative tools to set them.

-257 BROKER_UNABLE_TO_CREATE_NT_CACHE_DIR
Possible Cause:  The user didn’t have rights to create a directory on the user’s Homedrive.

Action:  Grant the user rights to the directory.

-259 BROKER_MUST_BEGIN_WITH_UPPERCASE
Possible Cause:  You entered a password that didn’t begin with an uppercase character.

Action:  Type an uppercase character at the beginning of the password.

-261 BROKER_ENTRY_SRC_OBJECT_MISMATCH

Possible Cause:  You are using a platform other than NDS or eDirectory and have moved an object. The Directory
object that you are reading entries from is not the Directory object that the entries were saved to.

Action:  Manually copy and paste the scripts between the objects.

-262 BROKER_CACHE_FILE_INCORRECT_VERSION
Possible Cause:  The cache file that you are trying to load was created by a later version of SecureLogin.
Action:  Use the version of SecureLogin that created the cache file.

Action: Install the latest version of SecureLogin.
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-264 BROKER_DDE_CONNECT_FAILED
Possible Cause: ~ Terminal Launcher couldn’t connect to a specified DDE emulator.

Action:  Make sure that the emulator launched correctly and the emulator’s DDE support is turned on.

-265 BROKER_DDE_DISCONNECT_FAILED

Action:  Refer to the vendor’s documentation.

-266 BROKER_NT_FILE_STORAGE_SAVE_FAILED

Possible Cause:  Using NT 4 Domains mode, the user was unable to save to the equivalent of a cache file in the
Home directory.

Action:  Grant the user rights so that the user can write files to the Home directory.

-269 BROKER_NOT_A_PASSWORD_POLICY_COMMAND
Possible Cause: ~ An invalid command was used in a password policy.

Action:  Make sure that the command is spelled correctly.

-271 BROKER_PASSWORD_UNACCEPTABLE
Possible Cause:  The password didn’t meet requirements as specified in password policies.

Action:  Enter the password correctly.

-273 BROKER_MSTELNET_OPERATION_NOT_SUPPORTED
Possible Cause:  The generic emulator can’t support a particular operation (for example, SetCursor).

Action:  For generic emulators, don’t use the command.

-279 BROKER_EMULATOR_LAUNCH_FAILED

Possible Cause:  In Terminal Launcher, you can configure the path to the executable that will run. However, the
specified executable is unable to run.

Action:  Make sure that the path to the emulator is correct.

-280 BROKER_UNABLE_TO_CREATE_EMULATOR

Possible Cause: ~ You have specified an invalid terminal type in TLAUNCH.INI (or the Terminal Launcher
configuration).

Action:  Specify the correct terminal type.

-281 BROKER_INVALID_CHARACTER_FOUND_IN_PASTE_ID_LIST
Possible Cause: A comma doesn’t separate decimal numbers for input and output control IDs.

Action:  For generic emulators, you must specify a set of input and output control IDs. Use a comma to
separate decimal numbers.

-282 BROKER_INVALID_CHARACTER_FOUND_IN_COPY_ID_LIST

Possible Cause: A comma doesn’t separate decimal numbers for copy IDs
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Action:  For generic emulators, you must specify a set of copy control IDs. Use a comma to separate
decimal numbers.

-283 BROKER_UNABLE_TO_READ_TLAUNCH_INI
Possible Cause:  SecureLogin is unable to read the TLAUNCH.INI file because the file has been deleted.
Action:  Create a blank TLAUNCH.INI file.
Action:  Create a default TLAUNCH.INI file by reinstalling SecureLogin.

-284 BROKER_NO_TERMINAL_TYPE_DEFINED
Possible Cause:  The TLAUNCH.INI file contains an error. The terminal type for the emulator has not been defined.

Action:  Using Terminal Launcher, specify a terminal type for the emulator.

-290 BROKER_FILE_LOAD_FAILED

Possible Cause:  You don’t have enough rights to convert an earlier TLAUNCH.INI file to a later format, read an
earlier TLAUNCH.INI file, or create a new TLAUNCH.INI file.

Action:  The network administrator must assign necessary rights.

-293 BROKER_NO_EXTENDED_TREES_FOUND

Possible Cause: ~ The SecureLogin schema extensions to NDS or eDirectory haven’t been installed on any of the
NDS trees that you are connected to.

Action:  Extend the schema by running SCHEMA .EXE.

Action:  Connect to an NDS or eDirectory tree that has the SecureLogin schema extensions.

-294 BROKER_SETPLAT VARIABLE_MUST_BE_RUN_TIME

Possible Cause:  The first argument to a SetPlat argument can be a variable. If it is a variable, it must be a runtime
variable. The variable used is not a runtime variable.

Action:  Make the first argument a runtime variable.

-295 BROKER_ERROR_CONDITIONAL_COMMAND_NOT_HANDLED
Possible Cause:  SecureLogin doesn’t handle text in the second part of an If command.

Action:  Make sure that the command is one listed and documented in the Novell SecureLogin
Administration Guide.

-298 BROKER_RAW_MODE_MUST_BE_SECOND_ARG
Possible Cause:  For the Click command, you have placed the -X and -Y arguments before -Raw.

Action:  If you use -Raw, place it as the first argument.

-299 BROKER_DISALLOWED_REPEATS_EXIST
Possible Cause:  You have tried to use repeated characters in a password, but a password policy doesn’t allow them.

Action:  Avoid repeated characters.
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-300 BROKER_DISALLOWED_SEQUENTIALS_EXIST

Possible Cause:  You have tried to use sequential characters in a password, but a password policy doesn’t allow
them.

Action:  Avoid sequential characters.

-301 BROKER_DISALLOWED_KEYBOARD_ADJACENTS_EXIST
Possible Cause: ~ You entered a password that has an unacceptable sequence of characters.

Action:  Enter an approved sequence of characters.

-303 BROKER_CHARACTER_NOT_IN_REQUIRED_POSITION
Possible Cause:  You entered a password that doesn’t have a character in a required position.

Action:  Enter the password correctly.

-308 BROKER_BAD_POSITION_ARGUMENT

Possible Cause: ~ While calling a SetCursor command, you tried to move the cursor to an invalid position (for
example, out of the terminal session’s boundary).

Action:  Specify a valid position.

-309 BROKER_ERROR_CONVERTING_POSITION
Possible Cause:  The conversion from -X and -Y coordinates for the SetCursor command has failed.

Action:  Specify the -X and -Y coordinates for one offset from the top left-hand corner of the screen.

-310 BROKER_NOT_A_WRITEABLE_VARIABLE
Possible Cause:  You tried to save a new value to type of variable that can’t be written to.

Action:  Use a runtime or normal variable.

-314 BROKER_COPY_BACKUP_FAILED

Possible Cause:  When SecureLogin begins to update the cache file, SecureLogin first copies the current cache file
to a file with the same name but uses the extension.GOOD. SecureLogin was unable to copy the
file. The .GOOD file is already open because another process is using it.

Action:  Close the process and try again.
Possible Cause:  You don’t have rights to create files in the directory.

Action:  Ask the administrator to assign you rights to the directory.

-315 BROKER_GOTO_LABEL_ALREADY_DEFINED
Possible Cause:  You have used a GoTo command, but the label that you directed it to has already been used.

Action:  Remove the second label command.

-316 BROKER_GOTO_LABEL_NOT_DEFINED

Possible Cause: ~ You have used a GoTo command, but the label that you directed it to hasn’t been defined.
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Action:  Define the label.

-317 BROKER_INCORRECT_DATABASE_VERSION

Possible Cause:  The version of SecureLogin that you are using doesn’t handle the version of SecureLogin that is
stored in NDS or eDirectory.

Action:  Upgrade to the latest version of SecureLogin.

-318 BROKER_DIRECTORY_CRC_DOES_NOT_MATCH

Possible Cause: ~ Whenever SecureLogin stores an entry in NDS or eDirectory, SecureLogin employs a redundancy
check. If the redundancy check doesn’t match when SecureLogin reloads the entry, the data in
NDS or eDirectory is unusable.

Action:  Troubleshoot NDS or eDirectory.

-319 BROKER_DISALLOWED_DUPLICATES_EXIST
Possible Cause: ~ You entered a password that has unacceptable duplicate characters.

Action:  Enter the password correctly.

-320 BROKER_GOTO_LIST_ASSERTION
Possible Cause:  The software is not working as intended.

Action:  Call Novell Technical Services.

-321 BROKER_SUBROUTINE_NOT_DEFINED
Possible Cause: A Call command is calling a subroutine that hasn’t yet been defined.

Action:  Define the subroutine.

-325 BROKER_ENTRY_MUST_HAVE_NON_NULL_KEY
Possible Cause:  You tried to add a script or variable that is a blank string.

Action:  Provide a name for the script or variable.

-326 BROKER_VARIABLE_REQUIRED

Possible Cause: ~ Some commands (for example, ReadText) require a variable to copy the data that they are
returning to. The argument must be a variable but isn’t.

Action:  Change the argument to a variable.

-327 BROKER_OBJECT_NOT_FOUND
Possible Cause: ~ LDAP or Active Directory* can’t locate the User object in NDS or eDirectory.
Action:  Troubleshoot NDS or eDirectory.

-328 BROKER_ADS_MEMORY_FAILURE
Possible Cause: ~ The Active Directory library was unable to allocate memory.

Action:  Close one or more applications and try again.
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-329 BROKER_ADS_ERROR_GETTING_ATTRIBUTE
Possible Cause: ~ Although data exists in Active Directory, SecureLogin is unable to read the data.

Action:  Troubleshoot Active Directory.

-330 BROKER_ADS_INSUFFICIENT_RIGHTS_TO_DELETE

Possible Cause: ~ When you removed a script, SecureLogin tried to delete part of an attribute from Active Directory.
However, you are unable to delete the attribute because you don’t have sufficient rights to Active
Directory.

Action:  The administrator must assign sufficient Active Directory rights for each user so that the user can
modify SecureLogin attributes.

-331 BROKER_ADS_ERROR_DELETING_VALUE
Possible Cause:  Active Directory was unable to delete a value.

Action:  Troubleshoot Active Directory.

-332 BROKER_NO_PASSWORD_FIELD_VARIABLE_IN_SCRIPT

Possible Cause: A Web script must have at least one Type command that has “password” as the second argument.
The following lines illustrate a typical script:

Type $User nane
Type $Password Password.

However, the script has no Type command followed by the Password attribute.

Action:  Add a Type command followed by the Password attribute.

-333 BROKER_REGEX_GET_REPLACE_STRING_FAILED

Possible Cause:  On the RegSplit command, the string that you are running through the regular expression didn’t
match.

Action:  Change the regular expression.

-335 BROKER_REGEX_COMPILE_FAILED
Possible Cause:  The syntax of the regular expression was incorrect.

Action:  Revise the syntax of the regular expression.

-336 BROKER_DIRECTORY_AUTH_DATA_CORRUPT
Possible Cause:  There is a problem with the Prot:SSOAuth data attribute.

Action:  Call Novell Technical Services.

-340 BROKER_UNKNOWN_DATABASE_VERSION
Possible Cause: ~ You are using an earlier version of SecureLogin.

Action:  Upgrade to the latest version of SecureLogin.

Error Codes 185



-349 BROKER_UNABLE_TO_FIND_SESSION_FILE
Possible Cause:  Terminal Launcher couldn’t find a session file for an emulator.

Action:  Configure Terminal Launcher to have the correct path to the file for the emulator session.

-350 BROKER_ERROR_NO_INDEX
Possible Cause:  You started using indexes in a Web script. For example, on the first line you typed the following:
Type $Usernanme #1

Later in the script, you used a Type command without #2 (or another number). You have mixed
index mode and non-index mode.

Action:  Either use index mode or non-index mode. Don’t mix the two modes.

-353 BROKER_RECURSIVE_SCRIPT_INCLUDE_DETECTED
Possible Cause: ~ While using the Include command, you included a script twice.

Action:  Only include a script once.

-354 BROKER_NETWORK_PASSWORD_INCORRECT

Possible Cause: ~ You have turned on the option to prompt the user of the network password before the user can
access options on the system tray. The user entered an incorrect password.

Action:  Enter the correct password.

-356 BROKER_INVALID_CHARACTER_FOUND_IN_STARTUP_ID_LIST

Possible Cause:  For generic emulators, you specify the startup control ID. A comma must separate a list of
numbers. You have used a character other than a comma.

Action: Remove unacceptable characters.

-361 BROKER_NMAS_DLL_NOT_AVAILABLE
Possible Cause:  SecureLogin can’t load the DLL file for NMAS, for use with the AAVerify command.
Action:  To use features for AAVerify, install NMAS.

-362 BROKER_NMAS_LEGACY_RELOGIN_NOT_FOUND
Possible Cause: ~ SecureLogin couldn’t find the NMAS relogin function in the DLL for NMAS.
Action:  Install the latest version of NMAS.

-363 BROKER_STANDARD_VARIABLE_REQUIRED
Possible Cause:  The command requires a $ variable. However, you provided a ? variable.

Action:  Provide a $ variable.

-365 BROKER_LDAP_INIT_FAILED
Possible Cause:  The initialization of the LDAP SSL layer failed.
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-372 BROKER_ACCESS_IS_DENIED
Possible Cause: ~ For LDAP, you don’t have rights to the part of the Directory that you are trying to access.

Action:  Grant users the correct rights.

-373 BROKER_HLLAPI_CONNECT_FAILED
Possible Cause:  Terminal Launcher was unable to connect to the emulator

Action:  Make sure that the emulator has HLLAPI enabled.

-375 BROKER_NOT_RUNNING_NT
Possible Cause:  Although you aren’t running NT, you tried to use a feature that is only available through NT.

Action:  Don’t use that feature unless you are running NT.

-380 BROKER_HLLAPI_NOT_CONNECTED_TO_PS

Possible Cause:  Terminal Launcher tried to use a HLLAPI function. However, the HLLAPI DLL is not connected
to the emulator presentation space.

Action:  Make sure that Terminal Launcher is set up correctly with the emulator.

-381 BROKER_HLLAPI_SPECIFYING_PARAMETERS_ERROR
Possible Cause:  Incorrect parameters were given to a command that uses a HLLAPI function.

Action:  Contact Novell Technical Services.

-382 BROKER_HLLAPI_INVALID_PS_POSITION

Possible Cause: ~ An attempt was made to move the cursor or read text from an invalid (out of bounds) position on
the emulator presentation space.

Action:  Correct the positioning parameter in the script.

-383 BROKER_HLLAPI_SYSTEM_ERROR
Possible Cause: ~ Terminal Launcher is not configured correctly for the emulator.

Action:  Make sure that Terminal Launcher is set up correctly with the emulator and that the emulator
correctly supports HLLAPI.

-384 BROKER_HLLAPI_PS_BUSY_ERROR
Possible Cause: A HLLAPI function is being called while the emulator presentation space is unavailable.

Action: ~ Make sure that the emulator is not being used by other HLLAPI applications.

-385 BROKER_HLLAPI_INPUT_REJECTED
Possible Cause: ~ The emulator rejected an attempt to input data into the emulator presentation space.

Action:  Make sure that the emulator presentation space is not locked.

-386 BROKER_HLLAPI_ERROR_QUERYING_SESSIONS

Possible Cause: ~ SecureLogin is unable to query available HLLAPI sessions.
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Action:  Make sure that Terminal Launcher is set up correctly with the emulator.

-387 BROKER_LAST_NDS_USER_NOT_FOUND

Possible Cause: ~ The last NDS or eDirectory user, as stored in the registry, could not be read for use in an NMAS
login.

Action:  Make sure that the last NDS or eDirectory user is stored correctly in the registry.

-388 BROKER_LAST_NDS_USER_UNWORTHY

Possible Cause: ~ The last NDS or eDirectory user, as stored in the registry, was not in the correct format. An NMAS
login was unable to use the format.

Action:  Make sure that the last NDS or eDirectory user is stored correctly in the registry.

-389 BROKER_NMAS_DISCONNECTED_LOGIN_NOT_FOUND
Possible Cause: NMAS disconnected login function not found in NMAS.DLL.
Action:  Make sure that the correct NMAS.DLL is installed.

-390 BROKER_LDAP_SSL_INIT_FAILED
Possible Cause:  SecureLogin could not initialize the LDAP SSL libraries.

-391 BROKER_LDAP_SSL_ADD_CERT_FAILED

Possible Cause:  SecureLogin could not open the certificate you supplied for LDAP over SSL. Either the file
doesn’t exist or it is in the incorrect format.

If the certificate file specified ends in .DER, SecureLogin uses Distinguished Encoding Rules
(DER) format. Otherwise SecureLogin uses B64 format.

Action:  Make sure that the path to the certificate is correct and that it is in DER format.

-392 BROKER_BUILTIN_VARIABLE_NOT_FOUND
Possible Cause: A built-in variable such as ?sysversion was not found.

Action:  Make sure that the variable name is correct.

-393 BROKER_SCRIPT_NOT_PURELY_INDEXED

Possible Cause: ~ While working with Web modules, you mix indexed and non-indexed commands. For example,
you typed the following:

type $usernane #1
type $password

Action:  Make sure that all commands use indexes, or remove all indexes. See “-350
BROKER ERROR NO INDEX” on page 186.

-394 BROKER_LDAP_PASSWORD_INCORRECT
Possible Cause:  The password supplied to login to LDAP was incorrect.

Action:  Check the password.
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-395 BROKER_LDAP_USER_NON_EXISTENT
Possible Cause:  The username that you used to log in to LDAP does not exist.

Action:  Make sure that the username exists in the Directory and that the LDAP context is correct.

-396 BROKER_LDAP_SERVER_DETAILS_INCORRECT
Possible Cause: ~ One or more of the LDAP server parameters supplied was incorrect.
Action:  Check the LDAP server address and port number.

Action:  Make sure that the LDAP server you are connected to is running.

-399 BROKER_DIVIDE_BY_ZERO_IS_BAD

Possible Cause:  Using the Divide command, you attempted division by zero.

-400 BROKER_WRONG_SECTION_NAME
Possible Cause: ~ You manually edited a wizard-generated script.

Action:  When editing a script, don’t edit the specially generated comments. Only edit the actual
commands. If this error occurs, you will no longer be able to use the wizard for that script.

-401 BROKER_INVALID_GLOBAL_WIZARD_CONFIG
Possible Cause:  You manually edited a wizard-generated script.

Action:  When editing a script, don’t edit the specially generated comments. Only edit the actual
commands. If this error occurs, you will no longer be able to use the wizard for that script.

-402 BROKER_LDAP_ATTRIBUTE_DOES_NOT_EXIST_IN_SCHEMA

Possible Cause:  You are running LDAP on eDirectory, but you have not correctly mapped the LDAP attributes.

Action:  Check your LDAP attribute mappings. See “Before Installing SecureLogin with LDAP” on
page 21.

Possible Cause:  You are running LDAP on a platform other than eDirectory. However, the schema is not extended

for that platform.
Action:  Extend the LDAP schema.

-403 BROKER_AAVERIFY_DLL_NOT_AVAILABLE
Possible Cause:  SecureLogin was unable to load SL_ AAVERIFY.DLL.
Action:  Make sure that you have the correct DLLs installed for AAVERIFY.

-404 BROKER_AAVERIFY_FUNCTION_NOT_FOUND
Possible Cause:  You are using the incorrect version of SL_ AAVERIFY.DLL.
Action:  Check the version of SL_AAVERIFY.DLL.

-405 BROKER_AAVERIFY_CONSISTENCY_FAILURE
Possible Cause:  You are using the incorrect version of SL__AAVERIFY.DLL.

Error Codes

189



Action:  Check the version of SL__ AAVERIFY.DLL.

-406 BROKER_AAVERIFY_ERROR
Possible Cause:  You are using the incorrect version of SL__ AAVERIFY.DLL.
Action:  Check the version of SL_ AAVERIFY.DLL.

-410 BROKER_NOT_A_STRING_ATTRIBUTE

Possible Cause:  You are using % variables, but the attribute you are reading is not a plain string attribute
(SYN_CE_STRING or SYN_CI_STRING on eDirectory).

Action:  Check the schema a definition of the attribute to confirm that the syntax is SYN_CE_STRING or
SYN_CI_STRING.

-411 BROKER_LDAP_INVALID_DN_SYNTAX
Possible Cause:  The format of your LDAP username was invalid.

Action:  Check the format of the username that you entered.

-412 BROKER_INVALID_OPTION_COMBINATION

Possible Cause: ~ An invalid combination of options was passed to a script command. For example, you passed -
right and -raw to the Click command.

Action:  Review the documentation for the script command.

-413 BROKER_AAVERIFY_SLOGIN_DOES_NOT_EXIST

Possible Cause: S AAVERIFY.DLL generates these errors. There is a problem connecting to the SecureLogin
server.

Action:  Troubleshoot service location problems by reviewing documentation on SecureL.ogin Advanced
Authentication.

-414 BROKER_AAVERIFY_ERR_SLOGIN_NOT_RUNNING

Possible Cause: ~SL__AAVERIFY.DLL generates these errors. There is a problem connecting to the SecureLogin
server

Action:  Troubleshoot service location problems by reviewing documentation on SecureLogin Advanced
Authentication.

-415 BROKER_AAVERIFY_ERR_LOAD_LIB_SLPAM

Possible Cause:  SL__AAVERIFY.DLL generates these errors. There is a problem connecting to the SecureLogin
server.

Action:  Troubleshoot service location problems by reviewing documentation on SecureLogin Advanced
Authentication.

-416 BROKER_WI_GETEXENAME_ERR
Possible Cause:  The wizard was unable to retrieve the executable name for the window you selected.

Action:  For this application, don’t use the wizard.
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-417 BROKER_ADS_PUT_OCTET_INSUFFICIENT_RIGHTS
Possible Cause:  You do not have sufficient rights to ADS to perform the current operation.

Action:  Ask the ADS administrator to assign you additional ADS rights.

-418 BROKER_ADS_CLR_OCTET_INSUFFICIENT_RIGHTS
Possible Cause:  You do not have sufficient rights to ADS to perform the current operation.

Action:  Ask the ADS administrator to assign you additional ADS rights.

-423 BROKER_ERROR_INITIALIZING_DATA_STORES

Possible Cause: ~ SecureLogin was unable to initialize either the primary or secondary datastore.

-424 BROKER_UNABLE_TO_LOAD_SLOTP_DLL

Possible Cause: ~ SLOTP.DLL could not be loaded. This DLL is required for synchronizing one-time passwords to
LDAP directories.

Action:  Review documentation for one-time passwords.

-425 BROKER_LDAP_NO_SUCH_ATTRIBUTE
Possible Cause:  You have used a % variable on LDAP. However, the requested attribute does not exist.

Action:  Check the spelling of the attribute name against the LDAP schema.

-426 BROKER_SYS_VARIABLE_NOT_AVAILABLE

Possible Cause: A system variable (for example, ?syspassword) was requested but was not available. SLINA.DLL
or SLNMAS.DLL must be correctly installed for these variables to function.

Action:  Make sure that either SLINA.DLL or SLNMAS.DLL is installed.

-430 BROKER_MUST_BE_CALL_OR_GOTO
Possible Cause: ~ When using the OnException command, the second parameter must be either Call or GoTo.

Action:  Check the script documentation for OnException.See OnException/ClearException in
SecureLogin Script Commands.

Getting Help from Novell Technical Services
Most likely, you won’t see the following error codes. If you do encounter one, call Novell
Technical Services.
+ -101 BROKER NO MORE_COMMANDS
-105 BROKER REMOVE_ENTRY_ FAILED
-106 BROKER_UPDATE_GET ENTRY FAILED
-110 BROKER NO MORE PLATFORMS
-111 BROKER NO _MORE_ VARIABLES
-120 BROKER _INVALID PREF DATA TYPE
-121 BROKER _PREFERENCE DATA CORRUPT

*

*

*

*

*

*
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*

-122 BROKER TARGET ENTRY LIST NOT LOADED
-129 BROKER _ENTRY LIST NOT NULL

-130 BROKER _ENTRY LIST NULL

-132 BROKER SYM LIST NULL

-141 BROKER PREF_INVALID

-142 BROKER_SET PREF_INVALID

-173 BROKER_ NO_MORE_CACHE FILE DATA

-177 BROKER PUBLIC_KEY HAS CHANGED

-195 BROKER FILE TRAITS OP NOT IMPLEMENTED
-196 BROKER DUMMY_OP NOT IMPLEMENTED

+ -200 BROKER END OF SCRIPT

+ -206 BROKER BREAK BLOCK

+ -207 BROKER_END_SCRIPT NOW

+ -210 BROKER CORPORATE MOD ABORTED

+ -213 BROKER NDS OP NOT IMPLEMENTED

+ -214 BROKER UNABLE TO GET CURRENT OU

+ -221 BROKER_HLLAPI OBJECT UNINITIALZED

+ -223 BROKER _HLLAPI OBJECT ALREADY INITIALIZED
+ -231 BROKER AUTH_CANCEL

+ -234 BROKER FREE PLATFORM SCRIPT NULL PTR

+ -235 BROKER _VBA LOGIN_INTERFACE NOT IMPLEMENTED
+ -253 BROKER NT FILE TRAITS OP NOT IMPLEMENTED
+ -260 BROKER NO DATA STORES LOADED

+ -263 BROKER DDE LOGIN INTERFACE NOT IMPLEMENTED
+ -285 BROKER_EMULATOR_INFO NOT FOUND

+ -286 BROKER RELOAD NOT ENABLED

+ -287 BROKER TERMINAL CONNECT TRY AGAIN

+ -289 BROKER_ WRONG_OBJECT TYPE

+ -292 BROKER DLL NOT_INITIALIZED

+ -297 BROKER PARSER _ELSE_STATEMENT FOUND

+ -311 BROKER_RUN_SCRIPT AGAIN

+ -312 BROKER _NO _OU_PERIOD FOUND

+ -320 BROKER_GOTO_LIST ASSERTION

+ -322 BROKER UNABLE TO FIND PASSWORD FIELD

+ -323 BROKER PASSWORD FIELD STYLE NOT SET

+ -324 BROKER WEB ACTION NOT SUPPORTED

*

*

*

*

*

*

*

*

*
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-337 BROKER_DES_KEY NOT_SET

-338 BROKER_DES _INVALID BLOCK_LEN

-339 BROKER_INVALID ENCRYPTION TYPE

-341 BROKER USER KEY NOT SET

-343 BROKER _PRIMARY KEY DECRYPT FAILED

-344 BROKER_SECONDARY KEY DECRYPT FAILED
-345 BROKER MERGE_WRONG _ENTRY TYPE

-348 BROKER PASSWORD RESET DETECTED

-352 BROKER_AUTH_DATA INCORRECT

-355 BROKER_USER_ABORTED LOAD PROCESS

-357 BROKER_ERROR_REG_CACHE_NO_DETAILS

-358 BROKER ERROR REG CACHE SAVE FAILED
-359 BROKER_ERROR_REG_CACHE_SPLIT

-360 BROKER_PASSWORD VARIABLE NOT ALLOWED
-364 BROKER_LDAP_LOGIN_CANCELLED

-367 BROKER_REG_AUTH_CACHE_MISMATCH

-368 BROKER_LDAP_TOKEN_DELETED

-369 BROKER_CRED_LIST NOT NULL

-370 BROKER _CRED LIST NULL

-371 BROKER_ NO MORE_CRED_SETS

-374 BROKER DUPLICATE ENTRIES EXIST

-376 BROKER._WINNT CACHE AUTH REG FAILED
-377 BROKER_WINNT_CACHE_AUTH_REG_WRONG_USER.
-378 BROKER_INVALID PIPE_STRING FOUND

-379 BROKER_HEX_LENGTH_INCORRECT

-398 BROKER_WIZ CP_WRONG_SCRIPT TYPE

-408 BROKER DES KEY DATA CORRUPT

-409 BROKER_OPERATION_ABORTED BY USER

-420 BROKER _SLAASSO ERR_CRYPTO KEY NOT SET
-421 BROKER_SLAASSO _ERR_UNKNOWN_DATA.

-422 BROKER_SLAASSO OUT OF _MEMORY

-427 BROKER_USERNAME_UNSUITABLE FOR _READING SLINA CREDS
-428 BROKER NO EXCEPTION HANDLER DEFINED
-429 BROKER EXCEPTION RAISED

Error Codes
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Documentation Updates

This section contains new or updated information on installing and managing Novell®
SecureLogin. The information is new since SecureLogin 3.0.3.

This documentation is also provided on the Web in two formats: HTML and PDF. The HTML and
PDF documentation are both kept up-to-date with the documentation changes listed in this section.
See SecureLogin 3.0 (http://www.novell.com/documentation/lg/securelogin30/index.html).

If you need to know whether a copy of the PDF documentation you are using is the most recent,
check the date that the PDF file was published. The date is in the Legal Notices section, which
immediately follows the title page.

New or updated documentation was published on the following dates:
* “November 21, 2002 on page 196
¢ “January 6, 2003” on page 196
¢ “January 28, 2003” on page 197
+ “March 21, 2003 on page 197
¢ “May 1, 2003” on page 197
¢ “October 31, 2003” on page 197
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November 21, 2002

Location Change

“Providing Preset Added these topics.
Passphrase Questions” on

page 65

“Allowing Users to Enter
Passphrase Questions” on
page 66

“Using a Customized
Prompt to Change a
Passphrase Question” on
page 66

“Using a Passphrase Policy”
on page 67

“Copying, Exporting, and
Importing SecurelLogin
Settings” on page 68

“Setting Up Multiple Logins
for an Application” on
page 85

“Changing the Startup Order
of Applications” on page 87

“Using Terminal Launcher Updated the Using SecurelLogin Terminal Launcher section to include

With Non-HLLAPI- information on Reflection 9.
Compliant Emulators” on

page 139

Configuration Guide for Added information on 15 emulators.

Terminal Emulators

Script Commands Updated the Commands chapter and moved it to a separate document
(Script Commands).

January 6, 2003

The following updates were made in this section:

Location Change

“Using Login Watcher” on Added this topic.
page 89

“Lotus Notes” on page 16 Updated the information

“Including Applications for
Detection” on page 98.

196 Securelogin Administration Guide



January 28, 2003

The Support for Mainframes topic, which mentioned OS/390, was removed from the Overview
section. Novell SecureLogin 3.0 doesn’t have an OS/390 component.

March 21, 2003

The following updates were made in this section:

Location

Change

Chapter 4, “Adding
Applications for Single Sign-
On,” on page 55

Appendix A

Added this chapter, to provide details about adding Windows applications
and Web pages for single sign-on.

This appendix was deleted. The information on terminal emulation is in
Configuration Guide for Terminal Emulators.

May 1, 2003

The following updates were made:

Location

Change

“Before Installing
SecureLogin with LDAP” on
page 21

Replaced an incorrect graphic that referred to the Prot:SSO Entry attribute.
Also corrected information on copying a Trusted Root certificate.

October 31, 2003

Location

Change

“Setting Up Multiple Logins
for an Application” on
page 85

Chapter 8, “Setting Up
Terminal Emulation,” on
page 117

Appendix A, “Finding
Control IDs and Offsets,” on
page 157

Appendix B, “Finding
HLLAPI Types,” on
page 169

Revised this topic to correct a documentation defect.

Revised the chapter to include information on how to set up emulators by

type (HLLAPI, WinHLLAPI, generic, advanced generic).

Added this appendix.

Added this appendix.
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