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About This Guide

This guide for network administrators provides information on the following:
¢ Chapter 1, “Overview: Single Sign-On,” on page 11
¢ Chapter 2, “Managing SecureLogin,” on page 19
¢ Chapter 3, “Using SecureLogin,” on page 63
¢ Chapter 4, “Using Login Watcher,” on page 83
+ Chapter 5, “Working with Terminal Emulators,” on page 85
¢ Chapter 6, “Troubleshooting SecureLogin,” on page 113
+ Appendix A, “Prebuilt Scripts,” on page 125
¢ Appendix B, “MS Terminal Server and Citrix MetaFrame Environments,” on page 127

¢ Appendix E, “Error Codes,” on page 145

Additional Documentation

For documentation on installing SecureLogin or migrating secrets from earlier versions, see the
Nsure SecureLogin 3.51 Installation Guide.

For documentation on scripting commands and example scripts for applications, see the Nsure
SecureLogin 3.51 Scripting Guide.

For documentation on terminal services, see the Nsure SecureLogin 3.51 Terminal Services
Guide.

For documentation on configuring Terminal Launcher for selected terminal emulators, see Nsure
SecureLogin 3.51 Configuration Guide for Terminal Emulation.

For documentation on Novell® SecretStore®, see the Novell SecretStore 3.3.0 Administration
Guide.

Documentation Updates

For the most recent version of the Novell SecureLogin 3.51 Administration Guide, see
SecureLogin (http://www.novell.com/documentation) at the Novell Documentation Web page.

Documentation Conventions

In this documentation, a greater-than symbol (>) is used to separate actions within a step and items
within a cross-reference path.

A trademark symbol (®,TM, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.
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Overview: Single Sign-On

This section provides information about the following:
+ “SecurelLogin As a Solution” on page 11
¢ “Understanding SecureLogin” on page 12

* “What’s New” on page 18

SecurelLogin As a Solution

Novell® SecureLogin’s single sign-on technology eliminates the need for users to remember their
usernames and passwords beyond their initial network login. Single sign-on stores the usernames
and passwords that each user needs and then automatically enters them for the user when required.

Single sign-on increases productivity because users no longer need to enter usernames and
passwords. The computer does it for them. As a result, single sign-on greatly reduces the number
of calls to help desks concerning forgotten passwords.

Novell SecureLogin is comprised of multiple integrated security systems that provide
authentication and single sign-on to networks and applications throughout an organization. The
goals are to provide a single entry point to the corporate network and its resources for users,
increase security, and improve compliance with corporate security policies.

The separate single sign-on modules (components) of SecureLogin are designed for generic
Windows*, Internet, and terminal emulator applications. SecureLogin's unique modular design
allows it to be compatible with most new applications.

Security is an important feature of SecureLogin. SecureLogin stores all user credentials encrypted
in the directory (Novell eDirectory™, Active Directory*, and other LDAP-compliant directories)
and optionally caches details in an encrypted format on the local workstation. The only user who
can unlock the encrypted data is the user that the details are stored for. For example, a network
administrator with all rights is not able to view or use a user's password credentials.

SecureLogin is easy to use. Wizards, corporate scripts, predefined applications, and eDirectory
enable you to centrally configure SecureLogin for use in the corporate network. SecureLogin
includes a workstation administration tool that allows users to view their single sign-on details
and, if you permit them to, add new applications and Web sites for single sign-on.

Locally encrypted caching enables SecureLogin to maintain single sign-on integrity for all mobile
and remote users, regardless of network connectivity. If you permit them to, mobile users can
update their single sign-on credentials when disconnected from the network and later update the
directory with these details when the users are next attached.

Because SecureLogin is a directory-enabled product, users can

+ Log in from anywhere and get the same capabilities as if they were at their own desks.

Overview: Single Sign-On 11



+ Log in and log off quickly, because they only authenticate to the directory, not to Windows
itself.

+ Roam the enterprise, logging into several different machines during the day.

+ Work on a notebook or laptop in a disconnected mode, because their login credentials are
saved to a local, encrypted cache.

* Securely use a shared, kiosk-type workstation, where many people log in temporarily for
quick work and then log out.

Understanding SecurelLogin

SecurelLogin Architecture

SecureLogin is a suite of applications for authentication and single sign-on. As the following
figure illustrates, it includes components for both client and server:

e — ETETD
S

Windows Applications
‘Web Applications Workstation
'

Citrix or Terminal ._L_'
— SecretStore eDirect
server Applications /" \_—_ & — ory
—w
om0 semen |
‘_r—" Client
1
eDirectory, NDS or an
Terminal Emulator Optional LDAP v3 Compliant Directory
Sessions Encrypted
) Cache

SecureLogin works by keeping a record of user authentication credentials and instructions on how
to use those credentials. SecureLogin stores these credentials in the directory, either directly or
through the patented Novell SecretStore® technology. At runtime, SecureLogin detects login
opportunities, retrieves the appropriate authentication credentials, then automatically supplies
those credentials.

Script Language

12

The SecureLogin script language is a key feature of SecureLogin single sign-on. This language
enables the product to be compatible with almost all network environments and applications.

SecureLogin uses the scripting language to provide a flexible single sign-on and monitoring
environment. For example, the SecureLogin Windows Agent watches for application login boxes.
When a login box is identified, the agent runs a script to enter the username, password, and
background authentication information.

The script language is used in individual application scripts to retrieve and enter the correct login
details. These scripts are stored and secured within the directory to ensure maximum security,
support for single-point administration, and manageability.

The script language can be used to automate many login processes, such as multi-page logins and
login panels requiring other information that can be stored in the directory (such as surname and

Nsure SecureLogin 3.51 Administration Guide



telephone number). The script language also contains the commands required to automate
password changes on behalf of users and request user input when it is required.

The scripting language has the following advantages:

*

Enables you to define single sign-on methods for almost any Windows, mainframe, Internet,
intranet, Terminal Server, or UNIX* application.

Allows more sophisticated single sign-on to supported applications, including the ability to
seamlessly handle several versions of one application.

This feature is especially important when you upgrade your applications.
Provides full control of which applications can be used for single sign-on.

Provides the ability to update the entire directory database with a new application login script
by updating a single object.

Enables you to store corporate scripts in a Container object rather than individual User
objects.

SecurelLogin Components

SecureLogin provides the SecureLogin workstation client and snap-ins to ConsoleOne® and
Active Directory.

SecureLogin leverages your existing directory so that you can administer single sign-on solutions
for applications, users, and the entire organization. With the SecureLogin administration tools, you
can centrally manage users and corporate single sign-on applications and configurations.

SecureLogin includes the following utilities:

*

*

*

*

*

Workstation Administration
Container and User object snap-ins
Terminal Launcher

Window Finder

Login Watcher

SecureLogin provides support for

*

*

*

Mainframes

Corporate scripts

Prebuilt scripts for a wide range of Windows applications
Internet browsers

Lotus* Notes*

Mobile single sign-on

Novell SecretStore

ConsoleOne

NMAS

One-time passwords
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The SecureLogin Application

Novell SecureLogin runs on the desktop. Users and administrators can use this tool to manage their
single-sign-on logins. The following figure illustrates SecureLogin’s main window:

€7 secureLogin - Manage Logins for hdubois.akranes. T=SKIPTSJORI

Novell. Nsure™ SecurelLogin

Uzer D= Applicatinnsl Passward F'oliciesl Settingsl

Delete

Ll zername | Uszer ID Description | Mew
hdubaoiz hd general login i
MF atic E dit |
SpinTeller

¥ Securelogin Active ok, I Cancel Help

This tool enables users to do the following at their workstations:
+ Add new applications for single sign-on

+ Manage logins by viewing existing applications and Web sites that single sign-on is enabled
for.

*

Modify passwords to existing single sign-on enabled sites.
¢ Change settings and preferences
To access this tool:
¢ Click Start > Programs > Novell SecureLogin > Novell SecureLogin.

* Double-click the SecureLogin icon on the workstation's system tray.

s“?

Terminal Launcher enables you to log into any type of host that requires a user to log in using an
emulator (for example, an ACF2 or RACF mainframe, a UNIX host, or a Cisco* router). Either
you or the user configures Terminal Launcher to connect to the mainframe or host, wait for the
login sequence, and then enter usernames and passwords.

Terminal Launcher

Terminal Launcher enables you to easily launch terminal emulation sessions and to run a script
within those sessions.

14 Nsure SecureLogin 3.51 Administration Guide



The script is stored within eDirectory, which makes it more secure than generic scripts that are
written in a particular language for a particular emulator. These scripts are designed to be
compatible with many different emulators.

Terminal Launcher can be used to provide shortcut icons to mainframe or UNIX applications,
removing the need for user intervention.

The following figure illustrates Terminal Launcher:

Securelogin Terminal Launcher M= B
— Terminal &pplications
Logir ta: Available applications:
Rofer. exe
< add |
> Del |
E mulator
Eicon Aviva j Edit &+ailable Emulators
Yersion: 3.5.0.0
— Dizplay Ophions Options
&+ Application Name [T Save Settings O Exit
" Application Description ™ Launch The Emulator Only
Create Shortout | | Launch I Cloze

To access Terminal Launcher, click Start > Programs > Novell SecureLogin > Terminal Launcher.

Corporate Login Scripts

SecureLogin is designed for large networks. It supports the ability to use the directory to centralize
the setup of the single sign-on applications. This feature is referred to as corporate login scripts.

A corporate login script can be stored in either a file system or in a Container object located in the
directory. This feature gives you the ability to write and define single sign-on scripts once for the
whole organization, while still allowing for customized subordinate Container objects and User
objects. This customization significantly reduces the effort and complexity of enterprise
deployment.

If a subordinate object has a different script for the same application defined locally, the local copy
will be used instead of the version that is on the higher object. If a script is defined on a User object
with the same name as a script defined on a Container object, or if there are two scripts with the
same name on different level Container objects, the script from the subordinate object will always
be used instead of the script in the higher level object. This strategy allows for specialization in
corporate scripts.
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Prebuilt Scripts

Internet Browsers

Lotus Notes

SecureLogin includes prebuilt scripts for many applications. These allow for quicker and easier
integration of single sign-on for a broad range of industry standard applications.

The Microsoft* Internet Explorer and Netscape* components enable applications that are accessed
through these browsers to use single sign-on. Depending on a workstation’s configuration, the
browsers might behave differently.

These components also enable sites using http dialogue authentication to use single sign-on.

The SecureLogin Lotus Notes component enables you to use single sign-on easily with Lotus
Notes. At the end of the Notes password expiration period, SecureLogin can prompt for a new
password or automatically populate the password field with a new random value.

In addition to controlling single sign-on, this component supports
¢ Multiple ID files for each user

¢ The ability to exclude certain administrative IDs from being enabled for single sign-on

Mobile Single Sign-On

Window Finder

Taking advantage of the directory architecture, SecureLogin allows users to roam with their
authentication details. Because there are no workstation dependencies, users can move freely from
office to office. Their credentials follow them.

By using the local encrypted cache, SecureLogin also allows notebook users access to single sign-
on while those users are disconnected from their network environment.

Window Finder can be used to gather information about a window containing a login box The
information shown by Window Finder can be helpful in creating new SecureLogin scripts for
complex environments or to troubleshoot existing ones.

The following figure illustrates Window Finder:
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Login Watcher

SecretStore

£ Win5S0 Window Finder

1=l E3

— Module Details
todule Mame: I

Command Line: I

— Parent Details

Window Title: |

Window Class: I

Handle: I

— Cantral Details

Dialog 1D

Clazz Mame:

3

3

Ywfindow Text: I
Handle: I

[ Show password values

cantrol you want to identify,

,-' Right-click. and drag the Securelogin icon on the left to the Window

To access Window Finder, click Start > Programs > Novell SecureLogin > Window Finder.

Login Watcher can assist with gathering information about an application that a user may want to
single sign-on enable. When run at the same time as an application, Login Watcher captures
information such as key and button actions used in the application and saves that information to a
log file.

When SecureLogin is used with eDirectory, you can use SecretStore, a patented Novell
technology, to store your application passwords and other authentication credentials. SecretStore
is a repository located within your eDirectory User object.

SecretStore provides an added level of protection and security to SecureLogin. Only the
SecretStore server can access secrets, and each secret is stored separately, so that access to data is
very compartmentalized and controlled. SecretStore also provides additional capabilities to deter
would-be intruders, whether internal or external to your organization.

SecretStore runs on all eDirectory platforms: NetWare® 5.1, NetWare 6 or later, Windows NT/XP/
2000/2003, Linux*, and Solaris*.

Snap-Ins to Manage SecureLogin

The following tools enable you to manage SecurelLogin, so that users have a secure and productive
single-sign-on environment:

+ SecurelLogin snap-in to ConsoleOne

Overview: Single Sign-On 17



* SecureLogin snap-in to MMC

+ SecureLogin Manager (slmanager.exe)

One-Time Passwords

What’s New

SecureLogin 3.51 supports one-time passwords. This method provides background authentication
and sign-on to back-end systems. Instead of using a password, this method uses a cryptographic
key process to securely authenticate the user to the remote system.

Rather than simply typing in the username and password for a user, SecureLogin can effectively
take over the authentication process of the application using a shared cryptographic key between
different platforms (such as the LAN and mainframe). This can only be achieved on applications
that give programmers interfaces into their products, so that one-time password functionality can
happen.

To leverage one-time passwords with SecureLogin, you must purchase a third-party product for
the application/server environment supporting the OTP authentication. This third-party product
must be installed on the system to which SecureLogin authenticates.

SecureLogin 3.51 includes the following new features:

¢ Complete and Custom installation options for Novell eDirectory, LDAP, Active Directory,
NT/2000/2003, and standalones

¢ An automate.ini option, so that you can customize installations before distributing
SecureLogin for installs

+ A redesigned user interface, which incorporates recommendations from customers

+ Increased support for moving User objects and for administratively resetting passwords

+ A non-Novell LDAP client that acts as a GINA, credential manager, and a network provider
+ Using NMAS™ advanced authentication

+ Java* application support for Swing/AWT standard applications

* Advanced Windows Scripting, to handle secondary logins

+ Support for one-time passwords

18 Nsure SecureLogin 3.51 Administration Guide



Managing SecurelLogin

You can manage Novell® SecureLogin by using any of the following:

*

*

The SecureLogin client

Each workstation running SecureLogin has a SecureLogin client. This client can only alter the
current user's SecureLogin information.

The SecureLogin snap-in to ConsoleOne®, installed on a workstation
The Microsoft Management Console (MMC), which runs on a Windows server
MMC is installed with Active Directory.

SecureLogin Manager (slmanager.exe)

You use the same processes at the workstation as from the server.

This section provides information on the following:

*

*

*

*

“Accessing Management Tools” on page 19

“Managing User IDs” on page 24

“Managing Applications” on page 28

“Managing Password Policies” on page 34

“Managing Administrative and User Settings” on page 41

“Using SecureLogin with Client Software” on page 52

“Copying, Exporting, and Importing SecureLogin Settings” on page 53
“Setting Up Multiple IDs for an Application” on page 56

“Defining Applications That SecureLogin Detects” on page 58
“Changing the Startup Order of Applications” on page 60

Accessing Management Tools

To manage SecureLogin, you can use the SecureLogin snap-in to ConsoleOne, MMC, or
slmanager.exe. The same functionality exists in the three tools.

Accessing SecureLogin in ConsoleOne

Before you can access ConsoleOne, you must complete the following:

*

*

Extend the eDirectory™ schema.

Have ConsoleOne, the SecureLogin snap-in to ConsoleOne, and SecureLogin running on an
administrative workstation in an eDirectory environment.

Managing SecurelLogin 19



IMPORTANT: Install ConsoleOne and the SecurelLogin snap-in files to the same directory. Otherwise,
the SecureLogin snap-in files won’t work.

For information on these tasks see “SecureLogin on Novell eDirectory” in the Nsure SecureLogin
3.51 Installation Guide.

To access SecureLogin in ConsoleOne:
1 Run consoleone.exe.

Typically, this file is found in the \novell\consoleone\1.2\bin directory on a local drive. Place
a shortcut on your desktop, then run ConsoleOne from there.

2 Sclect a Container or User object, then click Properties.

3 Click Novell SecureLogin.

Properties of AKRANES

Hovell SecurelLogin l Movell SecretStore l General = | Restrictions
Geners| Settings i

The following figure illustrates management options that are available on SecureLogin’s main
page in ConsoleOne:

Properties of hdubois |

Hovell SecureLogin - l Movel SecretStore vi General v; Restrictions vi Memberships | Security Equal To Me '; EE
Zeneral Settings i

Lzer|Ds i Applicatiunsi Passward F'cnliciesl Seﬂingsl

LIsernarme I Description i Mlewy I

Refresh |

Page Options... ) Cancel Ly Help
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Accessing SecureLogin from MMC

Before you can access MMC, you must complete the following tasks:

+ Installed the Microsoft Windows 2000 or 2003 Server family operating systems (including
Active Directory) on at least one domain controller in your network.

+ Completed administrative tasks (including extending the Active Directory management
schema).

¢ Installed SecureLogin for Active Directory.

* Have SecureLogin running on the workstation.

For information on these tasks, see “SecureLogin on Active Directory” in the Nsure SecureLogin
3.51 Installation Guide.

To access SecureLogin:
1 Click Start > Programs > Administrative Tools > Active Directory Users and Computers.

2 In the Active Directory Users and Computers pane, right-click an organizational unit (for
example, Users).

-.‘{; Active Directory Users and Comput

J@ Console  Window  Help

|J fiction  iew |J « > | Em]

Tree I Users
&ctive Directory Users and Comp |MEME
E@ mad.lab.novell.com 3 ad
-2 Builtin Ce
|:| Camputers ﬁ[jn
[#-[&] Domain Controllers ﬁDn
I:I Foreign3ecurityPrincipals ﬁDD
#-{8] novell ﬁDD
@ safeway ﬁDD
L5 ﬁDn
0o

3 Click Properties, then click SecureLogin SSO.
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Users Properties

General |ﬂ Securelogin 550 |

Q zerz

Dlescription: Default container for upgraded uger acc

(] I Cancel Apply

As the following figure illustrates, options on SecureLLogin’s main page in MMC enable you to

add user IDs, enable applications for single sign-on, create password policies, and manage
settings.

Users Properties ﬂ E I
General @ SecureLogin 550 |

User 1Dz |.ﬁ.pplicati0n3| Pazzward F'aliciesl Settingsl

Ll zername | |Jzer ID Description | 21

Edit

Delete

fll

N OV& I I \ Help |
0k I Cancel | Apply |
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Accessing SecureLogin from SecureLogin Manager
SecureLogin Manager doesn’t run on Windows 9.x workstations.

To access SecureLogin Manager:
1 Run slmanager.exe.

This file is in the \securelogin\tools directory.

£F secureLogin Configuration Editor

"Dbiect name

Enter the distinguizhed narme [for example,
ch=uzers, do=novell dc=com)

(] 4 I Cancel

2 Log in as administrator.

In the Object Name text box, type a complete distinguished name. For LDAP and Active
Directory, use LDAP conventions, as the figure in Step 1 illustrates.

For eDirectory, use eDirectory conventions. For example, type

cn=admin.o=akranes

The following figure illustrates SecureLogin Manager’s main page:

€7 SecureLogin - Manage Logins for cn=admin.o=akranes

Novell. Nsure™ SecurelLogin

Uszer Dz .-’-'«pplicatiansl Pazzword F'Dliciesl Settingsl Copy Settingsl

Lzermame | Uzer ID Description | L

Edit

Delete

i

¥ Securelogin Active Ok I Cancel Help
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Managing User IDs

A user ID consists of whatever is required of a user to authenticate to a network or directory. For
example, authentication might require a password and PIN. User IDs are especially useful when
two or more applications can use the same credentials.

Scenario: Sharing a User ID. On the Applications page, you added GroupWise.exe, a Windows
application. You also added gmail.digitalairlines.com, a Web application. At the ID page, you
create a user ID named GroupWise. You link both applications to this user ID. Authorized users
can now use single sign-on to access GroupWise® from a Windows environment (grpwise.exe) or
a Web environment (http://gmail.digitalairlines.com).

If you change the password for one application, SecureLogin updates the password in one location.
All applications that use that password automatically get the update.

You use the User ID feature to do the following:
+ View, add, edit, or delete user IDs.

¢ Link user IDs to additional applications.

You manage user IDs by using the SecureLogin snap-in to ConsoleOne, Active Directory Users
and Computers in MMC, SecureLogin Manager, or the SecureLogin workstation client.

Using the User ID tab of the object or user properties, you can define a user ID that several
different applications can share. For example, gmail.novell.com and grpwise.exe can both use the
GroupWise user ID.

Creating User IDs

Adding a Description to the User ID Tab
1 Click User IDs > New.

Properties of hdubois E3 |

Hovell SecureLogin -

General Settings

MNaovel SecretStare - I Temporary Login Sequence | Remate Connections I Dial Access Servid; EE

Lsername

| Description | Source | g

Edit

[Jelete

il

Refresh

2 Type a descriptive name (for example, DeskUp) in the New User ID dialog box, then click
OK.
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Enter a description for the new user |D:

|Username

O | Cancel l

Adding a Username Variable and Value

A username variable displays the name that a user ID is associated with.

1 (Conditional) To add a username variable to an existing user 1D, click the user ID, then click
Edit.

For example, click DeskUp in the Description column. As the following figure illustrates, the
User ID dialog box appears. If you are adding a new user ID, this dialog box appears as soon
as you have created the user ID.

This dialog box is used to manage the variables (for example, username and password)
associated with a login.

User ID DeskUp

Description: |DeskUp

Mlarre |Va|ue |

Edit

il

[Delete

Deseription | Add

i

=

QK cancel Help

2 Click New, type a name (for example, Username) for the new variable, then click OK.

Mew Yariable

Enter a name for the new variable:

|Username|

O Cancel |

3 Type a value (for example, hdubois) for the new variable, then click OK.
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Editing Uszername EBE

Enter a walue for Lisername:
[hdubois|

(8] | Cancel I

Adding a Password Variable and Value

After you enter a variable and value for a user ID, you return to the User ID application name
dialog box. You can then add other variables and values if you want to.

1 Click New.

Description: |DeskU|:J

Marme Value Plen

Llsername hduhbais

Edit

:

2 In the New Variable dialog box, type Password, then click OK.

ENEW ¥Yariable E2

Enter a name for the new variable:

|P ASEW0 rd|

O | Cancel I

3 Type and confirm the new password, then click OK.

Set Pazsword EBE

Enter the password:

I##www**

Confirm the password:

I##www**

(8] 4 I Cancel

If you are using the properties of your own User object, the user ID values are saved to the
local cache and a directory cache.

The following figure illustrates a completed user ID, with the Username and Password
variables along with accompanying values for each:
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User ID DeskUp

Cescription: |DeskU|:J

MName | value | Mew
Password e —
I
Lsermame hduhaois ;l
[elete |
Description I Add

EEmuyE

\_ .

(8] cancel Help

4 (Optional) Link the user ID to an application by clicking Add, selecting the application, then
clicking OK.

'-_EUser ID DeskUp

Description: |DeskUp

Rarrme |Va|ue |

ey
Password ;
Username hdubais Edit |
i[®n~ew application Link Delete |

Selectthe applications that you want linked to this user 1D:

Diescription |

E Advanced Generic Emulator I
A Remedy
B ooE emulator
B2 Deskip

Add

E Generic emulator

Movell GroupWise Client
28] Hotmail

E Jolly Giant QWS33270 Plus

Fassword Test Application Help |

g cuadrant Leader ;'

ok Cancel | Help |

You can link a user ID to one or more applications. Applications that are linked with the same
user ID share the same login data. If you change a password for an application, that change is
stored in one place. All linked applications then use the updated data for single sign-on logins.
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8 Save the user ID by clicking OK, then save the data by clicking Apply or OK.

The following figure illustrates the new user ID:

Properties of hdubois

Hovell SecureLogin « | Movel Secret=tore 'I General vi Restrictions vi Memberships vl Security Equal To Me

General Settings |

Lser |Ds i Applicationsi Fassword Puliciesl Eettings'

| LIsernarme I Description | Mew
‘& DeskUp

Edit

Delete

Editing User IDs

You can change any variable, regardless of how it is named. Those variables that contain
"password" in the name (or key) use the password change dialog box. Change all other variables
by using the regular edit-variable dialog box.
Changing a Password

1 Click the user ID, then click Edit.

2 Click the Password line, then click Edit.

3 Enter and confirm the new password, then save changes.

Changing Other Variable Names
1 Click the user ID, then click Edit.
2 Click the variable (for example, Username) line, then click Edit.
3 Type a name, then click OK.
4 Save the changes.

Deleting User IDs
1 Click a user ID, then click Delete.
You can't delete an inherited user ID.

2 Save the data by clicking OK or Apply.

Managing Applications

The Applications page lists applications that have been enabled for single sign-on. You can enable
applications by using the Applications feature or the Add Applications Wizard.
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Adding Applications for Single Sign-On
1 Click Applications > New.

Properties of AKRANES

Hovell SecureLogin « | Movel SecretStore I Zeneral vl Restrictions vi Memberzhips vi Security Equal To Me i

General Settings

UseriDs Applications | password Policies | Setiings |

Description | Mame I Source

Edit

2 (Optional) Add an application that has a prebuilt script.
2a Click Select a Prebuilt Application.
2b Click an application listed in the Description pane.

& Zelect a pre-built application:

Descriptian I
SAP Ri3 Login :J
Goldmine

GoldMine 5.5 _!

Novell Groupwise Client

Sunrize Clinical Manager

e

Internet Explorer

Infarmix Connect for ¥in3z2

MS SaL =

" Mew application:

lf-‘xduanned Wieh ;!

QK | cancel l Help |

2c¢ Add the application to the list by clicking OK.

3 (Optional) Add an application that SecureLogin will build a script for.
3a Select New Application.
3b Provide information for the text boxes and Type field.
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30

& Mew application:

URL: |

Qescriptiun:'

Twpe: Advanced Web j
Advanced Weh

Generic

Jawa

Lotus Motes

Mainframe

Startup

ek

iR oes

Type: In the Type drop-down list, select the application type (for example, Windows).

Executable Name/Name: In the Executable Name or Name text box, type the executable
filename (for example, PlainFare.exe).

If you clicked Web or Advanced Web as the application type, the text-box label is URL.
In the URL text box, type the URL where the application is found (for example, http://

www.hotmail.com). For information on Advanced Web, see “Using the Advanced Web
Type” on page 31.

Description: In the Description text box, type a descriptive name for the application (for
example, PlainFare).

3¢ Click Create.
3d Add auser ID and a script for the application.
The User IDs page displays the user IDs linked to or associated with this application.

I8 application PlainFare.exe

Mame: |PIainFare.exe Type: |Windnws

Description: |PIainFare

User|Ds | Script! Settings|

Userame Description ey

To add a user ID, click User ID, then click New. As the following figure illustrates, you
can use an existing user ID or create a new one.

E8Mew User ID E3

@ Do wou want to add an existing user ID? (Click Mo to create a new user [0

(] | Cancell

If you use the SecureLogin desktop client to add a user ID, the dialog box varies.
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To use an existing user ID, click Yes. In the New User ID Link dialog box, select the user
IDs that you want linked to this application, then click OK.

To create a new user ID, click No, then see “Creating User IDs” on page 24.

To edit a user ID, on the Applications tab, click the application, click Edit, add a User ID,
type a script, then click OK. For new user IDs, the Edit dialog box automatically opens.

3e Save the data by clicking OK or Apply on the main page.

Using the Advanced Web Type

When you select New Application to add a Web application in SecureLogin 3.51, you can select
either the Web type or the new Advanced Web type.

ENEW Application S|WRjE|C|D X

o gelect a pre-huilt application:

Descriptian |
ACT Contact Manager ﬂ
ACL Instant Messenger
Remedy
PCAmywhere 5.0
Clarify
Corporate Time
== —
& plew application:
Executable Name:l
Description: |
Type: |Windnws ;l
Advanced Web
Generic
NEVEY B
Lotus Motes
Mainframe
Startup
Wieh
i o s

The Web option remains in SecureLogin 3.51 so that customers who upgrade from previous
versions of SecureLogin don’t lose their existing Web scripts. In SecureLogin 3.51, the Web type
can use the Advanced Web script commands the same as the new Advanced Web type can.

In earlier SecureLogin releases, Web pages were scripted as whole pages. Therefore, SecureLogin
couldn’t distinguish among frames within the Web page. The Advanced Web scripting feature
allows you to script for a particular frame within a Web page.

For information on Advanced Web Script commands that you can use (for example, Attribute) see
“SecureLogin Commands” in the Nsure SecureLogin 3.51 Scripting Guide.
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Using the Generic Script Type

Editing Scripts

The Generic script type is for generic scripts. Generic scripts can be common to many scripts.
Instead of copying and pasting the script, you can keep the script in a generic platform and include

it in all scripts.

For example, you can use a standard block of script to prompt a user for a variable. By using the

Include command and subcommands in various scripts, you can call this generic script.

When you add an application, SecureLogin either uses a prebuilt script that you select or creates a

script for the application. You can view, edit, or modify the script.

1 Click Applications.

Properties of AKRAMES

Hovell SecureLogin
General Settings

UssriDs Applications | passward Policies | Settings |

Mowvel SecretStore I Dial Access Services | Genersl vI Restrictions 'I Memberships |

Description Source

B spinTeller.exe

2 Click the application, then click Edit.
3 Click Script.

¥ Application GRPWISE.EXE

Marne: [GRPWISE.EXE Type: [Windows

Description: |Nmrell GroupWise Client
UserIDs Serint| Settings |

# Thiz script has heen developed to support the Movell Groupiise 5.5 EP and 6.0 clients.
#

# Alternate Startup Dialog (e.q. /@u-7 option),

# Enters ID& passwoard, but doesnt press Enter
#*

Dialog

Ctrl #0 " *Groupwise Startup”

Ctri #1002

Ctrl #1003

Cirl #1

EndDialog

4 |

Lite: 1

QK | zancel I

Help |

4 Edit the script, then click OK.

For information on scripts, see the Nsure SecureLogin 3.51 Scripting Guide.
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Modifying Settings for Applications
1 Click Applications.

Properties of AKRANES

Hovell SecureLogin « | Movel SecretStore | General vl Restrictions vi Memberships vl Security Equal To

Genersl Settings

UseriDs Applications | Passwaord Policies | gettings |

Diescription Source

Bl DeskuUp deskup.exe

2 Click the application name, click Edit, then click Settings.

Enpplicatinn deskup.exe E3

Mame: |deskup.9}{e Type: |Windnw5 ;!

Degcriptinn:lDeskUp
UserDs | Script Settings |
v Enahled
v Enahle enhanced protection

[ Password field must exist an Internet Explarer page for script to run

3 Check the check boxes for the desired settings.

The following table provides information on the settings:

Preference Description

Enabled When the check box is checked, SecureLogin can
use the user ID and script for this application and
log the user in to the application.

Enable Enhanced Protection Enhanced Protection is a feature in Novell

SecretStore®. When the Enhanced Protection
option is enabled for any secret in SecretStore, if
an administrator changes or resets the user's
eDirectory password, SecretStore enters a locked
state. To unlock SecretStore, the user enters the
previous eDirectory password (not the password
that the administrator changed to).

This feature protects users from a mischievous
administrator who wants to discover confidential
information. If the administrator changes the
user's password, the login data that is enhanced
protected will be locked.
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Preference

Description

Password Field Must Exist on Internet
Explorer Page for Script to Run

Some Web pages have a general Login field but
not an accompanying password field. If you

uncheck the check box, the script runs for these
pages as well as for pages requiring a password.

If you check the check box, the script runs only on
the pages that have a password field.

You can write a Web script that has SecurelLogin
fill in forms that don't contain any passwords.
Therefore, a password field isn't always
necessary. This setting is for extra security or
validation, to make sure that a password field
exists on the page before the script runs.

Managing Password Policies

The policy ensures that the values of the variables comply with specified rules governing their
composition. Although this feature is called password policies, these policies can be used on any

variables, not just password variables.

A password policy is a set of requirements or rules, such as the number of characters required for
a password. To enforce security during logins, policies are applied to scripts.

Creating or Editing a Password Policy
1 Click Password Policies.

Properties of hdubois

Hovell SecureLogin - le-'eII SecretStore vi General v; Restrictions vi Memberships | Security Equal To Me '; EE

General Settings |

User IDs | Applications Passward Policies i Settings |

Diezcription Saource

= RDev O=AKRANES T=SKIPTSJOR

Edit |

The Description column displays the name of the password policy. A down-arrow =Hl on the

icon indicates that the policy is inherited.

The Source column displays the distinguished name of the object that contains the password
policy (the container that the policy is inherited from).

SecureLogin enforces only new or more restrictive edited policies when a password is created
or changed. SecureLogin doesn't check existing passwords to see whether they conform to

new or edited policies.

2 Click New, enter a descriptive name for the new policy, then click OK.
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New Password Policy EBE

Enter a description for the new policy:
[RDer

(8] I Cancel |

3 (Conditional) If you are editing a policy, click the policy name, then click Edit.

Properties of AKRANES |

Hovell SecureLogin - | Movel SecretStore I Dial &Access Services | General "’l Restrictions vI Memberships + |{ EE
General Settings

User IDs | Applications Passward Policies | Settings |

Description Source (=1

Edit

Delete

il

Refresh

4 Edit settings, then click OK.

Password Policy RDeyPwPolicy

Drescription | Yalue i Edit |
Disallow duplicate characters o |

: - Delete |
Disallow repeating characters o =
Disallow sequential characters Mo m

Maximum number of lowercase characters
mMaximum number of numeric characters
Maximum number of punctuation characters

Maximum number of uppercase characters -

Maximum password lenath

Minimum number of l[owercase characters
Minimum number of numetric characters

Edit Script | ak I zancel | Help I

By default, several basic settings are displayed. To display all settings, select All from the
drop-down list below the Delete button.

L

You can edit more than one setting before clicking OK.

Not all settings are mandatory. You can set as few or as many policy restrictions as are
necessary to meet security requirements.

To modify a setting, select it, click Edit, then type or select a value in the Editing a Setting
text box.
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Editing a Setting E3

Setling: |Ma}{imum number of punctuation characters

Value: |

Ok | Cancel i

If you change a value for a setting, the new value appears in the Value column and in the
modified script for the password policy. To see the changes to the script, click Edit Script.

For example, if you set the value of Maximum Number of Numeric Characters to 3, the script
(available through Edit Script) displays MAXNUMERALS 3.

By default, the settings are case sensitive. For example, "a" is a different character from "A."
Even if repeating characters aren’t allowed, this password AaBC is still accepted.

The following table lists default values for the settings:

Setting

Default Value

Disallow duplicate characters

Disallow repeating characters

Disallow sequential characters

Maximum number of lowercase characters
Maximum number of numeric characters
Maximum number of punctuation characters
Maximum number of uppercase characters
Maximum password length

Minimum number of lowercase characters
Minimum number of numeric characters

Minimum number of punctuation characters

Minimum number of uppercase characters
Minimum password length

Password must begin with an uppercase
character

No

ABCA contains a duplicate character, but
ABCD doesn’t.

No

AABC contains a repeating character, but
ABCA doesn't.

No

ABCD contains sequential characters, but
BDAC doesn't.

No value unless you set it.
No value unless you set it.
No value unless you set it.
No value unless you set it.
No value unless you set it.
No value unless you set it.
No value unless you set it.

No value unless you set it. See “Allowable
Punctuation Characters” on page 37.

No value unless you set it.
No value unless you set it.

No
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Setting

Default Value

Password must not contain any of these
characters

No value unless you set it.

If you set a minimum and maximum option to the same number, the password contains that
number of letters. If the minimum number is higher than the maximum number, you receive

an €rror.

Changes are saved to the script for the policy. To view changes you have made to the script,

click Edit Script. Later, you can easily edit these changes by again using the Edit Script
feature.

85 Save the settings by clicking Apply.

Allowable Punctuation Characters

The following characters satisfy the punctuation setting:

Character Character Name

Tilde or swung dash

Exclamation mark

At

Hash or pound

Dollar

Percent

Caret

Ampersand

Asterisk

Space

()

Parentheses

Underscore

Plus

Delimiter or delimiter bar

Hyphen

Equals

Backward slash or backward diagonal

{}

Braces or curly brackets

[]

Brackets
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Character Character Name

Colon

; Semicolon

Quotation mark

Single quotation mark

< Greater than

> Less than

? Question mark

/ Slash, diagonal, or slant
, Comma

Period or full stop

Grave or accent grave mark

Using Password Policies in Scripts

You can use a password policy to restrict a variable within a script to the assigned security settings.

1 Click Applications.

Properties of AKRAMES

Hovell SecureLogin -
General Settings

Movell SecretStore I Dial &ccess Services | General "I Restrictions "I Membershipns - | { EE

UserIDs Applications | password Policies | Settings |

Dezcription Mame Source

B SpinTeller.exe

ey
Edit |

2 Click the required application, then click Edit.
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Applicatiun spinTeller.exe E

Mame: |5pinTeIIer.E}{e Type: |Windnw5 ;!

Description: |5pinTeIIer.exe

User IDs Bcrint| Settings |

Dialog
Title "Sign On"
EndDialog

Type §lsername
Type T

Type \Password
Type WM

3 Add the following line to the top of the script:
RestrictVariable variable name password policy
For example, for SpinTeller.exe shown in Step 2, add
RestrictVariable $Password PasswordPolicy?2

To restrict multiple variables to a particular password policy, add multiple RestrictVariable
commands.

The variable name parameter can be a normal variable (for example, $Password), or a runtime
variable (for example, ?temp). This flexibility can be useful if you change a password by using a
runtime variable and then set a normal variable to the value of the runtime variable.

Adding the RestrictVariable command ensures that a variable complies with the policy. The value
entered is rejected if it doesn’t comply with the policy set for that variable. The RestrictVariable
command applies the policy specified regardless of whether the variable is being added or edited
through SecureLogin administration tools or through a script that is running.

If the value being changed by a user is not accepted, a message informs the user as to why the value
was rejected.

If the value is being set through the ChangePassword command being run in automatic (random)
mode, the value generated will comply with the policy.

In some cases, a policy might be created where no acceptable values exist. When this occurs, an
error is displayed when the ChangePassword command tries to generate a password.

If you use the SecureLogin SET command to set values, they will not be forced to comply with
password policies.

For more information on the RestrictVariable and other commands, see the Nsure SecureLogin
3.51 Scripting Guide.
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Example Password Policy Scripts

Example 1

MAXPASSWORDLENGTH 8
MINPASSWORDLENGTH 8
MAXPUNCTUATION O
MINPUNCTUATION O
MAXUPPERCASE 8
MINUPPERCASE 0
MAXLOWERCASE 8
MINLOWERCASE 0
MAXNUMERALS 8
MINNUMERALS 0

This password policy indicates that the password must be exactly 8 characters long and contain no
punctuation characters.

The password asdf4jB8 is acceptable.

The password aasdf5$n is unacceptable because it contains a punctuation character.

Example 2

MAXPASSWORDLENGTH 12
MINPASSWORDLENGTH 6
MAXPUNCTUATION 8

MINPUNCTUATION O

MAXUPPERCASE 8

MINUPPERCASE 0

MAXLOWERCASE 8

MINLOWERCASE 0

MAXNUMERALS 8

MINNUMERALS 0
NODUPLICATECHARACTERS CASEINSENSITIVE
POSITIONCHARACTER NUMERAL 3,4,5

This password policy indicates that the password must be between 6 and 12 characters long. It can
contain no more than 8 of any character type (uppercase, lowercase, numeral, or punctuation). No
character can appear more than once in the policy, regardless of case. A numeral must appear in at
least one of positions 3, 4, or 5.

The password £54v9) Q is acceptable.

The password f5v) QF7 is unacceptable because it has no numeral in positions 3, 4 or 5, and the
letter F occurs in positions 1 and 7.

Example 3

MAXPASSWORDLENGTH 16
MINPASSWORDLENGTH 6
MAXPUNCTUATION 8
MINPUNCTUATION O
MAXUPPERCASE 16
MINUPPERCASE 1
MAXLOWERCASE 16
MINLOWERCASE 0
MAXNUMERALS 16
MINNUMERALS 0
BEGINWITHUPPERCASE
DISALLOWEDCHARACTERS @&
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This password policy indicates that the password must be between 6 and 16 characters long. It
must contain at least one uppercase character. It can contain no more than 8 punctuation characters.
It must begin with an uppercase character, and it can’t contain either the @ character or the &
character.

The password R48iv”’? is acceptable.“Managing Administrative and User Settings™ on page 41

The password R487?- is unacceptable because it is less than 6 characters long.

Setting the Default Domain Policy

At the domain level, make sure that the Default Domain policy allows all authenticated users to
have Read rights to All Properties.

1 Expand Active Directory Users and Computers, right-click the domain name, then click
Properties.

2 Click Group Policy > Properties, then click Security.

3 Click Advanced.

4 Click Authenticated Users Special, then click View/Edit.

5 Under the Allow column, check the Read All Properties check box, then click OK.

Managing Administrative and User Settings

This section provides information on the following:
¢ “Understanding the Configuration Hierarchy” on page 41

+ “Configuring SecureLogin Settings” on page 41

Understanding the Configuration Hierarchy

You can apply SecureLogin settings to a Container object, a User object, or a workstation.
+ Container object

Settings applied to a Container object affect all users and objects in and below that Container
object.

+ User object

Settings applied to a User object supersede the settings applied to a Container object or to a
workstation.

* Workstation

You can give users the ability to apply settings to a workstation. However, any settings
applied to a User object supersede settings applied to a workstation.

Configuring SecureLogin Settings

You can set up SecureLogin for users by changing default values on the Settings page. Some
settings are user settings. Others are administrative settings. Users can change (override) user
settings on their workstations. Even if an administrator makes a user setting, users can override it.
However, users can't override administrative settings.
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1 Click Settings.

Properties of hdubois E2 |

Hovell SecureLogin v Movel SecretStore vi General vi Restrictions vi Memberzhips - | Security Equal To Me ': FIT
General Settingz i

Lser |Ds Applicatiunsi Password Policies Seﬂingsl

Description Wallg Source Edit |
C e the diagnostic log file Default

Add Application prompts for Internet Explorer Yes Default | EEEEEE |
Add Application prompts for Java applications Mo Default Refresh |
Add Application prompts for Windows applications Yes Default —
Allow single sign-on to Internet Explorer Yes Diefault All -
Allow single sign-on to Java applications es Default
Allow single sign-on to Metscape Yes Diefault
Allow single sign-on to Windows applications es Default
Allow users to wiew and change settings es Default
Allow users to wiew and modify scripts es Default
Allow users to view passwords fes Default |
Change the cache refresh interval il Default
Customize text far the passphrase setup dialog hox Sothat .. Ch=hduboiz 0=
Detectincorrect passwords es Default
Disahle advanced seftings of Manage Logins Mo Default
Disable single sign-on R[] D=AKRAMES.T=... :j

Page Options... 0] Cancel i i Help

2 Click a setting, click Edit, change the value by using the drop-down list, then click OK.

To customize text for the passphrase setup dialog box, type the text. The customized text
replaces the default text.

3 Save changes by clicking OK or Apply.

To access the Settings tab for Active Directory:

1 Select a Container or User object from the Active Directory Users and Computers in MMC,

then select Properties.

2 Sclect the Settings tab from the SecureLogin SSO tab of the properties dialog box.

The following table provides information on the settings. If you are running in standalone mode,
not all settings are displayed.

Configuration Option

Description

Activate the Diagnostic Log File

Add Application Prompts for Internet Explorer

Logs the details of use to the hard drive. Because this preference is used
for debugging and troubleshooting, the default is set to No. Don't change
the value to Yes unless Novell Technical Services advises you to.

Controls whether the Internet Explorer single sign-on component
automatically detects Web application login panels and launches the Add
Applications Wizard. To prevent a prompt, change the value to No.
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Configuration Option

Description

Add Application Prompts for Java Applications.

Add Application Prompts for Windows
Applications

Allow Single Sign-on to Internet Explorer

Allow Single Sign-on to Java Applications

Allow Single Sign-on to Netscape

Allow Single Sign-on to Windows Applications

Allow Users to View and Change Settings

Allow Users to View and Modify Scripts

Allow Users to View Passwords

Change the Cache Refresh Interval

Customize Text for the Passphrase Setup Dialog

Box

Detect Incorrect Passwords

Disable the Advanced Settings of Manage Logins

Controls whether the Java single sign-on component automatically detects
Java application login panels and launches the Add Applications Wizard.
To allow prompts, change the value to Yes.

Controls whether the Windows single sign-on component automatically
detects Windows application login panels and launches the Add
Applications Wizard. To prevent a prompt, change the value to No.

Enables the Internet Explorer single sign-on features of SecureLogin. To
prevent users from being able to single sign-on to Internet Explorer
applications, set the value to No.

Enables the Java single sign-on features of SecureLogin. To prevent users
from being able to single sign-on to Java applications, set the value to No.

Enables the Netscape single sign-on features of SecurelLogin. To prevent
users from being able to single sign-on to Netscape applications, set the
value to No.

Enables the Windows single sign-on features of SecurelLogin. To prevent
users from being able to single sign-on to Windows applications, set the
value to No.

Enables users to customize their SecureLogin environment by using the
Settings tab to change settings on their workstations. To prevent users
from customizing, change the value to No.

Enables users to view and edit scripts, which are SecureLogin's
instructions as to what to do concerning the application. When the value is
set to Yes, users can use the New and Edit buttons on the Applications

page.

To prevent users from viewing and modifying scripts, set the value to No.

Enables users to check the Display Passwords check box and view
passwords that they use to log in to applications. To prevent users (and
anyone else) from viewing their SecurelLogin passwords, change the value
to No.

Controls the number of minutes that SecureLogin waits between
synchronizing the information between the local cache and the Directory.
The default is 5 minutes.

Enables you to personalize the text that appears in the Passphrase Setup
dialog box that users encounter when they first use SecureLogin. Although
you can type 8 lines with 64 characters on each line, limit your text to 415
characters. Otherwise, the text boxes hide the remaining text.

Enables SecurelLogin to attempt to detect whether you have given it an
incorrect password. SecurelLogin can then prompt you to change the
password. To disable this feature, set the value to No.

The Advanced option that is available from the SecureLogin system tray
icon enables users to change SecurelLogin settings, change their
passphrases, and refresh the local cache.

To prevent users from using this functionality, set the value to Yes. The
Settings tab is then unavailable through either the Advanced option on the
system tray icon or Manage Logins.
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Configuration Option

Description

Disable Single Sign-On

Display the System Tray Icon

Enable the File Cache

Enable the New Login Wizard on the System Tray
Icon

Password Protect the System Tray Icon

Prevent Users from Entering a Passphrase

Question

Stop Walking Here

Use a Passphrase Policy

By default, all users can single sign-on to Windows, Web, and terminal
emulator applications. To prevent a user from using single sign-on, select
the User object and change the value to Yes.

To prevent users from displaying and accessing the system tray icon,
change the value to No.

Enables SecurelLogin to use cache files.

Usernames and passwords are normally stored in a directory on the server.
However, if the server is unavailable, or if you are using a laptop, the cache
on the workstation is used. The cache is password protected and
encrypted.

Enables users to add logins by accessing the New Login Wizard from the
system tray. To disable this feature, change the value to No.

Requires users to provide their passwords before they can access options
on the system tray SecurelLogin icon. The default is No. To require a
password, change the value to Yes.

By default, users can enter their own passphrase question, and then
provide an answer. To require users to use a passphrase question that the
administrator provides, set the value to Yes.

By default, SecureLogin reads its information from the current user's
context and then searches up the Directory tree. The default is No. To
prevent searching upward, change the value to Yes.

By default, SecureLogin doesn't require a passphrase policy.

To require a passphrase policy, change the value to Yes, then edit and save
the policy.

Preventing Users from Accessing SecurelLogin

1 Click Settings.

Properties of hdubois E2 |

Houvell SecureLogin le-'eII SecretStore vi General vi Restrictions vi Memhberzhips - | Security Equal To Me '!: EI

General Settings |

Lser |Ds ApplicatiunsiPasswnrd Policies Seﬂingsl

Description

Allow single sign-on to Windows applications
Allow users to wiew and change settings
Allow users to view and modify scripts

Allow Users to view passwords

Zhange the cache refresh interval

Detectincorrect passwards
Disable advanced settings of Manage Logins

Disahle single sign-on

44

Customize text far the passphrase setup dialog hox

i Yalle Source i Edit |
Yes Default :i
YEes Default G EEEEE |
Bs Default Refresh |
Y¥Es Default
5 Default Al i
Default
Yes Default
Mo Default
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2 Click Disable Single Sign-On, click Edit, then set the value to Yes.

Managing Passphrases

SecureLogin uses an underlying security mechanism, known as a passphrase. A passphrase is
actually two parts:

+ A passphrase question

The passphrase question should provide a good level of security for the actual answer. For
example, a question of "What is 2 times 3?" would obviously not provide a secure passphrase
answer. The same could be said for questions that pertain to a user’s personal information,
such as parents’ names.

To apply an acceptable level of security, the SecureLogin administrator can set the passphrase
question.

Passphrase questions can have 255 characters.
+ A passphrase answer

The passphrase answer is a value that is unique to each user and should only be known by the
account owner.

The figure in “Entering a Passphrase Question and Answer” on page 45 illustrates the dialog box
that collects your passphrase question and answer.

The passphrase should not be confused with the normal login. A passphrase is used to protect the
user's single sign-on credential information.

To prevent a rogue administrator from resetting a user's password and attempting to gain access to
a user's single sign-on information, SecureLogin prompts for the passphrase whenever
SecureLogin recognizes that tampering or an administrative password change has been performed
on the user's account.

This passphrase is also used when the user accesses cached login data while not authenticated to
the directory.

The passphrase question and answer help you access your login data in the following situations:

+ You aren’t authenticated to the directory.

*

The network connection is lost.
+ You are using a laptop computer and are out of contact with the network
* You forget your eDirectory password and have it reset for you.

+ Your credential store was locked when an administrator inappropriately reset your eDirectory
password.

NOTE: You can’t manage passphrase security in standalone mode.

Entering a Passphrase Question and Answer

As the following figure illustrates, a dialog box enables you to provide a passphrase question and
answer. You encounter this dialog box after you install and first run SecureLogin.
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Passphrase Setup E3

Novell. Nsure™
SecurelLogin N

If you need to access pour zingle zign-on details when pou are not connected to
the network or if your pageword is ever reget, Securelogin will ask pou a
pazzphraze question, v'ou must then enter your pazsphraze answer.

1. Select or enter a passphraze question.
2. Enter and confirm a passphraze answer.

Enter an obscure answer 2o that no one iz kel to guess it.

Select or enter the question.  [RlEMERe RN EAR R

Enter the angwer I

Confirm the anzwer I

Cancel |

SecureLogin uses the question and answer to ensure that no one else uses your login credentials to
access your applications. Choose passphrase information that you'll be able to recall months or
years from now.

NOTE: For a passphrase to display properly on multi-byte platforms (for example, Japanese and Chinese),
users must use single-byte characters when entering a passphrase.

If you use Novell SecretStore, a specially-designated SecretStore Administrator might unlock your
directory-based data stores on your behalf. When you next log in, you encounter a passphrase
answer prompt. For more information, see “Setting Up a SecretStore Administrator” in the Novell
SecretStore 3.3.0 Administration Guide.

Providing Passphrase Questions

You can provide preset passphrase questions for users to respond to or enable users to enter their
own passphrase question.

1 In ConsoleOne, right-click a Container object, then click Properties.

You can provide passphrase questions for User objects, provided a user has used SecureLogin
and set a passphrase question.

2 Click Novell SecureLogin, then select Advanced Settings.
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Properties of AKRANES

Hovell Securelogin iNl:weII SecretStore | Ger
Advanced Settings |

Corporate Script Location——————————
| Read Corporate Scripts from:

[ Passphrase GQuestions

i Cluestion

3 In the Passphrase Questions dialog box, click New.

Hovell SecurelLogin - iNaveII SecretStore i General vI Restrictions + | Memberships vi Security Equal To Me i E: E
Advanced Seftings |

Cnrpurate Scnpt LDEat'Dn ......................................................................................................................
Fead Corporate Scripts from:

(Passphrase Questions

Cuestion Source |

Delete

e
Edit I

To edit a passphrase question, select it, click Edit, make changes, click OK, then click Apply.
4 Type a question, then click OK.

E8New Passphrase Question [ %]

Enter a new question:

(8] I Cancel |

5 Click Apply.

Disabling User-Set Passphrase Questions

By default, users can enter their own passphrase questions. To disallow user-set questions and
require users to select a preset question:

1 In an administrative tool, select Novell SecureLogin > General Settings, then click Settings.
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Properties of AKRANES E |

Hovell SecureLogin - | Movel SecretStore I Zeneral "l Restrictions vl Memberzhips vi Security Equal To Me i t; EE
General Settings |
Lzer IDs Applicatiunsi Passwaord Policies  Settings |
Description I Yalue Source i | Edit I
Allow single sign-on to Windows applications Yes Diefault _:J
Allow users to view and change settings Yes Default Ll |
Allow users to wiew and modify scripts Yes Diefault Refresh |
Allowr users to view passwords es Default
Change the cache refresh interal ] Default All =
Customize text for the passphrase setup dialog hox Default
Detectincorrect passwards Yes Default
Disable advanced settings of Manage Lodins o Default
Disable single sign-on ] QO=AKRAMNES T=..
Display the systermn tray icon Yes QO=AKRAMNES.T=...
Enable the file cache Yes Default
Enahle the Mew Login Wizard on the system tray icon  Yes Diefault
Password protect the system tray ican i [x] Default
Prevent users from entering a passphrase gquestion

2 Click Prevent Users from Entering a Passphrase Question, click Edit, select Yes from the
drop-down list, click OK, then click Apply.

Customizing Introductory Text

When users first encounter SecureLogin, SecureLogin prompts them to enter a passphrase
question and answer. See “Entering a Passphrase Question and Answer” on page 45. You can edit
that text and provide customized instructions.

1 Click Settings.
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Hovell SecurelLogin l Movell SecretStore l General » | Restrictions vI Memberzhips - | Security Equal To Me |
General Settings |

User |Ds ApplicationsiPasswurd Policies Seﬂingsl

Descriptioh | Value Source i Edit
Allow single sign-on to Windows applications Yes Default ;!

Allow users to view and change settings es Default [ EEEEEEEh
Allow users to view and modify scripts Yes Default Refresh
Allow users to view passwords es Default

Change the cache refresh interval 5 Default All

Detectincorrect passwaords Yes Default

Customize text for the p rase setup dialog box - ]

2 Select Customize Text for the Passphrase Setup Dialog Box, then click Edit.

NOTE: Because the primary data store is unavailable in standalone mode, many SecureLogin
management features are not available in that mode.
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3 Type text in the Value pane, then click OK.

Editing a Setting E

Setting: iCustumize text for the passphrase setup dialog box

Source: iCN:hduhl:lis.O:PxKRANEE.T:BKIPTBJORI

Yalue: |3p that you can use Securelogin when you aren't comnected | &
to the network, or to protect your data if someone else
resets wour password, Jecurelogin asks wou a passphrase
question. At that time, you enter your passphrase answer.

1. 5elect or enter a passphrase question.
2. Type and confirm an obscure answer (hard for someone to ,:j

. P VS S S S PSSP, AU S S —

514 Cancel I

Although your introductory text can have 8 lines with 64 characters in each line, limit your
text to 415 characters. If you type too many lines, the text boxes for the passphrase question
and answer will hide them.

4 Click Apply.
Using a Passphrase Policy

By default, SecureLogin requires a passphrase that has at least six characters. To set other
requirements:

1 Click Settings.
2 Scroll to and select Use a Passphrase Policy.
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Properties of hdubois E3 |

Hovell SecureLogin - | Movel SecretStore vi Zeneral vi Restrictions vi Memberzhips - | Security Equal To Me '; EE
General Settings |

Lzer IDs Applicatiunsi Passward Policies  Seftings |
Description I Yalue Source i Edit |
Allow single sign-on to Windows applications es Default ;! ;
Allow users to view and change settings Yes Default e |
Allow users to wiew and modify scripts es Diefault Refresh |
Allowr users to view passwords es Default
Change the cache refresh interal ] Default All x
Customize text for the passphrase setup dialog hox Sothat... CH=hdubois.O=..
Detectincorrect passwaords Ves Default
Disable advanced settings of Manage Lodins o Default
Disable single sign-on Mo O=AKRAMNES T=..
Display the systern tray icon Yes O=AKRAMNES.T=...
Enable the file cache Yes Default
Enahle the Mew Login Wizard on the system tray icon Yes Diefault
Password protect the systemn tray ican i [x] Default
Prevent users fram entering a passphrase guestion Yes CM=hdubois. 0= .
Stop walking here i [x] Default

nhrase policy E
Page Options... Close I EAHE] i Al Help

3 In the Editing a Setting dialog box, require a passphrase policy by changing the value to Yes.

Digable advanced settir [T RGO [ %]

Disable single sign-on
Display the systerm tray
Enahle the file cache Source: IO:vmp.T:akranes

Setting: |Use a passphrase policy

Enahle the Mew Login yeo) o
Password protect the sy .

Edit Palicy |
Prevent users fram ente
Stopwalking here . oK | cancel I

4 (Optional) To edit the passphrase policy, click Edit Policy.
4a Sclect a setting, then click Edit.

The following figure illustrates some passphrase policy settings that you can change:
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Passphrase Policy [ x|

Descriptian Value Edit |
murm number of upp c 3

Maximum passward length Delete I

Minimum number of uppercase characters [ET-as-ic-_-E

Minimum password length
FPaz=word must bedin with an uppercase character R[]

Edit Script | Ok I Cancel | Help I

To view all the settings, select All from the drop-down list.

4b In the Editing a Setting dialog box, change the value, then click OK twice.
8 Save the setting by clicking OK twice.

Displaying the System Tray Icon

During installation, you encountered a Post-Install screen that displayed the following options:

[v Start Securelogin Mow

v Start Securelogin O Windows Startup

If you checked the Start SecureLL.ogin on Windows Startup check box, SecureLogin places the
SecureLogin icon on the system tray whenever you start the computer.

@

To prevent users from displaying and accessing the system tray icon:

1 Click Settings.

2 Seclect Display the System Tray Icon, then click Edit.

3 Using the drop-down list, change the value to No.
If you turn off the SecureLogin icon on the system tray and then use another tool to change the
data, the changes won't take effect until the workstation is restarted.

Disabling the Local Cache

To use login data when you work offline, you can store login data in encrypted files on your
workstation. By default, these cache files are located in the \documents and
settings\[profile]\application data\securelogin\cache directory.

To disable the cache by using SecureLogin:
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1 Right-click the SecureLogin icon on the system tray, select Advanced, then select Change
Settings.

2 Seclect Settings > Enable Cache File.
3 Click Edit, set the value to No, then click OK twice.

To disable the cache by using administrative tools:

1 Right-click the Container or User object, then click Properties > Novell SecureLogin >
General Settings > Settings.

2 Select Enable File Cache, click Edit, then set the value to No.

3 Save the changes by clicking OK twice.

Using SecureLogin with Client Software

When you use SecureLogin with the following, additional functionality allows SecureLogin to
leverage the user's directory authentication information:

+ The Novell Client™ for Windows NT* or the Novell Client for Windows 9x
¢ The eDirectory option (selected during installation)

+ The eDirectory with SecretStore option (selected during installation)

You can reference the ?sysuser and ?syspassword variables from within an application script,
avoiding the need to store a copy of this data in the directory. Additionally, when the user is
authenticating to SecureLogin while disconnected from the directory, the directory password can
be used in place of the user's passphrase answer.

If you use SecureLogin with the Novell Modular Authentication Services (NMAS™) client, using
the eDirectory password method, no additional installation or configuration is required. By
default, the NMAS client hides the eDirectory password field on the Novell Client login dialog
box in favor of a subsequent password prompt.

To re-enable the Login dialog's password field:
1 Right-click the N icon on the system tray.
2 Click Novell Client Properties > Location Profiles.
3 Click Default in the Location Profiles window, then click Properties.
4 In the Services page, click Properties.
5 In the Credentials page, check the Enable Password Field check box.
6 Close dialog boxes by clicking OK.

To enable use of eDirectory login data without the NMAS client, install the SecureLogin client
login extension (slina.dll) from the \securelogin\terminalserver\citrix\srv\nw directory.

1 Without replacing newer files, copy slina.dll and unicows.dll to the Windows system
directory (c:\winnt\system32 or c:\windows\system).

2 Register the login extension by double-clicking the appropriately-named .reg file.

¢ On Windows NT, Windows 2000, or Windows XP workstations, register the login
extension by opening Register NT LoginExt.reg.

¢+ On Windows 98 workstations, open Register 98 LoginExt.reg.
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Copying, Exporting, and Importing SecureLogin Settings

The Copy Settings feature enables you to copy SecureLogin settings (data) from one object in a
directory tree to one or more objects in that tree. The objects can be in the same context or in a
different context. You can't copy settings from one tree to another.

However, you can export or import settings from one tree to a target tree. After settings are
exported or imported, you can then copy them from within the target tree.

Also, you can copy from one administrative tool (ConsoleOne, MMC, or SecureLL.ogin Manager)
and import into another tool.

The Copy feature saves settings internally (RAM) and copies to objects. The Export feature saves
the settings externally to an XML file. You can then use the XML file repeatedly to import settings
to objects.

Copy Settings doesn't copy, export, or import variables. Therefore, usernames and passwords are
not copied, exported, or imported.

Copying SecurelLogin Settings

To copy SecureLogin settings, use the following guidelines:

+ Typically, copy from a User object to a User object and from a Container object to a Container
object.

+ Copy settings to an object in the same context, a parallel context, or a subordinate context.
Don't copy settings from an object in a subordinate context to an object in a superior (higher
in the tree) context.

+ Copy items that have local settings. When inheritable settings are copied, they become local
settings on the object that the settings are copied to. Such copied settings might have broken
login-to-application links.

To copy settings:

1 In ConsoleOne, right-click the object that has the settings that you want to copy, then click
Properties.

You can select an Organization, Organizational Unit, Locality, Country, or User object.

2 At the Novell SecureLogin tab, select Copy Settings.
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Properties of hdubois E3

Copy Setlings

[ Operaﬁﬂn ......................

& Copyto one or maore ohjects in eDirectory

" Exportto an xml file

= Import from an xml file

| ¥ Settings
W Applications
| ¥ UserIDs

W Password Policies

6

Hovell SecureLogin - | Mowvel SecretStore vi Zeneral vi Restrictions vi Memberzhips | Security Equal To Me -:: EE
{

Ferfarm Operation |

Select Copy to One or More Objects in eDirectory, then check all check boxes (in the Scope
pane) for settings that you want to copy.

By default, all data are selected. To limit the scope, uncheck check boxes for data that you
don't want to copy, export, or import.

For example, if you only want to copy user IDs, uncheck the other check boxes.
Click Perform Operation.
At the Select Objects page, select one or more objects that you want to copy the settings to.

You can browse to and select one or more objects from other contexts, but you can’t select
objects from other trees. You can select objects in one context and then browse to other
contexts to select additional objects.

To select an object, click it, then click Select. Selected objects appear in the Selected Objects
pane.

Click OK.

Exporting SecureLogin Settings

You

can export settings from one tree and import them into the same tree or a different tree. The

Export and Import options operate on the same settings as Copy Settings.

To export and import settings, you use XML files. The files have a corresponding XML schema
file (nsldata.xsd).

The

XML schema file specifies XML tags and type of data. The file controls how SecureLogin

behaves.

To export SecureLogin Settings:

1
2

Right-click the object that has the settings that you want to export, then click Properties.
On the Novell SecureLogin page, click Copy Settings.
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Froperties of AKRAMES

Howvell Securelogin « || Movell SecretStore I Dial
Copy Settings

—Operation
" Copyto one or mare ohjects in NDS
¢ Exportto anxml file

" Impart from an xml file

—Scope
v Settings
v Applications
v User|Ds

v Password Policies

3 Click Export to an XML File, then check all check boxes (in the Scope pane) for settings that

you want to export.

To limit the scope, uncheck check boxes for settings that you don't want to export.
Click Perform Operation.

Save the settings to an XML file.

Navigate to the directory where you want to save the XML file, specify the filename, then
click Save.

The settings are ready to import to another object.

You can edit exported XML files. The XML schema file is provided so that you can verify
any modified XML file. However, an easier way to verify a modified file is to import it. The
SecureLogin snap-in to ConsoleOne reports an error if the modified file has incorrect syntax
or some other problem.

Importing SecureLogin Settings

1
2
3

Right-click the object that you want to import the settings to, then click Properties.
Select Copy Settings.

Select Import, then check all check boxes (in the Scope pane) for settings that you want to
import.

To limit the scope, uncheck check boxes for settings that you don't want to import.
Click Perform Operation.

Navigate to and select the XML file that contains the settings that you want to import, then
click Open.

When you import settings from an XML file, SecureLogin validates the XML file against the
XML schema. An invalid XML file is rejected.
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You can only import settings to one object at a time. However, after importing you can then copy
(within the target tree) settings that you imported.

Setting Up Multiple IDs for an Application

Scenario: Multiple Identities. Occasionally, Henri must access deskup.exe as user Admin to
change data. Usually, Henri accesses the application as user Henri to view data. Therefore, Henri’s
job responsibilities require that he have two identities for the application deskup.exe. Henri sets
up an identity for each role. SecureLogin automatically logs Henri in to deskup.exe according to
the role that he uses to log in.

To set up multiple IDs for an application:
1 (Conditional) Create a user ID for an application.
If a user ID already exists for the application that you need multiple IDs for, skip this step.

The application can be a Windows, Web, or other application. The application has a username
and password.

2 Click Applications, select the application that you want to create the multiple user ID for, then
click Edit.

£ SecureLogin - Manage Logins for hdubois. akranes. T=SKIPTSJORI

Novell. Nsure™ SecurelLogin

User|Ds Applications | Password Policies | Settings |

Application Description | Application Mame | - Hew

deskup.exe
- Edit |

3 In the User IDs dialog box, click New.

Application - DeskUp

ipplication: |deskup.EHe Tupe:

Description: IDESkU P

Uszer D | Script I Settingsl

Lzerame | Uzer ID Deszcription | Hew
hdubais DeskUp

4 In the New User ID dialog box, click New User ID.
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Mew Uszer ID |

" Select an existing User 10

L zername | |Jzer ID Description -
hdubois DezklUp

Usger |0 Description; |

Create I LCancel Help

5 Type a description for the multiple-ID login that you are creating, then click Create.

& New User D

Uszer |0 Description: IDeskLlp2

Create I LCancel Help

6 Enter variables and values for the new user 1D, then save changes.

Login Detail - DezskUp2

Login Dezcription: |DeskU|:|2

Wariables | Walles | Mew

Edit

Delete

[ REE B

Application Mame Add Link. ..
deskup.exe
Eemawe Link
[T Display passwords (1] Cancel | Help |

7 For subsequent logins to the application, select the user ID that you need.

As the following figure illustrates, a list displays each user ID that you have created. The
Default option is for the first login that was created.
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SecureLogin - ARUSER.EXE login zelection

Novell. Nsure™
SecurelLogin

Select the login to uze.

D ezcription | Llzerame |
m heubois

Remeady Uzer hicdubois

Remedy Uszer 2 hoduboiz

QK I Cancel

Each user ID has a separate set of variables. The script for the login could use two variables
(for example, a username and password) or more than two. Also, the variables might be named
something other than Username and Password.

Defining Applications That SecureLogin Detects

SecureLogin automatically detects applications that require users to log in. You or the user can set
the preferences to have SecureLogin detect or ignore Windows Applications, Internet Explorer, or
Netscape logins. However, you might want SecureLogin to detect or ignore a particular
application without setting a preference that will be applied to all applications. You achieve this
by creating an exclude.ini file on the workstation and defining the applications that you want
SecureLogin to ignore or detect.

By default, SecureLogin doesn’t provide or use an exclude.ini file. The applications that
SecureLogin ignores are hard-coded into SecureLogin. The following table lists applications that
SecureLogin ignores:

loginw32.exe nwadmn95.exe slmanager.exe
loginw95.exe nwadmnnt.exe slproto.exe
mmc.exe nwtray.exe slwinsso.exe
msdev.exe scrnlock.scr tlaunch.exe
notes.exe setup.exe wfica32.exe
nswebsso.exe slbroker.exe

nwadmn32.exe sllock.scr

Ignoring Additional Applications
1 Create an exclude.ini file in the SecureLogin installation directory.

Typically, the directory is c:\program files\novell\securelogin.

58 Nsure SecureLogin 3.51 Administration Guide



You can use a standard text editor to create the file.
2 List the executable names for applications that you want SecureLogin to ignore.

Add one executable name per line. For example, to prevent SecureLogin from detecting
weblog.exe, enter the following line in the exclude.ini file:

weblog.exe

3 Save the exclude.ini file.

Detecting Specific Applications

By using an exclude.ini file, you can specify and limit the programs that SecureLogin detects.
1 Create an exclude.ini file.

2 Place the Include command as the first entry in the file.

Ej exclude.imi - Hotepad _ (O] x|
File Edit Search Help
Include ;l

winzip.exe

.

] 2

3 List the applications that you want SecureLogin to detect.
4 Save exclude.ini on the workstation in the SecureLogin installation directory.

Typically, the directory is c:\program files\novell\securelogin.

When using the Include command in the exclude.ini file, you must list every application you want
SecureLogin to detect. Using the Include command in the exclude.ini file does the following:

¢ Increases performance
+ Stops the auto detection of new applications
+ Stops the auto detection of single sign-on to any applications not listed in the file
¢ Increases security
NOTE: You can’t simultaneously use Exclude and Include modes.
If an application has been hard-coded to be ignored, you can have SecureLogin detect it.
1 Create an exclude.ini file.
2 Place the Nodefault command as the first entry in the file.
This command causes SecureLogin to ignore the hardcoded list.

3 Rebuild the hard-coded list in the exclude.ini file, including all the applications in the list
except the application that you want SecureLogin to detect.

4 Save exclude.ini on the workstation in the SecureLogin installation directory.

Typically, the directory is c:\program files\novell\securelogin.
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Changing the Startup Order of Applications

If a password-protected application starts before SecureLogin is initialized, SecureLogin is unable
to process the login request for that application. To solve this problem, change the startup order of
the applications. Use one of the following options, according to how your application has been
configured to autostart:

+ “Using the Startup Group” on page 60
+ “Using Startup Scripts” on page 60

+ “Using Novell Application Launcher to Start Applications” on page 61

Using the Startup Group

You can move application start commands from Registry Run to the Startup group. Move the start
commands for password-protected applications from

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\Current Version\Run to the
\Windows\Start Menu\Programs\Startup group.

Using Startup Scripts

60

Startup scripts are scripts that are executed during SecureLogin’s startup. You can move
application start commands from Run or the Startup group to a SecureLogin startup script. This
option has the following possible drawbacks:

* Application paths might be different on each computer.

To resolve this issue, place a .ini file on each computer. This file would list the applications
that are to start after SecureLogin has initialized.

+ This option is not automated.
To resolve this issue:

1. Check the list of applications in the Run key against the applications defined in
SecureLogin.

2. Prompt the user to automatically delete the list from the Run key.
3. Add the list to the .ini file.

After users have added the list to the .ini file, they must restart the application, or log out and log
back in to the workstation. (This is a one-time task.)

If for some reason SecureLogin doesn't detect an application when it is launched from the startup
script, you can modify the startup script to call a batch file. The following example startup script
launches Novell iFolder:

Run "c:\Documents and Settings\administrator\desktop\ifolderlaunch.bat"
The batch file contains the following lines:

Sleep 1
Start "ifolder" /MIN /B "c:\Program Files\novell\ifolder\trayapp.exe"
Exit
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Using Novell Application Launcher to Start Applications

Use the Icon Order and Wait on Force Run options in Novell Application Launcher™ (NAL).
These options enable you to use NAL to do the following:

¢ Launch Novell SecureLogin.

+ Launch (with a lower order) the other applications that you want to single sign-on to at startup.

One possible drawback with this option is that some users might not want to start an application
that NAL launches.
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Using SecurelLogin

This section contains information on the following:
* “Accessing SecureLogin’s Main Window” on page 63
+ “Using the SecureLogin Icon” on page 64
+ “Adding Applications” on page 65
+ “Linking User IDs to Applications” on page 78
¢ “Changing Settings” on page 79

Accessing SecurelLogin’s Main Window
The SecureLogin client runs on workstations. To access SecureLogin’s main window, do one of
the following:
¢ Click Start > Programs > Novell SecureLogin > Novell SecureLogin.
+ Double-click the SecureLogin icon on the system tray.

+ Right-click the SecureLogin icon on the system tray, then select Manage Logins.

The following figure illustrate’s SecureLogin’s main window.

£ SecureLogin - Manage Logins for Henri_akranes T=SKIPTSJORI
Novell. Nsure™ SecurelLogin
L zername | Usger |0 Description | MNew
Edit |
Delete |
W Securelogin Active QK. Lancel Help
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NOTE: If the administrator has set the value for Display the System Tray Icon to No, this window won'’t display
on user’s workstations. SecureLogin will run, add applications, and manage credentials on behalf of the users,
but users won’t have access to management options that SecureLogin’s main window provides.

Using the SecureLogin Icon

By default, the installation program places the SecureLogin icon on the system tray.

@

This icon is a shortcut to SecureLogin functionality on workstations. To use the shortcut:
1 Right-click the SecureLogin icon on the system tray.

2 Seclect the task that you want to complete.

Add Applications
Manage Logins
Mew Login Yizard

chorse sotives I

Change Pazsphraze .
Dizable
Refrezh Cache About
wiork Offline i
Log Off User
LCloze

The following table provides information on the tasks:

Option Description

Add Applications Adds Windows, Web, Advanced Web, and Java applications.
Enables you to have applications launch as soon as Windows
starts up. See “Adding Applications” on page 65

Manage Logins Brings up SecurelLogin’s main window. Adds user IDs (login
credentials), links user IDs to applications, manages password
policies, and manages SecurelLogin settings.

New Login Wizard Creates a new user ID for an application that you select.

Advanced > Change Settings Applies a subset of settings to a workstation. For a complete
list of settings, see “Configuring SecureLogin Settings” on
page 41.

Advanced > Change Passphrase Changes a user’s passphrase question or passphrase answer.

See “Managing Passphrases” on page 45.

Advanced > Refresh Cache Refreshes the contents of the local cache.

Advanced > Work Online/Offline Toggles between SecurelLogin’s online and offline states.
When you work offline, SecurelLogin uses the local

(secondary) cache rather than the directory.

Active Determines whether SecurelLogin is enabled (active) or
disabled.
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Option Description

About Displays the SecureLogin version number and the status of the
data stores. The primary data store is the directory. The
secondary is the local cache.

Log User Off Windows Logs you off from your Windows session.

Close Closes SecureLogin.

This list of tasks is also available by clicking Start > Programs > Novell SecureLogin > Display
Menu. If SecureLogin is running, Display Menu provides an alternative for opening the task bar
menu. If SecureLogin isn't running, Display Menu starts SecureLogin. If a new user, who hasn’t
run SecureLogin yet, clicks Display Menu, SecureLogin prompts the user to set up a passphrase.

Adding Applications

To add applications, use the Add Applications Wizard. Pop-up prompts enable you to launch the
wizard as you log in to new Windows, Web, Advanced Web, or Java applications, or you can
manually launch the wizard.

The Add Applications Wizard helps you generate login scripts and store variables (for example,
usernames and passwords). The Wizard captures login data to use in SecureLogin prebuilt scripts
or creates new scripts for Windows, Web, and Java applications.

The wizard-generated login scripts store your login name, password, and any other information
required for authentication. Scripts are stored in the local database and in the directory. The wizard
is only available from the workstation. It isn’t available in the SecureLogin snap-in to
ConsoleOne® or in Active Directory Users and Computers.

Responding to Pop-Up prompts

After SecureLogin is installed on your desktop, SecureLogin watches for applications that aren’t
enabled for single sign-on. Upon detecting such an application, SecureLogin prompts you to use
SecureLogin wizards that enable those applications for single sign-on and thereby simplify future
logins.

Prompts for Windows Applications

After detecting a Windows login panel, SecureLogin displays the following dialog box. (If the
application has a prebuilt script, the initial text varies.)

SecureLogin

T Securelogin has detected a pazsword field.
Wwiould you like to launch the S50 wizard to
configure thiz application for zingle sign-on?

Ho Mewver

You can choose not to enable single sign-on for this application. If you select to not be prompted
during future encounters, SecureLogin generates a blank script for this application and doesn’t
prompt you again.
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If you click Yes, SecureLogin launches the Add Applications wizard, which guides you through
the setup and creates a script for the login panel. The next time you open the application,
SecureLogin authenticates for you.

Prompts for Web Pages

When you navigate to a Web page that has a login field and then submit your login information,
SecureLogin prompts you whether to enable single sign-on for the site, for only the current page,
or not at all.

SecurelLogin B

“3 Wiould you like Securelogin to remember thiz
information ta log pow in autamatically in the future?

= Save for all pages at this web Save for only this
zite. page.

Hao Mewver Detailz >»

If you click Yes, SecureLogin extracts the login information from the Web page and stores it for
future single sign-on authentication.

Option Description

Save for All Pages at This  Saves the script against the base URL of the page (for example,
Web Site mail.yahoo.com).

Save for Only This Page  Saves the script against the exact URL of the page (for example, http://
login.yahoo.com/config/mail?.intl=au).

Yes Creates a script, automatically reads the credentials entered into the
browser, and stores the credentials against suitable variables. The next
time the Web page is loaded, SecureLogin enters your credentials.

No Doesn'’t create a script. The next time the Web page is loaded,
SecurelLogin displays the prompt again.

Never Creates a blank script with no variables. The next time the Web page is
loaded, you aren’t automatically logged in or prompted to enable the Web
page for single sign-on.

Details Changes the URL that is saved with the script. Select a URL suggestion
from the drop-down list or enter a URL. See the following figure.

Prompts for Applications That Have Prebuilt Scripts

66

When SecureLogin detects a login panel for an application that has a prebuilt script, SecureLogin
prompts you with the option to implement that script. The following figure illustrates a prompt for
a Web site:
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SecureLogin E

SecureLogin has a prebuilt zcript for this web site.
Would you like to uze the existing script? [Prezs MO ta build a new script)

To enable the script, click Yes, then enter the required credentials. SecureLogin logs you into the
application whenever the application is launched.

To ignore the prompt, click No. The next time SecureLogin detects the application’s login panel,
SecureLogin displays this prompt again.

Manually Adding Applications

If the Add Application Wizard doesn't run automatically, you can launch it:
1 Right-click the system tray icon.
2 Click Add Applications.

You can also click Start > Programs > Novell SecureLogin > Novell SecureLogin >
Applications.

3 At the Welcome dialog box, click Next.

4 Add an application that has a prebuilt script, add a Web application, or add a Windows
application.

Using Prebuilt Scripts

Scripts store certain login information so that it can be used again and again. To save you the time
and trouble of setting up scripts, SecureLogin provides prebuilt scripts for many applications.

To add an application that has a prebuilt script:
1 Right-click the SecureLogin icon on the system tray, then click Add Applications.
2 At the Welcome window, click Next.
3 Click Prebuilt Scripts, then click Next.
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£ SecureLogin - Add Application Wizard E3 |

Select a Web Site or Application
What kind of login script do pou want to create?

Select the twpe of login script you want to create, and then click
S

‘Select this optiot if pou want to zet up a web site or application
that hasz a prebuilt scnpt.

= web Page
Select thiz option if you want to zet up a login for a web page.

= Windows Application

Select thiz option if you want to zet up a login for a windows
application.

< Back I Mest » I Cancel

4 Sclect the application from the list, then click Finish.

£ SecureLogin - Add Application Wizard

Select an Application.

Thisz iz a list of the prebuilt applications included with Securelogin.
Make a selection from the list.

Prebuilt Application Scripts Iil

MY0OB Premier
Metscape
Movell Borderkd anager WFH Client

Onebox email

Oracle - Generic Login J
Qracle Financials

PCArmahere 8.0

PeopleSaoft

pluzw33. exe ;I

< Back I Finizh I Cancel |

5 Provide a login.

As the following figure illustrates, when you next launch the application, SecureLogin

prompts you to enter login variables.
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Enter Your User ID Information

Novell. Nsure>
SecurelLogin

Enter your sign-on wariables.

|l zernarme: | |

Pazzword: | |

0k I Cancel |

After you type the variables and click OK, SecureLogin saves this data and logs you in. For
subsequent launches, SecureLogin automatically logs you in.

You can also provide login data manually:

Ba Right-click the SecureLogin icon on the system tray, then click Manage Logins.
5b Click User IDs > New.

£ SecureLogin - Manage Logins for hdubois. akranes. T=SKIPTSJORI

Novell. Nsure™ SecurelLogin

Usger Dz Ia‘-‘«pplication Data | Password Palicies | Settings |

|Jzermame | Idzer |ID Descrption |

B¢ Type a description for the user ID, then click OK.

MHew User ID E3
Fleaze enter a description for the new User 1D:
|Hemed_l,l |Jzer

u] 4 I LCancel | Help |

Typically, enter the application name.

8d Type login variables.
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Login Detail - Remedy User E3
Login Description: | ([EZi=s e

Wanables | Walues | Mew |

Edit |

Delete |

Application Mame Add Link... |

Bemaowve Link |

[ Display passwords Ok Cancel | Help |

Entering a Name in the Variables Column

To enter a name in the Variables column, click New, type a name (for example,
Username), then click OK.

Hew Yariable bt

Please enter a name for the new variable:
|L|semame|

ok I LCancel | Help |

"Username" is a typical entry. However, it’s a good idea to use the text that appears on
the login panel. For example, text for a Windows application might be User Name or User
ID, but text for a Web page that logs you in to a bank might be Account.

Entering a Value

The entry in the Variables column requires a matching value. In the Editing Username
dialog box, type the value (for example, the actual username), then click OK.

Editing Username b

Enter new walue for L zemame:

hdubois

u] I LCancel | Help |

Add other variables (for example, Password) and matching values (for example, the
actual password) as required in the login panel.
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Login Detail - Remedy User E3

Login Description: IFlemeu:I_l,l Uzer

Wanables | Walues

PaSSWD[d EEEEEIEEY
Uzermame hdubaois Edit |
Delete |
Application Mame Add Link... |
Bemaowve Link |
[ Display passwords Ok Cancel | Help |

If you have already saved values, you can edit them. For example, to change a password,
click the Password variable, click Edit, then type and confirm the new password.

Save the variables and values for the login by clicking OK, then save the data to cache by
clicking OK.

£ SecureLogin - Manage Logins for hdubois. akranes. T=SKIPTSJORI

Novell. Nsure™ SecurelLogin

User|Ds Applications | Password Policies | Settings |

Application Description | Application Mame |

MHew
Desklp dezkup.exe :
Novell Groupwise Client  GRPWISE EXE &I
Hatrmai bt £ A hiotrnail. exe Delete |
[uadrant Leader [uadrantLeader. exe —
ﬁ Rafer app Rofer.exe
SpinTeller.exe SpinT eller. exe

Adding a Windows Application

The following steps apply when SecureLogin doesn’t automatically detect a new application. If
SecureLogin detects a new application and launches the Add Application Wizard, go to Step 6. For
information on SecureLogin’s pop-up prompt, see “Responding to Pop-Up prompts” on page 65.

1 Launch the application and drag the login panel to one side of the screen.

2 Type login information (for example, username and password), but don’t click OK, Next, or
Finish.
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Novell. Msure™

SecurelLogin

[Jzermame:
Ihu:lul:u:uis

Pazzword:

Ixxxxx51

Other field:

| ] I LCancel

The login panel needs to remain so that SecureLogin can capture the information on the panel.
3 Right-click the SecureLogin icon on the system tray, then click Add Applications.
4 Click Next > Windows Application > Next.

£? SecureLogin - Add Application Wizard

Select a Web Site or Application
What kind of login script do pou want to create?

Select the twpe of login script you want to create, and then click
MHeut,

£ Prebuilt Scripts

Select thiz option if youw want to zet up a web zite or application
that has a prebuilt script,

= web Page
Select thiz option if pouw want to zet up a login for a web page.

@

Select thiz option if pou want to zet up a login for a windows
application.

< Back I Meut » I Cancel

5 At the Set Up a Windows Application window, drag the hand to the title bar.
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£7 SecureLogin - Add Application Wizard

Novell. N¢
Securelos

Set Up a Windows Application.

Thiz wizard gathers information that logs pou in.

Username: Steps
I # Launch the application you want to enable.
Pazzword:
I— » Enter your uger name and password,
# D'rag the hand icon to the title bar of the application you want to
Other field: enable.

pemt
b

To continue, click Mest.

< Back I FEmt Cancel

6 At the Select Window Function window, select Login Window from the drop-down list, then
click Next.

£7? SecureLogin - Add Application Wizard |

Select Window Function

What is the window used for?

SecurelLogin iz able to automate different window functions. Select
ohe of the following, and then click Mest.

Thiz automates a standard login window with up to three input
fieldz and a button.

< Back I Mest > I Cancel

7 Select the login fields.
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&% Secwelogin - Add Application Wizand

Select the Appropriate Fields

[irag each of he hand izons to the corezponding fields in the
windw of the applicaticn pou want to enable,

Novell. Nsur: Usemame: i
Securelogin = &)
Opti @
U sername:
hduboi
I i F 0K Bulton: l‘{'j
Pazzward:
I xxxxxxx 4"”- To continue, click Mext.
Other field:
Cancel

I < Back

gKk/ | Lereel | ‘

7a Drag the hand icons and drop them onto the corresponding Username, Password, and (if
appropriate) Optional fields on the login panel.

7b Drag the hand icon for the OK Button and drop it onto the OK, Next, Continue, or similar
button.

7c Click Next.

8 At the Confirm Details dialog box, verify that your username is correct and that a password
exists, then click Next.

9 Atthe Name the Script window, accept the default name (or select a name from the drop-down
list or type a new name) for the application, then click Finish.

Adding a Web Application
1 From a browser, go to the URL of the Web page that you want to log in to.
2 Right-click the SecureLogin icon on the system tray, then click Add Applications.
3 Click Next > Web Page > Next.
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£? SecureLogin - Add Application Wizard

Select a Web Site or Application
What kind of login script do pou want to create?

Select the twpe of login script you want to create, and then click
MHeut,

£ Prebuilt Scripts

Select thiz option if youw want to zet up a web zite or application
that has a prebuilt script,

= b

Select thISml:lDtil:ln if you want to get up a login for a web page.

= windows Application

Select thiz option if pou want to zet up a login for a windows
application.

< Back I Meut » I Cancel

4 At the Set Up a Web Page dialog box, copy and paste the URL, type your username and
password, then click Finish.

£ SecurelLogin - Add Application Wizard |

Set Up a Web page.

Supply zome information below about the Web page.

uRL: |l

| zername: I

Pazzword: |

“Wwhen you are ready, click Finizh,

< Back I Eitarky Cancel

If you have difficulty logging in to a Web site, see “Why is SecureLogin unable to log me in
to some Web sites?” on page 119.
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Adding a Java Application

Prerequisites

+ Sun Microsystems Java Runtime Environment (JRE) 1.4.2 or later is installed on the
workstation.

+ Following installation of the JRE, SecureLogin 3.51 is installed on the workstation.

* You have advanced knowledge of scripting.

Enabling the Add Applications Wizard for Java

When the JRE is installed, the SecureLogin installation program installs Java support by default.
However, when SecureLogin first launches, the Add Application Wizard for Java is disabled. To
use Java applications, you must enable the Add Applications Wizard for Java.

1 Right-click the SecureLogin icon on the system tray, select Manage Logins, then click
Settings.

€7 SecureLogin - Manage Logins for hdubois.akranes.T=SKIPTSJORI

Novell. Nsure™ SecurelLogin

Il zer |DSI .&pplicatiunsl Password Policies  Settings

Setting Description | Yalue | Inherited from | -
Activate the diagnostic log file Mo Default
Add application prompts for Intemet ... Yes Default
Add application prompts for Java app.. D efault Delete |
Add application prampts for Windows.. Yes D efault
Allow single sign-on to Intermet Explarer Yes D efault Clear Cache |
Allow zingle sign-on to Java applicati.. Yes Drefault
Allows zingle zign-on to Metscape Tes Default
Allow zingle gsign-on o Windows appl.. Yes Default
Change the cache refresh interval 5 D efault
Detect incarrect pazswords Ves D efault
Enable cache file Tes Default
Pazsword protect the system tray icon - Mo Default

¥ Securelogin Active ok I Carcel Help

2 Seclect Add Application Prompts for Java Applications, then click Edit.
3 Change the value to Yes, then click OK.

Edit Setting

Setting. Add application prompts for Java applications

Walue: (Mo j
Mo

4 Save the data by clicking OK.
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Adding the Java Application to the List of Applications

1

2

3

Launch the Java application.
The Java application can be an applet or an executable file.
SecureLogin displays the following message:

Java SSO has detected a new platform. Would you like to generate a script
for it?

NOTE: The script will only contain the list of controls in this Java program. It will need to be modified to
achieve full functionality.

(Conditional) If the dialog box that appears isn’t the one that you want SecureLogin to learn
for the Java application, click No.

Navigate to the dialog box that you want SecureLogin to learn, then click Yes.

Multiple instances of the "Java SSO" message appear for every instantiation of the Java
application.

Close the application.

On the Setting tab, set the Add Application Prompts for Java Applications to No, then save
the data.

Verify that the application has been added.

View the applications listed on the Applications page. SecureLogin displays a new icon and
application type.

However, the user IDs are blank and several lines in the Description column are commented
out. The number of lines depends on the application.

Also, the number of control boxes (edit, OK, Cancel) depends on the application. For
example, an application might have three edit boxes. Control #1 might be the Username field,
defined with its Java class. Control #2 might be the Password field, with its Java class. Control
#3 might be an Other field, also defined by its Java class. The control numbers might be as
follows:

Control Field Control ID Number
Edit box 1 Username field, defined with its Java class 1
Edit box 2 Password field, defined with its Java class 2
Edit box 3 Other field, defined with its Java class 3
Button OK 4
Button Cancel 5

Provide a script for the Java application.

To provide a script for a Java application, you need advanced scripting knowledge. We
recommend that a consultant help you with advanced Java applications.

A basic script follows:

Dialog
Type $Password
Type Control #2
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Type S$Username
Type Control #1
Type Control #3
Delay 1000
Click #1
EndDialog

Many Java applications require a Delay command, so that user ID information can be entered
before the OK button is clicked. This scripts types the password, types the username, types

the Other field, waits 1,000 milliseconds, moves the mouse to the OK button, then clicks the
OK button.

With Java applications, Raw submits (as found in scripts for Windows and Web applications)
are not supported.

8 Launch the Java application, then enter user information.

SecureLogin collects the information that you enter, executes, and logs you in.

Linking User IDs to Applications
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You use applications to do your work. If an application is password protected, you must log in to
it. So that you can use SecureLogin to automatically log you in to an application, you create a user
ID that you can link to that application.

The following figure illustrates SecureLogin’s main window:

£7 SecureLogin - Manage Logins for hdubois_akranes. T=SKIPTSJORI

Novell. Nsure™ SecurelLogin

User s Application: | Password F'Dliciesl Seltingsl

Application Description | Application Mame | Mew
DeskUp deskup.exe .
Movell Grouptwize Client GRPWISE.EXE &l
Hatrmail hittpe Advana. hotrnail. exe TiElE |
Guadrant Leader Quadrantleader. exe —
ﬁ Rafer app Rafer.exe
SpinTeller.exe SpinTeller.exe

faai =]
¥ Securelogin Active ak. I Cancel | Help

If you added an application that has a prebuilt script, you need to link a user ID to it. However, you

don’t need to add or create user IDs for applications that you enabled for single sign-on in the
following ways:

* You encountered a new application through a pop-up prompt and then used the Add
Applications wizard to enable the application.

* You ran the Add Applications wizard and selected a Web Page or Windows Application
option as the script type.
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In these two cases, SecureLogin’s Add Application wizard created the user ID while you were
adding the application to SecureLogin’s single sign-on functionality.

For information on managing user IDs, applications, and password policies, refer to the help
system.

Changing Settings

As the following figure illustrates, users with access to the SecureLogin icon on the system tray
can apply settings to a workstation:

€7 secureLogin - Manage Logins for hdubois.akranes. T=SKIPTSJORI

Novell. Nsure™ SecurelLogin

Ilzer |DSI Applicatinnsl Password Policies  Settings

Setting Description | Walue | Inherited fram | -
Activate the diagnostic log file Mo Drefault
Add application prompts for Intermet ... Yes Default

Add application prompts for Java app.. Mo Default Delete |
Add application prompts for Windows. . es Default

Allow single sign-on to Intermet Explarer Yes Drefault Clear Cache |
Allow zingle sign-on to Java applicati.. “es Drefault

Allows zingle sign-on to Metscape ez Drefault

Allows gingle sign-on to Windows appl.. Yes Default

Change the cache refresh interval 5 Default

Detect incarect pazswords ez Default

Enable cache file Tes Detault

Pazzword protect the system tray icon Mo Drefault

¥ Securelogin Active ok, I Cancel Help

The list in the Setting Description column is a subset of settings you control through ConsoleOne.
For information on these and the complete list, see “Configuring SecureLogin Settings” on
page 41.

To clear the entries in the local cache, click Clear Cache. The cache file is updated at the next
refresh. You might want to clear the cache if SecureLogin behaves strangely (for example, loss of
sync with passwords, or having multiple credential sets when only one should exist).

Disabling the Workstation’s Cache

So that you can use login data when you work offline (for example, on a disconnected laptop), you
can store login data in encrypted files on your workstation.

If you forget the passphrase answer password and are not able to log in using your directory
password, you will have to delete and recreate the cache files. SecureLogin automatically re-
creates cache files, provided you are authenticated to the network.

The only time a user needs to delete a local cache is when the user is locked out of both the
directory and the local cache. This would happen if you as administrator reset the user’s password
and the user can’t remember the passphrase answer. You would then go to the User object in
ConsoleOne and clear user data. The user would then need to delete the local cache files and add
login information again.
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To disable the cache:
1 Double-click the SecureLogin icon on the system tray.
2 Click Settings > Enable Cache File.
3 Set the value to No, then click OK.

Toggling the Active Setting

You can use the Active setting to override all the settings and disable SecureLogin.

Scenario: Writing a New Script. You have started writing a script for an application. Because
you need to inspect some control IDs with Window Finder, you do not want the script to run at this
time. You disable the Active setting. SecureLogin doesn’t run while you fine-tune the script. After
troubleshooting, you click Active. SecureLogin is functional again.

Scenario: Troubleshooting an Existing Script. You have a script already written for an
application. You open the application to get more information from it, so that you can put the
information in your script. Because the Active setting is used, the script for the application runs.

You don’t want to wait for the script to run while you look for control IDs. Therefore, you close
the application, click Active to disable SecureLogin, then open the application. You then get the
information that you need, return to your script, enter the information into the script, toggle to
Enable, then run the script.

The Active setting can also be useful for the help desk to use in troubleshooting, so that a
technician can manually step through a login.

Add Applications
Manage Logins
Mew Login Wizard

Advanced 4

About

Log User OFf Windows
Close

To toggle the Active setting:
1 Right-click the SecureLogin icon on the system tray.
2 Click Active.

Changing Your Passphrase
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If the network administrator allows you to, you can change a passphrase question and answer:
1 Right-click the SecureLogin icon on the system tray.
2 Click Advanced > Change Passphrase.

3 Type your existing passphrase answer.
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£ secureLogin

Novell. Nsure=
SecurelLogin

Pazsphraze: “what iz your favorite pet's name?

Fazsphraze Anzwer : I ****** q

OF. I Cahcel

4 Edit the passphrase question, passphrase answer, or both, then click OK.

Using SecurelLogin
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Using Login Watcher

Login Watcher helps you enable applications to work with SecureLogin.
1 Close SecureLogin.
SecureLogin might prompt you to close some applications before it can stop running.
2 Run loginwatch.exe, found in the \securelogin\tools directory.

3 Type the name of the application you want to watch (for example, aruser.exe.).

£ Login Watcher [ x|

-

<% Thiz application will wite a debug logfile bo
azzizt with the generation of Securelogin
Scripts

Iaruserl EXE

Start I Yiew Log LCloze

Include the filename extension.
4 Click Start.

The following dialog box appears in the corner of the screen.

£ Login Watcher

@ Mow Recording Log

5 Run the application (for example, Remedy Aruser) that you want Login Watcher to watch.
Login Watcher logs all details related to the dialog boxes that the program displays.

6 Click Stop on the Login Watcher dialog box.

7 Click View Log.
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#f] watch_txt - Notepad
File  Edit Search Help

I [=] E3

14548 || ARUSER.EXE || 3156 || Remedy User || ArFrame || O || Uisible || Title || 188783228 ||

14542 || ARUSER.EXE || 3196 || || WMDIClient || 3156 || || || 59648

14545 || ARUSER.EXE || 3184 || || msctls statusbar32 || 3156 || || || 59393

14548 || ARUSER.EXE || 2372 || Macro || AfxControlBars2 || 2156 || |1 || 59419

14558 || ARUSER.EXE || 3612 || || AfxControlBara2 || 3156 || || || 5%u22

14555 || ARUSER.EXE || 2356 || || AfxControlBara2 || 3156 || || || 59421

14557 || ARUSER.EXE || 3268 || || ComboLBox || 128 || Visible || Title || 1688

145590 || ARUSER.EXE || 3096 || Standard || ToolbarWindow32 || 2372 || || || 59392

14562 || ARUSER.EXE || 2896 || || AfxControlBarh2 || 3156 || || || 59428

14565 || ARUSER.EXE || 2844 || || ComboBox || 2988 || || || 916 e

< | M
The log is saved in c:\watch.txt.
Login Watcher records the information in the following format: time || ModuleName ||
window handle || window text || class name || parent || Visible flag || Title Flag || Control ID.
The following table provides information on the format:

Format Item Description

Time The milliseconds elapsed since the recorder was started (for example,
14540)

Module Name The name of the executable that created the window (for example,
aruser.exe).

Window Handle The unique identifier of that instance of the window (for example, 3156).

Window Text The text of the window (for example, Remedy User).

For edit boxes, the text is the contents.
For buttons, the text is the label.
For windows with titles, the text is the title.

Class Name The name of the window class (for example, ARFrame).

Parent The window handle of the parent window. Allows SecurelLogin to cross-
reference through the list and find the parent.

Visible Flag Set on top-level windows that have the style Visible set.

Title Flag Set on top-level windows that have the style Title set.

Control ID The unique identifier of that control in the program (for example, the
control to type a password). Login Watcher appends data to the existing
watch.txt file.
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5 Working with Terminal Emulators

This section provides information on the following:
+ “Terminal Launcher” on page 85
¢ “Setting Up Terminal Emulation” on page 86
¢ “Setting Up a Shortcut” on page 104
+ “Configuring Backup Sessions” on page 106
¢ “Determining Which Session File To Automatically Use” on page 106
¢ “Using Terminal Launcher With Non-HLLAPI-Compliant Emulators” on page 107

Terminal Launcher

Terminal Launcher, a component of SecureLogin, enables users to log in to any type of host that
requires a login using an emulator (for example, ACF2 or RACF mainframe, a UNIX host, or a
Cisco router).

Terminal Launcher supports the following emulator types:
¢ HLLAPI
+ DDE
¢ VBA
+ Generic

+ Advanced Generic

Terminal Launcher does the following:

* Acts as the translator between an emulator login sequence and a user’s variables (for example,
the username and password) stored in SecureLogin.

+ Coordinates the information being entered onto a mainframe or Telnet screen.

The following figure illustrates Terminal Launcher’s main window.
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SecurelLogin Terminal Launcher M= E

— Terminal &pplications
Logir ko: Ayailable applications:
Rofer.exe
< Add |
> Del |
E miulator
Eicoh Aviva j Edit &vailable Emulators
Yerzion: 3.5.0.0
— Display Options Options
& Application Mame [~ Save Settings On Exit
" Application Description [ Launch The Emulator Orly
Create Shortcut | | Launch I Cloze

Terminal Launcher can use High Level Language Application Programming Interface (HLLAPI)
commands to interface with a wide range of mainframe emulators.

The SecureLogin scripting language enables you to enter a variety of keystrokes through Terminal
Launcher to an emulator. For information on scripting and the commands used with Terminal
Launcher, see the Nsure SecureLogin 3.51 Scripting Guide.

To launch Terminal Launcher, click Start > Programs > Novell SecureLogin > Terminal Launcher.

Setting Up Terminal Emulation

To set up terminal emulation, create a script for the emulator, specifying Terminal Launcher as the
script type. Then configure the emulator and create a login.
Creating a SecurelLogin Script

The following example sets up SecureLogin Terminal Launcher to single sign-on to a session
using Jolly Giant QWS3270 Plus.

1 Double-click the SecureLogin icon on the system tray, click Applications, then click New.
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&7 SecureLogin - Manage Loginz for hduboiz_akranes T=SKIPTSJORI

Novell. Nsure™ SecurelLogin

zer Dz Applications | Passwaord F'nliciesl Settingsl

Application Description | Application Mame | MHew |
DeskUp deskup.exe -

Movel Groupiwize Client GRPwISE EXE &I

Hatrnail hittp: £ fvava, hotrnail. exe Delete |

Guadrant Leader HuadrantLeader. exe —

ﬁ Rafer app Rofer.exe

SpinTeller.exe SpinT eller. exe

|AII =]

W Securelogin Active Ok Cancel | Help

2 Seclect New Application, type a name in the Name text box, select Terminal Launcher as the
type, then click Create.

Create a Mew Application E3
™ Select a prebuilt application script; |AII j
Application Description ;I
+Medic Vision for Windows —

I Care |nnowvation
ACT Contact Manager
America Online

ANl Inztant Messenner | _ILI
3

&+ New application:

el

M ame: |J|:|II_I.J Giant Q'S 3270 Flus
Dezcription: I
Type: Terminal Launcher

Create I LCancel Help

3 Click Script.

1 Application - Jolly Giant QW5S3270 Plus

application: IJu:uIIy Giant DWS53270 Plus Tvpe: [Statup =]

Degc[iptign; IJEI"_'.J Giant 'w53270 Plus IF Enabled

Usger|Ds Seript |Settings|

|#Er|ter your script here, ;l
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4 Type a single command, then click OK.

1 Application - Jolly Giant QW5S3270 Plus

application: IJu:uIIy Giant DWS53270 Plus Tvpe: [Statup =]
Degc[iptign; IJEI"_'.J Giant 'w53270 Plus IF Enabled

User Dz Seript | Settings I

teszageBox "The emulatar script iz wnning," ;l

il

Kl
Line: 1
Nove", QK I Cancel | Help |

For example, type a MessageBox command. By entering one command, you can find out the

following:

¢  Terminal Launcher is working as expected.

¢ The script is ready for you to enter the appropriate commands.

5 Save the data and close open windows by clicking OK.

Configuring Terminal Launcher

SecureLogin Terminal Launcher includes configurations for the following emulators:

Emulator Emulator
Attachmate* Extra*® NetTerm v4.2
Attachmate Extra 2000 NS/Elite

Attachmate KEA!

Chameleon* Hostlink

Eicon* Aviva*

GLink

HBO Star Navigator

IBM* Personal Communications
IDXTerm Healthcare

Info Connect

PASSPORT* TN 3270E
QVvT

QWS3270 Plus

SDI* TN3270
TeraTermPro

TLaunch Options
ViewNow

Wall Data RUMBA*
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Emulator Emulator

Microsoft* Telnet 2000 Wall Data RUMBA 2000
Microsoft Telnet NT Wall Data RUMBA Web To Host
Microsoft Telnet Win 9x Windows Telnet VT

Mocha W32 Telnet WRQ* Reflection*®

If an emulator doesn’t have a predefined script, you can configure Terminal Launcher to do the
following:

¢ Connect to the mainframe or host, wait for the login sequence, then enter usernames and
passwords.

+ Work with a range of different terminal emulators.
+ Navigate to a particular subsystem or menu within an application.

* Incorporate into SecureLogin scripts any keystrokes that an application accepts, so that
Terminal Launcher can send the keystrokes to the host.

At the corporate level, one script can accommodate all users. SecureLogin applies user-
specific variables.

To configure Terminal Launcher you must specify any required mainframe session file and the
path to the emulator executable.

Configuring WinHLLAPI, HLLAPI, or 16-Bit HLLAPI Emulators

This section can help you configure WinHLLAPI, HLLAPI, or 16-bit HLLAPI emulators. If you
select the wrong HLLAPI type, however, Terminal Launcher will fail. To find out the HLLAPI
type, do one of the following:

¢ Consult the documentation on the emulator to find out the following:
¢ Whether the emulator supports HLLAPI

¢ The type of HLLAPI that the emulator supports (WinHLLAPI, HLLAPI, or 16-bit
HLLAPI)

+ Check the .dll files by using Dependency Walker.
NOTE: Dependency Walker won’t open 16-bit.dll files.
¢ Create a configuration for each of the three HLLAPI types.

TIP: Most HLLAPI-based emulators require you to configure HLLAPI short session names (normally A-Z) and
link them with the session files or the main application. Otherwise, SecureLogin won’ t be able to determine
which HLLAPI session to send responses to, and it will appear that SecureLogin isn’'t working. This will be the
case even though everything within the SecureLogin configuration is correct.

1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

As the following figure illustrates, Terminal Launcher displays the application that you
created the script for:
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SecurelLogin Terminal Launcher M= |

— Terminal Applications

Login ko

Emuilator

Eicon Aviva j

< Add

> Del

it

Available applications:
Jally Giant OWwS3270 Plus

Edit &xailable Emulators

Yerzion: 3.5.0.0

— Dizplay Optionz

& Application Mame

" Application Description

Optiohs

[~ Save Settings On Exit
I Launch The Emulatar Only

Create Shortcut | | Launch I Cloze

2 Click Edit Available Emulators > New.

MHew
Attachmate Extra
Aftachmate Extra 2000 Edit
Attachmate FEA] : |
Attachmate Perzonal Client
Charmelean Hostink Delete |
CRT
Eicon Aviva
GLink,
HBO Star Mawvigatar LI Done |

3 Type a name for the emulator, select WinHLLAPI, HLLAPI, or HLLAPI16 as the emulator

type, then click OK.

Ermulator namme |PowerTerm

Emulatar type IW'inH LLAPI j

QK I Cancel

4 Type values, then click OK.

90 Nsure SecureLogin 3.51 Administration Guide



HLLAPI Emulator Configuration

S EU NS i o S oftware'\ Pawer T et

o D”‘ |
Home Directary: Il::"\F'mgram FilesEricom SoftwareyPowe = |
= |

HLLARI DLL: IE:‘\F‘ngram Files\Ericam SoftwaretPowe

HLLAP! Function: IWinH LLAPI

Seszion Files:

QK I Cancel |

Add

Delete

i

Field

Description

Emulator Path

Home Directory

HLLAPI.DLL

HLAPPI Function

Session Files

The directory path and executable filename of the emulator. Either type
the path or use the Browse button located to the right of the text box. You
can type short (8.3 format) or long filenames. Enclose long filenames in
quotes (for example, "c:\Program Files\emulator").

The directory path to files for this emulator.

The directory path to the .dll file for this emulator, along with the .dlI
filename. This file is in the Home directory. Typically, the filename
contains "hllapi" in the name, but on occasion you need to refer to the
documentation on the emulator. Validate the .dll file by using
Dependency Walker (depends.exe), which is available from the
Dependency Walker Web site (http://www.dependencywalker.com).

The name of the HLLAPI function contained within the hllapi.dll file. Find
or validate this information by using Dependency Walker. The function is
case sensitive. Enter the function name exactly as you find it in
Dependency Walker.

The session files for the emulator. Type the path and session file name.
Enclose long names within quotes (for example, "C:\Program
Files\Sessions\Session1.xxx").

5 In the Available Emulators dialog box, click Done.

Configuring a DDE Emulator

1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

As the following figure illustrates, Terminal Launcher displays the application that you

created the script for:
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http://www.dependencywalker.com
http://www.dependencywalker.com

SecurelLogin Terminal Launcher [_[C
— Terminal Applications
Login ko Available applications:
< Add | Jully Giant BwS3270 Plus
> Del |
Emuilator
Eicon Aviva j Edit &xailable Emulators
Yerzion: 3.5.0.0
— Dizplay Optionz Optiohs
& Application Mame [T Save Settings On Exit
" Application Description [ Launch The Emulatar Orly

Create Shortcut I | Launch I Cloze

2 Click Edit Available Emulators > New.

Mew
Attachmate Extra
Aftachmate Extra 2000 Edi
Attachmate KEA) I |
Aftachmate Personal Client
Chameleon Hostink, Delete |
CRT
Eicon Aviva
GLink
HEQ Star Mavigator j Done |

3 Type a name for the emulator, select DDE as the emulator type, then click OK.

Create a New Emulator E

Emulator name |DDE emulator

Emulator tupe DDE

(1] 4 I Cancel

4 Type values, then click OK.
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DDE Emulator Configuration E3

E mulator Path: |c:"~DDEEm\fiIename ﬁl

Horme Dirsctary: |c:‘\F'ngram Files\DDEE | 5 I

(] 4 I Cancel |

Field Description

Emulator Path The directory path and executable filename of the emulator. Either type
the path or use the Browse button located to the right of the text box. You
can type short (8.3 format) or long filenames. Enclose long filenames in
quotes (for example, "c:\Program Files\emulator").

Home Directory The directory path to where the executable is located.

5 In the Available Emulators dialog box, click Done.

Configuring a VBA Emulator

VBA emulators support the Visual Basic* scripting language. In most cases, it is possible to write
a macro for the emulator. The macro prompts SecureLogin to enter credentials.

Configuring VBA emulators to work with Terminal Launcher is a specialized field and is specific
to each emulator.

VBA emulators can often be configured as Generic emulators. However, generic configuration
offers limited functionality.

1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

As the following figure illustrates, Terminal Launcher displays the application that you
created the script for:
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SecurelLogin Terminal Launcher M= |

— Terminal Applications

Login ko

Emuilator

< Add

> Del

Eicon Aviva

it

Available applications:

OODE

JDIIE Giant Qw5 3270 Plus

Edit &xailable Emulators

Yerzion: 3.5.0.0

— Dizplay Optionz

& Application Mame

" Application Description

Optiohs

[~ Save Settings On Exit
I Launch The Emulatar Only

Create Shortcut | | Launch I Cloze

2 Click Edit Available Emulators > New.

MHew
Attachmate Extra
Aftachmate Extra 2000 Edit
Attachmate FEA] : |
Attachmate Perzonal Client
Charmelean Hostink Delete |
CRT
Eicon Aviva
GLink,
HBO Star Mawvigatar LI Done |

3 Type a name for the emulator, select VBA as the emulator type, then click OK

Create a New Emulator E

Ermulator name |VB.-’-‘n.

cratr e T -

4 Type values, then click OK.

94 Nsure SecureLogin 3.51 Administration Guide



¥BA Emulator Configuration |

Ermulatar Path: Ic:\F'n:ngram Files'WBAE m\filename D"'l

Emulator Seszion File: |filename = |

(1] I Cancel |

Field Description

Emulator Path The directory path and executable filename of the emulator. Either type
the path or use the Browse button located to the right of the text box. You
can type short (8.3 format) or long filenames. Enclose long filenames in
quotes (for example, "c:\Program Files\emulator").

Emulator Session The session file for the emulator. Type the path and session file name.
Enclose the path and filename within quotes (for example, "C:\Program
Files\Sessions\Session1.xxx").

5 In the Available Emulators dialog box, click Done.

Configuring a Generic Emulator

The Generic Emulator option enables you to configure SecureLogin's Terminal Launcher to
interface with emulators that do not provide HLLAPI, VBA, or DDE support. Terminal Launcher
interfaces with generic emulators though the Windows Clipboard by copying and pasting.

Because an emulator doesn’t have to be programmed to allow external programs to interface with
it, almost any emulator can be configured as a generic emulator.

Normal generic emulators have Select All, Copy, and Paste functions. These functions are most
often found in the Edit menu, which is at the top of the emulator screen. However, buttons or
keyboard shortcuts might be available.

Terminal Launcher uses these functions to interface with the emulator. Upon running a
WaitForText command in a script, Terminal Launcher repeatedly simulates the selection of Select
All, then Copy, which places the content of the emulator’s screen on the Windows Clipboard.
Terminal Launcher then searches the content of the Clipboard for the text it is waiting for.

If the text is not found, Terminal Launcher repeats the procedure, which usually takes about half a
second.

Also, the emulator screen flickers while the WaitForText command is being executed. This is
normal. See “BeginSplashScreen / EndSplashScreen” in the Nsure SecureLogin 3.51 Scripting
Guide.

If Terminal Launcher finds the text it is looking for, Terminal Launcher goes to the next line of the
script, which is most often a Type command. The Type command enters a username or password.
To enter the text into the emulator, you can configure Terminal Launcher to type the text in, or to
use the Clipboard.

When using the Clipboard, Terminal Launcher copies the text (for example, a username) to the
Clipboard and then simulates the selection of the Paste function of the emulator. This procedure
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copies the text to the screen of the emulator. When using the direct typing method, Terminal
Launcher simulates pressing the applicable keys on the keyboard.

The process is then repeated for the password, and the user’s login to the mainframe session is
complete.

1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

As the following figure illustrates, Terminal Launcher displays the application that you
created the script for:

Securelogin Terminal Launcher M= E |

— Terminal Applications

Login to: Available applications:
DDE

< Add

Jolly Giant 0WwS 3270 Plus
> Del | [¥BA

i |¢

Emulator
Eicon Aviva j Edit &vzilable Enulators
Yergion; 3.5.0.0
— Dizplay Optionz Options
& Application Name [T Save Settings On Exit
" Application Description ™ Launch The Emulator Only
Create Sharbcut | | Launch I Cloze

2 Click Edit Available Emulators > New.

Available Emulators

[ x]

MHew

Aftachmate Extra
Attachmate Extra 2000

Attachmate KEA! Edi |
Aftachmate Personal Client

Chameleon Hostink Delete |
CRT

Eicon Aviva

GLink

HEQ Star Mavigator j Done |

3 Type a name for the emulator, select Generic as the emulator type, then click OK.
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Create a New Emulator E

Emulator name IGenEm

Emulator tupe

(1] 4 I Cancel

4 Type values, then click OK.

Generic Emulator Configuration |

Emulator Path: || EI

Host Mame: I

Cutput 1D I

Input 10=: I

‘window Title: |

[ Use Advanced Enter Methad
[~ Ermulator is 16 Bit

tndClass: I

(] 4 I Cancel

Field Description

Emulator Path The directory path and executable filename of the emulator. Either type
the path or use the Browse button located to the right of the text box. You
can type short (8.3 format) or long filenames. Enclose long filenames in
quotes (for example, "c:\Program Files\emulator").

Host Name The IP address, host name, or emulator session file you want Terminal
Launcher to connect to or load. Occasionally, emulators require
command line switches before they accept connection commands at
startup. If so, include the switches in the Host Name text box.

Scenario for Including a Command Line Switch: Henri is configuring
a generic emulator. The emulator requires the /h switch so that the
emulator can accept an IP address at startup. Henri types /h
192.168.130.222 in the Host Name text box.

Output IDs The Control ID for the Copy function of the emulator. For information on
finding Output IDs, see Appendix C, “Finding Control IDs and Offsets of
an Emulator,” on page 129.

Some emulators allow a keyboard simulation alternative (for example,
CTRL+C) instead.
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Field Description

Input IDs The Control ID for the Paste function of the emulator. For information on
finding Input IDs, see Appendix C, “Finding Control IDs and Offsets of an
Emulator,” on page 129.

Some emulators allow a keyboard simulation alternative (for example,
CTRL+C) instead.

Window Title Assists Terminal Launcher in detecting the emulator window. If no
Window Title is specified, Terminal Launcher might not detect the
emulator opening.

To find the Window Title, use Window Finder. Run Window Finder, then
right-click and drag the SecureLogin icon to the title bar of the emulator.
The required value will be shown as the second-from-last entry (Window
Text) in Window Finder.

Some emulators hide the real Window Title.

There is no rule to describe which text you should enter into the Terminal
Launcher configuration. (It depends on how the emulator hides it.) First,
try the configuration without a Window Title specified. Next, try the text

that is actually displayed in the title bar of the emulator. Finally, try the real

Window Title.
Use Advanced Enter Enables you to use the Adva