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About This Guide

The SecureLogin Installation Guide is for network administrators. It provides information on the
following:

*

*

*

Chapter 1, “Overview,” on page 9

Chapter 2, “Installing in Novell eDirectory Environments,” on page 17
Chapter 3, “Installing in LDAP Environments,” on page 25

Chapter 4, “Installing in Active Directory Environments,” on page 39
Chapter 5, “Installing in Windows NT/2000 Domains,” on page 49
Chapter 6, “SecureLogin on a Standalone Workstation,” on page 53
Chapter 7, “Upgrading from Earlier Versions,” on page 55

Chapter 8, “Installing and Configuring Secure Workstation,” on page 59
Chapter 9, “Troubleshooting,” on page 77

Additional Documentation

This Guide is part of a documentation set for SecureLogin 3.51.1. Other documents include the
following:

*

The Help systems in SecureLogin on the desktop as well as SecureLogin snap-ins to
ConsoleOne® or Microsoft* Management Console.

The Nsure SecureLogin 3.51.1 Administration Guide (tools and tasks to manage SecureLogin
and configure terminal emulators)

The Nsure SecureLogin 3.51.1 Scripting Guide (concepts concerning scripting, scripting
commands, and example scripts for applications)

The Nsure SecureLogin 3.51.1 Terminal Services Guide (configuring Citrix servers)

The Nsure SecureLogin 3.51.1 Configuration Guide for Terminal Emulation (how to
configure Terminal Launcher for selected terminal emulators)

The Nsure SecureLogin 3.51.1 User Guide (using SecureLogin to enable applications for
single sign-on)

If you are running Novell® SecretStore® in your environment, make sure that you upgrade
SecretStore on your server before installing SecureLogin. For documentation on SecretStore, see
the Novell SecretStore 3.3.3 Administration Guide.

Documentation Updates

For the most recent version of this document, see Novell SecureLogin 3.51.1 on the Novell
documentation Web site (http://www.novell.com/documentation).
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Documentation Conventions

In this documentation, a greater-than symbol (>) is used to separate actions within a step and items
within a cross-reference path.

A trademark symbol (®,TM, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.
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Overview

This section provides information on the following:
+ “Supported Platforms” on page 9
¢ “Deploying SecureLogin” on page 10
+ “Installing SecureLogin on Servers” on page 15

* “Some Tips Concerning Workstations” on page 15

Supported Platforms

Novell® SecureLogin 3.51.1 supports the following platforms. The latest support packs are
recommended for all platforms.

Servers
+ NetWare® 5.1 or later with Novell eDirectory™ 8.6.2 or later
+ Novell eDirectory on NetWare, Windows* NT*, Windows 2000, or Linux*

If you run Novell® SecretStore® on Linux, refer to the following table:

eDirectory Version Running on Linux Version of SecretStore to Use

eDirectory 8.6.2 SecretStore 3.0.5

eDirectory 8.7.0 Not supported. Upgrade to eDirectory 8.7.1.
eDirectory 8.7.1 or later SecretStore 3.3.3 or later

In the non-SecretStore mode, SecureLogin runs against eDirectory on any platform.
SecureLogin 3.51.1 for eDirectory supports only ConsoleOne® 1.3.2 or later.

+ Microsoft* Windows 2000 Server, Terminal Server, or Advanced Server with Active
Directory*

* Microsoft Windows NT4 Domains
+ Microsoft Windows NT4 Terminal Server
+ Microsoft Windows 2003 Server or Terminal Server with Active Directory

¢ Servers running LDAP-compliant directories

Overview



Browsers

Workstations

+ Internet Explorer 5.5 or later
¢ Netscape* 4.7.x

SecureLogin 3.51.1 provides legacy support, but with less functionality than provided for
Internet Explorer.

Depending on workstation configurations, the browsers might behave differently.

* Windows 98 SE

If SecureLogin is to access eDirectory over NetWare Core Protocols™, Windows 98
workstations should have Novell Client™ 3.33 or later. If you use LDAP, the Novell client
isn’t required.

* Windows NT 4.0 with SP6
* Windows 2000 Professional

Windows 2000 workstations using NetWare Core Protocols must have Novell Client 4.83 or
later.

+ Windows XP
SecureLogin supports the default Windows shell, explorer.exe.

The SecureLogin snap-in to ConsoleOne requires ConsoleOne 1.3.2 or later.

Deploying SecurelLogin

Installing Java

WARNING: The SecureLogin installation program overwrites the tlaunch.ini file. If you have enabled any
terminal emulator applications for single sign-on, copy tlaunch.ini from the active directory (for example,
Program Files\novell\securelogin) to a safe directory before upgrading or reinstalling SecureLogin. After
upgrading or installing, copy the saved tlaunch.ini file back to the original file.

This section provides information on the following:
+ “Installing Java” on page 10
If you want to enable Java applications for single sign-on, refer to this section. Otherwise, skip
it.
¢ “Using a Silent Install” on page 12

+ “Automating the Installation” on page 13

SecureLogin 3.51.1 supports Java applications. However, during installation the Java Applications
component is displayed and available only if Java is installed on your workstation. If the Java
Runtime Environment is not installed on your workstation, download and install it. To find out
whether the Java Runtime Environment is installed on a workstation, use Add/Remove Programs
in the Control Panel.

1 Go to the Java download Web page (http://www.java.com/en/index.jsp).

2 Click Free Download, then click Yes to install and run the Java plug-in.
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3 Click Yes to install and run jinstallerx.exe.

4 Accept the license agreement, select a setup type, then click Next.

5 Click Finish, then restart your workstation.

Selecting Modify, Repair, or Remove

If you previously installed SecureLogin, InstallShield detects the installation and displays the

following dialog box:
Securelogin - InstallShield Wizard [ x|
Welcome

e

YWelcome to the Securelogin Setup Maintenance program. This program lets pou modify the

curent inztallation. Select an option and click Mesxt.
f+ Modify

tadify, repair, or remove the progran,

Select new program components to add or select curently installed
components to remove,

" Repair

ﬁ Reinztall all pragram components installed by the prewvious setup.

" Remove

@ Remove all ingtalled components,

|rztallS hield

¢ Back | et » I Cancel

You can use the Modify operation to change components listed in the Select Components dialog
box.
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Securelogin - InstallShield Wizard E3
Select Components ‘W

Select the components setup will install. I T

Select the components pou want to install, and deselect the components yow do not want to
irztall.

— Diescription

Includes all the SecureLogin
P Fil filez. Each sybcampanent
I "rogiam Fles performs a zingle sign-oh task.

-] Intermet Browiser
-] Windowiz Applications
-] ava Applications
o] W indow Finder
-] Terminal Launcher
=] Secure Work station
- Program Files LI
10.91 ME of space required on the C drive
389919 MB of gpace awvailable on the C diive
|rztallS hield

¢ Back | et » I Cancel

However, you can’t change options that aren’t listed. For example, you can't use Modify to change
the platform.

Scenario: Changing a SecureLogin Platform. You previously installed the Standalone option to
evaluate SecureLogin. After a successful evaluation, you install SecureLogin throughout the
company, which is using eDirectory. Because you can’t migrate from Standalone to eDirectory,
you select Remove, uninstall SecureLogin, restart the workstation (if prompted), then reinstall.

To reinstall components, you select Repair. The installation program detects previously installed
components and reinstalls them.

Using a Silent Install

A silent install provides InstallShield* with instructions for installing SecureLogin. To use a silent
install, create and use a response file. The response file contains your responses to the dialog boxes
that you encounter during the installation.

1 Run the installation in the same environment that the silent installation will run.

Do this before you create a response file. You need to be familiar with the installation process
and options, so that you don’t capture unnecessary data or missteps in the response file.

Also, the data in the response file depends on the workstation and options that you select to
create the response file.

Scenario: Incompatible Workstations. You create the response file on a Windows 2000
workstation and then silently install on a Windows 98 workstation. The installation fails.

Scenario: Missing Software. You create a response file on a workstation that has the Novell
Client. You then install silently on a workstation that doesn’t have the Novell Client. The
installation fails.

2 Set up a response file by typing

Setup.exe -r —-fl”c:\setup.iss”

12 Nsure SecureLogin 3.51.1 Installation Guide



The -r parameter instructs InstallShield to record the installation.

The -fl parameter specifies a filename and absolute path where the response file will be saved.
If you omit this parameter, InstallShield saves the file to a default directory.

Although the double quotation marks aren’t always required, they are required for long paths.
You’re safer by always including them.

No space exists between f1 and the first double quotation mark (f1"). Even if you choose not
to use double quotation marks, don’t place a space after f1.

The path must be absolute, rooted with a drive letter (for example, ¢). Don’t use a relative path.

The default filename is setup.iss. However, you can specify any name, including the
extension. Setup.iss is a text file.

3 (Optional) Set up a log file by adding the following parameters:
-f2”C:\setup.log”
The path to the log file is also absolute.

The complete entry, with the command, parameters for a response file, and parameters for a
log file, appears as follows:

Setup.exe —-s —-fl”C:\setup.iss” -f2”C:\setup.log”

A silent install doesn’t display the user interface. If problems arise, you need some mechanism
to identify what isn’t working as expected.

4 Run the installation.
InstallShield records all your responses to options in the dialog boxes.
8 Use the response file and log for silent installs.

A log file captures install information as result codes. If the result code is 0, the installation
was successful. If other result codes appear, refer to the InstallShield documentation.

If you run setup.exe on a workstation that already has SecureLogin, the installation program
goes to the Modify/Repair/Remove dialog box. Therefore, if you test the response file by
running the silent install on the same workstation, uninstall SecureLogin first. Otherwise, the
installation launches the maintenance dialog box and then writes an error code to the log file,
indicating that the .iss file wasn’t able to respond to the dialog boxes.

Also, you can create silent Modify, Repair, and Remove response files.

Scenario: Using Silent Modify to Update Workstations. During a Phase 1 rollout, you silently
installed SecureLogin on users’ workstations, but didn’t install the Secure Workstation
component. Wanting users to have Secure Workstation functionality during the Phase 2 rollout,
you create a response file by selecting Modify and the Secure Workstation component. You then
update users’ workstations by running silent installs with the new response file.

Automating the Installation

By editing the automate.ini file, you can automate parts of the installation and customize it before
distributing SecureLogin to users or other installers.

1 Open automate.ini, found in the \securelogin\client directory.
2 Read the explanatory paragraphs so that you understand how to customize the installation.

3 Make changes.
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The following figure illustrates the dialog box that enables you to pre-select a Complete or
Custom installation.

Securelogin - InstallShield Wizard

Setup Type H

Select a zetup wpe and click Mest.

& Complete

Al program features will be installed. [Fequires the most disk space.]

" Custom

Select which program features vou want installed. Recommended for
advanced uzers.

The [SetupType] section in automate.ini determines whether the dialog box appears:

[SetupType]

; ShowDialog=No
;Selection=Complete
;Selection=Custom

By default, the dialog box displays. If you uncomment the ShowDialog line, the dialog box
doesn’t appear, and the installation program installs the Complete option by default.

The following figure illustrates the dialog box that enables users to select a platform:

Where do you want Securel ogin to store itz data?

&N I
 LD&P +3.0 [non eDirectary)]
" Microsoft Active Directon
" Microsoft NT, 2000 Domaing
€~ Standalone [dema)

The [Platform] section in automate.ini determines whether the dialog box appears:

[Platform]

; ShowDialog=No
;Selection=eDirectory
;Selection=LDAP
;Selection=ActiveDirectory
;Selection=NTDomain
;Selection=Standalone

By default, the Choose a Platform dialog box displays. If you uncomment the ShowDialog
and Selection=eDirectory lines, the dialog box doesn’t appear. Instead, the installation
program installs the eDirectory option by default.

Nsure SecureLogin 3.51.1 Installation Guide



4 Save and exit.

Installing SecureLogin on Servers

SecureLogin on Windows and NT Servers
You can install SecureLogin on a Windows NT or Windows 2000 server.

In fact, to administer SecureLogin in an Active Directory or NT Domain environment, you must
install SecureLogin on an NT or Windows 2000 server. The installation process is the same for
these servers as for installing SecureLogin on workstations.

If an error appears during an attempted login immediately after you install SecureLogin on an
Active Directory server, click OK in the error message, wait for a few minutes, then try again. This
error occurs because Active Directory takes time to synchronize. If the error continues, you might
need to restart the server.

SecureLogin and SecretStore in NetWare Environments

You don’t install SecureLogin on a NetWare server. Instead, you install SecureLogin and snap-ins
to ConsoleOne on workstations. To administer SecureLogin, you use an administrative tool on the
desktop, ConsoleOne in eDirectory environments, or the Microsoft Management Console in
Active Directory environments.

SecureLogin has a SecretStore client option that you can use in Novell eDirectory environments.
The SecretStore option provides additional security. If you want to use the SecretStore option
along with SecureLogin, you install SecretStore server components on a NetWare server and then
install the SecretStore client on workstations.

You install SecretStore server components before installing SecureLogin on a workstation. You
install the SecretStore client while installing SecureLogin on a workstation. Also, make sure that
the current primary tree and server connections are set to the tree where the SecretStore service has
been installed. For information on installing SecretStore, see “Installing SecretStore” in the Novell
SecretStore 3.3.3 Administration Guide.

Some Tips Concerning Workstations

SecureLogin does not support workstations running Windows 95 or 98 in Active Directory and NT
Domain environments.

For Windows 95/98 and Windows XP Pro workstations using NetWare Core Protocols, install the
latest Novell client.

NICI

The Novell International Cryptographic Infrastructure (NICI) is required for you to use
SecureLogin on the following:

+ eDirectory LDAP platform

+ A non-eDirectory LDAP platform
¢ The SecretStore Client feature

¢ The NMAS™ Client feature

Overview 15
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You don’t need to install NICI separately. If NICI isn’t already installed on your workstation, the
installation program automatically installs it. If you have an earlier version of NICI, the installation
program detects it and then updates to the later version.

The path to the NICI installation is in the automate.ini file. You can turn off the NICI autolaunch
by commenting out the paths for NICI.

NMAS

When you install SecureLogin, the Novell Modular Authentication Service (NMAS) can be
installed as well. After NMAS is installed, the Novell Client changes. The password field
disappears.

If you uninstall SecureLogin, NMAS isn’t uninstalled.

To turn off the NMAS autolaunch, comment out the paths for NMAS in the automate.ini file.

Nsure SecureLogin 3.51.1 Installation Guide



Installing in Novell eDirectory Environments

This section provides information on the following:
+ “Extending the eDirectory Schema” on page 17
+ “Installing SecureLogin: eDirectory” on page 19
+ “Installing Administrative Tools for eDirectory” on page 23

WARNING: If you are upgrading and are using SecretStore, upgrade SecretStore on your server to version
3.3.2 before installing SecureLogin 3.51.1. Otherwise, secrets might be lost.

Extending the eDirectory Schema

So that SecureLogin can save users’ single sign-on information, the Novell® eDirectory™ schema
must be extended. Ndsschema.exe extends the eDirectory schema and grants rights to existing
users so that they can use SecureLogin.

The SecureLogin snap-in to ConsoleOne® automatically grants rights to objects that you create
after you run ndsschema.exe. Therefore, you don’t need to run ndsschema.exe again. You only
extend the eDirectory tree schema once for SecureLogin.

IMPORTANT: If you create objects by using ConsoleOne on a workstation that doesn’t have the SecureLogin
snap-in, those objects won’t receive rights.

To extend the schema of a given tree, you must have sufficient rights over the [root] of the tree.

IMPORTANT: Don’t run ndsschema.exe from a Windows 98 workstation. SecureLogin doesn’t support doing
this.

1 Run ndsschema.exe.

This file is available on your workstation after you run nsl351.exe from the CD or download.
Typically, this file is in the c:\securelogin\tools directory. However, if you unzipped to the
Temp directory on a Windows 2000 workstation, you might need to unhide the Local Settings
directory and then locate ndsschema.exe in the following path:

c:\Documents and Settings\Administrator\Local Settings\Temp\SecureLogin\Tools

Extending the schema might take some time to filter throughout your network, depending on
the size of your network and the speed of the links.

When the NDS® or eDirectory schema is extended, the following attributes are added:
¢ Prot:SSO Auth

¢ Prot:SSO Entry

¢ Prot:SSO Entry Checksum

¢ Prot:SSO Profile

¢ Prot:SSO Security Prefs

Installing in Novell eDirectory Environments 17



¢ Prot:SSO Security Prefs Checksum
For information on these attributes, see “Extending the Active Directory Schema’ on page 42.
2 Specify an eDirectory context so that SecureLogin can assign rights to User objects.

You will be prompted to define a context where you want the User objects' rights to be
updated, allowing users access to their own single sign-on credentials. The following figure
illustrates this prompt:

Aszsign User Rights E3

For uzers to be able to zave ther Securelogin details into
HDS they will need rights to the Securelogin attributes on
their user objects.

This tool will azzign the appropriate rights to all users in
the containter specified and below. & null string will add
the attributes ztarting fram [Root].

Context: I

K I Cancel

If you don’t specify a context, rights begin at the root of the eDirectory tree.

Rights on Container objects are inherited. These rights flow to subdirectories, so that users
can read attributes. User rights aren’t inherited.

If the installation program displays a message similar to -601 No Such Attribute, you have
probably entered an incorrect context or included a leading dot in the context.

3 (Conditional) Grant rights to local cache directories.

Users on Windows NT, Windows 2000, and Windows XP must have workstation rights to
their local cache directory locations. To grant rights, do one of the following:

¢ QGrant rights to the user’s cache directory (for example, c:\program
files\novell\securelogin\cache\v2slc\username)

The default location is the user’s profile directory. By default, the user already has rights
to this directory. However, if the user specified an alternative path during the installation,
you might need to grant rights to the cache directory.

+  During the installation, specify a path to a location that the user has rights to (for example,
the user’s documents folder).

If You Plan to Use the SecretStore Client

18

You can use SecureLogin along with the patented Novell SecretStore® client/server system to
provide the highest possible level of security for user login data. SecretStore requires server
components on the eDirectory server and SecureLogin client software on workstations.

To find out whether SecretStore is installed on a NetWare server:
1 At the server console, type nwconfig, then press Enter.
2 Seclect Product Options > View/Configure/Remove Installed Products, then press Enter.

3 Scroll to find the SecretStore product (for example, SS 3.3.0 Novell SecretStore).

Nsure SecureLogin 3.51.1 Installation Guide



You can also use ConsoleOne. If SecretStore is installed, the SecretStore object displays in the
Security container.

If SecretStore isn’t installed, see “Installing SecretStore™ in the Novell SecretStore 3.3.3
Administration Guide.

To install the SecretStore client:
1 Upgrade SecretStore on the server.

If you are upgrading and are using SecretStore, upgrade SecretStore on your server to version
3.3.2 or later.

WARNING: If you don’t upgrade SecretStore on your server, secrets might be lost.

2 Seclect the SecretStore option when you install SecureLogin on workstations.

Installing SecureLogin: eDirectory

The Novell eDirectory option installs SecureLogin onto networks that are running eDirectory. This
option provides secure, centralized storage of user login data by performing encryption once on
the workstation before the data is saved to eDirectory.

1 Make sure that you are authenticated to an eDirectory tree.

In Step 5 below, you select an installation option. If you are authenticated to an eDirectory tree
and select to install SecureLogin along with SecretStore, installation proceeds as expected. If
you are not authenticated, the following scenario occurs.

Scenario: Unusable Login Prompt. You are not authenticated to an eDirectory tree. You
select to install the SecureLogin client along with SecretStore. During the installation, you
select default settings. The installation program prompts you for a username and password.
However, the username field cannot be edited, and no password has been set.

Until you authenticate to eDirectory and set a passphrase or password, SecureL.ogin continues
to display this "unusable" prompt each time that SecureLogin is started.

2 Run setup.exe, found in the securelogin\client directory.
3 Select a language, click Next twice, then accept the license agreement.

4 Sclect Complete, then click Next.

Securelogin - InstallShield Wizard

Setup Type H

Select a zetup type and click Mext.

% Complete

All program features will be inztalled. [Requires the mozt disk space.]

" Custom

Select which program features vou want installed. Recommended for
advanced users.
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The Complete option uses default values and installs SecureLogin in c:\program
files\novell\securelogin. For options available through the Custom option, see “Using the
Custom Option for Novell eDirectory” on page 22.

Select Novell eDirectory as the platform where SecureLogin will store its data, then click
Next.

Where do you want Securel ogin to store itz data?

&N I
 LD&P +3.0 [non eDirectary)]
" Microsoft Active Directon
" Microsoft NT, 2000 Domaing
€~ Standalone [dema)

Select Novell Client for Windows or LDAP, then click Next.

Securelogin - InstallShield Wizard

Choose a Protocol

How do pou want SecurelLogin to access eDirecton?

& Movell Client for Windows [recommended)

" LDAP

If the Novell Client™ is installed, the installation program recommends that option.
Otherwise, LDAP is recommended.

Select whether SecureLogin is to install the SecretStore client, the NMAS™ client, or both,
then click Next.

Securelogin - InstallShield Wizard

Choosze Features

Which eDirectory features do you want?

v Hovell SecretStore Client
v Hovell NMAS Client

IMPORTANT: Select Novell SecretStore only if SecretStore is installed on a server. For information on
SecretStore, see the Novell SecretStore 3.3.3 Administration Guide.

The Novell SecretStore option installs the SecretStore client. If you deselect this option and
want to install it later, you must uninstall SecureLogin, then run the SecureLogin installation
again.
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However, if you install the SecretStore client and then later run the install program and
deselect the SecretStore client, you will cause problems to the directory cache. All the
credential sets that are stored in SecretStore will be unavailable to the eDirectory client.
Nevertheless, as long as the local cache is enabled, you can still run SecureLogin. The local
cache will populate the eDirectory cache.

The Novell NMAS Client option installs the NMAS client. SecureLogin uses this option with
the AAVerify command, to enable advanced authentication access to an application.

8 Click Install.

9 (Conditional) If you selected the NMAS client, select one or more NMAS login methods, then
click Next.

Select the client methods you want to install.

-. Entrust Certificate Login
[ Simple Passward

| Universal Smart Card
| Enhanced Pazsword

] »5803 Certificate

| pcProx

Select Al I Clear Al

10 (Conditional) If you selected the NMAS client (for example, for a Windows 98 installation),
select post-login methods, then click Next.

Select the client post-login methods youw want to install.

nangde Ha

|| Wwoorkstation Access

Select Al I Clear &l

L R | [ind PPN 12|

The NDS Change Password option enables you to change your eDirectory password during a
login session without using the eDirectory password to log in.

11 Click Finish, click Yes, then click OK to restart your workstation.

Using the Custom Option for Novell eDirectory

The Custom option provides the same defaults as does the Complete option, but enables you to do
the following:
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+ Specify where SecureLogin files will be stored.
You can use the default path or specify a different one.

* Specify a path for SecureLogin’s local cache.

Where do you want Securelogin to store the local cache?

&% n the user profile directom [recommended}

" Inthe path | specify

The user profile directory is the default path.

User profiles are in the following locations:

Platform The User Profile Directory

Windows 98 In c:\windows if profiles are disabled.
In c:\windows\profiles if profiles are enabled.

Windows NT In c:\winnt\profiles

Windows 2000/XP In Documents and Settings\username

In earlier versions of SecureLogin, you could modify the cache file location by altering a key
in the registry. This is no longer necessary because the installation program automates this
step. Also, you can use the automate.ini file to customize the location.

¢ Select SecureLogin components (for example, Terminal Launcher) and SecretStore client
components (for example, SecretStore Status).

If you select the Novell eDirectory with SecretStore option, the installation program installs
SecureLogin components and SecretStore components by default.

The Description panel provides information about a component or subcomponent that you
select.

For more information on Terminal Launcher, see “Working with Terminal Emulators” in the
Nsure SecureLogin 3.51.1 Administration Guide.

Installing Administrative Tools for eDirectory

22

Administrative tools include the following:
+ ConsoleOne
See “Installing ConsoleOne” on page 23.
¢ The SecureLogin snap-in to ConsoleOne
See “Installing the SecureLogin Snap-In to ConsoleOne” on page 23.
¢ Ndsschema.exe

You don’t actually install ndsschema.exe. You run it to extend the NDS or eDirectory schema
and to grant rights. See “Extending the eDirectory Schema” on page 17.
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+ Loginwatch.exe

For information on Loginwatch.exe, see “Using Login Watcher” in the Nsure SecureLogin
3.51.1 Administration Guide.

Installing ConsoleOne
You can run ConsoleOne from a directory on a server or a workstation.

To install ConsoleOne on the workstation, run c1.exe, available from http://download.novell.com/
filedist/pages/PublicSearch.jsp.

Installing the SecureLogin Snap-In to ConsoleOne

1 Run nslsnapin.exe, found in the \consoleone\snapins directory on the SecureLogin 3.51.1 CD
or software image.

2 Extract files.

To view or manage SecureLogin in ConsoleOne, you must unzip or extract ConsoleOne and
the snap-in to ConsoleOne to the same directory. Typically, files are unzipped to the following
directories:

+ c:\novell\consoleone\1.2 on the workstation

¢ sys:\public\consoleone\1.2 on the NetWare server

For the snap-in to ConsoleOne to work on a workstation. you must have the following:
¢ ConsoleOne running on the workstation
¢ SecureLogin running on the workstation
+ cDirectory with the NetWare Core Protocol
You can determine whether the snap-in is installed:
1 Bring up ConsoleOne.
2 Click Help > About Snapins.
3 Look for the SecureLogin Snapin entry.

w Movell Securelogin Snapin

If it is present, the snap-in is installed.
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Installing in LDAP Environments

LDAP is an open-directory structure that provides fast access to the directory.

SecureLogin LDAP servers don’t require the Novell® Client™. However, LDAP doesn’t provide
drive mappings or connections to file servers or print servers.

SecureLogin 3.51.1 provides an LDAP Authentication client, which uses LDAP to connect to a
server and securely administer enabled applications.

This section provides information on the following:

*

“LDAP with eDirectory” on page 25

*

“LDAP without eDirectory” on page 32
¢ “Granting Rights” on page 37

*

“Installing Administrative Tools for LDAP” on page 37

LDAP with eDirectory

eDirectory 8.6.2 or later supports LDAP. If you have eDirectory with LDAP functionality enabled,
you have an LDAP server.

Ifusers are to log in to an eDirectory server by using SecureLogin LDAP Authentication and using
any NMAS method, you must install the NMAS Simple Password. Also, all users authenticating
via LDAP must have a simple password assigned to them. Otherwise, the users will be prompted
to log in more than once.

Preparing for an LDAP Directory

Extending the eDirectory Schema

If you are installing on workstations that use Novell® eDirectory™, Novell SecretStore®, or Novell
Client32™, do the following:

1 On an administrative workstation, log in as administrator.
2 Extend the eDirectory schema by running ndsschema.exe.
This utility assigns rights, but ldapschema.exe doesn’t.

Typically, ndsschema.exe is found in the c:\securelogin\tools directory. This directory is
available on your workstation after you run nsl351.exe from the CD or download. However,
if you unzipped to the Temp directory on a Windows 2000 workstation, you might need to
unhide the Local Settings directory and then locate ndsschema.exe in the following path:

c:\Documents and Settings\Administrator\Local Settings\Temp\SecureLogin\Tools
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Extending the LDAP Directory Schema

1 Run Idapschema, found in the \securelogin\tools directory.

2 Provide information in the LDAP Schema Extension dialog box.

£FLDAP Schema Extension

— Connection |nfo

LDAP Server: |'| 271617

¥ UseSS5L W Interactive

Fart: IESS S5L Port; |G36

DERIET= |

]
Cloze |
JUeeEie e

_I Uprate Sehenms

Admin Uszer: Icn=admin,0=akranes

Pazzword: I

Directary Mode: ¢ eDirectory ¢ iPlanet ¢ Other

— Status

In the LDAP Server edit box, type the LDAP server name or IP address.

In the Admin User edit box, type the fully distinguished name of the user that you logged in

as. For example, type cn=admin,o=akranes.

For SecureLogin to be able to save user single sign-on information, the directory schema must
be extended. Ldapschema.exe extends the schema and automatically maps LDAP attributes
in the extended LDAP schema. The following table illustrates these mappings:

Attribute To Be Mapped

LDAP Mapping

Prot:SSO Auth

Prot:SSO Entry

Prot:SSO Entry Checksum
Prot:SSO Profile
Prot:SSO Security Prefs

Prot:SSO Security Prefs Checksum

protocom-SSO-Auth-Data
protocom-SSO-Entries
protocom-SSO-Entries-Checksum
protocom-SSO-Profile
protocom-SSO-Security-Prefs

protocom-SSO-Security-Prefs-Checksum

These mappings are case-sensitive.
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Providing Information for Users

As an internet standard, LDAP doesn’t require more than a TCP/IP protocol installation on a client
workstation. When using the LDAP connectivity option, the user must provide LDAP server
information during the first login. For subsequent logins, this information is automatically saved
and entered into the login dialog box.

You must provide users with the following
¢ The registered DNS name or IP address
¢ The IP port for Secure LDAP

By default, this is port 636. When entered, it is saved in the workstation's registry for
subsequent logins.

NOTE: By selecting the Custom option, you or the user can provide this information during installation.

Installing SecureLogin: LDAP with eDirectory

The LDAP option installs SecureLogin into LDAP v3.0 directory environments (for example,
Novell eDirectory 8.5 or later).

You can install SecureLogin on a Windows NT/2000 server and on workstations. No SecureLogin
components are installed on a NetWare® server.

You can specify more than one LDAP server for the SecureLogin installation. Although the dialog
boxes in the installation program only allow you to specify one LDAP server, you can specify
additional servers by modifying the automate.ini file.

The LDAP option does not require the Novell Client for Windows. However, if Novell Client32
is installed on the workstation, Client32 is the initial authentication or GINA. If you want LDAP
authentication to be the initial authenticator, you must uninstall Novell Client32.

To install the LDAP option:
1 Run setup.exe, found in the securelogin\client directory.
2 Seclect a language, click Next, and accept the license agreement.

3 Select Complete, then click Next.

SecurelLogin - InstallShield Wizard

Setup Type K

Select a zetup lwpe and click Mest.

* Complete

All program features will be installed. [Requires the mozt disk space.]

" Custom

Select which program features vou want installed. Recommended for
advanced users.
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The Complete option uses default values and installs SecureLogin in c:\program
files\novell\securelogin. For options available through the Custom option, see “Using the
Custom Option for LDAP on eDirectory” on page 30.

4 Sclect eDirectory as the platform where SecureLogin stores its data, then click Next.

Where do you want Securel ogin to store itz data?

 LD&P +3.0 [non eDirectary)]
" Microsoft Active Directon
" Microsoft NT, 2000 Domaing
€~ Standalone [dema)

5 Click the LDAP option.

Choosze a Protocol

How do pow want Securelogin to access eDirector?

Novell

™ Mavell Client for Windows

F'E [recommended)

LDAP is recommended if the Novell Client isn’t installed or if LDAP was previously installed
but you are overwriting that installation (even if the Novell Client is installed).

6 (Conditional) For Windows NT, 2000, XP, or 2003 servers and workstations, select when to

log in to LDAP, then click Next.

Securelogin - InstallShield Wizard

LDAP Authentication Setup

When do pou want to log in to LDAP?

& After successfully logging in to ‘Windows
" When Securelogin starts

If the workstation isn’t running Novell Client software, the When Logging In to Windows
option is also provided. This option enables you to log in when GINA starts.

7 Select whether SecureLogin is to install the SecretStore client, the NMAS client, or both, then

click Next.
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SecurelLogin - InstallShield Wizard

Choose Features

Which eDirectory features do you want?

¥ Hovell SecretStore Client
¥ Hovell NiaS Clist

IMPORTANT: Select Novell SecretStore only if SecretStore is installed on a server. For information on
SecretStore, see the Novell SecretStore 3.3.3 Administration Guide.

The Novell SecretStore option installs the SecretStore client, which provides additional
security. If you deselect this option and want to install it later, you must uninstall SecureLogin,
then run the SecureLogin installation again.

However, if you install the SecretStore client and then later run the install program and
deselect the SecretStore client, you will cause problems to the directory cache. All the
credential sets that are stored in SecretStore will be unavailable to the eDirectory client.
Nevertheless, as long as the local cache is enabled, you can still run SecureLogin. The local
cache will populate the eDirectory cache.

The uninstall program doesn’t delete user credentials or configuration data.

The Novell NMAS Client option installs the NMAS client. SecureLogin uses this option with
the AAVerify command, to enable advanced authentication access to an application.

Click Install.

(Conditional) If you selected the NMAS client, select one or more NMAS login methods, then
click Next.

Select the client methods you want to install.

agin

-. Entrust Certificate Login
[ Simple Passward

] Universal Smart Card
| Enhanced Pazsword

] #8039 Certificate

| pcPros

Select Al I Clear Al

When you use LDAP on eDirectory, the LDAP password can come from one of two places:

¢  The eDirectory password
¢+ The NMAS simple password

The eDirectory password takes precedence. The simple password exists in case an eDirectory
password doesn’t exist.
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If a user types a password that doesn’t match the eDirectory password, LDAP attempts to
match the simple password. If you don’t want a user to have a simple password, use
ConsoleOne to remove it from the NMAS options.

10 (Conditional) If you selected the NMAS client, select post-login methods, then click Next.

Select the client post-login methods youw want to install.

Select Al I Clear &l

L R | [ind PPN 12|

11 Click Finish, click Yes, then click OK to restart the computer.

Using the Custom Option for LDAP on eDirectory

The Custom option provides the same defaults as does the Complete option, but enables you to do
the following:

* Specify LDAP server information.

* Specify a path for SecureLogin’s local cache.

Where do you want Securel ogin to store the local cache?

& i the user profile directom [recommendeds

" Inthe path | specify

The user profile directory is the default path.

User profiles are in the following locations:

Platform The User Profile Directory

Windows 98 In c:\windows if profiles are disabled.
In c:\windows\profiles if profiles are enabled.

Windows NT In c:\winnt\profiles

Windows 2000/XP In Documents and Settings\username

+ Select SecureLogin components.
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SecurelLogin - InstallShield Wizard E3

Select Components

Select the compaonents setup will install

Select the compaonents pou want o inztall, and dezelect the components you do not want to

irztall.

srelogin Client

A System Files

g Frogram Files

Internet Browser

v *#indows Applications

[v] *#indavy Finder

-] Terminal Launcher

2| Secure Warkstation

g Program Files

[ Buick Login/Lagout Interface
11.25 ME of space required on the C drive
4527 .48 MB of epace available on the C drive

IrztallS hield

— Diescription

Ihcludes all the Securelogin
filez. Each subcomponent
performs a single sign-on tazk.

=

¢ Back I Mext = I Cancel

The Description panel provides information about a component that you select.

+ Select options as to when SecureLogin will start.

Securelogin - InstallShield Wizard

Setup is Complete

Choose post-inztall options.

[T Start SecureLogin now

V¥ Start SecurelLogin on Windows startup

< Back I Finizh I

Cancel

If the Start SecureLogin Now check box is checked, SecureLogin will be started after the
installation, unless you are prompted to restart your workstation.

If you check the Start SecureLogin On Windows Startup check box, Windows places the

SecureLogin icon on the system tray. You can then access SecureLogin from the system tray
or from Start > Programs > Novell SecureLogin > Novell SecureLogin.

Installing in LDAP Environments
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LDAP without eDirectory

The LDAP option installs SecureLogin into LDAP v3.0 directory environments.

You can specify more than one LDAP server for the SecureLogin installation. Although the dialog
boxes in the installation program only allow you to specify one LDAP server, you can specify
additional servers by modifying the automate.ini file.

1 Run setup.exe, found in the securelogin\client directory.
2 Seclect a language, click Next, and accept the license agreement.

3 Select Complete, then click Next.

SecurelLogin - InstallShield Wizard

Setup Type K

Select a zetup lwpe and click Mest.

* Complete

All program features will be installed. [Requires the mozt disk space.]

" Custom

Select which program features vou want installed. Recommended for
advanced users.

The Complete option uses default values and installs SecureLogin in c:\program
files\novell\securelogin. For options available through the Custom option, see “Using the
Custom Option for LDAP on eDirectory” on page 30.

4 Sclect LDAP v30 as the platform where SecureLogin stores its data, then click Next.

Where do you want Securelogin to store itz data?

" Navell eDirectany

& LDAP +3.0 [non eDirectoryE

" Microsaft Active Directory
" Microsoft NT, 2000 Domains
¢~ Standalone [dema)

8 Select when to log in to LDAP, then click Next.
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SecurelLogin - InstallShield Wizard

LDAFP Authentication Setup

When do pou want to log in to LDAP?

% Auhen logging in to Windows

™ After successfully logging in to Windows

" When SecureLogin starts

The After Successfully Logging in to Windows option is called Application mode.

IMPORTANT: LDAP in Application mode is not intended for workstations with multiple people using the
same local Windows account (for example, in kiosks). Doing this can cause users to log in as the previous
user when SecureLogin is terminated incorrectly.

If the workstation is running Novell Client software, the Application mode option isn’t
available. This option enables you to log in when GINA starts.

At the Ready to Install SecureLogin dialog box, click Install.
Click Finish, click Yes, then restart the computer by clicking OK.

After the computer restarts, log in to LDAP before SecureLogin starts, then provide necessary
information.

The first time that you log in to LDAP, you need to provide the server’s IP address and the
port number.

New users must also provide a passphrase question and answer.

Using the Custom Option for LDAP without eDirectory

The Custom option provides the same defaults as does the Complete option, but enables you to do
the following:

+ Specify a folder where SecureLogin will be installed.

The default is c:\Program Files\novell\securelogin.

* Specify whether to associate your Windows username with your LDAP distinguished name.

Securelogin - InstallShield Wizard
LDAP Account Association W

4

Do pow want bo aszociate your 'Windows username with your LDAP distinguizhed name?

%" ez [recommended]

™ Ma

+ Specify an LDAP server address and port.
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SecurelLogin - InstallShield Wizard E3

LDAFP Server Information i

&

Prowide the default LDAP zerver address and port.

Address: Idapauthzerver

Part: |E3E

The name (ldapauthserver) that appears in the Address text box is a placeholder name. Type
a server name or [P address. If you type a name that can’t be found (for example, the name
doesn’t exist or the server is unavailable), the login will slow down significantly.

IMPORTANT: If you type a name that can’t be found (for example, the named server doesn'’t exist or is

unavailable), the login will slow down significantly as LDAP tries to locate the named server. If the server
name is in the DNS, LDAP quickly locates the server.

* Specify a path for SecureLogin’s local cache.

Where do you want Securel ogin to store the local cache?

& the user profile directomn [recommendeds

™ |nthe path | specify

The user profile directory is the default path.

User profiles are in the following locations:

Platform The User Profile Directory

Windows 98 In c:\windows directory if profiles are disabled.
In c:\windows\profiles if profiles are enabled.

Windows NT In c:\winnt\profiles

Windows 2000/XP In Documents and Settings\username

* Select SecureLogin components.
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SecurelLogin - InstallShield Wizard E3

Select Components
Select the compaonents setup will install

Select the compaonents pou want o inztall, and dezelect the components you do not want to

irztall.

srelogin Client

A System Files

g Frogram Files

Internet Browser

v *#indows Applications

[v] *#indavy Finder

-] Terminal Launcher

2| Secure Warkstation

g Program Files

[ Buick Login/Lagout Interface
11.25 ME of space required on the C drive
4527 .48 MB of epace available on the C drive

IrztallS hield

— Diescription

Ihcludes all the Securelogin
filez. Each subcomponent
performs a single sign-on tazk.

=

¢ Back I Mext = I Cancel

The Description panel provides information about a component that you select.

+ Select options for starting SecureLogin.

Securelogin - InstallShield Wizard

Setup is Complete

Choose post-inztall options.

[T Start SecureLogin now

V¥ Start SecurelLogin on Windows startup

< Back I Finizh I

Cancel

If the Start SecureLogin Now check box is checked, you don’t need to restart your

workstation. If the box isn’t checked, you need to reboot.

If the Start SecureLogin Now check box isn’t checked but you check it, you will be prompted

to restart your workstation,

If you check the Start SecureLogin On Windows Startup check box, SecureLogin starts

even if you don’t want to.

immediately after you log in to Windows.
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Granting Rights

For LDAP-compliant directories, grant rights by using whatever tool is used for other
administrative tasks in that directory.

Users on Windows NT, Windows 2000, and Windows XP must have workstation rights to their
local cache directories. To grant rights there, do one of the following:

+ Grant rights to the user’s cache directory (for example, c:\program
files\novell\securelogin\cache\v2slc\username).

The default location is the user’s profile directory. By default, the user already has rights to
this directory. However, if the user specified an alternative path during the installation, you
might need to grant rights to the cache directory.

+ Use the registry setting to relocate the user’s cache to a location that the user has rights to (for
example, the user’s documents folder).

Installing Administrative Tools for LDAP

To administer SecureLogin for LDAP, have eDirectory or the SecretStore NCP™ running on a
network server. Then use the administrative tool that you typically use to manage the network.

IMPORTANT: If you administer SecureLogin from a SecurelLogin client workstation that has SecureLogin
installed in LDAP mode, changes made in ConsoleOne won’t be saved.

You can also use slmanager.exe to manage LDAP. This utility is found in the \securelogin\tools
directory.

To use ConsoleOne® and the SecureLogin snap-in to manage LDAP, see “Installing the
SecureLogin Snap-In to ConsoleOne” on page 23.

The snap-in to ConsoleOne enables you to define an LDAP password policy. However, the snap-
in doesn't enforce that policy unless the LDAP schema has been extended.

If the SecretStore client is installed on your workstation, install and use the SecretStore snap-in
(sssnapin.exe) to ConsoleOne. This file is found in the \securelogin\consoleone\snapins directory.

Configuration Issues

Using LDAP on eDirectory

36

All the functionality that is available in NMAS is also available on the LDAP Authentication client
for SecureLogin. The LDAP client enables you to provide multilevel authentication (for example,
a biometric device and a password).

When you use LDAP on eDirectory, the LDAP password can come from one of two places:
¢ The eDirectory password

¢+ The NMAS simple password

The eDirectory takes precedence. The simple password exists in case an eDirectory password
doesn’t exist.
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If a user types a password that doesn’t match the eDirectory password, LDAP attempts to match
the simple password. If you don’t want a user to have a simple password, use ConsoleOne to
remove the simple password.

Using Contextless Login

If you configure a workstation to use the LDAP GINA as the primary authentication, the LDAP
GINA launches a login dialog box, which requires a user DN and password. The LDAP
Authentication client provides a contextless login. This feature enables you to type part of your
DN.

For example, Henri Dubois’ DN is cn=hdubois,ou=rdev,o=vmp. Henri enters hdub in the login
dialog box. The LDAP Authentication client finds and displays every user ID that begins with
hdub. If just one user ID qualifies, the LDAP authentication client inserts Henri’s entire DN into
the dialog box.

If multiple hdub IDs exist, the client lists all user IDs that begin with hdub. Henri then selects the
DN for his user ID and logs in.

To configure a workstation to use the LDAP GINA as the primary authentication:
1 (Conditional) If the Novell Client is installed on the workstation, remove it.

2 During the SecureLogin installation, select the LDAP option and the When Logging In to
Windows option.
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Installing in Active Directory Environments

This section contains information on the following:
+ “Preparing Active Directory” on page 39
+ “Installing SecureLogin: Active Directory” on page 45
+ “Setting the Default Domain Policy” on page 48

+ “Installing Management Tools for Active Directory” on page 49

Preparing Active Directory

Prerequisites

U The Microsoft Windows 2000 or 2003 Server family operating system (including Active
Directory) is installed on at least one domain controller in your network.

U The latest service pack is installed.

Service packs are required so that you can install the Adminpak for the Windows 2000 or
Window 2003 server.

U The Adminpak for the Windows 2000 or Window 2003 server is installed.

If the Adminpak isn’t installed, you can't extend the Active Directory schema.

Preparing to Extend the Active Directory Schema

If this is the first installation of SecureLogin on your server, you must extend the Microsoft Active
Directory Schema before installing SecureLogin.

Management of the schema is restricted to a group of administrators called schema administrators.
The Active Directory Schema snap-in allows schema administrators to manage the Active
Directory schema by doing the following:

+ Creating and modifying classes and attributes.

* Specifying which attributes are indexed and which attributes are to be catalogued in the global
catalog.

WARNING: Extending the schema is a highly sensitive operation, with implications potentially throughout your
network. Improper schema modifications can impair or disable Windows 2000 Server and possibly your entire
network. Please seek the advice of a qualified systems administrator if you are uncertain about schema
extension.

As a schema administrator, you won’t perform schema management tasks frequently. Observe
three safety precautions that control and limit schema modification:
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+ By default, all domain controllers permit Read access to the schema. A registry entry must be
set on a domain controller to permit Write access to the schema on that domain controller.

+ The schema object is protected by the Windows 2000 Security model. Therefore,
administrators must be given explicit permissions or be members of the Schema
Administrators group to make changes to the schema.

+ Although Active Directory is based on a multi-master administration model, some operations
support only a single master. One of these operations is schema management. Only one
domain controller can write to the schema at any given time. This role is known as Schema
Floating Single Master Operations (FSMO).

To manage the schema, you must be connected to the schema FSMO. By default, the schema
snap-in is targeted to the schema FSMO role.

Extending the Active Directory Management Schema

You can transfer the schema FSMO from one server to another. However, if you have installed a
single Windows 2000 domain controller in your network, this procedure is unnecessary. By
default, that single domain controller handles the schema FSMO role.

Transferring the Schema FSMO

1 From the left pane of the Microsoft Management Console (MMC), right-click Active
Directory Schema.

2 Click Change Domain Controller.

3 (Conditional) If the name in the Current DC field is not the target server, click Specify Name,
type the name of the target domain controller, then click OK.

The following figure illustrates the Current DC field:

Change Domain Controller 2=l
Current DIC: ads-pdc. vy, dlaa-ads com
& Ay DO

" Specify Mame: |

| 0K I Cancel

4 From the left pane, right-click Active Directory Schema, then click Operations Master >
Change.

5 Click OK to confirm that you want to change the Operations Master.

6 When you receive the message that the Operations Master was successfully transferred, click
OK.
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Verifying the Domain Controller

1 From the left pane of the MMC console, right-click Active Directory Schema, then click
Change Domain Controller.

The following figure illustrates Active Directory Schema in the directory structure:

':m schema - [Console Root' A

Jnﬁ'ﬂ Console  Window  Help

|J Action Wiew  Eavaribes “

Tree IFavu:urites |

[ Consols Root

Elr; Active Directory Schema
|:| Classes
L[] Attributes

@ Active Directory Users an

KA I— I

2 Verify that the Current DC field lists the domain controller that you are currently working on,
then click OK.

3 From the left panel, right-click Active Directory Schema, then select Operations Master.
4 Check The Schema May Be Modified on This Domain Controller check box, then click OK.

This check box sets a registry entry that permits schema updates. The server automatically

detects the change to this registry. You don’t have to restart the server to permit the schema to
be updated.

The following figure illustrates this check box:

Change Schema Masker .- G 2lx

Current Focus:

ads-pdc. v slas-ads com

= Current Dperations M aster

The Schema b azter manages modifications to the schema.
Only ohe zerver in the enterpise performs thiz role.

The server iz currently  online

adz-pdic wiy slas-ads com

Change |

¥ The Schema may be modifisd on this Domain Controller,
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Extending the Active Directory Schema

To store information such as a user's credentials, application scripts, preferences and corporate
configuration, you must extend the Active Directory schema to accommodate seven object
attributes.

1 Run adsschema.exe.

This file is available on your workstation after you run nsl351.exe from the CD or download
image. Typically, this file is in the c:\securelogin\tools directory. However, if you unzipped to
the Temp directory on a Windows 2000 workstation, you might need to unhide the Local
Settings directory and then locate ndsschema.exe in the following path:

c:\Documents and Settings\Administrator\Local Settings\Temp\SecureLogin\Tools

When you run adsschema.exe on the server that is the FSMO master, adsschema.exe adds
seven attributes to the schema:

ProtAuthMethods. This attribute is only for a User object. It is an octet-string type.

protocom-SSO-Auth-Data. This attribute is only for a User object. It is an octet-string type.
It contains all user-specific authentication data, such as the passphrase.

protocom-SSO-Entries. This attribute is for User, Container, and Organizational Unit
objects. It is an octet-string type. This attribute contains the following:

¢ All the user's login user IDs and passwords
+ Specific preferences and application definitions at the User object

¢ Corporate application definitions and preferences at the Container and Organizational
Unit objects

protocom-SSO-Entries-Checksum. This attribute optimizes the loading of data from Active
Directory. Whenever data changes in the protocom-SSO-Entries attributes, the Checksum
attribute is updated. When SecureLogin loads, it reads the checksum and compares it to the
checksum in memory. If the checksums are different, SecureLogin reloads the Entries
attribute from the directory.

protocom-SSO-Profile. This attribute contains the user’s distinguished name.

protocom-SSO-Security-Prefs. This attribute stores data required for the Advanced
Passphrase policies. This data includes Administrator-set Passphrase questions, Passphrase
help information, and settings.

protocom-SSO-Security-Prefs-Checksum. This attribute functions with the protocom-
SSO-Security-Prefs attribute much like the protocom-SSO-Entries-Checksum functions with
the protocom-SSO-Entries attribute.

2 Reboot the computer.

If you need to verify that the schema has been extended, see “Verifying the Active Directory
Schema” on page 83.

Assigning Rights
1 Ifit is not already running, run adsschema.exe, found in the \securelogin\tools directory.
2 Click Assign User Rights, then click OK.
The Assign Rights to This Object dialog box appears.
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3 Specify the full name of the Container object where you want the rights to be assigned, then
click OK.

The Active Directory Schema dialog box reappears. Click OK to enter another context, or
click Cancel.

If an error appears during an attempted login immediately after the install of SecureLogin on
the Active Directory server, OK the message and wait for a few minutes before trying again.

The reason for this error is because Active Directory takes time to synchronize. If the error
continues, you might need to reboot the server.

Replicating Seven Attributes

To enable other servers to have the ProtAuthMethods, protocom-SSO-Auth-Data, protocom-SSO-
Entries, protocom-SSO-Entries-Checksum, protocom-SSO-Profile, protocom-SSO-Security-
Prefs, and protocom-SSO-Security-Prefs-Checksum attributes, you must replicate the attributes.

1 In the MMC tool, navigate to the Attributes folder.

The following figure illustrates the Attributes folder:

'ifi schema - [Console Root'A

J[E}J Console  Window  Help

|J Action  View  Fawvorites H

Tree IFavu:urites |

[ Console Roat

Elr; Active Directory Schemsa

| E] Classes

] Attributes

@ Active Directory Users ann

4 | 2

2 Right-click the ProtAuthMethods attribute, then click Properties.
The following figure illustrates the ProtAuthMethods attribute:

':m schema - [Console Root'Active Directory Schema' AtH

Jnﬁ'ﬂ Console  Window  Help

|J Action  Wiew  Eaworites “ | =) | |

Tree IFavorites | Marrie |
[ Console Root @ privilegedttributes
- B8 Active Directory Schema @ priviegeDisplayhane
B Classes @ privilegeHolder
0] Attributes & privilegeYalus

@ Active Directary Users ani | 9 productCode
@ profilePath
L BProbauthMethods

4 I I _'I @ remaoteServerbame

- -

3 Check the Replicate This Attribute to the Global Catalog check box, then click OK.
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The following figure illustrates this check box:

ProtAuthMethods Properties

ProAhods
2840173556,

4 Repeat this process for protocom-SSO-Auth-Data, protocom-SSO-Entries, protocom-SSO-
Entries-Checksum, protocom-SSO-Profiles, protocom-SSO-Security-Prefs, and protocom-
SSO-Security-Prefs-Checksum attributes.

5 Shut down and restart the management console.

Active Directory doesn’t incorporate the new attributes until the management console is
restarted.

Installing SecureLogin: Active Directory

For Windows 2000 and Windows XP Pro workstations, install SP6A for NT4.

The following information assumes that you have installed the Microsoft Windows 2000 or 2003
Server family operating systems (including Active Directory) on at least one domain controller in
your network.

1 Run setup.exe, found in the securelogin\client directory.
2 Seclect a language, click Next twice, then accept the license agreement.

3 Select Complete, then click Next.
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SecurelLogin - InstallShield Wizard

Setup Type K

Select a zetup lwpe and click Mest.

* Complete

All program features will be installed. [Requires the mozt disk space.]

" Custom

Select which program features vou want installed. Recommended for
advanced users.

The Complete option uses default values and installs SecureLogin in c:\program
files\novell\securelogin.

4 Sclect Microsoft Active Directory as the platform where SecureLogin will store its data, then
click Next.

Where do you want Securelogin to store itz data?

™ Movell eDirectany
" LDAP 3.0 [non eDirectary]

%" Microzaft Active Direchong
" Microsoft NT, 2000 Domains
" Standalone [dema)

5 Click Finish, click Yes, then restart your workstation by clicking OK.

6 After the workstation restarts, provide a passphrase question and passphrase answer, then
click OK.

Using the Custom Option for Active Directory

The Custom option provides the same defaults as does the Complete option, but enables you to do
the following:

+ Specify a path for SecureLogin’s local cache.

Where do you want Securel ogin to store the local cache?

& i the user profile directom [recommendeds

" Inthe path | specify

The user profile directory is the default path.
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User profiles are in the following locations:

Platform The User Profile Directory

Windows 98/NT In c:\windows directory if profiles are disabled.
In c:\windows\profiles if profiles are enabled.

Windows 2000/XP In Documents and Settings\username

+ Select SecureLogin components.

Securelogin - InstallShield Wizard E

Select Components W

Select the components zetup will install I o

Select the compaonents vou want to install, and dezelect the components you do not want to

inzhall
-ureLogin Client - ~ Description
B Svstem Files Includes all the Securelogin
@ Program Files files. Each subcompanent
Intermet Browser performs a single sign-on tazk.

[v] *#indows Applications

[w] i Firder

-] Terminal Launcher

E-- Secure Work station
g Program Files
] Buick Lagin/Logout Interface ll
11.25 ME of gpace required on the C drive
4527 48 MB of space available on the C drive

IgtallS hield

¢ Back I Mest I Cancel

The Description panel provides information about a component that you select.

+ Select options for starting SecureLogin.
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SecurelLogin - InstallShield Wizard

Setup is Complete

Choose post-inztall options.

[T Start SecureLogin now

¥ Start SecurelLogin on Windows startup

< Back I Finizh I Cancel

If the Start SecureLogin Now check box is checked, SecureLogin will be started after the
installation, unless you are prompted to restart your workstation.

When the Start SecureLogin On Windows Startup check box is checked, SecureLogin starts
immediately after you log in to Windows.

¢ Select when to restart the computer.

Setting the Default Domain Policy
At the domain level, make sure that the Default Domain policy allows all authenticated users to
have Read rights to All Properties.

1 Expand Active Directory Users and Computers, right-click the domain name, then select
Properties.

Select the Group Policy tab, click Properties, then select the Security tab.
Click Advanced.
Select Authenticated Users Special, then click View/Edit.

a b WO N

Under the Allow column, verify that the Read All Properties check box is checked.

The following figure illustrates this check box:
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Permission Entry for Default Domain Policy

Object | Properties I

Mame: IAuthenticated zers

Change...

Apply onbo: IThis object and all child objects

Permizzions:

ILI

r

Full Cantral

List Contents

Read All Properties
Wirite Al Properties
Delete

Delete Subtree
Fead Pemizsions
Madify Permizzions
tadify Owner

AllV alidated \Whites
All Extended Rights

Create All Child DObjects

L PO [ PO PO 1 Y

Apply these permissions to objects and/aor

caontainers within this container only

I

A

100000 0O000F8EO %
1000000000000 g

Clear Al |

6 Click

OK.

0k

| Cancel |

Installing Management Tools for Active Directory

When you run setup.exe on a server, the installation program does the following:

+ Detects that the computer is a server and that Active Directory is installed.

+ Installs ssommc.dll, which is the SecureLogin snap-in to MMC.

+ Registers ssommc.dll.

Setup.exe is in the \securelogin\client directory.

In addition to using MMC, you can use slmanager.exe to administer SecureLogin for Active
Directory. This utility is found in the \securelogin\tools directory.
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Installing in Windows NT/2000 Domains

This section contains information on the following:
¢ “Installing SecureLogin: Microsoft NT/2000 Domains” on page 49

+ “Using Administrative Tools” on page 51

Installing SecureLogin: Microsoft NT/2000 Domains

1 Run setup.exe, found in the \securelogin\client directory.
2 Sclect a language, click Next twice, then accept the license agreement.

3 Click Complete, then click Next.

Securelogin - InstallShield Wizard

Setup Type H

Select a zetup wpe and click Mest.

& Complete

Al program features will be installed. [Fequires the most disk space.]

" Custom

Select which program features vou want installed. Recommended for
advanced uzers.

The Complete option uses default values. For options available through the Custom
installation, see “Using the Custom Option: SecureLogin in NT/2000 Domains” on page 50.

4 Click Microsoft NT/2000 Domains > Next.

YWhere do you want Securelogin to store itz data?

" Movell eDirectory
" LDAP v2.0 [hon eDirectany]
" Microzoft Active Directony

& Microsoft MT, 2000 D omains

™ Standalone [demal
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5 At the Ready to Install SecureLogin dialog box, click Install.
6 Click Finish.
7 Click when to restart the computer, then click OK.

7a (Optional) Start SecureLogin now.

If the Start SecureLogin Now check box is checked, SecureLogin will be started after the
installation, unless you are prompted to restart your workstation.

If you check the Start SecureLogin On Windows Startup check box, Windows places the
SecureLogin icon on the system tray. You can then access SecureLLogin from the system
tray or from Start > Programs > Novell SecureLogin > Novell SecureLogin.

7b (Optional) Start SecureLogin whenever Windows starts up.

Using the Custom Option: SecureLogin in NT/2000 Domains

The Custom option provides the same defaults as does the Complete option, but enables you to do
the following:

* Specify the folder where SecureLogin files will be stored.
You can use the default path or specify a different one.

* Specify a path for SecureLogin’s local cache.

Where do you want Securel ogin to store the local cache?

& i the user profile directom [recommendeds

" Inthe path | specify

The user profile directory is the default path.

User profiles are in the following locations:

Platform The User Profile Directory

Windows 9x In c:\windows directory if profiles are disabled.
In c:\windows\profiles if profiles are enabled.

Windows NT/2000 In Document and Settings\username

¢ Select SecureLogin components.

You must install the SecureLogin client component. As the following dialog box illustrates,
this option is selected by default.
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SecurelLogin - InstallShield Wizard E3

Select Components

Select the compaonents setup will install

™
‘a\&elnm.

Select the compaonents pou want o inztall, and dezelect the components you do not want to

irztall.

srelogin Client

A System Files

g Frogram Files

Internet Browser

v *#indows Applications

[v] *#indavy Finder

-] Terminal Launcher

2| Secure Warkstation

g Program Files

[ Buick Login/Lagout Interface
11.25 ME of space required on the C drive
4527 .48 MB of epace available on the C drive

IrztallS hield

— Diescription

Ihcludes all the Securelogin
filez. Each subcomponent
performs a single sign-on tazk.

=

¢ Back I Mext = I

Cancel

Using Administrative Tools

You can use slmanager.exe to administer SecureLogin for NT 4 Domains. This utility is found in

the \securelogin\tools directory.
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SecurelLogin on a Standalone Workstation

The standalone option runs without directory synchronization and uses only local cache files.
Select this option to demonstrate or evaluate SecureLogin.

Installing SecureLogin: Standalone Workstations

1 Run setup.exe, found in the \securelogin\client directory.

2 Sclect a language, click Next, and accept the license agreement.

3 Click Complete > Next.

Securelogin - InstallShield Wizard

Setup Type

o

Select a zetup wpe and click Mest.

& Complete

All program features will be installed. [Fequires the most disk space.]

Select which program features you want installed. Becommended for
advanced users.

The Complete option uses default values and installs SecureLogin in c:\program
files\novell\securelogin. For options available through the Custom option, see “Using the
Custom Option for Standalone Workstations” on page 54.

4 Sclect Standalone as the platform where SecureLogin will store its data, then click Next.

Where do you want Securel ogin to store itz data?

= Mavell eDirectony
" LDAP w30 [non eDirectary]
 Microsoft Active Directory

™ Microgoft NT, 2000 Domains
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5 Click Next > Install.
6 Click when to restart the computer, then click OK.
6a (Optional) Start SecureLogin now.

If the Start SecureLogin Now check box is checked, SecureLogin will be started after the
installation, unless you are prompted to restart your workstation.

6b (Optional) Start SecureLogin whenever Windows starts up.

If the Start SecureLogin On Windows Startup check box is checked, SecureLogin starts
immediately after you log in to Windows.

Using the Custom Option for Standalone Workstations

The Custom option provides the same defaults as does the Complete option, but enables you to do
the following:

¢ Specify where SecureLogin files will be stored.
You can use the default path or specify a different one.
+ Specify a path for Securelogin’s local cache.

* Select SecureLogin components.

Securelogin - InstallShield Wizard E
Select Components W

Select the components zetup will install I o

Select the compaonents vou want to install, and dezelect the components you do not want to

inztall
secureLogin Client - ~ Description
g System Files Inciudes all the Securelogin
g Program Files files. Each subcomponent

performs a single sign-on tazk.
-] Intemet Browiser

] "Windows Applications
] ava Applications
[ *indow Finder
-] Terminal Launcher e
=[] Secure Workztation
g Proaram Files hd|
10.91 ME of gpace required on the C drive
38939.19 MB of space available on the C drive
IgtallS hield

¢ Back I Mest I Cancel

The Description panel provides information about a component that you select.

If the Java Runtime Environment (JRE) isn’t installed on your workstation, the Java

component doesn’t appear among the option. To use the Java component, you need JRE 1.4
or later.

Also, Secure Workstation isn’t available for Windows 98 or NT workstations. Otherwise, it is
selected and installed by default.
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Upgrading from Earlier Versions

This section provides information on the following:
+ “Upgrading from Novell SecureLogin 2.5” on page 55
+ “Upgrading from Novell SecureLogin 3.0.x” on page 55

Upgrading Entirely to SecureLogin 3.51.1

If you plan to upgrade all previous versions to SecureLogin 3.51.1, use information in this section.
If you plan to have a mixed environment, where some workstation are running SecureLogin 3.51.1
but other workstations are running earlier versions, see Running SecureL.ogin 3.51.1 in Mixed
Environments.

Before upgrading from SecureLogin 3.0.x to SecureLogin 3.51.1, close SecureLogin. The
installation program can normally handle locked files. However, some problems can occur on
Windows 9x computers due to the short-name limitation of 8.3 filenames.

Upgrading from Novell SecureLogin 2.5

SecureLogin 2.5 could be deployed to run in standalone mode or with eDirectory™. Even if
SecureLogin 2.5 was deployed to work with eDirectory, a cache most likely exists on the
workstation, unless the administrator turned that capability off. After you upgrade, the later
version of SecureLogin recognizes the cache left by SecureLogin 2.5 and automatically works
with it.

If all SecureLogin 2.5 data was stored in eDirectory, and if SecureLogin 3.51.1 is installed to work
with Novell SecretStore®, SecureLogin 3.51.1 is able to use the data from SecureLogin 2.5. This
usage occurs because SecureLogin 3.51.1 still uses the Prot:* attributes in the directory, even if it
is deployed to use SecretStore.

To upgrade from SecureLogin 2.5:
1 Uninstall SecureLogin 2.5.
2 Install SecureLogin 3.0.6.
3 Uninstall SecureLogin 3.0.6.

4 Install SecureLogin 3.51.1 by running setup.exe, found in the \securelogin\client directory on
the Novell SecureLogin 3.51.1 software image or CD.

Upgrading from Novell SecureLogin 3.0.x

To upgrade from SecureLogin 3.0.x versions:

1 Make sure that SecureLogin isn’t running on your workstation.
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The installation program can normally handle locked files. However, some problems can
occur on Windows 9x computers due to the short-name limitation of 8.3 filenames.

2 Run setup.exe.

SecureLogin 3.51.1 overwrites earlier files but preserves data in the cache. The installation
program detects the previous installation settings and uses them as the default.

For example, the cache option defaults to the profile directory, unless the previous installation
placed the cache elsewhere.

Setup.exe is in the \securelogin\client directory on the Novell SecureLogin 3.51.1 image or
CD.

Running SecurelLogin 3.51.1 in Mixed Environments

You can run SecureLogin 3.51.1 and SecureLogin 3.0.x in the same environment.

However, you can’t run SecureLogin 2.5 and SecureLogin 3.51.1 in the same environment. You
must upgrade SecureLogin 2.5 to SecureLogin 3.0.6 and then (optionally) to SecureLogin 3.51.1.

When SecureLogin 3.51.1 runs in the same environment as SecureLogin 3.0.x, SecureLogin 3.51.1
does the following:

¢ Versions the SecureLogin data store.

¢ Saves SecureLogin 3.51.1 single sign-on data in the SecureLogin 3.0 data format.

This mixed mode enables you to gradually deploy SecureLogin 3.51.1 in a SecureLogin 3.0
environment while still allowing you to perform most administration tasks during the transition.

Deploying SecureLogin 3.51.1 in a mixed environment has the following limitations:
¢ Limited administrative functionality

When you run SecureLogin 3.51.1 in mixed mode, new features such as shadow variables will
not work. Also, some SecureLogin 3.51.1 settings and changing script descriptions aren’t
supported in mixed mode.

+ Warning messages

To inform you that you are running in mixed mode, a warning message is displayed when data
is saved in the SecureLogin 3.0 format.

Upgrading to SecurelLogin 3.51.1
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SecureLogin’s single sign-on functionality uses the directory schema to determine which version
of the data store to write out. If this functionality finds the new directory attributes that are added
by the SecureLogin 3.51.1 schema tool, SecureLogin uses the new data format.

If you install SecureLogin 3.51.1 into a tree that is using SecureLogin 3.0 data formats, a warning
message appears when you run the schema extension tool:

SecureLogin [ ]

Apimvvalid or corupt 550 entry was found on “AKRANES. T=SKIPTSJORI™: -103. Do you want to
delate it?
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If you select No, SecureLogin runs in mixed mode. In this mode, Securel.ogin 3.0 and
SecureLogin 3.51.1 clients are both able to run, but SecureLogin 3.51.1 clients lose some
functionality.

In mixed environments, SecureLogin 3.51.1 reads and writes data in the SecureLogin 3.0 format
and functions as usual. No administrative intervention is required.

When workstations are upgraded to SecureLogin 3.51.1, they continue to use the SecureLogin 3.0
data format on the User objects. This functionality allows users to move between SecureLogin 3.0
and SecureLogin 3.51.1 workstations.

After all users in the tree have been upgraded to SecureLogin 3.51.1, you can run the schema
extension tool and upgrade the directory schema. All SecureLogin clients will then upgrade their
data stores to the SecureLogin 3.51.1 format.

If any SecureLogin clients remain in the tree after the schema has been updated to include the
SecureLogin3.51.1 attributes, the SecureLogin 3.0 clients will receive the "corrupt data" error
message.

After the directory schema has been extend for SecureLogin 3.51.1, it isn’t possible to revert to the
SecureLogin 3.0 data format.

Managing Mixed Environments

While SecureLogin is running in mixed mode, you will be able to modify most corporate and user
configuration settings. However, if you attempt to set a new setting, SecureLogin displays the
following warning message:

Securelogin was unable to save some of your data because it is not supported
by the currently selected data format version. This incompatible data has not
been saved.

The incompatible data is any new setting that appears in SecureLogin 3.51.1 but was not present
in SecureLogin 3.0. Incompatible data could come from the following:

+ Dialog position information
+ New settings

+ Shadow variables
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Installing and Configuring Secure Workstation

This section provides information on the following:
+ “Overview” on page 59
+ “Setting Up Secure Workstation” on page 60
* “Understanding Secure Workstation Policies” on page 61
¢ “The Local Policy Editor” on page 62
+ “Configuring Secure Workstation Events” on page 65
¢ “Advanced Settings” on page 69
¢ “The Secure Workstation Post-Login Method for NMAS” on page 72
¢ “Quick Login/Logout” on page 74

¢ “Details about Policy Enforcement” on page 77

Overview

Secure Workstation locks a workstation when it isn’t being used. You can configure Secure
Workstation to execute an administrator-specified lock action after a user-inactivity timeout or
after an authentication device such as a smart card is removed.

Scenario: Inactivity Timeout. Secure Workstation is installed on Markus’ workstation. The
timeout period is set for 10 minutes. Markus leaves his workstation to attend a department
meeting. After 10 minutes, Secure Workstation locks Markus’ workstation. No one can access
information on or through that workstation until Markus returns and unlocks it.

Scenario: An Authentication Device Is Removed. Claire is a nurse. Secure Workstation is
installed on all the workstations that Claire uses. She logged in to the nursing station’s workstation
by using a proximity card. Claire completes a report and then leaves to assist a patient. She
removes the proximity card from the workstation. Secure Workstation shuts down the applications
that Claire was using and logs Claire off.

Secure Workstation consists of the following components:
* The Novell® Secure Workstation Service
¢ The Quick Login/Logout Interface
¢ The Local Policy Editor
+ The Secure Workstation Post-Login Method for NMAS™

Secure Workstation is a post-login method. It is similar in some ways to the Workstation Access
post-login method that shipped with NMAS 2.0. However, Secure Workstation is more secure than
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Workstation Access, and does not use a screen saver. Secure Workstation provides more features

than Workstation Access.

Secure Workstation supports only Windows 2000 and later versions. Windows 98, Windows ME,
Windows NT, and other platforms are not supported. For other Windows platforms, use

Workstation Access.

Setting Up Secure Workstation

This section provides information on the following:

+ “Installing Secure Workstation” on page 60

¢ “Installing the ConsoleOne Snap-In to Secure Workstation” on page 61

Installing Secure Workstation

By default, Secure Workstation program files are installed with the Complete option during a
SecureLogin 3.51.1 client installation. As the following figure illustrates, however, the Quick
Login/Logout Interface isn’t installed by default.

Securelogin - InstallShield Wizard

Select Components

Select the components setup will install.

.
‘Mlnm.

Select the components you want to install, and deselect the components vou do not want to

inztall

=[] Securelogin Client

Program Files

Intermet Browser

v Windovus Applications
v *indovs Finder

&[] Terminal Launcher

e Y ork station

&g Frogram Files

7 Buick Login/Logout Interface
0.00 ME of space required on the C diive
4501.65 MB of space awvailable on the C diive

InztallShield

[

[

— Description

Secure Workstation can
SECUIE a uzer's workstation
after a uger inactivity timeout or
the removal of an
authentication device.

< Back | Mext > I Cancel

If you selected the Custom option and deselected the Secure Workstation component, you can

quickly add it.

1 Run setup.exe, found in the \client directory on the SecureLogin 3.51.1 image.

If SecureLogin is already installed, InstallShield launches the Modify, Repair, or Remove

dialog box.
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SecurelLogin - InstallShield Wizard E3

Welcome i

Welcome to the SecurelLogin Setup Maintenance program. Thiz program lets pou modify the

current installation. Select an option and click Mest.
% Madify

todify, repair, or remowe the program.

Select new program components ko add or select curently installed
companents (o remave.

" Repai
ﬁ Reinztall all program components inztalled by the previous setup.

" Remove

@ Remaove all inztalled components.

IrztallS hield

< Back I Mext = I Cancel

2 Select Modify, then click Next.

3 Check the SecureLogin check box and the desired subcomponents.

. System Files

Program Files

v Internet Broweser

v "Windows Applications
o) *#indows Finder

:I — Dezcription

Aninterface for Secure
Workstation that allows the
uzer to lock the worlestation or
invoke Secure Workztation
with a single click of the
MOLgE,

o] Teminal Launcher

Secure Workstation

Program Files

Login/Logaout [nterface

4 Click Next, then click Finish.

Installing the ConsoleOne Snap-In to Secure Workstation

You administer Secure Workstation by using ConsoleOne™ and by configuring Secure
Workstation settings on the workstation.

The Secure Workstation snap-in to ConsoleOne is installed when you install the post-login
method. You can also run nwsnapin.exe, found in the \consoleone\snapins directory on the
SecureLogin 3.51.1 image.

Understanding Secure Workstation Policies

Three Secure Workstation policies specify how Secure Workstation behaves:
¢ The Local policy
¢ The Network policy
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+ The Effective policy

The Local policy is stored under an ACL-protected registry key on the workstation. The Network
policy is stored in eDirectory™ and delivered to the workstation using the NMAS™ Post-Login

Method. (For more information, see “The Secure Workstation Post-Login Method for NMAS” on
page 72). The Effective policy is created by combining the Local policy with the Network policy.

All three policies contain the same elements. Secure Workstation always enforces the Effective
policy.

Secure Workstation reads the Local policy each time a user logs in to Windows. As long as the
Novell Secure Workstation Service is running, the Local policy will be in effect during each user's
Windows’ session.

When a user logs in to the network using the Secure Workstation Post-Login Method for NMAS,
the post-login method sends the Network policy to the Novell Secure Workstation Service. The
service reads the Local policy and combines it with the Network policy to create the Effective
policy. The Effective policy consists of the most secure settings from the Local policy and the
Network policy.

If a user logs in to Windows but does not use the post-login method, the service creates the
Effective policy by making a copy of the Local policy.

The Local Policy Editor

The Local Policy Editor provides an easy way to edit the Local policy. To access the Editor, click
Start > Programs > Novell SecureLogin > Secure Workstation Policy Editor.

The following figure illustrates the Local Policy Editor’s main dialog box:

Movell Secure Workstation [_ [ x|
Thiz editor contrals the zettings for the local workstation policy.
If a user logs in uzing the Secure Workstation Post-Login method, Secure Y orkstation
will enforce a policy which congiztz of the most zecure settings from this policy and the
palicy supplied by the post-login method. Thiz iz called the “Effective Paolicy."
Changes made uzing this interface will not take effect until you either log out of

“Windows, or a uzer logs in to the network, using the Secure YWorkstation post-login
method.

Wiew Effective Policy

— Local %Workstation Policy Settings
[ Activate Local Warkstation Policy

Ewents:

Inactivity Timeout Edit Ewent |
Device Removal
Metwork Logout
b anual Lock

Sdvanced |

ak I Cancel
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By default the Local policy is inactive, and most of the controls on the dialog box are inactive. To
activate the Local policy (and all of the controls on the dialog box), check the Activate Local
Workstation Policy check box.

The Secure Workstation Policy enables you to specify the lock events that Secure Workstation
should watch for, and what action should be taken when an event occurs. The Events list box
displays a list of lock events.

You can edit settings for a specific event by selecting the event in the list box and clicking Edit
Event. A dialog box is displayed with settings for the event you select. As the following figure
illustrates for the Inactivity Timeout event, the dialog box for each event contains an Activate
check box.

Secure Workstation Inactivity Timeout Event

[ Activate Inactivity Timeout

Secure Workstation ignores the event unless this box is checked.

As the following figure illustrates, the Lock Actions group box for each event contains the
following:

* A drop-down list for selecting a Default Action

+ A drop-down list for selecting an Action for Terminal Services Clients

Secure Workstation Inactivity Timeout Event

¥ Activate Ihactivity Timeot

Lock Actions

Default Action:
ILog Ot of the Metwork, j

Action for Terminal Services Clients:
|Log Ot of the Metwork, j

The Default Action list contains the following items:
+ Log Out of the Workstation
Logs the user out of Windows.
+ Log Out of the Network

Logs the user out of either Client32™ or the LDAP Authentication Client, depending on which
one has been installed.

¢ Close All Programs

Closes a set of programs specified in the Advanced section of the policy.
¢ Close All Programs and Log Out of the Network
¢ Lock the Workstation

Causes the same result as pressing Ctrl+Alt+Del, then selecting Lock Workstation.

The Action for Terminal Services Clients list contains the following items:
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+ Log Out of the Workstation

+ Log Out of the Network

¢ Close All Programs

¢ Close All Programs and Log Out of the Network
+ Disconnect the Session

Disconnects a remote terminal services session.

When a lock event is triggered, Secure Workstation takes the action associated with that event.
Secure Workstation uses the default action unless the user's session is being served to a remote
workstation using either Citrix* or Windows Terminal Services. Secure Workstation refers to these
as Remote Sessions.

NOTE: For SecurelLogin 3.51.1, detection of removed devices for remote sessions hasn’t been implemented.
Detection of removed devices works from the console but not for Citrix or Terminal Services clients.

To see details about the policy that Secure Workstation is currently enforcing, click View Effective
Policy, found on Secure Workstation’s main dialog box. For information about the Effective
policy, see “Understanding Secure Workstation Policies” on page 61.

If you have recently started the Novell Secure Workstation service, it might not have an Effective
policy yet. If so, you will get an error message when you click View Effective Policy. The service
creates an Effective policy only when the user logs in to Windows, or when a user logs in using
the Post-Login Method for NMAS.

NOTE: If you are running the Local Policy Editor on a Terminal Server, the policy editor shows the Effective
policy for the session that it is running in.

Configuring Secure Workstation Events

This section provides information on the following:
¢ “Configuring an Inactivity Timeout Event” on page 65.
+ “Configuring a Device Removal Event” on page 66.
* “Configuring a Network Logout Event” on page 67.
+ “Configuring the Manual Lock Event” on page 69.

Configuring an Inactivity Timeout Event

The following figure illustrates the dialog box for configuring Inactivity Timeout events.

64 Nsure SecureLogin 3.51.1 Installation Guide



Secure Workstation Inactivity Timeout Event

v Activate Inactivity Timeout

— Lock Actions

Default Action:

|Elose &l Programs j

Action for Terminal Services Clients:
IDiscannect the Seszion j

— Inactivity Timeout

Mirites: |3U

Seconds: |45

— Inactivity Timeout W aming

W wiarn User Before Inactivity Timeout

Seconds; |1 0

Cuztamize |

Ok I Cancel

This dialog box enables you to specify the inactivity timeout and configure a warning that is
displayed just before the inactivity timeout is reached.

You can configure a .wav file that will be played when the warning is shown. You can also specify
an .avi file to be played for the warning. To configure these features:

1 Click Customize.

2 Select an option.

Inactivity Timeout Warning E

W Play animation from & file

File: I
Browse

I~ Play sound from WAk file

Fie: |

_ Browse |
Browse |
Ok I Cancel

3 Browse to and select .avi or .wav files.
4 Click OK.

The warning message can accommodate .avi files that display images of any size.
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The warning dialog box is displayed for the last few seconds of the inactivity timeout. You can
specify the number of seconds that the warning dialog box is displayed. For example, if you set an
inactivity timeout of thirty seconds and configure the warning dialog box to display for ten
seconds, Secure Workstation displays the warning dialog box after twenty seconds of inactivity.

Configuring a Device Removal Event

The following figure illustrates the dialog box for a configuring a Device Removal event.

Secure Workstation Device Removal Event x|

¥ Activate Device Remaval

— Lock Actions

D efault Action:
IEIDse All Programs and Log Out of the Metwork j

Action far Terminal Services Clients:
|Discu:unnect the Session j

— Devices to Monitar for Bemoswal
Al Begistered Devices

' Selected Devices in Device List

poProx
Universal SmartCard

ak I Cancel

The list under Devices to Monitor for Removal contains a list of devices that are registered with
Secure Workstation.

This dialog box enables you to specify which devices are included in the policy. If a device is
included in the policy, it must be present during the user's session. If a device in the list is not
present, Secure Workstation executes the lock action.

For SecureLogin 3.51.1, both the Universal Smart Card and pcProx Methods for NMAS can report
device removal events to Secure Workstation.

Other NMAS partners have also implemented devices that can report device removal events to
Secure Workstation. If you want to use a device that does not show up in the list, make sure that
you have installed the NMAS Login Client Method for the device. If the device still doesn’t show
up, check with the vendor of the device to ensure that it will work with Secure Workstation.

Configuring a Network Logout Event

The following figure illustrates a Network Logout event:
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Secure Workstation Network Logout Event [ x|

v Activate Metwork Logou

Lock Actions

Default Action:
|Elose All Programs j

Action far Terminal Services Clients:

Only Esecute the Post-Policy Command| j

(] 4 I Cancel |

A Network Logout event is triggered when a user logs out of the network. This event could be
triggered by either Client32 or the LDAP Authentication Client, depending on which client is
present.

One of the intended uses of the Network Logout event is to close programs that the user might have
used for single sign-on through Novell SecureLogin. This event might also be used to display a
login dialog box or run a script when the user logs out. For more information, see “The Post-Policy
Command” on page 72.

This event has a different set of lock actions than the other events. The Default Action list contains
the following actions:

+ Log Out of the Workstation
¢ Close All Programs
+ Only Execute the Post-Policy Command

The Action for Terminal Services Clients list contains the following actions:

¢ Log Out of the Workstation

*

Close All Programs
+ Disconnect the Session

+ Only Execute the Post-Policy Command

The Default Action list doesn’t include the following actions:
+ Lock the Workstation

This action has been omitted because of the behavior of the GINA. If a network connection
isn’t present when the workstation is locked, the Client32 GINA won’t allow the workstation
to be unlocked with an eDirectory authentication.

¢ Log Out of the Network

This action has been omitted because it doesn’t make sense to log out of the network in
response to a network logout event.

The Network Logout event is the only event that includes the Only Execute the Post-Policy
Command action. This action is actually a substitute for the Log Out of the Network action that is
available with other events. If you want to execute a Post-Policy Command on network logout, but
not do anything else, use this action.

Installing and Configuring Secure Workstation 67



You can use the Post-Policy Command to display a login dialog box or run a script. For more
information, see “The Post-Policy Command” on page 72.

Configuring the Manual Lock Event

The Manual Lock event gives users the ability to manually trigger Secure Workstation. A user can
manually trigger Secure Workstation either by clicking the Logoff button on the Quick Logon/
Logoff Interface or by executing SWLock.exe in the System32 directory.

The following figure illustrates the Manual Lock dialog box.

Secure Workstation Manual Lock Event

[ Activate Manual Lock

Lock Actions

[Default Action:
|Log Ot af the Metwork j

Action far Tierminal Senvices Clients:
ILag Ot of the Hetwork j

ak. I Cancel |

To configure Manual Lock:
1 Select Manual Lock from the main page, then click Edit Event.
2 Check the Activate Manual Lock check box.
3 (Optional) Select an option from the Default Action drop-down list.

Secure Workstation Manual Lock Event

W Activate banual Lock

Lock Actions

Log Out of the Metworl,
Cloze &l Programs
Cloze All Pragrams and Log Out of the Mebwark.
Lock the Workstation

(] I Cancel

4 (Optional) Select an option from the Action for Terminal Services Clients.

Advanced Settings

The following figure illustrates the Advanced Settings dialog box.
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Secure Workstation Advanced Settings E3

—&pplication Termination

¥ Force termination of non-responding applications when logging out of Windows

W ‘st befiore starting to terminate applications when closing all programs

Seconds: 20

Proagram List |

— Post-Policy Command

W Execte a post-policy command after closing all programs or logging out of the netwaork

Cormmand: Ic:'\windows\systemﬂ'\nldaplgn.EHEI

OF. I Cancel

To configure advanced settings, click Advanced on Secure Workstation’s main dialog box.

Terminating Applications

The Force Termination of Non-Responding Applications When Logging Out of Windows check
box affects the way that programs will be shut down when Secure Workstation logs a user out of
Windows. If this box is checked, Windows terminates programs that don't respond to a "close"
message in a timely manner. This setting logs the user out of Windows more quickly, but some
programs might not get an opportunity to save their data before being terminated.

The Wait Before Starting to Terminate Applications When Closing All Programs check box is
similar, except that it controls the behavior of the Close All Programs action. When Secure
Workstation closes programs, it always sends a Close message to each program to tell it to shut
down. If the Wait Before Starting to Terminate Applications When Closing All Programs check
box isn’t checked, Secure Workstation does nothing else to close the programs. The result is that
some programs might not shut down.

For example, if Microsoft Word* has an unsaved document, Secure Workstation might display a
Save As dialog box.

On the other hand, if the Wait Before Starting to Terminate Applications When Closing All
Programs check box is checked, Secure Workstation checks to see if the programs are still running
after the specified timeout. Any programs that are still running at this point are terminated and
might not have a chance to save their data.

The following figure illustrates the dialog box that displays when Secure Workstation closes
programs:
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Movell Secure Workstation - Closing Programs

Movell. Nsure™

SecureLogin

MHovell Secure Workstation is cloging your programs. .

So that you can use Novell SecureLogin scripts to close applications, the dialog box shown in the
Novell Secure Workstation Closing Programs figure is displayed while Secure Workstation is
executing the Close All Programs action. This feature allows you to set a global variable in your
script. The script can use the global variable to distinguish between Secure Workstation closing an
application and the user closing an application.

The following figure illustrates a program list:

Secure Workstation Program List E |

' Close only the programs specified in the program list

" Cloze all programs except those specified in the pragram list

— Program List

CW MM T hapstem 32t azkmar. exe Add
i IMM T hapstem 32 hmwtray, exne

W IMM T haystem32hnewgll exe

CW MM T hapstern 324nswpolicyeditor. exe

C: W IMM T hapsten 324nldaplgn. exe

CW MM T hapstem32hmme. exe

W INM T hapstem 32N ogima 3z, exe

W IMM T hesplorer exe

C:%Program Files'Movell\Securelogin'slwinsso.exe
C:4%Program Filez\Movell\Securelogin'zlproto. exe
C:4%Program Files\Movell\Securelogin'slbroker. exe

Delete

i

Cancel |

You can use the Program List to specify which programs should be closed when Secure
Workstation executes a Close All Programs action. If you select Close Only the Programs
Specified in the Program List, Secure Workstation closes only the programs listed.

If you select the Close All Programs Except Those Specified in the Program List, Secure
Workstation closes all programs except those specifically listed.

NOTE: If you select Close All Programs Except Those Specified in the Program List, SecureLogin closes every
program in the user’s sessions except those listed. This closing includes explorer.exe, the process associated
with the user’s desktop.

Secure Workstation closes only the programs that the currently logged in Windows user has sufficient rights
to close on his own. Programs that the user does not have rights to (such as a service running as the
LocalSystem account) aren’t closed.

When Secure Workstation is running on a Terminal Server, only the programs in the current user's session are
closed. Programs running in other users' sessions aren'’t affected.

You don't need to specify the full path and name of each program in the program list. For example,
instead of adding c:\winnt\system32\notepad.exe to the list, you could just add Notepad.exe.
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However, if you don't specify the full path, the entry will correspond to all programs with that
name, regardless of their path. For instance, listing Notepad.exe in the list without the path would
match both c:\winnt\system32\notepad.exe, and c:\documents and settings\user\notepad.exe.

You can also use environment variables in the program list. For example, you could specify
%systemroot%\System32\Notepad.exe instead of c¢:\winnt\system32\notepad.exe.

The Post-Policy Command

The Post-Policy Command is a command that is executed after Secure Workstation executes the
lock action. This feature was designed to display a login dialog box after a Close All Programs or
Log Out of the Network action has been executed. However, you can use this feature to run any

program or script. You must provide the full path and name of the program to run.

To display the login dialog box, use loginw32.exe for Client32. Use nldaplgn.exe for the LDAP
Authentication Client. Both programs are located in the system32 directory.

If you have configured the Network Logout event, Secure Workstation restarts the program
specified in the Post-Policy Command if it terminates before a user is logged in. This allows the
login dialog box to be displayed again if a user clicks Cancel.

The Secure Workstation Post-Login Method for NMAS

You can use the Secure Workstation Post-Login Method for NMAS to deliver a Network policy to
Secure Workstation. The Network policy is stored in eDirectory. You can use ConsoleOne to
configure the policy. The Network policy contains the same items as the Local policy.

1 Install the Post-Login Method by using ConsoleOne or the NMAS Method Installer.

To use the NMAS Method Installer, run methodinstaller.exe, found in the nmas\nmasmethods
directory on the Novell SecureLogin 3.51.1 software image or CD.

You must have at least one NMAS Server, and you must have the NMAS Client installed on
your system with Secure Workstation. The Post-Login Method will run on NetWare,
Windows, Linux, Solaris, and AIX servers.

The Post-Login Method is located on the SecureLogin 3.51.1 image or CD in the
nmas\nmasmethods\novell\secureworkstation directory. For instructions on installing a login
method, refer to the NMAS documentation.

2 Create at least one NMAS Login Sequence that includes Secure Workstation.

Using ConsoleOne, right-click the Login Policy Object in the Security container and select
Properties. You will see the following dialog box:

Installing and Configuring Secure Workstation 71



Properties of Login Policy

Rules | General MNDS Rights I Other I Rights ta Files and Faolders I
Login Sequences

Defined Login Sequences:

Seguence grade:
Seguence Type:

Auailable Login Methods

I'I'Dken & Pasgward

AND ~|

Selected Login Methods

Enhanced Passward
NDS

MMAS Proximity Card
SGEMNBICM

ActivCard Dynamic Password

|»

Universal Smart Card

4
3

Awailable Post-Login Methods Selected Post-Login Methods

Secure Workstation

[+ [+

4
R

e SEqUenCe | Delete Sequence |

Page Options...

Ok I Cancel | ARy | Help |
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3 Click New Sequence, then select a name for the login sequence.

For example, select Secure Workstation. You can use any name.
Add methods to your login sequence.

When NMAS executes your login sequence, NMAS executes the methods in the Selected
Login Methods list box and then executes the methods in the Selected Post-Login Methods
list box. The figure above contains a sequence that executes the Universal Smart Card method
and then executes the Secure Workstation method.

For information on the pcProx and other post-login methods, see User Identification Plug-ins
in the Novell Modular Authentication Services Administration Guide (http://
www.novell.com/documentation/nmas23/index.html).

Configure a policy for the login sequence.

5a Open the Authorized Post-Login Methods located in the Security container.
5b Right-click the Secure Workstation container, then select Properties

5¢ Select Secure Workstation in the subsequent dialog box.

The following dialog box is displayed:
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Properties of Secure Workstation E3

Zeneral | Support | Secure Workstation | MDS Rights - | Other I Right= ta Files and Folders I
| Seftings

Select "=Default>=" from the Login Sequence dropdown to view or modify the default settings. Select a login
sequence and uncheck "Use Default Settings" to customize settings for that sequence.

Login Seqguence:

|Eecure Workstation

[ Use Default Settings

Secure Waorkstation Seftings

[v Activate Secure Wworkstation

Events:

Device Remaoval

nactivity Timeaout
Manual Lock
Metwork Logout

Advanced settings:

Edit

Advanced |

Page Options...

(0]34 I Cancel | Apply | Help |

The Login Sequence list will be populated with each login sequence that contains the Secure
Workstation method. You can configure a different policy for each sequence that contains the
Secure Workstation method. The policy associated with the [Default] sequence will be applied to
any sequence that contains the Secure Workstation method but does not yet have a Network policy
configured.

NOTE: You can create as many login sequences that contain the Secure Workstation method as you need.
Also, you can associate a different policy with each sequence and then associate each sequence with a
different set of users. For information on configuring login sequence restrictions and configuring a user's
default login sequence, see the NMAS Administration Guide (http://www.novell.com/documentation/Ig/
nmas22/index.html).

The ConsoleOne interface for configuring the Network policy is similar to the Local Policy Editor.
For more information on the options available when configuring a Secure Workstation Policy, see
“The Local Policy Editor” on page 62.

Quick Login/Logout

Quick Login/Logout provides an easy way for users to see who is logged in to a workstation. It
also provides a convenient way for a user to lock or log out of the workstation when leaving a work
area. QuickLogin/Logout is probably most useful for kiosks or shared workstations.

The following figure illustrates Quick Login/Logout’s dialog box:
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Novell Secure Workstation - hdubois [_ [T] |

Novell. Nsure®

SecurelLogin

Current Uzer.  hduboiz

Full Marne: Herri Dubois
Inactivity Timeout Countdovn: <Manes
| T lock W&'r'i&'féi't'i'&'ﬁ""”él Logouk

By default, Quick Login/Logout shows the following:
¢ The user ID of the currently logged in user
¢ The user's full name

¢ The amount of time remaining before a Secure Workstation inactivity timeout

Using the Lock Workstation Button
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To lock the workstation, click Lock Workstation. Clicking this button does the same thing as
pressing Ctrl+Alt+Del, then selecting Lock Workstation.

This feature is most useful when used with the LDAP Authentication Client. A user who plans to
leave a public workstation for only a few minutes can elect to lock the workstation so that the
user’s programs continue running. However, this prevents other users from using the workstation.

For this reason, a feature has been implemented in the LDAP Authentication Client that allows a
different user to unlock the workstation. If a different user logs in, the following happens:

+ The previous user is logged out.

+ Secure Workstation receives a Network Logout Event and takes the action associated with that
event in the policy.

If the action associated with the Network Logout Event is Close All Programs, the previous user's
programs are closed when the workstation is unlocked.

By default the LDAP Authentication Client allows only the user who is currently logged in to
unlock the workstation. For information on how to change this behavior, see the LDAP
Authentication Client documentation.

NOTE: Quick Login/Logout is visible even when the workstation is locked, but the Lock Workstation and
Logout buttons aren't visible.

Scenario: Locking the Workstation. Sandy is a network administator and Gudrun is a nurse at
the VMPClinic. Nurses at a nursing station frequently need to interrupt their data entry to check
on patients.

Gudrun logs in to the shared workstation, opens DataQuick to view patient data, then opens
RediLog to update a report. Before she has completed her tasks, however, she is summoned to a
patient’s room. Planning to be gone from the workstation for just two minutes, Gudrun doesn’t
want to log out. Instead, she clicks Lock Workstation and leaves to check on a patient. Returning,
Gudrun unlocks the workstation and continues using DataQuick and RediLog.

Only Gudrun or a network administrator is able to unlock the workstation.
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Scenario: Unlocking a Locked Workstation. So that a workstation in the General Services
section doesn’t remain locked for long periods of time, Sandy changes a registry setting in the
LDAP Authentication Client. The setting enables other users to use the locked workstation. Sandy
also selects the Network Logout event, then selects Close All Programs from the Default Action
drop-down list.

Peter had been using the workstation but has been gone for some time. The workstation is locked.
Sofia needs to use it. She logs in, a process that logs Peter out of the network. Secure Workstation
detects the logout event and closes all programs. Sofia authenticates to the network and uses the

workstation.

Using the Logout Button

When you click Logout, the Quick Login/Logout Interface sends a Manual Lock signal to Secure
Workstation. Secure Workstation executes the action associated with the Manual Lock Event in
the policy, then executes the Post-Policy Command.

The following figure illustrates actions that you can set from the Default Actions drop-down list:

Secure Workstation Manual Lock Event |

¥ Activate Manual Lock

Lock Actions

Default Action:

Log Out of the Mel

Log Out of the “Workstation
Log Out of the Metwark
Cloge All Programs

Cloze All Programs and Log Out of the Hebwork,
Lock the "W orkstation

OF. I Cahcel

If the action for the Manual Lock Event is Close All Programs and Log Out of the Network, and
the Post-Policy Command has been configured to launch the login dialog (either loginw32.exe or
nldaplgn.exe), Secure Workstation does the following, all within a matter of seconds:

+ Closes the current user's programs.
* Logs the user out of the network.

+ Displays a login dialog for the next user.

NOTE: The speed at which Secure Workstation closes programs depends on several factors. For more
information, see “Terminating Applications” on page 70.

Scenario: Sharing a Workstation. Nurses at VMPClinic share a workstation at a nursing station.
As administrator, Sandy wants one nurse to be able to log off quickly and another nurse to be able
to log in quickly. Sandy selects Close all Programs and Log Out of the Network as the default
Manual Lock action. In addition, Sandy configures the Post-Policy command to launch the login
dialog box.

Gudrun logs in to the workstation, opens DataQuick to check patient data, opens RediLog to
update a report, completes her tasks, then clicks Logout. Secure Workstation closes DataQuick and
RediLog, logs Gudrun out of the network, then displays the login dialog box. The workstation is
ready for the next nurse.
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Details about Policy Enforcement

76

The behavior of Secure Workstation depends on the settings in the Effective policy. The policy
includes the following:

* A set of events that Secure Workstation listens for.

* A set of actions that will be taken when one of those events occurs.

After Secure Workstation detects an event, the user is considered to be out of compliance with the
policy. This means that the user has, for example, exceeded an inactivity time limit or removed an
authentication device, such as a smart card. Unless one of the actions is Log Out of the Workstation
or Lock the Workstation, Secure Workstation continues to execute the action associated with the
events in the policy that are out of compliance.

Scenario: Removing a Proximity Card. The Effective policy contains a Device Removal Event
that requires a pcProx proximity card. The action associated with this event is Close All Programs.
Secure Workstation is set up to close all programs specified in the policy when the card is removed.

Claire attempts to restart one of those programs without replacing the proximity card. Secure
Workstation immediately closes the program. Secure Workstation continues to execute the action
associated with the Device Removal Event until the user is in compliance with the event.

This behavior is the same for all of the Secure Workstation events. If you don't want users to have
the ability to run certain programs without being authenticated to the network, configure a
Network Logout Event that closes those programs.

You can use the Post-Login Method to provide Secure Workstation with a new effective policy.

Scenario: A New Effective Policy. Claire leaves and takes her proximity card. Secure
Workstation closes her programs and continues closing them until her proximity card has been
replaced. Markus approaches the workstation and presents his proximity card. Secure Workstation
continues to close the programs specified in the policy.

The programs are closed because Secure Workstation requires Claire’s proximity card to be
present, because Secure Workstation detected Claire’s card when Secure Workstation generated
the Effective policy that it is currently enforcing. However, Markus can log in using the Post-Login
Method, which causes Secure Workstation to refresh its policy. Secure Workstation now requires
Markus’ proximity card to be present instead of Claire’s card.
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Troubleshooting

¢ “Can’t Find a Server” on page 77
+ “If ?7sysuser(system) and ?syspassword(system) Are Unavailable” on page 86

¢ “Useful TIDs” on page 86

For information on error codes, see “Error Codes” in the Nsure SecureLogin 3.51.1 Administration
Guide.

Can’t Find a Server
After you install SecureLogin, use this section if you get an error stating that a directory can’t be
found.
1 Verify that the DNS name or IP address of your server is correct.
2 Verify that the server is up and running.
3 Verify that the schema has been extended on that server.
For Novell® eDirectory™, see “Verifying the eDirectory Schema” on page 77
For LDAP, see “Verifying the LDAP Directory Schema” on page 80.
For Active Directory, see “Verifying the Active Directory Schema” on page 84.

4 Verify that rights have been granted.

Verifying the eDirectory Schema

For eDirectory, verify that the SecureLogin attributes exist in the extended schema and that rights
have been granted. If necessary, add rights.

Verifying SecureLogin Attributes and Rights

When ndsschema.exe extends the NDS® or eDirectory schema, six SecureLogin attributes are
added to the directory. You can verify that the attributes exist and that rights have been assigned.

1 In ConsoleOne®, right-click an object (for example, Admin).
2 Click Rights to Other Objects, then click OK.
3 Click Effective Rights.

4 In the Property pane, scroll to Prot:SSO Auth, Prot:SSO Entry, Prot:SSO Entry Checksum,
Prot:SSO Profile, Prot:SSO Security Prefs, and Prot:SSO Security Prefs Checksum.
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Effective Rights To: hdubois.AKRANES

For Trustee: |hdubnis.ﬁKRANES

{|* Prafile Membership __:j
|°  ProbS50 Auth

{I*  Prat550 Entry

[|*  ProtSS0 Entry Checksum

" ProtSS0 Profile

[|*  Prot580 Security Prefs

[*  Prot550 Security Prefs Checksum

[I*  Public kKey

[ show all properties

If the attributes don’t appear, rerun ndsschema.exe.

Manually Adding Rights

Ndsschema.exe assigns rights to objects in the container that you specify. If you don’t specify a
container, rights are assigned at the root. If for some reason the rights don’t exist, you can manually
add them.

1 In ConsoleOne, select an O or OU Container object that will contain the Template object.
2 Create a new object of the class Template.

3 At the New Template dialog box, name the template, check the Define Additional Properties
check box, then click OK.

New Template EBE

Mame: |Nnve|l8&u:ureL0gin Enahled User Dk

[ Use template or user: Cancel

| i

Help

v Define additional properties

- ErEate anathiE el Ete

4 At the properties page for the new Template object, navigate to and select New Object NDS
Rights, then select Rights To Other Objects from the drop-down list.

Properties of Securelogin Enabled User

General - | Restrictions I Memberships I Login Script | Hew Object HDS Rights v
| Rights To Other Objects :

5 Click New Object > Assigned Rights.
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Properties of Securelogin Enabled User

General vl Restrictions vl Memberships vl Lagin Script |

l

Hew Object HDS Rights ~ | Mev []»
Rights To Cther Ohjects i

MDE Ohjects

& =New Objects

Add Ohject

[elete e et

Assigned Rights...

6 Click Add Property, select the Prot:SSO Auth attribute, then click OK.

Add Property [ x|

" Profile Membership

P Prot 350 Auth

¥ Prot:3S0 Entry

F o Prot350 Entry Checksurm

¥ Prot:350 Profile

¥ Prot3S80 Security Prefs

P Prot350 Secutity Prefs Checksum
¥ Public ey

o RADIUS:Active Connections
FORADIUS: Aftribute Lists

[ Show only User class properties

[0]54 I Cancel

7 At the Rights Assigned To dialog box, check the Compare, Read, Write, and Add Self check

boxes, then click OK.
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Rights assigned to: <New Object> E3

Cn Ohject =Mew Object=

Froperty ~Rights
F'r'l:lt:Ei!ilZZl Auth . [ Supervisor
Al attributes Rights]
[Entry Rights] [¥ Compare
¥ Read
[w wirite
7 Ad

2 rheritable

Add Property... |

Delete Property |

Ok I Cancel | Help |

8 Configure the Prot:SSO Entry, Prot:SSO Entry Checksum, Prot:SSO Security Prefs, and

Prot:SSO Security Prefs Checksum attributes by repeating Steps 5, 6 and 7 for the Prot:SSO
Entry attribute.

NOTE: Do not add the Prot:SSO Profile attribute.
9 Exit by clicking OK.
To use the new template:

1 Create a new User object.

2 Atthe New User property page, enter a name, enter a surname, check the Use Template check
box, then click the Browse button.

Unigue ID: fAndre

3 Navigate to and select the Template object that you created, then click OK twice.

4 Type and confirm a password for the new user, then click Set Password.

Verifying the LDAP Directory Schema

To determine whether the LDAP snap-in to ConsoleOne is installed:
1 Bring up ConsoleOne.
2 Click Help > About Snapins.
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3 Locate the Novell LDAP Snapins entry.

S‘E Movell LDAP Snapins

Before LDAP client support can be used, eDirectory attribute names must be mapped to LDAP

names.

The LDAP v3.0 client option supports servers that have the following:

+ Novell eDirectory 8.6.2 or later.

+ LDAP support installed and running.

To verify LDAP mappings:

1 Establish a Novell Client connection to the NDS or eDirectory server where you want to run

LDAP compatibility mode.

2 From that client connection, launch ConsoleOne.

3 Select the LDAP Group object for your server.

Properties of LDAP Group - LUNDI

General | Attribute Mappings il NDS Rights | Cther | Rights to Files and Folders | Server List I Class Ma

[{LDAP Grou Attribute Mappings |

HDS Attributes LDAR Attributes A
Aliased Object Mame aliazedOhjectMame A| —
C C J
M on QE|E1
uniguelD uid
UID vidMumber Modi
GID grouplDy
Descriptian description
Facsimile Telephone Murmber facsimileTelephoneMumber
Given Mame givenklame
Initials initials
L |
Internet EMail Address mail
mMemhber uniguebember
0] 0
Ohject Class ohjectClass
o)) ou
Owiner mner j
1 B 2
Search for LDAP attributes in the mapping list:
| Search |
Fage Options... 03¢ I Cancel | Al t
4 Display the Attribute Mappings tab by clicking Properties > Attribute Mappings.
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FProperties of LDAP Group - LUNDI

General | Attribute Mappings MNDS Rights | Other I Right= ta Files and Folders I Server List I Cla
|{LDAP Groun Attribute Mappings |

DS Attributes LOAP Attributes
Aliased Object Mame aliasedOhjecthame A| I
C C J
CM ch
uniguelD uid p—
JiD UidMumber
GO grouplD —
Description description
Facsimile Telephane Mumber facsimileTelephoneMumber
Given Mame giventlame
Initials initials
L |
Intarnet EMail Address mail
Member unigquelbtemhber
0 ]
Ohject Class ohjectClass
QLU ou
Chhier uher LI
o T T T )

Search for LDAP attributes in the mapping list:

| Search |
FPage Options... ] ¢ I Cancel | Al

If you can’t locate this tab, you must install the LDAP snap-in to ConsoleOne. Download the
snap-in from http://download.novell.com. Select ConsoleOne Snap-ins > On NetWare > NDS
eDirectory 8.6.2 Snap-in.

5 Click Add.
6 From the NDS Attribute drop-down list, select the Prot:SSO Entry attribute.

Attribute Mapping E2

HDS Attribute: Primary LDAP Attribiute:
Prot:S50 Entry =l
Profile Membership =1 Secondary LDAP Attributes:

Frot 550 Auth
Praot: 550 Entry
Prot:350 Profile
protocollnformation
PSS Mame

Fuhlic key

FPurge Vectar -

! g

Ok cancel
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If the Prot:SSO Entry attribute is unavailable, run NDSSchema.exe or LDAPSchema.exe.
These files are in the securelogin\tools directory.

7 Map the Prot:SSO Entry attribute to protocom-SSO-Entries, as indicated in the following
figure.

Attribute Mapping

HDS Attribute: Primary LOAF Attribute:
|Pmt:850 Entry LI |prnt0cnm—BSO—Entries
Secondary LDAP Attributes:

! g

8 Similarly, map the other Prot:SSO attributes to corresponding protocom-SSO attributes.

Attribute Mapping

MDE Attribute: Primary LOAF Attribute:
[Prot:550 Auth = |protocom-550-Auth-Data]
Secondary LDAP Attributes:

I =

For a list of attributes and corresponding mappings, see “Extending the LDAP Directory
Schema” on page 26.

9 Similarly, map the Public Key attribute to publicKey.

Attribute Mapping

MDE Attribute: Primary LDAF Attribute:
|Pub|i|: Ky j |pub|i|:Key1
Secondary LOAP Aftributes:

! =

10 Click Apply, then click Close.
11 Refresh the LDAP server.

If you are using ConsoleOne, right-click the LDAP Server object, click Properties, then click
Refresh NLDAP Server Now.

If you are using Novell iManager, click LDAP Management, click LDAP Overview, click
View LDAP Servers, select the LDAP server, then click Refresh.

Verifying the Active Directory Schema

You might need to verify that the Active Directory schema has been extended.
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Adding Administrative Tools for Active Directory

The following procedures assume that you are logged in as an administrator with the required
permissions to manage the schema.

1 Click Start > Settings > Control Panel > Add/Remove Programs.
2 Click Windows 2000 Administration Tools > Change > Next.
3 Click Install All Administrative Tools > Next.

4 After components and files are installed, click Finish > Close.

Starting the Active Directory Schema Plug-In

You manage Active Directory from a Windows NT or Windows 2000 server. Therefore, you must
install SecureLogin on a server.

The Active Directory Schema plug-in is a Microsoft Management Console (MMC) tool. Because
schema management is not frequently performed, there is no saved Schema console or
Administrative Tool on the Administrative Tools menu. You must manually load the Schema
Manager into MMC.

Run the following procedure on the domain controller that contains the schema:
1 Click Start > Run.
In the Open box, type MMC . EXE, then click OK.
From the Console drop-down list, click Add/Remove Snap-In, then click Add.
Click Active Directory Schema, then click Add.
Click Active Directory Users and Computers, then click Add.
Click Close, then click OK.

N~ 6 a0 h WO DN

Save the MMC containing the schema snap-in.
7a From the Console drop-down list, click Save As.
7b Type a name for the saved console (for example, schema.msc).

7c Click Save.

Verifying Attributes in the Active Directory Schema

84

1 Close and restart MMC.

After extending the schema, you must close and restart MMC before you can verify that the
schema has been extended

2 In the MMC tool, navigate to the Attributes folder.
The following figure illustrates the Attributes folder:
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':m schema - [Console Root' A

Jnﬁﬂ Console  ‘Windomw  Help

|J Action  Miew  Eawvorites H
Tree IFavorites |

[ Consols Root
Elr; Active Directory Schema
: |:| Classes
L[] Aktributes
@ Active Directory Users arn

KA I— I

3 In the Consolel window, click Console > Add/Remove Snapin (Ctrl+M).
4 Click Add, select Schema Management, click Add, then click OK.

5 At the root of the directory, browse to the attributes and verify that all seven Protocom
attributes are in the directory.

The following figure illustrates the Attributes folder:

'ifi schema - [Console Root'A

Jnﬁg Console  Window  Help

|J Action  Wiew  Eavorites H
Tree IFavu:urites |

(] Console Roat

ElL: Active Directory Schema
- E Classes

L] Attributes

@ Active Directory Users ann

4 | 2

6 Identify the seven attributes.

Ensure that ProtAuthMethods, protocom-SSO-Auth-Data, protocom-SSO-Entries, protocom-
SSO Entries- Checksum, protocom-SSO-Profiles, protocom-SSO-SecurityPrefs, and

protocom-SSO-Security-Prefs-Checksum appear in the ADS list of attributes. The following
figure illustrates these attributes in the extended schema:
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':m Console Root' Active Directory Schema® Attributes

J fcktion  Wiew  Favorites |J = =y | | | @

Tree I Favorites | Mame | Synkax | Description ﬂ
[ Console Root @ privilegesttributes Integer Privilege-Attributes

E|l[; active Directory Schema % privilegeDisplayMame Uricode String Privilege-Display-Mame

-] Classes @ privilegeHolder Distinguished Mame Privilege-Holder

L ¥rrobauthMethods

© ) [Attributes @ privilegevalue Large Integer Privilege-Yalue
EI@ Active Directory Users and Cormputers [1net | @ productCode Oicket Skring Product-Code
@ 1ret.nsrd.lab.novell.com & profilePath Unicade String Prafile-Path

Qickek Skring
@ protocom-550-Auth-Data  Ocket String
@ protocom-330-Entries Ocket Skring

@ proxylifetime Large Integer Prouy-Lifetime
@ qualityOfService Integer Quality-OF-Service
@ queryFilker IJnicode String Cuery-Filker -
dl | LKl | _>|_I
| | Y

If the attributes don’t appear, rerun adsschema.exe.

If ?sysuser(system) and ?syspassword(system) Are Unavailable

If you use the Novell Client but turn off NMAS after installing SecureLogin 3.51.1, and then
update your password, ?sysuser(system) and ?syspassword(system) variables aren’t available.

To resolve this issue, get a TID from Novell Technical Support. This TID does the following:

¢ Installs slinac.dll on your client workstation

* Adds a registry setting, so that the workstation can register slinac.dll as a login extension to

the Novell client.

The TID provides you with username and password variables for use with internal scripts and the

passthrough to Citrix.

Useful TIDs

Issue

TID

Registry keys and values used by Secure
Workstation

Registry settings for the Quick Login/Logout
Interface

Configuring SecureLogin for 16-bit Windows
applications

Upgrading from vGO NSSO

Setting up and configuring an advanced generic
emulator

10087272 (http://support.novell.com/cgi-bin/
search/searchtid.cgi?/10087272.htm)

10087273 (http://support.novell.com/cgi-bin/
search/searchtid.cgi?/10087273.htm)

10082829 (http://support.novell.com/cgi-bin/
search/searchtid.cgi?/10082829.htm)

2966500 (http://support.novell.com/cgi-bin/
search/searchtid.cgi?/2966500.htm)

10086962 (http://support.novell.com/cgi-bin/
search/searchtid.cgi?/10086962.htm)
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Issue TID

Script to configure SecureLogin for Citrix 10089667 (http://support.novell.com/cgi-bin/
search/searchtid.cgi?/10089667.htm)
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Lotus Notes

This section provides information on migrating Lotus* Notes* from Novell® SecureLogin 3.0.4
or later to SecureLogin 3.51.1.

Migrating Lotus Notes

1 Run the Novell SecureLogin 3.51.1 installation.

If Lotus Notes is installed on the workstation, the installation program detects that it is
installed.

2 Sclect the Lotus Notes option.
The installation program does the following:

¢ Copies nslasst.dll to the path where Lotus Notes has been installed, usually .../Lotus/
Notes.

¢ Updates the notes.ini file.
¢ Deletes the existing pronotes.dll file.

3 From Add Applications in SecureLogin, select the Lotus Notes script from the list of prebuilt
scripts.

This prebuilt script automatically generates the nlnotes.exe application entry. When you run
SecureLogin 3.51.1, a flag is set once migration has completed. The flag is a Complete value,
which is set in a Migration key in the newly created User ID for each Lotus Notes user.

You can view this flag in Manage Logins from the SecureLogin icon on the system tray.

The nslasst.dll file provides SecureLogin with user data from Lotus Notes. The nslasst.dll is
only for migration. After migration has taken place, nslasst.dll is not needed for SecureLogin
to provide single sign-on to Lotus Notes. If you want to, you can delete nslasst.dll after
migration. Single sign-on is provided via the prebuilt script.
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