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ZENworks Mobile Workspace

Administrator - Quick Start



ZENWORKS MW ADMINISTRATION

CONSOLES

/sense/secserver : Administration of Zenworks MW security server:
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Manage domains and domain admin as super admin
Manage security policies and access control
Manage users and groups

Manage In-house and public store applications

/sense/pim: Administration of Zenworks MW applications
Manage mail server settings

Manage mail access rules

Manage contact and calendar import/export rules
Manage CMS server settings

Manage Windows share settings
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ZENWORKS MW ROLES

» Super administrator
» Can manage Zenworks MW license
» Can access generic server configuration section
» Can manage domain and domain administrator

» Domain administrator
» Can manage security settings
» Can manage groups
» Can manage users
» Can manage applications
» Can manage access control
» Can manage sessions

> Provisionner

» Can manage users
» Can manage access control



ADD NEW GROUP

» Connect to the Zenworks MW security server as domain admin
» Goto SETTINGS -> Security groups

» Click on <
Sreate s securygrow » Enter a name
Name » Domain is the one managed by the admin
et » Select a settings
BT rr— ] > Select the LDAP group from which the users
$ync group will be retrieved
| oo N » Click on
Members ©  useriTest

@ User2Test

User-3 Test

el o«

. New user
© User already synchronized in another group




ADD NEW USERS

Manual Automatic
» Add the user in LDAP group (Ask your LDAP administrator) ~ > Connect to the ZMW security server as superadmin
> Connect to the Zenworks MW security server as domain » Goto SERVER -> Domains
admin » Edit your domain
> Goto SETTINGS -> Settings tree » Enable auto synchronization with 30 min interval
» Click on group name in the tree > Clickon
>

Click on [Tz
SSLREE ooty sos | Security groups | Securky setngn | Comateries | Aowsd UsLs |

Group sync parameters

- — URL/Path
I-' 2. First group - Averagese | | Idap://ad.example.com/ou=example,dc=example,dc=com
4 John Doe
L Integration Test 1 Name Username
4 Disabled Test User First group

» 4L Second group Average s bind-user@example.com
Security settings

» 4L Third group - Average se | Average security, user friendly (Recommen: ded) j Password
ST N D | [—
CN=First
Custom class name
Members O Doe John
©  Test1 Integration > H Enable auto synchronization
o © Synchronized user
Test User Disabled
© Deleted user Sychronization interval [m]
Test User Integration 30
-+ New user
wee <« » »y»

» Therefore, existing groups will be automatically
updated when a user is added in LDAP group



ACCESS CONTROL

Applications
- N Under APPLICATIONS menu you can:
Type « Platforms Modification date « + > Create and upload |n-h0use
Public Store ZENworks Public Store ZENworks Public store ‘ 06/28/2017 11:44 S X ap p I I Catl O n S
ZENworks ZENworks In-house ‘ 06/29/2017 13:27 4 . . . .
- > Link to public store application
Settings

)
= Access control
+ 4. First group - Average se

0 dEmlEs In-house apps
1 Integration Test 1

Therefore, when selecting a group P IEEEEE R ——
on the settings tree, you can: e - ‘
» Give access to applications n
» Select application version contacts "
» Give access to Zenworks Calendar “
Mobile Workspace components “

Public store apps

| Public Store ZENworks %



USER ACCESS CONTROL

» Connect to the Zenworks MW security

settings tree [T A I emrep—_—" Contexiual rules | Allowed URLs - )
[l (et [ server as domain admin
= User info > Goto SETTINGS -> Settings tree
~ g\ First group - Average sec .
Securty aroup —_— » Click on user name
1 ' Integration Test 1 T e o
4 Disabled Test User Last name oe
+ 4L Second group - Average
» g Third group - Average se User ID Johndoe@domain.com L k
Enroliment code
Status Enabled O C u Se r
S > Click on
Applications
U} x 0S : Application s Device name = Dlsable appllcatlon
|
? . ZENworks Nexus 5X > U nCheCk U

? | &  zENworks iPadMini » Click on m

Disenroll / remote wipe
» Check ¥

[e=r] > Click on BT

Bulk changes can be done to disable/disenroll
applications and then click only once on
«Apply» button.



REMOTE CONTROL

m Status (1 user(s) connected)

Login ~ Application +

johndoe ZENworks

Send a message to all users

Message:

Device name #

Nexus 5X

0S¢

Send notification (Will notify all users belonging to the domain)

» Connect to the Zenworks MW security server as domain

admin

» Write your message

> Click on m

Y

YV VY

Remote action

Connect to the Zenworks MW security
server as domain admin

Go to SERVER -> Status

To close all sessions, Click on [[J®

To close user session, Click on ()

To wipe user data, Click on ¥



SENSE LOGS

Zenworks MW error codes sent to the client are restricted to avoid giving information to potential attackers.
Therefore, the best way to troubleshoot Zenworks MW are the server logs.

Server
[ | 4 | L | oo | oo [
Select File name Last modified Size
» Connect to the Zenworks MW
security server as superadmin
server.log 06/29/2017 14:08 4828 > Goto SERVER -> Logs
catalina.out 06/29/2017 11:10 1.9 MB > Check the files yOU want to
error.log 06/28/2017 15:37 1.8 KB dOWﬂ |Oad
- localhost.2017-06-28.log 06/28/2017 15:34 4.4 KB > Click on
- serverlog.2017-06-27 06/27/2017 21:29 7108
- serverlog.2017-05-24 06/12/2017 11:29 543 B
- server.log.2017-06-07 06/12/2017 11:29 2518
- serverlog.2017-06-01 06/01/2017 01:29 354 B
- error.log.2017-05-24 05/24/2017 08:44 21.5KB
- catalina.2017-05-24.log 05/24/2017 08:44 71.0 KB
- localhost.2017-05-24.log 05/24/2017 08:44 25.0 KB
- serverlog.2017-05-03 05/24/2017 08:37 5328
- server.log.2017-05-23 05/23/2017 16:35 405B
- serverlog.2017-05-22 05/22/2017 16:35 405B
- serverlog.2017-05-21 05/21/2017 16:35 405 B
- serverlog.2017-05-20 05/20/2017 16:35 405B




