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Preface

This ZENworks® Patch Management Server Installation Guide is a resource written for
all users of the ZENworks® Patch Management Server. This guide defines the concepts
and procedures for installing and implementing a successful installation of the
ZENworks Patch Management Server.

About This Guide

This guide contains the following chapters and appendices.

e Chapter 1, “Planning your Installation”

e Chapter 2, “Installing Your ZENworks Patch Management Server”
*  Appendix A, “Installation Checklist”

* Appendix B, “Index”

Document Conventions

The following conventions are used throughout Novell documentation to help you
identify certain types of information.

Typographical Conventions

The text formatting used within Novell documentation follows these conventions:

Table 0.1 Typographical Conventions

Convention Usage

bold Command names, database names, options, wizard names, window and
screen objects (i.e. Click the OK button)

italics New terms, variables, and window and page names.
UPPERCASE SQL commands and keyboard keys
monospace File names, path names, programs, executables, command syntax, and

property names

monospace italics | Variable information within file paths, file names, or command syntax

monospace bold Command names and options within command syntax

Preface iv
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Comment Icons

The comment icons identify the following types of information:

Table 0.2 Comment Icons

Icon Alert Labels Description
Warning: Identifies paragraphs that contain vital
@ Important: instructions, cautions or critical information.

Note: Identifies paragraphs that contain notes or
recommendations.

Tip: Identifies paragraphs that contain tips,
shortcuts, or other helpful product information.
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Planning your Installation

To assist in gathering the information required for a smooth installation, it is
recommended that you use the installation checklist found in Appendix A, “Installation
Checklist”.

Software Requirements

*  Windows Server™ 2000 Service Pack 4 or higher (Standard or Advanced)
*  Windows Server 2003 (Standard or Enterprise)

*  Windows Server 2003 Service Pack 1

*  Windows® XP Service Pack 1 or higher (for evaluation only)

*  Microsoft® Internet Explorer 5.01 (or higher)

Notes:
« All operating systems should be the default installation with load additional software loaded prior
to installing ZENworks Patch Management

* You must NOT have Microsoft SQL Server, Microsoft SQL Server Desktop Engine (MSDE), or
Microsoft Access installed on the ZENworks Patch Management Server target system

Do not install Netscape® 5 (or higher) until after successfully installing ZENworks Patch
Management

« Do not install the server software on a Primary Domain Controller (PDC). Installation onto a PDC
is not supported in this release of ZENworks Patch Management

¢ In many cases, when deploying the agent, you must be logged in as a Domain Administrator

Planning your Installation 1
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Hardware Requirements

Minimum (for limited evaluations)

¢ Intel Pentium 200MHz-processor

* 256 MB of RAM

* 5 GB of available disk space

* A LAN connection (enabling a browser connection to the Internet)

Recommended

For every 1000 devices managed using ZENworks Patch Management Server, we
recommend:

e Intel Pentium 1 GHz-processor

e 1024 MB of RAM

* 20 GB of available disk space

* A LAN connection (enabling a browser connection to the Internet)

Note: Deployments over multiple locations or large numbers of nodes may require
additional resources. Please check with your Novell representative.

SQL Server Requirements for Production Environments

ZENworks Patch Management Server installs Microsoft SOL Server 2000 Desktop
Engine (MSDE 2000). This version of SQL Server is limited to eight (8) concurrent
database connections. To deploy ZENworks Patch Management Server in an
environment which requires more than eight concurrent connections you must upgrade
to a fully licensed version of SQL Server 2000.

Microsoft SQL Server licensing is available in any one of three (3) formats. These
formats are:

¢ Per-Processor license - Requires a single license for each CPU in the operating system
instance running SQL Server. This license does not require any device or user Client Access
Licenses (CALs)

¢ Server plus device CALSs - Requires a license for the computer running Microsoft SQL
Server and a CAL for each client device

.
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¢ Server plus user CALS - Requires a license for the computer running Microsoft SQL
Server and a CAL for each user

Note: Please refer to your Microsoft SQL Server Licensing Agreement to determine
which licensing mode is appropriate for your organization.

Obtaining a SSL Web Certificate

If you will be using SSL, you will need to obtain a valid Web certificate, from a trust
provider such as Verisign Inc. (www.verisign.com) or Entrust (www.entrust.com),
prior to installing your ZENworks Patch Management Server.

Planning your Installation 3
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2 Installing Your ZENworks Patch
Management Server

Installing ZENworks Patch Management

To install ZENworks Patch Management:

1. Place the ZENworks Patch Management CD into your CD-ROM drive and select
Install ZENworks Patch Management

Note: Web download customers: Run the install program SETUP . EXE

Novell ZENworks Patch Management Server Setup x|

Movell ZENworks Patch Management Server

The IrstallShield® ‘wizard will install Novell ZENworks
Patch Management Server on pour computer. Ta
continue, click Mext.

Cancel |

Figure 2.1 ZENworks Patch Management Server Installation Wizard

2. Click Next to proceed to the System Requirements page of the Installation Wizard

Installing Your ZENworks Patch Management Server 5
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Novell ZENworks Patch Management Server Requirements

System Requirements for Installation

Setup will now scan your computer to ensure that the following system requirements have
been met. For a smooth installation, please follow the guidelines below.

System requirements are as follows:

[ ] Mew and unmodified Windows XP. 2000, or 2003 Server with 15 and A5P.MET installed
[ 1'windows 2000 requires Service Pack 4 - other patches should be applied AFTER installation
[ I'windaws =P requires Service Pack 1
[ 1Mo other application software installed on the system - use a dedicated computer
[ 1 Minimum of 5 GB disk space available for patch storage on the chosen installation drive
[ 1Mot in & domain or all of the default policy settings are curently effective
[ 11nstaling from a Teminal session requires that TS user is a member of local admins group
[ 1 Unauthenticated firewall / prosy access to www and storagel 2 patchlink. com
Please read the Evaluation Guide fully before installation of this product for & complete
explanation of all setup optionz. Should you desire assistance during installation please call
technical support at 1-800-858-4000 or http:/#support. hovell. com
To continue, click Next.
Istzll5 bield

< Back I Mext > I Lancel

Figure 2.2 System Requirements page

e The System Requirements page details the current system requirements, and will check to
ensure that your system meets these requirements.

Note: If you have any questions and/or require additional assistance please contact
Novell Support at 800.858.4000

3. Click Next to proceed to the License Agreement page of the Installation Wizard
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x
EMD USER LICENSE AGREEMEMT ﬂ
MOTICE TO USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT. THE USE OF

THE SOFTWARE PROVIDED WITH THIS AGREEMENT [THE "SOFTWARE"] COMSTITUTES
'YOUR ACCEPTAMCE OF THESE TERMS. IFvOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, PROMPTLY REMOVE THE SOFTWARE TOGETHER “WITH ALL COPIES FROM
WOUR COMPUTER. THIS SOFTWARE 15 PROVIDED TO Y0OU AS & PART OF A
MULTI-PRODUCTS SUITE AND THIS SOFTWARE 1S PROVIDED TO YOU WITH A NINETY [30)
DAY EVALUATION PERIOD TO THE LICEMSED SERVICE. AFTER THE EVALUATION PERIOD,
O ARE REQUIRED TO PURCHASE & SUBSCRIPTION TO THE LICENSED SERVICE vOU
WILL LOSE ALL PRIMVILEGES TO ACCESS NEW OR ADDITIONAL INFORMATION AND DATA
REQUIRED TO USE THE SOFTWARE. YOU ASSUME RESPONSIBILITY FOR THE SELECTION
OF THE SOFTWARE TO ACHIEYE YOUR INTENDED RESULTS, AND FOR THE
INSTALLATION, USE, WD RESLILTS OBTAINED FROM THE SOFTWARE

1. DEFINITIONS.

a. "Use" means, without limitation, installing, executing, displaying, lnading, viewing, storing or
copying [for backup or archival purposes provided that all titles, trademark symbole. copyright LI

& i accept the temms of the S oftware License and Services Agreement.

| do not accept the terms of the Software License and Services Agreement.

InstallShisld
< Back Hext > I LCancel |

Figure 2.3 License Agreement page

Please read the license agreement carefully; it covers the terms and agreements between your
organization and Novell, Inc., which govern both your usage of the ZENworks Patch
Management Server and the Subscription Service service.

If you accept the agreement, select the I accept the terms of the End User License
Agreement option

Click Next to proceed to the Subscription Information page of the Installation
Wizard

Installing Your ZENworks Patch Management Server 7
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Subscription Information

Subscription Information
Please enter your account information and serial number. WARMING: you should erter valid
data below, otherwise Motification and Subscription services will fail to operate.

First N.ame: IT echnical

Last Name: [Pyblications

Company Mame; |Navell, Ihe|

Serial Number: |88888888-88888688

The product senal number is in the format 88888828-88868888 and can be
found on yaur product packaging.

IristallShield

< Back Hest I LCancel

Figure 2.4 Subsription Information page

*  You must complete ALL of the information within the registration, as this information is
required and will be used by Novell to identify you when accessing the Subscription Service

service.
Note: Your serial number is two groups of eight alphanumeric characters located on
your product packaging. If do not have your product packaging, you will need to

obtain your serial number by contacting the Novell Sales at 800.858.4000

Tip: Make a note of your serial number and keep it in a safe place. It will be required
for your agent installations and if you need to reinstall your ZENworks Patch
Management Server in the future

6. Click Next to proceed to the Choose Destination Location page of the Installation
Wizard

..
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Novell 2ZENworks Patch Management Server Setup

Choose Destination Location
Select folder where Setup will install files.

Setup will install Novel ZENworks Patch Management Server in the fallowing folder.

Ta install to this folder. click Next. Ta install to a different folder, click Browse and select
anather folder.

C:\Program FilesiPatchlinkyWJpdate Server Browse... |

IrstallSield

" Destination Folder

Cancel |

< Back

Figure 2.5 Choose Destination Location page

e The default installation directory for the ZENworks Patch Management Server is
$Program Files%\PatchLink\Update Server If you need to install your
ZENworks Patch Management Server in another location, click the Browse button to define
the new install path.

Note: The specified installation drive must have at least 4 GB free disk space.
Another 1 GB of space will be required to unpack and install some dependencies.
Because of the size of some service packs, it is recommended that you have more
than the required 5 GB identified here.

7. Click Next to proceed to the E-mail Information page of the Installation Wizard

Installing Your ZENworks Patch Management Server 9
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Email Information

E-mail Information
Movell ZEMwarks Patch Management Server will notify you of new patches and system
updstes using the E-mail address and mail server information belawe.

E-mai Address: |novel\@novell.com

The E-mail address specified above should be walid and will be used for both
communications fram Movell and all new patch notifications from the server.

SMTP Haost |mai\.myhost.com

Enter an SMTP mail host address or name. Thiz field is optional. and may be
configured later: however pou will not receive automated E-mail natification
urtil you login and configure this infarmation in Options-> E-mail within the
admin interface.

IstallS Hield

< Back I Mext > I Lancel

Figure 2.6 E-mail Information page

¢ The proactive e-mail notification from your ZENworks Patch Management Server is a
valuable feature that will send you e-mail notifications as various configurable conditions
occur. The primary e-mail contact can be defined here by typing the recipient’s e-mail
address in the E-mail Address: field.

e The ZENworks Patch Management Server uses your corporate Internet (SMTP) mail server.
To enable e-mail notification, enter the name of your SMTP server (usually
mail.company.com) in the SMTP Host: field.

8. Click Next to proceed to the Administrative User page of the Installation Wizard

T i ——
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Administrative User

Administrative User
Install will now creste a user for sdministration of Movell ZEMworks Patch Management
Pleaze make & note of your password, it is reguired to log into the administration interface

Liser Mame: IPatchL\nk

Password: I xxxxxxxx

Confirm Password I xxxxxxxx

Enter the password for the ZEMworks account which is the default user
of the Patch M anagement Server. Once installed, you may login uging
your browser and add additional patch administrators using the Users
section of the administration interface.

IstallS Hield

< Back I Mext > I Lancel

Figure 2.7 Administrative User page

*  Enter a password to be used by the automatically created Novell user.

Note: If you have password policy restrictions or criteria defined for the local
computer user accounts, failure to meet those restrictions here will cause the
creation of the Novell user to fail. Be sure to make a note of the password entered
here; it will be required to log into your ZENworks Patch Management Server

following the installation.

9. Click Next to proceed to the Proxy Server and Firewall Configuration page of the

Installation Wizard

Installing Your ZENworks Patch Management Server
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Proxy Server and Firewall Configuration

Proxy Server and Firewall Configuration
To ohtain your patch subscription, Novell ZEMworks Patch Management Server needs to
access the Internet. Please specify your proxy server information below.

™ b browsing on this LAN requires use of a proxy server

Server Address I

Port Nurnber I

A, proxy server contrals access to the [ntermet. [f you are using a
praxy server, the information abave is required to allow Movell
ZEMworks Patch Management Server to access its subscription
information at https://novell. patchlink. com/update.

Firewall authentication must also be dizabled for this computer o that the subscription of
patches can be downloaded without & user being physically logged on at this computer. Please
ensure that any such firewall agents are completely disabled.

If you are not sure, pleass ask vour netwark security administratar at this time.
InstallShield

¢ Back T Hewty I LCancel |

Figure 2.8 Proxy Server and Firewall Configuration page

If your network uses a proxy server to access the Internet, the Web browsing on this
LAN requires use of a proxy server option should be checked, and the appropriate
proxy server address and port number should be populated in the Server Address
(including the http:// prefix) and Port Number fields.

Warning: Be sure to confirm that the proxy server and port values entered here are
correct. If an incorrect proxy or port is entered, the ZENworks Patch Management
Server will fail to connect to the Subscription Service Server.

10. Click Next to proceed to the Agent Installation page of the Installation Wizard

12
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Agent Installation

Agent Installation

To gather inventory and patch computers within your network., it will be necessary to install
agent software onto each computer that is to be managed

Host Marne for computer. | TechPubs-nstall

we recommend you uge a DNS Host Mame to reference this
computer. WINS name or TCP/IP address may be used.

There are three different ways ta install Update Agents to computers within your netwark:
COMMAMD LIME: Use the netinstall bat silent install file located in Awinnt/patchlink /update
agent which can be incoiporated into a network login script or base computer image in order to
auto-register agents when they first connect with yaur netwark.

DOMaIN WIDE: Log into the administrative interface, select the Computers section and push
the Add button in arder to download and run DEPLOYWIZARD.EXE. This application can be
uzed to distribute agents to many computers within a domain at once.

LOCAL INSTALL: The DEPLOYWIZARD.EXE may also be uzed ta install any computer an the
network one machine at a ime. Ideal for izolated computers or mobile ugers laptop spstems.

IstallS Hield

< Back I Mext > I Lancel

Figure 2.9 Agent Installation page

¢ The ZENworks Patch Management Server installation will create a new Web site within your
Internet Information Server which allows you to administer and manage ZENworks Patch
Management.

e All of the Novell Agents within your network will use the host name defined here to access
the ZENworks Patch Management Server.

Tip: The Host Name for computer: ficld is filled out by default, however it is still
necessary to ‘ping’ this computer from another computer within your network to
ensure that the default host name is valid.

Note: It is recommended that you use a DNS name for your ZENworks Patch
Management Server, such as update.mycompany.com, preventing the need for
this name to change in the future.

11. Click Next to proceed to the Advanced Configuration page of the Installation
Wizard

Installing Your ZENworks Patch Management Server 13
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Advanced Configuration

Advanced Configuration
I you have a valid and tusted certificate installed on this computer, you can chaose to
distribute pour patches using S5L encryption. Pleaze refer ta the Deployment Guide.

[¥ Use 55L secure connection for patch subscoription communication

Al communications obtained from Movell are digitally signed, encrppted, CRC checked,
compressed and then downloaded over a 128-bit secure S5L connection fram our
server. [This option is selected and can not be changed)

™ Use S5L security for all agent communication [requires valid tusted certificate]

For internal LAM use. S5L communication is optional. 5L is recommended when
patches are to be distibuted across the Intemet. If you select this option. make sure pou
hawve already obtained and installed a walid and tusted certificate,

Public trusted certificates can be obtained from Entrust, Thawte Inc, Vensign or any other
trusted raot Certificate Authority.

IristallShield

< Back T Hent s I Lancel

Figure 2.10 Advanced Configuration page

e The Advanced Configuration page, allows you to define whether to use a secure connection
(SSL) between your ZENworks Patch Management Server, ZENworks Patch Management
Agents, and the Subscription Service Server.

Note: In this release of ZENworks Patch Management, the Use SSL secure
connection for patch subscription communication option cannot be changed
because the connection to the Subscription Service Server will always connect to
Novell, Inc.’s Subscription Service which uses a secure 128-bit SSL connection over
port 443.

¢ Ifyou will be using SSL between your ZENworks Patch Management Server and Novell
Agents, select the Use SSL security for all agent communication (requires valid
trusted certificate) option, and after completion of the installation, DO NOT REBOOT

your computer, and refer to “Configuring Your ZENworks Patch Management Server to use
SSL” on page 19 for further instructions

Warning: If you intend to use SSL, it is recommended that you select to do so here,
and enter your certificate prior to rebooting your computer. Otherwise, you must
manually configure the ZENworks Patch Management Server and each Novell
Agent to use SSL.

«
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12. Click Next to proceed to the Installation Summary page of the Installation Wizard

Novell ZENworks Patch Management Server Setup

Installation Summary

Please take a moment to review the summary below. If vou wish to make any carections, click.
the Back button. Click next o start installation.

Current Settings:

'f'ou are about to install the Movell ZENworks Patch Management Server onto this compub «
Technical Publications

Mowell, e,

novellEnovell com

Locatian:
C:A\Program FileshPatchlinksl pdate Server

Serial number: =
o | ;I_I

Irstal|Shield

< Back

Cancel |

Figure 2.11 Installation Summary Page

The Installation Summary page allows you to verify all of the selected settings prior to
installation

If any of the settings are incorrect, you must select the Back button at this time and correct
them

13. Click Next to perform the installation

For the next few minutes, your system will be copying files and installing the dependencies
required for your ZENworks Patch Management Server to communicate with the
Subscription Service Server and function properly.

Installing Your ZENworks Patch Management Server 15
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MNovell ZENworks Patch Management Server Setup

InstallShield Wizard Complete

Setup has finished instaling Movell ZE Mworks Patch
Management Server on your computer. After restart you should
login to thiz computer in order to finalize the registration process
and start your patch subscription service

& Nes, | want to restart my computer now:

7 Mo, | will restart my computer later

Remove any disks from their drives, and then click Finish to
complete setup.

< Back Finish I Cancel

Figure 2.12 Installation Wizard Complete

Warning: DO NOT REBOOT your computer if you are using a SSL Web Certificate.
Your SSL Web Certificate must be added to your server prior to reboot. Refer to
“Configuring Your ZENworks Patch Management Server to use SSL” on page 19 for
further instruction.

14. Click Finish to complete this portion of the installation, restart your computer and
complete the installation process

15. Log on to your computer immediately after it restarts

*  You must log on to your computer to start a brief registration process that will start the Web
server, install the ZENworks Patch Management Agent on this computer, and initiate your
patch subscription

T i ——
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Movell ZENworks Patch Management Server Subscription

Connecting . . .
Mow that the product iz installed, the spstem iz connecting your subscription and updating
vour Patch Database with the latest updates

Your Movel ZEMworlks Patch Management Server i now being configured for wour
environment.

Dwring this process the Update Agent is installed anto this spstem and MUST MEVER be
removed, as it is used for both patching this computer and also downloading your patch
subscription on a daily basis. NOTE: please DO MOT rename this computer far security
reazong. |F pou must rename this spstem, it will be necesszamy to uninstall and reinstall the
Novell ZEMworks Patch Management Server software.

FLEASE STAND BY .. this wil take several minutes

InstallS hield

< Back | hlext > | [Carce!

Figure 2.13 Subscription Verification page

Warning: The Novell Agent (including the Update Agent) has been automatically
installed on this computer. Do NOT modify its configuration or remove it from the
ZENworks Patch Management Server, as all subscription activities will then cease.

16. Click Start > Programs > Novell > ZENworks Patch Management Server to log
on to your ZENworks Patch Management Server

Installing Your ZENworks Patch Management Server 17
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J Microsoft Internet Explorer

=10l|

File Edit Yiew Favorites Tools  Help

| &7

OBk - & - [ 2] @ | ) Search <7 Favorites @ Media 421 |

Address I

j Gn |L|nks >

2
r‘%\\\&

Iocalhost
User name: | € patchink. |
Password: |uuuu

™ Remember my password

‘ I web site found, Waiting For reply... ’i '_ '_ '_ ‘

Figure 2.14 Log on to ZENworks Patch Management Server

18
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Configuring Your ZENworks Patch Management Server
to use SSL

If you selected the Use SSL security for all agent communication option during
installation, you now must add the SSL. Web Certificate to IIS, prior to rebooting. To add
the SSL Web Certificate to IIS:

1. Open the Internet Information Services manager
2. Expand the tree view and select the PLUS Web site

3. Right-click on the PLUS Web site, and select Properties

c Export List... [ Jincludes
€

[:Ilnvantnry
o Ciogs
[ Help ~| | Packages Z
4] L4 < 3

‘ |Opens property sheet For the current selection,

?'i Internet Information Services ;IEIEI
Jﬁctian Wiew “@"l‘xlg“gl’."l |
Tree I Name | Path =
Q Default Web Site (Stoppe;l @Updatestorage Ci\Program FilesiPatchlinkiUpdate Server|Storage
é Administration Web Site @Update Ci\Program FilesiPatchlinkiUpdate Serveriiwebrootiupdate
) o (1 admin
ER Explore 8 agertCenter
- Open [ aspret_client
- Browse [C3bin
f Start [:IComponents
Stop [:IComputars
B o Ddagent o
(f (CADowrlaad
L Hew [ ErrarMessages
E £l Tasks 3 B gravitix
HEf—
W View » (croups
4 (CHelp
Delete Digfcummun
Refresh (dimages
[

Figure 2.15 IS Right-Mouse Menu

4. Select the Directory Security tab

Installing Your ZENworks Patch Management Server 19
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‘web Site I Operators I Perfoimance | |SAPI Filters | Home Directory | Documents |
Directory Security I HTTPHeaders | CustomEmors | Server Etensions

—Anohymous access and authentication control

I ; Enable anonpmous access and edit the

authentication methads for this resource.

= IP address and domain name restriction

Grant or deny access to this resource uging
IP addresses or internet domain names

Edit. |

— Secure communication:
Require secure communications and < Certficat
enable client certificates when this Erver Demiicate. .
resource is accessed. . -
Wiew Certifizate. |
Edit |

0K | Cancel | Apply | Help |

Figure 2.16 Directory Security tab

5. Click Server Certificate...

Welcome to the Web Server Certificate Wizar x|

Welcome to the Web Server
%t

This wizard helps you create and administer server
centificates used in secure Web communications
between your server and a client.

Status of vour ‘Web server

“our Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate 'Wizard will help you ta create a new
certificate for this Weh Server or attach to an
existing certificate.

To continue, click Hext

¢ Back I Mest » I Cancel

Figure 2.17 Web Server Certificate Wizard

6. Click Next, to begin the wizard

20
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115 Certificate Wizard x|

Server Certificate
These are the methads for assigning a certificate to a \Web site.

Select the method you want ta use for this web site:

™ Create a new certificate

% hssign an evisting certificates

" Impaort a certificate from a k.ey Manager backup file.
© mport & certificate from a phe file

" Copy or Move a certificate from a remote server site to this site

< Back I Nexst > I Cancel

Figure 2.18 Assign an existing certificate

7. Within the Server Certificate Wizard, select the Assign an existing certificate
option and click Next

Note: Be sure to select Assign an existing certificate, since requesting a
certificate can take several days.

8. Continue following the Server Certificate Wizard, which will guide you through the
remaining steps

9. Reboot your computer when completed

10. Log on to your computer immediately after it restarts

*  You must log on to your computer to start the registration process that will start the web
server, install the Novell Agent, and initiate your patch subscription
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MNovell ZENworks Patch Management Server Subscription

Connecting . . .
Mow that the product iz installed, the spstem is connecting your subscription and updating
your Patch Database with the latest updates.

Your Movell ZEMworks Patch Management Server is now being configured for wour
environment.

During this process the Update Agent is installed onto this system and MUST MEVER be
remaved, as it is used for both patching this computer and also downloading your patch
subscription on a daily basis. MOTE: please DO MNOT rename this computer for security
reazong. |f pou must rename this system, it will be neceszan to uninstall and reinstal the
Movell ZENwarks Patch Management Server software

PLEASE STAND BY . this will take several minutes

InstallShield

< Back | Rzt | Lanizel

Figure 2.19 Subscription Verification

Warning: The Novell Agent (including the Update Agent) has been automatically
installed on this computer. Do NOT modify its configuration or remove it from the
ZENworks Patch Management Server, as all subscription activities will then cease.

11. Click Start > Programs > Novell > ZENworks Patch Management Server, to log
on to your ZENworks Patch Management Server Web console

Note: The ZENworks Patch Management Installer installed MSDE 2000. Following
the installation, It is recommended that you deploy the SOL Server 2000 Service
Pack 3 (MSDE) vulnerability to your ZENworks Patch Management Server.

e
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Post Install

Following the installation it is recommended that you:

*  Apply any applicable OS service packs and hotfixes to your ZENworks Patch Management
Server

¢  Use secure passwords:

¢ The more secure the better many attacks could have been thwarted simply by having a
better password.

¢  Passwords should be a minimum of 12 characters long including mixed-case alpha
characters, numeric characters, and punctuation.

Configuring an Authenticated Proxy

If your organization uses an Authenticated Proxy to connect with the internet, you can
configure your ZENworks Patch Management Server to connect through your existing
proxy using the following steps:

Note: Before ZENworks Patch Management Server can be configured to use an
Authenticated Proxy, you must have succesfully registered your ZENworks Patch
Management Server with Novell.

Configuring ZENworks Patch Management Server to Use an Authenticated Proxy
1. Log on to your ZENworks Patch Management Server (the physical machine)

2. Open the Novell Agent Control Panel applet (Start > Settings > Control Panel >
ZENworks Patch Management)

3. Select the Proxies tab
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Novell Agent Control Panel x|
Default Agent | Detection Agent  Proxies IAbDut |
PLUS Serwer: http: i TechPubs-Install
Default Agent Status: Started Nove' I‘
i Default Agent Proxy Information
[~ Enable Proxy [ | uthenticated
SErver: I Fart: I
Wsermame: I Password: I
—Subscription Agent Proxy Information
¥ Enable Prosy ¥ Authenticated
ServEr: Ihttp:p’,l’pruxyserver Part: Iag
Usernane: ITEEhPUbS Password: I ********
Q. I Cancel | Apply |

Figure 2.20 Novell Agent Control Panel applet - Proxies Tab

4. Within the Subscription Agent Proxy Information section:
a. Select Enable Proxy
b. Select Authenticated
c. Type the DNS Name or IP of your Proxy server in the Server: field

Note: When entering the DNS Name or IP of your proxy server, be sure to include
the http:// prefix.

d. Type the Port of your Proxy server in the Port: field
e. Type the Username, that will be used for authentication, in the Username field

f. Type the Password, that will be used for authentication, in the Password field
5. To save the changes, click Apply

6. Click OK to close the control panel applet

«
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Upgrading MSDE 2000 to SQL Server 2000

To properly upgrade the Microsoft Desktop Engine 2000 (MSDE 2000) database, which
is installed with ZENworks Patch Management Server, to Microsoft SQL Server 2000:

1. Insert the Microsoft SOL Server CD and select SQL Server 2000 Components,
opening the /nstall Components dialog

. r E: Install Components
Enterprise Edition

9 Install Analysis Services
@ Install English Query

Back Exit

SQL Server 2000 provides rich and robust
support for scalable database solutions.

Figure 2.21 Microsoft SQL Server 2000

2. Select the Install Database Server option, proceeding to the Welcome page of the
Installation Wizard
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x|

Welsome to the Microsoft SAL Server Installation
“wizard

The Installation Wizard allows pou to install a new instance of
SOL Server or madify an existing instance.

Cancel |

Figure 2.22 SQL Server Installation Wizard

3. Click Next to start the Installation Wizard and proceed to the Computer Name page

4. Select the Local Computer option

Computer Name 5'

Enter the name of the computer of which you want to
create a new instance of SOL Server or modify an
existing instance of SOL Server.

[dr, enter the name of & new on exsting Yitusl SEL
Senver to manage.

ITEEHPUBSWIN2K3

" Bemote Camputer

1 itual Server

Browse...

Help | < Back I Mest > I Cancel

Figure 2.23 Computer Name

5. Click Next, proceeding to the /nstallation Selection page

e
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Installation Selection x|
Select one of the following installation options.

 Create a new instance of SOL Server, or install Client Took

{lpgrade. remove, or add companents o ah existing i
instance of SOL Server

" advanced options

Maintain Existing Installation

Thiz option allows pou to modify an existing installation,
adding components, upgrading to a newer version or
more extensive package, of removing the installation.

Help | < Back I Mext » I Cancel

Figure 2.24 Installation Selection page

6. Seclect the Upgrade, remove, or add components to an existing instance of SQL
Server option

Note: If the Upgrade, remove, or add components to an existing instance of
SQL Server option is not available, the installation wizard will NOT upgrade your
existing instance, but rather attempt to install a new instance.

If you do not have this option available, it is recommended that you click Cancel, to
cancel the upgrade and then contact Novell Support at: 800.858.4000

7. Click Next, proceeding to the Instance Name page
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zl

¥ | Default

For & default installation, lsave Default checked and
click Mext.

To install or maintain & named instance of SAL
Server on this computer clear the Default checkbox
and type or select an instance name.

A e name must be 16 characters or less and
ghould start with a letter or other acceptable
character. For mare information. click Help.

|nstance name:

Help | ¢ Back Cancel |

Figure 2.25 Instance Name page

8. Ifitis not already selected, select the Default option

9. Click Next, proceeding to the Existing Installation page

T e im—"—
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Existing Installation x|

Select ane of the following to change pour installation

€ Add companents bo your existing installstion
71 nirstall your existing installation
& Upgrade your existing installation

Upgrade your existing installation to & clustered
iristallatior

This option allows you to upgrade your existing
installation to a newer version, or ko add components if
you purchased a SOL Server version with mare features

Cancel

Help | < Back

Figure 2.26 Existing Installation page

10. Select the Upgrade your existing installation option

11. Click Next, proceeding to the Upgrade page
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Upgrade

Do you want to upgrade your existing installation to Enterprise
Edition™

IV ives, upgrade my programs

Thiz will allow vou to uparade the feature set of your current
installation.

¢ Back I Mest» I Cancel

Figure 2.27 Upgrade page

12. Select the Yes, upgrade my programs option

13. Click Next, proceeding to the Choose Licensing Mode page
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Choose Licensing Mode x|

SGL Server 2000 supports twa Client Licensing Modes

% Per Seat - Each device that accesses Microsoft SOL Server
2000 requires a separate Client Access License

% Processor License - Each processor on this server requires a
separate Processor License.

Please click Help to fully understand the implications of the licensing
mode you choose.

Licensing Mod
% Per Seat for |5 j devices
" Processor License for ID j processors

LContinue I Exit Setup | Help |

Figure 2.28 Choose Licensing Mode

14. Select the appropriate license option (the option you purchased) and enter the
number of licenses purchased

Note: ZENworks Patch Management will function the same with either of the
Microsoft SQL Licensing modes. Please refer to the Microsoft SQL Licensing

Agreement when determining the appropriate Licensing Mode for your
organization.

15. Click Continue, opening the Install additional components prompt

sewup ]

\?J) Do you want to install additional components?

] ne

Figure 2.29 Install Additional Components

16. At the Do you want to install additional components prompt?, click Yes, to open the
Select Components page
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Select Components 5'

Select additional companents to install. rou cannat reinstall o remove components.

Components:

Server Component -

Management Tools K.

Client Connectivity 288K Quem Analyzer 1E96 K.
|| Books Online oK [ DTC Client Support 0k

| | Development Toals LS

Conflict Wiewer 1024 K.

Description
’7Usad to perform server and enterprise administration tasks.

Required Available:
Space on program files drive : 0K

173368 K
Space on system drive: 7387 K 173368 K
Space on dala files drive: 0K 173368 K

Help I < Back I Mest » I Cancel

Figure 2.30 Select Components

17. Select the checkboxes for the SOL Enterprise Manager and Query Analyzer tools (in
the Sub-Components pane of the Management Tools)

18. Click Next to proceed to the Start Copying Files page

Start Copying Files x|

¥

Setup has enough infarmation to start copying the program files.
|F pou want ta review or change any settings. click Back. |If you
are satisfied with the settings, click Mext o begin copying files.

< Back

Cancel

Figure 2.31 Start Copying Files

19. Click Next, to copy the installation files
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Setup Complete

Setup has finished instaling an instance of Microzoft SOL Server
2000 on your computer.

Click Finish ta complete Setup,

Figure 2.32 Setup Complete

20. Click Finish to complete and close the Installation Wizard

21. Manually reboot your server, applying the changes
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22. Modify the settings on your ZENworks Patch Management Server Defaults page
(Options > Defaults) as follows:

Table 2.1
g = Concurrent Deployment Limit =
I g for System Tasks g
[ - -
= c S c
c o s o
o) £ ¢ o
n ® = ; <
- O o (] ‘E
c 'E o —
() ) Q. 2
(=) 2 a o =
< € - Reboot |RID DAU (=] 3
u £ c = o
o o o = o s
S = )
o E c & o
@ 5 ©
= T 7} S = o
€ S 5 g 8 <
z < o n a] 2
<200 30 Min 20 5 5 8 25 MSDE MSDE Default
<1,000 |45 Min 500 50 50 100 200 SQL Server SQL Default
< 3,000 1 Hour 600 100 50 150 400 SQL Server SQL Default
<5,000 |2Hours |[800 150 50 200 400 SQL Server SQL Default
>5,000 |4 Hours |1000 200 100 250 500 SQL Server SQL Default
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A Installation Checklist

Prior to installing your ZENworks Patch Management Server, you must gather and
confirm the following information:

O Your target computer meets or exceeds the system requirements (refer to Chapter 1,
“Planning your Installation”)

Your server has a clean operating system installation
Your server is NOT a Domain Controller

Internet Information Server (IIS) is installed and running

O o0oodao

All required service packs have been installed (refer to Chapter 1, “Planning your
Installation” for details)

O

Your server is NOT a member of a domain and/or only the default security policies
are in effect

O

Your computer DNS host name is:
The local SMTP mail host name is:

O Your ZENworks Patch Management serial number is: -

O

O Your target system is connected to the Internet
If SSL will be used, a valid SSL Web certificate has been obtained

O

O If a proxy server will be used, you know the proxy server’s Name, IP address, port,
Username, and Password
0 Name:
O IP address:
O Port:
O Username:

0 Password:
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