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Adding an IP and Domain 

Restrictions Server Role 

These instructions can be used to allow administrators the ability to limit access to the ZENworks Mobile Management 
dashboard to only those IP or IP ranges that are necessary for the administration of ZENworks Mobile Management.  
This will allow admins the ability to minimize the exposure to any content contained within the dashboard.  
 
*Note: if the IP and Domain Restrictions server role has already been added, skip to the next section (here)  
 

 
1. Open Server manager and access the Add Roles and Features option (Manage > Access Roles and Features). 
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2. On the Before you begin screen, tap Next. 
 

 
 
 

3. On the Select installation type screen, select Role-based or feature-based installation, and click Next. 
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4. On the Select destination server screen, please select the server hosting the ZENworks Mobile Management 
Server Web/HTTP component.  If you are on the ZENworks Mobile Management Server Web/HTTP component, 
that should be the highlighted server.  Please double check before proceeding.  Highlight the ZENworks Mobile 
Management Server Web/HTTP component and click Next. 

 

 
 
 

5. On the Server Select roles screen, navigate to IP and Domain Restrictions (expand Web Server (IIS) > expand 
Web Server > expand Security).  Now, checkmark the box to the left of IP and Domain Restrictions and click 
Next. 
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6. No changes should be needed on Select features screen, just click Next. 
 

 
 

 
7. On the Confirm installation selections screen, verify that only the IP and Domain Restrictions server roles are 

being installed and then click Install. 
 

 
 

 
Once the IP and Domain Restrictions server role has been added/installed, the ZENworks Mobile Management 
dashboard can have IP addresses either whitelisted or blacklisted within Internet Information Services (IIS). 
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Allow or Restrict Access to the 

Dashboard IIS/Virtual Directory 

 
1. Open the Windows Administrative Tools (Start Menu > Windows Administrative Tools) 

 

 
 

2. Locate and double-click on Internet Information Services (IIS) Manger 
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3. Expand the server name listed.  Now, expand the Sites folder.  Please locate the ZENworks Mobile Management 
web site folder (by default installation, it will be labeled Default Web Site).  Please expand that web site folder 
and click on the dashboard folder.  

  

 
 
 

4. Within the dashboard Home area (center window), scroll to the IIS section and double-click on IP and Domain 
Restrictions 
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5. You can whitelist IP addresses (Add Allow Restriction Rule) or blacklisting IP addresses (Add Deny Restriction 
Rule) for access to the dashboard. 

 
6. Add Allow Restriction Rule (Actions > Add Allow Entry) 

 

 
7. Add Deny Restriction Rule (Actions > Add Deny Entry) 

 

 
 
 

8. Click OK when finished. Both Add Allow Restriction Rule and Add Deny Restriction Rule allow a specific IP 
address, a range of IP addresses. 
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