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Preface

Sentinel™ is a security information and event management solution that receives information from
many sources throughout an enterprise, standardizes it, prioritizes it and presents it to you to make
threat, risk and policy related decisions.

Audience

This documentation is intended for Information Security Professionals.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation and enter your comments there.

Additional Documentation

Sentinel Technical documentation is broken down into several different volumes. They are:

+ Sentinel 6.1 Install Guide
+ Sentinel 6.1 User Guide
+ Sentinel 6.1 User Reference Guide

¢ The documentation for this product is available at http://www.novell.com/documentation/
sentinel61/index.html (http://www.novell.com/documentation/sentinel61/index.html)

+ Additional documentation on developing collectors (proprietary or JavaScript) and JavaScript
correlation actions is available at the Novell Developer Community web site: http://
developer.novell.com/wiki/index.php?title=Develop_to_Sentinel (http://developer.novell.com/
wiki/index.php?title=Develop to Sentinel)

Sentinel Install Guide

This guide explains how to install the following Sentinel components:

+ Sentinel Communication Server + Crystal Reports Server

+ Data Access Service (DAS) + Advisor

+ Sentinel Control Center + Collector Builder

+ Sentinel Correlation Engine + Sentinel Data Manager

+ Collector Manager + Sentinel Solution Designer

Sentinel User Guide

This guide discusses how to use the Sentinel components and features:

Preface
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Sentinel Console Operation
Sentinel Features

Sentinel Architecture
Sentinel Communication
Shutdown/Startup of Sentinel
Vulnerability Assessment
Event Monitoring

Event Filtering

Event Correlation

Sentinel Data Manager

Event Configuration for Business Relevance
Mapping Service

Historical Reporting

Collector Host Management

Incidents

Cases

User Management

Workflow

Solution Packs

Actions and Integrators

6002 Yyoiew vz (us) xoopaou

+ Identity Integration

Sentinel User Reference Guide

This guide discusses the following advanced topics:

+ Collector administrator functions + Sentinel correlation engine
+ Collector and Sentinel meta tags * User Permissions
+ Sentinel database schema + Correlation command line options

Collector Builder User Guide

This guide discusses how to use the Collector Builder. This guide is located in the Novell Developer
Community web site.

+ Collector Builder Operation + Collector Host Management
+ Collector Manager + Building and Maintaining Collectors

+ Collectors

Sentinel Patch Installation Guide

This guide discusses how to upgrade from one version of Sentinel to another.

+ Patching from Sentinel 4.x to 6.0 + Patching from Sentinel 5.1.3 to 6.0

Documentation Conventions

The following are the conventions used in this manual:

+ Notes and Warnings

NOTE: Notes provide additional information that may be useful or for reference.
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WARNING: Warnings provide additional information that helps you identify and stop performing
actions in the system that cause damage or loss of data.

¢ Commands appear in courier font. For example:

useradd —-g dba -d /export/home/oracle -m -s /bin/csh oracle
¢ Go to Start > Program Files > Control Panel to perform this action: Multiple actions in a step.
+ References
I[Cannot put links here because there is no specific target ~ Mary]
+ For more information, see “Section Name” (if in the same Chapter).
+ For more information, see “Chapter Name” (if in the same Guide).
+ For more information, see “Section Name” in “Chapter Name”, Name of the Guide (if in a

different Guide).

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (¥, TM, etc.) denotes a Novell trademark. An asterisk (¥) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.

Contacting Novell

+ Web Site: http://www.novell.com (http://www.novell.com)

+ Novell Technical Support: http://support.novell.com/
phone.html?sourceidint=suplnav4 phonesup (http://support.novell.com/
phone.html?sourceidint=suplnav4 phonesup)

¢ Self Support: http://support.novell.com/
support_options.html?sourceidint=suplnav_supportprog (http://support.novell.com/
support_options.html?sourceidint=suplnav_supportprog)

¢ Patch Download Site: http://download.novell.com/index.jsp (http://download.novell.com/
index.jsp)

¢ 24x7 support: http://www.novell.com/company/contact.html (http://www.novell.com/
company/contact.html)

¢ For Collectors/Connectors/Reports/Correlation/Hotfixes/TIDS: http://support.novell.com/
products/sentinel (http://support.novell.com/products/sentinel)
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Sentinel Control Center

¢ Section 1.1, “About Sentinel Control Center,” on page 21
¢ Section 1.2, “Log in to the Sentinel Control Center,” on page 24

¢ Section 1.3, “Introduction to the User Interface,” on page 25

1.1 About Sentinel Control Center

Sentinel™ is a Security Information and Event Management solution that receives information from
many sources throughout an enterprise, standardizes it, prioritizes it and presents it to you to make
threat, risk and policy related decisions. The Sentinel Control Center (SCC) is the main user
interface for viewing and interacting with this data.

Sentinel gathers and correlates security and non-security information from across an organization's
networked infrastructure, as well as third-party systems, devices and applications. Sentinel presents
the collected data in a more sensible GUI, identifies security or compliance issues, and tracks
remediation activities, streamlining previously error-prone processes and building a more rigorous
and secure management program.

The Sentinel Control Center includes the following functional tabs and interfaces:

¢ Section 1.1.1, “Active Views,” on page 21

¢ Section 1.1.2, “Incidents,” on page 22

¢ Section 1.1.3, “iTRAC,” on page 22

¢ Section 1.1.4, “Analysis,” on page 22

¢ Section 1.1.5, “Advisor,” on page 22

¢ Section 1.1.6, “Admin,” on page 22

¢ Section 1.1.7, “Correlation,” on page 23

¢ Section 1.1.8, “Event Source Management,” on page 23
¢ Section 1.1.9, “Solution Packs,” on page 24

¢ Section 1.1.10, “Identity Integration,” on page 24

1.1.1 Active Views

The Active Views tab presents events in near-real time.
In the Active Views tab, you can:

¢ View events occurring in near real-time

¢ Investigate events

¢ QGraph events

¢ Perform historical queries to collect data for a specified period
+ Invoke right-click functions

+ Initiate manual incidents and remediation workflows

Sentinel Control Center
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1.1.2 Incidents

An incident is a set of events that require attention (for example, a possible attack). Incidents
centralize the data and typically comprise a correlated event, the associated events that triggered a
correlation rule, asset details of the affected systems, vulnerability state of the affected systems and
any remediation information, if known. Incidents can be associated with a remediation workflow in
iITRAC, if specified. An incident associated to an iTRAC workflow allows users to track the
remediation state of the incident.

In the Incidents Tab, you can:

¢ Manage incident views
+ View and manage incidents and their associated data

+ Switch between existing incident views

1.1.3 iTRAC

iTRACs stateful incident remediation workflow capability allows you to incorporate your
organization’s incident response processes into Sentinel.

In the iTRAC tab, you can:

¢ Create custom workflow templates

*

Edit workflow templates

+ Create custom activities

*

Edit activities

+ Associate activities with workflow steps

*

Initiate and execute Processes

1.1.4 Analysis

The Analysis tab is the historical reporting interface for Sentinel. Reports are published on a Web
server and can be rendered in the analysis tab or in an external browser. You can also run and save an
Offline Query for later quick retrieval of search results.

1.1.5 Advisor

Advisor is an optional module that provides real-time correlation between detected IDS attacks and
vulnerability scan output in order to immediately indicate increased risk to an organization.

1.1.6 Admin

The Admin tab provides you access to perform the administrative actions and configuration settings
in Sentinel. In the Admin tab, you can:

¢ Configure connection to Crystal Reports
¢ Create and modify filters

+ Use filters to format data

22 Sentinel 6.1 User Guide
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¢ Use filters to determine event routing

+ View system statistics about the Data Access Service
¢ Start and Stop system components

¢ Configure Sentinel event fields

¢ Configure the mapping service

+ Create new options for right-click event menus

+ Aggregate data for reporting

¢ Create users and assign them to roles for workflows

+ Manage user sessions

1.1.7 Correlation

The Correlation tab provides an interface to create and deploy rules to detect suspicious or malicious
patterns of events.

In the Correlation tab, you can:

* Create and edit rules
¢ Deploy/Undeploy rules
+ Add an action and associate it to a rule

¢ Configure dynamic lists

1.1.8 Event Source Management

The Event Source Management (ESM) interface is available through the Sentinel Control Center
menu. It allows you to manage and monitor connections between Sentinel and its event sources
using Sentinel Connectors and Sentinel Collectors.

In the ESM, you can:

¢ Import/export Connectors and Collectors from/to the centralized repository available in ESM
¢ Add/edit connections to event sources through the configuration wizards

¢ View the real-time status of the connections to event sources

¢ Monitor data flowing through the Collectors and Connector

Sentinel Collectors

The Collectors parse the data and deliver a richer event stream by injecting taxonomy, exploit
detection and business relevance into the data stream before events are correlated and analyzed and
sent to the database.

Sentinel Connectors

The Connectors use industry standard methods to connect to the data source to get raw data.

Sentinel Control Center
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1.1.9 Solution Packs

You can use the Solution Packs interface through the Tools menu in Sentinel Control Center.
Solution Packs provide a framework within which sets of content can be packaged into controls,
each of which is designed to enforce a specific business or technical policy.

1.1.10 Identity Integration

Novell Sentinel 6.1 provides an integration framework for identity management systems. This
integration provides functionality on several levels. With the Identity Browser you can:

+ Look up the following information about a user:
¢ Contact information
+ Accounts associated with that user
+ Most recent authentication events
+ Most recent access events
* Most recent permissions changes

¢ Lookup from events

1.2 Log in to the Sentinel Control Center

To Start the Sentinel Control Center on Windows:

1 Go to Start > Programs > Sentinel and select Sentinel Control Center. Sentinel Login window

displays.
N Sentinel Login E”Elg|
€
v 6.1
Username:
Pigmmymr .
o 1953-2008 huvu_ll. fic. Al righls reganed N OVLII

2 Provide the user credentials you are provided with to log-in to Sentinel Control Center.
+ Username and password, if using SQL Server authentication, OR

+ Domain\username and password, if using Windows authentication
3 Click Login.

Sentinel 6.1 User Guide

6002 Yyoiew vz (us) xoopaou



4 On the first login, the following warning message displays. The user must accept the certificate
in order to securely log in to the Sentinel Control Center

N Warnmng - Security = E

An untrusted certificate has been detected. Do you R
want to run the application?

Certificate Type: x.504

Issued To: desk.domain.com
Issued By: desk.domain.com
Fingerprint: TEDA2:49:41: 7563, 3C:.C8: 7601 2:49:41.78.63:3C
[ Accept J I Accest Permanertly J I Cancel I

5 If you select Accept, this message displays every time you try to start Sentinel on your system.
To avoid this, you can select Accept permanently.

To Start the Sentinel Control Center on Linux and Solaris:

1 As the Sentinel Administrator User (esecadm), change directory to:

SESEC_HOME/bin

2 Run the following command:
control center.sh
3 Provide your username and password and click OK.

4 A Certificate window displays, if you select Accept, this message displays every time you try
to start Sentinel on your system. To avoid this, you can select Accept permanently.

1.3 Introduction to the User Interface

In the Sentinel Control Center user interface, you can perform the activities through the following
components:

¢ Section 1.3.1, “Menu Bar,” on page 26
¢ Section 1.3.2, “Toolbar,” on page 26

¢ Section 1.3.3, “Tabs,” on page 27

¢ Section 1.3.4, “Frames,” on page 28

Sentinel Control Center provides you the “dockable” framework, which allows you to move the
Toolbars, Tabs or Frames from their default location to user-specific locations for ease-of-use.

Sentinel Control Center
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Figure 1-1 Sentinel Control Center

N Movell Sentinel Cantral Canfer - logged in as esacadm g@|g
Fie Cptors Wroows  Ewet Source Management Adqnin - Hzp

XN [P [P Y Yao T A vl |

Margsty a v i

& Reaxling Configu-aton
“-# Reaxiing Dol

- ® Event Confgureticr Sters  AdoRestets  Slat Te State Ly Tire version
—# Gobal Fits- Configuraton 0 FracessHeeth
- ® Gocr Ftr Gorr o & G conosieia
: :ﬁxmﬁﬁ;ﬁw @ colectr_wonager 1 0 2607102640 A Runnie 115457 5000
(S @ comstaton_Engre 1 0 H60710:2620 M Runnig 118617 5000
ot B @ D3 tparepter 4 0 4260710:2620 B Runnig 116617 3000
¥ Fits- Configuration =@ 0e3 Enary 1 0 607102620 2N Runnie 146617 5000
#-[] Usz" Configuration @ 0a5 Frag 1 0 2607102620 A Runnie 118617 5000
@ vas_uery 1 0 H60710:2620 M Runnig 118617 5000
@ oas ke 1 0 4260710:2620 B Runnig 116617 3000
S@ oesiRec 1 0 607102620 2N Runnie 146617 5000
Q) UNIX Communicati.. 1 0 60710253 A Runnie 118600 5000
1@ treaws Carrun.. € 0 NOT_INTISLIZED 5000

1.3.1 Menu Bar

The menu bar has the menus required to Navigate, perform activities and change the appearance of
Sentinel Control Center.

Figure 1-2 Figure 1-2: Menu Bar

N Hovell Sentinel Control Center - logged in as esecadm

File Options  Wincdows  Ewent Source Mahagement  Active Wiews  Correlation  Incidents iTRAC  Anslvsis  Advisor  &dmin - Help

The File, Options, Event Source Management, Windows and Help menus are always available. The
availability of other menus depends on your location in the console and permissions.

1.3.2 Toolbar

The Tool Bar allows you to perform the Tab specific functions. There are four system-wide toolbar
buttons that are always displayed. These toolbar buttons are View Sentinel Help, Cascade All
Display Windows, Tile All Display Windows and Save User Preferences. The availability of other
toolbar buttons depends on your location in the console and permissions.

System-Wide Toolbar
The system-wide toolbar buttons are:

Figure 1-3 System-Wide Toolbar

Rese: layrout Opline Help  Cascade AT Display Windows
Undo 1 ¢ E S = Sawve
fm:mggmg E @ @ Qj I E Q ‘ E hﬁ.ll Preferences

Eeda Tile Al Display Windowrs
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Tab Specific Toolbar buttons

Tab-specific toolbar buttons allows you to perform the functions related to each tab.

Table 1-1 Tab Specific Toolbar Buttons

Toolbar View

Correlation M
e

Active Views

Incidents ; L%
iTRAC
Analysis CifflineyCueties
Create Report
Admin Event Menu Configuration

Report Data Configuration  Servers View
Crystal Repott Configuration I Filter Configration T

t
A aSr&Isudld

l Memn Confizmratmn Glohal Filier Wap Data User
wom Conf 5 Configuration Confignration

For more information on Tabs-specific toolbar buttons, see the sections on each of the Tabs
mentioned in the list above.

1.3.3 Tabs

Depending on your access permissions, Sentinel Control Center displays the following tabs.

¢ Active Views™
¢ Correlation

¢ Incidents

¢+ iTRAC™

¢ Analysis

¢ Advisor

* Admin

For more information about Tabs, see the sections on each tab.

Sentinel Control Center
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1.3.4 Frames

Sentinel provides a dock-able framework which allows you to drag frames on the screen to place

them in user preferred locations. In a frame the following buttons displays, which allow you to drag/
hide frames.

+ Toggle Floating
+ Toggle Auto-hide

Figure 1-4 Navigator Frame

Marvigstor

=] Active Wiews

. 2+ Real Time

gl IELIC AL, Severity
B Snap Shat

+_| Historical Gueries

0
-

To drag a frame to any location:

1 Click Toggle Floating icon on the Frame or hold the frame and drag it to the desired location.

To hide a frame:

1 Click Toggle Auto-hide icon.

NOTE: You can undo dragging or reset to default position using the toolbar buttons.

1.3.5 Navigating through Sentinel Control Center

To navigate using Toolbar:

1 Click the tab you need to work on.

2 Click toolbar buttons to perform the actions.
To navigate using Menu bar:

1 Click the tab menu in the Menu bar.

2 Select an action you need to perform.

NOTE: This procedure is generic for all the tabs in Sentinel Control Center. Navigation specific
procedures for tabs are discussed in the relevant sections.

1.3.6 Changing the appearance of Sentinel Control Center

You can change the Sentinel Control Center’s look by:

+ “Setting the Tab Position” on page 29
¢ “Cascading Windows” on page 29
+ “Tiling Windows” on page 29

Sentinel 6.1 User Guide
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¢ “Minimizing and Restoring Windows” on page 29

+ “Closing all open Windows” on page 29

I[list included “Docking or Floating a frame” and “Showing or Hiding a frame”, not
found]

Setting the Tab Position

To set the tab position:
1 Click Options > Tab Placement.
2 Select either Top or Bottom.

Cascading Windows

To cascade windows:

1 Click Windows > Cascade All. All open windows in the right panel cascade.
Tiling Windows

To Tile Windows:

1 Click Windows > Tile All.

2 Select from the following to meet your requirement:
+ Tile Best Fit
¢ Tile Vertical

¢ Tile Horizontal
Minimizing and Restoring Windows

To minimize all windows:

1 Click Windows > Minimize All. All open windows in the right panel minimize.

To restore windows to original size:

1 Click Windows > Restore All. All open windows in the right panel restores to their original
size.

NOTE: Use the Minimize and Restore options provided on the top-right corner of the tab to
minimize individual tabs.

Closing all open Windows

To close all windows:

1 Click Windows > Close All.

Sentinel Control Center
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1.3.7 Saving User Preferences

If the user has permissions to save their workspace, they can save the following preferences:

¢ Permanent windows that are not dependent on data that was available at the time of their
original creation.

*

Active Views

*

Summary displays

*

Window positions

+ Window sizes, including the application window

*

Tab positions

*

Navigator docked or floating and showing or hidden

The following preferences are not saved when the user logs out:

*

Snapshots

*

Historical event queries

*

Secondary windows opened from one of the primary windows in the Admin Navigator

*

Column widths in Active Views

To save your preferences:

1 Click File > Save Preferences or click

ul

1.3.8 Changing Password

To change your Sentinel Control Center password:

1 Click Options > Change Password.
2 Provide the old password.

3 Provide the new password and matching confirm password.
4 Click OK.

NOTE: For more information on password security, see “Setting Passwords” in “Best Practices
section” in Sentinel Installation Guide.![did not find target of link]

1.3.9 Hostname updates

If the hostname of a system is changed, you might need to perform some of the following actions on
the system depending on the Sentinel components installed on it.

IMPORTANT: Stop Sentinel Service before you perform these actions.
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You might need to update all the machines (which have components affected by the hostname
change) before you restart Sentinel service on any machine.

Scenario 1: Change in Sentinel Database Hostname

In this scenario, the affected components are DAS and SDM. So you might need to
¢ Update the DAS
¢ Update SDM

The configuration file enables DAS to connect to the database. So, you need to update the
configuration files to update DAS.

To update DAS:

1 Login to the machine where DAS is installed as esecadm (on UNIX), or as an administrator (on
Windows).

2 Stop the Sentinel Services running on the machine.
3 Go to ESEC_HOME\bin:
¢ On Unix, type the command c¢d $ESEC_HOME/bin
+ On Windows, type the command cd /d %ESEC_HOME%\bin
4 Update DAS configuration files on Unix and Windows using the following commands.
¢ On Unix, execute . /dbconfig -a ../config -h <new DB hostname>.

¢ On Windows, execute . \dbconfig —-a ..\config -h <new DB hostname>.

You require the Database Hostname to login to SDM. To login to SDM, you might need to update
the Database Hostname in SDM login window.

To Update SDM

1 Open Sentinel Data Manager.

2 In the login window, provide details of the Database, new hostname and other required details.
3 Click Connect.
Scenario 2: Change in Sentinel Communication Server Hostname

In this scenario, the affected components are Communication Server, DAS, Correlation Engine,
Sentinel Collector Manager and Sentinel Control Center. So you might need to

¢ Update the Communication Server

¢ Update DAS, Correlation Engine, Sentinel Collector Manager, Sentinel Control Center

You might need to re-install the Communication Server to update the Hostname change.

To re-install Communication Server:

1 Login as root (Unix) or administrator (Windows) on the system where the Communication
Server is installed.
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2 Run Sentinel Uninstaller. In the Select components to Uninstall window, select Communication
Server and deselect all other options.

Follow instructions in “Uninstalling Sentinel” in Sentinel 6.1 Installation Guide as required and
complete uninstallation.

3 Click Finish.
4 Insert (and mount, on Solaris/Linux only) the Sentinel Installer CD.

5 Run the setup file. In the Select components to Install window, select Communication Server
only.

Follow the instructions in “Installing Sentinel 6.1” in Sentinel 6.1 Installation Guide as
required and complete installation.

6 Reboot the system.
The configuration file that connects the Communication Server and Sentinel processes needs to be

updated. You might need to perform the steps given below on all machines with DAS, Correlation
Engine, Collector Manager, and Sentinel Control Center installed.

To update DAS, Correlation Engine, Collector Manager, and Sentinel Control Center:

1 Go to ESEC_HOME/config/ and edit configuration.xml.

2 Replace the four occurrences of the Communications Server Hostname with the new
Hostname.

3 Save and exit the configuration.xml file.

IMPORTANT: After the steps mentioned above are performed, restart the Sentinel Services for the
changes to take affect.

1.3.10 Configuring the Attachment Viewer

To configure the Attachment Viewer:

1 On the Tools menu, click Attachment Viewer Configuration or alternatively click Configure
Attachment Viewers button. The Attachment Viewer Configuration window displays.
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{2 Attachment Yiewers x|
Attachment Yiewers
Extension | Type | Subtype | Appl
e DEFALLT DEFALLT C\Program Files! Wi
.heml ESEC ADYWISOR C:YProgram Files! Inl =
doe DEFALLT DEFALLT CiProgram Filesii Edif |
[Delete |
4 | i

Ok, |

2 Click Add. The Attachment Identification window displays.

(3 Attachment ¥iewer Configuration i

~Attachment Identification

Extension: ||

Type: {pEFALLT

Subtype:  [DEFALLT

~Attachment Yiewer

Application: I

Browse |

Pararneters: I%FILE%

Ok, | Cancel |

Specify the extension type (such as . doc, .x1s, . txt, .html and so on) and click Browse
or type in the application program to launch the file type (such as notepad.exe for

Notepad).
3 Click OK.
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Active Views- Tab

Section 2.1, “Understanding Active Views,” on page 35

Section 2.2, “Introduction to the User Interface,” on page 36

Section 2.3, “Reconfiguring Total Display Time,” on page 39

Section 2.4, “Viewing Real Time Events,” on page 39

Section 2.5, “Showing and Hiding Event Details,” on page 43

Section 2.6, “Sending Mail Messages about Events and Incidents,” on page 43
Section 2.7, “Creating Incidents,” on page 45

Section 2.8, “Viewing Events that Triggered Correlated Events,” on page 46
Section 2.9, “Investigating an Event or Events,” on page 46

Section 2.10, “Viewing Advisor Data,” on page 52

Section 2.11, “Viewing Asset Data,” on page 53

Section 2.12, “Viewing Vulnerabilities,” on page 54

Section 2.13, “Ticketing System Integration,” on page 59

Section 2.14, “Viewing User Information,” on page 59

Section 2.15, “Using Custom Menu Options with Events,” on page 60

Section 2.16, “Managing Columns in a Snapshot or Navigator Window,” on page 60
Section 2.17, “Taking a Snapshot of a Navigator Window,” on page 61
Section 2.18, “Sorting Columns in a Snapshot,” on page 62

Section 2.19, “Closing a Snapshot or Navigator,” on page 62

Section 2.20, “Adding Events to an Incident,” on page 62

2.1 Understanding Active Views

The Active Views tab presents events in near-real time. In the Active Views tab, you can:

*

*

*

*

*

*

View events occurring in near real time
Investigate events

Graph Events

Perform Historical Statistical Analysis
Invoke right-click functions

Initiate manual incidents and remediation workflows

An event represents a normalized log record reported to Sentinel from a third party security,
network, or application device or from an internal Sentinel source. There are several types of events:

*

External Events (event received from a security device), such as:

+ An attack detected by an Intrusion Detection System (IDS)

Active Views™ Tab
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+ A successful login reported by an operating system

+ A customer-defined situation such as a user accessing a file
+ Internal Events (an event generated by Sentinel), including:

+ A correlation rule being disabled

¢ Database filling up

You can monitor the events in a tabular form or using several different types of charts, you can
perform queries for recent events.

NOTE: Access to these features can be enabled or disabled for each user. For more information, see
“Microsoft SQL Users, Roles,and Access Permissions for Sentinel” in Sentinel 6.1 Reference Guide

2.2 Introduction to the User Interface

In Active Views, you can see Create Active View and Event Query. You can navigate to these
functions from:

Table 2-1 Active View-User Interface

¢ The Active View menu in the Menu Bar MI

Properties

ﬁ Creste Active Wiew

+ When you create a filter, The Active View
menu has these additional options.

v s 1 B
ﬁ Crae Scte e extents | 37 TRecm | i

ug Evert e _“\

+ The Navigation Tree in the Navigation Pane

0y
+

Mavigator

= _I Active Views

""" 1 Resl Time

e ] Shap Shat
—_I Hiztorical Queries
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+ The Toolbar Buttons Create Artive View Snapshot

e

Event Query Manage Columns

L

Active Views provides two types of views which display the events in Tables and Graphs.

Table Format displays the variables of the events as columns in a table. You can sort the information
in the grid by clicking on the column name.

Figure 2-1 Active View-Tabular Format

Severity EvertTime EwertMame EvertiD SourcelD Collector
5IBI07 12:3331 PM DbSpacelow  |E30E4443-DAES-1029-8D0A-001 25 | AR C459 C0-DABS-1029-9F5C-00123F3
B/BI07 12:33:31 PM ChSpacelow  |B30E4A43-DABI-1029-9008-00123... | A5 C489 CO-DABS-1029-9F6C-00123F9.
GIRI0F 12:33:31 PM DbSpacelow  |BI0E4A43-DABI-1029-8004-00123... | A5C489 C0-DABS-1029-9F6C-00123F9.
BIBI07 12:33:31 PM DbSpacelow  |E30F4443-DAES-1029-8001 -001 23| AR C459 C0-DABS-1025-9F5C-00123F9

688 e

Graphical Format displays events as Graphs. You can change the chart types to display other chart
types.

Figure 2-2 Active View-Graphical Format

Filter PUBLIC:Internal_Events, Attribute Resource ]
5 b Ocollecto...
18 Minute;30 Second Intervals )
@ B i Emappings...
] Ouserauth...
y 5 - ls |Jusersess...
) drealTime...
] H F+ |MDBspace
=
2 Oeventsub...
O
= 3 m 2 (Mcore
a
& W Healthia...
] B ? |Deventsou..
H-other=
14 1
YT T T T T T T T T T T T T T T 0
12:35.. 12:37:30FPM  12:40:00 PM 12:42:30 M 12:45:00 FM  12:47:30 PNV
Time
£ >

A near Real Time Event Table with graphical presentation and Snapshot are the two types of Active
Views.

+ Near Real Time Event Table:

¢ Holds up to 750 events per 30-second period. If there are more than 750 events, the events
are displayed in the following priority order: correlated events, events that are sent to the
GUI only using a global filter, and all remaining events.

¢ By default, the client maintains a 24-hour period of cached events. This is configurable
through Active View Properties.

¢ By default, the smallest possible display interval of an active view is 30 seconds. This is
represented by a gray line in the event table.

Active Views™ Tab
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Figure 2-3 Gray Line- Smallest Possible Display Interval

3)  [2005.06.21  06:34:38 EDT [Threshold_e]
2005 06,21 [ 06:34:38 EDT 10.0.0.1 10.0.0.12 Password_ex
@  |2005.06.21 | 06:34:28 EDT 10.0.0.22 10.0.0.9 Programn_exe

In the event when there are more than 750 per 30-second time period, a red separation line
displays indicating that there are more events than what is displayed. The other events can
be viewed by using Historical Queries.

Figure 2-4 Red Line- More Events then Displayed

D) [2005.06.21 [ 07:07:00 EDT 10.0.0.11 10.0.0.21 | unsuccesshuy
) 2005,06.21 [ 07:07:00 EDT 10.0.0.13 10.0.0.35 | suspicious-il
1) |2005.06.21 [ 07:06:58 EDT 10.0.0.54 10.0.0.25 | successful-a|

+ On saving user preferences, system continues to collect data for 4 days. For instance, if
you save your preferences, log out and log back in the following day, your Active View
displays data as if you never logged off.

+ Ifan Active View is created and not saved, it will continue to collect data for an hour.
Within that hour time frame if an identical Active View is created, the Active View

displays data for the last hour.

¢ Snapshot: Time-stamped views of a Real Time Event View table.

The following s what makes an Active View unique.

¢ Filter assigned to an Active View
¢ The z-axis attribute

¢ The security filter assigned to a user

The Active Views Tab allows you to:

Reconfigure Total Display Time

Add Events to an incident

Close a Snapshot or Navigator Window
Create an Incident

Custom Menu Options with Events
Investigate Event Query

Investigate Graph Map

View Advisor Data

Manage Columns

Send messages about Events by e-mail
Show or Hide Event Details

Snapshot of a Navigator Window

View Events that triggered a correlated event
View Vulnerability Visualization

View Asset Data

Integrate with Ticketing System

View Identity Browser

You can change labels (column names) to user-friendly names and the new names will be populated
throughout the system. For more information, see Section 2.15, “Using Custom Menu Options with

Events,” on page 60.
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2.3 Reconfiguring Total Display Time

Active View Properties allows you to configure the cached time in each client. The default cache
time value in an Active View is 24 hours.

To configure Maximum Total Display Time:

1 Click the Active Views tab.
2 Click Active Views > Properties.
3 Make your changes. Click OK.

Active Views Properties El

| 1 Day

"Maximum Total Display Time

Thiz walue will not take effect until you restart Sentinel Cortrol Center.

NOTE: The new values will not take effect until you restart the Sentinel Control Center.

2.4 Viewing Real Time Events

To View Real Time Events:

1 Click the Active Views tab.

2 Click Active Views > Create Active View or click Create Active View icon.

—
L

3 In the Event Visualization Wizard window, click the down arrows to select your Event
Attribute (Z Axis), Filter and to Display Events (Yes or No).

NOTE: In the Filter Selection window you can build your own filter or select one of the
already built filters. Selecting the All filter allows all events to display in your window. When
creating an Active View, if the filter assigned to the Active View is changed or deleted after
creation of the Active View, the Active View is unaffected.

Active Views™ Tab
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40

Active Yiews™ Wizard B x|
Step 1. Event Collection Parameter Setup -
Define the dizplay properties by selecting the Event Attribute to use onthe Z '-"'|,|"\""-"r

Axiz of the chart, the fitter to spaply and whether or not o display events.

-Evert Atribute (2 Axis)

ISeverHy LI
~Filter
| =

~Dizplay Everts?

I‘r’es LI

= Back | [k = Fimish

After making your selection, you can click Next or Finish. If you select Finish, the following
default values are selected:

*

Display Interval and Refresh rate of 30 seconds

*

Total Display Time of 15 minutes
+ Y-axis as Event Count
¢ Chart type: Stacked Bar 2D
4 If you click Next, click the down arrows to select your:
+ Display Interval and Refresh rate:
+ Display Interval is the Time interval to display events.
¢ Refresh Rate is the rate at which Active Views should refresh.
+ Total Display Time: Amount of time to display the chart
¢ Y-axis: Either total Event Count or Event Count per Second
Click Next.
5 Select your chart type from the drop-down list and click Finish.
¢ Chart type: Stacked Bar 2D, Bar 3D, Line and Ribbon

Your graph looks similar to:
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= PUBLIC:High_Severity, Severity
=l Filter PUBLIC Hig Top Values for Last 5 Minutes
6:08:00 AW - 6:13.00 AM
Rerk | Sevedty | CounRate |
- 1 [BE] 410
2 2 s 20
o 3 w4 197
=
2
I
508 GO000 AW GO200 AW 60400 AM GOG00 AM 00300 Al 01000 AM 6:12.00
Time
| | Interval Veues Top Values
Severty | DataTime | SourceP | | | WP

0 BA406 61252 AM - 10.0.041 | 100021 Failed_login-administrator 0 ﬁ‘
) 54106 61252 AM 10.0.0.6 | 10.00.29 apache-chunked-encoding-bo 1
1) BN4NSE1252AM | 10.0.0.11 | 10.0.0.10 Dxiight-pass-bo 0
) BN406 61252 AM 100,048 100022 Reject 0

@  EN408E1252AM 100.014 | 10.0.0.28 Aftempted_teinet 0

@  5n40sE1252AM | 100.0.2 | 10.0.0.52 [Repested_login_falures 0

@  5M406E1252AM 10.0.0.7 10.0.0.77 Failed_su 0

@  sranse1z5AM 10003 | 100032 Failed_su 0

@  BH406E1252 AM . 1000413 | 10.00.51 [Repeated login_tadures 0
N BN406E1252AM Revested loain faiures 0 =

2451 of 2451 Undate: £/14/06 6:13:00 AM Received: 87 (of 87) Displaying 87

The five buttons to the left of the chart perform the following functions:

o » Lock/Unlock the Chart: Uzed when perfortning a drill-down, zoom in,
Dut, zoom to zelection and saving a chart as an himl file,
05 = Increase Display Interval: Increases the display time interwal for

mcoming events

Decrease Display Interval: Decreases the display time interval for
mcomming events

Increase Display Time: Increase the time interval along the x-asis

Decrease Display Time: Decreases the time interval along the x2-ais

When you click the Lock button, additional available buttons are:

Lock/Unlock the Chart: Used when performing a drill-down, zoom in,
zoom out, zoomm to selection and sawing a chart as an himl file.

Zoom In: Zooms in without changing any of the tirme settings of the
chart

Zoom Out: Zooms out without changing any of the time zettings of the
chart

Zoom to Selection: Zooms in on a selection of time intervals of events.

Snapshot Active View: Save as an bl file with chart as images and
events in a tabular format.

2.4.1 To Reset Parameters and Chart Type of an Active View

When viewing an Active View, you can reset your chart parameters, change your chart type.

To Reset Parameters and Chart Type of an Active View:

1 Within an Active View displaying a chart, right-click and select Properties.

Active Views™ Tab
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Crill Dowen b Evenk
Jal Bar 30 chart
fig Stacked Bar 2D Chart
L’:: Line Chart
43 Ribbon Chart
/ Properties w

Active Views™ Properties

Chart Types

rnime Interwals

Display Interval 30 Second W

Refresh Rate 30 Second L

Total Display Time 2 Haowr w
ixiz Values

Y Axis Ewent Count w

Cancel

Under the Parameters tab, you can set:

+ Display Interval: Time between each interval

+ Refresh Rate: Number of seconds for event rate to be updated

+ Total Display Time: Amount of time to display the chart

¢ Y-axis: Either total Event Count or Event Count per Second

Under the Chart Types tab, you can set your chart to Stacked Bar2D, Bar 3D, Line or Ribbon.

£ Active Views™ Properties

Parameters | Chart Types |

rChart Property

Type: |Stacked Bar 2D hd

Stacked Bsr 2D

Lire

Rikabon
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2.4.2 Rotating a 3D Bar or Ribbon Chart

To rotate a 3D bar or ribbon chart:

1 Click anywhere on the chart and hold the mouse button.

2 Reposition the chart as desired by moving the mouse and holding the button.

2.5 Showing and Hiding Event Details

To show event details:

1 In a Real Time Event Table of the Navigator or Snapshot, double-click or right-click an event
and click Show Details. An event details displays in the left panel of the Real Time Event

Table.
Property Vilue : Severy  EventTime Eventhame Message
= 0 7I2208 10:26:43 AM |CombinedPersistent MepsS1... Tatal € persistent maps with DKB in 2 & A
Severty 0 v [7/2200810:26:32 AM |CombinedPersistentMapsSt. . Tatal § persistent maps with 10KB in 4
EventTime 7122006 10:26°32 D 7122008 10:2632 AW SinglePersistentMapStatus  EventMameDim 10KE in 50 enfries fok:
AW el ’ers:ﬂellllwﬁmiu:z Customer Dim 0KE in 2 entries:
EventName SrJePersistenthd D rsistent [Event Taxonomy Dim 1KB in 5 eniries (
aptetus v e PersistentMapStatus  JigentDim 20KE in 34 entries fotal 191
Messane 3:;':‘;2;83 0 71224 R A T PersistentMapStatus  EventXDAS Taxonomy Dim OKE in 1 ent
! o 722, X PersistentMapStatus  LiserDim 1 KB in 6 entries gotal 1 fetche
Resource :‘C’:'s'“"m“s"’ Y 2 Itvestigete: ¥ bersisteriMapStaius | FesourceDin 15KB in 46 eriries foisl
SubResource Customer Dim v 71220 Analyze P hedPersistentMaps S, Tatal 9 persistent maps with 51 KB in 14
SwisorTyps [P O 7m0, persistentMapStatus  ProtoceiDim OKE in 2 srtrie
CollectorSc... Performance D 722 fersistentMapStatus___ User Dim 1KE in £ entries
C1B55550-3607- v 7R Esmail nedRealTimeSummeri. . Total 3 Active \iews and combined car
EventiD 1026-68640015 - 7822 Creste Incidert [hroughput Capacty  |Event throughgut capacity is et 0% for
FERIGADE 0 7923 Bl To Incdent Mhroughput Capact Evert throughput capacity is at 0% for
2EE36940-35FB- v e Performance Summary  Engine esecsiestd |
Senfinel3er... 1026-B6C4-0018 L zr2n ping roughpet Capaci) Evert throughgut capacty is at 0% for
FEGIGLDE D s hedPersistentMapzSt. . Tatal 6 persistent maps with DKBin 2 &
B D 72 nedPersistentMaps 8, Total § persistent maps with 10KB in 4
: DI tracercute pedPersistent MapsSta_Total 8 persistent maps wih 51KBin 1 3
; - e Whols? TS e ——p—————
26 of 26 Lipcate: 722/ 10:35:30 AM Received: 0 (of 0) Displaying: 0

To hide an event detail:

1 In an Real Time Event Table of the Navigator or Snapshot, with event details displayed in the
left panel, right-click an event and click Show Details. The Event Details window closes.

2.6 Sending Mail Messages about Events and
Incidents

To send mail messages from within the Sentinel Control Center, you must have an SMTP Integrator
is configured with connection information and with the property SentinelDefaultEMailServer set to

ER]

“true”.

To send an event message by e-mail:

1 In a Real Time Event Table, select an event or a group of events, right-click and select Email.

Active Views™ Tab
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rrailevents |

~Selected Events: 10

D | Resouce | Message |
37FF1066-2EF8-1026-. .. [FRWL_Res udp drop detected FR.., ‘I
R7FEE73A-2EFS-1026-... [FRWL_Res udp drop detected FR...
R7D33324-2EF8-1026-. .. [FRWL_Res tcp drop detected FR... |
R7DSADDE-2EFE-1026. .. [FRWL_Res udp drop detected FR...
R7AETEZ4-ZEFS-1026-. .. [FRWL_Res tcp drop detected FR...
RTOFCARRA-PFFR-1N7FA FRWWI Res AR Avan detertad FR LI

~Email Composition

Email Address: | ;I

Email Subject: I

Email Message:

Ok, Cancel

2 Provide the following information:
¢ Email Address
+ Email Subject
+ Email Message

3 Click OK.

To e-mail an Incident:

1 After you save your incident, click the Incidents tab, Incidents > Incidents View.

2 Click All Incidents option in the Switch View drop down list located at the bottom right corner.
3 Double-click an Incident.

4 Click Email Incident.

L)

5 Provide the following information:
¢ Email Address
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¢ Email Subject

¢ Email Message

6 Click OK. The e-mail messages have html attachments that address incident details, events,
assets, vulnerabilities, advisor information, attachment information, Incident Notes and
incident history.

2.7 Creating Incidents

NOTE: To perform this function you must have user permission to create Incident(s).

This is useful in grouping a set of events together as a whole representing something of interest
(group of similar events or set of different events that indicate a pattern of interest such an attack).

NOTE: If events are not initially displayed in a newly created Incident, it is most likely because of a
lag in the time between display in the Real Time Events window and insertion into the database. If

this occurs, it will take a few minutes for the original events to finally be inserted into the database

and display in the incident.

To create an incident:

1 In a Real Time Event Table of the Navigator or a Snapshot Real Time Event Table, select an
event or a group of events and right-click and select Create Incident.

S PUBLIC:ALL @ XAA07 123006 P Snapshot

0 seria)

1) juartha sppiabe et a7 12 [2] srow etass e

] SAR7 11 Wi in Active Browser kit S2iggamt

L (eariha spplabs red Amnri

E wnec Sezid AT 12 Ivestigaia r Eistireylatn :

\ esectessd amo7 12 Analyze ¢ E

Y esectiessd LT 12 |

1 esecTiesid amo7 13 p0u [

v epectiessd 3mo7 12 Emad gExistrgain |

Ll o ] aori2 i " din |

M esectestd a7 12 0

¥ lemectiesEd 380713 Ot |

é ezec Tesid AA07 12 ping F:-un
TRET 11

L] e Tienia AAnT 11 sy feurce .

® | AmaT 11 uadmtiule

:_ Rt Sherid am|or 11 Wt 7

2 In the New Incident window, you will find the following tabs:

*

*

*

Events: Shows which events make up the incident

Assets: Show affected assets

Vulnerability: Show related asset vulnerabilities

Advisor: Asset attack and alert information

iTRAC: Under this tab, you can assign a WorkFlow (iTRAC)
History: Incident history

Attachments: You can attach any document or text file with pertinent information to this
incident

Notes: You can specify any general notes you want to refer regarding this incident.
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3 In the Create Incident dialog box, specify:
+ Title
+ State
+ Severity
¢ Priority
+ Category
¢ Responsible
¢ Description
+ Resolution

4 Click Create. The incident is added under the Incidents tab of the Sentinel Control Center.

2.8 Viewing Events that Triggered Correlated
Events

You must right-click a correlated event in order to view the events that triggered the correlated
event. In the event table from which you are selecting the event, look in the summary display panel
on the right for an event that has a property of SensorType with a Value of C (C: correlated event).

To view events that triggered a correlated event:

1 Ina Real Time Event Table of the Navigator or Snapshot, or an Event Query table, right-click a
correlated event and select View Trigger Events. A window opens showing the events that
triggered the rule and the name of the Correlation Rule.

N Correlated Events For 9FB1FE2C-4630-1025-BE0F-0B0020ADI =101 x|
Everd Id Correlation rubs Batch size O
[wa-.rs:-: -4530-1026-6E0F -050020406488 I _quick_ome Fout |1C'1J L] > x ’
A DeteTime | severty | Evertname | Sowcer | Destration
2004 02 26 § 03053 EST | j) Pazsword_svpired annn | nnnag
ei | o)
,Q,Seuch complete Court: 1

2.9 Investigating an Event or Events

This Investigate options on the Event Menu allow you to:

¢ Perform a Event Query for the last hour on a single event for:
¢ Other events with the same target IP address
¢ Other events with the same source (initiator) IP address

¢ Other targets with the same event name
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NOTE: You cannot perform a query on a null (empty) field.

¢ Graphically display the mappings between any two fields in the selected events. This is
particularly useful to view the relationship between the initiatiors (IP, port, event, sensor type,
Collector) and the targets (IP, port, event, sensor type, Collector name) of the selected events,

but any fields can be used

Below is an illustration of initiator IP addresses mapped to target IP addresses.

Figure 2-5 Graph Mapper

N Graph Mapper

Apply Layout |[elElTs

i 1ofto.4e
B
1EIEIE|8‘EI\
1

A/m n\

10.0.0.242

1000 Tag
! /1‘300254

1000136

j/ 10.0.0.82
10.0.0.248

10.0.0.122 1000138

10.0.0.165

1 J
4« .
e 10.0.0.206
1000258 d
-3

10.0.0.66

2.9.1 Investigate — Event Query

&
"}’/1700049

10.0.0.164

i [=1 E3

This function allows you to perform Event Query within the last hour for events similar to the

selected event.

To perform an Event Query using the Investigate function:

1 In a Navigator or Snapshot window, right-click an event>Investigate> <select one of three

options below>

Active Views™ Tab
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Option Function

Show More Events to this target Events with the same Destination IP address

Show More Events from this source Events with the same Initiator IP address

What are the target objects of this event? Events with the same event name as the

selected event

2 An event table opens showing the chosen event information.

2.9.2 Investigate — Graph Mapper

To create a graph map:

1 In Real Time Event Table right-click an event or events and select Investigate>Show Graph.

Severity EvertTine Sourcel|P Destination P Ewent Mame

) ST T287 35 AW T T T o6 TEST EVErT

[T] SS2207 12:47:04 Al 10.0.0.2 10.0.0.70 Test Event

2

2

2

y

g Show Details

Wigw in Active Browser

" Investigate 4 | Show Graph...

Analyze 4 Show More Events to this target

SI22107 12:42:60 Al
SI22007 1241 20 Al -
SI22107 124058 Al Emil

Wiews Trigoer Everts

Show Maore Everts from this source

ees

What are the terget objects of this event?

2 You must specify the From and To fields and click Finish. The Graph Mapper window displays.

The following is a graphic depiction of Sensor Name to Event Name of severity 5 in an organic
format. You can view a graphic mapping in the following formats:

6002 Yyoiew vz (us) xoopaou

+ Circular

+ Hierarchical

+ Organic
¢ Orthogonal
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M Graph Mapper(1) - O E
Aoply Layout |Hierarchia| [v] | ALL[V] ’ &, ] [ @ ] [ ] [ & ]
[A

UpdateDataObject PRiCharCreated

{] | 1l [)]

2.9.3 Historical Event Query

You can query the database for the past events through Historical Event Query. The events can be
queried according to the filter and severity criteria in required batch size. You can export the results
in HTML or CSV file format.

To query events in Historical Event Query window:

1 Inthe Active Views tab, select Active Views > Event Query. You can also open Historical

Event Query window by clicking Historical Query Icon on the toolbar. The Historical Event
Query window displays.

N Historical Event Query

A &
Ll e i -
Filer: Sewerity. O From O Ta: Batch size:
v B TR20610:2205 AM ¥ (72208103705 AM % (100 s | O | @ | 0@ HTML
Severity  EventTime Everthlame Message

<
%, Enter search criteria.

|

2 Click Filter. In Filter Selection window, select a filter from the list of available filters.

3 Click Severity Icon. Select Severity values window displays.

Active Views™ Tab
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N Select Severity values '

Select Al Clear Al

[wla
[+]1
[+l 2
[¥]a
[w] 4
[¥]s

Select one or more values for Severity and click OK

4 You must select From and To Date and Time from From and To drop-down. The Time you
select corresponds your system time.

5 Select a batch size from the Batch size drop down. The events queried displays in the batch size
you specify.

If you select a batch size of 100, the first 100 events are displayed in the window first. After the
query is processed, the Begin Searching icon changes to More results icon. You can see next
100 events along with the previous events by clicking More results icon.

6 Click Begin Searching Icon. The query is processed. You can stop/cancel the search by clicking
Cancel search icon.

N Historical Event Query
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. Query | o Active Browser
Filer  Sewertty: O From: B To: Batch size:
PLBLIC:ALL v 72206 10:2206 AM w7208 103705 AM % 100 v A | @ | B HTML .
Property alue Sewerity | EventTime Me=sage
= A A Upating refe
Sewverty 1 ) 712208 10:26:43 AM I Total 6 persister maps wih 0
EvertTime 1122108 ) 7122008 10:26:32 AM CombinzdPersistentMapsSt... [Total 6 persistent maps with 1
10:36:41 M L 7722008 10:26:32 AM SinglePersisterthiapStatus | Eventhlame Dim 10KE in 50 er
Everthiame PUstaData O 0 712208 10:26:32 AM |SinglePsrsistertMapStatus | CustomerDim 0<B in 2 entries
ect ) 712208 10:265:32 AM SingleParsister EventTaxonomyDim 1 KB in 51
Updating Config o 7122008 10:26:32 AM SinglePersisterthéap Status  |Apent Dim 20KEn 34 enries ¢
Object: ) [74220810:26:32 AM SngleParsistentMapStatus | EventXDAS TaxonomyDim OKI
Messags g:fe.rences::. ) 7022008 10:26:32 AM |singleParsistertMapStatus | UserDim 1 KB i entries (fote
= (ai:m} o |7220810:2532 AM SinglePrsisterihian Status | Dim 15KE in 46 erfri
Fesowca |cora [} 722008 10:26:32 AM |CombinzdPersistertMaps3t... | Total 9 persistenl maps with 5
SubBeso.. Preferences D 7122008 10:26:32 AM |Sing) i P Dim K3 in 2 erfriss
SensorTy... A U [7r223810:2632 AM SingleParsisterthapStatus | UserDim 1 KB in§ entries
Collector S, Audit ) 722006 10:25°53 AM | CombinzdReal Time Summari... |Total 3 Active Wews and comt
CETO7010-3607 D 712208 10:25:52 AM Evert Throughput Capacity Event throughput capaciy is ¢
EvenliD  -102B-4513-001 ° /2200 10:25:01 AM |EvertThroughput Copacity | Event fhroughput capacy is ¢
SFEGS6A0E L] 7122006 102526 AM Engine PerformanceSummary  |Engine esecsiestid w
CETOTDI0-3607 o ([ ¢ >
*, Search complste, Court: 18

TIP: Select HTML or CSV from the drop-down list to export query results.

2.9.4 Active Browser
The Active Browser provides the ability to browse through a selected set of data to look for patterns

and perform investigation. You can view the selected events in the Active Views in Active Browser.
You can perform all the right-click activities that are available in Active Views in Active Browser
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too. When you open the Active Browser using Analysis > Offline Query and click Browse against a
specific offline query, the events table is displayed only when the number of events are less than or
equal to1000.

The events are grouped according to the metatags. In these metatags various sub-categories are
defined. The numbers in the parentheses against these sub-categories displays the total number of
event counts corresponding to the value of the metatag.

To view events in Active Browser:

In the Active Views tab, highlight the event/s you want to view in Active Browser.

2 Right-click event/s and select View in Active Browser. The selected event/s displays in the
Active Browser window.

Or

3 In the Active Views tab, select Active Views > Event Query. Historical Event Query window
displays.

4 In the Historical EventQuery window, run a Query and click Active Browser tab. The selected
Query displays in the Active Browser window.

NOTE: The Active Browser tab will be enabled only if the Query results in at least one event
displays.

To view events in Active Browser in Analysis tab:

1 In the Analysis tab, highlight the Query you want to view in Active Browser.

2 Click Browse. The selected Query result displays in the Active Browser window.

N Active Browser EFE'@

Total: 146

Active Browser

& Collector Script
Auclh (1461

L
= Eventiame x

PUBLIC:High_Seveiity L

LestConnection (36
MeweConnection (49)

Event Count
H
o

ProcessStop (1)
Select Mutiple Vahies...

= InitlP x
<empty> (146) o 0
& o & &
x

o
&

d g & &
$ § £ & & &
= Resource ~ e = - @ ©
Time

Auclk Cornectar  (145)
Sertinel (1) : Severty — EveriTime Everthame Mescage

&  [7r2108 61655 PM ProcessStop |Sentinel Serice 4 |

[ ] 72108 53801 PM LostConnection A Moved applical |
= SensoriiEy Ll ® 7210853601 PM NewConnection [anew Novell 2p
A4 & 7108 63748 M Lot Connection A Novel applical

@ 710853523 PM Lost Connection A Navel applical

@ R0653523 PM NewConnection Anew Novell ap
&l Severity x ® 710653513 PM Lot Cornection A Navel applical

@ 710853451 PM LostConnection A Naovel applical
40148) o ens £ P —— e |

<
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To search in Active Browser:

1 Specify the value or text you want to search for in the Search field

2 Press Enter or click the Search icon against the search field to search.

NOTE: You can move between the various searches by using the Forward and Backward button
above the search field.

6002 Yyoiew vz (us) xoopaou

To add attributes in Active Browser:

1 Click Add an attribute for categorization icon as shown below:

N Historical Exent Quens(2)

‘:ts Quep/va Active Browser

0w

2 Select an attribute in the Add an attribute for categorization window that displays.

Add an attribute for, categorization E|

@ Choose the sttribute name

i
EeginTime
Caollectar
Collectarid

Collector Managerid

Connector Id

CartrolMonitor

ControlPack

Criticality

Ct1 e

3 Click OK.

2.10 Viewing Advisor Data

Advisor provides a cross-reference between real-time IDS attack signatures and Advisor's
knowledge base of vulnerabilities. Advisor feed has an alert and attack feed. The alert feed contains
information about vulnerabilities and viruses. The attack feed lists the exploits associated with
vulnerabilities.

The supported Intrusion Detection Systems are listed in Chapter 8, “Advisor Usage and
Maintenance,” on page 159.
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To View Advisor Data:

1 In a Real Time Event Table of the Navigator or Snapshot, right-click an event or a series of
selected events > Analyze > Advisor Data. If the DeviceAttackName field is properly
populated, a report similar to the one below displays. This example is for a WEB-MISC

amazon 1-click cookie theft.

Advisor Summary

Attack Attack ID Alert IDs
WEB-#ISC arnazon 1-click cookie theft 2991272, 1087, 1194, 8835, 9010
WEB-8ISC arnazon 1-click cookie theft 2992801 1194, 8835, 9010

Advisor Report
Microsoft Excel XLM Arbitrary Macro Execution (id 9991272) top

3 4 t4icrosoft Excel contains a flaw that may allow a malicious user to rui
warning the user, 1he issue is triggered when a malicious usar creat
Excel macro cornmands, and embed conmands in a spreadsheet that
launch the macro without asking the user for permission. If may be f
user to persuade the user to launch the file containing embedded ma
loss of integrity and/ or availability of data.

Urgency Severity

Scenario:

Impact:
Loss of Integrity

|

Safeguards: ;j

2.11 Viewing Asset Data

This function allows you to view and save your view as an HTML file of your Asset Report. You
must run your asset management Collector to view this data. The available data for viewing are:

Table 2-2 Available Data

Hardware
+ MAC Address + Value
+ Name + Criticality
+ Type + Sensitivity
+ Vendor ¢ Environment
¢ Product ¢ Location
+ Version
Network
+ |P Address ¢ Hostname
Software
+ Name * Product
* Type * Version
+ Vendor

Active Views™ Tab
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Contacts

¢ Order
+ Name
* Role

Location

¢ Room
+ Rack

¢ Email

¢ Phone Number

+ Address

To view Asset Data:

1 In a Real Time Event Table of the Navigator or Snapshot window, right-click an event or
events>Analyze>Asset Data. Window similar to the one below displays.

Asset
Report
Hardware MAC Address  04:73:473:44:h0:87
Hame Vahie LINKMOW R
Type DESKTOR Criticality LINEMNOW
Yendar UNKROWN Sensitivivy UMERNW R
Froduct Enviranment  LINENOWN
Yersien Lecation LIMENOWN
shicwodi A e s
T2 1R 0.0
deviboxild
Software Hame Type Yendar Pradust Varsion
Contacts Order  Hame Fole Ermail
OwrsrFirsthame W Qumorlastiame 10 ASSET_OWNEH DwrieE mail i
MatntalnesFirs thame 10

rLastName 1)

Divizion 10
Department 10
Lecation Feom 709
Rack 0
Addres: HIQ
1921 Gallows Hd
Suito D0
Yiemnn VA 22132 USa
Hardware MAC Address  04:73:49:44: 075
Hame
Type OESKETOR
Wender Vandar
Froduct Frodue L Nam
Yersion ProductVargion
Hetwork iF Hostname
L2 ARRD.A

ASSET_MAINTAINERMaintaineEmail 10
BUSINESS LIMIT

LINE_OF_BUZINESS

DIV Z0ON

CEP#RTMENT

Vakie Assetialie
Criticality
Senzitivity
Enviranment

wrtideent ity
Lecatien Metworkldentity

2.12 Viewing Vulnerabilities

Vulnerability Visualization provides a textual or graphical representation of the vulnerabilities of
selected destination systems. Vulnerabilities for the selected destination IPs can be seen for the
current time or for the time of the selected events.

Phane Humber

Dwarer Phg nibceribioe 80

MaintainarPhonaNumber 12

Vulnerability Visualization requires that a vulnerability Collector is running and adding
vulnerability scan information to the Sentinel database. The Novell Web site (http://
support.novell.com/products/sentinel/collectors.html) provides Collectors for several industry-
standard vulnerability scanners, and additional vulnerability Collectors can be written using

Collector Builder.

NOTE: Vulnerability Collectors are distinct from Event Collectors and use different commands.
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There are several Vulnerability Visualization views:

¢ HTML
¢ Graphical
¢ Circular
¢ Organic
¢ Hierarchical

¢ Orthogonal

The HTML view is a report view that lists relevant fields, depending on which vulnerability scanner

you have:

¢ IP

+ Host

¢ Vulnerability
¢ Port/protocol

Figure 2-6 Viewing Vulnerability

Vulnerabllily Summary

L - Host Yulnerobilifies Port/Probocol

17216013 18 O[)rTCR, 21 (L) TCR, 21 (Ftp)¢ TCR, 21(Ftp)/ TCR, Z3(ssh|TCR, Z2(ssh) TOR, 22|ssh)rTCR, 23(telnet|/Top, 3a[telnet) TCP,
28(smtp|ITCR, 26{srip| FTCR, 26{smip| ITCF, S&T = TR, 557 TCF, 1241 [nessus]FTCR,
1241 |nessus| JTCR, 3306 (gl T OF

17216071 49 G[IFTER, GO TCR, 24 (Fp)ATCR, 21 (Fpl/TCP, 23 (ssh) (TCP, Z3(tlna/TCR, 23 |talet)(TCP, 23{talnet)/ TCA, 25 [smipl/TCP,
25{smtp ITER, 26{sralp| ITCR, 26{sttpl (TOF, BE|Sntp)/TCP, 36|smip) TeR, 35|smip)/ TCR, 25{smip) (TCR, 26 (smip)/ TCR,
25(smtp| ITCF, 25{sratp| FTCR, S0fdnesls)r TCF, 90finste| ITCP, 90(dnsk)/TCP, 30(dnsl) ITCP, S0fdnsta) TCF, S0jdnst) FTCR,
20[dnsix}/ TGP, 30 [dnsi4) F TGP, 111 (sunmc)FTCP, 11| sunipe]F TER, 167 |snimp) FUDP, 512 (axec| /TGP, §13(ogin/ TGP, 514 |shell rTEPR,

ission| FTCR, is sion| FTCA, jission)/TCH, B ission)/TCP, BET | iszion)! TCP, 6B7|; i
1Ten, TR, TR, & TP, G000(E1 117 TCP, 7100 font-rarvice)/ T CP,

a7 Tct 8 ¢ TER, 77 2] (TCR, 37T trmes-rpe2t]/ TOR, 32778 (sometimes-rpes L TeR

12160132 18 Q()FTCP, 21 (Fp)F TCP, 21 (Fp)f TCP, 21 (Fp) TCP, Z2(ssh| S TCR, Z2(sshl4TCP, 22 |ssh) FTCP, 23(telnat| A TCR, 23|teinet)FTCP,
=(smtp|TCP, 25(smtp| FTCA, 25(smip| i TGP, 587 ission)/ TR, 587 i TCP, 587 is5ion) (TCP, 124 (nessus)FTEP,
1244 [nessus| TGP, 3306 (mysal T P

1216071 a3 Q)FTCR, QW TTR, 21(fp)ATCR, 27 (Fp)ATCP, 22 (st} (TGP, 23(telna )/ TCR, 23[talnet) F TCP, 23(telnat)/ TCR, 25 MM TGP,

2S(smtp|FTGP, 25{smip| TGP, 25(sttp| I TCR, 25|3ntpl# TGP, 25 |smipld TCP, 25[smip)# TP, 25(smip] FTCR, 25 (smtp)f TCR,

Z5(smtp| TP, 25{smip| /TCA, $0(dnsix) TCP, S{insix| /TCR, S0(dnsix)/TCP, 90(insik) (TP, S0idnsix)/ TCR, 0 [dnsi] (TCP,

Soo{dnstx}/ TCP, 90 [dnsiv)f TEP, 111 {sunrpc)¢ TCP, 111 |sunrpc)¢ TCP, 161 |snmp] {UDP, 512 (awec] /TP, §13{login}/ TCP, §14|shal (TCR,
iTER, ITCR, B&T ITCR, 5&T ITCR, B&T JTCR, 507 TCR,

57 ITCP, 587 ITCP, 587 TCR, 587 TCP, GO00(E11)/ TCR, 7100 fant-serulce] TCR,
Er Pl 3)(TCF, 32 21} TCF, BT 1) TOP, 32773 (sometimes-rpo21 4 TGP

The graphical display is a rendering of vulnerabilities that link them to an event through common

ports. Below are the examples of the four available views:
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Figure 2-7 QOrganic View

ftp
21TCP

1901651224
telnet
199168107

23TCP
199168, 0.25

o
e—-0F =N
i 189.168.10.22 Highkean r01\
Q0T ﬂ
199.188.11.22\A
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ftp
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Figure 2-8 Hierarchical View
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Figure 2-9 Circular View

4OTER
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Figure 2-10 Orthogonal View
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In the graphical display there are four panels. They are:

¢ Graph panel

¢ Tree panel

¢ Control panel

¢ Details/events panel
The graph panel display associates vulnerabilities to a port/protocol combination of a resource (IP
address). For example, if a resource has five unique port/protocol combinations that are vulnerable,
there are five nodes attached to that resource. The resources are grouped together under the scanner
that scanned the resources and reported the vulnerabilities. If two different scanners are used (ISS

and Nessus), there are two independent scanner nodes that will have vulnerabilities associated with
them.

Active Views™ Tab
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NOTE: Event mapping takes place only between the selected events and the vulnerability data
returned.

The tree panel organizes data in same hierarchy as the graph. The tree panel also allows users to
hide/show nodes at any level in the hierarchy.

The control panel exposes all the functionality available in the display. This includes:

¢ Four different algorithms to display
+ Ability to show all or selected nodes which have events mapped to them
¢ Zooming in and out of selected areas of the graph
There are two tabs in the Details/Events panel. When in the Details tab, clicking on a node results in

displaying node details. When in the Events tab, clicking on an event associated with a node the
node displays in tabular form as in a Real Time or Event Query window.

To run a Vulnerability Visualization:
1 In an Real Time Event Table of the Navigator or Snapshot, right-click an event or a series of
selected events and click:
* Analysis:

¢ Current Vulnerability: Queries the database for vulnerabilities that are active
(effective) at the current date and time.

¢ Event Time Vulnerability: Queries the database for vulnerabilities that were active
(effective) at the date and time of the selected event.

N PUBLIC:Correlation, (@ 3/23/07 7:16:17 PM Snapshot

DateTime

32307 5:06:30 PM
32307 5:16:47 PM

Severity

SourcelP DestinationlP

172168138

172168138

Show Details

Wiew in Active Browser
Investigate 4
Analyze ]

Wiew Trigoer Events Asset Data

Email Current Wulnerahitty

Create Incident Evert Time Yulharakitty
Add Tao Incident

nzlookup
pin

traceroute

Whois'?
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2 At the bottom the vulnerability results window, click either:
+ Event to Vulnerability Graph
+ Vulnerability Report
3 (For Event to Vulnerability Graph) Within the display, you can:
+ move nodes and their labels
+ use one of four different layout algorithms to display the graph
+ show all nodes or only those nodes that have events mapped to them

+ in-line tree filtering in the event that a large number of resources are returned as
vulnerable

+ zoom in and out of selected areas

2.13 Ticketing System Integration

Novell provides optional integration modules for HP Service Desk or BMC Remedy that allows you
to send events from any display screen to one of these external ticketing systems.

You can also send incidents and their associated information (asset data, vulnerability data, or
attached files) to Service Desk or Remedy.

For more information on Remedy integration, see Remedy Integration Guide, available at the
following web site for users with a Remedy integration license: http://support.novell.com/products/
sentinel/sentinel61.html (http://support.novell.com/products/sentinel/sentinel61.html).

NOTE: The permission to create Service Desk or Remedy incidents is controlled by the
administrator on a user-by-user basis.

2.14 Viewing User Information

Novell provides optional integration with identity management systems, specifically Novell Identity
Manager. With this integration, user identity information will be added to incoming events when the
account name matches one from Novell Identity Manager. When the InitUserIdentity or
TargetUserIdentity column is populated in an event, a right-click option menu option is
enabled to open the user’s page in the Identity Browser.

[ 19 Severity EverntTime E 2 Message

A @ (7608 11.11:63 AM RiChaillt ¥ Show Details Active View with filter _SYSTEMALL and atiribute sey a.
@  [7608 11:11:06 AM Demo v
@ (71608 1111.06AM |Demn = Show ldentity Details  »  Initiator |
[ ] |7:16/08 11:11:06 AM DemoEv View in Active Browser Target

i @ 716609 11:11:06 AM DemoEv i » Both
@  [716/08 11:11:06 AM [DemoEv ) , e |
@ [7116/08 11.11.08 AM Swpcuny Analvze A2B77370-039A-1028-8069-0018F EEIBADE, ruyiud
[ ] 7608 11;:10:53 AM Import2ly dentity_Injection_Demao_Collactor {(ID SB37E4FB-5970

@ 7608 11:10:53 AM UpdateDi oo on_Demo_Collector (1D 9637 B4F6-597C-7729-8B504
@®  [7/16I08 11:06:14 AM |RtChatli B Active View with filter _SYSTEM:High_Severity and a|
@ (716108 11:06:14 AM |Rtchat)| Greate Incident b Active View with filter _SYSTEM:Intemal_Events and| |
@ 716008 11:06:09 AM |UserLog( Add To Incident with 05 name esecadm at 10.0.0.101 Inte Jogged in; cf
Q’ 71 6/08 11:06:09 AM A uthertic” has passed Authentication to Sentinelwizard, reqld(f
s) 711608 11.05.34 AM Combine MY Brt maps with 1K.8 in 20 entrias, fotal of 0 fetched and

When you select Show Identity Details, you can choose to view the identity of the Initiator user, the
Target user, or Both. The Identity Browser opens and shows identifying information about the user
(or users) from the identity management system, all the accounts to which the user is provisioned,
and the recent activity by that user. For more information on Identity Browser, see Chapter 16,
“Identity Integration,” on page 379 section.
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2.15 Using Custom Menu Options with Events

To use a custom menu option with an event:

1 In an existing Real Time Event Table of the Visual Navigator or Snapshot, right-click an event
and select a menu option. The default custom menu options are as follows:

*+ ping

nslookup

*

¢ ftracert
+ Whois?

You can further assign user permissions to View Vulnerability and to perform HP Actions. You
can add options using the Event Menu Configuration option on the Admin tab.

N PUBLIC: Comelation @ 3/23/07 7:16:17 PL Snapshot

Severity DateTime Source|P Destination| P Ewenthame
-._é','- 3523007 B:06:30 PM Correlated Ever
: 5:47 P CorrelatedEver

Show Details

Wiew in Active Browser
Investigate ]
Analyze ]
Wiews Trigger Everts

Ernail
Create Incidert
Add To Inciclert

nzlookup
ping
traceroute

Whais?

2.16 Managing Columns in a Snapshot or
Navigator Window

To select and arrange columns in a Snapshot or Navigator:

1 With a Snapshot or Navigator window open, click Active View > Event Real Time > Manage
Columns or click the Manage Columns of Real Time Event Table.

2 Use the Add and Remove buttons to move column titles between the Available Columns list
and the Show these columns in this order list. The Insert button can be used to insert an
available column item into a specific location. For example, in the illustration below clicking
Insert will place Attackld above DateTime.
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M Manage Columns E

Ao silakle colunns: Showw these columng in this order:

BeginTime Ll Sewerity Ead
Cotector
Collectoril Cwerthame

Colector Marager ld Message

Colector Script FDASTaxonomy MName

Connectorkl HADASOutcomeMams

Cartralbdonitor Init User Mame E]
CortrolPack Init Lise=r Diomairy

Cofrelatedd Event Luids Fp—— Init LIz&r FullMame @
Criticality Init Uzer Department

Ctl Effectivelzer Mame

ct2 Init Host Mame:

13 It |P

Customers Hierarchy |d InitAz et Function

Customer Hierarchy Lewel! Init Service Port Marme

Customer Hierarchy Level2 b TaraetUserklame b

Use the Up and Down arrow buttons to arrange the order of the columns as you want them to
display in the Real Time Event Table. The top to bottom order of column titles in the Manage
Column dialog box determines the left to right order of the columns in the Real Time Event
Table.

3 In the Manage Column dialog box, click OK.

4 If you want your columns to display the next time you open the Sentinel Control Center, click
File > Save Preferences or click Save User Preference icon

&3

2.17 Taking a Snapshot of a Navigator Window

To perform this function you must have user permission Snapshot.

This is useful to study events of interest because the Navigator refreshes automatically and the alert
or alerts of interest will scroll off the screen. Also, within a snapshot, you can sort by column.

To take a snapshot of a Real Time Event Table:

1 With a Navigator window open, click Active View > Event Real Time > Snapshot or click
Snapshot Event Real Time Table icon

A Snapshot window opens and is added to the Snap Shots folder list under Active Views in the
Navigator. The graphical display will not be part of the snapshot.
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2.18 Sorting Columns in a Snapshot

To sort columns in a Snapshot:

1 Click any column header once to sort by ascending value and twice to sort by descending
value.

2.19 Closing a Snapshot or Navigator

To close a Snapshot or a Real Time Event Table:

1 With a Snapshot or Navigator open, close by using the Close button (upper right corner in
Windows or upper right corner in Windows/SUSE Linux/Red Hat Linux or upper left corner in
Solaris).

NOTE: The view or snapshot will not redisplay when you close and reopen the Sentinel Control
Center.

2.20 Adding Events to an Incident

To perform this function you must have user permissions to Modify Incident(s) and Add to existing
Incident(s).

To add events to an incident:

1 In a Real Time Event Table or a Snapshot, select an event or a group of events and right-click.
Click Add To Incident.

2 In the Add Events To Incident dialog box, click Browse to list the available incidents.

(&) Add Events (1) | _ O]
&dd Events To Incident
: Severity | DateTime I SourcelP
3)  [2006,04.17 [ 13:51:25EDT [10,0.20.5
4 i
Selected Incident: Browse I
ok Cancel |
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3 Select Incident window displays. Click Search to view a list of incidents. List of incidents of
selected criteria displays.

NOTE: You can define your criteria to better search for a particular incident or incidents in
Select Incident window.

@Select Incident
—Select Dats
Severity | CateCreated I Priarity I Criticality Ra...l Severity Rat...l
Medium 04172006 ... [Mone 0.0 0.0
Medium 04/17/2006 ... [Mone 0.0 0.0
4 | 2

Add | Cancel |

[ Showy tems that match these criteria:

&dd criteria from below to this list>

Remave |

~Define more criter a:

Relations

INu:une LI

Field Condition Yalue

INone LI INDne j I
Add to List |

4 Highlight an incident and click Add.

5 Click OK. The event or events selected are added to the incident in the Incidents Navigator.

NOTE: If events are not initially displayed in a newly created Incident, it is most likely
because of a lag in the time between display in the Real Time Events window and insertion into
the database. If this occurs, it will take a few minutes for the original events to finally be
inserted into the database and display in the incident.
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Correlation Tab

¢ Section 3.1, “Understanding Correlation,” on page 65

¢ Section 3.2, “Introduction to the User Interface,” on page 67
¢ Section 3.3, “Correlation Rules,” on page 67

¢ Section 3.4, “Dynamic Lists,” on page 82

¢ Section 3.5, “Correlation Engine,” on page 85

¢ Section 3.6, “Correlation Actions,” on page 86

3.1 Understanding Correlation

Sometimes, an event viewed in the system might not necessarily draw your attention. But, when you
correlate a set of similar or comparable events in a given period, it might lead you to an alarming
event. Sentinel helps you correlate such events with the rules you create and deploy in the
Correlation engine and take appropriate action to mitigate any alarming situation.

Correlation adds intelligence to security event management by automating analysis of the incoming
event stream to find patterns of interest. Correlation allows you to define rules that identify critical
threats and complex attack patterns so that you can prioritize events and initiate effective incident
management and response. Starting with Sentinel 6.0, the correlation engine is built with a
pluggable framework, which allows the addition of new correlation engines in the future.

Correlation rules define a pattern of events that should trigger, or fire, a rule. Using either the
correlation rule wizard or the simple RuleLG language, you can create rules that range from simple
to extremely complex, for example:

¢ High severity event from a finance server

+ High severity event from any server brought online in the past 10 days

*

Five failed logins in 2 minutes

*

Five failed logins in 2 minutes to the same server from the same username

*

Intrusion detection event targeting a server, followed by an attempted login to root originating
from that same server within 60 seconds

Two or more of these rules can be combined into one composite rule. The rule definition determines
the conditions under which the composite rule fires:

¢ All subrules must fire

+ A specified number of subrules must fire

¢ The subrules must fire in a particular sequence
After the rule is defined, it should be deployed to an active Correlation Engine, and one or more
actions can be associated with it. After the rule is deployed, the Correlation Engine processes events

from the real-time event stream to determine whether they should trigger any of the active rules to
fire.

Correlation Tab
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NOTE: Events that are sent directly to the database or dropped by a Global Filter is not processed
by the Correlation Engine.

When a rule fires, a correlated event is sent to the Sentinel Control Center, where it can be viewed in
the Active Views window.

Figure 3-1 Active View window
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The correlated event can also trigger actions, such as sending an email with the correlated event’s
details or creating an incident associated with an iTRAC workflow.

3.1.1 Technical Implementation

All correlation is done in-memory on the machine (or machines) that host the correlation engine.
This model allows fast, distributed processing that does not contend with database operations such
as inserting events into the database.

For environments with large numbers of correlation rules or extremely high event rates, it might be
advantageous to install more than one correlation engine and redeploy some rules to the new
correlation engine. The ability to deploy multiple correlation engines provides the ability to scale as
the Sentinel system incorporates additional data sources or as event rates increase.

Sentinel’s correlation is near real-time and depends on the timestamp for the individual events. To
synchronize time, you can use an NTP (Network Time Protocol) server to synchronize the time on
all devices on your network, or you can rely on the time on the Collector Manager servers and

synchronize only those few machines.

Correlation relies on the data that is collected, parsed, and normalized by the Collectors, so a
working understanding of the data is necessary to write rules. Many Novell correlation rules rely on
an event taxonomy that ensures that a “failed login” and an “unsuccessful logon” from two devices

are classified the same.
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In the Correlation tab, you can:

¢ Create/Modify Correlation rules and rule folders
¢ Deploy Correlation rules on Correlation Engine
¢ Create and associate an action to a rule

¢ Configure Dynamic lists

NOTE: Access to the correlation functions can be enabled by the administrator on a user-by-user
basis.

3.2 Introduction to the User Interface

In Correlation, you can see the Correlation Rule Manager, Correlation Engine Manager, Correlation
Action Manager and Dynamic Lists.

You can navigate to these functions from:

Table 3-1 Correlation-User Interface

R . .
The Correlation menu in the Menu Bar —|c-:rre|atim

ﬁ Carrelation Rule Manager

;a Carrelation Endine Manager

ii Correlation Action Manager

j Dyramic Lists

* The Navigation Tree in the Navigation Pane Navigator 50

- Correlation Rule Manager
# Correlation Engine Manager
# Correlation Action Manager
L Dyhamic Lists

+ The Toolbar Buttons _ _
Correlation Rule Ianager Correlation &ction Ianager

baval

Drymric Lists
Correlation Engine Ilanager

3.3 Correlation Rules

Correlation Rules are created, modified, renamed, deployed/undeployed in the Correlation Rule
Manager. Correlation Rules are organized into Rule Folders, which can also be managed in the
Correlation Rule Manager.

NOTE: There is no limit to the number of users that can access Correlation Rules. When more than
one user is editing the same rule, the last person to save overwrites all previous saves.

Correlation Tab
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3.3.1 Opening the Correlation Rule Manager

To open the Correlation Rules Manager:

1 Click Correlation tab.

2 In the navigator, click Correlation Rules Manager. Alternatively, click Correlation Rules
Manager button in the Tool Bar. The Correlation Rule Manager window displays.

M Correlation Rule Kanager

EEJ Add  Folder: | Carrelation Rules % List zarrelation rules in sub-folders  Manage Folders

wwr

WieniEdit Undeploy Fule

Feeady i) Refresh| Refreshed At 440007 141:14:45 AM

3.3.2 Creating a Rule Folder

To create a Rule Folder:

1 Open the Correlation Rules Manager window and click Manage Folder.
2 Highlight and right-click a folder and select Add Folder.
3 Specify Rule Folder name.

3.3.3 Renaming a Rule Folder

To rename a Rule Folder:

1 Open the Correlation Rules Manager window and click Manage Folder.

2 Select a folder and click Rename. Change the name of the folder.

To delete a Rule Folder:

1 Open the Correlation Rules Manager window and click Manage Folder.

2 Select a folder and click Delete. Click Yes when the system asks for confirmation.
3.3.4 Creating a Correlation Rule

To create a Correlation Rule:

1 Open the Correlation Rules Manager window and select a folder from the Folder drop-down

list to which this rule is added.
2 Click Add button located on the top left corner of the screen.

3 The Rule Wizard displays. Select one of the following rule types and follow the steps for that

particular rule type:
+ Simple

+ Composite
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+ Aggregate
+ Sequence
¢ Custom/Freeform

4 Define the update criteria for the rule. If you select Continue to perform actions every time this
rule fires, the rule fires every time the criteria is met. If you select Do not perform actions every
time this rule fires for the next (t) time the events fires only once as per user-defined time
period. All the other events that match the correlation rule within the specified time are grouped
together with this correlated event. This user-defined time period can be a certain number of
seconds, minutes, or hours.

Click Next.

Provide the rule name. The syntax of the rule is checked at the time it is created.
Under Namespace, select a correlation rule folder in which to store the rule.
Type the description of the rule.

Click Next. The rule is created and displays in the Correlation Rules Manager window.

o ©W 0 N OO O

Select Yes if you want to create another rule or No if you do not want to create another rule.
Click Next.

The rule types and the steps to create them are described below.

3.3.5 Creating Correlation Rules

Correlation rules can be defined in the Correlation Rule wizard by walking through the wizard or by
choosing the Custom/Freeform option to write the rule in the proprietary RuleLG language. All rule
definitions are stored in the database in RuleLG.

Correlation rules can be defined based on any populated event field.

NOTE: When creating a Rule, you can refer to a dynamic list to it. For more information, see
Section 3.4.5, “Using a Dynamic List in a Correlation Rule,” on page 84.

Simple Rule

A simple rule is defined by specifying which events can trigger the rule to fire (For example,
firewall events, firewall events of severity 3 or higher). The filter criteria can be intersected (using
the “all”option in the GUI or the “AND” operator in RuleLG) or the filter criteria can be unioned
(using the “any” option in the GUI or the “OR” operator in RuleLG).

For example, a rule might be defined so that it fires anytime an event takes place on a server that is
on the critical list. Another rule might be defined to fire anytime an event of severity 4 or greater
takes place on a server that is on the critical list.

A simple rule requires only one event in order to fire.

NOTE: For users familiar with the correlation rule language (RuleLG), the defining operator for a
simple rule is the “filter” operator. For more information about RuleLG, see “Sentinel Correlation
Engine RuleLG Language” in the Sentinel 6.1 Reference Guide.

Correlation Tab
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NOTE: In Sentinel 6, filter criteria must be defined in the correlation rule wizard. You cannot use
existing public filters.

To create a simple rule:

1 Open the Correlation Rules Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Simple Rule.

Correlation Rule

Simple Rule
Tire if I:I of the following conditions are met:

Euenle bile ]

EaginTime

Culleehne

CollectorSeripe

CantralbAonito

CaontralPack

Zoarrelale dEvenilioiuids

Curitir ality [»

Attackld [
lA

[ adg || Delete |

RuleLo Mreview:

[ = Back ] Pzt [ Canccl ]

3 In the Simple Rule window, define a condition for this rule. Select the Property and Operator
values from the drop-down lists and specify data in value field.

-

Correlatizn Hule

Simple Rule

Fire 1t ot the tollowing conoitions are mek:

T - CEEe

| aug || Delele

Rulelg Preview.

fitert e.Severty =357

< Hack “ Mext | I Cancel
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4 Click Add to add additional definitions for this rule.

5 You can preview the rule in the RuleLG preview window. For example, filter (e.sev=3).
Click Next. The Update Criteria window displays.

-

Correlation Rule ﬁ

Update Criteria

Atter rule fires:

) Corinue fo perfarm actions every time this rule fires

(%) Do rot aerforn actions edety time this nle fir2s ‘or the nexti secondis) | w

1)

< Back " MNexd ]’ Cancel

6 Enable the update criteria for the rule to fire and click Next. The General Description window
displays.

Correlation Rule

General Description
MName

Sewratity
Namespace
Zarrelation Rules b

Description

’ = Back ” It ] [ Cancel ]

7 Provide a name to this rule. You have an option to modify the rule folder.
8 Provide rule description and click Next.

9 You have an option to create another rule from this wizard. Select your option and click Next.

Aggregate Rule

An aggregate rule is defined by specifying a subrule and the number of times the subrule must fire
within a specific time window in order to trigger the aggregate rule. For example, an aggregate rule
might require that a subrule fire 10 times within 5 minutes for the aggregate rule to fire.

Aggregate rules have an optional group by field, which can be any populated field from the events.
For example, an aggregate rule might require that a subrule fire 10 times within 5 minutes where
each of the 10 events has the same destination server.

NOTE: For users familiar with the correlation rule language (RuleLQG), the defining operator for an
aggregate rule is the “trigger” operator. The trigger clause might also use the “discriminator”
operator to define the group by field. For more information about RuleLG, see the “Sentinel
Correlation Engine RuleLG Language” in the Sentinel 6.1 Reference Guide.
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To create an aggregate rule:

1 Open the Correlation Rules Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Aggregate Rule.

Correlation Rule El

Aggregate Rule

Sub Rules:

Add R

*

[ WiewiEd: H Revame ” Delzte ]

For Aggregate Rule to fire:

The pattern should matea lirmes within | 1 :| |Mithe{s) v|

Group by these ewenttags in the following order:

|

RuleLpy Presiew:

filter{e. Sewerity = "2") flow trigoerdl ,60)

[ = Back ][ ezt H Canicel l

3 In Aggregate Rule window, you can select a sub-rule to create an aggregate rule. To select a
sub-rule, click Add Rule button. Add Rule window displays.

1

Add Rulc =
Add Saved Rule

8 | Correlation Rules

Rule Prevlew:

o ] Comoa ]
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4 Select a rule and click OK.

5 Set parameters for the rule to fire.

6 To group event tags according to the attributes, Click Add/Edit. The Attribute List window

9
10
1"

displays.

< Attribute List

Select & Clear All

LI SourceRackMurmber
[] sourceroom

|:| SourceSensitivity
|:| Sourcestate

|:| SourceThresat Lewel
|:| Sourcelser Context
|:| Sourcellzerbame
|:| SourcedipCode

[] subresource

[ vendorEvert Code
|:| Virus Status
Wulnershility

Check the attribute as per your requirement. You can preview the rule in the RuleLG preview

window. Click Next. The Update Criteria window displays.

Update the criteria for the rule to fire and click Next. The General Description window

displays.

Provide a name to this rule. You have an option to modify the rule folder.

Provide rule description and click Next.

You have an option to create another rule from this wizard. Select your option and click Next.

Composite Rule

A composite rule is comprised of 2 or more subrules. A composite rule can be defined so that all or
a specified number of the subrules must fire within the defined timeframe. Composite rules have an

optional group by field, which can be any populated field from the events.

NOTE: When a subrule is used to create a composite rule, a copy of the subrule is added to the

composite rule’s definition. Because a copy is added, changes to the original subrule do not affect
the composite rule.

To create a composite rule:

1 Open the Correlation Rules Manager window and select a folder from the drop-down list to

which this rule is added.

2 Click Add button located on the top left corner of the screen. The Correlation Rule window

displays. Select Composite Rule.
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Composite Rule
Sub Rules:

W fiter IF

" fitter Begn-=nd Tinre

addRue - | viewEdt || Renarie | Delste |

For Composite Rule to fire:

) All sLb-rules should fire sithir | || |cr'each sther

) Any <ub-riles skould fire u\rithin| 1 :| |h.'1inLte[s) v| of 2ach oher

Group by these ewent tags in the following order:

Severty Mulneraility ’ AdAEddit

RulelLg Preview:

Jatefiter(e.B2ginTime =11 FEEQ8624 and e Severiy =="1"1filer(e BeginTime =1 73796322 and
2 EndTime = 11768827 41) any B0,discriminator{e. Severity, e Alnerahiliy’)

’ < 3ack ” Hent [ Carcel |

3 In Composite Rule window, you can select sub-rules to create a composite rule. To select a sub-
rule, click Add Rule button. Add Rule window displays.

4 Select a rule or a set of rules (hold control on your keyboard to select a set of rules) and click
OK.

5 Set parameters for the rule to fire.
6 To group event tags according to the attributes, Click Add/Edit. The Attribute window displays.

7 Check the attribute as per your requirement. You can preview the rule in RuleLg preview box.
Click Next, the Update Criteria window displays.

8 Update criteria for the rule to fire and click Next.
9 Provide a name to this rule. You have an option to modify the rule folder.
10 Provide rule description and click Next.

11 You have an option to create another rule from this wizard. Select your option and click Next.

Sequence

A sequence rule is comprised of 2 or more subrules that must have been triggered in a specific order
within the defined timeframe. Sequence rules have an optional group by field, which can be any
populated field from the events.

NOTE: When a subrule is used to create a sequence rule, a copy of the subrule is added to the

sequence rule’s definition. Because a copy is added, changes to the original subrule do not affect the
sequence rule.

To create a sequence rule:

1 Open the Correlation Rules Manager window and select a folder from the Folder drop-down
list to which this rule is added.
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2 Click Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Sequence Rule.

Sequence Rule
Sub Rules:

W e
_
[ WiewEdit ” Rarame ” Delzte l

Al sub-rulzs shauldtire wetiin Minuteisy w cfeazqohe:

Group by these swent tags in the following order:

Criticality, Severiy, vulrerab Hy H AdAECT
Rulelg Praview:
seqLenceditene Bacinlima = 1/kkY3k 24 and e Seventy == "1 L lte e Sevarty =
19,62.d sorimiratora S tica iy, e Severity, e Wulnershil f70
Soft Fely [ < Baz« [ M= ] Zencel ]

3 In Sequence Rule window, you can select a sub-rule to create a sequence rule. To select a sub-
rule, click Add Rule button. Add Rule window displays.

4 Select a rule and click OK.

5 Set parameters for the rule to fire. To group event tags according to the attributes, Click Add/
Edit. The Attribute List window displays.

6 Check the attribute as per your requirement. You can preview the rule in RuleLg preview box.
Click Next, the Update Criteria window displays.

7 Update criteria for the rule to fire and click Next.
8 Provide a name to this rule. You have an option to modify the rule folder.
Provide rule description and click Next.

10 You have an option to create another rule from this wizard. Select your option and click Next.

Custom or Freeform Correlation Rules

The custom or freeform rule option is the most powerful option for creating a correlation rule. This
allows the user to create any of the previous types of rules by typing the RuleLG correlation rule
language directly into the Correlation Rule Wizard.

Freeform rules are the only way to include certain functionality in a correlation rule. Freeform rules
give you the ability to do the following:

+ Nest operations using parentheses (to specify order of operations)
¢ Use the inlist operator to refer to a dynamic list
¢ Usethe isnull operator to refer to unpopulated fields

¢ Use the w. prefix for a field name in the window operation to compare an incoming event’s
value to a set of previous events
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TIP: You can select the Functions, Operators and Meta-Tags from the drop-down list selection.
Type e. or w. in the Correlation Rule section to view the drop-down lists.

To create a custom or freeform rule:

1 Open the Correlation Rules Manager window and select a folder from the Folder drop-down
list to which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Custom/Freeform Rule.

f

Custom/Freeform Rule
Correlalion Rule

filter{e BegirTime = 1176688624 ard e.Severity =="1") f ow trigger{1,60)

@ Rule Syntax is valid [ < Back ] [ Mext ] [ Zancel ]

x||

3 In the Custom/Freeform Rule window, write the condition for the rule and click Validate to test

the validity of the rule.

4 After validation of the rule, click Next, the Update Criteria window displays.

Update the criteria for the rule to fire and click Next.

5 Provide a name to this rule. You have an option to modify the rule folder.

Provide rule description and click Next.

7 You have an option to create another rule from this wizard. Select your option and click Next.

3.3.6 Deploying/Undeploying Correlation Rules

Correlation rules can be deployed or undeployed from the Correlation Engine Manager or the
Correlation Rule Manager. You can undeploy all rules or a single rule.

The rules can be associated with one or more actions. If no action is selected, a default Correlated
Event is generated with the following values:

Table 3-2 Default Correlated Event Details

Field Name Default Values

Severity 4

Event Name Same as the event name for the trigger event
Message Same as the message for the trigger event
Resource Correlation

SubResource <Rule Name>
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Other types of actions can be configured in the Action Manager:

*

*

*

*

Configure a Correlated Event (replaces the default correlated event settings)

Add to Dynamic List (adds an element to a dynamic list)

Remove from Dynamic List (removes an element from a dynamic list)

Execute a Command (executes a shell or batch script)

Execute a Script (executes a script; only available for actions created in Sentinel 6.0)
Send an Email (using default Sentinel mail settings)

Create an Incident (creates a Sentinel incident)

Any Action configured in the Action Manager that was created from an Action plugin that
takes a Correlated Event as input. For more information on Action Manager (page 352), see the
Chapter 15, “Actions and Integrator,” on page 351.

To deploy Correlation Rules (in Correlation Engine Manager):

1
2
3

Open the Correlation Engine Manager window.

Highlight and right-click the engine you want to deploy the rule on and select Deploy Rule.

In the Rules tab, select the rule or rules you want to deploy.

N Select Rule | X|

i Actions |

=1

[T 4 Correlation Rules
I~ W after Hours Access
I~ W Rogue Administrator Activity
r a Unauthorized Privilege Escalation

Deploy | Cancel |

4 In the Actions tab, select the action or actions you want to associate with the rule.
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N Select Rule x|

Rules Actions |

p Start User Re-prouisioring Workflow
[T Mail to 2nd Tier Anslysts

I Disable Account
[T start User Deprovisioning Wiorkflow
[T send Email

Deploy | Cancel |

5 Click Deploy. Rules are deployed in an enabled state.

To deploy Correlation Rules (in Correlation Rule Manager):

1 Open the Correlation Rule Manager window.

2 Highlight a rule and click Deploy rules link. The Deploy Rule window displays.

N Select Rule x|

Rutes | Actions |

[T 24 Correlstion Rules

i [ @ After Hours Access

¥ @ Rogue Administrator Activity

“ [~ @ Unauthorized Privilege Escalation

pepioy | Cancel |

3 In the Deploy Rule window, select the Engine to deploy the rule from the drop-down list.

4 [Optional] Select an action or add a new action.
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N Select Rule x|

Fules  Actions |

ﬂuﬂ |_|"-'I'F'.P-r : u.nmg S
[~ il to 2nd Tier Analysts

[V Disable Accourt

[T start User Deprovisioning Waorkdlow

™ Send Email

Deploy | Cancel ]

If nothing is selected, a Correlated Event with default values is created.
Click Deploy.
To Undeploy a Single Rule:
1 In the Correlation Engine Manager, right-click the rule and select Undeploy Rule.
2 Alternatively, in the Correlation Rule Manager, highlight the rule and click Undeploy rule link.
To Undeploy All Correlation Rules:

1 Open the Correlation Engine Manager window.

2 Right-click the Correlation Engine and select Undeploy All Rules.

3.3.7 Enabling/Disabling Rules

To Enable/Disable Rule:

1 Open the Correlation Engine Manager window.

2 Highlight and right-click the rule or set of rules and select Enable Rule or Disable Rule.

Enable Rule

B Erabled Undeploy Rule
Action
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3.3.8 Renaming and Deleting a Correlation Rule

To rename a Correlation Rule:

NOTE: You must undeploy a rule before you rename or delete the rule.

1 Open the Correlation Rules Manager window and select the rule you want to rename.

2 Ifthe rule is deployed, click Undeploy Rule link to undeploy the rule.

3 Click View/Edit link. In the General Description tab change the name of the Correlation Rule.

4 Click OK.

To delete a Correlation Rule:

1 Open the Correlation Rules Manager window and select the rule you want to delete.
2 If the rule is deployed, click Undeploy Rule link to undeploy the rule.

3 Click Delete link. Click Yes when the system prompts for confirmation.

3.3.9 Moving a Correlation Rule

To move a Correlation Rule:

1 Open the Correlation Rules Manager window and click Manage Folder.

2 Click and drag a correlation rule from one folder to another.

3.3.10 Importing a Correlation Rule

To Import a Correlation Rule:

1 Open the Correlation Rules Manager window and click Import/Export Correlation Rule icon.

The Import Export Rule window displays.
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Impart Fxport 1fule |
Impurl Expurl Rulexs
Import Export RuUles
Action Drexscription
Expart Irport
linpaorl
FilG Marns
" Erowsc ]
Diescriftion
I et I l Zancel I

2 Seclect the Import option from the Action pane. The Description in the Description pane
changes to Import.

3 Click Browse to select the Correlation Rule you want to import. Select the file and click
Import. Click Next. The Import Rule window displays.

Import Export Rule E|
Import Hule
Irnpport Rule
Importing Structure prewview
-
[ < Back l [ Finish l [ Cancel l

4 Select the folder you want to import the Correlation rule into. Click Finish.

NOTE: When importing a correlation rule in a folder, if the correlation rule with the same
name exists, the system displays a message and does not import the file.

IMPORTANT: If you import a correlation rule using the inl1ist operator, the dynamic list

aligned to that rule must exist or you must create the dynamic list with the same name on the
system to it is imported.

3.3.11 Exporting a Correlation Rule

To Export a Correlation Rule:

1 Open the Correlation Rules Manager window and click Import/Export Correlation Rule icon.
The Import Export Rule window displays.
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2 Select the Export option from the Action pane. The Description in the Description pane
changes to Export.

3 Click Browse to export the rule. Specify a file name and click Export. Click Next. The Export
Rule window displays.

Import Export Rule ﬁl

Export Rule
Export Rule

[] 24 correlation Rules
+ |:| _| Carr Rule
- EWal

| <eack || Finsh || coneal |

4 Sclect the Correlation Rule you want to export. Click Finish.

3.4 Dynamic Lists

Dynamic Lists are distributed list structures that can be used to store string elements, such as IP
addresses, server names, or usernames. The lists are then used within a correlation rule for a quick
lookup to see whether an incoming event includes an element from the Dynamic List. Some
examples of Dynamic Lists include:

+ Terminated user lists

+ Suspicious user watchlist

*

Privileged user watchlist

¢ Authorized ports and services list

¢ Authorized server list
A Dynamic List can be built using the text values for any event metatag. Elements can be added to
the list manually (by an administrator) or automatically whenever a correlation rule fires. Elements

can be removed from a list if manually (by an administrator), automatically whenever a correlation
rule fires, when their time limit expires, or when the maximum list size is reached.

IMPORTANT: The Time To Live (TTL) must be between 60 seconds and 90 days and the
maximum list size is 100,000.

Regardless of how the values were added, they can be Persistent (active until manually removed or
until the maximum list size is reached) or Transient (active only for a specified timeframe after
being added to the list, also known as the Time to Live). The Time to Live can range from 60
seconds to 90 days.

NOTE: If the Time to Live period is updated on an active Dynamic List, the change is not
retroactive to elements already on the list. Elements that are already added to the dynamic list retains
their original Time to Live.
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3.4.1 Adding a Dynamic List

To add Dynamic Lists:
1 Click Correlation on the Menu Bar and select Dynamic Lists. Alternatively, you can click
Dynamic Lists button on the Tool Bar.

2 Click Add button located on the top left corner of the screen. Dynamic List Properties window
displays.

3 Provide the Name of the List.

Dynamic Lisl Properlies

List Name | |

Lizt Element=

Quick: Fittar: | Q- |

Perziztert Walue Copires

Trahzient elemerts life span: | 1 : | |hnur|:s) w |

Ilsximum numker of elements: I:I

NOTE: The name cannot contain special characters, such as quotations or hyphens.

4 Click Add. The Add Element window displays:

Add Element

|:| Make persisternt

o o)

5 Provide name of the Element. To make the Element persistent, check Make Persistent Check
box and Click OK.

NOTE: To make an existing element persistent, select the checkbox before the element name
in the Dynamic Properties window.

6 Select Transient elements life span. It specify the time the persistent values are active in the list

7 Specify the Maximum Number of Elements. The number defined here limits the number of
elements in the list.

8 Click OK.
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NOTE: Select a filter type from Quick Filter drop-down list and specify the name of the
element, to filter the available elements.

3.4.2 Modifying a Dynamic List

To edit a Dynamic List:

1 Click Correlation on the Menu Bar and select Dynamic Lists. Alternatively, you can click
Dynamic Lists button on the Tool Bar.

2 Select a Dynamic List and click View/Edit link.
3 The Dynamic List Properties window displays. Edit the options as required and click OK.

3.4.3 Deleting a Dynamic List

WARNING: Do not delete a Dynamic List that is part of a correlation rule or rules.

To delete a Dynamic List:

1 Click Correlation on the Menu Bar and select Dynamic Lists. Alternatively, you can click the
Dynamic Lists button on the Tool Bar.

2 Select a Dynamic List and click Delete link against it. Confirmation message alert displays.
3 Click Yes to delete.

3.4.4 Removing Dynamic List Elements

There are several ways an element can be removed from a Dynamic List.

¢ A user can remove it manually
¢ The element can be removed by a correlation rule action
¢ The Transient elements life span can expire

¢ [fthe maximum number of elements for a Dynamic List is reached, elements are removed from
the list to keep the list at or below the maximum list size. The transient elements are removed
(from oldest to newest) before any persistent elements are removed.

3.4.5 Using a Dynamic List in a Correlation Rule

Dynamic Lists can be referenced in a Correlation Rule by using the Custom/Freeform option of the
Correlation Rule Wizard. For example:

filter (e.<tagname> inlist <Dynamic List Name>)

where

e.<tagname> represents a metatag in the incoming event, such as e.shn (Source Host
Name) or e.dip (Destination IP address)

<Dynamic List Name> is the name of an existing Dynamic List, such as
CriticalServerList
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The following instructions assume that a Dynamic List already exists.

To add a Dynamic List to correlation rule:
1 Open the Correlation Rules Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Custom/Freeform Rule.

3 In the Custom/Freeform Rule window, write the condition for the rule including the name of
the dynamic list. For example, filter (e.sev inlist Severity) where Severity is
the dynamic list name.

Click Validate to test the validity of the rule.

After validation of the rule, click Next, the Update Criteria window displays.
Update the criteria for the rule to fire and click Next.

Provide a name to this rule. You have an option to modify the rule folder.

Provide rule description and click Next.

© 0 N OO O b

You have an option to create another rule from this wizard. Select your option and click Next.

NOTE: Users must have the permission to Start/Stop Correlation Engine to perform these actions.

The two states of Correlation engine are

Enable

||

Disable .

When the Correlation Engine is enabled, it processes active correlation Rules. When in a disabled
state, all its in-memory data is preserved and no new correlation events are generated. Disabling the
Correlation Engine does not affect other parts of the Sentinel system.

Correlation rules are stored in the Sentinel database. When you activate the Correlation Engine in
Sentinel Control Center, it requests the deployment information and rules from the database.
Changes to a rule are not reflected in the Correlation Engine until one of the following things
happens:

¢ The rule is undeployed, edited and redeployed.
¢ The rule is freshly deployed

3.5 Correlation Engine

Correlation Tab
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3.5.1 Starting or Stopping Correlation Engine

To Start or to Stop a Correlation Engine:

1 Open the Correlation Engine Manager window.

2 Highlight and right-click a Correlation Engine and select Start or Stop Engine.

Stop Engine
Deploy Rule
Undeploy &l Rules

Fename Engine

3.5.2 Renaming Correlation Engine

A Sentinel system can have one or more Correlation Engines. You can rename the engines if desired.

To Rename a Correlation Engine:

1 Open the Correlation Engine Manager window.
2 Right-click the Correlation Engine and select Rename Engine.
3 Modify the name of the Engine and click OK.

3.6 Correlation Actions

The Action Manager allows you to configure repeatable Actions. There are several different types of
Actions that can be configured and then associated with a correlation rule deployment:

¢ Configure a Correlated Event
¢ Add to Dynamic List

¢ Remove from Dynamic List
¢ Execute a Command

¢ Send an Email

¢ Create an Incident

+ Any Imported JavaScript Action Plugin that is marked by the plugin developer as requiring a
Correlated Event as input

NOTE: Although all of these actions can be used in correlation rule deployments, only the
JavaScript Actions can be used in other areas of the Sentinel Control Center. For more information,
see Chapter 15, “Actions and Integrator,” on page 351.

Actions associated with a Correlation Rule are executed when the deployed correlation rule fires
(with the frequency of their execution determined by settings on the Update Criteria window of the
Correlation Rule Wizard).

If no Action is specifically selected when deploying a correlation rule, a correlated event with the
following default settings is created:
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Table 3-3 Default Settings

Field Name Default Values
Severity 4

Event Name Final Event Name
Message <message>
Resource Correlation
SubResource <Rule Name>

3.6.1 Configure Correlated Event
Figure 3-2 Configure Correlated Event

N Configure Action
LAction Mame

X

Wotion

WL Corfigure Correlated Event v

Marne Walle
=

__E\u'ent Options Copy fields from trigger event
=

i}

EvertMame
heszage
Resource
SubResource

A Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments.

To override the default values for the correlated event created when a rule fires, an action can be

created to populate the following fields in the correlated event:

+ Severity
+ Event Name
+ Message

+ Resource

*

SubResource
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3.6.2 Add to Dynamic List

Figure 3-3 Adding to Dynamic List

N Configure Action @

1iotion Mame

Lction
Wb Add to Dynamic List w

Mame Walue
Element Yalues
Element Type Persistent
Diyetamic: Lizt Mare
Aftribute Marmes

Addd Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments.

This action type can be used to add a constant value or the value of an event attribute (such as Target
IP or Initiator User Name) to an existing Dynamic List. Any values that are repeated across multiple
events are only be added to the dynamic list once. The various parameters available are:

Table 3-4 Parameters

Option Function

Element Values [optional] Specify a constant value to add to the dynamic list. If this is
blank, Attribute Name must be populated.

Element Type Persistent or Transient

Dynamic List Name Select an existing Dynamic List from the dropdown menu.

Attribute Names [optional] For every event that is part of a correlated event, the value or

values of the selected event attribute is added to the Dynamic List. If
this is blank, Element Values must be populated.

If there are entries for both Element Values and Attribute Names, both are added to the Dynamic
List when the rule fires. If the Element Value is filled in and the Element Type is Transient, the
timestamp for the element in the Dynamic List is updated each time the rule fires.
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3.6.3 Remove from Dynamic List
Figure 3-4 Removing from Dynamic List

N Configure Action

X

1iotion Mame

Wiotion

404 Remowve from Dynamic List v

Mame Value
=

Element Yalues

Dynamic List Marme

Atribute Mames

[ Add Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments

This action type can be used to add a constant value or the value of an event attribute (such as Target
IP or Initiator User Name) from an existing Dynamic List. The various parameters available are:

Table 3-5 Parameters

Option Function

Element Values Specify a constant value to remove from the list.

Dynamic List Name Select an existing Dynamic List from the dropdown menu.

Attribute Names For every event that is part of a correlated event, the value or values of

the selected event attribute are deleted from the Dynamic List.
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3.6.4 Execute a Command

Figure 3-5 Executing a Command

N Configure Action X
Wotion Mame
Lition
4 Execute & Command -
Iame Walle
Command
Arguments
Add Action Plugin ] [ Save ] [ Cancel ]

NOTE: This type of action can only be used in Correlation deployments

This action type can be used to execute a command when a correlated event triggers. You can set the
following parameters:

¢ Command

NOTE: For actions that execute a command or run a script, the command or script must reside
in the SESEC_HOME/config/exec or % ESEC_HOME%\config\exec folder on the Correlation
Engine. Symbolic links on UNIX are not supported.

+ Arguments: This can include constants or references to an event attribute in the last event, the
one that caused the rule to fire.

NOTE: References to event attributes must use the values in the metatag column enclosed in %
or $ symbols. For example, %InitIP% represents the Initiator IP address value from the
Correlated Event, except in the Configure Correlated Event action. Because the correlated
event has not been created before the action is executed, the InitIP value comes from the trigger
event. $InitIP$ always represents the value from the current event.Both %all% and $all$ are the
same, and they pass information (a limited set of attributes from both the trigger event and the
correlated event along with some correlation rule data) to a correlation action. They are
provided primarily for backward compatibility with existing correlation actions. They cannot
be used in JavaScript actions or in the Configure Correlated Event action. For more information
on metatags, see “Sentinel Event Fields” in Sentinel 6.1 Reference Guide.
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Command actions can be created to perform a non-interactive action, such as modifying a firewall
policy, entering a record in a database, or deactivating a user account. For an action that generates
output, such as a command to run a vulnerability scan, the command should refer to a script that runs
the command and then writes the output to a file.

NOTE: By default, the action output is stored to the working directory, SESEC_HOME/data. The
action output can be written to a different directory by specifying a different storage location of the
output file in the script

3.6.5 Create Incident

Figure 3-6 Configure Action- Create Incident

N Configure Action E|
Wtion Marne
L0 ticn
b Creste Incident -
Mame Walue

Reszponsible

Title

Category DEMIAL OF SERWICE

Sewverity Mone (0

Priority Mone (0)

State OPCM

ITRAC Process

Plugin To Executz

Add Action Plugin ] [ Save ] [ Cancel ]

NOTE: This type of action can only be used in Correlation deployments

This action type create an incident whenever a correlated event fires. You can also initiate an iTRAC
workflow process for remediation of that incident. For more information about the values of the
following parameters, see Chapter 4, “Incidents Tab,” on page 93.

*

*

Responsible

Title

Category

Severity

Priority

State

[Optional] iTRAC Process: dropdown of configured iTRAC processes
[Optional] Action Plugin to Execute: dropdown of configured JavaScript Actions

Correlation Tab
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WARNING: Do not enable the Create Incident action until the correlation rule has been tuned. If
the rule fires frequently, the system can create more incidents or initiate more iTRAC workflow

processes than desired.

3.6.6 Send Email

Figure 3-7 Configure Action- Send Email

N Configure Action
Wction Mame

Lction
A4 Send Email

[ame
Ta
Subject
Farmatter Mame

X

Walue

il

Add Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments

This action type can be used to send an Email when a correlated event triggers. The various

parameters available are:

Table 3-6 Parameters

Option Function
To Specify the recipient email address
Subject Specify the subject of the mail

Formatter Name

The format of the email will contain the correlated event formatted as “xml”
or “Name Value Pair”, depending on what you select

3.6.7 Imported JavaScript Action Plugins

For information on the JavaScript related actions and how to debug them, see Section 15.2, “Action
Manager,” on page 352 in Chapter 15, “Actions and Integrator,” on page 351. The JavaScript
Actions can be used in many places throughout the Sentinel interface.
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Incidents Tab

*

Section 4.1, “Understanding an Incident,” on page 93

*

Section 4.2, “Introduction to User Interface,” on page 93

*

Section 4.3, “Manage Incident Views,” on page 95

*

Section 4.4, “Manage Incidents,” on page 99

*

Section 4.5, “Switch between existing Incident Views,” on page 106

4.1 Understanding an Incident

In Sentinel, a set of related events (for example, a possible attack) can be grouped together form an
Incident. An Incident in “open” state alerts you to investigate, resolve, and close the incident. For
example, the resolution to an attack might be to close a port, block a source IP, or rebuild a machine.

Incidents can be created:

¢ Manually, by a security analyst monitoring incoming data or querying past data.

+ Automatically, as a result of a correlation rule being triggered. For more information, see
“Correlation Tab” section.

In the Incidents Tab, you can:

¢ Manage Incident Views
¢ Manage Incidents

+ Switch between existing Incident Views

NOTE: You need to have appropriate permissions to access this tab. Only an Administrator has
controls to enable/disable access to the features of Incidents for a user.

4.2 Introduction to User Interface

In the Incidents Tab, you will see the Display Incident View, Create Incident and Attachment Viewer
Configuration.

You can navigate to these functions from:

Table 4-1 Table 4-1: Incident Tab -User Interface

* The Incident menu in the Menu Bar PE—

j Digplay Incidet View Marager

a Creats hcident
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+ The Navigation Tree in the Navigation Pane Mavigshor

#  |nhcidonts Vicw
= __| Incident Detailz
#_ ] Imvesngate
4| Analysis
(1 Actiores

0y
-

+ The Toolbar Buttons . . -
Display Incident View Manager

EIEY

Create Incident

LA LLET

4.2.1 Incident View

In the Incident View Manager, you can view the list of incidents and the parameters you specified
when adding an incident.

To open Incident View Manager:

1 Click Incidents on Menu Bar and select Display Incident Views or click Display Incident View
button in the Tool Bar.

X ¥ O
1 State Sewerity Pricrity Id Rezponzible
= 2] neident -
E yu OPEM Mane [0 Mane (0] 330
D timecwt2 QFEM Tone () Maone (0} 410
D abc OFPEM Mane ([0 Maone (0] 200
D Testnct OPEN Low 723 Mone (01 423
D = OPEN Mone (07 Mone (01 3580
D Sel OPEM Mone [0 Mone (D) 702
D el OPEN Mone (07 Mone (01 o0
D 51 OPEN Mone (07 Mone (01 428
[ neh h e h1 m can b’
S0 of 50 EE‘ Refresh @ Manage View - @ Switch View -

4.2.2 Incident

When you add/edit an incident, you will see the tabs listed below where you can perform the
incident related activities. As you investigate and remediate an incident, additional information can
be added to these tabs. Except for Events and History, entering information on the tabs is optional.
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Figure 4-1 Add/Edit Incident

N New Incident (1) E]@

File Actions  Options

@8 » a2 B »®

Incident ID: MEWY _ Bverts | Assets | Vulnerahilty | Advisor | ITRAC | History | Aftachments | Motes 14 B
Associated Events:
Title:
: Severity DsteTime  SourcelP DestinstionlP EventMame
State: OPEM ~

SeverityMone {0}  +

Priority: Mone (0) -

Category: v E]

Originator: esecadm
Responsible: v

Description:

Resnlutinn®

|~
v

+ Events: Lists events attached to this incident. You can attach events to incidents in Active
Views.

+ Assets: Lists assets affected by the events of this incident.

¢ Vulnerability: Lists asset vulnerabilities.

¢ Advisor: Displays Asset attack and alert information.

¢ iTRAC: Allows you to add a workflow to incident from iTRAC Tab.

¢ History: Lists activities performed on the current incident.

¢ Attachments: Allows you to add an attachment to the incident created in the system.

+ Notes: Allows you to add notes to the incident.

4.3 Manage Incident Views

Manage View allows you to:

* Add Views
+ Edit Views
+ Delete Views

+ Mark a View as default

4.3.1 Adding a View

To add an Incident View:

1 Click Incidents > Display Incident View Manager. Alternatively, click Display Incident View
button on the Tool Bar.
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2 Open the View Options by either:

+ Clicking the down-arrow on the Manage Views button located in bottom right corner of
the window and selecting Add View. or

¢ Clicking the down arrow on the Manage Views button located in the bottom right corner
of the window, selecting Manage Views and then clicking the Add View button.

Oiptinn karme | |

Oiptions

Category, Created By, Criticalty Rati...
Group By... Mone

Filler ... (][}

I

Loof Atribtc. . Scloct Attributc for dizplay

SAuR ] [ Cln=e ]

3 Provide a name in the Option Name field. Click each button (listed below) to specify the
options.

+ Fields: The variables of the events attached to incidents are displayed as fields. By
default, all the fields are arranged as columns in the Incident View. In the Field options
window, you can add or remove columns that display and arrange the order of the columns
by moving the up and down arrows.

N Fields x
Auvailsble Colurmas Shove Columns nihiz O
Calecory b
Creat=d By

Crilicality Patrc
4 Dale Created
Dale vedifec
Ihacrt Diescripdian
H
Modified By

Priority

Rezoltion

Severity ¥

l Qe l Cose l

+ Group By: You can set rules to group incidents in the display View.
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FOUE By
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Thh By
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+ Sort By: You can set rules to sort the incidents in the display view.

Sorl
Arrt Fiy
& Cosommana | ——
{3 Doscohdihg
Thien B].l’
I—I Mg =it
Li=scamchngg il=ar Al
Trier By
Py T | TRTY]
L= sz armciing
H=m Ly
[more ]
[ latetatel oty I4Tr]

+ Filter: You can set Incident filters. Only the Incidents that match your filter displays in

the View.

Zhow tems that match thasa criternia:

Moo s

Cietlfe more Crterls:

Fleld 1Zondftior Walue

S —
Al to List

| ok || oneet || cloar |

¢ Leaf Attribute: You can select an attribute from the list which is displayed as the first

column in the Incident View.

Incidents Tab

97

6002 Yyoiew vz (us) xoopaou



98

(N x|

Category -
Created By
Criticality Rating
Date Created
Date Modified
Description

Id

Moclified By
Priority
Resalution
Severity
Sewverity Rating
State

4 Click Save.

4.3.2 Modifying a View

To edit an Incident View:

1 Click Incidents > Display Incident View or click Display Incident View Manager button on the
Tool Bar.
2 Open a view by:

¢ Clicking the down-arrow on the Switch View button in the bottom right corner, select the
view you want to edit. Click the down-arrow on the Manage View button located in
bottom right corner of the screen and select Edit Current View from the list. or

¢ Clicking the down arrow on the Manage Views button located in the bottom right corner
of the window, select Manage Views. Select a view to edit and click View/Edit.

3 Edit the options as required and click Save.

4.3.3 Deleting a View

To delete an Incident View:

1 Click Incidents > Incident View Manager or click Display Incident View button on the Tool
Bar.

2 Click the down-arrow on the Manage Views button located in bottom right corner of the screen
and select Manage View from the list. The Manage View window displays. Select a view and
click Delete. A confirmation message alert displays.

3 Click Yes to delete.

Sentinel 6.1 User Guide

6002 Yyoiew vz (us) xoopaou



4.3.4 Default View

To mark a View as default:

1

Click Incidents > Display Incident View Manager, or click Display Incident View Manager
icon on the Tool Bar.

2 Click the down-arrow on the Manage Views button located in bottom right corner of the screen

and select Manage Views from the list. The Incident View window displays.

3 Select the incident view you want as default, and click Mark as Default.

4.4 Manage Incidents

You can perform the following activities related to Incidents:

*

*

Create an Incident

Attach Workflows to Incidents
Add Notes to Incidents

Add Attachments to Incidents
Execute an Incident Action
Email an Incident

Edit an Incident

Delete an Incident

4.4.1 Creating Incidents

To create an Incident:

1

Click Incidents > Create Incident, or click Create Incident button on the Tool Bar. The New
Incident window displays.

Incidents Tab
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N New Incident (1) E@

File Actions  Options
| 2 A a &

Incident ID: MEWS .« Euents | Assets | Vulherabilty | Advisor | iTRAC | History | AMtachments | Notes 4 F B
Associated Events:

Title:

: Severty DateTime  SourcelP Destination P EvertMarme

State: OPEMN »
Sewverity:|None (0) v

Priority: Mone (0} v

Category: w E

Originator: esecadm
Responsible v

Description:

Rasnlutinn-

|~
»

2 Specify the following information:
+ Title: Specify the Title of the Incident.
¢ State: To set state of the incident, select from the drop-down list.
+ Severity: To mention the severity of the incident, select from the drop-down list.
¢ Priority: To mention the priority of the incident, select from the drop-down list.
¢ Category: Specify the category of the Incident.

+ Responsible: To assign the responsibility to investigate and close the incident, select
from the drop-down list.

¢ Description: Specify the description of the Incident in the text area.
+ Resolution: Specify the resolution description in the text area.

3 Click Create. The Incident ID automatically generates after you click Create.

NOTE: For more information on creating an incident grouping events, see Creating Incident in
“Active Views Tab” section.

4.4.2 Viewing an Incident

To open an Incident

1 Click Incidents > Display Incident View Manager or click Display Incident View Manager
button on the Tool Bar.
2 Open an Incident by:

+ Seclecting a view from the Switch Views button in the bottom right corner.

+ Double click an incident in the Incident View Manager window.
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4.4.3 Attaching Workflows to Incidents

To attach a workflow to an Incident:

1 Open an incident.

2 In the Incident window, click iTRAC Tab.

3 Select an iTRAC process from the drop-down list.
4 Click Save.

NOTE: You can attach only one process to an incident.

4.4.4 Adding Notes to Incidents

To add a note to an Incident:

1 In the Incident window, click Notes Tab.

2 Click Add. Add Notes to Incident window displays.
3 Provide your notes and click OK.

4 Click Save.

NOTE: To edit or delete the note, select a note in the Notes tab of the Incident window, right-click

the note and select edit or delete.

4.4.5 Adding Attachments to Incidents

To add an attachment to Incident:

1 In the Incident window, click Attachments Tab.

2 Click Add. Add Attachment to Incident window displays.
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Add Attachment To Incident E|

Attachment File Selection:

| | Browse

Attachment ldentification

SR |
Tupe: | DEFAULT |
Subtype: | DEFAULT |

‘ Ok | | Cancel |

3 Click Browse, navigate to the attachment, and select it.
4 Provide the following information, or accept the default entries:
¢ Name
¢ Description
+ Type
+ Subtype
Click OK, click Save.

NOTE: Right-click the attachment to view or save.

4.4.6 Executing Incident Actions

Any configured Javascript action or iTRAC activity can be executed on an incident.

To execute an incident action:

1 Open an Incident.

2 Click Execute Incident Action or select Actions>Execute Incident Action.
]

The Execute Incident Action window displays.
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M Execute Incident Action ﬂ

Incident Actions:

Marne Description
7 CollectionActivity
J Containmentactivity

35| Disable Account Sentinel Action
\J EradicationActivity

53! Mtail to 2nd Tier Analysts Sentinel Action
= Send Email Sentinel Action

3z| Start User Deprovisioning Workflow | Sentingl Action
52 Start User Re-provisioning Worldlow | Sentinel Action

Acd Action... Execute Cancel

3 Select an Action or click Add Action to create a new one.

4 Click Execute. If the action is a Javascript Action, a window opens to show the progress of the
action.

N Mail to 2nd Tier Analysts =181 x|

Waiting for action output stream to connect..
Action output stream connected. Waating for action autput...

Constructing email...

End of action output.

Kl | ©

Attach To Incident | Cloze |

5 To add the command output to the Incident, click Attach to Incident.
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Add Attachment To Incident100 x|

~Attachment File Selection:

I Browvise |

~Attachment ldentification

Mame: IMaiI_tu_an_Tjer_Analysts.h:t
Description: IFle-sults of Mail to 2nd Tier Analysts
Type: |DEFAULT
Subtype: |DEFAULT
Ok Cancel

The action output is saved and can be viewed from the Attachments tab of the Incident.

4.4.7 Emailing an Incident

To mail an incident using the preinstalled Email Incident action, you must have an SMTP Integrator
is configured with valid connection information and with the property SentinelDefaultEMailServer
set to “true”. For more information, see “SMTP Integrator” documentation available at Novell
website (http://www.novell.com/documentation/sentinel61).

To email an Incident:

1 Open an incident.

2 Click Email Incident button.

3

The Email Incident window displays.
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Email Ineident

)

Ernail Composition

Email Address: | v |

Email Subject: | |

Email Message:

Include Associated Data:

(¥) Events (%) Assets (&) Wulnerabilities
() Advisor Aftacks (8 Hislory (8 Aftachments
) Motes
Ok ] ’ Cancel

3 Provide:
+ Email Address
+ Email Subject
+ Email Message

4 Select which HTML attachments should be included in the mail message: the events included
in the incident, assets, vulnerabilities, Advisor attacks, incident history, attachments, and notes.

5 Click OK.

4.4.8 Modifying Incidents

To edit an Incident:
1 Click Incident tab. Click Incidents > Display Incident View. Alternatively, click Display
Incident View button on the Tool Bar. Incident View window displays with the list of incidents.
2 Right-click the incident you want to edit and select Modify.
3 Incident window displays. Edit the following information:
+ Title
+ State

+ Severity

*

Priority

*

Category

Incidents Tab
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+ Responsible

¢ Description

¢ Resolution
4 Click Save.

NOTE: Save button gets active only if you modify any information in Incidents screen.

4.4.9 Deleting Incidents

To delete an Incident:

1 Click Incident tab. Click Incidents > Display Incident View Manager, or click Display Incident
View button on the Tool Bar. The Incident View window displays.

2 Right-click the incident you want to delete and select Delete.
3 A confirmation Message displays. Select Yes.

4.5 Switch between existing Incident Views

To switch between Incident views:

1 Click the down-arrow on the Switch View button on the bottom right corner of the screen
which displays a list of existing views.

2 Select a view.
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iTRAC- Workflows

¢ Section 5.1, “Understanding iTRAC Workflows,” on page 107
¢ Section 5.2, “Introduction to the User Interface,” on page 108
¢ Section 5.3, “Template Manager,” on page 109

¢ Section 5.4, “Template Builder Interface,” on page 110

¢ Section 5.5, “Steps,” on page 114

¢ Section 5.6, “Transitions,” on page 125

¢ Section 5.7, “Activities,” on page 133

¢ Section 5.8, “Process Management,” on page 142

5.1 Understanding iTRAC Workflows

iTRAC Workflows are designed to provide a simple, flexible solution for automating and tracking
an enterprise’s incident response processes. iTRAC leverages Sentinel’s internal incident system to
track security or system problems from identification (through correlation rules or manual
identification) through resolution.

Workflows can be built using manual and automated steps. Advanced features such as branching,
time-based escalation, and local variables are supported. Integration with external scripts and plug-
ins allows for flexible interaction with third-party systems. Comprehensive reporting allows
administrators to understand and fine-tune the incident response processes.

NOTE: Access to manage iTRAC templates, activities, and processes can be enabled on a user-by-
user basis by any user with the ability to change user permissions.

The iTRAC system uses three Sentinel objects that can be defined outside the iTRAC framework:

Table 5-1 Sentinel Objects used by iTRAC

+ Incident Incidents within Sentinel are groups of events that represent an actionable
security incident, plus associated state and meta-information.

Incidents are created manually or through correlation rules, and can, but need not
be associated with a workflow process. They can be viewed on the Incidents tab.

* Activity An Activity is a pre-defined automatic unit of work, with defined inputs, command-
driven activity, and outputs (for example, automatically attaching asset data to the
incident or sending an e-mail).

Activities can be included in a workflow template and executed during workflow
processes, or they can be executed within an incident.

+ Role Sentinel users can be assigned to one or more Roles. Manual steps in the
workflow processes can be assigned to a Role.

iTRAC Workflows have four major components that are unique to iTRAC:

iTRAC™ Workflows
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Table 5-2 Major components of iTRAC

+ Step A Step is an individual unit of work within a workflow; there are manual
steps, decision steps, command steps, mail steps, and activity-based
steps. Each step displays as an icon within a given workflow template.

¢ Transition A Transition defines how the workflow moves from one state (Activity) to
another — this can be determined by an analyst action, by the value of a
variable, or by the amount of time elapsed. .

+ Templates A Template is a design for a workflow that controls the flow of execution of
a process in iTRAC.

The template consists of a network of manual and automated Steps.
Activities and criteria for transition between them.

Workflow templates define how an incident is responded to after a process
based on that template is instantiated (see below).

A template can be associated with many incidents.

* Processes A process is a specific instance of a workflow template that is actively
being tracked by the workflow system. It includes all the relevant
information relating to the instance, including the current step in the
workflow, the associated incident, the results of Steps, attachments, and
notes.

Each workflow process is associated to one and only one incident.

5.2 Introduction to the User Interface

Within the Sentinel Control Center, you access the iTRAC administrative functions by selecting the
iTRAC tab from the main screen. This tab gives you access to the Activity Manager (where you
define Activities), the Template Manager (where you define Templates), and the Process View
Manager (where you manage instantiated workflow Processes).

You can navigate to these functions from:

Table 5-3 iTRAC -User Interface

¢ The iTRAC menu in the Menu Bar — | |

e Display Process Manage
3 Activity Manager

;J Templste Manager

. N . —
The Navigation Tree in the Navigation Pane Newigator —

: +-_ ] Templates
=-__| Process Maragemert
- Process View Manager
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+ The toolbar buttons

5.3 Template Manager

The Template Manager can be used to create, view, modify, copy, or delete a Template. Within the
Template Manager you can add, delete, copy, view, and edit templates. Templates can be sorted into

folders for easy management
In the Template Manager, you can:

¢ Create new workflow Templates
+ Edit or copy existing Templates
¢ Define workflow Steps
¢ Manual or Automated
¢ Description of Step or instructions for iTRAC users
¢ Define transitions between Steps
¢ Transition type
¢ Escalation procedures

+ Timeout and alert attributes
Figure 5-1 iTRAC workflow
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5.3.1 Default Templates

iTRAC is shipped with the following templates to use as examples. The process and activity
attributes for these templates are set to pre-defined values. Users can modify these to suit their

requirements. The default templates are:

+ AlertTimeoutExample
+ TwoStepSimpleExample
¢ Conditional TransitionExample

¢ CommandExample
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5.4 Template Builder Interface

Figure 5-2 Template Builder Interface
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The following panes displays in the Template Builder window:

¢ Process Tree: This pane displays the Steps, Transitions and Variables added to the Template.
User can add Steps or Variables, Edit or Remove Steps, Variables and Transitions.

To perform an action on a Step, Variable or Transition:
+ Expand the relevant group in the Tree.
+ Select and right-click an existing attribute.
+ Select action you want to perform.

¢ Process: This is the main GUI for viewing and creating a Workflow template. For more
information on creating a Workflow Template, see “Section 5.4.1, “Creating Templates,” on
page 112”.

¢ Quick Edit: Select a Step or Transition to see its properties. This pane allows you to edit
process attributes.

To edit the details of steps using Quick Edit:
¢ Click the Process Attribute value in the Quick Edit Pane.
¢ The attribute values are highlighted indicating Edit Mode.
+ Modify the value and click anywhere outside the Quick Edit frame to save the new value.

¢ Messages: This pane displays messages if Steps or Transitions are incomplete. You must
resolve any issues listed here before saving the Template.

¢ Overview: This pane displays an overview of the entire Template.

+ Step Palette: There are four types of Steps in the Step Palette. You can Drag and Drop the
Steps into the Process pane.

¢ Decision Step
+ Mail Step
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¢ Manual Step
¢ Command Step

¢ Activities: The activities added in the Activity Manager are shown in this pane and can be
added to a workflow template. The user can also Add, Edit and Remove Activities. For more
information, see Section 5.7.5, “Managing Activities,” on page 140.

WARNING: Use caution when editing or deleting an Activity that is already in use.

The following icons are used in the Template Builder to represent the Steps:

'[icon graphics did not export; missing]

Table 5-4 Template Builder Icons

Icon Description

Start Step: All workflow templates have a Start Step.

..:“')"
O Decision Step: This step provides different execution paths depending on the value
of a variable defined in a previous Step.

,,L} Mail Step: This step sends a pre-written email.

aand

P Manual Step: This step indicates that manual work must be performed, often outside
) the Sentinel system (For example, telephoning the owner of the affected system or

analyzing the results of a scan).

\? Activity Step: This step is a pre-defined set of Activities.
%

Command Step: This step executes a command or script on the iTRAC workflow
server, usually installed in the same place as the Data Access Service (DAS). The
output of the command can be stored in a string variable and used as input to a
Decision Step.

g

@ End Step: This step signifies the completion of a workflow process.
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5.4.1 Creating Templates

To create a New Template:

1 Click the iTRAC tab.
2 In the navigation pane, click iTRAC Administration > Template Manager.
3 Click Add. The iTRAC Template Builder window displays.
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4 In the Process Details window, provide a name and description (optional) of the template and
click OK.

5 Drag and drop a Step from the Step Palette or an Activity from the Activities pane into the
Process window. Or click the New Step drop-down button in the upper left corner and select
one of the following Step types. Or right-click Start step, select Insert New and select one of the

following Step types.
+ Decision Step + Manual Step
+ Mail Step ¢+ Command Step

6 Add as many Steps and Activities as needed to create the Template.

7 Create transitions between each Step. To create Transitions, right-click the step after which you
need to add transition and click Add Transition.

NOTE: Any step (except for the End step) might have one or more exit transition lines. A
Decision step must have at least two exit lines.

8 Right-click each final step in the Template and click Add End Transition.

NOTE: On the bottom of the iTRAC Template Builder is a message pane that lists any
warnings or errors about incomplete steps during the construction.

9 To save your process, go to File>Save or click Save button.
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5.4.2 Managing Templates

After creating a template, you can modify, copy, delete the Template.
Viewing/Editing Templates

To view/edit an Existing Template:

1 In the Navigator, click iTRAC Administration > Template Manager.
2 Highlight a template and click View/Edit. The Template builder displays.

Process Saved Successhuly

Bowt| 3B S 0D [t sertrel ol . [ 1Tk Process Buder... Vil 10aoen
Copying Templates

One way to create a new workflow Template is to copy one of the default Templates and modify it.

To copy a Template:

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Highlight a template and click Copy. A Template Builder with the copied template displays.

4 Provide a new name, save and edit the template as needed.

Deleting Templates

Even if you delete a Template, any instantiated workflow processes that are based on that Template
still completes normally.

To delete a Template:

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Highlight a template and click Delete.

iTRAC™ Workflows
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5.5 Steps

Steps are the basic components of a Template. Every Template must have a Start Step and an End
Step. The Start Step exists by default. You can also add the following types of Steps to a Template:

¢ Manual Step
¢ Decision Step
¢ Mail Step

¢ Command Step
* Activity Step
¢ End Step

5.5.1 Start Step

Every workflow template must have one and only one Start step. The transition from a Start step is
always Unconditional.

5.5.2 Manual Steps

-

IR

This type of step indicates that manual work must be performed. Every manual step in a Template
must be assigned to a Role. The users in that role are notified through a worklist item when an
instantiated workflow process reaches the Manual Step. When a user accepts the worklist item, it is
removed from the queue of the other users in that Role. For more information about worklists and
stepping through a workflow process, see Section 6.1.1, “Work Item Summary,” on page 147.
section.

The description of the step should indicate what work needs to be performed. The user is expected to
perform that work and then acknowledge completion.

A Manual Step includes the following attributes:

+ Name of step
+ Role
¢ Variables
+ Delete
*+ Add

Description

*

Variables

The user can also be asked to set one or more variables to appropriate values. Four variable types
can be assigned to manual steps: (1) Integer, (2) Boolean, (3) String and (4) Float. This variable can
be set to an explicit default value during the Step definition, or the user can set the value at run-time
as part of the workflow process. The value can be optional or required.
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The value of the variable can be used as part of a Conditional transition to determine the path the
workflow follows. It can also be used later as part of a Conditional Transition from a Decision step
to determine the workflow path.

NOTE: If the value is going to be used later as part of a Decision step, it should be marked
“Required.”

For example, an integer variable can be set by the user to hold the event rate. Output transitions from
the Manual Step can be defined so that if the event rate is greater than 500, one path is followed; else
another path is followed.

To create a variable:
1 Click iTRAC tab.

2 In the Navigator, click iTRAC Administration > Template Manager.

Click Add button in upper left corner to open a new template or highlight an existing template,
click View/Edit.

4 Right click Variables in the Process Tree and select the type of variable to add or right-click the
variable type and select Add [type] Variable.

Process

Process
B Steps

\3 Wiarkivarning
3. Recard
3- TimeSenstiveicrl:
\3 WorkEzcalated
..... <;l> Stepd

Ado BOOLEARN Wariahle
Add FLOAT Variahle
Add INTEGER Wariahle

Add STRING Wariable

5 Give the variable a name and specify the Default Value, if desired.

Boolean Variable:
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Process Yariables |

Mame |variabled

Yariable Type IBOOLEAN LI b

Defaultvalue ITrue LI

Description

6] 4 | Cancel |

Integer Variable:

Process Yariables

Mame [variablez

Wariahle Type

Defaultvalue 100

Cescription

Ok | Cancel |

String Variable:
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Process Yariables
Name |variabled
Wariahle Type ISTRING LI
Defaultvalue |Cr'rtica||
Description
614 | Cancel |
Float Variable
Process Yariables [ x|

Name  |variabizd

Wariahle Type |FLOAT j d

Default Value |55.3|

Description

1| ¥ DefaultWalue must be Float Ok | Cancel |

6 Click OK.

From a Manual Step, you can set Conditional, Unconditional, Timeout, or Alert transitions.
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5.5.3 Decision Steps

P

This type of step selects between exit transitions depending on the values of variables defined in
prior steps. See Section 5.5.2, “Manual Steps,” on page 114 for the available variable types. The
Decision Step itself is very simple; you can edit only the step name and description. The workflow
path is determined by the transitions.

From a Decision Step, you can set Conditional and Else transitions. Every Decision Step must have
an Else transition and at least one Conditional transition. The Else transition leads to a workflow
path that is followed if none of the criteria for the Conditional transitions is met.

5.5.4 Mail Steps

)

=

This step sends a pre-written email. A Mail Step includes the following attributes:

+ Name of step

¢ To addressee

¢ From addressee
¢ Subject of email
+ Body of email

From a Mail Step, you can set a Conditional, Unconditional, Timeout, Alert, or Error transition. An
Error transition should always be included so error conditions can be handled properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

5.5.5 Command Steps

Sl

A Command Step is a step in which an operating-system level command or script (shell, batch, perl
and so on) is executed. The name of the command can be provided explicitly or set as a string
variable, and parameters can be passed in the same manner. Output from the command can also be
placed back into a string variable.

A Command Step includes the following attributes:

+ Name of step
¢ Description

¢ Command (Can be explicit or variable-driven)
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¢ Arguments (Can be explicit or variable-driven)
¢ Output Variable

NOTE: The command (or a batch file or script that refers to the command) must be stored in the
%ESEC_HOME%\config\exec or SESEC_HOME/config/exec directory on the iTRAC workflow
server, usually the same machine where the Data Access Server (DAS) is installed. Symbolic links
are not supported

Variables

The command output can also be used to set a variable to the appropriate values. Command steps
must use String variable types.

The value of the variable can be used as part of a Conditional transition to determine the path the
workflow follows. It can also be used later as part of a Decision step to determine the workflow
path.

For example, a command step can return a value of 0 for failure and 1 for success. This output can
be assigned to a variable, and then a Conditional transition or a Decision step can use this value to
determine which workflow path to take.

The command and its arguments can each be specified explicitly by the person designing the
workflow or be set as a string variable. If either one is set as a string variable, there must be a
previous step in the Template where the variable is set to a string value.

From a Command Step, you can set Conditional, Unconditional, Timeout, or Alert, or Error
transitions. An Error transition should always be included so error conditions can be handled
properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

5.5.6 Activity Steps

An Activity Step is a type of automated step that can be used in a workflow Template. Activity Steps
are created in the Activity Manager and can consist of internal Sentinel operations or external
scripted operations. After Activity Steps are created, the user can select from the library of these
Activities and include them into in a workflow. For more information on creating each type of pre-
defined Activity, see Section 5.7.4, “Creating iTRAC Activities,” on page 135.

An Activity Step includes the following attributes:

+ Name
¢ Description

¢ Activity Assignment
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From an Activity Step, you can set Conditional, Unconditional, Timeout, or Alert, or Error
transitions. An Error transition should always be included so error conditions can be handled
properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

5.5.7 End Step

Every workflow template must have an End Step to complete every branch of the workflow path.

5.5.8 Adding Steps to a Workflow

Steps can be added to a workflow using the Step Palette or using a right-click in the Process Builder.

When adding steps to a workflow, a yellow entry field indicates an invalid entry.

To add a Step from the Step Palette:
1 Drag and drop a step from the Step Palette.
2 Right-click the step and select Edit Step.
3 Edit the details of the step and click Save.
To add a Step using a Right-Click:

1 Right-click an existing step in the Process Builder and select Insert New.
2 Edit the details of the step and click Save.
3 Select Manual, Decision, Mail, Command or End Step.
4 Edit the details of the step and click Save.
To add an Activity Step:

1 Click and drag an Activity from the Activity Pane to the Process Builder.

To add an End Step:

1 Right-click a Step with no transition and select Add End Transition.

&
E

Insert Iew ¥
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g4 Edit st
k] ¥ = o

v Copy Step

g7 Delete Step

If,]:! Adidl Transition
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5.5.9 Managing Steps

Steps can be copied, edited, or deleted.
Copying Steps

To copy a Step:

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Template Manager.

Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
Select an existing step, right-click, and select Copy Step.

A » ON =

The Step window opens in edit mode with all the attributes of the selected step. Specify a name
to the new step.

6 Edit step attributes as required. Click OK.
Modifying Steps

To edit a Step:

1 Click the iTRAC tab.

2 In the Navigator, click iTRAC Administration > Template Manager.

3 Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
4 Select an existing step, right-click, and select Edit Step.

5 Edit the step attributes. Click OK.

To edit a Manual Step:

1 Right-click a Manual Step and select Edit Step.
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Manual Step

]

Manual Step

=
iz azzigned to a role. Variables may be aszociated with a m [E
manual step to get input from users

Mame ||

~ General | Description

Role |

Azzociate Variablzs

= Aszociate @ B0 Preview

MName
Type
Default

# Mame is Invalid.

2 Provide a Name for the step.

3 Attach a Role to this step by selecting a Role from the drop-down list. (For more information
on Roles, see Chapter 10, “Administration,” on page 217.

4 Click Associate to associate a Variable; select the variable from the list or create new variables
to be associated. Set a default value as desired.

Check the Read-Only box if this variable is to be forced to the default value.
Click Description tab to provide description for this step.

Click Preview to preview the step you created.

Click OK.

0 N O O

To edit a Decision Step:

1 Right-click a Decision Step and select Edit Step.
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Decision 5tep

Decision Step

iz uzed :o creste decision points for conditional transtions

3

s

Marne ||

~ General | Description

& Mame is Invalid.

e

2 Provide Name.

3 Click Description tab to provide description for this step.

4 Click OK

To edit a Mail Step:
1 Right-click a Mail Step and select Edit Step.

Mail Step
Mail Step

Ehdail will be zert to configured addresses

X

.&

Mame ||

~ General | Body

Tao |

From |

Suhject

3 Subject shouldn't be em... [¥)

[ ]

2 Provide Name for the step.

3 Provide To and From mail addresses and Subject in the General Tab.

4 Click Body tab and type the message.
5 Click OK.
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To edit a Command Step:
1 Right-click a Command Step and select Edit Step.

Command Step

X

Command Step
Command step executes the configured command. The output E E]
of the command may be mapped to process variable
Mame ||
A General | Description
|:| Use Variahles
S rd
|:| Uze Variables
Argumetts
OutputVariahle A
X Outputwariable not set (W)

2 Provide a Name for this step.

3 Specify the path and name of the command or script to execute (relative to the SESEC_HOME/
config/exec or %ESEC_HOME%\config\exec directory)

4 If you want to run a command or script referenced in a variable that gets populated during the
workflow process, check the Use Variables box.

5 Specify any command-line arguments to pass to the command or script. If you want to use the

contents of a variable that gets populated during the workflow process, check the Use Variables
box.

6 Specify a variable to hold output from the command or script. Any standard output is placed
into these variables.

7 Click Description tab to provide description for this step.
8 Click OK.

Deleting Steps

To delete a Step:

1 Click iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
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4 Sclect an existing step, right-click, and select Delete Step.
5 In the Alert Message window, select Yes to delete.

5.6 Transitions

Transitions are used to connect steps. There are several types of transitions:

+ Unconditional ¢ Alert
+ Conditional + Else
+ Timeout ¢ Error

A Transition can have the following attributes:

¢ Name

¢ Description

¢ Destination: Step to which the transition links
¢ Expression

+ Timeout Values

Different steps have different properties and therefore they are associated with different transition

types.

Table 5-5 Steps and Valid Transition

Step Type Valid Transitions

+ Decision + Conditional
* Else

¢ Manual + Unconditional
+ Timeout
* Alert

¢ Command + Unconditional

+ Mail + Timeout

* Activity * Alert
¢ Error

5.6.1 Unconditional Transitions

An unconditional transition must always be used from a Start step. Manual, Command, Activity, and
Mail Steps can also have unconditional transitions. The only parameter for an unconditional

transition is the next step.

This path is taken when the current step is completed (unless a timeout transition is configured and

the timeout period elapses).
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To add an Unconditional Transition:

1 Open the Process Builder.
2 Select an existing step, right-click and select Add Transition.
3 Specify a name for the transition.

4 Select the Transition type Unconditional from the list.

karme Ista.rt

Type Unconditional E>
Source  jskatt T Cestination |NameIT ':!

Desciption

5 Click the down arrow for the Destination field and select a step.

Diestination INEmeIT v|
SEartNOTEPAD
—————erraillH

6 Provide a description for this transition and click OK.

5.6.2 Conditional Transitions

Select an exit path based on an expression using iTRAC variables set in a Manual or Command step.

NOTE: You can add Conditional Transitions only from a Decision Step to any other step.

When creating a Conditional Transition, the conditional expressions can be based on comparing a
variable that is populated during the workflow process to a specific value or to another variable

populated during the workflow process. Multiple conditional expressions can be combined or nested
using the AND and OR operator.

To add a Conditional Transition:

1 Open the Process Builder.
2 Select an existing Decision step, right-click and select Add Transition.
3 Provide a name for the transition.

4 Select the Transition type Conditional from the list.
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Transitions

Mame Idfafweafewafewa

Type IConditiDnal

Source Isdfasdfa... "I

S =g

Destination |AEERSS

Expression
et |
Clear |
Descripton

0] 34 | Cancel |

5 Specify the destination Step.

6 Click Set to add an expression. The empty Expression window displays.

& Expression

Complate Exprossion

¥ eoir @ DEL

164 | Cancel |

7 Click EXP to add the first expression. The evaluation expression is an expression that evaluates
to TRUE or FALSE during the workflow process. Select the appropriate dropdown under
Relations to compare a variable to a constant value (Variables and Values) or to another

variable (Variables and Variables).
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Relationz

Agtribute Condtion Walue

= =

Ok | Cancel |

8 Select a variable from the Attribute dropdown or add a new one if desired.

Select a condition from the Condition dropdown. The condition list varies depending on the
type of Attribute variable chosen.

String Variable Conditions:

| & Expression
; @ AND 2k OR 9 eoir @ DEL
| Relations
I‘u‘ariables and Yalues - |
Agtribute Condition Wallue
ISampIeString\-‘ari&ble LI Isiads‘u‘u'i‘th :I I
ends it O | Cancel |
eouals
eoualslgnoreCase
matches
i= empty
1 i ot emply
Complste Expresson

o] 4 | Cancel |

Integer and Float Variable Conditions:
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< Expression

L EXP of AND 2k OR A eom @ DEL

| Relations

I\.’ariables and Yalues hi |

Aftribute Condition Walue

_ISampIeIrrtegerVarable j Iis exactly LI I

Corprlats Exprassiok

Boolean Variable Conditions:

| & Expression
I BB EP <@ aw 2k OR 9 eoir @ DEL
| Relations
Wariahlr= and Walirs: - |
Agtribute Condition Walue
ISampIeBoolean\feriable LI quuals LI ITrue ll
not equss QK | Cancel |
Complste Expresson
ak | Cancel |

10 Set the Value.
11 Click OK.
12 If a second expression is desired, highlight the root folder.

W

13 Repeat steps 7-12 as needed.

14 By default, all expressions at the root level is separated by AND operators. To nest expressions
or to use the OR operator, click the appropriate operator button and drag and drop expressions

onto that operator.
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M < Expression

ter Lo g oR = EpiT ) DEL

G {}

,r'ﬁ Sample Stringarisble matches virus

,r'k Samplelrtegeryarishle i< 100

; ,-k SampleFlostWariable is exactly SampleFlostvariable2
Eo ,t SampleBoalean'ariable equals False

Complete Expression

I Sample StringVarisble matches Mwirns™) AND Sample integervariable s < 100 ANG {SampleFlostWariable is
sxachly SampleFlostvarisble2 OR SamplzBoolean'yariable soquesls Falseld

Qk | Cancel |

15 When the expression is complete, click OK.

6002 Yyoiew vz (us) xoopaou

NOTE: You can edit/delete an existing expression using the Edit and Delete buttons in the
Expression window.

16 Click OK. The expressions you provided displays in Transition window under Expression
section.

17 Provide a description for your transition and click OK.

5.6.3 Else Transitions

An Else transition leads to a path that is taken from a Decision Step when the criteria for the
Conditional transitions are not met. This transition only applies to Decision Steps, and every
Decision Step must have an Else transition. The workflow path with the Else transition is only
followed if none of the criteria for the Conditional transitions is met.

NOTE: You can add Else Transitions only from a Decision Step to any other step.

To add an Else Transition:

1 Open the Process Builder.

2 Select an existing Decision step, right-click and select Add Transition.
3 Select the Transition type Else from the list.

4 Specify the destination Step.

5 Provide a description for this step and click OK.
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5.6.4 Timeout Transitions

A Timeout transition leads to a path that is taken when a user-specified amount of time (minutes,
hours or days) elapses after a Base Time, which is either step_activated time or step _accepted time.
Step_activated time is the time that iTRAC activates this step within the workflow process.
Step_accepted_time is the time when a user accepts (or takes ownership) of the worklist item for this
step. If the timeout time period passes without the step being completed, control moves to the next
step.

Timeout transitions can be set for a Manual Step or a Command Step. Step_accepted_time is only
relevant for Manual Steps and should not be selected for a Command Step.

This transition is represented by a red line.

To add a Timeout Transition:

Open the Process Builder.

Select an existing Decision step, right-click and select Add Transition.
Select the Transition type Timeout from the list.

Specify the destination Step.

Click Set to specify the Timeout details. Timeout details window displays.
Specify the timeout value in minutes, hours, or days. Click OK.

Select Base Time.

0 N O A~ ODN -~

Provide a description for your transition and click OK.

5.6.5 Alert Transitions

An Alert transition leads to a path that is taken when a user-specified amount of time (minutes, hours
or days) elapses after step _activated time or step_accepted time. At this point, the workflow
process is usually escalated to a user who can intervene and take action.

Step_activated time is the time that iTRAC activates this step within the workflow process.
Step_accepted_time is the time when a user accepts (or takes ownership) of the worklist item for this
step.

If the alert time period passes without the step being completed, the workflow process branches into
two active paths. The original step remains active for user intervention. The alert path is also
initiated. For example, the alert path might escalate the workflow process to the attention of a
supervisor, although the main path is still open and the original owner still has the option to
complete the worklist item. Another example is that if a command is taking too long to run, you
might want to alert an analyst to investigate the delay or possibly run the command manually.

Alert transitions can be set for a Manual Step or a Command Step. Step_accepted_time is only
relevant for Manual Steps and should not be selected for a Command Step.

This transition is represented by a yellow line.

To add an Alert Transition:

1 Open the Process Builder.

2 Select an existing Decision step, right-click and select Add Transition.
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3 Select the Transition type Alert from the list.

4 Specify the destination Step.

5 Click Set to provide the Alert details. Alert details window displays.
6 Specify the Alert Time value, in minutes, hours, or days. Click OK.

7 Provide a description for your transition and click OK.

5.6.6 Error Transition

An Error transition leads to a path that is taken if an automated step cannot successfully complete.
Error transitions can be used for Command, Mail, and Activity Steps (for example, if a Command
Step fails to execute).

Error Transitions should typically lead to some kind of notification. For example, an Error
Transition might lead to a Manual Step in which the user is instructed to manually run a process that
previously failed.

NOTE: The Error transition is only taken if the iTRAC call to the Command, Mail, or Activity Step
fails. If there is an internal error with the Command script or the mail server fails, this does not
satisfy the conditions for an Error transition.

Only the destination Step can be specified, along with a description.

To add an Error Transition:

1 Open the Process Builder.

2 Select an existing Decision step, right-click and select Add Transition.
3 Select the Transition type Error from the list.

4 Specify the destination Step.

5 Provide a description for this step and click OK.

5.6.7 Managing Transitions

After creating a transition, you can edit or delete the transition.
Modifying Transitions

To edit a Transition:

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Template Manager.

Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
Double-click an existing transition line. The Transitions window displays.

Edit the transition as needed.

O O A~ ODN -~

If you are editing an expression from a decision step, click ... button and double-click the
expression.
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Mame I2E| trir Timeout
Type ITimeDu‘t LI ® @
Source  [File name | Destination [Time out =] @

Timeout Details

Ti ut will fire in 20 minutes aft I
imeout vill fire in 20 minutes after @

ACTHITY ACCEPTED TIME Clear I

Timeout Details E3

Diescripti

Time [ Unt  Mintes =]

Ease Time IStep Accepted Time LI

il | Cancel |

7 Edit as needed.

8 Click OK until you exit the Transitions window.
9 Click Save.

Deleting Transitions

To Delete a Transition:

1 Click iTRAC tab.

2 In the Navigator, click iTRAC Administration > Template Manager.

3 Highlight an existing template, click View/Edit. iTRAC Process Builder window displays.
4 Select an existing step, right-click, and select Remove Transition.

5 In the Alert Message window, click Yes.

5.7 Activities

An Activity is very similar to a Command Step, except that Activities are reusable and cannot use
input or output variables. The Activities pane shows a library of user-defined, reusable Activities
that can reduce the amount of configuration necessary when building Templates.

Activities are exported or imported as xml files. These files can be exported or imported from one
system to another.
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Figure 5-3 Activity Pane

Activites
Activities v % 9 M

B collectionactivity
F cortainmertActivty
F Eradicationsctivity
3 Internal Activity

iTRAC Activities can be used in iTRAC templates to define a workflow step, or they can be
manually executed from within an Incident. Sentinel provides three types of actions that can be used
to build Activities:

¢ Incident Command Activity
¢ Incident Internal Activity

¢ Incident Composite Activity

5.7.1 Incident Command Activity

An Incident Command Activity enables you to launch a specific command with or without
arguments. The following fields from the incident associated with the workflow process can be used
as input to the command:

¢ DIP [Target IP] + SIP [Initiator IP]

+ DIP : Port + SIP: Port

+ RT1 (DeviceAttackName) + Text (incident information in name value pair
format)

NOTE: The command (or a batch file or script that refers to the command) must be stored in the
%ESEC_HOME%\config\exec or SESEC_HOME/config/exec directory on the iTRAC workflow
server, usually the same machine where the Data Access Server (DAS) is installed.

5.7.2 Incident Internal Activity

An Incident Internal Activity enables you to mail and/or attach information from the Sentinel
database to the incident associated with the workflow process. Each of these options has a
prerequisite:

¢ Vulnerability for the Initiator IP address (SIP) or the Target IP address (DIP): This
requires that you run a vulnerability scanner and bring the results of the scan into Sentinel using
a Vulnerability (or “information”) Collector

+ Adyvisor attack-related data: This requires the purchase and installation of the optional
Advisor data subscription service.

¢ Asset data: This requires that you run an asset management tool such as NMAP and bring the
results into Sentinel using an Asset Collector.
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To send mail messages from within the Sentinel Control Center, you must have an SMTP Integrator
that is configured with connection information and with the property SentinelDefaultEMailServer
set to “true”.

5.7.3 Incident Composite Activity

An Incident Composite Activity enables combine one or more existing Command and Internal
activities.

5.7.4 Creating iTRAC Activities

To create an iTRAC Activity:

1 Click iTRAC tab.

2 In the Navigator, click iTRAC Administration > Activity Manager or click the Add button in
the Activity Pane.

3 Highlight an existing activity and click > Add button. Activity Wizard window displays.
4 Select an Activity type: Command, Internal, or Composite.

5 Provide a name and description for this activity. Click Next.

| activiies R B

7 Collectionactivity
¥ Cortainmmett Activity

B Eradicationsctivity
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Activity Wizard E3
Activity Wizard
Select Activity Type,Erter Mame and Description.

Type L=zage

Inciclert Cormmane Activity Incicernt Command Activity
Incidert Composite Activity

Incident Internal Activity

Mame

SampleMarme
Description

Sarmple description|

Back et Cancel

6 Configure the necessary settings for the type of activity you chose.
¢ Incident Command Activity
¢ In the Command Arguments Wizard, specify the Command.

¢ Provide the Arguments for this command. You can select None, Incident Output
(Values from the Drop-down list), or provide Custom values.
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Activity Wizard

Command Arguments Wizard

Provide command name and select required cormand argunnent type,

Caommand:

Argumerts:
@ More

) Incidert Output DIp

O Custom

[ 3

<

Description

[ Back: ]L Ted J [ Cancel

Click Next.

You can configure an Incident Command Activity to email the output to a specific
address and/or attach the output to the incident associated with the workflow process

in this window.

Select Mail and specify the To and From email address and Subject.
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Activity Wizard

]

Command Activity Mail and Attachment VWizard

Select required attachrment options and provide the necessary mail details.

EE

To: | |

Fror ; | esec_activity |

Subject ; | |

] attack to Incidert

Description

[ Back ” Tt ] [ Cancel

¢ Select Attach to Incident, if required.

¢ Click Next.

¢ View and confirm the details you chose in the Summary page and click Finish.
¢ Incident Internal Activity

¢ In the Command Arguments wizard, specify the Command.

¢ Provide the Arguments for this command. You can select None, Incident Output
(Values from the Drop-down list), or specify Custom values.
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Activity Wizard X
Internal Activity Mail and Attachment ¥izard
Select reguired mails and attachments.
hail and Mtach
Mail Attach
|:| |:| Wulnerability
|:| |:| Adlvizor Dats
Description
Back ” et ] [ Cancel
Click Next.

¢ Select your options (Mail and attach).

¢ Ifyou select Mail, you are prompted to provide To, From email address and Subject.

Provide this information and click Next.

¢ View and confirm the details you chose in the Summary page and click Finish.

¢ Incident Composite Activity

+ Select the activities from the list of available activities and click Next.
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Activity Wizand

X

Composite Activity Wizard
Select required user defined Activities.

Activities

|:| Cortainmert Activity
[ Eradicationsctivity
Hl Collectionactivity

[ Back ” Med l[ Cancel l

View and confirm the details you chose in the Summary page and click Finish.
5.7.5 Managing Activities
After creating an Activity, you can modify, import or export it.
Modifying Activities

To modify an Activity:

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Activity Manager.

3 Highlight activity that needs modification and click View/Edit. Edit Activity window displays.

4 Edit information in General, Attachment and Mail tabs.
5 Click OK.

Exporting Activities

To export an Activity:

1 Click iTRAC tab.
2 In the Navigator, click iTRAC Administration > Activity Manager.
3 Click Import/Export Activity icon. Import/Export Wizard window displays.
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Import/Export Wizard El
Activity Import/Export

Select Import or Exaort action and the file for activities to be imported from or exported inta.

Dezcriptian
Expart Activity]

File Mame

|[ Explore

File Path

[ Pl ] [ Cancel

4 Select Export Activity and click Explore.

5 Navigate to where you want save your exported file.
6 Click Next.

7 Select one or more activities to be exported.
8 Click Next and click Finish.

Importing Activities

To import an Activity:

1 Click iTRAC tab.

N o a b~

In the Navigator, click iTRAC Administration > Activity Manager.

Click Import/Export Activity icon. Import/Export Wizard window displays.

%

Select Import Activity and click Explore.

Navigate to your import file. Click Import.

Click Next. You will see a list of activities that are imported.
Click Next and click Finish.
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5.8 Process Management

Process Management allows you to view the incident’s progress in the workflow or terminate a
workflow process. Process Management allows you to:

+ Display Status of your Process
¢ Start your Process

¢ Terminate your Process

Process Execution is the time period during which the process is operational, with process instances
being created and managed.

When an iTRAC process is executed or instantiated in the iTRAC server, a process instance is
created, managed and eventually terminated by the iTRAC server in accordance with the process
definition. As the process progresses towards completion or termination it executes various
activities defined in the workflow template based on the criteria for the transitions between them.
The iTRAC workflow server processes Manual and Automatic Steps differently.

An iTRAC process must be created with a single associated incident; there is therefore a one-to-one
match between iTRAC processes and incidents. Not all incidents are necessarily attached to
processes, however.

NOTE: Only one incident can be associated to an iTRAC process instance.

5.8.1 Instantiating a Process

An iTRAC process can be instantiated in the iTRAC server by associating an incident to an iTRAC
process by the following three methods

+ Associate an iTRAC process to the incident at the time of incident creation

+ Associate an iTRAC process to incident after an incident has been created

¢ Associate an iTRAC process to an incident through correlation

For more information on associating a process to an incident, see Chapter 4, “Incidents Tab,” on
page 93.

5.8.2 Automatic Step Execution

When the process instance executes an automatic Activity Step, Command Step, or Mail Step, it
executes the associated Activity or command defined in the Template, and stores the result in
process variables. It then transitions to the next Step in the iTRAC template.

For example, an Activity might be defined to ping a server; when this Activity is executed in a
workflow process the Activity runs and attach the results to the associated incident.

5.8.3 Manual Step Execution

On encountering a Manual Step, the iTRAC server sends out notifications in the form of work items
to the assigned resource. If the Step was assigned to a role then a work item is sent to all users within
the role. The iTRAC server then waits for the user to complete the work item before proceeding to
the next activity.
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For more information, see Section 6.1.1, “Work Item Summary,” on page 147.

NOTE: All Manual Steps must be assigned to a Role, or group of users.

5.8.4 Display Status

The Display Status function is to monitor the progress of a process. As the process instance
progresses from one activity the user might track the progress visually by clicking on the Refresh
button, the process monitor also provides an audit trail of all the actions performed by the iTRAC
server when executing the process.

[ ALL PROCESSES ==&
State: Process Definition . Inciclert Cwner Inciciert Il Last Updste Time
= & WFERuntimeProcess
terminatecd Command Step 242 1241172006 12:09:24)
w COMmand terminated Command Step 243 121172006 12:09.23
wpressinn_Rnnlean
(¢ Testincident runhing Expression_Eoolean am 1215/2006 12:22:02
(¢ 569507 running Expression_Eoolean 4o 121572006 11:13:40
1% 10,45 AM completed Expression_Eoolean 360 1211672006 10:51:44)
&G EC13 completed Expression_Eoolean 333 1214/2006 12:42:26
& EC12 completed Expression_FEoolean 332 124 4/2006 12:40:52
% ECT completed Expression_Eoolean In 121472006 123655
wpression_Check
A3 2

Activities that are running are represented by and those completed by and terminated by icons
respectively.

5.8.5 Displaying Status of a Process

To display Status:

1 Click iTRAC tab.
2 Click Display Process Manager icon.

X

3 Click down-arrow on the Switch Views button to select a view or create a new view.

4 Tn the Process Manager window, highlight and right-click a process and select Actions >
Display Status.
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- et TimeoutE. .
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Start Process
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Terminate Process

Kl | o

| RPeady |||f§‘ Rﬁfresh| EI Manage Wiews - E] Switch View -

5 The current step is highlighted in red.

N Sampleincident - Alert Timeout Example !EE
Gl ZoomOut Ji Zoom Selected Fesct sj' Process Detsilz - Hiztory
State: running Owner Name:
Process Definition Name: Instance Id: [P)L:_ct:ls_s
Aert Timeout Example 1_MlerTimeoutExample_Alert Timeout Example Ir! lon
Version: 1
ikl

| a0

(= » = ’ o B ecord End
o ab escalate Y wik2
start m WWorkEscalated
alert
7 @
—_—
A
Warkiarning End

| Ready ”Refresh” Crested || State: runhing

6 To close, click X in the upper right corner.

5.8.6 Changing Views in Process Manager

To Change the View in the Process View Manager:

1 Click iTRAC tab.
2 Click Display Process Manager icon.
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3 Click the drop down list in Manage View and select Edit Current View option.

4 TIn View Option window you can also set your:
+ Fields
¢ Group by
+ Sort
+ Filter
¢ Tree Display
Click Apply and Save

The following is view with Tree Display set to Status (running and not started).

M Process Wiew Manager

Description 1 ncident ld Incident Cwner Instance Id
=- &:‘}'\‘ WFERURtime....
-GG 11714454 .. 1_Test!_Test1

0
@ 11720466, 23 _Template_to_cke... 0
0376... 233 _samplewarkiow... E
e LB 11720452, 405 307 _Activity_chk_acti... O
@ 11720466... 405 309_Cmd_check_Cn... O
5 11720482 .. 410 311 _Timeout! _Temgl... O
o b 11720601 .. 412 313 _Activity_chk_fch. 00
p T, F— = e
Ready r%‘ Refresh @ Manage Wiew - @ Switch Wiew -

5.8.7 Starting or Terminating a Process

To Start or Terminate a Process:

1 Click iTRAC tab.
2 Click Display Process Manager icon.

iy

&

Alternatively, you can select iTRAC > Display Process Manager.

3 Click drop down arrow on the Switch Views button to select a view or create a new view.

4 In the Process View Manager window, highlight a process, right-click and select Actions >

Start Process or Terminate Process.
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Work Items

¢ Section 6.1, “Understanding Work Items,” on page 147
¢ Section 6.2, “Processing a Work Item,” on page 150

¢ Section 6.3, “Manage Work Items Of Other Users,” on page 151

6.1 Understanding Work Items

A Work Item is a workflow task assigned to a particular user or role in the iTRAC application. The
individual activities to be performed to complete an iTRAC process are listed as work items in Work
Item Summary in the Sentinel Control Center. For more information on iTRAC processes, see
Chapter 5, “iTRACTM Workflows,” on page 107. You can access the work items from any tab in
the Sentinel Control Center.

NOTE: To have access to a work item, you must assign it to you or acquire the work item
management permissions. If you have Work Item management permission, you can manage work
items of other users.

6.1.1 Work Iltem Summary

The Work Item Summary lists the work items allocated to a user as an individual and as a member of
a group; it can be referred as an incident workflow to-do list for a user who is a part of the Incident
response process. In the Work Item Summary, you can access the work items and:

* View the details of a work item

¢ Process the work item to complete the task

In the Work Item Summary, work items are grouped by current user and by other users with similar
role. The following example is for a user who is a member of the Admin, Analyst, Jr Analyst and
Admin Asst group.

Figure 6-1 Work Item Summary

Work Rem Summary

There are 2 tems
owvned by me and 1 DGroup

asgigned to my groups. El e

Wiy weark items

g m | Click here towiew Work Iters
min

A alyst |
A Analvsit '| Ja———— These ars [ser created rales, using Riole
Admin Asst H Ilanager in Adwmin Tab.

The following is an example of a user who is a member of the Analyst group who has a process
assigned to his role (group).

Work Items
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Figure 6-2 Work Item Summary-Example

Work Bem Summary

There are O tems

e
ovvred by e and 1 D roug
aggignec to my groups. | [ Me

Wi weork items

Anakyst |

To view a Work Item:

1 In the Work Item Summary, click the yellow or green bar. A work item list for the group or the
current user displays and shows the name and ID of the incident, the workflow process name,
and the step name and description

]
User: ]ssscacm ﬂ Group: I.ﬂmlysi _ﬂ Owner: | Group Yl Process: Ic&b "’I

*¥ SR_104_2008-07-31 (203) Process: General Incidert Process
Evaluate the associated incident within 12 hours o determine escalation pal Step: TimeSenstiveiliork

Complete  Acquire  “iew Details

2 Double-click any work item and click View Details. Work Item Details window displays and
shows the Process Details, including any detailed instructions included by the iTRAC
workflow developer and any variables that need to be set in the step.

xl
Process Name : General Incident Process Status * FUnning
Owner : Performer - 2nalyst

Pracess De'laisl Process Overview | Incident|

Process Description

Events assigned to this process must be evalusted by the SOC within 12 hours. The SOC analyst must decﬂ
ide in this time whether to keep the incident and resolve it or escalate it to the Tier 2 analysts.
SO0 arabests should follow the miidesines in Comearahiame Sacrbvincident Marisl nof to determine whe 2

"Step Description

escalation |Trus ;l =

False

H

omaammwvaﬂauesbeﬂ:m completing Complete | Acquire I Cancel |

3 Click Process Overview to view an overview of the entire iTRAC process.
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N Work Item Details x|

Process MName : Gzneral Incident Process Status : FLIRRnG
Owner ; Performer : Analyst

Process Details  Process Ouerview| Incident|

@. Zoam Sut -Cl Zoom Selected @ Reszet L’f’ Frocess Detals -

State: running Onner Name:
Process Process
Definition Mame: Instance Id: Definition
General Incident 4 _MertTimeowt Example _&ert Timeout Example \ersion: 3
Process

Escalat Incident -y wah?

-
Tl
r i s - 7 WilarkEscalaied © Tier 2 Analysts - - e
u Mahs Decizion g u

ot DR i Fembater m  TL L o
@

whi

Wbk bz Compleed by S0C

Complete | Acuire | Cancel |

4 Click Incident to view the details of the associated incident.

N ¥ork Item Details x|
Process Name : General Incidert Process Status * LRI
Owner : Performer : Analyst

Process Details | Process Overview  Incident |

ILEIEIE] r
Incident ID: Events | Azsets | wulner ability | Anvizor | History | Atachments | Notes | kil
203 Associated Events:
Title: : Severty EventTire Ewert Mame
ISF{_'I 04_2008-07-31 3 7E0G 64428 PM  |Test Evert  |Test data generated at 2008~07~01
) ' PG00 Gedd:2C Ph |Test Cvent | Test data generated st 2000-07-00
State: y FIGNG 64427 Ph [Test Evert  |Test data genersted st 2005~07~01
IOF'EN v I ® [F50864427 PM [Test Evert  |Test data generated at 2008~07~01
Sewerity: l@ FIGNG 6:44:27 PM  [Test Evert  |Test dats genersted st 2008~07~01
@ FIGNG 64427 PM  [Test Everd  |Test data genersted st 2008~07~01
ILDW 2 :,' @)  |7i6M08 6:44:27 PM |Test Evert  |Test data generated st 2003~07~01
Priority: @ FIBI0E 64427 P |Test Event | Test data generated at 2008~07~01
lm [ 7IGI0G 6:44:27 P |Test Evert  |Test data generated at 2008~07~01
lb 7505 6:44:27 P |Test Evert  |Test data generated &t 2005~07~01
Catenory: . 9 FIGI0E 6:44.27 PM | Test Evert  |Test data generated st 2008~07~01
| — e P T T o Y ey
5 T

Complete | Acouire | Cancel |

5 To take responsibility for this work item, click Acquire. Otherwise, click Cancel.

NOTE: Any changes to the Incident from this screen must be saved. There is a Save button on the

toolbar and Save button if you scroll down to the bottom of the screen.
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The information on the Process Details and Process Overview tabs is defined by the iTRAC
workflow designer. For more information on creating workflow templates, see Chapter 5,
“ITRACTM Workflows,” on page 107.

6.2 Processing a Work Iltem

A Work Item can be accessed from any part of the main tabbed Sentinel Control Center interface.
* You can still process a Work Item in a group even if you have logged in as a different user.
However, you cannot acquire a step if you have login as a different user.
¢ The Work Item remains with the user of a group who has acquired it.

+ Consecutive steps are dependent. If two steps in a row are assigned to the same Role, the user
who acquires the first step will also be assigned the second step.

+ Non-consecutive steps are independent. For example, if a workflow proceeds from steps that
are assigned to the Tier 1 Analyst group to the Tier 2 Analyst group and then back to the Tier 1
Analyst group, the third step will be available to the entire Tier 1 Analyst group; it is not
assigned to the individual user who handled the first step.

The two stages of processing a work item are

¢ Accepting a work item

¢ Completing a work item

6.2.1 Accepting a Work Item

To accept Work items:

1 In the Work Item Summary, click the yellow or green bar. A work item list for the group or the
current user displays.

N Work Items rzl
User: |esecadm v Group: | Acdmin A Oweer: | Group ¥ Process: |<All> »

o 55 WS X
53 work_em Twva StepSimple Example o,

2 To assign an iTRAC process to you, highlight the process and click Acquire.

N Work Items rzl
User: |esecadm b Group: | Admin ~ Quener: | Group v Process: <Al v

55 (T0T) T SIER ST TR
& 55 (100) TraStepSimple Example

Process: TwoStepSimpleExample
Siep: Stepl
Compiste  Acquire  View Details

5 work_item TwaStep SimpleExamgle

50 work_tem (115) TwoStepSimpleExample .

The Work Item Summary changes from yellow to green.
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6

Work item assigned to a group (role)

Work item assigned to the user under the
Analyst role.

VWork tem Summary

There ate 0 terms
&
owvned by me and 1 D s

aszighed to my groups. D e
Yig wWork BEms —

Work Rem Summary

There are 0 tems
awvned by me and 1 D RO
assignec 1o my groups. D he

Wiy weork terns

NOTE: When acquiring (accepting) a work item, it is removed from the queue of all other

users in the same role. The work item can be returned to the group by clicking Release.

Click View Details.

The current step within a Work Item is highlighted in red.

To take action on the step, click the Process Details tab.

In the case of a manual step and depending on the type of variable (Integer, String, Boolean and
Float) assigned to that step, click the down arrow and select a decision. If needed, you can add

comments or add an attachment.

In all other cases, the steps are automatic.

Click Complete to complete the process.

Completing the work item signals the completion of the task to the iTRAC server. The updateable

variables from the work item are processed by the server to move to the next step, which depends on
how the workflow is defined. The work item is removed from the user’s worklist and appears in the
worklist of the individual or role associated with the next step in the process.

6.3 Manage Work Items Of Other Users

The Administration function allows an administrative user to release a Work Item from a specific

user back to everyone in a role. This is beneficial in the event that a Work Item is in already in

process but the assigned user cannot complete the work.

To release a Work Item back to a role (Admin):

1 Login into Sentinel as a user with iTRAC — Manage Work Items Of Other Users user rights.

2 In the Summary pane, click View work items.

Work Items
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Work fem Summary

There are 0 tems
e
owvred by me and 1 D PR

azsigned to my groups. I Me
Wiewy Wwiork TEmS —

3 In the Work Items window, set the following:

N work Items

User Ijr1 LI GroLp: IAnaIys{ j et I<AII> 'l Process: I<AII> VI
Process : blame chart

Step : HackedCRnot

Compete Release  View Details

¢ User: Name of the user that has acquired the process

¢ Group: Name of the Group that the user belongs to. In the above example, the user
belongs to the Analyst group.

+ Owner: Seclect either <All> (all processes acquired or not), me (acquired processes) or
Group (un-acquired processes).

+ Process: Name of the process.

In the above example, all processes acquired by jrl, who belongs to Group Analyst, with all
processes listed.

4 To release the Work Item, high light the Work item and click Release. Release changes to
Acquire (not available).

In this example, only a member of the Analyst group can acquire this Work Item.
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Analysis Tab

¢ Section 7.1, “Understanding Analysis,” on page 153
¢ Section 7.2, “Introduction to the User Interface,” on page 153

¢ Section 7.3, “Offline Query,” on page 156

7.1 Understanding Analysis

The Analysis tab allows historical reporting. Historical and vulnerability reports are published on a
Web Server, these run directly against the database and they appear on the Analysis and Advisor tabs
on the Navigator pane.

Analysis tab also provides Offline Query and Crystal Reports Server™ to view pre-defined reports.
In Offline Query you can save and generate the queries offline. This helps in optimizing network
usage as it relieves network from heavy processing when similar queries are triggered. Offline
Query helps you in ad hoc reporting and with Crystal Reports Server you can view predefined
reports. You can also customize reports to meet your requirements.

NOTE: Sentinel is integrated with Crystal Reports Server to generate and display reports. The
administrator must configure the location of the Crystal Reports Server that publishes reports in the
Crystal Report Configuration window of the Admin tab. The Navigator window on the Analysis tab
shows a list of available reports.

In order to run the report templates, you must have Crystal Reports Server Edition installed and your
Sentinel Control Center configured to access that server. For more information, see “Crystal Reports
for Windows” or “Crystal Reports for Linux” in Sentinel 6.1 Installation Guide.

NOTE: You must have proper permissions to use Analysis tab. If this permission is not assigned,
Analysis tab is not displayed.

7.2 Introduction to the User Interface

In Analysis, you can see the Create Reports and Offline Queries options.

You can navigate to these functions from:

Table 7-1 Analysis Tab -User Interface

The Analysis menu in the Menu Bar Analysis
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The Navigation Tree in the Navigation Pane

0
-

Mavigator

=] Offline Queries

L Offline GLery

—J Hstorical Everts
b _~J|Histnrical Ewvent QLeries|

The Toolbar Buttons Ot
Create Repert

_ETiES

7.21 Top Ten Reports

The following are the Top 10 reports which are available in Sentinel 6:

¢ Top 10 Correlation Rules Triggered
¢ Top 10 Destination Host Names

¢ Top 10 Destination IP Addresses

¢ Top 10 Destination Port Numbers

*

Top 10 Destination User Names

*

Top 10 Destination Event Names

*

Top 10 Source Host Names
Top 10 Source IP Addresses

Top 10 Source to Destination IP Pairs

*

*

*

Top 10 Source User Names

*

Top 10 Virus Names
Event Count by Top 10 Assets

*

*

Event Count by Top 10 Departments

*

Event Count by Top 10 Taxonomy Level 3

*

Incidents by Top 10 Assets

*

Incidents by Top 10 Users

The Top 10 reports are enabled by default, and the following summaries are turned on to enable the
Top 10 reports:

¢ EventDestSummary
+ EventSevSummary

¢ EventSrcSummary

If Top 10 reports are not needed, you can disable these summaries, or you can enable additional
summaries in order to use them for reporting. If the summary service is not in use, you can disable it.

154 Sentinel 6.1 User Guide

6002 Yyoiew vz (us) xoopaou



To enable/disable Aggregation:

1 In Sentinel Control Center, go to Admin > Server Views.

2 Right-click DAS Aggregation and select Start/Stop to enable/disable Aggregation.

To enable/disable summaries:

1 In Sentinel Control Center, go to Admin > Report Data Configuration.

2 Highlight the Summary to enable/disable and click the status (Active/Inactive) of that
summary.

3 Select Yes to confirm that you want to change the status of the summary.

To enable or disable EventFileRedirectSerice:

1 At your DAS machine, using text editor, open:
For UNIX:

SESEC_HOME/config/das binary.xml

For Windows:

$ESEC_HOME%\config\das binary.xml

2 For EventFileRedirectService, change the status to on or off, as appropriate. For example:

<property name="status">off</property>
3 Log into the Sentinel Control Center as the Sentinel Administrator.

4 Go to Admin > Servers View.

[ Starts | suto Restarts | Start T
El ) ProcessHestth
= J cwitt-desktop

@ Colector_Manager 1 o £ 407 3091
- @ Carrelation_Engine 1 1] S 407 308
- Das_Aggregation 1 ] 5014007 308
DAS Einary ;
@ DAS_Promy 1 o £ 407 308
- DAS_Query 1 i £ 407 308
@ Das_RT 1 o 5 407 306 -
- DASITRAC 1 a 5 4007 308

- (@) UNIX Communicati.. 0 o
o @ Windows Communi... 1 o £ 407 3081
Kl | i
| RPeady ||.,\? F-Bfresh| @ Manage Yiews - E Switch View -

5 Right-click DAS Binary and select Restart.
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7.2.2 Running a Report from Crystal Reports Server

To run a report:

1 Click the Analysis tab.
2 In the Analysis Navigator, click a report from the available reports.

NOTE: To run any Top 10 reports, aggregation must be enabled and EventFileRedirectService
in DAS Binary.xml must be set to on. For information on how to enable aggregation, see
Section 10.10, “Report Data Configuration,” on page 255.

3 Click Analysis > Create Report or click Create Report.

4

4 Complete the information prompts and click OK. The report displays.

7.2.3 Running an Event Query Report

To create an Event Query report:

Click the Analysis tab.

In the Analysis Navigator, open the Historical Events folder.

Click Historical Event Queries.

Click Analysis > Create Report or click Create Report icon. An Event Query window displays.

a o ON =

Set the following:
+ time frame
+ filter
* severity level

+ Dbatch size (this is the number of events to view — events display from oldest events to
newer events)

6 Click Begin Searching.
To view the next batch of events, click More results icon.

Rearrange the columns by dragging and dropping them and arrange the sort order by clicking in
the column heading.

9 When your query is complete, it is added to the list of quick queries in the Navigator.

7.3 Offline Query

Offline Query is most often used to run queries against large amounts of data. Offline Query will
continue to run even after the user logs out of the Sentinel Control Center, if necessary.

NOTE: You can view the result of your query only after it is completely processed.
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After the query has completely finished processing, the results are available to the user who initiated
the Offline Query and other Sentinel users with the same security filter. When you attempt to browse
or save the result as HTML or CSV, the data is transferred from the server to the local machine
running the Sentinel Control Center.

NOTE: For performance reasons, the result set for Offline Query is limited to 100,000 records. For
better results, you must specify a better filter or a smaller time range when creating an Offline
Query.

7.3.1 Creating an Offline Query

To create an Offline Query:
1 Click Analysis on the Menu Bar. The Offline Query window displays. Alternatively, you can
click Offline Query button on the Tool Bar.

2 In the Offline Query window, Click Add button located on the top left corner of the screen. The
Add Offline Query window displays.

N Add Offlina Quary Ed

p -
o Description

Suery

Fltter -

.

Slarl Tune

20T 3062 Ph wr

Cincl Tirne :

207 30642 P hd

Ok Cancel

3 Provide a Query Name. Select an existing filter to be used for generation of offline query. For
more information on the selection and creation of filters see Chapter 2, “Active ViewsTM
Tab,” on page 35.

4 Seclect the Start Date and End Date for which you want to generate an offline query.
5 Specify the description in the Description Tab.
6 Click OK. The Offline Query gets listed in the Offline Query window.

Analysis Tab 157

6002 Yyoiew vz (us) xoopaou



7.3.2 Viewing, Exporting or Deleting an Offline Query

To view, export or delete an Offline Query:
1 Click Analysis on the Menu Bar. The Offline Query window displays. Alternatively, you can
click Offline Query button on the Tool Bar.
2 In the Offline Query window, select an offline query. The following options are available:

+ Browse: Click Browse to view the output of the Offline Query in the Active Browser
window.

¢ CSV: Click CSV to generate a Comma Separated Value file with the queried information.

¢ HTML: Click HTML to generate an HTML file with the queried information.

¢ Delete: Click Delete to delete the Offline Query. Confirmation message alert displays.
Click Yes to delete.

¢ Details: Click Details to view the details of the Offline Query as specified when adding
the Query.
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Advisor Usage and Maintenance

*

Section 8.1, “Understanding Advisor,” on page 159

*

Section 8.2, “Installing Advisor,” on page 160

*

Section 8.3, “Viewing Advisor Data,” on page 161

*

Section 8.4, “Maintaining Advisor,” on page 162

8.1 Understanding Advisor

Advisor is an optional data subscription service that provides device-level correlation between real-
time events from intrusion detection and prevention systems and enterprise vulnerability scan
results. By providing normalized attack information, Advisor acts as an early warning service to
detect attacks against vulnerable systems. It also provides associated remediation information.

NOTE: You must also have the optional Advisor license in order to view the tab correctly.
Otherwise a notification displays that you are not licensed for Advisor. In addition, access to the
Adbvisor tab is controlled by the administrator on a user-by-user basis.

The Advisor data feed is updated on a regular basis as new attacks and vulnerabilities are reported. It
contains two types of data:

¢ Alert Data: Information relating to known security vulnerabilities and threats

¢ Attack Data: Normalization of intrusion detection signatures and vulnerability scanning plug-
ins

The supported systems are listed below with their associated device type (IDS for intrusion
detection system, VULN for vulnerability scanners, and FW for firewall).

Table 8-1 Supported Systems and their Associated Device Type

Supported Systems Device Type RV31 Value

Cisco Secure IDS IDS Secure

Enterasys Dragon Host Sensor  IDS Dragon

Enterasys Dragon Network IDS Dragon Network
Sensor

Intrusion.com IDS SecureNet_Provider

(SecureNet_Provider)

ISS BlackICE PC Protection IDS BlackICE

ISS RealSecure Desktop IDS RealSecure Desktop
ISS RealSecure Network IDS RealSecure

ISS RealSecure Server IDS RealSecure Server
ISS RealSecure Guard IDS RealSecure Guard

Advisor Usage and Maintenance
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Supported Systems Device Type RV31 Value
Sourcefire Snort/Phalanx IDS Snort

Symantec Network Security 4.0  IDS ManHunt
(ManHunt)

Symantec Intruder Alert IDS Intruder

McAfee IntruShield IDS IntruShield

eEYE Retina VULN Retina
Foundstone Foundscan VULN Foundstone

ISS Database Scanner VULN Database Scanner
ISS Internet Scanner VULN Internet Scanner
ISS System Scanner VULN System Scanner
ISS Wireless Scanner VULN Wireless Scanner
Nessus VULN Nessus

nCircle IP360 VULN nCircle IP360
Qualys QualysGuard VULN QualysGuard
Cisco 10S Firewall FW Cisco I10S

To fully enable exploit detection, the Sentinel Collectors must populate several variables correctly.
Collectors built by Novell populate these variables by default.

¢ In IDS and vulnerability collectors, the RV31 (DeviceName) variable must be set to the value
in the RV31 column above. This string is case-sensitive.

¢ In the IDS collector, the DIP (Destination or Target IP) must be populated with the IP address
of the machine that is being attacked.

¢ In the IDS collector, RT1 (DeviceAttackName) must be set to the attack name or attack code
for that IDS.

¢ In the IDS and vulnerability collectors, RV39 (MSSPCustomerName) must be populated. For a
standard corporation, the value can be anything. For a Managed Security Service Provider, the
customer name should be set for the individual customer. For either type of company, the value
in the IDS collector must exactly match the vulnerability collector.

These values are used to populate a map by the Mapping Service. This map is used to evaluate
incoming events to determine whether a vulnerability has been exploited.

Collectors provided by Novell set these variables by default.

8.2 Installing Advisor

Advisor installation is explained in detail in the Sentinel installation guide. Because of the data
volume involved, Novell strongly recommends that you use the Advisor Core Data installer to
perform the initial data load and then use the internet download to bring the database up to date. For
more information, see “Advisor Configuration” in Sentinel 6.1 Installation Guide.
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8.3 Viewing Advisor Data

Advisor data can be viewed in two ways: by right-clicking on an event with an attack signature, or
by running reports from the Advisor tab of the Sentinel Control Center.

NOTE: Until the initial data feed is completely loaded, Advisor will not be fully functional.

8.3.1 Viewing Advisor Data using Right-Click Menu Option

To View Advisor Data:

1 You can view using right-click menu options from:
+ Active Views Tab
¢ Click Active Views tab.
+ Incidents
¢ Click Incidents tab.
+ In the Events tab, the associated events display.
+ Analysis Offline Query
1. Click Analysis Tab.
2. Go to Offline Query and highlight a Query and click Browse.
3. Event grid displays in Active Browser.
+ Analysis Historical Query
¢ Click Analysis Tab > Historical Query.
¢ Event Grid displays in the Query tab and the Active Browser Tab.
2 Select and right-click an event or a set of events from the Event Grid.
3 From the right-click menu options, select Analyze > Advisor data.

4 A new window with Advisor data displays.

NOTE: The right-click function will not be fully operational until the first download of Advisor
data has been fully loaded into the database.

NOTE: You can analyze Advisor data only if the selected event are from the intrusion detection
systems (IDS's) supported by Advisor.

NOTE: Data in Advisor database must be up-to-date for accurate results.

8.3.2 Running Advisor Reports

To create an Advisor report:

1 Click the Advisor tab.

2 In the Advisor Navigator, click a report template.
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3 Click Advisor > Create Report.

4 Complete the information in the template and click View Report.

8.4 Maintaining Advisor

Several maintenance tasks for Advisor that are described in the Sentinel installation guide:

+ Updating Advisor data: To be effective, the Advisor data must be updated on a regular basis as
new attacks and vulnerabilities are added to the data feed. The Advisor data feed can be
configured to run regularly scheduled updates, or it can be updated manually.

¢ Changing the password Advisor uses for automatic data updates
+ Changing the configuration for Advisor notification emails

¢ Changing the scheduled update time

8.4.1 Updating Data in Advisor Tables

The Advisor data feed is updated on a regular basis as new vulnerabilities are reported. It contains
two parts:

¢ Alert Data: Information relating to known security vulnerabilities and threats

¢ Attack Data: Normalization of intrusion detection signatures and vulnerability scanning plug-
ins

To update Advisor, new datafiles need to be downloaded from Novell’s Advisor server and loaded
into the Sentinel database on a regular basis. This update process depends on whether Advisor was
installed with the Standalone or Direct Internet Download option.

Advisor Updates with Standalone Installation

If you have selected Standalone Installation of Advisor in the Sentinel installer, follow the procedure
given below to update Advisor data manually.

NOTE: Novell recommends that you install the latest service pack for Sentinel. However, if you
still use Sentinel 6.0 SP1 or below, the manual update procedures are different. For more
information, see Chapter 8, “Advisor Usage and Maintenance,” on page 159. The instructions below
apply to Sentinel 6.0 SP2 and above.

To update Advisor feed manually:

1 Go to the following URL and provide your Novell eLogin username and password.

https://secure-www.novell.com/sentinel/advisor/advisordata (https://secure-www.novell.com/
sentinel/advisor/advisordata)

NOTE: The Novell eLogin username and password must be associated with the optional
Advisor license.

2 Download the .zip files for all data since the previous download.

3 Place the new feed data files (zip files) on your computer.
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NOTE: Do not place the zip file in the %esec_home%\data\advisordata\new directories.

4 Unzip the data feed .zip files to the location specified during install for Advisor data files.
5 Run the following command:

For Windows:

advisor.bat

For UNIX:

./advisor.sh

NOTE: advisor.sh and advisor.bat updates the database and then deletes the files.

Advisor Updates with Direct Internet Download Installation

If you select the Direct Internet Download installation of Advisor in the Sentinel installer, data
updates will take place automatically on a scheduled basis. However, to force an update, you can use

the following procedure.
To update Manual Advisor Feed — Direct Internet Download:

1 Go to the following directory:

For Windows:

$ESEC_HOME%\bin
For UNIX:

SESEC_HOME/bin
2 Run the following command:

For Windows:

advisor.bat

For UNIX:

./advisor.sh

NOTE: advisor.sh and advisor.bat updates the database and then deletes the attack and
alert files that were unzipped into the attack and alert directories.

When you download the updates using Direct Internet Download installation of Advisor, the data
updates will take place automatically on a scheduled basis. When the Advisor process starts a

. lock file is automatically created at ESEC_ HOME/map_data/advisor_data. This . Lock file is
automatically deleted when the process exits. This creation of . Lock file prevents two advisor
process running simultaneously and feeding the data into the database which may corrupt the
database.

However when the advisor process terminates improperly the . 1ock file is not deleted and exists at
ESEC_HOME/map_data/advisor_data location. You must delete . 1ock file and other feed files
existing at this location.
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To delete .lock file and feed files:

1 Go to the following directory:

For Windows:

$ESEC_HOMES$\map dataladvisor data
For UNIX:

SESEC_HOME/map data/advisor data
2 Delete the . lock file

3 Open the advisor0.0.log file and check the feed file name in which the exceptions are logged.
The following are the example of exceptions:

Tue May 20 19:00:49 GMT+05:30 2008 |INFO|Thread-

18 |esecurity.ccs.comp.advisor.feed.NewFeedProcessorSAX.processData
Starting to load the feed file : C:\Program
Files\Novell\Sentinel6\data\advisor data\new\feed.129.0

or
Fri May 23 17:28:12 IST 2008]|INFO|Thread-

18 |esecurity.ccs.comp.advisor.feed.Advisor.load Removing the feed file /opt/
novell/sentinelé6/data/advisor data/new/feed.260.0

4 Goto

For Windows:

$ESEC_HOME%\data\advisor data\new
For UNIX:

SESEC_HOME/data/advisor data/new
5 Delete the feed files (based on our example feed.129.0 and feed.260.0 files must be deleted.)

6 Restart the Advisor download by executing advisor.bat (for windows) or advisor.sh (for Unix)
file.

8.4.2 Resetting Advisor Password (Direct Download Only)

If you are running Advisor in Direct Download mode and you’ve obtained a new Advisor password
or the Advisor password you set during installation was incorrect, you must update the encrypted
Advisor eLogin password stored in Advisor’s configuration file. This procedure must also be
performed if the . keystore file is updated with a new encryption key.

NOTE: This procedure is required if you update Advisor from Sentinel 6.0 SP1 or below to Sentinel
6.0 SP2 or above because of changes in the Advisor authentication.

There is no need to update the password if you are running Advisor in a Standalone configuration. In
this mode, the password is provided manually and not stored in a file.

To reset the password for automatic Advisor downloads:

1 For UNIX, log into the machine where Advisor is installed as the Sentinel Administrator User
(esecadm by default). For Windows, login as a user with administrative rights.

2 Go to the following location:
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For UNIX:

SESEC_HOME/bin

For Windows:

$ESEC_HOME%\bin
3 Execute the following command:
For UNIX:

./adv_change passwd.sh <newpassword>

For Windows:

adv_change passwd.bat <newpassword>

where <newpassword> is the updated Advisor password.

8.4.3 Changing the Advisor Email Configuration

To mail Advisor notifications, you must have an SMTP Integrator is configured with valid
connection information and with the property SentinelDefaultEMailServer set to “true”. For more
information, see “SMTP Integrator” documentation available on Novell website (http://
www.novell.com/documentation/sentinel61).

After the SMTP Integrator is configured, Advisor uses other settings configured during installation
to send a notification if there is an error in the data loading process. During installation, the
administrator can also determine whether Advisor sends notifications for successful Advisor
updates and what “to” and “from” addresses should be used for the messages.

These installation settings can be changed in the configuration files for Advisor.

To change your Advisor server email configuration:

1 For UNIX, log in as Sentinel Administrator User. For Windows, log in with administrative
rights.
2 Goto:

For UNIX:
SESEC_HOME/config
For Windows:
$ESEC_HOMES%\config

3 Openadvisor client.xml ina texteditor and make changes to the necessary highlighted
areas shown belowL

<property name="advisor.mail.from">fromNAMEQ@domain.com</property>
<property name="advisor.mailto.list">toNAME@domain.com</property>
<property name="advisor.notify.success">false</property>

NOTE: To send messages to more than one address, provide email addresses as comma
separated, without spaces.
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8.4.4 Changing the Scheduled Data Update Time

When installing Advisor in Direct Download mode, the administrator can select to update Advisor
on a 6-hour or 12-hour schedule. By default, the data update times are:

* Six Hour: 01:00, 07:00, 13:00 and 19:00
+ Twelve Hour: 02:00 and 14:00

To change the Advisor scheduled update times:

1 Login to your Advisor machine (In UNIX, log in as Sentinel Administrator User and in
Windows log in with administrative rights.).

2 To edit your data feed times:
For UNIX: Use the “crontab” command

For Windows: Use the Scheduled Tasks utility under Control Panel to edit the
Sentinel Advisor task.
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Event Source Management

Section 9.1, “Understanding Event Source Management,” on page 167
Section 9.2, “Introduction to the User Interface,” on page 168

Section 9.3, “Live View,” on page 175

Section 9.4, “Components of Event Source Hierarchy,” on page 180
Section 9.5, “Debugging,” on page 200

Section 9.6, “Export Configuration,” on page 208

Section 9.7, “Import Configuration,” on page 210

Section 9.8, “Event Source Management Scratchpad,” on page 214

Section 9.9, “Comparison between Sentinel 5.x and Sentinel 6.0,” on page 214

9.1 Understanding Event Source Management

The Event Source Management (ESM) panel provides a set of tools to manage and monitor
connections between Sentinel and the event sources which are providing data to Sentinel. The
graphical interface shows at a glance the current event sources and the software components that are
processing data from that event source. Each component can be easily deployed to quickly integrate
the devices in the enterprise, and then can be monitored in real time within the ESM interface.

NOTE: You need to have appropriate permissions to access this tab. Only a Sentinel Administrator
has controls to enable/disable access to the ESM panel for other users.

Through ESM, you can:

*

Add/edit connections to event sources using Configuration wizards.

View the real-time status of the connections to event sources.

Import/export configuration of event sources to or from Live View/Scratchpad.

View and configure Connectors and Collectors that are installed with Sentinel

Import/export Connectors and Collectors from or to a centralized repository

Monitor data flowing through the Collectors and Connectors

Debug Collectors

Design, configure and create the components of the Event Source Hierarchy, and execute
required actions using these components. For more information, see Section 9.3, “Live View,”

on page 175.
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9.1.1 Plugin Repository

A plugin is a package of code that provides additional functionality to Sentinel; ESM leverages two
types of plugins called Collectors (Scripts) and Connectors. Implementing these features as plugins
allows Novell to deliver enhancements to our event collection system without the need to deliver a
new version of the Sentinel platform.

¢ Collector: The Collector plugin adds the ability to parse raw data from an Event Source. This
is similar to the Collector in Sentinel 5, however in Sentinel 6 the plugin also provides
additional meta-data to enable the ESM panel to prompt the user for parameter values as well
as enable ESM to automatically select supported connection methods that work well with the
Collector. This meta-data is added to the Collector plugin by the plugin developer. Collectors

are written using JavaScript or our legacy scripting language and as such are sometimes called
“Scripts.”

¢ Connector: In Sentinel 6, all Connectors are pluggable. A Connector plugin contains both the
implementation of the connection mechanism used to gather data from an event source as well
as the GUI screens needed to configure the Connector. This allows for a user to easily add
additional Connectors to Sentinel.

+ Hot Fixes and New Functionality: In the future, some Sentinel enhancements and defect
fixes might be available as plugins.

¢ After you import a plugin into Sentinel, it is centrally stored in the Plugin Repository. The
appropriate Sentinel component on other machines automatically starts using the plugin.

Auxiliary Files

Some plugins, such as database Connectors, require one or more auxiliary files in order to function.
Auxiliary files are typically files that can not be shipped by Novell within the standard plugin such
as user-specific configuration files or third party libraries that require specific licenses. In all cases
the documentation for the plugin will include detailed instructions about which auxiliary files are
necessary and where they can be obtained.

To add an Auxiliary File to a specific plugin:

1 Select the plugin to which the Auxiliary file will be added and then click Add Auxiliary File.
2 A wizard guides users through the process of importing the Auxiliary file.

9.2 Introduction to the User Interface

The ESM Live View and Scratchpad are independent windows. This allows you to work on other
tabs in Sentinel simultaneously as you work on ESM.

The Event Source Management windows include:

¢ A Menu Bar with the ESM menus
¢ A Tool Bar which helps you execute the functions of ESM
¢ Several different types of frames to display ESM data

*

Display Health Monitor frame with graph and table views where you can perform your
activities
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Figure 9-1 Event Source Management-Live View
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9.2.1 Menu Bar

The Menu Bar has File, View, Tools and Help options.

Figure 9-2 Event Source Management-Menu Bar

N Event Source Management |z E”E|

File  Wiew Toolz Help

The following are the options available in the each of the Menu Bar options which are described in
the document:

+ File
+ Export Configuration
¢ Import Configuration
¢ Save Preferences
+ Close
+ View
+ Reset Layout
¢ Redo Layout
¢ Undo Layout
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+ Tools
+ Connect to Event Source
+ Import plugin
¢ Help
+ About
+ Help

These options allow you to perform a set of actions mentioned below:

9.2.2 Tool Bar

Table 9-1 Event Source Management -User Interface

Launch the wizard for connecting to a new Event Source P
=gz Connect To Evert Source l

Import/Export & Reload Event Source Management

Export Sonfiguration
Configurations and plugging

Tmport Confignration
Reload ESM Data

The tool bar contains several tools for displaying objects in . .
ESM. You can zoom the entire Graphical view in and out, or ] = & Ir r:
zoom directly to a selected region.

The Magnifying Glass allows you to enlarge the text and
icons for a small portion of the Graphical view without
affecting the overall zoom level.

The Fit to Screen option adjusts the ESM view to fit the
screen.

You can select from several different layouts to display the
objects in ESM. y play P Hierarcaic Left to Right ﬂ

You can also enable/disable animations during transition
from one layout to the other in the Graphical view of the
Health Monitor Display.

You can reset to the default settings too. Reset to default layout

Undo Lazyout
Redo Lagyout

9.2.3 Zoom

In ESM, you can use Magnifying Glass to zoom into a region.

TIP: To enable/disable magnifying glass in ESM, use the local zooming using a Magnifying Glass
button on the toolbar.
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Hot Keys:

You can increase or decrease the magnification factor with the following key combinations:

To increase or decrease the size of magnification glass cursor:
¢ To increase: Ctrl key + Backward scrolling of the Mouse wheel
¢ To decrease: Ctrl key + Forward scrolling of the Mouse wheel

To increase or decrease the zooming of the nodes:

+ To Zoom in: Forward movement of the Mouse wheel

+ To Zoom out: Backward movement of the Mouse wheel

NOTE: Magnification glass is available only in the Graphical View of ESM window.

9.2.4 Frames

You can see the following Frames in the Live View or Scratchpad window.

Attribute Filter

The Attribute Filter allows you to display the components of ESM. You can specify the components
to be displayed based on the component name and status.

Figure 9-3 Attribute Filter frame

Aftribwte Fitter o &
Search:
Lirnit to: | Gl Cvert Sources =
[]& Punning
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[] % Error
[ B Unknows
[] & reporter Time I Skewed
[ & wiarning

[+ attribite Fi. | o' Hierarchy F.]

+ Text Filter: It allow you to filter the nodes that are displayed in the graphical and tabular view
based on the text they type in.

+ State Filter: It allows you to filter the nodes that are displayed in the graphical and tabular
view based on the current state of the node.

Hierarchy Filter

The Hierarchy filter sets the display based on the hierarchy you select in this frame. It allows the
user to filter the nodes that are displayed in the graphical and tabular view based on the node
hierarchy. All children and parents of selected nodes are shown.
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Figure 9-4 Hierarchy Filter frame
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To set Hierarchy filter for displaying components:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live
View or Scratch Pad.

2 Click the Hierarchy Filter frame.

3 Select the Hierarchy Level to display the components.

Connectors

Connectors are plugins in Sentinel. Importing a Connector implements the Connector mechanism in
the system. Connectors frame allows you to Add, Remove, and Refresh connectors and Add
auxiliary file in the system.

Figure 9-5 Connector frame
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Table 9-2 Connector frame Icons

IEI Add

Delete
Refresh

Add Connectors to the system.

Delete Connectors.

Refreshes the list.

172 Sentinel 6.1 User Guide

6002 Yyoiew vz (us) xoopaou



3 Add Auxiliary Files Add Auxiliary Files. For more information, see Add
- Auxiliary Files

To add Connector Plugins:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live
View or Scratch Pad.

2 Click the Script or Connectors frame. You can plugin connectors from here. For more
information, see “Adding Connectors/Collector Plugins” on page 182.

Scripts

Collectors are plugins in Sentinel. Collector plugins add the ability to parse raw data from a
particular event source. The Scripts frame is used to manage the importing and updating of
Collectors (also called “Scripts”) into Sentinel.

Figure 9-6 Scripts frame
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Table 9-3 Scripts frame Icons

@ Add Add Scripts (Collectors) to the system.

Delete Delete Collectors.

Refresh Refreshes the list.

b

&l Add Auxiliary Files Add Auxiliary Files. For more information, see Add

Auxiliary Files

To add Collector Plugins:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live
View or Scratch Pad.

2 Click the Script or Connectors frame. You can import Collectors from here. For more
information, see “Adding Connectors/Collector Plugins” on page 182.
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174

Event Source Palette

This frame displays the list of Devices or Event Sources supported by the existing Collectors in the
Central Repository. Each Collector ships with meta-information that describes the list of event
source types supported by that Collector — this information is compiled to provide the data in this
palette. The supported devices for a particular Collector might not necessarily be the same as the
name of the Collector.

Figure 9-7 Event Source Palette
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Children

This frame displays names of immediate children nodes of a parent (main) node when you click the
parent node. This frame is useful to manage children of nodes which have been contracted in the
Graphical View. To perform any action in ESM, right-click a component and select from options
listed. For more information, see Section 9.3.3, “Right-Click Menu,” on page 178.

Figure 9-8 Children frame
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Status Details
This frame displays the status details of a selected component in the Health Monitor Display frame.

Available status information includes the current state, the number bytes processed, the number of
records sent, the number of Sentinel™ Events sent, and various other status and statistical
information.

NOTE: The status information varies based on the type of component that is selected.
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Figure 9-9 Status Details frame
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Overview

The overview frame allows you to quickly move across the graphical view. This is particularly

useful when there are a lot of objects in the screen.

Figure 9-10 Overview frame

Cervigw

OO0

9.3 Live View

The ESM panel provides the main user interface to Event Source Management. You can view

configuration data in Graphical or Tabular view.
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9.3.1 Graphical ESM View

The Graphical view of ESM is the default view in Event Source Management. In Graphical view,
you can view the status of a Collector and access the configuration settings of Collectors and
Collector related objects as a graph of connected nodes.

Figure 9-11 Graphical View
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By default, the Health Monitor Display frame displays in the Graphical View. The data can be
displayed in seven different layouts. The default layout in graph is the “Hierarchic Left to Right”

layout. You can change between these layouts by selecting the layout format from the drop-down list
in the Tool Bar.

Figure 9-12  Layout Selection
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TIP: Click in the Graphical ESM view and use “+” or “-”’sign to zoom in or zoom out. Alternatively
use mouse wheel to zoom in and zoom out.
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In the Graphical View, the lines connecting the components are color-coded to indicate data flow.

¢ Green Line: Indicates data is flowing between the components.
¢ Grey Line: Indicates the connection is not live and there is no data flow.

¢ Blue dashed Line: Indicates the logical relation of Event Source Servers to their associated
Collector Managers and Event Sources.

The terminology used for nodes are:

¢ Parent Node: A Node from which child nodes originate

¢ Immediate Children: The sub nodes that are logically and functionally linked to a Parent
Node.

¢ Collapsed/Expanded nodes: To improve the manageability and performance of the Graphical
display, Sentinel automatically contracts any node with 20 or more immediate children. This is
especially useful for Connectors such as Syslog or Novell Audit that have the ability to
automatically configure a large number of event sources.

TIP: Collapsed Nodes are identified by a “-” sign on the node and Expanded Nodes by “+”
sign.

Double-click a node to expand or collapse.

In collapsed state, a node displays the number of immediate children next to the node; for example,
WMI Connector (3) [Collector name (Number of immediate children)]. The “Children” panel of a
contracted node shows the immediate children of that node, each of which can be managed in the
same way as nodes in the Tabular ESM View.

NOTE: Event Source Server node do not have “+” or “-” sign after its name even if it contains
children.

Double-clicking a parent node changes the state from collapsed to expanded and vice versa. Double-
clicking a node with no children displays the status details for that node. If an additional node is
added to an expanded parent with over 20 children the node is contracted automatically. If an
additional node is added to a manually expanded parent with over 20 children the node will not be
contracted automatically.

The parent node can take several minutes to expand if the parent node has a large enough number of
child nodes to potentially cause the UI to become unresponsive; an alert message displays on the
user interface to warn you about the delay in response. Click Yes to continue.

Figure 9-13 Expand Selected Node prompt
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If you chose not to show this message again, the preferences are saved on that machine and any user
logging into Sentinel from that machine will not get an alert again.
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9.3.2 Tabular ESM View

The components visible in the Graphical view of ESM can also be viewed in tabular format. In
Tabular view, you can view the status of a Collector in a table and access the configuration settings
of Collectors and Collector related objects.

Figure 9-14 Tabular View
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The columns in the ESM Tabular View are:

¢ Configured Status: The On state the object is configured to be in. This is the state that is
stored in the database and do not necessarily match the actual On state of the object. For
example, the two states will not match if a parent object is turned off or if there is an error.

*

Actual Status: The On state of the object as being reported by the actual running Collector
Manager.

*

Connection Info (populated for Event Sources only): A textual description of the Event
Source connection.

¢ Error: A textual description of an error that occurred in the running object.

TIP: Use the Table/Graph tabs to change to Tabular/Graphical views.

9.3.3 Right-Click Menu

The Health Monitor Display View provides a set of right-click menus that helps you execute a set of
actions, as described below:

NOTE: The right-click actions available depend on the kind of object you clicked on.

¢ Status Details: You can view all information known about the status of the selected object.

¢ Start: You can set the object to be running.

NOTE: The selected object will only start after the parent nodes starts and its running.

¢ Stop: You can stop the running object.

¢ Edit: You can modify the editable information (Filter information, Object name and so on)
with this option.

¢ Debug: You can debug the Collector. You must stop the running Collector before you debug it.

¢+ Move: You can move the selected object from its current parent object to another parent
object. You can move objects between the views that is live view to scratchpad and vice versa.
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¢ Clone: You can create a new object that has its configuration information pre-populated with
the settings of the currently selected object. This allows you to quickly create a large number of
similar Event Sources without having to retype in the same information over and over again.
You can clone objects between the views that is live view to scratchpad and vice versa. Cloning
an object Copies all the settings except the “Run” status. New objects created using the Clone
command will always be in the Stopped state after creation.

¢+ Remove: You can delete a selected object from the system.

¢ Contract: Contract the child nodes into this node. This option is only available on parent
nodes that are currently in an expanded state.

¢ Expand: Expand the child nodes of this node. This option is only available on parent nodes
that are currently in a contracted state.

¢ Add Collector: It allows you to open an Add Collector wizard that guides you through the
process of adding a Collector to the selected Collector Manager.

¢ Add Connector: It allows you to open an Add Connector wizard that guides you through the
process of adding a Connector to the selected Collector.

¢ Add Event Source: It allows you to open an Add Event Source wizard that guides you
through the process of adding an event source to the selected Connector.

¢ Open Raw Data Tap: You can view the live stream of raw data from an Event Source or
flowing through the selected object.

¢ Open Active View: You can open Active View window that only displays events that have
been generated by data from or flowing through the selected object.

¢ Zoom: You can zoom in the graphical view display on the selected object.

¢ Show in Tabular/Graphical View: You can switch over to the other view (to tabular view if
on graphical view, or to graphical view if on tabular view) and automatically selects the object
that is selected in the current view. When switching to graphical view, it also zooms in on the
selected object.

¢ Raw Data Filter: It allows you to filter the raw data flowing through the selected node. The
raw data filter is available on Collectors, Connectors, and Event Sources. If a filter is specified
to drop data, the data to be dropped will not be passed to the parent node and, therefore, will not
be converted into events.

+ Import Configuration: You can import the configuration of ESM objects.
+ Export Configuration: You can export the configuration of ESM objects

¢ Add Event Source Server : It allows you to add Event Source Server to the selected Collector
Manager

¢ Add Collector Manager: In Scratchpad mode, you can add a Collector Manager to the
scratchpad by using this option. In the Live view, Collector Manager objects are created
automatically as each Collector Manager connects to the Sentinel system.

When you select multiple objects in the ESM panel and right click. The following options are
available:

¢ Start: To start all the objects
¢ Stop: To stop all the objects

+ Remove selected objects: To remove the selected objects along with its children

TIP: Press “Shift” and click the object to select multiple objects.

Event Source Management 179

6002 Yyoiew vz (us) xoopaou



9.4 Components of Event Source Hierarchy

ESM displays the information on the Collectors and other components in a hierarchy specific to

ESM.

Figure 9-15 ESM Hierarchy
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NOTE: ESM allows you to add Collector, Event Source and Connector.

Table 9-4 Components of ESM Hierarchy

5
i

Sentinel

Collector Manager

Collector

Connector

Event Source

The single Sentinel icon represents the main Sentinel™
Server that manages all events collected by the Sentinel
system.

The Sentinel object is installed automatically through the
Sentinel installer.

Each Collector Manager icon represents another
instance of a Collector Manager process. Multiple
Collector Manager processes can be installed
throughout the enterprise. As each Collector Manager
process connects to Sentinel the object are created in
ESM automatically.

Collectors instantiate the parsing logic for data from a
particular event source. Each Collector icon in ESM
refers to a deployed Collector script as well as the
runtime configuration of a set of parameters for that
Collector.

Connectors are used to provide the protocol-level
communication with an event source, using industry
standards like Syslog, JDBC, and so forth. Each
instance of a Connector icon in ESM represents the
Connector code as well as the runtime configuration of
that code.

An Event Source Server (ESS) is considered part of a
Connector, and is used when the data connection with
an Event Source is inbound rather than outbound. The
ESS represents the daemon or server that listens for
these inbound connections. The ESS will cache the
received data, and one or more Connectors will connect
to the ESS to fetch a set of data for processing. The
Connector will request only the data from its configured
Event Source (defined in the meta-data for the Event
Source) and that matches additional filters.
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Event Source Server

The Event Source represents the actual source of data
for Sentinel. Unlike other components this is not a
plugin, but is a container for meta-data, including
runtime configuration, about the event source. In some
cases a single Event Source could represent many real
sources of event data, for example if multiple devices
are writing to a single file.

9.4.1 Component Status Indicators

Indicators are used to represent various states as follows:

Table 9-5 Component Status Indicators

m Stopped

[ Running

iy Warning

a Error

) Reporter Time is Skewed
#. Debug

7] Unknown

Indicates that the component is stopped.
Indicates that the component is running.

Indicates that a warning is associated with the component.
At this time, this warning indicator is primarily used to show
when the configured state and actual state of a component
differ. (that is, a component is configured to be running, but
the actual state of the component is stopped.)

Indicates that an error is associated with the component.
See the individual component’s status display for details
about the error.

Indicates when the time of a component differs from the
main server’s time. (The difference is greater than a
predefined time threshold.)

Indicates that the component is in Debug mode. Only a
Collector can be in Debug mode.

This indicator is displayed when the status of the object in
the ESM panel is not yet known.

To set Attribute filter for displaying components:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live

View or Scratch Pad.
2 Click the Attribute Filter frame.

3 Specify the Search and Limit to criteria.

4 Check Running and/or Stopped checkbox to specify the status of the components.

To hide components based on type:

1 In Sentinel Control Center, click the Event Source Management in the menu bar and select Live

View or Scratch Pad.
2 Click Attribute Filter frame.
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3 Specify the Search and Limit to criteria.
4 Sclect the component type by which to limit the view.

9.4.2 Adding Components to Event Source Hierarchy

Although some Sentinel components are pre-installed with the Sentinel system, Novell recommends
that you check the Sentinel Content web site for updated versions. This content can be downloaded
from the following location:

http://support.novell.com/products/sentinel/sentinel6. 1html (http://support.novell.com/products/
sentinel/sentinel6.1html)

Collectors, Connectors and Event Sources can be added to the system through the right-click menus
on the main ESM display.

9.4.3 Collectors

To run the Collectors and generate the Events as per your requirements, you need to:

*

Download Collectors

*

Import and Deploy Collectors
+ After downloading Collectors, import and deploy the Collectors.

*

Generate Events

¢ Start (Right-click the Collector and select Start) the Collector to generate Events.

¢ Debug Collectors
+ For any errors in the output of a Collector, select the Collector, right-click and select
Debug.
+ For more information, see Section 9.5, “Debugging,” on page 200.
+ Edit Collectors

¢ To troubleshoot any misbehavior of a Collector, you can edit the Collector. The method
for editing the Collector depends on the type of Collector

+ For proprietary (or legacy) Collectors, copy the Collector Script to a Windows machine
that has Collector Builder installed.

+ For JavaScript Collectors, any standard development environment for JavaScript can be
used.

+ For more information on editing Collectors, see Sentinel Collector SDK.

¢ Re-Import and deploy Collectors

Adding Connectors/Collector Plugins

NOTE: When you use the Sentinel Control Center to browse to locate a file on the Desktop of the
Collector Manager, clicking Desktop takes you to the Desktop of the user running the Collector
Manager, usually SYSTEM. Extra steps might be necessary to navigate to the correct user’s
desktop.
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To add a Connector plugin:

1 Click Tools on the Menu Bar and select Import plugin... Import Plugin wizard window
displays.

Import Plugin Wizard @

Plugin Import Type
Specify whether to import plugin from a plugin package or a directcry.

@ Import Collector Script or Connector plugin package file [ Zipg

{:) Impaort Collector Script f-am directory

l Back: ” et ] [ Cancel ]

2 Select Import Collector Script or Connector plugin package file (.zip). Click Next.
3 Browse to a location of the Connector Plugin package file and click OK. Click Next.

NOTE: If the file imported is not in the format specified for the Collector scripts or for the
Connector plugin package, system displays an error message.

4 Plugin details window displays. Select the Deploy Plugin option to deploy the plugin from this
window. For more information, see “To connect to the Event Sources:” on page 191.

M Edit Connector
Configure Connector |

i Ciescription

Give thiz Connector & name and select the options you wish to run-with

[ General

éName: ;Data Generstor Connectar

[ ™ b Runl
| ek ;2 C228C40-297 D-1 0229530 B-00135321 653204 |

éPIugin: Data Generator Details !

T Blert it no data received in speciied time peroc

(T Limit Deta Rate

Il
S

Set Fitter... i
¥ Sawve Raw Data tor s file ic:'demp\iestrawcata.tx‘t Brovse .. i

Ok i Cancel i

5 Click Finish.
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NOTE: When you add a plugin into Sentinel, it is placed in the Plugin Repository, which
enables Sentinel components on other machines to start using the plugin without having to add
the plugin separately.

To add a Collector plugin:

1 Click Tools on the Menu Bar and select Import plugin. Import Plugin Wizard window displays.

Import Plugin Wizard El

Plugin Import Type
Specify whether to import plugin from a plugin package or a directory.

@' Jmport Collector Script or Connector plugin packacge file (zZip

O Import Caollectar Script from directory

[ Back ” Mt ll Cancel ]

2 You can select from the two options available in this window. Click Next.

3 Ifyou chose first option, browse to a location of the Collector Script file and click OK. Click
Next. If you chose second option, you are directed to the Collector workspace. Select a
Collector Script directory and click Next.

4 Collector Script Detail window displays.
4a Click the button next to id field to generate UUID.

4b The name and author details are displayed. Edit the details as per your requirement.
Specify Version number.

4c Browse and attach the help file.

NOTE: If the help file is not in the plugin directory, the system prompts to copy the help
file to the plugin directory before import. Click Yes.

4d Provide description and click Next. Supported Devices window displays.

NOTE: You must specify at least one device.

Click Add. The Supported Devices window displays.

Provide vendor, name, version, description and click OK. Click Next.

NOTE: Use Edit button to edit the details of a device or use Delete button to delete a
device from the list.

5 Plugin details window displays. Check the Deploy Plugin option to deploy the plugin from this
window. For more information on deployment procedure, see “To connect to the Event
Sources:” on page 191.

6 Click Finish.
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Updating Connector/Collector Plugins

If a new version of a Connector or Collector is released, you can update the Sentinel system and any
deployed instances of the Connector or Collector.

NOTE: When you use the Sentinel Control Center to browse to locate a file on the Desktop of the
Collector Manager, clicking Desktop takes you to the Desktop of the user running the Collector
Manager, usually SYSTEM. Extra steps might be necessary to navigate to the correct user’s
desktop.

To update a Connector or Collector plugin:

1 Click Tools Menu and select Import plugin...Import Plugin Wizard window displays.

Import Plugin Wizard El

Plugin Import Type
Specify whether to import plugin from a plugin package or a directory.

@ jmport Collectar Script or Connectar plugin package file [ zipe

O Impport Collector Script from directory

[ Back ” Iext ][ Cancel ]

2 You can select from the two options available in this window. Click Next.

3 Browse to a location of the Connector or Collector Plugin package file and click OK. Click
Next.

NOTE: If the file imported is not in the format specified for the Collector scripts or for the
Connector plugin package, system displays an error message.

4 When updating an already-imported Connector or Collector, you are provided with the option
of updating the existing plugin, going back and selecting a different plugin, or canceling the
import. If you want to continue, click Next.
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|
Replace Existing Plugin?

A differegt wersion of the same plugin alresdy exists in the Plugin Repositary. Choose what
to do wiltaghe existing plugin,

—Details of Plugin in Repository

Mame File =
Type COMMECTOR
Wersioh Er2

Release Date S307 2:52 PM
Description Reads data from a file.

4|

~Details of Plugin Being Imported

Mame File =
Type COMMECTOR
Yersion Er2

Releaze Date  Si307 2:52 PM

Dezcription Reads data from & file. j
Click Mext to replace the existing plugin with the one being inported, or click Back to zelect
different plugin package.

Mext Cancel

5 Plugin details window displays. Check the Update Deployed Plugins option to update any
currently deployed plugins that use this Connector or Collector.

186 Sentinel 6.1 User Guide

6002 Yyoiew vz (us) xoopaou



Import Plugin Wizard

X

Plugin Details
Details of the pluginto be imported are shown below,  Click Finish to import the plugin,

Description

Marme Syslog

Type CONMECTOR

Author Mowell Engineering

Yersion Er2

Releaze Date Q21007 11:45 A

Supported OS5 Platforms

] 900C3770-8090-1029-B4 A5-001 321 BSCOE3

Description Connector to Syslog Devices.

[] Updste Deployed Plugins ‘i Deployed Pludins 141

Check the box to immediately update deployed plugins after the import is complete, Even if the
hox iz not checked, pluging will update awtomsatically the next time they restart.

[ Back ][ Finizh ][ Cancel ]

6 Click View Deployed Plugins to view the Plugins deployed in ESM Live View. The number in
parentheses represents the number of instances of this plugin that are currently deployed and
configured. The Deployed Plugins window displays the Affected Connectors/Event Sources/
Event Source Servers or Affected Collectors. These are the components whose configuration is
affected because of adding already existing Connectors/Collectors in ESM.

Affected Event Sources/Connectors/Event Source Servers
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Deployed Plugins

Affected Event Sources (2

Ewvert Source Connector Collectar Collector Ma...

- ]
Syslog Ev... 'q Syslog Co.. E;I Sourcefire... Myl Collector ...

1 Collector

Sourcefire. .

<0

Affected Event Source Servers(l)

Ewert Source Serwver

Collector Manager

Affected Connectors(1)

Connectar Callectar

)

'~ Sy=log Connector Sourcefire Snort 2. Collector Manage...

Caollector Manager

Affected Collectors

Deployed Plugins

Affected Collectors(1)

Callectar

AH-LOAP Collectar

Collectar Manager

Click Finish.

NOTE: When you add a plugin into Sentinel, it is placed in the Plugin Repository, which enables
Sentinel components on other machines to start using the plugin without having to add the plugin

separately.

Deploying a Collector

To add a Collector:

1 In the main ESM display, locate the Collector Manager to which the new Collector will be

associated.

2 Right-click the Collector Manager and select the Add Collector menu item.

3 Follow the prompts in the Add Collector wizard.

4 Click Finish.
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NOTE: Collector Script enables the ESM panel to prompt you for parameter values as well as
enable ESM to automatically select supported connection methods that work well with the Collector
Script.

Deploying a Connector

To add a Connector:

1 In the main ESM display, locate the Collector to which the new Connector will be associated.
2 Right-click the Collector and select the Add Connector menu item.

3 Follow the prompts in the Add Connector wizard.

4 Click Finish.

Deploying an Event Source

To add an Event Source:

1 In the main ESM display, locate the Connector to which the new Event Source will be
associated.

2 Right-click the Connector and select the Add Event Source menu item.

3 Follow the prompts in the Add Event Source wizard.

4 Click Finish.

Deploying Event Source Servers

Certain Event Source Connectors (such as the Syslog Connector) require a process to collect data
from the actual data source. These processes are called “Event Source Servers”. They collect data
from the data source and then “serve” it to the Event Source Connector. Event Source Servers must
be added and associated to any Event Source Connectors that require a server.

To add an Event Source Server:

1 In the Live View, right-click the Collector Manager and select Add Event Source Server. Select
Connector window displays.
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i i fen i B 38TIVe

Select Connector

Select the connector this Event Source Server should run.

Installed Connectors: [ Instsll More Connectars... ]

Mame Wersicn
_

Description:
Connectar for Movel Audit Platformn Lgents.

[ P ] [ Cancel ]

6002 Yyoiew vz (us) xoopaou

NOTE: To start the Add Event Source Server wizard, locate the Collector Manager on which
the Event Source Server process will run.

2 Select a Connector that will support your device and click Next. If you do not have any
connectors in the list that will support your device, click Install More Connectors. For more
information on installing Connector, see “Adding Connectors/Collector Plugins” on page 182.

3 Configure the various parameters for the server with reference to the Connector selected (For
example, Syslog Connector, NAudit Connector, and so on.). The configurable parameters are
different for the different Connector types. Click Next.

4 Provide a Name for the Event Source Server. If you want this server to be running, select the
Run checkbox.

5 Click Finish. In the Health Monitor Display frame, the Event Source Server added here
displays with a dashed blue line showing the Collector Manager to which it is associated to.

NOTE: This Add Event Source Server wizard can also be initiated from within the Add Connector
wizard if a compatible Event Source Server has not yet been added.

Connect to Event Source

There are several methods to configure an event source. Event sources can be deployed by right-
clicking on an existing Collector Manager, Collector, or Connectors.

To deploy an event source, you need the following components:

¢ Collector Script: Collector scripts can be downloaded from the Sentinel Content web site
(http://support.novell.com/products/sentinel/sentinel6.1html), copied from a previous Sentinel
implementation (4.x or 5.x), or built using Collector Builder
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¢ Connector: Connector can also be downloaded from the Sentinel Content web site (http://
support.novell.com/products/sentinel/sentinel6.1html). There are also some Connectors

included in the installed Sentinel system, but there may be more recent versions on the web
site.

¢ Configuration information for the event source

To connect to the Event Sources:

1 Click Tools on the Menu Bar and select Connect to Event Source. Alternatively, click the
Connect to Event Source button on the Tool Bar. Connect to Event Source window displays.

Connect To Event Source El

Select Event Source .
Wihich ewert source do you want to connect to? i&‘l
_

Select the Evert Source that you wart to connect and collect data from. Ftke Evert Source is not
lizted helow, zelect "Innport” toimport & collector script that supports the desired Event Source.

Supported Event Sources:

Wendor Mame Wersion

[ M ] [ Cancel l

NOTE: Event Source types for which you currently have compatible Collector parsing scripts
are listed here.

2 Select an Event Source from the list to which you want to connect to and collect data from. You
can click Add More to import an Event Source. Click Next. Select Collector Script window
displays.

NOTE: You can open Select Collector Script window by double clicking or dragging a
selected event source from the Event Source Palette window.
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Connect To Event Source E|
Select Collector Script
Wihich collector script do wou want use? E

Select the parsing scrip: that will be used to convert the raw data from the Event Source into
Sertinel events.

@ Wiew Compatible Perzers Only O Wiew All Parsers

Installed Scripts: nistall More Scripts. . ]

Author Mame ‘ufersmn

Mowell Engineering

Description:
Populates the base message with the walue in =_R<Buffer String.

[ Back ][ Pl ][ Cancel l

3 Select a Collector script from the list. You can also install additional Collector scripts (click
Install More Scripts) that support your Event source, if it is not listed here (For more
information on installing a Collector script, see “Adding Connectors/Collector Plugins” on
page 182. Click Next. Select Connection Method window displays.
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Connect To Event Source

Select Connection Method

Wihich connector do you want use

@ Wiew Al Connection Methods

Installed Connectors:

X

? %

Wiew Compatible Connection Methods Cnly

[ Ihstal Mare Connectors... ]

Mame

Data Generator

Yersich

Description:
Generstes test data at a specified rate.,

This connectar does not reguire a data source.

[ Back ][ Pl ][ Cancel l

4 Sclect a connection method from the list. You can also install additional connectors by clicking
on the Install More Connectors button. For more information, see “Adding Connectors/
Collector Plugins” on page 182 to install connectors. Click Next. Event Source Management

window displays.
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194

Connect To Event Source

Event Source Management

Haoww will wour Everr Source Connection be managed? ?

@ Create a new Collectar and Connector

Select this optlon to create & new Collector and & new Connectar to mahage the Event Source
connection.

(:) Uze an existing Colectar

Select this optioh 1o use ah existing Collectar and to create a new Connector to manage the Event
Source connection.

O U=ze an existing Connector

Select this option to use ah existing Collectar and an existing Connector to nanage the Event
Source connection.

[ Back ][ Pl ][ Cancel l

X

L

5 You can create a new Collector and Connector or you can use an existing Collector or

Connector. Select an option and click Next.

NOTE: Based on the existing Collectors and Connectors in your system that is compatible
with your new Event Source, one or more of these options might be unavailable.

¢ Create a new Collector and Connector: Select this option to create a new Collector and

Connector to manage the Event Source connection.

1. After you select this option and click Next, Select Collector Manager window

displays.

2. Select the Collector Manager you want to use and click Next. Configure Collector

Property window displays.
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Connect To Event Source

Configure Collector Property

Select the aptions yaou wish this Collector to ran with

Configure Parameters

Hert Unknown Events Ves

Default Reporter Marne L2GF_RM
Default Sensor Mame LOGF_SN
Default Severity &) Medium (3]
Ewett Source Data System Type Windows
Event Source Missing Year yes

Evert Source Time Zone +0000

Evetrt Source Time uses 24 Hour ClL.. yes

Execution Mode release

IF To Country Mapping off

MESF Customer (D
Taxonomy Filename

Translate [P and hosthame [yl
Llaknnmn Puents Seweritye (. Hirth rdy
(Mame)
(Description)
[ Back || me |

X

Cancel

3. Configure the parameters available and click Next. Configure Collector window

displays.

4. Provide the name of the Collector and configure the options.
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Connect To Event Source g|
Configure Collector

Specify & name for this Collector and select the options you wish this Collector to run "'i _

wiith. &

Marne: | General |

Id | 4F3ESBB0-2936-1 024-B562-005056 CO000S |

[T Pun

Plugin: General

Rert if no data received in specified time period
Time Period (seconds):
Send repested alerts every time period
Limit Dsta Rate

Mzzimum Fecords Per Second: a5

Trust Event Source Time Set Fiter...

o ]

¢ Check the Run checkbox if you want to run your Collector automatically.
¢ Click Details button to see plugin details.

+ You can set alerts (with repeated option) if no data is received in a specific
period.

* You can limit the data rate as maximum number of records per second.
+ You can set filter through Set Filter button.

* You can check Trust Event Source Time to display the Device Time (time when
the event occurred) instead of Event Source Time (time when the event was
reported to console).

NOTE: If Trust Event Source Time option is selected, then all data flowing through
the Collector will have there Event Source Time trusted even if the Event Sources do
not have this option selected.

Click Next. The Configure Connector window displays.
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M Edit Connector @

Description

Give thiz Conaector a name and select the options ywou wish to run with
General

Mame: | File Cannectar

[ pun
Icd 927 23960-2EC2-102A-80F0-00COSF L83 F 25

Flugin: File

|:| Alert if no data received in specified time petiod

[ Limit Cats Rate

|:| Save Raw Data to afile

5. Provide the name of the Connector and configure the options.

+ Use an existing Collector: Select this option to use an existing Collector and to create a

¢ Check the Run checkbox if you want to run your Connector automatically.
¢ Click Details button to see plugin details.

+ You can set alerts (with repeated option) if no data is received in a specific
period.

+ You can limit the data rate as maximum number of records per second.
+ You can set filter through Set Filter button.

Click Next. The Event Source Configuration window displays.

new Connector to manage the Event Source connection.

1.
2.

After you select this option and click Next, the Select Collector window displays.

Select the Collector you want to use and click Next. The Configure Connector
window displays.

. Provide the name of the Connector and configure the options

¢ Check the Run checkbox if you want to run your Connector automatically.

+ Click Details button to see plugin details.

+ You can set alerts (with repeated option) if no data is received in a specific
period.

* You can limit the data rate as maximum number of records per second.

+ You can set filter through Set Filter button.
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Click Next. The Event Source Configuration window displays.

+ Use an Existing Connector: Select this option to use an existing Collector and an
existing Connector to manage the Event Source connection.

1. After you select this option and click Next, the Select Connector window displays.

Connect To Event Source

Select Connector
Which Connector do you want to use?

Connector Caollector
S Data Generator Connector |4y General
‘wt Data Generator Connector &m Genersl Collector
‘e\{ Data Generator Connectar é“! General

Collectcr Manager

- -~ . -~
= Collestor Manager (DAS)
H: Colleztor Manager (DAS)
H Collector Manager (DAS)

[ Back

I

e ] [ Cancel
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2. Select the Connector you want to use and click Next.
6 The Records Per Second window displays.

7 Set the number of records to be transferred per second and click Next. The General window
displays.
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Connect To Event Source

X

General
Specifty general preperties of this Event Source, # b
General
Mame: | Data Generator Evert Source B Run
Plugin Details

Plugin: Data Genersar

Alert if ho data received in specified time period
Time Period (zecchds): 60
Send repeated alerts every time period
Lirmit Data Rate

Maxirum Recards Per Second: 0

Trust Evert Source Time Set Fitter...

L

o e

+ Provide Name of the Event Source.

¢ Check the Run checkbox if you want to run your Event Source automatically.

¢ Click Details button to see plugin details.

+ You can set alerts (with repeated option) if no data is received in a specified time interval.

* You can limit the data rate as maximum number of records per secon

d.

* You can check Trust Event Source Time to display the Device Time (time when the event
occurred) instead of Event Source Time (time when the event was reported to console).

+ You can set filter through Set Filter button. In the Filter window, add/edit the filters and

click OK.
8 Click Next. The Summary window displays.

¢ Click Test Connection to test the event source. Test Event Source window displays with

Data and Error tabs. The Error tab displays the error message if there
configuration of event source.

+ After a few seconds, a sampling of raw data should be received from t
displayed in the Data tab.

¢ Use the Start and Stop buttons to start or stop the test.

¢ Use the “Maximum Rows” component to control the max number of
obtain at once.

is any error in the

he Event Source and

raw data records to
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N Test Event Source: Data Generator Event Source [g|
Stop Maximum Riows:
~~ Data | Errar
Raw Data
=_ R Buffer String =z_SIP
| 5T CETE QENEFETED &1 200/~~~ 20050~ PRI 1S | WIN SEWErTY . TULLAT A
Test data generated at 2007~04~17~0326.37~PM~ ST with severity 5. 1000218 —
Test data generated at 2007 ~04~1 7~03:26 37PN~ ST with severity 3. 100.0.78
Test data generated at 2007 ~04~1 7~03.26.37~PM~ ST with zeverity 1. 10.0.0.209
Test data generated at 2007 ~04~1 7~03:26 37PN~ ST with severity 5. 100025 ="
Test data generated at 2007 ~04~1 7~03.26.37~PM~ ST with severity 4. 10.0.0.69 b

£ |

- w

Raw Data Detalls

Mame Value

[ [ ]

You can test the event source in the Test Event Source window. It displays the data in the Data
tab and errors in the Errors tab. You can select maximum rows to be displayed and can start and

stop the test.
9 Click Finish.

NOTE: The Collector parsing script is executed on the same system as the Collector Manager that

you select here.

9.5 Debugging

Sentinel's Collectors are designed to be easily customizable and to be created by customers and
partners. There are two types of Sentinel Collectors: proprietary (or legacy) Collectors that are
written in a language developed for Sentinel, and JavaScript Collectors. The debugging interface is
slightly different for each type, and is intended to analyze the Collector code running in place on the
Collector Manager For more information on customizing or creating new Collectors, obtain the

Novell Developer's Kit for Sentinel at http://developer.novell.com/wiki/
index.php?title=Develop to_Sentinel (http://developer.novell.com/wiki/

index.php?title=Develop to Sentinel).
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9.5.1 Collector Workspace and Collector Directory

Collectors are simple textual scripts that are run by a Collector Manager. The handling of these
scripts is a bit complex:

1 The code for all Collectors is stored in a Plugin Repository on the central Sentinel Server when
they are imported.

Location: ESEC_HOME data\plugin_repository on Sentinel Server.

2 The runtime configuration for the Collector (when it is configured to run on a particular
Collector Manager) is stored separately in the Sentinel database.

3 When a Collector is actually started on the Collector Manager, in real time the Collector plugin
is deployed to the Collector Manager, the runtime configuration is applied, and the code is
started. Any pre-existing instance of the Collector code on that Collector Manager is
overwritten.

Location: ESEC_HOME\data\collector mgr.cache\collector_instances on each Collector
Manager.

4 1In order to edit a Collector, you need to use the ESM Debuggger “Download” button, which
will copy the Collector to the local Collector Workspace on the client machine (the machine
where you are running SCC). Edits are made against that local copy and then uploaded back
into the central Plugin Repository.

Location: ESEC_HOME\data\collector workspace on the client application machine.

9.5.2 Debugging Proprietary Collectors

The Debugging Collector window allows you to debug Collectors written in Novell’s proprietary
language. The left column on the debugger displays the commands for the current script state. The
highlighted command is being executed.

The right column on the debugger displays the script’s variables and their current value. The
variable list expands as all the script’s variables are used. The variables are color coded to show new
variables in blue, changed variables in red, and variables whose value has not changed since the last
“Step” as black.
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Figure 9-16 Debug Collector window

Debug Collector: Microsoft_Windaows_ 2000 W kI_520 X

":TE\rer‘tSrUploadIannlnad 4 B

Currerit Script State: | 1 Current Script: | loof s

4
. Cormmancds W Warizhle M. o Value
A s _ R Buffer String ™
M ETATE 1 Setup *f i_RxBufferLencth 0

7 TEMPLATE IMFORMATI...

Template_Mane: L.

Template_Wersion: 520

Template _Dat=: Fe...

i
P Agent Setup Information *F
BREAKPCINTO

} COPY CTemplate " LOGF™
COPY(E_AledUnknownEwve ..
TOLOWER(E_AlertUnknow...
STONUMM" i_Unkrnown_...
COPY(E_Generic_RM"LO...
COPY(s_Gereric_SH"LO..
COPY(z_Default_Sewerity ...

STOMUM(z_Default_Severi...
TP e TranzlateHnst| P

b

Dehug Start Time: Tue May 15 16:10:19 |5T 2007
Last Update: Tue May 15161023 |ST 2007

L] 0 [ @]

The Events tab displays the events generated using this Collector and the Upload/Download tab
allows you to upload/download another Collector Script file to make modifications.

The debugger has the following four controls:

Table 9-6 Debugger Icons

b Run Run the script until the next breakpoint is encountered.
ii Step Into Step one instruction at a time.

ii Pause Pause the running script.

Stop Stop the script.

NOTE: The Command list and the Variable list are not displayed in the debugger when the Script is
“Running”. To see the Command list and the Variable list, the debugger must be “Stepping”,
“Paused” or “Stopped”.
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You can view events as well as upload and download the Collector’s script from the Events tab and
Upload/Download tab.

NOTE: Multiple Sentinel Control Center users might connect to the same debugging session. And

for this reason, a Collector will remain in Debug mode until one of the users specifically presses the
debugger’s Stop button.

To debug a Collector:

1 In the main ESM display, locate the Collector that to run Debugging.

2 Right-click the Collector and select Debug.

3 In the Debug Collector window, select a variable from the list of variables in the right pane,
click Run Debug button.

4 After debugging all the variables, close the Debug window.

5 Start the Collector to generate the Events.

9.5.3 Debugging JavaScript Collectors

The debugger for JavaScript Collectors can be used to debug any JavaScript Collector. The
JavaScript debugger is launched the same way the debugger for Proprietary collectors is launched.

Ul Davrloscd |

ICDntext: I

4
ﬂ f Exprassion Yalle

Mare

| Walue

[ Thiz I Lucalsl

| Wiatch I E\raluatel
Pl | 2| 2| w| m|

+ Debug: Launches JavaScript file in this window to execute.
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¢ Upload/Download: Upload/Download a JavaScript file here. You can download an existing
JavaScript file, edit it, and upload again into the system to continue debugging.

¢ Context: Displays the variable (the debugger is pointing to at a point) and its value here.

¢ Expression: Watch the values of a selected parameter here.

You can use the following when debugging a Collector.

» I Run Click to start debugging.
] I Pause Click to pause debugging.
ib Step Into Click to step to then next line in
the script.
I h .
" I Step Over Click to step over a function.
P I Step Out Click to step out of a function.
| I Stop Click to stop debugging.
Hot Keys

When the source code window is on focus in the debugger, you can use the following hot keys:

¢ CTRLHF, to find a string in the source code
¢ CTRL+G, go to a line number
¢ CTRL+M, to find the parenthesis or brace that matches the highlighted one

You can also open a script file, set break-point, step through the script code, and watch variables’
and methods' values at each step.

You can debug Collectors in Standalone or Connected modes.

To debug a Collector:

1 Log into Sentinel Control Center. On the menu bar, click Event Source Management > Live
View.

2 Right-click on the Collector and stop the Collector if it is running.
3 Right-click on the Collector and select Debug.

Upon selecting Debug, the Debug Mode Selection window displays. You can choose to debug
in Standalone or Live mode. You can choose Standalone or Connected modes.
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N Select Debugging Mode @

(%) Live Mode (Requires a running Collector Managar)]

(__, Stand-alons Mods (Requires local input file).

Irgut Fie

Ouitput File

Standalone mode
+ Standalone debug mode allows you to debug a Collector even if the associated Collector
Manager is not running.

¢ For standalone mode, input to the script comes from an input file rather than a live event
source. Specify the path to a raw data file that will be used as input. For Collectors that use a
DB Connector, the input file should be a text file with log data in “nvp” format and for
Collector that uses File Connector, input text file with log data in “csv”” format.

+ For standalone mode, Output from the script is to an output file rather than live Events. You
must specify the path to the output file that the script will use for output. If you specify an
output file that does not exist, the system creates the file for you

1. Select Standalone mode.
To debug in Standalone mode:
¢ Stop the Collector
¢ The Collector Manager needs not be up and running.
¢ The Events will not display in the Active Views.

2. Specify the path for the input and output files. If you specify the output file that does not
exist, system creates the file for you. Click OK. Debug Collector window displays.
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[S ]
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3 orvar loginTypell= functioni) !

B /% CachedInteractive - &4 user logged on to this computer
i5 that were stored locally on the computer. Th2 domain cont
13 to werify the credentials. */

7 return "CachedInteractiwve™;

i '

o

10 var loginTypell= functioni){

11 /% BemoteInteractive - A user logged on Lo this computer
12

13 E[—n.-“ rrnm.-.p,-.'r..-.p.-.v,-.i-q—-:".-.".

s

Terminal Zervices or a Remote Desktop conneckion. */
b
;I_I

[cortext: |'..12382mainscript, ine 3 7| }| [ Expression Sp—
ame Walue
o ArrEy function Arra () { ... il
. Doolean function Boolcan... =
----- Call function Call]) { [n...
----- connector Data |undefined
----- Continuation  [function Cortinust...| = |

EI Localsl [ Wistch I E'u'aluatel
Pl 2| || @]

3. In the Debug Collector window, click .
2|

In the Source text area, the source code of the Collector appears and stops at the first line
of the text script.

4. Click left side bar and toggle a breakpoint in the script code. Click to go to the next
breakpoint.

5. You can click ![Graphic missing]to step through the code. Click ![inline graphic
missing| to pause debugging whenever required.

After debugging is complete, click ![inline graphic missing] to stop debugging.
Click ‘Upload/Download’ tab in the debugger window.

Click Download and specify a location to download the script file.

L =N

Open with any JavaScript editor or a text editor.
10. Make your edits in the code and save the file. Click Upload.
11. Debug the uploaded script to have a Collector Script ready to use.

Live Mode

¢ Live debug mode requires that the Collector Manager associated with the Collector is running.
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¢ In Live debug mode, Input to the script comes from actual Event Sources connected to the
Collector. To get data from a specific Event Source, you must right-click and start the desired
Event Source via the ESM display. Starting/stopping Event Source(s) can be done any time
during the debug session.

NOTE: If no Event Source is started during the debug session, then no data will be available in
the buffer for the Collector and you will see the Collector script’s “readData” method blocking.

¢ In Live debug mode, Output from the script is via live Sentinel Events. The Events can be
viewed on the Active Views displays.

NOTE: When in “Live” debug mode, the script engine will be executed on the local box rather
than the actual box that the associated Collector Manager is running on. The Connectors/Event
Sources will still run on the same box as the Collector Manager. When running debug mode,
data will automatically be routed from the Event Sources to the script engine running in debug
on the local box.

9.5.4 Generating a Flat File using the Raw Data Tap

Occasionally when debugging, it might be helpful to view Connector output data. In addition to
viewing raw data from the Connector using the Raw Data Tap right-click option for nodes in the
Sentinel Control Center, Sentinel also includes an option to save the raw data from a Connector to a
file for further analysis.

To save raw data from a deployed Connector to a file:

1 Right-click the Connector node and select Edit. The Edit Connector dialog displays.

M Edit Connector @

Dezcription

Give thiz Conaectar a name and select the aptions you wish to run with

General
Mame: | File Cannectar

[ Pun
Ied Q27 253860-2EC2-102A-50F0-00 CO9F <85 F 23

Flugin: File

|:| Alert if no data received in specified time period

[ Limit Dats Rate

|:| Save Raw Data to afile
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2 Check Save Raw Data to a file.

3 Specify (or browse to) a path on the Collector Manager machine where the raw data is saved.

IMPORTANT: The account running the Sentinel service on the Collector Manager machine must
have permissions to write to the file location.

9.6 Export Configuration

Export configuration helps you export the configuration of ESM objects along with their Collector
script and the Connector plugins.

NOTE: You can export any object in the ESM panel. Depending on the object selected, all its

children and parent should be displayed in the Select Data window of Export Configuration wizard.

To export your configurations:

1 Go to Menu Bar and click File > Export Configuration or right click an object in the ESM panel
and select Export Configuration. Export Configuration window displays.

Export Configuration &l

Select Data

Select the nodes to export.

Select Al_| | Desetect Al

= ‘iﬂ Sentinel
= [ iy . sorftha:164.93.193 253
]
= ::. T1_ISSx_SITE_02x6_JDBC_Bws20
H L
= =‘= Process Connector
i H Frocess Event Source
[
i [w] B2
= ::. Short
: L ]
== =q File Connector
H File Ewert Source

[ Med l[ Cancel l

2 Check the data to export and click Next. Select Collector Scripts window displays.
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Export Configuration

Select Collector Script

Select collector scripts to export,

select &l | | Desetect Al

Collector Scrigt

Yersion

Dezcription

Dependents

Populstes the base message with the value in
=_RBuffer String.

ﬂ‘! General Collectar

General Collector

Back ” et l [ Cancel

]

3 Select the Collector scripts from the list to export. You can select or deselect all. Click Next.
Select Connectors Plugin window displays.

Export Configuration

Select Connector Plugins

Select connector plugins to export.

X]

Select Al | | Deselect Al

Connector
|Data Generator

Wersion
A

Back ” Mexxt l [ Cancel
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4 Sclect the Connector Plugins from the list to export. You can select or deselect all. Click Next.
Specify Export File window displays.

Export Configuration &l

Specify Export File
Specify the file to save export data to.

Cile Marmne: Drowese...

NOTE: If you want to view the description and dependents of a particular plugin in the above
window, select that plugin from the table.

5 Browse a location to save the configuration and click Next.

NOTE: You can save the configurations only to a zip file.

6 Summary page with the details of the configurations and plugins selected to export displays.
7 Click Finish to export. The file is exported in zip format.

9.7 Import Configuration

Import configuration helps you to import the configuration of ESM objects exported to a zip file
along with the plugins.

9.7.1 Enable/Disable Import Configuration

The import configuration option is enabled

¢ in Live view, when you select the Collector manager/Collector/Connector/

¢ in Scratch pad, when you select any node other then the Event source
Import Configuration in Live View and Scratchpad is disabled if you

+ select “Sentinel” or “Event Source” nodes (only in Live View)
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+ do not select any node (only in Live View)
¢ select an Event Source node in child view of Graphical View

+ select multiple nodes

To import your configurations:

1 Click File on the Menu Bar and select Import Configuration. You can also click the Import
Configuration button on the Tool Bar. Import Configuration window displays.

NOTE: You can also import configuration by right clicking on the object in the ESM panel.
Depending on the object you have selected in the ESM panel, the node along with its child
nodes are displayed in the Select Data window of Import Configuration wizard.

2 Browse and select the configurations file and click Next. Select Data window displays.

Import Configuration z|

Select Modes

Select the nodes waimpart.

Sslect Ml | | Deselect 4

-l
= E:. T _15%x_SITE 0Z<A_JDEC_Ewa20
B 'ﬁ Froczzs Connectar
H Process Evert Scurce

[ Back H Ted | l Cance

NOTE: Configurations must be saved to a zip file to import.

3 Check the data to import and click Next. Select Collector Script window displays.
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Import Configuration

X

Select Collector Script

Select collector scripts toimport,

Select &l | | Deselect al

Collector Serigt Wersion

Ce=cription Dependerts

Populstes the base message with the value in
=_FXxEBuffer String.

Thiz script is the same version of & script that has already been imported ivta the repostory.

[ Back ” Pl ] [ Cancel

4 Seclect the Collector script from the list to import.

NOTE: Color indicator is displayed in Select Collector Scripts and Select Connector Plugins
window to indicate whether the plugin is already present in the repository or not. If the plugin
does not present in the repository, then the color is displayed as red and if same version of
plugin exists then the color is green else it is orange.

5 Click Next. Select Connector Plugins window displays.
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Import Configuration

Select Connector Plugins

Select the connector plugins for impaorting Connectors.

X

Select &l | | Deselect al

Connectcr Script

Diata Generstar

Wersioh

Ce=cription

Dependerts

Generates test data & a specified rate. This
connector does not require a data source.

‘wr Data Generator Connector

‘.5-;: Data Generator Contector

Thiz script is the same version of & script that has already been imported inta the repostory.

[ Back ” Pl ] [ Cancel

6 Select the Connector plugins from the list to import.

NOTE: To view the description and dependents of a particular plugin in the above window,
select that plugin from the table. If there are any Collectors or connectors in the ESM panel
which gets affected on importing the plugin then Affected Collectors or Affected Connectors

window is displayed.

7 Click Next. Summary page with the details of the configurations and plugin selected to import

displays.
8 Click Finish.

9.7.2 Reset Layout

To reset to default settings:

1 Click View on the Menu Bar and select Reset Layout. Alternatively, click the Reset button on

the Tool Bar.

9.7.3 Undo Layout

To undo layout changes:

1 Click View on the Menu Bar and select Undo Layout. Alternatively, click the Undo Layout

button on the Tool Bar.
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9.7.4 Redo Layout

To redo layout changes:

1 Click View on the Menu Bar and select Redo Layout. Alternatively, click the Redo Layout
button on the Tool Bar.

9.8 Event Source Management Scratchpad

Scratchpad is the “Design Mode of the Health Monitor”. Through Scratchpad you can design and

configure:

¢ Collector Managers

*

Collectors

+ Event Sources

+ Connectors

+ Event Source Servers

You can right-click the Sentinel icon and add the components. For more information, see
Section 9.4.2, “Adding Components to Event Source Hierarchy,” on page 182.

NOTE: You cannot view the status of any object in the design mode as they are not connected to an

instance of a real Collector Manager.

9.9 Comparison between Sentinel 5.x and
Sentinel 6.0

The following Sentinel 5 components have been rolled up into ESM. Along with the Sentinel 5
component name, there is a hint at where to find the related functionality in ESM.

Table 9-7 Comparison Table

Components

Sentinel 5.x

Sentinel 6.0

Build / Edit Collector

Import Collector

Deploy Collector

Debug Collector

Building, Modifying or editing a
Collector was possible in Collector
Builder in 5.x

Importing a Collector is not applicable
in 5.x

Deploy Collector was possible in
Collector Builder in 5.x

A debugging interface that enabled a
user to step through the parsing logic
in a Collector. This interface was
available in Collector Builder in
Sentinel 5.x

Building, Modifying or editing a
Collector is possible in Collector
Builder in 6.0

You can import a Collector from
Sentinel Control Center in 6.0

Deploy Collector is possible in Sentinel
Control Center in 6.0

In ESM, this is now done through the
ESM panel in Sentinel Control Center.
To debug a Collector in ESM, right click
the Collector node you want to debug
and select the Debug option.
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Components

Sentinel 5.x

Sentinel 6.0

Storage location for
files for Collectors in
development

Storage location for
files for running
Collectors

Collectors Scripts

Port Configurations

Collector Health Status
View

WORKBENCH_HOME
directory

%ESEC_HOME%\wizard\Elements

on Collector Builder machine

%ESEC_HOME%\wizard\Elements

on Collector Manager machine

Collector Scripts were managed from
Collector Builder in Sentinel 5.x

The configuration of the connection to
the event source as well as the
Collector to parse the data from the
event source. Port Configurations were
managed from Collector Builder in
Sentinel 5.x

A real-time view of the status (For
example, on, off, events per second
and so on) of Port Configurations
configured across all Collector
Managers. This view was available in
the Sentinel Control Center in Sentinel
5.

The WORKBENCH_HOME directory
which was available in Sentinel 5.x and
prior versions no longer exists.

%ESEC_HOME\data\collector_worksp
ace

on Collector Builder machine

%ESEC_HOME%\data\collector_mgr.c
ache\collector_instances

on Collector Manager Machine

In Sentinel Control Center, Collector
Scripts are plugins in 6.0. A Collector
Script plugin must be added to the
plugin repository before it can be
deployed as a Collector. Collector
parameters are now set when
deploying a Collector in ESM.

In ESM, this configuration is now
managed in the ESM panel in Sentinel
Control Center. The connection
mechanisms are now plugins, which
must be added to plugin repository
before being deployed as Event
Sources.

In ESM, status information is now
viewable in both graphical and tabular
format of the ESM panel in Sentinel
Control Center.
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Administration

Section 10.1, “Understanding Admin Tab,” on page 217
Section 10.2, “Introduction to User Interface,” on page 218
Section 10.3, “Crystal Report Configuration,” on page 219
Section 10.4, “Servers View,” on page 221

Section 10.5, “Filters,” on page 224

Section 10.6, “Configure Menu Options,” on page 232
Section 10.7, “DAS Statistics,” on page 238

Section 10.8, “Mapping,” on page 240

Section 10.9, “Event Configuration,” on page 250

Section 10.10, “Report Data Configuration,” on page 255
Section 10.11, “User Configurations,” on page 260

10.1 Understanding Admin Tab

In Admin tab you can configure filters and reports. In User Manager you can create users and you
can assign rights to the users.

The Admin tab allows you to access:

*

*

Crystal Report Configuration (page 219): Configure connection to Crystal Reports Server
Servers View (page 221): View health of server components

Filters (page 224): Create and edit filters

DAS Statistics (page 238): View health statistics for DAS components

Color Filter Configuration (page 229): Format events based on filter criteria

Mapping (page 240): Configure mapping service

Event Configuration (page 250): Rename event fields and configure fields to be populated by
mapping service

Event Menu Configuration: Configure options for right-click event manu options
Report Data Configuration (page 255): Enable or disable aggregation service

User Configurations (page 260): Create users and roles and manage active user sessions

NOTE: You need to have appropriate permissions to access this tab. Only an Administrator has
controls to enable/disable access to the features of Admin for a user.

Administration
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Figure 10-1 Sentinel Control Center
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10.2 Introduction to User Interface

In Admin tab, you can see Server views, Filter Configuration and User Configuration in the Admin
Navigator.

You can navigate to these functions from:
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Table 10-1 Admin Tab- User Interface

¢ The Admin menu in the Menu Bar

i

@ Color Fitter Configuration
; Crystal Report Configuration
& Event Configuration

*‘b Event Menu Configuration
S f Fitter Corfiguration

Q’ Glokal Fiter Configuration
f) Map Data Configuration
‘;} Report Data Configuration
‘i Servers View

2 User Corfiguration

+ The Navigation Tree in the Navigation Pane
Mavigator (=L
Color Fiter Configuraton
Crystal Report Configuration
Das Salislics

Ewent Corfiguration

Ewerit Meriy Corfiguration
Shohal Fitter Corfigur ation
Map Data Configurstion
Report Data Corfiguration
Servers View

Fiter Corfiuration

"] User Corfiguration

[[#sessssses

T S R (s

L

¢ The Toolbar Buttons Event henu Configuration

Report Data Configuration  Servers View
Crystal Repott Configuration Filter Corfiguration T

1
D2AMW @223l
1 v

l Merm Confiznration Global Filier Map Data User
n Cofi 5 Configuration Confizuratice

10.3 Crystal Report Configuration

To configure the URL for Analysis and Advisor Reports:
1 Click Admin tab.
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2 In the Admin Navigator, click Crystal Report Configuration.

For Crystal Reports Server running on Windows:

+ In the Analysis URL box, specify the URL for the Crystal Reports Server and click

Refresh.

http://<hostname or IP of web server>/
GetReports.asp?APS=<hostname>&user=Guesté&password=&tab=Analysis

NOTE: <hostname or IP_of web server> must be replaced with the IP address or
hostname of the Crystal Reports Server.

NOTE: The URL above will not work properly if the APS is set to the [P Address. It must
be the host name.

In the Advisor URL box, specify the URL for the Crystal Reports Server and click
Refresh.

http://<hostname or IP of web server>/
GetReports.asp?APS=<hostname>&user=Guesté&password=&tab=Advisor

NOTE: <hostname or IP of web_server> must be replaced with the IP address or
hostname of the Crystal Reports Server.

NOTE: The URL above will not work properly if the APS is set to the [P Address. It must
be the host name.

NOTE: For more information, see “Crystal Reports for Windows” in Sentinel 6.1
Installation Guide.

For Crystal Reports Server running on Linux (SUSE and Red Hat):

*

In the Analysis URL box, specify the URL for the Crystal Reports Server and click
Refresh.

http://<hostname or IP of web server>:<web server port default 8080>/
esec-script/
GetReports.jsp?APS=<hostname>&user=Guest&password=&¢tab=Analysis

where

<hostname or IP of web server> must be replaced with the IP address or
hostname of the Crystal Reports Server

<APShostname> must be a hostname, not an IP address

<web server port default 8080> must be replaced with the port of the
Crystal Reports Server is listening on

In the Advisor URL box, specify the URL for the Crystal Reports Server and click
Refresh.

http://<hostname or IP of web server>:<web server port default 8080>/
esec-script/
GetReports.jsp?APS=<APShostname>&user=Guesté&password=&tab=Advisor

where
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<hostname or IP of web server> must be replaced with the IP address or
hostname of the Crystal Reports Server

<APShostname> must be a hostname, not an IP address

<web server port default 8080> must be replaced with the port of the

Crystal Reports Server is listening

on.

NOTE: For more information about Crystal Reports Server installation and configuration,

see “Crystal Reports for Linux” in Sentinel 6.1 Installation Guide.

M Crystal Report Configuration

Reporting Options

Analysiz URL:

Alvizor URL:

() | ler default brewser

(3 Use the following commands to lsunch a broveser:
(% URLY indicates where the URL argumert is inzerted)

Render reports using | HTML with frames |

" Refrash

l Browse... J[Test.. ]

You can select Use default browser to use your default browser or select Use the following
commands to launch a browser to specify a command to launch a browser. When using a

browser other than the default browser, your command line must be followed by a

%URL%. For example:

C:\Program Files\Internet Explorer\IEXPLORE.EXE 3%URL%

3 Wait for the Refresh button to turn green and click Save. You must logout of the Sentinel

Control Center and login again.

10.4 Servers View

Through Servers View you can Start/Stop/Restart the processes that get installed on the product
installation. Server Views allows you to monitor the status of all Sentinel Server processes across the
system. The following are the Sentinel Server processes:

*

*

*

*

Collector Manager
Correlation_Engine
DAS Aggregation
DAS Binary
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DAS_Proxy

DAS Query

DAS RT

DAS iTRAC

Unix Communication Server

Windows Communication Server

NOTE: Windows Communication Server and Unix Communication Server will run for their
respective platform.

Figure 10-2 Server View window

8 Server View Manager k| E
Starts Auto Restarts Start Time: State: Up T Version
=11 ProcessHeath .
=k ) ct-chappnd
@ Collector_Manager 1 o 4/B/07 10:26:23 AWM Runining 2603z 6000
@ Correlation_Engine 1 o 4/B/07 10:26:23 AWM Runining 2604: 6000
& Das_sgoregation 0 0 MOT_INITIALIZED E000
& Das_Rinary ] 0 MOT_INITIALIZED B000
@ DAS_Proxy o 0 NOT_INITIALIZED 6000
@ DAS_Query o 0 NOT_INITIALIZED 6000
@ DAS_RT o 0 NOT_INITIALIZED 6000
@ DAS_ITRAC o 0 NOT_INITIALIZED 6000
@ UNIX Communicati... O 0 NOT_INITIALIZED 6000
@ Wiindovs Communi... 0 1] NOT_INITIALIZED 6000
') esecsols et
Ready @ Refresh E Manage View - @ Switch View -

Start, stop or restart processes: These actions can be taken on a process by right clicking on
the process entry.

NOTE: The options in the right click actions on the Windows Communication Server and
Unix Communication Server are not enabled because stopping these Communication Server
will result in losing contact with all of the processes.

The terms Starts and AutoRestarts, in the context of the Server View, are defined as follows:

Starts: The number of times the process was started, for whatever reason. This includes starts
initiated by the user through the GUI or done automatically.

AutoRestarts: The number of times the process was automatically restarted. Because this
only applies to purely automatic restart scenarios, it does not apply to restarts initiated by a
user. This field is helpful for determining if the process exited (For example, because of an
error) and was automatically restarted by Sentinel Watchdog.

10.4.1 Monitoring a Process

To Monitor a Process:

1

Click the Admin tab.

Click Servers View. Alternatively, in Navigator click Servers View > Servers View. You can
also click Servers View icon.
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2 Expand the server view. All the processes will list as shown in the above figure.

10.4.2 Creating a Servers View

To Create a Servers View:

1 Click the Admin tab.

Click Servers View. Alternatively, in Navigator click Servers View > Servers View. You can

also click Server View icon.

QJ

2 To create a new view, on the bottom right corner click Manage View drop down arrow. Click

Add View.
¢ Specify your Option Name
¢ To arrange which fields you want to be shown, click Fields
+ To group different attributes, click GroupBy
+ To sort by different attributes, click Sort
+ To filter, click Filter

¢ To change the display values of the processes shown in the servers view, click Leaf

Attribute
3 Click Save.

10.4.3 Starting, Stopping and Restarting Processes

To Start, Stop and Restart Processes:
1 Click the Admin tab.

Click Servers View. Alternatively, in Navigator click Servers View > Servers View. You can

also click Servers View icon.

e

2 Expand the servers view. All the processes will list as shown in the above figure.

Select a process, right-click > Actions > select a function (Start, Restart or Stop).
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- DAS_Aggregstion 4 a
¥ Dpas Binary =

@ DAS_Proxy
'@ DAS_CQuery
@ Das_RT

- @@ Das_TRAC

NOTE: You cannot stop the Windows Communication Server and Unix Communication Server
using this feature.

10.5 Filters

Filters allow you to process data based on specific criteria for events in real-time and for users of the
system. Filters enable you to manage data seen in the Sentinel Control Center. The Filter Engine
drives the Real Time Event windows by maintaining the data structure for each security filter. Filters
prevent users from viewing unauthorized events and drop events that users don’t want to see. Filters
are created in the Admin tab of the Sentinel Control Center.

NOTE: The following are invalid filter name characters: $ # . * & : <>,

There are three types of filters:

¢ Section 10.5.1, “Public Filters,” on page 224

*

Section 10.5.2, “Private Filters,” on page 225
Section 10.5.3, “Global Filters,” on page 225
Color Filters

*

*

10.5.1 Public Filters

Public filters are system-owned. Public filters can be used as security filters or display filters.
Security filters are based on user permissions. Display filters determine which events are depicted in
the real time event tables, charts and graphs.

Figure 10-3 Filter Manager window

N Filter Manager M [=]
Lo T8 Fifter Matne Expression String
PLBLIC Dparsting_Systerm_Evente  |fiter] o DevicaCatagaory - "OE" )
PLUBLIC Database Everts fitter & DeviceCategary = "DB")
PLBLIC DS_Events fitter & DeviceCategory = "IDS" )
FLEBLIC High_Severity fiter( e Severity == 3
PLUBLIC Sirewvall_Everts fitter & DeviceCategary = "FW" )
PLEBLIC _ovy_Sewverity fitter( & Severity <= 2
PLELIC Zorrelstian fiter( [ e.SenzorType = "C" 1 or [ e.SensarType = "W" 1]
FIUBELIC =xplot_Detection Mter e vulnerablity =1
PLBLIC —xternal_Everts fitteri [ &.SenzorType = "I" ) and [ &.SehzorType = "F" 1)
FLEBLIC aLL fitter(1=13
PLUBLIC =can_Events fitter( & DeviceCategary = "SCAN"
PLBLIC =Severe_lnternal fitter( [ &.SenzorType ="I" 1 and (e Severity ==3 11
FLEBLIC nternal_Events fiter( e .ZensarType = "I" )
tarnage Citer Configurstion
Ao | Clane | Delete | etz |

Sentinel 6.1 User Guide

6002 Yyoiew vz (us) xoopaou



10.5.2 Private Filters

Private filters are user-owned. Private filters are display filters and are shareable if you have the
View Private Filters permission.

10.5.3 Global Filters

Global filters are classified as Public Filters. Global filters are processed at the Collector Manager
sequentially for each event until a match is found. Global filter evaluation stops for that event and
the matched global filter action is taken for that event. The order of evaluation of global filters is top
to bottom, as shown in the Console. They can be enabled or disabled as needed.

Global filters do the following:

*

*

*

Enable a global action on events, such dropping events, routing events to the database only or
routing events to the database and the Sentinel Control Center or Routing events only to GUI or
Sentinel Control Center

Are processed by Collector Manager

Are configured in the Admin tab under the Global Filter Configuration option where they can
be enabled and disabled

Drop events
Can route events to the database only
Can route events to the database and to the Sentinel Control Center

Can route events only to Sentinel Control Center

Through the Global Configuration window, you can:

*

Create Global Filter

¢ Rearrange a Global Filter
¢ Delete a Global Filter
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Figure 10-4 Global Filter Configuration

N Glohal Filter Configuration

B[(=1[Ey

Fitter Mame Active Action Expression

PU EiL|':ZLI:l'."'.'_EiE='|.|'E=ri‘t'_|-'é éu:ir-:up fitker [ .58y <= 2

Default Action:
database and gui ¥

Manage Global Fiter Configurstion

Creating a Global Filter

To Create a Global Filter:

1 Click the Admin tab.

2 Click Admin > Global Filter Configuration or select Global Filter Configuration in the
navigation tree.

In the Global Configuration window, click Add.
In the new blank row, click Filter Name column.
Select a filter and click Select or Add (if you need to create a filter).

In the Active column, click Active box.

N o g bW

In the Action column, select the action that the global filter will have on events that pass this
global filter. If an event does not meet any of the active global filters, then the default action
determines how the event is handled.

You can set the Default Action box to one of the following:
¢ drop: Events will not go to the Sentinel Control Center or the Sentinel Server database

¢ database: Events will be sent directly to the database, bypassing the Sentinel Control
Center

¢ database and gui: Events will be sent to the Sentinel Control Center and Sentinel Server
database

+ gui only: Events will be sent to the Sentinel Control Center.

8 Continue adding filters until you have completed adding all the required filters.
9 Click Save.
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Rearranging Global Filters

To Rearrange Global Filters:

1 In the Global Configuration window, Select a filter and click Up or Down to move it to a
different location on the list.

2 Click Save.

Deleting a Global Filter

NOTE: When deleting a Global Filter, the confirmation message will not display.

To delete a global filter:

1 In the Global Configuration window, Select a filter from the list and click Delete.
2 Click Save.

10.5.4 Configuring Public and Private Filters

Configuring Public and Private filters allow you to:

Add a Filter View the Details of a Filter
Clone a Filter Delete a Filter

Modify a Filter

Figure 10-5 Filter Manager window

N Filter Manager M [=]
Lo T8 Fifter Matne Expression String
PLBLIC Dparsting_Systerm_Evente  |fiter] o DevicaCatagaory - "OE" )
PLUBLIC Database Everts fitter & DeviceCategary = "DB")
PLBLIC DS_Events fitter & DeviceCategory = "IDS" )
FLEBLIC High_Severity fiter( e Severity == 3
PLUBLIC Sirewvall_Everts fitter & DeviceCategary = "FW" )
PLEBLIC _ovy_Sewverity fitter( & Severity <= 2
PLELIC Zorrelstian fiter( [ e.SenzorType = "C" 1 or [ e.SensarType = "W" 1]
FIUBELIC =xplot_Detection Mter e vulnerablity =1
PLBLIC —xternal_Everts fitteri [ &.SenzorType = "I" ) and [ &.SehzorType = "F" 1)
FLEBLIC aLL fitter(1=13
PLUBLIC =can_Events fitter( & DeviceCategary = "SCAN"
PLBLIC =Severe_lnternal fitter( [ &.SenzorType ="I" 1 and (e Severity ==3 11
FLEBLIC nternal_Events fiter( e .ZensarType = "I" )
tarnage Citer Configurstion
Ao | Clane | Delete | etz

Adding a Filter

To add a public and private filter:

1 Click Admin > Filter Manager or select File Manager under the Filter Configuration folder in

the Navigator; Click Add.

2 Select an Owner ID (public or private [user owned]).
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N Filter Details _ O] x|

-Filter Propetties

Cwwhner D
PLIBLIC Uze free form editor |
Filter Marme:
users
Properry T P T [ rl T Walue?
=
~Match if-

& Al conditions are met (and)

" One or more conditions are met (on

Expression string:

ilter j
=l

Save | Cancel |

Specify a Filter Name.

The table editor is the default selection for editing the contents.

NOTE: Optionally, you can click Use free form editor to display a free form editor. The free
form editor allows you to create complex expressions not possible with the table editor.
However, after the expression is modified with the free form editor, the table editor cannot be
used with the expression.

Select the criteria for the following columns:

* Property

¢ Operator

¢ Value columns.
Your choices displays in the Expression string box.
In the Match if box, click either:

+ All conditions are met (and)

+ One or more conditions are met (or)

To create another filter expression, click Create a New Filter Expression (+) to add another row
to the filter expression table.

To remove a filter expression, select a filter expression from the table and click Remove the
Selected Expression (-).

Click Save.
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To Clone a Public and Private filter

Cloning is a convenient way to duplicate a filter to assure consistency of criteria among a group of

filters or users.

To clone a public and private filter:

1 Open the Filter Manager window.

2 Click Clone.
Provide a new filter name.
Change any the original filter’s criteria.
Click Save.

Modifying a Public and Private Filter

To modify a Public and Private filter:

1 Open the Filter Manager window.
2 Select a filter and click Details.

Change any of the criteria as desired. You will not be able to change the Owner ID and the

Filter Name.
Click Save.

Viewing the Details of a Public and Private Filter

To view a public or private filter:
1 Open the Filter Manager window.
2 Select a filter and click Details.

Deleting a Public and Private Filter

To delete a Public and Private filter:

1 Open the Filter Manager window.
2 Select a filter and click Delete.

A confirmation window displays. Click Yes in delete confirmation dialog.

10.5.5 Color Filter Configuration

The Color Filter Configuration allows you to assign background and text colors to events in the
Sentinel Control Center based on filter criteria. The background and text colors assigned to a filter
apply to all Sentinel tables, including active views, event tables associated with Incidents, offline

queries and historical event queries.

On applying a color filter, all the event tables are updated.
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Figure 10-6 Color Filter Configuration

M Color Filter Configuration

Fitter Mame
PUBLIC: Real_Time

Text Colar

Background Colar Example

Example

Delete

Manage Color Fitter Configuration

The Color Filter Configuration GUI displays a listing of all the color filters that are defined in the
order in which they should be applied. If an event meets the criteria for more than one of the color
filters, the topmost color filter configuration will be applied. For example, the following filter
configurations are created and attached to color filter configuration:

¢ Color filter configuration 1: sev=2 (with background color red and text color yellow)

¢ Color filter configuration 2: sev>1 (with background color white and text color black)

Any event with severity=2 will meet the criteria for both color filters, but since the sev=2 color filter
configuration is at the top, all the events with sev=2 will be coded as per color filter configuration 1.
All the other events with sev>1 (For example, sev=3, 4, 5 and so on) will follow color filter
configuration 2.

Adding Color Filter

To add a color filter:

1 Click Color Filter Configuration in the navigation pane or click the Color Filter Configuration
button.

2 Click Add. A new Color Filter Configuration row is created as shown below.

Fitter Mame Tewxt Color Background Color Example
IExaane |

3 Click Filter Name drop down list. The Filter Selection window displays.

4 From the list, select a filter to which you want to apply the color filter configuration and click
Select or click Add to create a new filter. For more information on configuring filters,
seeSection 10.5.4, “Configuring Public and Private Filters,” on page 227.
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X]

N Filter Selection

Cwuner Fitter Mame Expres=ion String
PUEBLIC rTst ffitter ( & WizardPort = "rTstCol2" )
PUELIC regex in RT view fitter [ e.Eventane match regexLog™ )
PUEBLIC EvertSource _S0E7... fiter( e.Reservedvar2d = "a0676272-AD4F-1029-86F9-0015FES...
PUBLIC Collector_91894844  fitter [ & PeservedWar22 = "9 594504 152 F 1 029-4CED-0015FE. .
PUELIC EvertSource 5201 ... fiter( e.Reservedvar24 = "9201 79 -AA2 C-1029-B4DCO018FE..
FUEBLIC EvertSource_72C2..

FUBLIC

fitter [ & RezervedWar2d = "72 C2B4 F8-24AC-1029-B41 7001 5FES....
f 17

PUELIC EvertSource_BDFS... fitter( &.Reservedyar24 = "BDFI61 A0-AA0F-1029-55EA-D015FE. ..
PUEBLIC EvertSource_0BDD... fitter [ & Reservedar24 = "06DDEDA0-4561-1028-5306-0015FES..
PUELIC Scan_Events fitter{ e.Device Category = "SCARN" )

PUEBLIC EvertSource_E37E.. fitter( e.Reservedvar2d = "E37E0S42-AE3A-1029-9F97 00M15FES...
PUBLIC Collector _E37TEOS41 .. fitter( & PeservedVar22 = "E37EOS41 -AE3A-1029-BEE1 O018FES..
PUELIC Collgctor_0BDDSDE... fiter( & Reservedyar22 = "0BDDSDE0-A561-1029-5AC5-0018FE... | —
PLUELIC Collector_S201 C793.. fitter ( & Reservedyar22 = "8201 C793-A22C1029-9707 0018FES... | v

|

MManage Fiter

Configuration

[ soe | [ cione || este || petsis || selext |

5 In the Color Filter Configuration window click Text Color. The Pick a Color window displays.
Select a color from the Swatches tab. Alternatively, click HSB or RGB tab and specify the HSB
or RGB color value in the respective tab. Click OK.

Pick a Color

Swatches |__

56 s

Recerit:

Preview

n - . Sample Text Sample Text

Sample Text Sample Text

[ox ]

[ Cancel H Reset ]

6 In the Color Filter Configuration window, click Background Color. The Pick a Color window
displays. Select a color from the Swatches tab. Alternatively, click HSB or RGB tab and
specify HSB or RGB color value in the respective tab. Click OK.

7 Click Save.
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NOTE: The order of the color filter configuration row in the Color Filter Configuration window
matters. In the case where more than one color filter definition applies to an event, the formatting for
the topmost color filter takes precedence.

Deleting Color Filter

To delete a color filter:
1 Click Color Filter Configuration in the navigation pane.
2 Select a Color Filter Configuration row and click Delete.

Setting Color Filter Priorities

To set priority for a color filter:

1 Click Color Filter Configuration in the navigation pane or click the Color Filter Configuration
button.

2 Select a Color Filter Configuration row.

3 Click Up or Down button to set the priority.

NOTE: The Up and Down button will be active only when there is more than one color filter
configuration row available in the Color Filter Configuration window.

10.6 Configure Menu Options

NOTE: To use this feature, you must have the user permission Event Menu Configuration.

Use the Event Menu Configuration window to create the menu items that appear on the Event menu,
which is available by right-click when an event (or set of events, if the action is written in
JavaScript) is selected in any event table (for example, an Active View window, Snapshot window,
Incidents Events window, or Offline Query window). Sentinel has the following default Event Menu
Configuration items that you can clone, activate or deactivate:
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Figure 10-7 Event Menu Configuration

N Menu Configuration ™ =1 E3
Active Menu Label Description
W@ ping Ping the Destination IP of the selected evert.
4 higlookug Perfortn an nelookup on the Source P of the selected event.
¢ tracert Perfartn & tracert from the Source [P of the selected event.
4 Whois? Perfortn an ARIN YWhois? lookup on the Source [P of the selected event.

4 | ]

~Manage Menu Configuration

Ailed | Dztailz | Clane | Delete | [z} | Lt | Browser.. |

¢ Ping: Ping the destination (or target) IP of the selected event

¢ nslookup: Perform an nslookup on the Source (or initiator) IP of the selected event

+ traceroute (tracert on Microsoft SQL 2005): Perform a traceroute from the Source (or

initiator) IP of the selected event to the Sentinel Server

¢ Whois?: Perform an ARIN Whois? lookup on the Source (or initiator) IP of the selected event

To view the configuration details for any of these options, select the item and click Details. The

following is the nslookup configuration.

Figure 10-8 Menu Item

~hlenu lterm
MName: Inslnnkup|
Descripkion: IPerfu:urm an nslookup on the Source [P of the selected event.
Ackion: IExecuie Comtnand j

Use browser u

File type I

Cammand [ URL; Inslookup

Parameters: I%SuurcelP%

In addition, new options can be customized to execute a command, open a Web browser, or execute

a JavaScript Action configured through the Action Manager.

NOTE: The Execute Command scripts, commands, or applications must be available in

$ESEC_HOME/config/exec (on UNIX) or %ESEC_HOME%\config\exec (on Windows). Symbolic

links are not supported on UNIX.

Event Menu Configuration allows you to perform the following activities:

¢ Section 10.6.1, “Adding an Option to the Event Menu,” on page 234
¢ Section 10.6.2, “Cloning an Event Menu Option,” on page 235
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¢ Section 10.6.3, “Modifying an Event Menu Option,” on page 236

¢ Section 10.6.4, “Viewing Event Menu Option Parameters,” on page 236

¢ Section 10.6.5, “Activating or Deactivating an Event Menu Option,” on page 236
¢ Section 10.6.6, “Rearranging Event Menu Options,” on page 237

¢ Section 10.6.7, “Deleting an Event Menu Option,” on page 237

¢ Section 10.6.8, “Editing Your Event Menu Browser Settings,” on page 237

10.6.1 Adding an Option to the Event Menu

Users with the appropriate permissions can add new actions to the event menu that appears when
users right-click on an event or events in any event table. There are three types of actions that can be
configured for the event menu:

+ Execute Command: Executes a script or an application, opens the output in a specified
application. This can take the value of a field or fields as input. This action can only be
executed on a single event.

¢ Launch a Web Browser: Launches a web browser with a specified URL. This can take the
value of a field or fields as input. This action can only be executed on a single event.

¢ JavaScript Actions configured through the Action Manager. JavaScript actions can be executed
on a single event or multiple events.

NOTE: Some JavaScript Action Plugins require a correlated event or incident as input. Actions
configured from these plugins will be excluded from the Event Menu Configuration list. This Action
Plugin property is defined by the developer.

To add a command to the right-click menu:

1 Click Admin tab.
2 In the Admin Navigator, click Admin > Event Menu Configuration.

3 Click Add. The Event Menu Configuration window opens.

N Event Menu Configuration E]

Marme: ping command
De=crigtion: | To execute *Fing" command

Action: 44 Execute Command -

Options

lsebrowser: ]
File typea:

Command f URL: | ping

Parameters: 1000111

[ Hew | [ odaction. | [ ok | | cancel |
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4 Enter a Name and Description.

NOTE: To place the command in a folder, provide [foldername]/[commandname] in the Name
field.

5 Select an action from the dropdown menu or click Add Action to configure a new JavaScript
action. The available settings vary based on which action is chosen:

Option Description

Use browser Displays the output of your command using the defaults configured for
the web browser, based on the file type below. This is only available
with the Execute Command Action

File Type If you selected the Action Execute Command, your Browser settings
are setup to Use Default Browser, and you selected the option Use the
following commands to launch a browser, you have the option of
setting the File Type for the output of this command (such as pdf or
.pdf). This is only available with the Execute Command Action if Use
browser is selected

Command/URL The script or URL that the browser should open or the script/
application name to invoke. This is only available with the Execute
Command and Launch Web Browser Actions

Parameters Parameters to represent information from the selected event must be
enclosed by percent signs (for example, %InitIP%). For a list of
available tags you can use when specifying parameters, click Help on
the Event Menu Configuration dialog box or see “Sentinel Event
Fields” in Sentinel 6.1 Reference Guide.

NOTE: This option is only available if your menu configuration browser settings are set to Use
Default Browser. For more information, see Section 10.6.8, “Editing Your Event Menu
Browser Settings,” on page 237.

NOTE: On Unix, the script or application for Execute Command must be located in
$ESEC_HOME/config/exec or SESEC_HOME%\config\exec.

6 Click OK. The new option is added to the list of menu items when users right-click on an event
or events.

10.6.2 Cloning an Event Menu Option

To clone an Event Menu option:

1 Open the Event Menu Configuration window.
2 Select a menu item from the table and click Clone.
3 In the Event Menu Configuration dialog box, edit:
¢ Name
¢ Description

+ Action
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*

To use a browser or not. For information, see Section 10.6.8, “Editing Your Event Menu
Browser Settings,” on page 237.

Command/URL

Parameters

*

*

*

Select an action:
+ Execute Command
+ Launch Web Browser.

¢ Any JavaScript action configured in the Action Manager

NOTE: For a list of available tags you can use when specifying parameters, click Help on the
Event Menu Configuration dialog box or see “Sentinel Event Fields” in Sentinel 6.1 Reference
Guide.

4 Click OK. The new option is added to the list of menu items in the Event Menu Configuration
window.

10.6.3 Modifying an Event Menu Option

To modify an Event Menu Configuration option:

1 Open the Event Menu Configuration window.
2 Double-click a menu option.

3 Type your desired changes and click OK.

10.6.4 Viewing Event Menu Option Parameters

To view the parameters for an Event Menu Configuration menu option:

1 Open the Event Menu Configuration window.

2 Highlight a menu item and click Details.

10.6.5 Activating or Deactivating an Event Menu Option

To activate or deactivate an Event Menu Configuration option:

1 Open the Event Menu Configuration window.

Select a menu option, right-click and select either Activate or Deactivate.

[traceroute
(Whois? il
[Lauch Esecu| Details
Clone
Delete
Up
Down

Deactivate
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10.6.6 Rearranging Event Menu Options

To move an Event menu option up or down:

1 Open the Event Menu Configuration window.

2 Select a menu option and click Up or Down.

10.6.7 Deleting an Event Menu Option

To delete a Menu Configuration option:

1 Open the Event Menu Configuration window.
2 Select a menu option and click Delete.
¢ Click Yes to delete the menu option

+ Click No to retain the menu option

10.6.8 Editing Your Event Menu Browser Settings

This option allows you to send your Event Menu output to an external browser. The external
browser can be any application. It is not restricted to Internet Browsers. By changing the file
extension you can launch whatever application is associated with that extension. For example, txt is
often associated with Notepad. You can also select to launch a specific program (for example, you
can set txt files to be opened by Wordpad or other editor).

To Edit your Menu Configuration Browser Settings:

1 Open the Event Menu Configuration window.
2 Click Browser.

() Use the folowing commands to launch a browser:
(3 URL% indicates where the URL argument is inserted)

| Brovesa. . ]l Tast... |

Default extersion | himl

[ O ] [ Carcel ] [ Help ]

You can select from the following two options:

¢ Use default browser: Uses the default browser set in that particular machine. For
example, in Windows, “Internet Explorer”.
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¢ Use the following commands to launch a browser: Allows you to specify a specific
application to launch. When using a browser other than the default browser, your
command line must be followed by a %URL%. For example:

C:\Program Files\Internet Explorer\IEXPLORE.EXE 3%URL%

+ Default extension: This file extension is assumed if the File Type in a configured action
is blank.

The following is an example where the output of the Menu Option launches into Internet
Explorer.

N Event Menu Configuration E

() Use defaul broviser

(#) Use the fobowing commands to launch a browser;
(% URL% indicates where the URL argument is inserted)
CProgram Filesimernet Explorer VEXPLORE.EXE %URLY

| Brovesa. . ]l Tast. . |

Defautt extension | bl

[ Ok ] [ Cancel ] [ Help i

3 After you set your configuration, click OK.

10.7 DAS Statistics

This feature is for internal monitoring of your system. It is not intended for the average user. DAS
Statistics monitors the following:

*

*

*

*

*

*

DAS Binary

DAS Query
DAS 1t

Collector Manager
Correlation _Engine
DAS iTRAC

Statistics are broken down as follows:

*

Service: Name of service such as DAS Query

Time: Time since the last update

num: Number of requests processed for this entry

WaitTime: Average wait time in seconds for a request before its processing starts
Runtime: Average time to process a request (in seconds)

#wait: Average size of the wait queue

#run: Average size of the run queue
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The information is divided into 3 sections:

+ Requests
+ Services

+ ThreadPools

Under Requests it keeps all the requests by channel (such as services.CorrelationService). Under
services it does the same by service. Sometimes it provides a breakdown by appending
“<category>" under the name, such as Services.CorrelationService or
Services.RemoteObjectService. EMap.getMapPK.

Under Services, all the remote method calls from user defined services (your XML services) are all
under services.RemoteObjectService. Under that it puts the name of the service (EMap) in the above
example and if asked, the name of the method (getMapPK in the above).

When a request is received by a server, such as DAS Query, a task is created and scheduled. The task
is then assigned to a thread pool for execution. There can be more than one thread pool and a thread
pool can service multiple services. For that reason, a request needs to wait for an available thread
even if the service is not heavily used. If the statistics indicate that the wait time for a request is large
and the number of requests for that service is low, check the information about the thread pools.

The numbers next to an entry are the sum for all its children. So requests 15 means that there are 15
requests for all requests method calls. Under that, requests.configurations 1 means that 1 of the 15
are to configurations, requests.esecurity.correlation.config 2 means that 2 of the 15 are to
esecurity.correlation.config and so on.

Figure 10-9 Das Statistics window

N Das Statistics M =
5min|
Service Time: I Marne Mum Wait (3eC) Run (sec) #iaiting I ARuUnning |
DAS_RT-D049ESEC-DD .. [3:00:00 At -
ThreadPoals a31 0.000 0.211 0. 0.1
ThreadPools Def.. |7 0.00s 0.096 oo 0o
ThreacPoals Def... |7 0.0035 0.095 0. .o e
ThreadPools RIE... |5 0.008 37488 oo 0.1
ThreadPoals REE... |5 0.003 37 498 0. 0.1
ThreadPools RiTi. .. |547 0.000 0015 oo 0o
ThreacPoals RETI ... 4 0.000 0.136 0. .o
ThreadPools RiTi.. 0 oo 0.0
ThreadPoals RETI .. 4 0.000 0.000 0.0 0.0
ThreadPools RiTi . |539 0.000 0.014 0o 0.0
ThreadPoals.Tim... [372 0.000 0.001 0.0 .o
ThreadPools Tim... & 0.000 0.000 0o 0.0
ThreadPoals.Tim... & 0.000 0.078 0o 0.0
ThreadPools Tim... [360 0.000 0.000 0o 0o
requests a1 0.0 0.006 0.0 0.0
requests esecuri... |7 0.044 0.095 0.0 .o
requests ewizar... 364 0.000 0.004 0o 0.0
SErvices 37 o.om 0.008 0.0 0.0
services Evertst.. (364 0.000 0.004 0o 0.0 LI

The information can be useful because it shows what is going on. The number of requests is
especially useful, you can see where they are all going or concentrated. The #waiting is useful
because it shows how busy the server is. That number should be small. If it is large, new requests
(even for simple tasks) will need to wait for potentially slow ones. This is not a good situation. The
average run time is very important because it shows which requests are actually taking all the time,
as opposed to waiting for others.
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10.8 Mapping

A map is a collection of values and keys defined in a CSV or text file. You can enrich your data by
using maps. With the help of maps you can add additional information to the incoming events from
your source device. This additional information which was not present can be used for correlation
and reporting.

You can create your custom maps in addition to the default maps available. You can use event
mapping which allows you to add additional data to an event by using data already present in the
event and by referencing and pulling data from an outside source. For more information, see
Section 10.9, “Event Configuration,” on page 250 and Section 10.9.1, “Event Mapping,” on
page 250.

NOTE: In order to do Mapping, your configuration.xml file must be pointing to a
Communication Server that has DAS Binary and DAS_Query connected to it. This will normally be
the case, by default, as long as the Communication Server and DAS processes are running.

The Mapping tab allows you to:

¢ Add new map definitions
+ Edit map definitions
¢ Delete map definitions

¢ Update map data

Mapping works together with the Referenced from Map Data Source setting for individual fields
under Section 10.9, “Event Configuration,” on page 250. You can map by using a string or number
range. The following are the default maps available:

+ Accountldentity: Contains information about identities and the accounts associated with
them. The keys are UserName, UserDomain, and CustomerName (for MSSPs). This map is
populated from information in the Account and Identity tables in the Sentinel database.

¢ Asset: Contains the data from the map data source file asset.csv. The asset.csv is
automatically generated from asset data from Sentinel Database when an asset Collector is run.

This file could be populated manually instead, if desired. The keys are PhysicalAssetName and
CustomerName (for MSSPs).

+ AssetToRegulation: Contains the data from the map data source file
AssetToRegulation.csv. This file must be populated manually.

¢ CustomerHierarchy: Generally used for Managed Security Service Providers (MSSPs), this
can be used to organize customers into a four-level hierarchy Contains data from the
customerhierachy.csv. This file must be populated manually. The key is CustomerName.

¢ IpToCountry: Contains the data from the map data source file IpToCountry.csv. This
file must be populated manually.

+ IsExploitWatchlist: Contains the data from the map data source file
exploitDetection.csv (vulnerabilities and threats). The exploitDetection.csv
file is automatically generated from Advisor and Vulnerability data from Sentinel Database
when either an Advisor feed is completed or a vulnerability Collector is run. The keys are IP,
AttackName, DeviceName, and CustomerName (for MSSPs).
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To view maps in the GUI:

1 Navigate to Admin tab and select Map Data Configuration from the Navigation pane or click
Map Data Configuration button.

a

N Map Data Configuration =10 =
I:}ﬁdd Folder: [Hms Zlfh_f List maps in sub-folders Manape Folders

of Asset

o pToCourtry

o AszetToRegulation
o Tacoomonmyr

& IsExplodiiatchist

s Customer Hierarchy

| Resdy |2 metresh Refreshed A1 76508 103233 PM

The main Mapping GUI displays a listing of all of the maps that have been defined for the system.

NOTE: Default Sentinel maps cannot be edited or deleted.

10.8.1 Adding Map Definitions

To add a map definition:
1 Navigate to Admin tab and select Map Data Configuration from the navigation pane or click
Map Data Configuration button.
2 Click Add.
3 Ifyou are creating a new map folder, click New Dir. Specify a folder name.

4 Ensure that the folder you want to provide your map definition into is selected. (that is, the
folder indicates that it is open).

5 Specify your Map Name.
6 Click Next.

NOTE: The Map Type field box is disabled.

7 Select either Local File or Remote File.

+ Local File: Allows you to browse for your file on your local file system (on the machine
where Sentinel Control Center was launched from).

+ Remote File: Allows you to select from existing map source data files on the server
where DAS is running. Remote file points to $ESEC_HOME$\data\map_ data
(Windows) or SESEC_HOME/data/map data (UNIX)
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N New Map Definition

~Source Data File:

File Mame: |Remnte Filesfattack coy

" Local File i Remote File

|--I]ata Preview {The first 500 rows are shown):
|

' L L T

[|FealSecure Deskiop, bind-fdmax-dos, 101425 ;i

[|FealSecure,apache-tomeatfle-contents, 101426

||RealSecure Guard isa-nethios-bypass-policy, 101427

[|FealSecure wordpress-blogheader-sgl-injection 1 01428

|5 ecureMet_Provider HTTP Client [14allcgi] Probe -MG,101324

[|FealSecure Deskiop,csm-server-bo, 101429

[|BlackICE mirc-dde-gain-privileges, 101431 e

i BlackiCE,sugar-sales-moduledefaultfile-file-include, 101430 o
>|

[14] |

= Back [ et = | Cancel |

Select your map definition file. Click Next.

NOTE: Only the first 500 rows of the map appear in the interface.

8 In the New Map Definition window, set the following:

¢ Delimiter: (pipe, comma, semicolon and so on) of data in rows of the map data source
file

¢ Start at row: The number of rows to skip from the top of the map data source file.

¢ Column names
¢ Column types: The currently supported column types are:

+ String: A string is a group of characters used as a single object by a computer. A
string might consist of a single letter, word or number. The word FINANCE or IP
Address 192.168.2.40 might be a string. A string can also consist of a combination of
words, spaces, and numbers. The street address of 1313 LION DOG TOWER could
be a string.

¢ Number Range: A number range (NumberRange) is a range of numbers. For
example, 10 to 200 are represented as 10-200. To use the range map functionality, a
map definition must have exactly one key column and the key column must be of
type NumberRange. If there are any other key columns, or the key column is of a
different type, the mapping service will not consider the map a range map.

+ Active columns: When a column is marked as active, the data in the column will be
distributed to processes using maps. All key columns must be active. Only active columns

(but not key columns) can be selected as the Map Column under the Event Configuration
tab.
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+ Key columns: A key is a unique identifier for the row of data in the map data. If more
than one column is selected as a key, the overall key of the map will include all of the
columns selected as keys.

¢ Column filtering: A row can be explicitly included or excluded based on matching
criteria for a particular column. This can be used to exclude rows from the map source
data that are not needed or will interfere with your mapping.

As you configure each setting and filter, the data table will automatically update to allow you to

preview your data and ensure your data is being parsed as expected.

N New Map Definition
rColumn Definition: -

| - Delimiters:

' Tab

 other: I_

| The first 500 rows are shown

" PFipe

" Semicolon

Stanatruwl 03:

| Calurnn 1 I Calurmn 2 | Calumh 3 |
IMarne: D= Mfr Marne fr Mttack Marne Attack D
Type: String =trirg =tring
Key: r r 3
Active: I v v
Riowy O RealSecure Desktop orade-dhmssystem-bo 01001
Rowy 1 RealZecure Guatd openssl-asn] -parzer-dosi 01003
Ry 2 ElackICE erak-icevwarp-file-deles. 101002

Column Filtering I

= Back | Finish | Cancel

9 After you finish configuring all parameters and filters for the definition, click Finish.

10 If you selected Local File in step 7 above, you will be prompted to upload your file to the
Remote Files virtual folder located: % ESEC_HOME%\data\map_data. Specify a file name and

click OK.

10.8.2 Adding a Number Range Map Definition

To use the range map functionality, a map definition must have exactly one key column and the key
column must be of type NumberRange. If there are any other key columns, or the key column is of a
different type, the mapping service will not consider the map a range map.

To create a range map, select a single column to be the key of the map and select NumberRange as
the type of the column. The format of the data in a column of type NumberRange must be “m-n”,
where m is the minimum number in the range and n is the maximum number in the range (that is,
10-200). The maximum number in the range is not included in the range (that is, [m,n)). This means
a range of 10-200 will only key off numbers equal to 10 to 199. An example set of data is with the

first column as the key:

Administration

243

6002 Yyoiew vz (us) xoopaou



1-2,AA
2-4,RAA
4-12,BB
10-20, BB
30-31,BB
100-200, AR
110-120,CC

Figure 10-10 Number Range Map Definition

6002 Yyoiew vz (us) xoopaou

~The First 500 rows are shown
I I Column 2

Marme: F.ange alue

Tvpe: umberfange String

Key: ¥ [

Active: = =

Fow 0 1-4 ¥

Fow 1 #-20 BB

Fow 2 30-31 BB

Fow 3 100-110 A,

Fow 4 110-120 CC

Faow 5 120-200 ety

The example table gets transformed to:
Figure 10-11 Table Transformation

FROM TO:
1-2, a8 1-4, 28
2-4, a8 4-20, BE
4-1Z, BE 30-31,EBE
10-Z0,EBE 100-110, A
30-31,BE 110-1Z0, cc
100-200, Ad 120-200, Ad
110-120, cc

An example event configuration on the above map might look like:

Figure 10-12 Event Configuration

(Customeriarsz -Data Source

(Customerards  External

(CustomeriYard4

Customeryaras (& Referenced From Map

(Cuskomeryar3t -

Customervara? HER AR I“‘i‘l MapsfRangetap LI
v IMap Columnn; I\.-'alue vl

SARECK - Key Configuration:

HIPAA Map Key Field Event Tag I
GLEA Customeriard? |
FISMA I

Where CustomerVar97 is expected to contain a numeric value (or is of a type that can be converted
to a numeric value, such as an IP or Date).
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When performing lookups into the example range map, the value in CustomerVar97 will take the
range map and search for the range that the value belongs in (if any). Some examples and their
results are:

CustomerVar97 = 1; CustomerVar89 will be set to AA
CustomerVar97 = 4; CustomerVar89 will be set to BB
CustomerVar97 = 300; CustomerVar89 will not be set

Internally, Sentinel converts IP addresses and dates to an integer for tags of the type IPv4 and Date.

IPv4 tags are:

¢ TargetIP (dip)
¢ InitIP (sip)

Date tags are:

¢ CustomerVarll to CustomerVar20 (cv11 to cv20)
¢ DateTime (dt)

¢ ReservedVarll to ReservedVar20 (rv11 to rv20)
¢ DeviceEventTime

¢ SentinelProcessTime

¢ BeginTime

¢ EndTime

For more information on meta-tags, see “Sentinel Event Fields” in Sentinel 6.1 Reference Guide.

For example, for the table below, column 1 is numerical range equivalent to an IP range of 10.0.0.0
to 10.0.2.255.

167772160-167772415,AAA
167772416-167772671,BBB
167772672-167772927,CCC

Using the same setup as the previous example, if:

¢ The Event Tag is set to TargetIP and key column set to column 1 (range)

¢ Map Column to column 2 (value). The output values for CustomerVar89.

Figure 10-13 Number Range Map Definition

| ~The First 500 rows are shown—
I Column 1 I Colurn 2
Marme; ange alue
Tvpe: umberFange Gkring
key: i r
Aickive: I~ I~
Row 0 167772160-167772415 AAL
Fow 1 167772416-167772671 EEE
Row 2 16777267 2- 167772927 CCC
al el
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Figure 10-14 Event Configuration

(Cuskomeri'ars?
(Custormeri'arss i~ External

Data Source

Cuskarner'arss

SAREOK

i+ Referenced From Map

HIFAL Map Name: IJ‘ Maps)e-Se-urity fqwerky _V_I
GLE
FISMA Map Column: ivalue vi

I‘S\Illgzg)ul\:tw Kew Conficur ation:

DIPCountry Map Key Field Event Tag I.
(Custarmeryard? DestinationlP !

If an event contains a target [P of 10.0.1.14 (equivalent to numerical value of 167772430), the
output for column CustomerVar89 within the event will be BBB.

Sentinel supports the following number ranges:

+ Range from negative number to negative number (for example, “-234—34")
+ Range from negative number to positive number (for example, “-234-34”)
+ Range from positive number to positive number (for example, “234-236")

+ Single number range (negative) (for example, “-234”). In this case, the min and the max will
both be -234.

+ Single number range (positive) (for example, “234”). In this case, the min and the max will
both be 234.

¢ Range from negative number to max number (for example, “-234-"). In this case, the min will
be -234 and the max will be (263 - 1).

¢ Range from positive number to max number (for example, “234-"). In this case, the min will be
234 and the max will be (2763 - 1).

NOTE: In all cases, the min must be less than or equal to the max (for example, “-234- -235” is
NOT valid).

10.8.3 Editing Map Definitions

To edit a map definition:
1 Navigate to Admin tab and select Map Data Configuration from the navigation pane or click
Map Data Configuration button.
2 Expand the folder of interest.
3 Highlight a map definition and click Edit.

NOTE: The editing function is disabled for map definitions that are under the UNMANAGED
ITEMS folder.
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M Edit Map Definition Ed

- Column Definition:

rDelimitere: -

" Pipe

 Semicalon

Start at o I ng:

- The first 500 rows are shown

| Column 1 I Column 2 | Column 3

Marme: Device SttackSignature MormalizedAttacdd ﬂ
Type: =tring String Mumber -
ey = W |

Acthve: o = ¥

Fowe 0 RealZecure Desktop ozilla-netscape-nonas..[101000

Rowy * RealSecure Desktop cracle-dbmssystem-ho 01001 =
L S w e LFI

Colurmn Filtering |

Ok | Cance |
The edit function allows you to:
+ set your delimiters + activate or deactivate a column
+ set which row to start your map + set your column keys
* rename your columns + column filter

4 After making your changes, Click OK.

10.8.4 Deleting Map Definitions

To delete a map definition:
1 Navigate to Admin tab and select Map Data Configuration from the navigation pane or click
Map Data Configuration button.
2 Expand the folder of interest.
3 Highlight the map definition to be deleted.
4 Click Delete.

NOTE: Default Sentinel maps cannot be edited or deleted.
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10.8.5 Updating Map Data

Updating allows you to replace the map source data file of a map on the server running DAS with
another file. Your new map source data file must have the same delimiter, number of columns, and
overall structure as the existing map data source file in order for the map to function properly after
the update. The new map source data file should only differ from the existing file by the values that
appear in the columns. If the new map source data file has a different structure than the existing file,
use the “Edit” feature to update the map definition.

Map updates can be performed on demand from the Sentinel Control Center. To set up an automated
process to update map data, it is possible to run an equivalent process from the command line using
map_ updater.shormap_updater.bat.

There are two map locations; the location referenced by the Event Map Configuration (which is a
user-defined location) and the location where Sentinel stores its internal representation of the map
($ESEC_HOME/data/map_data). The internal representation of the map should never be manually
updated.

To update map data from the Sentinel Control Center:

1 If you haven’t already, create a file containing the new map source data. This file can be
generated (for example, from a data dump script), created manually from scratch, or be an
edited version of the existing map data source file. If needed, you can obtain the existing map
data source file from the location:

For Windows:
$ESEC_HOME$\data\map data
For UNIX:

$ESEC_HOME/data/map data

2 Navigate to Admin tab and select Map Data Configuration from the navigation pane or click
Map Data Configuration button.

3 Expand the folder of interest. Highlight the mapping to be updated. Click Update.

#® Map Data Update: Maps,/Mew Folder /vuln_attack 5'

-Source Data File:

File Name: | Browse |

rData Praview: -

e I Current |

I Column 1 I Column 2
Marnes Colurnn 1 Colurnn 2
Type: String Skring
Key: 7 v
Active: = =
i | 2]
[+ Backup Existing Data On Server ]34 Cancel |
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4 Sclect the new map data source file by clicking Browse and selecting the file with the new map
data. After selecting the file, the data from the new map data source file displays under the New
tab. The map data you are replacing will be under the Current tab.

5 Uncheck or leave the default setting for Backup Existing Data On Server. Enabling this option
results in a backup of the existing map data source file being put in the
%ESEC_HOME%\bin\map data (Windows) or SESEC_HOME/data/map _data (UNIX) folder.
The prefix of the name of the backup map data source file will be the name of the existing map
data source file. The end of the filename will contain a set of random numbers followed by the
.bak suffix. For example: vuln_attacks10197.bak.

6 Click OK.

7 The data from the new map data source file will be uploaded to the server, replacing the
contents of the existing map data source file. After the source data is completely uploaded, the
map data will be regenerated and distributed to map clients (For example, Collector Manager).

To update map data using the command line:

1 If you haven’t already, create a file containing the new map source data. This file can be
generated (for example, from a data dump script), created manually from scratch, or be an
edited version of the existing map data source file. If needed, you can obtain the existing map
data source file from the location:

For Windows:

$ESEC_HOMES$\data\map data
For UNIX:

SESEC_HOME/data/map data
2 Log into the Sentinel database.

3 Find UUID for the map in the MD_CONFIG table (refer to the CONFIG_ID column for the
appropriate map listed in the VALUE column).

4 On the Sentinel Server machine, log in as esecadm.
5 Run the following command:
On Windows:

map updater.bat <uuid> <source path> [nobackup]

On UNIX:

map updater.sh <uuid> <source path> [nobackup]

NOTE: On Windows, if the map data is in a directory including a space (For example,
Program Files), it might be necessary to place double quotes around the new data file path.

6 The data from the new map data source file will be uploaded to the server, replacing the
contents of the existing map data source file. After the source data is completely uploaded, the
map data will be regenerated and distributed to map clients (for example, Collector Manager).

Unless the optional -nobackup argument is added, the previous map data will be saved in a backup
file on the server. Enabling this option results in a backup of the existing map data source file being
put in the %ESEC_HOME%\bin\map_data (Windows) or SESEC_HOME/data/map_data (UNIX)

Administration

249

6002 Yyoiew vz (us) xoopaou



folder. The prefix of the name of the backup map data source file will be the name of the existing
map data source file. The end of the filename will contain a set of random numbers followed by the
.bak suffix. For example: vuln_attacks10197.bak.

10.9 Event Configuration

NOTE: In order to use the Event Configuration, your configuration.xml file mustbe
pointing to a Communication Server that also has DAS Binary and DAS_Query connected to it.
This will normally be the case, by default, as long as your Communication Server and DAS
processes are running.

10.9.1 Event Mapping

Event Mapping is a mechanism that allows you to add data to an event by using data already in the
event to reference and pull in data from an outside source. The outside data source is a map, which is
defined usingMap Data Configuration. The data already in the event that should be used as the
reference into the map and the data to be pulled from the map into the event are specified using the
Events tab.

Because virtually any data set can be made into a map, Event Mapping is useful for incorporating
into the event stream data from elsewhere in your organization. Some opportunities Event Mapping
provides are:

¢ Regulatory Compliance monitoring

¢ Policy compliance

¢ Response prioritization

+ Enable security data to be analyzed related to business operations

¢ Enhance accountability
When an Event Mapping is defined, it is applied system-wide to all events from all Collectors.
Additionally, Sentinel will automatically distribute map data to all processes that perform event

mappings as well as keep the map data in these processes up-to-date. For these reasons, Event
Mapping provides significant capabilities to support enterprise deployments.

Event Mapping comprises of four main parts:

¢ Controller: Stores all map information

¢ Distributor: Automatically redistributes modified maps to those processes that registered for
the map

¢ Monitor: A monitor to detect changes in map source data

* Generator: Generates maps from source data

One application of Event Mapping is Sentinel's Asset Data functionality. For example, asset
information is collected and stored in the Sentinel Database asset schema and is represented by a
Physical Asset Entry. Soft assets, such as services and applications, are represented by an entry that
is linked to a Physical Asset. The primary automated update mechanism for asset data is through an
asset Collector reading data from a scanner such as Nmap. The asset Collector automates the
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retrieval of asset information by reading asset data from the scanner and populating the asset schema

tables with this data. For Event Mapping, asset information is mapped from the destination IP and
source IP.

There are two types of data sources:

¢ External: A Collector populates that value in the event tag.

¢ Referenced from Map: Data is retrieved from a map to populate the tag.

Figure 10-15 Data Sources

ReservediarSd " External
ReservedVarSs
SoUrceassetiame
SourceMacAddress
Sourcelobworl ddentity
SourcefssebCatagory Map Column: W
SourceEnvironmentIdentity
Sourcedssetyalue |
SourceCriticality Map Key Field | Event Tag |
SoUrceSensitivicy PhysicalassetMame |SourceIP |

eSecTaxonomyleveld -J ~Data Source

{* Referenced fron Map

Map Marne: |.ﬁ.sset _YJ

Key Configuration:

In the above illustration, the SourceAssetName tag is populated from the map called Asset (which
has asset . csv as its map data source file). The specific value for SourceAssetName is taken from
the AssetName column from the Asset map. The PhysicalAsssetName column is set as the key.
When the InitIP tag of the event matches one of the source IP values in the PhysicalAsssetName
column of the map, the row with the matching key is used to intersect the AssetName Column. For
instance, in the below example the IP corresponds to AssetName Finance35.

NOTE: When a column is set as a key, it will not appear in the Column drop down field.

Figure 10-16 Physical Assent Name corresponds to Asset Name

PhysicalAssetName CustomerlD MacAddress AssetName

198.168.1.91 Marketing01
198.168.1.95 Marketingd2
198.168.1.96 Frogramgrmtd3
193.1658.1.93 Financedd
193.168.1.100 Finance3s

You can have more than one column set as a key as you do not want the map to be a Range Map
(Range Maps can only have one key column, with that column type set to NumberRange). For
instance (with column type set to String) the Attackld tag has the DeviceName (name of the security
device) and DeviceAttackName columns set as keys and uses the NormalizedAttackID column in
the AttackNormalization map for its value. In a row where the DeviceName event tag matches the
data in Device map column and the DeviceAttackName matches the data in the AttackSignature
map column, the value for Attackld is the value in the NormalizedAttackID column. The
configuration for Event Mapping just described is:
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Figure 10-17 Event Mapping Configuration

v

Reservedyarze -Data Source -
Reservediar2? " Exterral
Reservediarzs
ecarvediar?a ¥ Referenced From Map
Aktackld - LT

Map Mame:  |AttackSignatureMormalization =
DeviceMarme = I = ‘—!
DeviceCateqory Map Calunn: |N0rma|ized.°.ttackld vI
EventContext . :
SourceThreatLevel Key Configuration: |
SourcelserContext Map Key Field Evert Tag |
DrataContexk Device Drevicelame |
SourceFunction Atk ackSignature DieviceAttackMarne |
= weaminor skinm alTankast |

Figure 10-18 Device and Attack Signature corresponds to Asset Name

Device AttackSignature NormalizedAttackld

Secure BazkDoorProbe (TCP 1234) 3 Trojan: Backdoor. SubSeven

Secure bBazkDoorHrobe {1 CH 14494 3| lrojan: Backdoor. Subzeven

Dragon RWALLD:SYLOG-FORMAT 4 Sun Microsystemns Solsris rwall Elevated F
Snort RPC TCP rwalld request 4 Sun Microsystemns Solsris rwall Elevated F
Snort RPC UDP rwalld request 4 Sun Microsystemns Solsris rwall Elevated F
Snort YWEB-IIS foxweb. dll access 12 Microsoft Exchange Server Arbitrary Code
RealSecure | SMTP_Exchange_“erb_Do3 12 Microsoft Exchange Server Arbitrary Code

To Configure Event tags (columns) to use Mapping:

1 Navigate to Admin tab and click Event Configuration in the navigation pane or click Event
Configuration button.

2 Highlight an event tag entry from the Event Columns list.

6002 Yyoiew vz (us) xoopaou

NOTE: The original Event Tag name displays above the Label field. In addition, the
description of the event column is provided.

Event Columns:
SentinelProcessTime N
Sentinel 3envicelD

SubRezource
TargetdzzetClass
Target Asset Criicalty

3 Click Referenced from Map to configure the event tag to be populated with data from a map.

Click External to keep whatever value the Collector put in the event tag (if any).
4 Click the Map Name field down arrow.
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[Data Source
" External

" Referenced From Map

of Bsset LI
o Asset

o AssetToRegulation

o Arrarksignatrebnemaliz Abinn

M3 of IpToCountry E
MR N [<Foplaitwatchlist

Map Mame:

fap Column:

Ky Configurati

Select one of the available default maps or a map you have created.

5 Click the Map Column field down arrow and select a Map Column name. Depending on your
Map Name choice in the previous step, these values will vary.

Map Marne: I.ﬁ.sset _vJ

Map Colurrm;  JAssetMame j

| Key Configurati Customerld i

Ma A ess
MetwiorkIdentity
AzsetiCategary
ErvvironmentIdentity
Assebialue
Criticality -

Phrysicalfsseth

—pourcelP

Map Mame: IIsEproitWatchIist ;l

Map Column: I_EXIST_ vl
iKev Configuratim
|

Marn o Einlrr\}’ I

Map Marmne: l.ﬁ.ttackSignatureNu:urrralizatiu:unLI

Map Calurrn: INurmalizednttackIdj
MormalizedattackId

| Kew Configur ati

¢ EXIST : This is a special Map Column that exists in every map. If this Map Column is
selected, a “1” will be put in the event tag if the key is in the map data. If the key is not in
the map data, a “0” will be put in the event tag.

+ All other choices: Names of active columns within the map definition that are not set as
a key (for example, Customerld column in Asset or NormalizedAttackld column in

AttackNormalization)

6 Inthe Key Configuration, for each row in the table select the event tag in the Event Tag column
that will be matched against the map key column specified in the corresponding Map Key Field
column. The rows in the Key Configuration table will depend on the Map Name selected.

NOTE: A key is a unique identifier for the row of data in the map data.

Key Configeation
Map Ky Field Ewvert Tag

A — Select & Tag —

Athor ity — Select a Tag —
BeginTimes
Collector

Collector Mansger ld
Collectar Seript
Conrectaor i
Cortrolhonitor

Customer \ame
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7 Click Apply.

NOTE: Clicking Apply saves the changes you made for the currently selected event column in
a temporary buffer. If you don't click Apply, when you select a different event column the
changes you made to the previously selected event column are lost. Changes won’t be saved to
the server until you click Save.

8 If you want to edit the Event Mapping of another Event column, repeat the steps above.
Remember to click Apply after editing the Event Mapping of each Event column.

9 Click Save.

NOTE: Clicking Save will save your changes to the server. The save function saves all
changes stored in the temporary buffer (when you clicked Apply).

10.9.2 Renaming Tags

The Event Configuration window also allows you to assign names to existing event tag labels. For
example, you can rename the label for event tag Ct2 to City. Doing this will result in the event tag
that formally appeared in Sentinel Control Center as “Ct2” to now appear as “City”. Some places

where event tags appear in Sentinel Control Center are filters, correlation rules, and Active Views.

Renaming tags does not change the name of the variable in Collector scripts or in internal Sentinel
representations of the tag, however. For example, even if the event tag labeled Ct2 is renamed to
City, the variable that must be used in a Collector script to reference this meta-tag will still be
s_CT2. Any references to this variable in correlation or filters will still work, even if they were
originally written using Ct2.

Below is a before and after illustration of this feature in an Active View.

Figure 10-19 Active View window-Before illustration

PUBLIC:High_Severity @ 6/21J06 10:26:56 AM Snapshot

I‘ urcelP DestinationlP EventMame Ct2 “ulherahility .J' Criticalit
‘ 190168.12.21 Failed_login-administratar Shuri

2 190165.12.24 apache-chunked-encoding-bao |Shuri
- 1901658.12 24 xlight-pass-bo Shuri
L 19016581224 Reject Shuri

Vlaal=lo

Figure 10-20 Active View window-After illustration

PUBLIC:High_Severity & 6/21 /06 10:30:43 AM Snapshot

I. urcel? DestinationlP Eventhlarme City “ulnerability .J' Criticalit
‘ 190.166.12.21 Failed_login-administrator Shiri

190.168.12.24 apache-chunked-encoding-bo | Shuri
190.166.12.24 xlight-pass-ho Shuri
19016512 24 Reject Shuti

BEICIEE]

To rename an event column:

1 Click Event Configuration in the navigation pane or click the Event Configuration button.

NOTE: The original Event Column name displays above the Label field. In addition, the
description of the event column is provided.

2 Highlight an event column entry.

3 Specify a new value for your Event Column in the Label field.
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DeviceAttackMane
Rtz o Label city
Ct1

Descrigtion:

) =
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e ~iata Sairea—

4 Click Apply.

NOTE: Clicking on Apply saves the changes you made for the currently selected event tag in a
temporary buffer. If you don't click Apply, when you select a different event tag, the changes
you made to the previously selected event tag are lost. Changes won’t be saved to the server
until you click Save.

5 Click Save.

NOTE: Clicking Save will save your changes to the server. The save function saves all
changes stored in the temporary buffer (when you clicked Apply).

6 In order for changes to be visible in Sentinel Control Center, running Sentinel Control Centers
must be closed and reopened.

10.10 Report Data Configuration

NOTE: In order to use Report Data Configuration, your configuration.xml file must be
pointing to a Communication Server that has DAS Binary and DAS_Query connected to it. This

will normally be the case, by default, as long as the Communication Server and DAS processes are
running.

The Report Data Configuration option allows you to enable and disable summaries, or aggregate
tables in the Sentinel database. Enabling a summary allows aggregation to start computing the
counts for that particular summary and will shorten the execution time for any report that uses the
summary table. Sentinel Top 10 reports use summary tables.

A summary is a defined set of attributes that make up the key for which to compute the number of
unique occurrences (event count) by each hour time period (event time). In the case of the
EventSevDestPortSummary, when active, it saves the count of events for each unique combination
of destination port and severity for an hour time frame. These saved computations of the event data
allow for quicker summary reporting and querying. These reports are used by Crystal Reports
Server. For more information, see “Crystal Reports for Windows” and “Crystal Reports for Linux”
in the Sentinel 6.1 Installation Guide. Certain summaries will need to be active in order for the
summary reports to be accurate.

Aggregation is the process of calculating the running count for all active summaries as events flow
through the system. These running counts are saved to the database in the respective summary
tables.
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Summaries Benefits:

¢ Greatly reduced event data set

¢ Conformed dimensions that allow the ability to drill-down, roll-up and drill-across on event
data

¢ Summary reports run much faster with pre-computed summaries
Aggregation Benefits:

¢ Only processes active summaries

+ Does not affect event insertion into the real time database.
Report Data Configuration tab allows you to:

+ enable/disable any predefined summaries

+ view attributes of each summary

¢ see the validity of a summary for a timeframe

¢ query which eventfiles need to be run so that the summary is complete

The following are all summaries already defined in the system. It lists the summary name, database
table name and it’s attributes in a brief description about the summary.

Table 10-2 Summary Name description

Summary Name Table/Description

EventSrcSummary EVT_SRC_SMRY_1

This summary sums the event count by source ip, source asset
information, source port, source user, taxonomy, event_name,
resource, Collector, protocol, severity and event time by hour

EventDestSummary EVT _DEST_SMRY_1

This summary sums the event count by destination ip, destination
asset information, destination port, destination user, taxonomy,
event_name, resource, Collector, protocol, severity and event time
by hour.

EventSevDestTxnmySummary EVT_DEST_TXNMY_SMRY_1

This summary sums the event count by destination ip, destination
asset information, taxonomy, severity and event time by hour.

EventSevDestEvtSummary EVT _DEST _EVT _NAME_SMRY _1

This summary sums the event count by destination ip, destination
event asset, taxonomy, event name, severity and event time by
hour.

EventSevDestPortSummary EVT_PORT_SMRY_1

This summary sums the event count by destination port, severity
and event time by hour.
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Summary Name Table/Description

EventSevSummary EVT_SEV_SMRY_1

This summary sums the event count by severity and event time by
hour.

To disable/enable Summary:

1 Click Report Data Configuration in the navigation pane or click Report Data Configuration
button.
2 To disable a summary, click Active in the Status column until it changes to say InActive.

3 To enable a summary, click InActive in the Status column until it changes to say Active.

Source I Skatus
formedEvent Infct

formedEvent Inncuié
formedEvent Infctive
formedEvent Infctive
formedEvent Infctive
formedEvent Infctive

To enable Aggregation for Top 10 reports for Crystal Reports Server:
Enable the following three summaries:

¢ EventDestSummary

¢ EventSevSummary

+ EventSrcSummary
Enable EventFileRedirectService in the das_binary.xml located:
For UNIX:

SESEC_HOME/config/das binary.xml

For Windows:

$ESEC_HOME%\config\das binary.xml

NOTE: To enable the summary you must set the property “Status” to ON for
EventFileRedirect in das binary.xml

To view information for a Summary:

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.

2 Click the ... button in the Attributes column to see the attributes that makes up a summary.
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— N Summary Attributes
T SUMNErYy NameW
SEV.DEST POl e
| SIS | Adtribae | Aftribute Type |
1 CLUST_ID attribte -
2 RERC_ID attribute
3 DEST_BWT_ASSET_ID attribute
4 DEST_IP attribute
o DEST_PORT attribte
[ DEST_USRE_ID attribute
7 THRRY_|D attribute
[ SEY attribte
9 AGENT_ID attribte
10 E%'T_MAME_ID attribte
11 PRETCL_ID attribute T
12 E%T_TIME attribute -
|

To check the Validity of a summary:

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.

Select Status.

Select the summary or summaries you want to query.

M Summary Status E3

EvertSevDestTxnmy Summary
EvertSevDestEvtSummary
EvertSevDestPortSutnmary
EvertSevSummary

B
]
r
r
r
r
r

EvertSrcSummary

~Time Interval

Between [a/4/2005 _| fasizone

Showy Event | Show Graph | Cancel |

4 Select a time interval.
5 Click Show Graph.

6 The green bars signify that the summary is complete for that time frame. The red sections
signify that the summary is missing data during that time period.
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N Summary Graph

EventhestSummany {3 e

Summaries

B
nﬁpt‘?' nﬁph o° i @I:M “%.P.,\-?\ B.P..\-?
of 4P 5P LA L
w-._-a‘?- e %_In-._u'b R @ &,5._&"0
Time

NOTE: To complete summaries, see “To run Eventfiles for a summary:” on page 260.

To query the Eventfiles for a summary:

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration

button.
2 Select Status.

3 Select the summary or summaries you want to query.

N Summary Status
- Surnmmary Mare

ﬂ Eventh HTErY

r EventZevDestTxnmySummary

r EvertSevDestEvtSummary

N EvertSevDestPortSutnmary

r EvertSevSummary

I~ EvertSroSummary

i~ Time Interval

Betuveen [3/4/2005 | [prrz00e

Showy Event | Show Graph | Cancel |

4 Select a time interval.
5 Click Show Event.

6 The Eventfiles needed to complete the summary displays in a list format.

NOTE: To complete summaries, see “To run Eventfiles for a summary:” on page 260.
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Summary

N Processed Surmary Status ﬂ

| File Mame

I din Event Time I @ Evert Time |

Frocess

EventDestSummary

events_ 20060305,

06 55221 A

Q06 90831 Ahd

-

-

EventDestSummary

events_20060305. ..

DG 92246 A

06 95247 Al

EvertDestSummary

events_20060905...

ASI0GE 95245 AW

QSI0E 95327 AW

|

EventDestSummary

events_ 20060305, ..

Q06 10 12:23 A

Q06 1 0:42: 23 Ak

EventDestSummary

events_20060305. ..

06 10 42:33 AW

06 11:12:30 Ak

EvertDestSummary

events_20060905...

QSI0GE 11 12:40 AM

QS0 114237 AWM

EventDestSummary

events_ 20060305, ..

Q06 11 42:47 A

Q06 121 244 P

EventDestSummary

events_20060305. ..

06 12 12:54 P

06 1204252 PM

BE=RE=R R RN NN R

EvertDestSummary

< [97506 12 42:54 PM

QS0E 1:12:50 PM

=l

Process

T
C
C
O
C
C
O
C

|

Close |

To run Eventfiles for a summary:
1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.
Select Status.
Select the Summary or Summaries you want to query.
Select a time interval.
Click Show Event.

The Eventfiles needed to complete the summary displays in a list format.

N o o A WON

Check the Eventfiles that you want to run so that the summary is complete.

e | Min Even...l Max Eve...I Process I

a

. Man Jan ... |Mon Jan ...
. [Mon Jan ... [Mon Jan ..,

==

. [Mon Jan ... [Mon Jan ...
. (Maon Jan ... Mon Jan ...

8 Click Process.

10.11 User Configurations

You must have the user permission in order to work in the User Configuration window.

User configuration allows you to:

Create a User Account Terminating an Active Session

Modify a User Account Add a iTRAC Role
View Details of a User Account Delete iTRAC Role
Clone a User Account Viewing details of an iTRAC Role

Delete a User Account

The installer will create the following default users on the Sentinel Server:
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10.11.1 Oracle and Microsoft SQL 2005 Authentication:

¢ esecdba: Schema owner (configurable at install time).

¢ esecadm: Sentinel administrator user (configurable at install time).

NOTE: For UNIX, the Installer also creates the operating system user with the same user name
and password.

¢ esecrpt: Sentinel Reporter User, password as the admin user.
¢+ ESEC_CORR: Sentinel Correlation Engine users, used to create incidents.

+ esecapp: Sentinel application username for connecting to the database.

10.11.2 Windows Authentication:

¢ Sentinel DB Administrator: Schema owner (configurable at install time).
¢ Sentinel Administrator: Sentinel administrator user (configurable at install time).
+ Sentinel Report User: Sentinel Reporter user, password as the admin user.

+ Sentinel Application DB User: Sentinel application username for connecting to the database

10.11.3 Opening the User Manager Window

To open the User Manager window:

1 Click the Admin tab.
2 Click Admin > User Configuration.

10.11.4 Creating a User Account

NOTE: In order to meet stringent security configurations required by Common Criteria
Certification, Sentinel requires a strong password with the following characteristics:

Select passwords of at least 8 with characters in length that includes at least one UPPER CASE, one
lower case, one special symbol (!@#$%"&*()_+), and one numeric (0-9).

Your password might not contain your e-mail name or any part of your full name.

Your password should not be a “common’ word (for example, it should not be a word in the
dictionary or slang in common use).

Your password should not contain words from any language, because numerous password-cracking
programs exist that can run through millions of possible word combinations in seconds.

You should select a password you can remember and yet is complex. For example, Msi5!'YOId (My
Son is 5 years old) OR ThliCf5#yN (I have lived in California for 5 years now).

To use this feature, you must have the user permission User Management. User permissions are
fairly detailed. For more information, see “Microsoft SQL Users, Roles,and Access Permissions for
Sentinel” in Sentinel 6.1 Reference Guide.
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NOTE: The Sentinel Database Administrator, Sentinel Administrator, Sentinel Application User,
and Sentinel Report User are created during installation. For more information about these users, see
“Sentinel Accounts and Password Changes” in Sentinel 6.1 Reference Guide.

To create a user account using local authentication:

1 Go to the Admin tab.

2 Open the User Configuration folder.
Open the User Manager window.
Click Add a new User,

] F\dﬁ Add a new User %

or highlight any user, right-click and select Add User.

N User Manager
-

enacadin ALL
i users Add Uzer

Clone User

Delete User
User Details
Lock User

Unlock User

3 Under Authorization:

*

Select Local for Authentication.

*

Specify User Name.

*

Specify Password.

*

Confirm Password.

4 For Security Filter, click the down arrow. The Filter Selection window displays and shows all
public filters.

5 Select a filter and click Select or click Add to create and then select a new filter.

NOTE: After assigning a security filter to a user, you cannot delete that filter.

(Optional) Under Details, specify:
¢ First Name
+ Last Name
¢ Department
¢ Phone
¢ Email

6 Click the Permissions tab and assign user permissions.
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7 Click the Roles tab and select an iTRAC workflow role for the user.
8 Click OK.

NOTE: Oracle does not allow the creation of users named the same as one of the Oracle Reserved
words. Also, Sentinel does not allow you to use these names.

To create a user account using domain authentication

1 Go to the Admin tab.

2 Open the User Configuration folder.

3 Open the User Manager window.
Click Add a new User,

1 .ﬂdﬁ fdd a new User lif

or highlight any user, right-click and select Add User.

N User Manager
-

execadim ALL
am Jsers Add Uszer

Clake Uzer

Delete Uszer
User Details

Lock User

Urlock Uzer

4 Under Authorization:
¢ Select Domain authentication.
+ Specify an existing User Name in the form Domain\Username.

5 For Security Filter, click the down arrow. The Filter Selection window displays and shows all
public filters.

6 Sclect a filter and click Select or click Add to create and then select a new filter.

NOTE: After assigning a security filter to a user, you cannot delete that filter.

(Optional) Under Details, specify:
¢ First Name
¢ Last Name
¢ Department
¢ Phone
¢ Email

7 Click the Permissions tab and assign user permissions. For more information about
permissions, see “Sentinel Control Center User Permissions” in Sentinel 6.1 Reference Guide.
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8 Click the Roles tab and select an iTRAC workflow role for the user. This affects what work
items appear in the user’s work list.

9 Click OK.

NOTE: Oracle does not allow the creation of users named the same as one of the Oracle Reserved
words. Also, Sentinel does not allow you to use these names.

10.11.5 Modifying a User Account

To use this feature, you must have the User Management permission.

NOTE: The Sentinel Database Administrator, Sentinel Administrator, Sentinel Application User,
and Sentinel Report User are created during installation. For more information about changing

passwords for these users, see “Sentinel Accounts and Password Changes” in Sentinel 6.1 Reference
Guide.

To modify a user account:

1 Open the User Manager window.

2 Double-click a user account or right-click > User Details.
3 Modify the account.

4 Click OK.

10.11.6 Viewing Details of a User Account
To use this feature, you must have the User Management permission.

To view user account details:

1 Open the User Manager window.
2 Double-click a user account or right-click > User Details.

Review the details of the user account and close the window.

10.11.7 Cloning a User Account

To clone a user account:

1 Open the User Manager window.
2 Select a user account ID, right-click > Clone User.

Change the user information and the user permissions.
Click Save.

10.11.8 Deleting a User Account

To use this feature, you must have the User Management permission.
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To delete a user account:

1 Open the User Manager window.

2 Select a user account ID, right-click > Delete User.

3 A Delete box displays. Click Yes to Delete the User.

10.11.9 Terminating an Active Session

To terminate an active session:

1 Open the Active User Sessions window.
2 Highlight an active session you want to terminate.

Right click > Kill Session.

You will be prompted for a termination message. This option is provided so that you can inform

the user why you are killing the session.

10.11.10 Adding an iTRAC Role

To add an iTRAC Role:

1 Open the Role Manager window.
2 Click Add a new Role,

G o]

or right-click > Add New Role.

10.11.11 Deleting an iTRAC Role

To delete an iTRAC Role:

1 Open the Role Manager window.
2 Select a role, right-click > Delete Role.

10.11.12 Viewing Details of a Role

To view role details:

1 Open the Role Manager window.
2 Select a role, right-click > Role Details.
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Sentinel Data Manager

¢ Section 11.1, “Understanding Sentinel Data Manager,” on page 267
¢ Section 11.2, “Starting the SDM GUI,” on page 267
¢ Section 11.3, “SDM Command Line,” on page 275

11.1 Understanding Sentinel Data Manager

The Sentinel Data Manager (SDM) is a tool by which users can manage the Sentinel Database. The
SDM allows users to perform the following operations:

¢ Monitor Database Space Utilization

¢ View and Manage Database Partitions

*

Configure Auto-Archives

*

Configure Auto-Addition of Partitions

Monitor Database Space Utilization, View and Manage Database Partitions and Configure Auto-
Archives operations can be accessed using the Sentinel Data Manager GUI or using a command line
interface to SDM.

NOTE: Event Mapping, Summary Data and Reporting data are SDM functionalities which are
moved from SDM to Sentinel Control Center in Sentinel 6.x.

11.2 Starting the SDM GUI

There are several prerequisites to run the SDM GUI on a machine:

¢ If using an Oracle database, the Oracle JDBC driver must be downloaded and placed in the
$ESEC_HOME/lib (UNIX) or %ESEC_HOME%\lib (Windows) directory. As of the print date
of this document, this file could be found at the following URL: http://otn.oracle.com/software/
tech/java/sqlj_jdbc/index.html (http://otn.oracle.com/software/tech/java/sqlj_jdbc/index.html).
This file, typically called ojdbc14. jar, will be installed by default on the machine that
hosts the Sentinel DAS component.

¢ The user must know the following information:
+ Name and password for the Sentinel Database User (esecdba by default)
¢ Database host server
+ Database (instance) name

+ Port used for database communications (1521 by default for Oracle and 1433 by default
for SQL Server)

To start SDM GUI on UNIX:

1 Login to the UNIX box as a member of the esec group (for example: esecadm).
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2 Go to SESEC_HOME/sdm

3 Provide the following command line:
./sdm
To start SDM GUI on Windows:

1 Click Start > All Programs (Win XP) or Program Files (Win2000) > Sentinel > Sentinel Data
Manager.

NOTE: To run the SDM from the command line, see the Section 11.3, “SDM Command Line,” on
page 275.

To connect to the Database:

1 Log into the machine with SDM installed.

NOTE: If the Sentinel Database Administrator account uses Windows Authentication, you
must log into the SDM machine using the Sentinel Database Administrator account.

Start the SDM GUI using the appropriate procedure (for Windows or UNIX).
Select the database type (Oracle or MSSQL).

Specify the Database instance name used during the Sentinel database installation.
Specify the Database Host (hostname or IP address).

Specify the port used for database communications.

N o g WODN

If using SQL Server authentication, specify the Sentinel Database Administrator username and
password.

NOTE: If you select Windows Authentication, you will be authenticated to the MS SQL
database as the user you are currently logged into Windows as (that is, single sign-on).

For Oracle:
@ Connect to Database
: Server
iOracIe vl

Database Host Pot
[EsEC |my_database 1521

Username Password
;esecdha I

¥ Save connzction setbings

Zonreck I

For Windows:
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@ Connect to Database
Server
GE ;MSSQL vi

Database

Host Pork

[EsEC

imy_catabase 1433

= Use Windows futhetication

€= Usiz SQL Server Aulhien bicalion

Username

Password

iesecdba

[V Save connection settings

Conneck I

NOTE: If you select to save your connection settings, the settings are saved to the local

sdm. connect file. By default the sdm. connect file is located in SESEC_HOME/bin
directory or %ESEC_HOMEY%\bin folder. Next time you start the GUI, the connection settings
will be re-populated from the sdm. connect file. This file can be used when running SDM

from the command line.

8 Click Connect. The SDM is now ready for use.

11.2.1 Partitions Tab

The Sentinel database is partitioned by time to simplify maintenance and improve the performance
of the database. The Partitions tab in the SDM allows users to view and manage database partitions

for the tables that hold event data, correlated event data, and summary data.

To view partitions in the GUI:

1 Click the Partitions tab.

2 Select the table in the dropdown list you want to see.

SDM displays the partitions of the currently selected Database Table.

Each row in the Segments table displays the related Database Table, Time Range, Status and Name

of the partition.

The Status of each of the partitions shown in the Segments table will have one of the following

states:

Table 11-1 Partition States

Online
Online Current

Online Archived

Partition with data that is available for access

Partition to which events are currently getting inserted

Partition with data that has been archived but is still accessible because

the partition has not been dropped
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Offline Archived Partition with data that has been archived and then dropped from the
database
Online Archived Imported Partition with data that has been archived, dropped from the database,

and then re-imported into the database

NOTE: If you delete a partition without archiving it, it is deleted from the partition list in the GUIL.
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