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Preface

About This Document

This User Guide is a resource written for all users of Novell ZENworks Patch Management
6.4 SP2. This document defines the concepts and procedures for installing, configuring,
implementing, and using Novell ZENworks Patch Management 6.4 SP2.

Tip: Novell documentation is updated on a regular basis. To acquire the latest version of this
or any other published document, please refer to the Novell Documentation Web page (http://
www.novell.com/documentation/).

Typographical Conventions

The following conventions are used throughout this documentation to help you identify various
information types.

Convention Usage

bold Buttons, menu items, window and screen objects.

bold italics Wizard names, window names, and page names.

italics New terms, options, and variables.

UPPERCASE SQL Commands and keyboard keys.

monospace File names, path names, programs, executables, command
syntax, and property names.

Contacting Novell

The following table lists the available technical support options.

Call Novell Support Web Support
Phone: +1 800.858.4000 http://www.novell.com/support



http://www.novell.com/documentation/
http://www.novell.com/documentation/
http://www.novell.com/documentation/
http://www.novell.com/support
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Chapter

1

Preparing for Agent Installation

In this chapter:

* Installation Methods

« Agent Supported
Operating Systems

e Agent Supported
Languages

* Agent System
Requirements

Installation Methods

Having successfully installed your Patch Management
Server, you can now proceed to the installation of your
Patch Management Agents. Following installation, the agent
is monitored and maintained by the Patch Management
Server, requiring no additional ‘on-site’ maintenance.

Patch Management Agents can be deployed using any one, or combination, of the following

methods.

Table 1: Installation Options

Installation Type

Description

Singe Agent Installer for
pre-Windows Vista

Allows you to run the installer, entering the information as
prompted. You can also modify the Microsoft Software Installer
(.msi) file, using an MSI editor, to include your organization’s
configuration. The file can then be delivered by using a login
script, Active Directory Group Policy Object (GPO), or other
remote software installation method.

Single Agent Installer for
pre-Windows Vista (x64)

Allows you to run the installer, entering the information as
prompted. You can also modify the Microsoft Software Installer
(.msi) file, using an MSI editor, to include your organization’s
configuration. The file can then be delivered by using a login
script, Active Directory Group Policy Object (GPO), or other
remote software installation method.
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Installation Type Description

Single Agent Installer for Allows you to run the installer, entering the information as
Windows Vista prompted. You can also modify the Microsoft Software Installer
(.msi) file, using an MSI editor, to include your organization’s
configuration. The file can then be delivered by using a login
script, Active Directory Group Policy Object (GPO), or other
remote software installation method.

Single Agent Installer for Allows you to run the installer, entering the information as
Windows Vista (x64) prompted. You can also modify the Microsoft Software Installer
(-msi) file, using an MSI editor, to include your organization’s
configuration. The file can then be delivered by using a login
script, Active Directory Group Policy Object (GPO), or other
remote software installation method.

Single Agent Installer for Allows you to run the installer, entering information as prompted.

Mac

Single Agent Installer for | Allows you to run the installer, entering the information as

Linux/Unix/Mac prompted. You can also perform a silent installation using rsh or
ssh.

Note: Regardless of the installation method it is vital that, when installing agents, you enter
the same serial number that was used to install your server. Failure to do so could lock out the
PLUS_AGENT user account, disabling all agent communication.

Agent Supported Operating Systems

The following table lists the supported platforms on which the Patch Management Agent 6.4
SP2 is supported.

Table 2: Agent Supported Operating Systems

Operating (O] OS Edition | OS Data Proc. Proc. Min.
System Versions Width Family Data JRE
Width
0S X 10.5.x PowerPC
HP-UX 11.00 - All 64 bit PA-RISC 64 bit 1.4.0
11.31
IBM AIX 51-6.1 All 32/64 bit PowerPC [ 32/64 bit | 1.4.0

10
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Operating (O] OS Edition | OS Data Proc. Proc. Min.
System Versions Width Family Data JRE
Width

Microsoft Al Pro @ 32/64 bit | x86 32/64 bit | N/A
Windows XP
Microsoft All Business 32/64 bit x86 32/64 bit | N/A
Windows )
Vista® Enterprise

Ultimate
Microsoft All Web @ 32/64 bit x86 32/64 bit | N/A
Windows
Server 2008(3) Standard

Enterprise
Novell Netware | 6.5 All 32 bit x86 32 bit 1.3.0
Novell SUSE 9-10 Enterprise 32/64 bit x86 32/64 bit | 1.4.0
Linux

AS, ES, WS
Sun Solaris 8-10 All 32/64 bit SPARC/ 32/64 bit | 1.4.0

x86

(1) Home, Media Center, and Tablet PC editions are not supported.

(2) The Datacenter and Core Editions of this OS family are not supported.

(3) Windows Vista and Windows Server 2008 support requires .NET 3.0.

Note: Red Hat Enterprise Linux and Sun Solaris support requires additional configuration
steps. Please refer to the Supporting Red Hat Enterprise and Sun Solaris Agents section of
the ZENworks Patch Management 6.4 SP2 User Guide for additional details.

11
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Agent Supported Languages

ZENworks Patch Management Agent 6.4 SP2 is supported on the following languages:

* en-AU: English (Australia)

* en-BZ: English (Belize)

« en-CA: English (Canada)

¢ en-JM: English (Jamaica)

* en-NZ: English (New Zealand)
* en-ZA: English (South Africa)
« en-GB: English (United Kingdom)
« en-US: English (United States)
* es-ES: Spanish (Spain)
 fi-FI: Finnish (Finland)

« fr-FR: French (France)

¢ de-DE: German (Germany)

e it-IT: Italian (Italy)

* ja-JP: Japanese (Japan)

e ko-KR: Korean (Korea)

¢ nl-NL: Dutch (Netherlands)

* pt-BE: Portuguese (Brazil)

* sv-SE: Swedish (Sweden)

« zh-CN: Chinese (Simplified)

¢ zh-CHS: Chinese (Simplified)
« zh-TW: Chinese (Traditional)

* zh-CHT: Chinese (Traditional)

Agent System Requirements

The following section lists the hardware and software requirements for the Patch Management
6.4 SP2 Agent.

Note: You must disable any virus-scanning software prior to the installation of the Patch
Management Agent. Failure to do so may result in an unsuccessful agent installation.

12
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Agent for Windows

The Agent for Windows system requirements are as follow.

Local or Domain Administrator or administrator equivalent user rights.

Note: The install (and uninstall) must be done by an Administrator or administrator
equivalent user.

A 500 MHz Processor or higher.

Minimum of 256 MB of RAM.

Minimum of 20 MB of free disk space for installation.

Sufficient free space to download and install patches (varies dependent upon the size of the
patch).

Windows Installer 2.0 or higher.

Microsoft Internet Explorer 5.01 or higher (Internet Explorer 5.5 or higher if using SSL).

10 Mbps network connection to your Patch Management Server (6.4 SP2 or higher).

Agent for Linux, Unix, and Mac

The Agent for Linux, UNIX, and Mac system requirements are as follow.

Superuser privileges on the target computer.

Note: The install (and uninstall) must be done by the root user (superuser).

Minimum of 2 MB free disk space for the text-based installation.

Minimum of 20 MB free disk space for the graphical installation.

A 500 MHz Processor or higher.

Minimum of 256 MB of RAM.

10 Mbps network connection to your Patch Management Server (6.4 SP2 or higher)
Sufficient free space to download and install patches (varies dependent upon the size of the
patch).

Presence of /tmp directory (/var/tmp directory on Solaris) for temporary file storage and
processing.

Note: There must be no whitespaces (such as a space, tab, or newline character) in the
absolute path of the installation directory.

13
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2

Installing Agents

In this chapter:

Downloading the Installer
Installing the Agent for
Windows

Installing the Agent

for Windows Vista and
Windows 2008

Installing the Agent for
Linux, Unix, and Mac
Installing the Agent for
Mac

This section includes the following instructions for installing
the Patch Management Agent.

Downloading the Installer

Downloading the Installer on page 15.

Installing the Agent for Windows on page 16.
Installing the Agent for Windows Vista and Windows
2008 on page 19.

Installing the Agent for Linux, Unix, and Mac on page
21.

Installing the Agent for Mac on page 22.

The standard agent install requires logging into the Patch Management Server administration
console from the target computer then downloading the installer to that computer.

1.

N o gk wbd

Log on to the target computer as the local administrator or a member of the LOCAL_ADMINS
group (root or superuser on Linux, UNIX, Mac systems).

Launch your web browser.

Type your server URL in your web browser’'s Address field.

Press ENTER.

Type your user name in the User Name field.

Type your password in the Password field.

Click OK.

Step Result: The ZENworks Patch Management Server Home page opens.

Select Devices.

15
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9. Click Install.
Step Result: The Agent Installers window opens.

Agent Installers ?

Server Information
Serial Mumber: E38A2B2F-| Bz1=CzE?|jj Version:6.5.0.0

URL: http:/TP-TECHPUBS 31
http:4/10.19.1.86 [

Single Agent Installer for pre Windows Vista erzion:
Download: reou1013.1 Releaze Date: 111900
Fcra=|ng|= ing Ilatlcn
[# Operating Systems
#Requirements
Hinstallation Notes
more Iviormat Patcnl i

na Icc:al computer.

Single Agent Installer for pre-Windows Vista (x64) erzion:
Download: reo10.13.1.3600m Releaze Date: 111900
For a gingle |n=ta||at|cn cfth=
[# Operating Systems
#Requirements
Hinstallation Notes

more Iviormat Patcnl i

ntcn a local computer.

Single Agent Installerfor‘uflndows Vista erzion:
Download: reo10.13.1.3600m Releaze Date: 111900
For a gingle |n=ta||at|cn cfth= g=nt ona Icc:al c:cm,.ut=r

[# Operating Systems

lReanrements

H st

mong

Version:
IVigE-054 M5 Releaze Date: 111900 b

SlngleAgentlnstallerfor‘uﬂ
Download: reo10.13 135 00mwniozg

Figure 1: Agent Installers

10.Select the download link corresponding with the installer you need.
11.Click Save.
Step Result: The installer downloads to the location you specify.

Installing the Agent for Windows

The following steps apply to both the Single Agent Windows MSI Installer and the Single Agent
Windows x64 MSI Installer. To install the agent for Windows Vista, refer to Installing the Agent
for Windows Vista and Windows 2008 on page 19.

1. From the download location, select the updateagent.msi to extract the ZENworks Patch
Management Agent for Windows Install Shield Wizard.

16
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2. Click Next.
Step Result: The License Agreement page opens.
x
License Agreement N ovel |

Please read the following license agreement carefully,

PatchLink Corporation ("PatchLink") Owmnibus Fud User License Agreement ﬂ
(License)
Version 7.66 (revised April 13, 2007)

LICEN3E AND WARRANTY AGREEMENT,; IMPORTANT-READ CAREFULLY:

Note: If you have sigued a separate lcense ement or Order for Products that

wmakes reference to different lcense terms, the following License will not apply to

Your Use of the Products.

At the end of this asreement rthe "License™. the end user ™ You™ will be asked toLI

' T accept the terms in the license agreement Print |

" 1do not accept the terms in the license agreement

InistallShield

< Back I Mexk = I Cancel |

Figure 2: License Agreement Page

3. If you agree to the license terms select the | accept the terms in the license agreement
option.

4. Click Next.
Step Result: The Destination Folder page opens.

5. If desired, change the agent installation folder.
a) Click Change.
Step Result: The Change Current Destination Folder window opens.
b) Browse to the desired destination folder.
c) Click OK.

Step Result: The Change Current Destination Folder window closes, returning to the
Destination Folder page with the new location selected.

6. Click Next.
Step Result: The Agent Registration page opens.

7. Type the appropriate URL, including the protocol (http://ServerAddress or https://
ServerAddress for a secure server), in the Patch Management Server URL field.

17
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8. Type your serial number in the Patch Management Server Serial Number field.

Important: Be sure to use the same serial number that was used for the installation of your
Patch Management Server. Otherwise, the agent will be unable to communicate with the
server.

9. If your LAN users a proxy server:
a) Select Use a Proxy Server.

Step Result: The Proxy Information window opens.

i'é“ ZENworks Patch Management Agent - InstallShield Wiz. il

Proxy Information Novell.

Enter Proxy information required for Agent communication,

Proxy URL: Proxy Pork:

" My proxy server does nok require authentication,

* My proxy server requires authentication,

Username:

Password:

Confirm Password:

InistallShield

< Back I Mexk = I Cancel

Figure 3: Proxy Information Page

b) Type the proxy URL in the Proxy URL field.

c) If required, type the proxy port in the Proxy Port field.

d) If you are using an authenticated proxy, select the My proxy server requires
authentication option.

e) Type the required proxy user name in the User Name field.

f) Type the associated password in the Password and Confirm Password fields.

Note: In many LAN environments, although a proxy is used for internet access, a proxy
bypass is used for all internal access. Therefore, only enter proxy information if your agents
will be required to use a proxy when accessing your Patch Management Server.

10.Click Next.
Step Result: The Ready to Install the Program page opens.

18
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11.Click Install.

Step Result: The agent is installed and when complete the Installation Complete page
opens.

12.Click Finish to exit the wizard.

Installing the Agent for Windows Vista and Windows 2008

The following steps apply to both the Single Agent for Windows Vista and Windows 2008 MSI
Installer and the Single Agent for Windows Vista and Windows 2008 x64 MSI Installer. To install
the agent for pre-Windows Vista, refer to Installing the Agent for Windows on page 16.

1. From the download location, select the updateagentforvista.msi to extract the ZENworks
Patch Management Agent for Windows Vista Install Shield Wizard.
2. Click Next.

Step Result: The License Agreement page opens.

ﬁ ZEMworks Patch Management Agent - InstallShield Wizard ==

License Agreement Novell.

Please read the following license agreement carefully.

(License) -
Version 7.06 (revised April 13, 2007)

LICENSE AND WARRANTY AGREEMENT; IMPORTANT-READ CAREFULLY:

Note: If you have signed a separate license agreement or Order for Products that
makes reference to different license terms, the following License will not apply te

Your Use of the Products.

At the end of this agreement (the "License"), the end user ("You") will be asked to
accent this License and continue to install or. if You do not wish to accent this

@ I accept the terms in the license agreement Print

I do not accept the terms in the license agreement

< Back |[ MNext > ] ‘ Cancel |

Figure 4: License Agreement Page

3. If you agree to the license terms select the | accept the terms in the license agreement
option.

4. Click Next.
Step Result: The Destination Folder page opens.

5. If desired, change the agent installation folder.

19
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a) Click Change.
Step Result: The Change Current Destination Folder window opens.

b) Browse to the desired destination folder.
c) Click OK.

Step Result: The Change Current Destination Folder window closes, returning to the
Destination Folder page with the new location selected.

6. Click Next.
Step Result: The Agent Registration page opens.

7. Type the appropriate URL, including the protocol (http://ServerAddress or https://
ServerAddress for a secure server), in the Patch Management Server URL field.

8. Type your serial number in the Patch Management Server Serial Number field.

Important: Be sure to use the same serial number that was used for the installation of your
Patch Management Server. Otherwise, the agent will be unable to communicate with the
server.

9. If your LAN users a proxy server:
a) Select Use a Proxy Server.

Step Result: The Proxy Information window opens.

‘@ ZEMworks Patch Management Agent - InstallShield Wizard (=3
Proxy Information Novell.
Enter Proxy information required for Agent communication.

Proxy URL: Proxy Port:

[ |

@ My proxy server does not require authentication.

My proxy server requires authentication.
Passw,
< Back H MNext = ] | Cancel

Figure 5: Proxy Information Page

b) Type the proxy URL in the Proxy URL field.
c) If required, type the proxy port in the Proxy Port field.

20
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d) If you are using an authenticated proxy, select the My proxy server requires
authentication option.

e) Type the required proxy user name in the User Name field.

f) Type the associated password in the Password and Confirm Password fields.

Note: In many LAN environments, although a proxy is used for internet access, a proxy
bypass is used for all internal access. Therefore, only enter proxy information if your agents
will be required to use a proxy when accessing your Patch Management Server.

10.Click Next.

Step Result: The Ready to Install the Program page opens.

11.Click Install.

Step Result: The agent is installed and when complete the Installation Complete page
opens.

12.Click Finish to exit the wizard.

Installing the Agent for Linux, Unix, and Mac

Prior to installing the Agent, you must ensure that the currently installed Java version meets the
requirements defined under Agent Supported Operating Systems on page 10.

After ensuring the computer contains an appropriate version of Java, complete the following
steps to install the Agent.

1. In the /root directory, create an UnixUpdateAgent directory.

2. From the downloaded location, select the UnixUpdateAgent.tar and extract the file’s contents

L

to the /root/UnixUpdateAgent directory.

Open a Terminal Window.

Navigate to the /root/UnixUpdateAgent directory.
Type ./install to start the installation process.

At the Enter the Directory where Patch Management Agent should be installed [/usr/
local]: prompt, type the desired installation path or press ENTER to accept the default path
of /usr/local.

At the Please enter a name for this machine: prompt, type a name for the machine on
which you are installing the agent.

. At the Enter your Patch Management Server Address: prompt, type the URL or IP of your

Patch Management Server, to which the agent will be communicating.

Enter the server address in the format http://ServerAddress or https://ServerAddress

21
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9. Atthe Enter the product serial number that appears as XXXXXXXX-XXXXXXXX: prompt,
type your serial number.

Note: You must enter your serial number in the XxXxXxxxx-xxxxxxxx format.

10.At the Do you have a Proxy [Y/N]: prompt, type y to configure a proxy, or press ENTER to
continue without a proxy.

11.At the Do you wish to add this agent to existing groups on “ZENworks Patch
Management Server”? [Y/N]: prompt, type y to add the agent to a group or n to continue.

Result: The installation completes and the terminal link can be disconnected.

o+ Caution: Some issues when installing the Agent for Linux, Unix, Mac may include:
£ = % Anincorrect server address (if using SSL, the URL starts with https://), An incorrect
serial number, Networking problems, or An incorrect proxy address or port.

Installing the Agent for Mac

The following steps apply to the Graphical Single Agent Installer for Mac.

1. From the downloaded location, select the updateagentformac.dmg to extract the Agent for
Mac Installer.

2. When the installer opens, enter your system password.
Step Result: The Introduction page opens.

ey

Update Agent for Mac

Introduction

Welcome to the installer for the Update Agent For Mac. The
installer will install the Update Agent For Mac on your computer.
To continue, click Next.

O0000000O®

Novell

n
( Cancel ) Previous }

Figure 6: Agent for Mac Installer - Introduction

22



3.

4,

Click Next.

Step Result:

The License Agreement page opens.

£nll

License Agreement

Please read the

g license ag carefully.

Terms and conditions of Installation:

Wour access to and installation of this software product ia subject to the terms and
conditions contained on the Lumension Security, Inc. ["Lumensi website. For

Lumension may at its sole discrefion modily these Terms and Condiions of Use at
any fime and such ons will be stfective i pasted on

0000000 ®Se

Novell

InstallAnywhere by Macrovision

Figure 7: Agent for Mac Installer - License Agreement

upan being
the Lumension webate, Your confinued was of the Produdt Wil muate your
acoeptance of these madified Terms and Conditions of Use.

Omnibus End-User License Agreement ("EULA) for all Products &
Services: wwe mension.comigula

Product Use Rights for the Sanctuary Product
Product Lae Rights for the Patchlink Update Product
e | accept the terms of the License Agreement

() I do NOT accept the tarms of the License Agraement

»

Ll R

Installing Agents

If you agree to the license terms, select the | accept the terms of the License Agreement

option.
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5. Click Next.

Step Result: The Enter Root Password page opens.

Enter Root Password

This installation requires the use of the sudo command. Please
provide your sudo password to properly install the agent.

Please Enter the Password:

0000 O®ee

Novell.

InstallAnywhere by Macrovision

Figure 8: Agent for Mac Installer - Enter Root Password

6. Enter your system password in the Please Enter the Password field.

Note: This is the same password that you entered in step 2.

24
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7. Click Next.
Step Result: The Choose Install Folder page opens.

Choose Install Folder

Where Would You Like to Install?
inside “var® in the folder “private” on the disk "Mac 05X

g Startup Disk™

( Restore Default Folder ) ( Choose... )

O0000O®eses

Novell

nstallAnywhere by Macrovision

Figure 9: Agent for Mac Installer - Choose Install Folder

N S—-
Previous el

8. To change the install location:
a) Click Choose.

Step Result: The Finder window opens.

I

= |-] [ﬁ UpdateAgentForMac H (Q_search D)

¥ DEVICES = patchagen...stallLog.log
E Macinto...
iDisk
Q..
D Upd...

¥ SHARED
@ All...

¥ PLACES
E Desktop
(8 jeffrey.ri...
A Applicati...
@ Cocuments
B vovies  « [
A Music 1

A

Figure 10: Mac Finder Window

»
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b) Browse to and select the desired location.
c) Click Open.

9. Click Next.
Step Result: The ZENworks Patch Management Server Information page displays.

(NS Update Agent for Mac
E Update Server Information
0 Please enter the Update Agent For Mac registration information
@ below.
@ Please enter the URL of your server, along with its Serial
Number. The correct Serial Number can be found on the Home
] page of the administration interface.
2
O
O URL
@
) Serial Number
[C] Use a Proxy Server

(Gana) Crrevions ) wewr )

Figure 11: Agent for Mac Installer - Patch Management Server Information

10.Type the appropriate URL in the Patch Management Server URL field.

Note: You must also include the protocol (http:// or https://) when entering the server URL.

11.Type your serial number in the Patch Management Server Serial Number field.

Note: Use the same serial number that was used for the installation of your Update Server
otherwise the agent will be unable to communicate with the server.

12.1f your LAN uses a proxy server:
a) Select the Use a Proxy Server option.
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b) Click Next.

c)
d)

Step Result: The Proxy Configuration page opens.

C00O0O®Leeses

Novell

InstallAnywhere by Macrovision

Proxy Configuration

Enter necessary proxy information.

Proxy URL |

Proxy Port

Proxy User (if authenticated)

Proxy Password (if authenticated)

Confirm Password

Figure 12: Agent for Mac Installer - Proxy Configuration

In the Proxy URL field, type the proxy URL.
In the Proxy Port field, type the proxy port (if one is required).
If you are using an authenticated proxy, type the proxy server user name in the Proxy

User (if authenticated) field.

[

Installing Agents

Type the proxy user’s password in the Proxy Password (if authenticated) and Confirm

Password fields.
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13.Click Next.
Step Result: The Additional Options page opens.

Additional Options

Additional Options for Installing the Update Agent For Mac.
When specifying the Group Names, please use the group
distinguished name as seen on the groups information page,
seperated by the | character. For example:
0OU=TestGroup1,0U=Custom Groups,OU=My Groups |
0U=MyCustomGroup,0U=Custom Groups,OU=My Groups

Groups (Seperated by a | )

OJONOR X <Y SE LY 8

Agent Nice Value(-20 to +20) 0

] Detect Only

Novell

Cancel Previous m

Figure 13: Agent for Mac Installer - Additional Options

14.To optionally add the agent to specific device groups, enter the names of the groups in the
Groups field. Separating multiple groups using a pipe (|) symbol.

15.To optionally set the operating system’s prioritization value for the ZENworks Patch
Management Agent, enter a value in the Agent Nice Value field.

16.To optionally configure the agent so that although it is detectable, it cannot receive
deployments, select the Detect Only option.
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17.Click Next.

Step Result: The Pre-Installation Summary page opens.

[ORON N N SESENE NS

Novell

InstallAnywhere by Macrovision

Figure 14: Agent for Mac Installer - Pre-Installation Summary

Please Review the Following Before Continuing:

Pre-Installation Summary

Product Name:
Update Agent For Mac

Install Folder:
Startup Disk"

URL:
http://10.19.4.65

Serial Number
934DA35F-93153753

"var" in the folder "private" on the disk "Mac OS X

Disk Space Information (for Installation Target):
Required: 4,526,080 bytes
Avallable: 21,313,425,408 bytes

Installing Agents

18.Verify the accuracy of the summary information and click Next to begin the installation.

Step Result: When the installation completes, the Install Complete Success page

displays.

000

(ORSESESESTNESE Y]

Novell

InstallAnywhere by Macrovision

_ Cancel

Figure 15: Agent for Mac Installer - Install Complete Success

Update Agent for Mac

Install Complete Success

fully installed to:

/private/var

sfinstall.log.

29

Press "Done” to quit the installer.

Congratulations, Update Agent For Mac has been success

A log of the install can be found in /tmp/patchagent/log

Previous
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19.Click Done to exit the installation wizard.
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Chapter

3

Automating the Agent Installation

In this chapter: The following section includes instructions for automating

_ _ the installation of the ZENworks Patch Management Agent.
* Automating the Windows

MSI Installer
e Performing a Silent Install
From a Command Prompt

Automating the Windows MSI Installer

The Single Agent Windows MSI Installer can be used to perform a single installation on the
current computer or through the use of the MSI Installer, Group Policy Objects (GPOs), and the
Orca package editor on multiple computers. Using these tools you can install the Update Agent
on all windows computers within your domain.

To use the MSI installer with Group Policy Objects you must:
1. Create a network share.

(See Creating a Network Share on page 32 for additional information.)
2. Modify the Single Agent Windows MSI Installer (.msi) file.

(See Modifying the MSI File on page 32 for additional information.)
3. Create an Organizational Unit.

(See Creating an Organizational Unit on page 36 for additional information.)

Note: Microsoft Group Policy Object (GPO) allows for mandatory software distribution to
computers under control of a particular Organizational Unit (OU) and can be used to distribute
the Patch Management Agent. However, the GPO installation does not check for an existing
installation of the agent on the target computer and will reinstall the agent on any computers
in the OU. In order to avoid potential problems caused by reinstalling the agent, ensure that
computers with existing Patch Management Agents are NOT members of the OU which
contains the ZENworks Patch Management software GPO.
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Creating a Network Share

Create a network share (with Read-Only access) from which all users will be able to access and
install the Patch Management Agent using the MSI installer.

1. Create the NovellMSI folder on a network computer.

2. Share the NovellMSI folder, granting Everyone Read access, and Domain Admins Full
Control.

3. Copy the updateagent.msi, from downloaded location, into the NovellMSI folder.

Modifying the MSI File

To fully automate the Agent installation you must modify the MSiI file to include your Host Name
and Serial Number. Microsoft Orca allows you to make changes to the application so your users
will not have to manually enter their name and serial number for their installs. This also allows
the application to be installed remotely.

Note: Modifying the digitally signed MSI file will invalidate the digital signature assigned by
Novell. Depending upon your security settings, this may introduce security warnings and
restrictions during the agent installation.

The user modifiable installer properties are defined in the following table:

1. Install Microsoft Orca (or a similar MSI editor) to your management workstation.

Note: Orca is installed from the Microsoft Windows Installer SDK which can be downloaded
from http://msdn.microsoft.com/en-us/library/aa370557.aspx.

2. Select Start > Programs > Orca to open Microsoft Orca.

32


http://msdn.microsoft.com/en-us/library/aa370557.aspx

Automating the Agent Installation

3. Open the updateagent.msi file that you copied to the network share.
Step Result: Orca displays the updateagent.msi file.

‘== updateagent.msi - Orca

File Edit Tables Transform Tools Wiew Help
O = =
Tables s
AckionText
AdminExecuteSequence
AdminUISequence
AdvtExecuteSequence
AdvtlISequence

Appld

AppSearch

BEContral

Billboard

Binary

BindImage

CCPsearch

CheckBox

Class

ComboBox

Cormplocator

Complus

Cormponent

Conditian

Contral

ControlCondition
ControlEvent

CreateFolder

CustomAction

Dialog

Directary

DrLocator

DuplicateFile

Enviranment

Error

EventMapping

Extension

Feature v

Tables: 95 Mo bable is selected, o column is selected,

Figure 16: Microsoft Orca

4. Scroll through the Tables list and select the Property table.
Step Result: The Rows field populates with the rows associated with the Property table.

5. Locate the Host row, and click the Value field.
Step Result: The Value field is activated and can be edited.

6. Type the Patch Management Server URL, as http://ServerName (or https://ServerName if
using SSL), in the Value field.
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7. Locate the Serial row, and click the Value field.
Step Result: The Value field is activated and can be edited.

updateagent.msi - Orca

File Edit Tables Transform Tools Yiew Help

D=HE W oms o B

Tables | Property Value A

MsiDigitalCertificate ProductID none

MsiDigitalSignature ProductLanguage 1033

MsiFileHash Producthame PatchLink Update Agent

ODECAkkribute Product¥ersion £.0,0,0

ODECDataSource ProgressTyped install

ODBCDriver ProgressTypel Installing

ODBCSourceattribute ProgressType2 installed

ODECTranslator ProgressTypes installs

Patch RebootYesho Yes

PatchPackage ReinstallModeTesxt amus

Progld ARPURLUPDATEINFO hittp:f fusvaw patchlink, com
ARPMOMODIFY 1

PublishCampanent ARPMNOREPAIR. 1

RadioButton ARPHELPLIME http:fsupport. patchlink.com

Reglocatar REBOOT ReallySuppress

Registry [SSCRIPT_EMGIME_YERSION 9.1.0.429

RemoveFile HOST http:/fvourservername

RemovelniFie SERIAL

RemoveRegistry Property1 a

ReserveCost Propertyz o

SFPCatalog Property3 a

Selfreg Propertyd 1}

ServiceContraol HOSTL ]

ServiceInstall SERIALL 1]

Shaorkcut PRO®YL ]

Signature ARPHELFTELEPHOMNE 1-430-970-1025 Option 2

TextStyle | | ARPCONTACT PatchLink Suppaort -

Tt

Tables: 90 Property - 59 rows Property - String[72], Key

Figure 17: Orca - Enter Serial Number

8. Type your Patch Management Server Serial Number in the Value field.
9. If you are using a proxy server, add the necessary proxy entries as follows:
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a) Right-click in the right window pane and select Add Row.
Step Result: The Add Row dialog box opens.

Add Row X

Mame Walue
? Froperty

Walue

Colurnn
Property - String[72]. Required

PROXY

Ok ] [ Cancel

Figure 18: Orca - Add Row

b) Enter useproxy as the Property column field.
c) Select Value, and type 1 to indicate that a proxy is in use.
d) Click OK.

Step Result: The Proxy row is added to the Property table.

10.Repeat step 9, adding additional rows as needed for the following proxy entries.

Property Value
useproxy 1
proxyurl http://YourProxyServer:ProxyPort
proxyuser Login user, for authenticated proxy.
proxypass Login user’s password, for authenticated proxy.

11.To automatically add the agent to an existing group, add the following entry:
a) Right-click in the right window pane and select Add Row.

Step Result: The Add Row dialog box opens.

b) Enter grouplist as the Property column field.
c) Select Value, and enter the group names.

Type the group names as: “GroupNamel;GroupName2;GroupNameN".
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d) Click OK.
Step Result: The grouplist row is added to the Property table.

12.Click Save.
Step Result: The changes are saved to the updateagent.msi file.

13.Exit Microsoft Orca.

After Completing This Task:

You can now use the updateagent.msi file to manually install the Patch Management Agent by
browsing, from the target computer, to the network share you created and manually opening the
file.

Creating an Organizational Unit
1. Click Start > Administrative Tools > Active Directory Users and Computers.

Step Result: The Active Directory Users and Computers management console opens.

2. Right-click the domain tree (mydomain.com) and select New > Organizational Unit.
Step Result: The New Object - Organizational Unit window opens.

3. In the Name field, type a name for your Organizational Unit (OU).
4. Click OK.

Step Result: The New Object - Organizational Unit window closes, returning to the
Active Directory Users and Computers management console.
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5. Right-click the new OU and select Properties.

Step Result: The OU Properties window opens.

PatchLinkMSI Properties

Generall Managed By Group Palicy |

g Current Group Policy Object Links for PatchLinkMS]

2|

Group Policy Object Links

| Mo Override | Disab@

@ Iz gen

Group Policy Objects higher in the list have the highest priority.
Thiz ligt obtained from: TechPubsiwink. Techpubs. com

New | add. | Eat | ip
Options... | Delete... | Properties | [awn
" Block Policy inheritance
Cloze I Cancel | Apply |

Automating the Agent Installation

Figure 19: Organizational Unit Properties

6. Select the Group Policy tab.

7. Click New and type a name for the new group policy.
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8. Select your new Group Policy and click Edit.
Step Result: The Group Policy Editor opens.

RI=TE
J Action  Wiew |J¢' -’|||@ |
Tree I Mame 7/ | ersion | Deployment state | Auko-inst

E Install Windows Agent [TechPubsy ﬂ Patchlink Update Agent 6.0 Assigned es
E| Q Computer Configuration
H ED Software Settings

[ Software installation
(2 Windows Settings
: (2 Administrative Templates
E@ User Configuration
-[C) Software Settings
(2 Windows Settings
[-(Z1] Administrative Templates

|;I—I 3| ;I—I| |

Figure 20: Group Policy Editor

9. Expand the Software Settings sub-branch of the Computer Configuration branch.
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10.Right-click Software Installation and select Properties.
Step Result: The Software Installation Properties window opens.

Software installation Properties 2=l

General | Filez Exlensionsl Eategoriesl

Default package location:

|| Browse... |

— Mew package

When adding new packages to user settings:
" Display the Deploy Software dislog box
= Fubfish

' Aszign

" #dvanced published or assigned

r— Installation user interface option:
% Basic

£ W aimnurn

™ Urinstall the applications when they Fall out of the scope of
managerment.

QK I Cancel Apply

Figure 21: Software Installation Properties - General Tab

11.Select the General tab.
12.Select Assign.
13.Select Uninstall the applications when they fall out of the scope of management.

Note: If using Windows 2003, the Uninstall the applications when they fall out of the
scope of management option is on the Advanced tab.

14.Click OK.

Step Result: The Software Installation Properties window closes.

15.Right-click Software Installation and select New > Package.
16.Browse to the shared folder you created earlier, and select the modified updateagent.msi file.
17.Close the Group Policy Editor and click Close.

18.In the Active Directory Users and Computers management console, select the Computers
branch of your domain tree.

19.Select the computers to be added to the new OU.
20.Right-click the computers and select Move...

Step Result: The Move window opens.
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21.Select your new OU.
22.Close the Active Directory Users and Computers management console.

Performing a Silent Install From a Command Prompt

In addition to the Patch Management Server URL (or IP) and Serial Number, you can
also define a Proxy and Auto-Assign groups when performing a silent install of the Patch
Management Agent.

Installing the Windows Agent

From a command line, the following user modifiable properties can be used when performing a
silent installation of the Windows Agent.

The following steps will demonstrate how to perform a silent installation of the Windows Agent
from a command line.
1. Open a command prompt.

2. Define the host location, serial number, and other optional settings using the following
syntax:

« Perform a silent install with a proxy:

msiexec /i “C:\updateagent.msi” /gqn

HOST="http://myServer” SERIAL="88888888-88883888"

USEPROXY=1 PROXYURL="http://myProxy” PROXYPORT="8080"
PROXYUSER="ProxyUser’ PROXYPASS="ProxyPassword”
GROUPLIST="Groupl Distinguished Name|GroupN Distinguished Name”

« Perform a silent install without a proxy:
msiexec /i “C:\updateagent.msi” /gqn

HOST="http://myServer” SERIAL="88888888-88888888" USEPROXY=0
GROUPLIST="Groupl Distinguished Name|GroupN Distinguished Name”

Installing the Linux, Unix, and Mac Agent

From a command line, the following user modifiable properties can be used when performing a
silent installation of the Linux, UNIX, Mac Agent.

Table 3: Description of LUM Agent Modifiable Installation Properties

Property Description

-silent Performs installation silently.
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Property Description

-d The install directory.

-p The URL (or IP) of your server.

-sno The serial number of your server.

-proxy The URL (or IP) of your proxy.

-port The port used by your proxy.

-g Automatically add the agent to the defined group(s). Either the Group
Name, or Distinguished Name can be used.
Note: If the Group Name is used, the agent will be added to all of the
groups with that name.

The following steps will demonstrate how to perform a silent installation of the Linux, UNIX, Mac
Agent from a command line.

1. Open a command prompt.

2. Define the host location, serial number, and other optional settings using the following
syntax:

« Perform a silent install with a proxy:

Jinstall -silent -d “/user/local” -p “http://myServer” -sno “88888888-838838888"
-proxy “http://myProxy” -port ##
-g "Groupl Distinguished Name|GroupN Distinguished Name”

» Perform a silent install without a proxy:

Jinstall -silent -d “/user/local” -p “http://myServer” -sno “88888888-88838888"
-g "Groupl Distinguished Name|GroupN Distinguished Name”
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