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Accessing the Dashboard

Accessing the Dashboard

ZENworks Mobile Management dashboard requirements:
e Microsoft Internet Explorer, Firefox, or Safari
e Adobe Flash Player 10.1.0
¢ Minimum screen resolution: 1024 x 768

e PC running Windows OS

In your Web browser, enter the server address of the ZENworks Mobile Management server,

followed by /dashboard
Example: https://my.ZENworks.server/dashboard

Standard Login

Log in to the ZENworks Mobile Management dashboard using your
administrative login credentials in one of the following formats:

e Locally authenticated logins enter:
email address and password

o LDAP authenticated logins enter:
domain\LDAP username and LDAP password

A system administrator can create additional logins to the dashboard
with system administrator, organization administrator, or support
administrator privileges. See the System Administration Guide for
details.

@

Novell.

ZENworks Mobile
Management

0N Wi E (& 2 'y f
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OpenlD Login

Use your OpenlD credentials to log in.

hg?

1. Atthe ZENworks Mobile Management login screen, select the
icon identifying the OpenID provider you use: ZENworks,
Google, Yahoo!, or Facebook.

2. Enter the Zone or Organization, an easy to remember name
ZENworks Mobile Management uses to redirect you to the
OpenlD provider portal.

3. Atthe provider site, enter your OpenID credentials.

Note: If this is the first time you have logged in to
ZENworks Mobile Management with an OpenlID or your
OpenlD information has changed, you will be prompted
for a PIN code before entering the ZENworks Mobile
Management dashboard.

Zone Name and new PIN codes are emailed to you from
the ZENworks Mobile Management server.

Admin Setup Pin Code X

Enter Admin Setup Pin Code I I

Zone Name | sadmin |

OpenlD Identity Iw-“ www.google.com I
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Adding Users

Use the Add New User Wizard to add users to the ZENworks Mobile Management system. The wizard allows
you to add users one at a time, import a list of users from a .CSV file, or import users from an LDAP server.

The methods for initially adding and provisioning users are as follows:

Manual - Add individual users manually.

If an LDAP server is specified when adding the user, that user must be present on the LDAP server.
Selecting an LDAP server also allows policy suite, connection schedule, and liability to be assigned
according to the settings associated with the LDAP group or folder to which the user belongs.

Policy suite, connection schedule, and liability can also be assigned according to the settings
associated with a local group to which you can assign the user. Local group settings will override
LDAP group/folder settings.

Administrators can also make direct policy suite, connection schedule, and liability assignments to the
user, which override settings from all other sources.

Batch Import Methods - User credentials can be imported from an LDAP directory or via a Comma
Separated Values (.CSV) file.

.CSV - All users imported in a single .CSV batch are assigned the same device ownership, plan
type, carrier, and expiration.

If an LDAP server is specified when adding the users, those users must be present on the LDAP
server. Selecting an LDAP server also allows policy suite, connection schedule, and liability to be
assigned according to the settings associated with the LDAP groups or folders to which users
belong.

Policy suite, connection schedule, and liability can also be assigned according to the settings
associated with a local group to which you can assign the group of users. Local group settings
will override LDAP group/folder settings.

Administrators can also make direct policy suite, connection schedule, and liability assignments
to the users, which override settings from all other sources.

LDAP - All users imported in a single LDAP batch are assigned the same device ownership, plan
type, carrier, and expiration.

Policy suite, connection schedule, and liability can be assigned according to the settings
associated with the LDAP groups or folders to which users belong.

Policy suite, connection schedule, and liability can also be assigned according to the settings
associated with a local group to which you can assign the group of users. Local group settings
will override LDAP group/folder settings.

Administrators can also make direct policy suite, connection schedule, and liability assignments
to the users, which override settings from all other sources.

Hands-Off Enrollment - Configure the organization for hands-off enroliment. To free the
administrator from the task of adding users either manually or by batch import, ZENworks Mobile
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Management can be configured to allow users to self-enroll. When the user enrolls a device an
account is created and auto-provisioned on the ZENworks Mobile Management server using preset
policy suite, connection schedule, and liability settings associated with local groups, LDAP groups or
folders or organization default assignments.

7 Add New User Wizard x

Welcome

Choose a method below 10 get started

User provisioning sources and the order in which they are applied

Users’ policy suite, device connection schedule, and liability settings can originate from a variety of
sources.

1 Direct assignment: An administrator can specify policy suite, device connection schedule, and
liability when adding the user(s). Settings assigned this way override settings associated with a
local group or LDAP group/folder to which the user belongs or organization defaults. Direct
assignments take precedence over all other provisioning sources and will not change as a result of
updates to the groups or defaults.

2" Local group assignment: Policy suite, device connection schedule, and liability are obtained from
the settings associated with the local group to which users belong. Settings associated with local
groups take precedence over settings associated with LDAP groups/folders. Changes made to local
group settings will automatically update users.

3 LDAP group or folder assignment: Policy suite, device connection schedule, and liability are
obtained from the LDAP group (highest priority group first) to which the user belongs. If the user
does not have group membership, the folder (by folder hierarchy) to which the user belongs is the
source for the settings. Regular periodic checks with the LDAP server will update user information
and assignments if they change.

4" Organization defaults: Policy suite, device connection schedule, and liability will default to
organization settings when a user is not assigned to a local or LDAP group or when local groups or
LDAP groups/folders are not configured with settings.
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Welcoming New Users to ZENworks Mobile Management

You can use a Welcome Letter to get information to new users when they are added to the ZENworks Mobile
Management system. Before you start adding users to ZENworks Mobile Management, create Welcome
Letters and configure the organization so that they are send automatically. You can also manually issue the
email to individual users at any time.

Information you might include in a Welcome Letter:

e Links to resources, such as the device app downloads, user documentation, and the user self-
administration portal

e Details of policies that may change device functionality

¢ New features that make devices more secure

Creating a Welcome Letter

There is a Welcome Letter associated with each policy suite so that users under that policy receive
information that pertains specifically to them.

Select Organization > Policy Management > Policy Suites. Highlight a policy and select the Welcome
Letter option in the left panel to edit the letter.

W . e Q.0 )

Welcome Letters will not be sent automatically unless the organization is configured to do so. See
Automating the Welcome Letters below.
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Automating the Welcome Letters

Configure the organization so that Welcome Letters are automatically emailed to every user that is added to

the ZENworks Mobile Management server.

Select System > Organization and select the Send Welcome Letter to Users option.

Crgurnenyen Abvesasits wiw
Licwnse
About T ewots
A G Ojanannon Adwereiti sowe Robes
o Zasymerr Advemin e

+ 58 View Logs

(Fend icneme Lonw i sy 9 )

T DRy TAA

M7V Seve NTP
- Cenfcate rened
A, CotiAG twsas |

Sending the Welcome Letter to Individual Users

You can also issue the Welcome Letter as needed, on a per
user basis.

Select Users and highlight a user. Click the Send Welcome
Letter option in the User Panel.

Vietcame, atmmngoct)

=

User Panel

Last Sync:

Device Platform:
Ownership:
Phone Number:
Location:
Messaging
Device Reporting:

Device Compliance:

Administration:

12/21/201211:27 AM
(-05:00 GMT)

Android

Company LS
+3307748613
See Most Recent Location

E-mail User

View Device Report

Clear Device Enrollment
Wipe Storage Card
Disable Device

Full Wipe
Lock Device

(" Send Welcome Letter\r‘;.
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Adding Users Manually

Administrators can manually create individual user accounts in an organization. When a user account is
created on the ZENworks Mobile Management server, one or more devices can be enrolled.

To Add Users Manually

1. From the ZENworks Mobile
Management dashboard
header, select Users.

2. Click the Add User option to
use the Add New User

Wizard.

3. Select Manual from the Add
New User Wizard dialog.

7 Add New User Wizard

Enter Information to Add User
Welcame

ACtveSync Server »|
Manual Add Uset
LDAP Server »

Authenthication Method NMDM

User Settings

Jamr Name: » | |stewart

Frst Name

Last Name

Domain
Pastword: »
Confrm Paaaword; o | *rr s
E-onail Address: « [a IT1

Plan Type: | Selsar Ona |

Fhore Number

4. Enter the user information (see descriptions below), then click Next. * = required field

ActiveSync server *

LDAP Server *

Authentication Method

User Name *

First and Last Name

Domain

Password

E-mail Address *
Plan Type

Phone Number

Carrier

Send Enroliment Message

Select an ActiveSync server for the user or select None. If the ActiveSync server is
linked to an LDAP server, the LDAP server field will populate as well.

Select an LDAP server for the user or select None.

If an LDAP server is specified when adding the user, that user must be present on the
LDAP server. Selecting an LDAP server also allows policy suite, connection schedule,
and liability to be assigned according to the settings associated with the LDAP groups
or folders to which the user belongs.

This server can also be referenced for user updates and custom column information.

Displays the method used to authenticate the user: ActiveSync, LDAP, or ZMM server
authentication

For users associated with an ActiveSync server, enter their ActiveSync account user
name.

For users on systems that do not use the ActiveSync protocol, enter a unique user
name for their ZENworks Mobile Management user account.

Enter the user's name.

If the ActiveSync server to which the user has been assigned requires a domain, enter
it here. This also provides one way to configure the user for enrolling multiple devices
against a single account. (See, Enrolling Multiple Devices on a Single Account.)

* Required for users on systems that do not use the ActiveSync protocol. Enter a
unique password for their ZENworks Mobile Management user account.

Enter the user's email address.
Choose International, Domestic, or Unknown.

Enter the phone number of the user's mobile device. This can be used for sending an
SMS notification to the user regarding their enrollment.

Select the user’s carrier from the drop-down list. See a list of supported carriers.

Select the SMS box to send an SMS enrollment message.
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Enroliment Message

Enter an SMS enroliment message up to 160 characters. You may want to include

links to resources such as the device app downloads, user documentation,
and the user self-administration portal.

5. If you are using local groups to categorize users, choose local group assignments for the user.

Click Next.

/. Add New User Wizard

Welcome

Manual Add User Asugred

i}

|

Group Assignment

O

Cheose Group Assigments for the User

Group Name
MO
MDMI
MDA2
MDAD

MO

o Baes Lmess. |

6. Make selections for provisioning the user if necessary, then click Finish.

If you have categorized the user in a local group or if an LDAP server has been specified and
configured for provisioning users, you do not have to make selections for Policy Schedule/Suite,
Device Connection Schedule, Liability, or the Novell Filr profile unless you want to make direct
assignments that override the provisioning settings associated with the local groups or LDAP

groups/folders.

To override provisioning settings associated with local groups or LDAP groups/folders, check the box
next to Override Default Assignments. These checkboxes do not appear if you have not specified

an LDAP server or local group.

If not overridden, provisioning settings are obtained from the following sources, in this order: Local
group(s), LDAP group(s) (by priority), LDAP folder (by folder hierarchy), organization defaults.

J Add New User Wizad

Default Palicy Settings
Policy Erdcrcoment Type

Manusl Add Usat

Set Defaulty

Dewice Owmanhgs @) Compa
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Policy Enforcement Type

Policy Schedule
(schedule-based)

Policy Suite (standard)

Policy Suite During Schedule/

Policy Suite Outside Schedule
(schedule-based)

Device Connection Schedule

Device Liability

Novell Filr

Device Ownership

Expiration

Select Standard or Schedule-Based. For schedule-based
enforcement, a schedule defines the days and times during which users
are working. If this method is chosen, you will also define two policy
suites - one to be used during the scheduled hours and one to be used
outside the scheduled hours. Standard policy enforcement executes the
same policy suite at all times.

The schedule that defines the days and times during which users are
working.

Select a (Standard) Policy Suite for the user. (This field is not displayed if you
choose Schedule-Based enforcement.)

If an LDAP server has been specified, you do not have to make a selection
unless you want to make a direct assignment that overrides the default.
Defaults are obtained from assignments associated with the following sources,
in this order: LDAP group(s) (by priority), LDAP folder (by folder hierarchy),
organization default settings.

The policy suite enforced during scheduled hours and the policy suite enforced
outside scheduled hours.

If an LDAP server has been specified, you do not have to make a selection
unless you want to make a direct assignment that overrides the default.
Defaults are obtained from assignments associated with the following sources,
in this order: LDAP group(s) (by priority), LDAP folder (by folder hierarchy),
organization default settings.

Select a Device Connection Schedule for the user.

If an LDAP server has been specified, you do not have to make a selection
unless you want to make a direct assignment that overrides the default.
Defaults are obtained from assignments associated with the following sources,
in this order: LDAP group(s) (by priority), LDAP folder (by folder hierarchy),
organization default settings.

Liability refers to who owns the data on the device. Liability determines whether
the corporate or individual component of the policy suite is assigned to the user.
Choose Corporate (corporate liable) or Individual (individual liable).

If an LDAP server has been specified, you do not have to make a selection
unless you want to make a direct assignment that overrides the default.
Defaults are obtained from assignments associated with the following sources,
in this order: LDAP group(s) (by priority), LDAP folder (by folder hierarchy),
organization default settings.

Assign a profile to the user to configure the Novell Filr app on Android devices
and iOS devices running iOS 7.1 or higher and Filr app 1.0.4 or higher. The Filr
app itself can be uploaded to the device from Managed Apps. This profile will
configure the app.

Note: Users of Android devices not using Google Cloud Messaging (GCM)
service must synchronize the ZENworks Mobile Management application to pull
down an assigned Novell Filr profile.

Choose Company (the user’s device is company owned) or Personal (the user’s
device is personally owned).

Select a date for the user to be disabled or removed from the system.

Choose Never, or a date on which to expire the user. Specify the action to take
upon expiration: Disable or Remove. Expirations occur at the beginning of the
designated day (12:00 a.m.)

Note: Setting expirations for users in an organization configured for Hands-off
enrollment is counterproductive. Users will be able to re-enroll the device app.
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Adding Users via Comma-Separated Values (CSV) Files

An administrator can import a group of users to the ZENworks Mobile Management server via a .CSV file.
User names, email addresses, and passwords of users are entered into a spreadsheet template.

The administrator then makes provisioning assignments for the batch of users. All users imported in a single
batch are assigned the same device ownership, plan type, carrier, and expiration.

Policy schedule/suite, device connection schedule, and liability assignments can originate from the settings
associated with the LDAP groups/folders or the local groups. Administrators can also make direct
assignments to the users, which override settings from all other sources and will not change as a result of
updates to the groups or defaults.

The file is then uploaded to the ZENworks Mobile Management server where user credentials from the file
and the provisioning assignments are merged to create new ZENworks Mobile Management user accounts.

Importing Users from .CSV Files
1. From the ZENworks Mobile Management dashboard header, select Users.
2. Click the Add User option to use the Add New User Wizard.
3. Select .CSV from the Add New User Wizard dialog.

7 Add New User Wizard L]

Welcome Download .CSV Template

|_Domninad .Ci¥ ilmnlll; |

C5V import

Select Defaults for New Users
Import CSY

ActveSync Server: » | SAS il
LOAS® Server » | Nuns

Authentcation Method Actively Authantscs

Plan Type Domanic ®

Camer: | Mene

Upload .CSV File with Users

of waenre

Ltesh

4. Download the .CSV spreadsheet template and save it in the desired location. Open the file and enter
the information listed below for each user and save the changes to your file.

Leave the headings in row 1 of the spreadsheet and begin entering user information in row 2.

e user name e domain
e first name e email address
e last name e password
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5. Inthe Add New User Wizard, make selections for provisioning the users. * = required field

Select an ActiveSync server for the users or select None. If the ActiveSync server is
ActiveSync server * linked to an LDAP server, the LDAP server field will populate as well.

LDAP Server * Select an LDAP server for the users or select None.

If an LDAP server is specified when adding the users, those users must be present on
the LDAP server. Selecting an LDAP server also allows policy suite, connection
schedule, and liability to be assigned according to the settings associated with the LDAP
groups or folders to which users belong.

This server can also be referenced for user updates, and custom column information.

Authentication Method Displays the method used to authenticate the users: ActiveSync, LDAP, or ZMM server
authentication

Plan Type Choose International, Domestic, or Unknown.

Carrier Select the users’ carrier from the dropdown list. See a list of supported carriers.

6. Upload the .CSV file with the users’ credentials by clicking the Upload File button. When it is finished
uploading you will see a number next to the label, Number of users detected. Click Next.

7. If you are using local groups to categorize users, choose local group assignments for the users
imported via the .CSV file.

Policy suite, connection schedule, and liability can be assigned according to the settings associated
with the local group(s) to which you assign the group of users. Local group settings will override
LDAP group/folder settings.

Click Next.

/ Add New User Wizarg x

Choase Group Assigments for the User

Welcome

CSY Import Assigned Group Name
4 | MO
(- MOM1
Group Assignment | MOMZ
(| MDM3
S NOME

[pan | [ Mau
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Make additional selections for provisioning the users if necessary. Click Finish.

If you have categorized the users in a local group or if an LDAP server has been specified and
configured for provisioning users, you do not have to make selections for Policy Schedule/Suite,
Device Connection Schedule, Liability, or the Novell Filr profile unless you want to make direct
assignments that override the provisioning settings associated with the local groups or LDAP
groups/folders.

To override provisioning settings associated with local groups or LDAP groups/folders, check the box
next to Override Default Assignments. These checkboxes do not appear if you have not specified
an LDAP server or local group.

If not overridden, provisioning settings are obtained from the following sources, in this order: Local
group(s), LDAP group(s) (by priority), LDAP folder (by folder hierarchy), organization defaults.

/ Add New User Wizard x

Welcomie Default Policy Settings

Polcy Enforcement Type:

CSV Import

Poficy Sute
Device Connection Schedule

Set Defaults

Device Labilry

Novel Fik

Device Ownershipe (&) Company O Parsonal
Experation l_r:_:—___q
Badh | | A3 Usanr |
Policy Enforcement Type Select Standard or Schedule-Based. For schedule-based enforcement, a

schedule defines the days and times during which users are working. If this
method is chosen, you will also define two policy suites - one to be used
during the scheduled hours and one to be used outside the scheduled hours.
Standard policy enforcement executes the same policy suite at all times.

Policy Schedule The schedule that defines the days and times during which users are working.
(schedule-based)

Policy Suite (standard) Select a (Standard) Policy Suite for the user. (This field is not displayed if you choose

Schedule-Based enforcement.)

If an LDAP server has been specified, you do not have to make a selection unless you
want to make a direct assignment that overrides the default. Defaults are obtained
from assignments associated with the following sources, in this order: LDAP group(s)
(by priority), LDAP folder (by folder hierarchy), organization default settings.

Policy Suite During Schedule/ = The policy suite enforced during scheduled hours and the policy suite enforced

outside scheduled hours.

Policy Suite Outside Schedule
(schedule-based) If an LDAP server has been specified, you do not have to make a selection unless you

want to make a direct assignment that overrides the default. Defaults are obtained
from assignments associated with the following sources, in this order: LDAP group(s)
(by priority), LDAP folder (by folder hierarchy), organization default settings.
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Device Connection Schedule

Device Liability

Novell Filr

Device Ownership

Expiration

Select the Device Connection Schedule for the user.

If an LDAP server has been specified, you do not have to make a selection unless you
want to make a direct assignment that overrides the default. Defaults are obtained
from assignments associated with the following sources, in this order: LDAP group(s)
(by priority), LDAP folder (by folder hierarchy), organization default settings.

Liability refers to who owns the data on the device. Liability determines whether the
corporate or individual component of the policy suite is assigned to the user. Choose
Corporate (corporate liable) or Individual (individual liable).

If an LDAP server has been specified, you do not have to make a selection unless you
want to make a direct assignment that overrides the default. Defaults are obtained
from assignments associated with the following sources, in this order: LDAP group(s)
(by priority), LDAP folder (by folder hierarchy), organization default settings.

Assign a profile to the users to configure the Novell Filr app on Android devices or iOS
devices running iOS 7.1 or higher and Filr app 1.0.4 or higher. The Filr app itself can
be uploaded to the device from Managed Apps. This profile will configure the app.

Note: Users of Android devices not using Google Cloud Messaging (GCM) service
must synchronize the ZENworks Mobile Management application to pull down an
assigned Novell Filr profile.

Choose Company (user’s device is company owned) or Personal (user’s device is
personally owned).

Select a date for the user to be disabled or removed from the system.

Choose Never, or a date on which to expire the user. Specify the action to take upon
expiration: Disable or Remove. Expirations occur at the beginning of the designated
day (12:00 a.m.)

Note: Setting expirations for users in an organization configured for Hands-off
enroliment is counterproductive. Users will be able to re-enroll the device app.

9. Click Add Users. The Users grid will begin to populate with new users.
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Adding Users via LDAP

When an Administrative LDAP server is defined for an organization, an administrator can retrieve user
information from the corporate LDAP directory and use it to add users to ZENworks Mobile Management.

All users imported in a single batch are assigned the same domain, device ownership, plan type, carrier, and
expiration.

Policy schedule/suite, device connection schedule, and liability assignments can originate from the settings
associated with the LDAP groups/folders or the local groups. Administrators can also make direct
assignments to the users, which override settings from all other sources and will not change as a result of
updates to the groups or defaults.

When assignments originate from settings associated with LDAP groups/folders, regular periodic checks with
the LDAP server will update user information and assignments if they change. When assignments originate
from settings associated with local groups, changes made to the group settings will automatically update
users.

LDAP Configuration Tip: When configuring the Administrative LDAP server, you can limit the number of
unnecessary folders/groups pulled from the LDAP server, by entering the LDAP Base DN so that it includes
only the required users/groups. This prevents unnecessary users/groups (like computers and computer
groups) from being selected.

Importing Users from an LDAP Directory

From the ZENworks Mobile Management dashboard header, select Users.
Click the Add User option to use the Add New User Wizard.

Select LDAP from the Add New User Wizard dialog.

Select an LDAP Server to query.

A wnh P

/ Add New User Wizard x

Welcome Select an LDAP Server to Query

LDAP Server: O]
CAS

LDAP Import

Import Userns
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5. Select the users to pull from the LDAP server using the search filter. Browse the LDAP directory in
the left panel and select a folder/group. Click Search to display the members of the folder/group in

the right panel.
=
Folders and groups are distinguished in the directory list by these symbols.

You can also enter a specific username in the Username search bar or use a wildcard symbol (*)
in the search to filter your search. Examples: ja* returns usernames that begin with “ja”; *son*
returns usernames that contain “son.”

6. Select a username from the grid on the right, or hold the Ctrl key down as you click to select
multiple usernames, or click Select All. Click Next.

7 Add New User Wizard x

Welcome Seloct an LDAP Setver to Query

B | 0P Server [Tac 3]

LDAP Import -
— Beowse Folders/ Groups Username:  |* 'I Soarch. | | Fasar
Import Users — A ~
3 timgroup? Al | Usemame | Eman address
2 bugTest Leniter bnilerded? rosfy net
& NewOeyTesm jomth jumith@ax07.natify.net
& devieam jdos rdoeuall Y notify et
& admins!
o depe ‘
2 deptl
& groupl ‘
2 groupl
| = g - ‘

CirleChich to multiaelect | Sodact A0

T

7. If you are using local groups to categorize users, choose local group assignments for the users
imported from the LDAP server. Click Next.

Policy suite, connection schedule, and liability can be assigned according to the settings
associated with the local group(s) to which you assign the group of users. Local group settings will
override LDAP group/folder settings.

7 Add New User Wizard ®

Welcome Choose Group Assigments for the User

LDAP Import Asugned | Group Name
Ll MDM
1 MOM1
Group Assignment
O \ MMz

J MOMI

MDMS

Eact Muar
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8. Make selections for provisioning the users if necessary.

If you have categorized the users in a local group or if an LDAP server has been specified and
configured for provisioning users, you do not have to make selections for Policy Schedule/Suite,
Device Connection Schedule, Liability, or the Novell Filr profile unless you want to make direct
assignments that override the provisioning settings associated with the local groups or LDAP

groups/folders.

To override provisioning settings associated with local groups or LDAP groups/folders, check the box
next to Override Default Assignments. These checkboxes do not appear if you have not specified
an LDAP server or local group.

If not overridden, provisioning settings are obtained from the following sources, in this order: Local
group(s), LDAP group(s) (by priority), LDAP folder (by folder hierarchy), organization defaults.

J Add New User Wizard x

Weicame Default Policy Settings

LDAP |mport Device Connection Schedufe:
oJ ) “ ™

Device Liabiliny

Set Defoaults

Policy Enforcement Type

Policy Schedule
(schedule-based)

Policy Suite (standard)

Policy Suite During Schedule/

Policy Suite Outside Schedule
(schedule-based)

Nowvell Fik

Domain
Device Ownmenhig: & Company () Personal
PanType [SeesiOne. o)
Camries: | Selsct Oma i -
Lapiraton: [_;4- ver -

|, Bash HM!U-«:

Select Standard or Schedule-Based. For schedule-based enforcement, a
schedule defines the days and times during which users are working. If this
method is chosen, you will also define two policy suites - one to be used
during the scheduled hours and one to be used outside the scheduled hours.
Standard policy enforcement executes the same policy suite at all times.

The schedule that defines the days and times during which users are
working.

Select a (Standard) Policy Suite for the user. (This field is not displayed if you choose
Schedule-Based enforcement.)

If an LDAP server has been specified, you do not have to make a selection unless
you want to make a direct assignment that overrides the default. Defaults are
obtained from assignments associated with the following sources, in this order: LDAP
group(s) (by priority), LDAP folder (by folder hierarchy), organization default settings.

The policy suite enforced during scheduled hours and the policy suite enforced
outside scheduled hours.

If an LDAP server has been specified, you do not have to make a selection unless
you want to make a direct assignment that overrides the default. Defaults are
obtained from assignments associated with the following sources, in this order: LDAP
group(s) (by priority), LDAP folder (by folder hierarchy), organization default settings.
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Device Connection Schedule

Device Liability

Novell Filr

Device Ownership

Expiration

Select the Device Connection Schedule for the user.

If an LDAP server has been specified, you do not have to make a selection unless
you want to make a direct assignment that overrides the default. Defaults are
obtained from assignments associated with the following sources, in this order: LDAP
group(s) (by priority), LDAP folder (by folder hierarchy), organization default settings.

Liability refers to who owns the data on the device. Liability determines whether the
corporate or individual component of the policy suite is assigned to the user. Choose
Corporate (corporate liable) or Individual (individual liable).

If an LDAP server has been specified, you do not have to make a selection unless
you want to make a direct assignment that overrides the default. Defaults are
obtained from assignments associated with the following sources, in this order: LDAP
group(s) (by priority), LDAP folder (by folder hierarchy), organization default settings.

Assign a profile to the users to configure the Novell Filr app on Android devices or
iOS devices running iOS 7.1 or higher and Filr app 1.0.4 or higher. The Filr app itself
can be uploaded to the device from Managed Apps. This profile will configure the
app.

Note: Users of Android devices not using Google Cloud Messaging (GCM) service
must synchronize the ZENworks Mobile Management application to pull down an
assigned Novell Filr profile.

Choose Company (user’s device is company owned) or Personal (user’s device is
personally owned).

Select a date for the user to be disabled or removed from the system.

Choose Never, or a date on which to expire the user. Specify the action to take upon
expiration: Disable or Remove. Expirations occur at the beginning of the designated
day (12:00 a.m.)

Note: Setting expirations for users in an organization configured for Hands-off
enroliment is counterproductive. Users will be able to re-enroll the device app.

9. Click Add Users when you have finished making your selections. The Users grid will begin to
populate with new users.
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Configuring the Organization for Hands-Off Enrollment

Configuring an organization for Hands-Off enroliment enables users to self-enroll. When the user enrolls a
device, an account is created and auto-provisioned on the ZENworks Mobile Management server using
preset organization default assignments or assignments associated with LDAP groups/folders or local groups.
This frees the administrator from the task of adding users either manually or by batch import.

Hands-Off enroliment can be configured two ways:

¢ Enable the Hands-Off Enrollment option when defining an ActiveSync server so that users with
credentials on the ActiveSync server can self-enroll against the ZENworks Mobile Management
server. When the user enrolls a device, an account is created and auto-provisioned using the
organization default settings.

¢ Enable the Hands-Off Enrollment option when defining an LDAP server so that users with credentials
on the LDAP server can self-enroll against the ZENworks Mobile Management server. You can allow
hands-off enrollment for all users associated with the LDAP server or you can allow it only for
selected LDAP folder/group members. When the user enrolls a device, an account is created and
auto-provisioned using assignments associated with LDAP groups/folders to which users belong.

When an ActiveSync server and LDAP server are linked, configuring one server for hands-off enroliment will
automatically configure the other server for hands-off enroliment.

Setting expirations for users in an organization configured for hands-off enrollment is counterproductive, since
users will always be able to re-enroll the device app.

Requirements for Novell GroupWise DataSync and Other ActiveSync 2.5 Mail Servers

Systems where iOS users are interfacing with a Novell GroupWise DataSync server must use DataSync
Update 4 (Mobility 1.2.4) to fully utilize the hands-off enroliment functionality. Users need to enroll using their
entire email address in lieu of their username if they are enrolling by the hands-off method. Similar processes
must be followed to use hands-off enrollment when users interface with Exchange 2003 or any other mail
server running ActiveSync 2.5 protocol. A user’s username and the string of characters to the left of the @
sign in their email address must be the same.

Organization and Hands-Off Enrollment Defaults

Organization defaults: Policy suite, device connection schedule, and liability will default to organization
settings when the enrolling user is not assigned to a local group or LDAP group or when local groups or LDAP
groups/folders are not configured with settings.

The organization defaults, as they appear on the Organization Settings page, are shown below:

Organization Defaults
Policy Enforcement Type:  (® Standard O Schedule-Based

Policy Suite: = |.d I~

Device Connection Schedulez %[d__ [¥]
LDAPServer: [None  [~]

Liability: @) Corporate (O Individual

Hands-Off Enrollment Defaults

Local Groups: import Local Groups ]

Organization Defaults
Policy Enforcament Type: ) Standard & Schadule-saced
Policy Schedule Guiktal Sall
Policy Suite During Sthedule; » | Polics A
Policy Suite Outside Schedule: * [Police B
Devive Connection Schedule [—l
L DIAP Serveer l'"'—‘l

Lisbility: (@ Cerporate O Individual

Hands-Off Enrollment Defaults

Locs! Groups: | Ampees Lecst Gruups
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Policy Enforcement Type

Policy Schedule
(schedule-based)

Policy Suite (standard)

Policy Suite During Schedule/

Policy Suite Outside Schedule
(schedule-based)

Device Connection Schedule
LDAP Server

Liability

Hands-Off Enroliment Defaults

Select Standard or Schedule-Based. For schedule-based enforcement,
a schedule defines the days and times during which users are working. If
this method is chosen, you will also define two policy suites - one to be
used during the scheduled hours and one to be used outside the
scheduled hours. Standard policy enforcement executes the same policy
suite at all times.

The schedule that defines the days and times during which users are
working.

Select a (Standard) Policy Suite for the user. (This field is not displayed if you
choose Schedule-Based enforcement.)

The policy suite enforced during scheduled hours and the policy suite enforced
outside scheduled hours.

Select the Device Connection Schedule for the user.

Policy suite, device connection schedule, and liability can be obtained
from the LDAP group (highest priority group first) to which the user
belongs. If the user does not have group membership, the folder (by
folder hierarchy) to which the user belongs is the source for the settings.
Regular periodic checks with the LDAP server will update user
information and assignments if they change.

Liability refers to who owns the data on the device. Liability determines whether
the corporate or individual component of the policy suite is assigned to the user.
Choose Corporate (corporate liable) or Individual (individual liable).

Local Groups: If you specify one or more local groups to which users will be added when they enroll, policy
suite, device connection schedule, and liability are obtained from the settings associated with the local
group(s). Settings associated with local groups take precedence over settings associated with LDAP
groups/folders. Changes made to local group settings will automatically update users.

Click the Import Local Groups button and select the group or group to which enrolling users will be added.

Local Groups: [ Impert Local Groups |

Assign Default Hands-Off Enroliment Local Groups x

Assign the user to one or more |local groups. The new user will
inherit group settings such as, policy suite, device connection
schedule, and liability

Assigned Group Name
i) Group 1
(| Group 2
] Group 3
Cancel Finish
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Enabling Hands-Off Enrollment for Users Associated with an ActiveSync Server

Enabling the Hands-Off Enrollment option, when defining an ActiveSync server, allows any user with
credentials on the ActiveSync server to enroll against the ZENworks Mobile Management server. Hands-off
enrolliment will be set automatically for an ActiveSync server if it is set for a linked LDAP server.

You must also provide a domain that is configured on this server. Hands-off enroliment requires users to
enroll with the domain in the domain\username or user@domain format. If an LDAP server is linked to this
ActiveSync server, the LDAP server's domain can also be used for logging in.

Users are automatically added to the ZENworks Mobile Management server, as long as their credentials are
recognized by the ActiveSync server. ZENworks Mobile Management creates the new account using the
ActiveSync user account credentials and the user is auto-provisioned using preset organization default
assignments or assignments associated with LDAP groups/folders or local groups.

1. From the ZENworks Mobile Management dashboard header, select Organization.
2. From the drop-down menu, select Administrative Servers > ActiveSync Servers.

3. From the left panel, select an existing ActiveSync server or create a new ActiveSync server by
choosing Add ActiveSync Server.

4. Select the box labeled Allow Hands-Off Enrollment and make sure you have specified at least
one Domain for the server. You can enter multiple domains if necessary for your configuration.

5. Click Finish or Save Changes.

7/ Add Organization ActiveSync Server X

Add ActiveSync Server ActiveSync Servers defined here are used to authenticate
ZENworks clients. The ZENworks server will proxy the traffic
between devices and the ActiveSync server.

ActiveSync Server Name: = :‘
ActiveSync Server Address: I:I
ActiveSync Server Port: # :I

Usesst: []

>

Aliow Hands-Off Enrollment:  [¥]
Autodiscover: [¥]

ActiveSync Server Domain: st Add
Hands-Off enrollment requires ActiveSync Domains |_Remove. |

[«]
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Enabling Hands-Off Enrollment for Users Associated with an LDAP Server

Enabling the Hands-Off Enrollment option, when defining an LDAP server, allows users with credentials on
the LDAP server to enroll against the ZENworks Mobile Management server. Hands-off enrollment will be set
automatically for an LDAP server if it is set for a linked ActiveSync server.

Users are automatically added to the ZENworks Mobile Management server, as long as their credentials are
recognized by the LDAP server or an ActiveSync server associated with the LDAP server. ZENworks Mobile
Management creates the new account using the user’s LDAP account credentials and the user is auto-
provisioned using preset organization default assignments or assignments associated with LDAP
groups/folders or local groups.

You can allow hands-off enroliment for all users associated with the LDAP server or you can allow it only for
selected LDAP folder/group members.

1. From the ZENworks Mobile Management dashboard header, select Organization.
2. From the drop-down menu, select Administrative Servers > LDAP Servers.

3. From the left panel, select an existing LDAP server or create a new LDAP server by choosing
Add LDAP Server.

4. Select the Hands-Off Enrollment Settings option. You can allow hands-off enroliment for all
users associated with the LDAP server or limit it to selected LDAP folder/group members.

od LOAP Server Pemove | DAR Serves Save Changes

=
| O:ganization Manageme, il S

NN Hands-off Enroliment Settings

Server Settngs

Allow Mands-OFf mported LDAR Groups

timSysAdminGroop

SIS
b 4

oenain Usess

Iomain Guests

R K

R e D RV P R R )

Pt P iz G
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Enrolling Multiple Devices for a Single User

Users can enroll multiple devices with a single ZENworks Mobile Management user account. For example, a
user might have a smartphone, but also use a companion device, such as a tablet or a second smartphone
for foreign travel.

Multiple device enrollment is accomplished by creating an account on the ZENworks Mobile Management
server and instructing the user to completely enroll one device at a time. Set a limitation for how many
devices a user may enroll. Each device enrolled uses a licensed seat on the ZENworks server. Set an
organization default for the maximum number of devices a user can enroll by selecting System >
Organization. Adjust the Maximum Number of Devices Per User. You can override the organization default
on an individual user basis by setting a maximum in the user’s profile. From the user grid, select a user and
click the User Profile button. From the left panel select User Information and click the Configuration tab.
Remove the checkmark from the Auto box and define the maximum number of devices the user can enroll.

Successful enroliment of multiple devices requires the following:
e Each device must be fully enrolled and complete its first synchronization before another device can
be successfully enrolled.

e The user must enroll each device with the same Username, Password, Domain, Server Address, and
SSL setting

e The account protocol used on each device associated with the user’'s account must be the same.
For example:
o When the first device has the ZENworks Mobile Management app and an ActiveSync
user account:

= Each device must be fully enrolled (have the ZENworks Mobile Management app
enrolled and the ActiveSync account created and registered) before another
device can be added.

= All subsequently enrolled devices must have the ZENworks Mobile Management
app and an ActiveSync user account.

o When the first device has an ActiveSync account only and does not have the
ZENworks Mobile Management app:
= Each device must have the ActiveSync account created and registered against
ZENworks Mobile Management before another device can be added.
= All subsequently added devices must have only an ActiveSync account.

Administration of Multiple Devices

Each device appears as a separate line item in the Users grid. Sort the grid by the User Name column to see
all devices associated with a single user.

Administrators can select any of a user’s devices and view the User Profile associated with the item.

The administrator might change the The administrator should not change the
following for any of a user’s multiple following, unless he/she is changing the
devices. information on all of the user’s devices:
Liability First Name

Ownership Last Name

Plan Type Domain

Policy Suite ActiveSync Server

Device Connection Schedule Email Address

Carrier LDAP Server

User Self-Administration
Users can view and manage all of their enrolled devices from the desktop or mobile User Self-Administration
Portal.
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Custom Columns

Administrators can create user or device information fields that are specific to their organization, but are not

part of the ZENworks Mobile Management System base installation. These fields can then be viewed in the
User Profile and can be displayed as columns in the user list.

There is a limit of ten Custom Columns for each organization. Information for the fields might be one of five
types, including an LDAP type field, which will pull information from an Administrative LDAP server defined for

the organization. The administrator must manually enter values for other field types. The field types are Text,
Drop-down, Numeric, Date, and LDAP.

Back to Grid Get Most Recent Data Save Changes

gcochenour

= B Devices (1} CONFIGURATION CERTIFICATES
= &3 Unknown

Administration

Campus: | Select Value [~

Mahoning

& &= Corporate Resources

All Devices Summary Portage

Stark

Trumbull

Sample User Custom Columns in the User Profile

Back to Grid Get Most Recent Data Save Changes

gcochenour
User Information

1= B3 Devices (1} DEVICE

A

NEORMATION COMFIGURATION
= £ Unknown

Date Device Issued: [ 11/012014 | E\
+# (33 Corporate Resources

All Devices Summary

Sample Device Custom Columns in the User Profile
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Adding Custom Columns

1.

2
3.
4

From the ZENworks Mobile Management dashboard header, select Organization.

From the drop-down menu, select Organization Control > Custom Columns.

Click the Add Custom Column option.

Select the Custom Column Type: Text, Drop-down, Numeric, Date, LDAP

The Column Type you select determines the parameters you define for the field.

Column Type
Text
Drop-down
Numeric

Date

LDAP

Parameters

Maximum number of alphanumeric characters.
Enter the choices that appear in a drop-down list.
Minimum and maximum numeric values.

None

LDAP attribute and LDAP server (at least one must be
defined for the organization).

ZENworks Mobile Management checks the LDAP server daily
and automatically applies any updates to custom column
LDAP data. An individual user's LDAP data is updated
automatically whenever his or her user profile is opened via
the dashboard.

Select the Assignment Type: Determine whether column information should be associated with the

User or a Device.

Enter a Custom Column Name.

Click the Finish button to save.

/ Add New Custom Column Wizard x

Custom Columns defined here are used to display user
information not reported by the device. This information
can be pulled from an LDAP server or entered manually, Up
to ten celumns may be defined and user values may be
viewed or edited in the User Profile.

Custom Column Type: | Text [~

Assigment Type: @ User O Device

Custom Column Name: = | I

Max Character Length: | =

ZENworks Mobile Management 3.0.x Adding Users, Enrolling Devices Custom Columns e 27



Modifying Custom Columns

Custom Columns can be modified after they are defined, but on a limited basis. For example, you cannot
change the Type of the column, because this would prevent you from entering correct values in the future.

The administrator can modify custom columns in the following ways:
e Change the custom column name
e Add values to a drop-down type
e Decrease minimum values

e Increase maximum values

1. From the ZENworks Mobile Management dashboard header, select Organization.
2. From the drop-down menu, select Organization Control > Custom Columns.

3. Select the column you want to modify from the left panel and edit the name of the column or other
parameters that are editable.

4. Click Save Changes.

Add Custom Colurrm Remove Custom Column Save Changeas

Coiwemns » Campus

Custom Columns

Date Device ssued

on Column Narme Campus
Custom Column Type Drop-down
Asugment Type User

Now Duopdown Value __Add

Existing Dropdown Values Mahoring

3
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User Enroliment

The ZENworks Mobile Management App

Direct users to where they can obtain the ZENworks Mobile Management device application. The ZENworks
Mobile Management app is available for Android and iOS users.

BlackBerry 4.5-7.1 users can install the GO!NotifySync for BlackBerry application, which interfaces with
ZENworks Mobile Management and provides functionality comparable to the ZENworks Mobile Management
app. (Requires a GO!NotifySync license.)

BlackBerry 10, Windows Phone, and webOS users must enroll by creating an ActiveSync account on the
device and specifying the ZENworks Mobile Management server in the server address.

i0S Device Enroliment

In this section:

e ZENworks Mobile Management for iOS: App Store or Enterprise Version

e |OS Configurator Devices

e Apple Device Enrollment Program (DEP) Devices

e App-less Enrollment

ZENworks Mobile Management for iOS: App Store or Enterprise Version

The ZENworks Mobile Management for iOS device application is distributed via the Apple App Store. In
accordance with Apple privacy regulations, however, App Store applications do not permit background
processing to initiate a connection to a server for the purpose of tracking statistics. Thus, the ZENworks
Mobile Management app obtained from the App Store requires iOS users to initiate synchronization of
user/device statistics and location data by opening the application on a daily or more frequent basis.

Because Enterprise (proprietary, in-house) Applications do not fall under the same privacy regulations as App
Store applications, organizations can opt to distribute the ZENworks Mobile Management for iOS device app
as an Enterprise App. Applications distributed in this manner can run on a device in the background without
user interaction.

Distributing the application as an Enterprise App requires that your organization maintain an annual Apple
iOS Developer Enterprise Program (iDEP) membership. Novell, Inc. will work with organizations who want to
pursue this solution. For information, see Distributing ZENworks for iOS as an Enterprise App.
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ZENworks Mobile Management for iOS App Store Version Functionality

The functionality of ZENworks Mobile Management for iOS obtained through the App Store is outlined below.
Recommendations for administrators and users are also included.

e The ZENworks Mobile Management for iOS device application cannot run in the background on a
user’s iOS device, so users should be instructed to open the ZENworks Mobile Management app on
a daily basis and allow it to complete a synchronization cycle.
Location and the following device statistics are not updated unless the device application
synchronizes:

o Battery/Charging Status o ZENworks App Version

o Downloaded Data (any network) o OS Language

o Downloaded Data (cellular network) o Timezone

o Downloaded Data (WiFi) o Uploaded Data (any network)

o GMT Offset o Uploaded Data (cellular network)

o Jailbroken o Uploaded Data (WiFi)

o Device UID o Last Device Boot Time (Device Local)

o ZENworks App Language

e Because Jailbroken status might not be regularly reported, the Compliance Manager setting that
restricts jailoroken devices cannot be reliably enforced. You might want to disable this restriction.

¢ You might want to disable several Compliance Manager Device Platform Restrictions for iOS devices,
to alleviate issues caused by infrequent ZENworks connections.

o Restrict if policy out of date
o Restrict if location not updated
o Restrict user ZENworks connections

iOS Configurator Devices

Apple Configurator is a tool that assists administrators in the deployment and management of iOS devices in
business or education settings. It is well suited to environments where devices are often reassigned or where
they are shared by multiple users. When integrated with ZENworks Mobile Management, the application is
useful as a deployment tool since it provisions multiple devices quickly, enrolling them with the ZENworks
Mobile Management server and staging each device with the appropriate MDM profiles.

Create an iOS Configurator Group profile and export it for use with the Apple Configurator. The ZENworks
Mobile Management profile, once imported into the Configurator, can be used to quickly configure a fleet of
mobile devices. The ZENworks Mobile Management app is not installed on the device unless the
administrator configures the server to push the app to iOS devices.

Select System > Organization

i0S Configurator Groups: l Export Profile for Configurator lk

Any device associated with the Configurator Group will appear on the ZENworks Mobile Management user
grid with the Configurator Group name. Refer to the Apple Configurator Integration guide for details.
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Apple Device Enrollment Program (DEP) Devices

The Device Enroliment Program (DEP) is part of the Apple Deployment Programs and provides
administrators with a streamlined way to deploy multiple organizationally owned iOS devices that are
purchased directly from Apple. When a DEP token is uploaded to the ZENworks Mobile Management server,
information for each device associated with the token populates the User Grid.

Enroll in the program at: https://deploy.apple.com See also: Apple DEP Guide

Upon device activation, enrollment with the MDM server is automatic and over-the-air configuration of account
settings, apps, and IT services is immediate.

Like configurator devices, a DEP device does not install the ZENworks Mobile Management app unless the
administrator configures the server to push the app to iOS devices, however, each device is associated with
an individual user when it is enrolled on the ZENworks Mobile Management server. The server communicates
updates to the DEP devices via the Apple Push Notification service (APNSs).

DEP devices that have been enrolled with user credentials can be managed like any other device enrolled on
the ZENworks Mobile Management server.

App-less Enroliment

iOS devices do not need to have the ZENworks Mobile Management app installed in order to enroll with the
ZENworks Mobile Management server. From the device, users can navigate to
<yourServerAddress>/mobile/ios. The server creates a configuration file using the device’s authentication
token and the server address. It then pushes the MDM profile down to the device.

Pushing the ZENworks Mobile Management app to the device as a managed app. If desired, an
administrator can configure the system to push the ZENworks Mobile Management app to iOS devices as
well. Installation occurs after the profile loads. The app is treated as a managed app.

When the option to push the app is enabled, the app will be installed on any iOS device that enrolls without
the app. This includes:

e Devices enrolled via the ZENworks Mobile Management web page at
<yourServerAddress>/mobile/ios
(App-less enroliment)

e DEP or Configurator devices

To enable the push option:
1. From the dashboard, navigate to System > Organization.
2. Mark the checkbox beside, Push ZMM to iOS devices.
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Devices without a ZENworks Mobile Management App

ActiveSync Only Devices

Devices for which a ZENworks device application is not yet available can still enroll with the ZENworks Mobile
Management server. The devices must have an ActiveSync application. Devices supported for this type of
enrollment include BlackBerry 10, webOS, and Windows Phone.

Functionality

Mobile device management functionality for these devices is limited to only the ActiveSync security policies
supported by the device platform. Device statistics accessible via the ZENworks dashboard display limited
information. In addition, there is no audit tracking or location data available for these devices.

Device statistics in the Users view for these devices are limited to:

e User Name
e Domain

e Active

e Policy Suite

e Device Connection Schedule

Ownership

Last ActiveSync Sync
AS Version

AS User Agent
Device Type

Users with Android and iOS devices should install the ZENworks app. Without the ZENworks app, these
devices are limited to the functionality outlined above. Users with BlackBerry 4.5-7.1 devices should install
GO!NotifySync for BlackBerry. BlackBerry 4.5-7.1 devices do not have native ActiveSync capabilities and are

not supported without the GO!NotifySync app.

The Device Type field might display various descriptions based on the model of the device:

Platform
BlackBerry 10
webOS devices

Windows Phone devices

Device Platform column:

BlackBerry

Palm

WP

Information on policy functionality: Device Platform Functionality

Instructions for other devices: ActiveSync Device Enrollment
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