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About This Guide

Novell Identity Manager is a data sharing and synchronization service that enables applications,
directories, and databases to share information. It links scattered information and enables you to
establish policies that govern automatic updates to designated systems when identity changes occur.
Identity Manager provides the foundation for account provisioning, security, single sign-on, user
self-service, authentication, authorization, automated workflow, and Web services. It allows you to
integrate, manage, and control your distributed identity information so you can securely deliver the
right resources to the right people.

This guide contains information about how to plan, install, or upgrade an Identity Manager system
that is useful for your environment.
¢ Part [, “Planning,” on page 11
¢ Chapter 1, “Setting Up a Development Environment,” on page 13
¢ Chapter 2, “Creating a Project Plan,” on page 15
¢ Chapter 3, “Technical Guidelines,” on page 27
¢ Part II, “Installation,” on page 39
¢ Chapter 4, “Basic Identity Manager System Checklist,” on page 41

*

Chapter 5, “Where to Get Identity Manager,” on page 45

*

Chapter 6, “System Requirements,” on page 47

¢ Chapter 7, “Installing Identity Manager,” on page 59

+ Chapter 8, “Activating Novell Identity Manager Products,” on page 73
¢ Part III, “Upgrading or Migrating,” on page 83

¢ Chapter 10, “What’s New,” on page 85

¢ Chapter 11, “Upgrade Versus Migration,” on page 87

¢ Chapter 12, “Supported Versions and System Requirements for Upgrades and
Migrations,” on page 89

¢ Chapter 13, “Performing an Upgrade,” on page 91
¢ Chapter 14, “Performing a Migration,” on page 107
¢ Part IV, “Uninstalling Identity Manager,” on page 113

Audience

This guide is intended for administrators, consultants, and network engineers who plan and
implement Identity Manager in a network environment.

Documentation Updates

For the most recent version of this document, see the Identity Manager Documentation Web site
(http://www.novell.com/documentation/idm40/index.html).

About This Guide


http://www.novell.com/documentation/idm40/index.html

Additional Documentation

For additional Identity Manager Drivers documentation, see the Identity Manager Drivers
Documentation Web site (http://www.novell.com/documentation/idm40drivers/index.html).

For User Application documentation, see the Identity Manager Roles Based Provisioning Module
Documentation Web site (http://www.novell.com/documentation/idmrbpm40/index.html).
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Planning

Identity Manager 4.0 helps you manage the identities and resources in your business. It also
automates many business processes for you that are currently manual tasks.

If you have any questions about the different components that make up an Identity Manager
solution, see the Identity Manager 4.0 Overview Guide guide for more information about each
component.

To create an effective Identity Manager solution for your environment, you first must take time to
plan and design the solution. There are two major aspects to planning: setting up a test lab to become
familiar with the products and creating a project plan to implement an Identity Manager solution.
When you create a project plan, you define your business process and create an implementation
plan. Most companies have many different business processes that are managed by many different
people. A complete Identity Manager solution affects most of these processes. It is extremely
important to take the time to plan an Identity Manager solution, so that it can be effectively
implemented in your environment.

If you are creating a new Identity Manager solution where all of the components resides on the same
server, use the Identity Manager 4.0 Integrated Installation Guide to help you with the installation.
This is a simplified installer to help you get a system set up faster.

We strongly recommend that you engage an Identity Manager expert to assist in each phase of your
Identity Manager implementation. For more information about partnership options, see the Novell
Solution Partner Web site (http://www.novell.com/partners/). Novell Education also offers courses
that address Identity Manager implementation.

¢ Chapter 1, “Setting Up a Development Environment,” on page 13

¢ Chapter 2, “Creating a Project Plan,” on page 15
¢ Chapter 3, “Technical Guidelines,” on page 27

Planning

1"


http://www.novell.com/partners/
http://www.novell.com/partners/
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Setting Up a Development
Environment

Before you begin the planning phase of the Identity Manager deployment, you must be familiar with
the Identity Manager products so you can create a useful plan. Setting up a development
environment where you can test, analyze, and develop your Identity Manager solution allows you to
learn about each component of Identity Manager and find unforeseen issues that can arise.

For example, when you synchronize information between different systems, the information is
presented differently for each system. Changing the data to see how it synchronizes between these
two systems allows you to see if this change affects other systems that use this same information.

Another major reason to set up a development environment is to make sure your solutions work
before you apply them to live data. Identity Manager manipulates and deletes data. Having the test
environment allows you to make changes without any loss to the data in your production
environment.

You should set up a development environment for each deployment of Identity Manager. Each
deployment is different. There are different systems, business policies, and procedures that need to
be included in the Identity Manager solution. The development environment allows you to create the
solution that is best for each situation.

The most important tool to use when you are developing your Identity Manager solution is Designer.
It allows you to capture all of the information about your environment and then use that information
to create an Identity Manager solution that fits your needs. You should use Designer during all
aspects of the planning to capture all of the information. Designer makes it much easier to create a
project plan that includes the business information as well as the technical information. For more
information about Designer, see Designer 4.0 for Identity Manager 4.0 Administration Guide.

To set up your development environment, use the information in Chapter 4, “Basic Identity Manager
System Checklist,” on page 41. It is an installation checklist of all of the Identity Manager
components. Use this list to make sure you have installed and configured all components for Identity
Manager that you can use to develop a project plan. Use the information in Chapter 3, “Technical
Guidelines,” on page 27 as you set up your development environment, so you can learn about
technical considerations as you install and configure each component of Identity Manager.

After your development environment is created, the next step is to create the project plan to
implement the Identity Manager solution. Use the information in Chapter 2, “Creating a Project
Plan,” on page 15 to create the project plan.

Setting Up a Development Environment

13
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Creating a Project Plan

This planning material provides an overview of the activities that are usually part of an Identity
Manager project, from its inception to its full production deployment. Implementing an identity
management strategy requires you to discover what all of your current business processes are, what
are the needs for these processes, who the stakeholders are in your environment, and then design a
solution, get buy-in from stakeholders, and test and roll out the solution. This section is intended to
provide you with sufficient understanding of the process so that you can maximize the benefit from
working with Identity Manager.

This section is not exhaustive; it is not intended to address all possible configurations, nor is it
intended to be rigid in its execution. Each environment is different and requires flexibility in the type
of activities to be used.

¢ Section 2.1, “Discovery Phase,” on page 15

¢ Section 2.2, “Requirements and Design Analysis Phase,” on page 19

¢ Section 2.3, “Proof of Concept,” on page 23

+ Section 2.4, “Data Validation and Preparation,” on page 23

¢ Section 2.5, “Production Pilot,” on page 24

¢ Section 2.6, “Production Rollout Planning,” on page 24

¢ Section 2.7, “Production Deployment,” on page 25

2.1 Discovery Phase

The Identity Manager solution affects many aspects of your business. In order to create an effective
solution, you must take time to define all of your current business processes, then identify how an
implementation of Identity Manager changes these processes, who these changes affect, and how the
changes are implemented.

The discovery phase provides a common understanding of the issues and solutions for all
stakeholders. It creates a plan or road map that contains the key business and systems information
that are affected by the Identity Manager solution. It also allows all stakeholders to participate in the
creation of the Identity Manager solution so they understand how it can affect their area of the
business.

The following list indicates the steps needed to have a successful discovery phase. There might be
additional items you find that you need to add to the list as you proceed through the discovery and
design phases.

¢ Section 2.1.1, “Defining Current Business Processes,” on page 16

¢ Section 2.1.2, “Defining How the Identity Manager Solution Affects the Current Business
Processes,” on page 17

¢ Section 2.1.3, “Identifying the Key Business and Technical Stakeholders,” on page 18
¢ Section 2.1.4, “Interviewing All Stakeholders,” on page 18
¢ Section 2.1.5, “Creating a High-level Strategy and an Agreed Execution Path,” on page 18

Creating a Project Plan
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2.1.1 Defining Current Business Processes

Identity Manager automates business processes to easily manage identities in your environment. If
you do not know what the current business processes are, you cannot design an Identity Manager
solution that automates those processes. You can use the Architecture mode of Designer to capture
your current business processes and display them graphically. For more information, see “Architect
Mode” in the Designer 4.0 for Identity Manager 4.0 Administration Guide.

For example, you company might identify the following business processes:
+ When an employee is terminated, the user account in the e-mail system is deleted, but the
user’s account in all other systems is disabled, not deleted.
¢ The format for a user’s e-mail address.
+ The systems or resources that sales employees can access.
+ The systems or resources that managers can access.

+ What systems generate new accounts? Is it the human resource system or is it through a
workflow request?

+ A password policy for the company that defines how often a password changes, how complex
the password is, and which systems are synchronizing the password.

As you define your business processes, use the following list of items to help you understand all of
the processes:

¢ Define or clarify the current business issues.
¢ Determine what initiatives are required to address these issues.

¢ Determine which services and systems are affected by these initiatives.

This step allows you to create a high-level overview of what your business is currently doing and
what processes need to be improved. For example, Figure 2-1 uses Designer to show how new user
accounts are generated from the PeopleSoft system. They are synchronized into the Identity Vault
and then synchronized into Lotus Notes and Active Directory. Passwords are being synchronized
between Active Directory and the Identity Vault. Accounts are synchronizing into the Notes system,
but no accounts are synchronizing back to the Identity Vault.

Identity Manager 4.0 Framework Installation Guide



Figure 2-1 Example of Business Processes
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After you determine processes, you start to identify how Identity Manager can be involved.
Continue with Section 2.1.2, “Defining How the Identity Manager Solution Affects the Current
Business Processes,” on page 17.

2.1.2 Defining How the Identity Manager Solution Affects the
Current Business Processes

After you have defined your current business processes, you need to decide which processes you
want to incorporate into an Identity Manager solution.

It is best to look at the entire solution and then prioritize which processes should be implemented.
Identity Manager encompasses so many aspects of your business, it is easier to plan the entire
solution rather than approach each business process as its own solution.

Create a list of which business processes are a priority to automate, then identify which systems
these changes will affect. Then continue with Section 2.1.3, “Identifying the Key Business and
Technical Stakeholders,” on page 18.

Creating a Project Plan
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2.1.3 ldentifying the Key Business and Technical Stakeholders

Identifying all stakeholders involved in the Identity Manager solution is important for the success of
the solution. In most companies, there is not just one person you can contact who understands all
business and technical aspects of the business processes. You must identify which services and
systems are going to be affected by the Identity Manager solution, and you must also identify the
person who is responsible for that service or system.

For example, if you are integrating an e-mail system into your solution, you would need to list what
the e-mail system is, who the e-mail system administrator is, and what the contact information is.
You can add all of this information into the Designer project. Each application icon has a place
where you can store information about the system and the system administrator. For more
information, see “Configuring Application Properties” in the Designer 4.0 for Identity Manager 4.0
Administration Guide.

After you have identified all of the people involved in each business process, the next step is in
Section 2.1.4, “Interviewing All Stakeholders,” on page 18.

2.1.4 Interviewing All Stakeholders

Interviews with key business and technical stakeholders allow you to gather information needed for
a complete design of the Identity Manager solution. The interviews also allow you to educate each
stakeholder about the Identity Manager solution and how the solution affects them. Here is a list of
items to cover when you do the interviews:

¢ Define or clarify the business processes being addressed by the Identity Manager solution. The
person you are interviewing might have information that can change the current plan.

¢ Determine how the solution will impact the stakeholders and address any concerns they have.
Also ask the stakeholders how much time their part of the solution might take. They might or
might not have an estimate, but gathering this information helps to determine the scope of the
solution.

¢ Capture key business and systems information from the stakeholders. Sometimes a proposed

plan might adversely affect a business process or a system. By capturing this information, you
can make educated decisions about the Identity Manager solution.

After you have interviewed the key stakeholders, the next step is in Section 2.1.5, “Creating a High-
level Strategy and an Agreed Execution Path,” on page 18.

2.1.5 Creating a High-level Strategy and an Agreed Execution
Path

After all of the information is gathered, you need to create a high-level strategy or road map for the
Identity Manager solution. Add all of the features you want to be included in the Identity Manager

solution. For example, new user accounts are generated from a request through a workflow, but the
type of user depends upon the resources the user is given access to.

Present this high-level strategy to all of the stakeholders in the same meeting, if possible. This
allows you to accomplish several things:

¢ Verify that the included initiatives are the most correct and identify which ones have the highest
priority.

Identity Manager 4.0 Framework Installation Guide
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Identify planning activities in preparation for a requirements and design phase
¢ Determine what it would take to carry out one or more of these initiatives.
¢ Create an agreed execution path for the Identity Manager solution.

+ Define additional education for stakeholders.

Discovery provides a common understanding of the issues and solutions for all stakeholders. It
provides an excellent primer for the analysis phase, which is a phase that requires stakeholders to
have a basic knowledge of directories, Novell eDirectory, Novell Identity Manager, and XML
integration in general.

After you have completed the discovery phase, proceed to Section 2.2, “Requirements and Design
Analysis Phase,” on page 19.

2.2 Requirements and Design Analysis Phase

Take the high-level road map that was created in the discovery phase as a starting point for this
analysis phase. The document and the Designer project both need technical and business details
added. This produces the data model and high-level Identity Manager architecture design used to
implement the Identity Manager solution.

The focus of the design should be specifically on identity management; however, many of the
elements traditionally associated with a resource management directory, such as file and print, can
also be addressed. Identity Manager synchronizes user accounts to directories that do not have direct
access to the operating system’s file system. For example, you can have a user account in Active
Directory, but that does not grant you access to the file system on the Active Directory server.

Using the information gathered in the discovery phase, answer the following sample questions to see
what other information needs to be gathered. This might require additional interviews with
stakeholders.

+ What versions of system software are being used?

¢ Is the eDirectory design appropriate? For example, does the Identity Manager server contain a
Master or Read/Write replica of the user objects that are synchronizing? If it does not, the
eDirectory design is not appropriate.

¢ s the quality of the data in all systems appropriate? (If the data is not of usable quality, the
business policy might not be implemented as desired.) For example, there might be duplicate
accounts for the users in the systems that are synchronizing, or the format of the data might not
be consistent throughout each system. Each system’s data must be evaluated before information
is synchronized.

¢ [s data manipulation required for your environment? For example, a user’s hire date format in
the human resource system can only be 2008/02/23 and the hire date in the Identity Vault is 02-
23-2008. This requires that the date be manipulated for synchronization to occur.

Identity Manager contains a tool to help you simplify the process of analyzing and cleaning your
data. For more information, see Analyzer 1.2 for Identity Manager Administration Guide.

Review the information in Chapter 3, “Technical Guidelines,” on page 27 to help make the correct
decisions for your environment.

Creating a Project Plan
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After the requirements analysis, you can establish the scope and project plan for the implementation,
and determine if any prerequisite activities need to occur. To avoid costly mistakes, be as complete
as possible in gathering information and documenting requirements. Here is a list of possible
requirements:

¢ Data model showing all systems, authoritative data sources, events, information flow, data
format standards, and mapping relationships between connected systems and attributes within
Identity Manager.

+ Appropriate Identity Manager architecture for the solution.
¢ Details for additional system connection requirements.
¢ Strategies for data validation and record matching.

¢ Directory design to support the Identity Manager infrastructure.
The following tasks should be completed during the requirements and design assessment:

¢ “Defining the Business Requirements” on page 20
+ “Analyzing Your Business Processes” on page 21

¢ “Designing an Enterprise Data Model” on page 22

2.2.1 Defining the Business Requirements

In the discovery phase, you gathered your organization’s business processes and the business
requirements that define these business processes. Create a list of these business requirements and
then start mapping these processes in Designer by completing the following tasks:

¢ Create a list of the business requirements and determine which systems are affected by this
process. For example, a business requirement for terminating an employee might be that the
employee’s network and e-mail account access must be removed the same day the employee is
terminated. The e-mail system and the Identity Vault are affected by this termination process.

+ Establish the process flows, process triggers, and data mapping relationships.

For example, if something is going to happen in a certain process, what other processes are
triggered?

+ Map data flows between applications. Designer allows you to see this information. For more
information, see “Managing the Flow of Data” in the Designer 4.0 for Identity Manager 4.0
Administration Guide.

¢ Identify data transformations that need to take place from one format to another, such as 2/25/
2007 to 25 Feb 2007, and use Analyzer to change the data. For more information, see the
Analyzer 1.2 for Identity Manager Administration Guide.

¢ Document the data dependencies that exist.

If a certain value is changed, it is important to know if there is a dependency on that value. If a
particular process is changed, it is important to know if there is a dependency on that process.

For example, selecting a “temporary” employee status value in a human resources system
might mean that the IT department needs to create a user object in eDirectory with restricted
rights and access to the network during certain hours.

¢ List the priorities.

Not every requirement, wish, or desire of every party can be immediately fulfilled. Priorities
for designing and deploying the provisioning system will help plan a road map.
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It might be advantageous to divide the deployment into phases that enable implementation of a
portion of the deployment earlier and other portions of the deployment later, or use a phased
deployment that is based on groups of people within the organization.

Define the prerequisites.

The prerequisites required for implementing a particular phase of the deployment should be
documented. This includes access to the connected systems that need to interface with Identity
Manager.

Identify authoritative data sources.

Learning early on which items of information that system administrators and managers feel
belong to them can help in obtaining and keeping buy-in from all parties.

For example, the account administrator might want ownership over granting rights to specific
files and directories for an employee. This can be accommodated by implementing local trustee
assignments in the account system.

After you have defined your business requirements, proceed to Section 2.2.2, “Analyzing Your
Business Processes,” on page 21.

2.2.2 Analyzing Your Business Processes

After you complete the analysis of your business requirements, there is more information you need
to gather to help focus the Identity Manager solution. You need to interview essential individuals
such as managers, administrators, and employees who actually use the application or system. Issues
to be addressed include:

*

*

*

*

Where does the data originate?

Where does the data go?

Who is responsible for the data?

Who has ownership for the business function to which the data belongs?
Who needs to be contacted to change the data?

What are all the implications of the data being changed?

What work practices exist for data handling (gathering and/or editing)?
What types of operations take place?

What methods are used to ensure data quality and integrity?

Where do the systems reside (on what servers, in which departments)?

What processes are not suitable for automated handling?

For example, you could use the following questions for an administrator for a PeopleSoft system in
Human Resources:

*

*

*

*

*

What data are stored in the PeopleSoft database?

What appears in the various panels for an employee account?

What actions must be reflected across the provisioning system (such as add, modify, or delete)?
Which of these are required? Which are optional?

What actions need to be triggered based on actions taken in PeopleSoft?
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+ What operations/events/actions are to be ignored?

+ How is the data to be transformed and mapped to Identity Manager?

Interviewing key people can lead to other areas of the organization that can provide a more clear
picture of the entire process.

After you have gathered all of this information, you can design a correct enterprise data model for
your environment. Proceed to Section 2.2.3, “Designing an Enterprise Data Model,” on page 22 to
start the design.

2.2.3 Designing an Enterprise Data Model

After your business processes have been defined, you can use Designer to begin to design a data
model that reflects your current business processes.

The model in Designer illustrates where data originates, where it moves to, and where it can’t move.
It can also account for how critical events affect the data flow. For example, Figure 2-2 shows that
the data flows from the PeopleSoft, but no data synchronizes back into PeopleSoft.

Figure 2-2 Data Flow through Designer
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You might also want to develop a diagram that illustrates the proposed business process and the
advantages of implementing automated provisioning in that process.
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The development of this model begins by answering questions such as the following:

+ What types of objects (users, groups, etc.) are being moved?

+ Which events are of interest?

¢ Which attributes need to be synchronized?

+ What data is stored throughout your business for the various types of objects being managed?
¢ Is the synchronization one-way or two-way?

+ Which system is the authoritative source for which attributes?
It is also important to consider the interrelationships of different values between systems.

For example, an employee status field in PeopleSoft might have three set values: employee,
contractor, and intern. However, the Active Directory system might have only two values:
permanent and temporary. In this situation, the relationship between the “contractor” status in
PeopleSoft and the “permanent” and “temporary” values in Active Directory needs to be
determined.

The focus of this work should be to understand each directory system, how they relate to each other,
and what objects and attributes need to be synchronized across the systems. After the design is
complete, the next step is to create a proof of concept. Proceed to Section 2.3, “Proof of Concept,”
on page 23.

2.3 Proof of Concept

You create an test your proof of concept by using a sample implementation in a lab environment in
order to reflect your company’s business policy and data flow. The implementation is based on the
design of the data model developed during the requirement analysis and design and is a final step
before the production pilot. You perform the tests in the lab you created in Chapter 1, “Setting Up a
Development Environment,” on page 13.

NOTE: This step is often beneficial in gaining management support and funding for a final
implementation effort.

Chapter 3, “Technical Guidelines,” on page 27 contains information that can help you validate your
proof of concept. It contains technical guidelines to help make your Identity Manager deployment
successful.

As you create the proof of concept, you need to also create a plan to validate the data that you have
in your systems. This step helps you make sure that conflicts don’t occur between systems. Proceed
to Section 2.4, “Data Validation and Preparation,” on page 23 to make sure these conflicts do not
occur.

2.4 Data Validation and Preparation

The data in production systems can be of varying quality and consistency and therefore might
introduce inconsistencies when synchronizing systems. This phase presents an obvious point of
separation between the resources implementation team and the business units or groups who “own”
or manage the data in the systems to be integrated. At times, the associated risk and cost factors
might not belong in a provisioning project.

Creating a Project Plan
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You need to use the data model that you completed in the analysis and design phases. You should
also have a possible record matching and data format strategy in order to prepare the data correctly.
With the data model and format strategy defined, you can complete two important steps:

¢ Create production data sets appropriate for loading into the Identity Vault (as identified in the
analysis and design activities). This includes the probable method of loading (either bulk load
or via connectors). The requirement for data that is validated or otherwise formatted is also
identified.

+ Identify performance factors and validate these factors against equipment being used and the
overall distributed architecture of the deployment of Identity Manager.

After the data is prepared, proceed to Section 2.5, “Production Pilot,” on page 24.

2.5 Production Pilot

The production pilot is the first step in migrating into a production environment. During this phase,
there might be additional customization that occurs. In this limited introduction, the desired
outcomes of the preceding activities can be confirmed and agreement obtained for the production
rollout. The pilot validates the plan that has been created to this point in the process.

NOTE: This phase can provide the acceptance criteria for the solution and the necessary milestone
en route to full production.

The pilot solution provides live proof of concept and validation for the data model and desired
process outcomes. After the pilot is completed, proceed to Section 2.6, “Production Rollout
Planning,” on page 24.

2.6 Production Rollout Planning

This phase is where the production deployment is planned. The plan should do several things:

¢ Confirm server platforms, software revisions, and service packs

¢ Confirm the general environment

¢ Confirm the design of the Identity Vault in a mixed coexistence

+ Confirm that the business logic is correct

¢ Confirm that the data synchronization is occurring as planned

+ Plan the legacy process cutover

¢ Plan a rollback contingency strategy
The plan needs to contain implementation and completion dates for each step in the rollout. Each
stakeholder provides input for these dates and agrees that these dates work for them. This allows

each person involved in the rollout to know when the changes are coming and when they should be
completed.

With the production rollout plan completed, proceed to the Section 2.7, “Production Deployment,”
on page 25.
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2.7 Production Deployment

The production deployment phase puts all of the plans into action so that the Identity Manager
solution is created in the live environment. Use the production rollout plan to put the different pieces
of the Identity Manager solution into place. Depending on the complexity of the plan, this might be
accomplished quickly or it might take some time to complete.
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Technical Guidelines

The information that you gather in Designer allows you to make the technical decisions such as
installation location and configuration options about each component of Identity Manager. For an
introduction to each component, see the Identity Manager 4.0 Overview Guide guide. Figure 3-1 is
one possible configuration of an Identity Manager solution.

Figure 3-1 Identity Manager Components
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Identity Manager is very customizable. The following sections contain technical best practices
guidelines to help set up and configure the Identity Manager solution that works best for your
environment. Variables that affect how these guidelines apply to your environment include the type
of hardware you have for your servers, how your WAN is configured, and how many objects are
being synchronized.

¢ Section 3.1, “Management Tools Guidelines,” on page 28
¢ Section 3.2, “Metadirectory Server Guidelines,” on page 29

¢ Section 3.3, “eDirectory Guidelines,” on page 30

*

Section 3.4, “User Application,” on page 35

*

Section 3.5, “Auditing and Reporting Guidelines,” on page 36

Technical Guidelines
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3.1 Management Tools Guidelines

The two main management tools for the Identity Manager solution are Designer and iManager, as
illustrated in Figure 3-2. Designer is used during the planning and creation of the Identity Manager
solution, and iManager is used for daily management tasks of the Identity Manager solution.

Figure 3-2 Identity Manager Management Tools
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The User Application uses a Web-based administration page. For more information about the User
Application, see “Administering the User Application” in the Identity Manager Roles Based
Provisioning Module 4.0 User Application: Administration Guide.

¢ Section 3.1.1, “Analyzer Guidelines,” on page 28

¢ Section 3.1.2, “Designer Guidelines,” on page 29

¢ Section 3.1.3, “iManager Guidelines,” on page 29

¢ Section 3.1.4, “Role Mapping Administrator Guidelines,” on page 29

3.1.1 Analyzer Guidelines

Analyzer is a thick client that is installed on a workstation. Analyzer is used to examine and clean
the data in the systems that you want to add to your Identity Manager solution. Using Analyzer
during the planning phase helps you see what changes need to be made and how best to make those
changes.

There are no major considerations for using Analyzer. For more information, see the Analyzer 1.2
for Identity Manager Administration Guide.
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3.1.2 Designer Guidelines

Designer is a thick client that is installed on a workstation. Designer is used to design, test,
document, and then deploy your Identity Manager solution. Using Designer throughout the planning
phase helps you capture information in one place. It also helps you see issues you might not be
aware of as you look at all of the components of the solution together.

There are no major considerations for using Designer, unless you have multiple people working on
the same project. Designer allows for version control of the project. For more information, see
“Version Control” in the Designer 4.0 for Identity Manager 4.0 Administration Guide.

3.1.3 iManager Guidelines

iManager is a Web application that is the administration tool for Identity Manager. When you install
Identity Manager, the installation expects that you already have an iManager server installed in your
eDirectory tree.

If you have more than 10 administrators constantly working in iManager at one time, you should
have a server that hosts only iManager. Figure 3-2 on page 28 represents this configuration of your
Identity Manager solution. If you have only one administrator, you can run iManager on your
Metadirectory server without complications.

3.1.4 Role Mapping Administrator Guidelines

The Role Mapping Administrator is a Web application that discovers authorizations and permissions
that can be granted within your major IT systems. It allows business analysts, not just IT
administrators, to define and maintain which authorizations are associated with which business
roles.

There are no major considerations for using the Role Mapping Administrator. You can run the Role
Mapping Administrator on a separate server as show in Figure 3-2 on page 28 or you can run it on
the Metadirectory server. For more information, see the Identity Manager Role Mapping
Administrator 2.0 Installation and Configuration Guide.

3.2 Metadirectory Server Guidelines

You can have one or more Metadirectory servers in your Identity Manager solution, depending on
the server workload. The Metadirectory server requires that eDirectory be installed as shown in
Figure 3-3. You can add a Remote Loader server, not represented in the figure, to help with the
workload or configuration of your environment.

Drivers must run on the same server as the connected application. For example, to configure the
Active Directory driver, the server in Figure 3-3 must be a member server or a domain controller. If
you do not want to install eDirectory and Identity Manager on a member server or domain
controller, then you can install the Remote Loader on a member server or a domain controller. The
Remote Loader sends all of the events from Active Directory to the Metadirectory server. The
Remote Loader receives any information from the Metadirectory server and passes that to the
connected application.

The Remote Loader provides added flexibility for your Identity Manager solution. For more
information, see the Identity Manager 4.0 Remote Loader Guide.
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Figure 3-3 Metadirectory Sever
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There are many variables that affect the performance of the server. The standard recommendation is
that you have no more than ten drivers running on a Metadirectory server. However, if you are
synchronizing millions of objects with each driver, you might not be able to run ten drivers on a
server. On the other hand, if you are synchronizing 100 objects per driver, you can probably run
more than ten drivers on one server.

Setting up the Identity Manager solution in a lab environment gives you the opportunity to test how
the servers will perform. You can use the health monitoring tools in iManager to obtain a baseline
and then be able to make the best decisions for your environment. For more information about the
health monitoring tools, see “Monitoring Driver Health” in the Identity Manager 4.0 Common
Driver Administration Guide.

For considerations for each driver, see the Identity Manager Drivers documentation Web site (http://
www.novell.com/documentation/idm36drivers/index.html). Driver-specific information is provided
in each driver guide.

3.3 eDirectory Guidelines

eDirectory is the Identity Vault that stores the objects that are synchronized through the Identity
Manager solution. The follow sections contain guidelines that help you plan your deployment of
eDirectory.

¢ Section 3.3.1, “Identity Manager Objects in eDirectory,” on page 31

¢ Section 3.3.2, “Replicating the Objects that Identity Manager Needs on the Server,” on page 31

¢ Section 3.3.3, “Using Scope Filtering to Manage Users on Different Servers,” on page 33
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3.3.1 Identity Manager Objects in eDirectory

The following list indicates the major Identity Manager objects that are stored in eDirectory and
how they relate to each other. No objects are created during the installation of Identity Manager. The
Identity Manager objects are created during the configuration of the Identity Manager solution.

+ Driver Set: A driver set is a container that holds Identity Manager drivers and library objects.
Only one driver set can be active on a server at a time. However, more than one server might be
associated to one driver set. Also, a driver can be associated with more than one server at a
time. However, the driver should only be running on one server at a time. The driver should be
in a disabled state on the other servers. Any server that is associated with a driver set must have
the Metadirectory server installed on it.

¢ Library: The Library object is a repository of commonly used policies that can be referenced
from multiple locations. The library is stored in the driver set. You can place a policy in the
library so that every driver in the driver set can reference it.

¢ Driver: A driver provides the connection between an application and the Identity Vault. It also
enables data synchronization and sharing between systems. The driver is stored in the driver
set.

¢ Job: A job is automates a recurring task. For example, a job can configure a system to disable
an account on a specific day, or initiate a workflow to request an extension of a person’s access
to a corporate resource. The job is stored in the driver set.

3.3.2 Replicating the Objects that Identity Manager Needs on
the Server

If your Identity Manager environment calls for multiple servers in order to run multiple Identity
Manager drivers, your plan should make sure that certain eDirectory objects are replicated on
servers where you want to run these Identity Manager drivers.

You can use filtered replicas, as long as all of the objects and attributes that the driver needs to read
or synchronize are included in the filtered replica.

Keep in mind that you must give the Identity Manager Driver object sufficient eDirectory rights to
any objects it is to synchronize, either by explicitly granting it rights or by making the Driver object
security equivalent to an object that has the desired rights.

An eDirectory server that is running an Identity Manager driver (or that the driver refers to, if you
are using the Remote Loader) must hold a master or read/write replica of the following:

¢ The Driver Set object for that server.

You should have one Driver Set object for each server that is running Identity Manager. Unless
you have specific needs, don’t associate more than one server with the same Driver Set object.

NOTE: When you create a Driver Set object, the default setting is to create a separate partition.
Novell recommends creating a separate partition on the Driver Set object. For Identity Manager
to function, the server is required to hold a full replica of the Driver Set object. If the server has
a full replica of the location where the Driver Set object is installed, the partition is not
required.

¢ The Server object for that server.

Technical Guidelines
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The Server object is necessary because it allows the driver to generate key pairs for objects. It
is also important for Remote Loader authentication.

The objects that you want this instance of the driver to synchronize.

The driver can’t synchronize objects unless a replica of those objects is on the same server as
the driver. In fact, an Identity Manager driver synchronizes the objects in a// the containers that
are replicated on the server unless you create rules for scope filtering to specify otherwise.

For example, if you want a driver to synchronize all user objects, the simplest way is to use one
instance of the driver on a server that holds a master or read/write replica of all your users.

However, many environments don’t have a single server that contains a replica of all the users.
Instead, the complete set of users is spread across multiple servers. In this case, you have three
choices:

+ Aggregate users onto a single server. You can create a single server that holds all users
by adding replicas to an existing server. Filtered replicas can be used to reduce the size of
the eDirectory database if desired, as long as the necessary user objects and attributes are
part of the filtered replica.

+ Use multiple instances of the driver on multiple servers, with scope filtering. If you
don’t want to aggregate users onto a single server, you need to determine which set of
servers holds all the users, and set up one instance of the Identity Manager driver on each
of those servers.

To prevent separate instances of a driver from trying to synchronize the same users, you
need to use scope filtering to define which users each instance of the driver should
synchronize. Scope filtering means that you add rules to each driver to limit the scope of
the driver’s management to specific containers. See “Using Scope Filtering to Manage
Users on Different Servers” on page 33.

¢ Use multiple instances of the driver on multiple servers, without scope filtering. If
you want to have multiple instances of a driver running on different servers without using
filtered replicas, you need to define policies on the different driver instances that enable
the driver to process different sets of objects within the same Identity Vault.

¢ The Template objects you want the driver to use when creating users, if you choose to use

templates.

Identity Manager drivers do not require you to specify eDirectory Template objects for creating
users. However, if you specify that a driver should use a template when creating users in
eDirectory, the Template object must be replicated on the server where the driver is running.

Any containers you want the Identity Manager driver to use for managing users.

For example, if you have created a container named Inactive Users to hold user accounts that
have been disabled, you must have a master or read/write replica (preferably a master replica)
of that container on the server where the driver is running.

Any other objects that the driver needs to refer to (for example, work order objects for the
Avaya PBX driver).

If the other objects are only to be read by the driver, not changed, the replica for those objects
on the server can be a read-only replica.
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3.3.3 Using Scope Filtering to Manage Users on Different
Servers

Scope filtering means adding rules to each driver to limit the scope of the driver’s actions to specific
containers. The following are two situations in which you would need to use scope filtering:

¢ You want the driver to synchronize only users that are in a particular container.

By default, an Identity Manager driver synchronizes objects in all the containers that are
replicated on the server where it is running. To narrow that scope, you must create scope
filtering rules.

+ You want an Identity Manager driver to synchronize all users, but you don’t want all users to be
replicated on the same server.

To synchronize all users without having them replicated on one single server, you need to
determine which set of servers holds all the users, and then create an instance of the Identity
Manager driver on each of those servers. To prevent two instances of the driver from trying to
synchronize the same users, you need to use scope filtering to define which users each instance
of the driver should synchronize.

NOTE: You should use scope filtering even if your server’s replicas don’t currently overlap. In
the future, replicas could be added to your servers and an overlap could be created
unintentionally. If you have scope filtering in place, your Identity Manager drivers do not try to
synchronize the same users, even if replicas are added to your servers in the future.

Here’s an example of how scope filtering is used:

The following illustration shows an Identity Vault with three containers that hold users: Marketing,
Finance, and Development. It also shows an Identity Management container that holds the driver
sets. Each of these containers is a separate partition.
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Figure 3-4 Example Tree for Scope Filtering
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In this example, the Identity Manager administrator has two Identity Vault servers, Server A and
Server B, shown in Figure 3-5 on page 35. Neither server contains a copy of all the users. Each
server contains two of the three partitions, so the scope of what the servers hold is overlapping.

The administrator wants all the users in the tree to be synchronized by the GroupWise driver, but
does not want to aggregate replicas of the users onto a single server. He chooses instead to use two
instances of the GroupWise driver, one on each server. He installs Identity Manager and sets up the
GroupWise driver on each Identity Manager server.

Server A holds replicas of the Marketing and Finance containers. Also on the server is a replica of
the Identity Management container, which holds the driver set for Server A and the GroupWise
Driver object for Server A.

Server B holds replicas of the Development and Finance containers, and the Identity Management
container holding the driver set for Server B and the GroupWise Driver object for Server B.

Because Server A and Server B both hold a replica of the Finance container, both servers hold the
user JBassad, who is in the Finance container. Without scope filtering, both GroupWise Driver A
and GroupWise Driver B would synchronize JBassad.
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Figure 3-5 Two Servers with Overlapping Replicas, without Scope Filtering
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The next illustration shows that scope filtering prevents both instances of the driver from managing
the same user, because it defines which drivers synchronize each container.

Figure 3-6 Scope Filtering Defines Which Drivers Synchronize Each Container
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Identity Manager comes with predefined rules. There are two rules that help with scope filtering.
“Event Transformation - Scope Filtering - Include Subtrees” and “Event Transformation - Scope
Filtering - Exclude Subtrees” are documented in Understanding Policies for Identity Manager 4.0.

For this example, you would use the Include Subtrees predefined rule for Server A and Server B.
You would define the scope for each driver differently so that they would only synchronize the users
in the specified containers. Server A would synchronize Marketing and Finance. Server B would
synchronize Development.

3.4 User Application

The User Application should run on its own server, as shown in Figure 3-7. You might need more
than one User Application server.
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Figure 3-7 User Application
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Use the information in the “Performance Tuning” (http://www.novell.com/documentation/
idmrbpm40/agpro/data/b2gx735.html) section of the User Application Administration Guide to
determine how best to configure the User Application server.

3.5 Auditing and Reporting Guidelines

If you need auditing and reporting as part of the Identity Manager solution, you need to implement
Identity Audit or Novell Sentinel. You should run either the Event Auditing Service or Sentinel on
its own server, as shown in Figure 3-8. The number of servers that are required for your solution
depends on how many drivers you have in your environment and how many events you have defined
to audit.
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Installation

The following sections contain the information required to install an Identity Manager system
without using the integrated installer. For simple installation and configuration you should use the
new integrated installer instead of installing the components separately. For more information about
the integrated installer, see the Identity Manager 4.0 Integrated Installation Guide.

However, if you need to install one or more of the Identity Manager components separately, use the
information in these sections to complete those installations.

¢ Chapter 4, “Basic Identity Manager System Checklist,” on page 41

¢ Chapter 5, “Where to Get Identity Manager,” on page 45

¢ Chapter 6, “System Requirements,” on page 47

¢ Chapter 7, “Installing Identity Manager,” on page 59

¢ Chapter 8, “Activating Novell Identity Manager Products,” on page 73

¢ Chapter 9, “Troubleshooting Identity Manager,” on page 77

Installation
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Basic Identity Manager System
Checklist

The are many different ways to configure Identity Manager to take advantage of all of its features.
Figure 4-1 represents a basic configuration of Identity Manager. This configuration provisions users
by synchronizing data. No matter how Identity Manager is configured, you always start with a basic
system.

As you configure your Identity Manager system, use this checklist to make sure all steps are
completed.

Figure 4-1 Basic Identity Manager System

Metadirectory Domain Controller
Server or Member Server <
i i s -
Sy Sy = 4
I Active Directory
Identity Server
Vault Driver
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835
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Loader
Metadirectory
Engine
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Entitlements
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¢ Section 4.1, “Prerequisites,” on page 42

¢ Section 4.2, “Planning,” on page 42

+ Section 4.3, “Installation,” on page 42

¢ Section 4.4, “Driver Configuration with the Remote Loader,” on page 43

¢ Section 4.5, “Driver Configuration without the Remote Loader,” on page 43

¢ Section 4.6, “Additional Configuration,” on page 43

Basic Identity Manager System Checklist
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4.1 Prerequisites

Q

Verify that your system meets the system requirements listed in Chapter 6, “System
Requirements,” on page 47.

4.2 Planning

Planning is the key to having a successful implementation and deployment of Identity Manager.

Q

Create a development environment. It is important to have access to an Identity Manager
system to validate your Identity Manager solution. You want to do all testing and development
in the development environment before changing the production environment. For more
information, see Chapter 1, “Setting Up a Development Environment,” on page 13.

Create a project plan for deploying Identity Manager. The project plan includes defining your
key business processes, creating an Identity Manager solution that automates those processes,
and creating a technical implementation plan. To have a successful deployment of Identity
Manager, you must have a project plan. For more information, see Chapter 2, “Creating a
Project Plan,” on page 15.

After you have created a project plan, use Analyzer to clean and prepare your data for
synchronization. For more information, see the Analyzer 1.2 for Identity Manager
Administration Guide.

4.3 Installation

C0O00COC

(W]

Install Analyzer. For more information, see Section 7.1, “Installing Analyzer,” on page 59.
Install Designer. For more information, see Section 7.2, “Installing Designer,” on page 60.
Install eDirectory. For more information, see Section 7.3, “Installing eDirectory,” on page 60.
Install iManager. For more information, see Section 7.4, “Installing iManager,” on page 61.

Install the Metadirectory server and drivers. For more information, see Chapter 7, “Installing
Identity Manager,” on page 59.

Activate Identity Manager. For more information, see Chapter 8, “Activating Novell Identity
Manager Products,” on page 73.

(Optional) Design and create entitlements for your Identity Manager system.

Entitlements are a set of defined criteria for a person or group that can be applied to multiple
drivers. After the criteria are met, the entitlements initiate an event to grant or revoke access to
business resources. Entitlements add an additional level of control and automation for granting
and revoking resources.

The key benefit of entitlements is to create and define business logic, and then apply that logic
to multiple drivers. If you need to make a change, you change it in the entitlement instead of in
each driver.

Entitlements are implemented through three agents:
+ Role-Based Entitlements using the Entitlements service driver
+ Workflow
+ Roles Based Provisioning Module

For more information about entitlements, see the Identity Manager 4.0 Entitlements Guide.
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4.4 Driver Configuration with the Remote Loader

The Remote Loader allows you to synchronize information to a connected system without having
eDirectory installed on the connected system. The Remote Loader synchronizes the information to
the Metadirectory server, which stores the data in the Identity Vault. Identity Manager uses
eDirectory as the Identity Vault.

O Install the Remote Loader on a machine that communicates with the connected system. The
Remote Loader communicates between the connected system and the Metadirectory server,
and makes it possible for Identity Manager to communicate with a machine that does not have
eDirectory installed. For more information, see “Installing the Remote Loader” in the Identity
Manager 4.0 Remote Loader Guide.

O Configure the Remote Loader for a driver. You define a specific instance of the Remote Loader
to communicate with a specific driver. For more information, see “Configuring the Remote
Loader” in the Identity Manager 4.0 Remote Loader Guide.

O Configure the driver to communicate with the Remote Loader. There is a driver guide for each
driver. For specific information about your driver, see the Identity Manager 4.0 Drivers
Documentation Web site (http://www.novell.com/documentation/idm40drivers/).

O (Optional) Enable entitlements on the driver. Verify that you have the correct policies in place
to execute the entitlement. For more information, see the Identity Manager 4.0 Entitlements
Guide.

O Repeat these steps for each driver you have in your environment.

4.5 Driver Configuration without the Remote
Loader

O Create and configure your driver. There is a driver guide for each driver. For specific
information about your driver, see the Identity Manager 4.0 Drivers Documentation Web site
(http://www.novell.com/documentation/idm40drivers/).

O (Optional) Enable entitlements on the driver. Verify that you have the correct policies in place
to execute the entitlement. For more information, see the Identity Manager 4.0 Entitlements
Guide.

O Repeat these steps for each driver you have in your environment.

4.6 Additional Configuration

With the basic Identity Manager system installed and configured, you can add the following
features:

O Password Management: If you want to manage passwords with Identity Manager, you need
to do some additional configuration. Use the “Password Management Checklist” in the Identity
Manager 4.0 Password Management Guide to verify that all configuration steps are completed.

O Roles Management: If you want to manage roles across different systems from one location,
Identity Manager contains a tool called the Roles Mapping Administrator. It allows you to map
business roles from one system to another without understanding the IT infrastructure. For
more information, see the Identity Manager Role Mapping Administrator 2.0 Installation and
Configuration Guide.

Basic Identity Manager System Checklist
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U Roles Based Provisioning: If you want to add Roles Based Provisioning to your Identity
Manager solution, use the “Installation Checklist” in the Identity Manager Roles Based
Provisioning Module 4.0 User Application: Installation Guide to verify that all configuration
steps are completed.

U Auditing and Reporting: Adding auditing and reporting to your Identity Manager solution
provides a means to show that your business policies comply with the company’s policies. You
can add the Identity Reporting Module or Novell Sentinel to your Identity Manager solution for
auditing and reporting. For more information about the Identity Reporting Module, see the
Identity Reporting Module Guide. For more information about Novell Sentinel, see the Identity
Manager 4.0 Reporting Guide for Novell Sentinel.
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Where to Get Identity Manager

You can download an evaluation copy of Identity Manager and use it for 90 days free of charge.
However, the Identity Manager components must be activated within 90 days of installation, or they
will shut down. At any time during the 90 days, or afterward, you can choose to purchase a product
license and activate Identity Manager. For more information, see Chapter 8, “Activating Novell
Identity Manager Products,” on page 73.

To download Identity Manager and its services:

1 Go to the Novell Downloads Web site (http://download.novell.com).
2 In the Product or Technology menu, select Novell Identity Manager, then click Search.

3 On the Novell Identity Manager Downloads page, click the Download button next to a file you
want. Table 5-1 contains a description of each file.

Based on your requirements, you can select an appropriate ISO image. Each ISO contains the
32-bit and 64-bit versions of the product.

4 Follow the on-screen prompts to download the file to a directory on your computer.
5 Repeat Step 3 until you have downloaded all of the files you need.

6 Either mount the downloaded . iso file as a volume, or use the . iso file to create a DVD of the
software. If you haven’t already verified that the media you burned is valid, you can check it by
using the Media Check option.

Table 5-1 Identity Manager ISO Images

ISO Platform Description
windows identity manager en Windows Contains the DVD image for the Metadirectory
terprise 4.0.iso server, Designer, iManager, Role Mapping

Administrator, Analyzer, |dentity Reporting
Module, and Roles Based Provisioning Module.

linux_identity manager ente Linux Contains the DVD image for the Metadirectory

rprise 4.0.iso server, Designer, iManager, Role Mapping
Administrator, Analyzer, |dentity Reporting
Module, and Roles Based Provisioning Module.

solaris identity manager en Solaris Contains the DVD image for the Metadirectory
terprise 4.0.iso server. Other components are not supported on
the Solaris platform.

Your Identity Manager purchase includes activations for service drivers and several common
drivers.

¢ Service Drivers: The following the a list of service drivers that are activated when you active
the Metadirectory server:
+ Data Collection Service
+ Entitlements Services
¢ ID Provider

Where to Get Identity Manager
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+ Loopback Service

+ Managed System Gateway
¢ Manual Task Service

¢ Null Service

¢ Role and Resource Service
¢ User Application

+ WorkOrder

¢ Common Drivers: The following is a list of common drivers that are activated when you
active the Metadirectory server:

+ Active Directory

+ ADAM

¢ cDirectory

+ GroupWise

+ LDAP

+ Lotus Notes
Activations for all other Identity Manager drivers must be purchased separately. The activations for
the drivers are sold as Identity Manager Integration modules. An Identity Manager Integration
module can contain one or more drivers. You receive a Product Activation Credential for each

Identity Manager Integration module you purchase. For more information see, the Identity Manager
Drivers product Web page (http://www.novell.com/products/identitymanager/drivers/).

The User Application Roles Based Provisioning Module is included with your Identity Manager
purchase. It adds a powerful roles based approval workflow to managing your users’ identities.

Your Identity Manager purchase also includes the several tools to help design, create, and manage
your Identity Manager solution:

¢ Analyzer

¢ Designer

+ iManager

¢ Role Mapping Administrator
The Identity Reporting Module is another component of Identity Manager that allows you to audit

and create reports about your Identity Manager solution. You can use the reports to help meet
compliance regulations for your business.

For more information about the Identity Manager components, see the Identity Manager 4.0
Overview Guide.
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System Requirements

The components of Novell Identity Manager can be installed on multiple systems and platforms.

Figure 6-1 shows which platforms and systems are supported.

Figure 6-1 System Requirements for the Identity Manager Components
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program several times to install Identity Manager components on the appropriate systems.

¢ Section 6.1, “eDirectory and iManager,” on page 48

¢ Section 6.2, “Metadirectory Server,” on page 49
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*

Section 6.3, “Remote Loader,” on page 51

*

Section 6.4, “User Application,” on page 53

*

Section 6.5, “Auditing and Reporting,” on page 54

*

Section 6.6, “Workstations,” on page 54

*

Section 6.7, “Resource Requirements,” on page 57

6.1 eDirectory and iManager

Identity Manager requires eDirectory and iManager to be installed. These products provide a base
for Identity Manager, and they are included in the Identity Manager Advanced Edition ISO image.
Figure 6-2 illustrates these components.

Figure 6-2 Base Products for Identity Manager
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You need the following versions of these products:

¢ eDirectory 8.8.6 or later (32-bit or 64-bit)
¢ iManager 2.7.4

For eDirectory system requirements, see the Novell eDirectory 8.8 Installation Guide (http://
www.novell.com/documentation/edir88/index.html). For system requirements for iManager, see
Installing iManager (http://www.novell.com/documentation/imanager27/imanager_install_274/data/
alw39eb.html) section in the iManager 2.7 Installation Guide (http://www.novell.com/
documentation/imanager27/index.html).
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6.2 Metadirectory Server

The Metadirectory server processes the events from the drivers, whether they are configured using
the Remote Loader or not. For a list of the supported operating systems, see Figure 6-3.

Figure 6-3 Supported Operating Systems for the Metadirectory Server
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During the installation of the Metadirectory server, the installation program detects what version of
eDirectory is installed.

NOTE: You must have eDirectory 8.8.6 or later (32-bit or 64-bit) installed, or the installation
program does not continue.

¢ Section 6.2.1, “Supported Processors,” on page 49
¢ Section 6.2.2, “Server Operating Systems,” on page 50

6.2.1 Supported Processors

The processors listed here are used during the testing of Identity Manager. The SPARC processor is
used for Solaris testing.
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The supported 32-bit processors for Linux (Red Hat and SUSE Linux Enterprise Server) and
Windows operating systems are:

+ Intel x86-32
+ AMD x86-32

The supported 64-bit processors for Linux (Red Hat and SUES Linux Enterprise Server) and
Windows operating systems are:

+ Intel EM64T
¢ AMD Athlon64
¢+ AMD Opteron

All operating systems should have the latest support packs.

6.2.2 Server Operating Systems
You can install the Metadirectory server as a 32-bit application on a 64-bit operating system. Table

6-1 contains a list of the supported server operating systems that the Metadirectory server can run
on.

Table 6-1 Supported Server Operating Systems

Server Operating System Version Notes

Windows Server 2003 SP2 or later (32-bit) The Metadirectory server runs only in 32-bit
mode.

Windows Server 2008 R2 (64-bit) The Metadirectory server runs only in 64-bit
mode.

Red Hat 5.4 (32-bit and 64-bit) The Metadirectory server runs in either 32-bit

or 64-bit mode. Novell recommends that you
apply the latest OS patches via the
manufacturer’s automated update facility
before you install Identity Manager.

SUSE Linux Enterprise Server 10 SP3 or later support ~ The Metadirectory server runs in either 32-bit

packs (32-bit and 64-bit) or 64-bit mode. Novell recommends that you
apply the latest OS patches via the
manufacturer's automated update facility
before you install Identity Manager.

SUSE Linux Enterprise Server 11 (32-bit and 64-bit) The Metadirectory server runs in either 32-bit
or 64-bit mode. Novell recommends that you
apply the latest OS patches via the
manufacturer's automated update facility
before you install Identity Manager.

SUSE Linux Enterprise Server 11 SP1 (32-bit and 64-bit) The Metadirectory server runs in either 32-bit
or 64-bit mode. Novell recommends that you
apply the latest OS patches via the
manufacturer's automated update facility
before you install Identity Manager.
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Server Operating System Version

Notes

OES 2 SP1 (32-bit and 64-bit)

OES 2 SP2 (32-bit and 64-bit)

OES 2 SP3 (32-bit and 64-bit)

Solaris 10 (64-bit)

Xen

VMware ESX

Red Hat Enterprise Linux 5 Virtualization

Windows Server 2008 R2 Virtualization with Hyper-V

The Metadirectory server runs in 32-bit and
64-bit mode.

The Metadirectory server runs in 32-bit and
64-bit mode.

The Metadirectory server runs in 32-bit and
64-bit mode.

The Metadirectory server runs only in 64-bit
mode.

Xen is supported when the Xen Virtual
Machine is running SLES 10/SLES 11 as the
guest operating system in paravirtualized
mode.

The Metadirectory server runs in either 32-bit
or 64-bit mode.

The Metadirectory server runs in either 32-bit
or 64-bit mode.

The Metadirectory server runs in either 32-bit
or 64-bit mode.

6.3 Remote Loader

The Remote Loader gives you flexibility in your Identity Manager solution configuration. It

provides both 32-bit and 64-bit support. By default, the installation program detects the version of

the operating system and then installs the corresponding version of the Remote Loader.
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Figure 6-4 Supported Operating Systems for the Remote Loader
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If you have installed the Metadirectory server as a 32-bit application on a 64-bit operating system,
you can install both a 32-bit and a 64-bit Remote Loader on the same machine.

Table 6-2 lists the supported operating systems for the Remote Loader.

Table 6-2 Supported Operating Systems for the Remote Loader

Server Operating System Version

Notes

Windows Server 2003 SP2 (32-bit and 64-bit)

Windows Server 2008 SP1 (32-bit and 64-bit)

Windows Server 2008 Server R2 (64-bit)
Red Hat 5.4 (32-bit and 64-bit)

The Remote Loader runs in 32-bit and 64-bit
mode.

The Remote Loader runs in 32-bit and 64-bit
mode.

The Remote Loader runs only in 64-bit mode.

The Remote Loader runs in 32-bit and 64-bit
mode. Novell recommends that you apply the
latest OS patches via the manufacturer’s
automated update facility before you install
Identity Manager.
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Server Operating System Version

Notes

SUSE Linux Enterprise Server 10 SP3 (32-bit and 64-bit)

SUSE Linux Enterprise Server 11 (32-bit and 64-bit)

SUSE Linux Enterprise Server 11 SP1 (32-bit and 64-bit)

OES 2 SP1 (32-bit and 64-bit)

OES 2 SP2 (32-bit and 64-bit)

OES 2 SP3 (32-bit and 64-bit)

Solaris 10 (64-bit)

Xen

VMware ESX (64-bit)

Red Hat Enterprise Linux 5 Virtualization (64-bit)

Windows Server 2008 R2 Virtualization with Hyper-V
(64-bit)

The Remote Loader runs in 32-bit and 64-bit
mode. Novell recommends that you apply the
latest OS patches via the manufacturer's
automated update facility before you install
Identity Manager.

The Remote Loader runs in 32-bit and 64-bit
mode. Novell recommends that you apply the
latest OS patches via the manufacturer's
automated update facility before you install
Identity Manager.

The Remote Loader runs in 32-bit and 64-bit
mode. Novell recommends that you apply the
latest OS patches via the manufacturer's
automated update facility before you install
Identity Manager.

The Remote Loader runs in 32-bit and 64-bit
mode.

The Remote Loader runs in 32-bit and 64-bit
mode.

The Remote Loader runs in 32-bit and 64-bit
mode.

The Remote Loader runs only in 64-bit mode.

Xen is supported when the Xen Virtual
Machine is running SLES 10/SLES 11 as the
guest operating system in paravirtualized
mode.

The Remote Loader runs in 32-bit and 64-bit
mode.

The Remote Loader runs in 32-bit and 64-bit
mode.

The Remote Loader runs in 32-bit and 64-bit
mode.

Java Remote Loader is supported on platforms where native Remote Loader is not available. NET

Remote Loader is supported on .NET platform version 2.

6.4 User Application

For User Application system requirements, see the “System Requirements” section in the Identity
Manager Roles Based Provisioning Module 4.0 User Application: Installation Guide. The Roles

Based Provisioning Module 4.0 uses JBoss 5.1 as the application server and PostgreSQL 8.4.3 as the

database.
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6.5 Auditing and Reporting

The Identity Reporting Module and Novell Sentinel are two different tools used to gather auditing
and reporting information about Identity Manager. Figure 6-5 lists the supported version of Sentinel
with Identity Manager 4.0.

Figure 6-5 Sentinel
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The Identity Reporting Module is a component of the Identity Manager Advanced Edition. Novell
Sentinel is an optional component you can add to your Identity Manager system, but Sentinel does
not come with Identity Manager.

By adding auditing and reporting, you can meet compliance standards that many companies must
abide by. You can create audit trails for any events you need to track, and you can generate reports to
meet audit standards for your company.

For system requirements and configuration information about the Identity Reporting Module, see
the “System Requirements” section the Identity Reporting Module Guide. For configuration
information about Sentinel with Identity Manager, see the Identity Manager 4.0 Reporting Guide for
Novell Sentinel. For system requirement information about Novell Sentinel, see the “Supported
Platforms and Best Practices” chapter in the Novell Sentinel Installation Guide (http://
www.novell.com/documentation/sentinel6/index.html).

6.6 Workstations

Workstations are used to access Designer, iManager, the Role Mapping Administrator, or the User
Application administration Web page. Figure 6-6 lists the different components for workstations that
are supported with Identity Manager 4.0.
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Figure 6-6 Supported Components for Workstations
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There are three different items that affect workstations:

¢ Section 6.6.1, “Workstation Platforms,” on page 55
¢ Section 6.6.2, “Web Browsers,” on page 56

6.6.1 Workstation Platforms

Table 6-3 contains a list of the supported workstation platforms for Designer and iManager.

System Requirements



For system requirements information, refer to the individual component documentation.

¢ iManager: See the Installing iManager (http://www.novell.com/documentation/imanager27/
imanager_install 274/data/alw39eb.html) section in the Novell iManager 2.7 Installation

Guide.

¢ Designer: See the “System Requirements” section in the Designer 4.0 for Identity Manager 4.0

Administration Guide.

Table 6-3 Supported Workstation Platforms

Platforms

Details

Windows 7 (32 and 64-bit)

Windows Vista (32-bit)

Windows XP Professional SP3 (32 and 64-bit)
Windows 2003 SP2 (32-bit)

Windows 2008 R2 (64-bit)

openSUSE 10.3 (32 and 64-bit)

openSUSE 11.2 (32 and 64-bit)

SUSE Linux Enterprise Desktop 10 SP3 (32 and
64-bit)

SUSE Linux Enterprise Desktop 11 (32 and 64-bit)

SUSE Linux Enterprise Server 10 SP3 (32 and 64-
bit)

SUSE Linux Enterprise Server 11 (32 and 64-bit)

SUSE Linux Enterprise Server 11 SP1 (32 and 64-
bit)

Both 32 and 64-bit versions are supported.
Only the 32-bit version is supported.

Both 32 and 64-bit versions are supported.
Only the 32-bit version is supported.

Only the 64-bit Business Edition is supported.

Apply the latest patches via the automated update
facility.

Apply the latest patches via the automated update
facility.

Apply the latest patches via the automated update
facility.

Apply the latest patches via the automated update
facility.

Apply the latest patches via the automated update
facility.

Apply the latest patches via the automated update
facility.

Apply the latest patches via the automated update
facility.

6.6.2 Web Browsers

iManager runs all of the plug-ins required to administer Identity Manager. The Role Mapping
Administrator allows you to map business roles in different systems without having to understand
the IT infrastructure. You access both application through a Web browser.

The supported Web browsers for iManager and the Role Mapping Administrator are:

¢ Internet Explorer 7 and 8
+ Mozilla Firefox 3, 3.5.x, and 3.6.x

See the “System Requirements” section in the Identity Manager Role Mapping Administrator 2.0
Installation and Configuration Guide for a list of Role Mapping Administrator system requirements.
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6.7 Resource Requirements

Table 6-4 Identity Manager Resource Requirements

Identity Manager Component Minimum Requirement
Metadirectory Server 203 MB

Remote Loader 96 MB

Drivers 200 MB

iManager Plug-ins 80 MB

System Requirements
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Installing Identity Manager

Identity Manager contains an integrated installer that simplifies the installation process and installs
and configures all of the components at the same time. If you are installing your first Identity
Manager system, use the integrated installer. For more information, see the Identity Manager 4.0
Integrated Installation Guide.

If you have experience with Identity Manager and want to install each item separately, Identity
Manager has separate installers for the different components.

It is important to install and use Analyzer and Designer during the planning phase of the Identity
Manager implementation. For more information, see Chapter 2, “Creating a Project Plan,” on
page 15.

Install the components in the order listed. For an explanation of the different components, see the
Identity Manager 4.0 Overview Guide guide.

¢ Section 7.1, “Installing Analyzer,” on page 59

¢ Section 7.2, “Installing Designer,” on page 60

¢ Section 7.3, “Installing eDirectory,” on page 60

¢ Section 7.4, “Installing iManager,” on page 61

¢ Section 7.5, “Installing the Metadirectory Server,” on page 61

¢ Section 7.6, “Installing the Remote Loader,” on page 65

¢ Section 7.7, “Installing the Driver Files,” on page 70

¢ Section 7.8, “Installing the Roles Based Provisioning Module,” on page 71

¢ Section 7.9, “Installing a Custom Driver,” on page 71

¢ Section 7.10, “Installing the Role Mapping Administrator,” on page 71

¢ Section 7.11, “Installing the Identity Reporting Module or Sentinel,” on page 72

7.1 Installing Analyzer

Analyzer is a workstation-based tool that allows you to analyze, clean, and prepare your data for
synchronization with Identity Manager. You should install Analyzer and use it throughout the
planning part of your Identity Manager implementation. For more information about planning, see
Part I, “Planning,” on page 11.

1 Verify that your workstation’s operating system is supported.

For more information, see Section 6.6, “Workstations,” on page 54.

2 Ensure that you have downloaded the necessary Identity Manager files from the Novell
Downloads Web site. For more information, see Chapter 5, “Where to Get Identity Manager,”
on page 45.

3 Start the installation by executing the correct program for your workstation’s platform.
Linux: I1DM4.0 Lin/products/Analyzer/install

To execute the binary file, enter . /install.
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Windows: IDM4.0 Win:/products/Analyzer/install.exe
4 Use the following information to complete the installation:
Install Location: Specify a location on the workstation where to install Analyzer.
Create Short Cuts and Select a Language: Select where you want short cuts for Analyzer

created on the desk top, and select the language you want to use to install Analyzer.

Analyzer is now installed. The first time you launch Analyzer you are prompted for an activation.
Until you activate Analyzer, you cannot use it. For more information, see Chapter 8, “Activating
Novell Identity Manager Products,” on page 73.

7.2 Installing Designer

Designer is a workstation-based tool that allows you to design your Identity Manager solution. You
should install Designer and use it throughout the planning part of your Identity Manager
implementation. For more information about planning, see Part I, “Planning,” on page 11.

1 Verify that your workstation’s operating system is supported. For a proper functioning of
Designer, install 32-bit NICI package. For more information, see Section 6.6, “Workstations,”
on page 54 and Designer 4.0 for Identity Manager 4.0 Administration Guide.

2 Ensure that you have downloaded the necessary Identity Manager files from the Novell
Downloads Web site. For more information, see Chapter 5, “Where to Get Identity Manager,”
on page 45.

3 Start the installation by executing the correct program for your workstation’s platform.
Linux: IDM4.0 Lin/products/Designer/install
To execute the binary file, enter . /install.
Windows: IDM4.0 Win:\products\Designe