
Configuring Single Sign-On For Office 
365 Services
NetIQ Access Manager is compatible with Microsoft Office 365 and provides single sign-on access to 
Office 365 services. Single sign-on access is supported for Web-based clients such as Exchange Web 
Access and Sharepoint Online. This means that you can use your existing LDAP credentials to access 
any of the Office 365 services without having to remember multiple passwords or sign in multiple 
times to access different services. You just need to sign in once with an existing password and Access 
Manager grants you access to all the services.

This single sign-on access is achieved by implementing federated authentication through SAML 2.0 
protocol. In this scenario, the Access Manager is configured as an identity provider and allows Office 
365 to trust it for authentication. Office 365 is configured as a service provider that consumes 
authentication assertions from Access Manager. A trust model is set up for Access Manager and 
Office 365 to communicate with each other.

NOTE: Access Manager does not support single sign-on to Microsoft Lync.

Section 1, “Configuring Access Manager,” on page 1
Section 2, “Configuring Office 365,” on page 5
Section 3, “Verifying Single Sign-On Access,” on page 7
Section 4, “Sample SAML Request and Response XML,” on page 8
Section 5, “Troubleshooting,” on page 10

1 Configuring Access Manager
Section 1.1, “Prerequisite,” on page 1
Section 1.2, “Adding Office 365 Metadata,” on page 1
Section 1.3, “Configuring Federation Settings,” on page 2
Section 1.4, “Configuring Attributes,” on page 3

1.1 Prerequisite
Enable SAML 2.0 in Access Manager.

1 In the Administration Console, click Devices > Identity Servers > Edit.
2 In the Enabled Protocols section, verify whether SAML 2.0 is selected.

1.2 Adding Office 365 Metadata
1 In the Administration Console, go to Identity Server and then select an Identity Server.
2 Select SAML 2.0 > New Service Provider.
3 Specify the Source as Metadata text. Enter a name to identify the identity provider configuration.
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4 In Text, copy the following metadata:

<?xml version="1.0" encoding="utf-8"?>
<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata" 
entityID="urn:federation:MicrosoftOnline">
  <SPSSODescriptor 
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol" 
WantAssertionsSigned="true">
    <NameIDFormat>
      urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
    </NameIDFormat>  
    <NameIDFormat>
      urn:mace:shibboleth:1.0:nameIdentifier
    </NameIDFormat>
    <NameIDFormat>
      urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified
    </NameIDFormat>
    <NameIDFormat>
      urn:oasis:names:tc:SAML:2.0:nameid-format:transient
    </NameIDFormat>
    <NameIDFormat>
      urn:oasis:names:tc:SAML:2.0:nameid-format:persistent
    </NameIDFormat>
    <AssertionConsumerService 
isDefault="true"index="0"Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
POST"Location="https://login.microsoftonline.com/login.srf"/>
    <AssertionConsumerService 
index="1"Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST-
SimpleSign"Location="https://login.microsoftonline.com/login.srf"/>
  </SPSSODescriptor>
</EntityDescriptor>

IMPORTANT: You can also access the SAML 2.0 Office 365 metadata from https://
nexus.microsoftonline-p.com/federationmetadata/saml20/federationmetadata.xml . 
Here, the AssertionConsumerService element appears at the start of the XML definition. If this 
metadata is pasted in the same format, it leads to an XML malformed error in the Identity Server.
To resolve this, move the AssertionConsumerService element (inclusive of opening and 
closing XML tags) before the </SPSSODescriptor> XML tag. 

5 Click Next > Finish.

1.3 Configuring Federation Settings
1 In the Administration Console, go to Identity Server and select an Identity Server. 
2 Select SAML 2.0 and then select the service provider you created.
3 Select Authentication Response.
4 Change the default value of Binding from Artifact to Post. 
5 Ensure that Name Identifier Format is Persistent. Deselect Transient.
6 Ensure that Default value is Not Specified. Do not select any value from the drop-down list. 

This ensures that Access Manager does not automatically generate a random value for NameID. 
The NameID value is created based on the GUID value of the Access Manager user and is later 
used as the ImmutableID of the Office 365 user.

IMPORTANT: The GUID (global unique identifier) value differs depending on the user store of the 
user. For example, the GUID of an user on eDirectory will be different from the GUID of an user on 
Active Directory. 
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1.4 Configuring Attributes
The shadow account in Office 365 needs the following attributes: 

ImmutableID:  Office 365 requires a unique identifier for each user in the user store. This 
unique identifier attribute is sent for each federated login to Office 365 in the SAML2.0 NameID 
assertion. From 3.2 SP1 onwards, Access Manager includes this unique identifier in the assertion 
for the Office 365 service provider. 

You must store the LDAP attribute value, which is sent as unique identifier in an assertion, in the 
Base64 format in Access Manager user store. Otherwise, Office 365 does not accept the assertion.

IMPORTANT: The unique identifier should not be changed until the user exists in the system.

The default value of ImmutableID is GUID. You can configure an existing attribute or a custom 
attribute to be sent as an unique identifier. 

Complete the following steps to configure an attribute:
1. Add the custom attribute in the office365 attribute set. If you want to configure an existing 

attribute, start from the step 2. 
a. In the Administration Console, click Identity Server > Shared Settings > Custom Attributes.
b. In the LDAP Attribute Names section, click New. Specify a name for the attribute.

If you want the attribute to return raw data instead of binary data, select 64-bit Encode 
Attribute Data.
For more information about attribute data encoding, see Creating LDAP Attribute 
Name in the NetIQ Access Manager Identity Server Guide.

2. Navigate to Identity Server > Edit > SAML 2.0 and click the Office 365 service provider you
configured.
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3. Select Options.
4. Click New and specify the following:

Property Name: SAML2_OFFICE365_NAMEID_ATTRIBUTE_NAME
Property Value: Attribute name that you want to be sent as NameID in the assertion.

5. Update the Identity Server.
Office 365 User ID:  You must send the Office 365 User ID as an IDPEmail attribute. Complete 
the following steps to configure this attribute:

1. In the Administration Console, click Identity Server > SAML 2.0 and then select the Office 
365 Service Provider you configured.

2. Select Attributes.
3. Select a new Attribute set. Use None as the template. 
4. Add an Attribute mapping to establish a relation between the Local attribute and Remote 

Attribute. In Local Attribute, select Ldap Attribute:mail [LDAP Attribute Profile]. 
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5. Specify Remote Attribute as IDPEmail. 
6. Ensure that LDAP Attribute:mail [LDAP Attribute Profile] attribute is moved from the 

Available list to the Send with authentication list.

2 Configuring Office 365
Section 2.1, “Prerequisite,” on page 5
Section 2.2, “Establishing Trust Between an Identity Provider and a Service Provider,” on page 5
Section 2.3, “Configuring Desktop Email Client to Access Office 365 Emails,” on page 7

2.1 Prerequisite
Install Windows Powershell on a Windows server. This tool helps you manage many Microsoft 
Office 365 administrative tasks such as user management and domain management. Ensure that 
this Windows server does not have the Active Directory Federation Service 2.0 snap-in installed. 

You can download the tool from Install Windows Powershell (http://technet.microsoft.com/en-
us/library/jj205464.aspx).
At least one user must already exist in Office 365 with an ImmutableID matching the GUID of 
Access Manager. To verify if the GUID of Access Manager user matches the Immutable ID of an 
Office 365 user, see “Existing Office 365 user:” on page 7.
The users are not automatically provisioned during login.

2.2 Establishing Trust Between an Identity Provider and a Service 
Provider
You can configure Office 365 domains federations by using the Microsoft Online Services Module. 
You can use the Microsoft Online Services Module to run a series of cmdlets in the Windows 
PowerShell command-line interface to add or convert domains for single sign-on.

Each Active Directory domain that you want to federate by using Access Manager must either be 
added as a single sign-on domain or converted to be a single sign-on domain from a standard 
domain. Adding or converting a domain sets up a trust between Access Manager and Office 365.
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To add a domain to Office 365, perform the following steps:

1 Log in to Office 365 as an administrator.
2 On the Admin page, click Management > Domains > Add a domain.
3 Specify the domain name that you want to add.
4 Click Next.
5 Verify the domain name. 

For more information about how to verify a domain, see Verify your domain and change name 
servers.

6 Select appropriate services.
7 Configure the DNS records on the domain registrar for other services.

NOTE: Do not configure the new domain to the primary domain. Using the 
Set-MsolDomainAuthentication command to set the domain as a federated domain results in 
an error if the domain is the default domain.

For more information, see Add a domain to Office 365.

To convert an existing standard domain to a federated domain, perform the following steps:

1 Open the Microsoft Online Services Module from the Start menu.
2 Run $cred=Get-Credential. Enter your cloud service administrator account credentials.
3 Run Connect-MsolService –Credential $cred. 

This cmdlet connects you to the cloud service. Creating a context that connects you to the cloud 
service is required before running any of the additional cmdlets installed by the tool.
For example: If the name of the domain you are converting to a single sign-on domain is 
acme.com, and the Base URL of the Identity Server is https://namtest.com:8443/nidp/,execute the 
following commands at the Powershell prompt:

$dom = “acme.com”
$url = "https://namtest.com:8443/nidp/saml2/sso"
$ecpUrl = "https://namtest.com:8443/nidp/saml2/soap"
$uri = "https://namtest.com:8443/nidp/saml2/metadata"
$logouturl = "https://namtest.com:8443/nidp/saml2/slo"
$cert = “MIIFLDCCBBSgAwIBAgIkA........ww19yUoDRIo="

NOTE: The value of $cert indicates the signing certificate of Identity Server. Ensure that all the 
new line characters are removed from the certificate.

4 Use the following cmdlet to update the settings of the single sign-on domain:
Set-MsolDomainAuthentication -FederationBrandName $dom -Authentication 
Federated -PassiveLogOnUri $url -SigningCertificate $cert -IssuerUri $uri -
ActiveLogOnUri $ecpUrl -LogOffUri $logouturl -PreferredAuthenticationProtocol 
SAMLP
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2.3 Configuring Desktop Email Client to Access Office 365 Emails
You can configure your desktop email client to access Office 365 emails. The email clients must use a 
basic authentication and a supported exchange access method such as IMAP, POP, Active Sync, and 
MAPI.

The following is the list of email clients supported for this configuration:

Microsoft Outlook 2007
Microsoft Outlook 2010
Thunderbird 8 and 9
The iPhone (various iOS versions)
Windows Phone 7

Complete the following steps:

1 Complete Step 1 through Step 4 in Section 2.2, “Establishing Trust Between an Identity Provider 
and a Service Provider,” on page 5.
In Step 3, change $ecpUrl to https://namtest.com:8443/nidp/saml2/soap.
This URL should be https with valid certificate.
Modify the ecp url parameter by running this command:
Set-MsolDomainFederationSettings -DomainName namtest.com -ActiveLogOnUri 
"https://namtest.com/nidp/saml2/soap" -preferredauthenticationprotocol SAMLP

You can download the email client from the download section of office 365. 
2 Create a new email account in your email client and enter your Office 365 email ID.

NOTE: Configure Outlook related DNS settings before using email clients. You can configure 
these settings after adding the domain on the Office 365 port page.

3 The system prompts for specifying the basic authentication. Enter Access Manager credentials.
The email account is created after successful authentication.

NOTE: While logging in to the new email account, enter Access Manager credentials. 

3 Verifying Single Sign-On Access
You need at least one user in Office 365 to verify that single sign-on is set up. If you have an existing 
user, ensure that the Immutable ID matches with the GUID of the Access Manager user. 

Existing Office 365 user:  

For instance if your user store is eDirectory and you want to retrieve the GUID of an existing Access 
Manager user, execute the following command on the eDirectory server terminal:

ldapsearch -D cn=<context> -w <password> -b <search base> cn=<name of the user> 
GUID | grep GUID

Create an Office 365 user with this GUID as the Immutable ID.

Creating a new Office 365 user:  

Run the following command in Powershell to create an Office 365 user:
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new-msolUser -userprincipalName "user1@domain name" -immutableID "immutableID of 
user1" - lastname "lastname of user 1" -firstname user1 -DisplayName "user1 users" 
-BlockCredential $false -"LicenseAssignment testdomain:ENTERPRISEPACK" -
usageLocation "two letter country code[example: US,IN,DE,BE,GB etc]" -Password 
"password of the user".

NOTE: Remove commas from values before running the command.

This command creates user1 in Office 365.

To verify that single sign-on is set up correctly, perform the following procedure in a server that is not 
added to the domain.

1 Go to Microsoft Online Services (http://login.microsoftonline.com/)
2 Log in with your corporate credentials. (For example : user1@acme.com)

If single sign-on is enabled, the password field is dimmed. You will instead see the following 
message: You are now required to sign in at <your company>.

3 Select the Sign in at your company link. 
If you are able to sign in without errors, single sign-on is set up successfully.

4 Sample SAML Request and Response XML
This section contains a sample XML for SAML request and response.

Request: <samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" ID="_3ae4edbc-7ab5-48c7-a08e-b8d6e395e02c" 
IssueInstant="2012-09-09T08:41:35Z" Version="2.0" AssertionConsumerServiceIndex="0" 
><saml:Issuer>urn:federation:MicrosoftOnline</saml:Issuer><samlp:NameIDPolicy 
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"/></samlp:AuthnRequest>

Response: 

<samlp:Response xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
Consent="urn:oasis:names:tc:SAML:2.0:consent:obtained" 

Destination="https://login.microsoftonline.com/login.srf" ID="idRuMHBvlVGqYUsw2Es-
SbA5UeO8w" InResponseTo="_3ae4edbc-7ab5-48c7-a08e-b8d6e395e02c"

 IssueInstant="2012-09-09T08:41:51Z" Version="2.0"><saml:Issuer>https://www.netiqtst.com/nidp/
saml2/metadata</saml:Issuer><samlp:Status><samlp:StatusCode 

Value="urn:oasis:names:tc:SAML:2.0:status:Success"/></samlp:Status><saml:Assertion 
ID="idF5JceWGWYwS3bOkmJS2wJuNqitU" IssueInstant="2012-09-09T08:41:51Z" 

Version="2.0"><saml:Issuer>https://www.netiqtst.com/nidp/saml2/metadata</
saml:Issuer><ds:Signature xmlns:ds="http://www.w3.org/2000/09/
xmldsig#"><ds:SignedInfo><CanonicalizationMethod xmlns="http://www.w3.org/2000/09/xmldsig#" 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/><ds:SignatureMethod Algorithm="http://
www.w3.org/2000/09/xmldsig#rsa-sha1"/><ds:Reference 

URI="#idF5JceWGWYwS3bOkmJS2wJuNqitU"><ds:Transforms><ds:Transform 
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Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/><ds:Transform 
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/></ds:Transforms><ds:DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/><DigestValue xmlns="http://www.w3.org/
2000/09/xmldsig#">ZocFiEUYcda0cKGRNcZYZqvmnlM=</DigestValue></ds:Reference></
ds:SignedInfo><SignatureValue xmlns="http://www.w3.org/2000/09/xmldsig#">

DLk4Uv/4VlwwKVz7XdDQOdUv8ltcryLv2U3K7q57AE70wk/NNsa4kP8Xdta36Y47Oj+XTV+a+q0y

YsMNIezySxaxMqo01Fm+6PfMH7HtTVj7fQ3n+VwANqbIs3G7eaaV1pHdUs79/dBujS8baNmlZEBR

2gGVMWCHOa1fTOSZO8yPt9ume0PsYXpo2RdaoGkJCZUnVIiIWg6UtI0zEKbY6mP3JhrUJ7OVHd
bz

yNBzhfTv0m71nz0JKpy+i8MeDUIu1OiqTTIZ+c2SPceYhQcj8umrdE4JCGEBYNIE52Pa1bRYgmLd

roAKn56vLDjq04VnYVRGhqP/McZwYZrx+7E7qQ==

</SignatureValue><ds:KeyInfo><ds:X509Data><ds:X509Certificate>

MIIFBzCCA++gAwIBAgIRAKdqzGh19tecryvMuy+QhgAwDQYJKoZIhvcNAQEFBQAwcjELMAkG
A1UE

BhMCR0IxGzAZBgNVBAgTEkdyZWF0ZXIgTWFuY2hlc3RlcjEQMA4GA1UEBxMHU2FsZm9yZDE
aMBgG

A1UEChMRQ09NT0RPIENBIExpbWl0ZWQxGDAWBgNVBAMTD0Vzc2VudGlhbFNTTCBDQTAe
Fw0xMjA5

MDcwMDAwMDBaFw0xMjEyMDYyMzU5NTlaMFExITAfBgNVBAsTGERvbWFpbiBDb250cm9sIF
ZhbGlk

YXRlZDERMA8GA1UECxMIRnJlZSBTU0wxGTAXBgNVBAMTEHd3dy5uZXRpcXRzdC5jb20wggE
iMA0G

CSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQCX6k7wnFUoyPtqSj06xyQMHQtoxASBtHGASaO
MxfZJ

rHQ4wbJUqMEtrxYcz4JxFrLzE8qvlY5r7cwxx/yvsiFwHq2HdRY6KU6I2u0eRF/tRwf3rl222/Xl

7wRbgdL43zd0yypjub9FKXlCxkaKucA1P+EVGTd7H8dFjMuf0iKZYvBFg9tcJWBGpFOw5iwe/rjK

6gQSXf13+Tpb6915lsusJfPMe3t04wA4XuyLlcJ/Jrxrj9xrEtwkmUcudTvEZRvJFnz3NYXcW0J8

6a0JZSEiHlVHrIY/44fVEQFjkrfr2u5RKGBJzl35xb2x5mkUSzzy4CSL5p0fCsVOve7LKx/fAgMB

AAGjggG3MIIBszAfBgNVHSMEGDAWgBTay+qtWwhdzP/
8JlTOSeVVxjj0+DAdBgNVHQ4EFgQUEj/C

c5rqiBWiSzo9B8iJPdJnCpYwDgYDVR0PAQH/BAQDAgWgMAwGA1UdEwEB/
wQCMAAwNAYDVR0lBC0w

KwYIKwYBBQUHAwEGCCsGAQUFBwMCBgorBgEEAYI3CgMDBglghkgBhvhCBAEwRQYDVR0g
BD4wPDA6

BgsrBgEEAbIxAQICBzArMCkGCCsGAQUFBwIBFh1odHRwczovL3NlY3VyZS5jb21vZG8uY29tL0
NQ

UzA7BgNVHR8ENDAyMDCgLqAshipodHRwOi8vY3JsLmNvbW9kb2NhLmNvbS9Fc3NlbnRpYW
xTU0xD

QS5jcmwwbgYIKwYBBQUHAQEEYjBgMDgGCCsGAQUFBzAChixodHRwOi8vY3J0LmNvbW9kb
2NhLmNv
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bS9Fc3NlbnRpYWxTU0xDQV8yLmNydDAkBggrBgEFBQcwAYYYaHR0cDovL29jc3AuY29tb2RvY2
Eu

Y29tMCkGA1UdEQQiMCCCEHd3dy5uZXRpcXRzdC5jb22CDG5ldGlxdHN0LmNvbTANBgkqhki
G9w0B

AQUFAAOCAQEAJoS/fE0gBMWvzQBsRRuSMBHMNbgDXP1fVPwJZnkfIHbb/
wXwYK7AqA5efOe1Alqz

QD94kJ+W6JZm4ripePJk7QLnK2imqJb0E7LdmWQ3D05WQNsZKUklfR+9elP6xBN5ycXqtiEItScm

hE7H2gynz4/
ejLXZv8XsBkfsYnT0wWUmyTsqYPLmVk7ELfPiPGZsQcvpmSO9eoTQ8zabkQGjquzM

NgGtXOMQBQgNO/
7IMghgmSR0NduPguZoL31Ox84yKdf6Hl5cvbnH2W4c0n8vTkgCwUkB8ONY1Tge

6TFPwzS98PzV08nxKSJW1hckasLQAYcw++bC7Blz+Nc7YyrNPw==

</ds:X509Certificate></ds:X509Data></ds:KeyInfo></ds:Signature><saml:Subject><saml:NameID 
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent" 

NameQualifier="https://cstumula3.provo.novell.com/nidp/saml2/metadata" 

SPNameQualifier="urn:federation:MicrosoftOnline">bzM2NkBuZXRpcXRzdC5jb20=</
saml:NameID><saml:SubjectConfirmation 

Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><saml:SubjectConfirmationData 

InResponseTo="_3ae4edbc-7ab5-48c7-a08e-b8d6e395e02c" NotOnOrAfter="2012-09-09T09:41:51Z" 

Recipient="https://login.microsoftonline.com/login.srf"/></saml:SubjectConfirmation></
saml:Subject><saml:Conditions NotBefore="2012-09-09T05:55:12Z" 

NotOnOrAfter="2012-09-09T11:28:30Z"><saml:AudienceRestriction><saml:Audience>... 

SessionIndex="idF5JceWGWYwS3bOkmJS2wJuNqitU"><saml:AuthnContext><saml:AuthnContextC
lassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password...

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">

<saml:AttributeValue xsi:type="xs:string">o3662@netiqtst.com</saml:AttributeValue></
saml:Attribute>

<saml:Attribute xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/
2001/XMLSchema-instance" Name="ImmutableID"...

</saml:AttributeValue></saml:Attribute></saml:AttributeStatement></saml:Assertion></
samlp:Response>

5 Troubleshooting
Section 5.1, “Issue in Setting Up a Domain for Federation,” on page 11
Section 5.2, “Issues with the Directory Synchronization Tool,” on page 11
Section 5.3, “SSO to MicroSoft Services Fails,” on page 11
Section 5.4, “Microsoft Online Services Sign-In Assistant Installation Fails If Microsoft Office 
Professional Plus Is Installed,” on page 11
Section 5.5, “Active Profile Authentication Fails for Microsoft Exchange Clients,” on page 12
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The following list includes few useful resources for troubleshooting:

http://community.office365.com/en-us/tools/troubleshooting.aspx
https://www.testexchangeconnectivity.com/
http://office.microsoft.com/en-us/office365-suite-help/troubleshoot-sign-in-to-office-365-
HA103737871.aspx
http://support.microsoft.com/kb/2404500

5.1 Issue in Setting Up a Domain for Federation
If you try to set a primary domain for federation by running the Set-MsolDomainAuthentication 
command, it throws the following error:

Set-MsolDomainAuthentication: You cannot remove this domain as the default domain 
without replacing it with another default domain. Use the Set-MsolDomain cmdlet to 
set another domain as the default domain before you delete this domain.

To fix this issue, change the default domain by performing the following steps:

1 In the Office 365 portal, click Organization Name on the Admin page.
2 Click Edit.
3 Select a new default domain.

5.2 Issues with the Directory Synchronization Tool
If the installation of the Directory Synchronization tool fails, check the Event Viewer. Installation 
may fail if the Microsoft Online Service Sign-In Assistant is already installed on the system.
If you require to uninstall the Directory Synchronization tool, log off
and then login. Otherwise, you may encounter issues. 
If the Directory Synchronization tool is slow, increase RAM of the server.

5.3 SSO to MicroSoft Services Fails
SSO fails at Microsoft with this error: 

Your organization could not sign you in to this service

Perform the following steps to fix this issue:

Verify that the attributes are configured properly. See Section 1.4, “Configuring Attributes,” on 
page 3.

You can also use the SAML tracer plug-in Firefox to review the SAML assertion sent to office365.
Verify that federation settings are using the Get-MsolDomainFederationSettings - 
DomainName <YOUR DOMAIN> command.

5.4 Microsoft Online Services Sign-In Assistant Installation Fails If 
Microsoft Office Professional Plus Is Installed
Manually install Microsoft Online Services Sign-In Assistant, if its installation fails after installing 
Microsoft Office Professional Plus with this message: 
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“The Microsoft Online Services Sign In Assistant has experience an error. The error 
must be resolved before your subscription for this product can be verified. To 
retry subscription verification, first resolve error message 800704DD or try to 
manually install the Microsoft Online Services Sign In Assistant....” 

You can download the installer from MicroSoft Download Center.

After installation is complete, relaunch the service to verify your Office 365 license. For more 
information, see Reactivate subscription license by using Osaui.exe.

5.5 Active Profile Authentication Fails for Microsoft Exchange Clients
If the active profile authentication fails for Microsoft Exchange (Outlook) clients, verify that the 
necessary DNS records have been added to your DNS. For more information, see Create DNS records 
at any DNS hosting provider for Office 365.
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