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About This Guide

This book has the following information:

¢ Chapter 1, “Setting up Terminal Emulation,” on page 9

¢ Chapter 2, “Emulator Settings,” on page 15

¢ Chapter 3, “Single Sign-On for Hummingbird HostExplorer 7,” on page 53
¢ Chapter 4, “Single Sign-On for MS Windows XP Telnet,” on page 67

¢ Chapter 5, “Single Sign-On for PCXWare,” on page 73

¢ Chapter 6, “Single Sign-On for SmarTerm for IBM 3270,” on page 75

¢ Chapter 7, “Single Sign-On for WRQ Reflection v10,” on page 81

¢ Chapter 8, “Single Sign-On for Reflections 2,” on page 87

¢ Appendix A, “Error Codes: Terminal Launcher,” on page 91

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

This is the Support Pack 1 (SP1) release for Novell SecureLogin 6.0. The version for this support
pack in the product is, 6.0.103.

For the most recent version of the Guide for Configuring Terminal Emulation, visit the Novell
Documentation Web site (http://www.novell.com/documentation/securelogin60).

Additional Documentation

This Configuration guide for Terminal Emulators is a part of documentation set for SecureLogin 6.0
SP1. Other documents include:
* Novell SecureLogin 6.0 SP1 Overview
¢ Novell SecureLogin 6.0.SP1 Administration Guide
Novell SecureLogin 6.0 SP1 Installation Guide
Novell SecureLogin 6.0 SP1 User Guide
Novell SecureLogin 6.0 SP1 Application Definition Guide

*

*

*

*

Novell SecureLogin 6.0 SP1 Citrix and Terminal Services Guide

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

About This Guide


http://www.novell.com/documentation/securelogin60
http://www.novell.com/documentation/securelogin60

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.
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Setting up Terminal Emulation

Terminal Launcher is a component of Novell® SecureLogin. Terminal Launcher enables you to log
in to any type of host that requires you to log in using an emulator (for example, ACF2 or RACF
mainframe, a Unix host, or a Cisco router).

You can configure Terminal Launcher to work with several different terminal emulators, navigate to
a particular subsystem, or navigate to a menu within an application.

Also, you can save Terminal Launcher application definitions as corporate application definitions,
allowing all users access to the application definition.

This section provides information on the following;

¢ Section 1.1, “Creating a SecureLogin Application Definition,” on page 9
¢ Section 1.2, “Terminal Launcher,” on page 10

¢ Section 1.3, “Creating a Login for an Emulator,” on page 13

1.1 Creating a SecurelLogin Application
Definition
The following example sets up SecureLogin Terminal Launcher to single sign-on to a session using

Jolly Giant QWS3270 Plus.

1 Right-click the SecureLogin icon on the system tray, then click Manage Logins.
2 Click Applications, then click New.

W Novell 550 - [ userl |
File Help

£ Novell SecureLogin, N
ELE] o '<ovo-- IR /\opiications |
3 Windows
{3 My Logins =i
464 Preferences <}_| -
@‘ Password Policies Application Type Id

GroupWise Messenger Login - Windows  NMCL32.exe
Movell GroupWise Client Windows GRPWISE.EXE

Setting up Terminal Emulation
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10

3 Select New Application Definition, Specify a name in the Name text box, select Terminal
Emulator as the Type, then click OK.

New Application
") Predefined Application Definition

|

(%) Mew Application Definition
Type Ten'ninal Emulator V|

Mame | |

ok || cancel |

4 Click Definition.

Dl l
#§ Beginfection: “Global Script Configuration”™

#§ EndSection: "Global Script Configuration”

#f BeginSection: “Login Window”

Dialog

Class "Notepad”

Title "Untitled - Hotepad™

Endhialog

Fun "C:%Progras Files\hctivCard'SecureLlogindzlsnmp.exe™ public <IF addre=zs> "Noctepad has starced”
Type "3H"

Setprospt "Enter your sigm-cn variables"

#F EndSection: "Login Window™

5 Specify an application definition for the program, then click Apply.

For example, type a MessageBox command. By entering one command, you can find out the
following:

¢ Terminal Launcher is working as expected.
¢ The Application Definition is ready for you to enter the appropriate commands.

For Application Definitions on specific emulators, refer to the list of emulators in Chapter 2,
“Emulator Settings,” on page 15.

1.2 Terminal Launcher

1 Click Start > Programs > Novell SecureLogin > Terminal Launcher.

Novell SecureLogin 6.0 SP1 Congifuration Guide for Terminal Emulation



As the following figure illustrates, Terminal Launcher displays emulators that you have created

application definitions for:

SecureLogin Terminal Launcher NE B3
r— Terminal Applications
Laogin tao: Available applications:
Jolly Giant Qw5 3270 Pluz
< Add |
> Del |
Ermulatar
Eicon Awiva j Edit Avwvailable Emulators
Yerzion: 3.5.0.0
— Display Options Options
* Application Mame ™ Save Settings O Exit
" Application Description ™ Launch The Emulator Oy

Create Shortcut | |

Launch I Cloze

2 Click Edit Available Emulators > New.

Available Emulators

Attachmate Extra

Attachmate Extra 2000

Attachmate KEAI

Attachmate Persaonal Client
Chamelean Hostlink

CRT

Eicon dviva

Link.

HEO Star Mavigatar hd

H

M e

E dit

Delete

Done

s

3 Specify a name for the emulator, select an emulator type from the drop-down list, then click

OK.

Create a New Emulator E

Emulatar name |F'|:|werT erm

Erulatar type IWinH LLAFI

o]

Cancel |

~

Setting up Terminal Emulation
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To find the emulator type, you might have to refer to the documentation for your emulator.
4 Specify values, then click OK.

The text boxes for the values depend on the type of emulator. The following figure illustrates
values for a WinHLLAPI emulator.

HLLAPI Emulator Configuration

Emnulator P ath: | e =
Haome Directory: C:\Program Files\Ericom 5 aftwarePowe =
HLLAF DLL: C:%Program FileshEnicom S oftwarePowwe =
HLLAP| Function: [winHLLAPI
Seszion Files: Add
Delete
Ok. Caricel

For values on a specific emulator, see the list of emulators in Chapter 2, “Emulator Settings,”
on page 15. If an emulator is not listed, see “Build a Terminal Emulator Application
Definition” in the Novell SecureLogin 6.0.SP1 Administration Guide.

5 Inthe Available Emulators dialog box, click Done.

Available Emulators |

- =T

AcouTerm 2000
Attachmate Extra
Attachmate Extra 2000
Attachmate KEAI

Edit

Attachmate Persaonal Client
Chamelean Hostlink

CRT

Eicon dviva

GLink, ;I Done |
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1.3 Creating a Login for an Emulator

1 From the list in the Available Applications pane, click the application that you want to log in to,
then click Add.

SecureLogin Terminal Launcher |_ [C] ]
— Terminal Applications
Login to: Available applications:
< Aud | o
» Del | Jolly Giant w5 3270 Plus
WBA
E mulator
Eicon Awiva j Edit Available Emulators
Yerzion: 3.5.0.0
r— Dizplay Options Optiohs
= spplication Mame [ Save Settings On Exit
" Application Description [ Launch The Emulator Oy
Create Shortcut | | Launch I Close |

2 To move an entry from one side to another, you can double-click it.

Setting up Terminal Emulation 13



3 Select the emulator from the Emulator drop-down list, then click Launch.

SecureLogin Terminal Launcher M= E

— Terminal Applications
Login ta: Available applications:
AdvGenEm DDOE
< Add | GenEm
Jolly Giant CWS 3270 Plus
> Dl | WBA,
Ernulatar
Eicon dwiva j Edit Available Ermulators
Abzolute Telnet - arsion: 35 0.0
Attackmate Extra _
i Dl attachmate Extra 2000 Options
Attachmate FEA . .
Attachmate Personal Client l I™ Save Settings On Exit
T Application Description [ Launch The Emulatar Only
Create Shortcut | Launch I Cloze |

The selected application definition runs, using the selected emulator.

The first time the application definition is run, you encounter a prompt to enter your username
and password. Enter the required values, then click OK. Terminal Launcher launches the

emulator, enters your username and password, and logs you in to a session.

14 Novell SecureLogin 6.0 SP1 Congifuration Guide for Terminal Emulation



Emulator Settings

This section provides information on configuring SecureLogin Terminal Launcher to work with

your emulator. The information is a guide. If you need to modify the information to suit your
environment or a particular version of software, see “Build a Terminal Emulator Application
Definition” in the Novell SecureLogin 6.0 SP1 Administration Guide.

*

*

*

*

“Absolute Telnet” on page 16

“AccuTerm 2000” on page 17

“AniTa 32” on page 18

“Attachmate Extra 2000 Enterprise” on page 19
“Attachmate Kea!” on page 20

“Attachmate Personal Client” on page 21
“CRT v3.4” on page 24

“DynaComm” on page 25

“GLink v6.2” on page 26

“HBO Star Navigator v2.7” on page 27
“Host Access v7.2” on page 28

“IBM Personal Client” on page 29

“IDX Term v2.25” on page 30

“Inet 3270 on page 31

“Jolly Giant QWS3270 Plus v3.6” on page 32
“Lawsons” on page 33

“Microsoft Windows 2000 Telnet” on page 34
“Microsoft Windows XP Telnet” on page 35
“MiniSoft WS92” on page 36

“Mocha W32 Telnet v4.1” on page 37
“NetTerm v4.2 32bit” on page 38

“Passport TN 3270E v7.0” on page 39
“PowerTerm v6.34” on page 40

“QVT Term v4.1” on page 41

“SDI TN3270 Plus” on page 42

“SmarTerm v10 for Digital VT” on page 43
“Tandem 6530 on page 44

“TinyTerm v2.0.7” on page 45

“TinyTerm 4.21” on page 46

“ViewNow v8.0” on page 47

“Walldata Rumba 2000 v6.0” on page 48

Emulator Settings
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¢ “WinComm 2000 v5.2” on page 49
+ “Window Telnet VT TE v3.10” on page 50
+ “WRQ Reflection v7.0 for Unix and Digital” on page 51

Because the following emulators require particular steps or information, see the complete module:

¢ Chapter 3, “Single Sign-On for Hummingbird HostExplorer 7,” on page 53
¢ Chapter 4, “Single Sign-On for MS Windows XP Telnet,” on page 67

¢ Chapter 5, “Single Sign-On for PCXWare,” on page 73

¢ Chapter 6, “Single Sign-On for SmarTerm for IBM 3270,” on page 85

¢ Chapter 7, “Single Sign-On for WRQ Reflection v10,” on page 81

2.1 Absolute Telnet
Generic Configuration

Generic Emulator Configuration Ed

Ermulator Path:; II::'\.t'-“«hsolutelnet\-’-\hmlutelnet'\ 5 |

Host Mame: |1D?.EE.141.?8

Output [Ds: IHE‘
Input 1D |118
Window Tite: |

[ Use &dvanced Erter Method
[~ Emulator iz 15 Bit

WindClass: I

Cancel |

+ Emulator Path

The path to the executable file for the emulator.
+ Host Name

The IP address of the host that you want to connect to.
¢ Output IDs

119
¢ Input IDs

118

Application Definition

WaitForText "ogin:"
Type S$Username
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Type QE

WaitForText "assword:"
Type S$Password

Type QE

2.2 AccuTerm 2000
Advanced Generic Configuration

Advanced Generic Emulator Configuration Ed

Ermulatar Path: Ic:'\F'rogra"‘l Wit AhainZl exe i |

Host Mame: IHDSU

Cutput [Ds: I"-"—“-|I+E.C

Imput 1D I
Dutput Offzets: IBUUUBUUU

Startup [Ds; I
Window Classes: IThun-:IerF!TBMDIFu:-rm

Child ID: |
findo Title: I

[ Use Advanced Enter Methad

ok I Cancel

+ Emulator Path
The path to the atwin2k.exe file. This path must follow the 8.3 filename format (for
example, c: \Progra~1\ instead of c: \Program Files\).
+ Host Name
The session file of the host that you want to connect to.
¢ Output IDs
\Alt+e,c
¢ Output Offsets
8000,8000
+ Window Classes
ThunderRT6MDIForm

Application Definition

Delay 7000
WaitForText "ogin:"
Type S$Username

Type QE

Emulator Settings 17



WaitForText "assword:"
Type $Password
Type QE

2.3 AniTa 32

Generic Configuration

Generic Emulator Configuration
E mulator Path: Ic:'\F'ngra“ﬂ WaniT ahbnita, exe = |
Host Mame: I

Output [Ds: |3234?,5T534

Input [Ds: |5?53?"

Windaw Title: |

[T Use &dvanced Erter Method
[~ Ermulator iz 16 Bit

WwindClazs: I

Cancel |

+ Emulator Path

The path to the anita.exe file.
¢ Output IDs

32847,57634
¢ Input IDs

57637

Application Definition

WaitForText "ogin:"
Type S$Username

Type QE

WaitForText "assword:"
Type S$Password

Type QE
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2.4 Attachmate Extra 2000 Enterprise

HLLAPI Configuration

HLLAPI Emulator Configuration

Emulator Fath: Im Files\attachmatehEIE 2K extra.exe

Home Directory: Ic:'\F‘mgram Fileg"AttachmatehE1E 2F.

ool

HLLAPI DLL: Iiles"-.ﬁttachmate\E!E2K\ehl|api.dll

HLLAP! Function: IHmel

Session Files: | c:\Program FileshAttachmatehEIE 2KM\G e

Delete

0K Cancel I

+ Emulator Path

The path to the extra.exe file.
¢ Home Directory

The home directory of the emulator.
+ HLLAPIDLL

The path to the ehllapi.dll file.
¢ HLLAPI Function

HLLAPI
¢ Session Files

The path to the session file that you want to use.

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE

Emulator Settings 19



2.5 Attachmate Keal!
Advanced Generic Configuration

Advanced Generic Emulator Configuration E3

Ernulator Path: Igla”‘l Mattach™1WEEAN T \keavtene 25 |

Hozt MName: IT elnet

Output 1D |12E|

Input 1D I
Output Offsets; I'I noa

Startup D= I
Window Clazses: IKE-"-"-!KTIEHt
Child Cr: |1 9177354
‘wihindow Title: I

[ Use &dvanced Enter Method

0k I Cancel

¢ Emulator Path
The path to the keavt .exe file. This path must follow the 8.3 filename format (for example,
c:\Progra~1\ instead of c: \Program Files\).
¢ Host Name
The session file of the host that you want to connect to.
¢ Output IDs
120
¢ Output Offsets
1000
+ Window Classes
KEA! KTtext
¢ Child ID
19177352

Application Definition

WaitForText "ogin:"
Type S$Username

Type QE

WaitForText "assword:"
Type S$Password

Type QE
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2.6 Attachmate Personal Client

This section shows the specific configuration required for Attachmate Personal Edition to work with
SecureLogin. These settings are required for the application definition and communication to work.

1 Define a session.

You typically use a wizard to do this. The wizard defines the terminal type and the Host address
that will be contacted.
2 Save the session as a session file, in this case Sessionl.

3 Within the live Attachmate session, select Options > Global Preferences.

J Session1 - myEXTRA! Enterprise
Fie Edit View Tools Session Eelmiepad Help

aEEEERE = AP

Session Type...

Global Preferences...

Security...

The Advanced Tab displays a list of the HLLAPI short names.

General Advanced l Filez/Directories ] Global language settings | Centralized Manage 4 | ¥

HLLAP| Shortname

Short
name Session document

B
C
D
E e
Browse...
HLLAF! Shortname Associations [~ HLLAPI Transport Type
" Shared among all users ™ Standard Transport
{* Unique to each user + Enhanced Transport
Keyboard Type
| Standard 101-Key or Microsoft Natural Keyboard |

ok | Cancel | ; ‘ Help

Link the session identifier A with the active session in the emulator. This tells the HLLAPI to
insert any commands into the correct session identifier.

Emulator Settings 21



4 Using Browse, identify the session correctly as the current running session, in this case
Sessionl again.

Loak in: |[I:_=','Sessinns _'j e IC:F Ed-

gnsqun Demo Session. edp
gMainﬁame Demo Session.edp

g UNIX Demo Session.edp

File name:  |Session1.EDP Open

Files of type: ]Sessinns {"edp:".epp) _.'_j ﬂ___..l

5 Verify the session document by using the Advanced tab within Global Preferences.

Global Preferences

General Advanced lﬁlesf’Direc:tories Global language settings | Centralized Manage 4 | *
~HLLAPI Shortname -

Short
name Session document
A Ch\Documents and Settings\DGuest\My Documents /RS
B =
C
L M
& =
Browse... Bemove
~ HLLAP| Shortname Associations — HLLAPI Transport Type
" Shared among all users " Standard Transport
i |nique to each user {+ Enhanced Transport
Keyboard Type £
| Standard 101-Key or Microsoft Natural Keyboard |

ok | Cancel ] ol ] Help

After you save this session file, the Secure Login TLAUNCH system is able to interact with the
emulator correctly.
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HLLAPI Configuration

HLLAPI Emulator Configuration E=

Emulator Path: Iu::\F'n:ugram Files\EIPChextra. ene

b

Home Directory: Iu::\F'n:ugram Files\EIPC

HLLAPI DLL: Ic:'\F'mgram Files\EIPChehllapiad di |

HLLAP! Function: IHLL.t’-'«F'I

]

T

Session Files: [|BM1.EDP Add

Delete |

] I Cancel I

+ Emulator Path

The path to the extra.exe file.
¢ Home Directory
The home directory of the emulator.
+ HLLAPIDLL
The path to the ehlapi32.d11 file.
+ HLLAPI Function
HLLAPI
+ Session Files

The path to the session file that you want to use.

Application Definition

WaitForText "ogin:"
Type S$Username

Type QE

WaitForText "assword:"
Type S$Password

Type QE
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2.7 CRTv34

Advanced Generic Configuration

Advanced Generic Emulator Configuration E3

Emulatar Path: Ic:\EHT\clt.eHe B’“l
Haost Mame: |192.1sa.13c|.222

Dutput D& I\-"-"-|l+E.a‘-"-\|t+E.l:

Input 1D I

Output Offsets; I

Startup D= I

window Clazzes: IVan Dylke Technologies - CRT
Child I10: |
Wiindow Title: I

[ Use &dvanced Enter Method

0k I Cancel

+ Emulator Path

The path to the crt . exe file.
¢ Host Name

The IP address of the host that you want to connect to.
¢ Output IDs

\Altt+e,a,\Altt+e,c
+ Window Classes

Van Dylke Technologies - CRT.

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE
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2.8 DynaComm

Generic Configuration

Generic Emulator Configuration E

E mulatar Path: ICZ"\DEBE?D"\dE32?D.BHE = |

Host Mame: I

Dutput IDs: |532,528

It 1D |529

wwindow Title: |D ynaComm/Elite - [SCR1]

[ Use &dvanced Enter Method
¥ Emulatar iz 16 Bit

"WindClass: IDE32?’EI_FF|.-’-‘-.M El

Cancel |

+ Emulator Path

The path to the de3270. exe file.
¢ Output IDs

532,528
¢ Input IDs

529
+ Window Title

The title that the emulator window displays when the emulator is launched and connected to the
host.

¢ Emulator is 16 Bit
Checked

¢+ WndClass
DE3270 FRAME

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE

Emulator Settings 25



2.9 GLink v6.2

Advanced Generic Configuration

Advanced Generic Emulator Configuration E3

Emulator Path: |c:hghwin'alexe =
Hast Mame: I-h 192.168.130.222
Cutput 1D |1 13
Input 1D IW2

Output Offsets: |4UUBDDD

Startup D= I
Window Classes: IGUNKEI
Child ID: |

‘wihindow Title: I

[ Use &dvanced Enter Method

0k I Cancel

+ Emulator Path

The path to the g1 . exe file.
¢ Host Name

The IP address of the host that you want to connect to. Type -h in front of the address.
¢ Output IDs

133
¢ Input IDs

172
¢ Output Offsets

400,8000
+ Window Classes

GLINKC

Application Definition

WaitForText "ogin:"
Type S$Username

Type QE

WaitForText "assword:"
Type S$Password

Type QE
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2.10 HBO Star Navigator v2.7
Advanced Generic Configuration

Advanced Generic Emulator Configuration E3

Ermulatar Path: Ic:\hbu\.hhac\.hhawem.eﬁe EI
Host Mame: ISESSiDrﬂ
Dutput D& |311
Input 1D I312

Output Offsets: |5UU,4EIEIEI

Startup D= I
Window Clazses: |M|D|EL|ENT

Child ID: |

‘wihindow Title: I

[ Use &dvanced Enter Method

0k I Cancel

+ Emulator Path

The path to the hbowem. exe file.
¢ Host Name

The session file of the host that you want to connect to.
¢ Output IDs

311
¢ Input IDs

312
¢ Output Offsets

500,4000
¢ Window Classes

MIDICLIENT

Application Definition

WaitForText "ogin:"
Type S$Username

Type QE

WaitForText "assword:"
Type S$Password

Type QE
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2.11 Host Access v7.2
Advanced Generic Configuration

Advanced Generic Emulator Configuration E3

Ernulator Path: Imgra”‘l MHOSTACCESSShost3Zene . 2 |

Hazt M ame: Itest&e&siun

Output 1D |55EI1 3

Input 1D |55E'15

Output Offsets; I

Startup D= I
Window Classes: I
Child I10: |

Window Title: Ikest&e&siun:evaluation ends in 30 day

[ Use &dvanced Enter Method

0k I Cancel

¢ Emulator Path
The path to the host32.exe file. The path must follow the 8.3 filename format (for
example, c: \Progra~1\ instead of c: \Program Files\).
¢ Host Name
The name of the session file that you want to use.
¢ Output IDs
55013
¢ Input IDs
55015
+ Window Title

The title of the emulator window.

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type S$Password

Type QE
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2.12 IBM Personal Client

HLLAPI Configuration

HLLAPI Emulator Configuration

Emulator Path: IFiIes\.F'ersnnaI Communicationz\poswe. e

Home Directory: IF'n:ugram Filez"Perzonal Communications

ool

HLLAPI DLL: Is'\F'ersonaI Communicationstposhll 32, dl

HLLAP! Function: IHmel

Session Files: |"'c:\Program FileskPersonal Communicat Add

H

Delete

0K Cancel I

+ Emulator Path

The path to the pcsws . exe file.
¢ Home Directory
The home directory of the emulator.
+ HLLAPIDLL
The path to the pcsh1132.d11 file.
¢ HLLAPI Function
HLLAPI
¢ Session Files

The path to the session file that you want to use.

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE
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2.13 IDX Term v2.25

Advanced Generic Configuration

Advanced Generic Emulator Configuration E3

Ermulatar Path: Ic:\IDXT ermsidsterm. exe EI
HostName: |192.168.130.222
Cutput 1D |2|:|1
Input 1D |2':I2

Output Offsets: |4UUBDDD

Startup D= I
Window Clagses: IIDXterm
Child I10: |

‘window Title: ||D><terml

[ Use &dvanced Enter Method

0k I Cancel

+ Emulator Path

The path to the idxterm. exe file.
¢ Host Name

The IP address of the host that you want to connect to.
¢ Output IDs

201
¢ Input IDs

202
¢ Output Offsets

400,8000
+ Window Classes

IDXterm
+ Window Title

IDXterm

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"

Type $Password
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Type QE

2.14 Inet 3270

Advanced Generic Configuration

Advanced Generic Emulator Configuration Ed

Emulatar Path: Ic:\Winnet\inetBE?D.EHe E,’“ |
Hast Mame; |1E|2.188.13EI.222

Output 1D |3321 3

Imput 1D I3321 4
Dutput Offzets: |1 0000,10000

Startup [Ds; I
Wwindow Clazses: I
Child 10: |

“Wirdow Title: ||32.'-"D -182.168.130.222. 23 Cannec!

[ Use Advanced Enter Methad

ok I Cancel

+ Host Name

The IP address of the host that you want to connect to.

¢ Output IDs
33213

¢ Input IDs
33214

¢ Output Offsets
10000,10000

¢ Window Classes
IDXterm

+ Window Title

The title that the emulator window displays when the emulator is launched and connected to the

host.

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Emulator Settings
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Type QE

2.15 Jolly Giant QWS3270 Plus v3.6

Advanced Generic Configuration

Advanced Generic Emulator Configuration Ed

Emulatar Path: Irngra"‘l MIWE 32T w32 0p ere . 20 |
Huost Mame: |1E|2.188.13EI.222

Output 1D I

Imput 1D I'I 035
Dutput Offzets: I?UUBUUU

Startup [Ds; I
window Clazses: I':!W532?Ef><

Child |0 |

"window Title: ||

[ Use Advanced Enter Methad

ok I Cancel

+ Emulator Path
The path to the qws3270p . exe file. The path must follow the 8.3 filename format (for
example, c: \Progra~1\ instead of c:\Program Files\).
¢ Host Name
The IP address of the host that you want to connect to.
¢ Input IDs
1035
¢ Output Offsets
700,8000
+ Window Classes
QWS3270X

Application Definition
Delay 2000

Type $Username
Type QEQE

Delay 1000

Type $Password
Type QEQE
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2.16 Lawsons

Advanced Generic Configuration

Advanced Generic Emulator Configuration E

E rulator Path:
Hozt Mame:
Output [Ds:

Input 1D

Output Offsets:
Startup D
Window Classes:
Child 1D

Window Title:

Iu:: SLawszonsuniviin. exe

|192.1 £2.130.222

|2nz

|2n3

|1nn

|11n

IG|D|JE||E|E|SS,T erminalClazs

|1nn

[ Use Advanced Enter Method

Ok, I Cancel

=3

+ Emulator Path

The path to the univwin.exe file.

+ Host Name

The IP address of the host that you want to connect to.

¢ Output IDs
202

¢ Input IDs
203

¢ Output Offsets

100
+ Startup IDs
110

+ Window Classes
GlobalClass, TerminalClass

¢ Child ID
100

Application Definition

WaitForText "ogin:"

Emulator Settings
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Type $Username

Type \N

WaitForText "assword"
Type S$Password

Type \N

2.17 Microsoft Windows 2000 Telnet

Advanced Generic Configuration

Advanced Generic Emulator Configuration E

E rilatar Path: Ic: SfinnthS petem32htelnet exe E."' |
Huost Mame: |1 92.168.130.222

Output 1D I"W'l

Input 1D I
Dutput Dffsets: IEDU,EUUU

Startup D I

window Clazses: IEDnsoIeWindDwEIass
Child ID: |
Wfindow Title: I

[T Use Advanced Enter bMethod

] I Cancel

+ Emulator Path

The path to the telnet.exe file.
+ Host Name
The name or IP address of the host that you want to connect to.
¢ Output IDs
\n
¢ Output Offsets
500,5000
+ Startup IDs
110
¢ Window Classes

ConsoleWindowClass
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Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE

2.18 Microsoft Windows XP Telnet

Advanced Generic Configuration

Advanced Generic Emulator Configuration Ed

E mulatar Path: Iu:: WfindowshSpstem32htelnet exe = |
Host Mame: |1 92.168.130.222

Output [Ds: I'V'I

Input D I
Dutput Offsets: |4UU,3UUU

Startup Dz I

Wwindow Clazses: IEDnsu:uIeWindu:qulass
Child ID: ||
“window Title: I

[ Use Advanced Enter Method

Ok, I Canice

+ Emulator Path

The path to the telnet .exe file.
¢ Host Name
The IP address, host name, or session file of the host that you want to connect to.
¢ Output IDs
\n
¢ Output Offsets
400,3000
+ Window Classes

ConsoleWindowClass
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Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE

2.19 MiniSoft WS92

Advanced Generic Configuration

Advanced Generic Emulator Configuration Ed

E rrulatar Pathe Iu:: SMiniS ofthian’S 92 me 9232 exe = |
Host Mame: I|EM-W92

Dutput D I"»f1'-.|t+e,a

Input D I
Dutput Offsets: |1|:":|E|,5|:||:|

Startup Dz I
Window Classes: IMSSEW'UESS

Chid1D: |

window Title: I

[ Use Advanced Enter Method

Ok, I Cancel

+ Emulator Path

The path to the ws 92 32.exe file.
¢ Host Name
The session file of the host that you want to connect to.
¢ Output IDs
\Alt+e,a
¢ Output Offsets
1000,500
+ Window Classes
MS92WClass
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Application Definition

WaitForText "ACF82003 ACF2, ENTER LOGON ID -"
Type $Username

Type \N

WaitForText "ACF82004 ACF2, ENTER PASSWORD -"
Type $Password

Type \N

WaitForText "HIT ENTER TO CONTINUE"

Type \N

2.20 Mocha W32 Telnet v4.1

Generic Configuration

Generic Emulator Configuration E3
E rnulator Path: Iu::'xM ochasoftymtelnet. exe = |

Hast Marme: |1 92 168.130.222

Dutput IDs: |329|JE:,5?535

Input 1D IE?ESF

Wwindow Title: |

[ Use &dvanced Enter Method
[~ Ermulatar iz 16 Bit

wwndClass; I

Cancel |

+ Emulator Path

The path to the mtelnet . exe file.
+ Host Name

The name or IP address of the host that you want to connect to.
¢ Output [Ds

32906,57634
¢ Input IDs

57637

Application Definition

WaitForText "ogin:"
Type $Username
Type QE
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WaitForText "assword:"
Type $Password
Type QE

2.21 NetTerm v4.2 32bit
Advanced Generic Configuration

Advanced Generic Emulator Configuration Ed

E mulatar Path: I:'\F'rugram Filez\Mettermnetterm. exe E,"'l
Host Mame: |1 92 168.130.222

Output [Ds: I'I'“:'E"I

Input D I-I-“:IEI2
Dutput Offsets: I?UU,BUUU

Startup Dz I

Window Clazses: INEtT emClass
Child 1D |
“window Title: I

[ Use Advanced Enter Method

Ok, I Cancel

+ Emulator Path

The path to the netterm. exe file.
+ Host Name
The name or IP address of the host that you want to connect to.
¢ Output IDs
11001
¢ Input IDs
11002
¢ Output Offsets
700,8000
+ Window Classes

NetTermClass

Application Definition

Type $Username
Type QE
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WaitforText "assword:"
Type $Password
Type QE

2.22 Passport TN 3270E v7.0

HLLAPI Configuration

HLLAPI Emulator Configuration

HLLAPI Function: [HLLAPI

seszion Files: | passport zws

=]
Ermulator Path: o “Program Files\Pazzporthpazspart. exe e
Home Directony: | \Program Files'Passport Fr
HLLAPI DLL: c:WProgram FileshPazsportspazshll.dil =
""" Add
Delete |
aE. Cancel |

+ Emulator Path

The path to the passport.exe file.
¢ Home Directory

The home directory of the emulator.
+ HLLAPIDLL

The path to the passh11.d11 file.
¢ HLLAPI Function

HLLAPI
¢ Session Files

The path to the session file that you want to use.

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE

Emulator Settings
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2.23 PowerTerm v6.34

WinHLLAPI Configuration

HLLAPI Emulator Configuration !El

Ermulatar Path: Iu::'\F'ru:ugram Files\Ericom SoftwaresPowe

Haome Directary: Iu::'xF'ru:ugram FilezhEricom Software\Powe

e

HLLAPR! DLL: Iu::'xF'ru:ugram FilezhEricom Software\Powe

HLLAP! Function: IWinH LLAF

Session Files: [C:\Program Files\Ericom S oftwarePow

Delete

_Deie |

k. Cancel |

+ Emulator Path

The path to the ptw32 . exe file.
¢ Home Directory
The home directory of the emulator.
+ HLLAPIDLL
The pathtothe h11lapi32.d11 file.
+ HLLAPI Function
WinHLLAPI
+ Session Files

The path to the session file that you want to use.

Application Definition

WaitForText "ogin:"
Type S$Username

Type QE

WaitForText "assword:"
Type S$Password

Type QE
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2.24 QVT Term v4.1

Generic Configuration

Generic Emulator Configuration |

Emulatar Path:  |Progra™1WOPCAOvMet Bintterm.exe [ |

Host Mame:  |192. 168,130,242

Output (D3 [2024

Input IDs:  |2024

Wfindaws Title:

[ Usze pdvanced Enter b ethod
[~ Emulatar iz 16 Bit

YWindClass: I

QE. Cancel |

+ Emulator Path

The path to the term. exe file.
+ Host Name

The name or IP address of the server that you want to connect to.
¢ Output IDs

2024
¢ Input IDs

2022

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE
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2.25 SDI TN3270 Plus

WinHLLAPI Configuration

HLLAPI Emulator Configuration !El

Ernulator Path: Iram Files\SOINTNIZ70PIus 3270 00 22 |

Haome Directary: Iu::'xF'ru:ugram FileshS 01N TH3270P st

b

HLLAPR! DLL: Igram FileshSDINTH 327 0P us whllapi. Il

HLLﬁPIFuncHDn:IyﬁnHLLgp|

Session Files: [132 158,130,222

Daﬂel

k. Cancel |

+ Emulator Path

The path to the tn3270. exe file.
¢ Home Directory

The home directory of the emulator.
+ HLLAPIDLL

The path to the WHLLAPI.DLL file.
+ HLLAPI Function

WinHLLAPI
+ Session Files

The IP address of the host that you want to connect to.

Application Definition

WaitForText "ogin:"
Type S$Username

Type QE

WaitForText "assword:"
Type S$Password

Type QE
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2.26 SmarTerm v10 for Digital VT

Advanced Generic Configuration

Advanced Generic Emulator Configuration E

E mulatar Path: Iu::'\F'ru:ugra"'I YSteszenstoffice. exe = |

Hozt M ame: Itestsessinn

Output [Ds: IE?‘334
|5?53?

Input 1D
Dutput Dffsets: |1 300,3000

Startup D I
Window Clazses: I
Child 1D |

Window Title: ISmarTerm - [testzession]

[ Use Advanced Enter Method

Ok, I Cancel |

+ Emulator Path
The path to the stoffice.exe file. This path must follow the 8.3 filename format (for
example, c: \Progra~1\ instead of c: \Program Files\).
+ Host Name
The session file of the host that you want to connect to.
¢ Output IDs
57634
¢ Input IDs
57637
¢ Output Offsets
1300,9000
+ Window Title

SmarTerm - [session name]

Application Definition

Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE
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2.27 Tandem 6530
Generic Configuration

Generic Emulator Configuration E

E mulatar Path: Ic:\EtthEHctthE.e:-ce = |

Host Mame: IGHEHWSEHSESQDHLCH

Dutput IDs: |299,1 21

Input |Dis: |122

wfindow Title: IETTKHﬁndDWSSE-[EAETTMMBEHS

[ Use &dvanced Enter Method
[~ Emulatar iz 16 Bit

WidClass: I

Cancel |

+ Emulator Path

The path to the cttw32. exe.
¢ Host Name
The session file of the host that you want to connect to.
¢ Output IDs
299,121
¢ Input IDs
122
+ Window Title

The title that the emulator window displays when the emulator is launched and connected to the
host.

Application Definition

WaitForText "ogin:"
Type S$Username

Type \N

WaitForText "assword:"
Type S$Password

Type \N
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2.28 TinyTerm v2.0.7

Advanced Generic Configuration

Advanced Generic Emulator Configuration E

Emulator Path
Hozt Mame:
Output [Ds:

Input 1D

Output Offsets:
Startup D
Window Classes:
Child 1D
Window Title:

Iu::'\TinyT ermnttt, exe

ISessiDrﬂ

I"-.t'l'xlt+e,c:

|5m?nnn

||:5_Mﬁ|N_|:mss

[ Use Advanced Enter Method

Ok, I Canice

=3

+ Emulator Path

The path to the wtt . exe file.

+ Host Name

The name of the emulator session that you want to connect to.

¢ Output IDs
\Alt+e,c

¢ Output Offsets

500,7000

+ Window Class

CS_MAIN_CLASS

Application Definition

WaitForText "ogin"

Type $Username

Type \N

WaitForText "assword"

Type S$Password

Type \N
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2.29 TinyTerm 4.21

Advanced Generic Configuration

Advanced Generic Emulator Configuration E

E rmulatar Pathe: IF'ru:ugra”'I'\Eentur_l,l\Tin_l,lTEFlM'\tt.e:-ce E."'l

Host Name: ItESt.tpH

Output [Ds: I?D22

Input 1D I?EI23

Dutput Dffsets: |5|:||11 200

Startup D I

\window Classes:  |centairiafindow]

|
Child 10 |
|

Wfindow Title:

[ Use Advanced Enter Method

Ok, I Cancel

¢ Emulator Path
The path to the tt . exe file. This path must follow the 8.3 filename format (for example,
c:\Progra~1\ instead of c:\Program Files\).
+ Host Name
The session file of the host that you want to connect to.
¢ Output IDs
7022
¢ Input IDs
7023
¢ Output Offsets
500,12000
+ Window Classes

cenMainWindow

Application Definition

WaitForText "ogin"
Type S$Username

Type QE

WaitForText "assword"
Type S$Password
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Type QE

2.30 ViewNow v8.0

WinHLLAPI Configuration

HLLAPI Emulator Configuration

Emulatar Path: Iru:ugram Filez\appz E mulatorshnterm. exe

Haome Directary: Iu::'xF'ru:ugram Filez\iewh ow

HLLAFI DLL: Iwhllapi.dll

HLLﬁPIFuncHDn:IyﬁnHLLgp"

Sezzion Files: Ad

Delete

Y.

] I Cancel |

+ Emulator Path

The path to the nterm. exe file.
¢ Home Directory

The home directory of the emulator.
+ HLLAPIDLL

The path to the whllapi.dll file.
¢+ HLLAPI Function

WinHLLAPI

Application Definition

WaitForText "ogin:"
Type $Username

Type QE

WaitForText "assword:"
Type $Password

Type QE
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2.31 Walldata Rumba 2000 v6.0

WinHLLAPI Configuration

HLLAPI Emulator Configuration !El

Ermulatar Path: IIESRWaIIdata'\.ﬁ.S 400N umbawst. exe

Haome Directary: Iu::'xF'ru:ugram Filesti/ alldatahas 400,

e

HLLAPR! DLL: Iiles&WaIIdataHSYSTEMHWHLL&F'I.DLL

HLLﬁPIFuncHDn:IyﬁnHLLgp|

Seszion Files: [ c:\Progra™1 4w alldata\a 5 4008Demose: 2

i Delete

k. Cancel |

+ Emulator Path

The path to the rumbawsf . exe file.
¢ Home Directory

The home directory of the emulator.
+ HLLAPIDLL

The path to the WHLLAPTI . DLL file.
+ HLLAPI Function

WinHLLAPI
+ Session Files

The path to the session file you want to use.

Application Definition

WaitForText "ogin:"
Type S$Username

Type QE

WaitForText "assword:"
Type S$Password

Type QE
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2.32 WinComm 2000 v5.2
Advanced Generic Configuration

Advanced Generic Emulator Configuration E

E mulatar Path: Iu::'\F'ru:ugra"'I Wefincomb2hwch2 exe = |

Hozt Mame: IlHS

Dutput D I"-"l"-“_E,C

Input 1D I
Dutput Dffsets: |5DD,?5EID

Startup D I

Window Classes: Itwmair‘
Child 1D |
“window Title: I

[ Use Advanced Enter Method

Ok, I Canice

+ Emulator Path

The path to the wc52 . exe file.
¢ Host Name
The name of the emulator session that you want to connect to.
¢ Output IDs
\Alt+e,c
¢ Output Offsets
500,7500
+ Window Classes

twmain

Application Definition

WaitForText "ogin"
Type $Username

Type QE

WaitForText "assword"
Type S$Password

Type QE
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2.33 Window Telnet VT TE v3.10

Generic Configuration

Generic Emulator Configuration |

Emulator Path: oW n32apphT TLEW 32T 77N ﬁl

Host Mame:  |192. 168,130,242

Output (D3 (10431074

Input [Dg: 1010

Wfindaws Title:

[ Usze pdvanced Enter b ethod
[+ Emulatar iz 16 Bit

WwindClass: |T|WT|

QE. Cancel |

+ Emulator Path

The path to the emulator’s executable file.
+ Host Name

The IP address of the host that you want to connect to.
¢ Output IDs

1043,1074
¢ Output Offsets

1010
¢ Emulator is 16 Bit

Checked
¢+ WndClass

TNVT

Application Definition

WaitForText "ogin"
Type $Username

Type QE

WaitForText "assword"
Type $Password
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Type QE

2.34 WRQ Reflection v7.0 for Unix and Digital

Advanced Generic Configuration

Advanced Generic Emulator Configuration E

E mulatar Path: Iu::"sF'n:ugra”'I YR eflec™1 vidwin.exe = |

Hoszt Mame: Isesﬂun1J2w

Output IDs: I"-.t'-‘-.lt+e,a,"-.-'1'-.|t+e,|:

Input Drs: I

Output Offzets: I

Startup (D= I

Window Claszes: pzvﬁndaw
Child ID: |
Wfindowe Title: I

[ Use Advanced Enter Methad

Ok I Cance

+ Emulator Path
The path to the r2win. exe file. This path must follow the 8.3 filename format (for example,
c:\Progra~1\ instead of c:\Program Files\).
+ Host Name
The session file of the host that you want to connect to.
¢ Output IDs
\Alt+e,a,\Alt+e,c
+ Window Classes
r2Window

Application Definition

Delay 1000
WaitForText "ogin"
Type $Username

Type \N

WaitForText "assword"
Type $Password

Type \N
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Single Sign-On for Hummingbird
HostExplorer 7

This section can help you enable Hummingbird HostExplorer* 7 for single sign-on through Novell®
SecureLogin.

Hummingbird HostExplorer 7 is not a standard Terminal Launcher configuration. It does not use
Terminal Launcher at all. This example uses internal macro capabilities of the HostExplorer to
trigger SecureLogin actions.

3.1 Setting Up Hummingbird HostExplorer 7

This section provides information on the following:

*

*

Section 3.1.1, “Creating the Emulator Macro Script,” on page 53

Section 3.1.2, “Configuring Hummingbird HostExplorer for Usernames,” on page 55
Section 3.1.3, “Configuring Hummingbird HostExplorer for Passwords,” on page 57
Section 3.1.4, “Configuring the Emulator Session,” on page 59

Section 3.1.5, “Creating a SecureLogin Application Definition,” on page 61

Section 3.1.6, “Enabling Hummingbird HostExplorer for Single Sign-On,” on page 64
Section 3.1.7, “Testing the Configuration,” on page 65

3.1.1 Creating the Emulator Macro Script

1

Create and configure a session in the emulator for your environment, then open the session.

HostExplorer”

HostExplorer for Win32

Yersion: 7.1.0.0

System Info...
www hummingbird.com

10n expires in 37 days Hummingbird

=2001 Hummingbird Led, all Rights Reserved,

Single Sign-On for Hummingbird HostExplorer 7
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2 Click Tools > Quick Script > Edit.

E= 1 - session (192.168.130.222)

File Edit Transfer Fonts Ophions | Tools  Wiew  window  Help

axE

3 Double-click Untitled: Description of Quick Script.

€ Untitled - HostExplorer Quick Script Editor

File Edit Commands Wiew Help

DeHcz| i8R
[CIF a2 & G if W] Bl 5 ad

‘Untitled: Description of Quick Script

4 Specify a filename and description for the Quick Script, then click OK.

Ensure that the filename is only one word (no spaces).

Quick Script Description ﬂ

File name: ILDEIin

Description: IScript for automatic: login

Cancel Help
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3.1.2 Configuring Hummingbird HostExplorer for Usernames

1 In the Login dialog box, click Commands > Wait For Text.

& Login - HostExplorer Quidk Script Editor ;IEIEI
File Edt Comrzncds Wiew Help

W IEEEE LI

FF G A F i IR a2 S| HhGM| t ¥

Login: Script For automatic login

Raady I_ IW o

2 Configure the Wait For Text dialog box for username prompts, then click OK.

Wait For Text x|

Tewk: ||C'Eliﬁ1

— Position — O ptionz

¥ Anwwhere Timeaut [secs); |5
R |1 Settle Time [zecz): IEI
Calumr |1 W w/ait far input

[T Case sensitive

IF found,

IF':::p Lp @ meszage j Froperties |
Otherwize,

IF'n:lp Up a messagqe j

] Cancel | Help

¢ In the Text field, specify the text that the server displays when it prompts for a username.
¢ Check the Anywhere check box.
* Specify a timeout period.

We recommend a setting of five seconds.
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¢ From the If Found drop-down list, select Pop Up a Message.
¢ From the Otherwise drop-down list, select Pop Up a Message.

+ In the If Found pane, click Properties, configure the Popup Message Box window, then
click OK.

Popup Message Box il

Title: ILlsername

Meszzage: I |lzemame

Cancel Help

+ Specify the username in the Title field.
+ Specify the username in the Message field.

¢ In the Otherwise pane, click Properties, configure the error box, then click OK.

Popup Message Box El

Title: |EHHDH

Meszage: INetwnrk connection problems

] I Cancel Help

This is the message that is displayed if the prompt text is not found within the set timeout
period.

¢ In the Title field, specify a title for the error dialog box.

+ Specify a message in the Message text box.
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3.1.3 Configuring Hummingbird HostExplorer for Passwords

1 In the Login dialog box, click Commands > Wait For Text.

€/ Login - HostExplorer Quick Script Editor i ] (4

Eile Edit Commands Yiew Help
DM sB2R SR 2
FAQP S aiti gl a4 -S| LeE + ¥

Login: Script for automatic login
Wait For beock: 5, 0, 1, 1, login:, 1,0, 1
Pop up a message: Username, Username
Pop up a message: ERROR, Network connection problems

Ready l_ W i

2 Configure the Wait For Text dialog box for password prompts, then click OK.

Wait For Text x|

Teut IPas&word:

r Pogition———— ~ Options

v argphere Timeout [secs): |5
R |1 Settle Time [secs): IEI
il |-| [V Wit for input

[ Caze sensitive

IF found,
|7 |F'0p Up a message j i Properies

Othenwize,
|7| Fop up a message j Froperties |

0k, | Cancel | Help |

+ In the Text field, type the text that the server displays when it prompts for the password.
¢ Check the Anywhere check box.
+ Specify a timeout period.
We recommend a setting of five seconds.
¢ In the If Found pane, select Pop Up a Message from the drop-down list.
¢ In the Otherwise pane, select Pop Up a Message from the drop-down list.
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¢ In the If Found pane, click Properties, configure the Popup Message Box dialog box, then
click OK.

Popup Message Box x|

Title: IF'asswnrd

Meszage: IPaSSWDId

Qk I Cancel | Help |

¢ Specify Password as the title.
¢ Specify Password as the message.

¢ In the Otherwise pane, click Properties, configure the error box, then click OK.

ropup essage

Title: [ERROR

Message: IWang Pazsward

QK I Cancel | Help |

This is the message that is displayed if the prompt text is not found within the set timeout
period.

In the Title text box, specify a title for the error dialog box.
Specify a message in the Message text box.
3 At the Login dialog box, click File > Save As.

€ Login - HostExplorer Quick Script Editor - |EI|£|
File Edit Commands Yiew Help

DEE s |SR| 7
FFRP S i OB afldi 2 LM ¢+ 3

Login: Script for automatic login

= wait For kext: 5,0, 1, 1, login:, 1, 0, 1

Pop up a message: Username, Username

Pop up a message: ERROR, Metwork connection problems
501,1,Pa d:, 1,0, 1

Pop up a message: Password, Password

Pop up a message: ERROR, Wrong Passwiord

Ready [ [muer v
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4 Specify Login as the filename, click Save, then close the Quick Script editor.

savens 21 x|
Save_in:l@ DuickScript j - £ E-
File: name: ILogin
Save a3 type: IHostEprorer Quick Script Files [*.gsv] j Cancel |
4

The macro is now complete.

3.1.4 Configuring the Emulator Session

1 Click Options > Edit Session Profile.

|1 - session {Disconnected) =101
Ble Edit Iransfer Foprs | Opbiene Tools Gew Whdow  Hep
BXE =R AS b FoR R |3 2|

[ &PI SetHngs., .

T =vhoard Mapping. ..
s Quikekays...

2 (Conditional) Select not to use the SecureLogin wizard at this time.

If SecureLogin prompts you to run the SecureLogin wizard, check the Don t Prompt Me In the
Future check box, then click No.

x|
SecurelLogin haz detected a pazsword field.
w‘ Wwhould pou like tolaunch the wizard to configure
o thiz application far zingla sign-on?
Tes Mewer |

3 Expand the session in the Settings Groups panel.
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Click General in the Settings Groups panel, then click the Browse button next to the Auto Start
Quick-Key drop-down list.

Settings Groups: General | Hast | window Tite |
[=]-{ ) S
i Session Long Name
=0 ISess-‘I
indaw Titl
& Jindow THe Session Short Mame
[]--@ Terminal
#-[=8] Color I[None] j
(] Display Seszion Password
B-{] Editing [
-5 File Transfer
[-{=8] Security Upaon Disconnect from Host
{51 Output IKeep Session Window Open j
-5 Hotspots Auto Start Quick-Key/Quick Secript/Macro
v Sound
[T Matify (U pdate Alam)
[V Save Profile on Window Close
0K I Cancel | Help |

4 Browse to where you saved the Quick Script macro file, then click Open.

The default path is c: \Documents and Settings\All Users\Application
Data \Hummingbird\Connectivity
\7.10\HostEx\QuickScript\Login.gsv.

Browse Macro Files

2l x|

=] & @k E-

Look jn: I 3 Eb

) APDRAS_4 EBS
i) sPDMC3_1 EBS
i) spDvCs_2 EBS

L4l

Gl aponce_1 EBS
Glchpnz_13.2hs
Gl chpnz_40,2bs
G chpoz_45.ebs
G chpnz_g.ebs

G chpn3_10.ebs

Gychpns_t1.eb Lp One Level PG .EE
@ChpDS_lS.ebs Ebmzebs.e

Uy chp0s_3.ebs Uy Filelist ehs
bylchpos_4.ebs blpasTwoR
Gelcuprestees G sEnDRECY
BoDE. EBS Glvest.ebs
o

File name:

JARDXC4_1.EBS

Open

Files of type: I[H ummingbird B azic Files)]

[T
j Cancel |

i

Click OK, then close the emulator.

Open the session again.

You can use the shortcuts on the Start menu, then follow the prompts, or create a shortcut

directly to the session.

To create a shortcut directly to the session, use the following format:
"Path to hostex32.exe"

For example, type

-P Session name
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"C:\Progra~1\Hummingbird\hostex32.exe" -P Sessionl
The emulator connects and displays the following dialog box.

i3 1 - session (192.168.130.222) 10Ol =]

File Edit Transfer Fonts Options Tools  Wiew Window  Help

BXEERAAS SRR rrn|Xsd

Usernarne

1 [Sess1 192, 168,130,222 [ [ [ N

IMPORTANT: Don’t click OK.

3.1.5 Creating a SecureLogin Application Definition

1 Right-click the SecureLogin icon on the system tray, then click Add Applications.

Add Application
Manage Logins
Mew Login

Advanced » |

v Active
About ‘

Log Off User
Close |
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2 Click next until you reach the Select a Web Site or Application dialog box.

n - Add Application Wizard

Single sign-on enable an application
Mowvell

Secu reLogin SecureLogin provides Predefined Applications to single sign-on

enable many commercially available applications
() Eredefined Application

Select this option to choose & Predefined ﬁpphcaﬂonfor
Windows or web/Intemet applications H

Altematively, create an Application Definition to automate single
sign-on by selecting the relevant application option below

() Web/Intemet application
Select this option to single sign-on enable a web./Intemet
application

(%) Windows Application
Select this option to single sign-on enable a Windows
application

[ < Back ” Mext = l[ Cancel ][ Help

3 Select Windows Application, then click Next.
4 Drag the hand icon and drop it onto the title bar of the Username dialog box.

T -loix]

Fle Edi Transfer Fonts Options Tools Yiew ‘Window Help

JQXlﬁlA Ay G222 |R|nrru|xsd

] ¥ Securelogin - Add Application Wizard

Username
Single sign-on enable a Windows application login or

No.=il message box

LN INCT I |1 1 iord to cutomate response to Login/Change Fassward

dialogs and Incomect Password/Change Password Successiul
message boxes

Qeplay the application’s LoginChange Password ddlg or
2ge box before proceeding

[t [5ess-1 [192, 188,130,222

Dragthe Hand icon below to the tile bar of the window you wart
SecureLogn to respond to, then cick Next

[ <Bacde | Cancel | [ Hep
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5 In the Select Window Function dialog box, select Login Window from the drop-down list, then
click Next.

¥ Securelogin - Add Application Wizard

Novell

Securelogin,

Select window function

SecureLogin is able to automate different window functions. Select
one of the following, and then click Mext

| Login Window - |

This automates a standand Login window with up to three input

fields and a button

[ < Back ]L MNeod = J[ Cancel ][

Help

6 Select the login fields.

@ Securelogin - Add Application Wizard

SECUTELOQ"'I, you are trying to login to

l O Usemame:

b

Select the appropriate fields and enter credentials

Novell Erter required credentials in the fields of the application window

Drag each of the Hand icons to the comesponding fields in the
Login/Change Password window, then click Next

m] Password: ,{h_-r)
O Cptional: .{Er)
O 0K Button: {"l_‘r)
[ < Back “ Next> | [ Cancel ] [ Help ]

6a Drag the hand icons and drop them onto the Username, Password, and (if appropriate)

Optional fields.

6b Drag the hand icon for the OK Button and drop it onto the login button (for example OK,

Next, or Continue).

7 Click Next, confirm login details, then click Next again.

8 In the Name the Application Definition dialog box, specify a name, then click Finish.
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3.1.6 Enabling Hummingbird HostExplorer for Single Sign-On

1 Right-click the SecureLogin icon on the system tray, then click Manage Logins.
2 Select hostex32.exe from the My Logins list, then click Edit.

¥ Novell 550 - [userl |
File Help

E Novell SecureLogin,

=1 Applications Windows Applications |

[+ E Java

3 Terminal Emulator ‘g‘_l New ‘_l Delete
g web — —
= £3 Windows Application Type o

B Hummingbird Login Apoli Hummingbird Login Application Definiton  Windows _host32.exe
=-E3 My Logins
Preferences

-z} Password Policies

|~
|

[ ok [ caneel | [ ey |

3 Click Definition, then edit the application definition.

W Novell 550 - [ userl |
Eile Help

“: Novell SecurelLogin,

=] Applications Application - "Hummingbird Login Application Definition” |

B Java =
=3 Terminal Emulator | Details | Definition | Settings |

Eam e % place your application definition here
= Web

- [ Yahoo! Mail

1 google.com
. -3 Hotmail
=23 Windows
*- ] Hummingbird Login Appli
-0 My Logins
Preferences

|z} Password Policies

[

B
|
=

ok | [ cancel ] [ Aepy

Place the following application definition:

Dialog

Class #32770

Title "Username"
EndDialog

Click #2

Delay 50

Type -raw $Username
Type -raw \N
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Dialog

Class #32770

Title "Password"
EndDialog

Click #2

Delay 50

Type -raw S$Password
Type -raw \N

4 Click OK twice, then close SecureLogin.

3.1.7 Testing the Configuration

Enter your credentials o 5'
F Novell .
7 SecureLogin, N
Enter yaur sigr-on variables
Usemame: || ‘
0K I Cancel I

(Conditional) Respond to error messages.

1 Start the emulator session, specify your username, then click OK.

Depending on the values that you entered for the Timeouts in the emulator macro, the error

message might be displayed after you click OK.

If the error message is displayed, click OK to close the session, then restart the session. This
might happen twice. To avoid the problem, raise the timeout value in the Macro settings, or

enter the username and password more quickly.

Specify the password, then click OK.

Enter your credentials 5'

& NgéncureLcngin,_ N

Enter pour sigh-on variables

Password: || |

ok I Cancel I
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SecureLogin launches the emulator, enters your username and password, and logs you in to the
session.

i 1 - session {192.168.130.222) =[]

File Edit Transfer Fonts Options Tools Wiew indow Help

BRRAALS S22 0 e X2 M

=R

1 [Sess-1  [192.1es.130.222 | | [ TlE 4
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Single Sign-On for MS Windows
XP Telnet

This section helps you enable MS Windows* XP Telnet for single sign-on through Novell®
SecureLogin.

4.1 Creating a SecureLogin Application
Definition

1 Right-click the SecureLogin icon on the system tray, then click Manage Logins.

Add Application

Manage Logins

Mew Login
Advanced 4

v Active
About

Log Off User
Cloze

2 Click Applications > New.

W Novell 580 - [ userl |
File Help

£ Novell SecureLogin. N
B nooicetions | e |
3 Windows
8 My Logins 4}—' New
{3 Preferences -
|2 Password Policies Application Type 1d
GroupWise Messenger Login - Windows  NMCL32.exe
Movell GroupWise Client Windows GRPWISE.EXE
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3 Click New Application Definition, then specify the information in the text boxes.

New Application

v

(%) New Application Definition
Type |Ten'r|ina| Emulator v|
MName |I'v1icrosoft Windows XP Telnat |
[ ok ][ conce |

Specify a name in the Name text box.
Select Terminal Emulator from the Type drop-down list.
4 Click OK.
5 Click the Definition tab, then specify the following application definition:

W Novell 550 - [ userl |
File Help

‘% Novell SecurelLogin,

=1 Applications Application - "Microsoft Windows XP Telnet” |

J
£ Java | Details | Definition | Seftings |

=@ Terminal Emulator
5 term WaitForText"ogin:™
[ Microsoft Windows XP T Type &Uaername
3 web Type GE
3 Windows WeitForText "assword:"
8 My Logins Type $Password

Preferences Tyee GE
= Password Policies

[

3

[ ok [ cancel | [ e |

Parts of the SecureLogin application definition are case sensitive. Omitting the "L" in “login”
and the "P" in “password” allows the script to work regardless of whether the "L" and the "P"
are displayed in uppercase or lowercase type. The application definition waits for the text
"ogin". After the application definition detects the text "ogin", it enters the value of the variable
$Username.

6 Click OK twice, then close SecureLogin.

4.2 Putting Telnet in Quick-Edit Mode

For SecureLogin to work with Microsoft Windows XP Telnet, the Telnet program must be in Quick
Edit mode.

1 Start Microsoft Windows Telnet XP.
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2 Click the Telnet icon at the top of the Telnet window, then select Properties.

B Telnet 192,168.130.222

3 Check the Quick Edit Mode check box, then click OK.

S WINDOWS' System 324 telnet.exe” Properties EHE|

Options ; For i Layout | Colors |

-Cursor See—————— - Dlisplaw Options———
G| | # window

" Medium | W Fulls

i Large Uil > creen
-Commard Histay—————————— | Edil Dptions———
Buffer Sias: [50" = | ¢ QuikEditMeds
Murnber of Buffers: 34 E: W Inzert Mode

[~ Discad 0ld Duplicates ol

oK ] Cance
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4.3 Configuring Terminal Launcher

1 Run SecureLogin Terminal Launcher, then click Edit Available Emulators.

Securelogin Terminal Launcher [ [C1] %]

— Terminal &pplications
Login bo: Awailable applications:
Microzaft Windows 2P Telhet
< Add |
» Del |
Emulatar
Eicon Aviva j Edit Available Emulators
Yersion: 3.5.0.0
— Digplay Option Option
& Application Name [” Save Setings On Exit
" Application Description ™ Launch The Ermulator Only

Launch I

Create Shortcut | Close

2 Click New.

Available Emulators E3 |

Attachmate Extral

Chameleon Hostlink,

Eicaon Aviva

|IBM Perzonal Communications
TeraTermPra

WiallD ata Rumba

WHRE Reflection

Mew

Edit

Delete

Daone

i

3 Specify a name for the emulator, select Advanced Generic as the emulator type, then click OK.

Create a New Emulator E |

|Winu:|n:uws =P Telnet

E mulatar name

E mulatar type

ed Genernc

Cancel
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4 Configure the emulator:

Advanced Generic Emulator Configuration |

E mulator Path: Iu::'xwindows\systemﬂhtelnet.e:-:e = |
Huost Marne: |1 92168.130.222

Output [Ds: I"\n

|nput [Drs: I
Output Offsets: |4UU,3UUU

Startup D= I

Window Clazzes: IEDnSDIEWindDwEIaSS

Child I |
whindow Title: I

[T Use Advanced Enter Method

(1] I Cancel

¢ Emulator Path
This is the path to the telnet . exe file.
+ Host Name
This is the IP address, host name, or session file of the host that you want to connect to.
¢ Output IDs
\n
¢ Output Offsets
400,3000
+ Windows Classes
ConsoleWindowClass
5 Click OK, then click Done.
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4.4 Testing the Configuration

1 Double-click Windows XP Telnet in the Available Applications pane, select Windows XP
Telnet from the Emulator drop-down list, then click Launch.

Securelogin Terminal Launcher S IME EEE NE ES

— Terminal &pplications
Login to:

Microsoft Windows =P Telnet
< Add |
> Del |

Lvailable applications:

Emulator

j Edit &vailable Emulators

Eican Aviva
Wersion: 3.5.0.0

‘wallData Rurmba 2000 -
— |WwallData Fumba ‘web To Host
WinComm .
i Dwindow Telnet WT Option
™ Save Settings On Exit

™ Launch The Emulator Orly

‘W Reflection
T Application Description

Create Shorkcut | Launch I Close

2 Enter login data.
The first time that the application definition is run, SecureLogin prompts you to specify a

username and password, then click OK.
After you click OK, the emulator launches and you are logged in to the session.
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Single Sign-On for PCXWare

PCXWare is not a standard emulator configuration. It does not use Terminal Launcher at all. This
configuration relies on SecureLogin to detect when the emulator is launched and then send
information to it. Therefore, do not use WaitForText commands in the application definition.
Instead, use Delay commands.

5.1 Creating a SecurelLogin Application
Definition

1 Right-click the SecureLogin icon on the system tray, then click Manage Logins.

add Application

Manage Logins

Mew Login
Advanced »

W Active
About

Log Off User
Close

2 Click Applications > New.

W Novell 580 - [ userl |
Eile Help

£ Novell SecureLogin, N
Ex i Applications |
£ windows
5 My Logins 4}7' New
{53 Preferences -
[} Password Policies Application Type 1d
Group\Wise Messenger Login - Windows NMCL32.exe
Movell GroupWise Client Windows GRPWISE.EXE
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3 Click New Application Definition, then specify the information in the text boxes.

New Application le

) Predefined Application Definition

b
(*) New Application Definition
Type |Terrnina| Emulator w |
Name |mCd.e:r.e| |
[ ok [ cance |

Specify xncd. exe in the Name text box.
Select Windows from the Type drop-down list.
4 Click OK.
5 Click the Definition tab, then type the following script:

W Novell 550 - [ userl |

Eile Help
& Novell SecureLogin, N
= [ Applications Application - "xncd.exe” |
g Java Detais | Definition | Settings |
=3 Terminal Emulator ‘ Detallsl en ‘Semngs|
£ term Dialog
1 Microsoft Windows XP T Class "NCD-BCX-Server™
I xncd.exe Title "login shell™
3 web EndDialog
3 Windows
8 My Logins Delay 1000
Preferences Type fUsername
= Password Policies Type™\u”
Delay 1000
Type $Password
Type "\N"
b >
| | &) — —
ok ] [ cancel ] [ Aesy

The Delay commands are dependent on how long it takes PCXWare to load or connect to
your UNIX*/SUN* server. The parameter 1000 is equal to 1 second. You can increase or
decrease the number.

6 Click OK twice, then close SecureLogin.

5.2 Running the Emulator

The first time that the application definition is run, SecureLogin prompts you to specify a username
and password, then click OK.

After you click OK, the emulator launches and you are logged in to the session.
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Single Sign-On for SmarTerm for
IBM 3270

This section helps you enable the SmarTerm for IBM* 3270 emulator for single sign-on through
Novell® SecureLogin.

The configuration described in this section works only with SecureLogin v3.0.3 or later.

6.1 Creating a SecurelLogin Application
Definition
1 Right-click the SecureLogin icon on the system tray, then click Manage Logins.

Manage Logins
Mew Login

Advanced »

W Active
About

Log Off User
Cloze

2 Click Applications > New.

W Novell 550 - [ userl |
File Help

‘:; Novell SecurelLogin, N
E¥s ] Appiications Applications |
3 Windows
&8 My Logins &7 New
{3 preferences —
[} Password Policies Application Type 1d
Group\Wise Messenger Login  Windows NMCL32.exe
Movell Groupiise Client Windows GRPWISE.EXE
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3 Click New Application Definition, then specify information in the text boxes.

New Application @

Oln Aefii JAFrr h D efiniti

b

(%) New Application Definition
Type |Ten'r|ina| Emulator v|
Name |SmarTerrn |
[ ok [ conce |

Specify a name in the Name text boxes.
Select Terminal Emulator from the Type drop-down list.
4 Click OK.
5 Click the Definition tab, then specify the following application definition:

W Novell 550 - [ userl |
Eile Help

F, Novell SecurelLogin,

= Applications Application - "SmarTerm” |

Java — =
= % Terminal Emulator ‘ Deiailsl Dty ‘Seﬂings|
£ term WaitForText "IM33270™
& Microsaft Windows XP T Type "1"
1 xncd.exe SendKey \n
] smarTerm WaitForText "OGON ID -"
Ea Web SendKely \n
@ Windows WeitForText "PASSWORD -"
8 My Logins Type $Password
% Preferences SendKev ‘\n

[} Password Policies

[~

3

B
(2

[ ok ][ cancel | [ oo |

Parts of the SecureLogin scripting language are case sensitive. Omitting the "L" in “login” and
the "P" in “password” allows the application definition to work regardless of whether the "L"
and the "P" are displayed in uppercase or lowercase type. The application definition waits for
the text "ogin". The application definition detects the text "ogin", then enters the value of the
variable $Username.

6 Click OK twice, then close SecureLogin.
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6.2 Configuring Terminal Launcher

1 Run SecureLogin Terminal Launcher, then click Edit Available Emulators.

Securelogin Terminal Launcher [ [C1] %]

— Terminal &pplications

Login bo: Awailable applications:

< Addd SmarTem

» Del

i

Emulatar
Eicon Aviva j Edit Available Emulators
Werzsion: 3.5.0.0
— Digplay Option Option
& Application Name [” Save Setings On Exit
" Application Description ™ Launch The Ermulator Only

Create Shortcut | Launch I Close

2 Click New.

Available Emulators

Attachmate Eutral
Chameleon Hostlink,
Eicon Aviva

|IEM Personal Communications Edi
TeraT ermPro
wallD ata Fumba Delete

WHO Reflection

Done

il

3 Specify a name for the emulator, select Advanced Generic as the emulator type, then click OK.

Create a New Emulator E

Erulator name |SmarTerm

Emulator type Generic

0K I Cancel
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4 Configure the emulator:

Advanced Generic Emulator Configuration [ x|

Ermulatar Path:

Ic:: “Progra~1hStesserd STOFFICE e (22 |

Host Mame: Itestlsession
Output 1Ds: |5?E34
Input 103 |5?53?
Output ffsets: [1300.3000
Startup D I

weindow Clazzes: I
Child ID: |
wfindow Tithe:

ISmarTerm - [testeezzion]

[ Use Advanced Erter Methad

]

Cancel

+ Emulator Path

This is the path to the stoffice.exe file. This path must follow the 8.3 filename format (for
example, c: \Progra~1\ instead of c:\Program Files\).

¢ Host Name
This is the session file of the host that you want to connect to.
¢ Output IDs
57634
¢ Input IDs
57637
¢ Output Offsets
1300,9000
+ Windows Title
SmarTerm - [session name]
5 Click OK, then click Done.

6.3 Configure the Emulator Settings

1 Start the emulator.
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2 Select Properties > Emulation.

I
15 | Properfies  Connaction Wnoow  He

Fil= Transher Probocal....

&l sescon optors ..
Global Qpgens...

Lenouzge, ..

Res=t Terminal

3 Inthe Function, Alt and Ctrl Keys Act As pane, select the Windows Keys option.

[EM 2270 Envulation Properties [ 7 <]
Dizploy | Teming  Ferboard I Tobe | Faree | Coloes | Frircer |

Salact the PC keyboard funclions tor thiz session

Opto Funchon, &F end Chil keps act as

¥ & © Teming heps
¥ Buorese ® Wirdows heys

[ Ahaaws suio-sin gurso
¥ Enzble lvpe-dhead
[T Mureiz Field Ovainids

4 Click OK, then close the emulator.
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6.4 Testing the Configuration

1 Double-click SmarTerm in the Available Applications pane, select SmarTerm from the
Emulator drop-down list, then click Launch.

Securelogin Terminal Launcher HMEEEE M Xj

— Terminal &pplication
Login to: Hvailable applications:
< Add | SmarTerm
» Del |
Ernulator
Eicon Aviva j Edit &vailable Emulatars
QWS3270 Plus a —
L oD Trern Yergion: 3.5.0.0
SmarT erm _
D TeraT ermPro i Optian:
Tiny Term . )
Vil o - [~ Save Seftings On Exit
T Application Description [~ Launch The Emulatar Only
Create Shortout | Launch I Cloze

2 Enter login data.

The first time that the application definition is run, SecureLogin prompts you to specify a
username and password, then click OK.

After you click OK, the emulator launches and you are logged in to the session.
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Single Sign-On for WRQ
Reflection v10

This section helps you enable WRQ Reflection® v10 for single sign-on through Novell®
SecureLogin.

7.1 Creating a SecureLogin Application
Definition
1 Right-click the SecureLogin icon on the system tray, then click Manage Logins.

Manage Logins
Mew Login

Advanced ¥

w Active
About

Log Off User
Close

2 Click Applications > New.

W Novell 580 - [ userl |
File Help

B

£ Novell SecureLogin, N
B nooicetions | e |
- Windows
8 My Logins 4}—' New
{23 Preferences -
{5} Password Policies Application Type 1d
GroupWise Messenger Login - Windows NMCL32.exe
Movell GroupWise Client Windows GRPWISE.EXE
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3 Select New Application Definition, then specify the information in the text boxes.

New Application

) Predefined Application Definition

(*) New Application Definition
Type |Terrnina| Emulator w |

Name |Reﬂecti0ns 10 |

Specify a name in the Name text box.
Select Terminal Emulator from the Type drop-down list.
4 Click OK.
5 Click the Definition tab, then type the following application:

W Novell 550 - [ userl]

Eile Help
£ Novell SecureLogin, N
=] Applications Application - "Reflections 10" |
g Java Detais | Defirition | Seffings |
=3 Terminal Emulator ‘ Detallsl en ‘Semngs|
B term WaitForTest "OGON"
1 Microsoft Windows XP T Type $Lpp
[ xncd.exe Type @E
1 smarTerm
] Reflection 10 WaitForText "OGON™
I Reflections 10 Type $Username
3 web Type BE
£3 Windows
My Logins han:FErIaxt ASSWORLDY
{53 Preferences ;[pe EEESSYEri : L das h
E!" Password Policies ype 4 place your application definition here
< b
L) [ | e —
ok ) [ cancel ] [ Aesy

Parts of the SecureLogin application definition are case sensitive. Omitting the "L" in “login”
and the "P" in “password” allows the application definition to work regardless of whether the
"L" and the "P" are displayed in uppercase or lowercase type. The application definition waits
for the text "ogin". The application definition detects the text "ogin", then enters the value of

the variable $Username.

6 Click OK twice, then close SecureLogin.
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7.2 Creating and Configuring a Reflection 10

Session File

The session file that you use must be configured to use a HLLAPI short name, so that SecureLogin
can hook into Reflection using HLLAPI.

1 Open Reflection and either create a new session or open the existing one that you want to use

with SecureLogin.

2 (Conditional) If the session has not been configured to connect to your host, do this now.

2a Select Setup, then select Terminal.

2b In the HLLAPI Names pane, specify a letter in the Short text box.

3270 Terminal Setup HER

~ Curzor ~ Dieplap

Shaps Elink rate Blnk. rate

IFuII Block j IW’indcws Systemj IMedum j

Ruler type

— Ch ter translati
ICrDsshair "'I I Ruler wisible =L
Mational character sel

r Giaphics cursor IUS Ermglish [0177] ﬂ

Cursar shaps Croszhair color

= = LCounty Extended
Eross J IG”":” J [Graphics Code

~ kevboard

Type

INormaI 'I ¥ Typeahead
—HLLAPI name

Short: F Lang:
Ok, I Cancel Help
Specify any letter.
2c Click OK.

2d Save the session in the c: \Program Files\Reflection folder.

Remember the filename of the session.
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7.3 Configuring Terminal Launcher

1 Run Terminal Launcher, then click Edit Available Emulators.

Securelogin Terminal Launcher

= B3

— Terminal &pplications
Login bo:

Emulatar

< &dd |
» Del |

Eicon &viva

Awailable applications:

Reflection 10

Edit Available Emulators
Yersion: 3.5.0.0

— Digplay Option
& Application Mame
" Application Description

Option
[~ Save Settings On Exit
[~ Launch The Emulator Only

Create Shortcut | Launch I Close
2 Click New.
Available Emulators |

Attachmate Ewtral
Chameleon Hostlink,
Eizon Aviva

TeraT emPro

I e

Edit

Delete

Daone

s

3 Specify a name for the emulator, select HLLAPI as the emulator type, then click OK.

Create a New Emulator E |

[Reflection 10

E mulatar name

Emulatar type = -

o |

Cancel |
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4 Configure the emulator:

HLLAPI Emulator Configuration E3 |

Ernulator Path: Iu::'xF'ru:ugram Filez\F eflection’ P Swin. exe

Harne Directory: Iu::'\F'n:ugram Filez\Feflection,

el

HLLAFI DLL: Iu::'xF'n:ngram Files'R eflectionHllapi32. di

HLLAPI Funchion: Ihllapi

Seszion Files: | zession.rsf

Delete

(] Cancel |

+ Emulator Path
The path to the r8win.exe file.
¢ Host Name
The folder that you want Reflection to operate from.
+ HLLAPILDLL
The path to the HLLAPI 32 . DLL file.
¢ HLLAPI Function
hllapi
+ Session Files
The name of the session file that you want to use.
5 Click OK, then click Done.

7.4 Creating a Desktop Shortcut for the Emulator

Create a new shortcut on the desktop to the following path:

C:\Program Files\Novell\SecureLogin\TLaunch.exe /auto /h{Short name
letter} /eReflection 10 /pReflection 10

7.5 Testing the Configuration

The first time that the script is run, SecureLogin prompts you to type a username and password, then
click OK.

After you click OK, the emulator launches and you are logged in to the session.
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Single Sign-On for Reflections 2

This section provides information on the following:

*

*

*

*

“Before You Begin” on page 87

“Saving the Reflections Session” on page 87

“Creating the SecureLogin Enabling Application Definition” on page 88
“Configuring the Application Shortcut” on page 88

8.1 Before You Begin

1

Create a terminal emulation session file.

Before enabling any terminal emulator for SecureLogin, you need to create a session file in the
terminal emulator. The file must include all the required settings for deployment to end users.

SecureLogin executes this session file when it launches the emulator. Any modifications to the
session must be saved to this file. The session file can be saved locally or on the server. You can
configure SecureLogin to access the file in the specified location.

Copy the sso. rbs file.

Reflections for Windows 2 version 5.2 requires the sso. rbs file. Save this file to the
Reflection 2 installation directory (for example, c : \rwin). This file is specific to this version
of Reflections. It is not required for other emulators.

You can request this file from Novell Technical Services.

8.2 Saving the Reflections Session

H WODN =

Start Reflections for Windows 2 version 5.2.
Connect to the required host.

Modify the terminal emulator settings as required.
Save the session.

For example, save the session as sso . r2w. The default is the application's installation
directory.

Select Disconnect from the Connection menu.

The session file remains loaded but you have disconnected from the host.

6 Select Connection Setup from the Connection menu.

Click Connect Script, then browse to and select the sso. rbs file.

8 Click OK.

To save the changes to the session file:

1
2

Select Save [session name] from the File menu (for example, sso . r2w).

Quit Reflections for Windows.

Single Sign-On for Reflections 2
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8.3 Creating the SecurelLogin Enabling
Application Definition

1
2
3
4

(3,

N O

Double-click the SecureLogin icon on the system tray.

Select Applications, then click New > New Application Definition.
In the Name field, specify ntvdm. exe.

In the Description field, specify a name for the application enabler.
For example, specify Reflections for Windows.

From the Type drop-down list, select Windows.

For most terminal emulators, you would select Terminal Emulator.
Click OK.

Select Definition, then specify the following:
## Username dialog
Dialog
Class "#32770"
Title "Reflection 2 - Username"
EndDialog
SetPrompt "Username:"
Type $Username #101
Type "\N"
SetPrompt "Enter the following single sign-on variables."
## Password Dialog
Dialog
Class "#32770"
Title "Reflection 2 - Password"
EndDialog
SetPrompt "Password:"
Type S$Password #101
Type "\N"
SetPrompt "Enter the following single sign-on variables."

Ensure that the Enabled check box is checked.

9 Save the enabled application by clicking OK.

10

The application enabler now displays in the Application list.
Save the data and close the SecureLogin interface by clicking OK.

8.4 Configuring the Application Shortcut

1
2

3
4

Right-click on the desktop, then select New > Shortcut.

Type the file path to the Reflections executable and session.

For example, type c: \rwin\sso.r2w.

Click Next.

In the Type a Name for This Shortcut text box, specify a name, then click Finish.
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8.5 Initially Logging In to Reflections 2 for
Windows

1 Start Reflections by double-clicking the Reflections shortcut icon.
2 In the Username text box, specify your username, then click OK.
3 In the Password text box, specify your password, then click OK.

The Reflection 2 - Password dialog displays a second time so that you can re-enter your
password to enable single sign-on.

4 1In the Password text box, specify your password, then click OK.

Reflections for Windows 2 version 5.2 is now enabled for single sign-on.
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Error Codes: Terminal Launcher

This section contains error codes for Terminal Launcher.

For a full list of SecureLogin error codes, see “Error Codes” in the SecureLogin 6.0 SP1
Administration Guide.

A.1 Error Codes with Tips

-102 BROKER_NO_SUCH_ENTRY

Possible Cause:

Action:

You tried to load an application definition or variable that does not exist. For
example, you set up Terminal Launcher to run from a shortcut or to run a
particular application definition, but the application definition does not exist.

Check that the name of the application definition is actually defined is
SecureLogin. Verify that the name is the same as specified in the application
definition editor.

-220 BROKER_HLLAPI_FUNCTION_NOT_FOUND

Possible Cause:

Action:

You used an incorrect function when you defined the emulator. In the Terminal
Launcher configuration, you specified a HLLAPI . DLL and the name of the
function in that DLL. The name of the function cannot be found in the DLL.

Using the Novell SecureLogin Configuration Guide for Terminal Emulators,
check the configuration for the emulator. Make sure that you typed the
HLLAPI function correctly.

-222 BROKER_HLLAPI_DLL_LOAD_FAILED

Possible Cause:

Action:

Terminal Launcher was unable to load the HLLAPI . DLL that you specified.

Make sure that the path and file that you entered for the DLL are correct.

The HLLAPTI . DLL for that emulator is looking for other DLL files that don’t
exist or haven’t been installed for that emulator.

You have probably chosen the wrong . DLL file or have specified the wrong
HLLAPI function (for example, HLLAPI or WinHLLAPI). Find the correct
.d11 and function. Check the vendor’s documentation for information about
that emulator.

You can use Microsoft* Spy++ to find Input and Output IDs.

-224 BROKER_ERROR_DURING_WINHLLAPICLEANUP

Possible Cause:

Action:

Terminal Launcher has called the WinHLLAPI cleanup function for a
WinHLLAPI emulator.

Check the vendor’s documentation for information about that emulator.
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-225 BROKER_CANNOT_FIND_WINHLLAPISTARTUP_FUNCTION_IN_DLL

Possible Cause: In the Terminal Launcher configuration, you incorrectly specified that the
emulator is a WinHLLAPI emulator.

Action: Using the Novell SecureLogin Configuration Guide for Terminal Emulators,
check the configuration for the emulator. Specify the correct emulator type.

-226 BROKER_ERROR_DURING_WINHLLAPISTARTUP

Possible Cause: Check the vendor’s documentation for information about that emulator.

-227 BROKER_CANNOT_FIND_WINHLLAPICLEANUP_FUNCTION_IN_DLL

Possible Cause: In the Terminal Launcher configuration, you incorrectly specified that the
emulator is a WinHLLAPI emulator.

Action: Using the Novell SecureLogin Configuration Guide for Terminal Emulators,
check the configuration for the emulator. Specify the correct emulator type.

-264 BROKER_DDE_CONNECT_FAILED
Possible Cause: Terminal Launcher could not connect to a specified DDE emulator.

Action: Make sure that the emulator launched correctly and the emulator’s DDE
support is turned on.

-273 BROKER_MSTELNET_OPERATION_NOT_SUPPORTED

Possible Cause: The generic emulator cannot support a particular operation (for example,
SetCursor).

Action: For generic emulators, don’t use the command.

-279 BROKER_EMULATOR_LAUNCH_FAILED

Possible Cause: In Terminal Launcher, you can configure the path to the executable that will
run. However, the specified executable is unable to run.

Action: Make sure that the path to the emulator is correct.

-280 BROKER_UNABLE_TO_CREATE_EMULATOR

Possible Cause: You have specified an invalid terminal type in TLAUNCH. INT (or the
Terminal Launcher configuration).

Action: Specify the correct terminal type.

-281 BROKER_INVALID_CHARACTER_FOUND_IN_PASTE_ID_LIST
Possible Cause: A comma does not separate decimal numbers for input and output control IDs.

Action: For generic emulators, you must specify a set of input and output control IDs.
Use a comma to separate decimal numbers.

-282 BROKER_INVALID_CHARACTER_FOUND_IN_COPY_ID_LIST

Possible Cause: A comma does not separate decimal numbers for copy IDs
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Action: For generic emulators, you must specify a set of copy control IDs. Use a
comma to separate decimal numbers.

-283 BROKER_UNABLE_TO_READ_TLAUNCH_INI

Possible Cause: SecureLogin is unable to read the tlaunch.ini file because the file has been
deleted.

Action: Create a blank tlaunch.ini file.

Create a default tlaunch.ini file by reinstalling SecureLogin.

-284 BROKER_NO_TERMINAL_TYPE_DEFINED

Possible Cause: The tlaunch.ini file contains an error. The terminal type for the emulator
has not been defined.

Action: Using Terminal Launcher, specify a terminal type for the emulator.

-290 BROKER_FILE_LOAD_FAILED

Possible Cause: You don’t have enough rights to convert an earlier tlaunch.ini file to a later
format, read an earlier t 1aunch. ini file, or create a new tlaunch.ini file.

Action: The network administrator must assign necessary rights.

-349 BROKER_UNABLE_TO_FIND_SESSION_FILE
Possible Cause: Terminal Launcher could not find a session file for an emulator.

Action: Configure Terminal Launcher to have the correct path to the file for the
emulator session.

-356 BROKER_INVALID_CHARACTER_FOUND_IN_STARTUP_ID_LIST

Possible Cause: For generic emulators, you specify the startup control ID. A comma must
separate a list of numbers. You have used a character other than a comma.

Action: Remove unacceptable characters.

-373 BROKER_HLLAPI_CONNECT_FAILED

Possible Cause: Terminal Launcher could not find the function name and was therefore unable
to connect to the emulator. The function name is probably wrong.

Action: Make sure that the emulator has HLLAPI enabled.

-380 BROKER_HLLAPI_NOT_CONNECTED_TO_PS

Possible Cause: You haven’t configured your emulator for an HLLAPI session. Terminal
Launcher tried to use a HLLAPI function. However, the HLLAPI DLL is not
connected to the emulator presentation space.

Action: Make sure that Terminal Launcher is set up correctly with the emulator.

-381 BROKER_HLLAPI_SPECIFYING_PARAMETERS_ERROR

Possible Cause: Incorrect parameters were given to a command that uses a HLLAPI function.
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Action: Contact Novell Technical Services.

-382 BROKER_HLLAPI_INVALID_PS_POSITION

Possible Cause: Terminal Launcher was able to initialize the emulator but was unable to read
the contents of the screen. An attempt was made to move the cursor or read
text from an invalid (out of bounds) position on the emulator presentation
space.

Action: Correct the positioning parameter in the script.

-383 BROKER_HLLAPI_SYSTEM_ERROR
Possible Cause: Terminal Launcher is not configured correctly for the emulator.

Action: Make sure that Terminal Launcher is set up correctly with the emulator and
that the emulator correctly supports HLLAPI.

-384 BROKER_HLLAPI_PS_BUSY_ERROR

Possible Cause: A HLLAPI function is being called while the emulator presentation space is
unavailable.

Action: Make sure that the emulator is not being used by other HLLAPI applications.

-385 BROKER_HLLAPI_INPUT_REJECTED

Possible Cause: The emulator rejected an attempt to input data into the emulator presentation
space.

Action: Make sure that the emulator presentation space is not locked.

-386 BROKER_HLLAPI_ERROR_QUERYING_SESSIONS
Possible Cause: SecureLogin is unable to query available HLLAPI sessions.

Action: Make sure that Terminal Launcher is set up correctly with the emulator.
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