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Preface

The Sentinel Technical documentation is general-purpose operation and reference guide. This

documentation is intended for Information Security Professionals. The text in this
documentation is designed to serve as a source of reference about Sentinel’s Enterprise

Security Management System. There is additional documentation available on the Novell web

site.

Sentinel Technical documentation is broken down into five different volumes. They are:

Volume |

Volume | — Sentinel Install Guide
Volume Il — Sentinel User’s Guide

Volume 111 — Sentinel Collector User’s Guide
Volume IV — Sentinel User’s Reference Guide

Volume V - Sentinel 3" Party Integration Guide

— Sentinel Install Guide

This guide explains how to install:

Volume |

Sentinel Server

Sentinel Console

Sentinel Correlation Engine
Sentinel Crystal Reports

| — Sentinel User’s Guide

This guide discusses:

Volume Il — Collector User’s Guide

Sentinel Console Operation
Sentinel Features

Sentinel Architecture
Sentinel Communication
Vulnerability assessment
Event monitoring

Event filtering

Event correlation

Sentinel Data Manager

This guide discusses:

Collector Builder Operation
Collector Manager
Collectors

Collector Builder
Collector Manager
Advisor

Event Configuration for Business
Relevance

Mapping Service

Historical reporting
Collector Host Management
Incidents

Cases

User management
Workflow

Collector Host Management
Building and maintaining Collectors

Volume IV - Sentinel User’s Reference Guide

This guide discusses:

Collector scripting language
Collector parsing commands

User Permissions
Sentinel correlation engine



= Collector administrator functions = Correlation command line options
= Collector and Sentinel meta-tags = Sentinel database schema

Volume V - Sentinel 3" Party Integration Guide

=  Remedy = HP Service Desk
= HP OpenView Operations

Feedback

We want to hear your comments and suggestions about this manual and the other
documentation included with this product. Please use the User Comments feature at the
bottom of each page of the online documentation and enter your comments there.

Additional Documentation

The other manuals on this product are available at http://www.novell.com/documentation.
The additional documentation available on Sentinel:

= Sentinel Installation Guide
= Sentinel Patch Installation Guide
= Sentinel User Guide

Documentation Conventions

The following are the conventions used in this manual:
= Notes and Warnings

NOTE: Notes provide additional information that may be useful or for reference.

WARNING:

Warnings provide additional information that helps you identify and stop performing
actions in the system that cause damage or loss of data.

= Commands appear in courier font. For example:
useradd —g dba —d /export/home/oracle —m —s /bin/csh

oracle

= Go to Start > Program Files > Control Panel to perform this action: Multiple actions in a

step.
=  References

Internal References:

o For more information, see “Section Name” (if in the same Chapter).

o For more information, see Chapter number, “Chapter Name” (if in the same
Guide).

o For more information, see Section Name in Chapter Name, Name of the Guide

(if in a different Guide).

Other References

The following manuals are available with the Sentinel install CDs.
= Sentinel User Guide



Sentinel Collector Builder User Guide
Sentinel User Reference Guide
Sentinel 3" Party Integration Guide
Release Notes

Contacting Novell

= Website: http://www.novell.com

= Novell Technical Support:
http://support.novell.com/phone.html?sourceidint=suplnav4_phonesup

= Self Support:
http://support.novell.com/support_options.html?sourceidint=suplnav_supportprog

= Patch Download Site: http://download.novell.com/index.jsp

= 24X7 support: http://www.novell.com/company/contact.html.

=  For Collectors/Connectors/Reports/Correlation/Hotfixes/TIDS:
http://support.novell.com/products/sentinel.
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Remedy Integration

Remedy integration for Sentinel v4.2 or v5 can be used to create workflow
applications that are integrated with both the Remedy Trouble Ticketing System
and Sentinel system. Key features with the Remedy integration are:

= Ability to create a new case in Remedy Help Desk based on an incident in

Sentinel.
= Ability to update a related case in Help Desk, when a Sentinel incident is
updated.
= Ability to update a Sentinel incident when a related Case in Help Desk is
updated.
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with Web Services
Flug-in
—

=[]
n
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=

eb Server with
Auis wieb application

Configuration

To change the Remedy Help Desk Case form

1. Login into Remedy Administrator > Forms, double-click on HPD
HelpDesk.

2. In order to support integration with Sentinel, the Help Desk Case form
needs a character (EseclIncidentld) and attachment pool (Attachment
Pool) field to be added. These field entries will be used to add incident
attachments to the form.
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3. To add the Eseclncidentld character field:

= Click on the 'New Character Field' button and place it somewhere on

the form.
= Under the Display tab, set a label.

= Under the Database tab, in the Name field set the name to
EseclncidentID.

4. To add the Attachment Pool character field with the following three

fields: EsecEvents, EsecVuln and EsecAdv.
= Click the Create Attachment Pool button.

= Under the Display tab, in the label field enter a label name (ex: esec

attachments).

= Under Attach Fields, in the 'Enter Attachments Field Label’, enter:

o EsecEvent and click Add

= EsecVuln and click Add

= EsecAdv and click Add
5. Click Save.

Creating the web service

1. In Remedy Administrator, in the navigation pane high-light Web
Services. Right-click New Web Services and click the Web Services tab.

pf]Modify Web Service - EsecToHelpDesk =]
‘wieh Service |WSDL| Permissions | Change History | Help Text |
— Bazic Infa
Harne: IEsecToHelpDesk
BassForm:  |HPD:HelpDesk =]
Service Type: Idocument- literal j
=ML Schema: I {ﬂl Load . I [phons |
r—additional Info
Label: I
Description: I j
— Operation:
Operations List
OpCreate ew |
Lapy |
b adify |
Bemove |
M appings
Name IDDSBt
Input M apping. . | Output Mapping...
Tuype ISet j Optionz. . I
Bualification
3] =]=]=1#1%] =|=|%|>]<]|>=|LIKE| AND|OR|HOT|
[Case D+ = XPATHIROOT /CaselD) [+]
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Using the Help Desk Case as a base form, create a WebService called
EsecToHelpDesk and select Base Form HPD HelpDesk.

Make two operations for this web service called:
= opCreate

= opSet

by removing the other operations.

Select OpCreate and click the Output Mapping button. Make the screen

match the following illustration.

x
—#ML Data Type Source
%L Schema Choose,. |
Generate & Map |
Farms ™ Resticted List
f o E R ML Data Type B S e
El- @ HPD:HelpDesk i’ =-@ ROOT
. @ CazelD+ @ Cage_|D
w0 Accounting Code
-0 Actual End Date
-0 Actual Start Date M
£+ O Advisor =
-0 attachment ame
-0 attachmentData UnMap |
LD attachmentdrigSize
-0 Application GUID
-0 Anrival Time
O Azzign Time
w0 Azzigned To Group+ -
= SO I_>|_I
Mapping Summary
Form#Field Info | #ML Element Info | tapType | kM apping Info
1 | i
Ok Cancel

Remedy Integration
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Select Input Mapping button for opCreate. Make the screen match the

following illustration.

NOTE: To remove an item, high-light it > right-click > cut.

x
ML Data Type Source
2l Behema Choose... |
¥ Custamized Generate & Map |
Formz I Resticted Lisk
I j &I #ML Data Type [~ Support %51 Type
=- @ HPD:HelpDesk 3 =N ) -]
- @ Assigned To Group+ Azsigned_To_Group
® Assigned To Individual+ = Azsigned_To_|ndividual
@ Caze Category - Type - ftem | =~ @ Caze Categony -_Type_-_ltem
- @ Categoy @ Category
® Description LUET R I @ Desciption
® DuplD+ @ Dup D
- @ Esecidy Unbdap | ----- @ Ezecddy_attachmentMame
- @ attachmertMame @ Esecddv attachmentData
- @ attachmentData - @ Esecédy_attachmentDrigSize
- @ attachmentOrigSize - @ EsecEvents_attachmenth ame
= @ EzecEvents - @ EsecEvents_attachmentD ata
.. @ attachmentMame | i @ EzecEvents_attachmentOrigSize
- @ atachmentData ® E:eclncidentd
- @ attachmentOrgSize | @ EszecVulh_attachrenth ame
.. @ Eseclpcidertd e @ Ezecvuln_attachmentD ata
=@ Esec¥un | @ EszecVulr_attachmentOrigSize
- @ attachmertMarees @ ltem
-~ @ attachrmentData - @ Requester_|D
- @ attachmertOrigSize | @ Requester_Login_MName
@ lewm e @ FRequester_Name
- @ BRequestsc!D+ @ Statuz
- @ PRequester Login Marmes | ® Summary
- @ RequesterMames i & Type
@ Statwz @ :FequesterD
- @ Summary
@ Type
- @ zRequestelD+
w0 Accounting Code
O Actual End Date -
a il =
Click Save.
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Select Input Mapping button for opSet. Make the screen match the following
illustration.

Mapping - SetInputMap

HML Data Type Sounce

%ML Schema Choose... |
Generate & Map |

Frmins = Besticted List
| o R %ML Data Type [~ Suppart XSITupe
[=-- @ HPD:HelpDesk ﬂ =@ ROOT N

® Decipton — @ Description

=@ Esechdy e ® Eszechdv_attachmenth ame

@ attachmentMame | i ® E:zectdy_attachmentData
..@ attachmentData 4 | @ Eszecadv_attachmentOrigSize
@ attachmentOrigSize Map || ® E:zecEverts_attachment ame
=@ EsecEverts @ EsecEvents_attachmentData
i@ attachmentN ame Untdap | ----- @ EszecEvents_attachmentOrigSize
.. attachmentData | | b @ Ezechuln_attachmentM ame
@ attachmentOngSize | ® E:zecVuln_attachmentD ata

- @ attachmenth ame

2@ Esecvun e @ Esecvuln_attachmentOrigSize
- @ attachmentMarme | @ Statug
@ atachmentData ® Summary
- @ attachmentOngSize 1 e O CaselD

----- @ Status

----- & Summary

----- O Accounting Code -
| T B

=

There is no output mapping for opSet. For opSet, you have to specify a

qualification:
M appings
M arme |DpSet
Input Mapping... I Output b apping... I
Type ISet LI Options. . |

Hualification
(P[] l=]x1s]%] =[t=[<|>|«[>=|LIKE| AND|oOR|NoT]|
Tase 1D+ =XPATH(RODT/CaselD] (=]

5. Go to the Permissions tab and move the service to Public by moving
Public from left to right. Click Save.

Remedy to Sentinel Data Flow
In order for Sentinel WebService to be accessible, you must have a web server
with Axis web application running by the time of Sentinel Server startup.
Remedy to Sentinel Data Flow

1. Inthe Remedy Administrator, high-light Filters and right-click Add
Filter.

2. Create a filter for Help Desk Case form that is executed on a modified
event. Make sure your screen matches the following illustration.

Remedy Integration 1-5




.Mudify Filter - EsecUpdate2 H=] B3

Basic | IF Action - ['I]I Elze Actionl Change Histol_l,li Help TthI
— Filker

Mame:

¥ Enable Execution Order: 500

FEorm Mame: [" | Restricted List
EHPD:HelpDeszk

[ l&lert Events

[ l&lert List

[ lApplication Pending

[ lApplication Statistics

[ l&pplication Statistics Configuration
AR System Administrator Preference
[1AR System Application State

[1&4R System Cumency Codes

[ 14F System Curency Label Catalog
AR System Curency Localized Label:

[1&4R System Cumency Ratios _;i
— Execute On;

[~ Submit v Modify [" Delete ™ GetEntry [~ Merge
—Run IF:

(] #l=1*121%] =1=|<|>|<|>=|LIKE| AND|OR|NOT| EXTERNAL]
| (=]

3. Under the If Action tab, in the New Action drop down menu select Set
field action, in the Set Field pane select WEB SERVICE and provide the
URL for Sentinel WebService (http://<webserver IP or DNS
name>:8080/axis/services/EsecWebService?wsdl).
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3Create Filter

Bazic [fAction | Elze .ﬁ.c:tioni Change Histolyl Help Te:-:tl

HMew Sction: Current Actions:
Set Fields _'J lI Belel et |
Maove
il [elete detion |
7 Set Field

= 3

Server Name; | <Your Server Name>

BeadValue for Field From: |WEB SERYICE

Choose Wedl

http: /¢ =wvebhservers= {8080/ axiz/ services/E zecwebService Pwsdl

Load |

“wieb Service:
SetEsternall ataw'SvoService

Chooge Dperation

— Mapping Info

|nput Mapping...

Output Mapping. ..

I~ Besticredilist

[ Advanced

4. In the Choose Operation drop down menu, select select

updateEsecIncident method and set the Input and Output mapping.

Click the Output Mapping button. Make your screen match the following
illustration.

Mapping - updateEsecIncidentResponse

Farms

I~ Besticted List

HML Data Type ¥ Suppart 251 Type

1

Accounting Code
Actual End Date
Actual Start Date
Advisor

O attachmentt ame
O attachmentD ata

O attachmentJrigSize
Application GLID
Aszzign Time

Aszzigned To Group+
Aszzigned To Individual+
Asmgnee Logln Mame

- - e

Mapping Summary

Form/Field Infa =ML Element Info tapType

HFD:Help /ROOT Primary

Form f1:1|:||:||r|I:l

4]

4 apping Info

Fey = Caze ID+

oK Cancel
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Click the Input Mapping button. Make your screen match the following

illustration.

NOTE: To set your Map, select an item on the left (i.e. incidentld),
select an item on the right (i.e. Eseclncidentld) and click the Map button.

x
Forms ™| Restricted st
ML Data Type [ Suppart=SITwpe I j £dd
T =@ HPD:HelpDesk ﬂ
ncidemtld b e ® E:zeclncidentld
cazeld e ® CazelD+
! etab e @ Status
‘o deseipfon o | ® Description
WMap | | . 0 Accounting Code

Mapping Summary

----- O Actual End Date

Unbdap | ----- O Actual Start Date

B0 Advizor
-0 attachmentM ame
- attachmentD ata
L0 attachmentOrigSize
----- O Application GUID

=
. | B

Form/Figld Info #ML Element Info MapType Mapping Info

HPD:HelpDesk /ROOT Formn Mapping  Primary Key = Case 1D+

Egecincidentld AROAT Aincidentid Field Mapping

Case 1D+ /ROOT foaseld Field Mapping

Status SROOT Astatus Fizld M apping

Dezcription SROQT /description Field Mapping

4 | ol
Ok Cancel |

NOTE: After setup, whenever you save a change in Help Desk Case
form, the change will be submitted to a Sentinel service.

5. Click Save.

Installing Sentinel

When installing Sentinel with Remedy, you will need to have an account with
Remedy. From this account you will be prompted for the following information.

NOTE: You must have Remedy Integration permission.

= Username

= Password

» Requestor Name
= Requester ID

= Requestor Login

Group Name (may be left blank)
Individual Name (may be left
Blank)

Server Name

Service Name

For Remedy to Sentinel Data Flow, you will be prompted for:

= Sentinel Webserver (<machine name:port>)

= Sentinel Username (such as esecadm)

= Sentinel UserID
= Sentinel UUID

= Sentinel Lock ID (usually set to 1 or 2, this is....
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Installing Sentinel

1. Select Remedy integration during install.
2. Have the above information available during the install process.

Remedy to Sentinel Data Flow Configuration

If you will be using the 3" Party Integration (Remedy Integration), it is
recommended to install and configure in the following order:

= Install Remedy Help Desk Application and Remedy 6.0 with Web Services
Plug-in.

= Configure new Filters and Web services in the Remedy Help Application.

= Install Sentinel

In order to have Remedy to Sentinel data flow, you must:

= In order for Sentinel WebService to be accessible, you must have a web
server with Axis web application running before sentinel server is started.

= Copy all the jar files from the following location on your Sentinel Server to
<axis web application>\webclient\lib.
= %ESEC_HOME%\lib
= %ESEC_HOME%\sentinel\console
s %ESEC_HOME%\communicator (for v4.2 only)

= Copy your Sentinel Server configuration.xml and .keystore file to a location
of your choice to your webserver. Both files are located at
%ESEC_HOME%.
= Edit the configuration.xml on your web server to point to the .keystore

file.

s Add the following JVM option to your webserver,

Dcom.esecurity.configurationfile=<path to
configuration.xml>\configuration.xml

» You must create a filter for the Help Desk Case form that is executed on a
“Modified” event. This filter calls the Sentinel web server.

Remedy Integration 1-9



“SModify Filter - EsecUpdatez iy =10l =]

Bazic  [FAction-[1] | Elze .t‘-\ctionl Change Histor_l,ll Help Textl

HMew Action: Current Actions:

S - iy ction |
il Modify Action
Mave
il Dielete Action |

 Set Field

Server Name: |<Your remedy servers

Lef Lo

Bead Value for Field From: IWEB SERVICE

Choosie Wdl

Ihttp: A< our web server and ports fasis/ services/E secwebService Ywad| gl

Wieb Service:
SetE stemall atatw'S voService

Chooze Dperation
updateEsecincidant j

— Mapping Info

Input Mapping... | Output M apping..

[ Bestrictedlist [ Advanced
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Remedy Help Desk Operations

Remedy integration can be used to create workflow applications. Features with
the Remedy integration are:

= Ability to create a new case in Remedy Help Desk based on an incident in

Sentinel.

= Ability to update a related case in Help Desk, when Sentinel incident is
updated.

=  Ability to update a Sentinel incident when a related Case in Help Desk is
updated.

Remedy Help Desk Operations

To send an Incident for Remedy Help Desk (v4.5.x and later)

1. Click the Incidents tab.

2. Inthe navigator pane, expand the Incident Views folder and high light
Incident View Manager.

NOTE: If you already have an incident set for another external system,
you cannot change it.

3. Expand one of the incident views and double-click on your incident.
Your incident will open.

4. Click the Remedy button.

File  Actions Options
| IJlﬂIH”@HPSDl Remedyl
The Incident will be updated with an External Data tab and Remedy button.

Ewents | Assets | vulnerability | Adwisor | iTRAC | History | Attachments | External Data |

To update an Incident to Remedy Help Desk (v4.5.x and later)

1. Click the Incidents tab.

2. Expand the navigator pane on the left and double-click an incident that is
set to Remedy Help Desk.

3. Click the Remedy button in the Incident. Annotation will be added under
the External tab.

Manually Reconfiguring the Remedy Interface
Settings

During the initial installation of the Remedy Help Desk Interface, the Remedy
settings are stored in the das_query.xml file. Use the information in this section
of the documentation if you need to modify these settings after installation.
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Remedy Settings
Remedy settings are stored in the das_query.xml file under the
RemedyARServerService component as follows:
Resetting the Remedy Password

The Remedy passwords are stored in an encrypted format in the das_query.xml
file. Therefore, if you need to reset the passwords stored in this file, you must use
the utility described below.

To reset the Remedy interface password

1. Goto%ESEC_HOME%/sentinel/bin/.
2. Enter:

extconfig -n das_query.xml [-r
remedy_ password]

= -risthe Remedy password
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Installing HP OpenView Service Desk for
Windows

Sentinel’s bi-directional integration with HP OpenView Service Desk, which is
licensed separately, provides new valuable features to the Sentinel Console.
Sentinel leverages HP OpenView Service Desk’s Asset Management capabilities
to provide referential information to aide in the response to security threats and
attacks. These new features provide the ability to:

= Send Incident(s) to HP Service Desk (SD)
= Attach Event(s) to a HP SD Incident
= Attach Vulnerability Information to a HP SD Incident

= Query and Populate Configuration Item (Asset) information both in Sentinel
Console Incident and SD

= Round Trip Integration: SD send updates to Novell and Novell sending
updates to SD

= Update SD Incident Status from Novell’s Sentinel Console
= Update Sentinel’s Incident Status from HP SD

Below is a typical installation configuration. Your configuration may be different.

w4 0 =

_—=

A R s 9 S — AW
HP Service Desk Client Sentinel Server Sentinel Data Base (DAS),
(installed anywhere in the HP OVO SD Agent and
configuration) 3rd Party Integration

HTTPS Feed

from HP Service
Desk -
,1_/ Internet |
-

HP Service Desk Server/FTP Server
(can be two different machines)

System Requirements

For hardware and software requirements for HP OpenView Service Desk Client,
Server and Agent, see HP OpenView Service Desk Installation Guide.

Sentinel supports the following versions of HP OpenView Service Desk:
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NOTE: Sentinel supports HP OpenView Service Desk Server version
4.5.x only. HP Service Desk version 5.x is not currently supported by
Sentinel.

= HP OpenView Service Desk Server - Version 4.5 with Service Pack 8
(4.5.0588.0802 SP 8)

HP OpenView Service Desk Client - Version 4.5 with Service Pack 8
HP OpenView Service Desk Agent - Version 4.5 with Service Pack 8
Sentinel 4.2.1.8 or 4.2.1.15 for Windows

Any 3rd Party FTP Server

HP OpenView Service Desk Server and Client must be installed on a machine
that is to be designated as the Service Desk Server. Consult the HP OpenView
Service Desk Installation Guide for assistance with installing Service Desk.

To enable this bi-directional interface, a HP OpenView Agent must be installed
on the same machine where das_cmd.bat is installed. The Bi-directional interface
allows HP Service Desk to notify Sentinel whenever the Status of an Incident that
originated from Sentinel has been changed by a Service Desk user. These
incidents must originate from the Sentinel Console.

In order for Service Desk to handle attachments, an FTP server must be installed
(typically on the Service Desk Server), and Service Desk must be configured to
communicate with it. Any third party FTP server can be used. Consult the
Installation Guide of your FTP server for assistance installing the FTP server.

Installation

3-2

If you are also installing HP OpenView Operations, it is recommended to install
HP OpenView Operations before HP OpenView Service Desk.

NOTE: During initial installation of the 3rd Party HP OpenView Service
Desk Interface, the Service Desk and OpenView settings are stored in the
das_query.xml file. To change any of these settings (such as username or
password), see Operation - HP OpenView and Service Desk for Windows
2000.

It is recommended to install in the following order:

=  FTP Server

NOTE: See the Installation Guide of your FTP server for assistance in
installing your FTP server.

= HP OpenView Service Desk Server with Service Pack 8 — can the same as
the FTP server

= HP OpenView Service Desk Client with Service Pack 8

= HP OpenView Service Desk Agent with Service Pack 8 (to enable bi-
directional interface) — must on a the machine where DAS is installed

NOTE: See HP OpenView Service Desk Installation Guide for
assistance in installing the HP OpenView Service Desk software.

= Install Sentinel 3" Party Integration
= HP OpenView Service Desk

NOTE: For installation information, see the Sentinel v4.2.1.8 Release
Notes and Sentinel Installation Guide v4.2 for Windows and Solaris.
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Configuring HP OpenView Service Desk

Configuration of HP OpenView Service Desk is accomplished through the
Service Desk Client. Before modifying the configuration of HP Service Desk to
communicate to the FTP Server, have the following information available:

Name — IP address of your FTP Server

Username/Password — any user set in the FTP Server

Target Folder — recommend entering "./". This places your FTP directory to
the current FTP directory.

Uncheck 'Use Passive FTP'

Check 'Save attachment in background'

NOTE: For more information, see the Post Installation Tasks section of
the HP OpenView Service Desk Installation Guide for detailed
configuration steps.

To set Attachment Settings

1.

2.
3.
4

5.
6.

Start the HP Service Desk Client.

Click Tools > System.

Click System Panel in the navigator pane on the left.
Double-click Attachment Settings. Enter:

= Name — IP address of your FTP Server

= Username/Password — any user set in the FTP Server

= Target Folder — recommend entering "./". This places your FTP
directory to the current FTP directory.

=  Uncheck Use Passive FTP
=  Check Save attachment in background

NOTE: For more information, see the Post-Installation Tasks section of
the HP OpenView Service Desk Installation Guide for detailed
configuration steps.

Attachment Settings ) 2%l

General | Maintenancel

— fittachment Server

M arne I<IF' addresz of your FTP Server:
LIzer hame |<y|:|ur LIZET Names

Pazzword I

Target folder I.a’

[T Usze Passive FTF

Test Connection...

v & ave attachment in backomound

Click Test Connection.
Click Apply and then OK.
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Enabling Service Desk to Sentinel (bi-directional) Interface

3-4

This option allows HP OVO OpenView Service Desk to notify Sentinel whenever
the Status of an Incident (that originated from Sentinel) has been changed by a
Service Desk user. This allows you to provide the ability to track the current state
of each Incident that has been previously sent to HP OVO OpenView Service
Desk.

To have enable this feature, you must install a HP OVO OpenView Service Agent
must be installed on the same machine where as Sentinel (das_cmd.bat) is
installed. This allows HP Service Desk to execute Sentinel's das_cmd utility.

Enabling bi-directional interface

Start the Service Desk Client.

Bring up the Administrator’s Console by selecting the Tools > System.
Click Business Logic in the navigator pane on the left.

Double-click Database Rules.

Double-click Incident. The Database Rules list window will appear.
Right-click in the Database Rules pane > New Database Rule.
Highlight When incident is modified and click Next.

wihen incident iz created or modified
Ww'hen incident is created

No abkowdhpRE

When incident 1z modified
W'hen incident iz deleted

8. Click the Condition... button.
9. Click the Add Criterion... button.

10. Click the Quick Find button, select Status and select is anything in the
operator field.

Criterion i x|
Field [perator = Walle 1 Field
| 2 f| '| =
V¥ Evaluate this nule when this field has b uick Find d
| 1
Criterion i x|
Field Operator = Walle 1 Field
I ;I |Status gllis anthing j |

v Evaluate this mule when thiz field has been changed

|
Click OK and Click OK again.

11. Click Add. Select Command Exec Action.
|

el i, | Hemawve

Command Exec Action
UUpdate Data
Data update From External Swskem
Send e-mail message
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12. Add a new “Command Exec Action” such that the “das_cmd.bat” script
is executed on the Sentinel Server whenever the rule is evaluated.

When configuring the action, be sure to specify the name (or IP address) of
your Sentinel Server (machine where das_cmd.bat is located) as the “Host”.
Also be sure to specify the full path of the “das_cmd.bat” file on the Sentinel
Server in the “Command Line”, such as:

c:\progra~1\esecur~1\sentinel\bin\das_cmd.bat

NOTE: You must use the DOS 8.3 naming convention to specify
directory names with spaces. For example, use “progra~1" instead of
“Program Files”.

And finally, be sure to specify the action “Parameters” as:

Updatelncident servicedesk esecadm [Source I1D]
[ID] "[Status]"

Command Exec Action 5[
M arne: INDtif_l,l e-Securty Sentinel
Crezcription:
M atify e-Securty Sentinel of a change in Incident Status, ;I
=
—Host
Thiz command will be executed on the fallowing host:
|<IF' of Sentinel Server [where das_cmd.bat isp
[ Blocked
Cormmand line:; Iu::'xpru:ugra”1 hezecur™1'zentinel\bintdas_cmd.bat
Parameters
IJpdatelncident zervicedesk esecadm [Source ID] [ID] "[Status]"! ﬂ
=
Inzert at cursor position: Field - |
k. | Cancel |

Give the new Database Rule any name you want with a description. Click OK
and then click Next.
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3-6

13. In the Category field, select Integration and specify a name for this rule.
Do not select Block this rule.

Specify a name for thiz mile:

IN:::tif_l,l e-Secunty Sentinel of Incident Statuz Change

Cateqaory |nteaqratian ;I

Data Update

™ Block this mle

Blerts

dJ
M atify e-Security Sentingl [Cammand Erec Action] . Matify &

Click Finish.
14. Upon completion of the new Database Rule, a new rule should be listed
in the Database Rule list.

B4 Administrator Console

| Eile Edit Yiew Tocls Help

‘ = Bw|§| i |'X_|DatabaseRu\e(System) il | ¥ e

hp Openyiew service desk = Database Rule

1y

-0 Analyzed Data
[_J@ Business Logic Item type |Name Blocked | Category
EJ@ Actions ;

e L I*; Application

E-=4 Database Rules

41 Change

“é Configuration [tem
{1 Incident

B Maintenance contrac
= [Organization

--E=] Perzon

-2 Problem

Project

Service

-4 Service call

Service Level Agreen
“whork order
Workgioup

-4 Scheduled Tasks

|- i) Ul Rules

[+ Data

+-h] Presentation

+ % Security

L8 System Panel =
-  uil

[atabaze Fule Motify e-Security ... Mo Integration

[1 1temis]

3" Party Integration Guide



HP OpenView Service Desk Integration

HP OpenView Service Desk for Sentinel allows you to send events from any
screen displaying incidents and events to HP OpenView Service Desk.

HP OpenView Service Desk

Sentinel integration with HP OpenView Service Desk enables you to have
additional asset management capability. This additional asset management
capability allows:

= Send Incident(s) to HP Service Desk (SD)
s Attach Event(s) to a HP SD Incident
s Attach Vulnerability Information to a HP SD Incident
o Attach Advisor Information to a HP SD Incident
s Query and Populate Configuration Item (Asset) information in Sentinel
Control Console
= Update SD Incident Status from Sentinel Control Console
= Update Sentinel’s Incident Status from HP SD

Sentinel Incident information sent to HP OpenView Service Desk includes:

= Sentinel Incident ID = Events (attachment)

= State = Vulnerability Information

= Title (attachment)

= Annotations/History = Advisor Information
(attachment)

When sending or receiving information from HP OpenView Service Desk, there
is an automatic state, status mapping, and conversion that takes place.

The Sentinel State to Service Desk Status mapping and conversion is as follows:

The Service

Sentinel State Service Desk Status
Open Registered
Acknowledged Waiting
Assigned Informed
Investigating In Progress
False Positive Closed
Verified Completed
Approved In Progress
Closed Closed

Desk Status to Sentinel State mapping and conversion is as follows:

Service Desk Status

Sentinel State

Registered

Open

In Progress

Investigating
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Service Desk Status Sentinel State
Waiting Acknowledged
Completed Verified
Informed Assigned
Closed Closed

Sending Incidents to HP OpenView Service Desk

4-2

How to send an Incident to HP OpenView Service Desk

1.
2.

7.

Click the Incidents tab.

In the navigator pane, expand the Incident Views folder and high light
Incident View Manager.

NOTE: If you already have an incident set for another external system,
you cannot change it.

Expand one of the incident views and double-click on your incident.
Your incident will open.

Click the HP SD button.

File  Actions Options
I 1] | A& | i ” [ He 5o | Remedy |
The Send Incident to HP Service Desk window will appear. The Send To

Service Desk drop down menu provides a Configuration Item selection
list, populated with Configuration Items queried from HP Service Desk.

Select Cl and Workgroup for Service Desk Incident:

Configuration kem: Leave Previously Configured Cl LI

Leave Previausly Configured Cl -

Workgroup: —
Application: Micgsoﬂ Office 2000 (MSOFFICEZI

Additional Information:

Business PC: PCRAYAK P2 900 Mhz (PCRAYOC
Business PC: PCRAYAK P2 900 Mhz (PCKAYOL [
Business PC: PCRAYAK P2 900 Mhz (PCRAYMM
Business PC: PCRAYAK P32 900 Mhz (PCRAYOC
Business PC: PCRAYAK P23 900 Mhz (PCKAYOC =

Refresh | Ok Cancel

An Autodetect option is available in the Configuration Item selection list. If
you select Autodetect, Sentinel will attempt to use the Destination IP
addresses of the Events associated with the Sentinel Incident to automatically
determine the related Service Desk ClI.

(Optional) The Send To Service Desk dialog also provides a Workgroup
selection list populated with Workgroups queried from Service Desk.

Click OK and the incident is forwarded to HP OpenView Service Desk.
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NOTE: The Sentinel’s Incident display is updated with an External Data
tab. The External Data tab indicates the Service Desk Incident ID and the
Service Desk Configuration Item to which the new Service Desk Incident
was assigned.

File  Actions  Options

Originator: esecadm

Responsible: I o I

Configuration fem: PCKAYOO?
Mame: PCRAYAK P32 900 Mhz
IP Address: 127.0.0.1
Category: Business PC
Location: USA

EErcEsy |
Incident ID: 105 Events | Assets | Yulnerabiity | Advisor | iTRAC | History | Attachments  External Data | 4 b x
Title: 6 External Data Source: [HP senice Desk
State: |OFEN 'l
External Data ID: f171
Severity: | Trivial (1) 'I
External Data:
Priority: |Mone (0 >
Category: | [ASSIGNED CONFIGURATION [TEM:

Description: Service Level Bronze (8 x 5)
RELATED COMFIGURATION ITEM(S):
Mo S information found for IP Address{es): 182.168.76.61, 192.168.131.135,
192.168.85.86, 192.168.148.64
Resolution:
Save Cance]

HP Op

enView Service Desk Client

After sending an incident to HP OpenView Service Desk, the incident will appear
in the HP OpenView Service Desk Client. In the Service Desk Client, the incident
is listed by the Extended Data ID, not the Incident ID number.

[=] hp OpenYiew service desk

=1o =]

File Edit VYiew Favaorites Tools Actions Help |

O-2 & i X @c- 8.

All Incidents {Table)

|Cunf|gural|cm Item |Dead\ ‘Descnp tion |Caleguly |Slalus /
= Heglstered 12 item(z]

208 e-Securty Incident 203: Registered

209 e SECunty Incident 204: . Registered

195 MSOFFICEZ2000 e-Security Incident 101: 1. Registered

196 DEBSGL2000 e-Securty [ncident 200 1... Registered

197 OSHPUE10 e-Securty Incident 307: 1. Fegistered

198 SRYHPOOS e-Securty [ncident 400 1... Registered
165 SRVYHPOOD4 CPU battleneck detected... Hardware Registered -

1581 O5SHPLX11000 Root password changed ... Hardware Registered

— 152 PCKAYODE temary eror: mapping: F... Hardware Registered

Drganizatice: 153 FCKaY003 Server down: Mo connec... Hardware Registered

CMDE 155 PCKAYOD2 Server 02 booted Hardware Reqistered
SLM =lIn Proaress - 2 itemiz] LI
[16 Item(s] [ 2 4

Double clicking on an incident and the detail display for that incident will appear.

= Extended Source ID = Workgroup

= Status = Event Information (attachment)
= Configuration Item = Vulnerability Information

= Description (attachment)

= Information = Advisor Information (attachment)
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e

File Edit Yiew Tools Actions Help |
& save and Close | Main Incident template - | > |§| Il | 3 g| & ¥ | @ .

i Duein 4 days.

General |W’0rk ordersl Subcontract ca\lsl Helationsl Time.-’Eosll Histowl

D) 210
Status D :
Severity I j
Impact INUne j
Configuration |... « |>|DBS L2000
i b ﬁ Priority I5£| Mohe j
MName 1: Dabase M5 SOL 2000 -
Mame 2: Deadline |23.-"D?.-"D4 17.00 j
IP Address:
Location: LI Actual Finish I

Al t
Dest:liplim To workgroup 2 - | I
e-Secunty ncident 201 Correlation
Ta perzon - | I
Information Mare

2 | |m

Zl
T Hay 07 06:21:00 EDT 2004 [ESEC_CORR] - |
<emplys;
E
=
Solution SEWiCE—'I I ﬁ
;I Service Level | IM{M} @
ﬂ Folder I ﬂ
‘wharkaround Categary I ﬂ
;I Classification I
LI Closure code I

Attachments

| W 31| )

..._Incident-201... Incident:

HP OpenView Service Desk — Bi-Directional Interface
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If this option is enabled, (see Sentinel Installation Guide) Service Desk will notify
Sentinel whenever the Status of an Incident (that originated from Sentinel) has
been changed by a Service Desk user. This allows Sentinel users to track the
current state of each Incident that has been sent over to Service Desk.

If you bring up a detail display, change it and then save, the detail display will
indicate an in-progress status.

=
File Edit ‘iew Tools Actions Help |
E Save and Close | Main Incident template - | > | §| @ | é{, ﬂ| +*~ ¥ | @ v

General | wiork nrdersl Subcontract callsl FRielations | Timex’Enstl Histary |
o]
1~
Status />Seventy I ﬂ
| | Impact INone ﬂ
Confinuation |~ | [DESE 2000 =1 : : 2

This update can also be seen in the HP OpenView Service Desk Client and the
Incident window in the Sentinel Console.

|/ In Progress - 4 item(z)
207 DESOL2000 e-Security Incident 205 ... In Proaress
DE! ooo e-Security Incident 201; .., 3

201 e-Security Incident 7071: 1. In Progress
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MoteEs | A Trail:

FO04. 06 30 F 1311008 EDT [asecadm) - Updala recaived rom HF <]
Serice Desk Serdce Desk incident 207 Skale satta: In Propress
Sendinal Siata changad oo Investgading.

Manually Reconfiguring the HP OpenView Service Desk
Interface Settings

During the initial installation of the 3rd Party HP OpenView Service Desk
Interface, the Service Desk settings are stored in the das_query.xml file. Use the
information in this section of the documentation if you need to modify these
settings after installation.

HP OpenView Service Desk Settings

HP OpenView Service Desk settings are stored in the das_query.xml file under
the HpServiceDeskService component as follows:

server - Set to the Service Desk Server hostname/ip address.

username - Set to the Service Desk Server username.

password - Set to the encrypted Service Desk Server password using the
utility described in the section “Resetting the HP OpenView Passwords”.
attachment_path - Automatically set to the "attach” 3rd party directory.
ftp_server - Set to the FTP Server hostname/ip address (that Service Desk
will use for attachments).

ftp_username - Set to the FTP username (that Service Desk will use for
attachments).

ftp_password - Set to the encrypted FTP user's password (that Service Desk
will use for attachments) using the utility described in the section “Resetting
the HP OpenView Passwords”.

ftp_user_home - Set to the full directory path of the FTP user.
attachment.events - Set to "yes" to indicate that the Events attachment will be
used.

attachment.events.filename - The file name used for Event attachment files.
attachment.vuln - Set to "yes" to indicate that the Vulnerability attachment
will be used.

attachment.vuln.filename - The file name used for Vulnerability attachment
files.

attachment.adv.attack - Set to "yes" to indicate that the Advisor Attack
attachment will be used.

attachment.adv.attack.filename - The file name used for Advisor Attack
attachment files.

Resetting the HP OpenView Passwords

The HP OpenView passwords are stored in an encrypted format in the
das_query.xml file. Therefore, if you need to reset the passwords stored in this
file, you must use the utility described below.

To reset the HP OpenView Service Desk interface settings

1.

cd %ESEC_HOME%/sentinel/bin/

2. Enter:
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extconfig -n das_query.xml [-s sd_password] [-
T sd_ftp_password]

= -sisthe HP OpenView Service Desk server password

= -fisthe FTP server password (for FTP server that Service Desk will
use for attachments)
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