Novell
GroupWise. Mobile Server,

Powered By Intellisync*

7 ®
‘ INSTALLATION GUIDE

www.novell.com

October 12, 2006

Novell.



Legal Notices

Novell, Inc. makes no representations or warranties with respect to the contents or use of this documentation, and
specifically disclaims any express or implied warranties of merchantability or fitness for any particular purpose.
Further, Novell, Inc. reserves the right to revise this publication and to make changes to its content, at any time,
without obligation to notify any person or entity of such revisions or changes.

Further, Novell, Inc. makes no representations or warranties with respect to any software, and specifically disclaims
any express or implied warranties of merchantability or fitness for any particular purpose. Further, Novell, Inc.
reserves the right to make changes to any and all parts of Novell software, at any time, without any obligation to
notify any person or entity of such changes.

Any products or technical information provided under this Agreement may be subject to U.S. export controls and the
trade laws of other countries. You agree to comply with all export control regulations and to obtain any required
licenses or classification to export, re-export, or import deliverables. You agree not to export or re-export to entities
on the current U.S. export exclusion lists or to any embargoed or terrorist countries as specified in the U.S. export
laws. You agree to not use deliverables for prohibited nuclear, missile, or chemical biological weaponry end uses.
Please refer to www.novell.com/info/exports/ for more information on exporting Novell software. Novell assumes no
responsibility for your failure to obtain any necessary export approvals.

Copyright © 2005-2006 Novell, Inc. All rights reserved. No part of this publication may be reproduced, photocopied,
stored on a retrieval system, or transmitted without the express written consent of the publisher.

Novell, Inc. has intellectual property rights relating to technology embodied in the product that is described in this
document. In particular, and without limitation, these intellectual property rights may include one or more of the U.S.
patents listed at http://www.novell.com/company/legal/patents/ and one or more additional patents or pending patent
applications in the U.S. and in other countries.

Novell, Inc.

404 Wyman Street, Suite 500
Waltham, MA 02451

US.A

www.novell.com

Online Documentation: To access the online documentation for this and other Novell products, and to get
updates, see www.novell.com/documentation.



Novell Trademarks

For Novell trademarks, see the Novell Trademark and Service Mark list (http://www.novell.com/company/legal/
trademarks/tmlist.html).

Third-Party Materials

All third-party trademarks are the property of their respective owners.


http://www.novell.com/company/legal/trademarks/tmlist.html




Contents

About This Guide 7
1 Introduction and Requirements 9
T OVeIVIBW . o oo e 9
1.11 Product Features. . . . ... .. e 9

1.2 LICBNSING . . oottt 10
1.3  Recommended Server Configuration . ........... ... . . . . 10
1.3.1 Components Requiring Dedicated Computers .. ......... ... ... ... .. ...... 10

1.3.2 Environment Analyzer . . ... ... 10

1.4  System RequUIrements . . . ... ... 11
1.4.1 CaUtIONS . . 11

1.4.2 Minimum Client Requirements . . . ........ ... ... . . . ... 11

14.3 Minimum Server Requirements. . . . ........ .. .. 12

2 Server Installation 15
21 Before You Install .. ... . 15
211 Collecting Information . . ... . 15

2.2 ServerInstallation ... ... .. 15
2.21 Installing GroupWise Mobile Server with an External User Database. . .......... 26

222 TheDefault Web Site ... ... ... . . . 28

2.3 Installing the Software on Multiple Servers . .......... .. . . . 28
2.4  Configuring SMTP Relay for SMS Push . ... ... .. .. . . 29
2.5 Uninstalling the Server Software . .. ... ... .. ... . . 29
2.6  GroupWise Mobile Server Worksheet . . ........ ... . 29
3 Initial Testing for GroupWise Mobile Server 33
3.1 Web Site Availability . ... ... ... .. . 33
3.2 GroupWise Logon Test . ... ..o 35
3.21 Logon Troubleshooting . . ... ... 36

3.2.2  Successful Authentication. ........ .. .. 37

3.3 Setting Up DevViCes . .. ..o 39
3.4 Reviewing GroupWise Data. . . . ... 41
3.5  Testing GroupWise SOAP Connectivity. . ... ... .. e 41
3.6 TestComplete . .. ... 42
4 Using the Secure Gateway 43
A OVEIVIBW . .ottt e 43
4.2 Recommended Secure Gateway configuration. .. ........ ... ... ... . . . . ... 44
4.3 Installingthe Secure Gateway. .. ........... . . . i e 45
4.4  Troubleshooting Secure Gateway ISSUES . .. ... ... it 46
441 Verifying Server Name Values and Connections . .......................... 46

442  Verifying Secure Gateway Values and Connections. .. ...................... 46

4.4.3  Verifying Network Configuration on GroupWise Mobile Server. .. .............. 46

4.4.4  Verifying Network Configuration on Secure Gateway Servers ... .............. 47

4.4.5  Verifying Firewall Router Configuration. . .......... ... ... .. . ... .. ... 47

Contents

5



6

5

446  Testing Network Connections . ......... ... .. e 47

Installing the Client 49
5.1 Client Installation Options . . ... ... . i e e 49
511 Installing from the Mobile Web Site . ... ......... .. .. ... ... .. . 49
51.2 Installing Over the Air from the Mobile Web Site . .. ......................... 49
51.3 Installing from a Custom Installation Program . . . ........................... 50
5.2 Cradle Synchronization Client . . ... .. . 50
5.2.1 Using a Cradle to Synchronize PalmDevices . ............................. 51
5.2.2 Using a Cradle to Synchronize Pocket PC Devices. . . ....................... 52
5.2.3 Using a Cradle to Synchronize Symbian OS Devices . . ...................... 53
524 Using a Cradle to Synchronize Smartphone OS Devices ..................... 53
5.3  Manuals and References forthe Client .. ...... ... . ... . ... .. . . . . . i 55
5.4  Uninstalling the Client Software . . ... ... .. .. .. e 55
5.41 Uninstalling Client Software on a Pocket PCDevice ... ...................... 55
54.2 Uninstalling client software on the Smartphone device . . ..................... 56
543 Uninstalling Client Software on a Symbian OS Device ....................... 56
54.4 Uninstalling Client Software ona Palm OS Device . ......................... 56
Documentation Updates 57
A1 October 12,2000 . . ... .ot 57

GroupWise Mobile Server 7 Installation Guide



About This Guide

This Novell® Group Wise® Mobile Server Installation Guide helps you install a new GroupWise
Mobile Server system. The guide is divided into the following sections:

¢ Chapter 1, “Introduction and Requirements,” on page 9

¢ Chapter 2, “Server Installation,” on page 15

¢ Chapter 3, “Initial Testing for GroupWise Mobile Server,” on page 33
¢ Chapter 5, “Installing the Client,” on page 49

Audience

This guide is intended for network administrators who install and administer GroupWise Mobile
Server.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the GroupWise Mobile Server Installation Guide, visit the Novell
GroupWise 7 Documentation Web site (http://www.novell.com/documentation/gw?7).

Additional Documentation

For additional GroupWise Mobile Server documentation, see the following guides at the Novell
GroupWise 7 Documentation Web site (http://www.novell.com/documentation/gw?7):

¢ GroupWise Mobile Server Administration Guide
¢ Client Guides

In addition to the electronic versions of the manuals, the following online help systems are available
via the help menu:

¢ FEmail Accelerator Help
¢ Management Help
¢ Profile Settings Help

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

About This Guide
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When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux*, should use forward slashes as required by your software.

When a startup switch can be written with a forward slash for some platforms or a double hyphen for
other platforms, the startup switch is presented with a forward slash. Users of platforms that require
a double hyphen, such as Linux, should use double hyphens as required by your software.
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Introduction and Requirements

This section introduces you to GroupWise® Mobile Server and presents some concepts for using
GroupWise Mobile Server effectively.

¢ Section 1.1, “Overview,” on page 9

¢ Section 1.2, “Licensing,” on page 10

¢ Section 1.3, “Recommended Server Configuration,” on page 10

¢ Section 1.4, “System Requirements,” on page 11

1.1 Overview

Using GroupWise Mobile Server, you can synchronize Personal Information Manager (PIM) and e-
mail data from Novell® GroupWise to Windows* CE, Windows Mobile*-based Smartphones,
Symbian* OS, Palm OS* handheld devices, BREW devices, and SyncML* devices.

The GroupWise Mobile Server includes the following modules from Intellisync:

¢ E-mail Accelerator (excluding POP3, IMAP, Exchange Connector, Lotus Notes* Connector,
Workgroup, and PC Monitor)
¢ GroupWise Connector

+ Mobile device synchronization

NOTE: GroupWise Mobile Server requires a database such as Sybase* ASA or SQL Server to
operate. If no database is present, Sybase ASA is available on the installation download, and you
can use it for installations with about 1000 users. For a production environment with more than 1000
users, you should use SQL Server 2000 (Service Pack 3). This full-version database environment
offers expanded support for a large number of simultaneously connected clients. If you choose to
use SQL Server, it should be installed prior to installing GroupWise Mobile Server.

1.1.1 Product Features

GroupWise Mobile Server includes several important features to help you access your GroupWise
data and to help you manage your GroupWise Mobile system. These include:

¢ Synchronization with Palm OS, Windows CE, Windows Mobile-based Smartphones, Symbian
0OS, syncML devices, and BREW devices.

¢ You can access your e-mail, calendar entries, address book, and to-do lists from any Web
browser or Internet-ready mobile phone.

+ For supported devices, you can set up the Push feature so your device receives new mail as it
comes in, without any intervention from you.

¢ You can connect GroupWise Mobile Server to one or more GroupWise POAs.

¢ If you have users on multiple POAs, GroupWise Mobile Server uses GroupWise redirecting to
find the users on other POAs during the initial search for the users. GroupWise Mobile Server
always connects to the POA that the users are on.
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¢ You can use the Secure Gateway to configure GroupWise Mobile Server behind your corporate
firewall, providing added security.

+ A single point of administration to easily manage your system, as well as remote
administration.

¢ The ability to cluster GroupWise Mobile Server or the Secure Gateway.

¢ The ability to clear a device through the management console.

1.2 Licensing

GroupWise Mobile Server requires a valid software license to operate. A license can limit which
products are installed, how long the product remains operational (as in the case of evaluation
software), and the number of users that can use the software.

GroupWise Mobile Server comes with an evaluation license that allows you to use the software for
90 days.

Contact Novell to upgrade an evaluation license or add more client users to an existing license. After
you obtain a new license key, use the following steps to reach the Intellisync Licensing dialog box,
enter the new license key in the Intellisync Licensing dialog box. :

1 From the Intellisync Mobile Suite control, select Intellisync Mobile Suite.

2 Click Action > About Intellisync Mobile Suite.

3 Click License to view or modify the license information for the software.

1.3 Recommended Server Configuration

Many factors affect how you should set up your system, such as number of users, number of
concurrent users, and volume of information shared. This section provides some general guidelines
to use.

¢ Section 1.3.1, “Components Requiring Dedicated Computers,” on page 10

¢ Section 1.3.2, “Environment Analyzer,” on page 10

1.3.1 Components Requiring Dedicated Computers

Depending on the size of your installation and the number of users you serve, some components can
be installed on the same computer. Other components perform best when each component is
installed on a dedicated computer. GroupWise Mobile Server and your GroupWise system should
not be installed on the same computer. Likewise, the Secure Gateway and GroupWise Mobile
Server should not be installed on the same computer.

1.3.2 Environment Analyzer

The most common installation problems result from insufficient or improperly set up prerequisites.
Intellisync’s Environment Analyzer checks your system configuration and requirements to help
ensure a successful installation.

Environment Analyzer is part of the installation program. When you begin an installation, the
Environment Analyzer runs to make sure all conditions are right for a successful installation. If the
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analyzer detects potential problems, the installation program stops. You must correct any problems
before you can install the software.

1.4 System Requirements

The following sections show the minimum requirements for all GroupWise Mobile Server products.
These are minimum requirements, and might not provide the optimal environment for peak
performance of your system.

¢ Section 1.4.1, “Cautions,” on page 11

¢ Section 1.4.2, “Minimum Client Requirements,” on page 11

¢ Section 1.4.3, “Minimum Server Requirements,” on page 12

1.4.1 Cautions

+ Do not install any component of GroupWise Mobile Server through Terminal Services,
because your system might not work properly.

+ Do not install GroupWise Mobile Server on a server using VMWare* or similar product
designed to run multiple operating systems on one server. Doing so might cause the server to
reboot automatically when returning to GroupWise Mobile Server from the alternate operating
system.

1.4.2 Minimum Client Requirements

Table 1-1 GroupWise Mobile Server Minimum Requirements for the Client

PC Client Pocket PC Client SmartPhone Palm OS Client Symbian
HARDWARE
Processor Pentium* Supported
Type processor type:
Hard Disk 64 MB ARM - XScale
Space
Memory 64 MB RAM 32 MB RAM 32 MB RAM 8 MB RAM 32 MB RAM
SOFTWARE
Operating Windows 2000 Pocket PC Microsoft* Palm OS 3.5 or Symbian OS
System ] 2003 or later Windows later (on device) 7.0 UIQ
Windows 2003 (o device) Mobile
Windows XP Smartphone

2003 or later
HPC 2002

Introduction and Requirements
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PC Client Pocket PC Client SmartPhone Palm OS Client Symbian

Browser Microsoft
Internet
Explorer 5.0 or
later

Mozilla*
Firefox* 1.5 or
later

Other Microsoft TCP/ Sony*
IP protocol Ericsson* P800,
network P900
environment

Motorola* A920

1.4.3 Minimum Server Requirements

Table 1-2 GroupWise Mobile Server Minimum requirements for the Server

GroupWise Mobile Server

HARDWARE
Processor

Hard Disk Space
Memory
SOFTWARE

Operating System

Browser

Other

Supported
Databases

OTHER
REQUIREMENTS

Permissions

Pentium 11l 900MHz
1GB
1 GB RAM

Windows 2000 (SP4)

Windows 2003

Internet Explorer 5.0 or later or Mozilla Firefox 1.5 or later
Microsoft TCP/IP Protocol network environment
Microsoft Management Console 1.2

Microsoft Internet Information Services (11S) 5.0 SP2 (or later) with all Hot Fixes
applied

SQL Server 2000 (SP3) (build 2000.81.9031.14)
Sybase ASA

See Additional Information About Server Requirements for more information about
databases and user permissions.

Local Admin
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Additional Information About Server Requirements
¢ “Database Information” on page 13
+ “SQL Server” on page 13

+ “Windows Server User Permissions” on page 13

Database Information

GroupWise Mobile Server provides its own internal database for standalone operation. If you
choose to use an external database, GroupWise Mobile Server requires one of the supported
databases listed in Table 1-2 on page 12 to operate.

Sybase ASA is available on the installation download, and you can use it for systems of 500-1000
users. If you do not have Microsoft SQL Server on another computer, you can install Sybase ASA
along with the GroupWise Mobile Server components. For a large production environment, use a
full-version database environment (such as Microsoft SQL Server) to get expanded support for a
large number of simultaneously connected clients.

SQL Server
GroupWise Mobile Server recommends that you install the SQL Server in case-insensitive mode.

If you are using SQL Server with named instances, specify the TCP/IP port used by the named
instance when prompted for database server, username, and password information.

Windows Server User Permissions

The user that the GroupWise Mobile Server runs as must be a local Admin user and must have the
following local security policies enabled:

¢ Act as part of the operating system

+ Adjust memory quotes for a process

*

Allow log on locally
+ Logon as a service

+ Replace a process level token
These permissions are set as part of the installation process.
In addition, the following services must be enabled on the Windows server:

+ Distributed Transaction Coordinator

¢ Secondary Logon

Introduction and Requirements
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Server Installation

This section contains the information for installing GroupWise® Mobile Server on the server. In
addition to basic installation instructions, there are steps you can take before and after installation to
make sure GroupWise Mobile Server functions correctly.

¢ Section 2.1, “Before You Install,” on page 15

*

Section 2.2, “Server Installation,” on page 15

*

Section 2.3, “Installing the Software on Multiple Servers,” on page 28
Section 2.4, “Configuring SMTP Relay for SMS Push,” on page 29

Section 2.5, “Uninstalling the Server Software,” on page 29

*

*

*

Section 2.6, “GroupWise Mobile Server Worksheet,” on page 29

2.1 Before You Install

Complete the following tasks before you install the software:
1 Read the Readme.
The Readme on the installation download contains important information about installing
GroupWise Mobile Server.

2 Using the requirements in Chapter 1, “Introduction and Requirements,” on page 9,” verify that
all prerequisite software is installed and functioning properly.

3 Read Section 2.1.1, “Collecting Information,” on page 15 and Section 2.2.2, “The Default Web
Site,” on page 28.

4 Read and fill out Section 2.6, “GroupWise Mobile Server Worksheet,” on page 29.

5 Enable the RunAs service for the duration of the installation if you are using Windows 2000
server.

6 Close all applications.

2.1.1 Collecting Information

You must collect specific information before you begin the installation. The amount of information
varies based on the type of installation (new, upgrade, or evaluation) and the installation feature you
select. Refer to Section 2.6, “GroupWise Mobile Server Worksheet,” on page 29 to gather
information for GroupWise Mobile Server and the Remote Admin Console.

By completing the worksheet before you install the software, you have important information
readily available for the installation. In addition, you are verifying prerequisites to help ensure a
successful installation.

2.2 Server Installation

The server installation program uses the Environment Analyzer to ensure that your computer meets
specific requirements before installing software for the server and the Remote Admin Console. If the

Server Installation
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Environment Analyzer detects a problem, a message appears and the installation stops. You can
restart the installation once you correct the problem.

1 Download the GroupWise Mobile Server compressed executable file (gms701 . exe) from the
Novell download Web site (http://www.novell.com/download) to a temporary directory on
your Windows server.

2 Extract the . exe file into a directory at the root of your local drive or to a network server drive
that can handle long pathnames.

The compressed file contains directory paths that could exceed DOS limits.

3 In Windows, click Start > Run > Browse, then locate the directory where you extracted the
GroupWise Mobile Server Beta files.

4 Select the setup. exe file, then click OK to run the GroupWise Mobile Server Installation
program.

5 Click Next. The contents of the installation package extract and the Welcome dialog box
appears.

fi! Intellisync Mobile Suite Install Environment Analyzer x|

Intelizync Mobile Suite [nstall Environment &nalyzer

Wwhelcome to the Install Ervironment dnalyzer for Intelizenc
bobile Suite,

Thiz program will perform a number of tests bo ensure that
ywour system iz ready for an installation of Intellizpnc Mobile
Suite,

Thiz zezzion will be logged to o Ervironmentinalyzer log. |f
you need to email Intellizpnc support, please include this file
with your email.

Novell

Back

E xit |
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6 Click Next to display the License Agreement dialog box.

'|inEL Intellisync Mobile Suite Install Environment Analyzer x|

License Agreement ‘

Fleaze read the following licenze agreement. =
Hovellt) End Uzer License Agreement for Beta 3ofbware i’

FLEAZRE READ THIS BET A AGREEMENT CAREFULLY. BY INSTALLING,
DOWHNLOADING OF OTHERWTSE WEING THE B0FTWARE, YOU AGEEE TO
THE TEELIZ OF THIS BET A AGEEEMENT AND ANY ZUFPLEMENTAL
NMOVELL LICENSE AGEEEMENT INCLUDED WITH THE SOFTWARE. [F YOI
DO MOT AGREE WITH THESE TERMS, DO NOT DOWNLOAD, INSTALL OF
UZE THE SOFTWARE., THE SOFTWARE MaAY NOT BE SOLD,
TRANIFERRED, OF FURTHEER DISTRIBUTED WITHOUT FRIOR WEITTEN
AUTHORIZATION FROM NOVELL.

This Howvell End User License & greement for Beta Software ("Beta & greement™)
together with aty Supplemental Mowell License Agreement included with the lI

v i accept the terms in the license agreement

Back Hest Ezit

7 Read the license agreement, select I accept the terms in the license agreement, then click Next.
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8 Specify the license key for your software as planned under item 3 of the worksheet, then click

Next.

]i,:.EL Intellisync Mobile Suite Install Environment Analyzer

License Key
Fleaze enter the license key pravided to po,

Pleaze enter pour licensze key:

Back Hest

Ezit

9 Select one of the following installation options as planned under item 4 of the worksheet:

¢ Intellisync Mobile Suite: Installs the complete server program for all Intellisync Mobile
Suite products. Only products enabled by the license key are accessible. This is the

GroupWise Mobile Server.

+ Remote Admin Console: Installs only the remote administration components, including
the Intellisync Mobile Suite control, on a computer other than the Intellisync server. This

allows you to remotely administer the GroupWise Mobile Server.
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fic Intellisync Mobile Suite Install Environment Analyzer

Installation Features
Wehich product do you want to install?

10 Click Next.

11 Specify the username and password for the Windows server as planned under item 5 of the
worksheet, then click Next.

12 Specity the location on where the GroupWise Mobile Server should be installed as planned
under item 6 of the worksheet, then click Next.
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13 If you are installing the GroupWise Mobile Server to a cluster or if you need to configure
external databases, select Check here if you are installing as part of a cluster, or if you need to
configure external databases, then click Next.

]i,:.EL Intellisync Mobile Suite Install Environment Analyzer

X
Standalone or Clustered Installation
Select your install tppe

Al software will be inztalled on thiz machine to enable standalone operation. Check the box
below anly if you need thiz machine to participate in a cluster, or if pou hawve a specific
configuration need for an external user databasze.

r ?I_:heck here if you are inztaling as a part of a cluster. or if you need to configure extema
idatabases

Back Hest Ezit |

If you selected Check here if you are installing as part of a cluster, or if you need to configure
external databases, continue with Section 2.2.1, “Installing GroupWise Mobile Server with an
External User Database,” on page 26. If you didn’t select this option, continue with step 14.
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14 Select Novell GroupWise 7 SP1 or greater as planned under item 7 of the worksheet, then click
Next.

fis! Intellisync Mobile Suite Install Environment Analyzer

Mail Server
Select a mail / PIM information server.

Server Installation 21



15 Specify the IP address or full DNS hostname for the GroupWise server as planned under item 8
of the worksheet.

]i,:.EL Intellisync Mobile Suite Install Environment Analyzer x|

GroupWise Server
Fleaze enter information about pour Grouphsyfize serer.

Groupitfize Server

Server: || Part; IF"'IEH 3: Usze 55L;

Group'sfize SOAP Interface:  hitped4: 7191 /20ap

To test Group'Wise access, please specify the ugername and pazsword of a Group'ize uger,

Uzername: Paszvaord:

Back Hest Ezit

16 Specify the SOAP port for the GroupWise server. The default port is 7191.

17 Specity a GroupWise username and password to test the GroupWise connection as planned
under item 9 of the worksheet, then click Next.

18 Select Same account used to access Intellisync Mobile Server; must be using Group Wise
authentication to use the same user, as planned under item 10 of the worksheet, then click Next.

or
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Select A separate GroupWise account that the user specifies to use a different user for
authentication, then click Next.

'|inEL Intellisync Mobile Suite Install Environment Analyzer

GroupWise Server Access
Fleaze select your Group Wise semver access method.

fname account used to access Intelizyne Mobile Suite; must be using Groupize
iauthentication :
™ & zeparate GroupWWize account that the uzer specifiies

o

" Trusted Application
Mame: Key

The truzted application acceszes Group'Wize with zpecial privilegez.  The trusted
application muzt be regizstered an the Grouptfize server.

Back Hest

Ezit

If this is the first time you are installing GroupWise Mobile Server, you cannot select Trusted
Application. You must use a GroupWise user on the POA to authenticate. When you have
finished the installation and started GroupWise Mobile Server for the first time, you can change
the access method to Trusted Application. For information on how to set up a trusted

application, see “Accessing GroupWise Using a Trusted Application” in the GroupWise

Mobile Server 7 Administration Guide.

19 Specify the URL to access the GroupWise Mobile Server over the Web as planned under item
11 of the worksheet, then click Next.

20 Select all of the following items after you have verified that you meet the requirement on your
Windows server as planned under item 12 of the worksheet:

*

*

I can reach this server via HTTP from within my corporate firewall.

I can reach this server via HTTP from outside of my corporate firewall or no firewall

exists.

I’ve verified that if antivirus software is running on this server then the

PIM\SharedFileSystem directory, under the Intellisync Mobile Suite install directory, is
excluded from virus scanning. Failure to do this can significantly degrade performance.

I understand that Intellisync Mobile Suite is not intended to be installed on the same

machine as other third party server software.

21 Click Next.

Server Installation
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The Environment Analysis Completed dialog box appears.

{i5! Intellisync Mobile Suite Install Environment Analyzer

Novell

Ervvironment &nalyzis Completed.

Your system has been checked. Pleasze wun any manual
checks suggested by the Envirohment Analyzer. If pour
system permitted, a file called Environmentdnalyzer log has
beet written to oh. Pleaze press Install to beain your
Intellizpnc Mabile Suite installation.

Back

22 Click Install to start the installation process.
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When the installation process is finished, the following dialog box appears:

i Intellisync Mobile Suite - InstallShield Wizard x|

InstallShield Wizard Completed

The Installshield Wizard has successfully installzd Inkellisync
Mobile Suite, Click Finish to exit the wizard,

Cancel |

< Back

23 Click Finish to close the installation program.
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2.2.1 Installing GroupWise Mobile Server with an External User
Database

If you selected to install GroupWise Mobile Server with an external user database, you need to
provide the following information during the installation process:

1 During the GroupWise Mobile Server installation process, select Check here if you are
installing as part of a cluster, or if you need to configure external databases, then click Next.

fi5! Intellisync Mobile Suite Install Environment &nalyzer x|

Standalone or Clustered Installation
Select your install tppe

Al zoftware will be inztalled on thiz machine to enable standalone operation. Check the box
belowe anly if you need thiz machine to participate in a cluster, or if pou have a zpecific
configuration need for an external user databasze.

?I_:heck here if you are instaling as a part of a cluster, or if you need to configure externa
idatabazes

-

Back Hest Exit
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2 Seclect the database for GroupWise Mobile Server to use, then click Next.

fis! Intellisync Mobile Suite Install Environment Analyzer

Database
Plzaze select a databaze.

[nztall Intelisync Mobile Suite embedded database on this machine

3 Ifyou select Existing SOL Server 2000 or greater, or MSDE 2.0 or greater, specify the
database server, database port, database username and password as planned under item 13 and
item 14 of the worksheet, then click Next.
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If you select to Auto-discover port GroupWise Mobile Server automatically tries to discover
the correct port number.

'|inEL Intellisync Mobile Suite Install Environment Analyzer x|
Database Checks ‘
Fleaze enter information about pour databaze serder. =

Databaze Server: D atabasze Port;
|| j I v Auto-dizcover port
Uzername [e.q., "za"]: Pazzword:

Back Hest Ezit

4 Continue with Step 14 on page 21 of the installation process.

2.2.2 The Default Web Site

When you install Microsoft Internet Information Server (IIS), the program creates a default Web
site. GroupWise Mobile Server does not modify the existing default Web site during the installation
process (except to stop it). Instead, the installation program creates a new site called Intellisync Web
Site.

The Web site used by GroupWise Mobile Server should be the only one running on the server, and
this site should not be used by another Web site.

2.3 Installing the Software on Multiple Servers

If you expect to serve a large number of users, consider running GroupWise Mobile Server across
multiple servers to balance the load.

GroupWise Mobile Server is designed to support multiple or “clustered” servers in most load
balancing environments, including Windows 2000 Advanced Server: Network Load Balancing,
Cisco Systems* LocalDirector, and SonicWALL Load Balancer, among others. For additional help
with load balancing and clustering, contact Novell Consulting Services.
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2.4 Configuring SMTP Relay for SMS Push

If you use SMS push for synchronization with GroupWise, then you must configure relaying on the
GroupWise Internet Agent (GWIA) to allow relaying SMS messages through the GWIA.

There are three different levels you can configure:

¢ Open SMTP relay: Allows anyone to relay messages through SMTP.

¢ Domain-based/IP address SMTP relay: Allows only users associated with a particular
domain or IP address to relay through SMTP, such as cingular.net. In addition to a single IP
address, an IP block can be used, such as 192.168.

+ E-Mail SMTP relay: Allows a specific e-mail address to relay through SMTP, such as
bob@cingular.net.

For security reasons, Novell recommend either domain-based SMTP relay or e-mail SMTP relay. If
open SMTP relay is selected, anyone can relay through your GWIA, which can cause security
problems.

For instructions on setting up an SMTP relay in the GWIA, see “Enabling SMTP Relaying” in the
GroupWise 7 Administration Guide.

2.5 Uninstalling the Server Software

1 Close all programs.

2 From the Windows Start menu, click Settings > Control Panel to display the Control Panel
window.

3 Double-click Add/Remove Programs.

4 From the list, select Intellisync Mobile Suite, then click Remove. An Add/Remove Programs
confirmation dialog box appears.

5 Click Yes to confirm the deletion. The InstallShield Wizard automatically removes the
Intellisync Mobile Suite software and the associated files. The database and data files remain
intact.

6 Click Close to close the Add/Remove Programs dialog box.

2.6 GroupWise Mobile Server Worksheet

The GroupWise Mobile Server Installation program helps you create your GroupWise Mobile
Server system and install the GroupWise Mobile Server software. The Installation program prompts
you for the information in the worksheet. Print the worksheet and fill in the information for your
GroupWise Mobile Server system before you start the GroupWise Mobile Server Installation
program.

Item Explanation

1) Server Information Select the platform where you plan to install and run the GroupWise

Mobile Server.
+ Microsoft Windows 2003

Server See “Minimum Server Requirements” on page 12.

* Microsoft Windows 2000
Server SP 4
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Item

Explanation

2) Windows Server
Components

* IS

3) GroupWise Mobile Server
License Key

4) Features to Install

+ Intellisync Mobile Server

¢ Remote Admin Console

5) Windows Server
Permissions

¢ Username

¢ Password

6) Installation Path

7) Mail Server

8) GroupWise Server

+ |P Address or Hostname
¢ SOAP Port
¢ SSL

9) GroupWise Access

¢ Username

¢ Password

10) GroupWise Access
Method

+ Same Account
+ User Specified Account

* Trusted Application

11) Web Server URL

For the Windows server, verify that 1IS is installed and functioning
properly.

A valid license key is needed to use the GroupWise Mobile Server,
whether that is an evaluation license or a full license.

When installing GroupWise Mobile Server, you have two different
products to install:

¢ Intellisync Mobile Suite: This is the GroupWise Mobile Server
and Admin Console.

+ Remote Admin Console: This allows for remote administration of
the GroupWise Mobile Server from a workstation.

For the Windows server, the username and password with the proper
permissions to run the GroupWise Mobile Server.

See “Windows Server User Permissions” on page 13

Displays the directory where GroupWise Mobile Server is installed. This
path cannot be changed.

Select the mail server that GroupWise Mobile Server should use. You
should select Novell GroupWise 7 SP1 or greater.

Specify the IP address or full DNS hostname for the GroupWise POA
that GroupWise Mobile Server needs to connect to.

Specify the SOAP port for the above POA, the default SOAP port for
GroupWise is 7191.

Select if you want to use SSL for this connection.

For the GroupWise POA, the username and password for a user on the
POA. GroupWise Mobile Server uses this user to connect to GroupWise
and communicate.

Select the authentication method you want to use to connect to the
GroupWise POA. However, you cannot use Trusted Application because
GroupWise Mobile Server has not registered with GroupWise as a
trusted Application. After the installation is complete and GroupWise
Mobile Server has connected to the POA you can modify the settings in
the Admin Console to connect to GroupWise as a trusted application.

See “Accessing GroupWise Using a Trusted Application” in the
GroupWise Mobile Server 7 Administration Guide.

Specify the URL for the GroupWise Mobile Server Web site. The
GroupWise Mobile Server Web site is the primary Web site for the Web
Server.

See “The Default Web Site” on page 28.
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Item Explanation

12) Manual Checks Verify that you have completed all of the following tasks:

* | can reach this server + | can reach this server via HTTP from within my corporate firewall.
via HTTP from within my

) * | can reach this server via HTTP from outside my corporate firewall
corporate firewall

or no firewall exists.

M can reach this server + I've verified that if antivirus software is running on this server, then
via HTTP from'out3|de the PIM\SharedFileSystem directory, under the Intellisync Mobile
my f:orporate.flrewall or Suite directory, is excluded from virus scanning. Failure to do this
no firewall exists can significantly degrade performance.

¢ Antivirus Software + | understand that Intellisync Mobile Suite is not intended to be
¢ Third Party Software installed on the same machine as other third-party server software.
13) Database Server Specify the database server and port number for the database, or select
Auto-discover port to have GroupWise Mobile Server automatically find
+ Database Server the port number.

¢ Port Number

14) Database Access Specify the username and password to use to access the database

server.
+ Username

¢ Password
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Initial Testing for GroupWise
Mobile Server

After installing GroupWise Mobile Server, test your system using the instructions in this section.

*

*

*

*

*

*

Section 3.1, “Web Site Availability,” on page 33

Section 3.2, “GroupWise Logon Test,” on page 35

Section 3.3, “Setting Up Devices,” on page 39

Section 3.4, “Reviewing GroupWise Data,” on page 41

Section 3.5, “Testing GroupWise SOAP Connectivity,” on page 41
Section 3.6, “Test Complete,” on page 42

3.1 Web Site Availability

The first test verifies if the Web site is available. Users can use the Web site to log in, configure their
account settings, and install the device.

1 On the GroupWise Mobile Server machine, type

localhost

in your browser. The formal address is http://localhost/en/logon.asp.

Initial Testing for GroupWise Mobile Server
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The Logon window appears.

Figure 3-1 Logon window from the Web Server Test

ntellisync Mobile Suite - Logon - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help | ;ﬂ'
QBack ~ &3 - (] [ o | ) Search < Favorites @ Media 4% CE =
Address Iﬂi‘] http: filocalhostfenlogon, asp j ﬂ a0 | Links **
® @ e Logon LT -l
. e

UserName:H : e
Passwurd:l @ |ﬂte||lsync

™ Remember password on this computer M . .
obile Suite’

Intellisyne Mohile Suite manages your mobile devices and keeps them updated with all sors of
information--email, application data, file content, weh pages, software, and PIM data (e.q., calendar and
contacts). The suite includes the products listed helow:.

Intellisymc Email Accelerator gives you full mobile access to corporate email, calendar, contacts, to dao
list, and memos. Through wireless orwireline connections, you can synchronize your Pocket PC, Palm
085, Symbian, or PC mobhile device and send and receive email. For same devices, Email Accelerator can
even send or"push” email messages and PIM information updates to your device immediately. Email
Acceleratar helps manage your business travel by automatically retrieving your itinerary information and
presenting it onyour mobile devices, along with appropriate driving directions, maps, and weather
forecasts for your trips. You can also access your information from any weh browser or internet-ready
mohile phone.

Intellisync Systems Management updates your device with the latest sofbware from headgquarters and
gives administrators tools to troubleshoot any problems you might have with synchronization. It also
provides hackup and restore capahilities in case your device is ever damaged, lost, or the hattery is
completely drained.

Intellisync File Sync can send file and wehsite updates to vour device while you are mohile. When a
document changes, only the changes are sent to your device. Sending only changes and not the entire
document reduces the amount oftime that you need to be connected.

Intellisync Data Sync mohilizes enterprise applications by synchronizing the data between various back
end data sources, such as Qracle, OBZ, and SGL Server, and the local database on maobile devices such
8% laptops, tablets, and PDAS. Intellisync Data Sync uses & stare-and-forward architecture and
synchronizes the data while the client is offline to optimize the user experience and provide high scalahility.

4| | i
|§;‘| l_ l_ l_ |EJ Laocal inkranet A

This step validates the following:

¢ The server is operational.
¢ [IS configuration is correct.

+ The Web site is available.
If you receive an HTTP error or other IIS access errors, try the following.

+ Restart IS
¢ Check the default Web site port and confirm that the port is set to 80.

¢ Restart the computer.
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3.2 GroupWise Logon Test

The easiest and best approach to user access is GroupWise authentication, which is the default at

installation. For a more in-depth discussion about authentication choices, see the Group Wise Mobile

Server 7 Administration Guide.

To test GroupWise logon, enter a valid GroupWise user name and password in the appropriate fields

of the logon window, then click Go.

Figure 3-2 Logon Window

] Intellisync Mobile Suite - Logon - Microsoft Internet Explorer o ]

File Edit Wiew Favorites Tools  Help ‘ i

QBack L > |ﬂ E'] .", | ,'-:'Search "' Favarites + | - B@ E

Address féhl http: fjlocalhostfenylogon. asp j Go | Links

e e
® & @ [ogon ® e

User Name: [tes{ @ Tn .t e I ITsyn c-u

Password: |
I Remember password on this computer M (9] bi Ie s ] itE"

Intellisyne Maohile Suite manages your mohile devices and keeps them updated with all sorts of
infarmation--email, application data, file cantent, web pages, software, and PIM data {e.q., calendar and
contacts). The suite includes the products listed below,

Intellisymc Email Accelerator gives yvou full mohile access to corporate email, calendar, contacts, to do
list, and memos. Through wireless orwireline connections, you can synchronize your Pocket PC, Palm
083, Symhbian, or PC mobile device and send and receive email. For some devices, Email Accelerator can
eveh send or"push” email messages and PIM information updates to your device immediately. Email
Acceleratar helps manage your business travel by automatically retrieving your itinerary information and

forerasts forwnur trins Yoo ran alsn arcess ynur informatinn frnrm ameweh hrmaeser nr internet-raarch

4

presenting it on your mohile devices, along with appropriate driving directions, maps, and weather _I—I
»

|€| Done I_ I_ ’_ I_ ’_ |‘-‘J Local intranet

#

Depending on the computer capabilities, this might take some time. The first access to GroupWise

might be slower than subsequent accesses.

Initial Testing for GroupWise Mobile Server

35



36

3.2.1 Logon Troubleshooting

If the server does not recognize the account or password, the logon fails. A window appears similar
to the following.

Figure 3-3 Failure at Logon

3 Intellisync Mobile Suite - Login - Microsoft Internet Explorer i [m] 4

File Edit Wiew Faworites Tools Help | ﬂ’
&I Back ~ 3 - [x] 2] .f;j | pSearch T‘;,,‘?Favorites @l [:f_.;]v g‘gl =

Address IE htkp: i localhostfenglogin, aspPreason=Aauthentication+for+test+Failed+ j Go | Links *

intellisync
Mobile Suiter

Authentication for test failed

Please try again ar contact your system administrator ifyou need assistance.

User Mame: I

Fassword: I

) LosIiN )

=
|@ Dane l_ l_ l_ l_ l_ |H Local intranet i

Make sure you typed the correct user name and password, then try again.
If the user name and password are correct but you still cannot log on, try the following suggestions.

¢ Check the “GroupWise Mobile Server Worksheet” on page 29 to spot any potential problems.
¢ Ensure that all Intellisync services are started.

¢ Check the permissions of the Intellisync installation folder. (If you accepted the default
selections during the installation, the installation folder is \\Program
Files\Intellisync.) Use the following steps:

a. From Windows Explorer, right-click the Intellisync installation folder, then choose
Properties.

b. Click the Security tab.

c. Make sure that Everyone has permissions with Full Control. If not, select Everyone, then
select Full Control.

d. Click Advanced, then select the following check boxes:

¢ Allow inheritable permissions from the parent to propagate to this object and all
child objects.

¢ Replace permission entries on all child objects with entries shown here that apply to
child objects.
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c.

Click Apply.

+ Make sure the account supplied at installation has rights to Act as part of the operating system.

a. From the Windows Start menu, click Settings > Control Panel.
b.

c.
d.
e.
f.

Double-click Administrative Tools, then click Local Security Policy.
Double-click Local Policies, then click User Rights Assignment.
Select Act as part of the operating system.

Click Action > Properties.

Make sure the user account supplied at installation is in the group.

+ For non-domain users, make sure the user exists in the alternate source or is in the Intellisync
Mobile Suite control.

+ Make sure that the number of users does not exceed the number of licenses.

3.2.2 Successful Authentication

Use the information in this section to verify that authentication is working properly.

Successful Access to GroupWise

On successful authentication, the server uses the SOAP port you submitted during the installation to
query the GroupWise 7.0.1 POA to gather information. The most important information is mailbox
discovery.

1 Specify your username and password, then click GO.

2 Enter the necessary information.
3 Click Submit. Access to the GroupWise POA begins.
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Figure 3-4 Verify Account Settings Page

=3 Intellisync Mobile Suite - Yerify Your Account Settings

File Edit \jew Favorites Tools Help | #
& Back = &3 ~ [x] [2] .{blpSaarch < Favarites 42 | = &

Address I@ http: fflocalhost/en/register . asp j Go | Links *

-

intelisync

Yerify Your Account Settings

Please fill in I verify the information below for msmith.
Mote that the fields marked with red asterisks (*) are required.

Your GroupWise mailbox

. - " i )
Groupvvise Server: doctest2 prova.navell com: 7191 GroupWise Mailbox: Matt Smith

Access to GroupWise mailbox verified

Your location
Time Zone: | Mountain Time {US & Canada) (GMT-7:00) =]
¥ I've verified that the above time zone is correct *
Country: | United States =l

Work Address: |

|
City: | *
State/Province: | ZIPPostal Code: | *

Your name and email address

First Name: |hatt *  Last Name: |Smith *

Email Address: |msmith@dUctestzpmvu.nnvell.cnm *

(4 cancEL ) ((NEXT £) |&
| v

l—l—l_’_|_|§ Local intranet A
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3.3 Setting Up Devices

After you submit valid account information, the device configuration page appears. Various options
are controlled by the default profiles (set using the Intellisync Mobile Suite control). At a later time,
you can tune these options for your deployment.

Figure 3-5 Configure Account page

a Intellisync Mobile Suite - Configure Account - Microsoft Internet Explorer Ag[i[
File Edit jew Faworites Tools  Help | | 'll‘li
QBack ~ &3 - [x] 2] @» | ) Search <7 Favorites {“t| A- & B

address I@ http: fflacalhostfenfaccount. aspPrg=trus j Go | Links *

Configure Account

DOME

Add cDevice A device that stores email, PIM information, files, etc. locally
Examples; Pocket PC, Smartphone, Palm OS device

Add plert Device A device that you want to receive alert emails when important events occur
Examples: Mobile phones, pagers, email accounts

SynchL Devices  SymcML devices are typically mohile phones you can sync your server address book and
calendar with. Examples: Sony Ericssan TGS, Makia 921008290, ate.

Browse Devices Look up and edit your information on a web hrowser or WAP {Internet) phone.

Most Recent
Device Name: Sync Push

Pick Contactsto Sync  Push Settings ~ Alert Settings  Update Software  view Actiity Log

Connection Hame:
r

HMovell GroupWise (Matt Smith} Pick Folders to Sync

. J

™

General User Information  Set your name, address, time zone, etc.

Weh Email Settings Modify your preferences for sending email with Email Accelerator's web or WaP
sites

Performance Settings Change the balance hetween storing old data and improving performance

Logout Logon as a different user

|@ . I_ I_ ’_ ’_ I_ |\-_-i Local inkranet . 4
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To set up devices:

1 On the Configuration Account page, click Add Sync Device.

Z} Intellisync Mobile Suite - Add Sync Dev crosoft Internet Explorer

File Edt ‘iew Fawaorites Tools  Help | #
QBack ~ &) - [x] 2] {blpSearch <= Favorites 421 | [:jv = B

Address I@ http:/ flocalhostien) addsyne, asprhist=fenwebpim/mail, asp j Go | Links **
intelisync

Add Sync Device

Selectyour device. When you click "Mext," we'll install software onyour device.

Sync Devices

" Pocket PC Handheld
FPocket PC 2003 or 2002 devices. Examples: HP iPag, Pocket PC Phones, Samsung i700,
Audiowox XWEE00

" Palm 0S-Based Handheld
Palm 053-Based Devices running OS5 3.5 of highet. Examples: Palm Tungsten, Treo, Samsung

" Symhbian 0S-Based Mobile Phone
Symbian 085 devices. Examples: Mokia 630, 7610, 9300, 9500; Sony Ericsson P00, P910a;
Matarala A1000

" Smartphone OS-Based Mobile Phone
Microsoft Smartphone 05 devices. Examples: Motorola MPx220, Samsung i600, Audiovox
SMTAED0

" Mone —
Install no dewice at this time.

3 Back (_NEXT 63 _I
|&] l_l_’_|_|_|g Local intranet 4

2 Make your selections and follow the prompts.

Users can add devices at any time by selecting the Setup > Account (or Setup > New Sync
Device) from the menu.
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3.4 Reviewing GroupWise Data

After you click Done on the device page, the Intellisync Mobile Suite main page appears.

Figure 3-6 GroupWise Data Review Page

a Intellisync Mobile Suite - Web PIM - Microsoft Internet Explorer

File Edt Wiew Favorites Tools  Help
P Back - = - @ ot | @Search [He] Favorites @Media @ | %- S =t- E ¥ g

Address @hl:tp:,l',l'server.company,l'en,l’webpim,l'mail.asp j @G0 |Links >

L SETUF W VIEW W LOGOUT -

Lt}
intelisync
Mobile Suiter

Inbox (6) ] : . :
| Compose l Delete l Iove l Send/Receive - [Al] Lll I Search -
4 V@[ 4 From Subject Received Size
I Jay Breezer contact spreadsheet 04/27/04 0447 PM 1344
[ Jeff Callins Company Picnic 04/27/04 04:47 PM 1767
oo Mark Mason  Sales Meeting D4/27/04 O4:44 PM 1527
| AL Kyle Ingram Need your comments 04/27/04 04432 PM 1439
@ Frank McGill meeting today? 04/27/04 04:43 PM 163
@ Andy Robins New Employees 04/27/04 04:42 PM 131

NIl

@ http: /fpurina. pumatech. comjenflogout . asp ’_ ’_ ’_ |Q Internet

Use this page to review the data retrieved from the GroupWise POA. This review is important,
because the data you see here will be synchronized to the device.

Click an icon on the left to review e-mail, calendar items, contacts, to-do items, and memos.

3.5 Testing GroupWise SOAP Connectivity

If the GroupWise Logon tests fail, there could be a problem with your connection to GroupWise. To
test your SOAP connection with GroupWise:
1 From the Windows server, open a command prompt.
2 Enter the following at the command prompt:
telnet groupwise servername 7191
The following should be displayed:
HTTP/1.0 500
Date: Wed, 26 Apr 2006 13:29:22 GMT

Server: Linux GroupWise POA 7.0.1
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Content-Type: text/html
Pragma: no-cache
Connection to host lost.

If you cannot telnet to the SOAP port, verify that GroupWise is running and that SOAP port is
enabled. See the GroupWise Mobile Server 7 Administration Guide for information on how to
enable SOAP.

3.6 Test Complete

After you complete these initial tests, the system is ready for user access.

Refer to the Group Wise Mobile Server 7 Administration Guide for additional information on setting
up and managing your server.
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Using the Secure Gateway

This section contains information to install and configure your network for secure synchronization
traffic.

¢ Section 4.1, “Overview,” on page 43

¢ Section 4.2, “Recommended Secure Gateway configuration,” on page 44

¢ Section 4.3, “Installing the Secure Gateway,” on page 45

+ Section 4.4, “Troubleshooting Secure Gateway Issues,” on page 46

4.1 Overview

Your company policy might dictate how you deploy GroupWise Mobile Server within your network
configuration. There are several configuration options available; however, Novell recommends the
configuration described in this section using a demilitarized zone (DMZ) or screened subnet with
the Secure Gateway. The DMZ is a computer or small subnetwork that sits between a trusted
internal network, such as a corporate private LAN, and an untrusted external network, such as the
public Internet. The Secure Gateway allows you to connect to a server in the DMZ then connect the
computer in the DMZ to a computer behind the corporate private LAN.

The Secure Gateway is a communications infrastructure component of GroupWise Mobile Server.
Secure Gateway offers secure and scalable communications between mobile devices and
servers. The benefits of this configuration include simplicity, performance, and security.

Simplicity

¢ The installation application allows you to quickly install and configure the Secure Gateway.

+ A single outbound-initiated TCP/IP port is open in the firewall and you can restrict it to a single
IP address.

+ DNS routing makes the experience simple whether the client is internal or external.

Performance

¢ The Secure Gateway does not significantly reduce performance.

¢ The Secure Gateway handles load-balanced connections to multiple Mobile Gateway servers.
You can assign the round-robin connections based on “next available” or server load.

Security

¢ The Secure Gateway is highly secure. This configuration securely controls communications
between the DMZ and the enterprise.

+ This configuration routes traffic to a different protocol and port, thereby restricting any pass-
through attempts to the firewall.

Using the Secure Gateway

43



4.2 Recommended Secure Gateway
configuration

Novell recommends using the Secure Gateway configuration within your network. The Secure
Gateway offers secure and scalable communications between mobile devices and servers and
consists of an HTTP listener and communications services.

The server intercepts the HTTP requests from mobile devices and then routes the requests through
TCP/IP to a specific port that you define. The process encrypts all traffic end-to-end.

The following diagram illustrates the recommended configuration for the GroupWise Mobile Server
solution. In this scenario, all GroupWise Mobile Server components and enterprise servers accessed
by GroupWise Mobile Server are behind the corporate inner firewall.

NOTE: For detailed information on installing and configuring the Secure Gateway, refer to the
GroupWise Mobile Server 7 Administration Guide.

Figure 4-1 Secure Gateway Configuration

Internet DMZ Corporate Network

External Firewall
Internal Firewall

\\ HTTPIS
Fort 80/443 / 1
oL

TCPIP

TCRIIP Port 8885
Port 3102 Secure Qutbound GroupWise
Gateway Only Maobile
Servar(s) \_SOAP IRy
7191 e
GroupWise POA

The following table shows the default port settings. Your port settings might be different depending
on your network configuration.

Table 4-1 Default Port Settings

Communication Protocol Default Port Products

HTTP 80 (configurable) GroupWise Mobile Server
Sync traffic

HTTPS 443 (configurable) Groupwise Mobile Server
Sync traffic
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Communication Protocol Default Port Products

HTTP 80
Push traffic
SSL Mobile Gateway to a Secure

Gateway outbound-only

Push traffic connection

4.3 Installing the Secure Gateway

1

From the installation source folder, double-click the setup . exe file. The Secure Gateway
Setup starts and prepares the wizard application for the installation.

2 On the Secure Gateway Welcome page, click Next.

To install to a location other than the default folder, click Change. Otherwise, click Next.

4 Complete the following fields:

7

Username: Use the Domain\username format for the user under which you want the Secure
Gateway to run. This user must have Log On as Service rights on the Secure Gateway
computer.

Password: Type the password for the specified user.
Click Next.
Click Install.

The installation program installs the Secure Gateway components into the specified location.
When the installation is complete, the InstallShield Wizard Completed screen appears.

Click Finish.

After the installation, you must specify the name of the Secure Gateway computer.

a o O N =

On the GroupWise Mobile Server, select Intellisync Mobile Suite in the console tree.
Click Action > Properties.

Click the Secure Gateway tab.

Click A4dd.

Type the name or IP address (the IP address is preferred) in the field, then click OK. The Secure
Gateway dialog box closes, and the server name appears in the Secure Gateway Servers field.

You can also specify a port number for the Secure Gateway Server but make sure you set the
port number correctly or communications will fail. In most cases, the default port number
setting is sufficient.

Click the Server Name tab.

Specify the Secure Gateway server name in the following fields:
* Website Server Name
* Sync Server Name
¢ Network Push Server

Click OK.

You must restart the Intellisync services for your changes to take effect.

Using the Secure Gateway
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4.4 Troubleshooting Secure Gateway Issues

This section provides steps to follow to help identify, isolate, and resolve sync or push related issues
with GroupWise Mobile Server and Secure Gateway.

4.4.1 Verifying Server Name Values and Connections

1
2
3
4

(3}

8

From the console tree, select Intellisync Mobile Suite.
Click Action > Properties.
Click the Server Name tab.

Verify that Sync Server Name and Network Push Server are set to the external DNS/IP address
that resolves to the Secure Gateway server.

To view information on the Secure Gateway server, click the Secure Gateway tab.
Click OK.

From the GroupWise Mobile Server machine, use Telnet to verify you can connect to localhost
80.

From a computer connected to the Internet, use Telnet to verify you can connect to the
following:

* SyncServerName 80
¢ NetworkPushServer 3102

Install the Intellisync Mobile Suite client on a test device and the verify that the Sync Server
Name value and Network Push Server value are correct.

4.4.2 Verifying Secure Gateway Values and Connections

A H WON =

From the console tree, select Intellisync Mobile Suite.

Click Action > Properties.

Click the Secure Gateway tab.

Verify that the Secure Gateway servers listed are correct DNS/IP addresses, then click OK.

From the GroupWise Mobile Server machine, use Telnet to verify you can connect to
SecureGateway 8865.

From the Secure Gateway server, use Telnet to verify that you can connect to the following:
¢ localhost 80
¢ localhost 3102

4.4.3 Verifying Network Configuration on GroupWise Mobile
Server

*

*

*

*

Add all IP addresses bound to all NICs to the hosts file, resolving to the hostname.

Add any IP addresses for Secure Gateway servers to the hosts file, resolving to the hostname
(only required if the hostname was specified in the Intellisync Mobile Suite Admin Console).

If possible, verify and set the Speed and Duplex values for all NICs.

Verify that ipconfig /all returns correct and expected values.
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¢ Verify that netstat -a returns correct and expected values.

4.4.4 Verifying Network Configuration on Secure Gateway
Servers

¢ Add all IP addresses bound to all NICs to the hosts file, resolving to the hostname.
+ Remove all registered DNS server entries on all NICs.

¢ Disable the Register this connection's addresses in DNS setting on all NICs.

+ Remove all registered WINS server entries on all NICs.

¢ Disable the Enable LMHOSTS lookup setting on all NICs.

¢ Set the NetBIOS setting to Disable NetBIOS over TCP/IP on all NICs.

¢ Verify that ipconfig /all returns correct and expected values.

¢ Verify that netstat -a returns correct and expected values.

4.4.5 Verifying Firewall Router Configuration

+ Verify that any nodes (usually firewalls and load balancers) between the Internet and the
Secure Gateway server allow idle connections on port 80 and 3102 to stay active for longer
than 15 minutes.

+ Verify that no IDS or packet inspection devices modify data on port 80 or 3102.

4.4.6 Testing Network Connections
+ From a computer connected to the Internet, use a browser to verify that you can access the
GroupWise Mobile Server Web site.

+ From a test device, use the browser to verify that you can access the GroupWise Mobile Server
Web site.

+ Run SocketLife on the Secure Gateway server and verify that a Palm device can consistently
connect to port 80 and 3102 with a Seed Time value of 1, 5, and 15. You can obtain a copy of
the SocketLife program from Intellisync Technical Support.
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Installing the Client

This section offers options for installing the client software.

Before you install the client software, check the requirements in Chapter 1, “Introduction and
Requirements,” on page 9,” to verify that all required software is installed and functioning properly
on each device.

¢ Section 5.1, “Client Installation Options,” on page 49

¢ Section 5.2, “Cradle Synchronization Client,” on page 50

¢ Section 5.3, “Manuals and References for the Client,” on page 55

¢ Section 5.4, “Uninstalling the Client Software,” on page 55

5.1 Client Installation Options

You can install the device software for the users, or you can have the users install the client software
themselves. Either way, you have several options available:

¢ Installing from the mobile Web site

¢ Installing over the air from the mobile Web site

+ Installing from a standalone installation you generate through the Intellisync Mobile Suite
control

5.1.1 Installing from the Mobile Web Site

Users can install software on their devices through the mobile Web site created by the Intellisync
installation program. To do this, users need the full server URL you entered during the server
installation. Instructions for installing software from the mobile Web site are included in the
appropriate Client User’s Guide. See Section 5.3, “Manuals and References for the Client,” on
page 55 for information about editing and distributing these documents to your users.

5.1.2 Installing Over the Air from the Mobile Web Site

Over the air (OTA) installation enables users to download and install the Wireless Email client and
Sync Client to a mobile device through a wireless connection. The user simply navigates to the
installation URL, which can be sent through SMS, adds the server account, and downloads and
installs the client.
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The installation process is similar to the previous process, although you now have the option to
install the client software over the air, as shown in the following figure.

Figure 5-1 Installing Software Over the Air

Would you like to install software on your phone wirelesely'?

This ig a canveniant chaice whean connecting your phona bowour computer is dificul, Mote thatyou mayincur
charges from wour carder far one SMS notification and the data dawnloaded. The download could take a faw
minuUtes, during which tirme you yill nolbe akle o rrake ar receke phane calls.

Yesgl
Enleryour phone number and click Submit. You will receive instructions on your phone on how o finish he
installztian.
& Carrier and Phone Mesnber, or ' Emai Address for your Wohde Phone
‘Wireles s r:am'er:|Listed Carriersj |
Kote: Wour phona's email address will usually have vour
Fhone number; I phane numboer n k. Tvpe this Inwithout parertheses or
dashes.

LTI

No, thanks. Please Install through my PC.

HEXT

5.1.3 Installing from a Custom Installation Program

You can use the Client Install Deployment utility to generate a custom, stand-alone installation that
allows users to install client software without using the mobile Web site.

The Client Install Deployment utility is available from the Intellisync Mobile Suite control. From
the Intellisync Mobile Suite control, select Profile Settings, General, then Client Install Deployment.
For more information, see to the GroupWise Mobile Server 7 Administration Guide.

5.2 Cradle Synchronization Client

You can download and install the cradle synchronization client from the Mobile Web site. The
synchronization client allows you to synchronize your mobile device using the cradle. In order to do
this, you must have pre-installed the synchronization software for your mobile device.

+ Section 5.2.1, “Using a Cradle to Synchronize Palm Devices,” on page 51

¢ Section 5.2.2, “Using a Cradle to Synchronize Pocket PC Devices,” on page 52

¢ Section 5.2.3, “Using a Cradle to Synchronize Symbian OS Devices,” on page 53

¢ Section 5.2.4, “Using a Cradle to Synchronize Smartphone OS Devices,” on page 53
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5.2.1 Using a Cradle to Synchronize Palm Devices

*

*

*

*

“Disabling Other PIM Data” on page 51

“Downloading the Cradle Synchronization Client” on page 51

“Installing and Configuring the Cradle Synchronization Client” on page 51
“Synchronizing the Palm OS Device in the Cradle” on page 52

Disabling Other PIM Data

Before you begin the installation of the cradle synchronization client, you must disable the PIM
information from synchronizing to your device. You can have only one cradle synchronization client
synchronizing data to your device at one time. If you do not disable the PIM synchronization, you
could have duplicate information on your device.

© 00 N OO O A WODN -~

Right-click the HotSync client in the system tray.
Click Custom.

Select Calendar, then click Change.

Select Do nothing, then click Set as default.
Select Contacts, then click Change.

Select Do nothing, then select Set as default.
Select Tasks, then click Change.

Select Do nothing, then click Set as default.
Click Done.

Downloading the Cradle Synchronization Client

1

N O a0~ ODN

From the client machine, open a Web browser and specify your GroupWise Mobile Server
URL, then press Enter.

Specify your GroupWise username and password in the appropriate fields, then click GO.
Click SETUP > NEW SYNC DEVICE.

Select Palm OS-Based Handheld, then click Next.

Under No thanks. Please install through my PC, click Next.

Click Install to start the download process.

When the files have finished downloading, double-click the setup . exe file to begin the
installation process.

Installing and Configuring the Cradle Synchronization Client

1

On the Mobile Suite Installation page, click Install.

Several screens are displayed during the installation process. When the installation is finished,
the Installation Complete page is displayed.

2 Click Exit to finish the installation.

Right-click the HotSync icon in the system tray, then click Custom.

4 Select Intellisync Mobile Suite, then click Change.
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5 Select Synchronize the files, select Set as default, then click OK.
6 Click Done.

Synchronizing the Palm OS Device in the Cradle

1 Make sure that the Intellisync software is running on your computer. If you see a Mobile Suite
Client icon #** in the system tray on the bottom right area of your screen, the Intellisync
software is running. If the Mobile Suite Client icon is not in the system tray, click Start >
Programs > Intellisync Mobile Suite > Mobile Suite Client.

2 Place the Palm OS device in a cradle that is connected to the computer, and press the power
button on the device to start the Palm OS device.

3 Press the HotSync button on the cradle (or in the HotSync application on the Palm OS device).
Select one of the following options:
+ Refresh: If you select this option, the data on the server replaces the data on the device.

+ Merge: If you select this option, the data on the server combines with the data on the
device.

When the synchronization is complete, a message is displayed in the HotSync window
confirming that the synchronization has completed successfully.

5.2.2 Using a Cradle to Synchronize Pocket PC Devices

¢ “Disabling Other PIM Data” on page 52

+ “Downloading the Cradle Synchronization Client” on page 52

+ “Installing and Configuring the Cradle Synchronization Client” on page 53
¢ “Synchronizing the Pocket PC OS Device in the Cradle” on page 53

Disabling Other PIM Data

Before you begin the installation of the cradle synchronization client, you must disable the PIM
information from synchronizing to your device. You can have only one cradle synchronization client
synchronizing data to your device at one time. If you do not disable the PIM synchronization, you
could have duplicate information on your device.
1 Double-click the ActiveSync icon in the system tray.
2 Click Tools > Options.
3 Deselect the following items:
¢ Calendar
+ Contacts
* Tasks

¢ Inbox

*

Enable synchronization with a server

Downloading the Cradle Synchronization Client

1 From the client machine, open a Web browser and specify your GroupWise Mobile Server
URL, then press Enter.

52 GroupWise Mobile Server 7 Installation Guide



Specify your GroupWise username and password in the appropriate fields, then click GO.
Click SETUP > NEW SYNC DEVICE.

Select Pocket PC Handheld, then click Next.

Under No thanks. Please install through my PC, click Next.

Click Install to start the download process.

N o g A OWODN

When the files have finished downloading, double-click the setup . exe file to begin the
installation process.

Installing and Configuring the Cradle Synchronization Client
1 Before you begin the installation process, your Pocket PC device must be connected to your
computer and ActiveSync.
2 On the Mobile Suite Installation page, click Install.

Several screens are displayed during the installation process. When the installation is finished,
the Installation Complete page is displayed.

3 Click Yes to install the Sync Client to the default application directory.
4 Click OK.
5 On the Pocket PC device, specify your GroupWise password, then click OK.

Synchronizing the Pocket PC OS Device in the Cradle

1 On the device, tap Start > Programs > Intellisync.
2 Tap Sync.
3 Specify your GroupWise password in the appropriate field, then tap OK.
4 Select one of the following options:
+ Refresh: If you select this option, the data on the server replaces the data on the device.

+ Merge: If you select this option, the data on the server combines with the data on the
device.

When the synchronization is complete, a message is displayed in the Intellisync window on the
device confirming that the synchronization has completed successfully.

5.2.3 Using a Cradle to Synchronize Symbian OS Devices

Currently cradle synchronization for Symbian OS devices is not supported. Symbian OS Devices
can only be synchronized wirelessly. See the Symbian Client Guide for instructions.

5.2.4 Using a Cradle to Synchronize Smartphone OS Devices

¢ “Disabling Other PIM Data” on page 54

+ “Downloading the Cradle Synchronization Client” on page 54

¢ “Installing and Configuring the Cradle Synchronization Client” on page 54
¢ “Synchronizing the Smartphone OS Device in the Cradle” on page 54
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Disabling Other PIM Data

Before you begin the installation of the cradle synchronization client, you must disable the PIM
information from synchronizing to your device. You can have only one cradle synchronization client
synchronizing data to your device at one time. If you do not disable the PIM synchronization, you
could have duplicate information on your device.

1
2
3

Double-click the ActiveSync icon in the system tray.
Click Tools > Options.
Deselect the following items:

¢ Calendar

* Contacts

¢ Tasks

¢ Inbox

¢ Enable synchronization with a server

Downloading the Cradle Synchronization Client

1

N 6o g A WODN

From the client machine, open a Web browser and specify your GroupWise Mobile Server
URL, then press Enter.

Specify your GroupWise username and password in the appropriate fields, then click GO.
Click SETUP > NEW SYNC DEVICE.

Select Smartphone OS-Based Mobile Phones, then click Next.

Under No thanks. Please install through my PC, click Next.

Click Install to start the download process.

When the files have finished downloading, double-click the setup . exe file to begin the
installation process.

Installing and Configuring the Cradle Synchronization Client

1

Before you begin the installation process, your Smartphone OS device must be connected to
your computer and ActiveSync.

On the Mobile Suite Installation page, click Install.

Several screens are displayed during the installation process. When the installation is finished,
the Installation Complete page is displayed.

Click Yes to install the Sync Client to the default application directory.

4 Click OK.

5

On the Smartphone OS device, specify your GroupWise password, then click OK.

Synchronizing the Smartphone OS Device in the Cradle

1

2

1.Make sure that the Intellisync software is running on your computer. If you see a Mobile
Suite Client icon *** in the system tray on the bottom right area of your screen, the Intellisync
software is running. If the Mobile Suite Client icon is not in the system tray, click Start >

Programs > Intellisync Mobile Suite > Mobile Suite Client.

Click Start > Programs > Intellisync.
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3 Click Sync.
4 Specify your GroupWise password in the appropriate field, then click Done.
5 Select one of the following options:
+ Refresh: If you select this option, the data on the server replaces the data on the device.

+ Merge: If you select this option, the data on the server combines with the data on the
device.

When the synchronization is complete, a message is displayed in the Intellisync window on the
device confirming that the synchronization has completed successfully.

5.3 Manuals and References for the Client

In addition to this guide, the following client documentation is provided in Adobe Portable
Document Format (PDF), at the Novell GroupWise 7 Documentation Web site (http://
www.novell.com/documentation/gw?7):

¢ Palm Client User Guide

¢ Pocket PC Client User Guide

* Smartphone Client User Guide

¢ Symbian Client User Guide

Documentation is available in the root directory of the extracted download file.

NOTE: These documents are not installed as part of the client installation. It is your decision
whether to provide the client documentation to your users. These documents are provided to you in
Adobe Portable Document Format (. pdf) as part of the server installation. You have the following
options:

* Distribute the documents as is to your users using the PDF files.
* Provide users with your own publications instead of these documents.

5.4 Uninstalling the Client Software

This section covers how to remove the Intellisync client software from the Pocket PC, Smartphone,
Symbian OS device, and Palm OS device.

5.4.1 Uninstalling Client Software on a Pocket PC Device

Tap the Windows Start menu.

Tap Settings.

Tap the System tab.

Tap Remove Programs.

In the Programs in storage memory box, tap Synchrologic Client.
Tap Remove.

Tap Yes to confirm the deletion.

W N O g A~ WODN =

Tap OK to exit the Remove Programs dialog box.
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If you do not want to install the client software on the device the next time you synchronize, you
must also remove the software from the workstation using Add/Remove Programs.

5.4.2 Uninstalling client software on the Smartphone device

1 From the Home panel, navigate to Programs.

2 Choose Settings > Remove Programs, then choose Synchrologic Client.
3 Select Menu > Remove.

4 Choose Yes to confirm the deletion.

5 Choose Done to exit the Remove Programs panel.

5.4.3 Uninstalling Client Software on a Symbian OS Device

On the device, click Tools, then Control Panel.
Click Data management > Application manager.
Select ClientShell, then click Remove.

Click OK to confirm the deletion.

Click OK to end the uninstall process.

O O A WODN -

Click Close, then Exit twice.

5.4.4 Uninstalling Client Software on a Palm OS Device

To remove the client software from a Palm OS device, complete the following steps:

1 Tap the Applications icon.
2 Tap the Menu icon. The Applications (App) list appears.
3 Tap Delete. The Delete panel appears with a list of applications.
4 Delete any of the following applications that appear:

¢ EMailAcc

+ FileSync

+ iFDClient

¢ Intellisync

¢ SharedLog

+ SyncMail

+ Synchrologic

To delete, tap the application, then tap Delete.

5 Tap Yes to confirm the deletion.

6 Tap Done to exit the Delete panel.
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Documentation Updates

This section lists updates to the GroupWise Mobile Server Installation Guide that have been made
since the initial release of GroupWise® Mobile Server. The information will help you to keep
current on documentation updates and, in some cases, software updates (such as a Support Pack
release).

The information is grouped according to the date when the GroupWise Mobile Server Installation
Guide was republished.

The GroupWise Mobile Server Installation Guide has been updated on the following dates:
¢ Section A.1, “October 12, 2006,” on page 57

A.1 October 12, 2006

Table A-1 October 12, 2006 Updates

Location Update

Section 1.4.2, “Minimum Client Requirements,” on  Removed support for Pocket PC 2002.
page 11

Documentation Updates
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