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About This Guide

This guide contains information about security best practices you might want to implement in your
Identity Manager environment. The guide is organized as follows:

¢ Chapter 1, “Security Best Practices,” on page 9

Audience

This guide is intended for administrators, consultants, and network engineers who require a high-
level introduction to Identity Manager business solutions, technologies, and tools.

Documentation Updates

For the most recent version of this document, see the Identity Manager Documentation Web site
(http://www.novell.com/documentation/idm36/index.html).

Additional Documentation

For documentation on other Identity Manager drivers, see the Identity Manager Drivers Web site
(http://www.novell.com/documentation/idm36drivers/index.html).

Documentation Conventions

In Novell® documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.

About This Guide
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Security Best Practices

The following sections provide information you should consider as you secure your Identity
Manager system:

¢ Section 1.1, “Using SSL,” on page 9

¢ Section 1.2, “Securing Directory Access,” on page 9

¢ Section 1.3, “Managing Passwords,” on page 11

¢ Section 1.4, “Creating Strong Password Policies,” on page 12

¢ Section 1.5, “Securing Connected Systems,” on page 13

¢ Section 1.7, “Industry Best Practices for Security,” on page 14

¢ Section 1.8, “Tracking Changes to Sensitive Information,” on page 15

1.1 Using SSL

Enable SSL for all transports, where it is available. Enable SSL for communication between the
Metadirectory engine and Remote Loader and between the Metadirectory engine or Remote Loader
and the connected systems. For information, see “Creating a Secure Connection” in the /dentity
Manager 3.6.1 Remote Loader Guide.

If you don't enable SSL, you are sending sensitive information such as passwords in the clear.

1.2 Securing Directory Access

Make sure that you secure access to Identity Vaults and to Identity Manager objects.

Physical Security: Protect access to the physical location of the servers where an Identity Vault is
installed.

File System Access: The security of the file system for Identity Manager is critical to ensuring the
security of the system as a whole. Verify that the directories containing eDirectory™, the
Metadirectory engine, and the Remote Loader are accessible only to the appropriate administrators.

There is an issue with the file system when the Remote Loader is installed on a Windows* 2000
server. For more information, see TID 3243550, Securing a Remote Loader Install on a Microsoft
Windows 2000 Server (http://www.novell.com/support/
search.do?cmd=displayKCé&docType=kc&externalld=3243550&sliceld=SAL_Public&dialogID=4
7824778&stateld=0%200%2047832401).

Access Rights: Identity Manager requires Administrative rights to create Identity Manager objects
and configure drivers. Monitor and control who has rights to create or modify the following:

¢ An Identity Manager driver set
¢ An Identity Manager driver

Security Best Practices
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+ Driver configuration objects (filters, style sheets, policies), especially policies that are used for
password retrieval or synchronization

+ Password policy objects (and the iManager task for editing them), because they control which
passwords are synchronized to each other, and which Password Self-Service options are used

1.2.1 Granting Task-Based Access to Drivers and Driver Sets

In addition to the eDirectory standard object-based access controls, Identity Manager lets you assign
trustee rights to perform only certain tasks on an Identity Manager driver, rather than just granting
full Supervisor rights to the driver object. For example, you can assign trustee rights so that one user
can only configure the driver object (create and modify object properties), while another user can
only start and stop the driver.

Identity Manager provides the following driver object attributes that enable role-based access:

Attribute Description

DirXML-AccessRun Start and stop Identity Manager drivers and jobs

DirXML-AccessMigrate Manage migration operations into the Identity Vault

DirXML-AccessSubmitCommand Manage the driver’s pass-through commands

DirXML-AccessCheckObjectPassword Manage the driver’s check object password
commands

DirXML-AccessConfigure Manage the driver’s configuration and job
configuration

DirXML-AccessManage View and modify the driver’s cache file contents

Setting trustee rights to these attributes grants access to the associated Identity Manager verbs and
sub-verbs. Read access lets users view state (get verb state), and Write access lets users modify or
change state (set verb state.) For example, granting Read access to a driver object’s DirXML-
AccessRun attribute lets the user get the driver state (started or stopped.) Granting Write access lets
the user set the driver state (change from started to stopped, or vice versa.)

The goal of providing this attribute-based access to driver tasks is to let you create well-defined
administrative roles, perhaps using the eDirectory Administrative Role object, that let users perform
certain management tasks without exposing all management functionality. Creating these roles can
go beyond providing access to the DirXML-Access attributes described above and can include
access rights to other attributes, as well as access to other Identity Manager objects. The following
examples demonstrate the flexibility available for creating administrative roles:

Start/Stop Driver Admin: This administrative role lets the assigned user start and stop all drivers
in a given driver set. It requires the following access rights:

+ Browse rights to the Driver Set object

+ Read and Write access, with inheritance, to the DirXML-AccessRun attribute of the Driver Set
object

Driver Admin: This administrative role lets the assigned user manage a single Driver object. It
requires the following access rights:

+ Browse and Create rights to the Driver object

Identity Manager 3.6 Security Guide



+ Read and Write access to [All Attribute Rights] in the Driver object

NOTE: Make sure the rights are inherited so the driver Admin can also manage the driver’s
policy objects.

Information about using iManager to grant eDirectory access rights is available in the iManager
Administration Guide (http://www.novell.com/documentation/imanager27/imanager _admin_27/
data/hk42s9ot.html).

1.3 Managing Passwords

When you choose to exchange information between connected systems, you should take precautions
to make sure that the exchange is secure. This is especially true for passwords.

¢ The Password Hint attribute (nsimHint) is publicly readable, to allow unauthenticated users
who have forgotten a password to access their own hints. Password Hints can help reduce help
desk calls.

For security, Password Hints are checked to make sure that they do not contain the user's actual
password. However, a user could still create a Password Hint that gives too much information
about the password.

To increase security when using Password Hints:

+ Allow access to the nsimHint attribute only on the LDAP server used for Password Self-
Service.

+ Require that users answer Challenge Questions before receiving the Password Hint.

+ Remind users to create Password Hints that only they would understand. The Password
Change Message in the password policy is one way to do this. See “Adding a Password
Change Message” in the Password Management 3.2 Administration Guide (http://
www.novell.com/documentation/password management32/index.html).

If you choose not to use Password Hint at all, make sure you don't use it in any of the password
policies. To prevent Password Hints from being set, you can go a step further and remove the
Hint Setup gadget completely, as described in “Disabling Password Hint by Removing the Hint
Gadget” in the Password Management 3.2 Administration Guide (http://www.novell.com/
documentation/password _management32/index.html).

¢ Challenge Questions are publicly readable, to allow unauthenticated users who have forgotten a
password to authenticate another way. Requiring Challenge Questions increases the security of
Forgotten Password Self-Service, because a user must prove his or her identity by giving the
correct responses before receiving a forgotten password or a Password Hint, or resetting a
password.

The intruder lockout setting is enforced for Challenge Questions, so the number of incorrect
attempts an intruder could make is limited.

However, a user could create Challenge Questions that hold clues to the password. Remind
users to create Challenge Questions and Responses that only they would understand. The
Password Change Message in the password policy is one way to do this. See “Adding a
Password Change Message” in the Password Management 3.2 Administration Guide (http://
www.novell.com/documentation/password _management32/index.html).

+ For security, the Forgotten Password actions of E-mail password to user and Allow user to reset
password are available only if you require the user to answer Challenge Questions.

Security Best Practices
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* A security enhancement was added to NMAS™ 2.3.4 regarding Universal Passwords changed
by an administrator. It works basically the same way as the feature previously provided for
NDS® Password.

If an administrator changes a user's password, such as when creating a new user or in response
to a help desk call, the password is automatically expired if you have enabled the setting to
expire passwords in the password policy. The setting in the password policy is in Advanced
Password Rules, named Number of days before password expires (0-365). For this particular
feature, the number of days is not important, but the setting must be enabled.

1.4 Creating Strong Password Policies

Password policy objects are publicly readable to allow applications to check whether passwords are
compliant. This means that an unauthenticated user could query an Identity Vault and find out what
password policies are in place. If the password policies require users to create strong passwords, this
should not pose a risk, as noted in “Create Strong Password Policies” in the Password Management
3.2 Administration Guide (http://www.novell.com/documentation/password management32/
index.html).

Identity Manager Password Synchronization lets you simplify user passwords and reduce help desk
costs. Bidirectional password synchronization lets you share passwords among eDirectory and
connected systems in multiple ways, as described in the scenarios in the I/dentity Manager 3.6.1
Password Management Guide.

Using Universal Password and password policies allows you to enforce strong password syntax
requirements for users. Use the Advanced Password Rules in password policies to define your
organization’s best practices for passwords. The Advanced Password Rules features let you manage
password syntax by using either Novell® syntax or the Microsoft* Complexity Policy. For more
information, see “Managing Passwords by Using Password Policies” in the Novell Password
Management 3.2 Administration Guide (http://www.novell.com/documentation/

password management32/pwm_administration/data/ampx;jj0.html).

For example, using Novell password syntax options, you can require user passwords to comply with
rules such as the following:

¢ Requiring unique passwords.
You can prevent users from reusing passwords, and control the number of passwords the
system should store in the history list for comparison

¢ Requiring a minimum number of characters in the password.
Requiring longer passwords is one of the best ways to make passwords stronger.

¢ Requiring a minimum number of numerals in the password.

Requiring at least one numeric character in a password helps protect against “dictionary
attacks,” in which intruders try to log in using words in the dictionary.

¢ Excluding passwords of your choice.

You can exclude words that you consider to be security risks, such as the company name or
location, or the words “test” or “admin.” Although the exclusion list is not meant to import an
entire dictionary, the list of words you exclude can be quite long. Just keep in mind that a long
list of exclusions makes login slower for your users. A better protection from dictionary attacks
is to require numerals or special characters.
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Keep in mind that you can create multiple password policies if you have different password
requirements in different parts of the tree. You can assign a password policy to the whole tree, a
partition root container, container, or even an individual user. (To simplify administration, we
recommend that you assign password policies as high up in the tree as possible.)

In addition, you can use intruder lockout. As always, this eDirectory feature lets you specify how
many failed login attempts are allowed before an account is locked. This is a setting on the parent
container instead of in the password policy. See “Managing User Accounts” in the Novell eDirectory
Administration Guide (http://www.novell.com/documentation/edir88/index.html?page=/
documentation/edir88/edir88/data/afxkmdi.html).

1.5 Securing Connected Systems

Keep in mind that the connected systems that you are synchronizing data to might store or transport
that data in a compromising manner.

Secure the systems with which you exchange passwords. For example LDAP, NIS, and Windows
each have security concerns that you must consider before enabling password synchronization with
those systems.

Many software vendors provide specific security guidelines that you should follow for their
products.

1.5.1 Password Generation

Identity Manager includes a predefined password generation job for the Job Scheduler. The
password generation job generates random passwords for a group of User objects in eDirectory,
either periodically or on demand. This functionality is designed primarily to support products like
Novell Certificate Login, but can also be used in other situations.

Invoking the password generation job initializes NMAS with the password policy, and the following
occurs for each object in the specified job scope:

1. NMAS generates a random password consistent with the password policy specified in the job.
Password policies are stored in nspmPasswordPolicy objects. Typically, each connected
system has its own policy object. These policy objects can be stored in DirxML-Driver and
DirXML-DriverSet objects.

2. Each generated password is submitted, one at a time, to the containing driver’s Subscriber
channel.

If the object has a non-disabled association for the driver then a <generated-password>
event is submitted to the subscriber channel event queue (cache) of the driver.

If the object has no association for the driver and the option to submit events for non-associated
objects is selected, then a <generated-password> event is submitted to the Subscriber
channel event queue (cache) of the driver.

3. Itis up to the Subscriber channel policies to handle the generated passwords. The Job
Scheduler is only responsible for generating the passwords and handing them off to the
Subscriber channel.

Security Best Practices
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1.6 Designer for Identity Manager

When using Designer for Identity Manager, consider the following issues:

*

Monitor and control who has rights to create or modify an Identity Manager driver.

Administrative rights are needed to create Identity Manager objects and configure drivers.

Before giving a consultant an Identity Vault administrator password, limit the rights assigned to
that administrator to areas of the tree that the consultant must access.

Delete the project files (. pro3) or save them to a company directory.

Designer .proj files are to remain at the company’s project site. A consultant does not take
the files after completing a project.

After project files, log files, and trace files are no longer needed, delete them.
Before discarding or surplusing a laptop, verify that project files have been cleaned.

Ensure that the connection from Designer to the Identity Vault server is physically secure.
Otherwise, someone could monitor the wire and pull sensitive information.

When you use Document Generator to create documents, be careful with those documents.
These documents can contain passwords and sensitive data in clear text.

If Designer needs to read or write to an eDirectory attribute, do not mark that attribute as
encrypted. Designer is unable to read or write to encrypted attributes.

Do not store passwords that are sensitive.

Currently, Designer projects are not encrypted. Passwords are only encoded. Therefore, do not
share Designer projects that have saved passwords.

To save a password for a session, but not save it to the project:
1. In an expanded Outline view, right-click an Identity Vault.
2. Select Properties.
3. On the Configuration page, type a password, then click OK.

You can enter a password once per session. After you close the project, the password is
lost.

To save a password to the hard drive, complete Steps 1-3, select Save Password, then click OK.

Figure 1-1 Save Password

Password; | Aok

Test credentials |

1.7 Industry Best Practices for Security

Follow industry best practices for security measures, such as blocking unused ports on the server.
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1.8 Tracking Changes to Sensitive Information

¢ Section 1.8.1, “Using iManager to Log Events,” on page 15
¢ Section 1.8.2, “Using Designer to Log Events,” on page 16

1.8.1 Using iManager to Log Events

You can use Novell Audit to log events that you consider important for security.

For example, you could log password changes for a particular Identity Manager driver (or driver set)
by doing the following:

1 In iManager, select eDirectory Administration > Modify Object > Log Level.

(@] Roles and Tasks Modify Object: Drsem!.vmp

| All Categories ~| [ Giobal Config values =]
N :
= eDirectory Administration 21 |Identity Man ager
) Glohal Config Values
CooCblect w
Create Object Status LEIL]
Delete Object Auctivation
Modify Object hisc
#hove b ject Associations
Pename Ohiject General
Cther

Select from the drop-down list or select a tab, depending on your version of iManager.

2 Select Log Specific Events.

Modify Object: Drse#l.wmp
| Log Lewvel j

Log Level

© Log errors
' Log errors and warnings

© Only update the last log time
© Logging off

Maximum number of entries in the log (50 - 5007: |5E|

3 To select the specific events, click the Log Events icon @
4 On the Events page, select the following:

Security Best Practices
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Operation Events
™ Search ™ Add
™ Modify I Rename

[T Add Association [T Remove Association
[T Check Passward [T Check Object Passwaord

.
.

Sync [T Clear Attribute
Remove YWalue ™ Merge Entry

Transformation Events

Input Mapping [~ Output Mapping

Resync Request [T Aigrate Request

[T Initial Docurment T Input

I Event " Placement
-

I Command ™ Driver Filter
-

¥ Passuvard Set

I Remave

™ maove

I Query Schema
¥ Change Passwaord
I Addvalue

™ Dutput

[T Create

[T Matching

[T User Agent Request
¥ Passuward Sync

In Operation Events, select Change Password.

This item monitors direct changes to the NDS password.

In Transformation Events, select Password Set and Password Sync. These two items
monitor events for the Universal Password and Distribution Password.

5 Click OK twice.

1.8.2 Using Designer to Log Events

You can log events that apply to a driver set or to a driver.

+ “Logging Events for a Driver Set” on page 16

+ “Logging Events for a Driver” on page 18

Logging Events for a Driver Set

1 In Designer, right-click a driver set, then select Properties.
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3
{_'j Select Connected Applications
Arrange Applications 3
Distribute »
Align 3
Document Selection. ..
wéé: Irnpart Fram File, ..
- . Export o Configuration File. ..
ve Direc
Live 3

¥ Delete

2 Select Driver Set Log Level, then select Log Specific Events.

: Properties for Driver Set

| bype filter text | 3. Driver Set Log Level

1. General

2, Global Configuration
3. Driver Set Log Level
4. Server List () Log errars and warnings

() Update only the last log time

D Log errors

5. Trace

() Turn logging of f

[JTurn off logging to driver set, subscriber, and publisher logs

Maximumn nurber of entries in the log (S0-5000:

3 Click the Select Events to Log icon.

k3 Properties for Driver, Set

| type filter text | 3. Driver Set Log Level

1. General

2, Global Configuration
3. Driver et Log Level
4. Server Lisk () Log errors and warnings

(=)

() Update only the last log time

D Lag errars

5. Trace

() Turn logging of f
[J1urn off logging ta driver set, subscriber, and publisher logs

Maximum nurmber of entries in the log (S0-5007:
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Engine Events

Transformation Events

4 Sclect events to log, then click OK.

; Stap Driver Engine Errors
Engine Warnings

Status Events
[success [ retry Warning
Error Fatal [Jother

Operation Events
[ seatch [Jadd [Jremaove
[ Iradify [CJrenams [Imaove
[]add Association [ remove Association [Jauery schema
[Icheck Password []check object Password [[Jchange Password
[syne [] custom operation [(Jclear attribute
[]add walue fon add) [ remove value [CImerge Entry
[]r=et Mamed Password [ Reset attributes []add value fon madify)
[]5&t 550 Credential []clear 550 credential []5et 550 Passphrase

[ 1ritial Document [Jinput [Joutput

[ ]Event []Placement [create

[ ]Input Mapping []output Mapping [CImatching

[ 1<ommand [ oriver Filker [Juser Agent Request

[ ]Resync Request

[Imigrate Request

[(]Passward Sync

[ ]Password Reset

Logging Events for a Driver

1 In Designer, right-click a driver, then select Properties.

2 Select Driver Log Level, then select Log Specific Events.

@ Properties for Active Directory

bype Filter kext 3. Driver Log Level

. General

. Global Configuration
. Drrivver Log Level

. Driver Configuration

. Driver Manifest

. Mamed Passwords
. iManager Icon @3:!?!9_,?.]_3
, Trace

. Engine Control Walues

[]use lag settings From the driver set

(") Log errors
(:) Log errors and warnings

L

(") Update only the last log time

i et B ) B S o R

() Turn logging of f
[] Turn off logging to driver set, subscriber, and publisher logs

Maximum nurber of entries in the log (S0-5003: | 5n

3 Ifyou prefer, you can accept the settings for the driver set, then click OK.
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or

Deselect Use log settings from the Driver Set, select Log specific events, then click OK.

Click the Select Events to Log icon.

@ Properties for Active Directory

bvpe Filker bext 3. Driver Log Level

() Turn logging off

L. General ) ) []use lag settings From the driver set
2, Global Configuration
3. Driver Log Level
4, Driver Configuration (:) Log errars
5. Driver Manifest )
Log efrors and warnings
&, Mamed Passwords Oteg = .
7. iManager Icon @9 [ @
8. Trace .
Update onlky the last log time
9, Engine Control Yalues Oup b g

[]Turn off logging to driver set, subscriber, and publisher logs

Mazimum number of entries in the log (50-500): | 5g

Select events to log, then click OK.

Engine Events

[“Jitart Driver; Stop Driver
Engine Warnings
Status Events
|:| Success |:| Retry
Errar Fatal
Dperation Events
[Jsearch [Jadd
[ radify [ 1rename
[Jadd association [Jremove Association
[Jcheck Password [Jcheck object Passward
|:| Svnc |:| Zustom Operatian
[Jadd walue {on add) [Jremove value
[]&Get Mamed Password [ ]reset Attributes
[]5et 550 Credential [Jclear 550 Credential
Transformation Events
[ nitial Document [Jinput
[JEvent [CJPlacement
|:| Input Mapping |:| COubput Mapping
[Jcommand [Joriver Filter

[ resync Request [ Imigrate Request

[JPassword Reset

Engine Errors
Warning

[Jother

|:| Rermove

[Imave

[Jouery schema
[Jchange Password
[Jclear attribute

|:| Merge Entry

[]add value (on modify)
[[]5et 550 Passphrase
|:| Cukputk

|:| Create

[JmMatching

|:| User Agent Request
[ Password Sync
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