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About This Guide

Designer for Identity Manager can help you design, test, document, and deploy Identity Manager
solutions in a highly productive environment.

Newcomers can use wizards to build Identity Management solutions. Veterans and expert users can
bypass the wizards and interact directly at any level of detail. Use the following list to access the
information you need:

*

*

Chapter 1, “Installing Designer,” on page 19

Chapter 2, “Creating a Project,” on page 23

Chapter 3, “Creating a Model,” on page 29

Chapter 4, “Configuring Objects in Designer,” on page 75

Chapter 5, “Managing Identity Manager Versions,” on page 129
Chapter 6, “Managing the Identity Manager Content,” on page 135
Chapter 7, “Managing the Schema,” on page 155

Chapter 8, “Managing the Flow of Data,” on page 185

Chapter 9, “Creating and Managing Policies,” on page 211

Chapter 10, “Enabling Staging of Projects,” on page 213

Chapter 11, “Setting Up E-Mail Notification Templates,” on page 233
Chapter 12, “Importing into Designer,” on page 243

Chapter 13, “Documenting Projects,” on page 287

Chapter 14, “Using Entitlements,” on page 317

Chapter 15, “Scheduling Jobs,” on page 339

Chapter 16, “Deploying and Exporting,” on page 353

Chapter 17, “The Novell XML Editor,” on page 373

Chapter 18, “Tools,” on page 385

Chapter 19, “Editing Icons for Drivers and Applications,” on page 413
Chapter 20, “Version Control,” on page 421

Chapter 21, “Setting Preferences,” on page 453

Chapter 22, “Troubleshooting Designer,” on page 495

Appendix A, “Modeler Operations,” on page 517

Appendix B, “Document Generator Core Support Templates,” on page 533
Appendix C, “Adding Applications and Drivers to the Palette,” on page 541
Appendix D, “Moving Data from Older Projects,” on page 561

Appendix E, “Version Control with Subversion and Identity Manager Designer,” on page 565
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Audience
Designer for Identity Manager was created for the following audiences:

¢ Enterprise IT developers
¢ Consultants

¢ Sales engineers

*

Architects or system designers

¢ System administrators
Designer is aimed at information technology professionals who:

+ Have a strong understanding of directories, databases, and the information environment

¢ Act in the role of a designer or architect of identity-based solutions

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Designer 4.0 for Identity Manager 4.0 Administration Guide, visit
the Identity Manager Web site (http://www.novell.com/documentation/idm40).

Additional Documentation

¢ Understanding Designer for Identity Manager

¢ Identity Manager 4.0 Integrated Installation Guide

¢ Understanding Policies for Identity Manager 4.0

¢ Policies in Designer 4.0

¢ Novell Credential Provisioning for Identity Manager 4.0

¢ [dentity Manager 4.0 DTD Reference

¢ Identity Manager 4.0 driver guides (http://www.novell.com/documentation/idm40drivers/)

For more documentation concerning Identity Manager 4.0, see the Identity Manager 4.0
Documentation Web site (http://www.novell.com/documentation/idm40/index.html).
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Installing Designer

*

Section 1.1, “Requirements,” on page 19

*

Section 1.2, “Installing Designer,” on page 19

*

Section 1.3, “Upgrading Designer,” on page 20

*

Section 1.4, “Using the Silent Install,” on page 20

*

Section 1.5, “Uninstalling Designer,” on page 21

1.1 Requirements

¢ Section 1.1.1, “System Requirements,” on page 19

¢ Section 1.1.2, “Platform Requirements,” on page 19

1.1.1 System Requirements

¢ Minimum resolution is 1024 x 768. The recommended resolution for Designer is 1280 x 1024.
+ 1024 MB RAM.

+ 1 GB available disk space (recommended).

¢ 1 GHz processing speed.

¢ Gettext utilities (Linux only).

When you install support packages for Designer, such as the NICI package, certain Linux core
utilities are needed. The GNU gettext utilities provide a framework for internationalized and
multilingual messages. Before installing Designer, make sure that you have installed this
package. You can use YaST to check for dependencies and installed packages.

1.1.2 Platform Requirements

You can install Designer on the following platforms:

¢ Windows 7

Windows Vista Business (64-bit)

Windows XP Professional with SP3 (32-bit)

openSUSE 10 and 11 (32-and 64-bit)

SUSE Linux Enterprise Desktop 10 with SP1 and SP2 (32-and 64-bit)

*

*

*

*

1.2 Installing Designer

Designer is installed through the Identity Manager integrated installer or you can install it separately.
Designer runs in an Eclipse environment.

Installing Designer
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NOTE: If Eclipse is installed on your workstation, you should not install Designer on that
workstation. Because of the interaction between Designer and third-party Eclipse plug-ins, Novell
does support installing Designer into an existing Eclipse installation.

For detailed instructions for the installation, see “Installing Identity Manager” in the Identity
Manager 4.0 Integrated Installation Guide.

You can also install Designer without the integrated installer. For detailed instructions, see
“Installing Designer” in the Identity Manager 4.0 Framework Installation Guide.

1.3 Upgrading Designer

To upgrade to Designer 4, follow the same procedure that is outlined in Section 1.2, “Installing
Designer,” on page 19. If you install Designer 4 in the same location as the earlier version of
Designer you see the Designer Found message, asking if you want to upgrade. Select Yes to delete
the older version of Designer and install Designer 4 in its place.

When upgrading to Designer 4, take note of three items:

+ Do not use Designer 2.1x workspaces for Designer 3.0 and above. Designer stores projects and
configuration information in a workspace and these are not compatible between Designer
versions.

In Designer 4, default workspaces are stored under the C: \Document and
Settings\Username\designer workspace directory for Windows XP, the
C:\users\Username\designer workspace directory for Windows Vista and Windows 7,
and the \home\username\designer workspace for Linux.

¢ Import all Designer 2.1x projects into Designer 4. This runs the Project Converter Wizard,
making the projects compatible with Designer 4. Be sure the Copy project into the workspace
option is selected. For more information on the Project Converter, see Section 18.1,
“Converting Earlier Projects,” on page 385.

¢ Ifyou are running workflow provisioning and provisioning with roles, follow the installation or
upgrade procedures “Migrating User Application Drivers” in the Identity Manager Roles Based
Provisioning Module 4.0 User Application: Migration Guide.

1.4 Using the Silent Install

You can use scripts to install Designer without user interaction. This feature is known as a silent
install.

To use the silent install, run the install program with -i silent option. The option is the same
whether you install on Windows or Linux. For example:

* Windows: install.exe -i silent

¢ Linux: ./install -i silent
The -1 silent option uses all of the default values in the installation. To change the default values:

1 Issue the command install -r.

The -r option creates installer.properties file.

20 Designer 4.0 for Identity Manager 4.0 Administration Guide



2 Editthe installer.properties file to add the desired values.

3 Issue the command install -i silent -f installer.properties.

1.5 Uninstalling Designer

¢ “Uninstalling on Windows” on page 21

¢ “Uninstalling on Linux” on page 21

Uninstalling on Windows

1 In the Control Panel, select Add/Remove Programs.
2 Click Designer for Identity Manager > Change/Remove > Uninstall > Yes.

To easily uninstall on English-language workstations, select Uninstall from the Start menu. For
example, on Windows, click Start > All Programs > Novell Designer for Identity Manager >
Uninstall.

Uninstalling on Linux

1 Make sure that you have the correct privileges to uninstall.
2 RunUninstall Designer for Identity Manager.

This file is in [path you chose to install into]/designer/UninstallDesigner.
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Creating a Project

IMPORTANT: Projects created in Designer releases earlier than Designer 4.0 work in Designer 4.0
after they are converted. However, projects created in Designer 2 or 3 don’t work in Designer 1.1 or
earlier releases.

¢ Section 2.1, “When No Project Exists,” on page 23

¢ Section 2.2, “When You Want to Create an Additional Project,” on page 24
¢ Section 2.3, “When You Want to Import a Project,” on page 26

¢ Section 2.4, “When You Want to Disable a Project,” on page 26

2.1 When No Project Exists

1 Make sure that the Designer perspective (in the upper right corner) is selected.
£ | g Designer

2 If you are just starting Designer and have no projects in the Project tab, you see the following

window:
== Project &2 EE outline | [ 5] T O
Projects @

There are currently no projecks, You can
create ar import projects by clicking the
links below,

E Mew Identity Manager Project

Import a Projeck:
3 File Swstem
=i Idenkity vault

,Irﬁ Wersion Control

3 Click New Identity Manager Project to launch the Identity Manager Project Wizard.
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@ Mew Identity Manager, Project |Z|@

new Identity Manager Project IE

Mame the project and choose a location,

Project MName: | |

Project conkents
|Jse default

4 Name the project, then click Finish.

5 Select whether or not to import packages into the package catalog, then decide whether to allow
Designer to always import package updates.

Import packages for project 'test’ into the package
“~ catalog. Packages must be imported before they
can be installed,

[ |&lways import package Lpdates:

ves || Mo

For more information about packages, see Chapter 6, “Managing the Identity Manager
Content,” on page 135.

6 (Conditional) If you selected to import packages, choose the packages you want to import, then
click OK twice.

2.2 When You Want to Create an Additional
Project

1 Right-click in the Project view pane, then click New > Identity Manager Project.
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=40 Blanstonoo 1
12 system Model
(= Designer
7 Blanston0z

ERES
Open With 4
Impart 4
J[E Export Project
&5 Refresh erator

|tz Copy Praject...
= Move..
Disable Project

Rename...

& Check In...
erator
¥ Delete

Froperties

2 1In the Identity Manager Project Wizard, name the project.

@ New Identity Manager Project |:|@

New Identity Manager Project @

Mame the project and choose a location,

Project Mame: | Blansani| |

Project conkents
Use default

Designer stores the project in a local directory. You specified this directory when you installed
Designer. Typically, this default directory is c: \Documents and
Settings\Username\designer workspace for Windows XP and
c:\users\Username\designer workspace for Vista and Windows 7. To specify a different
directory, deselect Use Default, then browse to and select the desired directory.

WARNING: Earlier Designer workspaces are not compatible with Designer 3.0 and later.
Designer stores projects and configuration information in a workspace. These workspaces are
not compatible from one version of Designer to another. You need to point Designer 4.0 to a
new workspace, and not to a workspace used by a previous version of Designer.

If you have Designer 2.x or 3.0 Milestone projects, you can import the projects into Designer
4.0 (File > Import > Project from File System). Be sure Copy project into the workspace is
selected. Importing the project runs the Converter Wizard, making the project compatible with
Designer 4.0 architecture and placing it under your designated Designer 4.0 workspace
directory (designer workspace by default).

3 Click Finish.
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4 Sclect whether or not to import packages into the package catalog, then decide whether to allow
Designer to always import package updates.

9 Import packages for project 'test’ into the package
\._'/ catalog. Packages must be imported before they
can be installed.

[ |ahways import package Lpdates:

Yes \ l MO

For more information about packages, see Chapter 6, “Managing the Identity Manager
Content,” on page 135.

5 (Conditional) If you selected to import packages, choose the packages you want to import, then
click OK twice.

The project is stored in a directory structure with the project name as the initial directory containing
files with a .proj and a .project extension. In this example, the project is stored in the
c:\Documents and Settings\Novell User\designer workspace\Blanstonl directory on a
Windows XP workstation.

Address |3 CDocuments and SetingsiMovel Userdesigner _workspaceiBlanston 1

Folders X MName Size Type

= j My Compuiter A gaozulments 'lj:e Eo:jer
) el ile Folder

=] : ;

= DRIVE_C () D Toolbox File Foldar
2 el project 1KE PROIECT Fle
I doceysx [E Blanston1.cproj 1KBE CPROJFie
=2 Documents and Settngs [E Blarston.proj 1KB PRCIFie

The project name appears in the Project view. When you select the System Model icon under the
project name, Designer opens the Modeler (an editor) for the new project.

For information on saving a project, see “Section 18.1, “Converting Earlier Projects,” on page 385”.

2.3 When You Want to Import a Project

To import a project from an Identity Vault or from the File System, see Chapter 12, “Importing into
Designer,” on page 243.

2.4 When You Want to Disable a Project

You can disable and enable projects from the Project view.

1 To disable a project, right-click a project in the Project view and select Disable Project.
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=D gpen with ’
== Blans
WS Import 4
= D LB Export Project
1= Blang
¥S &9 Refresh
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=15 Blang W Update. ..

i
CED K Delete

EE  Properties

When a project is disabled, it is not accessible from any of the other views, including the
Version Control view, and the project is converted to a placeholder in the Project view.

LT Blanston0o 1
1= Blanstond2

2 To enable the project, right-click the project placeholder in the Project view and select Enable
Project. The project is again accessible in the other views.
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Creating a Model

The Designer Modeler lets you create and manipulate a model of your Identity Manager
environment within a Designer project.

*

*

Section 3.1, “Basic Tasks,” on page 29

Section 3.2, “Accessing the Modeler,” on page 30

Section 3.3, “Selecting a Modeling Mode,” on page 31

Section 3.4, “Working from the Palette,” on page 39

Section 3.5, “Creating a Driver,” on page 44

Section 3.6, “Copying and Pasting,” on page 45

Section 3.7, “Moving Items,” on page 49

Section 3.8, “In Line Editing,” on page 49

Section 3.9, “Tooltips and Toolbar,” on page 49

Section 3.10, “Organizing by Domain Groups,” on page 50
Section 3.11, “Connecting Applications,” on page 59

Section 3.12, “Aligning and Laying Out Components,” on page 65
Section 3.13, “Editing Multiple Objects,” on page 72

Section 3.14, “Modeling Active Directory Domain Controllers,” on page 72
Section 3.15, “Saving Your Model,” on page 74

3.1 Basic Tasks

You need to perform several basic tasks for creating a model after you have created a project.

1

3

In Designer, select a project.

If your project doesn’t appear in the Modeler, open the Project view (Window > Show View >
Project), expand the project, then double-click System Model.

Drag an Identity Vault object from the palette to the Modeler.

When you create an Identity Vault or server in Designer 4.0, the default Identity Manager
engine version is 4.0. Designer assumes that the Identity Vault has 4.0 capabilities. You can
successfully deploy and run 4.0 projects only on Identity Manager 4.0 servers.

You can easily change the engine version by selecting a version from the Server DN field.
However, selecting earlier engine versions removes any later version capabilities and features
from within Designer.

Before you deploy a project, you must associate a server with the Identity Vault. You do this
through the Identity Vault properties. See Section 4.3, “Configuring Identity Vaults,” on
page 78.

You can add multiple Identity Vaults.

Configure a driver set.

Creating a Model
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Each Identity Vault contains a driver set. See Section 4.5, “Configuring Driver Sets,” on
page 81.

4 Add applications.

Drag applications from the palette to the Modeler view. See Section 4.20, “Configuring
Application Properties,” on page 123.

5 Create or configure drivers.

Driver connections are automatically drawn between the application and the driver set. See
Section 3.5, “Creating a Driver,” on page 44 or Section 4.7, “Configuring Drivers,” on page 88.

6 Develop and customize your model.

Develop according to what you planned in “Planning an Identity Project” in Understanding
Designer for Identity Manager-.

7 Save your model (design).
Do one of the following:
¢ From the main menu, select File > Save (or Save All).
+ From the main menu, select File > Close > Yes.

+ Click the X in the Modeler’s tab, then select Yes.

3.2 Accessing the Modeler

The Modeler space is the main working area. It is an editor where you design projects. It is the main
workspace and primary means of interacting with Designer. All other editors, views, and dialog
boxes support and provide functionality for the Modeler.
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Figure 3-1 Designer’s Modeler
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To get started, you create a project and drag items from the palette into the Modeler space. Then you
arrange and configure the items.

If the Modeler doesn’t display:

1 Expand a project in the Project view.

1= Project &3 =
B..

T2l System Model

SR Designer
== Documerts

[#-1=F Enforcerl
[#-1=F Projectz

If you haven’t yet created a project, create one.
2 Double-click System Model.

3.3 Selecting a Modeling Mode

¢ Section 3.3.1, “Developer Mode,” on page 33
¢ Section 3.3.2, “Architect Mode,” on page 34
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¢ Section 3.3.3, “Dataflow Mode,” on page 38
¢ Section 3.3.4, “Table Mode,” on page 39

The Modeler has tabs along the bottom, so that you can switch among different modeling modes.
The modes have different advantages, depending on the task you’re trying to do and the role that you
are acting in.

Figure 3-2 Modeler Modes

@ Developer | [Q Architect §%* Dataflow Table
The modes are synchronized with each other with selection, data, and content. They are also
synchronized with the Outline view and Thumbnail view.

As you switch modes in the Modeler editor, the editor tab at the top displays the mode that you are in
as you switch modes, Designer also remembers and restores to the Modeler page you were last on
when you close and re-open a project. This helps you return to the last mode you were in.

By default, the theme preference is different for each mode. You can configure each theme
independently in the Modeler preferences:

1 Click Window > Preferences, then select Novell > Identity Manager > Modeler.

@ Preferences ;'@
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2 Click the Themes tab.
3 Select a theme, then click OK.
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3.3.1 Developer Mode

Figure 3-3 Developer Mode in Designer
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Use Developer mode to do all low-level operations with driver sets, drivers, policies, and
applications. This mode lets you manage all of the visual elements and configuration details that you
need to fully build and deploy an identity solution.

In Developer mode, the palette organizes the applications and systems into categories. You can
customize them to display as one alphabetical list by using the Modeler Preferences. See “Palette
Page” on page 477.

Working with Labels

Figure 3-4 An Application’s Label

By default in both Developer and Architect modes, labels appear under application icons in the
Modeler. They also appear above Identity Vaults in Architect mode.To configure these labels to not
appear, use the Modeler Preferences. See “Modeler” on page 475.
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3.3.2 Architect Mode

Figure 3-5 Architect Mode in Designer

T *Project2 - Architect £

S SAP-HR Fiter

Modeler I

100% I

<

elirZelir Delimited Text 2

SSAP-HR

:
Identit \u'ault//
v o LinwzcLni

User Application

PN
& Developer | [ Architect ?’ Dataflow Table

g @ v

@

LDAP

Ackive Direckory

Identity Vaulk 3

Identity Vaulk 2

il v

Palette L4

h Select:
r4
4 Marquee

s Conneckion

Tdenitity Wault
| Domain Group
(= Applications

[= @raphics

= Design Elements #
L@l Database

@ E-Mail Target
G etavide

|| File Log
1) Firewall

|7 General Log

___ Help Desk

24 iChain

= iManager

il Mainframe

& Management
f|J Messaging Agent
(= Manitar

(5] Mewell Client

& | Msure Audit
ik

] Password Sync
I Server

S5 EA 1 an

Use the Architect mode to work at a design level for your projects. Because the design level doesn’t
show drivers, driver sets, or policies, you focus more on systems. This mode helps you do large-
scale design, which is more intuitive to architects and business strategists.

It is quite likely that you will start in this mode when you begin each project. You will probably
spend time putting together an accurate diagram of your enterprise as you consult with various
people throughout your organization. As you do so, you should capture key information on each
system, such as the owner, contact information, machine environment, software versions, and
authentication credentials. As you go through this process, you will also define your project
requirements, start thinking about your data, and capture that information in your project.

When the time is right, you can switch to the Developer mode and delve into the technical details of
building a working solution. Depending on the size of your project and the makeup of your team,
you could have architects and designers build high-level solutions with Designer in the Architect
mode, and then send the project to identity developers who understand the details of writing policies
and configuring systems. They can share the same project.

In Architect mode, you can connect any design element with any other design element, application,
image, or Identity Vault. The connecting lines enable you to express any relationship, making
Architect mode a general-purpose, high-level business model. The Architect-mode lines don’t
display when you switch to the Developer mode.
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NOTE: When you add icons representing driver applications through the Architect mode, you need
to configure those drivers in the Developer mode. When you have added the necessary drivers and
switch to the Developer tab, right-click the line between the driver icon and the driver set, then
select Run Configuration Wizard.

The design elements have connectivity information tied to them. You can use design elements to
perform live operations or to remotely control other elements that are in your environment but are
not necessarily included in your Identity Manager infrastructure.

When using the Architect mode, you should be familiar with the following:

¢ “The Palette in Architect Mode” on page 35
¢ “High-Level Data Flows in Architect Mode” on page 36
¢ “Tasks” on page 36

The Palette in Architect Mode

In Architect mode, the palette lists all applications in one folder and design elements in another
folder. The Architect Modeler view now contains all of the graphical modeling tools that are present
in the Developer Modeler view. This includes:

¢ Rulers

¢ Snap-in guides
¢ Alignment hints
¢ Grid

¢ Snap-in movement

The Graphics folder has an /mage icon. When you drag this icon to the Modeler, Designer displays a
generic graphic:

Figure 3-6 The Image Icon

To edit the properties of this icon:

1 Right-click the icon, then select Properties.
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@ Properties for Image |:|@®

type filker text Image S
Irnage
Conneckivity Mame: | Image
[Restore Qefaults] [ Apply ]
@ [ OK ] [ Cancel ]

2 In the Name field, replace Image with a caption.
3 Browse to and select a replacement graphic, then click OK.

You might need to reduce the size of the graphic before importing it.
After the image is in the Modeler, you can drag it, change it, connect lines to it, align or distribute it,
or delete it.
High-Level Data Flows in Architect Mode
To set data flows in Architect mode:

1 Right-click the line between an application and an Identity Vault.

2 Select Show Dataflow View.

3 Right-click the line again and select Dataflow.

4 Specify synchronization and notification events, then click OK.
This option is used the same way as in Developer mode except that in Architect mode, Designer
automatically configures all the details (schema, filters, and mapping policies) for you. You won’t

see the Data Flow Wizard for these details. Before deployment, you can edit the details by using
Developer mode.

Tasks
You can perform the following tasks in Architect mode:

¢ Straighten connections (edges). See Section 3.12, “Aligning and Laying Out Components,” on
page 65.

+ View Password Sync icons and edit synchronization. See Section 8.7, “Integrating Passwords,”
on page 208.
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¢ Auto-connect eDir-to-eDir.
¢ When deleting the driver line, view a prompt to confirm drivers being deleted.
¢ Display design elements in your model.

Open the Design Elements folder on the palette, drag design elements onto the Modeler, and
connect the design elements.

Figure 3-7 Items in the Design Elements Folder
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3.3.3 Dataflow Mode

Figure 3-8 Dataflow Mode
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The Dataflow mode launches the Dataflow editor, so that you can see all of the filters that control
how data flows between the managed systems and Identity Vaults. In the Dataflow editor, you can

right-click an eDir-to-eDir connection and have the option to remove the connection.

The Dataflow mode is synchronized with the Modeler and with the Outline view when you add,
delete, change, or synchronize objects. Also, you can see how passwords flow from each server. See
Chapter 8, “Managing the Flow of Data,” on page 185.

The Dataflow toolbar enables you to perform the following actions:

¢ Deploy driver filters for all drivers in the Dataflow view.

+ Refresh the Dataflow view’s Ul screen.

+ Save the current Dataflow view to an HTML file. You can select the directory where you want

to save the file.

¢ Save all of the filtered views (Notify, Sync, Reset, Password Sync) to an HTML files. You can

select the directory where you want to save the files.

¢ Go up and down to the Identity Vaults.

¢ Create a new Identity Vault.

¢ Add an application driver for a managed system.

¢ Filter Identity Vaults and application drivers out of the Dataflow view.
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The pull-down menu allows you to perform the following:

*

Expand all containers

*

Collapse all containers

*

Launch Dataflow preferences
Get help

*

The Architect and Modeler views contain the same pull-down menu with the same functionality.

3.3.4 Table Mode

Figure 3-9 Global Table Editor
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Table mode provides a Global Table editor, which lists all design elements in the project. You can
scroll through this table to quickly scan essential information, such as the element’s type, the
container where the element resides, and details, such as an element’s size, or driver and server
information. You can efficiently find all items of a particular type and edit their settings.

To edit an entry in the table, double-click a line, or right-click a line and select Open With, then
select an editor. You can also right-click a line, select Open, and Designer launches the editor that
has been associated with the action. For example, drivers open their Properties page, and policies
open in the Policy Builder.

When you select an entry in the table, Designer synchronizes the selection with the Outline view, so
that you can view the selection’s container.

To sort the lists, click a column header.

3.4 Working from the Palette

¢ Section 3.4.1, “About the Palette,” on page 40

*

Section 3.4.2, “Palette Operations,” on page 40

*

Section 3.4.3, “Using Generic Applications,” on page 41

*

Section 3.4.4, “Fly-Out Palette,” on page 41

*

Section 3.4.5, “Resizing the Palette,” on page 42
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*

Section 3.4.6, “Docking the Palette,” on page 42

*

Section 3.4.7, “Arranging Folders and Applications,” on page 43

*

Section 3.4.8, “Changing the Layout,” on page 43

*

Section 3.4.9, “Keyboard Support for the Palette,” on page 44

3.4.1 About the Palette

Figure 3-10 Designer s Palette
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The palette is the source of all of the items that you add into the Modeler. To build a model, do one
of the following:

¢ Drag and drop items from the palette to the Modeler space. When you drag and drop an
application, it auto-connects to the closest driver set.

¢ Click an item in the palette, then click in the Modeler space where you want the item to go.

3.4.2 Palette Operations

Table 3-1 Palette Operations in Designer

Operation Description

Connection Connects items in the Modeler space.

Identity Vault Places an Identity Vault in the Modeler space.

Driver Set Places an eDirectory Driver Set object in an Identity Vault. All applications
that you want to connect use a Driver Set object as a hub between the two
applications.
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Operation Description

Domain Group Lets you group and organize items in the Modeler space.

Folders Applications are organized within folders or drawers. To open or close a
folder, click it. To hold the folder in place and make sure that it doesn'’t fully
collapse (even when you open other folders), click the pin. When the Palette
is full, unpinned folders automatically close when you open another folder.

Applications The various applications that you can connect are grouped into folders by
type. You can drag and drop these applications to the Modeler space and
begin editing them. The Modeler automatically adds a connecting line, which
represents a driver.

Scrolling Arrows Small directional arrows. If a folder has many items, or if the screen area is
restricted, scrolling arrows appear. To scroll through he contents of a folder,
click the arrows.

3.4.3 Using Generic Applications
Figure 3-11 The Generic App Option on the Palette
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Scenario: A Generic Application. Fridrik creates a project with his own items and graphics, in his
own version of Designer. He transfers the project to you, but you are using a different version of
Designer, which doesn’t understand those items. Your version renders the transferred objects as
Generic applications.

3.4.4 Fly-Out Palette

Figure 3-12 The Palette’s Control Arrow
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To hide the palette, click the small control arrow on the palette. The palette collapses.

To open the palette again and keep it open, click the arrow.
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To temporarily open the palette again, hover the cursor over the collapsed palette, below the control
arrow. The palette quickly expands. This is fly-out mode.

To change the palette from fly-out mode, click the control arrow again. The state persists and is
restored the next time you run the application.

3.4.5 Resizing the Palette

1 Click the palette’s thick border that faces the Modeler space.
2 Drag the line.

The size persists and is restored the next time you run the application.

3.4.6 Docking the Palette

To dock the palette on the left or right of the Modeler space:
1 Click the top palette header.
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2 Drag the palette to the desired location.

The location persists and is restored the next time you run the application.
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3.4.7 Arranging Folders and Applications

By default, applications are placed in folders.
To arrange applications alphabetically instead of in folders:

1 Click Window > Preferences > Novell > Identity Manager > Modeler > Palette.

bype Filker bexk Palette

General
[=)- Designer Far 100
Configuration
Document Generakion (*) arrange applications in an alphabetical lisk
Entitlements
iManager
ImportDeploy
Language
= Modeler
Dataflow
Palette
Palicy Builder

Developer-mode palette organization
() Arrange applications in Folders

2 Select Arrange applications in alphabetical list, then click OK.

3.4.8 Changing the Layout

1 Right-click the palette.

1 Palette

[:3 Select

r-a
L Marques

s Connection

@ 1 Layouk Columns

G0 Use Lorgs fcons
Icons Onl

[ Settings... . ¥
Details

[~ Database

2 Select Layout.

3 Select an option.

Setting Description

Layout: Columns Displays folders and applications in columns.

Layout: List Arranges folders and applications in a list.

Layout: Icons Only Removes descriptive labels.

Layout: Details Briefly describes palette items.

Use Large Icons Toggles the size of icons used for applications.

Settings Enables you to set the layout and icon size in
one dialog box. Controls how folders (drawers)
behave.
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3.4.9 Keyboard Support for the Palette

Table 3-2 Shortcut Keys for the Palette

Keystroke Description

Left-arrow Collapses an open folder. The focus must be on the folder, not the
application.

Right-arrow Opens a collapsed folder. Moves into an open folder.

Up-arrow Moves up to the next folder.

Down-arrow Moves down to the next folder.

3.5 Creating a Driver

Drivers connect the applications to the Identity Vault and provide the means for the data to
synchronize. To create a driver, select an application from the palette, then drag and drop it on the
Modeler. The application is connected to the closet driver set and the Driver Configuration Wizard
launches.

Figure 3-13 Driver Configuration Wizard
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The purpose of the Driver Configuration Wizard is to help you install drivers. In the past, that meant
walking through the import of a driver configuration file. Now, the Driver Configuration Wizard
walks you through installing packages or driver configuration files. However, only packages contain
new driver content. The driver configuration files are not updated from this point on.

To create a driver with packages, select the available base package listed. If there are no packages
listed, then the packages are not imported into the package catalog. For more information about
importing and installing packages, see Section 6.2, “Managing Packages,” on page 137.
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To create a driver with a driver configuration file, click Import Driver Configuration. All of the
driver configurations files for the version of your Identity Manager server are listed. For more
information about importing a driver configuration file, see Section 12.4, “Importing a Driver
Configuration File,” on page 264.

3.6 Copying and Pasting

¢ Section 3.6.1, “Copying Applications,” on page 45

*

Section 3.6.2, “Copying a Driver Set,” on page 46

*

Section 3.6.3, “Copying an Identity Vault,” on page 47

*

Section 3.6.4, “Copying a Domain Group,” on page 47

*

Section 3.6.5, “Copying between Editors,” on page 48

3.6.1 Copying Applications

Figure 3-14 Applications to Copy
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You can copy and paste the following items within the same editor or to another editor:

+ Applications, including custom applications
¢ Disconnected applications

+ Driver icons

1 Select an application or driver icon.

2 Press Ctrl+C, then Ctrl+V.

The copy and paste operations are also accessible from the Clipboard context menu. (Currently, they
aren’t accessible from the main menus.)

When you copy an application in the same editor, Designer copies all of the application’s attributes,
and copies all subelements. Therefore, all drivers that the application is connected to are copied, and
all policies that the drivers contain are also copied. The new application connects to the same driver
sets that the previous application connected to.

To copy an application to a different driver set (in the same editor or in another editor):

1 Select the application.

Creating a Model

45



46

2 Press Ctrl+C.
3 Select the target driver set that the application connects to.
4 Press Ctrl+V.

If you copy and paste an application without selecting a target driver set, Designer makes a copy and
connects it to the current driver set.

You can select multiple applications and then copy and paste them.

3.6.2 Copying a Driver Set

Figure 3-15 Driver Sets

You can copy and paste driver sets within the same Identity Vault or to another Identity Vault in the
same editor or in another editor.

1 Select a driver set.

2 Press Ctrl+C, then Ctrl+V.
When you copy a driver set in the same editor, Designer copies all of the attributes of the driver set,
including the following:

¢ All drivers that the driver set is connected to

¢ All policies that the drivers contain

+ All target applications
To copy to a different editor:

1 Select a driver set.
2 Press Ctri+C.

3 Select the target Identity Vault in the other Modeler editor where you want the driver set to be
copied to.

4 Press Cirl+V.

By default, the new driver set is created in the same Identity Vault as the one that it was copied from.
However, if you select another Identity Vault, the driver set is copied there.
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After you copy and paste, you might need to move the pasted objects to a better location so that they
don’t cover up an existing object. To do this, leave the objects selected after you paste them, then
move them. Or, use the following procedure to easily select objects:

1 Right-click a driver set.

2 Click Select All Connected Applications.

3 Move one of the selected applications.

All connected applications move together.

When you copy a driver set, it has the same settings, except for the selected servers, which are blank.
This exception occurs because the Identity Manager engine does not allow more than one driver set
on an Identity Vault to be associated with the same server. Therefore, you need to set up the servers

for the new driver set. If you copy an Identity Vault, Designer copies the driver sets. The new driver
set has the same server settings set up for you.

You can select multiple driver sets and then copy and paste them. To copy and paste multi-driver
connections, you must copy the driver set or Identity Vault that contains them. In Designer 2.0, if
you copy the application that has a multi-driver connection, the application and only one of its
drivers are copied.

3.6.3 Copying an Identity Vault

You can copy and paste Identity Vaults within the same editor, to another editor in the same Modeler
space, or in a specific Domain Group.

1 Select an Identity Vault.

2 Press Ctri+C.

3 Select nothing or select the target Domain Group (in the same editor or another) where you
want the Identity Vault to be copied to.

If you select nothing, the new Identity Vault is copied to the right of the previous Identity Vault
in the current editor.

4 Press Cirl+V.

The new Identity Vault appears to the right of the previous Identity Vault and is the same size as the
one that it is being copied from.

When you copy an Identity Vault, Designer copies all of the elements of the Identity Vault. The
elements include servers, e-mail templates, driver sets, and connected applications.

You can select multiple Identity Vaults and then copy and paste them.

3.6.4 Copying a Domain Group

You can copy and paste Domain Groups within the same editor, to another editor in the same
Modeler space, or in a specific Domain Group.

1 Select a Domain Group.
2 Press Ctri+C.

3 Select the location for the new Domain Group.
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If you select nothing, the new Domain Group is copied to the right of the previous Domain

Group in the current editor.
4 Press Ctri+V.

The new Domain Group appears to the right of the previous Domain Group, and is the same size as

the one it was copied from.

When you copy a Domain Group in the same editor, Designer copies all of the attributes of the
Domain Group. However, Designer doesn’t copy all subelements.

You can select multiple Domain Groups and then copy and paste them.

3.6.5 Copying between Editors

To easily copy and paste between two editors:

1 Using the Project view, open two projects.

One project is active. The second project’s tab displays at the top of the Modeler.

2 Close the palette by clicking the control arrow on the palette’s title bar.

=

3 Click the second project’s tab and drag it to the Modeler’s right border.

The tab changes to a folder icon until it arrives near the border, where the folder changes to an

arrow.

4 Release the mouse button.
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3.7 Moving ltems

After an item is in the Modeler space, you can move it by dragging it to a new location. The Modeler
prevents you from placing objects where they don’t belong. For example, you cannot move a driver
set out of an Identity Vault to the Modeling space, or drop an application inside of an Identity Vault.
You can always drag objects into a Domain Group, or drag a driver set from one vault into another.

If you drag a driver set into an Identity Vault, the Identity Vault automatically grows or shrinks to fit
the driver set, so you don’t need to manually resize the vault. This behavior can be turned on or off
in Preferences. See “Modeler” on page 475.

Figure 3-16 Example Driver Sets in an Expanded Identity Vault
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3.8 In Line Editing

Figure 3-17 An In Line Edit
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To edit the names of objects, do one of the following:

¢ Select the item, press F2, then edit the label.
+ Double-click the item, then edit the Name field.

You can do an in line edit for any type of item in the Modeler, including the driver lines.

3.9 Tooltips and Toolbar

As you mouse over objects in the Modeler, a tooltip appears with the name of the object.
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Figure 3-18 A Tooltip

The Modeler also provides a toolbar.

Figure 3-19 The Modeler Toolbar
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The Modeler toolbar enables you to quickly find often-used features:

+ Search

+ Find a driver’s status (also available from the Live menu when you select a driver set or Identity
Vault)

Start, stop, or restart a driver (also available from the Live menu when you select a driver set or
Identity Vault)

*

*

Clear all items

*

Save a snapshot of the model

The drop-down menu allows you to perform the following:

*

Expand all containers

*

Collapse all containers

*

Launch Modeler preferences

*

View demos on how to use the Designer
Get help

*

The Architect and Dataflow views contain the same drop-down menu with the same functionality.

3.10 Organizing by Domain Groups

¢ Section 3.10.1, “About Domain Groups,” on page 51

¢ Section 3.10.2, “Key Features,” on page 52

¢ Section 3.10.3, “Creating a Domain Group,” on page 52

¢ Section 3.10.4, “Minimizing (Collapsing) Domain Groups,” on page 54
¢ Section 3.10.5, “Restoring Domain Groups,” on page 54

¢ Section 3.10.6, “Maximizing Domain Groups,” on page 54

¢ Section 3.10.7, “Using a List View of Domain Groups,” on page 54
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*

Section 3.10.8, “Auto-Placement of Neighbors,” on page 55

*

Section 3.10.9, “Grouping into a New Domain Group,” on page 56

*

Section 3.10.10, “Ungrouping a Domain Group,” on page 57

*

Section 3.10.11, “Clearing Contents,” on page 58

*

Section 3.10.12, “Changing a Domain Group Icon,” on page 58

*

Section 3.10.13, “Keyboard Support for Domain Groups,” on page 59

3.10.1 About Domain Groups

Figure 3-20 The Domain Group Option on the Palette
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Domain Groups enable you to organize your model into logical groupings that help to keep your
diagram clean. Domain Groups have no technical function, and they have no impact on how items
and relationships are stored in the Identity Vault. This option is just a tool to help you better organize
and view items in the Modeler.

Using Domain Groups is the key to modeling your entire enterprise, no matter how large it is. You
can create a model that is manageable, useful, and logical, according to how you want to organize
and diagram your enterprise.
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Figure 3-21 A Domain Group in the Modeler
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3.10.2 Key Features

+ Change a group name through the Properties view.
¢ Drag and drop items in and out of groups.

¢ Minimize or restore groups.

+ Move everything in a group.

+ Remove everything in a group.

¢ Nest groups within groups (no limit).

¢ Resize groups. A minimum size is enforced.

¢ Ungroup. Remove the group but leave the children.

3.10.3 Creating a Domain Group
1 Drag and drop a Domain Group from the palette to the Modeler space.
2 Organize items inside Domain Group items.

To add another Domain Group, drag and drop one from the palette.

To add an Identity Vault, do one of the following:

¢ Drag an Identity Vault from the palette.
¢ Right-click in the Domain Group, then select New > Add Identity Vault.

The Add Server to Identity Vault dialog box appears. If you select Specify a Server, Designer
provides a dialog box that enables you to select an eDirectory server or specify a server
manually.
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To add a driver set:

1 Right-click inside an Identity Vault.
2 Select Add Driver Set.

To add an application:

1 Right-click a Driver Set object.
2 Seclect Add Connected Application.

The application is added to the right of the right-most connected application. If this is the first
application, it is placed under the driver set.

The application defaults to a generic application type. To change the type:

1 Right-click the application, then select Properties.
2 Seclect a different application, then click OK.

When you add selected items to a Domain Group, the Domain Group expands.

Figure 3-22 A Domain Group
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If you move an item to the edge of the Domain Group, the boundaries expand, so that the items
remain inside the Domain Group. You can drag an item from the Domain Group to remove it from
the group.

You can have nested domains. If you expand a nested domain, the outer (hosting) domain
automatically increases in size. You aren’t required to manually resize parent domains. By
expanding, the hosting domain displays the nested domain, so that the nested domain isn’t cut off.
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3.10.4 Minimizing (Collapsing) Domain Groups

To minimize a Domain Group, click the Minimize = icon. When a Domain Group is
minimized, it defaults to a random icon. You can use Properties to change the icon. (See “Changing
a Domain Group Icon” on page 58.) The icon and minimized state of the group are saved in the
Project file.

When a group is minimized, you can’t see its contents, nor can you drag new items into the group.
However, you can move, rename, or delete it.

When you minimize a group, lines that were connected to items in the group now connect to the
group. This functionality enables you to see that there is a relationship with items in the group and
items outside the group. Depending on your objects, their relationships, and state of other related
groups, multiple lines might collapse into one line.

Figure 3-23 A Collapsed Group

When you expand the group, the lines are moved back to the actual items they connect with. This
functionality works for any level of nesting of groups.

3.10.5 Restoring Domain Groups

To restore the Domain Group to its original size, click the Restore | icon.

3.10.6 Maximizing Domain Groups

To maximize a Domain Group, click the Maximize ' icon. The group expands to a much larger
size. To return it to the original size, click the Restore icon.

You can maximize only first-level groups. For inner groups, the Maximize function is disabled.

3.10.7 Using a List View of Domain Groups

To open a Domain Group in a list view, click the List View B icon. The group lists the applications
in a list format. To return it to the original size, click the Restore icon.
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Figure 3-24 List View of a Domain Group
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List view of Domain Groups shows only connections of the selected application while the
connections of other applications are hidden. You cannot add or delete additional applications in the
list view. To perform any operation, right-click the corresponding driver connector.

List view of Domain Groups does not support nesting of Domain Groups or Identity Vaults within a
Domain Group. Attempting nesting of Domain Groups or Identity Vaults results in a warning
message.

Figure 3-25 Warning Message

' List Wiew does not support Identity Yaulks and Domain Groups nested within a
Darmain Group

3.10.8 Auto-Placement of Neighbors

To push or pull the neighboring items when you expand or contract Domain Groups, hold down the
Ctrl key while you expand or contract the Domain Group. Any item that is to the right or below a
Domain Group is affected.
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3.10.9 Grouping into a New Domain Group
1 In the Modeler, select multiple items.
2 Right-click, then select Add to Group.

The Modeler creates a new Domain Group and adds those items, preserving their relative spacing to
each other. This process removes the items from wherever they previously existed and places them
in the proper area in the new group.

The following figure illustrates two Applications that have been added to a new Domain Group and
removed from their previous groups.

Figure 3-26 Grouping into a New Domain Group
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3.10.10 Ungrouping a Domain Group

Figure 3-27 Ungrouping a Domain Group
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To ungroup a Domain Group, right-click it, then select Ungroup.

This process removes the Domain Group but leaves all contents where they are, so that they won’t
be deleted. This is just a way to ungroup the items. Depending on what level you are in the Modeler,
the ungrouped items are automatically added to the host group or to the main Modeling space.
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3.10.11 Clearing Contents

Figure 3-28 Clear All Items
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To remove all contents from the Modeler, click Model, then select Clear All Items.
To remove all contents from a Domain Group, right-click, then select Clear Domain Contents.

Designer prompts you before clearing the Modeler space.

3.10.12 Changing a Domain Group Icon

1 Right-click a Group Domain item in the Modeler, then select Properties.

Locli 1 Domain Group

Diamain GroLp
Tzon:

Browse...

Mame: | Somain Group 1

Motes:

’Restore Qefaults] ’ Apply ]

2 Browse to and select an image (for example, finance.png).

Icons for Domain Group components reside in the Group directory in the Modeler plug-in
directory. By default, Designer opens the Group directory.
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Designer supports .GIF, .JPEG, . PNG, and Windows .BMP formats. You can add your own
icons to the Group directory.

3 Click Open, then click OK.
The minimized 16x16 version of the image also now appears in the Domain Group title bar.

As you add Domain Group items, Designer randomly assigns icons from the Group directory to the
new Domain Group.

3.10.13 Keyboard Support for Domain Groups

Table 3-3 Shortcut Keys for Domain Groups

Keystroke Description

Alt+Down-arrow Navigates into a Domain Group
Alt+Up-arrow Navigates out of a Domain Group
Delete Deletes the selected items

3.11 Connecting Applications

¢ Section 3.11.1, “Automatic Connections,” on page 59

¢ Section 3.11.2, “Connection Target Highlights,” on page 60

¢ Section 3.11.3, “Automatically Creating Objects,” on page 60

¢ Section 3.11.4, “Auto Redraw,” on page 60

¢ Section 3.11.5, “Manually Connecting,” on page 61

¢ Section 3.11.6, “eDir-to-eDir Connections,” on page 61

¢ Section 3.11.7, “Multiple Driver Connections,” on page 62

¢ Section 3.11.8, “Straightening Connections,” on page 63

¢ Section 3.11.9, “Reconnecting,” on page 64

¢ Section 3.11.10, “Driver Icons,” on page 64

¢ Section 3.11.11, “Selected Drivers,” on page 65

¢ Section 3.11.12, “Auto-Layout of Imported Objects,” on page 65
¢ Section 3.11.13, “Keyboard Support for Connections,” on page 65

3.11.1 Automatic Connections

When you drag an application into the Modeler space, and the Modeler contains a driver set,
Designer automatically draws a connecting line between the Driver Set object and the application.

When you use the palette’s Connection function to connect an application to an Identity Vault, you
can begin or end your driver line at the Identity Vault. The line automatically connects to a driver set
in an Identity Vault.
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If the Identity Vault contains more than one driver set, the Connection function connects the driver
line to the first driver set. This functionality also works for multi-driver connections.

All multi-driver driver lines are bendable. You can lay them out so that the lines don’t overlap at any
angle. Also, you can reconnect multi-driver connections.

If an Identity Vault has multi-driver connections in a Domain Group and you minimize that Domain

Group, a single collapsed line represents all of the multi-driver connections.

3.11.2 Connection Target Highlights

When you drag an application across the Modeler space, the closest Identity Vault and closest driver
set in that Identity Vault are highlighted. The highlights indicate the item that the application will
connect with when you drop the application.

Figure 3-29 Connected Objects
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3.11.3 Automatically Creating Objects

If you drop an application into the Modeler space, and that space has no Identity Vaults, Designer
automatically creates an Identity Vault.

If you add a driver application in the Modeler by right-clicking in the Modeler, then selecting New >
Application, the driver application is now added at the place where you right-clicked. This makes it
easier to locate items in the view.

3.11.4 Auto Redraw

If you move items, lines are automatically redrawn.
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3.11.5 Manually Connecting

To manually connect an application to a driver set:

1 Click Connection in the palette.
2 Draw a line between the application and the driver set.

To reconnect an application, select the driver line, then drag one end of the line to another driver set
or application.

The drag gesture gravitates the line towards the nearest connectable point. This functionality helps
you know what you can connect to and where you can connect the item. If you try to connect to
something that isn’t allowed, the cursor usually indicates so, or nothing happens when you drop the
item.

3.11.6 eDir-to-eDir Connections

Figure 3-30 eDir-to-eDir Connections

An eDir-to-eDir connection is a special type of connection. It is used frequently in Identity Manager
environments. This connection is a way to configure two eDirectory drivers to communicate directly
with each other. (No other drivers are able to communicate directly with any other type of driver.)
This type of connection is most commonly used for synchronizing a local directory tree with a
Metadirectory Identity Vault.

To create an eDir-to-eDir connection, do one of the following:

+ Drag a line between two Identity Vaults
¢ Drag a line between two driver sets
When you connect a line between two eDirectory applications, the line automatically turns into an

eDir-to-eDir connection. See the illustration in Section 8.2.6, “Viewing an eDir-to-eDir Driver,” on
page 197.
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To disconnect an eDir-to-eDir connection, right-click an eDir item, then select Disconnect eDir-to-
eDir. Designer creates two new eDirectory applications and redirects each driver to its respective
application. A new driver is not created. No data is lost. Designer keeps the same drivers.

If you delete one side of an eDir-to-eDir connection, Designer converts the remaining half into a
regular driver connection to an eDirectory application.

3.11.7 Multiple Driver Connections

To connect more than one driver from a driver set to an application:

1 Select Connection in the palette.

2 Connect the driver set and the application again and again.

Each time you connect, a new line is added. All lines are bendable, so that the lines don’t overlap. To
get the model to look optimal, you probably need to move the application slightly from its default
position.

You can also connect more than one driver to a single application. This actually causes the
application to act as a hub. Each driver can connect to and authenticate to the application or system
the same or differently, depending on your needs. Each driver can access the same part of the
application or system or different parts (for example, different tables in a database). The Modeler
lets you diagram a layout according to your needs.

Figure 3-31 Multi-Driver Connections
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3.11.8 Straightening Connections

To straighten connecting lines:

1 Press Ctrl, then select one or more items in the Modeler.

|~ LOENTITY HS5UFance
== MainFrame
[~ Message Bus

------- Straighten Connection
Distribute
Align 4

Show Subsystems
5 Add to Group

?’ Shove Dataflow View
Crakaflow 4

! Remote Control Desktop
@ Discover Domain Controllers

E Manage Application Schema. ..

Docurent Selection. ..

Driver 4
¥ Delete
2 Right-click, then select Straighten Connections.
What is straightened depends on what you select:
Table 3-4 Straightened Connections
Selected Item What Is Straightened
A driver That driver’s line
An application The connecting driver’s line
An Identity Vault All lines that originate from that driver set in that
Identity Vault
A Domain Group Everything in the Domain Group
A project (selected by clicking the Modeler’s Everything in that project

background)

Lines are straightened only if they are less than 20 pixels from a north, west, south, or east
alignment. The intent of this operation is to quickly nudge lines that are almost straight, so that they
become perfectly straight.
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This nudging removes the tedium of meticulously dragging items into perfect alignment and being
concerned with the pixels. If a line isn’t almost straight, it is left alone. In fact, the Straighten
Connection operation is disabled unless the selected items qualify to be straightened. If some of the
selected items qualify but others don’t, the operation is still enabled, but only eligible lines are
straightened.

3.11.9 Reconnecting

To reconnect components, do one of the following:

¢ Drag the end of a line (driver) from one application to another.

¢ Drag the end of a line (driver) from one driver set to another.
3.11.10 Driver Icons

Table 3-5 Driver Icons

Icon Description
1-3 A driver. The entire line between a driver set object and an application represents
a driver.
@ A remote driver.
™ A firewall. Indicates that the driver is communicating across a firewall.

The following figure illustrates these icons.

Figure 3-32 Driver Icons
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To see, turn on, or turn off driver icons:

1 Right-click a driver line.

2 Select an option (for example, Mark as Firewall) to turn on or turn off.
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3.11.11 Selected Drivers

As you move the mouse over a driver, the line thickens so that it is more obvious. You can click and
interact with this line.

3.11.12 Auto-Layout of Imported Objects

When you import objects from the directory, they are automatically laid out, connected with lines,
and assigned an icon that matches objects and relationships as closely as possible.

For example, if you import a Driver Set object, Designer imports all of the drivers and connects
them with lines. Also, each driver points to an application icon. Application icons include the
following:
+ The exact Application icon (for example, Avaya or PeopleSoft)
¢ The image stored on the driver
The image is embedded in a square application icon.
¢ A generic application icon

If no image is stored on the driver, Designer supplies an icon for one of the following
applications:

+ Generic

+ JDBC

+ LDAP

¢ Delimited Text

The auto-layout mechanism uses the layout topology that you have selected. The default is Fan
Out - Bottom. You can customize this setting in Preferences. See “Modeler” on page 475.

3.11.13 Keyboard Support for Connections

Table 3-6 Shortcut Keys for Connections

Keystroke Description
/ Navigates to the item’s next connection
\ Navigates to the item’s previous connection

3.12 Aligning and Laying Out Components

¢ Section 3.12.1, “Alignment Hints,” on page 66

¢ Section 3.12.2, “Using Rulers,” on page 67

¢ Section 3.12.3, “Using a Grid,” on page 69

¢ Section 3.12.4, “Distributing Applications,” on page 70
¢ Section 3.12.5, “Auto-Layouts,” on page 71

¢ Section 3.12.6, “Layouts to Use for Imports,” on page 71
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Alignments place objects in the same horizontal or vertical plane. Alignments help you see
relationships in your model. You can align or attach items to the left, center, or right of alignment
guides.

When you move the guide, attached items move with it, staying attached in the same relative
positions.

To align components:

1 Press Ctrl, then select more than one item.

=5 SErvice
|-= Tool
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D Fan-Ciu
- Straighten Connections I:I Genetic
S Distribute ’ HTTP St
44 Align Top

% align Bottam

o N
i Add to Group i3 Align Left
oy * align Right
- -
LinuexUnix Dataflow L4 5?9.— align Center
S Align Middie

|

2 Right-click, then select Align.

3 Select an alignment option.

You can also attach an item by dragging it to a guide. After you wait a moment, the guide line is
highlighted, indicating that the item is attached.You can align within the same group but not across
groups.

Guides that you set up are restored the next time that you run Designer. You don’t need to re-create
them.

Also, the alignments and attachments (left, center, or right) are stored in the project on a per-item
basis, so that they are also restored.

3.12.1 Alignment Hints

Click View > Alignment Hints to automatically show horizontal and vertical “hint” lines as you drag
items into vertical or horizontal alignment with neighboring items.
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Figure 3-33 Alignment Hints
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The Alignment Hints feature is off by default. To turn it on, click View > Alignment Hints.

3.12.2 Using Rulers

To turn on the horizontal and vertical rulers:

1 Click the Modeler space to make it active.
2 Click View > Rulers.
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To create a guide (line), click either ruler.
To anchor items to a guide, drag the items in the model to the line.

To simultaneously move all anchored items, drag the line.
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3.12.3 Using a Grid

Figure 3-34 The Modeler's Grid
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When the grid is on, the snap-to-grid functionality is on.
To turn grid lines on and off:

1 Click the Modeler, so that the Modeler is the active view.
2 Click View > Grid.

To coerce objects to not align with the grid, temporarily turn off snap-to-grid by holding down the

Alt key. (Linux doesn’t support this functionality.)

To constrain items to north-south or east-west coordinates, press Shift while dragging the items.

To change the grid size:

1 Click Window > Preferences > Novell > Identity Manager > Modeler > Display.
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2 Type a value in the Grid Width field.

3.12.4 Distributing Applications

Figure 3-35 Distributing Applications
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To equally distribute (space) applications horizontally or vertically:

1 Press Ctrl, then select three or more items.
2 Right-click, then select Distribute.

3 Select a distribution (for example, Vertical).
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3.12.5 Auto-Layouts

Designer ships with a number of predefined layout topologies: circle, half-circle, star, box, and
different fan-out layouts.

Figure 3-36 A Half-Circle Layout

These layouts are set on a per-driver-set basis. Therefore, each driver set can have its own layout.
To select a layout:

1 Right-click a driver set, then select Arrange Applications.
2 Select an arrangement (for example, Fan Out - Left).
If your model has an incorrect layout, the layout options are dimmed.
After you set a layout, applications that you connect will automatically snap into that layout. Certain
connected objects (for example, multi-driver connections, eDir-to-eDir connections, and

applications that are connected but reside in a different Domain Group) are ignored. They aren’t
included in the layout, and they don’t disturb it.

An option on the Arrange Applications submenu on the Modeler’s context menu enables you to
expand or contract the layout arrangement. This option makes all spokes of the layout longer or
shorter when you drag a slider.

3.12.6 Layouts to Use for Imports

To specify what layout to use on new driver sets that you import:

1 Select Window > Preferences > Novell > Identity Manager.
2 Click Modeler > Layouts.
3 Select an arrangement (for example, Half Circle), then click OK.
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3.13 Editing Multiple Objects

You can open multiple objects and edit them at the same time. These objects must be of the same
type (for example, policies).

To find out whether you can edit an object, right-click it. If Edit displays among the menu items, you
can edit that object.

1 In the Outline view, expand the project that contains the objects that you want to edit.

2 Select the objects.

3 Right-click, then select Edit.

4 Edit the objects.

You can copy and paste from one editor to another. Data must be of the same type.

3.14 Modeling Active Directory Domain
Controllers

¢ Section 3.14.1, “Configuring a Connection,” on page 72
¢ Section 3.14.2, “Discovering Controllers,” on page 73

¢ Section 3.14.3, “Information about Domain Controllers,” on page 73

3.14.1 Configuring a Connection

You can configure an LDAP connection to an Active Directory system so that you can discover its
domain controllers.

1 Right-click the Active Directory application, then select Properties > Connectivity.

@ Properties for Active Directory ‘Z|@@

type Filker bext Connectivity L

General
AD Domain LDAP  yNC
Administrator
Connectivity Host:
Envvironment Part:

User:

Password:

Restore Defauls Apply

2 Complete the LDAP authentication information.

As you tab from the Host field to the User field, Designer automatically builds a full user
context. You can modify this context.
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3.14.2 Discovering Controllers

1 Right-click the Active Directory application.

2 Select Discover Domain Controllers.

E] 1dentity vault

If Designer finds any controllers, it lays them out and expands the Active Directory application
as a container.

3.14.3 Information about Domain Controllers

Information about each controller is loaded into the Modeler. To view this information, edit the
Domain Controller object and select the AD Domain page.

Figure 3-37 The AD Domain Page
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If the LDAP connection information is filled out, you can reread the information from that system
by clicking the Refresh icon.
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3.15 Saving Your Model

To save your model, do one of the following:

¢ From the main menu, select File > Save (or Save All).
+ From the main menu, select File > Close > Yes.

+ Click the X in the Modeler’s tab, then select Yes.

For more information, see “The Project View” in Understanding Designer for Identity Manager.
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Configuring Objects in Designer

Designer allows you to easily view, configure, and modify settings for Identity Vaults, driver sets,
drivers, and managed systems.

¢ Section 4.1, “Viewing Object Properties,” on page 75

¢ Section 4.2, “Configuring a Domain Group,” on page 77

¢ Section 4.3, “Configuring Identity Vaults,” on page 78

¢ Section 4.4, “Configuring Servers,” on page 81

¢ Section 4.5, “Configuring Driver Sets,” on page 81

¢ Section 4.6, “Configuring Libraries,” on page 88

¢ Section 4.7, “Configuring Drivers,” on page 88

¢ Section 4.8, “Configuring Policies,” on page 112

¢ Section 4.9, “Configuring Resource Objects,” on page 113

¢ Section 4.10, “Configuring Categories,” on page 113

¢ Section 4.11, “Configuring Groups,” on page 113

¢ Section 4.12, “Configuring Packages,” on page 113

¢ Section 4.13, “Configuring Package Content,” on page 117

¢ Section 4.14, “Configuring Prompts,” on page 118

+ Section 4.15, “Configuring Global Configuration Objects,” on page 120

¢ Section 4.16, “Configuring Jobs,” on page 120

¢ Section 4.17, “Configuring ID Policy Containers,” on page 121

¢ Section 4.18, “Configuring ID Policies,” on page 122

¢ Section 4.19, “Configuring a Notification Template,” on page 123

¢ Section 4.20, “Configuring Application Properties,” on page 123

+ Section 4.21, “Adding Prompts to a Driver Configuration File,” on page 128

¢ Section 4.22, “Synchronizing Passwords,” on page 128

4.1 Viewing Object Properties

To quickly view or edit properties of items (for example, an Identity Vault or a driver), you can use
the Properties view or a Properties dialog box.

¢ Section 4.1.1, “Properties View,” on page 75
¢ Section 4.1.2, “Properties Dialog Box,” on page 76
¢ Section 4.1.3, “Operations Relating to Properties,” on page 77

4.1.1 Properties View

If the Properties view is open when you select an item in the Modeler, information about that item
displays in the Properties view. You can then quickly view or edit information.
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Figure 4-1 The Properties View
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To open the Properties view, click Window > Show View > Other > General > Properties. For
additional information, see “The Properties View” in Understanding Designer for Identity Manager.

4.1.2 Properties Dialog Box

The list of property pages in the Properties dialog box is organized alphabetically across Designer
with the exception of the General page, similar to that of Eclipse.

To view or edit properties of items:

1 Open the Properties dialog box by doing one of the following:
¢ Double-click an item in the Modeler or in the Outline view.

+ Right-click an item (for example, an Identity Vault) in the Modeler or Outline view, then
select Properties.

¢ Select an item, then press Enter.
+ Select an item, then select File > Properties.
¢ Select an item, then select Model > [object] > Properties.

The following figure illustrates a driver’s properties page:
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4.1.3 Operations Relating to Properties

Table 4-1 Operations Relating to Properties

Operation Description

Open the Properties view Click Window > Show View > Other > General > Properties.

Open the Properties dialog box  Double-click an item, or right-click the item, then select Properties.

Edit settings You can edit the settings of any item selected in the Modeler or
Outline view.

View a server’s properties In the Outline view, right-click the server icon, then select Properties.

Save to memory or disk When you click Apply or OK in a properties dialog box, changes are

committed to memory. However, changes are not saved to disk
unless you select File > Save.

4.2 Configuring a Domain Group

To view or change a domain group’s settings, double-click the domain group.

1 To change the domain group’s icon, click Browse, then navigate to and select an image file.

By default, the Browse button opens the icons/group folder in the

com.novell.designer.core plug-in. The default image selected is administrative.png.
To select a different image, double-click the new image.

2 Click 4pply.
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3 To change the name of the domain group, edit the Name field.
4 Add details in the Notes pane.
5 Click OK.

The image (for example, administrative.png) appears to the left of the domain name in the
Modeler.

4.3 Configuring ldentity Vaults

To view or change an Identity Vault’s settings, double-click the Identity Vault object in the Outline
view or the Modeler.

The Identity Vault Properties page has several options. In addition, you can configure a hostname in
the hosts file.

¢ Section 4.3.1, “Configuration,” on page 78

*

Section 4.3.2, “Administrator,” on page 79

*

Section 4.3.3, “Packages,” on page 79

*

Section 4.3.4, “Server List,” on page 80

*

Section 4.3.5, “iManager,” on page 80

*

Section 4.3.6, “Local Hostname,” on page 80

4.3.1 Configuration

The following table contains a description of each of the Identity Vault configuration settings.

Table 4-2 Configuration Settings for an Identity Vault

Field Description

Vault name The name of the Identity Vault object. The default is Identity Vault.
Host The eDirectory host where you plan to log in and deploy.

Username The eDirectory username that has sufficient rights to make changes to

objects associated with this deployment.
Password The password for the above user.

Save password Saves the password permanently, so you are authenticated into this
Identity Vault each time you open Designer. If you use this option, the
password is saved locally in Designer’s file system and is not secure.

If you do not select this option, the password is remembered only until
you close Designer.

Test connection Selecting this button allows the user to create, or, if a connection is
unresponsive, to re-create a connection to the Identity Vault. If a
connection has not been established to the Identity Vault, the button
displays Test connection. After a connection is established, the button
displays Refresh connection.
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Field Description

Deploy context The default DN container assigned to all driver sets that are
associated with this Identity Vault. If you specify a DN container on the
Driver Set object, that setting takes precedence over the default

setting.
Enable Package Developer Enables additional features in Designer to allow developers to create
Mode packages. For more information, see Section 6.3, “Developing

Packages,” on page 146.

4.3.2 Administrator

The Administrator option is divided into three sections. Entering information in these sections is
optional.

+ Personal Information: Lets you enter information specific to the Identity Vault, such as
Name, Title, Department, and Location.

+ Contact Information: Lets you enter information such as Email, Phone, Cell Phone, Pager,
and Fax.

+ Notes: Allows you to type any reminders you might need for future reference.

4.3.3 Packages

The Packages option allows you to manage any packages at the Identity Vault level. A package at
the Identity Vault level contains Notification Templates or sample data such as users or the Identity
Vault structure. Identity Vault packages are applied to all of the drivers that reside in the selected
Identity Vault.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Managing the Identity Manager Content,” on page 135.

Table 4-3 Managing Packages Options

Options Descriptions

ar Add package Adds a package to the Identity Vault. You must add a package before
you can install a package. Click the Add package =r icon, then select
the package to install and click OK.

Create package The Create package option is only available if the Enable Package
Developer Mode is selected in the Identity Vault Configuration page.
Only developers create packages for redistribution.

Package Lists the name and current state of the package.
Version Lists the version of the package.
Upgrades Indicates that there is a newer version of a package imported into the

package catalog, but it has not been installed. The package needs to
be upgraded.
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Options Descriptions

Operation Lists the following operations that can be performed on a package:

+ Install: The Install option is only available after a package is
added to the Identity Vault. Select Install, then click Apply to install
the package.

+ Uninstall: The Uninstall option is only available after a package is
installed to the Identity Vault. Select Uninstall, then click Apply to
uninstall the package.

+ Upgrade: The Upgrade option is only available if there is a newer
version of the package available for installation. Select Upgrade,
then click OK to upgrade the package.

+ Downgrade: The Downgrade option is only available if you have
upgraded a package and the older package is installed in the
package catalog. Select Downgrade, then click OK to downgrade
the package.

+ Revert Customizations: The Revert Customizations option is
only available if you have made changes to the policies that are
installed with a package. Select Revert Customization, then click
Apply to remove the customization.

4.3.4 Server List

The Server List option displays the servers that are associated with the selected Identity Vault. You
can add, edit, or remove the server entries.

NOTE: If you select the option to allow a default server to be created, that server shows up as
Default Server.default container in the list. You cannot deploy a driver set into an existing
eDirectory tree if you have Default Server.default container in the Server List. You must first
remove this reference and add a Metadirectory server in an eDirectory tree.

4.3.5 iManager

The iManager option displays the URL that Designer uses to launch the Novell iManager
administrative tool. You can modify this URL as needed.

To launch iManager from Designer, select Tools > iManager.

4.3.6 Local Hosthame

If desired, Designer supports designating a hostname for your Identity Vault by adding an entry to
the hosts file of your local OS. After assigning a hostname to the Host address of your Identity
Vault, you can use the hostname instead of an IP address or DNS name to access the Identity Vault.

For example, if your Identity Vault has a host address of 192.168.100.254, you can associate the
name /D-VAULT to that address in your local hosts file. Then, in Designer, you can refer to the
Identity Vault by the name ID-VAULT instead of using the IP address.

For more information about using your local hosts file, consult your operating system’s
documentation.
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4.4 Configuring Servers

1 Right-click the server icon i in the Outline view.

2 Select Properties.

Table 4-4 lists settings for the Server Properties page:

Table 4-4 Settings for the Server Properties Page

Field Description

Name The name of the Server object. The Identity Vault lists the server. You can
browse to and select the server.

Context The server’s context. The Identity Vault assigns the context. You can browse to

Host address
DNS name

Identity Manager
version

eDirectory version
Assigned Driver Set

Notes

and select the context.
The server’s IP address.
The domain name or complete directory context name.

The version of Identity Manager that is running on the server. The default is
Identity Manager 4.0. You can change the version by using the drop-down list.
See Section 5.2, “Changing the Identity Manager Version,” on page 130.

The version of eDirectory that the server is using.
The driver set the server is assigned to.

Information that you want to specify, to help you maintain the server.

Use the Contact Information tab to provide information on the person to contact and other items of
interest concerning the server.

4.5 Configuring Driver Sets

A driver set is a container that holds Identity Manager drivers. Only one driver set can be active on a
server at a time. As a result, all active drivers must be grouped into the same driver set. To view or
change settings, double-click a driver set in the Modeler.

¢ Section 4.5.1, “Driver Set General Options,” on page 82

¢ Section 4.5.2, “Driver Set Configuration,” on page 82

¢ Section 4.5.3, “Driver Set Global Configuration Values,” on page 82

¢ Section 4.5.4, “Java Environment Parameters,” on page 83

¢ Section 4.5.5, “Driver Set Log Levels,” on page 83

¢ Section 4.5.6, “Driver Set Named Passwords,” on page 84

¢ Section 4.5.7, “Driver Set Packages,” on page 84

¢ Section 4.5.8, “Driver Set Server List,” on page 85

¢ Section 4.5.9, “Driver Set Trace,” on page 85
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4.5.1 Driver Set General Options

When you create an Identity Vault, a driver set is added to the vault by default.

Figure 4-2 A Driver Set in an Identity Vault

El 1dentity vaul: 2

You can add other driver sets by dragging the Driver Set object from the palette to the Modeler.

From the General page, you can specify or change driver set values.

Table 4-5 Driver Set Settings

Field Description

Name The name of the Driver Set object (for example,
DriverSet1.)

Create a new partition on this driver set We recommend that you select this option. For
details, see “Technical Guidelines” in the Identity
Manager 4.0 Framework Installation Guide.

Deploy context The Identity Vault assigns the default DN container
value to all driver sets. If you specify a DN
container here on the Driver Set object, that setting
takes precedence over the Identity Vault setting.

You can manually enter this value or browse for it.

4.5.2 Driver Set Configuration

You can link in Global Configuration objects to the driver set GCVs. This allows you to reuse
Global Configuration objects instead of creating multiple GCVs for the driver set.

To add a Global Configuration object:

1 Click Add, then browse to and select the Global Configuration object.
2 Click Apply to save the change.

You can change the order that the Global Configuration objects are listed by selecting the object,
then clicking Up or Down.

4.5.3 Driver Set Global Configuration Values

Global configuration values (GCVs) are settings that are similar to driver parameters. Global
configuration values can be specified for a driver set as well as an individual driver. If a driver does
not have a GCV, the driver inherits the value for that GCV from the driver set.
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GCVs allow you to specify settings for Identity Manager features such as password synchronization
and driver heartbeat, as well as settings that are specific to the function of an individual driver
configuration. Some GCVs are provided with the drivers, but you can also add your own. You can
refer to these values in a policy to help you customize your driver configuration.

To view or change the driver set's GCV settings, double-click the driver set. From the Global
Configuration Values page, you can add, edit, or remove values, or edit the XML file for the driver
set.

4.5.4 Java Environment Parameters

The Java Environment Parameters enable you to configure the Java virtual machine (JVM) on the
Metadirectory server associated with the driver set.

Table 4-6 Java Environment Parameters Settings

Field Description

Classpath Additions Specifies additional paths for the JVM to search for package (. jar) and
class (.class) files. Using this parameter is the same as using the
java -classpath command. When you enter multiple class paths,
separate them with a semicolon (;) for a Windows JVM and a colon (:)
for UNIX/Linux JVMs.

JVM Options Specifies additional options to use with the JVM. Refer to your JVM
documentation for valid options.

Initial Heap Size Specifies the initial (minimum) heap size available to the JVM.
Increasing the initial heap size can improve startup time and
performance. Enter a numeric value followed by g, m, or k (case
insensitive). If no letter size is specified, the size defaults to bytes.
Using this parameter is the same as using the java -Xms command.

Refer to your JVM documentation for information about the default initial
heap size for the JVM.

Maximum Heap Size Specifies the maximum heap size available to the JVM. Enter a numeric
value followed by g, m, or k (case insensitive). If no letter size is
specified, the size defaults to bytes. Using this parameter is the same
as using the java -Xmx command.

Refer to your JVM documentation for information about the default
maximum heap size for the JVM.

4.5.5 Driver Set Log Levels

The Driver Set Log Level options enable you to view high-level information. For lower-level
information, use the Trace option.

By default, logging is turned off. To track errors, messages, or events, change the default.

1 Double-click the driver set.
2 Select Driver Set Log Level.
3 Select a logging option.
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The log option that you select determines which messages are available in the log.

4 To configure audit instrumentation, select Log specific events, click the event selector button,
select events, then click OK.

The Update only the last log time option updates the time stamp to indicate the last activity of
the driver.

5 Specify the number of entries in the log.
The default is 50 entries (lines) in the log. If you want a longer history, increase the number.
6 Save changes by clicking OK.
The driver set log contains messages from the engine when it tries to start or stop drivers. To view

the log, use iManager. Select the Status Log icon above the Identity Vault in the Identity Manager
Overview.

4.5.6 Driver Set Named Passwords

The Named Passwords property page allows you to manage (add, edit, delete) named passwords for
the selected driver set. When named passwords are defined in the driver set, the passwords are
available to all drivers in the driver set.

NOTE: If you create a named password of the same name in both the driver set and a driver in the
driver set, the named password settings in the driver take precedence.

You can define named passwords on both drivers and driver sets. For more information about named
passwords, see Section 4.7.8, “Driver Named Passwords,” on page 105.

4.5.7 Driver Set Packages

The Packages option allows you to manage any packages at the driver set level. A package at the
driver set level is applied to all of the drivers that reside in the selected driver set.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Managing the Identity Manager Content,” on page 135.

Table 4-7 Managing Packages Options

Options Descriptions

ar Add package Adds a package to the driver set. You must add a package before you
can install a package. Click the Add package =r icon, then select the
package to install and click OK.

Create package The Create package option is only available if the Enable Package
Developer Mode is selected in the Identity Vault Configuration page.
Only developers create packages for redistribution.

Package Lists the name and the current state of the package.

Version Lists the version of the package.
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Options Descriptions

Upgrades Indicates that there is a newer version of a package imported into the
package catalog, but it has not been installed. The package needs to
be upgraded.

Operation Lists the operations that can be performed on a package.

+ Install: The Install option is only available after a package is
added to the driver set. Select Install, then click Apply to install the
package.

+ Uninstall: The Uninstall option is only available after a package is
installed to the driver set. Select Uninstall, then click Apply to
uninstall the package.

+ Upgrade: The Upgrade option is only available if there is a newer
version of the package available for installation. Select Upgrade,
then click OK to upgrade the package.

+ Downgrade: The Downgrade option is only available if you have
upgraded a package and the older package is installed in the
package catalog. Select Downgrade, then click OK to downgrade
the package.

+ Revert Customizations: The Revert Customizations option is
only available if you have made changes to the policies that are
installed with a package. Select Revert Customization, then click
Apply to remove the customization.

4.5.8 Driver Set Server List

After adding one or more servers to the Identity Vault, you can view or change the driver set’s server
association.

Select a server in the Available Servers list, then use the arrows to move the server to the Selected
Server list. If a server is not in the Available Servers list, you must first add it by editing the Identity
Vault properties. See Section 4.3, “Configuring Identity Vaults,” on page 78.

4.5.9 Driver Set Trace

Although a driver set has nothing to trace, you can add a trace level to a driver set. The Trace setting
specifies a trace level used with all drivers associated with the driver set.

With the trace set, DS Trace displays Identity Manager and DirXML events as the engine processes
the events. The trace level affects each driver in the driver set. Use the trace level for
troubleshooting issues with the drivers when they are deployed. DS Trace displays the output of the
specified trace level.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause Identity Manager server to process
events slowly.

To set a driver set’s trace characteristics:

1 In the Outline view or Modeler, right-click the driver set, then select Properties.
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2 In the driver properties, select Trace in the left navigation area.

3 On the Trace page, specify the trace settings for the driver set, then click OK.

Table 4-8 Driver Set Trace Settings

Field Description

Trace level The IDM engine supports the following trace levels:
+ Trace level 0: Displays fatal messages, errors, warnings and
successes.

+ Trace levels 1: Displays informational messages in addition to
the information from Trace level 0.

+ Trace level 2: Displays contents of XML documents in
addition to the information from Trace level 1.

+ Trace level 3: Displays policy information in addition to the
information from Trace level 2.

XSL Trace Level DS Trace displays XSL events. Set this trace level only when
troubleshooting XSL style sheets. If you do not want to see XSL
information, set the level to 0.

Java Debug Port Allows developers to attach a Java debugger.

Trace File When a value is set in this field, all Java information for the driver is
written to file. The value for this field is the path for that file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace File Size Limit Sets a limit for the Java trace file. Select Unlimited to allow the file
to grow to fill the disk.

The following methods help you capture and save Identity Manager trace information.
+ “Windows” on page 86
¢ “UNIX” on page 87
+ “iMonitor” on page 87

Windows

Open the Control Panel, select NDS Services, then click DS Trace. DLM > Start. A window named
NDS Server Trace Utility opens.

To set the filters to capture the DirXML trace information:

1 Click Edit > Options > Clear All.
2 Click the boxes next to DirXML and DirXML Drivers, then click OK.

To save the information to a file:

1 Click File > New.
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A dialog box prompts for a filename.

2 Enter a filename with the extension of .10g.

3 To stop capturing information, click File > Close.
The file is saved.

UNIX

Use the ndstrace command at the console to display the Identity Manager events. The exit
command quits the trace utility.

Table 4-9 ndstrace Commands

Command Description

Set ndstrace=nodebug Turns off all trace flags.

Set ndstrace on Displays trace messages to the console.

Set ndstrace file on Captures trace message to the ndstrace. logfile in the /var/

nds directory.

Set ndstrace file off Stops capturing trace messages to the file.
Set ndstrace=+dxml Displays the Identity Manager events

Set ndstrace=tdvrs Displays the Identity Manager driver events.
iMonitor

Use iMonitor to get DS Trace information from a Web browser.

Table 4-10 Platforms and Commands for Web Browsers

Platform Command
Windows ndsimon.dlm
Linux/Solaris/AIX/HP-UX ndsimonitor

1 Access iMonitor from http://server_ip:8008/nds (the default port).
2 Click Trace Configuration.

3 Click Clear All.

4 Click DirXML and DirXML Drivers.

5 Click Trace On, then click Trace History.

6 Click the Current document icon to view the live trace.
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4.6 Configuring Libraries

The Library object is a repository of commonly used policies that can be referenced from multiple
locations. You can place a policy in the library that every driver in the driver set can reference. You
can find the Library object in the Outline view.

The following table lists settings for libraries:

Table 4-11 Library Settings

Field Description

Name The name of the library. You can modify the name to be more
descriptive, especially if you have more than one library in a tree.

For example, you might have one library at the Identity Vault
level containing policies that are generic to most drivers, and
another library at the Driver Set level containing policies that are
specific to that driver set.

Deploy Context The Identity Vault assigns the default DN container value to a
library created or deployed at the Identity Vault level. If you
specify a DN container here on the Library object, that container
setting takes precedence over the Identity Vault setting. You can
manually enter this value or browse to and select the context.

Libraries created under the driver set do not have the Deploy
Context option.

Description This field allows you to type a description of the selected library.

For more information on what you can add to a library, see “Library Objects” in Policies in Designer
4.0.

4.7 Configuring Drivers

A driver provides the connection between an application and the Identity Vault. The driver is the
connector that enables data synchronization and sharing between systems. To view or change
settings, double-click a driver or driver line in the Modeler.

¢ Section 4.7.1, “Driver General Settings,” on page 89

¢ Section 4.7.2, “Driver Configuration,” on page 89

¢ Section 4.7.3, “Engine Control Values,” on page 93

¢ Section 4.7.4, “Driver Global Configuration Values,” on page 95

¢ Section 4.7.5, “Driver Health Configuration,” on page 96

¢ Section 4.7.6, “Driver Log Level,” on page 104

¢ Section 4.7.7, “Driver Manifest,” on page 104

¢ Section 4.7.8, “Driver Named Passwords,” on page 105

¢ Section 4.7.9, “Driver Packages,” on page 105

¢ Section 4.7.10, “Reciprocal Attributes,” on page 106
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¢ Section 4.7.11, “Driver Trace Levels,” on page 109

¢ Section 4.7.12, “Driver iManager Icon,” on page 112

4.7.1 Driver General Settings

The following table contains a description of the general settings for drivers.

Table 4-12 General Settings

Field Description

Name Displays the driver name, which you can change.

Notes Enables you to type notes about your driver implementation.

Server/Driver Version Displays the server name to which driver is associated. The driver
version only shows if the driver is running. Driver versions vary for
each driver.

(Deprecated) Basic configuration The field is populated only if you configured your driver by using a
file driver configuration file instead of packages.

Displays the configuration filename that this driver uses. Contains
the filename of the configuration file that was used during import.

To view the path to this file, click the information icon next to the
filename. You might want to view the file to find out version
information.

If you haven’t yet run the import wizard, this field is set to None.

Supported DN format Displays the format (for example, LDAP) that is supported for each
driver. This DN information is important for policy building and
simulation.

For additional details, click the information icon next to the format
field.

4.7.2 Driver Configuration

The driver configuration page is dynamic. Labels and descriptions are dynamically read from the
driver configuration information.This information is unique for each driver.

The two required options for every driver are Driver Configuration and GCVs. With the Driver
Configuration option selected, fill in the required values and parameters that are necessary to have
the driver run in your network environment. However, because each driver contains different values
and parameters, you need to consult the driver manual for specific values. Go to the Identity
Manager Drivers Web site (http://www.novell.com/documentation/idm40drivers/index.html), then
select the manual for the driver you are configuring.

¢ “Driver Module” on page 90

¢ “Authentication” on page 90

+ “Startup Option” on page 92

¢ “Driver Parameters” on page 92
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¢+ “ECMAScript” on page 92
¢ “Global Configuration” on page 92

Driver Module

Table 4-13 Driver Module Settings

Field

Description

Java: Name of the Java class

Native: Name of the DLL

Connect to Remote Loader

Driver object password: Set Password

Remote Loader client configuration for
documentation: Include in documentation

Specify the name of the Java class that will be instantiated
for the shim component of the driver. This class can be
located in the classes directory as a class file, or in the
1ib directory as a .jar file.

Specify the name of the .d11 file that will be instantiated for
the application shim component of the driver.

Select this option if you want to connect the driver to the
Metadirectory engine that uses the Remote Loader.

Set a password for the Driver object. If you are using the
Remote Loader, you must enter a password on this page or
the remote driver cannot run. The Remote Loader uses this
password to authenticate itself to the remote driver.

Enables you to document your Remote Loader
configuration for the driver. From the drop-down list, select
a name that you specified on the driver’s documentation

property page.

To use this option, see Section 4.7.3, “Engine Control
Values,” on page 93.

Authentication

Table 4-14 Authentication Settings

Field

Description

Authentication information for server

Authentication ID

Connection Information

Set Password

Remove Password

The server that the driver is associated with.

Specify the application user ID. This ID is used to pass
Identity Vault subscription information to the application. If
you have enabled SSL/TLS for eDirectory drivers, this option
is dimmed.

Specify the address or name and port of the server that the
application shim should communicate with.

Enables you to set or change an application password (for
example, Active Directory).

Deletes the password to the application.
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Field Description

Host name Specifies the address or name of the machine where the
Remote Loader runs. For example, enter
hostname=192.168.0.1.

If you don't specify this communication parameter, this value
defaults to localhost.

Port Specifies the port that the Remote Loader uses to accept
connections from the remote interface shim. For example,
enter port=8090.

If you don't specify this communication parameter, this value
defaults to 8090.

KMO Specifies the Key Name of the Key Material Object containing
the keys and certificate used for SSL. For example, enter
kmo=remote driver cert.

If you don't specify this communication parameter, no value is
stored for this parameter. SSL won’t be available.

Other parameters Provides reference information. It is included when you
document your entire project.

Driver Cache Limit

Figure 4-3 Options for the Driver Cache

Drrireer cache limit

(&) Unlimited
" Cache limit (KB

The driver cache is a file that holds Identity Vault events until a driver can process them.
This file can become very large in the following situations:
+ [fevents occur at a steady rate that is faster than Identity Manager can process them over a long
period of time.
¢ [fthe driver is shut down for long period of time but is not disabled.

By default, the driver cache (file) size is limited only by available disk space. This is the
recommended setting.

The only reason to set some other limit is to protect against accidentally filling up the disk. The
number that you use depends on the difference between projected amount of available disk space
without anything in the cache and the amount of free disk space that you want to ensure will always
be left available, divided by the number of drivers on the server.

The primary reason that the cache file becomes very large is if the driver is left not running over a
long period of time. In this case, the recommendation is to disable the driver rather than set a cache
limit. After the limit is reached, all the cached events are discarded.

Configuring Objects in Designer

91



Startup Option

Table 4-15 Startup Settings

Setting Description

Auto start The driver starts automatically when the Metadirectory engine loads.
Manual You must start the driver manually from the driver state location.

Disabled Disables the driver.

Do not automatically If you don't select this option, a driver that has been deployed but disabled
synchronize the driver resynchronizes on startup. If you select this option, a driver that has been

deployed but disabled does not resynchronize.

Driver Parameters

From this tab, you can enter common driver options, Subscriber and Publisher channel options, as
well as edit XML. Because the Driver Parameters options are different for each driver, refer to the
Identity Manager Drivers Web site (http://www.novell.com/documentation/idm40drivers/
index.html) for configuration information on the driver you have selected.

ECMAScript

Displays an ordered list of ECMAScript resource files that are loaded when the driver starts. The
ECMAScript files contain extension functions that can be used in policies.

To add an ECMAScript from another driver:

1 Click Add, then browse to and select the ECMAScript object from another driver.
2 Click OK.
3 Click Apply to save the change.

For more information, see “Using ECMAScript in Policies” in Policies in Designer 4.0.

Global Configuration

You can link in Global Configuration objects to extend GCV definitions for the driver that Identity
Manager loads when the driver starts. This allows you to reuse Global Configuration objects instead
of creating multiple GCVs for the driver.

To add a Global Configuration object:

1 Click Add, then browse to and select the Global Configuration object.
2 Click Apply to save the change.

You can change the order that the Global Configuration objects are listed by selecting the object,
then clicking Up or Down.
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4.7.3 Engine Control Values

The engine control values enable you to change certain default behaviors of the Metadirectory
engine. You can access the values only if a server is associated with the Driver Set object. The
values are populated based on the Identity Manager version of the servers that are associated with
the driver set (servers can be associated through the Engine Controls for Server entry).

Changing a version of an Identity Manager server affects the engine controls for all drivers in a
driver set that is associated with the server. When the Identity Manager version is changed, the
engine controls for all associated drivers are updated to match the specified version. During the
update process, all current settings for existing engine controls are merged into the new engine
controls. If the engine controls are not valid for the version of the selected server, they are removed
as options.

1 In the Modeler, right-click the driver line.
2 Select Properties > Engine Control Values.

3 Click the tooltip icon to the right of the Engine Controls for Server field. If a server is
associated with the Identity Vault, and if you are authenticated, the engine control values
display in the large pane.

Table 4-16 Engine Control Values

Field Description
Subscriber channel retry The Subscriber channel retry interval controls how frequently the
interval in seconds Metadirectory engine retries the processing of a cached transaction after

the application shim's Subscriber object returns a retry status.

Qualified form for DN-syntax The qualified specification for DN-syntax attribute values controls whether

attribute values values for DN-syntax attribute values are presented in unqualified slash
form or qualified slash form. A True setting means the values are
presented in qualified form.

Qualified form from rename  The qualified form for rename events controls whether the new-name

events portion of rename events coming from the Identity Vault is presented to the
Subscriber channel with type qualifiers. For example, CN=. A True setting
means the names are presented in qualified form.

Maximum eDirectory The maximum eDirectory replication wait time controls the maximum time
replication wait time in that the Metadirectory engine waits for a particular change to replicate
seconds between the local replica and a remote replica. This only affects

operations where the Metadirectory engine is required to contact a remote
eDirectory server in the same tree to perform an operation and might need
to wait until some change has replicated to or from the remote server
before the operation can be completed (for example, object moves when
the Identity Manager server does not hold the master replica of the moved
object; file system rights operations for Users created from a template.)
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Field

Description

Use non-compliant
backwards-compatible mode
for XSLT

Maximum application
objects to migrate at once

Set creatorsName on
objects created in Identity
Vault

Write pending associations

Use password event values

This control sets the XSLT processor used by the Metadirectory engine to
a backward-compatible mode. The backwards-compatible mode causes
the XSLT processor to use one or more behaviors that are not XPath 1.0
and XSLT 1.0 standards-compliant. This is done for backwards
compatibility with existing DirXML style sheets that depend on the non-
standard behaviors.

For example, the behavior of the XPath “I=" operator when one operand is
a node set and the other operand is other than a node set is incorrect in
DirXML releases up to and including Identity Manager 2.0. This behavior
has been corrected; however, the corrected behavior is disabled by default
through this control in favor of backwards compatibility with existing
DirXML style sheets.

This control is used to limit the number of application objects that the
Metadirectory engine requests from an application during a single query
that is performed as part of a Migrate Objects from Application operation.

If java.lang.OutOfMemoryError errors are encountered during a Migrate
from Application operation, this number should be set lower than the
default. The default is 50.

NOTE: This control does not limit the number of application objects that
can be migrated; it merely limits the batch size.

This control is used by the Identity Manager engine to determine if the
creatorsName attribute should be set to the DN of this driver on all objects
created in the Identity Vault by this driver.

Setting the creatorsName attribute allows for easily identifying objects
created by this driver, but also carries a performance penalty. If a value is
not set, the creatorsName attribute defaults to the DN of the NCP Server
object that is hosting the driver.

This control determines whether the Identity Manager engine writes a
pending association on an object during Subscriber channel processing.

Writing a pending association confers little or no benefit but does incur a
performance penalty. Nevertheless, the option exists to turn it on for
backwards compatibility.

This control determines the source of the value reported for the
nspmDistributionPassword attribute for Subscriber channel Add and
Modify events.

Setting the control to False means that the current value of the
nspmDistributionPassword is obtained and reported as the value of the
attribute event. This means that only the current password value is
available. This is the default behavior.

Setting the control to True means that the value recorded with the
eDirectory event is decrypted and is reported as the value of the attribute
event. This means that both the old password value (if it exists) and the
replacement password value at the time of the event are available. This is
useful for synchronizing passwords to certain applications that require the
old password to enable setting a new password.
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Field Description

Enable password This control determines whether the Identity Manager engine reports the
synchronization status status of Subscriber channel password change events.
reporting

Reporting the status of Subscriber channel password change events
allows applications such as the ldentity Manager User Application to
monitor the synchronization progress of a password change that should
be synchronized to the managed application.

4.7.4 Driver Global Configuration Values

Global configuration values (GCVs) are settings that are similar to driver parameters. GCVs can be
specified for an individual driver as well as a driver set. If a driver does not have a GCV, the driver
inherits the value for that GCV from the driver set.

GCVs allow you to specify settings for Identity Manager features such as password synchronization
and driver heartbeat, as well as settings that are specific to the function of an individual driver
configuration. Some GCVs are provided with the drivers, but you can also add your own. You can
refer to these values in a policy to help you customize your driver configuration.

To edit the driver set’s GCV settings, double-click the Driver Set object in the Modeler view. From
the Global Configuration Values page, you can add, edit, remove, or edit the XML for GCVs.

To view or change the driver’s GCV settings, double-click the driver. From the Global
Configuration Values page, you can add, edit, or remove values, or edit the XML file for the driver.
To select a value, click the value or the control field to the right of the value’s name. Use the Add,
Edit, Remove, and Edit XML buttons at the bottom of the page.
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Figure 4-4 The Global Configuration Values Page
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You can add, edit, and remove GCVs on the Global Configuration Values page, except for those
values found under the Password Management heading. Password values are accessed through the
Password Synchronization page; click the Launch Password Sync Dialog icon to the right of the
Information icon for the control field.

The two required options for configuring a driver are Driver Configuration and GCVs. However,
because each driver contains different values and parameters, you need to consult the driver manual
for specific values. Go to the Identity Manager Drivers Web site (http://www.novell.com/
documentation/idm40drivers/index.html), then select the manual for the driver you are configuring.

4.7.5 Driver Health Configuration

The Driver Health Configuration allows you to monitor a driver’s state of health (green, yellow, or
red), and to specify the actions to perform in response to each of these health states.

To do so, you define the conditions (criteria) that determine each of the health states, and the
associated actions to perform whenever the driver’s health state changes. For example, if the driver’s
health changes from a green state to a yellow state (based on the conditions you establish), you can
perform such actions as restarting the driver, shutting down the driver, and sending an e-mail to the
person designated to resolve issues with the driver.
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You can also define custom driver states that are independent of the standard green, yellow and red.
Whenever the driver meets the conditions for the custom state, Designer performs the associated
actions.

To use the Driver Health Configuration to monitor a driver’s health state, you must complete the
following tasks:

¢ “Creating a Driver Health Configuration” on page 97
+ “Modifying the Health State Conditions” on page 98
¢ “Creating a Driver Health Job” on page 100

Additionally, you can perform the following tasks to further configure the Driver Health Check
environment:

+ “Modifying the Health State Actions” on page 101
¢ “Creating a Custom State” on page 102
+ “Modifying the Driver Health Job Settings” on page 103

NOTE: Monitoring driver health is applicable only to deployed drivers. Designer does not indicate
driver health in the Modeler or any other pre-deployment interface. After you set up the health
configuration, you use iManager to actually monitor the health of deployed drivers. For more
information about driver health monitoring in iManager, see “Monitoring Driver Health” in the
Identity Manager 4.0 Common Driver Administration Guide.

Creating a Driver Health Configuration

The health configuration of drivers is configured automatically, unless you are running older
versions of Identity Manager. If you are running anything older than Identity Manager 3.6, you must
complete the following section to create a driver health configuration. Otherwise, skip this section.

1 In the Modeler or Outline view, right-click the driver, then select Properties.

2 In the left-side navigation, select Health.

Mo Driver Health Configuration

This driver does not contain any health configuration information.
reate a basic health configuration by selecting the link belaw,

£ Mews Driver Health Configuration

3 Select New Driver Health Configuration.

Designer creates a basic health configuration with sample conditions for the green and yellow
states (none for red).
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& Green | ©* Yellow | €3 Red

=,
-
Ty

£

Driver Health Job: none

I arder far the Driver Health Canfiguration to be processed, & Driver Health Job
must be configured. Greate a Driver Health Jab.

Conditions

' Condition Group 1

Driver Skake is running
Driver in Cache Owverflow is False

Ackions ﬁl [] Always execute actions when conditions are krue

Select Edit to define action

4 Continue with “Modifying the Health State Conditions” on page 98.

Modifying the Health State Conditions

The driver health configuration lets you define the conditions that determine each health state. The
green state contains conditions intended to represent a healthy driver, and a red state represents an
unhealthy driver that has failed the conditions for both green and yellow states.

The Driver Health job evaluates the conditions for the green state first. If the driver fails to meet the
green conditions, it evaluates the yellow conditions. If the driver fails to meet the yellow conditions,
it is automatically assigned a red state.

To modify the conditions for a state:
1 In the Modeler or Outline view, right-click the driver where you want to modify the health
check configuration, then select Properties.
2 In the left-side navigation, select Health.
3 Click the state tab (Green or Yellow) that you want to modify.
- Condition Group 1

Driver State s starting
Tetal Sze i kess then or equal 5000

“ Condition Group 2
Ditvar State is running

The tab displays the current conditions for the health state. Conditions are organized into

groups, with logical operators (either AND or OR), to link each condition and condition group.

Table 4-17 describes the conditions that the Driver Health job can evaluate.
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Table 4-17 Driver Health Check Conditions

Condition

Description

Driver State

Driver in Cache
Overflow

Newest

Oldest

Total Size
Unprocessed Size

Unprocessed
Transactions

Transaction History

Running, stopped, starting, not running, or shutting down. For example, one
of the default conditions for the green health state is a Driver State that
indicates the driver is running.

The state of the cache used for holding driver transactions. If the driver is in
cache overflow, all available cache has been used. For example, the default
condition for the green health state is Driver in Cache Overflow is false and

the default for the yellow health state is Driver in Cache Overflow is true.

The age of the newest transaction in the cache.

The age of the oldest transaction in the cache.

The size of the cache in bytes.

The size of all unprocessed transactions in the cache.

The number of unprocessed transactions in the cache. You can specify all
transactions types or specific transaction types (such as adds, removes, or
renames).

The number of transactions processed at various points in the Subscriber or
Publisher channel over a given period of time. This condition uses multiple
elements in the following format:

<transaction type> <transaction location and time period > <relational
operator> <transaction number>.

¢ <transaction type>: Specifies the type of transaction being evaluated.
For example, adds, removes, renames, and so forth.

¢ <transaction location and time period>: Specifies the point in the
Subscriber or Publisher channel and the time period being evaluated.
For example, you might evaluate the total number of transactions
processed as Publisher events over the last 48 hours. The time period
cannot exceed the Transaction Data Duration setting, which is
configurable in the Driver Health job. For more information, see
“Modifying the Driver Health Job Settings” on page 103.

* <relational operator>: Specifies the relationship between the identified
transactions and the <transaction number> (equal to, less than, greater
than, and so forth.)

¢ <transaction number>: Specifies the number of transactions being used
in the evaluation.

For example:

<number of adds> <as publisher commands> <over the last
10 minutes> <is less than> <1000>
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Condition Description

Available History The amount of transaction history data that is available for evaluation. This
condition helps ensure that a Transactions History condition does not cause
the current state to fail because it does not have enough transaction history
data collected for the time period being evaluated.

For example, assume that you want to use the Transactions History condition
to evaluate the number of “Add as Publisher” commands over the last 48
hours. However, you don't want the condition to fail if there is less than 48
hours of data. You could create condition groups similar to the following:

Groupl
Available History <is less than> <48 hours>

or

Group2

Available History <is greater than or equal to> <48
hours> and

Transactions History <number of adds> <as publisher
commands> <over the last 48 hours> <is less than> <1000>

The state evaluates to true if either condition group is true.

The state evaluates to false if both conditions evaluate to false.

4 Modity the condition criteria as desired.
+ To add a new group, select the Conditions tab, then click Append Condition Group [&.
+ To add a condition, select an existing condition group, then click Append Condition 4- .

¢ To reorder condition groups or individual conditions, select the condition group or
condition, then click Move Up i or Move Down **. You can also use these buttons to
move a condition from one group to another.

+ Cut, copy, and paste a condition group or condition to the clipboard by right-clicking the
item, then selecting the appropriate clipboard action.

5 Click Apply to save your changes without closing the Properties page, or click OK to save the
changes and close the Properties page.

6 If you want to change the actions associated with the conditions you set, continue with
“Modifying the Health State Actions” on page 101.

Creating a Driver Health Job

The Driver Health job executes periodically to evaluate the health of a driver configured for health
checks. The job evaluates the conditions defined for each of the driver’s health states, then assigns
the driver the appropriate state. The job also executes any actions associated with the assigned state.

If a Driver Health job does not exist, the Driver Health Configuration page displays a New Driver
link from which you can configure the Driver Health job. If a Driver Health job already exists, the
Driver Health Configuration page does not display this prompt.

To create a Driver Health job:

1 In the Modeler or Outline view, right-click the driver, then select Properties.

2 In the left-side navigation, select Health.
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3 Click Driver Health Job to open the Job dialog box. Select the appropriate job, then click OK.

Follow the prompts to import the configuration file for the Driver Health job. Refer to the
following information for details:

¢ Where to place the driver: Place the job in the same driver set as the driver. The correct
driver set is selected by default. You can only have one Driver Health job per driver set.

+ Import a configuration: Import the configuration from the server. In the Show field,
select Identity Manager 4.0 configurations, then select the Driver Health job in the
Configurations field.

+ Email server: Select the e-mail server that you want used for any actions that initiate e-
mail. If you have not defined additional e-mail servers, select the Default Notification
Collection server.

+ Servers: If the driver set is associated with only one server, that server is selected and
cannot be changed. If the driver set is associated with multiple servers, select the server
where you want to run the job.

After creating the Driver Health job, you can modify job settings as needed. For example, you can
configure how often the job runs, which drivers use the job, and how much data the job maintains to
support transaction history. For more information, see “Modifying the Driver Health Job Settings”
on page 103.

Modifying the Health State Actions

The Driver Health Configuration lets you define the actions that the Driver Health job performs
when the driver health state changes. For example, if the state changes from green to yellow, you can
shut down or restart the driver, generate an event, or start a workflow.

The Driver Health job performs a health state’s actions only once each time the conditions are met;
as long as the driver state remains the same, the actions do not repeat. If the driver state changes
because its conditions are no longer met, the Driver Health job performs the state’s actions again the
next time its conditions are met.

1 In the Modeler or Outline view, right-click the driver where you want to modify the health
check configuration, then select Properties.
2 In the left-side navigation, select Health.

3 Select the state tab (Green or Yellow) that you want to modify.

i [ ] Always execute actions when conditions are true

Clear Driver cache

The tab displays the current actions for the health state. If no action is assigned, the Driver
Health Configuration displays Define new action here in the Actions tab.

4 Sclect the Actions tab, then click Append Action

to add an action to the health state.

5 Select an action from the drop-down list.The table below describes the actions that the Driver
Health job can perform.

Some actions require additional information before they will execute.

Configuring Objects in Designer

101



Action Description

Clear Driver Cache Removes all transactions, including unprocessed transactions, from the
cache.

Execute ECMAScript Executes an existing ECMAScript. Specify the DirXML-Resource object that
contains the ECMAScript.

Generate Event Generates an event that can be used by Novell Sentinel and the Identity
Reporting Module.

On Error If an action fails, this action tells Designer what to do with the remaining
actions, the current health state, and the Driver Health job.

Restart Driver Restarts the driver (stop, then start)

Send Email Sends an e-mail to one or more recipients. The template you want used in
the e-mail message body must already exist.

Start Driver Starts the driver.
Start Workflow Starts a provisioning workflow.
Stop Driver Stops the driver.

Write Trace Message Writes a message to the driver’s log file, using the message parameters
specified in the action.

6 Click Apply to save your changes without closing the Properties page., or click OK to save the
changes and close the Properties page.

Creating a Custom State

The Driver Health Configuration lets you create one or more custom states to perform actions
independent of the driver’s current health state (green, yellow, red). If the driver meets the custom
state’s conditions, the Driver Health job performs its actions.

As with the standard driver health states (green, yellow, red), the Driver Health job performs a
custom state’s actions only once each time the conditions are met; as long as the driver state remains
the same, the actions do not repeat. If the driver state changes because the custom state’s conditions
are no longer met, the Driver Health job performs the custom state’s actions again the next time its
conditions are met.

1 In the Modeler or Outline view, right-click the driver where you want to create a custom state,
then select Properties.
2 In the left-side navigation, select Health.

3 Select the drop-down menu =, then select New Custom State.
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4 Green | Yellow €3 Red | Custom State 57
&) SR
Driver Health Job: none

fn arder for the Driver Health Configuration to be processed, a Driver Health
Job st be configured. Greate a Driver Health Job.

Conditions

Condition Group 1
Define new condition here
i [ always execute actions when conditions are krue

Select Edit to define action

4 Define the conditions and actions for the custom state, then click Apply to save the changes
without closing the Properties page, or click OK to save the changes and close the Properties

page.
For information about defining state conditions, see “Modifying the Health State Conditions”

on page 98. For information about defining state actions, see “Modifying the Health State
Actions” on page 101.

Modifying the Driver Health Job Settings

The Driver Health job evaluates the conditions for the health states and assigns the driver the
appropriate state. The job also executes any actions associated with the assigned state.

As with all driver jobs, there are several settings that you can modify to optimize the job’s
performance for your environment, including how often the job runs, which drivers use the job, and
how much data the job maintains to support transaction history.

1 In the Modeler or Outline view, open the driver set object where the driver health job is stored.

2 Right-click the appropriate job object, then select Edit.

3 Change the desired settings on the following tabs, then click OK to save your changes:

Tab Description

Schedule The Driver Health job is a continuously running job, meaning that it does not stop
unless a health state action shuts it down or you shut it down manually. The job must
run continuously to be able to support transaction data collection for use in
Transactions History conditions.

If the job does stop, it is restarted based on the schedule. The default schedule
checks every minute to see if the job is running. If the job is not running, it is started.

Scope By default, the job applies to all drivers in the driver set. This means that you only
need one Driver Health job per driver set. However, you can create multiple Driver
Health jobs for different drivers within the same driver set. For example, you might
have some drivers whose health you want updated more frequently than other
drivers, in which case you would need at least two Driver Health jobs.
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Tab Description

Parameters You can change any of the following job parameters:

¢ Login ID: This defaults to the login ID that was used when creating the driver
job. You should only change this if you want the driver to authenticate using
different credentials.

+ Login password: This is the password required for the login ID that you
supplied in the Login ID field.

+ Polling interval: Determines how often the job evaluates the conditions for the
health states, assigns the driver the appropriate state, executes any actions
associated with the assigned state, and stores the driver’s transaction data. The
default polling interval is one minute.

+ Polling interval units: Specifies the time unit (minutes, hours, days, weeks) for
the number specified in the Polling interval setting.

+ Duration transaction data is kept: Specifies how long a driver’s transaction
data is kept. The default retains a transaction for two weeks before being
deleted. Longer transaction durations require more memory.

For example, to store transaction data for one driver every minute (Polling
interval) for two weeks requires approximately 15 MB of memory.

¢ Duration units: Specifies the time unit (minutes, hours, days, weeks) for the
number specified in the Duration transaction data is kept setting.

4.7.6 Driver Log Level

The Driver Log Level options enable you to view high-level information. For lower-level
information, use the Trace option. See Section 4.7.11, “Driver Trace Levels,” on page 109.

By default, logging inherits the setting from the driver set. To change the default:

1 Double-click the driver.
2 Select Driver Log Level.
3 Select a logging option.
The option that you select determines which information is available in the log.

4 To configure the audit instrumentation, select Log specific events, click the event selector
button, select events, then click OK.

5 Specify the number of entries in the log.
The default is 50 entries (lines) in the log. If you want a longer history, increase the number.
6 Save changes by clicking OK.
The driver log contains messages from the driver. The messages are related to operations that the

driver performed or tried to perform. To view the log, use iManager. Select the log icon on the
Driver object in the Identity Manager Overview.

4.7.7 Driver Manifest

The driver manifest is like a resume for the driver. The driver manifest states what the driver
supports, and includes a few configuration settings. The driver developer should provide the driver
manifest. Usually a network administrator does not need to edit the driver manifest.
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For more information, see the developer documentation for Identity Manager drivers.

4.7.8 Driver Named Passwords

The Named Passwords property page allows you to manage (add, edit, delete) named passwords for
the selected driver. You can define named passwords on both drivers and driver sets.

Named passwords let you store multiple passwords securely by referring to each password by a key,
or name. When you refer to the named password in a driver policy, you use the name only, not the
password value. Then, when the driver needs the password value to execute the policy, it requests
the password value from the Metadirectory engine. This method lets you avoid revealing the
password value in the code for a driver policy.

The following example shows how a named password can be referenced in a driver policy on the
Subscriber channel in XSLT:

<xsl:value-of
select="query:getNamedPassword ($srcQueryProcessor, 'mynamedpassword’)”
xmlns:query="http://www.novell.com/Jjava/

com.novell.nds.dirxml.driver.XdsQueryProcessor/>

You can store and retrieve named passwords for any driver without making changes to the driver
shim.

As a security measure, in addition to using named passwords, you should control access to all
Identity Manager objects in eDirectory.

NOTE: A driver developer can also customize a driver to use named passwords in other ways, such
as retrieving named passwords when the driver starts up, instead of requesting them from the
Metadirectory engine each time they are needed.

For example, the Identity Manager Driver for Lotus Notes has been customized to support additional
ways of using named passwords, and examples of those methods are included in the sample driver
configurations. For more information, see the Identity Manager driver guides (http://
www.novell.com/documentation/idm40drivers/index.html).

4.7.9 Driver Packages

The Packages option allows you to manage any packages at the driver set level. A package at the
driver set level is applied to all of the drivers that reside in the selected driver set.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Managing the Identity Manager Content,” on page 135.

Table 4-18 Options for Managing Packages

Options Descriptions

a7 Add package Adds a package to the driver. You must add a package before you can
install a package. Click the Add package = icon, then select the
package to install and click OK.
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Options Descriptions

Create package The Create package option is only available if the Enable Package
Developer Mode is selected on the Identity Vault Configuration page.
Only developers create packages for redistribution.

Package Lists the name and current state of the package.
Version Lists the version of the package.
Upgrades Indicates that there is a newer version of a package imported into the

package catalog, but it has not been installed. The package needs to
be upgraded.

Operations Lists the operations that can be performed on a package:

+ Install: This option is only available after a package is added to
the driver. Select Install, then click Apply to install the package.

+ Uninstall: This option is only available after a package is installed
to the driver. Select Uninstall, then click Apply to uninstall the
package.

+ Upgrade: This option is only available if there is a newer version
of the package available for installation. Select Upgrade, then
click OK to upgrade the package.

+ Downgrade: This option is only available if you have upgraded a
package and the older package is installed in the package
catalog. Select Downgrade, then click OK to downgrade the
package.

+ Revert Customizations: This option is only available if you have
made changes to the policies that are installed with a package.
Select Revert Customization, then click Apply to remove the
customization.

+ Sync Customizations: This option is only available if the Enable
Package Developer mode is enabled on the Identity Vault and you
have made changes to content in a custom package that is
installed on this driver. The Sync Customizations option
synchronizes any changes you have made to the package content
to the package. For more information, see Section 6.3,
“Developing Packages,” on page 146.

Run driver in Factory Mode Allows you to revert any customizations to content installed with
packages. For more information, see Section 6.2.9, “Running a Driver
in Factory Mode,” on page 145.

4.7.10 Reciprocal Attributes

The Reciprocal Attributes property page lets you create and manage backlinks between objects. For
example, the Group object includes a Members attribute that contains pointers to all User objects
that belong to that group. Similarly, each User object includes a Group Membership attribute that
points to the Group objects of which that user is a member. These two-way links between objects are
known as reciprocal mappings.
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Figure 4-5 Custom Reciprocal Attribute Mapping Property Page for Driver Objects
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You can manage all reciprocal mapping configuration from the toolbar in the property page, which
contains the following toolbar icons:

Icon Description
@ Use the New Attribute icon to add a new attribute to the reciprocal mapping list.
% Use the Delete icon to delete the currently selected reciprocal mapping entry from the
list.
7 Use the Clear All Attribute Mappings icon to delete all reciprocal mappings.
& Use the Move Up icon to move the currently selected attribute up in the mapping list. To
do so, select the attribute entry you want to move up, then click Move up.
n Use the Move Down icon to move the currently selected attribute down in the mapping
list. To do so, select the attribute entry you want to move down, then click Move Down.
= Use the Expand All icon to expand all reciprocal attribute mapping entries.

Use the Collapse All icon to expand all reciprocal attribute mapping entries.

The Custom Reciprocal Mapping page lets you do the following:

+ “Adding a Reciprocal Attribute Mapping” on page 108
¢ “Removing a Reciprocal Attribute Mapping” on page 108

Configuring Objects in Designer 107



+ “Removing an Attribute from the Reciprocal Mapping List” on page 109
+ “Editing Reciprocal Attribute XML” on page 109
Adding a Reciprocal Attribute Mapping

When you create a reciprocal attribute mapping, you must first add one of the attributes to the
reciprocal mapping list:

1 On the Reciprocal Attributes page, click New Attribute @' .
2 In the new attribute entry, select the desired attribute from the drop-down list, then click OK.

atkribute: <« Select an Attribute == v

3 Specify the details of the reciprocal mapping, then click OK.

Source dass: << Seleck a Class == v
Diestination class: << Select a Class »>» w
Reciprocal attribute: | << Select an Attribute >> w

Source Class Specifies the class name to which the attribute in the mapping list is

associated. For example, if you placed the Group Membership attribute in
the reciprocal mapping list, the associated Source Class is User.

Destination Class Specifies the class name associated with the attribute to which you want

to create a reciprocal mapping.

Reciprocal Attribute Specifies the attribute name to which you want to create a reciprocal
mapping.

Removing a Reciprocal Attribute Mapping
To remove a reciprocal mapping between attributes:

1 In the reciprocal mapping list, select the reciprocal mapping you want to remove.

When the mapping is selected, the attribute name in the Attribute tab is highlighted.
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2 Click Delete % .

Removing an Attribute from the Reciprocal Mapping List

1 Select the attribute you want to remove by selecting it in the reciprocal mapping list.

When selected, the attribute name in the A#tribute tab is highlighted.

SN ST = Equivalent Ta Me

Source class: < Any Class =
Destination class: < Any Class =
Reciprocal attribuke: Security Equals

2 Click Delete % .

To remove all attributes from the reciprocal attribute mapping list, click Clear All Attribute
Mappings & .

Editing Reciprocal Attribute XML

If desired, you can directly edit the XML for a reciprocal attribute. To do so, click Edit XML on the
Custom Reciprocal Attribute Mapping page. This opens a basic XML editor that lets you modify the
XML. When you finish, click OK or Cancel to close the XML editor.

4.7.11 Driver Trace Levels

You can add a trace to your driver. With the driver trace level set, DS Trace displays driver-related
Identity Manager events, at the level of detail specified by the driver trace level, as the engine
processes the events. The driver trace level affects only the driver or driver set where it is set.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause Identity Manager server to process
events slowly.

To set a driver’s trace characteristics:

1 In the Outline view or Modeler, right-click the driver, then select Properties.
2 In the driver properties, select Trace in the left navigation.

3 On the Trace page, specify the driver’s trace settings, then click OK.

Configuring Objects in Designer

109



Field Description

Trace level The Metadirectory engine supports the following trace levels:
+ Trace level 0: Displays fatal messages, errors, warnings and
successes.

+ Trace levels 1: Displays informational messages in addition to
the information from Trace level 0.

+ Trace level 2: Displays contents of XML documents in
addition to the information from Trace level 1.

+ Trace level 3: Displays policy information in addition to the
information from Trace level 2.

Consult the driver documentation for additional trace options that
might be available.

NOTE: You can also set the driver trace level in Designer by right-
clicking a driver (in the Outline or Modeler views) and selecting Live
> Set Driver Trace Level.

This immediately deploys the trace level to the selected driver. To
update the driver trace level in your project as well, select Update

local model.
Trace level: Use setting from the If you select this option, all trace levels set at the driver set take
driver set precedence over any driver settings. Otherwise, the driver settings

are effective.

Trace file Specify a filename and location where the Identity Manager
information is written for the selected driver. When a value is set in
this field, all Java information for the driver is written to file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace file: Use setting from the If you select this option, all trace levels set at the driver set level
driver set take precedence over any driver settings. Otherwise, settings at
the driver level are effective.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace file size limit Allows you to set a limit for the Java trace file. Select Unlimited to
allow the file to grow to fill the disk.

NOTE: The trace file is created in multiple files. Identity Manager
automatically divides the maximum file size by ten and creates ten
separate files. The combined size of these files equals the
maximum trace file size.

Trace file size limit: Use setting from If you select this option, all trace levels set at the driver set level
the driver set take precedence over any driver settings. Otherwise, settings at
the driver level are effective.

Trace name Helps you track trace messages. The name that you specify here
appears with the driver trace messages. Use a trace name if the
driver name is very long.
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The following methods help you capture and save Identity Manager trace information.

Windows

Open the Control Panel, select NDS Services, then click DS Trace. DLM > Start. A window named
NDS Server Trace Utility opens.

To set the filters to capture the Identity Manager trace information:

1 Click Edit > Options > Clear All.
2 Click the boxes next to DirXML and DirXML Drivers, then click OK.

To save the information to a file:

1 Click File > New.
A dialog box prompts for a filename.

2 Enter a filename with the extension of .10g.

3 To stop capturing information, click File > Close.
The file is saved.

UNIX

Use the ndstrace command at the console to display the Identity Manager events. The exit
command quits the trace utility.

Table 4-19 ndstrace Commands

Command Description

Set ndstrace=nodebug Turns off all trace flags.

Set ndstrace on Displays trace messages to the console.

Set ndstrace file on Captures trace message to the ndstrace. logfile in the /var/

nds directory.

Set ndstrace file off Stops capturing trace messages to the file.
Set ndstrace=+dxml Displays the Identity Manager events

Set ndstrace=+dvrs Displays the Identity Manager driver events.
iMonitor

Use iMonitor to get DS Trace information from a Web browser.
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Table 4-20 Platforms and Commands for Web Browsers

Platform Command
Windows ndsimon.dlm
Linux/Solaris/AIX/HP-UX ndsimonitor
1 Access iMonitor from http://server_ip:8008/nds (the default port).
2 Click Trace Configuration.
3 Click Clear All.
4 Click DirXML and DirXML Drivers.
5 Click Trace On, then click Trace History.
6 Click the Current document icon to view the live trace.

4.7.12 Driver iManager Icon

You can see and edit the iManager icons that each driver uses. This is important because iManager
renders driver icons in a particular way. However, those icons don't appear in Designer. Conversely,
Designer's application icons don't appear in iManager's user interface.

To help bridge that gap, you can view the iManager icon to be used in Designer:

1 In the Modeler, right-click a driver (for example, eDirectory), then select Properties.
2 In the left navigation area, select iManager Icon.

Designer displays an icon. It is associated with the driver in Designer, unless a different one
was imported and stored on the driver.

For information about editing or changing icons, see Chapter 19, “Editing Icons for Drivers and
Applications,” on page 413.

4.8 Configuring Policies

¢ Section 4.8.1, “Editing a Policy Name,” on page 112

¢ Section 4.8.2, “Viewing References,” on page 113

4.8.1 Editing a Policy Name

1 In the Outline view, right-click a policy or rule.
2 Select Properties.
The General setting displays by default.
3 Edit the name in the Policy Name field, then click OK.
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4.8.2 Viewing References

The References page lists policy sets and policies that reference the policy listed in the General
page. To view the references to this policy:

1 In the Outline view, right-click a policy or rule.

2 Select Properties > References.
Linkage is how the policies reference each other. In Identity Manager versions earlier than 3.5,

linkage determined the order that policies were executed. To change the linkage, use the Policy
Builder.

4.9 Configuring Resource Objects

Resource objects store arbitrary data in any format that drivers use. There are different types of
Resource objects. For more information, see “Storing Information in Resource Objects” in Policies
in Designer 4.0.

The configuration options for Resource objects are:

+ Policy Name: Stores the name of the resource object. You can change the name.

+ Supported Mime Types: Allows you to change the type of Resource object. For example, you
can change a text Resource object to an XML Resource object.

4.10 Configuring Categories

Packages are organized by categories so it is easier to find the packages you need. When you
configure the category, you can change the name or add a description.

4.11 Configuring Groups

Packages are organized by categories and then groups. This makes finding packages much easier.
When you configure the group, you can change the name or add a description.

4.12 Configuring Packages

Packages contain Identity Manager content used to create drivers. You can make configuration
changes to packages by right-clicking a package and selecting Properties. For more information
about packages, see Chapter 6, “Managing the Identity Manager Content,” on page 135.

¢ Section 4.12.1, “Package General Settings,” on page 114

¢ Section 4.12.2, “Package Configuration Wizard,” on page 114

¢ Section 4.12.3, “Package Constraints,” on page 115

¢ Section 4.12.4, “Package Dependencies,” on page 116

¢ Section 4.12.5, “Package Initial Settings,” on page 116

¢ Section 4.12.6, “Package Languages,” on page 116

¢ Section 4.12.7, “Package License,” on page 116

¢ Section 4.12.8, “Package Linkage,” on page 116
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¢ Section 4.12.9, “Package Readme,” on page 117
¢ Section 4.12.10, “Package Targets,” on page 117
¢ Section 4.12.11, “Package Vendor,” on page 117

4.12.1 Package General Settings

This property page lists the general settings for the package. These options can be changed only
when a package is being developed. After a package is released or imported, these items cannot
change.

Table 4-21 Package General Settings

Setting Description
Name Displays the package name.
Short Name Displays the unique short name for the package. This name is unique for the

package in the Identity Vault.

Version Displays the package version.
Description Displays a description for the package.
Type Lists what type of package it is. It lists whether it is a base package, and if it can be

installed on an Identity Vault, driver set, or driver.

Protected If this option is selected, the Copy package option is disabled on imported packages.
This allows a developer to protect the content of a package and not allow someone
else to create a new package with this content.

Category Lists the category the package is stored in.
Group Lists the group the package is stored in.
Meta data Lists specific information about a package. It lists:

+ When the package was created.

+ When the package was built.

+ [f the package is released or not.
+ If the package has been imported.
+ Lists where the package is hosted.

+ Lists the name of the user who built the package.

4.12.2 Package Configuration Wizard

This property page is displayed only on driver base packages. The settings customize what is
displayed when users use the Driver Configuration Wizard to install a driver base package.

The Configuration Wizard is an XML editor. Copy the contents of from an existing driver base
package that contains the functionality you want to have in this driver base package to this page.

The following is taken from the Active Directory driver base package as an example:

114 Designer 4.0 for Identity Manager 4.0 Administration Guide



<?xml version="1.0" encoding="UTF-8"?><features>
<mandatory/>
<optional>
<group display-name="Default Configuration" expanded="false">
<package 1d="5DRKWAWH 201009040020200702" name="Defautl Configuration"
selected="true"/>
</group>
<group display-name="Entitlements and Exchange Mailbox Support"
expanded="false">
<package 1d="PJP89Z9R 201003031352370466" name="Active Directory
Entitlements and Exchange Mailbox Support" selected="true"/>
<package 1d="DETECXTK 201004161538110582" name="Audit Entitlements
Common" selected="true"/>
<package 1d="YMO9C1Y3 201006291302430386" name="Active Directory Audit
Entitlements" selected="true"/>
</group>
<group display-name="Password Synchronization" expanded="false">
<package id="XTEF1YO3 201006231733410161" name="Password Synchronization
Common" selected="true"/>
<package 1d="4EHOWL6T 201006291417220804" name="Active Directory
Password Synchronization" selected="true"/>
</group>
<group display-name="Data Collection" expanded="false">
<package 1d="IJLG31AY 201006141353520247" name="Managed System
Information for AD" selected="true"/>
<package 1id="S3NVESCX 201005251632080655" name="Generic Data Collection
Query Support" selected="true"/>
</group>
<group display-name="Account Tracking" expanded="false">
<package id="WUHJYFNL 201003011427170743" name="Account Tracking Common"
selected="true"/>
<package id="MMXLVRGT 201003011554580470" name="Active Directory Account
Tracking" selected="true"/>
</group>
</optional>
</features>

4.12.3 Package Constraints

The package constraints list the restrictions associated with a package. These options can only be
changed when a package is being developed. After a package is released or imported, these items
cannot change.

Table 4-22 Package Constraints Settings

Constraint Description

IDM Compatibility Lists the minimum and maximum versions of Identity Manager that the
package supports. These settings are always populated.

Application Compatibility ~ Lists the minimum and maximum versions of the application the package
supports. These settings are not required for all packages.

Driver Type Lists all of the supported driver types the package can be used with.
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4.12.4 Package Dependencies
The Package Dependencies property page list the packages that the current package needs to run.

Packages are divided up into much smaller pieces than a driver configuration file. Some packages
have dependencies on other packages and some do not.

Table 4-23 Package Dependencies Settings

Setting Description

Name Lists the name of the package that is a dependency.

Minimum Lists the minimum version of the package dependency.

Less than Lists the highest version of the package dependency.

Exceptions If there is a version of the package that is not a dependency, it is listed as an
exception.

Add dependency Allows you to add dependencies to the package you are currently developing.

This option is not available for released packages.

Remove dependency Allows you to remove dependencies to the package you are currently
developing. This option is not available for released packages.

4.12.5 Package Initial Settings

The initial settings are used by package developers to create a template of items that are required for
a driver to start. This information is specified in ds-object code that modifies the driver object at
installation. The ds-object code installs driver shim parameters, driver start options, named
passwords, GCVs, and filters. Unlike other package content, these settings cannot be uninstalled.

4.12.6 Package Languages

The Package Languages property page lists the languages that package is translated into.

4.12.7 Package License

The Package License property page lists the license for the package.

4.12.8 Package Linkage

The Package Linkage property page lists all of the places the package is linked to in your project.
Linking allows you to install content in package A and link to this content in package B. This allows
you to create generic policies that can be reused, then link the policies with minor differences for a
specific driver.
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4.12.9 Package Readme

The package Readme lists the information the developer wants you to know about the package. For
example, it can contain a list of new features in a package version, what the linkage directives
should be for a package, and a change log for the package. For more information about package
development, see Section 6.3, “Developing Packages,” on page 146.

4.12.10 Package Targets

The package targets are all of the places where the package is installed in your project. This allows
you to see where the package is being used if you need to uninstall a package.

4.12.11 Package Vendor

The package vendor information is listed on this property page. This allows you to contact the
vendor of a package if you need more information about a package.

Table 4-24 Vendor Settings

Setting Description

Vendor Name Specify the vendor name. If this is for internal consumption, specify the name of
your company.

Vendor Address Specify the address for the vendor or your company.

Vendor URL Specify the URL of the vendor or your company.

Vendor eMail Specify an e-mail for the vendor or your company.

Contact Name If there is a specific contact person for this package, specify his or her name.
Contact eMail If there is a specific e-mail address for the contact person, specify it in this field.

4.13 Configuring Package Content

You can view or change configuration settings for the content of a package. You can change the
content only when the package developer mode is enabled on the Identity Vault. For more
information, see Section 6.3, “Developing Packages,” on page 146.

To view the properties of the package content, expand any package, then right-click the content and
click Properties.

¢ Section 4.13.1, “Package Content General Settings,” on page 117
+ Section 4.13.2, “Package Content Installation,” on page 118
¢ Section 4.13.3, “Package Content Linkage,” on page 118

4.13.1 Package Content General Settings

You can either view or change the general settings for the package content.
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Field Description

Name Displays the name of the item in the package.

Notes Displays any notes about the content of the package.

4.13.2 Package Content Installation

This page displays the installation directive for the package content. It lists the order of installation
of the content in the package. If you have multiple policies, it lists the order that the policies are
executed.

4.13.3 Package Content Linkage

This page displays the order of how the policy is linked in the policy set. This displays the order that
the policies are executed in the policy set even if the policies are part of separate packages.

4.14 Configuring Prompts

Prompts are Global Configuration objects that are contained in packages. The prompts are the fields
that are presented to users when they create a driver. The prompts are created by developers so users
can configure the driver correctly. For more information, see Section 6.3.5, “Creating Package
Prompts,” on page 150.

Prompts are stored in a Resources folder under the package in the package catalog. To see the
properties of the prompt, right-click the prompt, then click Properties.

¢ Section 4.14.1, “Prompts General Settings,” on page 118
¢ Section 4.14.2, “Prompts,” on page 119
¢ Section 4.14.3, “Prompts Transformation,” on page 119

¢ Section 4.14.4, “Target Transformation,” on page 119

4.14.1 Prompts General Settings

You can change many of the general settings for the prompts.

Table 4-25 Prompts General Settings

Setting Description

Name Displays the name of the prompt. You cannot change the name of the prompt. It is set
when the prompt is created. The name of the prompt is a combination of the package
name and the prompt type.
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Setting Description

Type A list of the different prompt types. You can change the prompt type. The prompt types
are:
+ Driver Name
+ Global Configuration
+ [Initial Settings
+ Job
+ Remote Loader
+ Upgrade Settings
+ MSysiInfo Classification
¢ Custom

Order This is the order in which the prompts are displayed when a driver is configured. 0 is the
first prompt that is displayed and the rest are in ascending order.

Targets Click Add or Remove to add and remove the packages the prompt is part of. The
package you created the prompt on is the first package listed.

4.14.2 Prompts

The Prompts field is an example of what is displayed when the package is configured. You can
validate that the prompts are displayed properly before configuring a package.

4.14.3 Prompts Transformation

Displays the transformation style sheet for the prompt resources GCV document, based on the
GCVs of other prompts that appear before this prompt in the sorted package prompt list. This style
sheet is created by default when the prompt is created. You can modify the style sheet on this page.

If you have made changes to the style sheet, you can clear the changes and revert to the default style
sheet:

1 Click Generate from template.
2 Select the template type, then click OK.

4.14.4 Target Transformation

Displays a transformation style sheet that allows the prompts to modify the package items in the
targets of the prompts. You can modify the style sheet on this page.

If you have made changes to the style sheet, you can clear the changes and revert to the default style
sheet:

1 Click Generate from template.
2 Select the template type, then click OK.
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4.15 Configuring Global Configuration Objects

Global Configuration objects contain global configuration variables (GCVs) and are used when the
configuration values are referenced from content in packages.

¢ Section 4.15.1, “Global Configuration Object General Settings,” on page 120
¢ Section 4.15.2, “Global Configuration Object GVCs,” on page 120

4.15.1 Global Configuration Object General Settings

The General Settings page allows you to change the name of the Global Configuration object.

4.15.2 Global Configuration Object GVCs

The GCVs page displays the GCVs that are contained in the Global Configuration object. You can
add, edit, and remove the GCVs through this page. You can also edit the GCVs in XML instead of
using the editors provided.

4.16 Configuring Jobs

Designer has a job scheduling utility to schedule events. Through this utility, the system can be set to
disable an account on a specific day, or to initiate a workflow to request an extension for a person’s
access to a corporate resource. Designer’s job scheduler contains the same functionality as the job
scheduler found in iManager. For information on creating jobs, see Section 15.2, “Creating a Job,”
on page 340.

In the Outline view, right-click the Job icon, then select Properties.

¢ Section 4.16.1, “General,” on page 120
¢ Section 4.16.2, “Trace,” on page 120

4.16.1 General

You have one selection under the General heading: Policy Name. You can change the job’s name by
modifying the name that appears in the Policy Name entry, then clicking OK.

4.16.2 Trace

Through the Modeler, you can add a trace level to your jobs. With the trace level set, DS Trace
displays the Identity Manager events as the engine processes the events. The trace level only affects
the driver where it is set.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause Identity Manager server to process
events slowly.
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Table 4-26 Job Trace Settings

Field Description

Trace level As the job trace level increases, the amount of information
displayed in DS Trace increases.

Trace level 1 shows errors, but not the cause of the errors. To see
password synchronization information, set the trace level to 5.

Trace file Specify a filename and location where the Identity Manager
information is written for the selected driver. When a value is set in
this field, all Java information for the job is written to file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace file size limit Allows you to set a limit for the Java trace file. If you set the file size
to Unlimited, the file grows in size until no disk space is available.

NOTE: The trace file is created in multiple files. Identity Manager
automatically divides the maximum file size by ten and creates ten
separate files. The combined size of these files equals the
maximum trace file size.

Trace name Helps you track job trace messages. The name that you specify
here appears with the job trace messages.

For more information about viewing as saving trace information with DS Trace, see Section 4.7.11,
“Driver Trace Levels,” on page 109.

4.17 Configuring ID Policy Containers

An ID Policy container is a repository for ID policies and is used in conjunction with the ID
Provider driver. For more information about the ID Provider driver, see the Identity Manager 4.0
Manual Task Service Driver Implementation Guide. When the ID Provider driver receives an ID
request from a client, it generates an identification that is based on the ID policy specified in the
request and passes the identification to the client.

To configure an ID Policy container, you must first add the ID Provider driver to a driver set that
accesses an Identity Vault. Then, under the ID Provider driver, create an ID Policy container by
right-clicking the ID Provider driver and selecting New > ID Policy Container. After the container
is created, double-click the ID Policy container in the Outline view, or right-click the ID Policy
container and select Properties.

Table 4-27 D Policy Container General Settings

Field Description

Name The name of the ID Policy container. You can
change the name as necessary.
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Field Description

Notes You can add notes to better define how you are
using the ID Policy container.

In order for ID policies to work, you must also add and configure an ID policy in the ID Policy
container. See Section 4.18, “Configuring ID Policies,” on page 122.

4.18 Configuring ID Policies

An ID policy allows the ID Provider driver to generate unique IDs. When the ID Provider driver
receives an ID request from a client, it generates an identification that is based on the ID policy
specified in the request and passes it to the client.

The ID Provider driver can act as a client itself and can assign IDs to objects in the Identity Vault.
For more information about the ID Provider driver and its components, see the Identity Manager 4.0
ID Provider Driver Implementation Guide.

To configure an ID policy, you must first add the ID Provider driver to a driver set. Then, under the
ID Provider driver, create an ID Policy container and add an ID policy. After the ID policy is
created, double-click the ID policy in the Outline view, or right-click the ID policy and select
Properties.

Figure 4-6 [D Policy General Properties Page
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Table 4-28 The ID Policy General Settings

Field Description
Policy Name The name of the ID policy.
Policy’s Last ID The last ID number that was used by this ID policy. If you have deployed this

ID policy, use the Connect icon to update this field to the last ID number that
was stored in the Identity Vault for this ID policy.

NOTE: Only the ID Provider driver can update the last value stored in the
Identity Vault.

Constraints Minimum/ Numbers must be between 0 and 2147483647 . If you have a fixed system

Maximum that can only handle eight digits, set the Maximum to 99999999.
Constraints Exclude/ Allows you to include or exclude a set of numbers that you type. Numbers can
Include be typed in a comma-delimited list and you can use ranges, such as

10,100,1000,5000-10000,1099, etc.

Constraints Prefix: Allows you to give a prefix to the IDs that are generated using this ID policy. If
you create multiple ID policies, a prefix is useful to see which ID policies are
being used. An example is WFID, for workforce IDs.

Constraints Fill: Yes/No  If you choose Yes, the ID is filled with leading zeros (0) up to the maximum
length. This helps keep generated IDs at the same length. If you select No, it
does nothing and the ID lengths increment over time.

Access Control Enabled Check this box if you want to enable access control lists.

Access Control ACL: Type the names of the access control lists you want to use. Access control
must be enabled before you can type in ACLs.

4.19 Configuring a Notification Template

You can use the property page for a Notification Template to change the name of the notification
template.

1 In the Outline view, expand Default Notification Collection.
2 Right-click a notification template (for example, Forgot Password), then select Properties.
3 Edit the name, then click OK.

For additional configuration information about notification templates, see Chapter 11, “Setting Up
E-Mail Notification Templates,” on page 233.

4.20 Configuring Application Properties

To view or change an application’s settings, double-click the application (for example, LDAP
Directory) in the Modeler.

¢ Section 4.20.1, “General,” on page 124
+ Section 4.20.2, “AD Domain,” on page 124
+ Section 4.20.3, “Administrator,” on page 124
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¢ Section 4.20.4, “Connectivity,” on page 124

¢ Section 4.20.5, “Environment,” on page 127

4.20.1 General

Table 4-29 Application General Settings

Field Description

Type Changes the type of application your driver connects to. For
example, if you configure a JDBC driver to connect to a MySQL*
database, but then need to change to an Oracle database, you can
scroll to Database, select Oracle, then click Apply.

New Enables you to edit a driver’s icon. See Section 4.7.12, “Driver
iManager Icon,” on page 112.

Edit Enables you to use the Icon editor to customize the application’s
icon. This field is available after you click New, edit an icon, and
click Update.

Browse Enables you to navigate to and select an image file.

Name Enables you to customize the application’s name or label.

Version Enables you to document the application’s version.

4.20.2 AD Domain

You can capture information about an Active Directory application. This information is useful if you
want Document Generator to include this information when you document the project.

If you provided information in the LDAP settings, Designer populates the AD Domain fields.

4.20.3 Administrator

The Administrator option is divided into three sections. Entering information in these sections is
optional.

+ Personal Information: Use this section to enter information specific to the Identity Vault, such
as Name, Title, Department, and Location,

+ Contact Information: Use this section to enter information such as Email, Phone, Cell phone,
Pager, and Fax.

+ Notes: Use this section to type any reminders you might need for future reference.

4.20.4 Connectivity

¢ “Host Names” on page 125
¢+ “LDAP” on page 125

¢ “VNC” on page 126

¢ “eDirectory” on page 126
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¢ “Configuring a Remote Connection” on page 127

¢ “Customizing the Viewer” on page 127

Host Names

NOTE: This control is available only for eDirectory applications.

The Host Names field lets you create a list of server IP addresses and DNS names for your
eDirectory application. Because servers can have multiple IP addresses and DNS names, it is useful
to be able to create a list of those host names that you can easily access when configuring
connectivity for your eDirectory application.

Figure 4-7 Host Name List for eDirectory Applications

Host Mames (IP addresses and DMNS names):

192,165.15.254 Mew, ..
servlz.carpl.com

192,168.10.35 Edit...

Delete

LDAR | wWE | eDirectory

Hosk: b
Part: 192.168,158.254
' servlz.carpl.com
192,168,10,35
User:
== [Clear items in lisk]
Password:

You can add, modify, and delete host names from the Host Names list.

When you specify a host on the LDAP, VNC, or eDirectory tabs, the host entry is automatically
added to the Host Names list.

Double-click an entry in the Host Names list to automatically populate the Host field in the LDAP,
VNC, or eDirectory tabs.

Host entries in the Host Names list are also available from the Host field drop-down list in the
LDAP, VNC, and eDirectory tabs.
LDAP

You can configure some applications (for example, Active Directory, eDirectory, and LDAP) for an
LDAP connection. If the application doesn’t support an LDAP connection, the LDAP tab doesn’t
display.

Host: The server’s IP address or DN (in LDAP format).
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Port: The server port to communicate with the directory.
User: The user’s name.

Password: The user’s password.

VNC

From within Designer, you can view the desktop of the machine that is running your applications,
and remotely control that desktop by interacting with it. This feature enables you to administer users
or your applications with the native tools of that system, from one location.

This functionality is hosted in an embedded editor inside Designer. You can have multiple remote
control sessions with different systems, all open at the same time.

Figure 4-8 A Remote Desktop
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eDirectory

You can configure connectivity to eDirectory applications. This is similar to configuring an LDAP
connection, but uses native eDirectory protocols instead of LDAP.

Host: The server’s IP address or DN (in eDirectory format).
Port: The server port to communicate with the directory.

User: The user’s name.
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Password: The user’s password.

Configuring a Remote Connection

To remotely control a desktop, the machine that is running your application needs to have a VNC
(virtual network computing) server installed and running. You can usually download a free VNC
server from the Internet.

You can easily configure any system or design element in Designer for this feature by editing any
application or design element:

1 Right-click an application or design element.

2 Select Properties > Connectivity.

3 On the VNC tab, type the authentication information.

Host: The DN (for example, server33.houston.company.com) of the server where the VNC is
running.

Port: Typically 5901 for Linux servers or 5900 for Windows.
Password: The password to the VNC server.
4 Click OK.

Customizing the Viewer
A toolbar at the top of the desktop viewer enables you to configure the following:

+ Encoding type (RAW, RRE, CoRRE, Hextile, Zlib, Tight). The default is Tight.
¢ Compression level.

¢ JPEG Image Quality (0 - 9). The default is 6.

¢ Cursor shape updates. The default is Enable.

¢ Use CopyRect. The default is Yes.

¢ Mouse buttons 2 and 3. The default is Normal.

¢ View only. The default is No, so that you can interact with the desktop.
¢ Clipboard.

+ Record session and save to file.

+ Send Ctrl+Alt+Delete.

¢ Refresh.

For more information, see the Tight VNC documentation Web site (http://www.tightvnc.com/).

4.20.5 Environment

You can enter notes about the application’s platform, hardware, and environment.
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4.21 Adding Prompts to a Driver Configuration
File

Several node types are defined for driver configuration files. These extensions were made to support
the following:

+ Prompting once for a value that is used repeatedly throughout a single driver configuration file.

+ Prompting once for a value that is used across multiple driver configuration files, as part of the
Import Drivers Wizard.

+ Allowing the user to select a value from a drop-down list of values.
¢ Global modification of the driver configuration file according to a contained XSL style sheet.

¢ Built-in variables that can be referenced without declaring them, in order to access information
about the driver and its environment (a tree name, driver set name, driver set DN, server name,
server DN, driver name and driver DN).

¢ The ability to “layer” prompts. It is possible to ask the user multiple sets of questions, with the
second and later sets being controlled by the user's responses to prior sets. For more
information, refer to “Editing Driver Configuration Files” in the Identity Manager 4.0 Common
Driver Administration Guide.

The primary new node types are variable-decl, variable-ref, and xsl-modify.

Table 4-30 New Node Types

New Node Type Description

variable-decl Allows you to define driver configuration variables that are prompted for (optionally)
and replaced into a driver configuration file during its import. Multiple variable-decl
blocks can be used to define a “layered” set of prompts. Refer to “Editing Driver
Configuration Files” in the Identity Manager 4.0 Common Driver Administration Guide.

variable-ref Used to reference a variable defined in a variable-decl within your driver configuration
files.
xsl-modify Used to globally modify the driver configuration file after all variables (and prompting)

have been resolved. The contents of this node are extracted and used as an XSL style
sheet that is applied to the patched driver configuration file.

For information on adding prompts to a sample configuration file, see “Editing Driver Configuration
Files” in the Identity Manager 4.0 Common Driver Administration Guide.

4.22 Synchronizing Passwords

To view or edit password synchronization, use the Dataflow editor. See Section 8.2.1, “Filtering
Views,” on page 191 and “Synchronizing Passwords” on page 192.
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Managing lIdentity Manager
Versions

Your environment might have versions of Identity Manager earlier than version 4.0, or you might
have a mixture of different versions of Identity Manager.

Before Designer 2.0, if you configured and wrote policies for an earlier version of Identity Manager
in your environment, you might have encountered the following issues:
¢ You could easily build a solution that would not deploy.

+ You did not know which features worked in one environment versus another environment.
To solve these issues, Designer tracks versions of the following objects:

¢ Identity Manager engines

¢ Identity Vaults (trees)

¢ Drivers
As you use Designer, you see only the UI of features that apply to the version that you are working
on. Project Checker and Deploy ensure that what you have configured is supported in the target
environment.

+ Section 5.1, “Key Differences in Identity Manager Versions,” on page 130

¢ Section 5.2, “Changing the Identity Manager Version,” on page 130

¢ Section 5.3, “Tracking Versions of Identity Manager,” on page 131

¢ Section 5.4, “Support for Driver Configuration Versions,” on page 132

¢ Section 5.5, “Checking Projects for Version Issues,” on page 133

+ Section 5.6, “Adjusting the Ul Based on the Version Number,” on page 134

Managing ldentity Manager Versions 129



5.1 Key Differences in Identity Manager Versions

Identity Manager 3.5

Identity Manager 3.6

Identity Manager 4.0

* New object types were + Support for 64-Bit Integrated installer
added: operating systems Packages
*

+ ECMASCcript Objects
+ Jobs

* Mapping Table
Resource Objects

+ Resource Libraries
New Policy Linking

capabilities where a policy
can be in multiple lists

Many new DirXML Script
actions, conditions, tokens,
and verbs

Ability for DirXML Script to

New installation program

New driver configuration
files

Driver health monitoring
New ID Provider driver

Reciprocal Attribute
Mapping

Additional DirXML Script
elements

Nested group support
User Application

+ |Installation
* Management
New Resource Objects

+ Global configuration
resource objects

+ Package prompt
resource objects

+ DS resource objects
SharePoint driver
Salesforce.com driver

Identity Reporting Module

nest conditions

* Driver-scoped local
variables in DirXML Script
that let you refer to
variables outside of the

policy

5.2 Changing the Identity Manager Version

You can import and deploy to all versions of Identity Manager that shipped since Identity Manager
2.0, up to and including Identity Manager 4.0. You can also import from DirXML 1.x environments.

Because versions earlier than Designer 2.0 did not track Identity Manager versions, those earlier
projects do not have version information. When you convert an earlier project, Designer defaults the
Identity Manager version numbers to the latest version. During conversion, Designer informs you
that this default is being applied.

You can change this version number by doing either of the following:

+ In the Outline view, right-click the Server object, select Properties, then select from the Identity
Manager Version drop-down list.

¢ In the Modeler, select an Identity Vault, click Window > Preferences, expand Novell and select
Identity Manager, then select a version from the drop-down list.

You can also find information on upgrades, information on downgrades, and a link to a help topic.
This information explains the key differences between versions of Identity Manager.

When you import into a new server (or create a server based on a server that you have browsed to in
the directory), the new server inherits the imported version of Identity Manager.

If you do a live update in the server properties page, Designer updates the server to the current
version of Identity Manager that is in the target environment.
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5.3 Tracking Versions of Identity Manager

Designer tracks the Identity Manager version. Filtering functionality is based on this version
information. When multiple servers are associated to a driver set, Designer calculates an “effective
engine version.” This version is the earliest Identity Manager version in the driver set.

If you want to use the latest [dentity Manager 4.0 features, it is important that all servers belonging
to the driver set are upgraded to 4.0. This version can be manually upgraded or downgraded from the
server properties page.

Additionally, live update icons retrieve current Identity Manager and eDirectory version information
on the server properties page.

Figure 5-1 Live Update icons

Identity Manager 351 w @
Wersion:
elirectory Mersion: eDirectory .8
gszigned Driwver Driver Sek, Identity Yault

ek

The Add Server dialog box allows you to specify version information when an Identity Vault is
created.

Figure 5-2 The Add Server Dialog Box

@ Add Server Association El

Specify Server for Identity Yault

[l LL

Take the default, specify, or browse to a server,

Server DN: | S e s v G

Identity Manager Wersion: |3.5.1

Far wersion information or to change the defaulk, click here

[ Ok H Cancel ]

The Driver Set Log Level and Driver Log Level property pages have dynamic version widgets next
to any log event that is not supported by your effective Identity Manager version. The following
figure illustrates an unsupported log event:
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Figure 5-3 Identity Manager Version Message

i@ Feature Not Supported x|

j "Job" is not supported with wour current server's Identiby

Manager setting.
To enable this Feature, set the Identity Manager version on all of

wour setvers in the driver set o 3.0.1 or later,

Faor more details on the differences between the versions of
Identity Manager, click ihere i

5.4 Support for Driver Configuration Versions

In Identity Manager 4.0, driver configuration files are replaced with packages. You can still use
driver configuration files. However, new and updated content for drivers is contained only in
packages.

The Driver Configuration Wizard provides the following versioning information about the driver
configuration files and your Identity Manager solution.

*

*

The engine version that you are importing into. This information is taken from the current
project. You control the version number.

A descriptive name of the driver configuration.
The version of the configuration as a single (undelimited) version number.
The minimum required engine version for this configuration to run.

The full filename of the selected list item. This name is below the list. It is displayed there for
transparency.

A check box that indicates possible unrecommended or incompatible configuration files.

Figure 5-4 A Deselected Show All Check Box

@ Driver Configuration Wizard

Listed below are all driver configurations that can connect to applications or
syskems in your model,

Select Driver Configuration ‘

‘fou are importing to an Identity Manager 3.5.1 system

Driver Configuration Config Wer  Min IDM Yer | #

Avaya PBX User 2 3.5

ks | Avaya PBY 2 3.5

By default, the Show Al check box is deselected if unrecommended or possibly incompatible
configuration files are available. If all available driver configuration files are recommended and
guaranteed compatible, the check box is dimmed and selected, indicating that all available
options are displayed.
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A deselected Show All check box implies the following:

+ Additional driver configuration files are available but they are not recommended.

¢ The additional driver configuration files are probably incompatible with the engine

version that you are importing to.
In the following figure, the Show A/l check box is selected.

Figure 5-5 A Selected Check Box in the Wizard

@ Driver Configuration Wizard

Select Driver Configuration e

Listed below are all driver configurations that can connect to applications or systems in your
model.

‘ou are imparting b an Identity Manager 3.0.1 system

i

Driver Configuration Config Ver | Min IDM Y # |

1 2.0.1

1 3.5.0

e ] 1 3.5.0
|
= | &

| Caftrunkfeom.novel designer.idm/defsjdriver_configs/#ctiveDirectory-1DM2_0_1-1.xml ?

Perform required prompt checking
[] Do not show this dialog again

7 Run ] [ Close ]

The list now contains many more items than were displayed when the check box was deselected.
These new items were previously hidden because the minimum required engine version for them is
3.5. Because the user is importing to 3.0.1, the configuration might be incompatible.

5.5 Checking Projects for Version Issues

A full suite of project checks makes sure that what you have configured makes sense for your target
environment and can be successfully deployed. Designer's Ul blocks the creation of unsupported
objects and hides features based on the version number. Nevertheless, unsupported actions might
still occur through a few “back-door” methods, such as copying and pasting, importing, and
downgrading your server after you have configured for a newer environment.

In all of these instances, Project Checker catches the problems.

For example, for policy libraries to work, all of the servers on a given driver set need to be at the
same Identity Manager 3.5 version. Project Checker catches problems like this where you might
have an unsupported mix of servers. In this case, the project check results would look like the

following figure:
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Figure 5-6 Project Checker

$E=~ "0

T

Results non-filkered: (& of 8 items )

Sewetity | Error Descripkion Maodel Object
!_1_:] Unsupparted Identity Manager wersion mix on - Driver Set Drriver Set. Identity Yaulk
(%) Identity Wault is missing Host Mame, Identity Wault
(%) Driver set does not contain deployment context, Drriver Set, Identity Yault
(%) Driver set does not contain deployment context, Driver Setl, Identity Yault
[x] Driver set does not have a server associated wikh it. Driver Setl. Identity Yault
Ay Deployment context should be a fully qualified DM (e.g. o=novell) Driver Set, Identity Yault
(D Identity Yault is missing User Mame. Identity vault
(—D Identity Wault user password is not stored in the project, Identity Wault
4 »

Version problems are sorted to the top and have a version icon. If you double-click the item, you get
more details about the problem and how to resolve it.

5.6 Adjusting the Ul Based on the Version
Number

Designer displays and enables or disables capabilities based on the version of Identity Manager that
is associated with the Identity Manager engine. For example, if you edit a policy that is associated
with a server that uses Identity Manager 3.5, Policy Builder shows you all of the new actions,
conditions, verbs, and tokens that ship with that release. This feature lets you try out the next version
of Identity Manager before it is even released.

Also, if you set the server to Identity Manager 3.0.1 (or earlier), you get the previous version of
Policy Builder that Designer has shipped with in the past.

If you try to create an object that is not supported by your server version, a prompt tells you that this
action isn't supported. For example, Identity Manager 3.5 introduces the concept of Jobs, Mapping
Tables, and Policy Libraries. If you try to create one of these objects on a 3.0.1 server, you see the
following message:

Figure 5-7 Prompt: Feature Not Supported

.Feature Mot Supported x|

"Job" is not supported with wour current server's Identity
& Manager setting.

To enable this Feature, set the Identity Manager version on all of
wour servers in the driver set to 3.5 or later,

Far more details on the differences between the versions of
Identity Manager, click ihere:

Future milestones of Designer will continue to evolve the UI to better handle version differences.
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Managing the Identity Manager
Content

Identity Manager drivers consists of multiple components like roles, workflows, policies,
ECMAScripts, and style sheets. The configuration of each of these components make each Identity
Manager driver unique.

This complexity make it challenging to add new content to the drivers, such as when you need to
create the different components multiple times. In order to save time and help manage the Identity
Manager content, a new concept of packages is included with Identity Manager 4.0.

Packages contain the components of Identity Manager drivers organized according to the
functionality you want to provide to a driver. This allows you to update the features of a driver
without updating the entire driver.

Figure 6-1 Identity Manager Package

Package

Driver

Polices

In the past, you installed the driver configuration file when you wanted to install or upgrade a driver.
The driver configuration file contained all of the functionality that could be added to a driver. If you
had customized driver and tried to upgrade, there was a possibility that your content could be
overwritten. Now you only install the package or packages that contain the functionality you need.

Packages are easy to install, uninstall, and revert back to a shipping configuration of the driver.
Driver configuration files don’t allow you to revert back to the state you were in before you installed
the driver.

Packages are only supported with Identity Manager 4.0 or later. If you create a driver using a driver
configuration file for an earlier version of Identity Manager, you must migrate the driver to packages
before any of the features describe below are available. For more information, see “Upgrading
Drivers to Packages” in the Identity Manager 4.0 Framework Installation Guide.
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Designer allows you manage and develop packages. Developers can create packages to deliver
custom content.

¢ Section 6.1, “Package Content,” on page 136
¢ Section 6.2, “Managing Packages,” on page 137
¢ Section 6.3, “Developing Packages,” on page 146

6.1 Package Content

Packages are installed on drivers, driver sets, and Identity Vaults. The content of the packages
installed on the Identity Vault can affect all of the drivers in the Identity Vault. The content of the
packages installed on the driver set can affect all of the drivers in the driver set. The content of the
packages installed on a driver only affects that driver.

The follow table lists the objects the can be installed in the different package types.

Table 6-1 Package Content in Package Types

Object Type/Package Type Driver  Driver Set Identity Vault
Notification Templates X
Library X! X!
Credential Application object X X2 X2
Credential Repository object X X2 X2
DirXML Script X X2 X2
ECMAScript X X2 X2
Mapping Table X X2 X2
Global Configuration object X X2 X2
DS object X X2 X2
Resource object X X2 X2
Schema Map X X2 X2
XSLT X X2 X2
Job X X

Entitlement X

Entities x3

Lists x3

Queries x3

Relationships x3

Configuration x3

Provisioning Request Definitions x3
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Object Type/Package Type Driver  Driver Set Identity Vault

Teams x3
Roles x3
Role Configuration x3
Resources x3
Separation of Duty (SoDs) x3

! Libraries are not packaged, only their contents. Packages store the library's name and location and
create it at install time, if it doesn't already exist.

2 These items can only be added to a package of the respective type if they are in a library.

3 These items can only be added to a User Application driver package.

6.2 Managing Packages

Use the following list of tasks to manage packages.

¢ Section 6.2.1, “Importing Packages into the Package Catalog,” on page 137
¢ Section 6.2.2, “Installing Packages,” on page 139

¢ Section 6.2.3, “Adding Packages,” on page 141

¢ Section 6.2.4, “Uninstalling Packages,” on page 142

¢ Section 6.2.5, “Upgrading Installed Packages,” on page 143

¢ Section 6.2.6, “Downgrading Installed Packages,” on page 144

¢ Section 6.2.7, “Deleting Packages from the Package Catalog,” on page 144
¢ Section 6.2.8, “Customizing Package Content,” on page 144

¢ Section 6.2.9, “Running a Driver in Factory Mode,” on page 145

¢ Section 6.2.10, “De-activating Factory Mode,” on page 146

6.2.1 Importing Packages into the Package Catalog

Packages are stored in the package catalog, which is only visible in Designer. You must import the
packages into the package catalog before you can install and use the packages.

The package catalog is created when you create or import a project. If you have an existing project,
the package catalog is created when you open the project after it is converted.

When the package catalog is created, Designer automatically prompts you to import packages into
it. You are presented with the following screen:
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Figure 6-2 Importing Packages

e Import Packages §|

9 Do you want to import packages for project
\_3/ 'festll' into the package catalog?

Fackages must be imported before they can be
instaled. They can be imported later, if you choose
not o impaort them o,

[Cahways import package updates:

[ ves J[ no ]

The Always import package updates option automatically imports updated packages into the
package catalog. If you do not select this option, use the following procedure to import a package
into the package catalog.
1 Right-click the package catalog object in the Outline view, then click Import Package.
2 Select one or more packages from the list.
or
Click Browse, then browse to and select a package on the file system.

If all of the available packages are already imported, the list is empty.

Select packages from the folowing:

Package Yersion Short Mame Yendor Licerse i
168 Delimited Text Base 0.0.5 MNOYLDTHTBASE Mowel, Inc.
[T Groupiise Base 0.0.2 NOYLGRPYWE Mowel, Inc.
[T 10 Provider Base 0.0.7 NOYLIDPROYE Mowel, Inc.
[T16810BC Base 0.0.1 NOYLIDBCEASE Mowel, Inc.
[T S Base 0.0.2 NOYLIMSBASE Mowel, Inc. §
[T LDAP Base 0.0.4 NOYLLDAPBASE Mowel, Inc.
[T1&& Loopback Base 0.0.4 NOYLLBACKE Mowel, Tnc.
[T Managed System Gateway Base 0.0.13 MNOYLIDMMSGWE  Nowel, Inc.
[T Notes Base 0.1.3 NOYLMOTEBASE Mowel, Inc. 3
[ show Al

lSeIect AI\] ’Deselect A\I] ’Browse... ]

Show Readme Details Ok

3 Click OK to import the packages.
4 Review the import message, then click OK.

After the packages are imported, you must install the packages before they can be used. Continue
with Section 6.2.2, “Installing Packages,” on page 139 for instructions.
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6.2.2 Installing Packages

After the packages are imported, they must be installed. You can install packages on Identity Vaults,
on driver sets, or on drivers. You can verify the packages have been imported by following the
instructions in Section 6.2.1, “Importing Packages into the Package Catalog,” on page 137.

There are three different types of packages:

¢ Driver Base Configuration Packages: Contains the base functionality for a driver. You must
install a driver base configuration package first.

+ Mandatory Features Packages: If there is a feature that is required for a driver to function,
but is not included in the driver base configuration package, it is added to a mandatory features

package.

¢ Optional Features Packages: Contains features for a driver that aren’t mandatory for the

driver to function.

To install packages on an existing Identity Vault, driver set, or driver, see Section 6.2.3, “Adding

Packages,” on page 141.

To install packages to create a new driver, use the following procedure:

1 Drag and drop an application from the Palette into the Modeler.

or

Right-click the driver set in either the Outline view or in the Modeler, then click New > Driver.

2 Click the check box next to the base package you want install, then click Next.

@ Driver Configuration Wizard

=  Feature Selection
Select Optional Features
= Installation Tasks

=  Installation Summary
Confirm Installation Tasks

2 Select Driver Base Configuration
Select Mandatory Features

Determining Installation Tasks..

Select Driver Base Configuration

@ Only one base package can be selected,

Avallable Packages
[ L1 S0AP Base
| |:| SAP User Management Base
| [[] 5AP Portzl Base
[] SAP HR. Integration Base
| [[] Role-Based Entittements (REE) Base
| [] Role and ResoLrce Service Base
[[] Peoplesoft Base
[] mull Service Base
[[] rotes Base
| ] Managed System Gateway Base
| [ Loopback Base
[] LD#P Base
| [] s Base
| [] 10BC Base
[] 1o Provider Base
[] Groupwise Base
[] Delimited Text Base
| [] Data Collection Service Base
| [] avaya Base
Active Directory Base

@ Import Criver Configuration

0.1.0 el
0.0.2 i
0011
0.0.1
0.0.3
0,12 |
00,1
0.0.3
0.1.0
0013
0.0.3 |
0.0.3 |
0.0.1
0.0.1 |

0.0.6 (I
001 |

0.0.4
00,15
0.0.1 [
0.0.7

Managing the Identity Manager Content

139



You can only select one base package at a time.

3 (Conditional) If there are mandatory features for the base packages you selected, click the
check box next to those packages; otherwise, continue to Step 4.

4 Click Next.

5 (Conditional) If there are optional features for the base packages you selected, click the check
box next to those packages; otherwise, continue to Step 6.

@ Driver Configuration Wizard

=  Feature Selection
@ Select Driver Base Configuration
Select Mandatory FeatUres
2 Select Optional Featres
= Installation Tasks
Determining Installation Tasks.,
= Installation Summary ;
Confirm Instalation Tasks =

Select Optional Features

hame Yersion
@ [v]C@ Enfitlernents and Exchange Malbox Support

& Password Synchronization

# [v]Cf Data Collection

i [V]C& Account Tracking

Show only applicable package versions

@ < Back H Mext >

By default, most options are selected because they are recommend for the driver. The optional
features are displayed by groups and you can expand the group to see the packages that are
installed in the group. You must select the group to install the package.

6 Click Next.
7 (Conditional) Select the dependent package, then click OK.

If there are dependent packages that are not installed, you are prompted to install the dependent
package.

a Package Dependencies g

@ The following operations must also be performed to complete the requested operation
for package 'Active Directory Base',

Select Ok o accept the required operations.

Operation Marme Wersion Package Type
Instal Zp Common Settings 0.0.4 Diriver Set
o5 l ’ Cancel
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8 (Conditional) Install each dependent package, if there is more than one dependency.

9 Respond to the prompts, then click Next.

The prompts are specific for each driver. Each driver guide contains the specific instructions for
that driver. See the Identity Manager driver guides Web site (http://www.novell.com/
documentation/idm40drivers) for the specific driver information.

10 Review the installation summary, then click Finish.

After the packages are installed, the driver contains the new functionality that is included in the

packages.

6.2.3 Adding Packages

You can add new functionality to an existing driver by adding new packages to an existing Identity

Vault, driver set, or driver.

1 Right-click the Identity Vault, driver set, or driver, then click Properties.

2 Click Packages, then click the Add Packages icon Hr.

3 Select the packages to install. If the list is empty, there are no available packages to install.

°Select Packages @

Rvalable Packages

MName

Yersion
Provisioning Motification Templates 0.20
Fassword Management Motification Te... 0.2.0
Fassword Expiraton Motificaton Templ. . 0.2.0
Job Drefault Motification Templates 0.2.0

[ o«

Cancel

l

4 (Optional) Deselect the Show only applicable package versions option, if you want to see all

available packages.

This option is only displayed on drivers. By default, only the packages that can be installed on

the selected driver are displayed.
5 Click OK.

6 Click Apply to install all of the packages listed with the Install operation.
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Package Management

Installed Packages

Fackage

O password Synchronization Notificatio, .

CProvisioning Motification Templates

\:) Fassword Management MNotification T...
- Password Expiration MNotification Tem...

 Job Default Motification Templates

Yersl..,

0.2.0
0.2.0
0.2.0
0.2.0
0.2.0

Upgra...

Cperation

Select Speration...
Instal

Instal

Instal

Instal

7 (Conditional) Fill in the fields with appropriate information to install the package, then click

Next.

Depending on which package you selected to install, you might have fields that you must fill in.
For detailed information about the fields, see the specific driver guide at the Novell Driver
Guides documentation Web site (http://www.novell.com/documentation/idm40drivers).

8 Read the summary of the installation, then click Finish.

9 Click OK to close the Package Management page after you have reviewed the installed

packages.

Package Management

Installed Packages

Fackage
 Job Default Motification Templates

‘:‘Password Expiration Notification Tem...
©Password Management Notification T...
OpPassword Synchronization Motificatio,.

D Provisioning Motification Templates

Yersi...

0,20
0,20
0,20
0,20
0,20

Upgra...

Cperation

Select Cperation...
Select Cperation...
Select Cperation...
Select Cperation...
Select Cperation...

10 Repeat Step 1 through Step 9 for each Identity Vault, driver set, and driver where you want to

add the new packages.

6.2.4 Uninstalling Packages

1 Right-click the Identity Vault, driver set, or driver where the package is installed that you want
to uninstall, then click Properties.

2 Click Packages. then click Select Operation > Uninstall.

3 Select the package you want to uninstall, then click the Select Operation cell.
4 Click Uninstall from the drop-down list.
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Package Management v

Installed Packages ar
Package Versi., Upgra.. Operation
§ :‘Account Tracking Commaon 0.2.0 Select Operation...
© active Directory Account Tracking 0.2.0 Select Operation...
© Active Directory Audit Enfilements 0.2.0 Select Operation...
© Active Directory Base 020 ¥ Select Operation...
© Active Directory Default Configuration  0.0.2 Select Speration. ..
© Active Directory Enfilements and Ex... 0.2.0 Select Speration. ..
© Active Directory Managed System Inf... 0.2.0 Select Speration. ..
© Active Directory Password Synchroni.. 0.2.1 Select Speration. ..
© audit Entittements Common 0.2.0 Select Operation...
©Data Collection Common 0.2.0 Select Operation...
©pPassword Synchronization Common  0.2.0 Select Speration. ..
OProcess Logging Cormmon 0.2.0 Uninstall v

L
Select Speration. ..

5 Click Apply to uninstall the package, then click OK to close the Package Management page.

6.2.5 Upgrading Installed Packages

You can upgrade any package that is installed if there is a newer version of the package available.

1 Right-click the Identity Vault, driver set, or driver where the package is installed that you want
to upgrade, then click Properties.
2 Click Packages.

If there is a newer version of a package, there is check mark displayed in the Upgrades column.

Package Management v
Instaled Packages ar
Fackage Wers,.. lUpgrades  Operation
§ :‘Account Tracking Common 0.2.0 Select Operation. ..
© active Directory AccoLint Tracking 0.2.0 Select Operation...
@ active Directory Audit Enfilements  0.2.0 Select Operation. ..
© Active Directory Base 0.2.0 Select Operation. ..
@ active Directory Default Configuration 0.0.2 Select Operation...
© active Directory Enfilements and E...  0.2.0 Select Operation. ..
© Active Directory Managed System .. 0.2.0 Select Operation...
© active Directory Password Synchro... 0.2.1 Select Speration...
© audit Entitfements Common 0.2.0 Select Operation. ..
©Data Collection Common 0.2.0 Select Operation...
©Password Synchronization Common  0.2.0 Select Speration...
OProcess Logging Common 0.2.0 Select Operation. ..

3 Click Select Operation for the package that indicates there is an upgrade available.
4 From the drop-down list, click Upgrade.
5 Select the version that you want to upgrade to, then click OK.
All versions that are available to upgrade to are listed.
6 Click Apply.

7 (Conditional) Fill in the fields with appropriate information to upgrade the package, then click
Next.
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Depending on which package you selected to upgrade, you might have fields that you must fill
in to upgrade the package. For detailed information about the fields, see the specific driver
guide at the Novell Driver Guides documentation Web site (http://www.novell.com/
documentation/idm40drivers).

8 Read the summary of the installation, then click Finish.
9 Review the upgraded package, then click OK to close the Package Management page.

6.2.6 Downgrading Installed Packages

You can downgrade any package that you have upgraded. This allows you to revert the driver back
to a known state for troubleshooting purposes.

1 Right-click the Identity Vault, driver set, or driver where the package is installed that you want
to downgrade, then click Properties.
2 Click Packages, then click the Select Operation option for the package you want to downgrade.
3 From the drop-down list, select Downgrade.
4 Select the version that you want to downgrade to, then click OK.
All versions that are available to downgrade to are listed.

5 Click Apply, then click Finish to downgrade the package.

6.2.7 Deleting Packages from the Package Catalog

You can delete packages from the package catalog if the package is currently not in use. If you try to
delete a package that is in use, you get an error message.
1 Verify that the package is currently not installed:
1a Right-click the package in the package catalog, then click Properties.
1b Click Targets.
This page lists all of the objects where the package is currently installed in your project.
1¢c Click OK to close this page.

1d If the package is currently installed, follow the instructions in Section 6.2.4, “Uninstalling
Packages,” on page 142 to uninstall the package. After the package is uninstalled,
continue with this procedure.

2 Right-click the package in the package catalog, then click Delete.

6.2.8 Customizing Package Content

The content that the packages deliver can be customized just like the content delivered in driver
configuration files. You can change the content at any time through the tools (such as Policy
Builder) provided in Designer.

There are no additional steps required to make changes to the package content. You use Designer as
you would in the past to change a policy, filter, or any other object that is delivered in a package.
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Each package has a checksum file, so that when you make changes to the content delivered in the
packages, Designer keeps track of those changes. Designer adds an icon to content that is
customized. In the figure below, the pub-cp-ADBS policy has changed, where all of the other
policies have not changed since the package was installed.

Figure 6-3 Changed Policy

= Project o= Qutfine &3 =0

=8| Identity vault A

B server
= &, Diriver Set
-y Library
- Driver
=% PUblisher
H pub-cip-AccTrk-WriteAc
H pub-ctp-ADBS
W pub-cip-ADBS-UserNam
H pub-etp-A0BS-HandleMs
H pub-mp-ADBS
A pub-rmp-A0BS-Scoping
A pub-pp-ADBS
= pub-cts-ADES
+-{g; SUbscriber
& Driver Filter
Mz smp-ADBS
WA itp-AccTrk-Publish
H itp-AccTrE-WritsAccounts
T itp-ADES v
< >

If there is a new package available and you have customized the package, Designer prompts you to
keep your changes or overwrite the customization with the new package content.
You can also revert the customization that you made to any package at anytime.

1 In the Outline view, select an object that has changed.

2 Right-click the selected object, then click Revert Customization.

The content is reverted back to the state it was when the package was first installed. The Revert
Customization option is like an Undo option.

6.2.9 Running a Driver in Factory Mode

Designer also provides an option to remove any customization from a driver, but Designer saves
package configuration values and parameters. This allows you to test the driver if you are having
problems. You can remove the customizations and see if the driver works. If the driver does work,
you know it is a problem with the customization.
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To run the driver without customization is called Factory mode. The Factory mode allows you
remove customizations from the driver through one procedure instead of removing customizations
from each package.

To run a driver in Factory mode:

1 In the Outline view or in the Modeler, right-click the driver, then click Properties.
2 Click Packages, then select Run driver in Factory mode.

3 Select how Package Manager handles the customizations and custom configuration of your
driver. The options are:

+ Strict: Package Manager removes any customizations and any custom configuration from
your driver.

+ Relaxed: Package Manage removes any customizations but no custom configuration from
your driver.

4 Click Activate to save the selected change.
5 (Optional) Click the Configure Factory mode icon & to change the selected option.
6 Click Apply or OK to make the change active.

6.2.10 De-activating Factory Mode

When you turn off Factory mode on the driver, Package Manager does the following:

+ Restores all package customizations
¢ Restores custom configuration if you selected Strict

+ Preserves package configuration values and parameters
To de-activate Factory mode:

1 In the Outline view or in the Modeler, right-click the driver, then click Properties.
2 Click Packages, then deselect Run driver in Factory mode.

3 (Optional) Select Reset driver to permanently reset the driver to factory defaults. When you
select this option, the following tasks are performed:

+ All package customizations are deleted
+ Custom configuration are deleted (only if you are in strict mode)
+ Package configuration values and parameters are preserved

4 (Optional) Select Save driver configuration to create a driver configuration file that contains
the currently values, parameters, and customization.

5 Click De-Activate.
6 Click Apply or OK to make the change active.

6.3 Developing Packages

Creating packages involves a different set of tasks that managing packages.

¢ Section 6.3.1, “Enabling the Package Development Mode,” on page 147
¢ Section 6.3.2, “Creating Packages,” on page 147
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¢ Section 6.3.3, “Adding Content to Packages,” on page 148

¢ Section 6.3.4, “Editing Content in the Packages,” on page 149
¢ Section 6.3.5, “Creating Package Prompts,” on page 150

¢ Section 6.3.6, “Editing Package Prompts,” on page 150

¢ Section 6.3.7, “Versioning Packages,” on page 151

¢ Section 6.3.8, “Copying Packages,” on page 152

¢ Section 6.3.9, “Localizing Packages,” on page 153

¢ Section 6.3.10, “Building Packages,” on page 154

¢ Section 6.3.11, “Publishing Packages,” on page 154

6.3.1 Enabling the Package Development Mode

Packages can only be created and modified when the Identity Vault is running in the development
mode.

1 Either in the Outline view or the Modeler, right-click the Identity Vault, then click Properties.
2 Select Enable Package Developer Mode, then click OK.

Enable Fackage Developer Mode

@ Enable the Identity Yault to build IDM content packages.
Fackage buider mode should only be enabled when creating
packages not for developing and deploying IDM systems,

6.3.2 Creating Packages

Packages are the delivery mechanism for Identity Manager content. They can be created for Identity
Vaults, driver sets, and drivers. When you create a package, you are creating the framework for
delivering the content. Creating the content for a package is different than creating the package. This
section explains how to create the package, then Section 6.3.3, “Adding Content to Packages,” on
page 148 explains how to add the content to the package.

Packages are stored in package categories and package groups. If you have these items created, skip
to Step 5 to create the package. If you don’t have a package category or a package group created,
start with Step 1.

In the Outline view, right-click the package catalog, then click New Category.

Specify the name of the category, then click OK.

Right-click the package category that you created in Step 2, then click New Group.

Specify the name of the package group, then click OK.

Right-click the package group that you created in Step 4, then click New Package.

O A WON -

Use the following information to create the package:
+ Name: Specify a name for the package.

+ Short Name: Specify a unique short name for the package. This name must be unique in
the Identity Vault.

¢ Version: Specify a version for the package.
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*

*

Description: Specify a description for the package.

Type: Determines where a package is installed. Select whether the package is installed on
an Identity Vault, a driver set, or a driver.

Base Package: Select this option if you want to allow other packages to be installed when
this package is installed.

Category: Select the package category for this package.
Group: Select the package group for this package.

7 Click Next.

8 Use the following information to define the package constraints:

*

*

IDM Compatibility: Select the minimum and maximum versions of Identity Manager
that this package is compatible with.

Application Compatibility: Select the minimum and maximum versions of the managed
application that this package is compatible with.

Driver Type: Select the driver or drivers that this package is compatible with.

9 Click Next.

10 Use the following information to define the vendor of the package:

*

Vendor Name: Specify the vendor name. If this is for internal consumption, specify the
name of your company.

Vendor Address: Specify the address for the vendor or your company.
Vendor URL: Specify the URL of the vendor or your company.
Vendor eMail: Specify an e-mail for the vendor or your company.

Contact Name: If there is a specific contact person for this package, specify his or her
name.

Contact eMail: If there is a specific e-mail address for the contact person, specify it in
this field.

11 Click Next.

12 Review a summary of the information you specified, then click Finish.

6.3.3 Adding Content to Packages

After you have created a package, you must add Identity Manager content to the package for the
package to have value. This section explains how to add, remove, and update content in a package.

1 Verity you have a package created. If not, follow the steps in Section 6.3.2, “Creating
Packages,” on page 147 to create a package.

2 Drag and drop an application from palette into the Modeler to launch the Package Installation
Wizard.

The Package Installation Wizard does not show any packages if the catalog is empty.

3 Cancel out of the Package Installation Wizard.

This creates an empty driver.

4 Right-click the empty driver, then click Properties.

5 Click Packages to install the package on the driver.
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In order to start package development, you first must install the package on the driver.
6 Click the Add Package icon =F to display the packages to be installed on this driver.

The package list is initially filtered by the driver types. To see all the driver packages, deselect
Show only applicable package versions.

7 Click the box next to the package to install, then click OK.
The package is now displayed in the Operations column with a pending operation of Install.
8 Click OK on the properties page to install the package.

Because the package is empty, the Package Installation Wizard displays the summary page
indicating which packages are installed.

9 Click Finish to install the package.

10 After the package is installed, create the new package content on the driver. See Table 6-1 on
page 136 for a list of items that can be contained in packages.

For example:
10a Right-click the driver in the Outline view, then click New > DirXML Script.
10b Specify a name for the policy, then click OK.
10c Edit the policy by adding rules, actions, and conditions, then close the Policy Builder.
In this example, the policy is created and can be added to the package at this point.
11 Right-click the content item you created, then click Add to Package.
For this example, right-click the policy.

12 In the list of packages installed on the driver, select the package where the policy is going to be
added, then click OK.

IMPORTANT: Only packages that are created in Designer are displayed in the list. Any
packages that are imported into Designer are not displayed in the list. You can only add content
to a package you create. You cannot add content to a package you have imported.

The policy is added to the package and can be viewed in the package catalog. You can now
build and release your package. When users install the package, what ever language Designer is
using, this is the language that the package is installed in.

6.3.4 Editing Content in the Packages

After content is added to a package, you can make changes to the content, by right-clicking the
object and selecting one of the following options:

+ Package Properties: Displays the properties of the package the content is part of, without
accessing the package in the package catalog.

+ Remove from Package: Removes the object from a package. Right-click the object you want
to remove from a package, then click Remove from Package.

+ Sync to Package: Make the changes to the content through Designer as if the object is not part
of a package, then right-click the edited object and click Sync to Package. The changes made to
the content are synchronized to the package.

¢ Revert Customization: You can remove the changes to the package, if you decide you don’t
want them. Right-click the object, then click Revert Customization. This removes the changes
and reverts the package back to its original state.
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6.3.5 Creating Package Prompts

You can configure the package content when it is installed, if you add prompts to the package.
Prompts perform the same function as the Driver Configuration Wizard when a driver configuration
file is imported. The prompts can set values in GCVs and configure specific features of the driver
such as using entitlements or synchronizing passwords.

The prompts are stored as Resource objects in the package. Each Resource object can contain a page
of prompts, which is displayed to the user before he or she clicks Next.

To add prompts to a package:

1 Verify that you have a package created with content. Otherwise, follow Section 6.3.2,
“Creating Packages,” on page 147 and Section 6.3.3, “Adding Content to Packages,” on
page 148 to create a package with content.

2 Right-click the package in the package catalog, then click Generate Prompt Resource.
You are presented with up to four options, depending on the type of package you created.
3 Select the appropriate option for your needs:

Driver Name: This option is only available if you are creating a base package. This option
creates a Resource object that contains the prompts and parameters to create a name for a
driver.

Initial Settings: Creates all of the default attributes required to create a driver object.

Upgrade Settings: Creates a Resource object that contains style sheets that maintain the
package settings so that they are not overwritten when the new package is installed. Select this
option if the package you are creating is an upgrade to an existing package.

Remote Loader: This option is only available if you are creating a base package. This option
creates a Resource object that contains the prompts and parameters to enable the driver for a
Remote Loader connection.

You now have default package prompts created and you can edit and change these prompts for your
own needs. You can also create custom prompts by creating GCV Resource objects. For more
information, see the “Global Configuration Value Definition Editor” in the Policies in Designer 4.0.

6.3.6 Editing Package Prompts

You can edit properties of the Resource object to change the default package prompts to meet your
needs. You can add new prompts, edit the existing prompts, or add default values for the prompts
that are displayed when the package is installed.

¢ “Adding Prompts” on page 150

+ “Editing Existing Prompts” on page 151

¢ “Setting Default Values for the Prompts” on page 151

Adding Prompts

1 In the Outline view, right-click the Prompt Resource object in the package, then click
Properties.

2 Click Prompts, then click Add.
3 Fill in the following fields to create the prompt:
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Name: Specify a name for the prompt.

Display Name: Specify a display name for the prompt. This is the name displayed when users
are presented with the prompt.

Description: Specify a description for the prompt. This information is displayed in the
information icon next to the prompt. This information helps users know what to enter into the
field.

Type: Select the type of the prompt.
4 Click Next, then click OK to save the changes and close the page.

Editing Existing Prompts

1 In Outline view, right-click the Prompt Resource object in the package, then click Properties.
2 Click Prompts.

3 Select the prompt, then click Edit.

4 Make the desired changes, then click Finish.

Setting Default Values for the Prompts
1 In the Outline view, right-click the Prompt Resource object in the package, then click
Properties.
2 Click Prompts.
3 Specify the default value in each prompt, then click Apply to save the changes.
4 Click OK to close the Prompts page.

6.3.7 Versioning Packages

You can create a new version of a package to provide bug fixes or enhancements to released
packages. Versioned packages contain the same unique global identifier to support upgrading and
downgrading package installations.

1 Verify that you have a package created with content. Otherwise, follow Section 6.3.2,
“Creating Packages,” on page 147 and Section 6.3.3, “Adding Content to Packages,” on
page 148 to create a package with content.

2 In the package catalog, right-click the package you want to version, then click New Package
Version.

3 Set the version of the package higher than the current version. All of the other fields stay the
same when you are changing the version.

4 Click Next.
5 Use the following information to define the package constraints:

+ IDM Compatibility: Define the minimum and maximum versions of Identity Manager
that the package supports.

+ Application Compatibility: Define the minimum and maximum versions of the managed
application that the package supports.

+ Driver Type: Select the drivers that the package supports.
6 Click Next.
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7 Use the following information to define the vendor of the package:

*

Vendor Name: Specify the vendor name. If this is for internal consumption, specify the
name of your company.

Vendor Address: Specify the address for the vendor or your company.

Vendor URL: Specify the URL of the vendor or your company.

Vendor eMail: Specify an e-mail for the vendor or your company.

Contact Name: If there is a specific contact person for this package, specify their name.

Contact eMail: If there is a specific e-mail address for the contact person, specify it in
this field.

8 Review the summary of the new package version, then click Finish.

The new package with the new version number is created in the package catalog. You can now build
and release your package. When users install the package, what ever language Designer is using, this
is the language that the package is installed in.

6.3.8 Copying Packages

Copying packages gives you the same content, but it contains a different global identifier. This
allows you to create a new package based on content of an existing package.

1 Verify that you have a package created with content. Otherwise, follow Section 6.3.2,
“Creating Packages,” on page 147 and Section 6.3.3, “Adding Content to Packages,” on
page 148 to create a package with content.

2 Right-click the package in the package catalog you want to version, then click Copy Package
Version.

3 Use the following information to create a copy of the package:

*

*

*

*

Name: Change the name of the package, if desired.

Short Name: Change the unique short name for the package. This name must be unique
in the Identity Vault.

Version: By default, the package version is set to 1.0.0, which you can change.
Description: Specify a description for the package.

Type: This field cannot change. The package type is determined when you create a
package, not when you copy a package.

Base Package: This option cannot change. Whether the package is a base package or not
is determined when you create a package, not when you copy a package.

Category: Change the package category for this package, if desired.
Group: Change the package group for this package, if desired.

4 Click Next.

5 Use the following information to define the package constraints:

*

IDM Compatibility: Define the minimum and maximum versions of Identity Manager
that the package supports.

Application Compatibility: Define the minimum and maximum versions of the managed
application that the package supports.

Driver Type: Select the drivers that the package supports.
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6
7

8

Click Next.
Use the following information to define the vendor of the package:

+ Vendor Name: Specify the vendor name. If this is for internal consumption, specify the
name of your company.

+ Vendor Address: Specify the address for the vendor or your company.

¢ Vendor URL: Specify the URL of the vendor or your company.

+ Vendor eMail: Specify an e-mail for the vendor or your company.

+ Contact Name: If there is a specific contact person for this package, specify their name.

+ Contact eMail: If there is a specific e-mail address for the contact person, specify it in
this field.

Review the summary of the new package version, then click Finish.

The copy of the package is created in the package catalog. You can now build and release your
package. When users install the package, what ever language Designer is using, this is the language
that the package is installed in.

6.3.9 Localizing Packages

You can localize the strings in the packages you create. This allows you to provide packages in
multiple languages for your customers. Designer generates the properties files that contain the
strings that you can have localized.

You must do the following procedure for a package before the package is built.

To localize a package:

1

a A~ ODN

© 0 N O

In the Outline view, right-click the package in the package catalog, then click Localization >
Generate Properties Files.

Click Browse, then browse to and select the directory that will store the properties files.
Click OK.
Take the properties files and have them localized.

After the properties files are localized, place them in local directory on the machine that is
running Designer.

Open your project, then right-click the package in the package catalog.

Click Localization > Import Properties Files.

Click Browse, then browse to the directory that contains the localized properties files.
Click OK twice.

You can now build and release your package. When users install the package, what ever language
Designer is using, this is the language that the package is installed in.
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6.3.10 Building Packages

After you have created your custom packages, you can build and release these packages for
consumption.

1 In the Outline view, right-click the package in the package catalog you want to build, then click
Build.

2 Click Browse, then browse to and select the directory where the package will be built.
3 Click OK.
(Conditional) Select Release Package, if you are ready to release the package.

After you release a package, it becomes read-only and you cannot make any modifications to it.
However, you must release a package to publish it.

5 Review the summary information, then click OK.

6.3.11 Publishing Packages

After you have built and released your packages, you can publish the packages so users can consume
them. Only packages that have been built can be published.

1 Verify the package has been built and released by completing Section 6.3.10, “Building
Packages,” on page 154.

The Publish option is not available until you have released the package.

Right-click the built and released package, then click Publish.

Click Browse, then browse to and select the directory to place the published package.
Click OK.

Click Browse, then browse to and select the directory where you built the package.
Click OK twice.

o O~ ODN

You can publish the packages to your own Web server and have users configure Designer to point to
your Web server for package updates.

To configure Designer for additional package update sites:

1 In the toolbar, click Windows > Preferences.

2 Click Novell > Package Manager > Online Update.

3 Click the Add URL icon =¢.

4 Specify a name for the Vendor and the URL for the Web server, then click OK.
5 Click OK to close the Online Updates page.
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Managing the Schema

Designer includes a copy of the base Identity Vault schema, which is stored in the
BaseIVSchema.xml file. This file is located in
\Designer\plugins\com.novell.core.datatools x.x.x.x\defs\schema, where x.x.x.x
represents the specific Designer build.

Do not directly modify BaseIvSchema.xml. Instead, use Designer to add the schema information
from this file into your project. The Manage Schema tool allows you to change the schema as part of
the project without modifying the original BaseIVSchema.xml file.

You can add, delete, rename, and modify classes and attributes in the Identity Vault schema. You can
import the Identity Vault schema from the production environment, or use the default schema. After
modifying the schema, you can deploy it into the production Identity Vault.

WARNING: If you do not have a good understanding of how the Identity Vault schema works,
changing the default schema can cause data corruption. If you modify classes or attributes and then
deploy the modified schema into a tree where these classes are in use, one of the following problems
can occur:

¢ Those objects can become unknown.

¢ Synchronization errors can occur.

To understand the basics of the schema, see “Managing the Schema” (http://www.novell.com/
documentation/edir88/index.html?page=/documentation/edir88/edir88/data/a4a9bz0.html) in the
online documentation for Novell eDirectory 8.8.

If you subscribe to LogicSource, see Novell LogicSource for eDirectory (http://support.novell.com/
subscriptions/articles/novell_logicsource.html) for additional information. LogicSource is a
subscription-based service that Novell provides to its customers.

¢ Section 7.1, “Using the Manage Schema Tool,” on page 155

¢ Section 7.2, “Creating Classes and Attributes,” on page 165

¢ Section 7.3, “Modifying the Schema,” on page 167

¢ Section 7.4, “Deploying the Schema into the Identity Vault,” on page 168

¢ Section 7.5, “Exporting the Schema to a File,” on page 170

¢ Section 7.6, “Importing the Schema,” on page 173

¢ Section 7.7, “Managing a Copy of an Application Schema,” on page 178

¢ Section 7.8, “Mapping Identity Vault to an LDAP Schema,” on page 180

¢ Section 7.9, “Comparing the Schema,” on page 181

7.1 Using the Manage Schema Tool

To open the Manage Schema tool, right-click an Identity Vault object in the Modeler or Outline
View, then select Manage Vault Schema.
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If a custom schema in the production environment needs to be tested, you can import the schema
into Designer. After you have tested and modified the schema, you can deploy it into the production
environment. For information about importing schema, see Section 7.6, “Importing the Schema,” on
page 173.

The Manage Schema tool lets you add, delete, rename, and modify classes and attributes in the
Identity Vault schema. The class information and the attribute information is organized into separate
tabs in the Manage Schema tool.

¢ Section 7.1.1, “The Classes Tab,” on page 156
¢ Section 7.1.2, “The Attributes Tab,” on page 159

7.1.1 The Classes Tab

From the Classes tab, the Manage Schema tool lets you add, delete, rename, and modify schema
classes.

Classes | attributes

f_'? B ®E (@) Flags:
[Anything] A @ Effective [ Container
[Mokhing] ) Nor-effective
AFP Server ) Auiliary
Ass |
applicationEntity ASNL: | 2.5.6.1
applicationProcess
Fahifie Chiect (] show inherited associations
authPasswordObject
Bindery Chject Attributes | Syper | Sub || Containment
Bindery Queue
certificationduthority @ T FH
certificationauthorityver2 ; i i 7
CommExesc Aliased Object Name (Mandatory)
Computer
contingentWorker w
] only show changes

[ K ][ Cancel | El

The Classes tab includes the following components:

¢ “Class List Toolbar” on page 156

¢ “Only Show Changes” on page 157

+ “ASNI1” on page 157

+ “Flags” on page 157

¢ “Show Inherited Associations” on page 158

¢ “Associations List” on page 158

Class List Toolbar

The Classes list includes the following tools:

156 Designer 4.0 for Identity Manager 4.0 Administration Guide



Table 7-1 Classes List Toolbar

Icon Description

Add Class @’ Launches the New Class Wizard to create a new
Identity Vault class.

Rename Class [f@ Renames any non-base class. You cannot rename
base classes.

Delete Class ¥ Deletes any non-base class. You cannot delete
base classes.

Schema Notes =1 Adds descriptive notes to any non-base class.You
cannot add notes to base classes.

Only Show Changes

The Only show changes check box is below the Classes list. When it is selected, the Classes list
displays only those classes that are not part of the base schema, as defined in BaseIvVSchema.xml. If
no non-base classes exist, the Classes list is empty.

Deselect Only show changes to see a complete list of base and non-base classes in the Identity Vault
schema.

ASN1

Specifies the class’s Abstract Syntax Notation number One ID. The ASN1 ID is important as you
plan to make the schema definition publicly available.

If you register your schema definition with Novell, Novell assigns your class an ASN1 ID. This
unique identifier eliminates the possibility of schema collisions caused by duplicate schema names
with different definition structures.

For more information about ASN1, visit the ASN.1 Consortium (http://www.asn1.org/).

Flags

The Flags options let you modify the class type:

Table 7-2 Supported Class Types

Flag Description

Effective You can create an instance of the defined object in
the Identity Vault.

Noneffective Only used to define other classes. You cannot
create an object of a noneffective class.

Auxiliary Combines attributes to be added to other classes
by extending the object class attribute.

Container Sets the object to be a container object instead of a
leaf object. If it is set to be a container, this object
can contain other objects.
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Show Inherited Associations

The Show Inherited Associations check box determines whether the Associations list displays all
attributes associated with a class. When the check box is selected (the default), the Associations list
displays both assigned and inherited attributes. When the check box is deselected, the Associations
list displays only assigned attributes.

NOTE: When you select Show Inherited Associations, you cannot delete entries from the
Associations list.

Associations List

The Associations list displays the classes and attributes associated with the selected class. The
Associations list includes four tabs, each with a toolbar.

Attributes: The Attributes tab displays the attributes associated with the selected class. It also
identifies if attributes are mandatory or naming. All unmarked attributes are optional.

The Attributes tab includes the following tools:

Class Field Description

Add Naming i Adds a naming attribute association to the selected
class.

Add Mandatory & Adds a mandatory attribute association to the
selected class.

Add Optional @ Adds an optional attribute association to the
selected class.

Delete & Deletes an attribute association from the select
class.

Super: The Super tab displays the classes from which the selected class inherits attributes. A class
that another class inherits from is called a superclass.

A class can inherit attributes from more than one superclass. The superclass that every class inherits
from is Top. No class exists above Top. For example, Group inherits directly from Top, but User
inherits from Organizational Person. Organizational Person inherits from Person. Person inherits
from ndsLoginProperties, and ndsLoginProperties inherits from Top.

The Super tab includes the following tools:

Class Field Description

Add Superclass Association Adds a superclass association to the selected
class.

Delete ¥ Deletes a superclass association from the selected
class.

Sub: The Sub tab displays all classes that inherit from the selected class. If the Sub tab is empty, no
classes inherit from the selected class.
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The Sub tab includes the following tools:

Class Field Description

Add Subclass Association G Adds a subclass association to the selected class.

Delete ¥ Deletes a subclass association from the selected
class.

Containment: The Containment tab displays the container classes that can contain the selected
class. For example, if you select the Group class, the Manage Schema tool lists the domain,
Organization, and Organizational Unit classes, which can contain the Group class.

The Containment tab includes the following tools:

Class Field Description

Add Containment Class Association G Adds a containment class association to the
selected class.

Delete ¥ Deletes a containment class association from the
selected class.

7.1.2 The Attributes Tab

From the Attributes tab, the Manage Schema tool lets you add, delete, rename, and modify attributes
associated with schema classes.

Figure 7-1 The Attributes Tab on the Manage Schema Toll
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Sync Immediate ] Single-Valued
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Autharity Revocation []write Managed
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CA Private Key
CA Ffu!bhc Key .
Certificate Revocation ASML: | 2.16.340,1,113719.1.1.4.1,174
Certificate Walidity Interval
creat orshlame Syntax: | Distinguished MName w
Cross Certificate Pair
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ELID Used by Classes: & &
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Top

The Attributes tab includes the following components:

+ “Attributes List Toolbar” on page 160
¢ “Only Show Changes” on page 160
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+ “Flags” on page 160

+ “ASNI1” on page 161

¢ “Syntax” on page 161

¢ “Show Inherited Associations” on page 164

* “Associations List” on page 164

Attributes List Toolbar

The Attributes list includes the following tools:

Icon Description

Add Attribute @ Launches the New Class Wizard to create a new
attribute.

Rename Attribute [i8) Renames the selected non-base attribute. You

cannot rename base attributes.

Delete Class ¥ Deletes the selected non-base attribute. You
cannot delete base attributes.

Schema Notes =1 Adds descriptive notes to any non-base
attribute.You cannot add notes to base classes.

Only Show Changes

The Only show changes check box is below the Attributes list. When this check box is selected, the
Attributes list displays only those attributes that are not part of the base schema, as defined in
BaseIVSchema.xml. If no non-base attributes exist, the Attributes list is empty.

Deselect Only show changes to see a complete list of base and non-base attributes in the Identity
Vault schema.

Flags

Attribute flags specify the information that is stored in the attribute and limit the list of acceptable
operations that the Identity Vault and eDirectory clients can perform on the attribute.

Constraint Description

Public Read Allows anyone to read this attribute without the read privilege
specifically assigned. You can’t use inheritance masks to prevent
an object from reading attributes with this constraint.

Sync Immediate When the attribute is modified, it is synchronized immediately to all
of the servers in the replica ring.

Read Only Only the eDirectory server process can read this attribute.
String Allows only string information to be stored in the attribute.
Write Managed Explicit rights are granted before this attribute can be changed. In

order to modify this attribute, users must have managed rights on
the object to change the attribute.
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Constraint Description

Hidden Only the eDirectory server process can read this attribute.
Single Valued Allows one value to be stored in the attribute.

Per Replica Allows one value to be stored in the attribute.

Server Read The attribute can be read by an NCP server object even though

the right to read is not inherited or explicitly granted. The NCP
server object is always able to read this attribute, regardless of the
rights granted in the ACL.

Sized Limits the range of values supported by the attribute to some
subset of those supported by the attributes data type.

For example, you might restrict an Integer attribute to only accept
values between 1 and 100.

ASN1

Specifies the attribute’s Abstract Syntax Notation number One ID. The ASNI1 ID is important is you
plan to make the schema definition publicly available.

If you register your schema definition with Novell, Novell assigns your attribute an ASN1 ID. This
unique identifier eliminates the possibility of schema collisions caused by duplicate schema names
with different definition structures.

For more information about ASN1, visit the ASN.1 Consortium (http://www.asnl.org/).

Syntax

An attribute syntax defines a standard data type that an attribute uses to store its values in the
Identity Vault. Each attribute must have a syntax. The following table describes the available
syntaxes for Identity Vault attributes.

Syntax Description

Back Link The remotelD field identifies the backlinked object on the server, and the
objectName field identifies the server holding an external reference.

Boolean Two Boolean attributes match for equality if they are both True or both False. True is
represented as one (1), and False is represented as zero (0). Any attribute defined
by using this syntax is single valued.

Case Exact String  Attributes using this syntax can set size limits. Two Case Exact Strings match for
equality when they are of the same length and their corresponding characters are
identical.

Case Ignore List ~ Two Case Ignore Lists match for equality if the number of strings in each is the
same, and all corresponding strings match. For two corresponding strings in the list
to match, they must be the same length and their corresponding characters must be
identical (according to the rules for case ignore strings).

Case Ignore String Used in attributes whose values are strings and where the case (upper or lower) is
ignored.

Class Name Used to match two class names where the case (upper or lower) is ignored.
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Syntax

Description

Counter

Distinguished
Name

EMail Address

Facsimile
Telephone Number

Hold

Integer
Interval

Net Address

Numeric String

Object ACL

Octet List

Octet String

Path

The attribute is single valued. The syntax is similar to Integer, except that any value
added to an attribute is arithmetically added to the total, and any value deleted is
arithmetically subtracted from the total.

The attribute is the distinguished name of the object up to 256 Unicode characters.
This is not case sensitive.

Used to match attributes whose values are e-mail addresses and whose lengths
and corresponding characters are identical; however, it ignores case (upper and
lower). Only the EMail Address attribute uses this syntax.

Facsimile Telephone Number values are matched based on the telephone number
field. The rules for matching fax telephone numbers are identical to those for the
Case Exact syntax except that all space and hyphen (-) characters are skipped
during the comparison. Only the Facsimile Telephone Number attribute uses this
syntax.

This syntax is an accounting quantity, which is an amount tentatively held against a
subject’s credit limit, pending completion of a transaction. In the wire format, the
Subject field is the distinguished name of the object. The Identity Vault treats the
Hold amount similarly to the Counter syntax, with new values added to or subtracted
from the base total. If the evaluated Hold amount goes to 0 (zero), the Hold record is
deleted.

The attribute is an integer. Attributes using this syntax can set size limits.
The Interval value is the number of seconds in a time interval.

Stores the network address as a binary string. The string is the literal value of the
address. It lists the type of communication protocol used.

Two numeric strings match for equality when they are of the same length and their
corresponding characters are identical. It matches the digits 0-9 and spaces if they
are contained in the numeric string.

An Object ACL value can protect either an object or an attribute. The protected
object is always the one that contains the ACL attribute. If an ACL entry is to apply
to the object as a whole, the protected attribute name should be left empty (NULL).
If a specific attribute is to be protected, it should be named in the ACL entry.

A presented octet list matches a stored list if the presented list is a subset of the
stored list. Octet strings are so designated because they are not interpreted by the
Directory. They are simply a series of bits with no Unicode implications.

The length is the number of bits divided by 8 and rounded to the nearest integer.
Thus, each octet represents eight bits of data. The number of data bits is always
evenly divisible by 8.

For two octet strings to match, they must be the same length and the corresponding
bit sequence (octets) must be identical. When comparing two strings, the first pair of
octets that do not match are used to determine the order of the strings. Octet strings
are not Unicode strings.

The string represented by the path field is compared for equality by using the same
rules that Case Exact String uses. That is, two paths match for equality when their
lengths and corresponding characters, including case, are identical.
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Syntax

Description

Postal Address

Printable String

Replica Pointer

Stream

Telephone Number

Time

An attribute value for Postal Address is typically composed of selected attributes
from the MHS Unformatted Postal O/R Address version 1 according to
Recommendation F.401. The value is limited to 6 lines of 30 characters each,
including a Postal Country Name. Normally the information contained in such an
address could include a name, street address, city, state or province, postal code,
and possibly a postal office box number depending on the specific requirements of
the named object.

The following characters are in the printable string character set.
A.Z

a..z

0...9

Space Character

‘ Apostrophe

( Left Parenthesis

) Right Parenthesis
+ Plus Sign

, Comma

- Hyphen

. Period

/ Slash

: Colon

= Equal Sign

? Question Mark

Two printable strings match for equality when they are the same length and their
corresponding characters are identical. Case (upper or lower) is significant when
comparing printable strings. For example, as printable strings, “Jones” and “JONES”
do not match.

Each value of the replica pointer syntax is composed of five parts:

* The complete name of the server that stores the replica.

+ A value describing the capabilities of this copy of the partition: master,
secondary, read-only, or subordinate reference.

+ A value indicating the current state of the replica (new, dying, locked, changing
state, splitting, joining, or moving).

+ A number representing the replica. All replicas for a partition have a different
number assigned when the replica is created.

+ A referral that contains a count of the addresses and one or more network
addresses that hints at the node where the server probably resides. Because
servers are accessible over different protocols, the server might have an
address for each supported protocol.

Streams are files of information. The data stored in a stream file has no syntax
enforcement of any kind. It is purely arbitrary data, defined by the application that
created and uses it. The attribute is single valued.

The length of telephone number strings must be between 1 and 32. Two telephone
numbers string match for equality when they are of the same length and their
corresponding characters are identical. All spaces and hyphen (-) characters are
skipped during the comparison.

A time value consists of a whole number of seconds, where zero equals 12:00
midnight, January 1, 1970, UTC.
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Syntax Description

Timestamp A Timestamp value contains three components:
* The wholeSeconds field consists of the whole number of seconds, where zero
equals 12:00 midnight, January 1, 1970, UTC.

* The replicaNum field identifies the server that created the Timestamp. A
replica number is assigned whenever a replica is created on a server.

+ The eventlID field is an integer that orders events occurring within the same
whole-second interval. The event number restarts at one for each new second.

Typed Name The syntax names an ldentity Vault object and attaches two numeric values to it:

+ The level of the attribute indicates the priority.

+ The interval indicates the frequency of references.

The the objectName or Distinguished Name identifies the Identity Vault object
referred to by the Typed Name.

Unknown Unknown syntax is used to stop the loss of data, if the Identity Vault database
becomes corrupted. When an object becomes Unknown, there is information stored
in this attribute that can allow the object to be recovered. This syntax is used by the
Identity Vault.

NOTE: The information in this table comes from the Novell LogicSource for eDirectory.
LogicSource is a subscription-based service Novell provides to its customers. For more information
about LogicSource, see Novell Technical Subscriptions (http://support.novell.com/subscriptions/
articles/novell logicsource.html).

Show Inherited Associations

The Show Inherited Associations check box determines whether the Associations list displays all
classes associated with an attribute. When this check box is selected (the default), the Associations
list displays both assigned and inherited classes. When this check box is deselected, the Associations
list displays only assigned classes.

The schema allows for inheritance of other attributes from superclasses. If you select this item, all
attributes that are associated with a class, whether assigned or inherited, are listed. If you don’t
select this item, only the assigned attributes are listed.

Used by Classes lists all classes that use the selected attribute. If you select Show inherited
associations, the list includes classes that inherit the attribute.

Associations List

The Associations list displays the classes associated with the selected attribute. The Associations list
toolbar lets you make changes to the classes associated with the attribute.

Class Field Description

Add as Naming @i Associates the selected attribute as a naming
attribute to a class.
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Class Field Description

Add as Mandatory & Associates the selected attribute as a mandatory

attribute to a class.

Add Optional @ Associates the selected attribute as an optional

attribute to a class.

Delete ¥ Deletes the selected classes from the association

list.

7.2 Creating Classes and Attributes

Designer allows you to create Identity Vault classes and attributes to fit the needs of your
environment. You can test and use the new schema with the Identity Manager drivers in Designer
before implementing it in the production environment.

¢ Section 7.2.1, “Creating Identity Vault Classes,” on page 165

¢ Section 7.2.2, “Creating Identity Vault Attributes,” on page 166

7.2.1 Creating Identity Vault Classes

¢ “Adding a Class” on page 165

*

“Adding a Note” on page 166

Adding a Class

1

In the Modeler, right-click the Identity Vault, then select Manage Vault Schema.

The Classes tab lists all classes that are defined in the schema and stored in Designer. For more
information about the Classes tab, see Section 7.1.1, “The Classes Tab,” on page 156.

2 Select the Add a Class icon .

In the Create Class Name dialog box, specify the class name (for example, EmpInfo) and
ASNI ID (if applicable), then click Next.

For more information about ASN1 IDs, see “ASN1” on page 157.
In the Class Flags dialog box, select the class type, then click Next.
For information about the class type options, see Table 7-2 on page 157.

In the Class Inheritance dialog box, select the classes from which the new class inherits, then
click Next.

Select one or more classes in the Available classes list and use the right-arrow icon to move
them to the Inherited classes list. Use the left-arrow icon to remove classes from the Inherited
classes list using the left-arrow icons.

In the Mandatory Attributes dialog box, select the mandatory attributes, then click Next.

The inherited attributes displayed in the Inherited mandatory attributes pane depend upon the
classes from which the new class inherits.

In the Optional Attributes dialog box, select optional attributes, then click Next.
The Inherited optional attributes pane lists default optional inheritances.

In the Naming Attributes dialog box, select the naming attributes, then click Next.
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The Identity Vault schema allows for inheritance from other classes. A class that another class
inherits from is called a superclass. A class can inherit attributes from one or more
superclasses.

Every class inherits from the superclass Top. No class exists above Top. For example, Group
inherits directly from Top, but User inherits from Organizational Person. Organizational Person
inherits from Person. Person inherits from ndsLoginProperties, and ndsLoginProperties inherits
from Top.

9 In the Containment Classes dialog box, select the containment classes for the new class, then
click Next.

This specifies the types of container classes that can contain the new class. For example, if you
select the class Group, the Manage Schema tool lists Domain, Organization, and
Organizational Unit classes as containment classes for the Group class

10 In the New Class Summary, review the new class information, then click Finish.
The new class appears in the Classes pane.

11 Click OK to save changes and close the Manage Schema tool.

Adding a Note

Designer allows you to add notes about any class you create. The information is stored as desc in
the .1dif file and as a note in the . sch file.
1 Select the class you want to add a note to, then click the Schema Notes icon =l.

2 Type the note in the window, then click OK.

7.2.2 Creating Identity Vault Attributes

To create a new Identity Vault attribute:

1 In the Modeler, right-click the Identity Vault, then select Manage Vault Schema.
2 Select the Attributes tab.

The Attributes list displays all attributes that are defined in the schema and stored in Designer.
You can view all attributes at once, or view the attributes associated with a specific class by
selecting a class from the drop-down list.

For more information about the components of the A#tributes tab, see Section 7.1.2, “The
Attributes Tab,” on page 159.

3 Select the Add an Attribute icon @ .

4 In the Create Attribute Name dialog box, specify the attribute name (for example, EmpID) and
an ASNI1 ID, if applicable, then click Next.

For more information about the ASN1 ID, see “ASN1” on page 161.
5 In the Attribute Syntax dialog box, select the proper attribute syntax, then click Next.

An attribute syntax defines a standard data type that an attribute uses to store its values in the
Identity Vault. Each attribute must have a syntax. See “Syntax” on page 161 for more
information.

6 In the Attribute Flags dialog box, select the flags for the attribute, then click Next.
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Attribute flags constrain the information that is stored in the attribute, and the list of acceptable
operations that the Identity Vault, and Identity Vault clients, can perform on the attribute. For
more information about attribute flags, see “Flags” on page 160.

7 In the New Attribute Summary dialog box, review the new attribute information, then click
Finish.

The new attribute appears in the Attributes list.

8 Click OK to save changes and close the Manage Schema tool.

7.3 Modifying the Schema

Designer allows you to modify the Identity Vault schema. The following sections describe fields and
definitions used in the Manage Schema tool for classes and attributes.

¢ Section 7.3.1, “Deleting Schema Definitions,” on page 167

¢ Section 7.3.2, “Modifying Classes or Attributes,” on page 167

¢ Section 7.3.3, “Renaming Schema Definitions,” on page 168

7.3.1 Deleting Schema Definitions

You can delete an extended schema definition. You cannot delete base schema elements. If you
select a base schema class or attribute, the Delete icon is disabled.
1 In the Modeler, right-click an Identity Vault, then select Manage Schema.

2 Select the class or attribute that you want to delete, then click the Delete icon ¥.

7.3.2 Modifying Classes or Attributes

1 In the Modeler, right-click an Identity Vault, then select Manage Vault Schema.
2 Select the class or attribute that you want to modify.
3 Modity the class or attribute as desired.
If you select a base schema class or attribute, the following pop-up message appears:

@ Confirm P§|

You cannot modify base schema classes, Would wou like to create an identity
w vault specific copy of this class to allow modification? Selecting ves may cause
errors if the schema is deployed,

It is best to modify only the extended schema and not the base schema. Modifying the base
schema can cause data corruption and synchronization errors.
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7.3.3 Renaming Schema Definitions

You can rename extended schema definitions. You cannot rename any base schema classes or
attributes. If you select a base schema item, the Rename icon is dimmed, indicating it is unavailable.
¢ “Renaming a Class” on page 168

¢ “Renaming an Attribute” on page 168

Renaming a Class

1 In the Modeler, right-click an Identity Vault, then select Manage Vault Schema.
2 In the Class page, select a class that you want to rename, then click the Rename Class icon [Fe.

3 In the Rename Class dialog box, specify the new class name, then click OK.

Renaming an Attribute

1 In the Modeler, right-click the Identity Vault icon, then select Manage Vault Schema.

2 Select an attribute you want to rename in the A¢tribute tab, then click the Rename an Attribute
icon [f®.

3 In the Rename Attribute dialog box, specify the new attribute name, then click OK.

7.4 Deploying the Schema into the Identity Vault

After the Identity Manager driver is tested with the new schema, you can deploy the modified
schema into the Identity Vault.

1 In the Modeler, select the Identity Vault.

2 Select Live > Schema > Deploy.

3 Specify the Host Name.

@ schema Deploy Wizard |:|@@

Select Destination for Deploy @

Select the location where wou want to deploy the schema

Deploy to ebirectory

Host Mame: | 133.56,121,38| v
(Example: 192,168,144, 199 ar myserver, companty . com}

User Marne: | admin. novell "
{Example: Admin.Mowvell)

Passward:

The host name can be the server’s IP address or the DNS name of the server.
4 Specify the User Name, which must be a user with administrative rights to the schema.
5 Specify the user’s password, then click Next.
6 Select the classes and attributes to deploy into the Identity Vault schema, then click Next.
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@ Schema Export Wizard L E|E]

Select Classes and Attributes for Export @
Select "Export Al associations” to associate the selected attributes with classes that
might already exist in the destination system,
Classes: Attributes: [CJExport &l assodiations
[[] sssServerPolicies P #ccount Balance A
[[] sssserverPolicyOveride Allows Unilitited Credit
[[] strongawuthenticationUser audio
[[] styleshest businessCategary
[] Template carlicense
[ Tep departmentiiumber
[[] Tree Root displayhlame
[[] uamPosixConfig employesType
[] uamPosixGroup [¥] Given Mame
[[] uamPasieser Group Membership
[] wamPosixworkstation [V Higher Privieges
[[] Unknown Hane Directory
User homePhone
| [ usersecuritylnformation ¥ | | [7] homepostaladdress |
Select All| | Deselect Al | select al | [Desslect al| ( Show aa |
[Ainciude base schema
@ T T R

7 Review the summary of classes and attributes to be deployed, then click Finish.

If you have selected duplicate attributes or classes, a warning box appears

@ Confirm [E|

#p Do you want ko try to delete duplicate existing attributes ar classes From
\:/ eDirectory before deploving?

8 Select Yes or No, depending upon whether you want to resolve the duplicate classes or
attributes.
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9 Review errors or warnings, then click OK.

@ Schema Export Wizard f'5_<|

Deploy Messages @
The following problems and warnings occurred while deploying the schema:

@ Error deploying attribute rbsAssignedRoles: CANT_MODIFY_EXISTIMG_ATTRIEUTE
@ Error deploying attribute Audit:Link List: CANT_MODIFY_EXISTING_ATTRIBUTE
@ Error deploying attribute Audit: Contents:CANT_MODIFY_EXISTIMG_ATTRIBUTE

@ [ Ok I [Save toLog... ]

7.5 Exporting the Schema to a File

¢ Section 7.5.1, “Exporting the Schema to a .sch File,” on page 170
¢ Section 7.5.2, “Exporting the Schema to an LDIF File,” on page 171
7.5.1 Exporting the Schema to a .sch File

1 In the Modeler, right-click an Identity Vault, then select Export to File > Schema.
2 In the Schema Export Wizard, select .sch format.

@ Schema Export Wizard

Select Destination for Export @
Select the location where you want to export the schema

Export ko file

|| | ’Browse...]

() .sch Format
() .IdiF Format

3 Specify a filename and location where you want to save the schema file, then click Next.

Designer appends the .sch extension when you export the file.

170 Designer 4.0 for Identity Manager 4.0 Administration Guide



4 In the Select Classes and Attributes for Export page, select the classes and attributes to export
to the . sch file.

@ Schema Export Wizard = El@

Select Classes and Attributes for Export @
Select "Export all associations” o associate the selecked attribubes vath classes that

might already exist in the destination system,

Classes: Attribubes: [C]Export 2l associations

[[] sss5erverPolicies - Account Balance ~

[] sssserverpolicyOverride Allows Unlimited Credit

[] strongawthenticationliser audio

[] stdeshest businessCategory

[] Template carlicense

] Top deparkmentiumber

[] Tree Roct displayhame

[] uamPosteConfig emplovesType

[] wamPosixGroup Given Mame

[] uamPosidiser Group Membership

[] wamPosiworkstation Higher Privileges

[] unknown Hame Directory

[¥] user [+] homePhane

[] userSecurityInfarmation v homePostaladdress v
| select il | | Deselect Al | select all | | Deselect Al|
[#] Inchude base schema

@ [ <Back | met> |[ Finish || concel |

Export all associations (above the Attributes pane) enables you to associate the selected
attributes with the classes that might already exist in the Identity Vault. If you do not select this
box, the new attributes that should be associated with the class are not associated.

For example, if the Employee Photo attribute is associated with the User class, and Export all
associations is not selected, Employee Photo is not associated with the User class.

The classes and attributes that are in Designer are listed in the two columns. All classes and
attributes are selected by default. To prevent a class or attribute from being deployed, deselect
it. To add all classes and attributes, click Select All. To remove all classes and attributes, click
Deselect All.

5 When you have finished selecting classes and attributes, click Finish.

7.5.2 Exporting the Schema to an LDIF File

1 In the Modeler, right-click the Identity Vault, then select Export to File > Schema.
2 In the Schema Export Wizard, select ./dif format.
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@ Schema Export Wizard

Select Destination for Export

Select the location where you want to export the schema

Export ko File

| [Browse...]

() .sch Format
(&) Idif Format

3 Specify a name and location where you want to save the schema file, then click Next.

Designer appends the .1d1 £ extension when you export the file.

4 In the Select Classes and Attributes for Export page, select the classes and attributes to export

to the . 1dif file.

@ Schema Export Wizard - E“Z]

Select Classes and Attributes for Export

might already exist in the destination system,

Select "Export all associations” to associate the selected sttribubes with classes that

(33

[“]inchude base schema

Classes: Attributes: [C]Export all associations
[ sssServerPolicies A Account Balance ~
[] sssServerpolicyCverride Allow Unlimited Credit

[ strongauthenticationser sudio

[ stdeShest busiressC ategory

(] Tempilate carlicense

] 1op departmentiiumber

[] Tree Roat displayName

[ vamPasixConfig emplovesType

[ wamPosieGrous Given Mame

[] uamPostdlser Group Membership

[ uamPoskdworkstation Higher Privileges

[ Unknown Harme Directory

User homefhone

[] userSecurityInformation v homefostaladdress v
[setect al | [Deselect al

@ |

||

<Back || mext> Fish || concel |

Export all associations (above the Attributes pane) enables you to associate the selected
attributes with the classes that might already exist in the Identity Vault. If you do not select this
box, the new attributes that should be associated with the class are not associated.

For example, if the Employee Photo attribute is associated with the User class, and Export all
associations is not selected, Employee Photo is not associated with the User class.

Click OK in the warning.

When you have finished selecting classes and attributes, click Finish.

The class and attribute names in Designer are the Identity Vault (eDirectory) names. The names
for the classes and attributes in the LDIF file are the LDAP names. The Identity Vault names
differ from the LDAP names. Verify that the names listed in the LDAP file are correct for your
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environment before importing the file. For a list of Identity Vault class and attribute names
mapped to LDAP class and attribute names, see Section 7.8, “Mapping Identity Vault to an

LDAP Schema,” on page 180.

7.6 Importing the Schema

Designer allows you to import the schema from your production environment to do in-depth testing

with the Identity Manager drivers.

¢ Section 7.6.1, “Importing the Schema from the Identity Vault,” on page 173
¢ Section 7.6.2, “Importing the Schema from a File,” on page 175

7.6.1 Importing the Schema from the Identity Vault

1 In Designer, select an Identity Vault, then select Live > Schema > Import.

2 In the Select Source for Import dialog box, specify the access information to access the server

that has the schema to import, then click Next.

Specify the appropriate host name (or IP address), username, and password to access the server.

NOTE: The specified user must have administrative rights to the schema.

@® schema Import Wizard

Select Source for Import

Select the location to import the schema

Import from elirectory
Host Mame; | 137.105.11.28 v
{Example: 192,168, 14,199 of myserver.company.com)
User Mame: | admin.corpl v
Exampla: Admin.MNowvell)

Fassword: | eesess

3 In the Select Classes and Attributes for Import page, select the classes and attributes to import

into the project, then click Next.
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@ Schema Import Wizard |Z|@@

Select Classes and Attributes for Import @

Select "Import all associations” ko associate the selected attributes with dasses that
might already exist in Designer,

Classes: Attributes: [Jimpart all associations

[arething] Fs [Anvthing] ~
[Mothing] [Mothing]

AFF Server accessCardhumber

Alias Account Balance

apchadmnConfiguration aCL

apchadmnConfigurationBlock, Aliased Object Name

apchadmniModule allowaliasTosncestor

apchadmnserver Allow Unlimited Credic
apchadmniirtualHosk v| apchadmn-BlockType

applicationEntity +| apchadmn-ConfigurationInfo
applicationProcess
Audit:File Object
authPasswordObject
bhCommunity
bhCommunityMembership
bhGadget

bhtodule

bhPage

Y
w
k=]
g
0
o
=i
2
a
=
g
(=
(=N
o
=
i
4
o
@

apchadmn-ModuleFileMame
apchadmn-ModuleCbjectFile
apchadmn-ModuleSymbolfame
apchadmn-Scope

apchadmn-Serveralias
apchadmn-ServerConfLastModified
apchadmn-ServerLastBackup

bhPageset apchadmn-ServerMame

bhPartal apchadmn-ServerPath

bhPortalZonfig b +| apchadmn-ServerPlatform b

EEEEREEEEREEEEEEEEEEE

FEEREREEREEEE

[Select All ] [Deselect all ] [Show &l ]
@ ’ < Back. ][ Mext = ] [ Finish ] [ Cancel ]

Import All Associations: Enables you to associate the selected attributes with the classes that
might already exist in Designer. If you do not select this box, the new attributes that should be
associated with the class are not associated.

For example, if the attribute of Employee Photo is associated with the User class, and you do
not select Import all associations, Employee Photo is not associated with the User class.

View Differences: Enables you to view the differences in the schema between the Identity
Vault and Designer.

When you click View Differences, Designer opens the Schema Differences page, where you can
select those differences between the live Identity Vault and the Identity Vault in your project.

You can select schema differences individually, or click Select All to import all the schema
differences.

4 Click OK to move the selected class and attribute import selections into the Select Classes and
Attributes for Import page.

5 Click Next to bring up the Import Summary page, where you can review classes and attributes
to import into the project. Then click Finish.

If errors occur during the import process, the Import Messages page lists them.
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. Schema Import Wizard

The following problems and warnings occurred while importing the
schema:

g [y z ) iriting
Could not add attribute Permanent Config Parms to class NCP
Attribute already exists - srvprvHideUser, Owverwriting the old attribute.

Attribute already exists - memberlUid, Overwriting the old attribute.

Attribute already exists - UserPKCS12, Overwriting the old atiribute,
Attribute already exists - srvprvQuerylist, Owverwriting the old atiribute,
Attribute already exists - loginsShel, Overwriting the old attribute.

Attribute already exists - Transitive Wector, Owverwriing the old attribute.
Attribute already exists - gecos, Qverwriting the old attribute,
Attribute already exists - homeDirectory. COwerwriting the old atiribute.

Class aready exists - srvprvTeam. Overwriting the old class.

Class dready exists - DirsML-WorkOrder, Owverwriting the old class.

Class already exists - srvprvTheme, Cwarwriting the old class.

Class already exists - DirkML-pbxcAudixSubscriber, Overwriting the old class.
Class aready exists - srvprvRequest. Owverwriting the old class.

Class aready exists - rbsRole2. Owerwriting the old class.

Class aready exists - srvprvAppConfig. Owverwriting the old class.

¥

Import Messages @

J d atribLes
Server becalise

Could not add attribute memberlid to class posixGroup because itis aready U

Could not add attribute loginshell to class posixAccount because it is already L
Could not add attribute Transitive Yector to class Partiion because itis already
Could not add attribute gecos to class posixAccount because it is already Using

Could not add attribute homeDirectory to class posixAccount because it is alre

@ | ok |[savetoleg. ]

6 On the Import Messages page of the Schema Import Wizard, click OK.

or

If you want to save the differences to a log file, click Save fo Log. This brings up the Save As

dialog box, where you can choose a filename and directory to store the file in.

7 Click Save, then click OK.

7.6.2 Importing the Schema from a File

When you created an Identity Vault in the Modeler, Designer created a base schema in your project.
Ifa .sch file or .1di £ file has been saved, you can quickly add classes and attributes for your drivers

by importing classes and attributes from the saved file.

¢ “Importing the Schema from a .sch File” on page 175

¢ “Importing the Schema from an LDIF File” on page 177

Importing the Schema from a .sch File

1 In the Modeler, right-click the Identity Vault that will use the imported .sch file.

2 Select Import Schema from File.
3 Select .sch format.
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& Schema Import Wizard

Select Source for Import

Select the location to import the schema

Import from file

| ChDocuments and SettingsiMovell UseryMy Documentsidflesi | | ﬁrowse...é

@ .sch format
() Idif format

@ Mext = Cancel

4 Browse to and select the .sch file that you want to use, then click Open.
5 Click Next, then review the .sch file.

@® schema Import Wizard |: @g

Raview LDIF/.SCH File for Import @

Review and make any desired changes to your Idiff.sch fle. Changes wil
be imported to Designer, but not saved back to the file,

NDSSchemaExtensions DEFINITIONS | =BEGIM 2
"User" ATTRIBUTE ::=

{

Operation  ADD,

SyntaxID SYN_DIST_MAME,

Flags {DS_SYMNC_IMMEDIATE, DS_MNONREMOVABLE_ATTR, DS_SERVE
ASM1ChDr {2 168401113719114 1111}

w

S X

@ [ Firish H Cancel

6 Make changes if necessary, then click Finish.
7 Click OK.

a Schema Import Wizard

Import Messages @
The following problems and warnings occurred whie importing the
schema:

Listribute aready exists - User, Cwverwriting the old atribute, © ~
U attribute aready exists - DirdML-SPENttementskML. Gverwriting the old attrit—
1
1

Attribute already exists - nspmbistributonFassword.  Oweriwriting the old atrib
Attribute already exists - NGW: Document Area Size. Oweririting the old atrik

If errors occur, a deployment summary screen lists them.
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Importing the Schema from an LDIF File

1 In the Modeler, right-click the Identity Vault that will use the imported .1di f file.

2 Select Import Schema from File.
3 Select .ldif format.

3 Schema Import Wizard

Select Source for Impoart

Select the location to impart the schema

Import from file

- OX
(33

| [ﬁrowse...]

() .sch format

@ < Back MNext > Finish

Cancel

4 Specify, or browse to and select, the . 1di £ file that you want to use, then click Open.

5 Click Next, then review the .1dif file.

® schema Import Wizard

Review LDIF/.SCH File for Import

Designer, but not saved back to the file.

VErsion: 1

#ND5 attribute:EmplD

#5yntax:SYN_INTEGER

dni: cn=schema

changetype: modify

add: attributeTypes

aktributeTypes: (
empid-oid
MNAME ‘EmplD"
SYNTAX 1.3.6.1.4.1,1466.115.121.1.27
SIMGLE-VALUE
%-NDS_NOT_SCHED_SYNC_IMMEDIATE '1'
)

#NDS class:Employes
dn: cre=schema

|\_':‘?J| < Back

Review and make any desired changes ko your diff.sch file. Changes will be imported ko

[#] For existing classes, import onky optional attributes (do not overwrite mandatory or naming akbributes)

ey

Finish

] [ Cancel

J

6 Make changes if necessary, then click Finish.

7 If you receive a Warning, read the message and click OK.
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The LDAP names of the attributes and classes are different
! E from the eDirectory names, Designer displays the eDirectory
L) names of the classes and attributes. Designer does not update
the Attribute Map and Class Map kables on the LDAR Group
object in eDirectory.

[ 0o nat shows this dislog bosx again

The class and attribute names in Designer are the Identity Vault (eDirectory) names. The names
for the classes and attributes in the LDIF file are the LDAP names. The Identity Vault names
differ from the LDAP names. Verify that the names listed in the LDAP file are correct for your
environment before importing the file. For a list of Identity Vault class and attribute names
mapped to LDAP class and attribute names, see Section 7.8, “Mapping Identity Vault to an
LDAP Schema,” on page 180.

8 Click OK.

. Schema Import Wizard

Import Messages @
The following problems and warnings occurred while importing the schema:

A Attribute already exists - DirsML-SPERtitlementssML, Cverariting the old attribute, ”~
A Aktribute already exists - DirdML-pbxPassword, Owerwriting the old attribute,

If errors occur, a deployment summary dialog box lists them.

7.7 Managing a Copy of an Application Schema

The Identity Manager engine currently uses the application schema for the following:

¢ DirXML Script uses the dn-format/dn-delims to figure out how to parse or convert DNs
coming from and going to the application.

+ To set the multi-valued flag on attributes that are used during the attribute merge process that
happens as part of a match, resync, or migrate.

¢ Section 7.7.1, “Editing an Application’s Schema,” on page 178

¢ Section 7.7.2, “Refreshing the Application Schema,” on page 180

7.7.1 Editing an Application’s Schema

Designer enables you to manage a copy of the managed system’s schema. You can make changes to
a copy of the application schema so that you can test the Identity Manager drivers in Designer. The
schema changes cannot be deployed into the live application schema.

1 Right-click the driver connection in Designer, then select Manage Application Schema.

2 Add, rename, or delete the application’s classes or attributes, then click OK.
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24 SAP-USER Schema E]

DM Format: | slash v|
Classes; @P % (@) attributes of this class:
Flags:
Flags:
ASHL: | |
ASMI: Type! | v|
[ K. ” Cancel l

DN Format: Specifies the separator character used when specifying distinguished names. For
example, admin.utah.novell.com.

Classes: Lists all of the classes stored in Designer from the application’s schema.
Add a class: Adds a new class.

Rename class: Renames the selected class.

Delete class: Deletes the selected class.

Refresh application schema: Provides a new copy of the application’s schema.This option is
useful if the application schema changes.

Help: Launches the Help documentation for the Manage Schema tool.
Flags Container: Specifies whether the class is a container.
ASN1: The unique ID of the class.

Attributes of This Class: Lists all of the attributes stored in Designer for the selected class
from the application’s schema.

Add an attribute: Adds a new attribute for the selected class.

Rename attribute: Renames the selected attribute.

Delete attribute: Deletes the selected attribute.

Flags: Specifies the details of the attribute. To edit the flags, select an attribute.

Type: Specifies the syntax of the attribute. To view the syntax, select an attribute. To change
the syntax, select an option from the drop-down list.
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7.7.2 Refreshing the Application Schema

If the application schema changes, you can get a new copy of the application’s schema by refreshing
the application schema.

1 Right-click the driver connection, then select Live > Refresh Application Schema.

‘@ Expoart to Configuration File. ..
Import From File, ..

¥ Delete "“‘l Deplay. .
3& Caompare. ..
Properties
Driver ConFiguration 4

&y ¥ Refresh Application Schema. ..

2 Click the browse icon.

@ select Server fgl

Server DM (eDirectory); | DMy ault, novee| |

@ Select a server From the ebirectory tree that the driver is

FURRing on,

[ K H Cancel ]

3 Browse to and select the server where the driver is installed, then click OK twice.

7.8 Mapping ldentity Vault to an LDAP Schema

When you access the Identity Vault through LDAP, the names of classes and attributes might be
different than when it is accessed through the standard NCP-based APIs.

For more information about how that mapping is performed, see the following sources:

¢ “Class and Attribute Mappings” (http://www.novell.com/documentation/edir88/
index.html?page=/documentation/edir88/edir88/data/h0000007.html#aSbwxyz)

¢ NDK: Novell eDirectory Schema Reference (http://devsup.novell.de/ndk/doc/ndslib/
index.html?page=/ndk/doc/ndslib/schm_enu/data/h4qlmnli.html) at the Novell Developer

Support Web page
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7.9 Comparing the Schema

Designer allows you to compare schemas from your production environment to do in-depth testing
with the Identity Manager drivers. Designer now provides conflict resolution on individual classes
and attributes and allows you to view the differences between existing and new values when
importing and deploying the schema. For example, before deploying a schema to an Identity Vault,
you can run Compare.

Compare shows whether the classes and attributes are equal (no action is necessary) or unequal. If
they are unequal, you can choose not to reconcile them, choose to update them in Designer, or
choose to update them in eDirectory.

You can run the Compare feature at any time. If you choose to reconcile the differences between
schema in Designer and eDirectory while in Compare, you won’t need to run Import or Deploy.

The following procedure assumes that you want to determine if you have deployed all the changes
you made in the Designer schema to the Identity Vault schema.

1 Right-click the driver object in either the Modeler view or in the Outline view. Select Live >
Schema > Compare to bring up the Designer/eDirectory Schema Compare window.

e DesignerfeDirectory Schema Compare

Select an object or attribute: ] | Show differences  w

Infarmation

= ) Schema
EI Compare Status: @ Mot Deploved

= @ Classes
o) Reconcile Action: (%) pa not reconcie
@ nrfTeamRaole
@ Attributes
@ nrfAlowMgrGrant ToRaole (O Update eDirectary
@@ nrfalowMgrerant Tallser
@@ nrfalowMgrModifyRole
6@ nrfAlowMgrMaodifySoD
@@ nrfalowMgrRevokeFromRole
@ nrfAlowMgrRevokeFromUser
@ nrfRole
@ nrfRoleScope

Text Compare

! Designer elirectory

"nrfTeam" OBJE(

2 Inthe Select a class or attribute portion of the window, you see the listed classes and attributes.
Select an individual class or an attribute to see the actual differences displayed in the 7ext
Compare portion of the window.

Managing the Schema 181



24 SAP-USER Schema E]

DM Format: | <ash v|
Classes: G‘: E @ Attributes of this class:
Flags:
Case-Sensitive MNaming
Read-Cnly Fulki-alued
Flags: Required
Container ASML: | |
ASNL: Typei | v|
[ Ok ] [ Zancel l

The plus icon at the right side of the Select a class or attribute allows you to expand all
elements in the parent object, and the minus icon collapses all of the elements. The ? icon
displays the Summary/Compare dialog box help.

3 By default, the Compare window only displays values that are different between eDirectory
and Designer. To view all the classes and attributes, select Show all from the pull-down menu.
Your choices are Show differences, Show deletes, and Show all.

4 Check to see the status of the values that are shown. Values that are equal are shown as Equal
on the Compare Status line in the Information portion of the Compare window.

Infor mation

|

Compare Status: " Unaqual
Reconcile Action: @ pg not reconcile
(C Update Designer

(O Update eDirectory
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The overlay image displayed in the Compare Status entry identifies objects or attributes that
need reconciliation. The following table describes what you see in the Compare Status line and
the overlays that you can see:

Compare Status Description

Equal The selected classes or attributes are same in eDirectory and Designer.

Unequal The value of the selected class or an attribute, or one or more classes or
attributes, are different in eDirectory and Designer.

E

Not Deployed The selected class or an attribute is not deployed to eDirectory.

L2

Not Imported The selected class or an attribute does not exist in Designer.

]

Under the Information portion of the Compare window, select how you want to reconcile the
differences between the Source and Destination.

If Compare Status shows Unequal, you have three choices:
+ To do nothing, keep the default value of Do Not Reconcile.

¢ To update the driver in Designer so that it contains the same information as the driver in
eDirectory, select Update Designer.

+ To update the driver in eDirectory to reflect the changes you have just made to the driver
in Designer, select Update eDirectory.

The green check box in the bottom corner of the icons shows all the child objects that are being
reconciled with the parent object. If you select the parent object to perform the update, then all
the child objects under the parent reflect that choice and you see the Reconciled By Parent icon
selected. If you do not choose a parent object, you can reconcile each child object individually.
You can also see a small Designer icon and an eDirectory icon, showing how objects are being
reconciled.

Check to see the Text Compare values.

The Text Compare values displayed in the bottom portion of the Designer/eDirectory Schema

Compare window shows the difference at the child object level. The Text Compare dialog box
uses the Eclipse Compare editor to compare classes and attributes that contain XML data, such
as policy data, driver filters, or configuration data. The differences in the code are highlighted
in blue.
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Text Compara
. Designer (Destnation)

<7¥ml version="1.0" encoding="UTF-B"?><polic
<descr ip tion>Convert selected attributes

<rule
<descriptionraccountExpires: Convert
<oonditions:
<and/ >
</conditionss
<actions:
<do-reformat—op-actr name="accou
<arg-value type="octet">
<token-xpath expression=
</arg-valuer
</do=reformat=-op=mttr>
& S

7 After you view the differences, click Reconcile to perform the reconciliation actions for each
object in the tree, or click Close to close the Designer/eDirectory Object Schema Compare
window.
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Managing the Flow of Data

Designer allows you to manage how the data flows between the Identity Vault and the managed
systems. You can see how the data flows between all of the managed systems, make changes as
needed, create reports about the data, and view the flow of passwords between the systems.

The Dataflow view and the Dataflow editor manage the data. The Dataflow view displays the flow
of data in the Modeler per driver. The Dataflow editor displays a more granular view.

¢ Section 8.1, “The Dataflow View,” on page 185

¢ Section 8.2, “The Dataflow Editor,” on page 190

¢ Section 8.3, “Adding Items in the Dataflow Editor,” on page 198

¢ Section 8.4, “Removing Items from the Dataflow Editor,” on page 202
¢ Section 8.5, “Editing Items,” on page 202

¢ Section 8.6, “Generating HTML Reports,” on page 206

¢ Section 8.7, “Integrating Passwords,” on page 208

8.1 The Dataflow View

The Dataflow view displays a toolbar in the upper right corner of the view. For information on the
icons in this toolbar, see “The Dataflow View” in Understanding Designer for Identity Manager.

The following figure illustrates the Dataflow view. You can use it to control the flow of data
between the Identity Vault and managed systems. The Modeler displays the dataflow.

Figure 8-1 The Dataflow View
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¢ Section 8.1.1, “Accessing the Dataflow View,” on page 186
¢ Section 8.1.2, “Flow Arrows in the Modeler,” on page 186
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¢ Section 8.1.3, “Viewing How Attributes Are Synchronized,” on page 188
¢ Section 8.1.4, “Changing the Data Flow,” on page 188

8.1.1 Accessing the Dataflow View

If you have closed the Dataflow view, you can access it by selecting Window > Show View >
Dataflow.

Figure 8-2 Selecting the Dataflow View
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If the Dataflow view is blank and no project is displayed in the Modeler:

1 Expand a project in the Project view.
2 Open the project by double-clicking System Model.

Objects and icons appear in the Dataflow view.
If you want to change how the data flows from the Modeler:

1 Right-click a driver or application in the Modeler.

El 1dentiy waul:

Copy

B2 Mark as Firewall

?’ Shows Dataflow Yiew
A L4 @ Publish "CommExec” from LinuxUnix
@ Subscribe "CommExec” ko Linusdnix

o Simulate. ..
@@ Sync "CommExec” both directions

(B show Policy Sets

<:| Ignore "CommExec” From LinuxUnix
E Run Configuration Wizard, ..

2 Edit Entitlements. ..

L . R R

D Ignore "CommExec” to LinuxUnix
(]D Ignore "CommExec” both directions

2 Seclect Dataflow, then select how you want the data flow to change.

8.1.2 Flow Arrows in the Modeler

When the Dataflow view opens, it automatically reads the filters and shows the classes and
attributes. (If a filter with classes and attributes doesn’t exist, you can create one.)
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Figure 8-3 Flow Arrows in the Modeler
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As you select a class or attribute in the Dataflow list, the appropriate driver lines are highlighted in
red in the Modeler. Icons enable you to see Sync, Notify, Reset, and Ignore filter settings all at the
same time.

Table 8-1 Dataflow Icons

Icon Description
f}. Green arrow: the Publisher channel is synchronized.
L= Orange arrow: the Subscriber channel is synchronized.

S

No icon

Bell: the attribute is set to Notify.

Reset arrow: the attribute is set to Reset.

The attribute is set to Ignore.

The color coding matches the Dataflow icons in the Filter editor and the Dataflow editor.
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8.1.3 Viewing How Attributes Are Synchronized

Figure 8-4 Show Effective Flows

= Project | ¥ Dataflow 53 = 08
G T EE&
=R CRCountry -
@
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|| Shiowe effective Flows

To view whether attributes are synchronized or whether they will be notified, select Show effective
flows. When you select this check box, the synchronize arrows don’t show if the parent class isn’t set
to synchronize. Therefore, you view an accurate diagram of actual flows.

However, if you want to view how attributes are configured to synchronize, regardless of the parent
class, deselect Show effective flows. The synchronize arrows indicate which items are synchronized.

If you select an attribute that can't synchronize (whether or not Show effective flows is selected), you
see a Blocked warning in the upper left. This warning indicates that this attribute can’t be
synchronized or notified because the parent class isn’t synchronized.

Figure 8-5 The Blocked Text and Icon
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To view an explanation, mouse over the Warning icon.

8.1.4 Changing the Data Flow

You can change how the data flows for classes and attributes from the Dataflow view.
To change the flow for a class:

1 Select a class in the Dataflow view.
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2 Right-click a driver line in the Modeler.
3 Select Dataflow.
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4 Select the option to change the data flow for the class.
To change the flow for an attribute:

1 Select an attribute in the Dataflow view.
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2 Right-click a driver line in the Modeler.
3 Select Dataflow.
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< Undo Change Location

Mew
Copy

B2 Mark as Firewall

?’ Show Dataflow Yiew
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@ Subscribe “CommExec, Description” to LinuxUnix
@@ Sync "CommExec,Description” both directions

o Simulate. ..
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b" Matify "CommExec, Description” o LinuxUnix
O-b-b Motify "CommExec,Description” both directions
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4 Select the option to change the data flow for the attribute.

8.2 The Dataflow Editor

Figure 8-6 The Dataflow Editor
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The Dataflow editor enables you to do the following:

¢ Use filters to display how data flows between all systems and Identity Vaults.
¢ View how passwords flow from each server.

+ Generate reports of the data.

When object additions, deletions, changes, and selections synchronization occur, the Dataflow
editor synchronizes with the Modeler and the Outline view.
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To access the Dataflow editor, click the Dataflow tab.

To adjust the area for the Identity Vaults, move the slider bar. This setting persists and is restored the
next time you run the editor.

+ Section 8.2.1, “Filtering Views,” on page 191

¢ Section 8.2.2, “Filtering Identity Vaults and Applications,” on page 193

¢ Section 8.2.3, “Pinning the Identity Vault,” on page 194

¢ Section 8.2.4, “Expanding and Collapsing the Identity Vault,” on page 195

¢ Section 8.2.5, “Switching to an eDirectory Tree Icon,” on page 197

¢ Section 8.2.6, “Viewing an eDir-to-eDir Driver,” on page 197

¢ Section 8.2.7, “Keyboard Support,” on page 198

8.2.1 Filtering Views

By default, the Dataflow editor shows all dataflows. The View drop-down list (in the upper left
corner of the Dataflow editor, not in the Dataflow view), enables you to view notification,
synchronization, reset, or Password Sync information. These filtered views do not allow you as
much editing capability as the main view, but just what is necessary in that filter. For example, you
can’t add attributes, vaults, or applications, because by default they wouldn’t appear in the filter.

Figure 8-7 Options to Filter Views in the Dataflow View
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¢ “Using the All Filters View” on page 191

¢ “Synchronizing Passwords” on page 192

Using the All Filters View

If you are in the All Filters view, you can further filter with the A#ributes list. Because the Dataflow
editor provides non-filter attributes, you can choose to view regular filter-based attributes, non-filter
attributes, or both.

Figure 8-8 Options in the All Filters View
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Synchronizing Passwords

The Password Sync view enables you to see and edit how all passwords flow in the project.

Designer displays the information on a per-server basis and shows how passwords flow among all of
the applications.

Figure 8-9 The Password Flow
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To edit the password flow:

1 Select Password Sync in the View filter.
2 Double-click the flow arrow.

You can also right-click, then select Password Synchronization.
3 Edit the password synchronization options.

For more information about password synchronization, see the Identity Manager 4.0 Password
Management Guide.
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Password Synchronization Options

@ If the password does not comply, enforce the
password policy on the connected system by
resetting the user's password bo the Distribution

Password

The application accepts passwards (Subscriber Channel) @ s

Motify the user of password synchronization Failure wia E-Mail @

[ Ok ] [ Cancel

4 Click OK.

8.2.2 Filtering Identity Vaults and Applications
You can select the Identity Vaults and applications that you want to view in the editor.

1 In the Dataflow editor, click the Filter View icon.
S EHE 2 EOGE®

view: |[IEES v Attributes: |al v H
ebirZeDir Active Directory
DHwer #itive Directory

@

= Identity ¥ault

= [=
[

2 Select Enabled.
The Identity Vaults and applications that you select here are included in the HTML reports. For

more information, see Section 8.6, “Generating HTML Reports,” on page 206.
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= [+] 32 Wault
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eDirzelir (STHARMOMNS eDirectory Driver)
Delimited Textz (Delimited Text2)
Userdpplication {Userapplication)

You can scroll and resize the dialog box. Also, you can interact with the Dataflow editor in the
background, in any mode. This is convenient if you want to scroll a different section into view
while this dialog box is up.

8.2.3 Pinning the Identity Vault

To change the scope of the editor to show a single Identity Vault, right-click the vault, then select
Pin Vault to Top Header Row.

Figure 8-10 Pinning an Identity Vault
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With a medium or large-sized project, the dataflow table can contain hundreds of rows and
thousands of items. If you have multiple vaults and want to narrow the scope to more easily edit a
vault without excessive scrolling, you might want to pin a vault. When an Identity Vault is pinned, a
pin icon displays in the upper right corner.
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Figure 8-11 A Pinned Identity Vault
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To unpin the vault, right-click the Identity Vault, then select Unpin Vault from Top Header Row.

8.2.4 Expanding and Collapsing the Identity Vault

¢ “Expanding an Identity Vault” on page 195

+ “Expanding All Identity Vaults” on page 196

¢ “Expanding Classes” on page 196

Expanding an Identity Vault

When the editor first loads, all vaults are expanded at the top level by default.

To collapse or expand the list of classes and attributes in an Identity Vault, do one of the following:

¢ Click the - or + icon below the Identity Vault icon.

Figure 8-12 Icons to Expand or Collapse the List of Classes
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¢ Select the Identity Vault, then press the Right-arrow key to expand the information, or press the
Left-arrow key to collapse the information.
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Expanding All Identity Vaults

To expand or collapse the list of classes and attributes for all Identity Vaults, click Expand all
Identity Vaults or Collapse all Identity Vaults from the drop-down on the toolbar.

Figure 8-13 Select to Expand or Collapse All Identity Vaults
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Expanding Classes

To view all attributes in a class, select the class, then press the Right-arrow key. To collapse the list
of attributes, press the Left-arrow key.

To view all classes and attributes in an Identity Vault, right-click the Identity Vault icon, then select
Expand Vault. To list just classes in an Identity Vault, right-click the Identity Vault, then select
Collapse Vault.

Figure 8-14 Menu Options to Expand an Identity Vault
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8.2.5 Switching to an eDirectory Tree Icon

To switch from an Identity Vault icon to an eDirectory tree icon, right-click the Identity Vault, then
select Change to eDirectory Tree.

Figure 8-15 Changing to an eDirectory Tree
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8.2.6 Viewing an eDir-to-eDir Driver

You can easily view both ends of an eDir-to-eDir connection so that you can configure the dataflows
on both sides. Designer automatically detects the two eDirectory applications and aligns them in the

same table column. A red line connects them.

Figure 8-16 An eDir-to-eDir Connection
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8.2.7 Keyboard Support

You can navigate by using the Up-arrow, Down-arrow, Left-arrow, and Right- arrow keys as well as
PageUp, PageDown, Home, and End. In addition, you can navigate from one Identity Vault to
another by clicking the up-arrow or down-arrow on the toolbar.

Figure 8-17 Navigation Icons
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8.3 Adding Items in the Dataflow Editor

Section 8.3.1, “Adding an Identity Vault in the Dataflow Editor,” on page 198
Section 8.3.2, “Adding a Driver in the Dataflow Editor,” on page 199

*

*

*

Section 8.3.3, “Adding an Application in the Dataflow Editor,” on page 199
Section 8.3.4, “Adding Classes and Attributes,” on page 200
Section 8.3.5, “Adding Non-Filter Attributes,” on page 200

*

*

8.3.1 Adding an Identity Vault in the Dataflow Editor

Figure 8-18 The Dataflow Editors Toolbar
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To add an Identity Vault, click the Add Identity Vault icon on the toolbar.
To configure the Identity Vault, double-click it.

To delete an Identity Vault, select it, then press the Delete key.
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8.3.2 Adding a Driver in the Dataflow Editor

Figure 8-19 An Identity Vault in the Dataflow Editor
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To add a driver while you are in the Dataflow editor, right-click an Identity Vault, then select Add
App/Driver.

To delete an Identity Vault or driver, select it, then press the Delete key.

8.3.3 Adding an Application in the Dataflow Editor

1 On the toolbar, click the Add Application icon.
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2 Browse to and select the driver set that you want this application to connect to, then click OK.

@ Choose Driver Set

‘Which driver set do wou want to connect this application to?
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17 ¥ault
= Kwedjur Yaulk
E Driver Set
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3 Select the driver you want to create, then click OK.
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Designer creates a skeleton of the driver. It does not launch the Driver Configuration Wizard. If
you want to configure the driver, right-click the connection icon in the Modeler, then select Run
Configuration Wizard.

8.3.4 Adding Classes and Attributes

You can add classes and attributes to the dataflow.
To add a class:

1 Right-click an Identity Vault, then select Add Classes.
2 Select the class that you want to add, then click OK.

If you want to add more than one class, press Ctrl and select the classes.
To add an attribute:

1 Right-click a class, then select Add Attributes.
2 Select the attribute that you want to add, then click OK.

If you want to add more than one attribute, press Ctrl and select the attributes.

8.3.5 Adding Non-Filter Attributes

The Dataflow editor provides non-filter attributes. By default, all classes and attributes in the
Dataflow editor come directly from all of the filter policies of the drivers. However, in production
environments, it is common to cause data to flow a certain way directly in your Policy Script code,
XSLT, or in external code that you call out to.
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Usually, these non-filter attributes aren’t defined in a policy filter (unless you’re describing
“augmented” processing) and aren’t in the schema map. This is because they are generated outside

of normal driver operations and you need them in the schema mapping rule only if the engine
processes them.

Normally, non-filter attributes are operated on in the Publisher Command Transformation policy set
or the Subscriber Output Transformation policy set.

The Dataflow editor lets you add the non-filter attributes to the table for documentation purposes so
that you can capture the attributes and have an accurate picture of your actual enterprise dataflows.

To add a non-filter attribute:

1 Right-click the class or attribute name, then select Add Non-Filter Attribute.

= 13 ¥ault

Country
Group
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® @ add Filker attribute, ..

A% ndd Non-Filter Attribute

& i
El Orgs i Edit Schema...

Usel
M Remove

2 Specify the name of the attribute or class, or click Browse, then browse to and select the
attribute or class.

@ Add Non-Filter Attribute

Add Non-Filter Attribute

This atkribuke usually isn't defined in a filker ar the schema map, but is actual data that your
policies define flows For and that you want ko note For docurmentation,

‘Where the Flow is Defined
Mame: |

(*) In Policy

@y Policy Script ar %5LT

@ Usually in the Publisher channel's
Cormmand skep or Subscriber channel's
Cukput skep.

() In External Service
@, &.9. Java RMI call out to the driver,

3 Click OK.
4 Select where the flow of the attribute or class is defined.

In Policy: The dataflow is defined in a policy script or an XSLT style sheet.
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In External Service: The dataflow is defined in a Java RMI call to the driver.
5 Click OK.

If the non-filter attribute is defined by a policy, a small P is added to the icon. This icon distinguishes
a non-filter attribute from a regular filter attribute.

Figure 8-20 A Non-Filter Attribute

By In Palicy

If the attribute is defined by an external service, a small E is added to the icon.

Figure 8-21 A Non-Filter External Attribute
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8.4 Removing Items from the Dataflow Editor

¢ Section 8.4.1, “Removing an Identity Vault,” on page 202
+ Section 8.4.2, “Removing Classes and Attributes,” on page 202
8.4.1 Removing an Ildentity Vault

To delete an Identity Vault, select it, then press the Delete key.

8.4.2 Removing Classes and Attributes

To delete a class or an attribute, select the class or attribute name, then press the Delete key.

You can delete multiple objects in one Delete operation. Select the objects that you want to remove
from the Dataflow editor, then press the Delete key.

8.5 Editing Items

Section 8.5.1, “Editing within the Dataflow Editor,” on page 202
Section 8.5.2, “Editing Non-Filter Attributes,” on page 204

*

*

*

Section 8.5.3, “Managing Schema,” on page 204

*

Section 8.5.4, “Removing a Flow,” on page 205

*

Section 8.5.5, “Changing How Data Flows,” on page 205

8.5.1 Editing within the Dataflow Editor

As a convenience, you can edit many items within the Dataflow editor. This capability turns the
Dataflow editor into a full project editor that allows you to have all the tools you need in one place.
You can edit Identity Vault properties, classes, attributes, drivers, and applications.

¢ “Identity Vault Properties” on page 203
+ “Classes and Attributes” on page 203
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¢ “Drivers” on page 204
+ “Applications” on page 204
Identity Vault Properties
Access the Identity Vault’s properties pages by doing one of the following:

¢ Double-click the Identity Vault.
+ Select the Identity Vault, then press Enter.
¢ Right-click the Identity Vault, then select Properties.

Figure 8-22 The Properties Option

eDirectory O

P

Add Filker Classes...
Kvedjur ° j Add AppfDriver, ..
Expand Yault

=] Collapse Yault
Group #  Pin Yaulk ko kop Header Row

Country

Drganiz:
Change to eDirectory Tree
Organiz:
User 27, Import Schema..,
Deploy Schema. ..

iy Manage Vault Schema. ..

¢ Edit Driver Set...

Z
&1 Add Driver Set..,
*

Remove Identity Yault

Properties

Classes and Attributes
Launch the Manage Schema tool by doing one of the following:

+ Double-click the class or attribute.
+ Select the class or attribute, then press Enter.

+ Right-click the class or attribute, then select Edit Schema.

This tool enables you to modify classes and attributes. For more information, see Chapter 7,
“Managing the Schema,” on page 155.

Figure 8-23 The Edit Schema Option
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Drivers
To access the driver’s property pages, click the driver name below the application name.

Figure 8-24 Location of a Driver Name
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Applications

Access the properties pages for the application by doing one of the following:

¢ Double-click the application.
¢ Select the application, then press Enter.

¢ Right-click the application, then select Properties.

Figure 8-25 The Properties Option for an Application

eDirectory Driver Delimited Text

eDirectory Diver Delirnited Text

I o M M ™
ﬁ\ __] Add App|Driver...
&2 Edit &pp's Driver...,

)= ¥ Remove Spp/Driver
SAF Properties

8.5.2 Editing Non-Filter Attributes

The directional flow of these attributes is edited in the same way as other attributes. Right-click the
arrows and select Publish, Subscribe, Ignore, Reset, or Remove from Filter.

Reset means that you have the value reset under certain conditions. The attribute might be in a
policy filter, but in addition, you might have some manual logic that resets the value. Occasionally,
resets by manual logic occur in production environments.

8.5.3 Managing Schema

To import, deploy, and edit the schema in the Dataflow editor, right-click an Identity Vault, then
select the option that you want. All schema changes made outside of this editor are synchronized.
For more information, see Chapter 7, “Managing the Schema,” on page 155.

Figure 8-26 The Manage Schema Option

47y Import Schema, ..

Deploy Schema. ..

iy Manage Vault Schema...
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8.5.4 Removing a Flow

If a particular flow (Publisher or Subscriber channel) is not defined in the policy filter’s XML, a red
X replaces the Publisher or Subscriber channel arrow. This means that it’s not in the policy and there
will be no flow. This scenario is essentially the same as an Ignore Flow icon, which is an empty
white arrow. However, the distinction is useful so that you know what is actually in your policy’s
XML.

To remove the flow from the XML:

1 Right-click the Publisher or Subscriber channel icon.

2 Select Remove from Filter.

<:| Ignore - App's Changes

® @ '@, Motify - Wault of App's Changes
@ @ @ Publish - App's Changes ko Yault
@ @ } Reset - Changes in Wault Mok Made by App

@] =) Remove from Filker

If a class or attribute is marked to be removed on both channels and nothing references it,
Designer removes it from the Dataflow editor’s table.

8.5.5 Changing How Data Flows

To change the way data flows, right-click the arrow that displays the dataflow, then select the option
that you want.

When you right-click the arrow that displays the dataflow for an attribute, you are presented with
five options, as shown below:

+ Ignore

+ Notify

¢ Subscribe/Publish

+ Reset

¢ Remove from Filter

The functionality for these options changes depending on whether you have selected the left
(Publisher) channel or the right (Subscriber) channel.

For the Publisher Channel:
¢ Ignore - App’s Changes: Instructs the Identity Vault to ignore changes made in the

application.

+ Notify - Vault of App’s Changes: Notifies the Identity Vault about changes made in the
application.

¢ Publish - App’s Changes to Vault: Transfers the changes made to the application into the
Identity Vault.

¢ Rest - Changes in Vault Not Made by App: Resets the changes in the Identity Vault that
were not made by the application.
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+ Remove from Filter: Removes the flow from the XML.
For the Subscriber Channel:

Figure 8-27 Subscriber Channel Options

D Ignote - Yault's Changes

X @ b Matify - App of Yault's Changes

@ @ @ Subscribe - Yault's Changes to App

@ @ Reset - Changes in 4pp Mot Made by Yault
& | % Remove from Filker

&1 b

+ Ignore - Vault’s Changes: Instructs the application to ignore changes made in the Identity
Vault.

+ Notify - App of Vault’s Changes: Notifies the application about changes made in the Identity
Vault.

¢ Subscribe - Vault’s Changes to App: Transfers the changes made to the Identity Vault into
the application.

¢ Reset - Changes in the App Not Made by Vault: Resets the changes in the application that
were not made by the Identity Vault.

+ Remove from Filter: Removes the flow from the XML.

When you right-click the arrow that displays the dataflow for a class, you are presented with three
options, as shown below:

Figure 8-28 Changing the Publisher Flow

-
4 Ignore - App's Changes

@E @ Publish - App's Changes to Yaul:
@E ¥ remove From Filker

WEY

L& Al
@& AD
L& Al
& 122
* Ignore

* Publish/Subscribe

¢ Remove from Filter

The Reset and Notify options are only available when you select an application.

8.6 Generating HTML Reports

Designer allows you to generate HTML reports about your project.

1 Click the Save Current View to HTML icon or the Save All Views to HTML icon.
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View: |Al Filters - = 65‘3’@] UI_%D{? 3 G @

Avaya 2 elirectory 2
Drriver Crriver 2
K\‘W}’ﬂ\ cifrectory
e N
Identity ¥ault 1

Save Current View to HTML generates a report for the current view. Save All Views to HTML
generates nine reports.

Mame ¢ | Modified | Size | Tvpe
Clicons 121812006 12:15 PM File Folder
E] DrataFlowall, bl 121812006 12:29 PM 1 KB HTML File
E] DataFlowFilker btml  12/8/2006 12:15 PM 1 KB HTML File
E] DataFlowhonFilte. ..  12/8/2006 12:15 PM 1 KB HTML File
E] MatifyFlowsall. bl 121812006 12:15 PM 6 KB  HTML File
E] PasswordFlowall.... 1282006 12:15 PM 7KB HTML File
E] ResetFlowall, html 121812006 12:15 PM 1 KB HTML File
E] SyncFlowall, bl 121812006 12:15 PM 101 KE HTML File
E] SyncFlowFilker btml  12/8/2006 12:15 PM 101 KE HTML File
E] SyncFlowhonFilte. .. 1282006 12:15 PM 1 KB HTML File
Kl | |

The HTML files are automatically named. The descriptive names tell what the report is. All
images that you need to support the HTML document are copied to an icons subdirectory
where the HTML is saved. The process includes all of your custom application icons.

You are prompted to save the project to disk.

% Save Views to HTML

The project will be saved First ta make sure the images are on
" 'j disk.
-

Do wou wank bo proceed?

[ oo not show this dislog bax again

Saving is necessary to make sure that all of your icon information is in a state where it can be
successfully copied.

2 Click Yes to save the project.

3 Browse to and select the location where you want to save the reports, then click OK.
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The directory you select for saving is stored in Designer’s memory and becomes the default
directory the next time you save.

4 Click OK in the Information dialog box that indicates where the report is saved.

If you pin an Identity Vault and then generate a report, the report is for that Identity Vault. The
Identity Vault’s name is included in the HTML name.

Figure 8-29 A Pinned Identity Vault

ERIDM Vault]

-+

If the Dataflow editor has multiple applications, Designer provides a scroll bar to scroll through all
the applications within the Dataflow editor.

Figure 8-30 Continuation Rows in a Report

LDAP Active Directory eDirectory Driver Drelirnited Text Userapplication AvayaPBK Lser Deelimited Textz Active Directory2
b eDirectory [Z . I
| ) | e s,
= Kvedjur Yault
CommExec GD GD GD GD GD GD
¥ Country db db @ A db b
Dir¥ML-nwoWorkOrder GD GD G D GD @@ GD
Dir¥ML-pbrAudixSubsc] G D G D G D <:| D @ X G D
Dir¥ML-pbxExtension GD GD G D GD @ X GD
&l Group db e @B db dbG @B
Organization GD GD @@ GD GD GD
Organizational Role GD GD G D GD GD GD
Organizational Unit @@ @@ @ @ GD GD @@
srvprvDirectoryModel 5 [ aD dp ab ab
[# Unknown GD GD GD GD GD GD
User ap ae ap dB B el
C < ______//)—
& Developer |2 Architect

8.7 Integrating Passwords

If a driver is synchronizing passwords (in at least one direction), a small password-field icon ..
appears under the driver icon. This icon enables you to know where passwords are being
synchronized.

To toggle this icon on or off:

1 Select Window >Preferences > Designer for IDM > Modeler.
2 Click the Display tab.
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3 Select or deselect Show password icons in Developer mode.

itype Filker baxt | Modeler

[+ General

| Behaviers | Display | Guidance | Layouts | Pages || Prompts | Themes |

[=)- Designer For IDM

i Document Generation
- Entitements [#] Show driver icons in Developer mode

‘- iManager L Show password icons in Developer mode

i Import Deploy [¥] Auto-gxpand Identity Yaulks to fit contents

|_;‘_| [#] suto-shrink Identity Yaults to fit contents
-
‘- Project Checker

‘- achema

[ auko-size Tdentity Yaults ta fit their titles

- Configuration [#] show labels by applications and Identity Yaults (Architect mode)

= amLlstion rid Width: | 50

- Trace

If you mouse over the password icon in Developer mode, a helpful tip explains how your passwords

are flowing for each server involved in the flow.

To configure the flow of password synchronization:

1 In Dataflow mode, select Password Sync in the View drop-down box.

2 Double-click the flow arrow.

3 Select options, then click OK.

Password Synchronization Options

Identity Manager accepts passwords (Publisher channel) @ o

Use the Distribution Password For password synchronization @

@ If the password does nok comply, enforce the
password policy on the connected system by
resetting the user's password ko the Distribution
Password

always accept the password; ignore password palicies
The application accepts passwords (Subscriber Channel) @ N

Maokify the user of password synchronization Failure via E-Mail @

Reset the user's password to the Distribution Password @

accept the password only if it complies with the user's password palicy @

[ ox

I

Cancel
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Creating and Managing Policies

Policies enable you to customize the flow of information into and out of Novell eDirectory for a
particular environment.

For example, one company might use the inetorgperson as the main user class, and another company
might use User. To handle this, a policy is created that tells the Metadirectory engine what a user is
called in each system. Whenever operations affecting users are passed between managed systems,
Identity Manager applies the policy that makes this change.

Policies also create new objects, update attribute values, make schema transformations, define
matching criteria, maintain Novell Identity Manager associations, and many other things.

For more information on policies, refer to the following:

¢ Understanding Policies for Identity Manager 4.0

¢ Policies in Designer 4.0

¢ Novell Credential Provisioning for Identity Manager 4.0
¢ Identity Manager 4.0 DTD Reference
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Enabling Staging of Projects

Using Identity Manager can involve two or more stages, such as development, the test environment,
and the production environment. In an Identity Manager environment, the drivers are the most
crucial components. When an Identity Manager project is moved from one stage to another, moving
drivers becomes critical. Staging provides users the flexibility to validate the appropriate resources
in real time, which ensures uniformity across all stages.

Figure 10-1 Staging Identity Manager Projects

Entitleme

Figure 10-1 shows a basic representation of the movement of Identity Manager projects across
different stages. Three projects are developed and tested in three separate setups and then connected
in the subsequent stages. The scale of projects grows with stages, but not necessarily the scale of an
individual driver.

Staging Identity Manager projects is discussed in the following sections:

¢ Section 10.1, “Prerequisites,” on page 214

+ Section 10.2, “Importing Additional Objects from eDirectory,” on page 214

¢ Section 10.3, “Deploying Additional Objects into eDirectory,” on page 219

¢ Section 10.4, “Exporting LDIF Container Objects to an LDIF File,” on page 223

¢ Section 10.5, “Importing Objects from an LDIF File into an LDIF Container,” on page 225
¢ Section 10.6, “Setting up Driver Security Equivalences,” on page 227

¢ Section 10.7, “Editing the LDIF Container Data by Using an Editor,” on page 231

¢ Section 10.8, “Deleting the LDIF Container,” on page 231

¢ Section 10.9, “Changing the LDAP Properties,” on page 232
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10.1 Prerequisites

Ensure that the following prerequisites are met before attempting to stage Identity Manager projects:
¢ All the stages should have the same version of eDirectory, Identity Manager, and Identity
Manager drivers.
+ Designer 3.5 or later is present.

¢ All the applications and drivers are fully developed and tested in one stage before moving them
to the next stage.

10.2 Importing Additional Objects from
eDirectory

Designer provides the functionality to store additional objects (objects that are not modeled in the
Designer). These objects are stored in an LDIF container under the Identity Vault. By default, there
is no LDIF container. An LDIF container is created when the Import Additional Objects or Import
Objects from LDIF File into LDIF Container option is selected.

1 In the Modeler, select ID Vault > Live > Import Additional Objects.

B8 < Undo Change Lacation

Mew L4

s Skraighten Connections

[:5 Select Connected Applications

= Distribute N
Align »
‘alidate
Team 3
Cornpare With b E Import...
Replace wWith | ol Deploy...

&3 Compare...

‘? “hange ko ebirectary Tree

“hange ko Identiby Yault | Meta-Directory Scherna 4
=& Add to Group % Manage Directary
% Manage Waulk Schema.. . % D3 Trace

i | iManager

ki Docurnent Selection. ..

@5 Irnport Objects From LDIF File. .,

E Impork Schema From File. .

Import From Configuration File. ..
Export ko File

ﬁ Driver Status

2 start all Drivers
& stop all Drivers
@) Restart all Drivers

-

E-Mail Templates 4

= Deploy Additional Objects...

¥ Delete

Properties

& Remowve From Context Chrl+-alk+3hift+Down
eloper

2 In the Import Additional Objects page, click Browse to open the eDirectory Browser.
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& Import from Identity Vault E]

Import objects into an Identity Vault

®

Select the objects ta import fram eDirectary.

Objects ko Impart: =

Browse. .. |E|

Remave

eDir-ko-eDir. ..

= .
L Conkinue Cancel

3 In the eDirectory browser page, select the objects that should be directly imported, then click
OK.

or

Select the objects, select Import sub-containers also, then click OK.
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@ Browse Identity Vault
File

Select an object:

EREN cHirac_TREE
% niovwell
Y security

[]1mport sub-cantainers also

x)

:%nmrell
mSecurity

808

Cancel

The selected objects are displayed in the Import Objects dialog box.
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@ Import from Identity Yault

Import objects into an Identity Yault

Select the objects to import from eDirectory,

Ohjects ta Import:

X]
@

= vell. CHIRAG_TREE.
[=-[+] testz
= [w] test3
= [+] test4
=[] tests
=) [+] tests
(= [w] test?
= [w] testd
=[] testd
=-[«] test1in

testuser

Browse. ..

eDir-to-elir. .,

Continue H Cancel
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4 TIf you do not want to import a given object, either deselect it and continue or select it and click

Remove.
@ Import from Identity Yault E]
Import objects into an Identity Yault §
Select the objects ko import From eDirectary,

CObijects ba Innport: =

test, novell, CHIRAG_TREE, Browse, .,
testl, novell. CHIRAG_TREE.
Remove

(7) [ Continue H Cancel ]

5 Click Continue to import the selected objects. These objects are stored in the LDIF container.

These objects are retrieved by an LDAP channel. If you are running the LDAP service on non-
default ports, see Section 10.9, “Changing the LDAP Properties,” on page 232 for more
information. The objects in the LDIF container are overwritten. To keep a record of the objects
stored in the LDIF container, export the information of the LDIF container into an LDIF file.
For more information, see Section 10.4, “Exporting LDIF Container Objects to an LDIF File,”
on page 223.
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10.3 Deploying Additional Objects into
eDirectory

Designer allows you to update objects that are already present in eDirectory. The current
functionality does not support the deployment of objects containing references to objects in
eDirectory. To deploy these objects, you can either manually create the objects in eDirectory or
remove the references (see Section 10.7, “Editing the LDIF Container Data by Using an Editor,” on
page 231). Designer allows you to update objects that are in eDirectory.

1 In the Modeler, select ID Vault > Live > Deploy Additional Objects.

veloper | [2 Archite

< Undo Changes Location

Mew

saa Straighten Conneckions

f__si Select Connected Applications
Diskribute
Align

Walidate

Team
Compare With
Replace With

? Change to eDirectory Tree
hange to Identity Waulk [ Meta-Directory
= Add ko Graup

3
L= Impark...

_E Deploy...

-"_C‘% Compare...

Schema 4

& Manage vault Schema...

i Document Selection...
ﬁg Impoart Objects from LDIF file. ..
ﬁ Imnpart Scherma from File, ..
Imnport From Configuration File, ..
Export ko File
E-Mail Templates

s}% Manage Dirackory
& DS Trace
e | iManager

&) Driver Status

D start all Drivers
2 stop All Drivers
@) Restart &l Drivers

22 Import Additional Obiects. ..

v Additional b

¥ Delete

Properties

3 EEM aof 254M

& Remowe from Conkexk

Chrl-+alk+Shift+Down
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2 Seclect or deselect the objects by clicking Select All, then click Deploy.

@ Deploy Objects

.l select the objects that need to be deployed
Select the objects that need to be deploved

x)

E COhjects to be Deployed

] novell

[0 -H testt.novel

[Jupdate existing objects in eDirectary

Deploy

] [ Cancel
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If the objects are already present in eDirectory, a warning is displayed.

@ Im port Results gl

Dperation Fesulks: = ['Es']
= 'Q' Identity Wault additional objects deplay

A l:lhjEtEt could nok be added in eDire y
a{},‘ Ohiject could not be added in eDirectory

Details:
& Warning
Dbject: ou=test, o=novel
Description: Ohject could not be added in eDirectory

Technical Data: LDF\PExceptinnl Entry Already Exists (A3 Entry Already Exists | -
LDAPE<ception; Server Message: NDS error: entry already exists (-606) B
LDAPException: Matched D B
com,novell ldap, LDAPResponse, getResultException{Unknown Source)
com.novell Idap, LDAPResponse, chkPesult Code{Unknown Source)
com.novell Idap, LDAPConnection, chkResult CodedUnknown Source’
com.novell dap, LDAPConnection, add(Unknown Source)
com.novell dap, LDAPConnection, add{Unknown Source)
com.novell core, datataols, access, nds LDAPConnectionObject, updakeCObjects(LDAPCon
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3 If the objects are already in eDirectory, click Update Existing Objects in eDirectory to update
them, click Deploy, then click OK.

< Deploy Objects &|
.l select the objects that need to be deployed
Select the objects that need to be deployed

& Ohjects to be Deploved

.[ﬂ test, nowvell
.[ﬂ testl.novell

| Update existing objects in eDirectory

[ Deploy H Cancel

If there are no objects or the information is not in a proper format in the LDIF container, a
warning is displayed.
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10.4 Exporting LDIF Container Objects to an
LDIF File

You can export objects from the LDIF container and store them in the LDIF file.

1 In the Modeler, select ID Vault > Live > Export to File > Additional Objects.

E‘ IdEntir" [T [
C.‘j' Undo Change Location

=-a-a Straighten Connections

[j Select Connected Applications
Distribute
Align

Yalidate

Tean
Compare With
Replace With

? Change to eDirectary Tree
Change to Identity Yault | Meta-Direckory
=3 Add ko Group

[& Manage vault Schema...

Docurment Selection, .,

@F‘ Import Objects From LDIF file. ..
=, tmport Schema from File, .
Import Fram Configuration File. ..

E-Mail Templates Configuration...

_ﬁ schema. ..

Live 4

¥ Delete

Properties

&% Remowve From Conbesxt Chrl+alk+Shifk+Dovn
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2 From the file browser that displays, specify the name of the file into which objects stored in the
LDIF container should be exported, then click Save.

Export Objects to LDIF
Save it | [ New Folder v| Q . sl

&l

ty Recent
Documents

™

Desktop

&

by Documents

-

tdy Compuiter

File name: | Identity Wault 2 w | | Save |

MyNetwork | Saveastype | “Idi v| | conce |

@

If there is no information in the LDIF container, a warning is displayed.
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10.5 Importing Objects from an LDIF File into an
LDIF Container

You can export objects from an LDIF file to an LDIF container. This overwrites the existing objects

in the LDIF container.

1 In the Modeler, right-click the /D Vault and select Import from LDIF File.

& < lndo Change Location

(2 Architect

Mew

wea Straighten Connections

{1 Select Connected Applications
Distribute
Align

Yalidate

Tearn
Compare With
Replace with

? Change to eDirectory Tree
Change to Identity Wault [ Meta-Direckory

o Add ko Group

{& Manage vault Schema. .,

Document Selection. ..

2, Import Schema From File. ..
Trnpart Fram Configuration File. .
Expott to File
E-Mail Templates

Livve

¥ Delete

Properties

& Remove From Conkext ChrlH-alk+Shift+Dowvn
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2 From the file browser that displays, select the file from which the LDIF object should be
imported, then click Open.

Select LDIF File

Loak in: |@ Mew Folder V| + 70l FEF
—__2_ Tdentity Yault 2
My Recent
Documents

Desktop

2>

by Documents

-

ty Conmpiter

File name: | Identity Wault 2 w | I Open l

MyNetwork | Files of ype: | =Idi v| | conce |

m
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10.6 Setting up Driver Security Equivalences

Designer allows you to define and deploy the Security Equivalences objects for the drivers in

eDirectory.
To set Security Equivalences for a driver:

1 Right-click a driver and select Live >Set up Driver Security.

ra =

< Undo Change Locatian

Tl 4
Copry 3

B2 Mark as Firewal

s-e-n Straighten Connection

?" Showe DakaFlow Yiew

Z Dir¥ML Scripk Tracing. ..
(B shaw Policy Sets

& Simulate. ..

El Run Configuration Wizard. ..
& Edit Entitlements. ..
% Password Synchronization. ..

E Manage Application Schema. ..

Document Selection, .,
Export bo Configuration File.. .
Irmport From Configuration File...

l=; Import...
¥ Delete Q Deploy...
ﬁ Compare, ..
Properties

Driver Configuration

E§5 Refresh Application Schema. ..

ﬁ Crriver Status
i} Start Driver
ﬁ Stop Driver
(@) Restark Driver

13 Set Driver Trace Lewel,..
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2 On the Driver Security Equivalences/Exclusions page, click Define Security Equivalences.

& Driver Security Equals/Exclusions

Mowell recommends that vou do the Following For drivers:
- Define Security Equivalences on them
- Identify all objects that represent Administrative Roles and exclude them From replication.

[DeFine ‘Security Equivalences'. .. ]

[Exclude ‘Bdministrative Roles',.. ]

3 On the Deploy Security Equivalences page, select the Security Equivalences object from the
list, click Deploy, then click OK.

For example, testuser.novell is not in eDirectory but is in the LDIF container. The Deploy
operation picks testuser.novell from the LDIF container and adds it to eDirectory.

@ Deploy - Security Equivalences E]
Diriver Driver St Identity Waulk
Delimited Text  SyncDS Identity Yault

Security Equivalences:

Remaove

Deploy

[ oK H Cancel ]

You can remove the existing Security Equivalences object and define new Security
Equivalences objects for the Driver.
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4 Sclect the Security Equivalences object, then click Remove.

& Deploy - Security Equivalences

Driver Driver Set  Identity Yault
Delimited Text  SyncDS Identity Yault

Security Equivalences:

QK ] [ Cancel
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5 To add a new object, click Add, select the object, then click OK.

*® Deploy - Security Equivalences

Diriver Driver et Identity Yault
Active Direckory TestSet Identity Yaulk

Security Eguivalences;

® Browse Identity Vault
File:

Select an object:

= |2 DESIGNER-SHAMMI
B asgessiteel0Ui e
A2 kpr
i % nowell
2y REE
r% test
o userapp
¥ & 00O
(@] dm
m Security

£ i

i

& rpl

adrnin

==
[l ELR-DESIGNER
BLR-DESIGNER-F‘S
@LDAP Server - BLR-DESIGMER
@LDAP Group - BLR-DESIGMNER:
Q?Http Server - BLR-DESIGMER.
4 545 Service - BLR-DESIGHER
B A3 Service - TestServer

W

O=novell

Cancel

J
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10.7 Editing the LDIF Container Data by Using an

Editor

Designer allows you to modify the LDIF objects by using different editors. Under the ID Vault,
right-click the LDIF Container, then click Open With > Select Designer Built-in Editor. Or, double-

click the LDIF container to open it.

= 2l project
=-[@] 1dentity Vault 2

-

D

5

t Built-in Edikar

E serw
= &l Drive ¥ Delete
“ Linrgrp——
% Diefault Motification Collection

10.8 Deleting the LDIF Container

Designer allows you to delete the LDIF container. Under the ID Vault, right-click the LDIF

container, then click Delete.

= E project
=Bl 1dentity vault 2
U LDIF-Tdentity Vaulhg
ﬁ SEFVEr
=] E Diriver Set %9 Dalate
iﬂ Library =
% Default Motification Collection

Cpen ith #
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10.9 Changing the LDAP Properties

You can modify non-default LDAP properties by using the Properties view of the Identity Vault.
This is used for importing and deploying objects.

1 Under the Properties view, click ID Vault, then specify the LDAP clear text port and LDAP
secure port numbers.

] Properties &3 ?" Dataflow | (2 Policy Set

Property Yalue
| = 1.0dentity¥aut | |
Marme Identity Waulk 2
Host Address 164,99,136,134
ser Mame adrmin . noveel
Passward Hokkkatok
Conkexkt
ldapClear TextPort 359
ldapSecurePart 636
uselDAPSecure”hannel false
= 2. Administrator
Marne
Cell
Department
E-rnail
Fax
Lacation
Mokes
Pager
Phone
Title

2 Save the project.
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Setting Up E-Mail Notification
Templates

Notification templates enable you to customize and send e-mail messages that users receive when
triggers occur.

*

Section 11.1, “Viewing Notification Templates,” on page 233
¢ Section 11.2, “Editing a Notification Template,” on page 236

*

Section 11.3, “Adding and Deploying a Notification Template,” on page 240

*

Section 11.4, “Policy Builder and Notification Templates,” on page 241

*

Section 11.5, “Configuring the E-Mail Server,” on page 241

11.1 Viewing Notification Templates

Designer provides default notification templates, which you can view or edit. To view the templates:

1 Select an Identity Vault in the Modeler.

2 In the Outline view, scroll to and right-click the Default Notification Collection for that Identity
Vault.

3 Select Add Default Templates if you want to add the default English version of the notification
templates to the Identity Vault.
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proect (RN, [EFT GO
L= outputTransformss
[E Delimited Text
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If Default Notification Collection isn’t expanded, expand it. The expanded tree shows the
default notification templates. The install program no longer installs all of the notification
templates with Designer.

Select Add All Templates to update all of the notification templates that are installed with
Designer to the Identity Vault. You can then use the Filter option in the Outline view to filter
out the notification templates that you don’t want to see.

To view and edit the internationalized template files, click the Filter icon in the Outline view,
then select languages that you want to see.
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5 Ifyou want a certain template to have all of the localized templates, right-click that template
and select Add Localized Templates.

All of the localized templates are added for the selected template. Use the Filter icon to select
the languages you want to see.

6 Use the templates in the Default Notification Collection to send e-mail notifications to users in
the Identity Vault.

You can customize these templates with your own text. Right-click a template (for example,
Forgot Hint), then select Edit.

You can also open a template by double-clicking it.

Template Name Description

Attestation Completed Notification Sends an e-mail notification when the workflow
process for your attestation request is
completed.

Attestation Notification Sends an e-mail notification when a new

compliance activity is submitted that requires
your attention.

Availability Sends an e-mail notification when an availability
setting has been created or modified.

Default Job Notification Sends an e-mail notification to report results of
the job as configured in the template. Contains
the name of a job and any status information
from the job.

Delegate Sends an e-mail notification when a a delegate
assignment has been created or modified

Forgot Hint Sends an e-mail notification when a user forgets
a password and requests a hint.

Forgot Password Sends an e-mail notification when a user
incorrectly enters a password.

Password Reset Fail Sends an e-mail notification when a user tries to
reset a password but doesn’'t meet password
policy requirements.

Password Set Fail Sends an e-mail notification when a user’s
password cannot be set in the managed system.

Password Sync Fail Sends an e-mail notification when a user’s
password fails to synchronize.

Provisioning Approval Completed Notification Sends an e-mail notification when a workflow is
completed. Indicates the overall workflow and
provisioning decision.

Provisioning Notification Sends an e-mail naotification to a user or
manager for approval. Indicates that action is
required from the user or manager.

Provisioning Notification Activity Sends an e-mail notification to a user or
manager about the activity of the provisioning
notification.
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Template Name Description

Provisioning Reminder Sends an e-mail notification when a user activity
time out expires. Reminds the user or manager
to act.

Proxy Sends an e-mail notification when a proxy

assignment has been created or modified.

Resource Request Approval Completed Sends an e-mail notification when a resource
Notification request has been approved.
Resource Request Notification Sends an e-mail notification when a resource

has been requested.

Role Request Approval Completed Notification ~ Sends an e-mail notification to a user or
manager that the approval process is completed.

Role Request Notification Sends an e-mail naotification to a user or
manager that a new role request requires
approval.

Send Info Sends information via an e-mail.

11.2 Editing a Notification Template

Select an Identity Vault.
In the Outline view, right-click a template (for example, Forgot Hint), then select Edit.

3 Select a format, specify a subject, add tokens, customize the message that users receive, then
save and close the template.

E-Mail Template Editor @
E2) Forgot Hink, Default Motification Collection, Identity ault

E-Mail Content

Send As (OHTML (O Text Tokens:
$UserFullamesd -Ne ,
Subject: $Hints
‘four password hint request
Message:
B 77U ThR HEH @ == = =i | E R
<head:> A
<titlex>Your password hint request</titlex
<stylex
<!-— body { font-family: Trebuchet M3 } —->
</style>

</headr<body EGCOLOR="#FFFFFF">
<prDear §UserFulllamed,</p>
<p>¥ou hawve reguested that your password hint be emailed to you. The password
hint is given below:</p>
<prHint: §Hint§</p>
<p>If you did not recguest that your hint be emailed to you, please contact the

< >

v

¢ >
2] E-Mail Template Editar

¢ Section 11.2.1, “Selecting a Format,” on page 237
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*

Section 11.2.2, “Specifying a Subject,” on page 237

*

Section 11.2.3, “Working with Tokens,” on page 237

*

Section 11.2.4, “Attaching an Image,” on page 238

*

Section 11.2.5, “Editing a Template Message,” on page 239

11.2.1 Selecting a Format

Select whether users receive this e-mail notification in HTML or text format.

Figure 11-1 Options for Sending the Notification

Send As {8 HTML

11.2.2 Specifying a Subject

The subject is the text that a user views in an e-mail’s Subject heading or field. You can change the
text in the Subject field. You can also use tokens here. The text or tokens don’t determine the name
of the template.

Figure 11-2  The Subject Field

Subijeck:

I Your password hink request

11.2.3 Working with Tokens

A token is a variable or replacement tag for items such as the user’s name. Tokens help you
personalize the message to the user.

Figure 11-3 The Tokens Dialog Box

Tokens:
$UserFullames e, .,

$Hint$

Each template includes default tokens. For example, the Forgot Password e-mail template for
sending a password to the user includes the default replacement tag named $CurrentPassword$.

You can define other tokens for use in the body of the message or in the subject. Your ability to do so
depends on the application that uses the templates. To find out how to define additional replacement
tags, see the documentation for the application. For example, Identity Manager Password
Synchronization can’t use a replacement tag that you create unless the policy in the driver
configuration that uses the template also contains the definition of the replacement tag.
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Adding a Token
1 Click New.

Add Replacement Tag
Enter the token name and walue For the token,
Marme: | |
Drescripkion: | |
I O l [ Cancel ]

2 In the Create a Replacement Tag dialog box, type a name for the token.
You don’t need to type the § characters. Designer provides them.

3 Type a description for the token.

4 Click OK.

When you add a token, the tag is automatically added to the XML source for the template. After you
add a tag, you can edit it only in the XML Source view.

Removing a Token
To delete a token, select it, then click Remove.

Make sure that you don’t remove tags that are needed for the body of the message.

Inserting a Token

1 In the template, click where you want to insert a token.
2 Select a token.
3 Click Insert.

Designer inserts the selected token into the e-mail template.

11.2.4 Attaching an Image

You can attach images to the e-mail template by using the following steps:

1 Ensure that you place the image files in the correct directories depending on your platform:

+ UNIX/Linux: Place the images in the /opt/novell/eDirectory/lib/dirxml/
rules/manualtask/mt files directory.

Windows: Place the images in the <eDirectory installation
folder>\NDS\mt_files directory.
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2 In your e-mail template, use the following syntax to attach images:

<p> <img ALT="your image" SRC="cid:orchid.gif" height="29
width="80/> </p>

where orchid is the name of the image.

Because the file name is case sensitive, the name of the file (image) must exactly match with
the file name in the directory.

3 Restart the system after placing your image files in the correct directories for your platform.

For example, if an e-mail has already been sent, you need to restart ndsd/eDirectory for it to use
the new image.

¢ UNIX/Linux: Restart ndsd.
Windows: Restart eDirectory.
4 Click OK to save the template.

11.2.5 Editing a Template Message

The text of the e-mail message appears in the Message field. Customize the text so that it suits your
environment. Use tokens to personalize the e-mail message.

Figure 11-4 The Message Edit Box

Il
Aty
L]
n¥
U]
i

B 75U TR @] @A E =
<head:> A
<title>¥Your password hint reqhest<!title>
<stylex
<!—-— body { font-family: Trebuchet M3 } -->
</style>
</ headr<body BGCOLOR="#FFFFFF">
<prDear §UserFullMNamed,</p>
<p>¥ou hawve recguested that your password hint he emailed to you. The password ¥
£ >

n—
=
=

<
2] E-Mail Template Editar

1 Inthe E-Mail Template Editor, place your cursor in the Message edit box, then press
Ctrl+Spacebar.

2 Select an HTML tag by double-clicking a tag in the drop-down list.

<prDear §UserFullllamed, </p>

{33 # |8 link.if the href attribute is present, and the target
<> abhr for a link if the name attribute is present

< ¥ acronym

<% address

<> applet

<*h

<> basefont

<>hdo

<% bgsound

<> big "

3 Format text by using the toolbar.
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4 Preview the text by clicking the Preview icon .
5 Save the template by selecting File > Save.
You can also click the Save icon.

If the code isn’t valid, you can’t save the template.

11.3 Adding and Deploying a Notification
Template

¢ Section 11.3.1, “Adding a Notification Template,” on page 240
¢ Section 11.3.2, “Importing a Notification Template,” on page 240
¢ Section 11.3.3, “Deploying a Notification Template,” on page 241

11.3.1 Adding a Notification Template

1 Select an Identity Vault in the Modeler.
2 In the Outline view, scroll to Default Notification Collection for that Identity Vault.
3 Right-click, then select New Template.

E-Mail Templates

Add Notification Template
Enter the template name.
Mame: | |

Open the editor after creating a template,

Ok l [ Cancel

4 Name the template.

5 If you want to automatically open the template editor so that you can view or edit the template,
select Open the editor after creating a template.

6 Click OK.
7 Customize the text by editing the template message.

8 Click Save on the Designer toolbar.

11.3.2 Importing a Notification Template

To import a notification template from a file:

1 In the Outline view, scroll to Default Notification Collection for an Identity Vault.
2 Right-click, then select Import Template from File.
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3 Browse to and select the template.

4 Customize the text for your environment by editing the template message.
To import a notification template as a live operation:

1 In the Outline view, scroll to Default Notification Collection for an Identity Vault.
2 Right-click, then select Live > Import.

3 Specify the host name (IP address) for the tree.

4 To authenticate, specify the user name and password.

5 Browse to and select the template, then click OK > Continue > Import > OK.

6 Customize the text for your environment by editing the template message.

11.3.3 Deploying a Notification Template

After you add or import a template, deploy it.

1 Right-click the template.
2 Select Live > Deploy.

11.4 Policy Builder and Notification Templates

For information on using the Policy Builder interface to send e-mail notifications, see “Send Email”
and “Send Email from Template” in the Policies in Designer 4.0 guide.

11.5 Configuring the E-Mail Server

The e-mail server sends notification e-mails from applications that use the Notification
Configuration templates.
1 Select an Identity Vault in the Modeler.
2 In the Outline view, scroll to Default Notification Collection for that Identity Vault.
3 Right-click, then select Properties.
4 Specify the host name, From, and authentication settings for your SMTP e-mail server.
Host Name: The host name of your SMTP e-mail server. This can also be an IP address.

From: When a user opens the e-mail, the text that you enter in the From edit box is displayed
in the From field of the user’s e-mail heading. Depending on your mail server settings, the text
in this field might need to match a valid sender in the system (for example,
helpdesk@company.com instead of descriptive text such as The Password Administrator).
Such a match allows the mail server to do reverse lookups or authentication.

Authenticate to the server by using credentials: Use this option for a secured SMTP server.

If your server requires authentication before sending e-mail, specify the username and
password here.

Although the authentication information is specified here, you might also need to specify it
separately for the application that is sending the notification e-mails.
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For example, Forgotten Password e-mail notifications can be sent by using the authentication
information you specify here. However, notification e-mails for Identity Manager Password
Synchronization require the authentication information to be provided in the driver policy that
is used to send notification e-mails.

5 Click OK.
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Importing into Designer

Designer’s Import feature allows you to import the following items into defined projects:

¢ Projects from the File System or from the Identity Vault

¢ Libraries

¢ Driver sets

¢ Individual drivers

+ Packages

¢ Channels

+ Policies

¢ Schemas
Depending on a project’s complexity, importing can save you time in building and rebuilding
drivers, channels, packages, and policies. For instance, after a driver, channel, package, or policy is

built, you can import it into new projects and modify it to run in the new environment instead of
starting from scratch on each new driver, channel, package, or policy.

You import projects, drivers, channels, schemas, and policies from an existing eDirectory tree
running the Identity Manager system (Identity Vault), or from an exported project located in the file
system. You import packages from the file system or the auto update feature in Designer. In
Designer, use the Deploy feature to save drivers, channels, and policies into a Metadirectory server
in an Identity Vault. Use the Export feature to save project, drivers, channels, and policies to a local,
removable, or network directory.

What you are able to import depends where you are at within a project. To import an eDirectory
object, you must have sufficient rights to access the eDirectory tree that is associated with the
Identity Vault you are designing. Each of the following sections explains how to import each
component of your Identity Manager solution.

During import, Designer does not import anything that is encrypted. This includes named
passwords, e-mail notifications, existing certificates, and the Secure Login administrator password.
¢ Section 12.1, “Importing Projects,” on page 244

¢ Section 12.2, “Importing a Library, a Driver Set, or a Driver from the Identity Vault,” on
page 254

¢ Section 12.3, “Importing Packages,” on page 263
¢ Section 12.4, “Importing a Driver Configuration File,” on page 264

¢ Section 12.5, “Importing Channels, Policies, and Schema Items from the Identity Vault,” on
page 269

¢ Section 12.6, “Using the Compare Feature When Importing,” on page 278

¢ Section 12.7, “Error Messages and Solutions,” on page 286
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12.1 Importing Projects

Designer’s Import feature allows you to import projects from the File System or from an Identity
Vault.

When you initially open the Designer utility and close the Welcome view, you have no projects that
are currently available.

For information on creating a new project, see Chapter 2, “Creating a Project,” on page 23. For
information on importing projects, see the following sections:

¢ Section 12.1.1, “Importing a Project from the Identity Vault,” on page 244

¢ Section 12.1.2, “Importing a Project from the File System,” on page 249

¢ Section 12.1.3, “Importing a Project from iManager,” on page 251

¢ Section 12.1.4, “Importing a Project from a Version Control Server,” on page 252

12.1.1 Importing a Project from the Identity Vault

1 In Designer, click File > Import.
or

Click Import Project From Identity Vault from the No Projects Available page in the Projects
view, then skip to Step 3.

2 From the Import window, select Identity Manager Project (From Identity Vault) under the
Designer for Identity Manager heading. Click Next.

Select

A
Import an existing Identity Manager project from an Identity I g - 5 I
ault,

Select an import source:

type filter text
I Project (From File System)

LeRtProject (From Identity Yault)
[l Project (Fram iManager Expart File)

(L3 Project ¢From Yersion Contral)

The Import window allows selections under a number of tabs, including Designer for Identity
Manager. Selections under the Designer for Identity Manager tab include:

+ Importing an existing Identity Manager project from the file system (the project must have
avalid .project file).

+ Importing an existing Identity Manager project from an Identity Vault.
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+ Importing an existing Identity Manager project from an iManager export file (Driver Set
or Driver).

+ Importing an existing Identity Manager project from a version control server.

3 In the Project (From Identity Vault) window, give the new project a name. Select where the
contents of this project are to reside (for Windows workstations, the default is C: \Documents
and Settings\Username\designer workspace). Click Next.

@ Project (From the Identity Vault)

Project Name and Location @
Marne this project and choose a location,

Project name: | Blanston |

Project Contents
Ise Default

@ ’ < Back ” Mext = l

4 Tn the Import Project From Identity Vault window, specify the information needed to
authenticate to the Identity Vault (eDirectory) of your choosing. In the Host Name field, you
can use either a tree name or the IP address of the Identity Vault.

@ Project (From the Identity Vault) £ E)E

Enter Authentication Information @
Enter information to authenticate to the Identity Yault of your choice, P
Host name: | 192.168,14.199 v ®
User name: |admin.blansmn v| @

Passwiord: | sssees |

[(save passward

@ ’ < Back ” Mext = l

5 Fill in the User Name and the Password fields.

If you select Save Password, Designer remembers your password. Otherwise, the next time you
close Designer, you need to re-authenticate when you import, deploy, or compare Designer
objects with the Identity Vault.
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You can use history drop-down lists to choose a previously entered value from a list.
6 Click Next.
7 In the Import Project From Identity Vault page, the Identity Vault Schema and the Default

Notification Collection are added as import options. If you do not want to import one of these
options, select the option and click the Remove icon.

8 In the Import Project From Identity Vault page, click the Browse icon to select the object you
want to import within eDirectory. Click OK to return to the Import Project From Identity Vault

page.

fr

ol

Ohijects o Import:

Import Project From Identity Vault

Add Driver Sets or Drivers to the import list by clicking on the
Browse button and selecting them from the Identity VWault,

—

4

@ Browse Identity Vault
File

Select an object:

=[] oMvaLT
=& Movell
1 Extend

+-718 South

+-718 Tomcat-Roles

+-718 Users

+-78 VirtualOffice
Z Movell+MNetWare 6 &
+- € spache Group
+-k apchadmn-Registry

+-6F RootServerInfo

[ Security
+- &% Logging Services

Driver Set.Movell

Browse. ..

& Active Directory
& Active Directory2
& Active Directorys
& Delimited Text
) DSML S0AP

& eDirectory Driver
& Group'iisel
©/L04F

& Loopback

& test

>

ok | Cancel |

9 If there are drivers you do not want to import with the driver set, select the driver and press the

Remove icon.

You can import multiple driver sets during the import operation. Just browse to the various
objects that you want to import and add them to the list.

Driver sets that are not associated with a server have a red minus sign in the lower right portion
of the driver set icon. These driver sets need a server association in order to be deployed.

10

(Conditional). You can also import policy libraries. Select the Browse icon to browse to and

select the library you want to import, then click OK to add the library to the Import Project

from Identity Vault page.
1"

After you have selected the objects you want to import, click Finish.

When the driver set imports, you see the Import Results window showing you if there were any
problems with the import procedure.
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12
13

14

@ Import Results

Operation Resuts: [ &,
LE} [Centity VALt Schema
A8 entitlment.novel
Details:
o Information
Object: Identity Yault Schema
Description: The import of 'Tdentity Yault Schema' was successful,

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and

Solutions” on page 503 for further information.

To close the Import Results page, click OK.

(Conditional) If you are importing more than one eDirectory driver, select the eDirectory driver
in the Objects to Import window and click the eDir-to-eDir icon in the Import Project From
Identity Vault page to display the Connect to Identity Vault window, where you can import the

associated driver in the other eDirectory trees.

Novell recommends that you import both eDirectory drivers, especially if you have SSL/TLS

enabled.

Provide the username and password, then click Continue. (Skip this step if you only want to

import one eDirectory driver.)

@ Connect to |Identity Vault

by | Provide the credentials to the Identity Yault that contains the associated
eDirectory driver for driver 'eDirectary Driver to madeans',

HostMame: | 192,168.14.199 v ®
User Marne: |admin.blansmn v| ®
Password: |...... |

[save passward

&3

Caontinue H Cancel

|
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15 (Conditional) If you specify the username and password and select Continue to import both
eDirectory drivers, you then see a Browse Identity Vault window where you select the
corresponding eDirectory driver. Select the driver and click Finish.

@ Project (From the Identity Vault)

Import Project from Identity vault

Add driver sets to the import list by clicking the Browse button and selecting them from the Identity Yault,

Cbjects to Impart:

& Active Directory

& Delimited Text

[ Delimited Text OO

eDirectory Driver to madean3
& Password Sync Status Reflector
& User application
Userapplication

& Delimited Text
" [#I& eDirectary Driver to madeanz2

BEE oy iverset.novell. MADEANZ_TREE.

AMN3_TREE.

Browse,.,

&l enir-to-eDir ...

e

Mesxt = ’_ Einish ] l Cancel ]

You are returned to the Project (From Identity Vault) window, where you can select or deselect
the drivers, allowing you to choose only the drivers in a driver set that you want to import.

16 Click Finish.

By having both drivers available, you can view the complete data flow between the two
eDirectory drivers, as well as the other drivers you selected.
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12.1.2 Importing a Project from the File System

Earlier Designer workspaces are not compatible with Designer 3.0 and above. Designer stores
projects and configuration information in a workspace. These workspaces are not compatible from
one version of Designer to another. You need to point Designer 4 to a new workspace, and not to a
workspace used by a previous version of Designer.

If you have Designer 2.x or 3.0 Milestone projects, import the projects into Designer 4.0 (File >
Import > Project from File System). Be sure Copy project into the workspace is selected. Importing
the project runs the Converter Wizard, making the project compatible with Designer 4.0 architecture
and placing it under your designated Designer 4.0 workspace directory (designer workspace by
default).

1 In Designer, click File > Import.

or

Click Import from file system from the No Projects Available page in the Project’s view, then
skip to Step 3.

2 From the Import window, select Designer for Identity Manager > Project (From File System),

then click Next.
Select

Y
Import an existing Identity Manager project from the file I g - 5 I
systemn. This project must have a valid .project file,

Select an import source:

type filter text

C=¥Froject (From File Sy )

5 Project (From Identity Vault)

[l Project ¢From iManager Export File)
(1 Praject (From Yersion Contral)

3 From the Import Existing Projects page, select between the root directory or archive file. The
default is Select root directory. Browse to the directory containing valid projects.
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& Project (From File System)

Import Existing Projects @
Choose a project folder that containg one or more valid .project files, 4

(@ select raot directory: | C:\Documents and SettingsiMovell User'Designerwo

O select archive file:
Projects:

O
M=

1
[#]'= Blanston2 Deselect all

V] Copy praoject into the workspace
DQpen projects after import

@ [ Finish l ’ Cancel l

4 Select the directory where the exported project is saved with the . project extension.

There must also be a valid project file in the selected directory, or the project does not display
in the Projects window. If you have multiple projects you want to import and they are under the
same directory, select the directory above the projects and click OK.

In the Import Existing Projects window, select or deselect any of the projects, then click Finish.

Make sure the Copy Project into Workspace option is selected to copy the contents of the
project into the workstation’s local workspace. (Do not use previous Designer workspaces for
Designer 3.0 and above.)

You can also import multiple projects at the same time by specifying the base or root directory
where you want to start your search. The Import Wizard searches the selected directory and all
of its subdirectories for valid Designer projects to import. You can then select the projects that
you want to import into Designer by using the check boxes. If a project with the same name
already exists in Designer, you can’t import that project and you won’t be able to select it from
the list.

(Optional) If you have selected multiple projects, select whether to open these project’s
directories in the Model view. Designer won’t open all of the projects that are imported from
the file system unless you select Open projects after imports.

(Optional) You can also import projects from ZIP or TAR archives. Click the Select archive file
selection and select the directory where the exported project is saved with the .zip or .tar
extension. The whole archive is searched for valid Designer projects to import.

If the Projects you are importing need to be converted to this version of Designer, you will see
the Project Converter window. See Section 18.1, “Converting Earlier Projects,” on page 385
for more information.

In the Import Existing Projects window, you can select or deselect any of the projects, then
click Finish.
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12.1.3 Importing a Project from iManager

You can create a new Designer project by selecting an iManager .xm1 export file. These include
driver set and driver exports as well as Novell sample configuration files.

1 Click File > Import > Designer for Identity Manager > Project (From iManager Export File),
then continue with
or

Click Project (From iManager Export File) from the No Projects Available view, then skip to
Step 3.

Select

Import an existing Identity Manager project from an iManager export file H 4 5 I
{driver set ar driver).

Select an import source:
|t\,rpe filter text |

L Project (Fram File Systarm)

L5 Project (From Identity Yault)
Project (From itanager Expart File)
{1 Project (From ersion Contral)

@ Mext = Cancel

2 Type aproject name. Use the default designer workspace directory for the project, or type or
browse to the directory where you want to import the project. Click Next.
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B Froieet (FromiManagerExnorrile

Choose File @
Choose an iManager export file to import.

Fila: I

Laook in: | D My Documents vJ @ ?‘ b v
EAdabe
L‘b il{jCyberlink
ty Recent | idfiles i@ ebirectory Driver to Blanston Inc.xml
Daocuments I.éMy Tusic i@ Event TransForm.xml
- I:iﬂMy Fictures @ IDMDriverSet.,xml
L (B rty videos @ 108C 2.l
Deskiop ii}.;‘lmyfiles ‘@ Manage Modify  xml
'@ Active Directary2, xml | mydriverset, xml
@ Active Directory, xml & SchemaMapping. =il
..J @ Active Directory_Publisher062606.xml @ template.xml
My Documents Inl_ Active Directory_Publisher . xml
@) |2 ADDZ-0306 sl
- — | ADO2_Publisher xml
é_l}j |-'3-_' Blanston_xfer_ta_IDM.xml
- | i@ Delimited Text,xml
My Computer
File name: |Driver Setxml V| [ Open ]
iy Metwork Files of type: | * wral L' i [ Cancel ]

Select the directory where the exported project is saved with the .xm1 extension, click Open,
then click Finish.

When you are importing a driver set or driver into a project, you are asked if you want to
validate the values within the drivers you are importing. If you do not want to validate the
driver configuration at this time, click No.

Otherwise, click Yes and continue importing the project.

You can only import the driver functionality that you saved to the .xm1 file. This file does not
contain default driver configurations unless that is what you have saved.

Fill in the information requested in all of the Import Information Requested windows that you
see for each driver in the driver set, or for each driver selected.

The Import Information Requested windows contain different driver information from each
selected driver.

6 Click Next or Finish (depending on the number of pages presented).

Click OK to close the Import Configuration Results window.

12.1.4 Importing a Project from a Version Control Server

The Import dialog box lists projects and enables you to select projects that you want to import.
There are a number of ways to access the Import dialog box in order to import projects from a
version control server, and this example covers one of those methods.
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Figure 12-1 The Import Wizard

Select
elec \

Import existing projects from a verson control server, [E = 5 I

Select an import source:

|type filer text |

k25 Project (From File System)

L5 Project (From Identity Yault)
Project (From iManager Export File)
& E ject (Frorm ¥ i Control)

@ Mext = Cancel

1 Select File > Import.
or
If no projects are available, select Import from version control from the Project view.

2 Click Project (From Version Control) > Next.

3 Type a URL in the Version Control Server URL field, then press Enter. For example:
https://sun.provo.novell.com/svn
svn://123.123.131.120/trunk

4 Provide authentication to the Subversion server if required. Depending on the type of security
you have set up, you might need to supply SSH authentication, SSL client certificate
authentication, or basic HTTP authentication.

& Version Control Authentication

Provide your username and password for the realm:
<gvn: /151,155,160, 120:3690>
13266d7e-de2d-do4e-843b-349e607 4229

Username: | Movell User |

Password: | TYTTITI] |

[IRemember my password

) oK l l Cancel

5 Select a project or projects.
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@ Project (from Version Control Server)

Import Projects from Version Control Server

Specify & version control server URL to search for existing
projects.

Yersion Contral Server URL:

gy 151,155,160, 120 frunk

Projects:
[hello Select All
[]scott
O tost Deselect All
%p1030b
[ %p1030c -
[J=p1021b
[ #p1031c
[J#pli0la

Use default lacation

@ [ Finish H Cancel ]

Version control searches for projects three levels deep from the directory specified in the
Version Control Server URL entry.

6 Click Finish. At the Version Control page that shows you the version control server status, click
OK.

The projects are imported into Designer and are added to the Project view and the Version
Control view.

¥ Project Checker | (0 version Contrel 52 €] Error Log HwEETO
Object StatLis | Date | User | <]
: 4/1/08 9:42 &AM tpew —
= IdentityManager 4/1/08 2:42 AM tpew
=1l Modeler Workspace 4108 9:42 AM bob
] FABIO13TREE 4/1/08 9,42 &AM bob
B FARIO12-MDS 4/1/08 942 AM [leln]
+-&u ds301 41108 942 AM bob
+-GE Default Notfication ¢ 4/1/08 9:42 AM bob
i Schema 47108 9:42 AM bob ﬂ
47M of 254M [ &

12.2 Importing a Library, a Driver Set, or a Driver
from the Identity Vault

To import an eDirectory object, you must have access to the eDirectory tree that is associated with
the Identity Vault.

¢ Section 12.2.1, “Associating a Server to the Identity Vault,” on page 255
¢ Section 12.2.2, “Importing a Library from the Identity Vault,” on page 256
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¢ Section 12.2.3, “Importing a Driver Set from the Identity Vault,” on page 257
¢ Section 12.2.4, “Importing a Driver from the Identity Vault,” on page 260

12.2.1 Associating a Server to the Identity Vault

When you add a new Identity Vault to a project, you see the Add Server Association window, where
you can accept the default server, specify a server, or browse to a server. The import and deploy

features use the server association for later identification. To do this:

1 In the Modeler view, drag an Identity Vault icon from the Palette to the Modeler view to bring

up the Add Server Association window.

. Add Server Association

Specify Server for Identity Vault

Take the default, specify, or browse to a server,

Server DN | &2
Iderttity Manager Version:

For version information or to change the default, click
here

X

L LL

oK

] l Cancel

2 Type the server’s DN context in the Server DN field, or click Browse.

3 Ifyou select Browse, fill in the appropriate host name, user name, and password in the

Credentials to Identity Vault window. Click OK.

Credentials to Identity Vault

Tree: |

v| (#

Username: |

v| &

Password: |

[[]5ave passward

Cancel

4 1In the Browse for Server Object window, select the server you want to associate with this driver

set and click OK.

In the Add Server Association window, you also see the Identity Manager version displayed.
This is important when importing and exporting driver sets and drivers, because you must

match driver sets and drivers to the correct Identity Manager version.
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5 Click the For version information or to change the default, click here entry for more
information.

6 Click OK to close the Add Server Association window and add an Identity Vault to your
Modeler view.

12.2.2 Importing a Library from the Identity Vault

1 Right-click the Identity Vault in the Modeler view, then click Live > Import.

2 (Conditional) If you have not yet provided authentication information, specify it now. In the
Identity Vault Credentials window, fill in the host name, the user name and password
information, then click OK.

Use the drop-down lists if they apply to your connection and user information. The Save
Password option allows Designer to keep password information for future connections to this
Identity Vault. Otherwise, you will see the Identity Vault Credentials page the next time you
open Designer.

3 On the Import from Identity Vault page, browse to the Library object by clicking the Browse
icon.

4 Seclect the Library object and click OK.

@ Import from Identity Vault @

Import objects into an Identity Vault

Select the objects to import From eDireckory, @[]
Objects to Import: =
i’ﬂ New Library novell

Remove

(2) [ Continue |[ Cancel

The library is added to the Import from Identity Vault page.
5 Click Continue, then click Import to import the library.
6 On the Import Results page, click OK.
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12.2.3 Importing a Driver Set from the Identity Vault

To import an Identity Manager Driver Set object (and all contained drivers) into an Identity Vault
object in the Modeler view:

1
2

6

Right-click the Identity Vault in the Modeler view, then click Live > Import.

(Conditional) If the Driver Set that comes with the Identity Vault creation is empty, you are
asked if you want to remove the default Driver Set icon from the selected Identity Vault. Click
Yes.

(Conditional) If you filled out the authentication information when you initially created an
Identity Vault icon in the Modeler view, go to the Properties view under the Project view.
Specify authentication credentials for the selected Identity Vault, then skip to Step 5.

(Conditional) If you have not yet provided authentication information, specify it now. In the
Identity Vault Credentials window, fill in the host name, the user name and password
information, then click OK.

Use the drop-down lists if they apply to your connection and user information. The Save
Password option allows Designer to keep password information for future connections to this
Identity Vault. Otherwise, you will see the Identity Vault Credentials window the next time you
open Designer.

In the Import from Identity Vault window, browse to the driver set by clicking the Browse icon.

F" e R T ey

it —ﬁ‘

Import objects into an Identity Vault

Select the objects to import from eDirectory,

File

Select an object: CISE i)
e L kemove
- novell ~l| @ |

=" Tomcat-Rale (3]
=718 Wirtualoffice
43 Movel+Netn
62 Apache Grou
-6 apchadmn-Ri
6T OpenSSH Se

=B ryciriverset
& people
i By Security
w0 588 1 eainn Sorvicoe
‘ | - — ——— — |
Ok ] [ Cancel ]
Chl=mydriverset. O=novell
@ [ Continue ] I Cancel ]

Select the driver set you want to import, click OK to place the driver set in the Objects to
Import list in the Import Driver Set from eDirectory window. You can then deselect the drivers
you do not want to import by deselecting the box next to the driver name. If you chose the
wrong driver set, select the driver set and click Remove. Otherwise, click Continue.

You can import multiple driver sets during the import operation. Just browse to the various
objects that you want to import and add them to the Objects to Import list.
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Driver sets that are not associated with a server have a red minus in the lower right portion of
the driver set icon. These driver sets need a server association in order to be deployed. An error
displays if the application can’t authenticate to the eDirectory tree you have selected.

7 (Conditional) If you are importing one or more eDirectory drivers, select the eDirectory driver
in the Objects to Import window, then click the eDir-to-eDir icon.

8 (Conditional.) If you fill in the user name and password and click Continue to import both
eDirectory drivers, you then see a Browse Identity Vault window where you select the
corresponding eDirectory driver. Select the driver and click OK.

@ Import from Identity Vault 3]
Import objects into an Identity Vault @H
Select the objects to import from ebirectary,

Objects to Import:

7]/ MapDriver A
[/ RefDriver
[ T1l-References
[ T2-References

= DE rydriverset.novell MADEANZ_TREE.
[7)l@) Active Directary
[l Delimited Text
[/ Delimited Text OO
D@ eDirectory Driver to 108
EI eDirectory Driver to madeanS
7]/ Gereric Loopback
[/ Password Sync Status Reflector
M) User application v

(3) The selected eDirectory driver is not associated with another
eDirectory driver,

@ [ Continue H Cancel ]

You are returned to the Import Driver Sets from eDirectory window, where you can select or
deselect the drivers, allowing you to choose only the drivers in a driver set that you want to
import.

9 Click Continue.

This brings up the Import Summary window, where you can see all of the Driver Set objects
that are being imported into Designer. This summary uses the same format as the Compare
window (see Section 12.6, “Using the Compare Feature When Importing,” on page 278 for
further information).

10 Click Import to continue.

11 (Optional) As the import operation progresses, you are asked to associate a server with the
Identity Vault. Select the option that best suits your needs.
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@ Add Server to Identity Vault 1 ]

\“_’/' ‘ou need to associate a server with "Identity Vault 1"
in order to deploy. How do yvou want to do that?

®iallow default server to be created

(O Specify a sarver

O Dan't create a server now

[CJremember selection - don't prompt again

[ Ok l [ Cancel ]

+ Allow default server to be created: Creates a dummy server with global configuration
values and other elements that are associated with this project until you specify an actual
server for the project. Make sure you have designated a correct Identity Vault server when
you deploy the driver set.

+ Specify a server: Brings up the credentials screen, allowing you to designate a host
server, a user name, and password for the Identity Vault server for this project.

+ Don’t create a server now: Skips all associations for this project. You need to fill in the
host information before you deploy this driver set.

+ Remember selection - don’t prompt again: Continues to use whatever server option
you choose the next time Designer needs to associate a server with an Identity Vault.

12 After you decide your plan of action and select the option you want, click OK to continue the
import procedure.

13 Click Finish.

If you selected in Step 7 to connect eDirectory drivers, you can view the complete data flow
between the two eDirectory drivers, as well as the other drivers you selected.

Delimited Text

Generic Mull

When the driver set imports, you see the Import Results window, showing you if there were any
problems with the import procedure.

Importing into Designer 259



-} Import Results g‘

Operation Results: m = E
LE} [Centity VALt Schema
& entilment.novel
Details:
o Information
Object: Identity Yault Schema
Description: The import of 'Tdentity Yault Schema' was successful,

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 503 for further information.

14 Click OK to finish the import process.

12.2.4 Importing a Driver from the Identity Vault

To import an Identity Manager Driver object (and all contained channels and policies) into a driver
set:
1 Select an Identity Vault in the Modeler view.

If you have added a new Identity Vault to a project, see Section 12.2.1, “Associating a Server to
the Identity Vault,” on page 255 first, then return to Step 2.

2 Verify that the authentication credentials in the Properties view for the Identity Vault are
correct.

3 Right-click a Driver Set object within the Identity Vault, then select Live > Import.
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e Straighiten Connections

(¥ select Connected Applications
arrange Applications 4
Distribute 4
Align 4

Dacument selection. ..
Import from Configuration File...
& Export to Configuration File...

oy
¥ Delete ¥ =pioy
¥, Compare...

Properties i i
Driver Set Configuration ¥

@ Driver Status...
D Start Drivers
@ Stop Drivers
@ Restart Drivers

4 (Conditional) If the Identity Vault is not authenticated to the eDirectory tree, you see the
Identity Vault Credentials window asking for the hostname, username and password. Provide

the information, then click Next.

5 In the Import from Identity Vault window, click Browse to select a Driver object from the

Identity Vault.

¥ Import from Identity Vault %

Import objects into a Driver Set

Select the objects to import from eDirectory,

Obijects to Import:

@ Browse |dentity Vault
File

| Browse..,

&3

Select an object:

E| g Driver Set Al 5
- Active Direct ||
= g/ Driver E=
- g/ Driver 2 =
@ G) eDlrech:ry O —;I

I G; S4P-USER,
# @ Userapplicat
m E Driver Set jj
&% Driverset

& IDM Driver Set %
£ i | >

CH=Groupwise. CN=Driver Set.O=MNovell

Ok ] [ Cancel J

r

6 Click OK to place the driver in the Import from Identity Vault window, then click Continue to
install the driver and bring up the Import Configuration window.
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7 In the Import Configuration window, select Configure to edit the driver configuration, or select
Close to close the Import Configuration window.

Most drivers cannot run with default values. You need to modify the driver configuration
values and parameters so the drivers can work properly in your network environment.

. Import Configuration R|
Groupwise-Reskit-IDM3_0_1-¥ 1.xml

€ The file import was successful.

Select "Configure” to edit the driver configuration. The import was
successful but the configuration values and parameters for the driver
may have been set to default values,

| corfigure... | ’ Close ]

You also see the Import Configuration window when you drag an application from the Palette
to a driver set in the Modeler view.

When you select Configure, the driver’s Property page with the Driver Configuration option is
displayed.

8 Fill in the required values and parameters that are necessary to have the driver run in your
network environment.

® Properties for GroupWise (Resource Kit)

Driver Configuration

General
Driver Configuration Criver Module | authentication | Startup Option | Driver Parameters
Engine Control Yalues
oo ® zava
Manager Teon Name of the Java class:
Log Level ‘ com.novel.gw.dirml. driver.gu . SWdriverShim v
Marifest O Native
Mamed Passwords .
Mame of the DLL:
Trace

O Connect to Remote Loader:

Diriver Object Password

Remaote Loader client configuration for documentation
@

Select Remote Loader client configuraton:

¢ E

@ OK H Cancel ]
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The two required options for every driver are Driver Configuration and GCVs. However,
because each driver contains different values and parameters, you need to consult the driver
manual for specific values. Go to the Identity Manager Drivers Web site (http://
www.novell.com/documentation/idm40drivers/index.html), then select the manual for the
driver you are configuring.

9 (Conditional) If you are importing one or more eDirectory drivers, Novell recommends that
you connect to those eDirectory drivers during the import process. Select the eDirectory driver
in the Objects to Import window, then click the eDir-to-eDir icon.

10 (Conditional) Fill in the user name and password for the other eDirectory tree and select
Continue to import both eDirectory drivers.

11 (Conditional) In the Browse Identity Vault window, select the corresponding eDirectory driver,
then select the driver and click OK.

You are returned to the Import Drivers from eDirectory window.

When the driver imports, you see the Import Results window showing you if there were any
problems with the import procedure.

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 503 for further information.

12 Click OK to finish the import process.

12.3 Importing Packages

In Designer 4.0 and later, packages replace driver configuration files. You can still import driver
configuration files, but from this point on, new content is delivered in packages.

Designer is the only tool that allows you to manage packages. iManager can detect if a driver is
created with packages. However, if you make changes to the driver in iManager, Designer cannot
track these changes. If you install an updated package, there is a possibility your changes can be
overwritten. It is a best practice to always make driver configuration changes through Designer and
not iManager.

Packages must be imported into the package catalog, then the packages are installed on the Identity
Vault, driver sets, or drivers. The package catalog is an object that is only displayed in Designer and
it holds all of the packages that are installed into a Designer project.

To import packages into the package catalog:

1 Select the package catalog object in the Outline view, then right-click and select Import
Package.

2 Select a package from the list.
or
Click Browse, then browse to and select a package on the file system.

If all of the available packages are imported, the list is empty.
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°Select Package @

Select packages from the folowing:

Package Version Short Name Yendor Licere %)
| 168 Delimited Text Base 0.0.5 NOWLDTXTBASE  Novell, Inc.
[716 GroupWise Base 0.2 NOVLGRPWE Novel, Inc.
[T 1D Provider Base 007 NOYLIDPROVE Novel, In.
[71¢ 108 Base 001 MOVLICBCBASE  Hovel, Inc.
[16% M5 Base 002 NOYLIMEBASE Novel, Inc.
[T LDAP Base 004 NOVLLDAPBASE  Movel, Inc.
[71& Loopback Base 004 WOVLLBACKB Movel, Inc.
[ Managed System Gateway Base 0.0.13 NOYLIDMMEGWE.  Novel, Inc.
| 1& hotes Base 0.13 MOVLINOTEBASE  Movel, Inc. v
[show 41

ISe\ect A\I] [Dese\ect A\I] [Erowse‘.‘ ]

Shiow Readme Detals (0]

3 Click OK to import the package.

After the package is imported, you must install the package into the Designer project on an Identity
Vault, driver set or driver. To install a package, see Section 6.2.2, “Installing Packages,” on
page 139.

12.4 Importing a Driver Configuration File

In Designer 4.0 and later, packages replace driver configuration files; however, you can still import
driver configuration files. Any new functionality for the drivers is contained in packages, not in the
configuration files.

You can import an Identity Manager driver configuration file into the selected driver set for a project
by using the Import from Configuration File option, which imports an XML configuration file that
can be a driver set, an individual driver, driver channels, or policies. If you import a driver
configuration file that contains only a policy, Designer creates the framework for parent containment
objects, such as a channel, a driver, or a driver set. Such parent containment objects do not contain
attributes; they are only the framework of the channel, driver, or driver set from where the policy
came.

You can import a configuration from a file in three ways:

¢ Section 12.4.1, “Importing an Identity Manager Project from the File System,” on page 265

¢ Section 12.4.2, “Importing a Driver Configuration from a File in the Modeler View,” on
page 265

¢ Section 12.4.3, “Importing from a File through the Outline View,” on page 267
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12.4.1 Importing an Identity Manager Project from the File
System

The Import an Identity Manager Project from File System option allows you to import an Identity
Manager project that has been saved to the file system through the Export > File System option. The
project must have a valid .project file and accompanying file structure for the project to

completely import. For information about importing a project, see Section 12.1.2, “Importing a
Project from the File System,” on page 249.

12.4.2 Importing a Driver Configuration from a File in the
Modeler View

You can import a previously exported configuration file or one of the sample .xm1 driver
configurations that are included with Designer.

To import a configuration file into a driver set:

1 Select an Identity Vault in the Modeler view.

2 Right-click a DriverSet object within the Identity Vault, then select Import from Configuration
File.

3 In the Import a Driver Configuration File window, type the name of the configuration file, or
browse to and select the .xm1 file.

If you use the Browse feature, by default Designer takes you to the following directories:
+ For Windows:

C:\Program
Files\Novell\Designer\eclipse\plugins\com.novell.idm <version><timest
amp>\defs\driver configs\current\drivername

+ For Linux:

/home/username/designer/eclipse/plugins/
com.novell.idm <version><timestamp>/defs/driver configs/current/

drivername

You can use one of the .xm1 configuration files in a selected directory or you can browse to a
directory containing an exported configuration file.

4 Click OK.

5 Complete the import by filling out the Import Information Requested prompts for the driver
configuration file.
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@ Import Information Requested g|

P

\__./ The driver writer requested that the Following information be supplied in order to import this driver configuration File.

Information requested: * Required

The name of the driver contained in the driver configuration file is “eDirectory Driver", Enter the actual name you want to use For the driver, e’

Driver name: *

eDirectory Driver| 2?

Enter the DMS host name or IP address, and communication port of the Dir<ML server in the remaote tree, For example:

[151.155.144,23:5196]
[hostname:§196]

Remote Tree Address and Part: *

| hostname ;8196

Data flow can be configured at this time for the driver, Select the data flow that yvou desire, Bi-directional means that both eDirectory trees are
authoritative sources of the data synchronized between them, Authoritative means that the local tree will be the authoritative source,
Subordinate means that the local tree is NOT an authoritatve source.

Configure Diata Flow:

Bi-directional -

Choose the desired Form of placement, Choose Mirrored to synchronize objects hierarchically between the local and remate trees, Choose Flat
to synchronize all Users and Groups into specific containers, Choose Department o synchronize Users and Groups by department (0L},

Configuration Option:

(X A - ¥

Ok | Cancel |

¢ The template varies, depending on the driver configuration file selected and the state in
which the file was saved. Saved files might only prompt for a driver name, but need other
values in order to work in a network environment.

The pre-Identity Manager 3.6 Driver Configuration Wizard adds different policies to the
driver, depending on which options you select when you initially import the driver. You
cannot change an option that you did not initially choose, because the information is not
included in the driver. You must delete the driver and create a new one through the Driver
Configuration Wizard.

WARNING: Do not use the Driver Configuration Wizard on the .xm1 file that you are
importing. The Wizard brings up the Import Information Request forms, but these forms
are pulled from the default driver that come with Designer and will overwrite the driver
you are importing. Use this method only if you need to start over.

¢ The Identity Manager 3.6 Driver Configuration Wizard adds all policies when the driver is
imported, and are not lost if you did not select an option in the Import Information
Request forms. If this is a driver configuration file that came with Identity Manager 3.6,
you can change the driver’s values through the Properties page.

If the driver needs other values and parameters in addition to what appears on the Import
Information Requested template, close the template, right-click the driver line in the
Modeler view and select Properties > Driver Configuration and GCVs to fill in what you
need. You might also need to fill in GCVs at the driver set level.

266 Designer 4.0 for Identity Manager 4.0 Administration Guide



Because each driver contains different values and parameters, consult the driver manual that
matches the installed driver at the Identity Manager Drivers Web site (http://www.novell.com/
documentation/idm40drivers/index.html). Then select the manual for the driver you are
configuring.

6 Click OK, then click OK in the Import Configuration Results window.

7 You might have imported a single driver or a collection of drivers (a driver set). If you are
importing a driver set, repeat Step 4 and Step 5 for each driver in the driver set.

8 When you are finished with each imported driver, click OK at the Import Configuration Results
window.

12.4.3 Importing from a File through the Outline View

You can use the Outline View to import driver sets, drivers, channels, and policy configuration files
from the file system. The following example demonstrates how to import a driver, but the procedure
also works for the other files.

1 Double-click the System Model icon under a project name in the Project view. This brings up
the project model in the Modeler view.

2 Click the Outline tab.

3 Right-click the Driver Set object and select Import from Configuration File.

= el Blanston03
=-[&] Blanston, Inc.

A server

P Ciriver Set
= 4
Copy r

& Dir¥ML Script Tracing...

B Document Selection. ..,

Import from Configuration File...
Expart to Configuration Fie...

Live ’

¥ Delete

Properties

4 In the Import a Driver Configuration File window, type the name of the configuration file, or
browse to and select the .xm1 file.

When a driver is exported, Designer uses the name of the driver set or driver object, to which
you can add dates. In this example, it is an Active Directory driver that was exported June 26th
and is now being imported.

5 Click Open, then click OK to import the configuration file.
To import a policy into a driver set:

1 In the Outline view, click the Driver Set icon, then click Import from Configuration File.

2 In the Import a Driver Configuration File window, browse to or specify the XML configuration
filename.
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@ Import a Driver Configuration File

File: | HBrowse... ]

Laak in; | I3 Projects v | D ¥ B E
5 I Blanstont ModelerOutlinestate, xml
i :3 | Blanstonz mydriverset, xml
My Recent I Blanstond P (Sub-Pub Emnail Motifications

Documents I BLanstans
= Blanstan, Fo,xml

|_ Elanston2, source, none. xml
Blanston2, saurce. primaty . xml
Blanstonz, saurce . style, xml
Driver Set.xml
Entitlernents Service Driver,xml
Exchange Wolker xml

My Documents
Y Input Transform,xml

; LDAR. xrl
:-_‘J;E LDAP_Publisher xml
= [ Loophack.xml
ry Computer .
< 1 5
‘ég File name: |Passw0rd[5ub]-F’uh Email Motifications. =ml ¥ | [ Open ]
My Netwark, Files af hpe: | * = | ’ — ]

3 Click Open, then click Save to import the selected policy.

Each policy is saved to its own .xm1 file. By default, Designer uses the name of the policy or
rule selected.

4 In the Perform Prompt Validation window, you are asked if you want to fill in required driver
information. If you answer Yes, you see the Import Information Requested dialog box as
described in Step 5 and you must provide values to all of the required fields. If you answer No,
you still see the Import Information Requested dialog box, but it isn’t necessary to fill in the
required information.

5 Complete the import by filling out the Import Information forms for the driver configuration
file as necessary.

Policies are saved with a skeleton driver configuration structure, which designates where the
policy resides. In this case, the driver already existed and the imported policy was initially
written for that driver.

6 Click OK.

When the policy or rule is imported, you see the Import Configuration Results window, which
indicates if there were any problems with the import procedure.
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@ Import Configuration Results &

Operation Results: +
@ Manage Modify.xml

Details:

0 Information

Description: The file import of Manage Modify.oml was successful,

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 503 for further information.

7 Click OK to finish the import process and close the Import Configuration Results window.

12.5 Importing Channels, Policies, and Schema
Items from the Identity Vault

A channel is a combination of rules and policies, and Designer allows you to import a channel
instead of the entire driver. The Subscriber and Publisher channels describe the direction in which
the information flows. The Subscriber channel takes the event from the Identity Vault and sends that
event to the receiving system (application, database, CSV file, etc.) The Publisher channel takes the
event from the application, database, CSV file, etc., and sends that event to the Identity Vault. The

Subscriber and Publisher channels act independently; actions in one are not affected by what
happens in the other.

¢ Section 12.5.1, “Importing a Channel,” on page 270
¢ Section 12.5.2, “Importing a Policy,” on page 273
¢ Section 12.5.3, “Importing a Schema,” on page 275
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12.5.1 Importing a Channel

To import an Identity Manager channel (a Subscriber channel or a Publisher channel) object and all
contained policies into a driver:
1 Select either a Driver object or an Application object in the Modeler view.

The Driver object is represented by the line between the Identity Vault and the Application
object and has a circle icon to represent it &/. The Application object connects to the Identity
Vault through the Driver object.

2 Right-click a Driver object, then click Live > Import.
or

Right-click an Application object and click Driver > Import.

El IoM_TREE

& DirsML Script Tracing...
3 Show Policy Sets

© SimLlate...

2 E] Run Configuration Wizard...

Document Selection...
& Export to Configuration Fie..,
Import from Configuration File...

DistribLite " & Deploy...
Align Y & Compare...
. ) R
i Show Subsysterms Criver Configuration
=@ Add to Group O Criver Status
# Show Dataflow Yiew O sStart Dr.lver
© Stop Criver
@ Remote Control Desktop @ Restart Driver

& Manage Application Schema...,
9= Aop & Set Up Driver Security...

Document Selection... @ Set Driver Trace Level..,

Ciriver Properties
# Delete

Properties
If Designer can’t authenticate to the eDirectory tree specified in the Identity Vault, you see the

Identity Vault Credentials window if you have not previously specified the authentication
credentials or if you do not save the password.

3 Fill in the appropriate information and click OK.

4 1In the Import from Identity Vault window, browse to and select either a Publisher or a
Subscriber Channel object from the eDirectory tree under the corresponding driver.
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% Import from Identity Vault

Import objects into a Driver

Select the objects to import from eDirectory,

File

Obijects to Import:
@ Browse Identity Vault = [l

Select an object:

&%) Publisher

& Subscribe
& -&] Marv's Tot
& Delimited Tex

& eDirectory Dr
& g eDirectory Dr
& &) Generic Loopl

- ® & Password Svi ¥

| >

=) Active Directc &

@ & Delimited Tes

Password(Pub)-Sub Email Motifications
== Password(Sub)-Pub Email Motifications
Z% Schematapping
Marv's Iob

l

Ok ] [ Cancel ]

Ch=Subscriber.Ch=Active Directory CH=rnydriverset.O=novell

Cancel

5 You can import more than one channel at a time; if you want to import both channels, select
one channel, click OK, then browse to the next channel, select it, and click OK.

6 Click Continue.

As the channel imports, you see the Import Summary window showing you the differences

between eDirectory (the source of the import) and Designer (the destination).
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@ Import Summary

Selact an object or atiribute: =

= 5 Subscriber
0@ Attributes Compare Status: ] Mot Imported

Information

(@ DirdML-EventTransformationRule
73 Manage Madify

[“lonly show differences

Text Compare LU T

.+ Designer (Destinatior eDirectory (Source)

|

[CDon't shaw this dialog again

@ [ Irnpart H Cancel ]

You can click the different objects in the channel view differences between the two drivers. All
channel information is overwritten by the import procedure; however, the rest of the driver is
unaffected.

7 Click Import.

For more information on Compare, see Section 12.6, “Using the Compare Feature When
Importing,” on page 278.
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@ Import Results &)

Cperation Results: H B | Bl

& Subscriber.Userapplication Driver Set.Movell

Details:

0 Information

Description: The import of Subscriber,Userapplication.Driver Set.Novell was
successful

If there are any problems with the import procedure, they are displayed with a red icon in the
Import Results window and you see an error description that is related to the operation results.
If you have multiple errors, selecting an error displays the error’s description in the Details >
Description field. See “Identity Vault Configuration Errors” on page 504 for further
information.

8 Click OK to finish the import process.

12.5.2 Importing a Policy

A policy is a collection of rules and arguments that allows you to transform the data that an
application sends to and receives from eDirectory. You use policies to manipulate the data you
receive from eDirectory or from the managed system so they can synchronize the information in
their databases. Each driver connects to a different system, and policies tell the driver how to
synchronize the data on that managed system to the Identity Vault.

You might use the Import feature for policies more than anything else. For example, you can set up a
policy to allow users with the title “Manager” to be placed in a specific container, no matter which
application the information is coming from, and you can place this information in multiple managed
systems. However, because each application is different, you need to modify the arguments and
rules within policies to reflect those differences. For more information about policies, see
Understanding Policies for Identity Manager 4.0 and Policies in Designer 4.0.
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To import an eDirectory Policy object (for example, a rule or a style sheet) into a driver or channel
(Subscriber or Publisher):
1 Select a driver in the Modeler view.
or
Click the Outline tab and select a Driver or Channel object from the Outline view.

2 Verify that the authentication credentials in the Properties view for the selected Identity Vault
are correct.

3 Right-click the Driver or Channel object, then click Live > Import.

TN S
Z Dir¥ML Script Tracing...
& Simulate...

Import from Configuration File...
Export to Configuration File...

’.'J Im [als] rt..

& Deploy...

Properties 2 Compare...

If the application can’t authenticate to the eDirectory tree, you see the Identity Vault
Credentials window asking for the hostname, username, and password if you have not
previously specified the authentication credentials or if you do not save the password.

4 Fill in the appropriate information and click OK.

5 In the Import from Identity Vault window, click Browse, then select a policy object from the
channel you specified when you started the import process.

@ Browse Identity Vault 3]
File

Select an object:

%) Publisher || KsCommand Transform S5

& Subscriber
& Marv's Joh Creat
& Delimited Text =5 Event Transform

; . = Matching
& Delimited Text O
: e;i::clbjry E?r}{iver | = Password (Pub)-Add Password Payload
g

=% Password(Pub)-Check Password GCY

@ eDirectory Driver | & Password(Pub)-Default Password Policy

&/ Generic Loopback =& Pagsword (Pub)-Publish Distribution Password
&/ Password Sync St || 22 Password (Pub)-Publish NDS Password

& test = Placement

& User application = UserMameMap

& Userspplication

il DSetLib

& PwdEspz
& Test DSet
fify rLib
fif) Marv's Library v
< | >

(a4 ] ’ Cancel

CH=Creation.CN=Publisher. CN=Active Directory CN=rmydriverset. O=novell

274 Designer 4.0 for Identity Manager 4.0 Administration Guide



Policies are found under either the Publisher or Subscriber channel of a selected driver or under
the driver itself. Be sure to match the proper policy to the proper channel or driver object.

Click OK, then click Continue to import the policy.

You see the Import Summary window showing you the differences between eDirectory (the
source of the import) and Designer (the destination). You can click the different objects in the
policy to see what is different between the two policies. All selected policy information is
overwritten by the import procedure; however, the rest of the driver is unaffected.

Click Import.

If the importing policy contains the same values as the policy in Designer, you are not allowed
to import the policy. (See Section 12.6, “Using the Compare Feature When Importing,” on
page 278 for more information on the Compare feature.)

Clicking Import brings up the Import Results window. If there are any problems with the
import procedure, they are displayed with a red icon, and you see an Error description that is
related to the operation results. If you have multiple errors, selecting the different errors
displays the error’s description in the Details > Description field. See Section 22.6, “Error
Messages and Solutions,” on page 503 for further information.

Click OK to finish the import process.

For policy design, see the Policy Builder and Policy Management Help topics within the
Designer utility. Also see Understanding Policies for Identity Manager 4.0 and Policies in
Designer 4.0.

12.5.3 Importing a Schema

You can import a schema from the Identity Vault or from a .sch file into your project. When you
import a schema, you can select the whole Identity Vault schema (not recommended) or just the
schema differences between the Identity Vault and your project.

1 Bring up the project in Designer’s Modeler view. Right-click the Identity Vault and select Live

> Schema > Import.
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< Undo Change Location

NEN 4

=== Straighten Connections

("1 Select Connected Applications
Distribuite 4
Align 4

& Change to eDirectory Tree
Change to Idenfity Vault / Meta-Directory
=@ Add to Group

& Manage Vault Schema...

Document Selection. ..
L Import Schema from Fle...
Import from Configuration File...
Export to File 4
E-Mail Templates L =i
Tovt
4 = Import.
& Daploy...
5 Compare...

¥ Delete

Properties

4 Manage Directory
& OS Trace
@ Manager

© Driver Status
© Start Al Drivers
© Stop Al Drivers
@ Restart All Drivers

2 On the Select Source for Import page, select Import from eDirectory if you can connect to an
actual Identity Vault.

The specified user must have administrative rights to the schema.

@ Schema Import Wizard 3]
Select Source for Import @
Select the location to import the schema

Import from eDirectory

Host Marme: | 192.168.14.199 v|

{Example: 192,168.14.199 or myserver.company.com)

User Mame: | admin.novell v|

{Example: admin.Novell)

Passward: | sesnee |
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In the Import from eDirectory section, specify the hostname, username and password
connection information.

The Host Name and User Name entries have drop-down menus storing the last information you
typed into these fields, which you can use for filling in these entries.

4 Click Next.

Decide which classes and attributes to import.

On the Select Classes and Attributes for Import page, you can select all of Identity Vault’s
schema, including classes and attributes. However, this can create very large documents when
you document the project (600 pages or more).

If you want to import all the classes and attributes, click Select All, click Finish, then skip to
Step 8.

Select only the classes and attributes that you want to import. If you only want to import the
schema differences between the live Identity Vault and the Identity Vault in your project, click
View Differences, then continue with Step 7.

. Schema Import Wizard

Select Classes and Attributes for Import

Select "Import all associations” to associate the selected atiributes with
classes that might already exist in Desigrer.

applicatonEntty
applicationProcess
Audit:File Object

apchadmn-ConfigurationInfo
apchadmn-ModuleDisable
apchadmn-ModuleFileMame
authPasswordCbject apchadmn-ModuleObiectFile
bhCommunity apchadmn-ModuleSymbolMame

b~ om i nibubam barchin archadmn-Senna

Classes: Attributes: O Import &l associations
[ [Arwything] a | [ [Arwything] ~
[ ] [Mothing] [ [Mothing]

[] AFP Server [] accessCardMumber

[ ] Alias [ ] Account Balance

[] apchadmnConfiguration [ acL

[ ] apchadmnConfiguratiorBlock [ miased Object Mame

[] apchadmntodule [ alowaliasToAncestor

[ ] apchadmnServer [ ] Mlow Unimited Credt

[] apchadmmviruaHost [ apchadmn-Block Type

A
w
s

>

’Select Al ] ’Dgse\ect Al ] ’Show Al ]
YWiew Differences...
@ [ <pack | mext> | Emsn [ cancel |

On the Schema Differences page, you see the schema differences between the live Identity
Vault and the Identity Vault in your project.

7 Click Select All if you only want to import schema differences. Otherwise, click Cancel.
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. Schema Import Wizard

Schema Differences

Class/Atribute
Class: DirXML-ApplicationAtirs
Class: Dir¥ML-Driverset
Class: DirsML-Work Order
| Class: DirkML-WorkToDo
Class: ndsLoginPropertes
Class: nestedGroLpAux
Class: nspmPasswordPolicy
Class: Salesman
Class: SAS:Service
Class: SMS SMDR. Class
Class: srvpryAppConfig
Class: srvprvRecipReport
Class: srvprvRecipReportDefs
Class: srvprvRecipResolrce
Class: srvprvRecipResourceBinding
Class: srvprvRecipResourceColecton
Class: srvprvRecipResourcelefs

X
(33

Cifference G

COptional atiributes are different

Optional atiributes are different

Optional attributes are different, different «
Cifferent contanment

Optional attributes are different

The class does not exist in the project.
Optonal atiributes are different, different «
The class does not exist in the project.
Optional atiributes are different

The class does not exist in the project.
Optional atiributes are different

The class does not exist in the project.
The class does not exist in the project.
The class does not existin the project.
The class does not exist in the project.
The class does not exist in the project.
The class does not exist in the project.

This table shows all of the differences between the Identity Yault schema and the
current project schema. To select all of these in the selection wizard, click Select All.

Class: srvprvRequest
lage srunruTaam

@ Ok

Optional attributes are different
intinnal attribe tae ara diffarent

~AJRO0000000FO0O000FREE

l [ Cancel

8 Do one of the following options:

¢ Selecting Select All > OK brings you back to the Select Classes and Attributes for Import
page with the schema differences now selected under the Classes and Attributes headings.
If you select any classes from the Schema Differences page, the Import all associations
box is selected. Leave it selected, because it enables you to associate the selected
attributes with the classes that might already exist in Designer. Click Finish.

+ Ifyou selected Cancel on the Schema Differences page, make your schema selections on
the Select Classes and Attributes for Import page, select the Import all associations box
(recommended), and click Finish.

¢ Click Next if you want to see the Import Summary page to see the classes and attributes
that you are importing. Then click Finish.

9 On the Import Messages page of the Schema Import Wizard, click OK.
or

If you want to save the differences to a log file, click Save fo Log. This brings up the Save As
dialog box, where you can choose a filename and directory to store the file in.

10 Click Save, then click OK.

12.6 Using the Compare Feature When Importing

Designer’s Compare feature allows you to see differences between the driver sets, drivers, channels,
and policies that are stored in projects and those that are running in deployed systems, and reconcile
any differences to either Designer or Identity Vault. Previous versions of Designer only provided
conflict resolution when importing a Driver. While importing, you could select which policies of the
driver you wanted to update, but you could not view any differences between existing and new
values.
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Designer provides conflict resolution on an object-by-object basis and allows you to view the
differences between existing and new values when importing and deploying driver sets, drivers,
channels, and policies. For example, before importing a driver object in Designer to a driver object
that already exists in the Identity Vault, you can run Compare. Compare shows whether the driver
objects are equal (no action is necessary) or unequal. If they are unequal, you can choose not to
reconcile the driver objects, choose to update the driver object in Designer, or choose to update the

driver object in the Identity Vault.

You can run the Compare feature at any time. If you choose to reconcile the differences between
drivers objects in Designer and eDirectory while in Compare, you won’t need to run Import or

Deploy.

¢ Section 12.6.1, “Using Compare When Importing a Driver Object,” on page 279

*

*

*

Section 12.6.2, “Using Compare on a Channel Object,” on page 282
Section 12.6.3, “Using Compare on a Policy,” on page 282
Section 12.6.4, “Matching Attributes with Designer Properties,” on page 282

12.6.1 Using Compare When Importing a Driver Object

Use this procedure if you want to import a Driver object from the Identity Vault and the same driver

already exists in Designer.

1 Right-click the driver object in either the Modeler view or in the Outline view, then click Live

> Compare to bring up the Designer/eDirectory Object Compare window.

@ Designer/eDirectory Ohject Compare - Ex

Select an object or attribute: & = | Show al

= €y Active Directory
=@ Attributes

@ DirXML-InputTransform
@ DirXML-OutputTransform
@ DirsML-MappingRule
@ DirsML-ECHASeript
@ Dir¥ML-DriverFiker
@ DirxML-ConfigManifest
@ DirkML-Javatodule
@ DirkML-HativeModule
@ DirkML-Tracehlame
@ DirsML-Driverlmage
@ DirAML-TraceFile
@ Dir¥ML-DriverTraceLevel
@ DirxML-LogLimit
@ DirkML-TraceLevel
@) _DirXMI -TrarsSizel imit

Test Compare:

Designer
<7¥ml version="1.0" encoding="UTF-8"2»<filter>
<filter-class class-name="Group” publisher="syng
<filter-attr atbtr-name="CH" publisher="ignor
<filter-attr atbtr-name="Description” publisk
ull Name® publisher
<filrer-atir " publisher="sync"
<filter—attr erdber” puklisher=":
<filter-attr attr-name="Ovner” publisher='"st
</filter-class»
<filter-class class-name="Organizational Unit" j

<filter-attr

<filter-attr atbtr-name="Description” publisk

<filter-attr attr-name="0U" publisher="ignor
</filter-class>

<filter-class class-name="User” publisher="sync'

<filter-attr actr-nawe="CH" publiszher="ignon

>

-
Information

Compare Status: @ Equal

Reconcile Action:

eDirectory
<7xml version="1.0" encoding="UTF-8"7»<filter> A
<filter-class class—name="Group” publisher="
<filter-attr attr-name="CN" publisher=m"i
<filter-attr "Description” puk
11 Name" publi
<filter-attr publisher="sy
<filter-attr nier” publishe
<filter-attr attr-name="Owner” puklisher
</filter-classx
<filter-class class—name="Organizational Uni
<filter-attr attr-name="Description” puk
<filter-attr attr-name="0OU" publisher="i
</filter-class>
<filter-class class-naws="User” publisher="s
<filter-attr attr-name="CN" publisher="i ¥
>

<filter-atcr

<

Close:

Under the Select an object or attribute, you see the selected object with the differences between
Designer’s and eDirectory’s driver object. You can select the attributes and child objects to see
the actual differences displayed in the Text Compare area.
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@ DesignerfeDirectory Object Compare

Select an object or attribute: + (=] |Show Al ~

= ﬁv Active Directary B
=@ Attributes

Dir<ML-Input Transform

DirXML-Oukput Transform

Dir XML-MappingRule

Dir ¥ML-ECMASCripk

Dir sML-DriverFilker

Dir XML-Confighanif est

Dir %ML-Jav aModule

Dir “ML-MativeModule

Dir=ML-TraceMame

Dir sML-DriverImage

Dir ML-TraceFile

Dit sML-DriverTracelewvel

Dir ¥ML-LogLimit

Dir#ML-Tracelewvel

Dir XM -TrareSizel irnik

SEAEAAIAREAARAA®E

The plus icon at the right side of the Select an object or attribute allows you to expand all
elements in the parent object, and the minus icon collapses all of the elements. The “?” icon in
the bottom left portion of the window displays the Summary/Compare dialog box help.

Server-specific attributes are attributes that have a value for each server that is associated with
a driver set. These attributes are displayed in the Attributes list with the server name in
parentheses to the right of the attribute name.

2 By default, the Compare window only displays values that are different between Identity Vault
and Designer. To view all of the object values, select Show All from the drop-down menu.

Values that are equal are shown as Equal on the Compare Status line under Information.

Infor mation
Compare Status: 5 Nt Imported e
Reconcile Action: 3 pg rot recorcile
O Update Designer
b’

The overlay image displayed in the Compare Status entry identifies objects or attributes that
need reconciliation. The following table describes what you see in the Compare Status line and
the overlays that you can see:

Compare Status Description

Equal The selected attribute’s value or all attributes of the selected object are the
same in eDirectory and Designer.

Unequal The value of the selected attribute, or one or more attributes of the

selected object, are different in eDirectory and Designer.
i3]
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Compare Status Description

Not Deployed The selected object or the object containing the selected attribute is not
deployed to eDirectory.

"

Not Imported The selected object or object containing the selected attribute does not
exist in Designer.

]

Unknown The selected object or object containing the selected attribute cannot be
compared, such as a password.

2|

Deleted Designer tracks objects that are deployed, then deleted from the Designer
project.

*

You can also see an Attribute Note if you select an attribute.

3 In the Information portion of the Compare window, select how you want to reconcile the
differences between the Source and Destination. If Compare Status shows Unequal, you have
three choices:

+ Do not reconcile: To do nothing, keep the default value of Do Not Reconcile.

+ Update Designer: To update the driver in Designer so that it contains the same
information as the driver in the Identity Vault, select Update Designer.

+ Update eDirectory: To update the driver in eDirectory to reflect the changes you have
just made to the driver in Designer, select Update eDirectory.

If you select the parent object to perform the update, then all of the child objects under the
parent reflect that choice and you see the Reconciled By Parent icon selected. If you do not
choose a parent object, you can reconcile each child object individually.

4 View the differences displayed in the Text Compare area.

Texk Compare
Desigrer eDirectory
<?xml version="1.0" encoding="UTF-8"2:<filter: <2xml version="1.0" encoding="UTF-8"?:<filter> R
<filter-class class-name="Group™ publisher="syng <filter-class class-name="Group” publisher="
<filter-attr attr-name="CN" publisher="igno: <filter-attr attr-name="CHN" publisher="i
<filter-attr attr-name="Description™ publist <filter-attr attr-nawe="Description® puk
<filter-attr attr-name="Full Name" publisher <filter-attr attr-nsmwe="Full Mame" publi
<filter-attr attr-name="L" publisher="sync'" <filter-attr attr-name="L" publisher="s%
<filter-attr attr-name="Merber" publisher=": <filter-attr attr-name="Nerber™ publishe
<filter-attr attr-name="0Owner" publisher="s3 <filter-attr attr-name="Owner"” publisher
</filter-classs </filter-class>
<filter-class class-name="Organizational Unit" 3 <filter-class class-name="Organizational Uni
<filter-attr attr-name="Description” publist <filter-attr attr-name="Description” puk
<filter-attr attr-name="00" publisher="ignor <filter-attr attr-name="0U" publisher="i
</filter-clasa> </filter-class>
<filter-class class-name="User" publisher="sync' <filter-class class-name="User"™ publisher="z
<filter-attr attr-name="CN" publisher="ignor <filter-attr attr-name="CN™ publisher="i ¥
< b3 < >

The Text Compare values displayed in the bottom portion of the Designer/eDirectory Object
Compare window vary, depending on the object being compared. For instance, Compare shows
you changes down to the policy level. The Text Compare dialog box uses the Eclipse Compare
editor to compare attributes that contain XML data, such as policy data, driver filters, or
configuration data. The differences in the code are highlighted in blue.
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5 After you view the differences, click Reconcile to perform the reconciliation actions for each
object in the tree, or click Close to close the Designer/eDirectory Object Compare screen.

After reconciliation, the object matches both locations and has been imported or deployed
through the action.

12.6.2 Using Compare on a Channel Object

Use this procedure if you want to import a channel object from the Identity Vault and the same
channel already exists in Designer. You can view the differences and decide whether to reconcile
them.

1 Right-click the channel object in the Outline view. Click Live > Compare to bring up the
Designer/eDirectory Object Compare window.

All Compare windows behave as described in Section 12.6.1, “Using Compare When
Importing a Driver Object,” on page 279.

After reconciliation, the Channel object matches both locations and has been imported or
deployed through the action.

12.6.3 Using Compare on a Policy

Use this procedure if you want to import a policy object from the Identity Vault and the same
channel already exists in Designer. You can view the differences and decide whether to reconcile
them.

1 Right-click the policy object in the Outline view. Select Live > Compare to bring up the
Designer/eDirectory Object Compare window.

All Compare windows behave as described in Section 12.6.1, “Using Compare When
Importing a Driver Object,” on page 279.

After reconciliation, the policy object matches both locations and has been imported or
deployed through the action.

12.6.4 Matching Attributes with Designer Properties

The attributes of the object are displayed in the single list.in the compare window. Selecting an
attribute displays its value below the attribute list with the Designer value on the left and the
eDirectory value on the right. The name displayed in the list is the eDirectory attribute name.

The following tables map the eDirectory attribute to the Designer property page or control where
you can change or set the attribute (you can’t make changes inside the Compare window).

¢ Table 12-1 on page 283 shows Driver Set eDirectory attributes

¢ Table 12-2 on page 283 shows Driver eDirectory attributes

¢ Table 12-3 on page 284 shows Channel eDirectory attributes

¢ Table 12-4 on page 284 shows the Job eDirectory attributes

+ Table 12-5 on page 285 shows the Resource eDirectory attributes

¢ Table 12-6 on page 285 shows the ID Policy eDirectory attributes

¢ Table 12-7 on page 285 shows the Library eDirectory attribute
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+ Table 12-8 on page 286 shows the Notification Template eDirectory attributes

¢ Table 12-9 on page 286 shows the Notification Template Collection eDirectory attributes

Table 12-1 Driver Set eDirectory Attributes

Driver Set eDirectory Attribute

Designer Property

DirXML-DriverTraceLevel
DirXML-XSLTracelLevel

DirXML-JavaEnvironmentParameters

DirXML-JavaDebugPort
DirXML-JavaTraceFile
DirXML-Trace File Encoding
DirXML-TraceSizeLimit
DirXML-LogLimit
DirXML-LogEvents

DirXML-NamedPasswords
DirXML-ConfigValues

Driver Set Properties > Trace > Driver Trace Level
Driver Set Properties > Trace > XSL Trace Level

Driver Set Properties > Java

Driver Set Properties > Trace > Java Debug Port

Driver Set Properties > Trace > Java Trace File

Driver Set Properties > Trace - Trace File Encoding
Driver Set Properties > Trace > Trace File Size Limit
Driver Set Properties > Driver Set Log Level > Log Limit

Driver Set Properties > Driver Set Log Level > Log Specific
Events

Driver Set Properties > Named Passwords

Driver Set Properties > Global Configuration Values

Table 12-2 Driver eDirectory Attributes

Driver eDirectory Attribute

Designer Property or View

DirXML-InputTransform
DirXML-OutputTransform
DirXML-MappingRule
DirXML-Driver Filter
DirXML-ConfigValues
DirXML-DriverTracelLevel
DirXML-EngineControlValues
DirXML-LogEvents
DirXML-LogLimit
DirXML-ConfigManifest
DirXML-JavaModule
DirXML-NativeModule
DirXML-Driverlmage
DirXML-ReciprocalAttrMap

Policy Set View > Input Transformation

Policy Set View > Output Transformation

Policy Set View > Schema Mapping

Policy Set View > Driver Filter

Driver Properties > Global Configuration Values

Driver Properties > Driver Log Level > Driver Log Level

Driver Properties > Engine Control Values

Driver Properties > Driver Log Level > Log Specific Events
Driver Properties > Driver Log Level > Log Limit

Driver Properties > Driver Manifest

Driver Properties > Driver Configuration > Driver Module: Java
Driver Properties > Driver Configuration > Driver Module: Native
Driver Properties > iManager Icon

Driver Properties > Reciprocal Attributes

Importing into Designer

283



Driver eDirectory Attribute

Designer Property or View

DirXML-TraceLevel
DirXML-TraceFile
DirXML-TraceFileEncoding
DirXML-TraceSizeLimit
DirXML-TraceName
DirXML-DriverCacheLimit

DirXML-ShimAuthID
DirXML-ShimAuthServer

DirXML-ShimAuthPassword

DirXML-ShimConfiglnfo

DirXML-DriverStartOption
DirXML-ECMAScript
DirXML-NamedPasswords

Driver Properties > Trace > Trace Level

Driver Properties > Trace > Trace File

Driver Properties > Trace > Trace File Encoding
Driver Properties > Trace > Trace File Size Limit
Driver Properties > Trace > Trace Name

Driver Properties > Driver Configuration > Authentication > Driver
Cache Limit

Driver Properties > Driver Configuration > Authentication > User ID

Driver Properties > Driver Configuration > Authentication >
Connection Information

Driver Properties > Driver Configuration > Authentication > Set
Password

Driver Properties > Driver Configuration > Driver Configuration >
Driver Parameters

Driver Properties > Driver Configuration > Startup Option
Driver Properties > Driver Configuration > ECMAScript

Driver Properties > Named Passwords

Table 12-3 Channel eDirectory Attributes

Channel eDirectory Attribute

Designer View

DirXML-EventTransformationRule
DirXML-MatchingRule
DirXML-CreateRule
DirXML-PlacementRule

DirXML-CommandTransformation

Policy Set View > Event Transformation
Policy Set View > Matching

Policy Set View > Creation

Policy Set View > Placement

Policy Set View > Command Transformation

Table 12-4 Job eDirectory Attributes

Job eDirectory Attribute

Designer View

XmlData

DirXML-ServerList
DirXML-Scope
DirXML-EMailTemplates
DirXML-EMailServer

Job Editor, XML cannot be edited directly only
through Job Editor Ul

Job Editor
Job Editor
Job Editor
Job Editor
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Job eDirectory Attribute

Designer View

DirXML-NamedPasswords
DirXML-TraceName
DirXML-TraceFile
DirXMI-TraceSizeLimit
DirXML-TraceFileEncoding
DirXML-TraceLevel

Job Editor

Job Properties > Trace

Job Properties > Trace

Job Properties > Trace

Job Properties > Trace > Trace File Encoding

Job Properties > Trace

Table 12-5 Resource eDirectory Attributes

Resource eDirectory Attribute

Designer View

DirXML-ContentType

DirXML-DirXMLData
DirXML-NamedPasswords

Read only, cannot be edited set at creation time of
the object

Resource Editor

Resource Editor

Table 12-6 D Policy eDirectory Attributes

ID Policy eDirectory Attribute

Designer View

DirXML-idPolMin
DirXML-idPolMax
DirXML-idPolPrefix
DirXML-idPolArea

DirXML-idPolFill
DirXML-idPolAreaEl

DirXML-idPolAccessControl
DirXML-idPolACL

ID Policy Properties > Constraints Minimum
ID Policy Properties > Constraints Maximum
ID Policy Properties > Constraints Prefix

ID Policy Properties > Constraints Exclude/Include
Text Field

ID Policy Properties > Constratints Fill Yes/No

ID Policy Properties > Constraints Exclude/Include
Radio Button

ID Policy Properties > Access Control enabled

ID Policy Properties > Access Control ACL

Table 12-7 Library eDirectory Attribute

Library eDirectory Attribute

Designer View

Description

Library Properties > Description
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Table 12-8 Notification Template eDirectory Attributes

Notification Template eDirectory Attributes Designer View
notfMergeTemplateSubject Template Editor
notfMergeTemplateData Template Editor

Table 12-9 Notification Template Collection Attributes

Notification Template Collection Attributes Designer View

notfSMTPEmailHost Notification Template Collection Properties > Host
Name

notfSMTPEmailFrom Notification Template Collection Properties > From

notfSMTPEmailUserName Notification Template Collection Properties > User
Name

12.7 Error Messages and Solutions

To view error messages along with their possible solutions associated with importing and deploying
files, see Section 22.5, “Deploying Identity Manager Objects,” on page 500.
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Documenting Projects

When you create a project, it’s vital to keep track of how the driver works and how it’s implemented
into a network. The Document Generator helps you quickly generate customized documentation for
your Designer projects. These documents can save you weeks or months of gathering and writing
driver specifications and their implementations. To generate a document, choose a document style
(it can be the default style that comes with Designer or one that you customize) and a Designer
project or portion of a project. The Document feature combines the information and structure of the
selected style with the project information in order to generate customized project documentation.

Designer comes with a default document style so you won’t need to create a document from scratch.
This default style contains everything that you have placed in a project through Designer. You must
first use this default style to create your own document style for the project you are working on, then
you can either use it as it is or customize it to meet your particular needs, including or excluding
information as needed. After you have edited the style to your liking, you can also use it to
document your other projects. There is an advanced editing feature that allows you to create your
own sections for adding information that you did not create in Designer.

¢ Section 13.1, “Creating a Document Style,” on page 287
¢ Section 13.2, “Editing a Document Style for Your Needs,” on page 289

*

Section 13.3, “Generating a Document,” on page 290

*

Section 13.4, “Using Your Style Template for Other Projects,” on page 293

*

Section 13.5, “Customizing Styles to Include or Exclude Information,” on page 296

*

Section 13.6, “Advanced Editing of a Document Style,” on page 299

13.1 Creating a Document Style

A document style allows you to define how you want your project information to look. In a matter of
minutes, you can generate a document that contains all elements that you have placed in a project
and define a document style to designate how the information looks, as well as what information
you want in a document.

1 Select a project in the Project view, then right-click the Toolbox > DocumentGenerator > Styles
icon.

2 Select New > Document Generation Style (.docgen).
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=% Project £2 . g= Outline = = 8|kl *Blanstoni - De

Modeler I

1= Blanston
== Blanstonl
‘il System Model
== Documents
= Gererated
== Toolbox
== DocurnentGenerator

Impart 4
[ Export Project

Copy

@ Refresh

The Document Generation Style (. docgen) is the default style that is provided with Designer.
You use this as the template for your own .docgen style.

3 Specify a name for the Designer project, or use the default of the project’s name. Then specify
a name for the style, with a . docgen extension, or use the default name of the project you are
presently in, then click Finish.

@& New Document Generation Style

Select a Project for Your New Style

Your new style {docgen) is placed in the selected project.

Designer Project:

Style Name: Blanstonl.docgen

@ < Back [ MeERt = ] [ Firish l ’ Cancel ]

A .docgen file is created that you can use as the basis for designing your own style template.
The .docgen template is placed in the Style Editor view for your modification (see

Section 13.2, “Editing a Document Style for Your Needs,” on page 289). You can use the
defined elements in your new style template again and again.

4 Use this basic document style template to generate documentation for a project, or customize it
for your needs.

¢ Section 13.3, “Generating a Document,” on page 290
¢ Section 13.2, “Editing a Document Style for Your Needs,” on page 289
+ Section 13.4, “Using Your Style Template for Other Projects,” on page 293

¢ Section 13.5, “Customizing Styles to Include or Exclude Information,” on page 296

*

Section 13.6, “Advanced Editing of a Document Style,” on page 299
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13.2 Editing a Document Style for Your Needs

After you have created a .docgen style template, you can edit the file to meet your documentation
needs.

You can add or modify information in the style template, which in turn affects the documents that
you generate. The information that you can customize through the Style Editor appears in the Style
Editor view. For more detailed editing, see Section 13.6, “Advanced Editing of a Document Style,”
on page 299.

¢ Section 13.2.1, “Editing a Style Template,” on page 289

¢ Section 13.2.2, “Editing Sections of a Style,” on page 290

13.2.1 Editing a Style Template

1 Select a project in the Project view, then expand the Toolbox > DocumentGenerator > Styles
icon.

2 Double-click the . docgen file. The file appears in the Style Editor view.

el *Blanston - Developer Blanstonl.docgen &3 =08
g +1, [ .
Style Editor # B @ | [gentity Manager System
= Identity Manager System
[E (Title Page)

[E] Table of Conterts
=-[E] 1. Docurnent
=-[E 1.1 Legal
B Disclairmer

[El Trademarks Eaaae——————
[E] 1.2. Document History Document Properties | Client Properties | Header | Font Settings | Other

Title: |Identity Manager System

=-[E 2. Project Information
[E] 2.1. Executive Summary Solutian name:

=-[E] 2.2, System Owverview

Identity Manager System Salution
[E] 2.2.1. Hierarchical Wigw il ger S¥

[E] 2.2.2. Cantact Infarmation Short solution narne:
[El 2. Project Configuration oM
=-[E 4. sppendix
=-[E 4.1. sppendix &: Policies Prepared by

[E] 4.1.1. Policy Containers

[E] 4.1.2. Policy Detail
=-[E 4.2, appendix B: Schema Document date:

B 4.2.1. Schema Overview

[§] 4.2.2. Schema Detail

[Prepared by]

Document type:

SO Frmber

3 Use the Style editor to edit sections of a style or to modify the style according to your needs.
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The Style editor is divided into two parts, beginning with the Identity Manager and working
through the Appendixes. When you click an item under the Style Editor section, the right
portion of the view changes to display the information associated with the heading. For
example, clicking Disclaimer under the Document > Legal heading allows you to edit the
disclaimer content.

4 Save your changes. Your changes are saved when you close the Style Editor, or when you click
the Save icon [=l.

13.2.2 Editing Sections of a Style

1 Select an item (for example, Executive Summary) in the Style Editor view.
2 Enter data or make changes in the left pane.

Select other items as appropriate and make changes. The information in the left pane varies,
depending on items that you select.

The main areas that you need to pay attention to are the information found under Identity
Manager System (Title Page and Table of Contents), Document, Legal, Disclaimer,
Trademarks, and Executive Summary.

4 Save your changes. Your changes are saved when you close the Style Editor, or when you click
Save [Hl.

5 Use this document style to generate documentation for a project, or continue to customize it for
specific documentation needs.

*

Section 13.3, “Generating a Document,” on page 290

*

Section 13.4, “Using Your Style Template for Other Projects,” on page 293

*

Section 13.5, “Customizing Styles to Include or Exclude Information,” on page 296

*

Section 13.6, “Advanced Editing of a Document Style,” on page 299

13.3 Generating a Document

1 (Conditional) If you haven’t yet created a Designer Project, create one.
1a Seclect File > New > Identity Manager Project.
1b Provide a project name, then click Finish.

2 (Conditional) If you haven’t yet created a document style that you want to use as a template for
your documentation, create one. See “Creating a Document Style” on page 287 and “Editing a
Document Style for Your Needs” on page 289.

3 In the Project view, select and expand a project, then right-click the .docgen icon under
Toolbox > DocumentGenerator > Styles and select Generate Documentation for This Style.
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= Froject 52 o= Outline =

1= Blanston
=-1=F Blanstonl
Tl Systern Model
== Documents
= Generated
== Toolbox
=2 DocurnentSener ator
=2 Styles
Blanstonl.docgen
B New 3
[

Irport »
& Export Project

Copy
&9 Refresh

Open With *
Rename

¥ Delete

Eﬁ" Generate Documentation for Th

You can also expand the Toolbox > DocumentGenerator > Styles folder and click the .docgen
file to open the file in the Style Editor, then click the Document Generation icon ka to the right
of the Style Editor heading.

4 (Conditional) If the Project folder you selected does not contain a .docgen file, you are asked
to select a Base Style. Select a . docgen style, then click Next.

& Generate Documentation
Select a Base Style

Define your docurment's formatting by selecting a style to serve as
your model,

Styles: =The style is older than the currently supported version,

(= styles -~
Default_Style.dacgen
[z Provigioning Style
Tl Blanston
21| Blanstonl
Blanstonl.docgen
Blanstonl_a.docgen
T] Blanston2

| £

@ [ Mext = l I Finish ] I Cancel ]

5 (Conditional) Designer includes the ability to generate documents to RTF (Rich Text Format).
If you want to enable this functionality, click Window > Preferences to bring up the Preferences
window. Then, under Novell > Identity Manager, select Document Generation.
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@ Preferences

|type filter kext | Document Generation

General
Help
= Movel
Designer
[=- Identity Manager
Configuration

Entitlements
iManager
Import/Deploy
Maodeler
Policy Builder
Firmulation
Provisioning
Web and XML

General

Automatically open the rendered file after document generation
Show warning dialog box when the style is an older version

‘Warn me before overwriting existing file during document genaration.
[CEnable RTF suppart (experimental)

] Gutput XML source files

Modeler

Document applications and drivers related ko other selected items

Docurnent Appearance
Select the language you want the document ko generate in:
| English

W

Select the Font to use for documentation:

| rial

’ Restore Defaulks ] ’

Apply

]

[ o

l [ Cancel

l

By selecting Enable RTF support (experimental), you can select the RTF format when creating

documents.

Generate Documentation

Select the settings For documentation.

Designer Project: Project1 I

| C:\Documents and Settings\LukePenrod\Designer | workspacelF |

Filenarme: | Project1.rtf
Directory:
Format:
_ PDF {Printable Document Format)
@ TiT (Text Dacurnent

OK l [ Cancel ]

6 On the Generate Documentation page, fill in the needed information.
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=

Generate Documentation

Select the settings For documentation,

Designer Project: Projectl hi

Filenarne: Project1,rtf

Directory: C:\Documents and Settings'LukePenrad|Designerwarkspace|F
Format; RTF (Rich Text Format) v

@ [ oK ] [ Cancel ]

+ Select the name you want to call the file, or keep the default name. If you are generating
the whole document, the default name often suffices. If you are generating a document for
a section, such as an Executive Summary, name the file to reflect the section you are
documenting.

+ Select the directory where you want to store the document. If you use the default output
location that appears in the Directory field, your generated document is visible under the
Documents\Generated folder of the Project View.

+ Select the format for the file. If you have enabled rich text formatting, you can select PDF
(Printable Document Format), TXT (Text Document), or RTF (Rich Text Format).

7 Click Finish to generate the document. The document appears in the current Project >
Documents > Generated folder unless otherwise specified.

PDF files must be viewed through a PDF viewer, such as Adobe Acrobat. If Adobe Acrobat is
installed on your workstation, Designer launches the document in Acrobat. RTF files can be
viewed in any word processor that can handle Rich Text Formatted files, such as Wordpad in
Windows.

The Filter editor provides an option to add notes to class and attributes, and these notes are
added to the documentation. Password synchronization on drivers is also documented, showing
how the administrator has set up password synchronization for the Publisher and Subscriber
channels. You can also document contact information on the administrator for Identity Vault
and application objects, as well as reciprocal mapping information.

13.4 Using Your Style Template for Other
Projects

To generate documentation for any project, you can use the default style provided with Designer or
you can use your own customized styles.

¢ Section 13.4.1, “Documenting a Section of the Project,” on page 293

¢ Section 13.4.2, “Documenting Multiple Sections of the Project,” on page 296

13.4.1 Documenting a Section of the Project

Instead of generating a document for the entire project, you can generate a document for a selected
section of a project.

1 With the project’s . docgen file open in the Style Editor pane, right-click a section of the style.
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2 Select Generate Documentation for This Section.

1| Blanstonl - Developer Blanstonl.docgen &3 ¢ Blanston3 - Developer =

—+

Style Editor B @ | Trademarks
= Identity Manager System
[El (Title Page)
[E] Table of Contents [¥]Include this section in the final document
=-[E 1. Document
=& 1.1 Legal
[E] Disclairmer
B Trademarks

Title: |Trademarks

- (5] H
New Child 4
&2 Undo Set cirkz phovell and Metware are registered trademarks of a
. in the United States and other countries, </
of Cut ovell Metwark Symbal is 3 trademark of Movell, Inc. </p=
=] Copy third-party trademarks are property of their respective
=
¥ Delete right © 2000, Inc. All rights reserved, Mo part of this
validate n may be reproduced, photocopied, stored on a refrieval

r transmitted without the express writken consent of
nsulting, <=

Load Resource...

Refresh
Show Properties View

3 In the Generate Documentation window, type a different project name in the Filename field
(for example, DocHistoryofMerger), then click OK.

Specify which portion or portions of the project you want to include in the generated document.

You can document domains, Identity Vaults, driver sets, drivers, and applications using the Modeler
view or the Outline view (use the Ctrl key to select multiple items). Document generation also ties in
with schema notes, classes and attributes. You can find out more about this in Chapter 7, “Managing
the Schema,” on page 155.

For example:

1 To document a specific driver in a project, right-click the driver in the Modeler or Outline view
and select Document Selection.
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# Shaw Dataflow Yiew

& Sirmulate. .,
(3 Show Policy Sefs

¥£] Run Canfiguration Wizard...
£y Password Synchronization...
& Manage Application Schema...

&4 Export to Configuration File. .,
Live 4

¥ Delete

Properties

2 Seclect the .docgen style sheet for the document and click Next.

3 Give the document a filename, such as the driver’s name, select the document’s format, and
click Finish to generate the driver document.

By default, documenting an application includes the connected driver (and its related objects).
Likewise, documenting a specific driver includes its connected application. However, you can
change this behavior in the Documentation Generation’s Preferences page.

1 Click Window > Preferences to bring up the Preferences window.

2 Under Designer for IDM, select Document Generation.

@ Preferences

|t‘.~f|38 filker besxt | Document Generation
General
Help General
= Mol Automatically open the rendered file after document generation

Designer
(=) Identity Manager
Configuration

Show warning dialog box when the style is an older version
Warn me before overwriting existing file during document genaration.

[]Enable RTF support (experimentali

Document Ge

Entitlements [ output #ML source files
iManager
Import/Deploy Modeler
todeler Document applications and drivers related to other selected items
Policy Builder
Sirulakion Dacument Sppeatance
Provisioning Select the language you want the document ko generate in:

wieh and ML | English v

Select the Font to use for documentation:

| arial v |

[ Restore Defaults ] [ Apply ]

) [ Ok H Cancel ]
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Under the Modeler heading, the Document applications and drivers related to other selected
items option is selected by default, which means that directly related items are included in the
documentation. For example, by default, documenting a driver set includes the direct children
(the applications) as well as some information of the direct parents (the Identity Vault and
domain) to give context to the driver set. Deselecting this option excludes direct children of the
selected item.

3 Select or deselect the options you want, then click OK.

13.4.2 Documenting Multiple Sections of the Project

If necessary, you can generate only selected sections so that peers can help you with information in
the selected sections.

1 If you have not already done so, double-click the .docgen file to bring up the template in the
Style Editor.

2 Select or deselect section headings. Each section and child section has a check box entitled
Include this section in the final document. By default the box is selected, as shown below.

- Project Configuration

[inciude this section in the final docurment

Title: | Project Configuration

To limit the sections you want to document, deselect the check boxes in the sections you don’t
want to generate.

3 Click the Generate Document icon B to the right of the Style Editor heading and generate
your document.

Give the document a unique name to reflect the type of information it includes.

13.5 Customizing Styles to Include or Exclude
Information

Novell does not recommend that you document all Identity Vault schemas unless you need to.

¢ Section 13.5.1, “Identity Vault Schema and Application Schema,” on page 296

¢ Section 13.5.2, “Using Project Configuration to Limit Information,” on page 297

13.5.1 Identity Vault Schema and Application Schema

The defaults for Identity Vault schemas have been changed to include custom schemas and any
modified changes to the Identity Vault base schema. For application schemas, Designer includes all
schemas by default. However, these can be turned off.

Select the Appendix B: Schema heading the in the Style Editor view. This brings up the Appendix B
section template in the right side of the Style Editor view.
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Figure 13-1 The Appendix B: Schema Section Template

Appendix B: Schema

Minciude this section in the final document

Title: |appendix B: Schema

Identity Yault schema to be documented:

Document custom or imported schema

Application scherma to be documented:

Docutnent all schema elerments

The Appendix B: Schema section has three selections:

¢ Include this section. The Include this section in the final documentation check box allows you
to include or not include Appendix B information in the documentation. By default, the box is
selected to include this information. Deselect the check box if you do not want to include

application or Identity Vault schemas in the document.

¢ Document Custom and Imported Identity Vault Schema. By default, the I/dentity Vault
Schema to be documented selected documents any schema that you import from the Identity
Vault or that you create. The choices are Document custom or imported schema, or None.

¢ Document all Application Schema. By default, the Application schema to be documented
selection includes all of the application schema. The choices are Document all schema
elements, or None.

13.5.2 Using Project Configuration to Limit Information

The Project Configuration heading allows you to include or deselect information on:

¢ Identity Vault

* Driver Sets
* Drivers

+ General

The following table shows what type of information can be included or excluded in these areas.

Table 13-1 Project Configuration

Identity Vault

Information to Select or Deselect

Selected
Selected
Selected

Selected

Include host information
Include username information
Include deployment context information

Include driver set names
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Identity Vault

Information to Select or Deselect

Selected
Deselected
Deselected

Deselected

Deselected
Driver Set
Selected
Selected
Selected
Selected
Deselected
Deselected
Deselected
Deselected
Driver
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Deselected
Deselected
Deselected
Deselected
General
Deselected

Selected

Include policy library on Identity Vaults
Include e-mail notification templates
Include XML source while documenting policies under the policy library

Include XML source while documenting credential provisioning objects under the
policy library

Include XML source while documenting mapping table objects under the policy library
Information to select or deselect

Include server information associated with the driver set

Include driver set Global Configuration Value (GCV)

Include the policy library on driver sets

Include job objects on driver sets

Include the XML source for policies under the policy library

Include the XML source for credential provisioning objects under the policy library
Include the XML source for mapping table objects under the policy library
Include the XML source for job objects

Information to select or deselect

Include the driver filter policy

Include policy set

Include server-specific information for this driver

Include Remote Loader configuration

Include entitlements

Include credential provisioning

Include mapping table

Include ECMAScript resource object

Include job objects

Include the XML source when documenting entitlement objects

Include the XML source when documenting credential provisioning objects
Include the XML source when documenting mapping table objects

Include the XML source when documenting job objects

Information to select or deselect

Include passwords

Page break after this section
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IMPORTANT: Credential provisioning for the XML source might contain passwords that are
displayed in clear text. If this option is selected, passwords are displayed in clear text and the
documentation includes all passwords in the project.

13.6 Advanced Editing of a Document Style

In addition to selecting and deselecting the content of a document style, you can also change the
layout and usability of your document style. You do this by editing the attributes that are associated
with certain sections. You can also create additional sections for your documents as you see fit.

¢ Section 13.6.1, “What’s In the Advanced Editing Mode,” on page 299

¢ Section 13.6.2, “A Walk-through Tutorial,” on page 306

¢ Section 13.6.3, “Selecting a Language for Generated Documents,” on page 312

¢ Section 13.6.4, “Double-Byte Font Support,” on page 313

13.6.1 What’s In the Advanced Editing Mode

The Advanced Editing icon 5 lets you toggle between simple editing and advanced editing modes.

By using the advanced editing mode, you can define information and a structure that is different
from the default template already attached to a predefined style. In this example, the Title Page
template is shown in its XSL format, which you must maintain.
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Figure 13-2 Viewing a Predefined Template
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Table 13-2 Style Editor Legend

Icon Name Description

E Green Page A green page means it's a titled section. The title appears
when you generate the document.

B Grey Page A grey page means it's not a titled selection. These pages
are also in parentheses; for example, (Title Page).

= White Page A white page means this section is disabled and is not
included when you generate the document.

[l Template A yellow template page gives specific format and styles that

Global Attribute

Local Attribute

Grey Attribute

are included when you generate a document.

A global (red) attribute means it is passed down to every
section below it (all children sections).

A local (green) attribute means it is only used by the section
in which it appears.

A grey attribute is used for comments.
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Icon

Name Description

Control Icon A Control type defines the functionality that you can give to
Attributes. Each Control type has a different functionality.

Advanced editing mode allows you to add the following:

*

*

*

*

*

“Sections” on page 301

“Viewing or Editing Properties of a Section” on page 303
“Templates” on page 304

“Attributes” on page 304

“Controls and Parameters” on page 305

You can have multiple sections in a document, but only one template per section. The template
defines the section’s layout; however, you can use the default template for newly created sections.
You can also have multiple attributes defining how the section looks, as well as multiple controls.
You use parameters (such as names and values) to specify options for a Control type. A Parameter is
a general name for a child item of a Control. The name of the Control denotes the type of control and
what you can perform by using that type.

Sections

Sections are blocks of the documentation composed of attributes, parameters, templates, and
controls through XSL programming. Section content includes a Title, Body, and children or
subordinate information. The following example shows the Section Properties page of the Identity
Manager System as seen through the simple edit mode.
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Figure 13-3 Section Properties Page

5 *Blanstonl - Developer Blanstonl.docgen &2 e
i -+, [ -
Style Editor 550 e e
SRE} icentity -

E (Title Page)
[E] Table of Contents
=-[E] 1. Document
=-E 1.1, Legal
[E] Disclaimer
E] Trademarks —_—
E] 1.2. Document Histary Docurnent Properties | Client Properties | Header | Font Settings | Other

Title: [dentity Manager System

=-[E 2. Project Information
[E] 2.1. Executive Summary Solution name:

=-[E 2.2 System Overview

Identity Manager System Solution
[E] 2.2.1. Hierarchical Yiew ki 9T Sy

[E 2.2.2. Contact Information Short solution name:
[El 3. Project Configuration M
=-[E] 4, sppendix
=-[E] 4.1, sppendix &: Policies Prepared by:

[E] 4.1.1. Policy Containers

[E] 4.1.2. Policy Detail
=[5 4.2, sppendix B; Schema Document date:

[E] 4.2.1. Schema Overview

[ 4.2.2. Schema Detail

[Prepared by]

Docurnent type:

SOW number:

The Identity Manager System section contains a section title (this can be changed), along with a
number of tabs (attributes): Document Properties, Client Properties, Header, Font Settings, and
Other. Each of these tabs contain fields that are editable; for instance, you can give the section title a
different name. When you click the Advanced Editing icon, you see that the Identity Manager
System section contains one template that includes several attributes, controls, and parameters
underneath the heading.
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Figure 13-4 Advanced Editing Mode
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Viewing or Editing Properties of a Section

If you click a section within the Style Editor and look in the Properties view (by default the lower
left corner of Designer), you see the values associated with the selection. (If you do not see the
Properties view by default, right-click a section and select Show Properties View.)

Figure 13-5 The Properties View of the Appendix B: Schema

Property
Enabled
j(u]

Mls ID
Murnbered
Source
Title
Titled
“ersion

- =9 |5l 1.1, Legal

[E] 1.2, Document History

'= schermadppendix
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[y
m

Appendix B: Schema

=
[y
]

T AN T YT

J =-[E] 2. Praject Information
% BreakafterSection

[E] 2.1, Executive Summary

[El 2.2. system Owerview
[E] 3. Project Confiquration
=[5 4. Appendix

[E] 4.1. appendix &: Policies

[E] 4.2. &ppendix B: Schema

These values are edited in the Properties view. The Values for the section heading are listed in the

following table:

Table 13-3 Values of a Section

Property Name

Description

Enabled

(True/False) Indicates whether this section is enabled. You can change this
setting by using the section Style Editor, which is the editor shown to the right of

the hierarchical view.

Used for reference. Most the time, ID is left empty. However, you can specify an
ID for convenience in finding this section during the transformation process.
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Property Name

Description

NLS ID

Numbered

Source

Title

Titled

Version

Used for reference. Most the time, NLS ID is left empty.

(True/False) Indicates whether this section should be included in the numbering
and placed in the Table of Contents.

Data source used to transform the template. For example, designer, style, and

none.

The value to be displayed as the title. You can change this setting by using the
section Style editor, which is the editor shown to the right of the hierarchical view.

(True/False) Indicates whether the title value should be shown in the generated
document. Otherwise, it is used only in the GUI for context.

The version of the section.

NOTE: Values change, depending on what you select under the Style Editor view. For example, an
attribute shows different properties than a section or a template.

Templates

A template is the XML source that defines the overall layout of a generated page. For instance, the
Title Page contains a template, as well as a number of headings. The following figure illustrates the
parts of the Executive Summary template. For more information about templates, see “A Walk-

through Tutorial” on page 306.

Figure 13-6 Parts of the Executive Summary Template

-

Section Content <

.

Section Main 4

-

Attributes

2.1 Executive Summary

This company operates a Meta
Directory and other various
information systems where
identity information related to
employess and user accounts
are stored and maintained

The administrator of portal
users is seamlessly integrated
in the existing user
adminlsiration process.

2.1.1 Account Details

Some of the accounts include

Information on the s

} Section Title
=

> Section Body

>

} Section Children

Attributes are the child elements of a section. For example, clicking the Advanced Editor mode
while selecting the section title Identity Manager System reveals the following attributes in red
(global), green (local), and grey (comment):

304 Designer 4.0 for Identity Manager 4.0 Administration Guide



Figure 13-7 Attributes
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Controls and Parameters

You can add parameters to control the appearance of a style. For example, in the Advanced Editing
mode, the structure of the Short (abbreviated) Solution Name entry is a global attribute that contains
a control and a label, and the control type known as textbox allows anyone to type a name that
appears in the generated document. Use the Properties view to edit controls.

Designer’s supported parameters or values for controls include the following:

Table 13-4 Supported Parameters

Control Parameter or Value Description

Table columns=“3" Number of columns to show in the control.
header=“date” Column header text.
width=“30" Column width for each column.
label=“show this” Explains what you see in this control.
addrows Displays a button to perform this function.
removerows Displays a button to perform this function.

File extensions=".jpg;*.gif’ Supported extensions separated by a semicolon

label="show this”

(*.7pg;*.Jpeg;*.gif). (One file only.)
The label explains what you can do with this
control.
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Control Parameter or Value Description

Select (Identity option=“font 1” Parameters allow font point selection, such as

Manager System/ option="font 2” option = “20pt” and option = “24pt”

font Settings) label=“show this” The label indicates what you can do with this
control.

Checkbox label="show this” The label explains what you can do with this

control. It includes a check box.

Textbox or label=“show this” The label explains what you can do with the text
Textarea box or text area control. You edit these controls
through the Properties view.

Comment label="show this” Allows you to add comments to help users. You
edit this control through the Properties view.

13.6.2 A Walk-through Tutorial

Now that you better understand what components are necessary in order to add advanced
functionality to your template, use this section to create a new section, add an attribute, and view the
source.

¢ “Creating a New Section in a Style” on page 306

¢ “Adding an Attribute to a Style” on page 306

+ “Enabling Documents to Recognize Your Additions” on page 307

* “Viewing the Source” on page 312

Creating a New Section in a Style
To insert an additional section into the Style Editor:

1 Create or open an existing .docgen file in the Style Editor.
2 Click the Enable Advanced Editing icon. g

The tree view of the document outline expands to include additional objects, (such as attributes,
template, and parameters).

3 Right-click the parent section where you want to add your new section, then select New Child
> Section. Specify a new section name; for this example, call it “My Section.”

4 (Optional) Reorder the section by dragging the section object to a different location in the
navigation tree. You can also copy and paste within this style or other styles.

5 Click the Save icon, then continue with “Adding an Attribute to a Style” on page 306.
Adding an Attribute to a Style

1 Right-click a section under the Style Editor view. Select New Child > Attribute.

2 Specify the attribute name in the Attribute Name window. For example, MyAttribute with no
spaces. Click OK.
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3 Specify a value under the Value property in the Properties view. For example, This is my
attribute value.

Folicy Set | B Properties &2 B =g # B Ll legal .
=[] 1.2, Document History
Property Value =-[E] 1.2, My Section
Global i false ;
Group .i _ =-[El 2. Praoject Information
Marme iMYAW'hUte - % BreakafterSection
Mis ID - = 2.1. Executive Summary
Yalue ‘= Thig is my attribute value +-[E 2.2. Svstern Overview
+-[E] 3. Praject Configuration

The Properties view shows the following values for attributes (attributes are defined through
controls and parameters):

+ Global: Passed down to subsections.

¢ Group: Used to group attributes together. These appear as part of a tab in Style Editor’s simple
mode.

+ Name: The attribute’s name.
+ NLS ID: The attribute’s NLS identification.
+ Value: The attribute’s value.

You can also show your attribute with another control type. The following example first creates a

control, then changes the control type from check box (the default) to something else, such as a text
area.

1 Right-click MyAttribute and select New Child > Control.

2 With your cursor on the control you just created, change the control type value to Text Area in
the Properties view.

3 Click your section to see the changes take place.

Policy Set ' 0 B B v = H #-[E] 1.1. Legal
#-[E 1.2, Document History

Property Yalue =[] 1.3. My Section
Type Slextarea A 5% Myatiribute
hec '? Cortrol (texﬂjux)
Select =-[E] 2. Project Information
Comment +- ¢ BreakafterSection
Table v #-[E] 2.1. Executive Summary

+-[E] 2.2, System Overview

Enabling Documents to Recognize Your Additions

After you have added attributes, your generated document doesn’t include information from these
attributes until you do one of the following:

¢ Make sure your section is a leaf section (does not contain child sections).

¢ Create a template that uses the attribute explicitly. This is usually the preferred method because
you can display the attribute values exactly the way you want.
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Method 1: Set the Section Source to “Style”

If you create a section without a template (and the template is a leaf section containing no section
children), the default template generates the attribute values with the document. You do not need to
do anything. You can generate a document for just that section by right-clicking the section head and
selecting Generate Documentation for This Section. Or you can click the Generate Document icon
at the top to generate the whole document.

NOTE: Text boxes, text areas, and tables are the only attributes that are generated through the
default template (check boxes, selects, and comments are not generated).

Method 2: Add a Template for a Custom Layout
Complete the following tasks:

¢ “Creating a Template” on page 308

¢ “Creating Another Section and Template” on page 310
Creating a Template

1 Right-click your newly created section.
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2 Seclect New Child > Template.

Section Template

<?xml version="1.0" encoding="UTF-3"?><xsl:stylesheet wersion="1.0" xmins:fo="htcp:// /1A
<xsl:import hrefs"dgSection.xsl"/>

<x&l:pacam name="DOCUMENT DATE"/>
<x=liparam name="SOLUTION NAME™/:
<xsl:param neme="SHORT SOLUTION NAME"/>
<x=l:param name="DOCUHENT TYPE"/>
<xsl:pacam neme="CLIENT NANE"/>
<xsl:param name-"SHORT_CLIENT;NAHE"H>
<x3l:param name="CLIENT NUHNBER"™/>
<xsl:param name="PREPARED BY"/>
<¥sl:param neme="50W NUNBER"/>

<¥sliparam name="customlmage’ />
<x#sl:param name="imageWidch”/ >

“xslitemplate name="3ection.Content™:
<fo:block>
<¥3l:1f test="§SO0LUTION MNAME '= '' or §$SHORT SOLUTION NAME != ''":

<fo:block space-after="{JFONT_SIZE_4)">
Solution: <x=2l:value-of select="§SOLUTION NAME"/>
<k=l:if test="{SHORT_SOLUTION NAME 1= ''®M>
[<xal:value-ol selecc="§SHORT_SOLUTION_ NAME™/>)
<lxsliif>
</foshlocks
<fx=l:if>

<x8l:if ceste"§PREFARED BY i= '!Ms
<fothlock space-after="{JFONT_SIZE 4) ">
Prepared by: <xsl:value-of selecc="§PREPARED BY"/>
</ fosblock>
</xsl:ifs
<x3l:if test="§CLIENT NAME != '' or S5HORT_CLIENT NAMNE != '''">
<fothlock space-atter="{3FONT SIZE 4)">
For Client: <xsl:value-of select="{CLIENT NAME"/>
«x21:1f tesc="§5HORT CLIENT NANE |= *‘''>
(<xslivalue=-of select'"$SHORT_CLIENT_NAHE"f)I
<fusl:if>
</forblock>
</fxsliil>
<xsl:if test="$§CLIENT NUHBER != ''">
<fo:block space—sf:er=”l$FONT_SIZE_4}"b
Client number: <xsl:value-of aselect="3CLIENT NUMBER"/>
</fo:block:>
</xsl:if>
cxal:if test-"$b0CUHENT_DhTI el
<to:block space-attec="{JFONT_SIZE_4;">
Document Date: <xsl:value=of select-"$DOCUHENT_DATE"{b
</fo:block>
|

24

The template has some default content that consists mostly of comments, which helps you get
started on your first template. This is shown in the next task; for now, replace the comments in this

template with the following XSL commands:

<xsl:param name="MyAttribute"/>

<xsl:template name="Section.Body">
MyAttribute:

<xsl:call-template name="Format.OutputTextArea">
<xsl:with-param name="value" select="$MyAttribute"/>

</xsl:call-template>
</xsl:template>
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There is a Format.OutputTextArea call in the XSL that is a helper function included with the
Document Generator Core Support Templates. Because HTML code is allowed in text areas, this
ensures that it’s interpreted and escaped properly. If you want to see the core XSL library calls for
documentation generation, see “Document Generator Core Support Templates” on page 533.

Your template should look like this:

Figure 13-8 Example Template

<2l wersion="1.0" encoding="UTF-3"2:-
<xzl:atylesheet version="1.0" xmlns:xsl="http:/ www.wd.ocg 1
<®zliinmport href="dgfection.xs1"/>

<Hzliparam name="Myittribute”/>

<¥zl:itemplate name="Zection, Body™>
Mylittribute:
<xsl:call-template name="Format.OutputTextirea™s>
<xsl:with-param name="value" select="iNviccribuce™/>
</fH=zlipall-template:
</x=l:templates

</®xzlistylesheets

Generating a document for this section should give you something like this:

Figure 13-9 Sample Section

1. MySection

MyAttribute:
This is my attribute

Creating Another Section and Template
1 Right-click your newly created section and select New Child > Section. In the Section Name
window, name the new section Table of Contents and click OK.

2 Right-click this new section and select New Child > Template. Carefully read through the
comments in this template. These details are important.

When you create a custom section, you are inserting some information into the document. As
the comments mention, developers usually override one of the following template functions:

+ Section Body (most common)
+ Section Content
+ Section Title

The following image illustrates which section is being defined. As a developer of the style, you
write this template to overwrite the area that is of interest.
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Section Contenl <€

L

Section Main <l

2.1 Executive Summary

This company operates a Meta
Directory and other various
information systems where
identity information related to
employees and user accounts
are stored and maintained

The administrator of portal
users is seamlessly integrated
in thi existing user
adminisiration process,

2.1.1 Account Details

Some of the accounts include
Information on the-te—" -

} Section Title
=

+ Section Body

Section Children

For this example, you should overwrite the Section.Body because you don’t want to change the
default behavior of the Title, nor do you want to change the way other sections are related to
this one. (You can use the hierarchical view to control this with the default template if

necessary).

3 To overwrite the Section Body, simply uncomment the sample function that is shown in the
default template, as shown below:

Section Template

PR

B

oo

2l

to 'style!

* Tahle of Contents example

<xslitemplate namwe="Iection.Body™=
<fo:hlockrHere is my Table of Contents:</fo:block:>
<xsl:apply-templates/>
</®sl:templates>

“xslitemplate match="children's
<forhlock margin-lefc="{count (ancestor:: ¥ en™> - <xslis
<¥al:apply-templates/>

</xslitemplate>

</x=l:stylesheet>

< PHnl wversion="1.0" encoding="UTF-5" 2>
<Hzl:stylesheet version="1.0" xmlns:xsl="http://wuw.ws.org/ .
<xgliimport href="dgiection.xsl"/>

[remove comoenting bhelow
This template asswnes you have your section source

[the default wvalue), and demonstrates h
render data taken frow an XML sSource.

If you render your document at this point, you get no content in your Table of Contents (other
than the surrounding text). This is because this template assumes that the style source has been
specified for this section. To specify the source:

4 Click the Table of Contents section.

5 From the Properties view, set the source to style.
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6 Right-click MySection and select Generate Documentation for This Section.

Sample

1. My Section

MyAttribute:
This is my attribute value.

1.1. Table of Contents

Here is my Table of Contents:
- My Section
- Table of Contents

Viewing the Source

When your generate your document, you’ll notice there is an Output XML Source Files option. Click
the box next to this option to turn it on. You’ll see .xm1 source files appear where you are generating
the document. These source files are the XML data that is used in your template when you set the
source (for example, to “style”). Designer 1.1 and above include the following sources:

Table 13-5 Sources

Source Key Description

none An empty source, used when no source is specified or when “none” is specified.
style The XML source of the style, used to build things like the Table of Contents.
designer A source that has been defined by an extension point for the Designer model. This

contains all information about the configuration of your Designer project.

13.6.3 Selecting a Language for Generated Documents

You can select the language you want to print the document in.

1 Click Window > Preference > Designer for IDM > Document Generation. Under the
Document Language heading, select the language you want to use for document generation.
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. Preferences

type filker bext Document Generation
General
Help Genetal
= Movell Aukomatically open the rendered file after document generation
Designer Shaww watning dialog box when the style is an older version

(=) Identity Manager

i - Warn me before overwriting existing file during document genaration.
Configuration

Document Generation Enable RTF support {experimental)
Entitlements [ output #ML source files
iManager
Import/Deploy Modeler

Modeler Document: applications and drivers related to other selected items

Palicy Builder
Simulation Document Appearance

Provisioning Select the language you want the document ko generate in:
Web and XML 3

[Restore Defaults ] ’ Apply ]

6] [ a8 H Cancel ]

Current languages include:

¢ Chinese Simplified

¢ Chinese Traditional

¢ Dutch

+ English (default)

+ French

¢ German

¢ [talian

+ Japanese

+ Portuguese Brazil

¢ Spanish
2 After you select a language, click Apply.
3 Click OK to close the Preference page.

13.6.4 Double-Byte Font Support

Designer now has double-byte font support for the Document Generation feature. If you select a
language that uses double-byte characters, such as Chinese Simplified, Chinese Traditional, and
Japanese, Designer automatically installs the Proportional Mincho font. You can change this as
necessary. A good font that covers both proportional spacing and double-byte support is Arial
Unicode MS.
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For English and other languages, the default font is Arial.
To add a font for your specific language:

1 Click Window > Preference then expand Novell > Identity Manager and select Document
Generation. Under Document Appearance, select the font you want to use.

[tyme: filter text | Document Generation
- General o I
[=-Designer faor IDM RHES
Canfiguration [¥] sutomatically open the rendered file after document generation
‘.. Document Generation [¥]show warning dialog box when the style is an older version
Entitlements [“l'tarn me befare overwriting existing file during document genaration,
- iManager [¥]Enable RTF support (experimental)
- Import/Deploy [“l output ¥ML source files
- Language
[ Modeler Hoises
Policy Builder [l Dacument applications and drivers related to other selected items
- Project Checker Document Appearance
~Schema .
Select the language you want the docurment to generate in:
- Sirmulation :
T | English v
- Hel
i i Select the font to use for documentation:
- Movell I
- Provigioning | arial
[ Web and X
Look i | e Mew _CDrive [C:)
Y [CHDELL [C)000Install113
4 Ea |7) Distiller 7Instal ) Program Files
My Recent | |[Ddacsysx i Temp
&) Documents  |[Z3)Documents and Settings (L) user
e — ) dowrloads [ WINDOWS
: L& () DRIVERS [ times ttF
| Deskiop (Ded
i [CJEPSON
—| - 1) gclient:
Provi | — O J ) qwsetup
o . ~| My Documents e
3 . 2 CIHDPS
1< (nls
| E _ I:ﬂNoveII
= ) MW C4linskall
=1 by Computer
. E
File narne: |times.ttf v | [ Open ]
tly Metwork, Files of bype: |TrueType Fant [*ttf] w | [ Cancel ]

To change the font on a Windows workstation, you must first copy the font file from the
C:\Windows\Fonts directory to another directory. You can then use the Browse icon to select
the font.

To change the font on a Linux workstation, browse to the usr/share/fonts/truetype
directory, or to another directory containing the fonts you want.

2 Click the Browse icon to bring up the Open window, change to the directory where you placed
the font, then click Open.
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You can also type the directory and font file name into Font Settings field, or use the drop-
down menu to select a font that you have previously selected.

3 Click Apply, then click OK.

Using the above steps globally changes the font in the generated document, and also adds double-
byte font support for your selections.
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Using Entitlements

Identity Manager allows you to synchronize data between managed systems. Entitlements allow you
to set up criteria for a person or group that, once met, initiate an event to grant or revoke access to
business resources within the managed system.

You can think of an entitlement as a permission slip. For example, if you want a new employee to be
given an Active Directory account when he is added to your Human Resource system, he must have
a permission slip, or entitlement, for the Active Directory account. If the user doesn’t have the
permission slip, he doesn’t receive the account. This gives you one more level of control and
automation for granting and revoking resources.

Use Designer to create entitlements and deploy them into existing Identity Manager drivers.
Designer allows you to create entitlements through the Entitlement Wizard, which gives you a
graphical interface where you can create the entitlement step by step. Because of this graphical
interface, we recommend using Designer for creating and editing entitlements.

There are four aspects to making entitlements work effectively: design, creation, editing, and
management.

¢ Section 14.1, “How Entitlements Work,” on page 317

*

Section 14.2, “Designing Entitlements,” on page 319

*

Section 14.3, “Creating Entitlements through the Entitlement Wizard,” on page 322

*

Section 14.4, “Editing and Viewing Entitlements,” on page 333

*

Section 14.5, “Managing Entitlements,” on page 338

14.1 How Entitlements Work

The following diagram shows the basic entitlement process.
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Figure 14-1 Basic Overview of Entitlements

Entitlement
Agent

Entitlementz Driver
Role Azsignments

Provizioning
Workflows

Metadirectory
Server

I-' IUser A

AD Uzer Account

Active Directory Active
Driver Directory
—) '
!
—%.Fll.ter ) |_, iUser Accounts
=+ o Dt L-EntitliementFef

e/- | Entitlements

Dif<kL-E ntitlementR EJ

Usger i

ser Account
Group Membership
Exchange Maibox
L :d Policies

Uszer Account

Group Membership
Exchange Mailbox

1. An entitlement agent grants an entitlement to a user. There are three ways that entitlements are

granted to a user:

+ Role-Based Entitlements: The Entitlements Service driver grants the entitlement based
on criteria that places the user in a particular role (or group). This criteria can be based on
any event that occurs in the Identity Vault. For example, adding a new employee in an HR
system causes a User object to be created in the Identity Vault. Creation of the new User
object is the criterion that causes the Entitlements Service driver to grant the Active
Directory User Account entitlement to the user.

To create role-based entitlements in Designer, see Section 14.3, “Creating Entitlements
through the Entitlement Wizard,” on page 322.

¢ User Application Role Based Provisioning: The user receives a role assignment through
the User Application. The User Application’s Role Service driver grants the user any
entitlements associated with the new role. For example, a user is assigned an Accountant
role that requires access to the Accounting group in Active Directory. The Role Service
driver grants the Active Directory Group Membership entitlement to the user.

To create entitlements for role based provisioning, use the Role editor. See “Specifying
Entitlements”in the User Application: Design Guide.

¢ User Application Workflow-Based Provisioning A provisioning workflow grants the
entitlement to the user. For example, a new employee is added to the HR system, which
causes a User object to be created in the Identity Vault. Creation of the new User object
initiates a workflow that grants the Active Directory User Account entitlement to the user.

Creating entitlements to use with workflow-based provisioning is an involved process. To
get you started, see “Configuring Provisioning Request Definitions”in the User
Application: Design Guide.

2. When an entitlement is added to or removed from a user’s DirXML-EntitlementRef attribute,
any entitlement-enabled drivers begin to process the event. To monitor users for entitlement
changes, drivers must have the DirXML-EntitlementRef attribute added to their Subscriber

channel filter.

3. The driver processes the entitlement event against the Subscriber channel policies. If the
entitlement event is for an entitlement that applies to the driver, the policies are processed.
Otherwise, no processing occurs. In Figure 14-1, the Grant User Account policy is processed
because 1) the Active Directory User Account entitlement was added to the user’s DirXML-
EntitlementRef attribute and 2) the User Account entitlement is defined on the Active
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Directory driver. Likewise, if the Active Directory User Account entitlement is later removed
from the user’s DirXML-EntitlementRef attribute, the Revoke User Account policy is
processed.

4. The policies trigger the granting or revoking of access to the entitled resource. In Figure 14-1,
the Grant User Account policy triggers the creation of a user account in Active Directory.

14.2 Designing Entitlements

You must know beforehand what you want to accomplish with entitlements. Entitlements work from
the functionality you build into Identity Manager drivers through policies. These driver policies
implement rules and process the events between the Identity Vault and the managed system. If the
policies in the Identity Manager driver do not specify what you want to do, entitlements cannot
work. For example, if you don’t specify the action section of the Check User Modify for Group
Membership rule in the Command policy, attempts to grant or revoke a group membership
entitlement are ignored.

When you know what you want to accomplish with Identity Manager, you can correctly design
granting and revoking capabilities for any managed system resources. The following four-step
procedure can help you plan to create and use entitlements:

1. Know what you want to accomplish in your business situation. You can design and implement
many business solutions through Identity Manager, but you need to know what you want to do
before implementing something that isn’t defined. Make a numbered list of what you want to
do.

2. Define an entitlement that represents one item from your numbered list. You can create
valueless and valued entitlements. Valued entitlements can get their values from an external
query, they can be administrator-defined, or they can be free-form. There are examples in
Section 14.3, “Creating Entitlements through the Entitlement Wizard,” on page 322.

3. Add policies to the Identity Manager Driver to implement the designed entitlement. To create a
policy for an Identity Manager driver, you need to be conversant with XSLT or DirXML script
to define the way the managed system handles and receives information, and the way Novell
eDirectory stores information. Unless you are a good DirXML programmer, this is a job for
consultants.

4. Set up a managing agent to grant or revoke the entitlement. If you want an automated process,
use Role-Based Entitlements; if you want a manual process, use the User Application’s
workflow-based provisioning feature. See “Understanding Entitlements” in the /dentity
Manager 4.0 Entitlements Guide. As you plan your entitlements, use the following sections for
more information.

*

Section 14.2.1, “Terminology,” on page 319

*

Section 14.2.2, “Entitlement Prerequisites,” on page 320

*

Section 14.2.3, “Identity Manager Drivers with Preconfigurations that Support Entitlements,”
on page 320

*

Section 14.2.4, “Enabling Entitlements on Identity Manager Drivers,” on page 321

14.2.1 Terminology

Following are some terms that are used throughout this section.

Entitlement: An Identity Vault object that represents a business resource in a managed system.

Using Entitlements

319



Entitlement Service driver: Grants and revokes entitlements. For Role-Based Entitlements, the
agent is the Entitlements Service driver, which must be initiated for entitlements to work.

Grant or revoke: Granting or revoking an entitlement is controlled by Global Configuration
Variables (GCVs) on an Identity Manager driver.

Entitlement consumer: Anything that uses entitlement-related information. Entitlement consumers
include iManager, the User Application, and Identity Manager policies.

14.2.2 Entitlement Prerequisites

Q eDirectory 8.7.3 or eDirectory 8.8 with the latest Support Pack
O Identity Manager 3 or later
O An Entitlements Service driver

You must have an Entitlements Service driver in each driver set where you want to use
entitlements. This requires a very simple, two-step setup for each driver set. To do this, see
“Creating Entitlements” in the Identity Manager 4.0 Entitlements Guide.

O A driver configuration that supports entitlements
Before you can use entitlements with a managed system, do one of the following:

¢ Import the Identity Manager driver configuration for the driver and specify that the driver
has entitlements enabled.

+ Enable your driver to support entitlements. To do this:
1. Create entitlements using Designer.

2. Add the DirXML-EntitlementRef attribute to your driver filter as described in
Section 14.2.4, “Enabling Entitlements on Identity Manager Drivers,” on page 321.

3. Write policies to implement the entitlements you create in Step 1 under Section 14.2,
“Designing Entitlements,” on page 319.

14.2.3 Identity Manager Drivers with Preconfigurations that
Support Entitlements
The following drivers include configuration files that already contain entitlements and the policies
required to implement the entitlements. These entitlements support the most common scenarios:
granting and revoking user accounts, groups, and e-mail distribution lists.

¢ Active Directory: Grant and revoke accounts, group membership, Exchange Mailbox

¢ GroupWise: Grant and revoke accounts, grant and revoke members of distribution lists

¢ LDAP: Grant and revoke user accounts

¢ Linux and UNIX: Grant and revoke accounts

¢ Lotus Notes: Grant and revoke user accounts and group memberships

¢ RACF: Grant and revoke group accounts and group memberships
These are example entitlements and policies that you can use as is if they meet your needs. If not,

you can modify them to meet your needs, or you can use them as examples as you implement
additional entitlements.
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14.2.4 Enabling Entitlements on Identity Manager Drivers

Before you can use entitlements, you must first ensure that your driver has entitlements enabled.
You can do this through the Entitlements Wizard as you finish creating entitlements; this applies to
both preconfigured and non-preconfigured drivers.

However, if you want to use the preconfigured driver’s entitlements and the infrastructure that
supports them, you must enable entitlements when you initially create a driver in Designer or
iManager; the preconfigured policies and rules that support the preconfigured entitlements cannot be
added later without re-creating the driver. If you import a driver that has entitlements enabled into
Designer from an Identity Vault, the imported driver also has entitlements enabled. If you deploy a
driver that has entitlements enabled into an Identity Vault, the deployed driver also has entitlements
enabled.

You can see if your preconfigured drivers have entitlements enabled by clicking the Outline view,
then clicking the Subscriber channel of your selected driver. If entitlements are enabled, you should
see the preconfigured entitlements appear under the Subscriber Channel. If entitlements do not
appear under the Subscriber Channel in the Outline view, entitlements were not enabled when the
driver was initially installed.

However, you can still use entitlements on preconfigured Identity Manager drivers that do not have
entitlement preconfigurations enabled. To do this, run the Entitlement Wizard. The last page in the

Entitlement Wizard asks if you want to add the DirXML-EntitlementRef attribute to the driver filter,
with Yes selected. Click OK. However, because the policies and rules are not in place on the driver,
you won’t be able to use their preconfigured entitlements without adding those supporting policies

and rules yourself.

Figure 14-2 Enabling Entitlements
@ Add To Filter ®)

? To enable entitlements for this driver, the DirkxML-EntitlementRef

“f/ atfribute needs to be added to the User class in the driver filter,
If you want to enable entitlements for another class, you can do
50 from the filter editor,

Do you want Designer to enable entitlements for the User class in the
driver filter for you?

[CJremember selection. Don't prompt again,

Ok I [ Cancel
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You can also use entitlements on Identity Manager drivers that do not contain entitlement
preconfigurations. To enable your driver to support entitlements, add the DirXML-EntitlementRef
attribute to your driver filter. Run the Entitlement Wizard as described above to add the DirXML-
EntitlementRef attribute to the driver filter.

14.3 Creating Entitlements through the
Entitlement Wizard

Designer comes with an Entitlement Wizard. This wizard steps you through the creation of
entitlements by asking a series of questions about how the entitlement will be used in the enterprise.
Use one of the following methods to access the Entitlement Wizard:

To access the Entitlement Wizard from the Outline view:

1 Right-click a Driver object, then click New > Entitlement.

4 i Credential Application...
i3 Credential Repository...
W DirkML Script..

& show Dataflow Yiew

& DirsML Script Tracing...

& Simulate...
3 Show Policy Sets Bl Mapping Table..
& ResoLrce...
K] Riun Configuration Wizard. .. u¥ Schema Map...
%3 Password Synchronization... K XSLT...

@ Manage Application Schema..,

From Copy...

E Document Selection. ..
] Import from File...
M Export to Configuration File, . ition
Live 4
% Delete
word GCY
Froperties swiord Polcy

To access the Entitlement Wizard from the Modeler view:
1 Right-click the driver icon, then click New > Entitlement.

There are two types of entitlements that you can create: valueless and valued. The type you use
depends on whether you need to pass additional information to the policies.

¢ Section 14.3.1, “Valueless Entitlements,” on page 322

¢ Section 14.3.2, “Valued Entitlement that Queries an External Application,” on page 324
¢ Section 14.3.3, “Administrator-Defined Entitlements with Lists,” on page 329

¢ Section 14.3.4, “Administrator-Defined Entitlements without Lists,” on page 331

14.3.1 Valueless Entitlements
A valueless entitlement has no values to go with it. An example is the Account Entitlement for

Active Directory, which is used to turn on account capabilities. You use valueless entitlements if you
don’t need to pass any extra information to driver policies.
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To create a valueless entitlement:

1 Right-click the driver icon in the Outline view or in the Modeler view, then click New >
Entitlement.

@ New Entitlement Wizard 3]

Name Entitlement

Give the entitlerment a name and a description.

Mame: |Acc0unt

W sz name for display name

Display Mame: |

Description: | This is an Account Entitiement,

@ | Mewt = | | Cancel |

2 Type the name and description information. For this example, the entitlement is named
Account, with a description of “This is an Account Entitlement.” Click Next.

@ New Entitlement Wizard 3]

Set Entitlement Yalues

‘You can set values on an entitlerment for use by policy or other entitiement consumers,

Do you want this entitement to include values?
®Ma

(@) Choose this if your entitierment doesn't require values,
Oes

(3) Choase this if you want to query values fram an application or to define a group of
valles,

[ Einish l ’ Cancel ]

3 Because this first example is valueless, select No to Do you want this entitlement to include
values?

4 Click Finish.

5 Inthe Add To Filter dialog box, answer Yes if you want the driver to listen for this entitlement.
This enables entitlements for the driver.
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@ Add To Filter ®

?/ To enable entitlements for this driver, the DirxXML-EntitiementRef

= attribute needs to be added to the User class in the driver filter,
If you want to enable entitlerments for another class, you can do
so from the filter editar,

Do you want Designer to enable entitlements for the User class in the
driver filter for you?

OMNo

[Cremember selection. Dan't prompt again.

[ OK. l ’ Cancel ]

The DirXML-EntitlementRef attribute allows the driver filter to listen for entitlement activities.
This is necessary in order to use the entitlements you are creating.

If you don’t want to see the Add To Filter window on every entitlement you are creating for any
driver in Designer, select Remember Selection - Don t Prompt Again, then click OK. However,
after the attribute is added to this driver filter, you won’t see the Add To Filter window again.

If you have a file conflict, you are asked to save the editor’s changes before continuing. Once
the editor is saved, the entitlement displays in the Modeler view.

14.3.2 Valued Entitlement that Queries an External Application

Values are a way of passing data that you might need to use in policies. Valued entitlements can get
their values from an external query; they can be administrator-defined, or they can be free-form.

1 Right-click the driver icon in the Outline view or in the Modeler view, then click New >
Entitlement.

2 Give the entitlement a name. This example uses Application Query, with the Use Name for
Display Name option selected. In the Description box, type Looks for the Class name of
Groupx, then click Next.
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@ New Entitlement Wizard &)

Name Entitlement

Give the entitlement 2 name and a description,

MName: |App|icati0n Query

W Lize name for display name

Display Marme: |

Description: | | poks for the Class name of Groupx

| Cancel |

3 On the Set Entitlements Values page, select Yes so you can query values from an application or

define a group of values, then click Next.

4 The next Set Entitlements Values page allows you to define where you get the values for this
entitlement. Valued entitlements can get their values from an external query, or they can be
administrator-defined. For this example, select the Values from an application query option,

then click Next.

@ New Entitlement Wizard

Set Entitlement Yalues

Define where to get the values for this entitlement.

This entitlernent will have:
O administrator-defined values

(@) Chaose this if you want an entitement that defines
attributes {phone number, office location, etc.) to be set in
an application,

(@) Chaose this if you want an entitement that allows a user to
become a member of 3 group in an external application.
The groups used are queried from the application.

@ ’ < Back ” Mext = l

The Define Application Query window combines two steps: defining the query and mapping

the query results.

5 To fill in the Class Query, click the Schema Browser icon on the right side of the Class entry.
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" Schema Browser

X

Classes |
¢ 0]
dsa ~
dynamicGroup
dynamicGroupALE
edirSchemalersion

encryptionFolicy
Extarnal Enfity
federatonBoundar:

GroupWise Agent
Groupiise istributon List
GroupWise Domain
GroupiWise External Entity
GroupWise Gateway
Groupiise Library
GroupWise Post Office
GroupWise Resource
homelnfo

hpServer
immediateSuperiorReference
LOAP Group bt

[l onty show changes

g

6 The Schema Browser shows you the Classes in the eDirectory namespace that are available. If
you know the name of the Class type you want to query, click to select a selection in the
Classes tab, then start typing the Class name. The browser jumps to the alphabetical order of
what you type. Select the Class name, then click OK.

@ New Entitlement Wizard 3]

Define Application Query

Define an application query that will return value(s) to be used by
this entitlement.

Enter a class to query

Class: | Group o}

Enter a base DN and select a scope to search from

Base OM: |Blanst3n Scape: |Subtree| j

Map query results to values used by entitlement consumers
Value From Query =  ¥alue Used by Entitlement Consumers

Source Distinguishec «| = "Display-Name" shown to entitlement consumers
Description v | 5 "Description" shown to entitlement consumers
Association | 5 "“alue" used by policy

@ < Back | Mest > | | Cancel |

7 Type the base distinguished name (DN) and the scope. For this example, select the Class
Group, at the Base Distinguished Name of Blanston, with the Scope of subtree (choices are
subtree, entry, and subordinates).
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This example maps the query results from the managed system to certain values that
entitlement consumers can use. At present, the consumers are iManager managing Role-Based
Entitlement policies and the User Application managing workflow-based provisioning
entitlements. The Value From Query information prepopulates the consumer’s user interface
with the following:

+ Display Name: Defines the attribute that displays in the list of values. The example
selects Source Distinguished Name for the display name. Click the drop-down button on
the Display Name shown to entitlement consumers list to see a list of attributes associated
with the class you selected through the Schema Browser. The list includes both the
attributes and the inherited attributes for the selected class.

+ Description: Defines the attribute that displays as a description for that value. For the
description, select Description from the Value drop-down list to map the query results
from the managed system to the entitlement.

¢ Value: Defines the attribute or token that is the actual value. The Value entry is not seen in
the entitlement consumer, but it is the value that is assigned when the entitlement is
granted or revoked. In this case, choose Association.

If you do not use the Schema Browser icon when selecting the class, you see only two
selections in the Value From Query lists: Association and Source Distinguished Name. If these
attributes suit your needs, use them. You can also type the attribute name into the text field.
However, if you want to select the attributes from the lists, use the Schema Browser icon when
selecting a class for the query. You see the attributes and inherited attributes for the selected
class.

When the values are filled out, select Next.

9 In the Assign Multiple Values window, select Yes if you want the entitlements to be granted

10

1"

more than once and with different values. If you select No, the entitlement can only be granted
once. For this example, click Yes, then click Next.

It makes sense to assign group entitlements with multiple values, but it does not make sense to
assign an account entitlement more than once.

You are asked if this entitlement is intended to be used by Role-Based Entitlement policies
through iManager. If you want this entitlement to be granted or revoked automatically, select
Yes to the Role-Based Entitlements question, click Next, then continue with Step 11.

or

If you want the granting or revoking of this entitlement to be a manual process (approved by
someone), select No to use the User Application, then skip to Step 12.

We recommend that you have only one agent control an entitlement. If multiple agents are in
control, you have the following consequences:

+ Whatever comes last controls the entitlement results
¢ Results are unpredictable
+ Using both agents to control an entitlement is not supported by Novell

(Conditional) If you select Yes to the Role-Based Entitlements question, you are asked if you
want to use the Role-Based Entitlements priority to resolve any conflicts that might happen
when this entitlement is assigned more than once with different values. You can resolve the
conflict by either using Role-Based Entitlements priority, or by merging the values.
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Merging the values merges the entitlements of all involved Role-Based Entitlement policies, so
if one policy revokes an entitlement but another policy grants an entitlement, the entitlement is
eventually granted. Solving conflicts by priority works if you need to ensure that only one
policy is applied to this entitlement at any time. This example uses priority.

12 Click Finish.

For this example, the query values look for the Source Distinguished Name attribute of the
Class name of Group, starting from the Base DN (Blanston) and checking through the subtree
from that beginning point. The values that come back from the query are similar to the
following:

<instance class-name="Group" src-dn="o=Blanston,cn=groupl">
<association>o=Blanston, cn=groupl</association>
<attr attr-name="Description"> the description for groupl</attr>
</instance>
<instance class-name="Group" src-dn="o=Blanston,cn=group2">
<association>o=Blanston, cn=group2</association>
<attr attr-name="Description"> the description for group2</attr>
</instance>
<instance class-name="Group" src-dn="o=Blanston,cn=group3">
<association>o=Blanston, cn=group3</association>
<attr attr-name="Description"> the description for group3</attr>
</instance>
<l—= .0 >

The information received from the query fills in the various fields. For instance, the
<display-name> field receives o=Blanston,cn=groupl. The <description> field receives
the description for Groupl, and the <ent-value> field receives o=Blanston,cn=groupl.
Because more than one group exists and meets the query criteria, this information is also
collected and shown as other instances of the query.

The association format value is unique for every external system, so the format and syntax are
different for each external system queried.

13 In the Add To Filter window, click Yes if you want the driver to listen for this entitlement. This
enables entitlements for the driver.

@ Add To Filter ®

?/ To enable entitlements for this driver, the DirxXML-EntitiementRef

i attribute needs to be added to the User class in the driver filter,
If you want to enable entitlements for another class, you can do
so from the filter editar,

Do you want Designer to enable entitlements for the User class in the
driver filter for you?

[Cremember selection. Dan't prompt again.

[ Ok l ’ Cancel ]

The DirXML-EntitlementRef attribute allows the driver filter to listen for entitlement activities.
This is necessary in order to use the entitlements you are creating.
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If you don’t want to see the Add To Filter window on entitlements you are creating for any
driver in Designer, select Remember Selection - Don 't Prompt Again, then click OK. However,
after the attribute is added to this driver filter, you won’t see the Add To Filter window again.

If you have a file conflict, you are asked to save the editor’s changes before continuing. When
the editor is saved, the entitlement displays in the Modeler view.

14.3.3 Administrator-Defined Entitlements with Lists

The example in the following procedure is an administrator-defined entitlement that allows you to
select a listed entry. This type of entitlement is best used through Workflow entitlements rather than
Role-Based Entitlements.

1 Right-click the driver icon in the Outline view or the Modeler view, then click New >

Entitlement.
@ New Entitiement Wizard 3]
Q
MName Entitlement ..
) . - .lE
Give the entitlernent a narme and a description. U=

Marme: | Admin-defined

[ Use name for display name

Display Marme: |Admin—deﬁned Entitlernent

Description: | This will show administrator-defined Yalues,

(3] | Mext = | | Cancel |

In this example, the entitlement name is Admin-defined, but the defined display name is
Admin-defined Entitlement. You need to define a display name only if you want the display
name to be different from the name you called the entitlement; otherwise, you can just use the
entitlement name as the display name. In this example, the Description field is defined as This
will show Administrator-defined Values.

2 Click Next.

3 In the Set Entitlement Values window, select Yes to the question “Do you want this entitlement
to include values?” Click Next.

4 In the next Set Entitlement Values window, select Administrator Defined Values, then click
Next.

5 In the Define Values window, type the values you want to add to the Entitlement Value entry,
click Add to add the value to the Defined List pane, then click Next.
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'. New Entitlement Wizard

Define Walles =]

Enfilement values can be taken from a defined list, or they canbe entered @ J!-E
by entilement consumers,

Do ol want to define a list of values?
@) es

@ Choose this if you want to define a list of values for the enfittement
consumers to choose from.

ONo

@ Choose this if you want enfitement consumers to define their own values,

Entilermnent Walue:
Building D [ add |

Drefined List:

Building A -Remove
Building B :
Building ¢ ' )

@ ’ < Back ” Mext > ]

In this example, the values are corporate buildings: Building A through Building D. Through
an entitlement client, such as an iManager Role-Based Entitlement task or through the user
application, users or defined-task managers can specify the building information, which is then
included in an external application, such as Novell eDirectory.

Use the Remove icon to remove a value, or use the Edit icon to edit a value.

6 In the Assign Multiple Values window, select Yes if you want the entitlements to be granted
more than once and with different values. If you select No, the entitlement can only be granted
once. For the example, click No, then click Next.

It makes sense to assign group entitlements with multiple values, but it does not make sense to
assign building letters more than once.

7 You are asked if this entitlement is intended to be used by Role-Based Entitlement policies
through iManager. If you want this entitlement to be granted or revoked automatically, select
Yes to the Role-Based Entitlements question, click Next, then continue with Step 8.

or

If you want the granting or revoking of this entitlement to be a manual process (approved by
someone), select No to use the User Application, then skip to Step 9.

We recommend that you have only one agent control an entitlement. If multiple agents are in
control, you have the following consequences:

+ Whatever comes last controls the entitlement results
¢ Results are unpredictable

+ Using both agents to control an entitlement is not supported by Novell
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8 (Conditional) If you select Yes to the Role-Based Entitlements question, you are asked if you
want to use the Role-Based Entitlements priority to resolve any conflicts that might happen
when this entitlement is assigned by different Role-Based Entitlement Policies with different
values. You can resolve the conflict by either using the Role-Based Entitlements priority, or by
merging the values. This example merges the values.

Merging the values merges the entitlements of all involved Role-Based Entitlement policies, so
if one policy revokes an entitlement but another policy grants an entitlement, the entitlement is
eventually granted. Solving conflicts by priority works if you need to ensure that only one
policy is applied to this entitlement at any time.

9 Click Finish.

10 If you see the Add To Filter window, answer Yes if you want the driver to listen for this
entitlement. This enables entitlements for the driver. The DirXML-EntitlementRef attribute
allows the driver filter to listen for entitlement activities, which is necessary in order to use the
entitlements you are creating.

or

If you don’t want to see the Add To Filter window on entitlements you are creating for any
driver in Designer, select Remember Selection - Don t Prompt Again, then click OK. However,
after the attribute is added to this driver filter, you won’t see the Add To Filter window again.

Before you can edit this entitlement, you are asked to save the editor’s changes before continuing.
When the editor is saved, the entitlement displays in the Modeler view.

14.3.4 Administrator-Defined Entitlements without Lists

The example in the following procedure is an administrator-defined entitlement that forces the
administrator to type a value. You can use this kind of entitlement if you cannot create a task list
because you do not have all of the information at the initial setup.

1 Right-click the driver icon in the Outline view or the Modeler view, then click New >

Entitlement.
@ New Entitlement Wizard &)
O
MName Entitlement ..
Give the entitlement a name and a description. "‘E

Marne: |Admin—deﬁned (no lists)

W Usa namea for display name

Display Marme: |

Description: | There is no pre-defined list.

@ | MNext = | | Cancel |

In this example, the entitlement name is Admin-defined (no lists), and it uses the entitlement
name as the displayed name because the Use Name For Display Name option is selected.
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2 Click Next.
3 Select Yes on the Set Entitlement Values page, then click Next.

4 Select Administrator Defined Values on the second Set Entitlement Values page, then click
Next.

5 Select No to the question “Do you want to define a list of values?” on the Define Values page,
then click Next.

Selecting this option allows the administrator or users to type a value.

Be aware that using this option can be risky, because wrong or misspelled information can
cause the value to be incorrect and the action in the entitlement to fail.

6 Select No to the question “Allow this entitlement to be assigned multiple times with different
values?” on the Assign Multiple Values page, then click Next.

7 You are asked if this entitlement is intended to be used by Role-Based Entitlement policies
through iManager. If you want this entitlement to be granted or revoked automatically, select
Yes to the Role-Based Entitlements question, click Next, then continue with Step 8.

or

If you want the granting or revoking of this entitlement to be a manual process (approved by
someone), select No to use the User Application, then skip to Step 9.

We recommend that you have only one agent control an entitlement. If multiple agents are in
control, you have the following consequences:

+ Whatever comes last controls the entitlement results
¢ Results are unpredictable
+ Using both agents to control an entitlement is not supported by Novell

8 (Conditional) If you select Yes to the Role-Based Entitlements question, you are asked if you
want to use the Role-Based Entitlements priority to resolve any conflicts that might happen
when this entitlement is assigned by different Role-Based Entitlement Policies with different
values. You can resolve the conflict by either using the Role-Based Entitlements priority, or by
merging the values. This example uses priority.

Merging the values merges the entitlements of all involved Role-Based Entitlement policies, so
if one policy revokes an entitlement but another policy grants an entitlement, the entitlement is
eventually granted. Solving conflicts by priority works if you need to ensure that only one
policy is applied to this entitlement at any time.

9 Click Finish.

10 If you see the Add To Filter window, answer Yes if you want the driver to listen for this
entitlement. This enables entitlements for the driver. The DirXML-EntitlementRef attribute
allows the driver filter to listen for entitlement activities, which is necessary in order to use the
entitlements you are creating.

or

If you don’t want to see the Add To Filter window on entitlements you are creating for any
driver in Designer, select Remember Selection - Don t Prompt Again, then click OK. However,
after the attribute is added to this driver filter, you won’t see the Add To Filter window again.

Before you can edit this entitlement, you are asked to save the editor’s changes before continuing.
When the editor is saved, the entitlement displays in the Modeler view.
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14.4 Editing and Viewing Entitlements

After you have created entitlements, you might need to edit them. You can also use the Edit mode to
see the entitlements in their XML source code.

¢ Section 14.4.1, “Entitlement XML Source and XML Tree Views,” on page 334

¢ Section 14.4.2, “Using the Novell Entitlement DTD,” on page 337

To edit an entitlement:

1 From the Outline view, right-click an entitlement that appears under the Subscriber channel of
the selected driver, then click Edit.

or

Double-click the entitlement icon to bring up the entitlement in the Entitlement editor.

You can also right-click the driver icon in the Modeler view, then select Edit Entitlements.

2 If you have more than one entitlement for the selected driver, you see the Edit Entitlements
windows listing the available entitlements. Select an entitlement, then click OK.
The entitlement appears in the Entitlement editor.
< Blanston03 - Developer < Blanston001 - Developer =0
Entilement. Editor
Z Application Query id-provider Driver Set.Blanston, Inc.
Mame And Description Values Q)]
Specify a name and a description for the entifement. W
Mame: Application Guery O Mo values
Display-Mame: | Application Query O administrator-defined values.
Description: | Looks for the Class name of Groupx © values from the applcation
Class: Group Q
Base DM: | Blanston Scope: | sUbtree v
Multi-Value Walue from Query Entilerment Consumer Yalue
If Ujis entitement is u_sed to assign values, do you want this Source Distinguished Mame v | = Display-Name
entifement to be assignable more than once?
Allowy the entifement to be assigned multple Smes? Description v| = Description
Role-Based Entitlements Assodation ¥ = Vvale
If this entifernent wil be consumed by Role-Based Entitements,
bon do yol want to resobve conflicts?
(® The Role-based entitlement with priority wil set the value
(O Merge the values assigned
Z Enfitement Editor | %ML Source | XML Tree

The Entitlement Editor view shows you all of the pages and choices that you see in the
Entitlement Wizard, but the information is on one page.

+ Entitlement Editor: Displays the full DN name for the entitlement. If there is a conflict
with the entitlement name or some other error, you see a red icon to the left of the
Entitlement editor name, followed by an error message.

+ Name and Description: Allows you to edit the name, the display name, and the
description that you have given to this entitlement.
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+ Multi-Value: Allows you to select if you want an entitlement to be assigned multiple
times.

+ Role-Based Entitlements: Allows you to select conflict resolution for Role-Based
Entitlements. If you do not select Role-Based Entitlements, the Role-based entitlements
with priority icon is the default.

¢ Values: Allows you to define how values are defined: no values, administrator defined
values, or values from an application.

The information that appears in the Entitlement editor depends on what you initially defined in
the entitlement. If you choose to edit a valueless entitlement, the Values heading displays No
Values. If you are editing a valued entitlement and you want to add values to a list, type the
value in the Value field and click Add. If you want to remove a value, select the value in the
Values list and click Remove.

If you don’t want to select from a list, select Administrator Defined Values under the Values
heading and leave the Values list blank. This gives you a blank text box in iManager or in the
user application, and you can fill in the value there.

3 When you have made your changes to the entitlement, click the Save icon in the upper left
corner of Designer, or click the X on the entitlement’s tab to display a Save Resource window,
allowing you to save changes (Yes/No/Cancel).

14.4.1 Entitlement XML Source and XML Tree Views

To view the entitlement in XML source code:

1 From the Outline view, right-click an entitlement that appears under the Subscriber channel of
the selected driver, then click Edit.
or
Double-click the entitlement icon to bring up the entitlement in the Entitlement editor.
You can also right-click the driver icon in the Modeler view, then select Edit Entitlements.

2 To see the XML Source view, click XML Source at the bottom of the Entitlement Editor view.
The XML Source view shows the XML code in a formatted state.
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=0
=B @
< 7uml wersion="1.0" encoding="LTF-8"?> < DOCTYFE entfement FUBLIC "dirxmlenttements" "C\Program FlesisovelDesic a
<vales muli-valued="true"=
< gUery-apps
< guery-xmlz
<nds dtdversion="2.0"=
<input=
<guery class-name="Group" dest-dn="Blanston" scope="sLbtrea">
<search-class class-name="Group"/=
<read-at atr-name="0escription/>
< fquery =
< finputs
< /ds=
< fquery-xml=
<reslt-sets
<display-namez
<token-sre-dn/=
< fdisplay-names
<descripton:
<foken-ath atr-name="Description" /=
< fdescripton=
<entvalles
<token-association/=
< fent-value>
< fresult-sets
< fquery-app v
< ¥

Fath; f*
Z Enfitement Editor | %ML Source | XML Tree

¢ Blanston03 - Developer 2 Blanston001 - Developer

The upper right corner of the XML Source view has the following selections:

Name Description
Expand All Allows you to see all items under the item that you have selected.
Collapse All Allows you to collapse all items that you have selected.

Attach XML Catalog Entry, Allows you to attach an XML Catalog entry, an XML schema file, or a

XML Schema, or DTD DTD (Document Type Definition) file. For default Windows installation,
the DTD for entitlements is found under C: \Program
Files\Novell\Designer\eclipse\plugins\com.novell.de
signer.idm.entitlements 1.1.0\DTD\dirxmlentitlement
s.dtd.

Copy XML to Clipboard Allows you to copy highlighted XML code to the clipboard. This action
removes the DOCTYPE element.

Find/Replace (Ctrl+F) Ctrl+F brings up the Find/Replace window, which allows you to query
text, structure, and XPath searches in a forward or a backward
direction. Other options include case sensitive, wrap search, whole
word, incremental, and regular expressions search capabilities.

Help Opens the Help view to the right of the XML Source view.

Right-clicking in the XML Source view brings up the following options:
¢ Undo Text Change (Ctrl+Z)
Revert File

*

+ Save

Cut (Ctrl+X)

*
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¢ Copy (Ctrl+C)

+ Paste (Ctrl+V)

+ Format the document or active elements
¢ Clear Validation Errors

+ Validate

+ Preferences

3 To see the XML Tree view, click XML Tree at the bottom of the Entitlement Editor view.

The XML Tree view is a tree control view of the XML source code. You can perform the same
edits in this view as you can in the Entitlement Editor view or the XML Source view. To view
the entitlement in XML Tree view, select XML Tree at the bottom of the Entitlement Editor
view.

i Blanston2 - Developer 3¢ Blanstonl - Developer 1 projl - Developer | Exchangetalboy. %

23 wrnl wersion="1.0" encoding="UTF-8"
|9 DOCTYPE entitlerment PUBLIC "dirkmientitierments” "C\Program Files\Novell\Designer\eclipsa\plagins\com,
= [e] entithment
conflict-resoltion union
@ description The Group Entitlerment grants or denies an Exchange mailbox for the user in Microsoft Exchange
@ display-name Exchange Mailbox Entitiement
® name Exchangehdaibox
= [&] values ry-apyf ET=s
= (€] query-app
= [e] query-xml
= [e] nds
® dtd-version 2.0
# (8] input
= [g] result-set

= [e] display-name
# [e] oken-attr

= [#] description
® [e] token-atr

= [g] ent-value

[e] boker-src-dn

HPath:
7| Entitlement Editar ML Source | ML Tree

The upper right corner of the XML Tree view menu contains the following selections:

Name Description
Expand All Allows you to see all items under the item that you have selected.
Collapse All Allows you to collapse all items that you have selected.

Attach XML Catalog Entry, Allows you to attach an XML Catalog entry, an XML schema file, or a

XML Schema, or DTD DTD (Document Type Definition) file. For default Windows installation,
the DTD for entitlements is found under C: \Program
Files\Novell\Designer\eclipse\plugins\com.novell.de
signer.idm.entitlements 1.1.0\DTD\dirxmlentitlement
s.dtd.
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Name Description

Find/Replace (Ctrl+F) Brings up the Find/Replace window, which allows you to query text,
structure, and XPath searches in a forward or a backward direction.
Other options include case sensitive, wrap search, whole word,
incremental, and regular expressions search capabilities.

Help Opens the Help view to the right of the XML Tree view.

Right-clicking in the XML Tree view can bring up a number of different options. For example,
right-clicking the highlighted value on the right side presents the following options:

+ Undo

¢ Cut

+ Copy

+ Paste

¢ Delete
Select All

Right-clicking an attribute on the left side in the XML Tree view presents the following
options:

*

+ Remove
+ Edit the Selected Attribute
+ Replace with a value

Depending on what you select on the left side in the XML Tree view, you see different options.
For example, right-clicking an element presents the following options:

+ Remove Element
+ Add New Attribute

¢ Add to a Child Element a Comment, a Processing Instruction, a PCDATA, a CDATA
Section, a new Element

+ Add Before a Comment, a Processing Instruction, a PCDATA, a CDATA Section, a new
Element

+ Add After a Comment, a Processing Instruction, a PCDATA, a CDATA Section, a new
Element

14.4.2 Using the Novell Entitlement DTD

Some entitlements come predefined on drivers that have entitlements enabled. (For a list of these
drivers with predefined entitlements see Section 14.2.3, “Identity Manager Drivers with
Preconfigurations that Support Entitlements,” on page 320.) You can use these entitlements or you
can create your own entitlements in iManager or Designer. To help you create your own
entitlements, you can use the Novell Entitlement DTD as an example to create entitlements. For an
example of the Novell Entitlement DTD and an explanation of its functionality, see the “Writing
Entitlements in XML” section of the Identity Manager 4.0 Entitlements Guide.
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14.5 Managing Entitlements

After you create entitlements (or use entitlements that come preconfigured with certain Identity
Manager drivers), you need to manage them. Entitlements are tied into the eDirectory event system
and granting and revoking are initiated through two agents:

+ iManager through Role-Based entitlement policies

¢ The User Application as workflow entitlements

Role-Based Entitlements allow you to automatically grant or revoke business resources if the
criteria are met. In order for workflow entitlements to work with the User Application, manual
approval is first required.

For instance, you can specify that if user has A, B, and C qualification, then the user is made a
member of Group H; but if the user has E and F qualifications, he or she is made a member of Group
I. Through Role-Based Entitlements, this action is done automatically, as long as the conditions are
met. In order for this entitlement to work with workflow entitlements, the User object must first
acquire approval, which you need to set up through the User Application. However, if you do not
add to the driver the policies and rules to interpret the event in the designated system, granting and
revoking entitlements has no effect.

Use either Role-Based Entitlements or workflow entitlements. It is a not good idea to mix them to
manage the same resource. We recommend that you have only one agent control an entitlement. If
multiple agents are in control, you have the following consequences:

+ Whatever comes last controls the entitlement results

¢ Results are unpredictable

¢ Using both agents to control an entitlement is not supported by Novell
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Scheduling Jobs

Designer has a job scheduling utility to schedule events, such as setting the system to disable an
account on a specific day, or initiating a workflow to request an extension for a person’s access to a
corporate resource. You can use it to do the following tasks:

¢ Create a Job object from an installed job definition.

¢ Define when a job is to run, which servers the job is to run on, the scope of the job in terms of
eDirectory objects, and the job reports for intermediate and final results.

¢ Set values for the job’s parameters, its description, and display name.

+ Enable or disable a job, manually start a job, stop a job that is running, and display a list of
running jobs.

Figure 15-1 High-level View of the Job Scheduler Process

Job Scheduler
|ddeniity Waull 1IDM Server
Queries for
joks to run
Job Manager
|_ _ Runs job
Job Object implementation
t scheduled )
— Job Definttion atsch F.ﬁ:':_:';& Job Implementation
(XML} [JAR)

¢ Section 15.1, “Job Scheduler Components,” on page 339
¢ Section 15.2, “Creating a Job,” on page 340
+ Section 15.3, “Editing a Job,” on page 342

15.1 Job Scheduler Components

The Job Scheduler consists of the following principal components:

Job Manager: Responsible for launching scheduled jobs. It runs in the background on each Identity
Manager server and checks every minute to see if a job needs to run, based on the job definition.
When it encounters a job that needs to run, the Job Manager runs the appropriate Job
Implementation.

Job Object: An object you create in Designer. It contains all the information necessary to invoke
the job, including the name, description, schedule, server list, and XML job definition.

Job Definition: An XML description of all the parameters necessary to perform a specific job,
including the Job Implementation used to actually perform the job on the target servers. The Job
Definition is an XML attribute associated with the Job Object.
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Job Implementation: A JAR file that contains the Java classes that perform the job on the target
Identity Manager server. Each server where you want a job to run must have a copy of the Job
Implementation file. At the designated time, as specified in the Job Definition, Job Manager runs the
Job Implementation to perform the job.

15.2 Creating a Job

1 In the Outline view, right-click a driver and select New > Job.

You can also right-click a driver set and select New > Job to create a driver health job. For
more information about driver health configuration and the driver health job, see Section 4.7.5,
“Driver Health Configuration,” on page 96.

This opens the New Job page.

2 In the Names field, specify a descriptive name for the job, or use the default name provided.

Specify Job Criteria

& job is defired by selecting job definitions installed on the associsted servers, or by creating custom XML. .h
Servers must be selected where the job will run bo complete the new job,

Name: | New Job

(S installed () Custom

Job Definition Drescription
uRan:hm Password Generator  This job generates a random password fior each object in scope, accordi...
GScheﬁJe driver This job starts ar stops its associsted driver,
GSubsl:ril:ret chaninel trigger This job submits zero or maore Erigger documents to the subscriber chann. ..
Rur Jobs on Servers Servar Version T
[¥] fabiol7.novel 36

[+] Edit: Job Configuration after creating the object

@ [ ok || cancel

3 Select Installed to create a job using an existing job definition, or select Custom to create a
custom job definition for this job.

3a Ifyou are creating a job from an existing job definition, select the job definition you want
to use from the list of available jobs.

The New Job Wizard comes with three job definitions.

+ Random Password Generator: Generates a random password for each object in the
job’s scope. The password is generated by NMAS to match the Password Policy
object that the job references. These Password Policy objects are not usually the same
as those used for eDirectory user password policies.
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The job submits the generated passwords one at a time to the driver’s Subscriber
channel. The Subscriber channel policies must do something useful with the
passwords.

¢ Schedule Driver: Starts or stops the associated driver. You can also toggle a driver to
start the driver if it is stopped or to stop the driver if it is running.

¢ Subscriber Channel Trigger: Submits zero or more trigger documents to the
Subscriber channel. The submission can either be a document per object if a scope is
defined, or it can be a single trigger event if no scope is defined.

Trigger event documents identify the job and the scope object. A trigger event can
bypass the cache and go to the head of the queue if desired. You will probably use
trigger jobs the most; they allow you to use driver policies that you can customize for
your personal requirements.

Click the Update Job Definitions from Server icon o display any custom job
definitions on the selected server. Because Designer is an offline modeling tool, only the
Identity Manager job definitions display by default.

3b Ifyou are creating a custom job definition, paste the job definition XML into the code
field.

@ New Job B]

Specify Job Criteria
A job is defined by selecting job definitions instaled on the associated servers, or by creating custom XML,
Servers must be selected where the job wil run to complete the new job.

Hame: | AD Job1

O Instaled (@) Custom L

<|--Type or paste XML code to define custom job-—-=

| Rur Jobs on Servers Server Version
fabio17.novell | 36 |

Edit Job Configuration after creating the object

@ [ [o]'¢ H Cancel ]

The code field isn’t designed for entering XML directly, although you can do so if desired.
Identity Manager provides a Job Scheduler DTD that defines the XML structure for job
definitions. For more information, see “Jobs DTD” in the Identity Manager 4.0 DTD
Reference.

The Job Scheduler automatically validates the custom job XML against the DTD specified
in the content, or against the default Job Scheduler DTD if none is specified. It marks any
errors it finds so you can review them, and requires you to fix serious errors before
allowing you to save the custom job.

4 1In the Run Jobs on Servers field, select the servers where you want to run the job.
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5 Select Edit Job configuration after creating the object if you want Designer to open the newly
created job in the Job Editor window after saving the job object.

6 Click OK.
The File Conflict window informs you that you must save the job object to continue.
7 Click Yes to save the job and continue.

8 Continue with “Job Editor Selections on the General Settings Page” on page 343.

15.2.1 Copying a Job

There are two ways to create a new job based on an existing job:
¢ In the Outline view, right-click an existing job object, then select Copy. This creates a duplicate
job object in the same location as the original job object.
¢ Right-click a driver, then select New > Copy From. This is useful if you want to create a job in

a different location from the original job object., such as in a different driver.

In either case, once you create the new job object, you can then edit the job as needed to fit your
needs. For more information, see Section 15.3, “Editing a Job,” on page 342.

15.3 Editing a Job

After you create a job, you need to add the necessary information to make the job useful. To edit a
job, double-click a newly created job in the Outline view to bring up the job in the Job Editor view.

Figure 15-2 The Job Editor View

lil Blanstonis - Developer 14 Blanstoni2 - Developer m =0

Job Editor @
&] AD Jobl.Active Directory.Driver SetIdentity vault

General Setings

This job starts or stops its associated driver.

Job Type:
[ Delete Iob after it runs once
Enable Job
Servers: R.un Jobs on Servers Server Version
[v] & fabio17.nowel 3.6
Scopes: Scopes for New Job Diescription
i TestoU, novell Apply job to this container only
£ Domain Admins.pecple Apply job to members of this group
< >

W= Scope...] ’Edit...] lgemove]

General | Job Parameters | Schedule | Motfication
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The Job Editor has four tabs at the bottom of its view:

*

*

*

*

Section 15.3.1, “Job Editor Selections on the General Settings Page,” on page 343
Section 15.3.2, “Job Editor Selections on the Job Parameters Page,” on page 346
Section 15.3.3, “Job Editor Selections on the Scheduler Page,” on page 348

Section 15.3.4, “Job Editor Selections on the Notification Settings Page,” on page 350

15.3.1 Job Editor Selections on the General Settings Page

The title of the General Settings Page shows the Java class name of the job. This is followed by the
job type, which shows the type of job you selected. Under the Job Type heading, you can enable or

disable the job, or delete the job after it runs.

Figure 15-3 General Settings Page

¢ Blanston0eé - Developer 1l Blanston02 - Developer m

Job Editor
&] AD Jobl.Actve Directory Driver Set.Identity Vault

General Settings

This job starts or stops its associated driver,

Job Type:
[Jpelete 1ob after it runs once
Enable Job
servers: RN Jobs on Servers Server Yersion
[w] B fabio17.novel 36
SCopes: Scopes for New Job Description
B 1 estoU.novell Apply job to this container only

'.’; Daomain Adming.people Apply job to members of this group

<

RE Scope...l IEdit...] ’gemovel

Gereral | Job Parameters | Schedule | Notification

1 To delete the job after it runs, select Delete job after running once.

2 To disable the job from running, deselect Enable job.

3 In the Servers column, select the server or servers where this job should run.

A filtered list of servers is available to help you assign this job. A custom job can be installed
on one server but not on another. In this case, the server without this custom job is filtered out

of the Server List.

A job can be assigned to multiple servers as long as it has been installed on each server.
Designer only allows this association if the jobs are properly installed and packaged so that the

Metadirectory engine can see them.

4 To add a scope to the Scopes column, click New Scope.
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Specify Job Scope Criteria
Provide job scope criteria here, :' _____ il

Scope Input

Scope Ohject: A C&

Advanced Scope Options

() Scope is a Container

apply job to objects that are one of the Following classes:

(If no scope classes are specified, all
classes are included in the scope.)

@Scope is a Group/Trvnamic Group
[ 5cope is the group itself and nat its members

() Scope is a Mon-Conkainer

[ Ok ][ Cancel ]

5 To select a scope object, type the Distinguished name of the object or use the Browse icon to
browse to the object. Click OK to add the scope object.

Scopes allow you to define the objects that this job applies to. An object in eDirectory can be a
container, a dynamic group, a group, or a leaf object. If you select a group object, you can apply
the job to the group's members, or only to the group. If you select a container object, you can
apply the job to all descendants in that container, to all of the children in the container, or to the
container only.

6 If the object is a container, select Scope is a Container. Then select how you want to apply the
job:

+ Apply job to this container only
+ Apply job to children of this container
+ Apply job to all descendants of this container

7 (Optional) If you select Apply job to children of this container or Apply job to all descendants
of this container, you can specify the classes and attributes you want to scope. Click the plus
icon to bring up the Schema Browser window to select the classes you want to scope. Select the
class schema, then click OK.
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Deploying a Job with Scope Objects

F

Classes

DirML-RACF-Aux-Group
DirkML-RACE-Aux-User
DirML-Fesource
CirsML-Rule
Cir¥ML-SharedProfils
Lir¥ML-SharedProfilesAusx
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Dir¥ML-Subscriber
DirsML-TS5-GROUP
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External Entity
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The classes are added to the Classes box. To remove a class, select it and click the minus icon.

If the object is a group or a dynamic group, select Scope is a Group/Dynamic Group. You can
then select the Scope is the group itself and not its members option if the scope is for the group.

If the object is a non-container, select Scope is a Non-Container.
After the scope criteria are selected, click OK to return to the General Settings page.
If you need to edit a scope, select the scope name, then click Edit.

To remove a scope, select the scope name, then click Remove.

Jobs might need access to eDirectory data and certain Identity Manager actions, such as starting and
stopping drivers. Such access is subject to eDirectory rights assignments and is controlled by the
rights that are granted to the DirXMLJob object. Although Identity Manager actions are controlled

by special attributes, normal eDirectory rights are needed for data reads and writes.

When you deploy a job object that has scope objects, there might be eDirectory rights assignments
that Designer cannot properly set up. The rights needed to complete the task depend on the scope
objects that are assigned to the job object.
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Figure 15-4 Warning Messages When Deploying a Job with Scope Objects

@ Deployment Results
Cperation Results: m =G
= <>‘ PwdExp3. Test DSet. novel
; E% 0 The job named 'PwdExp3' being deploved may require eDireckory rights that cannot be setup by Designer.
: ’Q‘ The Job named 'PwdExp3’ was deployed but is incorrectly configured and cannot be started on the server named T4
[ ¥
Dietails:
A Warning
Object: PuwdExp3. Test DSet.novel
Description: The job named 'PwdExp3’ being deployed may require eDirectory rights that cannat be
setup by Designer,
Resolution: Launch iManager to assign the job named 'PwdExp3' rights to the job scope objects,

If you see this warning when deploying job objects, use the iManager utility to assign eDirectory
rights to the job object so it can properly access the job scope objects and complete its task.

15.3.2 Job Editor Selections on the Job Parameters Page

The Job Parameters page allows you to add additional parameters to the job and to view the
parameters as they are presently set up. What you can do depends on the type of job you selected.
¢ “Parameters for the Schedule Driver Job” on page 347
¢ “Parameters for the Generate Random Passwords Job” on page 347

¢ “Parameters for the Subscriber Channel Trigger Job” on page 348

NOTE: The parameters for a custom job vary based on the job’s design. For more information about
creating a custom job, see Section 15.2, “Creating a Job,” on page 340.
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Parameters for the Schedule Driver Job

Figure 15-5 The Job Parameter Page for a Schedule Driver Job

12 Blanstonos - Developer 2 Blanston0?2 - Developer

Job Editor
& Mew Job. Active Directory.Driver Set.Blanston Inc.

Job Parameters

Scheduled

th r

Stop the driver :
Toggle the driver

General | Job Parameters | Schedule | Notfication

1 If you want the job to start the driver, select Start the driver.
2 If you want the job to stop the driver, select Stop the driver.

3 Ifyou want the job to switch from one to the other, select Toggle the driver.

Parameters for the Generate Random Passwords Job

Figure 15-6 The Job Parameter Page for the Generate Random Password Job

¢l Blanston0é - Developar

Job Editor ®
& AD Job01.Active Directory Driver Set.Blanston Inc.

Job Parameters

Password Policy
obiject used for @
password v| X6
generation

Generate a password for objects without a driver association? fase v | @

Gereral | Job Parameters | Schedlle | Notification

1 Type the Password policy object’s Distinguished name, or use the Browse icon to select the
Password policy you want to use for password generation.

2 If you want to generate passwords for scoped objects without a driver association, select True.
Otherwise, select False.
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Parameters for the Subscriber Channel Trigger Job

Figure 15-7 The Job Parameter Page for the Subscriber Channel Trigger Job

2l Blanston0g - Developer &1 AD Jobo1

Job Editor @
& AD Job02.Active Directory. Driver Sat.Blanston Inc.

Submit a trigger document for objects without a driver

- falze v | @
association?

Use Job CM as trigger document identifier? fase v | @

Trigger element
source vale

Method for submitting trigger documents direct (bypass cache) v | @

Start driver if not running true (v | @

Stop driver when finished processing triggeris) true v | @

General | Job Parameters | Schedule | Motification

1 If you want to submit a trigger document for scoped objects that do not have a driver
association, select True. Otherwise, keep the default of False.

2 If you want to use the job’s Common Name (CN) as a document identifier trigger, keep the
default of True. Otherwise, select False.

3 (Optional) If you select False, specify the string that the job can use as the value for the trigger
element’s Source attribute.

4 Select a method for submitting the trigger documents. If you want to queue the job the trigger is
from, keep the default of Queue (use cache). Otherwise, select Direct (bypass cache).

5 (Optional) If you select Direct (bypass cache), you are presented with the Start driver if not
running option. If you want to start the driver if it is not running, keep the default of True.
Otherwise, select False.

6 (Optional) If you select True on the Start driver if not running option, you are presented with
the Stop driver when finished processing triggers option with the default of 7rue. Use the
default to stop the driver when it finishes processing the trigger job, or select False to keep the
driver running.

A customized job definition has its own parameter set.

15.3.3 Job Editor Selections on the Scheduler Page

The Scheduler page allows you to set up when you want to run the job.
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Figure 15-8 The Job Options for the Scheduler Page
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1 Select the Use schedule option to set the date and time, and whether to run the job daily,
weekly, monthly, yearly.

or

Select the Run job manually option to run the job when you choose to.

2 With Use schedule selected, set the time when you want the job to start running. Use the drop-

down menus to select the hours, minutes, and AM or PM. The default is 1:00 AM.

3 If you want to run the job repeatedly, use the Daily, Weekly, Monthly, Yearly, or Custom fields
to select when you want it to run.

For example, if you want the job to run weekly, select Weekly, then the day you want it to run
on. If you want the job to run once a month, select Monthly, then click the plus icon to select
the day of the month.
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4 (Optional) Select Custom to choose minutes, hours, days, months and days of the week from
the Choose Advanced Crontab Criteria page.

@ Choose Advanced Crontab Criteria E
Minutes of Hour B Hours of Day Days of Month o
0| 12:00 am |
1 3 1:00 am z
z 2:00 am a 4
3 3:00 am 4
4 4100 am 5
5 5:00 am 6
& €00 am 7
7 7:00 am ]
] £:00 am 9
3 v 20 v 10 v
| |
Months of Year i Days of Week
January Sunday
February Monday
March Tuesday
April ‘Wednesday
May Thursday
June Friday
July Saturday
August =
September
October -
.. B b
|

5 The Choose Advanced Crontab Criteria page default has everything selected. Click Unselect
All, choose the time and days you want to run the job, then click OK to return to the Scheduler

page.

The information displayed in the Crontab Text field displays any settings you make on the
Scheduler page. For example, if you click Monthly and select two days, those two days are
displayed in the Crontab Text field.

15.3.4 Job Editor Selections on the Notification Settings Page

The Notification Settings page allows you to define what you want to do with the job results. It is
divided into two parts, Intermediate and Final, with the Success, Warning, Error, and Aborted results

for each part.
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The Notification Settings page allows you to set how you want to be notified for each result. Actions

include sending an audit result or sending an e-mail when the result completes.

Figure 15-9 Notification Settings Page
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General | Job Parameters |Schedule | Notification

1 If you select Send email for this event, Designer allows you to search in the Default

Notification Collection directory for an appropriate template to use in the Notification Template

field. Click the Model Browser icon to select an appropriate template.

2 Under Notification Recipients, select who you want to send the results to by typing the user’s
or group’s fully distinguished name. You can use the Plus icon to create a mail profile or click

the Model Browser icon to choose a mail profile.
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@ Create Mail Recipient Profile &
Recipient Profile S

Enter ermail recipients. To and Reply are required fields.

MName: | MNetwork Administrator

Email Recipients

To: | admin.IDM |
Reply To: | SecuritylT pecples |
S |
BCC: | |

[ CK l I Cancel l

The To and Reply fields are required for a profile.

3 When you have filled in the information, click OK.
4 TIf you want the results to go to Novell Audit, select Use Novell Audit for this event.
5 Use Step 1 through Step 4 for each of the options:

+ Intermediate Success

¢ Intermediate Warning

¢ Intermediate Error

¢ Intermediate Abort

+ Final Success

+ Final Warning

¢ Final Error

+ Final Abort

If you do not select an option, no action is taken for the result.
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Deploying and Exporting

The Deploy feature in Designer places a project, a set of drivers, a single driver, channels, and
policies into a deployed Identity Manager system in an eDirectory tree. This can be a production tree
or a test tree.

Use the Export feature to make backups of all of your projects and the drivers you want to
implement. This way, if something happens to the driver in production, you have a backup.

Use the Deploy feature after you have thoroughly tested the policies that make up your drivers. To
test policies, use the Policy Simulator (right-click a policy to see the simulation results of the policy
that is being tested) or use the Project Checker to ensure that the project is valid. Then use Deploy to
test the policy in a test environment before you deploy the driver into production.

You can also use the Import feature to import an existing eDirectory driver, a channel, or a policy;
after it is imported, you can modify the object or objects, run the Policy Simulator to ensure that the
object is working correctly, then deploy the object back into a test tree for further analysis. For more
information about policies, see Understanding Policies for Identity Manager 4.0.

To help you decide on changes to make before deploying, you can use the Compare feature to see
differences between the objects you are deploying and those that already reside in an eDirectory
tree. See Section 16.7, “Using the Compare Feature When Deploying,” on page 360.

¢ Section 16.1, “Preparing to Deploy,” on page 353

¢ Section 16.2, “Deploying a Project to an Identity Vault,” on page 354

¢ Section 16.3, “Deploying a Driver Set to an Identity Vault,” on page 354

¢ Section 16.4, “Deploying a Driver to an Identity Vault,” on page 356

¢ Section 16.5, “Deploying a Channel to an Identity Vault,” on page 358

¢ Section 16.6, “Deploying a Policy to an Identity Vault,” on page 359

¢ Section 16.7, “Using the Compare Feature When Deploying,” on page 360

¢ Section 16.8, “Troubleshooting Deployed Objects,” on page 366

¢ Section 16.9, “Exporting a Project,” on page 366

¢ Section 16.10, “Exporting to a File,” on page 369

16.1 Preparing to Deploy
Before deploying a project, run Project Checker and fix any errors that appear.
1 Click Window > Show View > Project Checker, then click the Run the Project Checker icon.

After you have corrected any problems to the project, make a backup copy of the project before
deploying.
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Before you deploy objects into an Identity Vault, you need to designate the Deployment DN
(distinguished name), or the place in the tree where you plan on deploying the Identity Manager
project or objects.

1 In Designer, select the Identity Vault that contains the object or objects you want to deploy, then
look in the Properties view below the Project/Outline view. (You can also open the Identity
Vault’s or driver’s Properties window.)

Property Yalue
Mame IDMTREE
Host Address 192,168.14,199
Izer DM adrnin.blanston
Password ook
Deploy Context  hlanston
Meta Directory  true
Save Password  false

2 In the Properties view, fill in the Identity Vault’s name, host address, user DN, password, and
Deployment DN information if it is not already present.

3 Click the Browse icon to find the Deploy Context distinguished name on an existing tree if the
other information is accurate and Designer can attach to the tree. You need this information to
deploy anything, even a policy.

You can also use the driver set’s Deploy Context entry if you want to deploy a driver set to a
different context than the one designated in the Identity Vault’s Properties view. The driver set’s
Deploy Context entry overrules the Identity Vault’s Deploy Context entry.

IMPORTANT: You must have enough rights to access the eDirectory tree that is associated with
the Identity Vault to which you want to deploy.

16.2 Deploying a Project to an Identity Vault

To deploy a project to an eDirectory tree that is running Identity Manager, you use the same
procedure that you use for deploying a driver set, a driver, channels, or policies. The procedure is
described in Section 16.3, “Deploying a Driver Set to an Identity Vault,” on page 354.

To deploy an Identity Manager-based project or an object in a project, you must have access to the

eDirectory tree that is associated with the Identity Vault you are designing. You also need to know

the deployment DN (distinguished name) context, or the place in the tree where you plan to deploy
the Identity Manager driver set or driver objects.

16.3 Deploying a Driver Set to an Identity Vaulit

Suppose that you finish a new driver set that you want to deploy into a test tree, or suppose that you
have imported a driver set, made modifications, and now you want to deploy the driver set back into
its working tree. Use the following procedure to deploy an Identity Manager Driver Set object (and
all contained Identity Manager drivers) into an existing Identity Manager system in an eDirectory
tree:

1 Right-click the Driver Set icon in the Modeler view, then click Live > Deploy.
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You can also deploy the Driver Set from the Outline view by right-clicking the Driver Set
object, then selecting Live > Deploy.

The Identity Vault Credentials window displays if Designer can’t authenticate to the eDirectory
tree specified in the Identity Vault, or if you do not have the Deployment DN designated in the
Properties tab of the Identity Vault where you are deploying.

2 Use the Compare feature to see differences between the objects you are deploying and those
that already reside in an eDirectory tree.

See Section 16.7, “Using the Compare Feature When Deploying,” on page 360.
3 In the Deployment Summary window, click Deploy.
4 Click OK to close the Information window.
5 (Conditional.) If you see other informational messages, decide what action to take.

You might also see a message in the Deployment Results window stating that the deployment
was unsuccessful. Click the error messages in the Operation Results portion of the window to
see the error descriptions and possible reasons in the Details portion.

6 (Conditional) If this is a new deployment, the Deploy - New Driver Settings window displays.
Define security equivalences on the driver set and identify all objects that represent
Administrative roles and exclude them from being replicated.

@ Deploy - New Driver Settings

Novell recommends that you do the following for newly created drivers:
- Define Security Equivalences on them; and
- Identify all objects that represent Administrative Roles and exclude them from replication.

[Define 'Security Equivalencas',,. |

’Exclude ‘adrministrative Roles'... ]

In both instances, Novell recommends that you select the Admin object, and any other objects
that qualify in your network environment.

7 Click OK.

16.3.1 eDir-to-eDir Deployments and SSL/TLS

By default, always deploy both sides of an eDirectory-to-eDirectory connection when you have SSL
and TLS enabled. If SSL/TLS are enabled, Designer creates the certificates in the eDirectory tree
when you deploy the drivers. SSL and TLS are not enabled or configured by default.

To check your present SSL settings, select Window > Preferences > Designer for IDM >
Configuration > eDir-to-eDir SSL/TLS. After configuration, the Deploy feature uses the SSL
preference settings under Certificate Overwrite Policy.
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16.4 Deploying a Driver to an Identity Vaulit

Suppose you finish a new driver object that you want to deploy into a test tree, or suppose you have
imported a driver object, made significant modifications, and now you want to deploy that driver
object back into its working tree. Use the following procedure to deploy an Identity Manager Driver
object (and all contained channels and policies) into a driver set:
1 Select an Identity Vault in the Modeler view.
2 Right-click a driver object connected to a Driver Set icon in the Identity Vault.
The driver object is represented by a circle icon.

3 Click Live > Deploy.

<7 Unda Change Location

Mew
Copy

B8 Mark as Firewal

won Straighten Connection

?* Shiow Dataflow Yiew
Dataflow

o Simulate, ..
[ Show Policy Sets

E Fuan Configuration YWizard, ..
£# Edit Entitlements. ..
%q Password Synchranization, .

E Manage Application Schema. ..

iy Document Selection, .,
‘@ Export to Configuration File, ..
Impart From File. ..

¥ Delete

%, Compare...

Properties
Driver Configuration 4

S§3 Refresh Application Schema. ..

€ status For All Drivers
0 Skark Drriver

@ Stop Driver

A& Set Driver Trace Level
@ Restart Driver

a et Up Driver Security, .,

You can also select the driver object from the Outline view. Click the Outline tab, right-click
the driver object you want to deploy, then click Live > Deploy.

An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity
Vault you are deploying to.

4 Review the information displayed in the Deployment Summary window to see the differences
between the objects you are deploying and those that already reside in an eDirectory tree. It is
the same as the Compare feature. For more information on how to use the Compare window,
see Section 16.7, “Using the Compare Feature When Deploying,” on page 360.
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When you deploy or reconcile a driver, the Identity Manager version of the Identity Vault
server is updated to match the live system. Updating the Identity Manager version allows
Designer to correctly set the engine controls for the driver so that invalid engine controls are
not deployed to the Identity Vault.

L] Deployment Summary:

Select an abject or attribute: H E

= il Driver Set

=€) Active Directary
5 Publisher
@ Attributes

nmandTransformationRule
(@ DirdML-PlacementRule
(@ Dir¥ML-MatchingRule
0 DirdML-CreateRule
(@ DirdML-EventTransformationRule
=-ffy. Subscriber
@ attributes
(@ DirdML-CommandTransformationRule
@ DirkML-PlacementRule
(@ DirdML-MatchingRule
(@ DirdML-CreateRule
3 Delimited Text

Text Compare

#:4 Designer {Source)

Show diferences v '

| Bl
=2 Information
Compare Status: @ Unequal
&R AR

ebirectory {Destination)

<No Value>

[]pan't show this dialog box again

@

1. UserNameMap.Publisher.hctive Directory.Driver
2. Commwand Transform.Publisher.Actiwve Directory.
3. Comwand Transform 33.Publisher.ictive Directc|
4, Password (Pub)-Default Password Policy.Publisk
51
6
2
B

Password (Pub) —Check Password GCV.Publisher. Ae

. Password(Pub)-Publish Distribution Password.F|
. Password (Pub) -Publish NDS Password.Publisher.
. Password (Pub) -Add Password Payload.Publisher.

>

Click Deploy to begin the process.

Click OK to close the Deployment Results window.

(Conditional.) If you see other informational messages, decide what action to take.

You might see a message in the Deployment Results window stating that the deployment was
unsuccessful. Click the error messages in the Operation Results portion of the window to see
the error descriptions and possible reasons in the Details portion.

(Conditional) If this is a new deployment, the Deploy - New Driver Settings window displays.
Define security equivalences on the driver set and identify all objects that represent
Administrative roles and exclude them from being replicated.
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@ Deploy - New Driver Settings

Novell recommends that you do the following for newly created drivers:
- Define Security Equivalences on them; and
- Identify all objects that represent Administrative Roles and exclude them from replication.

|Define 'Security Equivalences',., |

[Exclude ‘adrministrative Roles'... ]

In both instances, Novell recommends that you select the Admin object, and any other objects
that qualify in your network settings.

You can modify security equivalences and excluded roles after the driver is deployed. To do so,
right-click the driver object and select Live > Set Up Driver Security, or right-click the
Application object and select Driver > Set Up Driver Security.

16.5 Deploying a Channel to an Identity Vaulit

A channel is a grouping of rules and policies, and Designer allows you to deploy a channel object
into a driver if necessary. The Subscriber and Publisher channels describe the direction in which the
information flows. The Subscriber channel takes the event from Identity Vault (eDirectory) and
sends that event to the managed system (application, database, CSV file, etc). The Publisher channel
takes the event from the application, database, CSV file, etc., and sends that event to the Identity
Vault. The Subscriber and Publisher channels act independently; actions in one are not affected by
what happens in the other.

Channel objects must be a part of a newly created driver, or they must be a part of an existing driver
that now needs to be modified. Driver objects are created through the Designer or iManager utilities.
Because channel objects are a part of a driver object, you deploy a channel object into an existing
driver object. If you simply deploy the channel object, Designer creates a skeleton driver as a
placeholder for the channel object.

To deploy an Identity Manager channel (a Subscriber channel or a Publisher channel) object and all
contained policies into a driver in an Identity Vault:

1 In the Outline tab, select the channel object under the driver object. The driver object is
represented by a circle icon; the Publisher icon shows a black dot on the icon % and the
Subscriber icon shows a white dot ..

2 Right-click the channel object you want to deploy, then click Live > Deploy.
{_G‘lm
§  Mew v
— & Simulate..,

A & Export to Configuration File...

T - o
(

% Deploy. .

Properties

©

& Compare. ..

Mapping Fule Policies
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An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity

Vault you are deploying to.

The Deployment Summary window shows you the differences between the objects you are
deploying and those that already reside in an eDirectory tree. It is the same window format as
the Compare feature. For more information on how to use the Compare window, see

Section 16.7, “Using the Compare Feature When Deploying,” on page 360.

An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity

Vault to which you are deploying.

3 In the Deployment Summary window, click Deploy.

4 After the channel deploys, click OK to close the Deployment Results window.

16.6 Deploying a Policy to an Identity Vault

A policy is a collection of rules and arguments that allow you to configure an application so it can
send and receive events between itself and an Identity Vault (eDirectory). You use policies to
manipulate the data you receive from an Identity Vault or from the application. Each driver performs
different tasks and policies tell the driver how to manipulate the data to perform those tasks. For
more information about policies, see Understanding Policies for Identity Manager 4.0.

To deploy an Identity Manager Policy object (for example, a rule or a style sheet) into a driver or

channel (Subscriber or Publisher):

1 Click the Outline tab and select a policy under a driver object or a channel object.

Policies can be of the type DirXML Script, Schema Mapping, or XSLT style sheet, and each

type has its own icon.

2 Right-click a policy object, then select Live > Deploy.

EPNF|acement Palicies
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R, & Simulate..,

e Export to Configuration File...

L Y e

{‘)\J P Live
& ¢ 3¢ Delete
=63 U
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An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity

Vault you are deploying to.

The Deployment Summary window shows you the differences between the objects you are
deploying and those that already reside in an eDirectory tree. It is the same window format as
the Compare feature. For more information on how to use the Compare window, see

Section 16.7, “Using the Compare Feature When Deploying,” on page 360.
3 In the Deployment Summary window, click Deploy.
4 After the policy deploys, click OK to close the Deployment Results window.
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16.7 Using the Compare Feature When
Deploying

Designer’s Compare feature allows you to see differences between driver sets, drivers, channels, and
policies that are stored in projects and those that are running in deployed systems. Previous versions
of Designer only provided conflict resolution when importing a driver. While importing, you could
select which policies of the driver you wanted to update, but you could not view any differences
between existing and new values.

Designer now provides conflict resolution on an object-by-object basis and allows you to view the
differences between existing and new values when importing and deploying driver sets, drivers,
channels and policies. For example, before deploying a driver object in Designer to a driver object
that already exists in the Identity Vault, you can run Compare. Compare shows whether the driver
objects are equal (no action is necessary) or unequal. If they are unequal, you can choose not to
reconcile the driver objects, choose to update the driver object in Designer, or choose to update the
driver object in eDirectory.

You can run the Compare feature at any time. If you choose to reconcile the differences between
drivers objects in Designer and eDirectory while in Compare, you won’t need to separately run
Import or Deploy to make the changes.

¢ Section 16.7.1, “Using Compare when Deploying a Driver Object,” on page 360

¢ Section 16.7.2, “Using Compare Before Deploying a Channel Object,” on page 363

¢ Section 16.7.3, “Using Compare Before Deploying a Policy,” on page 364

¢ Section 16.7.4, “Matching Attributes with Designer Properties,” on page 364

¢ Section 16.7.5, “Comparing Driver Set and Driver Attributes,” on page 364

¢ Section 16.7.6, “Renaming and Deleting Deployed Objects,” on page 365

16.7.1 Using Compare when Deploying a Driver Object

Suppose you want to determine if you have deployed all of the changes you have made to a driver
object in Designer to the same driver in the Identity Vault.

1 Right-click the driver object in either the Modeler view or in the Outline view. Select Live >
Compare to bring up the Designer/eDirectory Object Compare window.
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= | Show differences v

Selack an object or atlrbute:
=) ! [ONTY Werset
=@ Attributes

0 DirsML-OriverTracelevs|
(# DirxiL-JavabebogPort
(i DIrEML-LogLimit
& DirML-HSLTraceleval
& DirsML-LogEvents
& DirxiL-Configh/alies ¢ 1001 )

Infernation
Compare Status:
Reconcile Action:

B requal

@ 0o not reconcile
OLpdate Designer
Ondate eDirachory

=

aconcilad by |

<fconfiguration-valuss=>

Tewt Cofrgare Mo R

I+ Designer 8] eDirectory

<Zyml wersion='T1.0'" Encoalnq="UTT—S".’)—(CDD:lguratlo:/’I‘:ND Yalue> |
<definitions/

@

2 In the Select an object or attribute portion of the window, you see the listed objects and
attributes. Select the attributes and child objects to see the actual differences displayed in the

Text Compare portion of the window.

@ Designer/eDirectory Object Compare

Select an object or attribuke:

= fgy) Active Directory
=@ Attributes
{8 Dir¥ML-InputTransForm
{8 DirxML-Output TransForm
@ DirkML-MappingRule
{8 DirML-DriverFilter
{8 DirxML-ConfigManifest
@ DirkML-NativeModule
{3 DirsML-DriverImage
{8 DirxML-DriverCacheLimit { server )
@ DirxML-DriverStartOption { server )
{3 DirsML-Configialues | server )
{8 DirxML-ShimConfigInfa { server )
=45 Publisher
=@ Attributes

A i o - - e e

The plus icon at the right side of the Select an object or attribute allows you to expand all
elements in the parent object, and the minus icon collapses all of the elements. The ? icon
displays the Summary/Compare dialog box help. Server-specific attributes, which are attributes
that have a value for each server that is associated with a driver set, are displayed in the
Attributes list with the server name in parentheses to the right of the attribute name.

3 By default, the Compare window only displays values that are different between eDirectory
and Designer. To view all of the object values, select Show all from the pull-down menu. Your
choices are Show differences, Show deletes, and Show all.
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4 Check to see the status of the values that are shown.

Values that are equal are shown as Equal on the Compare Status line in the Information portion
of the Compare window.

Infor mation
Compare Status: ¥ Unegual

Reconcile Action: @ pg not reconcile
(C Update Designer

(O Update eDirectory

The overlay image displayed in the Compare Status entry identifies objects or attributes that
need reconciliation. The following table describes what you see in the Compare Status line and
the overlays that you can see:

Compare Status Description

Equal The selected attribute’s value or all attributes of the selected object are the
same in eDirectory and Designer.

Unequal The value of the selected attribute, or one or more attributes of the
selected object, are different in eDirectory and Designer.

]

Not Deployed The selected object or the object containing the selected attribute is not
deployed to eDirectory.

e

Not Imported The selected object or object containing the selected attribute does not
exist in Designer.

]

Renamed Designer tracks objects that are deployed, then renamed in the Designer
project. The Designer and eDirectory DNs are displayed in the value
fields.

Unknown The selected object or object containing the selected attribute cannot be
compared, such as a password.

2|

Deleted Designer also tracks objects that are deployed, then deleted from the
Designer project. To delete the object from eDirectory during deployment,

u select Delete the Identity Vault object.

You can also see an Attribute Note if you select an attribute.

5 Under the Information portion of the Compare window, select how you want to reconcile the
differences between the Source and Destination.
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If Compare Status shows Unequal, you have three choices:

¢ To do nothing, keep the default value of Do Not Reconcile.

+ To update the driver in Designer so that it contains the same information as the driver in

eDirectory, select Update Designer.

+ To update the driver in eDirectory to reflect the changes you have just made to the driver

in Designer, select Update eDirectory.

The green check box in the bottom corner of the icons shows all of the child objects that are
being reconciled with the parent object. If you select the parent object to perform the update,
then all of the child objects under the parent reflect that choice and you see the Reconciled By
Parent icon selected. If you do not choose a parent object, you can reconcile each child object
individually. You can also see a small Designer icon and an eDirectory icon, showing how

objects are being reconciled.

6 Check to see the Text Compare values.

The Text Compare values displayed in the bottom portion of the Designer/eDirectory Object
Compare window vary, depending on the object being compared. For instance, Compare shows
changes to policies or XML data. The Text Compare dialog box uses the Eclipse Compare
editor to compare attributes that contain XML data, such as policy data, driver filters, or

configuration data. The differences in the code are highlighted in blue.

Text Compara

. Designer (Destnation)
<?xml version="1.0" encoding="UTF-&"7><polic
<description>Convert selected attributes
<rule
<description>accountExpires: Convert
<conditions> <
<and/ > <actions>

<do-reformat-op-actr name="accou
<arg-value Cype="octer”>
<token-xXpath expression=
</arg-value>

|~
| »

(=3

</condicionss> <do-reformat-op-attr name="s3
<actions> <arg-values>

<token-replace-all ¢
<token-local-var
</token-replace-all>

</do-reformat-op-attr> </do-reformat-op-attr>

7 After you view the differences, click Reconcile to perform the reconciliation actions for each
object in the tree, or click Close to close the Designer/eDirectory Object Compare window.

16.7.2 Using Compare Before Deploying a Channel Object

Suppose you want to deploy a channel object from the Identity Vault and the same channel already
exists in Designer. You can compare the two channels to see similarities and differences.

1 Right-click the channel object in the Outline view.

2 Select Live > Compare to bring up the Designer/eDirectory Object Compare window.

All Compare windows behave the same as described in Section 16.7.1, “Using Compare when

Deploying a Driver Object,” on page 360.
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16.7.3 Using Compare Before Deploying a Policy

Suppose you want to deploy a policy object from the Identity Vault and the same policy already
exists in Designer. You can compare the two policies to see similarities and differences

1 Right-click the policy object in the Outline view.

2 Select Live > Compare to bring up the Designer/eDirectory Object Compare window.

All Compare windows behave the same as described in Section 16.7.1, “Using Compare when
Deploying a Driver Object,” on page 360.

16.7.4 Matching Attributes with Designer Properties

The attributes of the object are displayed in the single select attribute list. Selecting an attribute
displays its value below the attribute list with the Designer value on the left and the eDirectory value
on the right. The name displayed in the list is the eDirectory attribute name.

Three tables map the eDirectory attribute to the Designer property page or control, where you can
change or set the attribute (you can’t make changes inside the Compare window). Table 12-1 on
page 283 shows driver set eDirectory attributes, Table 12-2 on page 283 shows driver eDirectory
attributes, and Table 12-3 on page 284 shows channel eDirectory attributes.

16.7.5 Comparing Driver Set and Driver Attributes

Use the Compare feature to compare the attributes of a driver set or a driver without comparing all

of the child objects.
1 Right-click the driver set or driver, then select Live > Driver Set Configuration > Compare
Attributes.
2 s RK12
£ Package Catalog
=[] META
B metaserverl
(Z Defauly  MNew
copy » Sy s
% DirsML Script Tracing. ..
Document Selection...
Import from Configuration File...
M Export to Configuration File...
= Import...,
— & Deploy...
ElPro [$ Dat (8 % Delete %, Compare...
Properties
|

The selected object in the Gutline view is not @ Driver Status
associated with a policy set, or multiple objects © start Al Drivers

are selected. @ Stop Al Drivers
@ Restart Al Drivers

By default, the Compare windows shows only those attributes that are unequal, but you can
select to show deletes, or show all attributes.
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16.7.6 Renaming and Deleting Deployed Objects

Designer now tracks objects that are deployed, then renamed in the Designer project. The Designer
and eDirectory DNs are displayed in the value fields. The renamed objects are displayed in the
Deployment Summary window and the Compare Status entry displays Renamed.

Figure 16-1 Renamed Drivers and Driver Sets

@ DesignerfeDirectory Object Compare FIEE

Select an object or attribute: +| =] | Show differences ~

&Ll IDM Driver Set Information
Compare Status: Renamed

Reconcile Action: (%) 0o not reconcile
(O Update Desigrer
(0 Update eDirectary

Designer eDirectory

DM Driver Set.Morth.Novell DriverSet.North.Novell

@ Close

During the deploy operation, the renamed Designer object is renamed in eDirectory. When
performing a compare operation, you can reconcile the object by updating either the Designer or
eDirectory object name. Only objects that are renamed in Designer are tracked. If an object is
renamed in eDirectory, Designer might not locate the associated eDirectory object when building the
compare summary.

Designer also tracks objects that are deployed, then deleted from the Designer project. When you
deploy the parent of the object that is deleted, you are given the option to delete the object from the
Identity Vault. To delete the object from eDirectory during deployment, select Delete the Identity
Vault object. You can select Show deletes from the drop-down menu.

Designer removes the object from the deleted object list if the parent is deployed and the object is
not marked for deletion. In the following graphic, a driver was deleted from the driver set.
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Figure 16-2 Deleting an Object in the Identity Vault

Information
Compare Status: ¥ Delsted
Object Note: The selected object was deploved and then deleted From
the Designet project, To delete the object From the

Identity Wault during the deployment, select "Delste the
Identity Wault object”,

[¥]Delete the Identity Yaulk object

You can use the Compare feature to delete a deleted object from eDirectory or you can re-import the
object into Designer.

Figure 16-3 Reconciling a Deleted Object

Information
Compare Status: * Deleted

Reconcile Action: (%) Do ok reconcile
(O Update Designer
(0 Update eDireckary

Object Note: The selected object was deployved and then deleted From
the Designer project. To delete the object from the
Identity Waulk during the reconcile, click Update
eDirectory,

For example, to delete the object from eDirectory, select Update eDirectory from the Reconcile
Action selection. To re-import the object into Designer, select Update Designer. Only objects that
are deleted in Designer are tracked. If an object is deleted in eDirectory, Designer shows the object
as not deployed and creates a new object when you run Deploy or Compare.

16.8 Troubleshooting Deployed Objects

For information on troubleshooting deployed objects, see Section 22.5, “Deploying Identity
Manager Objects,” on page 500.

16.9 Exporting a Project

Designer’s export feature allows you to export Projects and Driver Configuration files to a local,
removable, or network directory.

1 Click File > Export.

You use the Export window to export an existing Identity Manager Project to an archive file or
to an iManager configuration file.
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2 Seclect Designer for Identity Manager > Export Designer Project, then click Next.

@ Export FEE

4

Select an export destination:

|type filter text |

= General
== Designer for Identity Manager

B

iManager Configuration File

rt ner Froject

3 In the Export File System window, select the projects you want to export.

. Export Project |:||E|B|

Export Project L

Choose your project and the files that vou would lke to export with ™4 =~
your project.

E 01
=[] &= Documents
(= Generated .
=-[v] &= Tookbox
=-[v] & DocumentGanerator

~

= Styles v
[Select AII] [Deselect AII] [Expand AII] [Collapse AIII []show hicden fles
@ To directory: | Vijtems v | lﬁrowse]
O Ta archive file: Browrse

Archive fle options
Save in Zip format
Save in tar format Compress the contents of the file

@ Pect = [ Firish H Cancel ]

4 Click Select All to select all projects in the designer workspace directory (for Windows, the
default location is C: \Documents and
Settings\user’ s_login_name\designer_workspace).

or
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Click Deselect All to clear the selections. You can then select the projects you want to export.
Use the Expand All or Collapse All icons to expand or collapse the objects under each project.
You can also select Show hidden files to display any files that have a period (.) at the beginning
of the filename.

IMPORTANT: You must select all items relating to a project for an export of the project to
work.

You can also browse to the directory location where you want to select the resources.

5 After you designate the directory to which to export the projects, click Finish.
You can also export projects to an archive file:

1 Click File > Export.

You use the Export window to export an existing Identity Manager Project to an archive file or
to an iManager configuration file.

2 Select Designer for Identity Manager > Export Designer Project, then click Next.
3 Select the To archive file option in the Export window.

. Export Project |:|®

Export Project

Choose your project and the flles that you woLld ke to export with 4 %
your project.

=-[V] = Blanstono1 -
=[] = Documents
(= Generated
=-[v] = Tookbox
= V] & DocumentGenerator
= Styles v

[Select AII] [Deselect AII] [Expand AII] [Collapse AII] [ show hidden fles

(O To directory:

(®) To archive fle: | C\Documents and SettingsiMovel Useripy Dc | v

Archive fle optons
(@) save in zip format
(O Save in tar format Compress the contents of the file

@ [ Finish H Cancel

4 Select the projects you want to archive.

5 Designate where you want the archive file saved. You can browse to an already existing file, or
type an archive filename.

6 Select the archive format (zip or tar).
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7 Select whether you want to compress the contents of the file, then click Finish.

With the Project Export Wizard, you don’t need to select the model files that are necessary for
the project to work, because these files are exported automatically. You can choose to not
export any extra files that are included in a project by deselecting them under the project in the
Export Project window.

16.10 Exporting to a File

You can use the export feature to export everything you create in Designer, from projects containing
all Identity Vaults and their driver sets down to a single policy. If you export a driver configuration
file that contains only a policy, Designer creates the parent containment objects, such as a channel, a
driver, or a driver set, as part of the exported policy object. These parent containment objects do not
contain attributes; they are only the framework of the channel, driver, or driver set.

The exported .xm1 files are compatible with those used by the iManager driver configuration file
plug-ins for Identity Manager 2.0.2 and above. This allows you to export configuration files from
Designer and import those files through iManager or through Designer’s import feature.

You can export a driver configuration to a file from a number of places, including:

¢ Section 16.10.1, “Using the Export Context Menu,” on page 369
¢ Section 16.10.2, “Exporting Configuration Files from the Modeler View,” on page 370
¢ Section 16.10.3, “Exporting Configuration Files from the Outline View,” on page 370

16.10.1 Using the Export Context Menu

To export a driver set and all of the associated objects such as drivers, channels, and policies:

1 Right-click the driver set in the Outline View.
2 Select Export to Configuration File.

12 Project | 52 Qutine &2 = O RKL
|7 T = || Model
2 B RK1Z
+ {5 Package Catalog
=-[&] META
B metaserverl
+ EW
wlgn  MNew
Copry

-

-

& Dir¥ML Script Tracing...

) Document Selection...
5l Import from Configuration File...

nfiguration File...

Live 4

Erro (¥ D ¥ Delete

Properties

Designer uses the name of the driver sets for the .xm1 file.

3 For future reference, name each driver set to denote that it is a driver set and denote the Identity
Vault it comes from. You can also add a date to the name.

Deploying and Exporting 369



4 Click Save.
5 To close the Export Configuration Results window, click OK.

16.10.2 Exporting Configuration Files from the Modeler View

1 Double-click the System Model icon under a project name in the Project view to open the
project model in the Modeler view.

2 Right-click the Driver Set object inside an Identity Vault icon, then select Export to
Configuration File.

3 In the Export Driver Configuration window, select a filename and location to use in future
references. You can also add a date to the filename if you save a lot of driver iterations.

By default, Designer uses the name of the driver or driver set corresponding to the object
selected. If you right-click an Identity Vault or Driver Set object, you see the Driver Set name
in the File Name entry. If you have more than one Driver Set object in the Identity Vault, you
see the Export Driver Configuration window with the name of that driver set in the File Name
entry for each Driver Set object.

4 Select the directory where you want to store the file, then click Save.

16.10.3 Exporting Configuration Files from the Outline View

You can use the Outline View to save driver sets, drivers, channels, and policy configuration files to
local, removable, or network directories. The following procedure documents steps for exporting
channels and policies.

1 Double-click the System Model icon under a project name in the Project view. This brings up
the project in the Modeler view.

2 Click the Outline tab.

3 Right-click a channel object under a driver object, then select Export to Configuration File.

1= Project | o= Qutine &3 = O[5 RK12 - Develo
B W ® = % | Modeler [

= -%w driversetl -
=-fif) Library
-/ Active Directory

519 :
0@ oup  ew

8 ACH 2 DirkML Script Tracing...

M= smp

itp | & Simulate. .

otp

. [El Import from Configuration File...

P B o Configuration File. ..
Exc
Grol

a - Properties

Live 4

1 &l &il

4 From the Export Driver Configuration window, select a filename and location to use in future
references. You can also add a date if you are backing up multiple iterations of the file.
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Export Driver Configuration g
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By default, Designer uses the name of the driver or object corresponding to the object selected.
You might also need to designate that it is the Publisher channel of an Active Directory driver,
along with the date when you saved the file.

5 Click Save.
6 In the Export Configuration Results window, click OK.

To export one or more policies from a driver or channel:
1 From the Outline view, right-click a Policy object and select Export to Configuration File.
& Subscriber

i Active Directory Filter
M= SchemaMapping

EP INpLIETrA m
i —~ -
ﬁ 3
ﬁ ]
&
=«
=l
&
i) Deli

S

& R o Configuration File...
& [
Mz Live 4
iE[: ; ¥ Delete
e
= r

You can also use the Ctrl key to select more than one policy, then right-click them as a group
and select Export Policy to Configuration File.

2 From the Export Driver Configuration window, select a filename and location to use for future
reference. You can also add a date if you are backing up multiple iterations of the file. If you are
exporting policy files from multiple drivers, include driver and channel information in the
filename.
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3 Click Save for each policy selected.

Each policy is saved to its own .xm1 file. By default, Designer uses the name of the policy or
rule selected.

4 1In the Export Configuration Results window, click OK.
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The Novell XML Editor

This section provides an overview of the features of the Novell XML editor.

*

Section 17.1, “About the Novell XML Editor,” on page 373
Section 17.2, “Using the Source Editor,” on page 378

*

*

Section 17.3, “Using the Tree Editor,” on page 381
Section 17.4, “Attaching a Schema or DTD,” on page 382
Section 17.5, “Setting XML Editor Preferences,” on page 383

17.1 About the Novell XML Editor

The Novell XML editor lets you create, edit, and validate XML files.You can edit XML files in
either the Source or Tree editor. You can customize the certain behaviors, such as code completion,
on the Preferences tab.

*

*

The Novell XML editor is built on the Web Standard Tools (WST) project architecture.

17.1.1 Creating XML Files

You use the New XML File Wizard to create new XML files. The wizard can create an empty XML
file or a generated XML file based on an XML schema or DTD. Generated files contain skeleton
XML data that is based on a given root element and an XML schema or DTD.

To launch the New XML File Wizard:

1 Select File > New > More Projects.
2 Open the XML Folder, select XML, then select Next.
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@ Create XML File

Create XML File

Select how you would like to create your XML file,

(O Create %ML File From a DTD file
(O Create %ML file From an %ML schema File

O]«

Cancel

3 Choose one of the source options on which you want to base the new XML file.

Option

Description

Create XML file from a DTD file

Create XML File from an XML schema file

Create XML File from scratch

Generates an XML document containing a root

element and a skeleton based on a DTD that you
either import or choose from an existing catalog
entry.

Generates a skeleton XML document containing
a root element and skeleton based on a schema
that you either import or choose from an existing
catalog entry.

Creates an XML document containing the XML
declaration with the version and encoding
attributes set to 1.0 and UTF-8 by default.

4 Click Next. The wizard prompts you to supply the name and location for the new file.
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@ Create XML File 53
XML File Name "@"I
The folder is empty, L ]
LA
Enter or select the parent folder:
|
l=F ControlTestProject
1= PreferenceTestProject
5 Fill in the fields as follows:
Field Description
Enter or select Parent Folder Specify where the wizard should create the new
file.
File Name Specify the name of the new file.
Advanced>> Click this button if you want to specify that the
new XML file should link to another file in the file
system.

6 If you chose to create the file from scratch, click Finish; otherwise, click Next. You are
prompted for the catalog entry (shown below) or the schema or DTD.
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@ Create XML File X

Select DTD File '_1,‘
Select the DTD file to create the =ML file, L

(O select: file from workbench
() Select XML Catalog entry

¥ML Catalog

Key URI:

@ -1 1 ¥HTML 1.0 Frameset/EM j *ragram Files i 5

@ -IWICHDTD %HTML 1.0 Strick/fEN jar:file:C:fProgram Files MoveliDesigner/...
@ -IW3CHDTD ¥HTML 1.0 Transitional/fEM  jar:file:C: fProgram Files/Movel/Designer/. ..
@ -IWSCHDTD %HTML 1.1//EN jar:file:C:fProgram Files MoveliDesigner/...
@ -1W3CHDTD ¥HTML Basic 1.0//EM jar:file:C:fProgram Files MoveliDesigner/...
@ -1IWAPFORUMSIDTD WL 1.11/EN jar:file:C:fProgram Files MoveliDesigner/...
D] - W APFORUMDTD WHL 1,3/(EN jarfile:C: fProgram Files/Movel/Desianer/...

@ -IIWAPFORUMSIDTD XHTML Mobile 1.04... jar:file:C:fProgram Files/Movel/Designer/. ..

7 Fill in the fields as follows:

Field Description

Select file from workbench If you choose this option, you must select from a
list of DTDs or schemas in your workspace. You
can also choose to import a new schema into
your project if the schema is not available.

Select XML catalog entry Choose one of the XML Catalog entries from the
list. You can edit this list in Preferences > Web
and XML > XML Catalogs.

8 Click Next. You are prompted to specify the root element.
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@ Create XML File

Select Root Element

Select the rook element of the XML file,

Root element:
set
Conkent opkions
[ ¢reate optional attributes
[ reate optional elements
Create first choice of required chaoice
Fill elements and attributes with data

Document bype information
Public 10

System ID: | docsysx/Didfnovdoc.did

Finish ] [ Cancel

9 Fill in the fields as follows:

Root element: Choose or type the new document’s root element.

Create optional elements: Select this option if you want the wizard to generate optional

attributes.

Create first choice of required choice: Select this option if you want the skeleton XML to
always contain the first choice in a required choice. If this is not selected, no elements are

inserted for the choice.

Fill elements and attributes with data: Select this option if you want the wizard to generate

dummy data in the file for elements and attributes.

The generated XML inserts the node name as the data of the elements

Public ID: Specify the file’s Public ID

System ID: Specify the file’s System ID.
10 Click Finish.

17.1.2 Validating Files

You can validate your XML files by using the right-mouse menu in the Source editor. If any

validation errors or warnings occur, they are displayed in the Problems view.

17.1.3 Outline View

The XML editor provides an Outline view containing a tree that displays the structure of the XML
document including its nodes, elements, attributes, text nodes, comments, and so on from the

document.
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The Outline tree is closely connected to the Source editor and the Tree editor. When you edit a
document in either the Source or Tree editor, the Outline tree updates automatically. If the editing
results in a document that isn't well-formed, the structure displayed in the tree might seem odd. But
the structure corresponds as closely as possible to the well-formed parts of the document.

Editing or generally moving the cursor in the Source editor or changing the selection in the Tree
editor expands and selects the corresponding node (if possible) in the Outline tree. This makes it
possible to easily locate the current place in the document.

In a similar fashion, selecting a node in the Outline tree moves the cursor in the Source editor to the
textual position of the node (if the Source editor is active) or changes the selection in the Tree editor
(if the Tree editor is active). The Outline view provides structural editing capabilities such as
inserting and removing nodes.

17.1.4 XPath Navigator

The XPath Navigator view supports syntax highlighting and context-sensitive editing of XPath
expressions. It automatically attaches to the currently selected XML editor and uses its Document
node as the evaluation context. The namespace context shows all namespaces in scope on its
document element.

The view consists of two parts—an editor pane and a results table. When the user types an
expression in the editor pane and pauses for 0.5 seconds, the result is shown in the table. If the result
is a node list, each row in the table displays an icon for the node type, a short description of the node,
and the location of the node in the text (line numbers). Selecting a row in the table selects the text of
the corresponding node in the XML editor. However, this is only supported in the Source editor.

Typing Ctrl-Space, /', '[' or '(' triggers code-completion—the expression is evaluated up until the
cursor location, and insertable elements are shown in a drop-down box.

17.2 Using the Source Editor

The Source editor supports the following features:

¢ Syntax highlighting.
+ Context-sensitive code completion based on the DTD and the XML schema.

The code completion is based on the existing content of the XML document if no DTD or XML
schema is associated with the XML document. When code completion is activated and the
XML document contains <root><a><b/></a><a></a></root>, then you type the second
<a>, the editor suggests that you add b as a child of the a element.

¢ As-you-type validation. If the XML is invalid (for example, the > is removed from a tag), the
editor indicates the error.

+ General text editing operations such as undo, redo, cut, copy, paste, select all.
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Figure 17-1 XML Source Editor
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The XML Source editor provides the following toolbar options:

Table 17-1 XML Editor Toolbar

Icon Description

Expands all folding (if code folding is enabled). You can enable or disable code folding in
two ways;

+ Selecting Windows > Preferences > General > Editors. Select Structured Editors.
Select Enable Code Folding.

+ In the Source editor, right-click in the left ruler to access the Folding submenu.

= Collapses all folding (if code folding is enabled)

@ Attaches a schema. For more information on using this feature, see Section 17.4,
“Attaching a Schema or DTD,” on page 382.

(7 Shows help

The Source editor right-click menu contains these options:
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Table 17-2 XML Source Editor Right-Click Menu Options

Menu Choice Description

Revert File Removes any changes to the XML file.

Cut, Copy, Paste, Undo, Performs the common editor function.

Save

Format Document: Formats the entire document as specified in the preferences.
Active elements: Formats only selected elements.

Clear Validation Errors Clears reported validation errors from the Problems view.

Validate Validates the XML document and shows errors in the Problems view.

Preferences This is the same as setting preferences by using the Windows > Preferences

option. For more information, see Section 17.5, “Setting XML Editor
Preferences,” on page 383.

To save XML updates, do one of the following:

+ Click Save |5l in the Designer toolbar.
+ Right-click in the XML editor, then select Save.
¢ Press Ctrl+S.

When saving, the XML editor automatically checks the XML to make sure it conforms to the
appropriate DTD (Filter DTD, DirXML Script DTD, etc.) It saves non-conforming XML only if you
explicitly instruct it to do so. For information about Identity Manager DTDs, see the Identity
Manager 4.0 DTD Reference.

@ Policy XML Validation 3

MZ SchemaMapping. Active Directory .Driver Set FABID17TREE

DTD syntax errors found in the object XML, Proceed to save object?

Errars:

Element type "ndsname" must be declared.
The content of element type "attr-name” must match "{nds-name, app-name)".
Element type "ndsname" must be declared,
The content of element type "attr-name" must match "{nds-name, app-name)".

Yalidate ¥ML on save

Ok H Cancel ]

NOTE: You can disable notification of DTD errors in Designer Preferences. To do so, select
Window > Preferences, then select Novell > Identity Manager > Configuration in the left navigation.
Deselect Prompt for errors when validating XML against DTD for all Policy Editors.
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17.3 Using the Tree Editor

The Tree editor supports these features:

Direct Editing: You can directly edit the text fields, including element names, attribute names and
values, namespace names and values, text, and comments.

Insertion: You can insert new nodes by using the Tree editor’s right-click menu, which allows you
to insert nodes as children before or after the selected node. If the node is an element, you can insert
attributes. The submenus for Add Child, Add After, Add Before contain the node that can be legally
added. If no schema or DTD is associated with the document, the submenus contain New Attribute

or New Element.

Deletion: To delete a node, select it and either press the Delete key or right-click, then click
Remove.

Drag-and-drop: You can use this functionality inside the tree and between trees.
General Editing: You can perform operations such as undo, redo, cut, copy, and paste.

The Tree editor displays the XML nodes, with the value of each node displayed in a table cell next to
the tree node.

Figure 17-2 XML Tree Editor
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The Tree editor provides the following toolbar options:
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Table 17-3 Tree Editor Toolbar

Icon Description
= Expands all nodes.
— Collapses all nodes.
[s) Attaches a schema. For more information on using this feature, see Section 17.4,
“Attaching a Schema or DTD,” on page 382.
@ Launches help.

17.4 Attaching a Schema or DTD

Both the Source editor and Tree editor allow you to attach an XML schema or DTD from the
toolbar.
1 In the XML Source or XML Tree editor, click Attach |5].
This opens the Attache Schema or DTD dialog box.

2 Specify the data source (XML Catalog Entry, XML Schema, or DTD) by clicking the
appropriate radio button.

3 Provide the necessary information for the selected data source, then click OK.

XML Catalog Entry: Choose the appropriate entry from the XML Catalog Entry drop-down
list.

Attach Schema or DTD

attach the schema or DTD by either choosing an entry From the XML catalog
or by pointing to an ¥ML schema or DTD in the File swstem,

(%) %ML Catalog Entry () %ML Schema () DTD

#ML Catalog Enkry: | L
nds_&
policy-builder-dtd
dirzrlentitlements
- IWAPFORUMIDTD WL 1.1//EN il

(2 Cancel

XML Schema: Specify the namespace URI and the schema file.
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Attach Schema or DTD
Select an enkry From the XML catalog,
() ¥ML Catalog Entry (%) ML Schema () DTD

Mamespace LRI

File: [.]

3] [ (o4 H Cancel ]

DTD: Specify the Public and System IDs and the DTD file.

Attach Schema or DTD
specify DTD identifiers and the DTD File.
() ¥ML Catalog Entry () #ML Schema (%) DTD

Public Iy

Swskemn I

File: E]

17.5 Setting XML Editor Preferences

You can customize some Novell XML editor behaviors by setting preferences. You access the
preferences page through Windows > Preferences > XML. You can learn more about these
preferences in Section 21.7, “XML,” on page 490.
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Tools

Designer provides a variety of additional tools to help you manage Identity Manager projects. This
section describes the tasks available through these tools and services:

¢ Section 18.1, “Converting Earlier Projects,” on page 385

¢ Section 18.2, “Migrating Driver Configuration Data to a New Server,” on page 388

¢ Section 18.3, “Opening a Web Browser,” on page 394

¢ Section 18.4, “Launching iManager,” on page 394

¢ Section 18.5, “Checking Your Projects,” on page 394

¢ Section 18.6, “Managing Directory Objects,” on page 400

¢ Section 18.7, “Configuring TLS for eDir-to-eDir Drivers,” on page 403

¢ Section 18.8, “Using DS Trace,” on page 406

+ Section 18.9, “Working with Generic Resources,” on page 410

¢ Section 18.10, “Updating Designer,” on page 412
For information on managing workspaces, perspectives, and views, see “Workspaces, Perspectives,

and Views” in Understanding Designer for Identity Manager. For information on editors, builders,
and wizards, see “Editors, Builders, and Wizards” in Understanding Designer for Identity Manager.

18.1 Converting Earlier Projects

Previous Designer workspaces are not compatible with Designer 3.5 and later. Designer stores
projects and configuration information in a workspace. These workspaces are not compatible from
one version of Designer to another. You need to point Designer 3.5 to a new workspace, and not to a
workspace used by a previous version of Designer.

¢ Section 18.1.1, “Converting Projects from Designer 3.5 to Designer 4.0,” on page 385

¢ Section 18.1.2, “Converting Projects with the Project Converter Wizard,” on page 386

¢ Section 18.1.3, “Running Later Projects on Earlier Designer Versions,” on page 388

18.1.1 Converting Projects from Designer 3.5 to Designer 4.0

Designer 4.0 supports conversion of Designer 3.5 projects to Designer 4.0. You can import the
Designer 3.5 projects into Designer 4.0 from the file system or from the version control system. The
conversion from Designer 3.5 to Designer 4.0 supports the objects that are newly added to Designer
4.0.
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18.1.2 Converting Projects with the Project Converter Wizard

To convert an earlier project:

1 To convert projects that were not open in an editor when Designer was closed, open the project
by doing one of the following:

+ Double-click the project in the Project view.
+ Right-click the project in the Project view, then select Open.

Although you can open a project in the Navigator view by clicking the project’s .proj file,
Novell recommends that you use the Project view instead. Otherwise, the Navigator view takes
you into the raw file system.

2 In the Project view, expand the project, then double-click Project needs conversion.

= £ oF outline +
= [DMPackages
== Project 01
| Project needs conversion
1= Projectiol_3.5.bak1
== RK12
[ Project needs corversion

3 Designer opens the project in the Project Converter Wizard. Review the steps, then click Next.

@ Project Converter |:|@g|

Converting project "Project 01"

This project needs to be converted to 4.0,

If vou proceed, the wizard wil do the following:
® Back up your project
® Convert to the new format

® | og the changes to a file

® Open your new project

Cancel

4 Name the project, then click Next.

The Project Converter backs up your project before converting. You can accept or change the
default name.
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e Project Converter |:|@[z’

Back Up Project
Before you convert the praject, it wil be backed up to the project

name you specify below.

Backup Mame: | Project0l_3.5.bak 1 |

(# You should hold on to this backup for a whike just to be
safe, especially if vou are using this project with nighithy
buids or release candidates.

l < Back || Mext»

5 (Optional) If you edited the name but want to return to the default, click Reset.

6 Convert the project by clicking Convert.

a Project Converter

Pre-Conversion Summary

Review the following before converting your project:

Your project wil be backed up to: Project01_3.5.bak1

Benefits of this corrersion:
Support newly added objects in 4.0

l Convert ” Cancel

l

The converter changes, adds, and removes references, attributes, and elements. It might also
create new files or delete old ones. It converts the project file to the new, correct file format. A
progress bar displays during the backup and conversion. Converting very large projects might

take a few seconds.

7 View the conversion log by clicking View Log.

e Project Converter

Results Summary

Conversion Done: No flles changed. A

+ Backed Up to: Projectdl_3.5bakl
" This backup can be opened with Designer 3.5,
+ Clder versions of Designer are on the Download Site's Archive page.

+ Corwersionlog was created In the root of the project.

Cpen | I Close
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The conversion.log file is in the project folder in the Workspace directory (for example,
c:\documents and settings\skopaildigitalairlines\conversion.log).

8 Open the project.

Regardless of the internal format (for example, Designer 1.2 or Designer 3.5 or Designer 4.0),
Designer always deploys to the proper format of the target Identity Manager environment.

The converter ensures only forward compatibility. It is not backward compatible. A project that
is converted to a newer release of Designer cannot be converted to an older release. In order to
return to an earlier format, use the backup file of your project.

18.1.3 Running Later Projects on Earlier Designer Versions

Designer 2.0 or later (including Designer 3.5) does not let you load a project created in later
Designer versions if the file format has changed between versions.

For example, Designer 2.0 and Designer 3.0 use different formats. If you create a project in 3.5, you
cannot open that project in 2.0. Instead, a message informs you that you can’t open the project
because it requires the later version of Designer.

Even if the version formats are the same, it isn’t a good practice to run later projects on earlier
versions of Designer. Later versions of Designer have additional bug fixes and features that might
make more use of the existing format. Therefore, going back to an earlier Designer version could
result in an inferior experience.

18.2 Migrating Driver Configuration Data to a
New Server

If you have added a new server (right-click the Identity Vault and select New > Server), you might
need to migrate the server data from an existing driver set to the new server. You can do this in one
of three ways:

¢ Section 18.2.1, “Using the Server Migration Wizard to Migrate the Driver Set,” on page 388

¢ Section 18.2.2, “Migrating a Driver Set to a Server in a Different Tree,” on page 391

¢ Section 18.2.3, “Migrating Server Data for Each Driver,” on page 392
After the server data is migrated, you must redeploy the driver set to the new server in order for the

server to become active. For more information, see Section 16.2, “Deploying a Project to an Identity
Vault,” on page 354.

18.2.1 Using the Server Migration Wizard to Migrate the Driver
Set

Use the Server Migration Wizard to migrate server-specific data in an existing driver set to a new
server. The Server Migration Wizard copies the following server-specific information for the driver
set and associated drivers:

¢ Global configuration values (GCVs)
¢ Engine control values (ECVs)

¢ Named passwords
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* Driver authentication information
¢ Driver startup option
¢ Driver parameters

1 From the Outline view, right-click the server with the associated driver set you want to migrate,
then select Migrate.

1= Project | 8= Qutine &3 =0
BEEEEES
= B RK1Z N
£ Package Catalog
=B8] META
a

=, dris e
|
Y * Delete
| Properties
&
& Active Directory Filter
ME smp
it
otp

The Server Migration overview page explains that you are migrating a driver set from its
source server to a target server along with its server-specific data.

2 Click Next.

3 On the Select Target Server page, select the server targeted for driver set migration and select
Next.

The Target Server list shows only servers that are not presently associated with any driver set
and have an Identity Manager version that is equal to or newer than the source server.

4 In the Driver Startup Option Settings page, select the server that you want to be active.
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°Server Migration |;|B‘
Driver Startup Option Settings

Select the server that you want to be active,

® Make the target server active

Copies setfings from the source server to the target server
and disables drivers on the soUrce server,

O Keep the source server active
Dioes not copy settings and disables al drivers on the target server,

(O Make both target and source servers active

Copies setfings from the source server to the target server
without disabling drivers (not recommended),

[ IMigrate H Cancel ]

The default selection is Make the target server active. This option copies the current driver
startup settings from the source server to the target server and disables all of the drivers on the
source server.

The Keep the source server active option copies the current driver startup settings from the
source server to the target server and then disables the drivers on the target server.

The Make both target and source servers active option copies the current driver startup settings
from the source server to the target server and does not disable any drivers on either server.
This option is not recommended, because having all service queues active on both servers
causes the servers to run the same tasks, which can produce unpredictable behavior.

Settings in the Driver Startup Option Settings page only affect the DirXML-DriverStartOption
attribute on drivers and not the migration of other server data. You can also set the driver
startup options on the driver’s Properties > Driver Configuration > Startup Options tab. Driver
startup options are Auto Start, Manual, and Disabled.

5 Select Migrate.

The wizard copies the server-specific information for the driver set and associated drivers to
the target server while displaying a progress bar. When the migration finishes, you see The
server has been successfully migrated!

6 Click Close to close the Server Migration Wizard.

7 After the wizard closes, right-click the driver set object in the Outline view and select Live >
Deploy.

8 If necessary, fill in any needed information in the Identity Vault Credentials window to
authenticate to the Identity Vault, then click OK.

You see the Operation In Progress window, followed by the Deployment Summary page, which
shows what is being deployed to the Identity Vault.
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9 Click Deploy.

10 Ifyou see errors on the Deployment Results page, click the error to see a summary of the cause
and possible solutions. Click OK to close.

18.2.2 Migrating a Driver Set to a Server in a Different Tree

For this procedure, assume that you have created a new tree and server, but you want to use an
existing driver set.

1 Right-click the Identity Vault in the Modeler or Outline view and select Properties.

2 In the Configuration section, edit the Host, Username, and Password entries to connect to the
new tree, then click OK.

& Properties for IDM_TREE

Configuration
Configuration
Administrator Yault name: | ICM_TREE |
Manager Host: 110.15.10.1 v
Server List
Usernarne: | admin.novel v |
(Exarnple:  Admmin,Movel)
Password: | sens |
[ save password
Refresh Connection
Dreploy Context: hd | Q4
@ This DM will be the default deployment container for all driver
sets of this Identity Wault, Ensure that your deploy contextis
in Qualified-Cot notation (ou=I0M.o=comparry). Otheriise,
user provisioning wil not work: property.
’Restore Qefaults] ’ Apiply ]
@ [ oK l ’ Cancel ]

3 Right-click the driver set in the Modeler or Outline view and select Properties.

4 In the General section, edit the Deploy Context to reflect the container where you want to store
the driver set. Type the name of the correct container or use the Browse icon to find the new
container, then click OK.

Tools 391



e Properties for DSO1

type filter text General
Generdl Name: | D301 | A
GCVs
Java
Log Level [l create a new partition on this driver set
Mamed E’asswords @ Movell recommends that you create a partition for
server List Driver Set objects. See the documentation for detais.
Trace
Deploy Context: | O=novel v | Q
@ Ensure that your deploy context is in Qualified-Dot:
notaton (ou=IDM.o=compary’). Stherwise, user
provisioning will not work properly.
Apply v
@ | ok [ canca |

5 Right-click the server object in the Outline view and select Properties.

6 Under the General > Properties section, edit the Name and Context entries to match the server
in the new tree, then click OK.

7 Redeploy the driver set to the new server by right-clicking the driver set object in the Modeler
or Outline view and selecting Live > Deploy.

You see the Operation In Progress window, followed by the Deployment Summary page, which
shows what is being deployed to the new Identity Vault.

8 Click Deploy.

9 Ifyou see errors on the Deployment Results page, click the error to see a summary of the cause
and possible solutions. Otherwise, click OK to close.

All server-specific data for the driver set is copied to the new server on the new tree.

18.2.3 Migrating Server Data for Each Driver

Although using the Server Migration Wizard is the preferred method, you can also migrate server
data for a single driver in the driver set. You can either perform this action for each driver in the
driver set, or use the Server Migration Wizard as described in Section 18.2.1, “Using the Server
Migration Wizard to Migrate the Driver Set,” on page 388.

1 Right-click a driver in the Outline view and select Copy > Server-Specific Settings.
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e Copy Server Data from Active Directory.DS01 @

@ Select the data that you want to copy from one server to another, (If the source
server does not have the selected data, the data on the destination server wil be

Select the source server:

Terabryte Lnowvel

Select the drivers/servers to copy o

Target Driver Target Server Identity Vault Driver Set »
[1@iActive Directory [} TerabyteS.novel Bl IDM_TREE by, 0S01
[T1&) ADAM @ Terabytelnovel 8] IDM_TREE &l DS01
[T1&) ADAM @ TerabyteSinovel 8] IDM_TREE &l DS01
[ @) AvayaPBxX User [ Terabytelnovel B IDM_TREE Bl D501
[ AvayaPBxX User [ TerabyteSnovel B IDM_TREE &l DS01
[1@Deimited Text @ Terabytelnovel B IDM_TREE &l DS01 7
[ G P P L [ T S I R 1 il tema Thie— T mime

3 >
Select Al || Deselect Al

Select replica data you want to copy

[ekabal configuration values

[ramed passwords

[ Driver authentication information

[l Driver startup option

[l oriver parameters

o5 l ’ Cancel ]

2 In the Copy Server Data from Driver.Driver Set window, select the source server. This is the

3

server whose data is copied to the selected targets.

Under the Select the drivers/servers to copy to entry, select the target driver or drivers on the
target server that you want to copy to. This example selects the Active Directory driver as the
target driver on the Terabyte5.novell target server.

IMPORTANT: Some server data is specific to a driver type, but other data, like the driver
startup option, is not. Know what you want to accomplish before copying one driver’s server

data to other driver types. Otherwise, drivers on the target server might behave erratically or
fail.

*

¢ Named passwords

Global configuration values (GCVs)

+ Driver authentication information

¢ Driver startup option

¢ Driver parameters

In the Select replica data you want to copy section, select the data you want to copy to the
target server. The copied data includes:

5 After you select the data, click OK, then click OK in the Complete window.

You must perform this action for each driver in the driver set, or use the Server Migration
Wizard.

Tools

393



18.3 Opening a Web Browser

You can open a Web browser from within the Designer utility. The Web browser icon is available
from the main toolbar.

When you first launch the browser, you are prompted for a home page. After you enter the URL, it is
stored in Preferences.

To change the URL:

1 Select Window > Preferences.

2 Select Designer for IDM.

3 Click the Browser tab.

4 Type the new URL, then click OK.

You can also open an internal Web browser view by selecting Window > Show View > Other and
then selecting the Internal Web Browser option under the General heading.

18.4 Launching iManager

To launch iManager from within Designer:

1 Right-click the Identity Vault, then select Live > iManager.
You can also select Tools > iManager.

2 In the iManager Credentials dialog box, specify the appropriate iManager URL and user
credentials to access iManager.

iManager Credentials

iManager URL: | hitps:/fIDVault.corpl.com: 8443 rps/iManager. hitml | @
Manage
Tres: | iDyaut.corpl.com v |
Username: | admin.corpl v | @
Password: | sssssssens
[#]5ave password
(o J(Cconce

You must specify the iManager URL along with a server name (or IP address) with a replica of
the directory tree, username, and password.

Select Save password to store the credentials in a history.
3 Click OK.

18.5 Checking Your Projects

Designer provides the Project Checker so you can check your project. The Project Checker checks
for proper design, contexts, server associations, policies, missing user data, and dependency
problems that can cause a project deployment into the Identity Vault to fail. You can check a project
at any time, but you should definitely run the Project Checker before deploying a project.

¢ Section 18.5.1, “Checking a Project,” on page 395
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¢ Section 18.5.2, “Customizing the Project Checker,” on page 396
¢ Section 18.5.3, “Items That Are Checked,” on page 397

NOTE: Project Checker only checks the objects in Designer. It does not check the current objects in
the Identity Vault.

18.5.1 Checking a Project

1 In the Project or Outline view, select the project, then select the Launch Project Checker icon
¥4 in the Designer toolbar.

The Project Checker is also available from the Window > Show View menu.
2 Click the Run the Project Checker icon @ .

If you haven’t saved the project, Designer prompts you to save it.

YWersion Control O &#ZEYTH
Results non-filtered: { 100 of 137 items )
Sewverity | Description Model Obiject i
G Global Configuration Yalue (GCY) publish-password-to-dpis ... Password(Pub)-Publish Distribution Password.Publsher.Delmite...

(=]

(2] Global Configuration Yalue (GCY) enforce-password-policy is...  Password(Pub)-Publish Distribution Password,Publsher . Delimite. ..
(2] Global Configuration Walue (GCW) notify-user-on-password-d... Password{Sub)i-Fub Emal Motifications. Delimited Text. DS-Mixe. .
=]

Global Configuration Yalue (GCY) ConnectedSystemMame is...  Password(Sub)-Pub Email Notifications.Delimited Text.DS-Mixe...
The locale it uses Itdiano as display name for multple locales.  Locale Configuration (locale-configuration.AppDefs. AppConfig....
! The locale ru Lses Russisch as display name for multiple local... Locale Configuration {ocale-configuration.AppDefs. AppConfig....
! The locale ru Lses Russo as display name for multiple locales,  Locale Configuration {locale-configuration.AppDefs. AppConfig....
! The locale sv uses Sueco as display name for mulfiple locales.  Locale Configuration {locale-configuration.AppDefs. AppConfig....

! No Display Label specified for locale 'Chinese (Taiwan)' MyEntity (MyEntty EntityDefs.DirectoryModel AppConfig.User...
! No Display Label specified for locale ‘German’ MyENtity (MyEntty EntityDefs.DirectoryModel AppConfig.User...
! No Display Label specified for locale 'Ttalian' MyEntity (MyENtty EntityDefs.DirectoryModel AppConfig.User...
! No Display Label specified for locale 'Portuiguese’ MyEntity (MyEntity EntityDefs.DirectoryModel AppConfig.User...
! Mo Display Label specified for locale Swedish' MyEntity (MyEntity EntityDefs DirectoryModel. AppConfig.User... s

The Project Checker displays a list of versioning conflicts, errors, warnings, and information
messages about the project. In the Project Checker view, you can do the following:

Action Description

See detailed information about a list item Double-click a list entry to open a properties page that
displays the following information about the entry:
* The message severity
* A message description
+ The model object that caused the message

+ The line number where the problem occurred, if
available

+ Details about the message, if available
+ A recommended solution for the message, if available
Sort the list Click any header in the Project Checker to sort the entry list

on that parameter (Severity, Description, and Model
Object).

By default, Project Checker sorts entries by severity in
descending order (most current at the top of the list.)
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Action Description

Filter the list Click the Configure Filters icon 5¥ to customize the

Project Checker. For more information, see “Customizing
the Project Checker” on page 396.

Clear the list Click the Clear Results icon &7 to clear the Project
Checker entry list.

Save the list Click the Save Project Checker Results to a File icon &l to
save the current Project Checker entry list to a text file so
you can review it off-line.

Menu options Click the Menu icon to select one of the following:
* View the messages in a hierarchical layout, according
to functions (Identity Manager, provisioning, etc.)
+ View the messages in a flat layout (default).
+ Automatically check the project when you save it.
+ Configure filters

+ View the Project Checker’s Preferences page.

18.5.2 Customizing the Project Checker

You can customize the Project Checker by creating and editing filters. The filters allow you to
receive messages about the items you want to verify. You can create multiple filters, but only one
filter can be used at a time.

Figure 18-1 Customizing the Project Checker

Create and Edit Filters

Allows ywou to create a filker, add a description, and select the filkered items you want to see For this
filter.

Filters:

Filter Description
Driver Sets and Drivers

[ew Fiker... |(Edt... |[Delete |

Filtered Items:

= Identity Management
[] Application
[] Credential Pravisioning
Driver
Driver Set
[ ECMASeript
[] E-Mail Template
[] Entitlements
[] 1dentity Resource
[ 1dentity vault
[ 3ab
[ Library
[] Mapping Table
[ Palicy

[ Project v

Sewerity

WYersion Conflick

‘Warning

Descripkion

Where description | contains ~

Errar

Information

oK ] [ Cancel
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To create a filter:

—*l,
i~

1 In the Project Checker, click the Configure Filters icon .
2 Click New Filter.
3 Specify a name and description for the filter.

You can select which items are checked, what types of messages are returned about the items,
and use key words to limit the messages returned. For example, you can search for all messages
about the Driver Set and Driver objects that contain the word “attribute.”

Create and Edit Filters
Allows you to create a filter, add a description, and select the filkered items you want to see for this
filter.

Filters:
Filter Description

Driver Sets and Drivers

[ew Fiter... |[Edt.. | [Delete |

Filtered Items:

Severity

E Erp:g;:ttlioaTProvisioning Versian Confiict Errer

Driver \Warning Infarmation

Driver Set

[ ECMASeript

[] E-Mail Template

[] Entitlements

[] 1dertity Resource

E Idebntitv Wault Where description | contains v |
Jal

[ Library |

[] Mapping Table

[ Palicy

[ Project v

Descripkion

@ OK ] [ Cancel

4 Click OK.
To edit the name and description of the filter:

1 Select the filter, then click Edit.
2 After you have completed the changes, click OK.

To delete a filter:

1 Select the filter.
2 Click Delete.

18.5.3 Items That Are Checked

The Project Checker looks at specific items in the project. It checks the items in the User
Application as well as the rest of Identity Manager.
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The following table describes the specific items that are checked. The list increases with each

release of Designer.

Table 18-1 Identity Manager Items That Are Checked

Item Description

Driver .

*

*

Driver Set .

Checks for the presence of a Schema Mapping policy.
Checks for an invalid Active Directory container.

Checks the trace level setting. If it is set to more than 0, an informational
message is displayed.

Checks to see if the LoopBack driver is being used instead of the eDirectory
driver.

Verifies that the GUID attribute is set to synchronize on the Subscriber channel.

Verifies that the GUID attribute is not set to synchronize on the Publisher
channel.

Checks the classes on the Publisher and Subscriber channels that are set to
Ignore and verifies that the attributes for these classes are not set to
Synchronize.

Checks for the presence of a filter and makes sure it is not empty.

Checks to make sure that the Publisher Placement policy does not contain set
operation destination DN or set xml attribute operations.

Checks for the presence of a Publisher Placement policy.

Checks to make sure that no policy on the Publisher channel contains set
operation destination DN or set xml attribute operations.

Checks to make sure that the Subscriber Placement policy does not contain
set operation destination DN or set xml attribute operations.

Checks to see if the Subscriber Placement policy is missing.

Checks to make sure that no policy on the Subscriber channel contains set
operation destination DN or set xml attribute operations.

Checks to make sure that the npsmDistributionPassword attribute and the
public-private key pair attributes do not simultaneously exist in the User class.

Checks to make sure that the authentication method on the Active Directory
driver is set to Negotiate when synchronizing passwords.

Checks the filter for invalid data.

Checks the driver to see if it is publishing both NDS and Distribution
passwords. If it is, this is an invalid setting.

Checks for the presence of the nspmDistributionPassword attribute in the User
class in the Filter, if password synchronization is enabled.

Checks that the nspmDistributionPassword attribute is set to sync or notify, if
password synchronization is enabled.

Checks to make sure that the deployment context for the Driver Set object is
set.

Checks to make sure that a server object is associated with the Driver Set
object.

E-mail Template Checks to see if the e-mail notification template is empty.
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Item Description
Entitlements + Checks to see if the driver supports entitlements.
+ Checks to see if the attribute DirXML-EntitilementRef is added to the
Subscriber channel, if there are policies that use entitlements in the driver.
The DirXML-EntitlementRef must be set to Notify or Synchronize for the
entitlements to work.
ECMAScript Checks to see that the ECMAScript object can run.
Identity Vault + Checks to see if the username to authenticate to the Identity Vault is missing.
+ Checks to see if the hostname for the Identity Vault server is missing.
+ Checks to see that the password for the user is not stored in the project.
Job Checks to see that the job object can run.
Library Checks to see that the library object can run.

Mapping Table

Policy

Schema

+ Checks to see that the mapping table object can run.

+ Checks to see if there is an empty column name.

+ Checks to see if there is a duplicate column name.

+ |Ifthere are global configuration values in the policy, it checks to make sure they
exist on the Driver or Driver Set object.

+ Checks to see if local variables are defined before they are used.

+ Validates the policy against the DTD.

+ Checks to see if the class is missing from the schema.
+ Checks to see if attributes are missing from the schema.

+ Checks to see if the attribute for the class is missing from the schema.

Table 18-2 Provisioning Items That Are Checked

Item Description

Configuration Verifies that the XML is well-formed and complies with the schema
that defines the elements needed for entities, attributes, lists,
relationships, and so on.

Entity + Checks every entity to ensure that references to other entities

and global lists are valid.
* Ensures that every entity has at least one attribute defined.

List Ensures that every local and global list contains at least one item.

Org Chart Relationship Verifies that the entities and attributes of a relationship have been
deployed.

Provisioning Request Definition Verifies that a workflow follows rules for activities and flow paths.
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18.6 Managing Directory Objects

Sometimes it is necessary to locate or modify objects during your project development. Rather than
using a separate management interface, you can use the eDirectory Browser to browse to and edit
attributes of objects in the following locations:

¢ The Identity Vault
¢ Other eDirectory trees

Figure 18-2 Sample eDirectory Browser View

File Edit ‘iew Project Tools Model Live Wil
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. L

+ = 4 =]

[Select Tree] W

-

= [8] pociomMTEST A~
=] % novell
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8 users
“1& wiesk
c& apchadrmn-administrators
&8 NFAWOrd
& 5M3 SMDR Group
& sshadmn-Adminiskrators
(5 admin
% bsrmith
& NFAUUser
& ssmith
b IDMTEST Backup Job Queus
ADMIN_IDMTEST
=l mMTEST FiM

To launch the eDirectory Browser, use the tool-based method or the task-based method. The method
you use is largely a matter of preference and the target directory that you will browse.

¢ Section 18.6.1, “Tool-Based Browsing,” on page 400
+ Section 18.6.2, “Task-Based Browsing,” on page 401
¢ Section 18.6.3, “Browsing, Viewing, or Modifying Object Attributes,” on page 402

18.6.1 Tool-Based Browsing

To access an eDirectory tree other than the Identity Vault, or if there is no Identity Vault defined in
your current project, use the tool-based method. You can always launch the eDirectory Browser
from the 7ools menu, even when an Identity Vault isn’t selected in the Modeler.

1 From the toolbar, select Tools > Manage Directory.
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2 Select an Identity Vault.

Project | Outline

3 In the Login Credentials dialog box, provide the appropriate authentication credentials, then
click OK.

4 Access information by using icons on the eDirectory Browser’s toolbar.

Table 18-3 Icons on the eDirectory Browser toolbar

Icon Descriptions

+ Expands all containers in the currently selected tree.

IMPORTANT: This might be a time-consuming operation if you have a
million-object tree.

= Collapses all expanded containers in the currently selected tree.
i Adds a new custom tree, which persists across sessions.

= Removes trees previously added with the Add Tree operation.
Automatically discovered trees cannot be removed.

53 Refreshes the currently active tree.

= Displays an object’s properties.

Expansion states and selection states are persistent between sessions per tree.

18.6.2 Task-Based Browsing

To use the eDirectory Browser to browse the Identity Vault in your current project:

1 In the Modeler or Outline view, select the Identity Vault, then select Live > Manage Directory.
You can also right-click the Identity Vault object and select Live > Manage Directory.

2 In the Login Credentials dialog box, provide the appropriate Identity Vault authentication
credentials, then click OK.

If you previously saved your authentication credentials, eDirectory Browser automatically
populates the fields.

3 In the eDirectory Browser, browse to and select an object.

The eDirectory Browser automatically displays the Identity Vault directory structure.
To use the eDirectory Browser to browse an eDirectory application in your current project:

1 In the Modeler, select the eDirectory application you want to browse, then select Live >
Manage Directory.
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2 In the Login Credentials dialog box, provide the appropriate eDirectory authentication
credentials, then click OK.

3 In the eDirectory Browser view, browse to and select an object.

18.6.3 Browsing, Viewing, or Modifying Object Attributes

After you have populated eDirectory Browser with one or more directories, you can browse the
directory tree for specific objects, and view and modify object attributes.

Table 18-4 Objects That You Can Modify

Object Description
Container Object Double-click to expand a collapsed container or to collapse an expanded
container.

Right-click and select Properties to open that object’s attributes page.

Select the object and click the Open properties of this object icon =] in the
Action bar.

Leaf Object Double-click (or right-click and select Properties) to open that object’s
attributes page.

Select the object and click the Open properties of this object icon =] in the
Action bar.

Figure 18-3 eDirectory Browser Attributes List

X

Properties of LDAP Server - IDMTEST

Leftover attributes that are not handled by custom pages:

dttributes: il
" oa
B 111#entn@IDMTEST novel Al Attributes Rights]
B os5gentrn@ DMTEST. novel #[Entry Rights]
7@ CH
@ LDAF Server- IDMTEST
7% LDAP Enable SSL
@ true
7% LDAP Enable TCP
@ true
7@ LDAP Group
¢ LDAP Group - IDMTEST. novell
74 LDAP Host Server
% IDMTEST nowall
? % LDAP SSL Port
@ F36
? 4@ LDAP Screen Level
@ 12288
74 LDAP Server Bind Limit
@0
¢ &b 1 NAP Seneer Idle Timent
["] Show read only

4]
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18.7 Configuring TLS for eDir-to-eDir Drivers

If you want the eDir-to-eDir drivers to communicate securely, you must perform the following tasks:

¢ Section 18.7.1, “Prerequisites,” on page 403
¢ Section 18.7.2, “Enabling TLS,” on page 403
¢ Section 18.7.3, “Creating Certificates,” on page 405

18.7.1 Prerequisites

¢ Identity Vaults exist in your physical network tree as well as in the Modeler.

¢ Each Identity Vault is set up. Otherwise, you are prompted for setup information when you try
to create certificates.

*

Each driver set is associated with a server.

*

Using the eDir-to-eDir driver’s General property page, verify that each driver has a name and a
deploy context. The context might be inherited from the driver set.

*

The eDir-to-eDir drivers have been deployed. Otherwise, Designer cannot create certificates.

To find out whether the driver has been deployed:

1. Right-click the eDir-to-eDir driver.
2. Click Live > Deploy.
3. In the eDir-eDir Driver Deployment dialog box, click No.

If the driver has been deployed, the Compare Status field in the Deployment Summary dialog
box displays Equal or Unequal. Otherwise, the field displays Not Deployed.

After objects have been deployed, the objects should show as equal unless passwords are set in
eDirectory that are not set in Designer. Designer does not deploy passwords unless they are
specifically set in Designer. This exception prevents overwriting passwords in eDirectory
because Designer cannot import them.

18.7.2 Enabling TLS

1 Launch the TLS Configuration dialog box.

A common way to launch the dialog box is to right-click the eDir-to-eDir application, then
click Secure Connection Settings.
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@] Infrastructure Tre

<7 Undo Change Lacation

L= Disconnect eDir-ta-gDir
s Straighten Connection
Distribte
Alian

3 Add to Group

? Shiows Dakaflow Yiew

Document Selection. ..

Live

¥ Delete

Other launch points:
¢ Select the eDir-to-eDir application, then click Model > eDir-to-eDir > Secure Connection
Settings.
+ Right-click eDir-to-eDir in the Outline view, then click Secure Connection Settings.
¢ Right-click an eDir-to-eDir driver, click Properties > Driver Configuration >
Authentication, then click Configure TLS.
The Configure TLS icon displays only on eDir-to-eDir driver pages.

2 Click Enable SSL/TLS.

@ 115 Configuration |§
TLS Configuration | Advanced TLS Configuration |

Enable SSL{TLS

(O Infrastructure Tree trusts Identity Yault @
(O Identity Yault trusts Infrastructure Tree
(%) Mutual Trust

[ Ok ][ Cancel ]

3 (Optional) Use the Advanced TLS Configuration to select key size, hash algorithm, and validity
period.

The validity period is important for when a certificate has expired and you need to overwrite or
create a new one.

4 Select a direction of trust.
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() Infrastructure Tree krusts Identity Yaulk  (3)

) Identiby Waulk brusts Infrastruckure Tree
(¥ Mutual Trusk

These options apply to certificates that Novell creates for eDirectory. The options do not apply
to third-party security certificates.

The default is Mutual Trust, which is considered to be the most secure.

Unless you want to use the certificate for authentication, the option that you select doesn’t
matter. If only encryption is important, you can select any one of the three options.

If authentication is important, select the option that gives you the appropriate trust.

Scenario: JJ Infrastructure Tree Trusts JT ID Vault. JJ Infrastructure Tree is the
organizational certificate authority. JJ Infrastructure Tree signed a certificate and placed it in JT
IDVault. JT ID Vault trusts JJ Infrastructure Tree. The two vaults synchronize data through a
secure connection.

If the two vaults break their trusted relationship, JJ Infrastructure Tree can prevent sensitive
data from being synchronized by revoking its certificate.

Scenario: JT ID Vault Trusts JJ Infrastructure Tree. JJ Infrastructure Tree creates two
certificates. One is placed in JJ Infrastructure Tree, and the other is placed in JT ID Vault. The
two vaults synchronize data through a secure connection.

If the two vaults break their trusted relationship, JJ Infrastructure Tree can prevent sensitive
data from being synchronized by revoking its certificate.

Scenario: Mutual Trust. JT ID Vault and JJ Infrastructure Tree both sign certificates.
5 Click OK.
After you click OK, Designer does the following:
+ Modifies both eDirectory drivers.
* Locks the User ID field, which displays on the driver configuration’s Authentication page,

because both drivers must use that field.

You can enable or configure TLS without immediately deploying the drivers. You can turn the
settings on. However, you can’t create SSL/TLS certificates unless the drivers have been deployed
into their respective Identity Vaults. If you enable SSL/TLS but want to create certificates later, you
can do so. When you later deploy the eDir-to-eDir drivers, Designer guides you through steps to
automatically create certificates.

18.7.3 Creating Certificates

A driver’s Properties page enables you to configure a driver so that you can deploy it. Similarly, the
Enable SSL/TLS option enables you to set up your configuration for TLS, then create and deploy the
certificates when you are ready. When you deploy a configured driver set or select Create eDir-to-
eDir Certificates, Designer creates the certificates in the directory.

This section assumes that you have enabled and configured SSL/TLS for the deployed eDir-to-eDir
drivers.

1 In the Modeler, right-click the eDir2eDir application.
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2 Click Live > Create eDir-to-eDir Certificates.
You can also do one of the following:
¢ Right-click the eDir2eDir object in the Outline view, then click Create eDir-to-eDir
Certificates.
¢ The first time that you enable and configure SSL/TLS on driver’s Authentication tab, click OK,
then follow the prompts. A Create Certificates dialog box appears. Click Yes.

Scenario: Enabling TLS. TLS has not been enabled. Sandy selects Live > Create eDir-to-eDir
Certificates. Designer prompts Sandy to enable SSL/TLS. Sandy clicks OK, enables TLS, selects a
direction of trust, and clicks OK. Designer creates certificates.

Scenario: Deploying eDir-to-eDir Drivers. Sandy has configured the eDir-to-eDir drivers and the
driver set. A context displays in the driver set’s Deploy Context field. Sandy is ready to deploy the
driver set.

Sandy right-clicks the driver set, then clicks Live > Deploy Driver Set. Designer prompts Sandy to
deploy both eDirectory drivers. (Otherwise, Designer can't successfully create certificates.) Sandy
clicks Yes. Designer builds a deployment summary, then lists items that are associated with the
Identity Vaults and will be deployed. To deploy the drivers, Sandy clicks Deploy.

Because the driver set is already configured, Designer creates the certificates.

For additional information on eDir-to-eDir certificates, see eDir-to-eDir SSL/TLS in Preferences.

18.8 Using DS Trace

Designer provides DS Trace so you can monitor DirXML events in your Identity Manager
environment. DirXML events constitute those events accessible by using the DirXML and DirXML
Drivers switches in eDirectory’s DS Trace service.
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Designer uses LDAP to obtain this information from the Identity Vault. By default, it uses the
default LDAP ports (389 or 636) to establish a connection. If your LDAP service runs on non-
standard ports, make sure you specify the correct ports.

DS Trace lets you view both live DS Trace logs, and create and view stored DS Trace log files.

¢ Section 18.8.1, “Viewing DS Trace Live,” on page 407
¢ Section 18.8.2, “Creating a DS Trace Log File,” on page 409
¢ Section 18.8.3, “Viewing a DS Trace Log File,” on page 409

NOTE: The DS Trace view is not the same as the Trace view, which provides information about
Designer functionality. For information on the Trace view, see “Trace” on page 466.

DS Trace includes the following icons:

Icon Description

O The Resume Trace icon restarts a live DS Trace session that you have previously
stopped. It is not available for DS Trace log files.

The Stop Trace icon stops a live DS Trace session. It is not available for DS Trace log
files.

The Connect to Server icon launches the Login Credentials dialog box so you can
authenticate to the server where you want to run DS Trace.

The Save Trace icon save the current live DS Trace session to a log file.

The Search icon opens a Find/Replace dialog box where you can search the current

Q
= The Load Trace Log File icon lets opens a previously saved DS Trace log file.
L&
24 : narmeplace. ) .
DS Trace log file for a specific string. It is not available for live DS Trace.

. The Configure Trace icon provides access to live DS Trace settings. It is not available
for DS Trace log files.

7 The Clear Trace icon clears all DS Trace entries from the live DS Trace log.

18.8.1 Viewing DS Trace Live

You can view a live DS Trace for any Identity Vault in your Identity Manager environment.

NOTE: Designer provides live DS Trace preferences that let you specify how many entries to keep
in the log and whether or not to auto-scroll the log so you can always see the most current entries.
You can edit these preferences in Windows > Preferences, then select Novell > Designer > DS Trace
from the left navigation.

If the Identity Vault is in your current Designer Project:

1 In the Object view or the Modeler, select an Identity Vault object, then select Live > DS Trace.
Alternatively, you can right-click the Identity Vault object, then select Live > DS Trace.
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i3 Designer1 - Developer & 151.155.160.17 3 = 0O

DS Trace: Connected to 151.155,160,17 on port 636 (=} D = EE s @

2 Review the live DS Trace session as needed.

By default, the DS Trace session is running. You can stop, resume, clear, and save the current
trace to a file by using the icons in the DS Trace view toolbar.

If the Identity Vault is not in your current Designer project:

1 From the main Designer toolbar, select Tools > DS Trace.

2 In the DS Trace view, click the Connect to Server icon.

3 Inthe Login Credentials dialog box, specify the directory host name (or IP address), username,
and password necessary to connect to the appropriate Identity Vault, then click OK.

Select Secure Connection if you need to use SSL to connect to the Identity Vault server.

Login Credentials

Enter Authentication Information

Enter information to authenticate ta & server of your choice, @

A
Host Mame: | 1a2,164,10,48 V|
Username! | admin,corpl M| -
Password: I

Secure conneckion

(04 ] [ Cancel
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You can open a DS Trace session to a different Identity Vault server at any time by clicking
Connect to Server and providing the appropriate authentication credentials.

4 Review the live DS Trace session as needed.

By default, the DS Trace session is running. You can stop, resume, and save the current trace to
a file by using the icons in the DS Trace view toolbar.

18.8.2 Creating a DS Trace Log File

DS Trace lets you create log files of DS Trace entries so you can review them offline.

1 From the live DS Trace view, select the Save Trace icon =,
2 Specify a name and location for the log file, then click Save.

DS Trace saves the log file as a rich text file (. rt £) so it can maintain the color coding used in
the live DS Trace view. You can view the log file with any editor that supports the . rtf file
format.

18.8.3 Viewing a DS Trace Log File

The DS Trace view is an editor that enables you to view DS Trace log files.

Figure 18-4 The DS Trace View

1wl Design_test - Developer Z ds-trace.rtF P2 = 8
[3] DS Trace File: ds-trace.rtf 07/11/2008 3:42 PM A =1EH + @&
Start time: | End kimne: | Event: o

To view DS Trace log files:

1 Click Tools > DS Trace.
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2 Select the Load Trace Log File icon, then browse to and select the DS Trace log you want to
open.

3 Review the DS Trace log file as needed.

¢ Use the Start Time, End Time, and Event drop-down lists to filter the trace file. This helps
you narrow the displayed trace file data so you can more easily locate specific
information.

* To clear an existing filter, click the Clear Filter icon & .

+ Select the Search icon (in the DS Trace icon bar) to open a Find/Replace dialog box that
lets you search for a specific string in the DS Trace log file.

NOTE: The Eclipse text editor does not support color, so when you view a DS Trace file in
Designer it displays in black and white. However, because Designer saves the DS Trace log file in
standard Rich Text Format (. rt f), any external text editor that supports color displays the log file in
color, as seen in the live DS Trace view.

18.9 Working with Generic Resources

A Resource object is stored in a Driver object or a library. A Resource object stores parameters,
which drivers use at any time. When multiple drivers need the same set of constant parameters, the
drivers use a Resource object.

A Generic Resource object in Designer enables you to store information in XML or text format. The
information can be a piece of documentation, notes, or some piece of data that policies access.

+ Section 18.9.1, “Creating a Generic Resource Object,” on page 410

+ Section 18.9.2, “Editing a Generic Resource Object,” on page 412

18.9.1 Creating a Generic Resource Object

1 In the Outline view, right-click a driver, then select New > Resource.
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You can also do one of the following:
+ Right-click a driver, then select New > Resource.

+ With the Dataflow view active, right-click a Subscriber or Publisher channel, then select
New > Resource.

+ In the Outline view, right-click a library, then select New > Resource.

2 Specify the name of the Generic Resource object.

¥ New Resource

Set Resource Name

Enter a name for your new resource,

Mame: | Mew Resource

Content bype: | AML w |

Open the editor after creating the object

L Ok ,][ Cancel ]

3 Select XML or Text as the content type.

4 Select Open the editor after creating the object, then click OK.

5 In the File Conflict dialog box, click Yes.

6 Specify the desired XML or text, then press Ctrl+S to save the resource object.
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18.9.2 Editing a Generic Resource Object

1 In the Outline view, below the library, right-click the Generic Resource object, then select Edit.
2 In the File Conflict dialog box, click Yes.
3 Make changes, then save (Ctrl+S).

18.10 Updating Designer

When you start Designer, you are prompted about how you want to receive updates. You can change
this setting in Preferences.

Figure 18-5 The Updates Tab

type filker text Designer for IDM L=

General

o [EE——— versions | Updates | Prompts || Browser

Configuration
Document Generatior (%) Do not check For updates
Entitlemnents
Manager () Prampt ta check For updates on startup
ImnportDeploy (O automatically check For updates on startup
Language
Modeler
Policy Builder Motify me when no updates are available
Praject Checker URL: | http: fiunae, novell, com/coolsolutionsdirxml/designer jupdatesite2_0_

Schema
Sirmulation
Trace

If you select to not automatically update Designer, you can get updates by using the Help menu or
the Welcome page.

To update from the Help menu:

1 Click Help > Check for Designer Updates.

¢ [f your version of Designer is up-to-date, a prompt informs you that no updates are
available.

+ [f an update is available, a prompt lists components that you can update.

+ Ifyour version of Eclipse needs to be updated before you can install Designer, a dialog
box prompts you to click the URL that takes you to the Designer download site.

2 Seclect the updates, then click OK.
To update from the Welcome page:

1 Click Help > Welcome.
2 Click the What's New icon.

3 Click New Updates.

4 Follow the prompts to download and install the latest Designer.
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Editing Icons for Drivers and
Applications

The Icon editor enables you to create customized icons for your drivers and applications. You can
enrich predefined templates or images with labels, choose background images and colors, and
overlay images. Within minutes, you can create a custom branded icon for your implementation,
including your company’s logo or name.

¢ Section 19.1, “Editing Driver Icons,” on page 413
¢ Section 19.2, “Editing Application Icons,” on page 416

19.1 Editing Driver Icons

1 In the Modeler, right-click a driver, then select Properties.
2 In Driver Properties, select the iManager Icon page.

The object properties dialog box displays the default icon.

@ Properties for Delimited Text = @E

types filter et iManager Icon i

Global Configuration Values e This I5 thes lcon that will be used to represant He
Drriver Liog Level driver in the iManager Web interface.
Drriver Configuration

Driver Manifast
Hamed Passwords
Trace

Engine Control Yalues
CuiverSpechications

[Resturo I.‘.\e-‘ai.lsl l Apply J

@ I (5.4 ]{ Cancel ]

3 Click New to open the Icon editor.
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@ Icon Editer

Previaw Irfiormation
Configuration:
Objpeck: nia
Lask Seaved fsi  <unsaved >
Templabe:
e e Dwevar
ey Identity Manager Driver
Dasoription: Tecn (Mariager)
Fia: driver,cct
Criginal
L Darmessreiones: 100 x B0
Filer Size: 41
Fils Format: PNG
Zonmed
mm Labels | Crverlay Imeges | Settings | Derbations
Background Color: | T m
Background Image: El [EI
£ »
) [ updse ][ chse |

4 To add a background color or image to your icon, select the Background tab.

Background | Labels Crverlay Tmages | Settings  Derivations

Bayauns Zol: A |
Background Image: | =]

Background Color: Select a background color for the icon.

Background Image: Select a background image. If you select a background image, you can
configure how the image displays by using the Settings tab, which includes controls for
Brightness, Hue, Saturation, and Gamma. The Icon editor makes color changes in real time, so
you can see the effect of your changes as you make them.
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Backgroursd | Labels | Cveray Images | Settings | Desivations
Brightmess: £ > 74 Saturation: <€ > 114

Hue: L4 > | 102 Gamma: < > a7

5 To specify icon text, select the Labels tab, then click Add.

Background | Labels | Overlay Images | Settings | Derivations

Text Offset X Offset ¥ Size Color Font
Delimited 2 8 d B 000000 abeny s
Text 25 L] 10 . #FO00000 Century ...

< >

To add a label to the icon, type a new label in the 7ext column. Text does not automatically
wrap around. To create multi-line text, create a separate text entry for each line.

You can also control label placement through the Offset X and Offset Y options, and edit font
size, font type, and color for each text entry.

6 To add an overlay image to your icon, select the Overlay Images tab, then click Add.

Backgroured | Labels | Overlay Images | Settings | Derivations

File Offset® | OffsstY  Se
Qe vinyang.png 4 14 L0

< >

To select an image, select a cell in the File column. A small icon appears to the right of the file
name. Click the icon and browse to the image you want to use as an overlay image.

You can also control image placement through the Offset X and Offset Y options, and control
the size of the image in pixels.

7 To create a similar icon for iManager, select the Derivations tab, then select Application.
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| Backgrourad || Labels | Overlay Images | Settings | Dertvations

[“liappbcation]

This transfers the icon to the driver’s or application’s iManager properties. (See the iManager
icon on the driver properties page.)

Some icons don’t convert cleanly between the Driver and Application icon formats, so you
might need to clean it up after you create it.

8 When you are finished editing the icon, click Update.

@ Icon Editer
Previaw Information
Configuration:
bt nfa

Last Saved As: <unssveds

f Template:
L Dirpver
i Identity Manager Driver
Desariplion:  Joon (Manoger)
Filac drfver. oot
Ciriginal
Damersions: 100 x 80

Files Size: 4K
Fibs Format: PRG

Zoomed

[Backareund | Labels | Grverlay Images | Settings | Deeivations
esckround Coior: | R - |
Bsckiground Imnage: E E

19.2 Editing Application Icons

1 In the Modeler, right-click an application, then select Properties.
2 In Application Properties, select the General page.
The object properties dialog box displays the default icon.
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[type filter bext | General

General

Environment: Typa: | & ml

At stor i Enterprise
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+ Op System
+ PEX
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= Tool
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3 Click New to open the Icon editor.
@ Icon Editor B
File
Previaw Irfiormation
Configuration:
Object: nja
Lask Sarved fei  cunsaved:>
Template:
O =
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File Format: PNG
Zoomed
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Background Image:
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4 To add a background color or image to your icon, select the Background tab.

Background | Labels | Owerlay Images | Settings | Derivations

ok Caor: K — . |
Background Image: g

Background Color: Select a background color for the icon.

Background Image: Select a background image. If you select a background image, you can
configure how the image displays by using the Settings tab, which includes controls for
Brightness, Hue, Saturation, and Gamma. The Icon editor makes color changes in real time, so
you can see the effect of your changes as you make them.

Backgroursd | Labels | Cveray Images | Settings | Desivations
Brightmess: £ > 74 Saturation: <€ > 114

Hue: L4 > | 102 Gamma: < > a7

5 To specify icon text, select the Labels tab, then click Add.

Background | Labels | Overlay Images | Settings | Derivations

Text Offset X Offset ¥ Size Color Font
Delimited z & | #000000  Albany &...
Test 5 4 10 #000000  Century ...

< >

To add a label to the icon, type a new label in the 7ext column. Text does not automatically
wrap around. To create multi-line text, create a separate text entry for each line.

You can also control label placement through the Offset X and Offset Y options, and edit font
size, font type, and color for each text entry.

6 To add an overlay image to your icon, select the Overlay Images tab, then click Add.
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Backgroursd | Labels | Overlay Images | Settings  Derivations

File Offsetx | OffsstY  Sae
& Vinyang,png 4 14 ol

< >

To select an image, select a cell in the File column. A small icon appears to the right of the file
name. Click the icon and browse to the image you want to use as an overlay image.

You can also control image placement through the Offset X and Offset Y options, and control
the size of the image in pixels.

To create a similar icon for iManager, select the Derivations tab, then select Driver.

Backgroursd | Labels | Cwerlay Tmages | Settings | Derivations
[#] Drivver |

This transfers the icon to the driver’s or application’s iManager properties. (See the iManager
icon on the driver properties page.)

Some icons don’t convert cleanly between the Application and Driver icon formats, so you
might need to clean it up after you create it.
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8 When you are finished editing the icon, click Update.

@ Icon Editer
Fils
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Cwignal

Dimensions: 55 x 44
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File Format: PNG
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Version Control

Designer’s version control enables you to do the following:

+ Provide simple document management by tracking revisions of your project, along with all the
objects and files in that project

¢ Share those revisions with other members of your team
¢ Manage the history of your objects

+ Make sure that every member of your team is using the same version of your project and
Designer

Designer supports the Subversion version control system. Subversion is a stable open source product
that is available for no cost and is released under the Apache license. For information on Subversion,
see the Apache Subversion Web page (http://subversion.apache.org/). You can also find some
pertinent information about using Subversion with Designer in Appendix E, “Version Control with
Subversion and Identity Manager Designer,” on page 565, as well as Section 20.6, “Version Control
Best Practices,” on page 447.

Version control allows teams to work together across continents or just across the hallway, in groups
or as a single user. The Version Control view gives you information about changes that your
teammates are making in real time. The version control framework allows you to update, merge, and
resolve conflicts with your teammates. If you are a single user, version control allows you to make
backups, restore older versions, and have the freedom to explore project changes without risking
data.

With version control, you can manage the history of your project, and you can go back to a previous
revision and create tagged revisions for better release management. Anyone with permission can
access these revisions. The Compare Revisions feature allows you to easily scan the history of your
project, find relevant changes, and resolve project issues.

Version control functionality is available for all Identity Manager objects as well as for the contents
of the Documents and Toolbox folders. Designer 3 and above supports version control for
provisioning objects, but not for Analyzer. However, that functionality is planned for a future
release.

¢ Section 20.1, “Installing a Subversion Server,” on page 421

*

Section 20.2, “Checking In a Project to a Version Control Server,” on page 423

*

Section 20.3, “Importing a Project from a Version Control Server,” on page 427

*

Section 20.4, “Accessing the Version Control View,” on page 429

*

Section 20.5, “Comparing Revisions and Resolving Conflicts,” on page 438

*

Section 20.6, “Version Control Best Practices,” on page 447

20.1 Installing a Subversion Server

You can either install a Subversion server or use an existing Subversion server. Designer’s version
control works with all supported Subversion server platforms.
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This section provides a quick start for a basic Subversion server on Windows or Linux to use with
Designer for Identity Manager. For more in-depth information on installing Subversion, see

Subversion’s installation documentation at Installing Subversion (http://svn.apache.org/repos/asf/
subversion/trunk/INSTALL).

¢ Section 20.1.1, “Downloading and Installing the Server,” on page 422

¢ Section 20.1.2, “Configuring the Server,” on page 422

20.1.1 Downloading and Installing the Server

1 Download the most recent version of subversion file:

+ Linux: Subversion Packages Web page (http://subversion.apache.org/
packages.html#suse)

+ Windows: Tigris.org (http://subversion.tigris.org/servlets/
ProjectDocumentList?folderID=91)

2 Run the installer and accept the license agreement.

3 Specify the location to install Subversion.

4 For Windows, specify a location in the Start menu.

5 Follow the on-screen instructions to complete the installation.

20.1.2 Configuring the Server

1 Create a directory to contain the Subversion server repository.

2 Run the svnadmin create command to create the repository at that directory location:

svnadmin create [location of Subversion repository]

3 Gotothe [location of Subversion repository]\conf directory, which was created
when you installed the Subversion server.

4 Edit the svnserve.conf file by uncommenting the following lines in the General section
(there should be no spaces at the beginning of the lines):

Line to Uncomment

Result

anon-access
auth-access =

password-db =

read
write

passwd

Anonymous users can read your repository.
Authenticated users can edit your repository.

Usernames and passwords are stored in a file named passwd in
your conf directory.

5 Edit the passwd file in the same directory.

6 Remove the sample users from the Users section and add your own users.

7 Open a command prompt and start your server by using the following command:

svnserve --daemon --root [location of Subversion repository]

8 Open a second command prompt.

9 Create a trunk folder in your repository with the following command:

svn mkdir -m "Creating a trunk directory." svn://localhost/trunk
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10 Authenticate to Subversion.

If your are using Windows, and your username is the same as your Windows username, enter
your password. Otherwise, press Enter at the password prompt and enter a username when
prompted.

You can also access this server from other computers by substituting localhost for the
network name of the server machine in the URL.

You are now ready to import or add projects to version control by using Designer for Identity
Manager. You might want to create a more complete directory structure before adding Identity
Manager projects. For more information on how to best use Subversion with Designer’s version
control, see Appendix E, “Version Control with Subversion and Identity Manager Designer,” on
page 565.

20.2 Checking In a Project to a Version Control
Server

1 In the Project view, right-click a project name, then click Check In.

= Proje &2 oF Outlin| B Mavig | — O

F [E

I@ Mewwr L4

4=
= Irnport 4

= JB Export Project
@5 Refresh

=1 teg lde) Copy Project...

82 Mowe, ..

= Renarme

=gl il Check In. .

¥ Delete

Froperties

1 wpl

You can also select the Check Project Into Version Control Server icon (@ on the main toolbar.
2 If the project you are checking in already exists on the version control server, skip to Step 8.

or

If the project you are checking in does not exist on the version control server, you see the
Check In Project page displayed. Continue with Step 3.
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° Check In Project

i Project2

Frovide the wersion confral repository location for your project.,

Select Project: | projectz v Save Al Editors

Step 1. Specify your repository location. @

Specify a file path to your Subversion repository, or an URL o the Subsersion server,
Repository Location:
svn://151,155, 160,120 v m

Step 2. Specify the location for your project. @

Specify the location within the repository where you want to store the project.
Project Location:

trurk 3/Froject2 m

Step 3. Provide a comment for your project.
Comments:

Created a new test project.

@ [ o5 H Cancel ]

3 Ifyou have multiple projects in the Project view and you clicked the Check Project Into Version
Control Server icon, select the project you want to check into the version control server from
the Select Project drop-down list. If you select Check In from the Project view, you won’t see
the Select Project list.

4 Under Step 1. Specify your repository location, provide a URL pointing to where you want the
project to reside on the version control server. The Check In Project page gives three examples:

¢ c:/subversionrepo

* http://subversionserver.mycompany.com

¢ svn://localhost

¢ https://subversionserver.mycompany.com/svn/myrepository
The list of supported protocols includes:

¢ Svn

¢ http

+ https

+ file

+ svntssh

You can click the Browse icon to browse for folders that are saved either locally or on a
network drive. You can also create a new folder from the Browse For Folder page.
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5 Under Step 2. Specify the location of your project, type the folder name that will contain this
project on the version control server.

You can also click the Browse icon to bring up the Version Control Server Browser page. This
browser helps you determine the correct URL where projects are stored and only shows base
folders and corresponding projects.

The base folder cannot be a directory of a Designer project. However, the base folder can
contain multiple projects as subdirectories. You create base folders through an external SVN
client.

6 (Optional) Under Step 3. Provide a comment for your project, type a comment concerning the
project, then click OK.

Whenever you perform an operation that affects the contents of the server, you are prompted
for a comment. Comments are useful when keeping track of the changes you make from one
session to another.

7 (Optional) If you have made changes to more than one project in the Modeler view, you need to
save those changes before checking a project into version control.

7a Seclect Save All Editors to bring up the Save Resources page, which allows you to save all
open projects.

7b On the Save Resources page, click OK. You are returned to the Check In Project page.
8 Provide authentication to the Subversion server if required.

Depending on the type of security you have set up, you might need to supply SSH
authentication, SSL client certificate authentication, or basic HTTP authentication.

@ Version Control Authentication

Provide your username and password for the realm:
<5y /f151,155,160,120:3690 =
13266d7e-deZd-dc4e-843b-5492697 4239

Username: | povell User

Passwiord: | eesesssss

[remermber my password

7 oK, l ’ Cancel

9 Ifyou are updating an existing project on the version control server, add new information to the
Comment section of the Check In Project page.

If you are updating a project, you see the selected project, the object’s children that have
changes to be checked in, and objects that depend on the project and need to be checked in. If
you choose to check in a single object, you only see that object in the Check-in page.
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e Check In Project |:|@@

i projectl

The selected project and its children wil be checked into the wersion
control server,

Select Project: |

Save Al Editors

E@IModeler Workspace

&l Driver Set

& Entilements Service Driver

‘=) Publisher

& Subscriber

%Enu‘tlements Service Driver Filter
EJEntite ments Service Driver

8 Modeler Diagram

Comments:

Latest checkin with the addiion of the Enfilements Service Driver,

@ | o H Cancel ]

10 If you have more than one project open in the Modeler view, click Select Project to choose
which project you want to save to version control.

11 (Optional) If you have made changes to more than one project in the Modeler view, you need to
save those changes before checking a project into version control.

11a Select Save All Editors to bring up the Save Resources page, which allows you to save all
open projects.

11b On the Save Resources page, click OK. You are returned to the Check In Project page with
an updated list of what is being checked in.
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12 Click OK to commit the files to the version control server. When the files are committed, click

OK to close the Commit page.

2 Blanston02

Checking 111 flles into the wersion contral server

Commiting Changes - 100% complete.

[

Updating properties for Delimited Text3h, 5 Fiter
Updating propertias for MappingR.ule

Updating properties for Password{Sub)-Pub Email Motifications
Updating properties for InputTransformss
Updating properties for OutputTransformss
Updating properties for Delimited Text3h5
Updating properties for Schema

Updating properties for Schema

Updating properties for Modeler Diagram

Updating properties for Generated

Updating properties for Delimited Text 2.1, 2.log.txt
Updating properties for Delimited Text 2.1.2.pdf
Updating properties for images

Updating properties for S2RKPSWY.Jpg
Transmiting data...

Cperation complete

20.3 Importing a Project from a Version Control

Server

Designer’s Import dialog box lists projects and enables you to select projects that you want to
import. There are a number of ways to access the Import dialog box in order to import projects from

a version control server, and this example covers one of those methods.
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Figure 20-1 The Import Wizard

Select \

Irmport existing projects from a verson control server, [E < 5 I

Select an import source:

|type filter temt |

KZ Project (From File Systarm)

L5 Project (From Identity Vault)
Project {(From iManager Export File)
Project (Frarm YWersion Control)

@ et = Cancel

1 In the toolbar, select File > Import.

or

If no projects are available, select Import from version control from the Project view.
2 Click Project (From Version Control) > Next.

3 Type a URL in the Version Control Server URL or file path field, then press Enter. For
example:

https://sun.provo.novell.com/svn
svn://123.123.131.120/trunk

4 (Optional) You can also type a file path to the version control repository, or select the Browse
icon to browse to the directory where the repository resides.

5 Provide authentication to the Subversion server if required.

Depending on the type of security you have set up, you might need to supply SSH
authentication, SSL client certificate authentication, or basic HTTP authentication.

@ Version Control Authentication

Provide your usernarme and password for the realm:
=svn:/f151,155,160,120:3690 >
13266d7e-de2d-dc4e-843b-54926974afE0

Username: | Nowell User |

Password: | [ TTITITITITIY] |

CRemember my password

@ K l ’ Cancel
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6 The projects appear under the Projects: heading in a tree structure. Select a project file under
the directory. Use the Refiesh icon to see current changes to the repository.

@ Project (from Version Control Server) .E

Import Projects from Version Control Server

Specify the path or URL to your version control server in order to
search for projects to import from your repository.

Yersion Contrel URL or fle path: &

| sv://151,155, 160,120/ -] J

Projects:

+- 23 Designeryersion - Refresh

+-[C3 jeremy
+- [ Resourcakit
+-[23 scottrunk
+- 3 sslaughAutomation
=3 trunk
+- (23 Blanston00 1
=3 Blanstonol
¥4 Blanstono
+- 23 Blanston02
+- (23 BlanstonOd ﬂ

| Browse, |

[v' Use default location

@ < Back | | Finish | Cancel |

7 Click Finish. On the Version Control page that shows you the version control server status,
click OK.

The projects are imported into Designer and are added to the Project view and the Version
Control view.

20.4 Accessing the Version Control View

You access version control functionality by using the Version Control view.

Figure 20-2 The Version Control View

) Project Checker | i1 version Control &2 @) Error Log T W = =8
obje | Status | Date | User | 4]
4/1/08 9:42 AM tpew —
-4+ IdentityManager 47108 9:42 AW iy
-l Modeler Warkspace 4/1/08 9:42 AM bob
= FABIO1ITREE 4/1/08 9:42 AM bob
B FABID12-NDS 4/1/08 9:42 AM bob
&l ds301 4/1/08 9:42 AM bob
+- & Default Notification ¢ 4/1/08 9:42 AM bob
i Schema 4/1/08 9:42 AM bob ﬂ
47Mof 254M |0 I
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The Version Control view does the following:

¢ Gives you a dashboard status of your interaction with version control
¢ Lists the files that you are working on
+ Displays the changes that your teammates have made in real time
The Version Control view is the main interface with version control. You find most of the version

control operations and information in this view. This view is empty until you import from or check
in a project to the version control server.

The Version Control view automatically displays when you import an existing project from a
version control server or check in a project to a version control server. To open the view manually,
select Window > Show Views > Version Control.

¢ Section 20.4.1, “Version Control Icons,” on page 430

¢ Section 20.4.2, “Version Control View Headings,” on page 431

¢ Section 20.4.3, “Version Control Options,” on page 432

20.4.1 Version Control Icons

The Version Control view contains seven icons that allow you to interact with version control. Six
icons are to the right of the Version Control tab. They are the Filter icon 5, the Refresh icon ",
Expand All and Collapse All #=, and the Minimize and Maximize icons = B . The seventh icon is

the Version Control Project Status icon &, which is located in the bottom right corner of Designer.

Figure 20-3 Details in the Version Control View

¥ Project Checker | i1 version Contrel &2 @] Error Log L@ E T O
object | Status | Date | User | <]
4/1/08 9:42 AM tpew
= IdenttyManager 4/1/08 9:42 AM e
- Modeler Workspace 471708 9:42 AM bob
= FABIO13TREE 4/1/08 9:42 AM bk
B FrBID1Z-NDS 4/1/08 9:42 AM bk
+- &0 ds301 4/1/08 9:42 AM bob
+- k2 Defavlt Motfication © 471708 9:42 AM bob
i Schema 471708 9:42 AM bob ﬂ
47Mof 254m %]

Filter Icon: Use the Filter icon to limit the number of projects that are displayed in the Version
Control view. Click the Filter icon, then select the projects you want to filter out of the Version
Control view.
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Figure 20-4 Version Control Filter Page

@ Version Control Filters

Fry
saeti
scoft
test
tpewl
tpew3
vistaZ
[Jxp1

Select the projects you want
filter out of the version
control view,

()

Select all
Deselect All

Ik, l ’ Cancel

Refresh Icon: Click the Refresh icon to refresh the Version Control view. Designer communicates
with the Subversion server and refreshes the Version Control view with any updates performed by
other users who are modifying the same projects.

Expand All/Collapes All Icons: Click the Expand All icon to expand all items in the Version
Control view. Click the Collapse All icon to collapse all items in the Version Control view.

Minimize/Maximize Icons: Click the Minimize icon to minimize the Version Control view. Click
the Maximize icon to maximize the Version Control view.

Version Control Project Status Icon: Mouse over the Version Control Project Status icon to see
the status of the objects in the Version Control view. The Version Control Project Status icon gives
you a quick status for version control and works like a traffic light. You can move this icon to a
different location in Designer to suit your preferences.

Table 20-1 Version Control Project Status Icon Colors and Description

Icon Status Status Description

Green. Everything is up-to-date.

i Yellow. Updates are available from the version control server.

L Red. There are conflicts between the local version and the version control server.
sl Grey. Designer is unable to contact the version control server.

20.4.2 Version Control View Headings

The Version Control view has four headings: Object, Status, Date, and User.

Version Control
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Object: This column displays the objects that are connected to the project that is stored on the
version control server. Right-click an object in the Version Control view to display the available
options. These options are covered in Section 20.4.3, “Version Control Options,” on page 432.

Status: This column displays the current state for objects in a project, as indicated by the following
icons:

Table 20-2 Status Icons

Status Icon Description

(none) This object is up-to-date, with no new revisions available.
- Unversioned. This object has not been added to the version control server.
x Deleted. This object has been deleted from the version control server.

4 Updates with Merge. This object has updates that might conflict with the changes
you have made (see Section 20.5, “Comparing Revisions and Resolving Conflicts,”
on page 438).

Hhal The project object has been updated from an older version selected from the
Revision History page. The object changes back to normal when you update (see
“History” on page 435).

3 This object has new child objects available.
g8 This object has new updates available.
& This object has been modified locally.

Date: This column shows the date when the last changes to the objects in the Version Control view
occurred. The date and time change when you modify an object and commit those changes to the
version control server.

User: Displays the name of the last person who updated the object.

20.4.3 Version Control Options

Right-click an object in the Version Control view to display the available options.

Figure 20-5 Available Version Control Options

Clean Up

Commit...

Get Updates...
Revert...

Celate

Histary...

B Compare Revisions...
Properties

ot X SE®HA
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The options affect the object selected, as well as any child objects that correspond to the selected
object. For example, performing a Revert on the project object affects the entire project, but
performing a Revert on the Subscriber channel of a Lotus Notes driver only affects the Subscriber
channel and any objects (such as policies) that depend on the Subscriber channel.

¢ “Clean Up” on page 433

¢ “Commit” on page 433

¢ “Get Updates” on page 434

+ “Revert” on page 434

¢ “Delete” on page 435

¢ “History” on page 435

¢ “Comparing Versions” on page 438

+ “Properties” on page 438

Clean Up

Use the Clean Up option only when you are prompted to. Sometimes a project is in a “locked” state.

At this point, version control requires you to run Clean Up before it lets you do anything else with
the project, and you receive a message telling you to run the Clean Up option.

Commit

Use the Commit option to have your local changes checked into the version control server for the
object you have selected.

Figure 20-6 Checking In an Object to the Version Control Server

@ check-in
< Blanston04

The selected obiject, its children, and obijects that the selected obiject
depends on wil be checked into the wersion control server,

&L Driver Set
Locale Configuraton
[dGroup
[ MyEntity
(4 User
[ User Lookup
[F] Delegate Relationship
FlEmail notification types ﬂ

it

Comment:

Updates the modeler workspace as per our last design discussion, J

When you click OK, the check-in is committed to the version control server. Click OK to close the
Commit screen.
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There are also Check-in capabilities in the Project and the Outline view (right-click a project and
select Check In), and an Check In icon in the main toolbar @

Get Updates

Use the Get Updates option to get the latest version of the selected object from the version control
server.

Figure 20-7 Receiving Updates from the Version Control Server

. Version Control

Wersion Contral Server Status

Adding ScriptFalicy -
Adding ScriptFalicy

Updating - Loopback3

Updating - Active Directory

Adding Enttement

Adding Enttement

Updating Model

Adding Delimited Text 2.1.2.log. Bt
Adding images

Adding SZRKPSWY.jog

Adding Delimited Text 2.1.2.pdf
Updating Generated

Updating Documents

Updating BlanstonC2

Wersion control command completed.
Updated &1 fle(s).

If you have more than one project open that is checked in to the version control server, select which
project you want to update from the Update page, then click OK to begin the update. If there are
conflicts between your local version and the version control server, you see the Conflict Resolution
page, which includes a method to resolve those conflicts. For more details, see Section 20.5,
“Comparing Revisions and Resolving Conflicts,” on page 438.

There are also Update capabilities in the Project and the Outline view (right-click a project and
select Update), and an Update icon in the main toolbar 4.

Revert

Use the Revert option to return the selected object to the version you last checked out from the
version control server. This allows you to cancel your recent changes; you see a message screen
displayed, confirming your choice to revert. You can also use this option to restore files that you
have deleted since the last time you checked in. Revert does not affect files in your project that have
not been checked in to the version control server.

WARNING: By using this option, you lose any changes you have made since the last time you
checked it in.
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Delete

Use the Delete option to delete a project from the version control server. This option is only
available for project objects. Although you can delete objects within a project from other views in
Designer, you can remove the entire project only through the Version Control view. Selecting the
Delete option immediately deletes the selected project, and you are prompted for a comment for
your actions.

History

Use the History option to view the revision history of an object and all the changes that have been
made to that object. You can also use this option to select an earlier version of a project.

Figure 20-8 Revision History in the Version Control View

. Revision History .E

iz Blanston04

This is the history of Blanstond4. To select a revision from this list and get that revision from the
history, right-click. on a specific revision to create a tag, and use the arrow to see your local revision of
the current object.

Revision | Cate | User Tag Comrment
13004 4/1/0811:1.,. bob Latest changes to the modeler
13003 4/1/08 11:0... tpew Latest check-in with changes to modeler,
= 13002 4/1/08 11.0... tpew Updates the modeler workspace as per our la.,
13001 4/1/089:42... tpew Checking in project for gathering wc pictures ..
« | +]

@ | Close |

You can use Revision History page to see who made a change, when the change was made, the tag
name (if it is filled out), and the comment provided for the change. The yellow arrow indicates your
currently loaded version.

Version numbering of projects and how numbering works with the objects in a project is a very
complex issue. For more information on how revision numbering works in Subversion, see
Section E.1.1, “How Revisions Work In Subversion,” on page 565.

The Revision History Page For a Project

You have more options when you right-click a project object in version control and then select
History.

Version Control
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Figure 20-9 Revision History of Projects

. Revision History .E

< Blanston04

This is the history of Blanston04. To select a revision from this list and get that revision from the
history, right-click. on a specific revision to create a tag, and use the arrow to see yoUr local revision of
the current object.

Revisicn Date Uzer Tag Cormment
2439 1/24/08 2:2... bob Latest checkin with changes to the modeler ...

1973 ads 18l m , including atchitect inform...
= 1833 12/18/07 5: Added

1832 12/18/07 4., toew Added Buildings F& G new stuffCd

1531 12/18/07 4:...  tpew activated new bulding specifications

1830 12/18/07 3., thew Mo buildings added t...  updated for use on new system

1529 12/18/07 3. tpew Uploading Blanston for test

@ | Close

If you select History for a project object, the Revision History page allows you to select a version of
a project object from the list of revisions. You can then view the contents of earlier versions and
bring those versions up-to-date with your latest revision.

Get Revision

Select the revision for the project you want to work with, then click Get Revision. Answer Yes to
save all of the editors in this project. That version of the selected object is downloaded from the
version control server and becomes the version of the project you are working on.

If you select an older version of a project, the project has a special status icon # in the Version
Control view. This icon indicates that your project came from history instead of being out-of-date,
but its status returns to normal after you select Update.

If you make changes to the historical version and select Update, you are presented with a Revert
Local Changes page, allowing you to keep your local changes or to revert your local changes.
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Figure 20-10 Reverting Local Changes

@ Revert Local Changes

< BlanstonO1

You are Lpdating a project which has been loaded from the
wersion confral history, Wolld you ke to revert your local
changes before performing the update? Rewverting your local
changes wil avoid possible conficts, but your local changes will be
replaced.

" Revert my local changes before performing the update

@ oK | Cancel |

If you have made deliberate changes and want to now save those changes to the version control
server, select Keep my local changes (default). If you made inadvertent changes to the project, or if
you just wanted to see what was in this historical version, select Revert my local changes before
performing the update.

Creating a Tag for a Project

If you select a project object, you can create a tag for any of the revisions listed in the Revision
History page. This allows you to give a revision project a more memorable name instead of a
revision number. To create a tag, right-click a revision and select Create Tag. This brings up the Tag
for Revision page.

Figure 20-11 Adding a Tag To a Selected Revision

@ Tag for Revision 13002

Frovide a name for this tag. The name should indicate something
sigrificant about this revision, such as "Release 1"

You wil be required to check in your tags when you are firnished
ediing them.

Rewision: 13002

Tag Name: | Mo buildings added to Physical Access entileme

@ Ok | Cancel

Provide a tag name that is significant to this version of the object and click OK. The tag name is
added under the Tag heading in the Revision History page. When you close the Revision History
page, you are asked to add a comment to all of the tag names that you have added.
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Comparing Versions

See “Comparing Revisions” on page 438.

Properties
Use the Properties option to view the properties of an object that has been added to version control.

Figure 20-12 Object Properties Page

@ Revision Properties

&7 Blanstonl

MName: Blanstonl
Location:; s £f151,155, 160, 120//runk,Blanstonl
Status: Up to date with no new revisions available,

Loaded Revision: £10

Latest Revigion: 610

Last Changed By: tpew

Date Changed: 10/30,/07 2:09 PM
camrment:

Created a new directory for this project.

Important information includes the location of the object on the version control server, the loaded
revision number, the latest revision number, and any comment concerning the most recent check-in.
You cannot make changes to this information.

20.5 Comparing Revisions and Resolving
Conflicts

¢ Section 20.5.1, “Comparing Revisions,” on page 438

¢ Section 20.5.2, “Resolving Conflicts,” on page 441

¢ Section 20.5.3, “The Modeler View Layout In a Team-Enabled Environment,” on page 444
¢ Section 20.5.4, “Provisioning Objects,” on page 446

20.5.1 Comparing Revisions

Use the Compare Revisions option to compare what has changed between your local copy and the
latest copy on the version control server. You can compare any object that has been checked in to the
version control server. Use this option to compare historical versions to your local copy, or to other
historical versions.
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NOTE: For the Compare Revisions option to work, you must be able to communicate with the
version control server. If the version control status icon at the lower right of Designer is grey [&l,
Designer is not communicating with the version control server. Mouse over the version control
status icon for further connection information.

To use the Compare Revisions option, select a project or any other object in the Version Control
view and select Compare Revisions.

Figure 20-13 Comparing Revision Changes

¢ Blanston0l - Develop | Blanston04 - Develop |27 Modeler Workspace - 82 ™1 =B
(& Modeler Workspace: Comparing local copy EFl and latest from server £ 56| 4 I
Differences | -
= el Blanstonod
= IdentityManager

& Modeler Diagram =

&1 Diriver Set
-4 1505
=15 PUblisher = T
M Fassword(PUb)-Check Password GCY
H Matching Rule
I Event Transformation
H Password(Pubi-Publish NDS Password
H Placement Rule
T Password(PLb)-Add Password Payload
ZH Create Rule

H Password(PLb)-Fublish DistribLiion Password = ﬂ

¥, Project Checker | (& version Control 52 @JError Log v [ E T O

object | Status | Date | User N
= el Blanstonod 4/1708 11:00 AM e
- IdentityManager & 471708 11:00 AM bob
- Modeler Workspace * 4/1/08 1100 AM e
= FABIO1ETREE 4/1/08 942 AM ualaty

| B FABID 12-MDS 471708 42 AM oew | i
4 3

The Compare view appears in the main editor section of Designer and is displayed as a tree with the
object highlighted. The top bar indicates the object that is selected and which revisions are being
compared.

Version control uses a left-to-right display of information. The left side shows local copy
information and the right side shows the version from the version control server. Because there is no
information in the Outline view, you can double-click the Compare view tab to expand the view to
fill Designer. Double-click the Compare view tab again to have it return to its normal size, or click
the Restore icon in the lower right corner.

You can select the Change left-side revision EI! or Change right-side revision £l icons to view the
other versions that you have saved to the version control server. For example, if you want to
compare your local copy to a different version on the server, click the right-side icon. If you want to
compare the server version to an earlier server version, click the left-side icon. When you select a
different version from the History page, the top bar title changes to reflect the different copy
comparisons. Click the Expand All or the Collapse All icon to expand/collapse all items in the
Compare view.
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To see a snapshot of the changes in an object, click the overview icon == to the right of the object to
bring up the Overview page for the selected object.

Figure 20-14 Viewing a Quick Overview of Changes

# Modeler Diagram e

Modeler Diagra... (ocal copy): Modeler Diagr...from server):

Al

[

If the object you selected is made up of more than one file, you see a drop-down menu listing the
files. Select a file from the menu to view the changes to that file.

To view the actual changes in more detail, click the Expand icon in the Overview page or double-
click the object in the tree view. You can also click the Compare selected item icon 1] next to the
tree-view icon.

Figure 20-15 Double-click the Object To See a Detailed Description of the Changes

& Modeler Diagram: Comparing local copy EHl and latest from server (£
Pirt LY
Modeler Ciagram - (Revision local copy): Modeler Ciagram - (Revision latest from server):
<targetPorts name="target-ri <targetPorts name="target:J
<targetPorts name="target-ce <targetPorts name="target

</modelerNodes:> </modelerNodes:>
<modelerMNodes height="44" widt <
<gourceforts name="source-to
<gourcePorts name="source-bg
<gourceforts name="source-le
<gourcePorts name="source-ri
<gourceforts name="source-ce
| <targetPorts name="target-to
<targetPorts name="target-ho
<targetPorts name="target-le

L Y e T e B e | e P o o
AT o

0

0 0o0o0OD0O0DEB3 000

You can use the Next Difference/Previous Difference icons £ 4 or the Next Change/Previous
Change % @ icons to move between the file’s changes. You can also click the blocks on the right
side to jump to the file’s changes. After you have drilled down and have seen the differences at an
object level, click the tree-view icon to return to the tree view.
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When to Use Compare Revisions
There are three good reasons to use the Compare Revisions option.

¢ Finding Problems. You can use the Compare Revisions option to locate when a specific
problem was introduced to a project. You can determine when a change was made, who made
that change, and why the change was made. If someone on your team broke a policy, you can
see when it was broken, who broke it, and what their comment was when they checked it in.

¢ Change Overview. You can also use the Compare Revisions option to get an overview of the
changes that have been made to a project. By choosing different revisions, it is easy to see all of
the changes that were made to a project in a given period of time.

¢ Conflict Resolution. The Compare Revisions option can help you resolve conflicts. When you
compare your local version and the latest from the server, the conflicts are highlighted in red
and you can see the specific conflicts. See Section 20.5, “Comparing Revisions and Resolving
Conlflicts,” on page 438.

20.5.2 Resolving Conflicts

+ “Example 1: Checking In Changes to the Same Object” on page 441
¢ “Example 2: Core Model Object Conflicts” on page 443
+ “Example 3: Deleted Projects” on page 443

Example 1: Checking In Changes to the Same Object

If Bob and Terri are working on a project and they both try to edit the object in the version control
server at the same time, they have a conflict.

Suppose Bob checks in first. Designer is communicating with the version control server in the
background and collects status information on all of the objects that are checked out. If there is a
conflict, the Version Control Project Status icon changes to red and Terri sees a warning message
when she mouses over the icon.

Figure 20-16 Receiving a Conflict

¥ Project Checker | version Conral 52 @) Error Log Ly mE =0
Object | Status ‘ Date | User o
= 2 Blanston04 4/1/08 1121 AM e
=14+ IdentityManager & 4/1/08 11:00 AM bob
- @) Modeler Workspace ' 4/1/08 11:00 AM bob
= (@] FABID13TREE 4/1/08 9:42 AM bob
B FABIO12-NDS 4f1/08 9:42 AM e
=80 ds301 4f1/08 9:42 AM e
=) AD Driver 4f1/08 9:42 AM project version Control Status:
“53 P blisher 41108942 A The project Blanston04 has conficing updates avalable.
63 of 254M | @

When Terri attempts to check in, she receives an error message telling her to update before she
checks in.
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Figure 20-17 Conflict Message

e Update Needed 7|

¢\ Your projectis out of date. This means that someone has changed the

ey fle you are trying to change since you last Lupdated. You must update to
the latest version from the version control server before you can commit
your changes.

If she clicks OK and performs the update, version control tries to automatically merge the
differences between Bob’s and Terri’s changes. However, if their changes cannot be automatically
merged and Terri tries to update, she sees the Resolve Conflict page, allowing her to see the
differences between her local version and the version on the version control server.

Figure 20-18 Choose Either the Local Version or the Checked-In Version

@ Resolve Conflict

Active Directory Filter

A conflict in this object exists between the local copy and the version on the
wersion control server, Select an option to resolve the conflict,

(O Use the server version (will overwrite local copy - changes will be losk)

Path: Blanston0z IdentityManagerModeler Workspace/IDMTEST fentitiment/Active Direckory/Actis
Changed by: tpew
Changed at: Feb 6, 2008 10:25:50 AM

Change Comment:

Files That Make Up This Object: YARAYITE contents.xml v
‘four Wersion: | Server Version:
<?xml wversion="1.0" encodi <?xml wversion="1.0" en| A
<filter-class class-ns <filter-class clas
<filter-attr attr- <filter-attr a
<filter-attr attr- <filter-attr a
<filter-attr attr- <filter-attr a
<filter-attr attr- <filter-attr a| w»
£ > £ >
@

The red markers on the right side of the Resolve Conflict page show the data that is in conflict, and
the blue markers show the modified local data. Terri can then choose to either keep her local version
or to overwrite her local version with the one on the version control server. The Resolve Conflict
page also shows the path of the file with the conflict.
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Example 2: Core Model Object Conflicts

In some conflicts, the core model objects can merge manually at an attribute level, allowing you to
change the attributes so that they are no longer in conflict. If the conflict is of this nature, you see the
Conflict Resolution page, allowing you to manually resolve the conflicts.

Figure 20-19 Resolving Attribute Conflicts

Conflict Resolution

&l entitiment

A conflict in this object exists between the local copy and the wersion on the wversion control server, Select

the attributes you want to use to resolve the conflict,

Attribute Local Yalue Server Yalle -
LogEvent 3 @ 4 _
LogEwent " 3 5

LogEwent 3 (@ 35

LogEwent 3 ® 33

LogEwent 3 & 39

LogEwent L 3 ﬂ
Text Compare

Local Server

8 —E 1=

[]
]

Resobve Conflict

When you have made the necessary attribute changes, select Resolve Conflict.

Example 3: Deleted Projects

If the project has been deleted from the version control server, you are given three choices: delete
the local project, keep the local project as an unversioned project, or restore the project on the

version control server.
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Figure 20-20 Choosing What to Do with Deleted Projects

a Project Deletion Warning

The praject Blanston02 has been deleted from the wersion confral
server, What would you like to do?

@ Delete my local project.

(O Kkeep my local project as an Lnversioned project.

(O Restore this project on the version control server,

@

20.5.3 The Modeler View Layout In a Team-Enabled
Environment

Designer handles saves by multiple users in a complex manner. Your personal Modeler view layout
in a team environment changes as others change their Modeler view layout and check in their
changes to the version control server. When you perform an Update from the version control server,
you get the last Modeler view layout that was checked into version control. Remember that it’s just
the layout that is changing and not the data.

For example, suppose Bob and Terri are working on a new project. Terri creates the project and
checks the project into version control.

Figure 20-21 Terri Creates a New Project

Diglimite

Terri tells Bob about the new project and Bob imports the project from the version control server.
Bob then adds a domain group and another driver, and checks those changes into version control.
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Figure 20-22 Bob Adds Information to the Project and Checks It Back Into Version Control

[ Text ___m?_,_,__—

Delimited Text

Delimited T

During this time, Terri was working on the first driver and made only minor changes to the Modeler
view, but they were enough to create local differences. When Terri saves her changes locally, then
updates the project from the version control server, she sees that her Modeler view changes are
merged with Bob’s Modeler view changes.

Figure 20-23 Terri’s Modeler View Changes are Merged with Bob's

However, if Bob changes the Modeler layout again (and checks in) and Terri does not (no conflict),
Terri gets Bob’s Modeler layout the next time that Terri updates from the version control server.
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Figure 20-24 Bob's Last Check-in

As a best practice, define a Modeler layout that the team can live with and leave it alone.

20.5.4 Provisioning Objects

In Designer 3.0 and above, provisioning objects such as the directory abstraction layer, Provisioning
request definitions, teams, and roles, can all participate in version control. The Version Control view
below illustrates how provisioning objects appear.

Figure 20-25 Provisioning Objects in the Version Control View

(1] version Contral 23 #, Praject Checker}

Object Status  Date User
""" o Identity Transformation 42408 4:19PM  usera

""" E PurgeEntitlements 42408 4:19PM  usera

E—]g Userapplication 42408 4:19PM  usera

BEJ Components 5/8/03 9:40 PM usera

Application Configuration 4/24/08 4:19PM  usera

Directory Abstraction Layer 42408 4:19PM  usera

ﬂ Provisioning Request Definitions  £% 5/8/03 9:40 PM usera
@ Provisioning Teams i 5/8/03 9:40 PM usera
=-[f Rale Catalag 42405 4:119PM  usera
[ Attestations 42405 4:119PM  usera

[ Roles 4/24/08 4:19PM  usera
¥ Separation of Duties 42408 4:19PM  usera
Role Configuration 42408 4:19PM  usera

42408 4:19PM  usera

----- Schema

The Version Control view reflects provisioning objects in a slightly different hierarchy than the
Outline view. Under the User Application entry, you see a node called Components. This is the main
node under which all provisioning objects are located. Application Configuration and Locale
Configuration are also new nodes in the tree. System objects and unsupported objects are also
visible in the Version Control view.
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20.6 Version Control Best Practices

Managing a team environment with version control can be a challenging task. Combining version
control with Identity Manager Designer has its own set of issues. This section includes some tips
and best practices for using version control with Designer.

*

*

*

Section 20.6.1, “Best Practices,” on page 447
Section 20.6.2, “Best Practice Scenarios,” on page 447

Section 20.6.3, “Subversion and Version Control Interaction Rules,” on page 451

20.6.1 Best Practices

*

Coordinate all Designer upgrades with your entire team. When you upgrade to a new
version of Designer, many of the files in your project are changed by the project converter, so
you need to coordinate with the rest of your team. In the ideal upgrade process, everyone
checks in all of their changes, one team member runs the project converter and checks in the
converted project, then everyone installs the new version of Designer and re-imports the
project.

Coordinate deployment. When you are using version control and the same eDirectory server
with multiple people, it is possible to overwrite changes. You should coordinate deployment
with your team members to make sure that you do not overwrite other team members’ changes.
Best practice is to assign one person to deploy a project to a production environment.

Assign policies. Assign one team member to a policy rather than having multiple team
members work on one policy. Multiple team members writing and modifying shared policies in
a driver is a recipe for disaster.

Define an acceptable modeler layout for the team. Personal Modeler layouts in a team
environment are only maintained if there is a version control conflict on the Modeler layout
between your Modeler view layout and another’s Modeler view layout. If there is no conflict
and you perform an Update from the version control server, you get the last Modeler layout that
was checked into version control. Choose a Modeler layout that the team can live with and
leave it alone.

20.6.2 Best Practice Scenarios

There is no one-size-fits-all scenarios for using version control with Designer. This section identifies
some user situations that we used for best practice scenarios. These scenarios are specific step-by-
step guides to be used in addition to those outlined in the Best Practices section.

*

*

*

“One-Person Project” on page 448

“Small Team with One Shared eDirectory Server” on page 448

“Small Team with Individual eDirectory Servers” on page 449

“Medium-Sized Team with a Shared Test and Production Environment” on page 450

“Single Consultant Working for Multiple Companies” on page 451
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One-Person Project
Figure 20-26 One-Person Project
One-Person Project

Subversion Server
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g Testing |
3 eDirectory Server
| > N — m/

Alice Project

u/ eDirectory Server

Version control is very useful in a team environment, but it is also very useful in an individual
environment. Version control allows a single developer to make backups, restore older versions, and
have the freedom to explore project changes without risking data.

Alice decides to work on a project alone. She creates a new project and checks that project in to the
version control server. She makes changes to the project and deploys them to a development server
for testing. She frequently checks her changes into the version control server so she can easily

explore the history of her project later.

Alice can optionally use tagging to specify which project revisions are stable revisions. If she is
unsatisfied with any project changes, she can revert those changes or get an older copy of her project
from history. When she is happy with her changes, she deploys the project to an eDirectory server in

the production environment.

Small Team with One Shared eDirectory Server
Figure 20-27 Small Team Scenario #1

Small Team with One Shared eDirectory Server
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Bob, Carol u/ eDirectory Server

Alice, Bob, and Carol are working together on a project. Alice (the administrator) creates the new
project and checks it into the version control server. Bob and Carol import that project and they all
work on the project together. Alice, Bob, and Carol agree on ownership of Identity Manager objects
and do not often edit each other’s objects. Everyone is diligent about updating frequently in order to

avoid conflicts.
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When Alice, Bob, or Carol want to deploy their changes to the shared development environment,
they are careful to deploy just their own changes and not overwrite each other’s changes. They all
deploy to the same shared development server so they can test their changes in the same
environment. When each team member is happy with the results, they check in their changes to the
version control server.

When they are ready to deploy their project to an eDirectory server in the production environment,
Alice performs an update to get the latest changes from the version control server and then deploys
the project to the production server. Alice manages all deployment to the production server so the
team maintains control over the changes in the production environment.

Small Team with Individual eDirectory Servers
Figure 20-28 Small Team Scenario #2
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Alice, Bob, and Carol work together on a project. Alice (the administrator) creates a new project and
checks it into the version control server. Bob and Carol then import that project and they all work on
the project together. Alice, Bob, and Carol don’t need any boundaries for object editing and they are
all welcome to edit every object in the project. They update frequently and resolve conflicts when
they occur.

Alice, Bob, and Carol each have their own eDirectory development server to deploy to and can
deploy changes without the need to consult each other. They change, deploy, and test their changes
and then check them into the version control server.

When they are ready to deploy to the production server, Alice updates her project to get the latest
changes from version control and then deploys them to her development server. After she has
verified that everything works as expected, she deploys the changes to the eDirectory server in the
production environment. Alice manages all of the deployment to the production server to make sure
it is a controlled environment.
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Medium-Sized Team with a Shared Test and Production Environment

Figure 20-29 Medium Team Scenario
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Alice, Bob, Carol, Dave, and Edgar all work together on a project. Frank, George, and Hector work
part-time on this project and consult for other projects. Alice (the administrator) creates the project
and checks it into the version control server. Bob, Carol, Dave, and Edgar import the project from
the version control server and they all begin working on the project and deploying to the same
eDirectory development server.

Frank, George, and Hector work mostly in an advisory capacity and do not own any objects in the
project. They consult with Alice before making changes. Frank, George, and Hector are careful
when they deploy changes so that they don’t overwrite the changes of the object owners.

Alice, Bob, Carol, Dave, and Edgar mostly focus on changing their own objects, but Ingrid (the
integration test engineer) focuses on testing the entire project on a separate development server. She
imports the project from version control and updates frequently to get changes from the rest of the
team. She deploys those changes in the controlled development environment and tests them there.
Ingrid makes only the changes necessary to deploy to the test server and does not check any changes
into the version control server.

When Ingrid is satisfied with a version of the project, she creates a project tag in version control and
certifies that revision of the project as deployable to the production environment. She then asks Pat
(the production environment administrator) to deploy the project to the production server and tells
him which tag should be deployed.

Pat imports the project from the version control server. He then uses the Get from History function
to get the specific revision that Ingrid has tagged. After he has that version, he makes only the
changes necessary to deploy the project to the production server and deploys the project. The rest of
the team can continue to work on the project during this time because Pat has locked his version of
the project to the revision that Ingrid has certified as deployable to the production environment.
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Single Consultant Working for Multiple Companies
Figure 20-30 Working for Multiple Companies
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Constance (the consultant) works for multiple companies, helping them with their Identity Manager
projects. On Monday, she works for Ancillary Incorporated. She imports the project from the
version control server at Ancillary Inc. and deploys the project to the Ancillary development server.
Constance communicates frequently with the Ancillary Inc. team members and makes sure to never
overwrite the objects from the Ancillary Inc. team on the eDirectory production server.

On Tuesday, Constance works for Beyond Limited. She closes the Ancillary project and imports the
project from the Beyond Limited version control server. She follows established procedures when
working with the Beyond Limited team and carefully separates the changes for each company.

20.6.3 Subversion and Version Control Interaction Rules

¢ Do not use the Subversion command line. People familiar with the Subversion command
line might be tempted to use it with Designer to perform simple commits or updates. Designer
has many tools to manage the merging and object dependencies within an Identity Manager
project. Using the Subversion command line bypasses these tools and can easily lead to a
corrupted project and data loss.

+ Do not use other Subversion clients. Tortoise, Subclipse, or any other Subversion client can
cause the same problems as the Subversion command line. Do not use them on the same
working copy you are using for Designer.

+ Disable Subclipse before using version control with Designer. Subclipse is a great tool, but
it does not work well with the Subversion integration in Designer for Identity Manager. It is not
enough to just not use Subclipse, you must make sure it is disabled if you have it installed.

This only affects those who run Designer inside Eclipse instead of using the Designer install, so
most users do not see this problem.
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Setting Preferences

¢ Section 21.1, “Finding Preference Pages,” on page 453
¢ Section 21.2, “General,” on page 453

¢ Section 21.3, “Help,” on page 463

¢ Section 21.4, “Novell,” on page 464

¢ Section 21.5, “Validation,” on page 486

¢ Section 21.6, “Web,” on page 487

¢ Section 21.7, “XML,” on page 490

21.1 Finding Preference Pages

You customize Designer by setting options in Preferences.

1 From the main menu, select Window > Preferences.

General v
- General
5 Help [ Always run in background
w- Novell [ I Keep nextiprevious editer, view and perspectives dialog open
validation Show heap statLs

- Web Cpen mode
XML ® Double click

O single click

Note: This preference may not take effect on all views

’Restore Qefaults] ’ Apply ]

@ | ok || cancel |

2 Select a heading (for example, Novell) or navigate to a subheading.
3 Make changes, then click Apply or OK.

21.2 General

The General preferences page includes the following settings:
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Table 21-1 Preferences: General

Setting Description

Searches all the preferences and shortens the tree
view, depending upon what you type in the edit box.

Always run in background Enables operations to run in the background

without disturbing you.

Keep next/previous part dialog open Keeps the editor and view dialog boxes open when

an activation key is released. Normally, the dialog
box closes as soon as the key combination is
released.

Show heap status Places a field in Designer’s bottom right corner and

displays the amount of memory being used of total
memory available.

Open mode: Double click Opens a project when you double-click it.
Single click: Select on hover Selects the setting when the cursor hovers there.
Single click: Open when using arrow keys Opens the setting when you select it.

Additionally, the following preferences categories appear as General sub-pages:

*

Section 21.2.1, “Appearance,” on page 455

Section 21.2.2, “Compare/Patch,” on page 457
Section 21.2.3, “Content Types,” on page 458
Section 21.2.4, “Editors,” on page 459

Section 21.2.5, “Keys,” on page 461

Section 21.2.6, “Network Connections,” on page 461
Section 21.2.7, “Perspectives,” on page 462

Section 21.2.8, “Startup and Shutdown,” on page 462
Section 21.2.9, “Web Browser,” on page 462

Section 21.2.10, “Welcome,” on page 463
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21.2.1 Appearance

Figure 21-1 Preferences: General > Appearance

type filter text Appearance LT -
= Gerierd Current presentation:
Colors and Fonts Defallt (current) v
Label Decorations i } )
Compare/Patch [ override presentation settings
Content Types Editor tab positions
+-Editors
keys
Metwork Conmections  View tab positions
Perspectives
Search

Startup and Shutdow Perspective switcher positions
Web Browser

Welcome
+-YWorkspace
+-Help Current theme:
- ol
validation Drefallt {current) w
= Weh Drescription:
+-C55 Files
+-HTHL Files
= ¥ML
XML Catalog [[] show traditional style tabs
# XML Files Erable arimations
Erable colored labels
< 3 [Restore Qefaults] [ Apply l
@ [ Ok ] [ Cancel ]
Table 21-2 Preferences: General > Appearance
Setting Description
Current Presentation Allows you to choose between Designer’s

presentation, the current presentation, or the
Eclipse 2.1 style presentation.

Override presentation settings Alters how the tabs and views appear in the
workbench
Editor tab positions Positions tabs on the Modeler, Novell XML editor,

or Text editor at the top or bottom.

View tab positions Positions view tabs (for example, the Project view
tab) at the top or bottom of views.

Perspective switcher positions Positions the Perspective Switcher £ at the left,
top left, or top right of the workbench.
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Setting Description

Show text on the perspective bar Determines whether text (for example, Designer)
displays next to the icons in the Perspective
Switcher.

Current theme The general theme (colors and fonts) that Designer

uses. Choices are Default (current), reduced
palette, and R 3.0 theme.

Show traditional style tabs Displays square Windows-style tabs. The
alternative is rounded tabs.

Enable animations Animates views (for example, Fast Views) and
editors that you minimize, maximize, or restore.
Reinforces tasks in Designer.

Enable colored labels Displays colors on labels, if the labels have colors
defined.

Colors and Fonts
To change a color:

1 Under General, expand Appearances.

2 Select Colors and Fonts.

3 Expand an option (for example, Basic).

4 Select an item (for example, Active hyperlink text color).
5 Click the color button.

|

6 Select a color from the Color palette, then click OK.
To change a font:

1 Under General, expand Appearances.

2 Select Colors and Fonts.

3 Expand an option (for example, Basic).

4 Select an item (for example, Banner Font).
5 Click Change.

6 Seclect a font, style, and size, then click OK.

Label Decorations

Label decorations display additional information about an item on its label or icon. Select the
desired label decorations:

¢ Binary Plug-in Projects
+ File Icons Based on Content Analysis

+ Java Method Override Indicator
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¢ Java Type Indicator
¢ Linked Resources

¢ Provisioning Element Decorator

21.2.2 Compare/Patch

This Eclipse functionality customizes the behavior of the comparison editor. When you select to
compare or synchronize two or more resources in the Workbench, one or more comparison editors

usually open.

Table 21-3 Preferences: General > Compare/Patch General Tab Settings

Setting

Description

Open structure compare automatically

Show structure compare in Outline view when
possible

Show additional compare information in the
status line

Ignore white space

Automatically save dirty editors before patching

Added/ Removed lines

Filtered Members

Makes visible an additional information area that
shows differences in the underlying structure of the
resources being compared. This information might
not be available for all comparisons. The default is
On.

Displays the structure compare in the Outline view,
whenever it is possible.

Causes the status line to display additional context
information about the comparison. The default is Off.

Causes the comparison to ignore differences that are
white space characters (for example, spaces and
tabs). Also causes differences in line terminators (LF
versus CRLF) to be ignored. The default is Off.

Controls whether any unsaved changes are
automatically saved before a patch is applied. The
default is Off.

These options control whether a line is counted as
added and removed when applying a patch. Both
options use regular expressions.

Specify names, separated by a comma, that are
excluded from the Compare With Each Other option.

You can change how the text is displayed in the compare option.

Table 21-4 Preferences: General > Compare/Patch Text Compare Settings

Setting

Description

Synchronize scrolling between panes in compare
viewers

The two comparison viewers lock scroll along with
one another to keep identical and corresponding
portions of the code in each pane side-by-side. Turn
this option off if you don’t want the compare viewers
to lock scroll.
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Setting Description

Initially show ancestor pane Sometimes you want to compare two versions of a
resource with the previous version from which they
were both derived. This is called their common
ancestor, and it appears in its own comparison pane
during a three way compare. Turn this option on if you
want the ancestor pane to always appear at the start
of a comparison.

Show pseudo conflicts Displays pseudo conflicts, which occur when two
developers make the same change. Turn this option
on if you want pseudo conflicts to appear in compare

browsers.

Connect ranges with single line Controls whether differing ranges are visually
connected by a single line or a range delimited by two
lines.

Highlight individual changes Controls whether the individual changes inside

conflicts are highlighted.

When the end/beginning is reached while Use this option to configure what occurs when the
navigating an element end/beginning is reach while navigating an element.

21.2.3 Content Types

Table 21-5 Preferences: General > Content Types

Pane Description
Content types The type of content (for example, HTML or XML) that a file contains.
File associations The file extension that is associated with a content type. For example, . xml

is associated with a file that contains XML content. To add a file association:

1. Select a content type.
2. Click Add.
3. Define a new file type, then click OK.
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21.2.4 Editors

Table 21-6 Preferences: General > Editors

Setting Description

Size of recently opened files list The number of files to add to the file menu of recently opened
files, which you can easily reopen.

Show multiple editor tabs Displays tabs for all opened projects. If you deselect this
option, only one editor tab displays, and an abbreviated
name displays on the tab.

Restore Editor state on startup Displays the editor in the same state as it was when last
closed, as opposed to using default settings.

Prompt to save on close even if still open Saves the file on close even if the same file is open in
elsewhere another editor.

Close editors automatically Automatically closes the first-opened editor when you open
additional editors. This option prevents displaying too many
editors and cluttering the workbench.

Number of opened editors before closing Determines how many editors can be open. For example, if
you specify two and then open a third project, the first-
opened project automatically closes.

When all editors are dirty or pinned Prompts you to save unsaved components in the project that
is about to automatically close, or to open an additional
editor.

+ “File Associations” on page 459

¢ “Hex Editor” on page 460

¢ “Structured Text Editors” on page 460
+ “Text Editors” on page 460

File Associations

Enables you to associate editors (whether they are internally installed in the Designer, or an external
application) with file types (extensions) so that you can edit files.

To find out which editor is associated with a file type, select the file type. For example, a .docgen
file type is associated with the Style editor, but a . scriptpolicy file type is associated with the
Policy Builder.

To associate an additional editor with a file type:

1 Select the file type.
2 In the Associated editors pane, click Add.
3 Select an additional editor, then click OK twice.

To add a file type:
1 In the File types pane, click Add.
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2 Type the extension (for example, .doc) for the file type, then click OK.
3 In the Associated editors pane, click Add.
4 Select an editor for that file type, then click OK twice.

Hex Editor

Enables you to configure Designer’s hex editor environment, including font, font style, and colors.
You can also associate, or disassociate, the hex editor from Designer’s registered file extensions, and
enable hex editor logging.

Structured Text Editors

For information on structured text editors, refer to the Eclipse documentation at the Eclipse SDK
(http://help.eclipse.org/helios/index.jsp).

Text Editors

Table 21-7 Preferences: General > Text Editors

Setting Description

Undo history size Determines the size of the undo history. The default
is 200 changes.

Displayed tab width Specifies the number of characters or spaces in a
tab character. The default is 4. The maximum is 16.

Insert spaces for tabs Inserts the number of spaces specified in Displayed
Tab Width, instead of a tab character, when you
press the tab key in the text editor.

Highlight current line Highlights the current line.

Show print margin Displays the print margin on the right side of the
text document. A vertical line identifies the margin.

Show line numbers Numbers each line in the editor.
Show range indicator Displays a range indicator.
Show whitespace characters Displays white space characters so you can see

them in the text editor.

Enable drag and drop of text Allows you to drag and drop text within the text
editor.

Warn before editing a derived file Notifies you if you attempt to edit a file generated or
maintained by the system. Your changes might be
overwritten.

Smart caret positioning at the line start and end Enables the Home and End commands to move to
the first and last non-white-space character on a
line.

Show affordance in hover on how to make it sticky Enables the hover over text to grab the text and
place it in the clipboard.
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Setting Description

Appearance color options Lets you configure the display settings for the text
editor. Select a particular appearance characteristic
from the list to view and change the display settings
for that characteristic.

For additional information on text editors, see the Eclipse documentation.

21.2.5 Keys

Enables you to view a table of all of the keyboard mappings, change those mappings, and add new
mappings.

21.2.6 Network Connections

Enables you to configure a manual proxy configuration if you use a proxy server to access the
Internet. For example, if you have added a custom URL for packages that require authentication,
you must enter that information here so auto updates of packages works.

The three options are:

Table 21-8 Preferences: General Settings > Network Connections

Settings Description

System proxy configuration (if available) Specifies that the system proxy settings are used to access
the Internet. If the settings can’t be retrieved, no proxy should
be used.

Direction connection to the Internet Select this option if no authentication information is required.
This is the default option.

Manual proxy configuration Specify that a proxy server is required to access the Internet.

Select Enable proxy authentication if you have specified a
URL that requires authentication. For example, if you have
added a URL to download custom packages, you must
specify the username and password here.
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21.2.7 Perspectives

Table 21-9 Preferences: General > Perspectives

Setting

Description

Open a new perspective

Open a new view

Open the associated perspective when creating a
new project

Available perspectives

In the same window: Places a new icon in the
Perspective Switcher, so that you can toggle
between perspectives in the same window.

In a new window: Opens a new perspective in a
different window. You can toggle between
perspective windows by selecting icons on the
taskbar.

Within the perspective: Opens the view so that it is
contiguous to the Modeler.

As fast view: Opens the view and places a Fast
View in the bottom left corner of the perspective.

Determines how and when you switch to an
associated editor when you open a perspective.

Designer is the default perspective. Other available
perspectives are Eclipse Debug and Resource.

21.2.8 Startup and Shutdown

Table 21-10 Preferences: General > Startup and Shutdown

Setting

Description

Prompt for workspace on startup

Refresh workspace on startup

Confirm exit when closing last window

Plug-ins activated on startup

Prompts you for a workspace folder. You can have
multiple workspace folders and can specify a folder
on startup.

Synchronizes the workspace with resources (for
example, myfile.xml) on disk.

Displays an Exit Designer? prompt when you exit
Designer.

Lists plug-ins that are automatically loaded and
registered.

21.2.9 Web Browser

Table 21-11 Preferences: General > Web Browser

Setting

Description

Use internal Web browser

Enables you to use an internal Web browser.
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Setting

Description

Use external Web browser

External Web browsers

Enables you to add and use an external browser
(for example, Netscape). If you enable this option,
you must also enable Use External Browser in the
Help section (also found in Preferences).

Lists browsers.
To add a browser:

1. Click New.
2. Name the new browser.

3. Scroll to and select an executable (for
example, netscp6.exe).

4. Specify a parameter, then click OK.

21.2.10 Welcome

Table 21-12 Preferences: General > Welcome

Setting

Description

Home: Home Page Theme

Home: Root Pages

Enables you to select the theme that appears when
you click Help > Welcome.

Adds tabs (for example, Overview) on the Welcome
properties page. You add functionality by
customizing these tabs.

For information about the Overview and What s New tabs, refer to the Eclipse documentation.

21.3 Help

Table 21-13 Preferences: Help

Setting

Description

Specify how help information is displayed: Use
external browser

Open window context help

Open dialog context help

If an embedded Web browser is supported on your
system, the Help view uses that browser to display
help contents. To force help to use an external
browser, enable this option. Specify an external
browser in Preferences: General > Web Browser.

Determines whether the window context help
opens in a dynamic Help view or in a pop-up
window.

Determines whether the dialog box context help
opens in a dynamic help section of the Help view or
in a pop-up window.
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Setting Description

Open help view documents Determines whether the documents selected in the
Help view open in place or in the editor area.

21.3.1 Content

Designer lets you include external information in the help system.

Table 21-14 Preferences: Help > Content Settings

Setting Description

Include help content from a remote infocenter Enables including external information in the help
system.

Location Specifies the hostname, path, and port to the

external information.

21.4 Novell

The following Preferences categories appear as Novell sub-pages:

¢ Section 21.4.1, “Designer,” on page 464
¢ Section 21.4.2, “Identity Manager,” on page 467
¢ Section 21.4.3, “Package Manager,” on page 480

¢ Section 21.4.4, “Provisioning,” on page 483

21.4.1 Designer

The following preferences categories appear as Designer sub-pages:

¢ “DS Trace” on page 464

+ “JavaScript Validation” on page 465
¢ “Language” on page 465

+ “Project Checker” on page 466

¢ “Schema” on page 466

* “Trace” on page 466

* “Version Control” on page 467

DS Trace

This setting lets you configure DS Trace settings.
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Table 21-15 DS Trace Preferences

Setting

Description

Live DS Trace Display

Auto-scroll display

Specifies the size of the DS Trace window buffer, in
lines (or entries). When the number of DS Trace
entries exceeds the Window Size, DS Trace drops
the oldest entry for each new entry it captures.

Enables auto-scrolling of the live DS Trace window
so that the latest log entries are always on screen.
Whenthis option is deselected, you must manually
scroll down the list of log entries.

JavaScript Validation

Designer automatically validates the JavaScript as it is typed into the UI. By default, it is enabled.

Language

When you installed Designer, you selected a language to display Designer’s UI. This setting enables

you to change the language.

Figure 21-2 Preferences: Novell > Designer > Language
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- Provisioning OSpanish
Walidation
+-Weh
- XML ’Restore Qefaults] ’ Apply
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1 Select a language, then click OK.

You must restart Designer for the language change to take effect.

2 Restart Designer.

NOTE: Restore Defaults reads the config. ini file, detects the previous language setting, and then
defaults to that setting. When the changed property is written back to the . ini file, all comments are
removed from the file. To preserve these comments, Designer copies the original config.ini to
config.ini.bak and uses the backup to determine the default setting.
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Project Checker

This settings lets you configure the Project Checker.

Table 21-16 Preferences: Novell > Designer > Project Checker

Setting Description

Limit Visible Items to Allows you to limit the number of items displayed in
the Project Checker. The default value is 100.

Prompt me to save the editor before running Allows you to receive a prompt asking you to save
Project Checker your project before running the Project Checker. By
default, this is enabled.

Schema

Allows you to manage the Identity Vault and managed system’s schema.

Table 21-17 Preferences.: Novell > Designer > Schema

Setting Description

Warn when LDAP names are different from Allows you to turn off this warning prompt, which
eDirectory names during .Idif import/export appears during the import or export of the schema.
Warn when exporting base classes to .Idif Allows you to turn off this warning prompt, which

appears during the export of the schema.

Show the information message for the Manage Allows you to turn off the information message that
Application Schema context menu appears when managing the application schema.
Trace

The Trace view is useful in the following situations:

¢ To trace internal errors and messages, so that you can find out why something might not work
as expected.

¢ To provide information for Novell Support, engineers, or other consulting resources.

All Designer-specific trace messages go to the Trace view if this view is open. Otherwise, no trace
messages are sent.

Warnings and error messages are sent to the . 1og file, found in the run-time workspace metadata
directory. Use the Error view to view this information.

Table 21-18 Parameters: Novell > Designer > Trace

Setting Description

Enable tracing Writes events to the Trace view. By default, tracing
is off. To increase performance, disable tracing
when you don’t need it.
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Setting Description

Include stack traces Provides separate traces. Dumps the entire stack
where an internal exception occurs, so that you can
see in the code where the internal exception is
failing.

Include XML processor traces Provides separate traces that detail all of the
processing of XML documents. This trace can
become quite verbose.

Show plug-In names in the trace In the Trace view, displays names of plug-ins where
tracing has occurred. This is useful if you are
tracing more than one plug-in.

Show view when tracing Automatically brings up the Trace view if a trace is
trying to be logged. By default, this setting is On.

Trace buffer size Increases the buffer to show more characters. As
the buffer increases in size gets higher,
performance might degrade, depending on your
system.

Plug-Ins to Trace Lists all Designer plug-ins (in their simple name
form). Select plug-ins that you want to trace.

Select All Enables tracing in all Designer plug-ins.

Deselect All Disables tracing in all Designer plug-ins.

Version Control

This setting determines how often Version Control polls the SVN server for updates. The polling
interval is in seconds.

21.4.2 Identity Manager

The following preferences categories appear as Identity Manager sub-pages:

¢ “Identity Manager” on page 467

¢ “Configuration” on page 469

+ “Document Generation” on page 472
+ “Entitlements” on page 473

¢ “Import/Deploy” on page 473

¢ “Modeler” on page 475

¢ “Policy Builder” on page 478

¢ “Simulation” on page 479

¢ “iManager” on page 479

Identity Manager
The Identity Manager option contains multiple tabs:

¢ “Versions” on page 468
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468

+ “Updates” on page 468

¢ “Prompts” on page 469

+ “Browser” on page 469

Versions

Specifies the Identity Manager version running on a server.

Figure 21-3 Preferences: Novell > Identity Manager > Versions
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Table 21-19 Preferences: Novell > Identity Manager > Updates

Settings

Description

Do not check for updates

Prevents Designer from checking for updates on
startup. Hides the Designer Updates dialog box.

Prompt to check for updates on startup Displays a prompt each time you run Designer. You

can disable this prompt.

Automatically check for updates on startup Always checks for updates. If you disable the

prompts that appear on startup, select this option.

Notify me when no updates are available Displays a No New Updates message when you

select to check for updates.
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Prompts

Table 21-20 Preferences: Novell > Identity Manager > Prompts

Setting

Description

Warn when downgrading server versions

Warn when upgrading server versions

Warn when another editor has updated files in the

same project space

Warn when deleting items from the outline view

Prompts you when you select an earlier server
version for a project. If you downgrade, some
elements of your configuration might not work in
your target environment.

Prompts you when you select a later server version
for a project. If you upgrade, some of your
configuration might not be deployable unless you
have this later server version in your environment.

Warns you that your project might be erased from
your workspace. The prompt occurs when
overwriting a file in the file system for notification
templates and policies.

Confirms that you want to delete the selected
items.

Browser

You can use Designer to open a Web browser. After you enter the URL, Designer stores it. To
change the URL, type a new one in Preferences, then click OK.

Configuration

* “General” on page 469
+ “eDir-to-eDir SSL/TLS” on page 470
¢ “Prompts” on page 471

Each driver has a startup parameter. If it is disabled, the driver never starts until you change the
setting. By default, Identity Manager drivers are disabled when you create them in the Modeler or

start Designer. You must start them manually.

For more information, see Section 4.5, “Configuring Driver Sets,” on page 81.

General

These general settings specify how drivers start up and how their global configuration values
(GCVs) act on specified target servers. The default state uses Disabled and Merge GCVs.

Table 21-21 Preferences: Novell > Identity Manager > Configuration > General Tab Settings

Setting Description

Auto-Start The driver automatically starts after you create it or
whenever you start or load Designer.

Manual You must start the driver manually.
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Setting

Description

Disabled

Merge GCVs on the target server during copy

Overwrite GCVs on the target server during copy

The driver never starts.

Copies the GCVs from one driver/driver set to
multiple targets of the same type. For example, you
might configure GCVs on one driver and then copy
them to multiple drivers. You also have the option of
overwriting the target GCVs or merging your source
GCVs with the existing target driver GCVs, if they
exist.

Overwrites existing GCVs when they are copied to
the server.

eDir-to-eDir SSL/TLS

This setting configures how two eDirectory drivers communicate with each other over a secure
channel. For more information, see Section 18.7, “Configuring TLS for eDir-to-eDir Drivers,” on

page 403.

Table 21-22 Preferences: Novell > Identity Manager > Configuration > eDir-to-eDir SSL/TLS Tab Settings

Setting

Description

Preferred key size

Preferred secure hash algorithm

Preferred validity period

Always overwrite existing certificates

Overwrite cetrtificates only if they have expired

Never overwrite existing certificates

Restart drivers after building certificates

Specifies the preferred key size that is generated
when drivers are encrypted and stored in
eDirectory: 512, 768, 1024, or 2048 bytes.

Specifies the preferred hash algorithm to use when
encrypting drivers: SHA1-RSA, MD2-RSA, or MD5-
RSA.

Specifies the validity period for a driver certificate,
ranging from 6 months to 10 years.

Specifies that existing driver certificates are
overwritten with each deployment. If you select this
option, Designer deletes existing certificates and
creates new ones. The new certificates are then
good for another two years (assuming the default
value is two years, as defined in the Preferred
Validity Period field.) If you select Live > Create
eDir-to-eDir Certificates, Designer deletes old
certificates and creates new ones.

Specifies that only expired driver certificates are
overwritten with each deployment. This is the
default setting. The default expiration length is two
years. If a certificate expires, SSL/TLS stops
working. If a certificate is expired, Designer deletes
it and creates a new one.

Never overwrites driver certificates.

Restarts drivers after certificates have been
updated or created.
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When you create certificates, Designer reads the preferences, including Preferred Key Size,
Preferred Secure Hash Algorithm, and Preferred Validity Period. These options are also available
through Secure Connection Settings > Advanced TLS Configuration.

Figure 21-4 The Advanced TLS Configuration Dialog Box

@ TLS Configuration
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NOTE: Designer reads these preferences after you first set them. If you subsequently change the
preferences by using the driver’s configuration page, those changes override the settings in

Preferences.

After you change default settings and click OK, that configuration information is recorded. When
you deploy the driver, Designer creates the certificates, or deletes and creates new certificates with a

new time stamp.

Prompts

These settings specify how users are prompted to manage driver certificates on the target server. All

are selected in the default state.

Table 21-23 Preferences: Novell > Identity Manager > Configuration > Prompts Tab Settings

Setting

Description

Prompt to replace existing certificates

Prompt to merge/overwrite GCVs on target server
during copy

Prompt to create certificates after configuration

Prompt to overwrite existing settings and policies
from the Driver Configuration Wizard

Prompt when policy operations affect multiple
policy sets

Prompts the user to provide new certificates.

Prompts the user to merge or overwrite when
copying GCVs to the target server.

Prompts the user to create certificates after
configuring a secure connection.

In the Driver Configuration Wizard, prompts the
user whether to reset (overwrite) all driver settings
and policies.

Turns on and turns off a warning dialog box
associated with policy operations. The dialog box
appears when you move policies in a pre-3.5
environment and the move operation affects
multiple policy sets.
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Setting

Description

Prompt for server selection on live driver actions

Prompts for errors when validating XML DTD for all
Policy Editors

Any time you perform a live action on a driver (such
as starting or stopping the driver) it prompts you to
specify the server associated with the driver.

Designer validates the policies you create against
the Identity Manager DTDs. This helps you verify
that the policies you create are valid.

Document Generation

The Document Generator comes with the following settings:

Table 21-24 Preferences: Novell > Identity Manager > Document Generation

Setting

Description

Automatically open the rendered file after
document generation.

If you have a PDF reader installed on your
workstation, the rendered file automatically opens
in the reader. If you have enabled the RTF format
and have a TRTF reader installed, the rendered file
automatically opens in the reader. The default is
On.

Show warning dialog box when the style is an older
version.

Displays a warning when generating documents on
out-of-version styles. The default is On.

Warn me before overwriting existing file during
document generation

Displays a warning when overwriting previously
generated files.

Enable RTF support Allows you to save documents to RTF format. The
default is Off.
Output XML source files Generates XML files as part of the document

generation process.

Document applications and drivers related to other
selected items.

With this option selected, parent objects and direct
child objects are included to give context to the
document. Deselecting this option excludes direct
children of the selected item. The default is On.

Document Language

Allows you to select a language other then English
in which to generate documents. Languages
include Chinese Simplified, Chinese Traditional,
Dutch, English, French, German, Italian, Japanese,
Portuguese Brazil, and Spanish. The default is
English.

Font settings

Allows you to select the font you want to use for
document generation. This selection adds double-
byte font support. The default is the Arial font.
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Entitlements

Controls whether or how often you receive a prompt whenever you add the DirXML-EntitlementRef
attribute to a driver filter. The default is Prompt me, but because this attribute is added only if it
doesn’t already exist on the driver filter, you can select Always add it to not see the pop-up window.

You can also never add the attribute. However, the DirXML-EntitlementRef attribute is added only
if it doesn’t already exist in the driver filter. If the attribute already exists, the options have no effect.

Import/Deploy

The Import/Deploy preferences window contains three tabs: Behaviors, Prompts, and Trace. The
following tables describe their options.

+ “Behaviors” on page 473
¢ “Prompts” on page 474
+ “Trace” on page 475

Behaviors

There are multiple sections in the Behaviors tab.

Table 21-25 Preferences: Novell > Identity Manager > Behaviors (Import Settings)

Setting Description
Perform prompt checking when running a driver Displays the Do you wish to perform all mandatory
configuration file and required prompt checking when running this

Driver configuration file? prompt. If you select Yes
to the prompt, you must then enter information in
required fields while configuring the driver. If you
select No, you temporarily disable this setting and
can skip required fields.

Include application schema when importing drivers |Imports the eDirectory application schema when
you select this option. You might not want to import
all the associated data. The default is Off. See
Section 12.5.3, “Importing a Schema,” on
page 275.

Table 21-26 Preferences: Novell > Identity Manager > Behaviors (Deploy Settings)

Setting Description
Replace driver set/server associations when If you want driver set and server associations when
deploying a driver set deploying, select this option. The default is Off.
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Setting

Description

Always deploy both drivers of an eDir-to-eDir
connection

Restart running drivers after deploying the driver

With this option selected, you are prompted to
deploy both sides on the connection. With both
drivers deployed, Deploy is integrated with the
creation of eDir-to-eDir certificates, if the
certificates are created in Designer. Deploy
adheres to the settings set in Preferences >
Designer for IDM > Configuration > eDir-to-eDir.
The default is On. This is the recommended setting.

Restarts the driver after it is deployed. The default
is On.

Table 21-27 Preferences: Novell > Identity Manager > Behaviors (Summary Dialog)

Setting

Description

Show the summary dialog prior to performing an
import

Show the summary dialog prior to performing a
deployment

Filter passwords out of summary and compare
dialogs

Allows you to view what'’s being imported in a
summary screen. The default is On.

Allows you to view what'’s being deployed in a
summary screen. The default is On.

Select this box if you want to filter passwords out of
summary and compare dialog boxes.

Table 21-28 Preferences: Novell > Identity Manager > Behaviors (Export Settings)

Setting

Description

Copy cross driver policy references into exported
configuration files

Selected by default, this option saves you the
trouble of manually inputting cross-driver policy
references.

Prompts

Table 21-29 Preferences: Novell > Identity Manager > Prompts Tab Settings

Setting

Description

Show dialog to export cross driver policy
references to configuration files

Show a warning dialog when overwriting a driver
set/server association

Show the dialog box to deploy both drivers of an
eDir-to-eDir connection

Selected by default. If you do not want to see a
dialog box about these references, deselect the
option.

Warns that the driver set being deployed has a
different server association than the server that you
are about to deploy to. The association in the
deployed driver set overwrites the existing server
association.

This is the default, and it is also the recommended
setting. With this option selected, you are prompted
to deploy both sides of the connection.
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Setting

Description

Show the dialog box to restart drivers after a
deployment

Selected by default. If you do not want to see a
dialog box about these references, deselect the
option.

Trace

Table 21-30 Preferences: Novell > Identity Manager > Trace Tab Settings

Setting

Description

Trace import and deploy event information

Generate debug messages for the Driver
configuration prompt dialog box

Show verbose debug messages

Time import and deploy operations

Deselected by default. If you need to troubleshoot
an import or a deploy, select this option, then open
the Trace view to inspect the import or deploy.

Deselected by default. If you need to generate
debug messages, select this option.

Deselected by default. If you need to generate
verbose debug messages, select this option.

Deselected by default. If you need to time how long
it takes to import or deploy an object, select this
option.

Modeler

The Modeler preferences window contains seven tabs: Behaviors, Display, Guidance, Layouts,
Pages, Prompts, and Themes. The following tables describe their options.

Additionally, the following preferences categories appear as Modeler sub-pages:

¢ “Dataflow Page” on page 477
+ “Palette Page” on page 477

Table 21-31 Preferences: Novell > Identity Manager > Modeler > Behaviors Tab Settings

Setting

Description

Auto-create servers when connecting a driver to a
different driver set

Launch the driver Properties dialog box

Show the driver’s Policy Flow view

Automatically creates a server for a driver set when
you connect a driver to a different driver set.

Launches the driver’s Properties page.

Displays the driver’s Policy Flow diagram in the
Outline view.
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Table 21-32 Preferences: Novell > Identity Manager > Modeler > Display Tab Settings

Setting

Description

Show labels by Applications and Identity Vaults
(Architect. mode)

Show driver icons in Developer mode

Show password icons in Developer mode
Auto-expand Identity Vaults to fit contents

Auto-shrink Identity Vaults to fit contents

Auto-size Identity Vaults to fit their titles

Grid Width

Shows labels below applications (in both modes)
and above Identity Vaults (Architect mode only).

Displays a driver icon i.. on the line that represents
a driver in the Modeler.

...... below a driver

Displays a password sync icon
icon in the Modeler.

Causes Identity Vaults to expand to accommodate
objects that you place in them.

Causes Identity Vaults to shrink when you remove
objects from them.

Enables vaults to expand horizontally, to
accommodate long titles. Otherwise, the titles
concatenate after approximately 20 characters.

Increases or decreases cells in the Modeler’s grid.
To access the grid, select the Modeler, then click
View > Grid.

Table 21-33 Preferences: Novell > Identity Manager > Modeler > Guidance Tab Settings

Setting

Description

If an Identity Vault doesn’t already exist, one will be
created when you drop the application

eDir-to-eDir connection tip, when you’ve connected
the same eDir app to two driver sets

Setting dataflows in architect mode will default all
policy and schema settings

Saving Dataflow to disk will first force a project save

Creates an Identity Vault when you drag or drop an
application from the palette into the Modeler.

Prompts you to connect a line directly between the
end driver sets when you set up an eDir-to-eDir
relationship.

Sets policy and schema settings to defaults when
you set data flows in architect mode. To edit the
settings, use the Developer mode.

Requires you to save a project before you can save
a dataflow to disk.

Table 21-34 Preferences: Novell > Identity Manager > Modeler > Layouts Tab Settings

Setting

Description

Default Layout for Applications on Import

Specifies the default layout for application objects
when you import a project into Designer.

To arrange an existing project in a particular layout:

1 In the Modeler, right-click a driver set.

476 Designer 4.0 for Identity Manager 4.0 Administration Guide



2 Select Arrange Applications.
3 Select a layout.

Table 21-35 Preferences: Novell > Identity Manager > Modeler > Pages Tab Settings

Setting

Description

Check the additional Modeler pages you want
visible

Determines whether the Architect, Dataflow, and
Table pages display as tabs at the bottom of the
Modeler. The Developer mode is always enabled.

Table 21-36 Preferences: Novell > Identity Manager > Modeler > Prompts Tab Settings

Setting

Description

Show the Driver Config Wizard at connection time

Confirm when a driver is being deleted

Launches the Driver Configuration Wizard when
you drag or drop an application in the Modeler.

Provides a Yes/No prompt for you to choose
whether you want to delete the driver and its
policies.

Table 21-37 Preferences: Novell > Identity Manager > Modeler > Themes Tab Settings

Setting Description

Developer Specifies the theme for Developer mode. Themes
define the colors used for background, text, line,
domain group background, and domain group title
in the Modeler.

Architect Specifies the theme for Architect mode. Themes

define the colors used for background, text, line,
domain group background, and domain group title
in the Modeler.

Dataflow Page

Specifies the number of columns per page that the Dataflow editor saves in the HTML reports.

To view or use the Dataflow editor, select the Dataflow tab in the Modeler.

Figure 21-5 The Dataflow Tab

&/ Developer | [@) Architect ?" Dataflow | EZ] Table

Palette Page

The Palette page includes the following settings:
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Table 21-38 Preferences: Novell > Identity Manager > Modeler > Palette

Setting

Description

Arrange applications in folders

Arrange applications in an alphabetical list

Displays folders (for example, Database) in the
palette and places applications in appropriate
folders.

Places all applications into one folder in the palette,
and lists the applications alphabetically.

Policy Builder

The Policy Builder preferences page includes the following settings:

Additionally, the following preferences categories appear as Policy Builder sub-pages:

¢ “Policy Description” on page 478

Table 21-39 Preferences: Novell > Identity Manager > Policy Builder

Setting

Description

Localize actions, conditions and tokens

Include project name in title

Expand all rules when the Policy Builder is loaded

Show version/author/last changed information

Translates the names of policy actions, conditions
and tokens into the selected Designer language.
When this option is not selected, policy actions,
conditions and tokens display in English.

Includes project name in the title.

Automatically expands rules in the Rules pane
when you open the Policy Builder.

Adds additional fields in the Rule Inline editor
(available when you double-click a rule.) Designer
adds the information from these fields to the policy.

Policy Description

The Policy Description preferences page includes the following settings:

Table 21-40 Preferences: Novell > Identity Manager > Policy Builder > Policy Description

Setting

Description

Expand the Policy Description field

Number of rows of text to display

Policy Description position on the page

Automatically expands the Policy Description field.
You can hide the field by selecting the check box.

Determines how many rows to display in the Policy
Description field. The default is 10.

Places the Policy Description field above or below
the Rules pane.
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Simulation

The Simulation preferences page includes the following settings:

Table 21-41 Preferences: Novell > Identity Manager > Simulation

Setting

Description

Directories: Java Extensions

Referenced Directories

Options: Clear the policy simulation log file prior to
performing a simulation

Options: Show the information prompt when a
query is generated

Options: Notify user when converting the Input
Document schema

Enables you to simulate policies that contain
references to external Java extensions. Specify the
. jar file or the directory where the . jar file is
located to add it to the class path.

You can specify multiple Java extensions.

A reference directory table and a new configuration
option to specify the current working directory have
been added in the Simulation preferences page.

You can add directories through this table when
they need to be included in the Simulator's
classpath. The configuration or reference files in
the directory are available at runtime while
simulating the policy.

Automatically clears the log file. If you don’t enable
this setting, Designer displays a Clear Log icon that
you can use. If you do many simulations in
succession, you might want to disable this option.
The log file then captures and displays the events
of all the tests, until you click Clear Log.

Displays a prompt when the Simulator generates a
query. It simulates what the engine would do when
a query is required to process the policy.

Notifies a user when the Policy Simulator must
convert the Application schema to the ID Vault
schema, or vice versa. This is typically necessary
when changing the input document’s simulation
point.

iManager

The iManager preferences page includes the following settings:

Table 21-42 Preferences: Novell > Identity Manager > iManager

Setting

Description

iManager URL

Show Novell iManager Information Dialog

The IP address and port for the iManager server.

Prompts you for the URL to the iManager server
after you select Tools > iManager. If the URL is
missing or incorrect, iManager is unable to launch.

Setting Preferences

479



21.4.3 Package Manager

The following options allow you to manage packages in Designer.

¢ “Auto Imports” on page 480

¢ “Custom Shims” on page 480

¢ “License Defaults” on page 481

¢ “Locations Defaults” on page 481
¢ “Online Updates” on page 481

¢ “Vendor Information” on page 482

Auto Imports

This setting allows you to change how Designer imports package updates into the package catalog.
When there are updates to packages that have not been imported into the package catalog, select
how you want Designer to handle these updates.

Table 21-43 Preferences.: Novell > Package Manager > Auto Imports

Setting Description

Do not import packages when a project opens Designer does not prompt you to import updated
packages into the package catalog. If there are
package updates that need to be imported, you
must manually import these packages before they
can be installed. For more information, see
Section 6.2.1, “Importing Packages into the
Package Catalog,” on page 137.

Prompts to import packages when a project opens If there are package updates, every time you open
the project, you are prompted to import the
package updates into the package catalog.

Automatically import packages when a project If there are package updates, every time you open
opens the project, Designer automatically imports the
package updates into the package catalog.

Custom Shims

Allows a developer to specify information about a custom driver shim. The information is used as a
template so that a developer does not need to specify this information repeatedly when creating a
package.

Table 21-44 Preferences: Novell > Package Manager > Custom Shims

Setting Description

Display Name Displays the driver name and version in the driver manifest. This name can
change with each release of the driver.

Shim ID Associates the driver with the shim file in the driver manifest. This ID never
changes.

480 Designer 4.0 for Identity Manager 4.0 Administration Guide



Setting Description

Driver Palette ID This ID associates the driver shim with a certain types of drivers. This allows
you to group packages together. For example, if your driver palette ID
associates your custom driver with the JDBC driver, your packages are
available for installation if the customer has a JDBC base package installed.

To add a custom shim:

1 Click the Add shim type icon Hr.
2 Specify the display name for the driver shim.
3 Specify the shim ID for the driver shim.

4 Specify the driver palette ID for the drivers you want this custom shim to be associated with.
5 Click Apply.
License Defaults

If you have a license for packages you are developing, you can specify that information in this
preference page, so that each time you create a new package you don’t need to specify that
information again.

To add a license:
1 Click Browse, then browse to and select your license file.
2 Click Apply.
Locations Defaults
This option allows you to specify your package development directories so that you don’t need to

specify this information each time you create a new package.

Table 21-45 Preferences: Novell > Identity Manager > Package Manager > Location Defaults

Setting Description

Build Directory This directory is where you build packages.

Import Directory This directory contains all imported packages.

Localization Directory This directory contains all of the packages that are localized.
Publish Directory This directory contains all packages ready to publish.

Online Updates

The following settings configure how packages are updated online:

Setting Preferences

481



Table 21-46 Preferences: Novell > Package Manager > Online Updates

Setting

Description

Do not check for updates

Prompt to check for updates on startup

Automatically check for updates on startup

Notify me when no updates are available

Package Update URLs

Add URL =r

Edit URL &

Delete URL &

Restore Defaults

Designer does not automatically check for updates.
With this option selected, you need to manually
check for updates by clicking Help > Check for
Package Updates in Designer’s toolbar.

Designer prompts you to check for package
updates when it starts.

Designer checks for any package updates when it
starts.

NOTE: This options fails if a custom site requires
authentication and the authentication information
has not been added in Designer.

You add the authentication information into Window
> Preferences > General Settings > Network
Connections. For more information, see

Section 21.2.6, “Network Connections,” on

page 461.

If there are no package updates, Designer returns a
message stating that no updates are available.

Lists the URLs where Designer checks for package
updates. Partners can add their own URLs for
custom packages. For more information see,
Section 6.3.11, “Publishing Packages,” on

page 154.

Allows you to add the vendor’s name and URL for
publishing custom packages. For more information,
see Section 6.3.11, “Publishing Packages,” on
page 154.

Allows you to edit the vendor’'s name and URL for
publishing custom packages.

Deletes the select URL from the list of URLs.

Restores all settings to their default values.

To add a URL:
1 Click the Add URL icon &F.

2 Specify the vendor of the package and the URL where packages are available for download.

3 Click OK.

Vendor Information

Allows you to specify your vendor information for your packages in one location, instead of
specifying the information each time you create a package. For more information, see Section 6.3.2,

“Creating Packages,” on page 147.
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Table 21-47 Preferences: Novell > Package Manager > Vendor Defaults

Setting

Description

Vendor > Name

Specify the vendor name. If this is for internal consumption, specify the name of

your company.

Vendor > Address
Vendor > URL
Vendor > eMail
Contact > Name

Contact > eMail

Specify the address for the vendor or your company.

Specify the URL of the vendor your company.

Specify an e-mail for the vendor or your company.

If there is a specific contact person for this package, specify the name.

If there is a specific e-mail address for the contact person, specify it in this field.

21.4.4 Provisioning

You can customize some Provisioning view behaviors by setting preferences. You access the
preferences page through Windows > Preferences > Novell > Provisioning. The following table
explains the settings on Provisioning preferences main page.

Table 21-48 General Preferences

Setting

Description

Prompt for deletion of
User Application
Configuration

Set delete from Identity
Vault as default for all
“Confirm Delete” dialogs

Show Provisioning View
when new User
Application is created or
imported

Show Tooltips in
Provisioning view

Show Categories in
Provisioning view

When this option is selected and you delete a User Application from the
Modeler, Designer asks whether to delete the provisioning objects on disk as
part of the delete operation. By default, the provisioning objects are left on
disk, even if the User Application is deleted.

When you delete an object in the Provisioning view or the directory
abstraction layer editor, you are prompted to confirm the deletion. This
preference determines whether the check box labeled Delete object in
Identity Vault on deploy in the confirmation dialog box is selected by default.

Selecting this preference means the default is to delete the Identity Vault
object. The local object is always deleted.

Select this option if you want Designer to launch the Provisioning view when
you create a new User Application driver or import an existing User
Application driver.

Select this option to enable (the default) tooltips in the Provisioning view.

Select this option so Designer displays provisioning request definitions
organized by category. You specify the category in the Overview panel.
Categories are defined in the Provisioning Category list defined in the
directory abstraction layer.
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Setting

Description

Show all localized e-mail
templates

Validate display names for
supported locales

Prompt before performing
query on Role Entitlement

Identity Vault Connection
Timeout (in milliseconds)

Select this option so Designer displays all localized e-mail templates as
selectable options in the E-Mail notification tab. The Java language code is
appended to the name of the e-mail template. For example, cn=Provisioning
Notification Activity_es, cn=Default Notification Collection,cn=security
indicates this is the Spanish language version of this template.

When you select a localized template, that language is used regardless of
the user’s default language. When you select the default template (the
template without a locale code), the e-mail is in the user’s default language
(if the default is a supported language).

Select this option if Designer should validate display names. It ensures
uniqueness of the display name within a locale, and that a display name is
supplied (not blank) for each locale.

Applies to display names defined by using the directory abstraction layer
editor, provisioning request editor, or provisioning teams editor.

When this option is selected, and you click Run query in the Identity Vault,
Designer informs you that the query can take a long time to execute. It
prompts to run the query or not. If this option is not selected, Designer runs
the query and does not prompt you.

The amount of time (in milliseconds) for Designer to connect to the Identity
Vault. When it is set too low, you might encounter an error when setting
Trustee Rights on a provisioning request definition or when trying to access
the Identity Vault through the ECMA expression builder.

The following sections explain the additional preferences settings for provisioning:

+ “Import/Deploy Preferences” on page 484

¢ “Migration Preferences” on page 485

+ “Novell Integration Manager” on page 485

¢ “Validation Mask Preferences” on page 486

+ “Workflows Preferences” on page 486

Import/Deploy Preferences

Table 21-49 Import/Deploy Preferences

Setting Description

Import > Delete local ~ Select this option for Designer to delete local objects if the corresponding
object on import when ldentity Vault objects were deleted. This ensures that the Identity Vault and local
object has been files are in sync. Deselect this option if you want to leave the local files alone.

deleted in Identity Vault
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Setting

Description

Import > Prompt
whether to overwrite
runtime configuration
on import from file

Deploy > Allow
deployment of objects
with validation errors

Select this option if you are importing the driver from a test environment and
want to deploy to a production environment. The User Application driver runtime
relies on objects stored in the driver that you are not able to access in Designer.
If you deploy a driver that does not contain these objects, it does not work
properly. Deselect this option if you are importing the driver, modifying it, and
deploying it back to the same driver set because the driver already has the
runtime configuration objects.

Select this option if you want to deploy objects that fail validation checks. At
deployment, Designer validates the definitions being deployed following the
validation rules outlined in “Validating Provisioning Objects” in the User
Application: Design Guide. Deselect this option to prevent deployment of
definitions that fail validation.

WARNING: Deploying objects that fail validation can result in errors in the User
Application runtime.

Migration Preferences

Table 21-50 Migration Preferences

Setting

Description

Show warning about
Identity Vault schema
changes

Always deploy (un-
deployed) User
Application Driver

Show warning that
editors will be closed

When you select Migrate, Designer displays a dialog box warning you that
schema changes (needed to support new features) must be made before you
can deploy the migrated driver. If the updates have not been made, cancel the
migration until they are complete. If you don't want to see this warning when you
select Migrate, deselect this option.

Applies to User Application drivers that have not been deployed to the Identity
Vault (for example, User Application drivers imported from a driver configuration
file). When you migrate an undeployed User Application driver, Designer
prompts you to deploy the driver. Select the Always deploy (un-deployed) User
Application driver option if you always want Designer to deploy the User
Application driver, and do not want the dialog box displayed.

When you select the Migrate command, Designer warns you that all editors will
be closed. Select this option if you don’t want this warning displayed each time
you choose the Migrate command.

Novell Integration Manager

The Novell Integration Manager is used by the User Application workflow engine to provide
Integration Activity support.
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Validation Mask Preferences

Table 21-51 Validation Mask Preferences

Setting Description

Validation Mask Table

Use this to define the validation masks available to form controls. Validation

masks are regular expressions and must follow regular expression syntax.

Designer provides a default set of validation masks. If they do not display
validation masks in the form controls property sheets, enable them by clicking
Restore Defaults, then clicking Apply.

Workflows Preferences

Table 21-52 Workflow Preferences

Setting Description

Form Templates

Diagram Preferences

Use this dialog box to remove or preview existing form templates.

Show Activity Id: Select this preference when you want the Workflow tab of the

provisioning request definition editor to display the Activity IDs for each activity
in the flow. Activity IDs are used by the ECMA expression builder and are
written to the User Application’s error logs.

Show Flow Path Types: Select this preference when you want the Workflow tab
of the provisioning request definition editor to display the Flow Path Types for
each activity in the flow. Flow Path Types are used by the ECMA expression
builder and are written to the User Application’s error logs.

21.5 Validation

The Validation setting is an Eclipse setting that allows you to validate your project. For more details,
see the Eclipse SDK (http://help.eclipse.org/helios/index.jsp).

Table 21-53 Preferences: Validation

Settings

Descriptions

Allow projects to override these preference settings

Suspend all validators

Save all modified resources automatically prior to
validating

Show a confirmation dialog when performing
manual validations

Allows your project to override these preferences
settings.

Allows you to suspend all validation actions that are
performed on your project.

Saves any modified resource prior to running a
validation. This option is not selected by default.

Allows you to display a confirmation dialog when
performing a manual validation.
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Settings

Descriptions

Selecting validators

Restore Defaults

The following validators run when a validation is
performed. By default all validators are selected.

+ DTD Validator

+ HTML Syntax Validator
MoudleCoreValidator
+ XML Validator

*

Restores all of the settings back to the default
values.

21.6 Web

The Web preference lets you specify how Designer should handle the editing and creations of CSS

and HTML files.

¢ Section 21.6.1, “CSS Files,” on page 487
¢ Section 21.6.2, “HTML Files,” on page 488

21.6.1 CSS Files

The CSS Files preferences allow you to specify how Eclipse displays and manages CSS files. This is
an Eclipse option; for more details, see the Eclipse SDK (http://help.eclipse.org/helios/index.jsp).

Table 21-54 Preferences: Web > CSS Files > Editor

Setting

Description

Formatting: Line width

Formatting: Insert line break between properties

Formatting: Disable wrapping in style attribute of
HTML

Formatting: Indent using tabs or spaces
Formatting: Indentation size

Formatting: Capitalization style

Specifies the number of characters in a line.

Specifies whether the editor should insert a line
between the CSS properties.

Specifies whether the HTML editor (used in the e-
mail notification template editor) should allow
wrapping of the value of a style attribute.

Specifies how the first line of text indents.
Specifies the size of the indent.

Specifies the default case for identifiers, property
names, and property values.

+ “Syntax Coloring” on page 488
¢ “Template” on page 488
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Syntax Coloring

Table 21-55 Preferences: Web > CSS Files > Editor > Syntax Coloring Settings

Setting Description

Syntax Element Choose the content type for which you want to
define a style.

Foreground/Background/Bold/lItalic/Strikethrough/  Specifies the syntax highlighting and formatting for
Underline individual CSS elements.

Sample Text Displays sample CSS with the selected syntax
coloring options.

Template

Eclipse allows you to use a template file for the initial content of your cascading style sheets (CSS).
The CS files are used to format the content in the Eclipse program. You can either create a new CSS
file or import and existing CSS file through this page to use as a template. For more information, see
the Eclipse SDK (http://help.eclipse.org/helios/index.jsp).

21.6.2 HTML Files

The HTML Files preferences allow you to specify how Designer displays and manages HTML files
and content. This is an Eclipse option; for more details, see the Eclipse SDK (http://help.eclipse.org/
helios/index.jsp).

Table 21-56 Preferences: Web > HTML Files

Preference Description
Creating or saving files: Line Choices are:
Delimiter

* Windows

* Unix

* Mac

* No translation

Creating files: Add this suffix Specifies the file suffix the editor should add when creating a new file.
The default is html.

Creating files: Encoding Specifies the editor’s encoding for new files.

Loading files Choose the encoding for files opened in the editor. Click Use
workbench encoding to accept the default UTF-8, or select one from
the list.

+ “Editor” on page 489
¢ “Validation” on page 490
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Editor

Table 21-57 Preferences: Web > HTML Files > Editor

Setting

Description

Formatting: Line Width

Formatting: Split multiple attributes each on a new
line

Formatting: Align final bracket in multi-line element
tags

Formatting: Clear all blank lines

Formatting: Indent using tabs or spaces
Indentation size

Content assist: Automatically make suggestions

Content assist: Prompt when these characters are
inserted

Preferred markup: Tag Names/Attribute Names

Specifies the number of characters for each line.

Specifies what the editor should do with multiple
attributes.

Specifies what the editor should do with final
brackets

Specifies what the editor should do with blank lines
Specifies whether the indent should be using tabs
or spaces, and also specifies the indentation size.
Specifies whether to do automatic code completion.

Specifies the characters that initiate the content
assist.

Specifies if the editor’s suggestions should be in
uppercase or lowercase.

¢ “HTML Styles” on page 489
¢ “HTML Templates” on page 490
+ “Typing” on page 490

HTML Styles

Table 21-58 Preferences: Web > HTML Files > Syntax Coloring

Setting

Description

Syntax Element

Foreground/Background/Bold/lItalic/Strikethrough/
Underline

Sample Text

Choose the content type for which you want to
define a style.

Specifies the syntax highlighting and formatting for
individual CSS elements.

Displays sample CSS with the selected syntax
coloring options.
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HTML Templates

Table 21-59 Preferences: Web > HTML Files > Templates Settings

Setting Description

Templates The templates are used in the code completion in the source editor.

Use this preference to add, remove or edit templates.

Typing

Table 21-60 Preferences: Web > HTML Files > Typing

Settings Descriptions

Automatically close: Comments The HTML editor automatically closes any comments added to the
HTML file.

Automatically close: End tags The HTML editor automatically closes any end tags in the HTML
file.

Automatically remove: End tags The HTML editor automatically removes any end tags when

creating empty self-closing tags.

Validation

Allows you to define how the HTML editor validates the HTML markup. You can set each
validation to a warning, error, or to ignore the problem. You can set these options for the following
items:

*

*

*

*

Elements

Attributes

Document Type
Comments

CDATA Sections
Processing Instructions
Entity References

Text Regions

21.7 XML

The XML preferences lets you specify how Designer should handle editing and creation of an XML
catalog and XML files. This an Eclipse option; for more details, see the Eclipse SDK (http://
help.eclipse.org/helios/index.jsp).

*

*

Section 21.7.1, “XML Catalog,” on page 491
Section 21.7.2, “XML Files,” on page 492
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21.7.1 XML Catalog

The XML Catalog preferences allow you to manage the WST XML catalog implementation. You
can add, edit, or delete user-specified catalogs. You cannot use this preference to manage the plug-in
specified entries.The XML editor uses the WST XML catalog implementation to resolve XML
schema and DTD references for associating URLs, system, and public identifiers with URLSs.

Figure 21-6 Preferences: XML > XML Catalog
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To add a user-specified entry:
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Mext Catalog

Location:
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Cancel

2 Fill in the fields as follows:
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Field Description

Location Specify a location on disk or a URL of the schema or DTD. Use the Search
icon to search Designer’s workspace or the file system.

Key Type Specify the key type. Values are public identifiers for DTDs or URIs for XML
schemas.
Key Specify a unique key.

Specify alternative ~ Optionally, specify an alternative Web address for locating the schema or

web address DTD.

3 Click OK to save.

21.7.2 XML Files

You can set the following general XML File preferences:

Table 21-61 Preferences: XML > XML Files

Setting

Descriptions

Creating files: Add this suffix
Creating files: Encoding:

Creating files: IANA

Validating files: Indicate when no grammar is
specified

Validating files: Process XML Inclusions

Add a suffix to the file. The default is XML.
Select the encoding used by the user.

The IANA name is used in the encoding statement
of the XML file.

Specifies whether to display a warning when no
grammar (such as XML Schema or DTD) is
associated with the XML document.

If the XML file contains inclusions (snippets from an
HTML file used to create the dynamic HTML page),
process these inclusions.
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Editor

Table 21-62 Preferences: XML > XML Files > Editor

Category Preference Description
Formatting Line width Specifies the number of characters in a
line. The default is 72.
Split multiple attributes each on a new  Specifies how attributes are formatted
line (whether to show each attribute on a
separate line).
Align final bracket in multi-line element  Allows you to align the final bracket “>”
tags in multi-line element tags.
Preserve whitespace in tags with Specifies whether to preserve any
PCDATA content white spaces that are in tags containing
PCDATA content.
Clear all blank lines Specifies whether blank lines are
removed when formatting.
Indent using tabs/ or spaces Specifies whether to use tabs or spaces
as indentation and indentation size.
Indentation size
Content Assist Automatically make suggestions Specifies whether to do automatic code
completion.
Prompt when these characters are The list of characters that initiate code
inserted completion.
Suggestion strategy Specifies whether to use Lax or Strict
grammar when making suggestions
Grammar constraints Use inferred grammar in absence of Specifies whether to display code

DTD/Schema

completion suggestions based on
existing content of the XML document.

+ “Syntax Coloring” on page 493
¢ “XML Templates” on page 494

+ “Typing” on page 494

Syntax Coloring

The XML syntax coloring lets you specify the syntax highlighting (foreground and background
color) and the text formatting for individual XML constructs.

Table 21-63 Preferences: XML > XML Files > Syntax Coloring Settings

Setting

Description

Syntax Element

Choose the content type for which you want to
define a style.

Setting Preferences
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Setting Description

Foreground/Background/Bold/lItalic/Strikethrough/  Specifies the syntax highlighting and formatting for
Underline individual CSS elements.

Sample Text Displays sample CSS with the selected syntax
coloring options.

XML Templates

Use the XML Templates preference page to define XML templates. The templates are used in the
code completion in the XML Source editor. For example, selecting the XST. Processing
Instruction template in the code completion inserts <?xml-stylesheet type="text/xsl”
href=""2> in the source editor and places the cursor in the href value.

Typing

Table 21-64 Preferences: XML > XML Files > Typing

Settings Descriptions

Automatically close: Comments The HTML editor automatically closes any comments add to the
HTML file.

Automatically close: End tags The HTML editor automatically closes any end tags in the HTML
file.

Automatically remove: End tags The HTML editor automatically removes any end tags when

creating empty self-closing tags.
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Troubleshooting Designer

¢ Section 22.1, “Running the Project Checker,” on page 495

¢ Section 22.2, “Viewing the Error Log,” on page 495

¢ Section 22.3, “Turning on Trace Messages,” on page 498

¢ Section 22.4, “Checking Loaded Plug-Ins,” on page 500

¢ Section 22.5, “Deploying Identity Manager Objects,” on page 500
¢ Section 22.6, “Error Messages and Solutions,” on page 503

¢ Section 22.7, “No F1 Help in Maximized Editors,” on page 514

¢ Section 22.8, “Freeing Heap Memory,” on page 514

¢ Section 22.9, “Reporting Bugs and Giving Feedback,” on page 514

22.1 Running the Project Checker

Designer provides a Project Checker tool to check your project. The project can be checked at any
time, but you should run the Project Checker before deploying your project. The Project Checker
checks for proper design, contexts, server associations, policies, missing user data, and dependency
problems that would cause the deployment of project into the Identity Vault to fail. It only checks
the objects in Designer; it does not check the current objects in the Identity Vault.

To learn more about the Project Checker, see Section 18.5, “Checking Your Projects,” on page 394.

22.2 Viewing the Error Log

If something isn’t working, messages written to the error log might help you. The log is named
.log. It is a hidden file.

To view the error log, you can use menus or browse the file system.

¢ Section 22.2.1, “Browsing the File System,” on page 495

*

Section 22.2.2, “Using Menus,” on page 496

*

Section 22.2.3, “Event Details,” on page 496

*

Section 22.2.4, “Customizing Filter Settings,” on page 497

22.2.1 Browsing the File System

1 Browse to your Designer workspace.

In Windows, the log file is typically in subfolders in the /eclipse/workspace/.metadata
directory.

In Linux, the log file is typically in the Home directory, in the /eclipse/workspace/
.metadata directory.

2 Open the log file.
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22.2.2 Using Menus

1 Select Window > Show View > Other > PDE Runtime > Error Log.
2 Click OK.
If you view the log through the application, a list of messages displays.

Figure 22-1 The Error Log

Message )
@_1 Failed to parse URL: file:///com.navell.designer.idm/contexts.xml at line: 22, calumn: 7. 00The element type "conte

@ Unhandled event loop exception

@] java.lang.NullPointerException

@ Unhandled event loop exception

@] java.lang.NullPointerException

@] java.lang.NullPointerException

@ Unhandled event loop exception

& b nrlenare frash was deterted . The nrevinn s seesinn did oot exit nnrmalbie

< >

For a description of the icons located in the upper right corner of the Error Log view, see “Error Log
View” in Understanding Designer for Identity Manager.

The following options are available when you right-click inside the Error Log view:

Table 22-1 Right-Click Options in the Error Log View

Operation Description

Copy Enables you to copy event details to the clipboard.

Clear Log Viewer Clears all the entries in the Error Log viewer.

Delete Log Deletes all items in the Error Log.

Open Log Opens an error log entry.

Restore Log Enables you to restore log entries that have been previously
cleared.

Export Log Enables you to export the Error Log to a location on the file system.

Import Log Enables you to import a file from the file system to the Error Log.

Event Details Opens the Event Details window.

To sort messages in the Error Log view, click the appropriate header bar.

22.2.3 Event Details

To view event details:

1 Double-click an error log message.
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or

Right-click an error log message, then click Event Details.

The following options are available in the Event Details window:

Table 22-2 FEvent Details Window

Operation Description

Date Displays the date and time the error occurred.
Severity States the severity of the error.

Message Displays the message of the error.

View Details of Previous Event

Copy
Exception Stack Trace

Session Data

Up and down arrows that enable you to scroll through the event
details of each event in the error log.

Enables you to copy event details to the clipboard.
Displays Exception Stack Trace (if available).

Provides relevant session data.

22.2.4 Customizin

g Filter Settings

To access the Log Filters window:

1 On the Error Log view toolbar, click the Menu icon.

2 Click Filters.

@ Log Filters

Event Tvpes
Information

Warning
Errar

Limnit visible events ko

Show events logged during:
() all sessions

) Most recent session

3

S0

(2] 9 H Cancel ]

The following options are available in the Log Filters window:
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Table 22-3 Log Filters Window

Operation

Description

Event Types

Limit Visible Events

Show Events Logged During:

Set what type of information you want displayed in the error log.
The error log can be configured to display any combination of
Information, Warnings, and Errors.

Set a limit on how many events you want displayed in the error log
at one time.

Specify whether to show events logged during all sessions, or your
most recent session.

22.3 Turning on Trace Messages

You might want to send trace messages to the error log so that the messages are captured in a file.
You can then easily e-mail the trace message to Novell Support or others.

Programmers sometimes place hidden messages in their code so that if you are having problems,
you can turn on the trace functionality and get additional insight. Even if you don’t understand the
hidden messages, they can help Novell Support diagnose the problem.

To get trace messages:

1 Click Window > Preferences to display the Preferences dialog box.
2 Click Novell > Designer > Trace.

ﬂ' Preferences

twpe filber text

General

Help

= Movell

[=I- Desigrner

D3 Trace
Language
Project Checker
Schema

Identity Manager
Provisioning
Web and XML

Trace = ©

[CJEnable tracing

Plug-Ins ko Trace:

1000

3 Select Enable tracing, then select the options that you want to include or show.
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Trace

Enable tracing

[Jinclude stack traces

[]include #ML processor traces
Show plug-in names in the trace
Showe view when tracing

Trace buffer size:  {minimum: 20,000 characters)

Flug-Ins ko Trace:

[ core version Contral Provider
[J custemscriptEditor Plug-in
|:| DS Trace Viewer

[ pebug

|:| Designer Core Services

[] ECMASCriptEditor Base Plug-in
[] Eclipse Enhancements

[ EcmaExpressionBuilderPlug-in
1 FrkiHarmante Bhin-in

[ Select Al ] [ Deselect Al ]

0000

4 Select the plug-ins that you want to trace, then click OK.

To view the results of traces:

1 Select Window > Show View > Trace.

2 View data in the Trace view.

I E

DocgenDocurnentvodelltemaction:In run method
Diocgenbocumenttodelitemaction:In run method ()
Added DESourceProvider: designer

Added DESourceProvider ! provisioning

Added DESourceFrovider: designer

Added DESourceProvider: provisioning

3 You can also turn on trace options from the Trace view by clicking the Preferences icon 5] in
the Trace view.

The following options are available when you right-click inside the Trace view:

Table 22-4 Right-Click Options in the Trace View

Option

Function

Undo

Cut, Copy and Paste

Delete

Undo a previously executed action.

Cut, copy and paste items in the Trace view by
selecting the item, then clicking the desired action.

Delete items in the Trace view.
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Option Function

Select All Simultaneously select all trace messages in the
Trace view.

An icon toolbar is located in the upper right corner of the Trace view. For information on the icons in
this toolbar, see “Trace View” in Understanding Designer for Identity Manager.

22.4 Checking Loaded Plug-Ins

A problem can occur if a plug-in fails to load. To see which plug-ins are loaded:
1 Select Window > Show View > Other.

2 Open the PDE Runtime folder.
3 Click Plug-in Registry > OK.

UEE] & Flug-in Registry X
Filter matched 100 of 197 plug-in:

5 g

com.novell.designer.core (2.0.0.200702130450)
@ C:\Program Files\Novell\Designerieclipselpluginscom.novell.designer .core_2.0.0.200702130450
T ’E: Extensions
+-<J4 Extension Points
+ %h: Prerequisites
+ Lzl Run-time Libraries
+-<J% com.novell.designer.core.datatools ¢2.0.0.200702130450)
+-<J% com.novell.designer.core. iconeditor (2.0.0,200702130450)
+-<J% com.novell.designer.core.ids (2.0.0.200702130450)
|l comnovell.desianer, care lvemade (2,0,0,200702130450) —

The Plug-in Registry page lists the Designer plug-ins, which have a green triangle in the plug-
in icon.

4 Use the Home icon to bring you to the top of the plug-in list.

5 Select a plug-in, then use the right-arrow icon to drill into the plug-in and use the left arrow
icon to return.

6 Use the Refresh icon to refresh the Plug-In Registry view.
7 Use the Plug-In Registry view toolbar to select Show Active Plug-Ins Only.

22.5 Deploying Identity Manager Objects

When you see an error message in Designer, the message corresponds to the place where Designer
could not complete the task, and indicates the best place to start troubleshooting. This section
discusses the common problems you face when deploying Identity Manager objects into an
eDirectory tree. To see error messages and possible solutions, see Section 22.6, “Error Messages and
Solutions,” on page 503.

22.5.1 Deployment Considerations

+ Ensure that the Metadirectory server meets the system requirements necessary to run Identity
Manager. See Overview chapter in the Identity Manager 4.0 Integrated Installation Guide for
requirements.
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+ Ensure that the Metadirectory server you are deploying to has Identity Manager installed and
holds a real copy of the objects to which you want to synchronize. The server running
eDirectory must have a Master Read-Write or a Filtered Read-Write replica.

+ Ensure that the Java software installed on the server is running correctly, because Identity
Manager is dependent on Java. If Java is corrupted, you might be able to deploy to a
Metadirectory server but not run the Identity Manager drivers.

+ To deploy an Identity Manager-based project or an object in a project, you must have access to
the eDirectory tree that is associated with the Identity Vault you are designing. Select the
Identity Vault you want to deploy, then look in the Properties view below the Project/Outline
view.

Figure 22-2 The Properties View

Property Yalue
Marme IDMTREE
Host Address 192,1658.14.199
Uszer DN admin.blanston
Password R
Deploy Context  blanston
Meta Directory  frue
Save Password  falze

In the Properties view, ensure that the Identity Vault’s Name, Host Address, User DN,
Password, Deploy Context’s Distinguished Name (DN), and Metadirectory information is
complete and accurate. (You can click the Browse icon to find the Deploy Context’s DN on an
existing tree if the other information is accurate and Designer can attach to the eDirectory tree.)
You need this information to deploy anything, even a policy, into an existing eDirectory tree
running the Metadirectory engine.

¢ Use the Deploy feature only after you have thoroughly tested the rules and policies that make
up your drivers. To test a policy, use the Policy Simulator (right-click a policy and select
Simulate, then click Start to see the simulation results of the policy that is being tested). For
policy design, see the Policy Builder Help topics within the Designer utility.

You can use the Import feature to import a driver, a channel, or a policy. You can then modify
the object or objects, run the Policy Simulator to ensure that the object is working correctly,
then deploy the object back into the test tree for further analysis. You can also run the Compare
feature to see the differences between your modified driver and the driver that is currently
running on an Identity Vault server.

¢ In the Outline view in the Project Group view, right-click the driver object in question (you can
also double-click the driver object). Use the Properties window to make most changes to
drivers. Properties are unique to each driver.

A simple driver problem is specifying the incorrect context (Distinguished DN) for an
eDirectory tree. For example, the context of a user object in eDirectory is shown with the slash
notation (for example, Blanston\Sales\Users) on the Properties of the Identity Manager driver
or when you import the driver. However, different drivers can use formats other than the slash
notation. For example, Active Directory and LDAP drivers use comma-delimited format
(OU=Users,OU=S8ales,O=Blanston). See the driver guides for further details on the drivers
you are deploying.
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22.5.2 An Example Deployment Error

When you deploy an Identity Vault for the first time, there are several common sources for errors,
from incorrectly typing information to not completing the driver set templates.

Figure 22-3 Default Server Container Message

@ Deployment Results @

Operation Results: =] ['Eﬂ
I Identity Yaulk

Details:
@ Error
Object: Identity Yault
Description: The deplovment of ‘Tdentity Yault' Failed with errors and/or warnings,

Right-click the Identity Vault in the Modeler view, select Properties > Server List, then click the
Edit icon to edit the server information.
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Figure 22-4 Correcting a Server Name Problem

2 Properties for Identity Vault

|tv|:|e Filker bk | 3. Server List

1. Configuration
2. Bdrinistrator

T Edit Server

"3, Server List —_—
Properties | Contact Information |
Marne: | SErver
i =
@ Browse for Server Context
1P| Fil=
o Select an object:
ol | = [B] pocomresT O east 2
W EI‘% el B north |
[ Security 8 south
e[l “H Tomcat-Rales
B users |l
g_ 1 west |
1= & "
; i
;< dmi : b
S D
@ AT
:

22.6 Error Messages and Solutions

When you see an error message in Designer, the error message corresponds to the place where
Designer could not complete the task and indicates the best place to start troubleshooting. This
section discusses the error messages you might see when deploying Identity Manager objects into an
eDirectory tree, followed by their cause and possible solutions.

¢ Section 22.6.1, “Identity Vault Configuration Errors,” on page 504

¢ Section 22.6.2, “Driver Configuration Errors,” on page 504

¢ Section 22.6.3, “Internal Designer Errors,” on page 505

¢ Section 22.6.4, “eDirectory Access Errors,” on page 506

¢ Section 22.6.5, “eDirectory Object/Attribute Creation Errors,” on page 507

¢ Section 22.6.6, “Warnings,” on page 509

Troubleshooting Designer 503



22.6.1 ldentity Vault Configuration Errors

Cannot connect to host [Identity Vault Host]; verify the address is correct
and that the server is running.

Possible Cause: The address listed in the Identity Vault properties is incorrect or the server is not
running.

Solution: Verify that the server address is correct and that the server is up and running.
[User] could not be authenticated to [Identity Vault Host]. Cannot proceed.
Possible Cause: The username or password listed in the Identity Vault properties is incorrect.

Solution: Verify the username specified in the Identity Vault properties and reenter the user’s
password.

22.6.2 Driver Configuration Errors

The driver configuration file [Driver Config File] is not a valid XML
document: [Error Message].

Cause: The Driver Configuration file being imported from the file system does not contain a valid
XML document.

Solution: Fix the Driver Configuration file format.

The XML contained the file named [Driver Config File] is not a driver
configuration file. The file cannot be imported.

Cause: The Driver Configuration file being imported from the file s