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About This Guide

This guide steps you through the following tasks:

1. Setting up Novell Filr with test users and data on a Windows/Active Directory network.

2. Briefly exploring Novell Filr administration and user functionality.

A lab network is the assumed target environment, but the instructions can be adapted for installing
Filr on a production network if desired.

¢ Chapter 1, “Hands-on Evaluation Options,” on page 7

¢ Chapter 2, “Hands-on System Requirements,” on page 9

¢ Chapter 3, “Downloading Filr Software,” on page 11

¢ Chapter 4, “Creating Test Users,” on page 13

¢ Chapter 5, “Preparing Folders and Files,” on page 17

¢ Chapter 6, “Deploying and Configuring the Filr Appliance,” on page 41

¢ Chapter 7, “Administering Filr,” on page 49

¢ Chapter 8, “Using Filr,” on page 85

¢ Appendix A, “Documentation Updates,” on page 123

Audience

This guide is for administrators of Windows/Active Directory networks who want to evaluate Novell
Filr.

Feedback

We want to hear your comments and suggestions about this guide and the other Filr documentation.
Please use the comment on this topic link at the bottom of each page of the online documentation.

Documentation Updates

For the most recent version of this guide, access it on the web (http://www.novell.com/
documentation/novell-filrl/filrl_hands-on_w/data/bookinfo.html).

Additional Documentation

For additional Novell Filr documentation, see the Filr Documentation web page (http://
www.novell.com/documentation/novell-filrl).

About This Guide 5
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Hands-on Evaluation Options

You have two options for evaluating Novell Filr in a Windows AD environment:

¢ On the Novell Online Demonstration System (NODS)

¢ On your own network

Novell Online Demonstration System (NODS)

Figure 1-1 Evaluating Filr on the Novell’s Online Demo System

Contact
Novell Sales

Begin with
Section 6.1 -“If You Are
Evaluating Filr on NODS”

Novell.com/buy

Deploy Filr P

Sychronize AD Users =

|

Novell Sales

Set Up Personal Storage =—p-|

Set Up Net Folders =

Representative Set Up Sharing m——————)

.l

After completing
the Administrative Tasks
Evaluate the End User Experience

\i-a-9-2

Users win7-win filr-win win2008

VM VM VM

Novell hosts the Filr hands-on VMs on the Novell Online Demonstration System (NODS).

If you are interested, go to the Novell.com How to Buy page (http://www.novell.com/products/
howtobuy.html) and request that a Novell Sales Representative contact you.

If you are working on NODS, start with Section 6.1, “If You Are Evaluating Filr on NODS,” on

page 41.

Your Own Network—Choosing a Deployment Type

To evaluate Filr on your network, you must choose a deployment type.

¢ Small Deployment: Might be your best option if

* Your interest in Filr is casual.

* You want to invest minimal time and effort.

¢ Large Deployment: Definitely your best option if

¢ You might want to deploy Filr inside your organization.

¢ You want to investigate what that requires.

Hands-on Evaluation Options
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¢ Detailed comparison of Small and Large Deployment Types

Small Deployment

Large Deployment

Production .
Capabilities

Designed for evaluation
environments. Not recommended
for any but the smallest production
environments.

¢ Supports all production
environments.

Capacity and Scale .

Capacity is fixed because it
cannot be upgraded to a large
deployment.

¢ Can “grow” to include multiple,
clustered Filr appliances.

Software Required .

Requires downloading two files:

* A zip file that contains the
exercise files

+ Filr appliance software

+ Requires downloading four files:

+ A zip file that contains the
exercise files

+ Filr appliance software
+ Search appliance software

* MySQL appliance software
(unless using an existing
SQL database)

Deployment Effort .
Required

Offers a streamlined, quick
installation and configuration of
Filr that is documented in this
guide.

Test user creation and test file and
folder setup are the same as a
large deployment.

* Requires a more involved
installation and configuration of
Filr that is summarized in Quick
Start: Filr Hands-on for Windows.

+ Test user creation and test file
and folder setup are the same as
a small deployment.

Integration with .
Existing Systems

Cannot leverage an existing
MySQL database (all functionality
is contained within the single
appliance).

¢ Can leverage an existing MySQL
or Microsoft SQL database in
place of the MySQL appliance
provided with Filr.

¢ This Guide Covers a Small Deployment: Because the purpose of this guide is to provide a
simple hands-on experience, it only covers a small Filr deployment. If you want to set up a large
deployment for the exercises, see the Quick Start: Filr Hands-on for Windows.

Continue with Chapter 2, “Hands-on System Requirements,” on page 9.

Filr 1.1 Hands-on Guide for Windows
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Hands-on System Requirements

To set up Filr for the hands-on exercises, ensure that your system meets the requirements shown in
Table 2-1.

Table 2-1 Small Deployment System Requirements

Item Details

A Windows 2003 R2, 2008 R2, or 2012 R2 server that is attached to an
Active Directory domain

m/ Administrative rights on the server

Windows Server

Software for the Filr appliance and the hands-on exercise files (see
"‘ Chapter 3, “Downloading Filr Software,” on page 11)

Filr Software

©

Exercise Files/Folders

One of the three virtualization platforms listed in “Filr Server Requirements” in
the Novell Filr 1.1 Installation and Configuration Guide:

\ 4
5 ¢ Hyper-V
Virtualization Server * VMware
¢ Xen

The virtualization server should have at least the following resources
available for the Filr virtual machines:

¢ 12 GB RAM
¢ 125 GB free hard drive space

Filr One IP address on the Active Directory domain network, including:
= ¢ DNS host name
v + The subnet mask

One IP Address on ¢ The primary gateway IP address

Your network + A DNS server IP address

E my-email1 @example.com Two Web-based email addresses for receiving invitations and notifications

E my-email2@example.com

Two Email Addresses

Hands-on System Requirements 9
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Iltem Details

A Windows workstation for administering the appliances and testing the Filr
.;’J Windows application:

&=
Windows Workstation

*

*

*

Enterprise-level (non-home) version of Windows 7 or Windows 8
Joined to your Active Directory domain

Mozilla Firefox 9, Mozilla Firefox 10, Microsoft Internet Explorer 8, or
Microsoft Internet Explorer 9 for configuring and managing the
appliance after the initial setup

Microsoft Office or LibreOffice

The latest Java Runtime Environment (JRE) from Java.com

é\\\\/ Wireless connectivity on your network
-

@

Wireless Connectivity

At least one mobile device (iOS 5 or later or Android 2.3 or later) that is

@l

Mobile Devices

S ‘1 capable of connecting to your network’s wireless connection

Filr 1.1 Hands-on Guide for Windows



Downloading Filr Software

1 If you don’t already have a Novell account, register for one on the Novell website (https://
secure-www.novell.com/selfreg/jsp/createAccount.jsp?).

2 Access the Novell Downloads website (http://download.novell.com).

3 Do a keyword search for Novell Filr.
Basic Search Advanced Search My Restricted Downloads

Product or Technology (optional)
F noven @ netio B SUSE

-- Please Select - A -
‘ Clear Selections

-- Select Version -

All Dates A

Keyword [optional)

Mowvell Filr Eval

| Submit ‘

4 In the Results section, click the Novell Filr Evaluation Download button.

1 Results Found - 1-1 Results per page: m!l LAY =Y Relevancy

=
HName - click for description File Hame Date Download

Mowell Filr 1.1 Eval 12 files 20ct2014 12 files »

1-1

5 Continue the download process until you have successfully downloaded the following;:
¢ The Filr-Exercise-Folders.zip file

¢ The file for your virtualization platform:

VMware Filr.x86 64-version.ovf.zip

Hyper-V Filr.x86_ 64-version.vhd.zip

Xen Filr.x86 64-version.xen.tar

6 Continue with Chapter 4, “Creating Test Users,” on page 13.

Downloading Filr Software

11


https://secure-www.novell.com/selfreg/jsp/createAccount.jsp?
http://download.novell.com

12 Filr 1.1 Hands-on Guide for Windows



Creating Test Users

For information about users and groups in Filr, see “Users and Groups with Filr” in the How Filr
Works—Overview Guide.

The tasks in this guide involve test users that you create in a separate test container.

1 Create an ou container named testusers in your AD domain.

Remote Desktop Services
#u Active Directory Administrative Center
Zz, Active Directory Domains and Trusts
4 Active Directory Module for Windows PowerShell
[k Active Directory Sites and Services

Command Prompt [ % 3 : Active Directory Users and Computers
| E 2 ADSI Edit
g J Motepad . Component Services
f A - ‘2 Computer Management
nternet Explorer Data Sources (ODBEC)
~ . Active Directory Users and Lizosms s b2t
Computers DNS
Computer Event Viewer
Group Policy Management
Network Internet Information Services (IIS) Manager
. iSCSI Initiator
Control Panel

Local Security Policy
Performance Monitor
Security Configuration Wizard

Devices and Printers

% Administrative Tools 3

Help and Support

B
Ty Server Manager

, Services

‘52 Share and Storage Management
' Storage Explorer

=

Run... -
[] System Configuration
+ All Programs | Task Scheduler
Windows Firewall with Advanced Securi
I Search programs and files !:ﬂ Log off |# 9 o
/| Windows Memory Diagnostic
:EI — e ‘g_f"' Windows PowerShell Modules
- = —
:-' SRk H J_E'I @f =] = '33 Windows Server Backup

Creating Test Users
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Active Directory Users and Comput
| Saved Queries
&4 firdab.local
| Builtin
| Computers
2 | Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts
| Users
ERll testusers
4 | i

TIP: Locating the container at the top of the domain isn’t required, but it makes the path shorter
during the LDAP import.

The use of a separate container simplifies the LDAP import process and the removal of users
when your evaluation concludes.

2 Create the users listed in Table 4-1 in the testusers container and assign them passwords as
indicated in the table and shown in the screen shots that follow.

Table 4-1 Test Users to Create

First Last Name User Logon Role in Organization Example Home
Name Name Password  Folder
A Red ared Development Supervisor filrrocks Yes

A Pink apink Developer filrrocks No

A Blue ablue IT Supervisor filrrocks Yes

A Green agreen Network Technician filrrocks No

A Yellow ayellow Marketing Supervisor filrrocks Yes

A Orange aorange Marketing Administrative Assistant filrrocks No

A Black ablack Director of Sales filrrocks Yes

A Gray agray Sales Representative filrrocks No
Specify only the Full filrproxyuser n/a novellfilr No

Name as filrproxyuser

¢ If the simple passwords don’t meet your password policy requirements, specify passwords
that do.

¢ Using the same password for all users simplifies the evaluation test process.

¢ Using the “administrative” password for the filrproxyuser user highlights its role as a Filr
system user.

IMPORTANT: Ensure that you deselect User must change password at next login as shown.

Filr 1.1 Hands-on Guide for Windows



: Active Directory Users and Comput | Name Type
| saved Queries
= & fir-dab.local
| Builtin
| Computers
2 | Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts
" Users
2l Delegate Control...
Move...
Find...
3 Computer
4 Contact
Group
View InetOrgPerson
Cut msImaging-P5Ps
Delete MSMQ Queus Alias
Rename Organizational Unit
Refresh Printer

Shared Folder
Properties T

Mew Object - User

LE) Createin:  filrHab local testusers

First name: Iﬂt Initials: I

Last name: Red

Full name: ||A Red ‘

User logon name:

||E""3'3I | I@filr—lab.local j

User logon name (pre-Windows 2000):
|FILF{-L}KE\ Iared

Creating Test Users
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New Object - User

]
r
r
r

MNew Object

3 Ensure that you create all of the users.

ﬁ Active Directory Users and Compu

Saved Queries User
B &3 firdab.local User
Bitin 2 acray User
Computers 2 aGreen User
Domain Controllers 2, A Orange User
ForeignSecurityPrincpals 2, apink User

Managed Service Accounts 2
testusers hree e
Users 2 avellow User
&ﬁllplﬂ]{yusel User

4 Continue with Chapter 5, “Preparing Folders and Files,” on page 17.
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Preparing Folders and Files

Figure 5-1 illustrates the folders and files that are contained in the zip that you downloaded in
Chapter 3, “Downloading Filr Software,” on page 11.

Figure 5-1 Hands-on Files and Folders

\/

Your Windows Server

'

Drive C:
download
.novell > > Filr Exercise Folders
.com
|
Hands-on_Filr-Windows.zip *
Dev ** Home_Folders ** IS ** Mrktg ** Sales **
personnel ablack **** training advertising revenue
H 1 *HH
C' reviews *** ablue **#x Cl quick_starts *** D brochures *** D projections
. Novell_Filr.pdf filr_flyer.pdf 2014.xls
mpin KXKK
ared D quotas ***
2013.doc
ayellow **** 2013.xls
D salaries ***
2014.xls

D projects ***

* Folders and files are downloaded in the .zip file.

current
** You create Windows Shares for these. Then later you designate
abc-requ.doc them as Net Folder Servers.
future *** These blue folders become Net Folders with the implementation of Filr.
xyz-requ.doc **** These darker yellow folders are created by Windows for the users that you create.

*

Section 5.1, “Unzipping the Exercise Folders and Files,” on page 18

*

Section 5.2, “Setting Up the Home_Folders Share,” on page 19

*

Section 5.3, “Assigning Home Folders,” on page 26

*

Section 5.4, “Setting Up the Other Hands-on Exercise Folders and Files,” on page 28

Preparing Folders and Files
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5.1 Unzipping the Exercise Folders and Files

1 Copy the Filr-Exercise-Folders. zip file that you downloaded in Chapter 3, “Downloading
Filr Software,” on page 11, to Local Disk (C:) on your Windows server.

£, Local Disk (C) o ] 4|
e s
el\ g E ~ Comp... - LocalDi... ~ - i3 I search Local Disk (C:) [ﬂ‘
Organize * - Open ¥  MNew folder SE= E;l @
:I MName « | Date modified | Type
= Libraries ] o e Fold
3 Documents J inetpul 7/24/2013 1:26PM  File folder
J‘. Music | Perflogs 7{13/2009 9:20PM  File folder
=] Pictures . Program Files 7/24/2013 1:05PM  File folder
E Videos J Program Files (x86) 7/24/2013 1:05PM  File folder
J Users 7242013 11:00 AM  File folder
i
IS Computer | Windows 7/24/2013 1:26PM  File folder
&, Local Disk (C)
¢4 DVD Drive (D:) GRP
[ | i
j Filr-Exercise-Folders-w  Date modified: 8/15/2013 2:04 PM
: Compressed (zipped) Folder Size: 80.4KB

2 Right-click the zip file, then select Extract All.

Mame ~ | Date modified | Type
. inetpub 7242013 1:26 PM  File folder
. PerfLogs 7132002 9:20 PM  File folder
. Program Files 7242013 1:05PM  File folder
. Program Files (x86) 7242013 1:05PM  File folder
. Users 7242013 11:00 AM  File folder
. Windows 7(24/2013 1:26 PM  File folder

S0 2 04PM  Compressed (

i

Open in new window —I
ders-w Extract All..

ed) Folder Open with...
Restore previous versions
- Send tn 3 _

3 Change the extraction path to c:\, then click Extract.

li Extract Compressed (Zipped) Folders ﬂ
k ) 1, Extract Compressed (Zipped) Folders

Select a Destination and Extract Files
Files will be extracted to this folder:

I [t Browse... |

W Show extracted files when complete

Extract I Cancel

18 Filr 1.1 Hands-on Guide for Windows



4 Double-click the extracted Filr-Exercise-Folders folder to reveal the five directories used in the
exercises that follow.

—iBix
QLIJV| . vlocal...  FirEx.. ~ - k& I Search Fir-Exercise-... B2}
Organize *  Indudeinlbrary +  Sharewith v  Mew folder == - m @

=] Pictures ;I Name “ | Date modified | Type
E Videos
J Dev 9/5/2013 1:45PM File folder
=8 Computer | Home_Folders | 8/16/2013 11:53 AM  File folder
E‘E_'I Local Disk (C:) ] 9/5/2013 1:45PM File folder
. Filr-Exercise-Fol: | Mrktg 9/5/2013 1:45PM File folder
. inetpub | Sales 9/5/2013 1:45 PM File folder
. PerfLogs
. Program Files LI 4| | _,I

5 Continue with Setting Up the Home_Folders Share.

5.2 Setting Up the Home_Folders Share

¢ Section 5.2.1, “Configuring Home_Folders Share Permissions,” on page 19

¢ Section 5.2.2, “Configuring Home_Folders NTFS Permissions,” on page 23

5.2.1 Configuring Home_Folders Share Permissions

1 On the Windows server, click the Windows Explorer icon El';_’lJ.

2 Navigate to the Home_Folders folder that you downloaded and extracted in Section 5.1,
“Unzipping the Exercise Folders and Files,” on page 18.

W]
‘eOv | . =FilrEx... ~ Home_Fal... - m I Search Home_Folders @‘

Organize *  Indudeinlibrary +  Sharewith +  New folder == = m @

= & Local Disk (C:) A Name - Date modified |
= .. Filr-Exercise-Folc
. Dev This folder is empty.
‘ Home_Folders
LIS
. Mrktg J
| Sales
. inetpub
. PerfLogs

® 1 eroorampies 4] | [

3 Share Home Folders by doing the following:
3a Right-click the folder.
3b Click Properties.

Preparing Folders and Files 19



w

Open in new window

Share with »
Restore previous versions
Indude in library 3

Send to 3

Cut
Copy

Create shortout
Delete
Rename

Properties

3c Click the Sharing tab, then click Advanced Sharing.

I ome rolders Properties
General | Semntyl Previous Versions I Cuﬁomizel

r Metwork File and Folder Sharing

Home_Folders
\ 1 | Mot Shared

Metwark Path:
Mot Shared

~ Advanced Sharing

Set custom pemmissions, create multiple shares, and set other
advanced sharing options.

| '@Mvanced Sharing... I

K | Canced | ppy |

3d Select the Share this folder option, name the share Home_Folders$, then click Permissions.

As you probably know, the dollar sign ($) hides the folder from users browsing the
network.

Advanced Sharing |

Share this folder
— Settings
Share name:

I Home_Folderss

Add Remaye

Limit the number of simultaneous users to: 16777 =

Commenis:

Permissions I Caching |
CK I Cancel | Apply

20 Filr 1.1 Hands-on Guide for Windows



4 Configure group permissions by doing the following;:
4a Click Remove to remove access by the Everyone group.

M Permissions for Home_Folderss x|

Share Pemissions |

GI‘OUD ar User names:

Add... | Remave I
Deny

Allow

Pemizsions for Evernyone

Full Control O O
Change O O
Read O

Leam about access control and permissions

OK I Cancel Apply

4b Click Add.

N Permissions for Home_Folderss$ x|

Share Permissions I

Group or user names:
Mo groups or users have pemission to access this object. ﬂ
However, the owner of this object can assign pemissions.

I-]
Add... I Femowve I

Pemissions Allowy Dery
Full Control O O
Change O O
Read O a

Leam about access control and pemissions
0K | Canced | mppy |

4c In the Enter the object names to select field, type Domain Users, then click Check Names.

Preparing Folders and Files 21



Select Users, Computers, Service Accounts, or Groups ﬂﬂ

Select this object type:

IUs&rs. Groups, or Builtin security principals Object Types... |
From this location:

Iﬁlr—labJocaI Locations... |

Erter the object names to select (examples):

Domain Users Checlk Names

Advanced... | QK I Cancel

P
4d Click OK.
Select this object type:
IUsers. Groups, or Built4n security principals Object Types... |
From this location:

Iﬁlr—labJocaI Locations... |

Enter the object names to select (examples):
Domain Users Check Names

Advanced...l oK i Cancel |

P

4e Under Permissions for Domain Users, Allow full control, then click OK > OK.

M Permissions for Home_Folderss x|

Share Pemissions |

Group or user names:
£2, Domain Users (FILR-LAB\Domain Users)

Add | Remave |
Pemissions for Domain Users Allowe Deny
Full Control m|
Change O
Read O

Leam about access control and permissions

DKiCanc:ellPopplyl

4f Continue with Configuring Home_Folders NTFS Permissions.
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5.2.2

1 Configure file permissions by doing the following:

la Click the Security tab, then click Advanced.

" General I Sharing | Previous Versions I Customize I

Object name:  C:\Home_Feolders

(Group or user names:

N cREATO

52, 5YSTEM

52, Administrators (FILR-LABAdministrators)
517‘, Users (FILR-LAB"Users)

To change permissions, click Edit. Edit.__ |

Pemmissions for CREATOR
OWMNER Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write hd

x|

For special permissions or advanced settings, |
click Advanced. vane

Leam about access control and pemissions

Cloze I Carcze | Apply

1b Click Change Permissions.
. Advanced Security Settings for Home_Folders 5[

Permissions |ﬂ|.|diting | Owner | Effective Pemissions |

To view details of a permission entry, double-click the entry. To modify pemissions, click Change Pemissions.

Object name: C:\Home_Folders

Pemission entries:

Configuring Home_Folders NTFS Permissions

Type Name Permission

Allow SYSTEM Full control
Allowy Administrators (FILR-LAE"... Ful control
Allow Users (FILR-LABUsers) Read & execute
Allow Users (FILR-LABUsers) Special

Allow CREATOR OWMER Special

Change Pemissions... I

¥ [nclude intertable permissions from this object's parent

Managing pemission entries

Inherited From “oply To

Ch
Ch
Ch

This folder, subfolders and...
This folder, subfolders and...
This folder, subfolders and...
This folder and subfolders
Subfolders and files onty

ok | cancad | sl |

1c Deselect Include inheritable permissions from this object’s parent, then on the warning, click
Add.
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Permissions I

To view or edit details for a permission entry, select the entry and then dick Edit.

zl

EEea s Waming: If you proceed, inheritable parent pemissions will no longer
ate to this object.

Permission entries: !\ [HE s A

__' - Click Add to convert and add inherited parent pemmissions as explicit

Lype I — pemizsions on this object.
Allow SYSTEM
Allow Administrators - Click Remove to remove inherted parent permissions from this object.

Allow Users (FILR-LZ
Allow Users (FILR-LZ

Allow CREATOR. OW
Add I Remave Cancel

- Click Cancel if you do not want to medify inhertance settings at this time.

Add... Edit... | Remaye |

Indude inheritable permissions from this object's parent
™ Replace all child object permissions with inheritable permissions from this object

Managin: rmission eniries

QK | Cancel | Apply |

1d In the Permission entries list, Shift-click to select the two Users entries, then click Remouve.

Permission entries:

Type | Mame | Permission | Inherited From | Apply To |
Allow SYSTEM Full control <not inherited > This folder, subfolders a...

Full control <not inherited > This folder, subfolders a...
TI' fi |I|:Ier, subfuole

Allow

Users L

Allow CREATOR. OWNER Spedal <not inherited = Subfolders and files only

Add... | Edit... | Remaove I

le Click Add.

Permission entries:
Type | MName | Permission | Inherited From | Apply To |
Allow SYSTEM Full control <notinherited > This folder, subfolders a...
Allow Administrators (FILR-LA...  Full control <not inherited > This folder, subfolders a...
Allow CREATOR OWMNER Spedial <not inherited > Subfolders and files only

|| Add... I Edit... | Remave |

1f Type filrproxyuser, then click Check Names.
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Select this object type:

IUser, Group, or Builtin security principal Object Types... |

From this location:

Iﬁlr—lab.local Locations... |

Enter the object name to select (examples):

filrprosgyuser Check Names I
Advanced... | 0K I Cancel |

P
1g Click OK.

Select this object type:
IUser, Group, or Builtin security principal

From this location:
Iﬁlr—lab.local

Erter the object name to select (examples):
Filr P ser il

iirdab Jocal

Advanced... |

Object Types... |

Locations. ..

1h Allow full control, then click OK > OK > OK > Close.

‘ Permission Entry for Home_Folders |

-

Object |
MName: I roxyuser (filrproxyuser@firab.local) Change... |
Apply to: IThis folder, subfolders and files j
Permissions: Allow Deny
Full contral o =
Traverse folder | execute file a
List folder [ read data a
Read attributes a
Read extended attributes O
Create files [ write data O
Create folders [ append data O
\Write atiributes a
Write extended attributes o —
Delete subfolders and files a
Delete a

Clear Al |

Apply these permissions to objects and for
containers within this container only

o 1

Cancel |

2 Continue with Assigning Home Folders.
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5.3 Assigning Home Folders

1 In Administrative Tools > Active Directory Users and Computers, right-click A Black, then select

Properties.
=T
File Acton View Help
&= [ = = = E] = | <@ Gy G [
& M40 REd= HE |2 a5 Ta%
: Active Directory Users and Comput | Name | Type Descriptior
| Saved Queries m Copy
=i ﬁhlr-lgbillgcal §_) A Blue Add to a group...
5
LJ- HrEn & AGray Disable Account
| Computers [ ] A Green
= . L] Reset Password...
2 | Domain Controllers ] A Orang
| ForeignSecurityPrincipals EJ A Pink DmeE
~| Managed Service Accounts ‘“a') Open Home Page
5] testusers xa.) : EE"d Send Mail
7] Users o A Yelow
- 3_) Fir Proxe All Tasks >
KN I Mld i
| Delete
Rename
Properties
Help
2 Click the Profile tab.
Dialin I Enviranment I Sessions | Remote control
Remote Deskiop Services Profile I Personal Virual Desktop I COM= |
General I Mdr&ssl Account | Telephon&sl Organization I Member Cf
r~ User profile
Profile path: ||
Logon script: I
r~ Home folder
& Local path: I
" Connect: I j T I

oK | Caed | s | Hep |

3 Under Home folder, select Connect, then click the Connect drop-down list and select H:.
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Dialin I Environment I Sessions I Remate control
Remote Desktop Services Profile |  Personal Vitual Desktop | COM=
" General I Address I Account  Profile |Te|ephone5 I Organization | Member OF
r— User profile
Profile path: |
Logon script: I
r— Home folder
" Local path: I
% Connect: Z j To: I
D:
E:
F:
,:f( Cancel | Aoy | Hep |

4 For the first user, in the To field, type the full UNC path to the HOME_Folders share on your
Windows server, followed by %username%.

For example, the share path on the Windows server used for the development of this guide is
\\Win2008.filr-lab.local\Home Folders$\%username%.

Home folder
" Local path: I
{* Connect: IH: j Ta: |F.I0caI'\.Home_FoIdersS'\.%username%

5 Select the string and copy it to the clipboard by using Ctrl+C.
For the second and subsequent users, you can use Ctrl+V to paste the string into the To field.
6 Click OK.
7 Repeat from Step 1 for each of the following users:
¢ ABlue
¢ ARed
¢ A Yellow

8 After configuring the home folders indicated, verify that the home folders have been created by
accessing the Home_Folders folder in Windows Explorer.
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l Home_Folders

g( ;;v| .+ Computer - Local Disk (C:) - Filr-ExerciseFolders = Home_Folders

Organize *  Indudeinlibrary Sharewith +  New folder

:I MName « Date modified Type
=118 Computer
&L Local Disk (C2) ) ablack 6/17/2014 10:42AM  File folder
B} FirExerdse-Folc , ablue 6/17/2014 10:44 AM  File folder
| Dev J ared 6/17/2014 10:44 AM  File folder
. Home_Folders J ayellow 6/17/2014 10:44 AM  File folder

B Is

L] Mrktn

9 Continue with Setting Up the Other Hands-on Exercise Folders and Files.

5.4  Setting Up the Other Hands-on Exercise Folders and Files

¢ Section 5.4.1, “Creating Shares and Changing Share Permissions,” on page 28

¢ Section 5.4.2, “Changing the NTFS Permissions,” on page 33

5.4.1 Creating Shares and Changing Share Permissions

Table 5-1 lists the rest of the Filr exercise folder names and the users to assign full share permissions.

Table 5-1 Share Permission Assignments

Folder Name Users to Assign Full Share Permissions

Dev * ared

+ filrproxyuser
IS ¢ ablue

+ filrproxyuser
Mrktg + ayellow

+ filrproxyuser

Sales * ablack

+ filrproxyuser

Create shares and assign share access by doing the following for each folder listed.

1 In Windows Explorer, right-click one of the four folders in Table 5-1, starting with Dev, then click
Properties.

28 Filr 1.1 Hands-on Guide for Windows



. Filr Exercise Folders

=101 x|

‘@Ov| . = Local... ~Filr Exe... =

- m I Search Filr Exercise Fald. .. @‘

Organize * - Open Indudeinlibrary =  Sharewith ~ =» &= = E;l I@I
:I Mame ~ | Date modi
1M Computer
‘E_:: Local Disk (C:) @ Open m_l
. Filr Exercise FnIdJ 15 Qpen in new window 7/10/201:
) Mrk: 710201z
. ?—hme_FnIders Share with R 10/
| inetpub - Sale pestore previous versions 7/10/201%
. Perflogs Indude in library 3
| Proaram Files LI_I_4 LI
Send to *
Devy Date modified: 71
File folder Cut
Copy

Create shortout
Delete
Rename

Properties

2 Click the Sharing tab, then click Advanced Sharing.

n Dev Properties

" General | Semr'rtyl Previous Versions I Customize I

X

 Metworlk File and Folder Sharing
T Dev

ﬁ], Neot Shared

Metworl Path:

Mot Shared

 Advanced Sharing

advanced sharing options.

| @Mvanc&d Sharing... I

Set custom pemissions, create multiple shares, and set other

3 Select the Share this folder option, then click Permissions.
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Share this folder

~Settings

Share name;

I Dev

fdd | Remove |

Limit the number of simultaneous users to: 16777=
Comments:
Permissions Caching |

oK I Cancel | Apply

5I

QK Cancel Spply

4 Click Remove to remove access by the Everyone group.

N Permissions for Dev x|

Share Permissions |

GI’OLID Qr User Names:

|_

Add... | Remove |

5 Click Add.

Share Pemissions |

GI'CIIJD ar user names:

Mo groups or users have permission to access this object. ;I
However, the owner of this ohject can assign pemissions.
I

Add... Hemowve I

M rermissions for Dev
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6 In the Enter the object names to select field, type the users listed in the second column of Table 5-1
on page 28, separated by a semicolon.

For example, for the Dev folder, type ared; filrproxyuser, then click Check Names to validate
your entries.

Select Users, Computers, Service Accounts, or Groups

Select this object type:
IUsers. Groups, or Buitt-in securty principals Ohbject Types. ..

From this location:
Iﬁlr—lab.lncal Locations...

i

Enterthe object names to select (examples):

ared filrproognuser Check Mames

Advanced... | QK I Cancel

P
7 Click OK.
Select this object type:

Il._lsers. Groups, or Builtin security principals Object Types... |

From this location:

Iﬁlr—lab.local Locations... |

Enterthe object names to select (examples):
A Red {ared&ilrdab Jocal); Fir Proxyuser filproguser=irdab Jocal) Check Mames |

Advanced... | QK Cancel |

i

8 With Filr Proxyuser selected, under Permissions for Filr Proxyuser > Full Control, select Allow.
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Share Permissions |

GI’OLID Qr User Nnames:

2. A Red {ared@filrdab Jocal)
il Filr Proocyuser filrprosgyuser@ilr-ab local)

Add... | Remove |
Pemissions for Filr Prosyuser Alow Deny
Full Cortrol [ O
Change a
O

Read

Leam about access control and permissions

ok | Canced | sopy

9 Select the other user and assign it Full Control as well.

5I

Share Permissions |

GI’OIJD ar uUser Names:

2.|A Red fared@fiirfab Jocal)
3, Filr Proccyuser filmprosayuser@filrdab local)

Add | Remove |
Permissions for A Red Alow Deny
Full Control O
Change a
Fead a

Leam about access control and permissions

QK I Cancel Apply

10 Click OK > OK > Close.
11 Right-click the next folder (skipping Home_Folders), then repeat from Step 1 until all of the

folders have been shared and secured.
12 Continue with Changing the NTFS Permissions.
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5.4.2

Changing the NTFS Permissions

Table 5-2 lists the Filr exercise folder names and the users to assign full NTFS permissions.

Table 5-2 NTFS Permission Assignments

Folder Name

Users to Assign Full NTFS Permissions

Filr Exercise Folders

Dev ared

IS ablue
Mrktg ayellow
Sales ablack

filrproxyuser

Adjust NTFS permissions to the Filr_Exercise_Folders folder by doing the following:

1 In Windows Explorer, right-click Filr_Exercise_Folders and select Properties.

A& Local Disk (C)

=101 x|

O ) E -com. -toin..-

* (&3 I Search L...

l

Organize * - Open = 2 = [l @
=] Pictures 2l Name - | Date modifiec
B videos _

Open
"M Computer Jinet  Openin new window
"E_::, Local Disk (C:) [ Per’ share with 3
| FilrExercise-Folc , Prov Restore previous wersions
L 5
| Devy ' Pro Indude in library
| Home_Folders Jse Sendto *
LIS W
. Win Cut
. Mrktg .
1 eir. Copy
| Sales ;I 4|
_ _ Create shortout
' Filr-Exercise-Folders Delete
File folder Rename

Properties |

2 Click the Security tab, then click Advanced.
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E
"General I Sharing | Previous Versions I Customize I

Object name:  C:\Filr Exercize Folders

I:3I‘(.'IIJ|3| ar user names:

TACREATOR OWN

82 5YSTEM

2, Administrators (FILR-LAB\Administrators)
!??J Users (FILR-LAB"|sers)

To change pemissions, click Edit. Edit... |

Permizssions for CREATOR
OWNER Allow Deny

Full contral 1=
Modify

Read & execute

List folder contents

Read

Write hd

For special permissions or advanced settings,
click Advanced.

Leam about access control and permissions

ok | caned | oo |

3 Click Change Permissions.

l Advanced Security Settings for Filr Exercise Folders
Permissions |A|.|d'rting | Owner | Effective Pemissions |
To view details of a permission entry, double-click the entry. To modify permissions, click Change Permissions.
Object name: C:\Filr Exercise Folders

Pemission entries:

Type Name Permission Inherited From oply To
Alow SYSTEM Full contral CA

Allow Administrators (FILR-LAB... Full control
Allow Users (FILR-LAB"|sers) Read & execute
Allow Users (FILR-LAB"Users) Special

Allow CREATOR OWNER Special

This folder, subfolders and...
This folder, subfolders and...
This folder, subfolders and. ..
This folder and subfolders
Subfolders and files only

QoOon

Change Permissions... I

¥ [nclude inhertable pemissions fram this object's parent

Managing permission entries

ok | ceesl | bol

4 Deselect Include inheritable permissions from this object’s parent, then click Add.
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I} Advanced Security Settings for Filr Exe x|
Permissions |
x

Lok = L FE 3 22 S0 AT Waming: if you proceed, inhertable parent permissions will no longer

propagate to this object.
Object name: C:'\Filr Exerc l i
T - Click Add to convert and add inherted parent pemissions as explicit

Permission entries: permigsions on this object.

Type | MName - Click Remowve to remove inherted parent pemissions from this object.

Allow SYSTEM

Allow Administrators (F: - Click Cancel if you do not want to modify inhertance settings at this time.

Allow Users (FILR-LABY

Allow Users (FILR-LABY i i Sienlic s

Allowy CREATOR. OWMEL = =y eI ST TE e T

Add... Edit... Remoye

Include inheritable permissions from this object's parent

[ Replace all child object permissions with inheritable permissions from this object

Managing permission entries

OK. Cancel Apply

5 In the Permission entries list, select the Users entries, then click Remouve.

l Advanced Security Settings for Filr Exercise Folders ﬂ

Permissions |

To view or edit details for & permission entry, select the entry and then dick Edit.

Object name: C:\Filr Exercise Folders

Permission entries:

Type | Mame | Permission | Inherited From | Apply To |
Allow SYSTEM Full contral <not inherited = This folder, subfolders a...

Allow Administrators (FILRLA...  Full control <not inherited = This folder, subfolders a...
) inherited

Spedial i i er and subfolders
Allow CREATOR OWNER. Spedal <not inherited = Subfolders and files only

Add... Edit. .. | Remave |

™ Indude inheritable permissions from this object’s parent

[ Replace all child object permissions with inheritable permissions from this object

Managing permission entries

oK I Cancel Apply

6 Click Add.
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. Advanced Security Settings for Filr Exercise Folders

Permissions |

To view or edit details for a permission entry, select the entry and then dick Edit.

Object name: C:'\Filr Exercise Folders

Permission entries:

Type Mame Permission Inherited From
SYSTEM Full control <not inherited =
Allow Administrators (FILR1A...  Full control <not inherited =
Allow CREATOR OWMER Special <not inherited =
Add... Edit... Remove

[™ Indude inheritable permissions from this object's parent

[ Replace all child object permissions with inheritable permissions from this object

Managing permission enfries

Apply To

This folder, subfolders a...
This folder, subfolders a...
Subfolders and files only

o]

Cancel Anply,

7 Type filrproxyuser, then click Check Names.

Select User, Computer, Service Account, or Group d |

Select this object type:
IUser, Group, or Builtin securty principal

Object Types...

From this location:
Iﬂlr—lab.local

Locations...

Enter the object name to select (examples):
filrproxyuser

Check Names

i3

Advanced... | oK I Cancel

8 Click OK.

Select User, Computer, Service Account, or Group

Select this object type:
IUser. Group, or Builtin securty principal

Object Types. ..

From this location:
Iﬂlr—lab.local

Locations...

Enter the object name to select (examples):
Filr P ser ffil

ilrab local Check Mames

P

Advanced... |
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9 Allow full control, then click OK > OK > OK > OK.

l Permission Entry for Filr Exercise Folders x|

-

Object |
Mame: I roxyuser (firproxyuser @filr-4ab.local) Change... |
Apply to: IThis folder, subfolders and files j
Permissions: Allow Deny
Full control o =
Traverse folder [ execute file a
List folder / read data O
Read attributes O
Read extended attributes a
Create files [ write data O
Create folders [ append data O
Write attributes a
Wirite extended attributes O =
Delete subfolders and files O
Delete O

r Apply these permissions to objects andfor Clear all |

containers within this container only

Managing permissions

oK I Cancel |

10 Double-click Filr-Exercise-Folders.

i
|@<_)v£ - Comp... - LlocalD... = » &3 | searchL...

Organize = o Open » ==~ [ @
= Pictures ﬂ Name = | Date modifiec ™
B videos

. Filr-Exerdse-Folders
M Computer J inetpub 7242013 1:
19_3 Local Disk (C:) | Perflogs 7/13/2009 9:
| FilrExercise-Folc . Program Files 7242013 1:
| Dev | Program Files (x86) 7/24/2013 1:
i Home_Folders | Users 7/24/2013 1;
) 15
Windows 7/24/2013 1:—
| Mrktg 124/

Fir-Exercise-Folders
File folder

1l Eilr EvarcicaEaldarean  2MEMN1T 20t
| Gales 'I 4| I »

11 Right-click the Dev folder listed in the right frame, then select Properties.
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12

Open
Open in new window

Share with 4
Restore previous versions
Indude in library 4

Send to 4

Cut
Copy

Create shortout
Delete
Rename

7/10/2013 9:34 AM

| Mrk: 7/10/2013 9:34 AM
. Sale 7/10/2013 9:34 AM

Click the Security tab, then click Edit.

General I Sharing M| Previous Versions I Customize I

Object name:  C:\Filr Bxercise Folders'Dev

IGI'()LID ar User names:

T1CREATOR OWNER

82 SYSTEM

;, Filr Proceyuser filproxyuser@filrdab local)
2, Admiristrators (FILR-LAB"Administrators)

To change pemissions, click Edit.

Pemmissions for CREATOR
OWNER Allow Derry

Full control 1=
Modify

Read & execute

List folder contents

Read pe
Write hd

For special pemmissions or advanced settings, Ad = |
click Advanced. e

Leam about access control and permissions

X

ok | caned | sp

13 Click Add.
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5I
Security |
Object name:  C:\Filr Exercise Folders’\Dev

GI’OIJD Qr User Names:

TV CREATOR OWNER

Q?J SYSTEM

3, Filr Proxyuser filrprosyuser@filrdab local)
82, Administrators (FILR-LAB\Administrators)

Add... I Remove |

Permissions for CREATOR
OWNER Allow

Full control a
Modify a
Fead & execute a
O
O

| »

List folder contents
Read

ooooo|s

Leam about access control and pemissions

ok | cance | iy |

14 Referring to Table 5-2 on page 33, type the user (object name) to assign full permissions to the
directory (ared is for Dev), then click Check Names.

Select Users, Computers, Service Accounts, or Groups

Select this object type:
IUsers, Groups, or Buitt4n securty principals Cbject Types...

From this location:
Iﬁlr—lab.local Locations...

Enter the object names to select (examples):
ared| Check Names

FiE,

Advanced... | 0K I Cancel

4
15 Click OK.
Select this object type:
IUsers. Groups, or Built-in securty principals Object Types. .

From this location:
Iﬁlr—lab.local Locations...

Erter the object names to select (eamples):
A Bed (ared&filrab Jocal Check Names

FEb

Advanced... | 0K i Cancel |
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16 Allow full control, then click OK > OK.

b rermssionsforpey T
Security |
Object name:  C:\Filr Exercise Folders‘\Dev

GI‘OLID ar User Nnames:

L A Red {ared@filr-ab local)

2 CREATOR OWNER

52 SYSTEM

;4, Filr Proogyuser filrproxguser@ilr-ab local)
2, Administrators (FILR-LABAdministrators)

Add... | Remove |
Permissions for A Red Alow Deny
Full control o =
Madify O
Read & exscute a
List folder contents O =
Read o .

Leam about access control and permissions

0K i Cancel | Apply |

17 Right-click the next folder name listed in Table 5-2 on page 33, click Properties, then repeat from
Step 12 on page 38 until full rights have been assigned as indicated in the table.

When all of the folders have been assigned, continue with Chapter 6, “Deploying and
Configuring the Filr Appliance,” on page 41.

40 Filr 1.1 Hands-on Guide for Windows



Deploying and Configuring the Filr
Appliance

¢ Section 6.1, “If You Are Evaluating Filr on NODS,” on page 41
¢ Section 6.2, “If You Are Evaluating Filr on Your Own Network,” on page 41

6.1 If You Are Evaluating Filr on NODS

Start the pre-configured virtual appliances on Novell Online Demonstration System (NODS) as
follows:
1 Click the win2008 tab and power it on.
This is the Windows AD server and provides DNS services for the exercises.

2 When the Windows server is running, log in as user Administrator with password
novellfilr.

3 Click the win7-win tab and power on the exercise workstation VM.
4 Log in as user admin with password novellfilr.
5 Click the filr-win VM and power it on.

The Filr appliance is automatically configured with settings found in two files in the
filr win h-o-autoinst.iso image file:

¢ vaauto.conf: Sets the passwords, network configuration, disk assignments, and so on.

¢ appliance.conf: Configures the appliance as an all-in-one, “small deployment” installation,
and sets up communications between the Filr and MySQL servers running in the appliance.

For more information on automatically installing Filr appliances, see “Installing Filr in Silent
Mode” in the Novell Filr 1.1 Installation and Configuration Guide.

6 When the filr-win login: terminal prompt displays on the Filr console, continue with
Chapter 7, “Administering Filr,” on page 49.

6.2 If You Are Evaluating Filr on Your Own Network

¢ Section 6.2.1, “Deploying Filr on Your Network,” on page 41
¢ Section 6.2.2, “Configuring the Filr Appliance,” on page 45

6.2.1 Deploying Filr on Your Network

IMPORTANT: The instructions in this section assume that Filr is being deployed on a VMware
server.
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If you are deploying Filr on Hyper-V, follow the instructions in “Hyper-V Configuration” in the
Nowell Filr 1.1 Installation and Configuration Guide to the point that you power on the appliance. Then
resume these instructions at Step 6 on page 43.

If you are deploying Filr on Xen, follow the instructions in “Xen Configuration” in the Novell Filr 1.1
Installation and Configuration Guide to the point that you power on the appliance. Then resume these
instructions at Step 6 on page 43.

1 On a workstation with the vSphere client installed, extract the Filr.x86_64-version.ovf.zip
file that you downloaded in Chapter 3, “Downloading Filr Software,” on page 11 until you have
a folder containing three files with .mf, .ovf, and .vimmdk extensions.

-

Mame

| Filrx86_64-version.mf
\#4 Filr.xB6_64-version.ovf
% Filr.x86_64-version-diskl.vmdk

2 Using the vSphere client, attach to your VMware ESX server, then click File > Deploy OVF
Template.

(&) 192.168.1.50 - vSphere Client

File | Edit View Inventory Adminis]

Mew »

Deploy OVF Template...

Export

Bomort b

-

3 Browse to and open the Filr .ovf file, then proceed through the various dialogs as you normally
would until the virtual machine is deployed.

(&) 3% Deploying Novell Filr = P

Deploying Movell Fir

Deploying disk 1 of 1 from C:\Filr
VMs"Filr-0.0.459Filr 86 _64-0.0.459-disk 1. vmdk

l Cancel

2 minutes and 39 seconds remaining

4 Edit the virtual machine settings and add a 20 GB hard disk.
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—Capadty
Disk Size: IGB vl

— Disk Provisioning

[~ Allocate and commit space on demand (Thin Provisioning)

[ Support dustering features such as Fault Tolerance

—Location

& Store with the virtual machine

" Spedfy a datastore:

o oo ] _coe |

5 Repeat Step 4 and add a second 20 GB hard disk.
6 After the hard disks have been added, click Power on the virtual machine.

el Bl el Summary | Resource Allocation | Performance | Even

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines.

Basic Tasks

||} Power on the virtual machine

£ Edit virtual machine settings

7 After the appliance starts, accept the license agreement.
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@ Novell Filr Appliance Licens

[Engiish

manner prohibited by the United El_’at;! par
applicable exporn laws, r!ﬂrininnsnr'm;ﬂlaﬁﬁ

21, You have the rights expressly set forth in-
other, &ll fights in and te the Font Slufﬁua'r!, i

rights, are reserved under the copyright laws o
a tt:h_!r.juris_di:ti:ns..ﬂll ri'ghfﬁ'[mf\r!ﬂ__.

Accept

8 Complete the initial configuration settings, substituting the IP address and other settings that
you identified in Chapter 2, “Hands-on System Requirements,” on page 9 for the Filr appliance
on your network.

IMPORTANT: Ensure that the Time Zone settings match the settings of your Windows
environment.

For example, the following screen shows the IP addresses and the other information that was
used for the Filr appliance that was deployed in a private network when this guide was
developed.
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Root Passwerd: Confirm Rooat Password:
novellfilr novellfilr l

admin Pasavord: Confirm Vaadmin Passvord:

novellfilr [novellfilr] ]
Hestname je.g. serverdemain.com):

' |
1P Address je.g. 10.0.0.1):

- |

Netwoik Mask (e.g. 255.255.255.0):

l
Gateway (e.g. 10.0.0.2):

l
DNS Server (e.g. 10.0.0.3): Alternate DNS Server (e.g. 10.0.0.3):
[isz1501200) ) 1
NTP Server's (e.g. time.domain.com):

Region: Time Zone:

[usAl i ] |[Mountain {Denver) - ]|

s

9 Proceed through the screens, accepting the defaults, until the configuration process completes.

The =ystem is ready for appliance configuration.

To configure the appliance:
1. At your management workstation, open a browser and enter one of the following URLs:

https:s-filr.filr-lab.local:9443
https:--192.168.1.110:9443

. Log in as vaadmin with the password that you set.

IMPORTANT: Do not use the terminal prompt before consulting the documentation.
Appliance administration requires appliance-specific tools.
Using standard tools can result in service disruption or failure.

filr login: _

10 Continue with Configuring the Filr Appliance.

6.2.2 Configuring the Filr Appliance

1 In your management browser, enter the following URL: https://Filr-appliance-IP-
address:9443.

2 Click through the security warnings and accept the certificate if needed.

3 Log in with Username: vaadmin and the password you set in Step 8 on page 44.

Deploying and Configuring the Filr Appliance
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L)

Novells
lovell Filr Appliance

M

AL

Username

vaadmin

Pa ord
password

4 Click the Novell Appliance Configuration icon.

—

5 Ensure that Small Deployment is selected, then click Next.

@ Small Deplayment

6 Specify and confirm novellfilr as the root password.
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Set the MySQL adminisirator password on the database.

User Name: root

7
User Password: | NOV3Iifilr

Confirm Password: | NOv3IIfi'r

7 Click Finish.

Default Locale

Select the primary language of the Filr server.

Default Locale: English (United States) -

Previous

8 Skip to Chapter 7, “Administering Filr,” on page 49.
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1.1

Administering Filr

The Filr administration exercises covered in this section are summarized in the following graphic.

Windows Server
Virtual Machine

1. Secure LDAP Communication

Filr
Virtual Appliance

|
2. Sychronize Active Directory Users == @ —‘t AD Users

3. Set Up Personal Storage = I — ‘ Home Folders
4. Set Up Net Folders s —_— ‘ Share Name
5.Set Up Sharing (155 Shared with Me =— {2,

»

o
Filr Users mp-
@ My FileS mmp (.-.
m NetFolder —y '

~/Shared by Me =»

NOTE: If you want the ability to repeat the exercises that follow, consider taking a snapshot of the
Filr VMs before you begin. That way you can always restore the VMs to their original states without

risking ripple effects from previous steps that you have completed.

This section guides you through the following tasks:

¢ Section 7.1, “Securing LDAP Communications between Filr and Active Directory,” on page 49

¢ Section 7.2, “Synchronizing LDAP Users,” on page 57

¢ Section 7.3, “Setting Up Users’ My Files Folders,” on page 65
¢ Section 7.4, “Enabling Sharing,” on page 66

¢ Section 7.5, “Setting Up Net Folders,” on page 68

¢ Section 7.6, “Setting Guest Access,” on page 79

¢ Section 7.7, “Allowing the Desktop Application to Be Deployed,” on page 80

¢ Section 7.8, “(Optional) Setting Up Email Communication with the Filr VM,” on page 81

Securing LDAP Communications between Filr and Active

Directory

IMPORTANT: On NODS, all administrative passwords are novellfilr.

1 Generate a self-signed certificate for Active Directory.

la On the Windows server, click Start > Run, then enter mmc.
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CIENE——— x|

= Type the name of a proegram, folder, document, or Internet
resource, and Windows will epen it for you.

Open: I j

'@' This task will be created with administrative privileges.

| 0K I Cancel Browse... |

1b In MMC, type Ctrl+M.

1c Inthe Add or Remove Snap-ins dialog, select the Internet Information Services (1IS) Manager
snap-in.

If the snap-in is not installed on your Windows server, install it.
1d With IIS selected, click Add, then click OK.

Add or Remove Snap-ins =

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | Vendor |:| [l console Root Edit Extensions... |
| Folder Microsoft Cor... (5 internet Information Services (
_§£Group Policy Manag... Microsoft Cor... HEmovE |

_E_J' Group Policy Manag... Microsoft Cor...

\=[ Group Policy Object ... Microsaft Car... Mawve Lp |
= Group Policy Starter ... Microsoft Cor...
Microsoft Cor... Mawe Down |
':,- IP Security Monitor Microsoft Cor...
@ IP Security Policy Ma... Microsoft Cor...
| Remote Desktop Ser.., Microsoft Cor...
GRRemote Desktop Ses... Microsoft Cor... LI J I I _'I Adyanced... |
0K | Cancel |

le In the left frame, click Internet Information Services, then click a Windows server that Filr can
connect to for synchronizing the test users that you created in Chapter 4, “Creating Test
Users,” on page 13.

| Consale Root @ — €,
- WWIN2003
ﬁ Internet Information S L2 4 d

1f In the Filter list, scroll down to Server Certificates and double-click the icon.
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Filter: -

¥ = H

Qutput Reqguest
Caching Filtering
£
XLy
Server Waorker
Certificates Processes

|

1g Inthe Actions list (on the right), click Create Self-Signed Certificate.

Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate. ..

| Create Self-Signed Certificate. .. |

1h Name the certificate with a name you can remember, such as the server name, then click
OK.

Create Self-Signed Certificate 21 x|

Specify Friendly Name

Spedfy a file name for the certificate request. This information can be sent to a certificate authority
for signing:

Spedfy a friendly name for the certificate:

|wir12[]08

I oK I Cancel

1i Type Ctrl+M, select the Certificates plug-in, then click Add.

Available snap-ins:

Snap-n | Vendaor | -
%Acﬁve Directory Do...  Microsoft Cor...
ﬁﬂncﬁve Directory Site... Microsoft Caor...
] Active Directory Use... Microsoft Cor...

1 ActiveX Control Microsoft Cor...

[ ADSI Edit Microsoft Cor...

[Td authorization Manager  Microsoft Car...
Microsoft Cor...

gi_.‘ DNS Microsoft Cor...

{3l Event Viewer Microsoft Cor... j

1j Select Computer account, then click Next.
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Certificates snap-in x|

This snap-4n will always manage certificates for:
™ My user account
" Service account

< Back Next = Cancel

1k Click Finish.
Select Computer x|

Select the computer you want this snap-n to manage.

This snap4n will always manage:

¥ Local computer: fthe computer this console is running on)

™ Another computer: I Browse... |

[~ Allow the selected computer to be changed when launching from the command line. This

only applies if you save the console.
<Back [ Fnsh |  Cancel |

1l In the Snap-ins dialog, click OK.
If you get a plug-in error, click Cancel.

1m In MMC, expand the Certificates plug-in, expand Personal, then click Certificates.

Consolel - [Console Root\Certificates (Local Computer)\Pe al\Ce 1ol =i
File Action View Favorites Window Help |_|— 5| x|
@ | 2molle | i
| Console Root Issued To ~ | Actions

e o TP

= ﬂ-;ij Certificates (Local Com
= ﬂPersonal More Actions »
Bl Certificates a -
| Trusted Root Certi Win2008.filr-lab.local il
__| Enterprise Trust Mare Actions b

| Intermediate Certi
| Trusted Publishers
| Untrusted Certifica
| Third-Party Root C
| Trusted People

| Certificate Enralime
| Smart Card Truste:

|;I_I L ECE ;|I |

HEHHEHEBHBBA

1n Right-click the certificate you created, select All Tasks, then click Export....
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= Consolel - [Console Root\Certificates (Local Computer) -0l =l

|Con13ins actions that can be performed on the item. | |

1o In the Certificate Export wizard, click Next.

File  Acton View Favorites Window Help | - ||5I |5|
e |5 &5 XE = -
"1 Console Root 4| | IssuedTo = | Actions
N Internet Informatio .
. Certificates -
= @ Certificates (Local C Open
= [ Pgrsonal alTa ¥ open
| Certificates —
7| Trusted Root Ci Cut Request Certificate with New Key...
| Enterprise Trus: Copy Renew Certificate with New Key...
| Intermediate Ce Delete " Brivate Ke
| Trusted Publish: —— anage Friva i Y5
2| Untrusted Certi Properties Advanced Operations 3
| Third-Party Roc Help [Export... |
M [ Trosted Pennle
i i i o]

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

lists and certificate revocation lists from a certificate

; tore to disk.
'-_;._.:1/ store to your di

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

pr I This wizard helps you copy certificates, certificate trust
'\I —--

To continue, dick Mext,

X

= Back I Mext = i Cancel |

1p Ensure that No, do not export the private key is selected, then click Next.

Certificate Export Wizard

Export Private Key
‘You can choose to export the private key with the certificate.

x|

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

" Yes, export the private key

' No, do not export the private key

< Back I Next = i Cancel

1q Ensure that DER encoded binary is selected, then click Next.
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Certificate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

|# DER encoded binary X.509 (.CER)|

" Base-64 encoded ¥, 509 {.CER)
~ Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

™| Include &l certificates in bhe certification pathif possible

< Back I MNext = I Cancel

1r Name the certificate, then click Next.

Certificate Export Wizard |

File to Export
Spedfy the name of the file you want to export

File name:

IwindowsEUUS-cert Browse... |
< Back I Mext = I Cancel |

1s Click Finish > OK.

Certificate Export Wizard |

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export

|
=l
\-ﬂ_ %_: wizard,

C—-:;];’I You have spedfied the following settings:
Export Keys Mo
Indude all certificates in the certification path Mo
File Format DER. En
L« | L |

< Back I Finish I Cancel |

By default, the certificate is saved in C:\Users\ Your-User-Name.
On NODS, the directory is C:\Users\Administrator.

2 On the Windows server, open a browser and import the server’s certificate into the Filr
appliance’s Java Keystore:

2a In the Windows server browser, launch the Filr Console through the following URL:
https://Appliance IP Address:9443

For example, on NODS this is
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https://172.17.2.112:9443

2b Click through all of the security warnings, add certificates, etc., here and later, and verify

that you want to access the server.

2c¢ Log in as vaadmin with the password novellfilr.

@

Novell Filr Appliance
Administration

vaadmin

novellfilr

Login

2d Click the Appliance System Configuration icon.

8

T

If you have accessed the console previously, you might need to click the Home link in the

upper-right corner to see the icon.

2e Click the Digital Certificates icon.

R

Digital Certificates

2f Click File > Import > Trusted Certificate.
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2g Browse to the certificate file that you saved in Step 1s on page 54, then click Open.

2h

2i

Certificates in the Selected Key Store

Key Store:| JVM Certificates

¥ Manages cerf]

Edit = Reload
Mew Certificate (Key Pair) ‘ Cwner
[ oo '
Key Pair

Certification Regquest

a

Organize *  Mew folder = ~ O |@|
3 Documents ;I Mame = | Date modified | Type :I
J'- Music

i & Downloads 6/11/2014 421 PM File folder
(&= Pictures
E videos i+ Favarites 6/11/2014 4:21PM File folder
P Links 6/11/2014 4:21PM File folder
1M Computer | My Documents 6/11/2014 421 PM File folder
i Local Disk (C2) J My Music 6/11/2014 4:21PM  File folder
¢ Filr-Exerdse-Folc 2| My Pictures 6/11/20144:21PM  File folder
) inetpub
P g My Videos 6/11/2014 4:21PM File folder
| PerfLogs ]
| Program Files i Saved Games 6/11/2014 .21 FPM File folder
| Program Files {x L Searches 6/11/2014 421 PM File folder
Users Security ']

4. Administrator | | 4]

File name: IwindowsEﬂUS—cert

=] |auFites

Open I

Cancel |

Click OK > OK.

Import Trusted Certificate *
Certificate File: C:\Users\Administrator\windov | Browse...
Alias: windows2008-cert

Click Close.

[ Close ]

2j Click Reboot > OK > OK.
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1.2

Reboot

Shutdown

2k Close the browser on the Windows server.

As soon as the Filr appliance restarts, both the Windows server and Filr are prepared for the exercises

in Section 7.2, “Synchronizing LDAP Users,” on page 57.

Synchronizing LDAP Users

In Section 4, “Creating Test Users,” on page 13, you populated Active Directory with the users shown

in Figure 7-1. (For NODS, the users already exist on the Win2008 server.)

Figure 7-1 Users Created for the Filr Exercises

Mame

Type =

Description

2, A Black

_a_; A Blue

_a_, A Gray

_;_, A Green

_a_, A Orange

2, 4 Pink

2, ARed

_a_, A Yellow

_a_, Filr Proscyuser

User
User
User
User
User
User
User
User
User

You import AD users to Filr by setting up LDAP synchronization with Active Directory.

1 Ensure that the Filr appliance VM has restarted.

2 Open a browser on your exercise workstation (the win7-win VMm on NODS) and access Filr
through the following URL:

https://Appliance IP Address:8443
For example, on NODS this is
https://172.17.2.112:8443

3 If prompted, accept and trust the certificate.

4 Sign in as User: admin with Password: admin.
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[C] Sign in using OpenID

User ID: ‘ ‘
Password: ‘ ‘

Forgot your password?

1 ) ol
Signin
= -

5 When prompted, change the password to novellfilr.

Change Password

You are currently using the default password. For security
reasons, you should change your password.

Current password:

Mew password:

Confirm new password:

L

OK ] Cancel
Fl

6 Click admin (upper right), then select Administration Console.

admin

2 Administration Console

View Profile
Personal Preferences

Help

Sign out

7 In the left navigation panel under System, click LDAP.
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System

Share Settings
Web Application
Desktop Application
Maobile Applications

Email

Blomas Mamnlatinn Qatting

8 Click Add.

I:;PLDﬁP Servers

Add Delete

Server URL

LDAP Configuration

Us:i

an

9 Ensure that the Server Information tab is selected.

LDAP Server Configuration

|Sewer Informationl

Users Groups

10 Enter the information to connect Filr with your Windows server.

Field Name

Value to Enter

LDAP Server URL

User DN

Password

Directory Type

ldaps://windows-server-IP-address
On NODS this is
ldaps://172.17.2.117 0or 1daps://win2008.filr-lab.local

IMPORTANT: This is the distinguished name of an Active Directory user
who has sufficient rights to access the information for the test users that
you created in Chapter 4, “Creating Test Users,” on page 13. For example,
it could be the user name that you used for that task.

TIP: If you aren’t certain of the syntax, open a terminal prompt on the
server and enter the dsquery user command.

On NODS this is:

cn=Administrator, cn=users,dc=filr-1lab,dc=1local.
The password of the user above

On NODS thisis novellfilr.

Active Directory
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Field Name Value to Enter

LDAP Unique Identifier objectGUID

LDAP Attribute for Filr sAMAccountName

For example, the NODS LDAP server information is reflected in the following screen shot.

LDAP Server Configuration

Server Information Users Groups

The LDAP server URL format is Idap:fhostport For example: Idap:flocalhost389

LDAP server URL: (1daps:172.17.2117 | ‘

User DN: |[cn=~dministrator, cn=users,dc=filr-lab,dc=local | ‘

Password: | novellfilr ‘

Enter the LDAP attrioute that uniquely identifies a user.
Guid attribute: objectGUID -

Select the LDAP attribute whose value will be used as the Filr account name

Filr account name attribute: sAMAccountMame -

Enter the mappings from the internal identifiers to the LDAP attribute names ofthe user record. Use the
following syntax: internallD=ldapAttributeMame

firscName=gn
emailfddress=mail
lastName=sn
description=description
phone=telephoneMunber
lastHame=surname
firsctName=givenlame

EDET

11 Select the Users tab, then click Add.
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LDAP Server Configuration

Server Information Users Groups

| Add || Delete |
Base DN User Filter

Please add search criteria by pressing "Add’.

M 4 00cf0 *» M

12 Click the LDAP browse icon.

LDAP Search

Base DN: B2

(] (objectClass=Person) (objectClass=orgPerson)
{objectClass=inet0rgPerson))
Filter:

Search subtree

Home-Directory Net Folder Configuration
Select the method that will be used to create a user's home-directory net folder.

) Use the fallowing custom criteria

Met Folder Server:  ~ | Mew Net Folder Server |

Relative path: [ l

@ Use the LDAP home directory attribute
) Use the specified LDAP attribute

Attribute name: l ]

) Don't create a home directory net folder

13 Browse to testusers and select it.
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LDAP Browser

v P Tree
» == Builtin
¥ *= Computers

» *= Domain Controllers

¥ °= ForeignSecuntyPrincipals
» *= Managed Service Accounts
» *E= Program Data

» *= System
> esusrs |
» *= Users

14 Click OK.

LDAP Search

Base DM: | ou=testusers dc=filr-lab.dc=local o

(&(!(objectClass=computer) ) (| {(ocbjectClass=Person)
(objectClass=orgPerson) (objectClass=inetlrgPerson) ) )
Filter:

[T] Search subtree

Home-Directory Net Folder Configuration
Select the method that will be used to create a user's home-directory net folder
) Use the following custom criteria

Met Folder Server: A MNew MNet Folder Server

Relative path: |

@ Use the LDAP home directary attribute
) Use the specified LDAP attribute

Attribute name: ‘

©) Don't create a home directary net folder

The testusers container is added, so click OK.
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LDAP Server Configuration

Sermver Information Users Groups

Add Delete

Base DN User Filter

I O  ou=testusers.dc=fir-lab,dc=local

(&(!/{objectClass=computer)){|(objectClass=Person)... I

44 110f1 > ¥

15 Select the Synchronization Schedule tab, then select the following options:
¢ Enable Schedule
¢ Every Day
¢ Repeat Every 0.25 Hours

LDAP Configuration

LDAP Servers  User Settings  Group Settings

Synchronization Schedule

[} [Enable schedule

@ Every day
) On selected days

B B B B B B B
Sun Mon Tue Wed Thu Fri  Sat

DA 12 w2 15 = GMT

@ |Repeat every ht}urs

Local User Accounts

o

Cancel

16 Click the LDAP Servers tab, click the Sync All button, then click OK to save the configuration.

LDAP Configuration
LDAP Servers User Settings G
Add Delete Preview

Server [IB]

llsgr

The LDAP configuration has been modified and must be saved before starting the sync.

Do you want to save the configuration?

|[ oK ]H Cancel

The nine users in the testusers container are added.
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LDAP Sync Results

Sync status: Completed (June 20, 2014 6:38:04 PM GMT)

Added users: 9 Added groups: 0
Maodified users: 0 Madified groups: 0
Deleted users: 0 Deleted groups: 0
Disabled users: 0

&) Fiter List °

Name Type Action
ablack (cn=a black,ou=testusers de=filr-lab,dc=local) User Added
ayellow (cn=a yellow,ou=testusers dc=filr-lab dc=local) User Added
ared (cn=a red,ou=testusers,dc=filr-lab dc=local) User Added
apink (cn=a pink,ou=testusers dc=filr-lab,dc=local) User Added
ablue (cn=a blue ou=testusers,dc=filr-lab dc=local) User Added

filrproxyuser (cn=filrproxyuser,ou=testusers de=filr-lab, dc=local}) User Added

aarange (cn=a orange ou=testusers,dc=filr-lab dc=local} User Added
agray (cn=a gray,ou=testusers dc=filr-lab,dc=local) User Added
agreen (cn=a green,ou=testusers,dc=filr-lab,dc=local) User Added

M 4 190f3 » M

17 Click Close > OK.

18 The proxy user is among those added to Filr. However, it is a system-only user.
Remove the filrproxyuser by doing the following:
18a In the left frame, click Users.

i Management

Users

Groups
Shares

Personal Storage

Eilg llnlnagd | imit

18b Select filrproxyuser.

64 Filr 1.1 Hands-on Guide for Windows



£ Full Name

A Gray

A Green

A Orange

A Pink

A Red

A Yellow

Email Posting Agent
File Sync Agent

filrproxyuser

BE & EEEEE 33O

Guest

18c Click Delete, then select Delete user workspaces > Delete user objects > OK.

» .y Users
MNews Import Profiles... More =
[7] £ FullName Type Email
| Aouray - r
[l AGreen - 9
& Delete Users =
0 A Orange
) | © Move user workspaces o trash
] A Pink
| Delete user workspaces |
0 ARed Delete user objects
B A Yellow ! Deleting cannot be undone.
0 Email Posting Age
 emem
] File Sync Agent
Filr Proxyuser - 3
=l ¥ ad £

19 Click Close.

20 Do not close the Administration Console. Continue with Section 7.3, “Setting Up Users’ My Files
Folders,” on page 65.

For complete instructions on using Filr LDAP synchronization, see “Synchronizing Users and
Groups from an LDAP Directory,” in the Novell Filr 1.1 Administration Guide.

7.3 Setting Up Users’ My Files Folders

1 Some of the LDAP users that you imported need personal storage space on the Filr appliance
itself.

Under Management, click Users, then select the check boxes next to the names of the following
users:

* A Black
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+ A Green

¢ A Orange

¢ A Pink

[7] £ Full Hame Type
A Black E 5
[l A Blue - k3
[l admin - (2]
[l A Gray - -
A Green - 5
A Orange - E 3
A Pink - 2

2 Click More > Enable Personal Storage.

Mare +

Disable Use
Enable User

Disable Personal Storage

Enable Personal Storage

Use Global Personal Storage Setting

3 Click Close, then continue with Enabling Sharing.

7.4 Enabling Sharing

Before granting sharing rights to users, you must enable sharing for the Filr site.

1 Under System, click Share Settings.

= System

Share Settings|

Web Application
Desktop Application

bnhile Annlicating

2 In the User or Group field, start to type all, then select All Internal Users.
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Share Settings

Rights Whitelist / Blacklist

Allow all users to share with groups that have been imported fi

Select a user or group to add to the list and then grant sha

User or Group:

Name A Black (ablack)
Mo one has bee
A Blue (ablue)
admin (admin)

A Gray (agray)

A Green (agreen)

|.|.l. All Internal Users |

| »

m

3 Click Re-share items, Share with the public, and Share using Filr Link, then click OK.

Grant Share Rights

Recipients will be granted share rights to:
Re-share items

Share with Internal users
Share with "All Internal Users"” group

Share with External users

[] Share with the Public

This sets the maximum sharing rights that can be granted anywhere on the system. Re-sharing
and public access are only available if they are actually enabled on specific Net Folders.
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4 Click OK.

Share Settings (7]

Rights Whitelist / Blacklist

Allow all users to share with groups that have been imported from LDAP

Select a user or group to add to the list and then grant share rights.

User or Group:

Name Rights Type

All Internal Users  Internal / External / Public / Re-share / Share with all Internal users / Share File Link ~  Group  §

4 L1

(o ] cwen

7.5 Setting Up Net Folders

¢ Section 7.5.1, “Specifying Net Folder Servers,” on page 68

¢ Section 7.5.2, “Creating Net Folders and Setting Net Folder Access and Sharing Rights,” on
page 75

7.5.1 Specifying Net Folder Servers

Net Folder Servers are connections to shares on Windows file servers. You can set up as many
connections to each file server as needed. For the hands-on lab, you create one Net Folder Server for
each Share defined in “Setting Up the Other Hands-on Exercise Folders and Files” on page 28.

¢ “Configuring the Home_Folders Net Folder Server” on page 68
¢ “Configuring the Other Net Folder Servers” on page 72

Configuring the Home_Folders Net Folder Server

1 Under Management, click Net Folder Servers.

g s Management

Users

Groups

Shares

Personal Storage
File Upload Limits
Mabile Devices

MNet Folders

I MNet Folder Servers I

Mat Fnldar Sattinne
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2 Four of the users that you synchronized with the Windows server have Home directories on the
server. Therefore, the Net Folder Server for the Home_Folder$ share on your Windows server
(for example, on NODS this is Win2008_Folders$) is already created and listed.

IMPORTANT: Although Home folders are technically like other Net Folders in Filr, their
primary role is personal storage. Therefore, they are accessed through My Files rather than
through Net Folders.

3 The Home Net Folder Server is marked with an icon that indicates that its configuration needs
attention.

In the Name column, click the Win2008-Home_Folders$ server link.

Name Server Path

& 1 |'u“UinEODS.ﬂIr—Iab.local—Home_FoIder5$ | WNin2008 filr-lab local\Home_Folders$

4 Click the Server Type drop-down list, then select Microsoft Windows.

Edit et Folder Server: Win2008 filr-lab.local-Home_Folders$ (7]

Configuration Authentication Synchronization Schedule Synchronization Options

Name: | Win2008 filr-lab.local-Home_Folde '

Server type: I Microsoft Windows vI

The server path must be entered using UNC syntax. For example
lse Wserver ip address'\share

Server path: : WWin2008 filr-lab local\Home_Folders$

5 One valuable Filr feature is the ability to share files and folders with others who do not have
native file system rights.

This sharing functionality is provided through Net Folder proxy users. However, the “Home”
Net Folder Server has no Net Folder proxy user configured. That is why the yellow icon is
displayed.

You granted the Net Folder proxy user (filrproxyuser) full control of the Home_Folders$ share
in Step 2 on page 14. You simply need to make Filr aware of that assignment.

5a Click the Authentication tab, then click the LDAP browser icon.
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Edit Net Folder Server: Win2008-Home_Folders$

Configuration Authentication Synchronization Schedule Synchronizati

Specify the fully qualified, comma-delimited proxy name
For example, Administrator or cn=Administrator,cn=users, dc=domain,dc=com or
domain\wser or user@domain

Proxy name: | t2

Proxy password: | |

Test Connection

Authentication type: Auto detect (Kerberos then NTLM) -

5b Open the testusers container, then select the Filr proxy user.

LDAP Browser

=R L

¥ " testusers
&L A Black
&L A Blue
&L A Gray
&L A Green
&L A Orange
A A Pink
& A Red
&L A Yellow

&L filrproxyuser

b o= Users

5¢ Do the following in the Proxy Password field:
¢ Remove any spaces from the proxy user name.
This is only an issue if you have specified a first and last name for your Filr proxy user.
¢ In the Proxy Password field, type the password specified for the proxy user.
On NODS, the password is novellfilr.
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* Click Test Connection.

Edit Net Folder Server: Win2008-Home_Folders$

Specify the fully qualified, comma-delimited proxy name.

domaintuser or user@domain
no E'pECE

Configuration Authentication Synchronization Schedule

Synchronization Options

For example, Administrator or cn=Administrator.cn=users dc=domain,dc=com or

Proxy name: | cn=FilrProxyuser|ou=testusers, dc= ‘ s

Proxy password: |

Test Connection

Authentication type: Auto detect (Kerberos then NTLM)

[ o] omen |

Test succeeded

7 Click the Synchronization Schedule tab, then select
¢ Enable Scheduled Synchronization
¢ Every Day
¢ Repeat every 0.25 hours
Then click OK.

Synchronization Schedule
Enahle scheduled synchronization

@|Every day
) On selected days

B B B B B B B
Sun Mon Tue Wed Thu Fri Sat

oAt 0 o« o 00 = GMT

Repeatevery 0.25 = hours

8 Click OK > OK.

6 When you click Test Connection, you should see a message that the test succeeded.

Click OK.
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The warning icon is removed.

Name Server Path

[ win2008 filr-lab local-Home_Folders$ WWin2008 fil-lab localHome_Folders$

Configuring the Other Net Folder Servers

1 To add Net Folder Servers for the other shares on the Windows server, click Add.

Add Delete Sync
Name Server Path

[ win2008 filr-lab.local-Home_Folders$ WWin2008 filr-lab.local\Home_Folders$

2 Use the information in Table 7-1 as you add a Net Folder server for each share.
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Table 7-1 Net Folder Servers to Add

Share Field Text
Dev Name Development
Server Path \\windows-server-IP-address\Dev
On NODS: \172.17.2.117\Dev
Proxy Name filrproxyuser DN
On NODS: cn=filrproxyuser,ou=testusers,dc=filr-
lab,dc=local
filrproxyuser Password For example: novellfilr
IS Name IS
Server Path \\windows-server-IP-address\IS
On NODS: \172.17.2.117\IS
Proxy Name filrproxyuser DN
On NODS: cn=filrproxyuser,ou=testusers,dc=filr-
lab,dc=local
Proxy Password For example: novellfilr
Mrktg Name Marketing
Server Path \\windows-server-IP-address\Mrktg
On NODS: \172.17.2.117\Mrktg
Proxy Name filrproxyuser DN
On NODS: cn=filrproxyuser,ou=testusers,dc=filr-
lab,dc=local
Proxy Password For example: novellfilr
Sales Name Sales
Server Path \\windows-server-IP-address\Sales
On NODS: \172.17.2.117\Sales
Proxy Name filrproxyuser DN

On NODS: cn=filrproxyuser,ou=testusers,dc=filr-
lab,dc=local

Proxy Password

For example: novellfilr

2a In the Configuration tab dialog, type the Name and Server Path for the Share, starting with
Dev.
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MNew Met Folder Server 7]

Configuration Authentication Synchronization Schedule Synchronization Options

Name: | Development

Server type:  Microsoft Windows -

The server path must be entered using UNC syntax. For example:
Use Viserver ip address\share

Senver path: | 172.17.2117\Dev |

Notice that the Net Folder Server names do not necessarily need to mirror the server and
share names.

2b Click the Authentication tab, use the LDAP browser to select the filrproxyuser, then type its
password and click Test Connection.

New Met Folder Server Q

Configuration Authentication Synchronization Schedule Synchronization Options

Specify the fully qualified, comma-delimited proxy name.
For example, Administrator or cn=Administrator,cn=users,dc=domain,dc=com or
domaintuser or user@domain

Proxy name: | cn=filrproxyuser.ou=testusers.dc=f ‘ Ta

Proxy password: |

Test Connection

Authentication type: Auto detect (Kerberos then NTLM) -

2c Click OK.

Test succeeded

2d Click the Synchronization Schedule tab, then select
¢ Enable Scheduled Synchronization
¢ Every Day
¢ Repeat every 0.25 hours
Then click OK.
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71.5.2

2e Repeat from Step 2 to create Net Folder Servers for the IS, Marketing, and Sales shares.

Synchronization Schedule
Enable scheduled synchronization

Every day

) On selected days

B B B B B B B
Sun Mon Tue Wed Thu Fri Sat

oAt 0 w2 00 v GMT
Repeat every 025 = hours

(o)

3 Click Synec.

B EEE

]

Manage Net Folder Servers

Add Delete

Name

Sales
Marketing

IS
Development

Win2008-Home_Folders$

When the sync operation completes, Filr has metadata for each Net Folder Server in its database.

4 Click Close.

=

5 Continue with Creating Net Folders and Setting Net Folder Access and Sharing Rights.

1 Under Management, click Net Folders.

Creating Net Folders and Setting Net Folder Access and Sharing
Rights

Net Folders are connections to specific directories on Net Folder Servers. You can set up as many Net
Folders as needed. You can also specify a separate and independent synchronization schedule for
each Net Folder.
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i Management

Users

Groups

Shares

Personal Storage
File Upload Limits
Mabile Devices

MNet Folders

Blat Fnldar Sanmr

2 Create the Net Folders needed for the hands-on exercises.

2a Click Add.

Manage Net Folders

Add Delete sync Stop sync

Name Sync status

Notice that although the Home_Folders$ share is Net Folder Server and four users have

Home folders, there are no Net Folders displayed.

Home folders are displayed and managed under My Files rather than Net Folders.

2b Referring to Table 7-2, in the New Net Folder dialog type a name (starting with reviews).
Select the appropriate Net Folder Server, type the relative path for the Net Folder, then click

Test Connection to verify that the information is entered correctly.

Table 7-2 Net Folder Configuration Information

Name Server Relative Path Users with Sharing Rights
Rights to Net
Folder
reviews Development  personnel\reviews ared Allow Access
Internal
comp planning Development personnel\salaries ared Allow Access
projects Development  projects ared Allow Access
Internal
External
training IS training\quick_starts ablue Allow Access

Internal

Re-share
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Name Server Relative Path Users with
Rights to Net
Folder

Sharing Rights

cool stuff Marketing advertising\brochures  ayellow

Allow Access
Internal
External
Public

Share File Link

Re-share

projections Sales revenue\projections ablack

Allow Access

Internal

2014 tracking Sales revenue\quotas ablack

Allow Access

Internal

Mew Met Folder

MName: | reviews |
Met Folder Server: [Development -] Mew Met Folder Server
Relative path: ||personne|‘;reviews|

Test Connection

7]

Configuration Rights Synchronization Schedule Data Synchronization

2c Click OK.

Test succeeded

2d Select the index and Just-in-Time synchronization options shown below.
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) Use the index content setting defined on the Net Falder Server
[®] Use the index content setting defined below
Index the content of files within this Net Folder

) Use the Just-in-Time settings defined on the Net Folder Server
[8] Use the Just-in-Time settings defined below

Maximum age for Just-in-Time results:| 60 |Secnnds

Maximum age for ACL Just-in-Time results:| 3600 |Seconds

Although content indexing carries significant processing overhead and should, therefore,
probably not be applied to all Net Folders, the content used in these exercises is so small
that the overhead involved with indexing is miniscule.

2e Click the Rights tab.

In the User or Group field, begin typing the user listed in the table, then select the correct
user.

MNew Net Folder (7]

Configuration Synchronization Schedule  Data Synchronization

Define user and group rights to files in this Net Folder.

User or Group: |
Name A Red (ared)

Mo one has bee

ok ] cancel ]

2f In the Grant Rights dialog, set the sharing rights as listed for the folder, then click OK.

Grant Rights

Grant recipient rights for this Net Folder.

** MNote ** You must set the appropriate rights in the Share Settings
dialog in order for the recipient to perform share operations

Allow access to the Net Folder
Recipient can share items in this Net Folder with:

[C] External users
[C] Public
[C] Share using File Link

[C] Allow the recipient to grant re-share privilege

2g Click OK.
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Mew Met Folder

Define user and group rights to files in this Met Folder.

User or Group:

Name Rights Type

ared InternaliAccess »  User ]

Configuration Rights Synchronization Schedule Data Synchronization

(2]

2h Click OK, then return to Step 2 for the next Net Folder.

Do you want to sync the Met Folder now?

’ Cancel l

2i When all of the Net Folders have been specified, click Close, then continue with Setting

Guest Access.

IManage MNet Folders
Add || Delete || Sync || Stopsync
[ MName Sync status Server Name
[ reviews v Development
[ comp planning + Development
[ projects v Development
[ training v IS
[ cool stuff v Marketing
[ projections ' Sales
2014 tracking v Sales

@) Fitter List
Relative Path
personnelireviews
personnelizalaries
projects
training\quick_starts
advertising
revenue\projections

revenue\quotas

o
©

7.6 Setting Guest Access

The hands-on exercises let you access Filr as a user who doesn’t have an account in Filr.

1 Under System, click Web Application.
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System

Share Settings
Web Application
Desktop Application

Mahila &nnlicatinn

2 Select Allow Guest access and Guest access is read-only, then click OK.

Configure Web Application

Allnw Guest access

Allow external user access through OpenlD

[7] Disable file downloads

[7] Disable web access

The read-only option prevents public (guest) users from logging comments. This is generally a
good idea in light of the risk of “spam” comments. Comments cannot be removed in this version
of Filr.

3 Continue with Allowing the Desktop Application to Be Deployed.

7.7 Allowing the Desktop Application to Be Deployed

Some of the Filr end user exercises are done through the Desktop Application. To enable the Desktop
Application to be deployed through the Web application:

1 Under System, click Desktop Application.

System

Share Settings
Web Application

Desktop Application
Mabile Applications

Email

2 Select Be deployed > Deploy files contained locally > OK.

Configure Desktop Application

Allow desktop applications to:

Access Filr
Cache the user's password
Be deployed
Deploy files contained locally
Deploy files accessed via a URL to another location

3 Continue with (Optional) Setting Up Email Communication with the Filr VM.
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1.8

7.8.1

(Optional) Setting Up Email Communication with the Filr VM

The hands-on exercises leverage two of your personal email addresses:

¢ One is assigned to user ared for demonstrating Filr’s notification capabilities.

¢ The other is used for inviting an external user to collaborate on a project.

If you are not interested in email notifications or external sharing as part of the end user exercises,
you can skip all of the remaining sections and steps in this guide that are marked (Email Only).

If you want to experiment with email notifications that originate from Filr, you must complete the

following sections:

¢ Section 7.8.1, “(Email Only) Entering an Email Address for User ared,” on page 81

¢ Section 7.8.2, “(Email Only) Synchronizing User ared’s Change with Filr,” on page 82

(Email Only) Entering an Email Address for User ared

1 On the Windows server, click Start > Administrative Tools > Active Directory Users and Computers.

a8 Command Prompt
’ J Motepad

@ Internet Explorer

Computers

~ - Active Directory Users and

[

| o
¥,

A &

Administrator

Documents

N

Remote Desktop Services 4
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

Computer

Metwark

Control Panel

Run...

Devices and Printers

Administrative Tools

Help and Support

» All Programs

3

=

)

‘B G

=
e

e
=5

ADSI Edit

- Compaonent Services

Computer Management

Data Sources (ODBC)

DHCP

DNS

Event Viewer

Group Policy Management
Internet Information Services (115) Manager
ISCSI Initiator

Local Security Policy
Performance Monitor

Security Configuration Wizard
Server Manager

Services

Share and Storage Management
Storage Explorer

System Configuration

I Search programs and files

EJ Log off bl

oo B &

w=uH

—

(£) Task Scheduler

ﬁ Windows Firewall with Advanced Security
| Windows Memory Diagnostic

Ex Windows Powershell Modules

@ Windows Server Backup

2 Click the testusers container, then right-click user ared and select Properties.
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: Active Directory Users and Computers [Win2008. filr4ab.| | Name | Type
| Saved Queries ?_} & Bladk User
= £ firHab.local ?_} A Blue User
| Builtin & acray User
_| Computers ?_;, A Green User
- :—_- Enm_a'ngontizﬂsr_s ook ?_;,ADrange User
| ForeignSecurityPrincipals 2 )
- A Pink User
| LostAndFound ‘
; Managed Service Accounts Ay Copy...
- e
~| Program Data i’ o Add to a group...
| System 2P ame Mappings. ..
_., Disable Account
_| Users Reset Password...
_| NTDS Quotas Mave. ..
Open Home Page
Send Mail
All Tasks 4
Cut
Delete
Rename
Properties
Help

3 Type the email address you have chosen to use with these exercises, for example
myworkemail@mycompany .com.

Dialin I Environment I Sessions I Remote control
Remote Desktop Services Profile | Personal Virtual Desktop I COM+
General |Address I Account I Profile I Telephones I Organization | Member Cf

&’ A Red
First name: IA Initials: I

Last name: IRed

Display name: IA Red

Description: I

Office: I

Telephone number: I Cther...

E-mail: ﬁworkemall@mycompany.com|

Web page: I Other...

ok || Caced | Aty | Hep |

4 Click OK, then continue with (Email Only) Synchronizing User ared’s Change with Filr.

7.8.2  (Email Only) Synchronizing User ared’s Change with Filr

1 On the Windows workstation, in the Administration Console under System, click LDAP.
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~ System

Share Settings
Web Application
Desktop Application
Maobile Applications

Email

Blomas Mamnlatinn Qatting

2 Click Sync All.

LDAP Configuration

LDAP Servers User Settings

Add Delete Sync All Pre

Server URL u

O Idaps:#17217.2.117 cil

ared’s changes are synchronized.

LDAP Sync Results

Sync status: Completed (June 20, 2014 8:16:33 PM GMT)

Added users: 0 Added groups: 0
Modified users: 1 Modified groups: 0
Deleted users: 0 Deleted groups: 0
Disabled users: 0

@) Fiter List (]

Name Type Action

|ared[cn:a red,ou=testusers,dc=fil-lab,dc=local) User Modified

44 t0f1 > b

3 Click Close > OK.
4 Continue with Chapter 8, “Using Filr,” on page 85.
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8.1

Using Filr

The Filr end user exercises can be summarized as follows:

’

N

N
m NVin

%I<—> \_/‘J 4]4—» ' G I

Y

You Access Devices and Methods Filr Windows
Server

You use various clients, including Filr provides access to test folders

mobile devices, to access Novell Filr. and files on a Windows server. /

This section guides you through the following tasks:

*

*

*

Section 8.1, “Accessing Filr to Do the Filr End User Exercises,” on page 85
Section 8.2, “Understanding Test Users and Their Roles,” on page 91
Section 8.3, “Exploring Filr Functionality for End Users,” on page 91

IMPORTANT: On NODS, all administrative passwords are novellfilr; all user passwords are

filrrocks.

Accessing Filr to Do the Filr End User Exercises

You need connections to Filr through the following access points to complete the Filr End User
Exercises:

*

*

*

*

A browser

The Filr Desktop Application

A mobile device (optional and not applicable on NODS)

Section 8.1.1, “Connecting to Filr through a Browser and Installing the Filr Desktop
Application,” on page 86

Section 8.1.2, “Starting the Filr Desktop Application,” on page 88

Section 8.1.3, “Installing and Starting a Filr Mobile App (Optional),” on page 90
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8.1.1 Connecting to Filr through a Browser and Installing the Filr Desktop
Application

To connect through the browser and install the Filr Desktop Application:

1 If you are continuing from the Administrator exercises, sign out as user Admin, then skip to
Step 3.

|
admin

2 Administration Console
View Profile
Personal Preferences
Help

Download Filr Desktop App

Sign out

Otherwise, on your exercise workstation, start a browser and access the following URL:
https://Filr-appliance-IP-address:8443

2 If prompted, accept and install the certificate.

3 Sign in as User ID: apink with the password filrrocks.

Novell. Filr

[C] Sign in using OpeniD

User ID | |
Password: | ‘

Forgot your password?

soni

4 In the upper-right corner, click apink, then select Download Filr Desktop App.
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A Pink

View Profile

Personal Preferences

Help

Download Filr Desktop App

Sign out

5 Click the appropriate link for the host workstation. For example, Windows X64 Client.

PRODUCT

Filr Windows client

Filr OS X client

Filr Mobile clients

TYPE

-

DOWMNLOADS

Windows x86 Client
(MD5: ag37da73b1b1439chbc49135c26adal 1)

Windows x64 Client
(MD5: 73bdf75f5bef09353007d7e0f18a2ead)

Windows XP Client
(MD5: 20a4bbb241e80ckbfad07c175ab4b28b5)

0S X Client
(MD3: cb379606cdc10f8b1elalcciddfer fag)

You can download the Movell Filr mobile app for free from
the following stores directly from your mobile device.

a Amazon Store

@ Apple App Store

@ Blackberry App World
l i~ I Dl

6 Save the file.

You have chosen to open:

Opening MovellFilrSetup-x64-1.1.exe

B NovellFilrSetup-x64-1.1Lexe

which is: Binary File (14.5 MB)
from: hitps://172.17.2112:8443

Would you like to save this file?

| saveFile ” | Cancel |

7 After the file is saved, open the saved location, then right-click the file and select Run as

administrator.
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& local Disk(C) = Name . Date modi
J PerfL =
o oTEesE ) Firefox Setup Stub 30.0 6/16/2014
./ Program Files i i
) 2, libreoffice 6/16/2014
./ Program Files ( . . )
ﬁ?}’ LibreOffice 4.2.4_Win_x86 6/16,/2014
b Users | NovellFilrg-s-m-a-14 e
. admin = Open ]
8 % sep_1213 =
- Contct %
m Desktop Troubleshoot compatibility
& Downloads
. Scan for Viruses...

8 Run the installation, accepting the licenses, rebooting the workstation, and so on until the
desktop application is installed.

Depending on your download speed, downloading and installing Microsoft .NET can take a
while.

For additional information, see the applicable Quick Start on the Novell Filr online
documentation site.

9 Close the browser and continue with Starting the Filr Desktop Application.

8.1.2  Starting the Filr Desktop Application

1 On the Novell Filr welcome screen, click Start.

e ===

Welcome to Novell Filr

Synchronize Naovell Filr files between your
computer and Filr

Work on Novell Filr files offline from anywhere

2 In the Server URL field, type https://Filr-appliance-IP-address: 8443, type Username:
apink and user apink’s Password, then click Next.
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Account Information

Provide your user credentials to log in to the Novell Filr server.

€ Account Information

Server URL: |https://172.17.2.112:8443

) Synchronized Folders
Example: https://filr.mycompany.com

Username: (apink

Password:  [filrocks

() General Settings

[7] Rernember password

| < Prev | | Mext > | ’ Cancel

3 Continue through any security warnings.
4 Click Next.

Synchronized Folders

Select the Hovell Filr folders to synchronize to your computer

+ Account Information Synchronize folders to your desktop by clicking "Add".
Synchroni older

o peieal 2 Marne Location Size

) General Settings

2 d il My Files 0 bytes
25 Shared with Me 0 bytes

Add l | Remove |
l < Prev ] [ Mext = ] l Cancel

5 Click Next.
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General Settings

Select the folder on your computer where you want Novell Filr files to be synchronized

«' Account Information Filr Folder

«' Synchronized Folders ChUsershadmin\Filr
€ General Settings

Browse

Start Novell Filr at login

< Prev I I Mext = I I Cancel I

6 Click Finish.

Summary

Select the Novell Filr folders to synchronize to your computer

v Account Information Server URL: https://172.17.2.112:8443

+ Synchronized Folders Username: apink

« General Settings Filr Folder: Ch\Users\admin'\Filr
Start at login: Yes

Movwell Filr Folders to Synchronize

Name Location Size

“u| My Files 0 bytes
Y Y

s8] Shared with Me 0 bytes

[ <Prev ][ Cancel |

A Filr folder is now available in on the workstation (in Windows Explorer or Macintosh Finder).

8.1.3 Installing and Starting a Filr Mobile App (Optional)

NOTE: On NODS, skip to Section 8.2, “Understanding Test Users and Their Roles,” on page 91.

Filr mobile apps are available as free downloads in the Apple App Store, the Google Play App Store,
and the Amazon Appstore for Android.

Download and install the Filr mobile app on the mobile device as you would any other device app.
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8.2

8.3

To access the Filr Mobile App:

1 Start the app in the same way that you start other apps on your mobile device.
2 Login as Username: ablack.

3 Continue with Understanding Test Users and Their Roles.

Understanding Test Users and Their Roles

Table 4-1 lists eight users that have been synchronized from the Windows server to Filr.

As you can see, there are differences in their Home Folder and personal storage allocations (third
column). Most have one or the other, but user ablack has both and user agray has no personal storage.
We will briefly explore what this means in Section 8.3.1, “My Files—Home Folders and Personal
Storage,” on page 92.

Notice also that only the manager-level users (ared, ablue, and so on) have file system rights on the
Windows server (fourth column). Nevertheless, the hands-on exercises require that files be accessed
by internal and external users who do not have file system rights. We will explore how this is
accomplished in the “sharing” sections, starting with Section 8.3.2, “Internal Sharing,” on page 98.

Table 8-1 User Roles and Tasks

User Name Role in the FILR-LAB Home Folder and Personal  File System Rights on the
organization Storage Windows Server

ared Development Manager Home folder Full control of Dev share and
directory

apink Developer Personal None

ablue IT Manager Home folder Full control of IT share and
directory

agreen Filr Administrator Personal None

ayellow Marketing Manager Home folder Full control of Mrktg share and
directory

aorange Product Line Manager Personal None

ablack District Manager Home folder Full control of Sales share and
directory

Personal
agray Account Manager None

Exploring Filr Functionality for End Users

After you have completed the setup and administration instructions in this guide, the Filr VMs and
your Windows server are ready for the exercises in the following sections:

¢ Section 8.3.1, “My Files—Home Folders and Personal Storage,” on page 92

*

Section 8.3.2, “Internal Sharing,” on page 98

*

Section 8.3.3, “(Email Only) External Sharing,” on page 106

*

Section 8.3.4, “Public Sharing,” on page 114

Using Filr 91



¢ Section 8.3.5, “Creating a Filr Group,” on page 117

¢ Section 8.3.6, “Re-sharing and Searching,” on page 118

¢ Section 8.3.7, “More Things You Can Try,” on page 120

8.3.1 My Files—Home Folders and Personal Storage

The files and folders that users see when they access My Files are illustrated in Figure 8-1 and
demonstrated in the steps that follow the figure.

¢ The top half shows that two storage locations can be assigned to users for their own use—
personal storage on the Filr data disk and/or home storage on a Windows file server.

¢ The bottom half shows how the assigned storage is displayed in My Files, depending on what a

user is assigned.

Figure 8-1 What Filr Users See in My Files Depends on What Is Set Up for Them

Filr Data Disk

local.txt

Only
Filr Storage

=N my Files

E local.txt

My Files
NTFS
Home Folders
and ‘
h a7 q
remote.txt
Both Only
Home Folder

=Y My Files =Y My Files
E local.txt ‘ remote.txt
"
‘ Home
‘ remote.txt

In the following steps, take the role and do the steps of the users that are indicated.

1 User ablack is a fan of the Hubble telescope and especially likes this image (http://hubblesite.org/
gallery/wallpaper/pr2007041a).

On the exercise workstation, open a browser, then click the 1280X1024 link.
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Copy image URL
Copy image

Open image in new tab

Inspect element

3 Close the browser.

4 Open Windows Explorer and access user ablack’s home folder by entering the UNC path to the
folder and logging in as user ablack with the password filrrocks.

GQ | ;4] \\17217.2117\Home _FoldersS\ablack | - ||| searcn L

Organize « Mew library

3 Favorites Libraries
Bl Desktop Open a library to see your files and arrange themn by folder, date, and other prop
& Downloads ~
@ Novell Filr Windews Security
15l Recent Places Enter Network Password
Enter your password to connect to: 17217.2117
- Libraries
@ Documents
a1 Music [l ||MI l
@ Novell Filr ‘ ‘ [sesasaned ]
[ Pictures Domain: FILR-LAB
B8 Videos [ Remember my credentials

@ Legen failure: unknown user name or bad password,
L= Computer

&, Local Disk (C3) I

ok ||| cancel

e B L
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The folder is empty.

-

Mame Date modified Type Size

This folder is empty.

5 Drag and drop (copy) the image from the desktop to user ablack’s home folder.

@uv| L» Network » 17217.2117 » Home FoldersS » ablack

le O

hs-2007-41-a-1280_wa
Itern type: JPEG image
Rating: Unrated Favorites
Dimensions: 1280 x 1024
Size: 689 KB

=] Preview = Print Burn Mew folder

am'ze -
o

=

MName

Desktop Ji=| hs-2007-41-3-1280_wallpaper
% Downloads
&) Movell Filr

1
=| Recent Places

6 Open the web browser, access Filr on port 8443 (https://172.17.2.112:8443) and sign in as user
ablack.

Novell. |

[C] sign in using OpeniD

User ID: | ablack ‘

Password: |‘fi|!’r0ck5 ‘

Forgot your password?

Sign In Enter as guest

7 Click MygFiles and notice the folder named Home. This is user ablack’s home folder on the
Windows server.
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Novell. Filr

RO O

My Files Shared with Me Shared by Me Met Folders

120y My Files
MNew Folder... Add Files... -

[] & Name Cd Size Modified

F |: | Home . Jul 19, 2013 10:34 AM

Refer to Table 4-1 and notice that user ablack has a home Folder and is also assigned personal
storage. In other words, user ablack is an example of the section labeled “Both” in Figure 8-1.

8 Open the Home folder.
The Hubble image file is there as you would expect it to be.

A Black (ablack)

[53]Home @

Mew Folder... Add Files... -
[ = Title [ Size
‘D n hs-2007-41-a-1280_wallpaper.jpg - - _| 590 KB

9 Sign out as user ablack.

A Black -

A Black
View Profile
Personal Preferences
Help

Download Filr Desktop App

10 Sign in as User ID: admin.
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[0 sign in using OpenlD

UserD:  |[admin | |
Password: | ‘

Forgot your password?

Enter as guest

11 Access the Administration Console (upper-right corner).

admin

admin

2 Administration Console

View Profile

Personal Preferences

Help

Sign out

12 Under Management, click Users.

- | L Management

Users

Groups
Shares

Personal Storage

Eila llnlnad | immit

13 Select A Black, then click More and select Disable Personal Storage.
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Manage Users
p L5 Users
New Import Profiles... Delete More =
[C] £ FullName
A Black
O A Blue Disable Personal Storage
0 admin Enable Pe al Storage
B AGray Use Default Personal Storage Setting
— Nicahla Fila Nownlnads

14 Sign out as user admin, then sign in as user ablack.

15 Notice that the Home folder has disappeared from user ablack’s My Files folder (the up-arrow
left of Home has disappeared) and the Hubble image file is now directly listed as a child.

& Black (ablack)

[[%]Home @

Mew Folder... Add Files... -
[ £ Title 1 Size
= ! hs-2007-41-a-1280_wallpaper.jpg - s | 690 KB

Because you removed the Personal Storage that was assigned to user ablack, user ablack now fits
the definition in the section of Table 4-1 that is labeled “Only Home Folder.” (Purging user
ablack’s personal storage had no effect on the Windows server’s file structure or files.)

16 Click the down-arrow next to the image, then select Share.

| a hs-2007-41-a-1280_wallpaper.jpg

Copy Link...

17 In the Share with field, type all, then select All Internal Users.
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8.3.2

Share

@ hs-2007-41-a-1280_wallpaperjpg & Make Public

/Home Workspace/Personal Workspaces/A Black (ablack)/Home

&0

n‘ All Internal Users

1-1 of 1

18 Click OK.

19 Feel free to explore further if you want to get more experience with Filr’s My Files functionality
and the role that traditional home folders play in that context. Then continue with Internal
Sharing.

Internal Sharing

The exercises in this section demonstrate how Novell Filr users can share files with users who are
internal to your organization.

¢ “User ared Initiates User apink’s Annual Review” on page 98

¢ “User apink Responds to the Annual Review Request” on page 102

¢ “User ared Approves User apink’s Annual Review” on page 105

User ared Initiates User apink’s Annual Review

User ared needs to complete the annual review for user apink, but user apink doesn’t have file system
access to the review file (apink_2014.doc). Rather than sending the file in email or assigning user
apink the required file system trustee rights on the Windows server, ared simply shares the review file
with user apink and includes Editor privileges. First, however, ared optionally ensures that email
notifications will be sent when the file changes.

1 Sign in to the Web application as user ared. (This requires that you sign out as user ablack first.)
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Novell. Filr

[0 sign in using OpeniD

User ID: | ared ‘

Password:

Forgot your password?

SignIn Enter as guest

2 Click Shared with Me and notice that the image that ablack shared is listed.

g_ﬂ Shared with Me

[] & Name CJ Shared by

||:| n hs-2007-41-a-1280_wallpaper.jpg - | A Black

IMPORTANT: If you are not experimenting with email notifications, skip to Step 4 and skip all
subsequent steps that are marked (Email only).

3 (Email only) Click A Red in the upper-right corner, then select View Profile.

A Red

A Red

View Profile

Personal Preferences
Help

Download Filr Desktop App

Sign out

When the profile displays, notice that the email address you configured in Active Directory for
user ared is listed.
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Profile
A Red

Personal Information

Job Title:

Contact Information

Email: | myworkemail @mycompany.com

Phone:

Text Messaging Email:

Photos And Images

| No file selected |

4 Click Net Folders > reviews > apink.

Novell. @ a

My Files Shared with Me Shared by Me Net Folders
Met Folders reviews
] apink @
New Folder.. Share v Delete Add Files... More
[ = Title (| Size Author
9 apink_2014.doc - |_:| 12 KB File Sync Agent

5 Click the check box for apink_2014.doc, then click the file drop-down arrow = to the right of
the file and select Share File.

9 apink_2014.doc . 12 KB

6 In the Share with field, type p, then select A Pink.

Share
] apink_2014.doc
"vi Home Workspace/Met Folders/reviews/apink
B i
7 [A Pink (apink)

7 Select Editor, then click OK

100 Filr 1.1 Hands-on Guide for Windows



[F1 Shared With
| A Pink

Expires: Never
— Access: Viewer

44 A0f1 bob

Delete A Pink

Access Rights:
) Viewer

Expires: MNever =

MNote:

Notify: New and modified recipients

8 (Email only) Click the check box for apink_2013.doc and the file drop-down arrow again, then

click Subscribe.

9 apink_2014.doc

Edit This File
Share File._.

Download as Zip

View Details
View HTML
View Who Has A

Rename File__

9 (Email only) Expand the Email Only option, then select the email address you entered for user

ared in Directory and click OK.
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Subscribe

Movell Filr will send an email or text message when activity occurs in
a file, folder, or comment. Select addresses to subscribe.

W] apink_2014.doc

¥=".| Home VWorkspace/Net Foldersireviewsiapink
Notification Type: @
[==]Email only (one email for each change)

myworkemail@mycompany.com
[ Email with Attachments

[+ Text Message

10 Click the comment icon

11 Add a comment, such as
Hi pink.
Will you please edit this with your objectives and achievements and let me know
when you have finished?

Thanks.
red
apink_2014 doc {0) Comments
me know when you have finished? -
Thanks. -
red|

12 Click Send, then close the Comments dialog.

User apink Responds to the Annual Review Request

1 On the Windows 7 VM desktop in the notifications area, right-click the Filr icon.

JC

Customize...
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2 Select Synchronize Now.

Latest sync: Today, 9:54:42 AM

Open Filr folder
Open Filr console

Visit Filr on the web

Synchronize now

Legout

About Movell Filr
Help

Exit

3 Select Open Filr folder.

Latest sync: Today, 9:54:42 AM

Open Filr folder

Open Filr console

Visit Filr on the web

Synchronize now

Logout

About Movell Filr
Help

Exit

4 Double-click Shared with Me.

Mame

@4 My Files

@i Shared with Me

Date modified

/2014 9:54 AM
6/26/2014 9:54 AM

5 Right-click apink_2013.doc, then select Open.

MName Date n
IZ) apink_20: Open] !
= hs-2007-4 |

New

Print

[ £ LY

The file should open in LibreOffice Writer, assuming the prerequisites are met for the Windows

workstation.

Make a few changes, then save and close the file.

You can be as verbose or brief as you want.

Synchronize now.

In the Shared with Me folder on the workstation, right-click the file you just edited and select
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| & apink_2014 410:10 AM
=1 o 1] Open
(=] hs-2007-41 4 11:55 PM

New

Print

Scan for Viruses...

Open with...

Share with 3

Restore previous versions

Share...
Get File Link...

Comment...

Synchronize now

View in a web browser

@oILBeaA

Sendtn b

8 Sign in to the Web application as user apink

Novell. F

[7] Sign in using OpeniD

User ID: ‘apink |

Password: ‘ ssssssssse |

Forgot your password?

o

9 Click Shared with Me.

al

Shared with Me

10 Click the drop-down arrow for apink 2013 .doc, then click View HTML.

[l off] apink_2013.doc

m n hs-2007-41-a-1280_wallpaper.jpy ikt
View HTML

View Who Has Acc

Subscribe. ..

Your changes are reflected in the view.
11 Close the HTML view.
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12 Click the review file’s comment icon, type a comment indicating that the review is ready, then
click Send and close the comment panel.

apink_2014.doc (1) Comments
ARed Jun 25, 2014 2:37:58 FM MDT Actions
Hi pink.

Would you please edit this with your objectives and achievements and let me know
when you have finished?

Thanks.

red

I've included my input.
pink

Send

13 Continue with User ared Approves User apink’s Annual Review.

User ared Approves User apink’s Annual Review

1 (Email only) In the Windows VM, log in to the email account that you assigned to user ared, open
the message from filr-admin (it might be in your SPAM folder), then click the Visit Message link.

filr-admin@filr-lab.local 10:14 AM (4 minutes ago) - v
to [~

File Sync Agent  Jun 25, 2014 1:07:16 PM MOT —
Visit Message

Folder: reviews / apink

apink_2014 doc (New)

File Sync Agent Jun 25 2014 1:07:18 PM MDT

Modified by A Pink Jun 26, 2014 10:10:59 AM MDT

ATTACHMENTS

apink_2014.doc Jun 28, 2014 11KEB A Pink

2 Sign in to the Web application as user ared.

If you accessed it through the email link, the message from user apink is displayed. Otherwise,
click Shared By Me, then click the message icon for apink’s review document.

A Pink Actions
Jun 26, 2014 11:18:56 AM MDT

I've included my input.

pink

3 In the new comment box, type a comment indicating that the review is approved, then click
Send.
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Looks good. Thanks.
red

4 Close the view.

5 Continue with (Email Only) External Sharing.

8.3.3 (Email Only) External Sharing

The exercises in this section demonstrate how Filr users can share files with users who are external to
your organization.

¢ “About External Users” on page 106

¢ “User ared Gathers Input for the Next Release” on page 106

¢ “User opaque Self-Provisions and Responds to the Review Request” on page 109

¢ “User ared Responds to User opaque’s Input” on page 112

IMPORTANT: Completing the instructions in Section 7.8, “(Optional) Setting Up Email
Communication with the Filr VM,” on page 81 is required for the exercises in this section.

About External Users

External users are those who receive share invitations through email and subsequently provision
themselves as system users. They can then log in to the system using the credentials they establish
with Filr, or they can elect to be authenticated through a Google or Yahoo Open ID account.

For more information about the different kinds of users who can access Filr, see “Users and Groups
with Filr” in the How Filr Works—Overview Guide.

User ared Gathers Input for the Next Release

User ared managed the ABC product release and is responsible for gathering input for the upcoming
XYZ product. User ared also wants to invite input from a key partner named M Opagque. Inviting M
Opaque to participate requires using the second email address mentioned in Chapter 2, “Hands-on
System Requirements,” on page 9 and further explained in Section 7.8, “(Optional) Setting Up Email
Communication with the Filr VM,” on page 81.

1 If you aren’t already signed in to the Web application as user ared, do so now.

2 Click Net Folders > projects > current.

Met Folders projects . .
View What's Mew
|current @
New Folder... Add Files. . @) Fileer List ° @
[ £ Title (] Size Author Date
F n@ abc_reqr.doc 9KB File Sync Agent May 21, 2014 10:34 AM
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3 Click the check box for abc_regr.doc, then click the file drop-down arrow = to the right of the

file and select Share File.

9 abc_reqr.doc

Share File._.

Download as Zip

View Details
View HTML
View Who Has Ac

Rename File___

Subscribe. .

4 Click the envelope icon next to the search field.

Share

abc_reqgrdoc
M /MHome Workspace/let Folders/projects/current

|Add a user, group or email address

Enter names to define share rights
You have rights to share with: Internal users, External users

5 In the Share with External Users field, type your second email address, then click the plus sign (+)

to add the external user.

Share With External Users

Enter the email addresses separated by a ',' or a space.

||mopaque@examp|e.com| |

6 Click OK.
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Share

5| abc regrdoc
| Home Workspace/MNet Folders/projects/current

Add a user, group or email address o i ]
[ shared With Delete mopaque@example.com
mopaque@example.com Access Rights:
Expires: Never @ Viewer

Access: Viewer ® Editar
A 4 110f1 F M )
Expires: MNever

Note:

Notify. New and modified recipients -

EE

7 Click the check box for abc_regr.doc and the file drop-down arrow again, then click Subscribe.

] abc_reqgrdoc

Share File...

Download as Zip

View Details
View HTML
View Who Has A

Rename File...

Subscribe__.

8 Expand the Email only option, then select the email address you entered for user ared and click
OK.
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Subscribe

Novell Filr will send an email or text message when activity occurs in
a file, folder, or comment. Select addresses to subscribe.

abc_reqr.doc
Notification Type: @

== Email only (one email for each change)

ared@example.com

[» Email with Attachments

[» Text Message

[ o< ]l conce

9 Click the comment icon to the right of the down-arrow.

10 Add a comment, such as
This is the requirements doc for our current release.
It's time to gather input for the next release.

Please log comments to let us know which features we need to include in the
next release.

Thank you.
Then click Send.

abc_reqr.doc (1) Comments

This is the requirements doc for our current release.

It's time to gather input for the next release.

Please log comments to let us know which features we need to include in the next
release.

Thank you.

nments are viewable oy all users 1n access nghts

11 Close the Comments dialog.

12 Continue with User opaque Self-Provisions and Responds to the Review Request.

User opaque Self-Provisions and Responds to the Review Request

1 Log in to the email account that you used to invite user opague to participate in the review.

2 Open the message from the email address that you assigned to user ared, then click the
abc_reqr.doc link.
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A Red has invited you to access an item (abc_regr.doc) nbox  x

3
]

A Red <ared@example.com= 1:30 PM (8 minutes ago) - =
to (=

A Red shared

abc_rear.doc
This share never expires
Novells Filr

- Click here to Reply or Forward

=l L A

3 The Filr registration dialog lets external users register or log in as a guest.

Register as M Opaque by typing First name: M, Last name: Opaque, Password: £ilrrocks, and Re-
enter password: £ilrrocks.

The User ID (email address) cannot be changed.

Novell. Filr

A file or folder has been shared with you. To access it, please
enter your registration information and click Register.

User 1D: |mopaque@e:a:ample.com |
First name: | |
Last name: | Opague |

Password: |
Re-enter password: |

Or

To authenticate using google, click on this image  Google

4 Open the confirmation email, then click Sign in and access shared items.
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Your access to the item is confirmed Inbox  x = B
filr-admin@filr-lab.local 3:51 PM (0 minutes ago) - v

to [=

Your access to the item is confirmed
Sign in and access shared items |
NaovellaFilr

Click here to Reply or Forward

5 Type the password that you registered for M Opaque, then click Sign in.

[C] Sign in using OpenlD

User ID: | mopague@example.com ‘

Password: | ‘

Forgot your password?

A Red Actions =
Jun 28, 2014 12:41:15 PM MDT

This is the requirements doc for
release.

It's time to gather input for the né i
Please log comments to let us know which
features we need to include in the next
release.

Thank you.

7 Click the arrow by Email only, then select M Opaque’s email and click Ok.

Emails will now be sent to user opague as others comment on the document or perform other
actions.

8 Log the following comment, then click Send.

Competing products have had morning coffee functionality for over 18 months
now.

If the next release doesn't include this, we will be forced to switch.

The comment is included.
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A Red Actions =
Jun 26, 2014 12:41:15 PM MDT

This is the requirements doc for our current
release.

It's time to gather input for the next release.
Please log comments to let us know which
features we need to include in the next
release.

Thank you.

M Opaque Actions «

Jun 26, 2014 4:08:54 PM MDT

Competing products have had moming coffee
functionality for over 18 months now.

If the next release doesn't include this, we
will be forced to switch.

9 Continue with User ared Responds to User opaque’s Input.

User ared Responds to User opaque’s Input

User ared receives notification of user opaque’s comment (you can check ared’s email if you wish) and
remembers that the requested feature has been discussed. It should already be in the next
requirements document (xyz_reqr.doc), but ared isn’t certain that it is.

1 Log in to the Web application as user ared.

2 Click Net Folders > projects > future.

3 Click xyz_reqr.doc, then click OK.

Net Folders projects Opening xyz_reqr.doc @
| future @ You have chosen to open:
o)
New Folder... - I% xyz_reqr.doc
L which is: Microsoft Word 97-2003 Document (9.0 KB)
[l = Title from: https://17217.2.112:8443
] ﬂ What should Firefox do with this file?

LibreOffice Writer (default) -

() SaveFile

] Do this automatically for files like this from now on.

[ ok || cance

4 Insert the following text before the period:

, and it will make the morning coffee
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XYZ Project

Requirement 1

This product will do everything that ABC does, and it will make the morning coffed.

5 Save the file to the Desktop, then close LibreOffice.
6 Drag the file from the desktop to the browser.

_/';/ @ future "\ +

My Files Shared with Me

Met Folders projects

[T future @

New Folder... 4 Add Files.. -

[ = Title CJ

] wyz_reqrdoc - I:‘

\ {' @ https://172.17.2.112:8443/s5f/a/c/p_name/ss_forum/p_action/

b

7 Click Overwrite Files.

File Conflicts
Files with the same name already exist in this folder. Do you want to
continue and overwrite the existing files?

future
1] Home Workspace/Net Folders/projects/

Conflicting Files:

Xyz_reqr.doc

Overwrite Files Cancel Copying

8 Send a comment indicating that the file has been updated.
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xyZ_reqr.doc (1) Comments

A Red Jun 28, 2014 4:39:27 PM MDT Actions -

The requirements have been updated per M Opague’s request.

9 Log a comment for the abc_reqr.doc file that Opaque’s requirement has been included in the
next version.

abc_reqrdoc (3) Comments

A Red Jun 26, 2014 12:41:15 PM MDT Actions

This is the requirements doc for our current release.

It's time to gather input for the next release.

Please log comments to let us know which features we need to include in the next
release.

Thank you.

M Opaque Jun 26, 2014 4:08:54 FM MDT Actions «
Competing products have had morning coffee functionality for over 18 months now.

If the next release doesn't include this, we will be forced to switch.

ARed Jun 25, 2014 4:41:46 PM MDT Actions «

Opaque. Thanks for the input.
The morning coffee requirement has been added for the next release.

10 Continue with Public Sharing.

8.3.4  Public Sharing

User ayellow wants to get the word out about the abc version of the organization’s product and elicits
the help of user aorange with the effort.

1 Log in to the Web application as User ID: ayellow.
2 Click Net Folders > cool stuff.

Net Folders

(] cool stuff @

View What's New E]'

Mew Folder... Add Files... @) Fitter List [~ ]3]
] = Title (| Size
[ n. abc flyer.pdf . _ 7K

3 C(lick the file drop-down arrow = for abc_flyer.pdf, then select Share File.
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= n abc_flyer.pdf

Share File...

Copy Link...

Email Link__.
Email Link

Download as Zi
View De
View Who Has Acc

Rename File...

4 In the Add a user ... field, type o, then select A Orange.

[s]

' [A Orange (acrange)]|

5 Click Public > File Link > OK.

Access Rights:
@ Viewer
) Editor
Allow re-share with:
Internal users
External users
[ Public
[@lFile Link

Expires: Never -

6 Login as User ID: aorange.
7 Click Shared with Me.

- "

f-j Shared with Me

[ £ Name
] H abc_flyer.pdf -

F  o[ag) hs-2007-41-a.1280_wallpaper.jpg -

8 Click the action drop-down for the abc_flyer.pdf file, then click Share File.
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[] £ Hame (|

] n abc_flyer.pdf

O II hs-2007-41-a-1280_wallpaper.jpg

Shared by

A Yello

Download as Zip
View De

View Who Has Act

9 Click Make Public.

Share

1) e oo
| _POF |

/Home Workspace/Met Folders/cool stuff

10 Click the link for exposing the public links to the file.

Share

(/k; abc_flyer pdf
| /Home Workspace/MNet Folders/cool stuff

Add a user, group or email address

[F1 Shared With Delete

@ Public (including guests)
Expires: Never

Access: Viewer

Public Link]

/ge- abc_flyer pdf
| Home Workspace/MNet Folders/cool stuff

View File Link

‘ hitps://172.17.2.112:8443/ssffa/c/p_name/ss_forum/p_actionf1fac ‘
Download File Link

‘ https: {17217 2.112:8443/ssf{s/readFileffolderEntry/5/2c3182f046¢ ‘

11 Enter one of the URLs in a separate browser window or tab, then click Enter as Guest to see what
Internet users who access the URL will see.
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[0 sign in using OpenlD

User ID: ‘ ‘

Password: ‘ ‘

Forgot your password?

Signin Enter as guest

12 Continue with Creating a Filr Group.

8.3.5 Creating a Filr Group

1 Log in to the Web application as User ID: admin.
2 Open the Administration Console and under Management click Groups.

v | A Management

Users

Shares

Personal Storage

Cile Vlelenad | ivais

3 Type the Name, Title, and Description shown below, then click Edit group membership.

Add Group (7]
Name- [fir_siG |

Title: [Friends of Filr |

Description:

This group is for those interested in using and
promoting the use of Howvell Filr.

@ Group membership is static - -
‘ Edit group membership |

©) Group membership is dynamic

4 Type user names in the User: field and press Enter to add the users listed below to the group,
then click OK > OK.
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8.3.6

Static membership for group: filr_SIG

[C] Allow external users and groups

Users Groups

User: ||:|
Remaove
Name

A Orange
A Gray
AYellow
APink
ABlack

4 4 150f5 > ¥

5 Click Close.

Manage Groups

Add Delete Mare = @ Fitter List
- Title Hame
£l Friends of Filr ~  filr_sig

4 4 t1of1 b M

6 Continue with Re-sharing and Searching.

Re-sharing and Searching

1 Log in to the Web application as User ID: ablue.

2 In Net Folders, navigate to training > Novell-Filr.pdf, then share the file with the filr_sig group

with Viewer rights and rights to reshare the file with internal users.
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Net Folders

[T training ©

New Folder... - Add Files..

[ = Title

(] n Novell Filr.pdf

Download as Zip

View Details
View Who Has

Rename File...

filr

filrproxyuser (filrproxyuser)

o
i3 group is for those interested in using and promoting the use of Nowve

Access Rights
@ Viewer
) Editor
Allow re-share with

Internal users

Expires: Never

3 Close the Group Management dialog.

A few days after user ablue shared the file, user apink is talking with user ared in the hallway and

mentions the Filr quick start.

1 Log in as user ared, then in the search field, type quick and press Enter.

Q quick

Search quick

@  Search Entire Site

71 Search My Files
Search MNet Folders
Search Shared with Me
Search Shared by Me
Search Current Folder. Home
[C] include Sub-Folders

[No resulis]

Search
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Because the file is not found, user ared asks user apink to share the file.

2 Log in as user apink and share the file with user ared.

[] £ Hame Shared by

[l n@ apink_2014.doc -

F n@ h$-2007-41-a.1280_wallpaper,jpg

F q Hovell Filr.pdf =

A Red

!
(2]
D ABlac
||

L]

A Blue

Download as Zi
View Deta
View Who Has Ac

A Red (ared)

« myemail @example.com

Access Rights
@ Viewer

Allow re-share with

Internal USers

Expires: Mever -

3 Log in as user ared and search for the file again.

The file is listed in the search results window.

Search
@  Search Entire Site

Search My Files

Search Met Folders

Search Shared with Me

Search Shared by Me

Search Current Folder: Home

[ Include Sub-Folders

Search results [ 1-1]

& Novell Filr.pdf

Maovell Filr.pdf
0 File Sync Agent  May 21, 2014 10:34 AM

8.3.7 More Things You Can Try

There are a few additional files in the other Net Folders that you can experiment with as indicated
below. You can also experiment with your own files.
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Activity Type Net Folder File Location Task Descriptions

Planning comp planning  2015.xls 1. User ared opens the file in LibreOffice and plans a
5.5% increase for user apink’s 2015 salary.

Planning projections fy_2015.xls 1. User ablack shares the file with user agray as a
viewer and asks whether the goals are realistic.

2. User agray comments that the Q3 estimate is low and
the Q4 estimate is high. User agray asks that $10,000
be transferred from Q4 to Q3.

3. User ablack adjusts the Q3 and Q4 estimates, thanks
user agray, and acknowledges the change.

Reporting quotas fy_2014.xlIs 1. User ablack shares this file with user agray as an
Editor and requests that user agray update it with Q4
actual results.

2. User agray opens the file, enters $110,900, and saves
the file.

3. User agray comments that the file is now ready for
review.
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Documentation Updates

This section summarizes the changes made to the guide since the initial release of Novell Filr 1.1.

October 10, 2014

Section Details

Administrator and User Tasks Minor clarifications and additional details.
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