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About This Guide

This guide describes the features of Novell® Access Manager, including:

¢ Part I, “System Management,” on page 23

¢ Part II, “Novell Identity Server Configuration,” on page 53

¢ Part III, “Access Gateway Configuration,” on page 197

¢ Part IV, “SSL VPN Gateway Configuration,” on page 311

¢ Part V, “Security and Certificate Management,” on page 353

¢ Part VI, “Policy Management,” on page 383

¢ Part VII, “Monitoring Access Manager Components,” on page 503
¢ Part VIII, “Troubleshooting,” on page 575

¢ Part IX, “Appendixes,” on page 695

This administration guide is intended to help you understand and configure all of the features
provided by Access Manager, and includes advanced topics.

It is recommended that you first become familiar with the information in the Novell Access Manager
3.0 SP3 IR2 Setup Guide, which helps you understand how to perform a basic Identity Server
configuration, set up a resource protected by an Access Gateway, and configure SSL.

The basic setup and the administration guides are designed to work together, and important
information and setup steps are not necessarily repeated in both places.

Audience

This guide is intended for Access Manager administrators. It is assumed that you have knowledge of
evolving Internet protocols, such as:

+ Extensible Markup Language (XML)

¢ Simple Object Access Protocol (SOAP)

¢ Security Assertion Markup Language (SAML)

¢ Public Key Infrastructure (PKI) digital signature concepts and Internet security
¢ Secure Socket Layer/Transport Layer Security (SSL/TSL)

¢ Hypertext Transfer Protocol (HTTP and HTTPS)

¢ Uniform Resource Identifiers (URIs)

¢ Domain Name System (DNS)

+ Web Services Description Language (WSDL)

Feedback

We want to hear your comments and suggestions about this guide and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to Documentation Feedback (http://www.novell.com/documentation/
feedback.html) at www.novell.com/documentation/feedback.html and enter your comments there.

About This Guide
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Documentation Updates

For the most recent version of the Access Manager Administration Guide, visit the Novell Access
Manager Documentation Web site (http://www.novell.com/documentation/novellaccessmanager).

Additional Documentation

Before proceeding, you should be familiar with the Novell Access Manager 3.0 SP3 IR2 Installation
Guide and the Novell Access Manager 3.0 SP3 IR2 Setup Guide, which provides information about
setting up the Access Manager system.

If you are unfamiliar with SAML 1.1, see “SAML Overview” (http://www.novell.com/
documentation/saml/saml/data/ag8qdk7.html) on the Documentation Web site (http://
www.novell.com/documentation/a-z.html).

For conceptual information about Liberty, and to learn about what is new for SAML 2.0, see
Appendix A, “About Liberty,” on page 697.

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.
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System Management

This section discusses system and server management topics that apply to the Novell® Access
Manager Administration Console.

¢ Chapter 1, “Security Considerations,” on page 25
¢ Chapter 2, “Backing Up and Restoring Components,” on page 31
¢ Chapter 3, “Administration Console,” on page 37

¢ Chapter 4, “Changing the IP Address of Access Manager Devices,” on page 45

*

Chapter 5, “Maintaining an Identity Server,” on page 49
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Security Considerations

This section describes some security checks that you can use to help verify the security of your
Novell® Access Manager configuration.

*

*

*

*

*

*

Section 1.1, “Certificates,” on page 25

Section 1.2, “Access Manager Administration Console,” on page 25
Section 1.3, “Configuration Store,” on page 26

Section 1.4, “Auditing and Event Notification,” on page 26

Section 1.5, “Identity Server,” on page 27

Section 1.6, “NetWare Access Gateway,” on page 28

Section 1.7, “Linux Access Gateway,” on page 29

Section 1.8, “SSL VPN,” on page 30

Section 1.9, “J2EE Agent,” on page 30

For firewall information, see “Setting Up Firewalls” in the Novell Access Manager 3.0 SP3 IR2
Setup Guide.

1.1 Certificates

Your security deployment plan should contain policies for the following:

*

Key size for certificates: The Access Manager product ships with a CA that can create
certificates with a key size of 2048, which is the maximum size supported by older software.
For information about increasing the key size to 4096, see Section 24.8, “Enabling 4096k
Keys,” on page 370.

Certificate renewal dates: We recommend that certificates should be renewed every two
years. Your security needs might allow for a longer or shorter period.

Trusted Certificate Authorities: The Access Manager ships with a CA, and during
installation of the various components, it creates and distributes certificates. If this CA is not on
your list of trusted CAs, you need to add certificates created by your trusted CAs. See

Chapter 25, “Assigning Certificates to Access Manager Devices,” on page 375.

1.2 Access Manager Administration Console

The admin user you create when you install the Administration Console has all rights to the Access
Manager components. We recommend that you protect this account by configuring the following
features:

*

Password Restrictions: When the admin user is created, no password restrictions are set. To
ensure that the password meets your minimum security requirements, you should configure the
standard eDirectory™ password restrictions for this account. Go to the Administration Console
and click Users. Browse to the admin user (found in the novell container), then click
Restrictions. For configuration help, use the Help button.
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¢ Intruder Detection: The admin user is created in the novell policy container. To modify the
intruder detection policy for this container, go to the Administration Console and click
Directory Administration > Modify Object. Select novell, then click OK. Click Intruder
Detection. For configuration help, use the Help button.

You also need to protect the Administration Console from Internet attacks. It should be installed
behind your firewall.

If you install secondary consoles for redundancy, these secondary consoles should be on the same
network. For a secure system, they should not be required to cross routers to communicate with each
other.

Also, if you are installing the Administration Console on a separate machine, ensure that the DNS
names resolve between the Identity Server and the Administration Console. This ensures that SSL
security functions correctly between the Identity Server and the configuration store in the
Administration Console.

1.3 Configuration Store

The configuration store is an embedded, modified version of eDirectory. It can only be backed up
and restored with command line options. The backup file is not encrypted, so it should not be used to
back up user accounts with their passwords. Because of this limitation, it should not be used for a
user store.

You should back up the configuration store on a regular schedule, and the ZIP file created should be
stored in a secure place. See Section 2, “Backing Up and Restoring Components,” on page 31.

In addition to backing up the configuration store, you should also install at least two Administration
Consoles (a primary console and a secondary replica). This ensures that if the primary console goes
down, the secondary console can keep the communication channels open between the various
components. You can install up to three Administration Consoles.

1.4 Auditing and Event Notification

For a secure system, you need to set up either auditing or syslogging to notify the system
administrator when certain events occur. The most important audit events to monitor are the
following:

¢ Configuration changes

¢ System shutdowns and startups

¢ Server imports and deletes

¢ Intruder lockout detection (available only for eDirectory user stores)

¢ User account provisioning
Audit events are device-specific. To select auditing events, use the following:

¢ Administration Console: In the Administration Console, click Access Manager > Auditing.

¢ Identity Server: In the Administration Console, click Access Manager > Identity Servers >
Configuration Assignment > Logging.

+ Access Gateway: In the Administration Console, click Access Manager > Access Gateways >
Edit > Novell Audit.
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¢ J2EE Agent: In the Administration Console, click Access Manager > J2EE Agents > Edit.

¢ SSL VPN: In the Administration Console, click Access Manager > SSL VPNs > Edit > Novell
Audit Settings.

In addition to the selectable events, device-generated alerts are automatically sent to the audit server.
These Management Communication Channel events have an ID of 002¢0605. All Access Manager
events begin with 002e. SSL VPN starts with 0031. You can set up Novell Auditing to send e-mail
whenever these events or your selected audit events occur. See Configuring System Channels (http:/
/www.novell.com/documentation/novellaudit20/novellaudit20/data/al6t4sd.html) in the Novell
Audit 2.0 (http://www.novell.com/documentation/novellaudit20/treetitl. html) guide.

For information about audit event IDs and field data, see Appendix G, “Access Manager Audit
Events and Data,” on page 721.

The Access Gateway also supports a syslog and allows you to send e-mail notification to system
administrators. To configure this system:

¢ Linux Access Gateway: In the Administration Console, click Access Manager > Access
Gateways > Edit > Alerts.

+ NetWare Access Gateway: In the Administration Console, click Access Manager > Access
Gateways > Edit > Legacy Alerts.

1.5 Identity Server

By default, all Access Manager components (Identity Server, Access Gateway, SSL VPN, and
J2EE* agents) trust the certificates signed by the local CA. We recommend that you configure the
Identity Server to use an SSL certificate signed externally, and that you configure the trusted store of
the service provider for each component to trust this new CA. See Chapter 25, “Assigning
Certificates to Access Manager Devices,” on page 375.

¢ Section 1.5.1, “Federation Concerns,” on page 27

¢ Section 1.5.2, “Authentication Contracts,” on page 27

1.5.1 Federation Concerns

When you set up federation between an identity provider and a service provider, you can select
either to exchange assertions with a post method or to exchange artifacts. An artifact is a randomly
generated ID, it contains no sensitive data, and only the intended receiver can use it to retrieve
assertion data. Assertions might contain the user’s password or other sensitive data, which can make
them less secure than an artifact when the assertion is sent to the browser. It is possible for a virus on
the browser machine to access the memory where the browser decrypts the assertion. If both
providers support artifacts, you should select this method because it is more secure. For more
details, see the Response Protocol Binding option in Section 10.1, “Configuring Authentication for a
Trusted Identity Provider,” on page 157.

1.5.2 Authentication Contracts

By default, the Administration Console allows you to select from the following contracts and
options when specifying whether a resource requires an authentication contract:

+ None: Allows public access to the resource and does not require authentication contract.
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+ Name/Password - Basic: Requires that the user enter a name and password that matches an
entry in an LDAP user store. The credentials do not need to be sent over a secure port. This
uses the unprotected BasicClass, which is not recommended for a production environment.

+ Name/Password - Form: Requires that the user enter a name and password that matches an
entry in an LDAP user store. The credentials do not need to be sent over a secure port. This
uses the unprotected PasswordClass, which is not recommended for a production environment

+ Secure Name/Password - Basic: Requires that the user enter the name and password from a
secure (SSL) connection. This uses the ProtectedBasicClass, which is recommended for a
production environment. If your Web servers are using basic authentication, this contract
provides the credentials for this type of authentication.

+ Secure Name/Password - Form: Requires that the user enter the name and password from a
secure (SSL) connection. This uses the ProtectedPasswordClass, which is recommended for a
production environment.

¢ Any Contract: Allows the user to use any contract defined for the Identity Server
configuration.

If you have set up the Access Manager to require SSL connections among all of its components, you
should delete the Name/Password - Form and the Name/Password - Basic contracts. This removes
them from the list of available contracts when configuring protected resources and prevents them
from being assigned as the contract for a protected resource. If these contracts are assigned, the
user’s password goes across the wire in clear text format. At some future date, if your system needs
this type of contract, you can re-create it from the method. To delete these contracts, go to the
Administration Console and click Identity Servers > Servers > Edit > Local > Contracts.

1.6 NetWare Access Gateway

The NetWare® Access Gateway is installed with two user accounts: config and admin. The config
user has no assigned password and the admin user is given the password of novell.

IMPORTANT: Before your Access Gateways is placed in a production environment, you need to
assign a password for the config user, and you need to change the password for the admin user. For
instructions, see Section 15.6.3, “Setting the Password for the admin and config Users,” on

page 263.

Intruder detection lockout has been set up for these accounts. The config and admin users are
allowed 5 attempts to log in successfully. If the user fails on the fifth attempt, the account is locked
for 15 minutes.

Before you enable any of the following protocols, you need to be aware of their security issues:

¢ Telnet: Opens a clear text communication channel and sends passwords in clear text.
¢ FTP: Opens a clear text communication channel and sends passwords in clear text.

¢ SSH: Requires a LDAPS listener on port 636, on all IP addresses configured for the NetWare
Access Gateway. It cannot be restricted to a single IP address.

¢ SFTP: Requires the NCPIP.NLM to be loaded with a listener on port 524.

If you enable any of these protocols, the NetWare Access Gateway needs to be installed behind a
firewall appliance, and the firewall needs to block the following ports:

+ 21 for FTP
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* 23 for Telnet
* 524 for SFTP
* 636 for SSH

For more information about installing the Access Gateway behind a firewall, see “Setting Up
Firewalls” in the Novell Access Manager 3.0 SP3 IR2 Setup Guide.

1.7 Linux Access Gateway

You need to develop a security policy for the following:

¢ Section 1.7.1, “Default User Accounts,” on page 29
¢ Section 1.7.2, “The SSH Protocol,” on page 29
¢ Section 1.7.3, “The Via Header,” on page 30

1.7.1 Default User Accounts

The Linux Access Gateway is installed with two user accounts: config and root with the
password as novell. The Novell Access Manager 3.0 SP3 IR2 Installation Guide provides the
following instructions for changes the passwords. Before your Access Gateway is placed in a
production environment, make sure you have complete them.
1 Login as root and change the password.
1a At the login prompt, enter root.
1b At the password prompt, enter novell.
1c To change the password, enter passwd.
1d Enter a password.
1e Confirm the password by entering it again.
2 To change the password for the config user, enter the following commands:
2a Enter passwd config.
2b Enter a new password.

2c¢ Confirm the password by entering it again.

1.7.2 The SSH Protocol

Before you enable the SSH protocol, it requires an LDAPS listener on port 636, on all IP addresses
configured for the Linux Access Gateway. It cannot be restricted to a single IP address:

If SSH is enabled, the Linux Access Gateway needs to be installed behind a firewall appliance, and
the firewall needs to block port 636 for SSH.

For more information about installing the Access Gateway behind a firewall, see “Setting Up
Firewalls” in the Novell Access Manager 3.0 SP3 IR2 Setup Guide.
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1.7.3 The Via Header

By default, the Via header is enabled and sent with requests. The Via header contains the version
and build number of the Linux Access Gateway. If you have enabled telnet, this version information
is available from a telnet command. If your security policy considers this a security risk, you need to
disable the Via header.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Reverse
Proxies/Authentication.

2 In the Embedded Service Provider section, make sure that the Enable Via Header option is not
selected.

This is a global option that affects all defined reverse proxies and proxy services.

3 Click OK twice, then update the Access Gateway.

1.8 SSL VPN

For the best security properties, using the product in Enterprise mode is recommended. You should
also install the client software prior to first use. For more information, see “Accessing SSL VPN in
Enterprise Mode” in the Novell Access Manager 3.0 SP 3 SSL VPN User Guide.

Before you enable the connection, examine the certificate of the server that is asking for the
authentication credentials. In order to prevent the phishing attacks, avoid connecting to a non-trusted
server during the authentication phase.

Pre-installation of kernel drivers is recommended because of security concerns about installing non-
trusted software.

In Enterprise mode, the tunnel is established between the client and server machines. This solution is
not appropriate for multi-user machines where the users are logged in at the same time, because any
software acting on behalf of an authenticated user on the client can make use of the encrypted
tunnel.

Using AES 256 mode of encryption is recommended.

1.9 J2EE Agent

All communication should be sent over a secure channel.

30 Novell Access Manager 3.0 SP3 IR2 Administration Guide



Backing Up and Restoring
Components

Backup and restore utilities are scripts that are run from the command line, and they allow you to
back up and restore your Administration Console. An additional script allows you to export your
configuration so Novell® Support can help diagnose possible configuration problems.

IMPORTANT: You cannot restore data from a previous version of Access Manager to a new
version. It is recommended that you create a new configuration backup whenever you upgrade to a
newer version of Access Manager.

Before running these scripts, verify the following:

* You have root access.

¢ You have changed the directory to /opt/novell/devman/bin.
This section discusses the following topics:

¢ Section 2.1, “How The Backup and Restore Process Works,” on page 31
¢ Section 2.2, “Backing up the Administration Console,” on page 32

¢ Section 2.3, “Restoring an Administration Console,” on page 32

*

Section 2.4, “Restoring an Identity Server,” on page 34

*

Section 2.5, “Restoring an Access Gateway,” on page 34

*

Section 2.6, “Running the Diagnostic Configuration Export,” on page 35

2.1 How The Backup and Restore Process Works

¢ “Default Parameters” on page 31

¢ “Certtool.jar” on page 31

Default Parameters

All of the scripts call the getparams . sh script to request the parameters from the user. The
defbkparm. sh script is created by the Access Manager installation. It contains default
parameters for several of options required by the underlying backup and restore utilities. If the
entries in this file are commented out, the user is prompted for the additional parameters.

Certtool.jar

Certtool.jar is a key certificate utility for eDirectory™ built on top of the same interfaces that
the Access Manager certificate management features use. It provides some features similar to the
Java* keytool utility. It must run on a computer that has eDirectory installed, or at least NPKI. The
basic command line to invoke the tool is:

java -Djava.library.path=/opt/novell/lib -jar certtool.jar -h
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The -h option produces help listing of command line options.

2.2 Backing up the Administration Console

Change to the /opt/novell/devman/bin directory.
Run the following command from root: . /ambkup. sh.
Enter the Access Manager administration user ID.

Enter the Access Manager administration password.

Re-enter the password for verification.

O O~ ODN -~

Enter a password for encrypting and decrypting private keys, then re-enter for verification.
You must use the same password for both backup and restore.

7 Press Enter.
The backup script creates a . z1ip file containing several files, including the certificate information.
This . jar file uses the same API that Access Manager’s certificate management features use. The
.z1p file contains the following:

¢ The configurations store’s CA key.

¢ The certificates contained in the configuration store.

¢ The trusted roots in the trustedRoots container in accessManagerContainer. The trusted roots
are backed up in both the LDIF file and the ZIP file. They are added to the ZIP file so that the
ZIP file has the complete certificate-related configuration.

¢ An LDIF file. This file is created by the eDirectory ICE utility. Everything in the
OU=accessManagerContainer,O=novell container is exported to the LDIF file.

IMPORTANT: The backup utility prompts you for a location to store the backup file, so that it is
not erased if you uninstall the product. The default location is the logged-in user’s home directory.

2.3 Restoring an Administration Console

The restore script replaces the configuration records in the configuration database with the records
in the backup of the configuration store. The restore script should not be used to move configuration
data from one machine to another. It should be used to restore configuration data to a machine that
has failed.

The restoration steps are dependent upon whether the Administration Console is installed on its own
machine or with an Identity Server:

¢ Section 2.3.1, “Restoring a Standalone Administration Console,” on page 32

¢ Section 2.3.2, “Restoring an Administration Console with an Identity Server on the Same
Machine,” on page 33

2.3.1 Restoring a Standalone Administration Console

If you are performing a restore because the Administration Console machine failed, install the same
version of the Administration Console on the new machine. Then perform the restore.

1 Ensure that the . zip file created during the backup process is accessible.
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Change to the /opt/novell/devman/bin directory.

Run the following command from root: . /amrestore. sh.

Enter the Access Manager administration user ID.

Enter the Access Manager administration password.

Enter the name of the backup file. Do not include the . zip extension.

Enter the private key encryption password and press Enter.
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Re-enter the private key encryption password and press Enter.

If you have secondary Administration Console installed, you must restart Tomcat (/etc/
init.d/novell-tomcat4 restart) in order to re-establish LDAP connections to the
primary Administration Console.

If you are restoring only the Administration Console, other components should still function
properly after the restore.

2.3.2 Restoring an Administration Console with an Identity
Server on the Same Machine
If you are performing a restore because the machine failed, install the same version of the

Administration Console on the new machine. Do not reinstall the Identity Server at this time. The
following procedures explain when the Identity Server should be reinstalled.

IMPORTANT: Whenever you run the amrestore. sh script, the Administration Console is
restored as a standalone Administration Console. You must perform the steps described in Step 9 to
restore your Identity Server into the configuration.

Ensure that the . z1ip file created during the backup process is accessible.
Change to the /opt/novell/devman/bin directory.

Run the following command from root: . /amrestore. sh.

Enter the Access Manager administration user ID.

Enter the Access Manager administration password.

Enter the name of the backup file. Do not include the . zip extension.
Enter the private key encryption password and press Enter.

Re-enter the private key encryption password and press Enter.

© 00 N O O A WODN -~

For the Identity Server, complete the following steps after the restore has finished:

9a Remove the Identity Server from the cluster configuration. (See Section 6.1.3, “Removing
a Server from a Configuration,” on page 60.)

9b Delete the Identity Server from the Administration Console. (See Section 5.1, “Managing
an Identity Server,” on page 49.)

9c¢ Uninstall the Identity Server. (See “Uninstalling the Identity Server” in the Novell Access
Manager 3.0 SP3 IR2 Installation Guide.

This is required if the Identity Server is installed on the machine. If you installed the
Identity Server before running the amrestore. sh script, you need to uninstall the
Identity Server.
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9d Install the Identity Server. (See “Installing the Novell Identity Server” in the Novell Access
Manager 3.0 SP3 IR2 Installation Guide.

9e Reassign the Identity Server to the cluster configuration that it was removed from. (See

Section 6.1.2, “Assigning an Identity Server to a Cluster Configuration,” on page 60.)

If you have secondary Administration Console installed, you must restart Tomcat (/etc/
init.d/novell-tomcat4 restart) in order to re-establish LDAP connections to the
primary Administration Console.

2.4 Restoring an Identity Server

1 Remove the Identity Server from the Identity Server cluster configuration. (See Section 6.1.3,
“Removing a Server from a Configuration,” on page 60.)

2 Delete the Identity Server from the Administration Console. (See Section 5.1, “Managing an
Identity Server,” on page 49.)

3 Uninstall the Identity Server. (See “Uninstalling the Identity Server” in the Novell Access
Manager 3.0 SP3 IR2 Installation Guide.

This might not be necessary, if you used a new machine for the restoring the configuration.

4 Install the new Identity Server, which imports it into the Administration Console. (See
“Installing the Novell Identity Server” in the Novell Access Manager 3.0 SP3 IR2 Installation
Guide.

5 Assign the new server to the Identity Server cluster configuration. (See Section 6.1.2,
“Assigning an Identity Server to a Cluster Configuration,” on page 60.)

2.5 Restoring an Access Gateway

If an Access Gateway machine experiences a hardware failure, such as a failed hard disk, you can
preserve its configuration and have it applied to the replacement machine.

¢ Section 2.5.1, “Clustered Access Gateway,” on page 34
¢ Section 2.5.2, “Single Access Gateway,” on page 35

2.5.1 Clustered Access Gateway

If the hardware fails on an Access Gateway machine that belongs to a cluster, do the following:
1 In the Administration Console, view the configuration of the cluster. Click Access Manager >
Access Gateways.

2 (Conditional) If the failed Access Gateway is the primary server, assign another server to be the
primary server.

2a On the Access Gateways page, click /[Name of Cluster] > Edit.

2b For the Primary Server field, select another server to be the primary server, then click OK
> Close.

2c Click Identity Servers > Update.

3 Delete the failed Access Gateway from the cluster. Click Access Gateways, select the failed
Access Gateway, then click Actions > Remove from Cluster.
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IMPORTANT: Do not delete the Access Gateway from the Administration Console.

4 On the new machine, install the Access Gateway, specifying the same Administration Console,
IP address, host name, and domain name as the failed machine.

5 When the machine imports into the Administration Console, add the machine to the Access
Gateway cluster.

5a In the Administration Console, click Access Manager > Access Gateways.

5b Select the name of the Access Gateway, then click Actions > Assign to Cluster > [Name of
Cluster].

2.5.2 Single Access Gateway

If the failed Access Gateway is a single machine and you want to preserve its configuration, you
need to perform the following steps:

1 Do not delete the Access Gateway from the Administration Console.
If you delete the Access Gateway from the Administration Console, the configuration
information is deleted.

2 On the new machine, install the Access Gateway software, using the same IP address, host
name, and domain name as the failed device and specifying the same Administration Console.

3 When the installation has completed and the device has been imported in the Administration
Console, verify the following:

3a Check its trusted relationship with the Identity Server. Click Access Manager > Access
Gateways > Edit > Reverse Proxy / Authentication.

3b (Linux Access Gateway only) If you have configured the Access Gateway to use SSL,
reconfigure the certificates for the listener. Click Access Manager > Access Gateways >
Edit > [Name of Reverse Proxy].

3¢ Save and apply any changes.

2.6 Running the Diagnostic Configuration Export

To create an .1d1 f file that you can export for diagnostic purposes:

Change to the /opt/novell/devman/bin directory.

Run the following command from root: ./amdiagcfg. sh.
Enter the Access Manager administration user ID.

Enter the Access Manager password.

Re-enter the password for verification.
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Press Enter.

The diagnostic configuration export utility is almost identical to the backup utility with two
differences: the ZIP file is not created, and the final LDIF file is scanned to have passwords
removed. Passwords are blanked out by a program called Strippasswd.

Strippasswd removes occurrences of passwords in the LDIF file, replacing them with empty strings.
If you look at the LDIF file, you will see that password strings are blank. You might see occurrences
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within the file or text that looks similar to password="String”. These are not instances of passwords,
but rather definitions that describe passwords as string types.

The LDIF file can then be sent to Novell Support for help in diagnosing configuration problems.
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Administration Console

This section discusses the following Administration Console topics:

¢ Section 3.1, “Administration Console Conventions,” on page 37
¢ Section 3.2, “Starting and Stopping Access Manager Components,” on page 37
¢ Section 3.3, “Changing the Password for the Administration Console,” on page 42

¢ Section 3.4, “Multiple Administrators, Multiple Sessions,” on page 42

For information about installing secondary consoles for fault tolerance, see “Clustering and Fault
Tolerance” in the Novell Access Manager 3.0 SP3 IR2 Setup Guide.

For troubleshooting information about converting a secondary console into a primary console, see
Section 37.5, “Converting a Secondary Console into a Primary Console,” on page 580.

3.1 Administration Console Conventions

¢ The required fields on a configuration page contain an asterisk by the field name.
+ All actions such as delete, stop, and purge require verification before they are executed.
¢ Changes are not applied to a server until you update the server.

+ Sessions are monitored for activity. If your session becomes inactive, you are asked to log in
again and unsaved changes are lost.

+ Right-clicking links in the interface, then selecting to open the link in a new tab or window is
not supported. If the left navigation panel is not present in the window or tab, close the session
and start a new one.

3.2 Starting and Stopping Access Manager
Components

Access Manager has three services that can be stopped and started: the Identity Server, the Access
Gateway, and the embedded service provider within the Access Gateway. Normally, you do not need
to stop and start these services. However, if you need to change certain configuration options, you
can be prompted to update the Identity Server or to restart the embedded service provider.

The following sections explain how to update, stop, start, and schedule a restart of the various
Access Manager components:

¢ Section 3.2.1, “Updating an Identity Server Configuration,” on page 38

¢ Section 3.2.2, “Restarting the Identity Server,” on page 39

¢ Section 3.2.3, “Updating the Access Gateway,” on page 39

¢ Section 3.2.4, “Restarting the Access Gateway Service Provider,” on page 40

¢ Section 3.2.5, “Starting the Access Gateway Service Provider,” on page 40

¢ Section 3.2.6, “Stopping the Access Gateway Service Provider,” on page 40

¢ Section 3.2.7, “Rebooting the Access Gateway,” on page 40
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¢ Section 3.2.8, “Scheduling a Reboot of the Access Gateway,” on page 41
+ Section 3.2.9, “Stopping the Access Gateway,” on page 41
¢ Section 3.2.10, “Scheduling the Shutdown of the Access Gateway,” on page 41

3.2.1 Updating an Identity Server Configuration

Whenever you change an Identity Server configuration, the system prompts you to update the
configuration. An Update Servers status is displayed under the Status column on the Servers page.
You must click Update Servers to update the configuration so that your changes take effect.

When clicked, this link sends a reconfigure command to all servers that use the configuration. The
servers then begin the reconfiguration process. This process occurs without interruption of service to
users who are currently logged in.

When you update a configuration, the system blocks inbound requests until the update is complete.
The server checks for any current requests being processed. If there are such requests in process, the
server waits five seconds and tests again. This process is repeated three times, thus waiting up to
fifteen seconds for these requests to be serviced and cleared out. After this period of time, the update
process begins. Any remaining requests might have errors.

During the update process, all settings are reloaded with the exception of the base URL. In most
cases, user authentications are preserved; however, there are conditions during which some sessions
are automatically timed out. These conditions are:

+ A user logged in via an authentication contract that is no longer valid. This occurs if an
administrator removes a contract or changes the URI that is used to identify it.

+ A user logged in to a user store that is no longer valid. This occurs if you remove a user store or
change its type. Changing the LDAP address to a different directory is not recommended,
because the system does not detect the change.

+ A user received authentication from an identity provider that is no longer trusted. This occurs if
you remove a trusted identity provider or if the metadata for the provider changed.

Additionally, if you remove a service provider from an identity provider, the identity provider
removes the provided authentication to that service provider. This does not cause a timeout of the
session to occur.

Changes to the SAML and Liberty protocol profiles can result in the trusted provider having
outdated metadata for the Identity Server being reconfigured. This necessitates an update at the other
provider and might cause unexpected behavior until that occurs.

1 Inthe Administration Console, click Access Manager > Identity Servers, then click the Servers
tab.

2 Select the Identity Server configuration, then click Update Servers.

This link is available only when you have made changes that require a server update.
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3.2.2 Restarting the Identity Server

Starting and stopping an Identity Server terminates active user sessions. These users receive a
prompt to log in again.

1 In the Administration Console, click Access Manager > Identity Servers and select the Identity
Server to stop.

Click Stop.

Wait for the Command Status to change from Pending to Complete.

Select the Identity Server, then click Start.
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When the Command Status changes to Complete, click Refresh.

The status icon of the Identity Server should turn green.

3.2.3 Updating the Access Gateway

When a configuration change has been made, but not applied, the Access Gateway is in an Update
status on the Access Gateways page. If the Access Gateway is a member of a cluster, the cluster is in
an Update All status. You can click Update to apply the configuration change to a single Access
Gateway or Update All to apply the configuration change to all members of a cluster.

If the changes have been saved to browser cache, but not to the configuration store, the changes are
lost if your session times out before you apply the changes. The Access Gateway remains in an
Update status, but when you click Update, there are no changes to apply. If you prefer to update
members of a cluster one at a time, it is best to save the changes to the configuration datastore before
applying them. Click Edit, then click Save.

When you click Update, three options are displayed:

+ When you have modified services of the Access Gateway, the update option for A//
Configuration is available. Depending upon what has been modified, updating might cause
logged in users to lose data and their connections.

+ When the ESP logging settings have been modified on the Identity Server, the update option for
Logging Settings is available. The Logging Settings option causes no interruption in services.

+ If apolicy is modified that the server has enabled for a protected resource or a protected
resource has a policy enabled or disabled and the policy changes are the only modifications that
have occurred, the update option for Policy Settings is available. The Policy Settings option
causes no interruption in services.

When you make the following configuration changes, the Update All option is the only option
available and your site will be unavailable while the update occurs:

¢ The Identity Server configuration that is used for authentication is changed (Access Gateways >
Edit > Reverse Proxy/Authentication, then select a different value for the Identity Server
Cluster option).

+ A different reverse proxy is selected to be used for authentication (Access Gateways > Edit >
Reverse Proxy/Authentication, then select a different value for the Reverse Proxy option).

¢ The protocol or port of the authenticating reverse proxy is modified (Access Gateways > Edit >
Reverse Proxy/Authentication > [Name of Reverse Proxy], then change the SSL options or the
port options).
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¢ The published DNS name of the authentication proxy service is modified (Access Gateways >
Edit > Reverse Proxy/Authentication > [Name of Reverse Proxy] > [Name of First Proxy
Service], then modify the Published DNS Name option).

3.2.4 Restarting the Access Gateway Service Provider

To stop and start the Access Gateway service provider:
1 In the Administration Console, click Access Manager > Access Gateways, then select the
Access Gateway, then click Actions.
2 Click Service Provider > Restart Service Provider, then click OK.

In a few seconds, the Health icon of the Access Gateway should turn green.

3.2.5 Starting the Access Gateway Service Provider

When an Access Gateway is removed from a cluster configuration, the embedded service provider is
stopped. It should remain stopped until you have reconfigured the Access Gateway. When you have
finished the reconfiguration, you should start the embedded service provider.

1 In the Administration Console, click Access Manager > Access Gateways, then select the
Access Gateway, then click Actions.
2 Click Service Provider > Start Service Provider, then click OK.

In a few seconds, the Health icon of the Access Gateway should turn green.

3.2.6 Stopping the Access Gateway Service Provider

Stopping the embedded service provider is a quick way to make the Access Gateway inaccessible to
users.

1 In the Administration Console, click Access Manager > Access Gateways, then select the
Access Gateway, then click Actions.
2 Click Service Provider > Stop Service Provider, then click OK.

In a few seconds, the status icon of the Access Gateway should turn red.

3.2.7 Rebooting the Access Gateway

Rebooting the Access Gateway makes all protected resources unavailable until the Access Gateway
returns to a server status of green. The Access Gateway is stopped, and the operating system is
rebooted.

1 In the Administration Console, click Access Manager > Access Gateways, then select the
Access Gateway.

2 Click Reboot.

In a few minutes, the status icon of the Access Gateway should turn green.
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3.2.8 Scheduling a Reboot of the Access Gateway

Rebooting the Access Gateway makes all protected resources unavailable until the Access Gateway
returns to a server status of green. Scheduling this event allows you to pick the best time for your
resources to be momentarily unavailable.

1 In the Administration Console, click Access Manager > Access Gateways, select the Access
Gateway, then click Actions.

2 Click Schedule Reboot.
The following field displays information about the command you are scheduling.

Type: Displays the type of command that is being scheduled, such as Access Gateway
Shutdown, Access Gateway Reboot, Access Gateway Upgrade, Device Configuration.

3 Fill in the following fields:

Name Scheduled Command: (Required) Specifies a name for this scheduled command. This
name is used in log and trace files.

Description: (Optional) Provides a field to describe the reason for the command.

Date & Time: The drop-down menus allow you to select the day, month, year, hour, and
minute when the command should execute.

4 Click OK.

3.2.9 Stopping the Access Gateway

You should stop the Access Gateway only when you plan to turn off the power or to configure boot
options for troubleshooting. After you have stopped the Access Gateway, you must have physical
access to the machine to start it.

1 In the Administration Console, click Access Manager > Access Gateways, select the Access
Gateway, then click Shutdown.
2 To confirm the shutdown, click OK.
The machine is physically turned off. Before you start the Access Gateway again, you can modify

the boot options on a NetWare Access Gateway. For information about these boot options, see
Section 40.3.1, “Additional Options During the Boot Process,” on page 657.

3.2.10 Scheduling the Shutdown of the Access Gateway

You should stop the Access Gateway only when you plan to turn off the power or to configure boot
options for troubleshooting. After you have stopped the Access Gateway, you must have physical
access to the machine to start it. Scheduling this event allows you to pick the best time for the
Access Gateway to be unavailable.

1 In the Administration Console, click Access Manager > Access Gateways, select the Access
Gateway, then click Actions.

2 Click Schedule Shutdown.
The following field displays information about the command you are scheduling.

Type: Displays the type of command that is being scheduled, such as Access Gateway
Shutdown, Access Gateway Restart, Access Gateway Upgrade, Device Configuration.

Administration Console

4



3 Fill in the following fields:

Name Scheduled Command: (Required) Specifies a name for this scheduled command. This
name is used in log and trace files.

Description: (Optional) Provides a field to describe the reason for the command.

Date & Time: The drop-down menus allow you to select the day, month, year, hour, and
minute when the command should execute.

4 Click OK.
The machine is turned off when the scheduled command executes.
Before you start the Access Gateway again, you can modify the boot options on a NetWare Access

Gateway. For information about these boot options, see Section 40.3.1, “Additional Options During
the Boot Process,” on page 657.

3.3 Changing the Password for the
Administration Console

The admin of the Administration Console is a user created in the novell container of the
configuration store. To change the password:

In the Administration Console, click Users > Modify User.

Click the Object Selector icon.

Browse the novell container and select the name of the admin user, then click OK.
Click Restrictions > Set Password.

Enter a password in the New password text box.

Confirm the password in the Refype new password text box.

Click OK twice.
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3.4 Multiple Administrators, Multiple Sessions

The Administration Console has been designed to warn you when another administrator is making
changes to a policy container or to an Access Manager device (such as an Access Gateway, SSL
VPN, or J2EE Agent). The person who is currently editing the configuration is listed at the top of the
page with an option to unlock and with the person’s distinguished name and IP address. If you select
to unlock, you destroy all changes the other administrator is currently working on.

WARNING: Currently, locking has not been implemented on the pages for modifying the Identity
Server. If you have multiple administrators, they need to coordinate with each other so that only one
administrator is modifying an Identity Server cluster at any given time.

Multiple Sessions: You should not start multiple sessions to the Administration Console with the
same browser on a workstation. Browser sessions share settings that can result in problems when
you apply changes to configuration settings. However, if you are using two different brands of
browsers simultaneously, such as Internet Explorer* and Firefox*, it is possible to avoid the session
conflicts.

Multiple Admin Accounts: The Administration Console is installed with one admin user account.
If you have multiple administrators, you might want to create a user account for each one so that log
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files reflect the modifications of each administrator. The easiest way to do this is to create an
account for each administrator and make the user security equivalent to the admin user.

In the Administration Console, click Users > Create User.

Create a user account for each administrator.

Click Modify User, then select the created user.

Click Security > Security Equal To.

Select the admin user, then click Apply > OK.

O A WON -

Repeat Step 3 through Step 5 for each user you want to make security equivalent to the admin
user.
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Changing the IP Address of
Access Manager Devices

The following sections explain how to change the IP address on the following devices:

*

Section 4.1, “Changing the IP Address of the Administration Console,” on page 45

*

Section 4.2, “Changing the IP Address of an Identity Server,” on page 45

*

Section 4.3, “Changing the IP Address of the Access Gateway,” on page 46

*

Section 4.4, “Changing the [P Address of an Audit Server,” on page 47

NOTE: Changing the IP address of an SSL VPN component is not recommended.

4.1 Changing the IP Address of the
Administration Console
We recommend that you install the Administration Console with the IP address that it will always

use because all of the devices that import into the Administration Console use this address to
establish secure communication with the Administration Console.

The only tested method of changing the IP address so that all other devices trust the Administration
Console is to install a secondary console with the new IP address and then promote the secondary
console to be the primary console. Remember to change the IP addresses of all components pointing
to the new Administration Console.

See the following sections:

+ “Installing Secondary Versions of the Administration Console” in the Novell Access Manager
3.0 SP3 IR2 Setup Guide

¢ “Converting a Secondary Console into a Primary Console” on page 580

Converting a secondary console into a primary console is not a simple task. The task was designed
as a disaster recovery solution when the primary console is no longer available. It is not a simple
configuration change.

4.2 Changing the IP Address of an Identity
Server

These instructions assume that your Identity Server and Administration Console are not on the same
machine. If they are on the same machine, see Section 4.1, “Changing the IP Address of the
Administration Console,” on page 45.

To move a machine or change the IP address for the Identity Server:

1 In the Administration Console, click Access Manager > Identity Servers.
2 Click the server name.

3 On the General page, click Edit.
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4 Specify the new IP address in the Management IP Address field and, if necessary, a port.
5 Click OK, then click Close.

6 In Linux, open the console shell and stop the server communication service by using the
following command:

/etc/init.d/novell-jcc stop
7 Using YaST, change the IP address on the physical Linux server hosting the Identity Server.

8 At the console shell, access the /opt/novell/devman/jcc directory, then enter the
following command:

conf/Configure.sh
9 When you are prompted for the local listener IP address, enter the new IP.

10 When you are prompted for the administration server IP, enter the same IP that you used during
the initial installation.

11 Follow the prompts and accept the defaults for ports and admin user.

12 At the console shell, start the server communication service using the command:
/etc/init.d/novell-jcc start

13 Restart the Identity Server application on the Servers page.

For information about deleting an Identity Server, see Section 5.1, “Managing an Identity Server,”
on page 49.

4.3 Changing the IP Address of the Access
Gateway

If you need to change the IP address of the Access Gateway machine, you need to configure the
Access Gateway for this change. This is especially significant when the Access Gateway machine
has only one IP address.

IMPORTANT: The new IP address must be configured in the Administration Console before you
change it on the Access Gateway. If you change in on the Access Gateway first, the Administration
Console will not trust the Access Gateway and will not establish communication.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Adapter
List.

2 (Conditional) If the machine belongs to a cluster, select the Access Gateway from the Cluster
Member list.

3 From the Adapter List, select the subnet mask that contains the IP address you want to change.

When you select the subnet mask, the Adapter page appears.
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Select the old IP address, click Change IP Address, specify the new IP address, then click OK.

This option changes all configuration instances of the old IP address to the new IP address. For
example, any reverse proxies that have been assigned the old IP address as a listening address
are modified to use the new IP address as the listening address.

To save your changes to browser cache, click OK.
To apply your changes, click the Access Gateways link, then click Update > OK.
If you are physically moving the machine, move it before completing the rest of these steps.

Check the IP address that the Administration Console uses for managing the Access Gateway.
Click Access Gateways > [Name of Access Gateway] > Edit.

If the old IP address is listed as the Management IP Address, select the new IP address. If your
Access Gateway has multiple IP addresses, select the one that you want the Administration
Console to use for communication with the Access Gateway.

The port should only be modified if there is another device on the Access Gateway that is using
the default port of 1443.

If the name of the Access Gateway is the old IP address, modify the Name option.
Click OK.
The Administration Console uses the configured IP address to find the Access Gateway.

If your Access Gateway stops reporting to the Administration Console after completing these steps,
you need to trigger an auto-import. See “Triggering an Import Retry” in the Novell Access Manager
3.0 SP3 IR2 Installation Guide.

4.4 Changing the IP Address of an Audit Server

To move a machine or change the IP address for the audit server:

1
2
3
4

In the Administration Console, click Access Manager > Auditing.

On the Novell Auditing page, change the IP address for the server and, if necessary, the port.
Click OK.

Update all Access Gateways.
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5 Reboot all servers to use the new configuration.
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Maintaining an Identity Server

Server maintenance involves tasks that you perform after you have configured the server.
Maintenance includes monitoring server and statistics, configuring Identity Server logging,
replacing certificates, and so on.

¢ Section 5.1, “Managing an Identity Server,” on page 49

¢ Section 5.2, “Editing Server Details,” on page 51

For information about server health, see Section 34.2, “Monitoring the Health of an Identity Server,”
on page 552.

For information about configuring the Identity Server, see Part I1, “Novell Identity Server
Configuration,” on page 53.

5.1 Managing an Ildentity Server

The Identity Servers page is the starting point for managing Identity Servers. Most often, you use
this page to stop and start servers, and to assign servers to Identity Server configurations. An
Identity Server cannot operate until you have assigned it to an Identity Server configuration.

1 In the Administration Console, click Access Manager > Identity Servers.

Identity Servers

m Sharable Settings

Mew Cluster..., | Start | Stop | Refresh | fctionsw

[] MHame Status  Health Alerts Commands Statistics Configuration
agd?. amlab. net Current &) 0 Wi e Edit

[0 L10.10.16.61 Current &) o Complete e

idp-B1.amlab. net Current ) a Wi Edit

0] ig10.10.16.51 Current @) 0 Complete Wiew

2 On the Servers tab, you can perform the following functions by clicking the server’s check box,
then clicking any of the following options:

New Cluster: Creates a new cluster configuration. See Section 6.1.1, “Creating a Cluster
Configuration,” on page 56.

Start: Starts the selected server. (See Section 3.2, “Starting and Stopping Access Manager
Components,” on page 37.)

Stop: Stops the selected server.
Refresh: Refreshes the server list.
Actions: Enables you to perform the following tasks:

+ Assign to Cluster: Enables you to assign a server to a cluster configuration. See
Section 6.1.2, “Assigning an Identity Server to a Cluster Configuration,” on page 60 for
more information.
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+ Remove from Cluster: Enables you to remove one or more servers from a configuration.
See Section 6.1.3, “Removing a Server from a Configuration,” on page 60 for more
information.

+ Delete: Deletes the selected server.

IMPORTANT: The system does not allow you to delete an Identity Server that is started.
You must first stop the server, then delete it. This removes the configuration object from
the configuration store on the Administration Console. To remove the server software
from the machine where it was installed, you must run the uninstall script on the server
machine.

¢ Update Health from Server: Performs a health check for the device.

This page also displays links in the following columns:

Column Description

Name Lists Identity Server and cluster configuration
names.

Status Lists the status of each configuration.

Current: Indicates that the server is using the
latest configuration data. If you change a
configuration, the system displays an Update or
Update All link.

Update: A link to update an Identity Server’s
configuration data without stopping the server.

Update All: A link displayed for cluster
configurations. This lets you update all the
Identity Servers in a cluster to use the latest
configuration data, with options to include
logging and policy settings.

Health Lists the health of each configuration and each
server.
Alerts Displays the Alerts page where you can monitor

and acknowledge server alerts.
Commands Displays the Command Status page.

Statistics Displays the Server Statistics page and allows
you to view the server statistics. See
Section 33.1, “Monitoring Identity Server
Statistics,” on page 535.

Configuration Lists the Identity Server configuration to which
this server belongs. An Identity Server can
belong to multiple configurations.
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5.2 Editing Server Details

You can edit server details, such as the server name and port. You can also access the other server
management tabs from this page.

1 In the Administration Console, click Access Manager > Identity Servers, then click the server
name.

2 Click Edit.

3 Fill in the following fields as necessary:

Name: The name of the Identity Server. Names must be alphanumeric and can include spaces,
hyphens, and underscores.

Management IP Address: The IP address of the Identity Server. Changing server IP addresses
is not recommended and causes the server to stop reporting. See Section 4.2, “Changing the IP
Address of an Identity Server,” on page 45.

Port: The Identity Server port.
Location: The location of the Identity Server.
Description: A description of the Identity Server.

4 To save your changes, click OK. Otherwise, click Cancel.
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Novell Identity Server
Configuration

In Access Manager, the Identity Server is responsible for authenticating users, building the user’s
role information, and distributing it to the various components. It also serves as the central point for
components that request identity information.

This section of the Administration Guide describes the following topics:

¢ Chapter 6, “Configuring an Identity Server,” on page 55

¢ Chapter 7, “Defining Shared Settings,” on page 83

¢ Chapter 8, “Configuring Local Authentication,” on page 89

¢ Chapter 9, “Configuring Trusted Providers,” on page 139

¢ Chapter 10, “Configuring User Authentication and Federation,” on page 157
¢ Chapter 11, “Configuring Communication Profiles,” on page 171

¢ Chapter 12, “Configuring Liberty Web Services,” on page 173

For conceptual information about Identity Server maintenance tasks, such as auditing, logging, and
health monitoring, see Part VII, “Monitoring Access Manager Components,” on page 503.

For conceptual information about Liberty and SAML, see the appropriate sections in Part [X,
“Appendixes,” on page 695.

This section of the administration guide is intended to help you understand and configure the
Identity Server for authentication, and includes advanced topics. It is recommended that you first
become familiar with the information in the Novell Access Manager 3.0 SP3 IR2 Setup Guide,
which is intended to familiarize you with Access Manager and helps you understand how to perform
a basic Identity Server configuration, cluster servers, set up a resource protected by an Access
Gateway, and configure SSL. The Basic Setup and Administration guides are designed to work
together, and important information and setup steps are not necessarily repeated in both places.
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Configuring an Identity Server

After you log in to the Administration Console, click Access Manager > Identity Servers. The
system displays the installed server.

Identity Servers
m’Shared Settings

Mew Cluster.,, | Start | Stop | Refresh | Actionz- 1 ltemis)
[T Hame Status Health Alerts Commands Statistics Configuration

[ 10.10.157.30 Mot Configured (9 0 Vigw Mone

At this point, the Identity Server is in an unconfigured state and is halted. It remains in this state and
cannot function until you create an Identity Server configuration and assign the Identity Server to
the new configuration. The configuration defines how the Identity Server functions in an Access
Manager configuration. In an Identity Server cluster, multiple servers must use the same
configuration.

¢ Section 6.1, “Managing a Cluster Configuration,” on page 55

¢ Section 6.2, “Modifying the Base URL,” on page 63

¢ Section 6.3, “Enabling Role-Based Access Control,” on page 64

¢ Section 6.4, “Using netHSM for the Signing Key Pair,” on page 64

¢ Section 6.5, “Configuring Secure Communication on the Identity Server,” on page 78
Additional Identity Server configuration topics for authentication include:

¢ Chapter 7, “Defining Shared Settings,” on page 83
¢ Chapter 8, “Configuring Local Authentication,” on page 89
¢ Chapter 12, “Configuring Liberty Web Services,” on page 173

6.1 Managing a Cluster Configuration

After you install an Identity Server, you must create a cluster configuration in order to configure the
Identity Server. You can assign the cluster configuration to one or more Identity Servers. As shown
in Figure 6-1, you can also create multiple configurations and assign different Identity Servers to
them.
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Figure 6-1 Identity Server Configurations
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When you assign multiple Identity Servers to the same configuration, you need to install an L4
switch, which allows the work load to be balanced among the machines.

Whether there is one machine or multiple machines in a cluster, the Access Manager software
configuration process is the same. This section describes the following clustering tasks:

¢ Section 6.1.1, “Creating a Cluster Configuration,” on page 56

¢ Section 6.1.2, “Assigning an Identity Server to a Cluster Configuration,” on page 60

¢ Section 6.1.3, “Removing a Server from a Configuration,” on page 60

¢ Section 6.1.4, “Managing a Cluster with Multiple Identity Servers,” on page 60

6.1.1 Creating a Cluster Configuration

This section discusses the settings available for an Identity Server configuration, such as importing
SSL certificates, enabling introductions, and configuring identity consumer settings. You should be
familiar with “Creating a Basic Identity Server Configuration” in the Novell Access Manager 3.0
SP3 IR2 Setup Guide before proceeding.

An Identity Server always operates as an identity provider and can optionally be configured to run as
an identity consumer (also known as a service provider), using Liberty, SAML 1.1, or SAML 2.0
protocols. In an Identity Server cluster, multiple servers use the same configuration.

In an Identity Server configuration, you specify the following information:

+ The base URL for the server or clustered server site.
¢ Certificates for the Identity Server, identity provider, and identity consumer.

+ Authentication settings, such as whether the identity provider requires signed authentications
from service providers.

¢ The service domains used for publishing and discovering authentications.

+ Organizational and contact information for the server, which is published in the metadata of the
Liberty and SAML protocols.

+ The LDAP directories (user stores) used to authenticate users, and the trusted root for secure
communication between the Identity Server and the user store.
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To create an Identity Server configuration:

1 In the Administration Console, click Access Manager > Identity Servers > Servers.
2 Select the Identity Server’s check box, then click New Cluster.
Selecting the server is one way to assign it to the cluster configuration.

3 In the New Cluster dialog box, enter a name for the cluster configuration. If you did not select
the server in the previous step, you can now select the server or servers that you want to assign
to this configuration.

For more information about assigning servers to a configuration, see Section 6.1.2, “Assigning
an Identity Server to a Cluster Configuration,” on page 60.

4 Click OK.

Identity Servers
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[T Use Introductions (Publish #uthentications)
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5 Fill in the following fields to specify the properties for your Identity Server configuration:

Name: A name by which you want to refer to the configuration. This field is populated with the
name you provided in the New Cluster dialog box. You can change this name here, if necessary.

IMPORTANT: Carefully determine your settings for the base URL, protocol, and domain.
After you have configured trust relationships between providers, changing these settings
invalidates the trust model and requires a reimport of the provider’s metadata.

Modifying the base URL also invalidates the trust between the embedded service provider of
the Access Gateway. To re-establish the trust after modifying the base URL, you have to restart
the embedded service provider.
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Base URL: The application path for the Identity Server. The Identity Server protocols (Liberty
1.2, SAML 1.1, and SAML 2.0) rely on this base URL to generate URL endpoints for each
protocol.

¢ Protocol: The communication protocol. Specify HTTPS in order to run securely (in SSL
mode) and for provisioning. Use HTTP only if you do not require security.

¢ Domain: The DNS name assigned to the Identity Server. When you are using an L4
switch, this DNS name should resolve to the virtual IP address set up on the L4 switch for
the Identity Servers. Using an IP address is not recommended.

¢ Port: The port value for the protocol. Default ports are 8080 for HTTP or 8443 for
HTTPS. If you want to use port 80 or 433, specify the port here, then configure the
operating system to translate the port. See Section 38.4, “Translating the Identity Server
Configuration Port,” on page 596.

¢ Application: The Identity Server application. Leave the default value nidp.

SSL Certificate: Displays the Keystore page that you use to locate and replace the test-
connector SSL certificate for this configuration.

The Identity Server comes with a test-connector certificate that you must replace for your
production environment. You can replace the test certificate now or after you configure the
Identity Server. If you create the certificate and replace the test-connector now, you can save
some time by restarting Tomcat only once. Tomcat must be restarted whenever you assign an
Identity Server to a configuration and whenever you update a certificate key store. See
Section 6.5.3, “Managing the Keys, Certificates, and Trust Stores,” on page 80.

LDAP Access: The maximum number of LDAP connections allowed to the configuration
store. You can adjust this amount for system performance.

Session Timeout: The session inactivity time allowed before timing out. This is a global
setting that applies to any resource that authenticates to this Identity Server or Identity Server
cluster. The default setting is fifteen minutes.

This is a security setting:

+ Lower it if you want idle sessions to time out with a smaller window of opportunity that
allows someone to take over a session of a user who takes a break, leaving an active
session unattended.

¢ Increase it if you want to allow idle users to have a longer time period before they are
forced to log in again.

If the resource is configured to use Basic authentication or SSL mutual authentication, the
session times out, but the browser must be closed to terminate the session.

Allow multiple browser session logout: Specifies whether a user with more than one session
to the server is presented with an option to log out of all sessions. If you do not select this
option, only the current session can be logged out. You deselect this option in instances where
multiple users log in as guests. Then, when one user logs out, none of the other guests are
logged out.

After you enable this option and click OK, you are prompted to apply the changes by using
Update Servers on the Servers page. You must also restart any ESPs in an Access Gateway or
J2EE Agent configuration that use this Identity Server configuration.

6 (Optional) If you are configuring the Identity Server for federation, either as an identity
provider or an identity consumer, you might want to configure the following options.
Otherwise, you can skip them.

¢ “Configuring the General Identity Provider Options” on page 144
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+ “Configuring the General Identity Consumer Options” on page 145
7 To continue creating the Identity Server configuration, click Next.

The system displays the Organization page.

Identity Servers
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Use this page to specify organization information for the Identity Server configuration. The
information you specify on this page is published in the metadata for the Liberty 1.2 and
SAML protocols. The metadata is traded with federation partners and supplies various
information regarding contact and organization information located at the Identity Server.

The following fields require information:
¢ Name: The name of the organization.
+ Display Name: The display name for the organization.
¢ URL: The organization’s URL for contact purposes.

Optional fields include Company, First Name, Last Name, Email, Telephone, and Contact
Type.
8 Click Next to configure the user store.

You must reference your own user store and auto-import the SSL certificate. See Section 8.1,
“Configuring Identity User Stores,” on page 90 for information about this procedure.

9 After you configure the user store, click Finish to save the server configuration.

The system displays the new configuration on the Servers page.

Identity Servers
m%ared Settings |

Mew Cluster,,, | Start | Stop | Refresh | Actionsw 1 ltemis)
[T Hame Status  Health Alerts Commands Statistics Configuration

idp-corporate Current &) 0 Wi Edit

[T L10.10,157.30 Current (@) 0 Complete Wiews

The status icons for the configuration and the Identity Server should turn green. It might take several
seconds for the Identity Server to start and for the system to display a green light. If it does not, it is
likely that the Identity Server is not communicating with the user store you set up. Ensure that you
have entered the user store information correctly, and that you imported the SSL certificate to the
user store. (Edit > Local > [User Store].)
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6.1.2 Assigning an Identity Server to a Cluster Configuration

After you create a configuration, you must assign the Identity Server to it. For clustering, you can
assign more than one Identity Server to the configuration (see Section 6.1.4, “Managing a Cluster
with Multiple Identity Servers,” on page 60 for the steps to set up a cluster). A configuration uses
any shared settings you have specified, such as attribute sets, user matching expressions, and custom
attributes that are defined for the server.

1 In the Administration Console, click Access Manager > Identity Servers.

2 On the Servers page, select the server’s check box, then choose Actions > Assign to Cluster.
You can also select all displayed servers by selecting the top-level Server check box.

3 Select the configuration’s check box, then click Assign.

You are prompted to restart Tomcat. The status icon for the Identity Server should turn green. It
might take several seconds for the identity provider to start and for the system to display the
green light.

6.1.3 Removing a Server from a Configuration

Removing an Identity Server from a configuration disassociates the Identity Server from the cluster
configuration. The configuration, however, remains intact and can be reassigned later or assigned to
another server.

1 In the Administration Console, click Access Manager > Identity Servers.
2 Select the server, then click Stop. Wait for the Health indicator to turn red.

3 Select the server, then choose Actions > Remove from Cluster.

For information about deleting an Identity Server, see Section 5.1, “Managing an Identity Server,”
on page 49.

6.1.4 Managing a Cluster with Multiple Identity Servers

To add capacity and for system failover, you can cluster a group of Identity Servers and configure
them in a cluster configuration to act as a single server. However, a cluster is not intended for login
failover because all authentication data for a user is stored in memory on the cluster member or
authenticating server that originally handled the user's authentication. If this server malfunctions, all
users whose authentication data resides on the authenticating server must reauthenticate.

All requests that require user authentication information must be processed on the user’s
authenticating server. For example, if an HTTP request is received by a cluster server other than the
authenticating server, then the HTTP request is forwarded to the authenticating server in the cluster.
This server processes the HTTP request and routes it back through the forwarding cluster member
and then to the original requester.

A cluster of Identity Servers should reside behind an L4 switch. Clients access the virtual IP (VIP)
address of the cluster presented on the L4 switch, and the L4 switch alleviates server load by
balancing traffic across the cluster. Whenever a user accesses the virtual IP address (port 8080)
assigned to the L4, the system routes the user to one of the Identity Servers in the cluster, as traffic
necessitates.

+ “Prerequisites” on page 61
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¢ “Setup” on page 61

Prerequisites

O An L4 switch installed. You can use the same switch for Identity Server clustering and Access
Gateway clustering, provided that you use different virtual IPs. The LB algorithm can be
anything (hash/sticky bit), defined at the Real server level. For configuration tips, see
“Configuration Tips for the L4 Switch ” in the Novell Access Manager 3.0 SP3 IR2 Setup
Guide.

O Persistence (sticky) sessions enabled on the L4 server. Normally you define this at the virtual
server level.

O An Identity Server configuration created for the cluster. You assign all the Identity Servers to
this configuration. See Section 6.1.1, “Creating a Cluster Configuration,” on page 56 for
information about creating an Identity Server configuration. See Section 6.1.2, “Assigning an
Identity Server to a Cluster Configuration,” on page 60 for information about assigning identity
servers to configurations.

The base URL DNS name of this configuration must resolve via DNS to the IP address of the
L4 virtual IP address. The L4 balances the load between the identity servers in the cluster.

O Ensure that the L4 administration server using port 8080 has the following TCP ports open:

¢ 8443 (secure Administration Console)

*

7801 range (for back-channel communication with cluster members. You need to open a
port for each member of the cluster plus one. Thus, for a two member cluster, 7801, 7802,
and 7803 need to be open.)

636 (for secure LDAP)
389 (for clear LDAP, loopback address)

524 (network control protocol on the L4 machine for server communication)

*

*

*

The identity provider ports must also be open:
+ 8080 (non-secure login)
+ 8443 (secure login)
* 1443 (server communication)

If you are using introductions (see Section 6.1.1, “Creating a Cluster Configuration,” on
page 56), you must configure the L4 switch to load balance on ports 8445 (identity provider)
and 8446 (identity consumer).

Setup
1 Install the additional Identity Servers.

During installation, choose option 2, Install Novell Identity Server. You run the installation for
each new Identity Server you want to add. Specify the IP address and administration credentials
of each additional Identity Server. If you are installing on a machine without the Administration
Console, the installation asks you for the Administration Console’s IP address. After you install
the Identity Servers, the servers are displayed on the Servers page in Identity Servers.

2 Assign the Identity Servers to the same cluster configuration (see Section 6.1.2, “Assigning an
Identity Server to a Cluster Configuration,” on page 60).

3 Click the name of the cluster configuration.
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Identity Sarvers

Cluster Details: idp-corporate
mHealth \ Alerts | Statistics |
Edit

Mame: idp-corporate

Cluster communication backchannel
Part: a0
Encrypt: Mo

Level four switch port translation
Fort tranzlation = enabled on switch: Mo

Cluster member translated port:

Cluster members

1 ltemiz)
Server Version Location Description

The system displays the Cluster Details page, which lets you manage the configuration’s
cluster details, health, alerts, and statistics.

4 Click Edit.

Identity Serwers B Cluster Details: idp-corporate

Cluster Details Edit: idp-corporate

Hame: |idp-corp0rate

Cluster communication backchannel

Part: I?Bm

r Encrypt

Level four switch port translation

[T Port translation is enabled on switch

Cluster member translated port: I

5 Fill in the following fields as required:

Cluster Communication Backchannel: Provides a communications channel over which the
cluster members maintain the integrity of the cluster. For example, this TCP channel is used to
detect new cluster members as they join the cluster, and to detect members that leave the
cluster. A small percentage of this TCP traffic is used to help cluster members determine which
cluster member would best handle a given request. This back channel should not be confused

with the IP address/port over which cluster members provide proxy requests to peer cluster
members.

+ Port: Specifies the TCP port of the cluster back channel on all of the Identity Servers in
the cluster. 7801 is the default TCP port.

Because the cluster back channel uses TCP, you can use cluster members on different
networks. However, firewalls must allow the ports specified here to pass through. You
need to open a port for each member of the cluster plus one. For example, if you use four
devices, your port numbers would be 7801, 7802, 7803, 7804, and 7805.
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+ Encrypt: Encrypts the content of the messages that are sent between cluster members.

Level Four Switch Port Translation: Configures the L4 switch to translate the port of the
incoming request to a new port when the request is sent to a cluster member. Because the
cluster members communicate with each other over the same IP address/port as the L4 switch,
the cluster implementation needs to know what that port is. The translated port is the port on
the cluster members where other cluster members can contact it. This is the [P address and port
where cluster members provide proxy requests to other cluster members.

+ Port translation is enabled on switch: Specifies whether the port of the L4 switch is
different from the port of the cluster member. For example, enable this option when the L4
switch is using port 443 and the Identity Server is using port 8443.

¢ Cluster member translated port: Specifies the port of the cluster member.

Under Cluster Members, you can refresh, start, stop, and assign servers to Identity Server
configurations.

6 Click OK, then update the Identity Server as prompted.

6.2 Modifying the Base URL

When configuring an Identity Server, you must carefully determine your settings for the base URL,
protocol, and domain. Changing the base URL invalidates the trust model and requires a reimport of
the provider’s metadata, and a restart of the affected Access Gateway embedded service providers. It
also changes the ID of the provider and the URLs that others use for access.

When you change the base URL of the Identity Server, you invalidate the following trusted
relationships:

¢ The trusted relationships that the Identity Server has established with each Access Manager
device that has been configured to use the Identity Server for authentication

¢ The trusted relationship that each Access Manager device has established with the Identity
Server when the Identity Server configuration was selected.

¢ The trusted relationships that the Identity Server has established with other service providers.

The sessions of any logged in users are destroyed and no user can log in and access protected
resources until the trust relationships are re-established.

To modify the base URL and re-establish trust relationships:

In the Administration Console, click Access Manager > Identity Servers > Edit.
Change the protocol, domain, port, and application settings, as necessary.

Click OK.

On the Identity Servers page, click Update.

A WODN =

This re-creates the trusted Identity Server configuration to use the new Base URL and
metadata.

5 Restart Tomcat on each Identity Server in the configuration. Go to each machine, then enter the
following command.

/etc/init.d/novell-tomcat4 restart
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6 For each Access Manager device configured to trust the configuration of this modified base
URL, you must update the device so that the embedded service provider trusts the new Identity
Server configuration:

¢ Click Access Gateways, then click Update on any servers with a Status of Update.
¢ Click SSL VPNs, then click Update on any servers with a Status of Update.
* Click J2EE Agents, then click Update on any agents with a Status of Update.
7 For each service provider you have configured to trust the configuration of this modified base

URL, you must send them the new metadata and have them re-import it.

For information about setting up SSL and changing an Identity Server from HTTP to HTTPS, see
“Enabling SSL Communication” in the Novell Access Manager 3.0 SP3 IR2 Setup Guide.

6.3 Enabling Role-Based Access Control

Role-based access control is used to provide a convenient way assign a user to a particular job
function or set of permissions within an enterprise, in order to control access. In Access Manager,
you assign users to roles, based on attributes of their identity, and then associate authorization
policies to the role.

For a complete discussion on creating and configuring role policies, see Chapter 27, “Creating Role
Policies,” on page 391, in Part VI, “Policy Management,” on page 383.

In order for a role to be assigned to users at authentication, you must enable it for the Identity Server
configuration.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Roles.

2 Click the role policy’s check box, then click Enable.
3 To disable the role policy, click the role policy’s check box, then click Disable.

4 After enabling or disabling role policies, update the Identity Server configuration on the
Servers tab.

6.4 Using netHSM for the Signing Key Pair

The netHSM* is a Hardware Security Module (HSM) from nCipher*. The module is attached to the
network and provides cryptographic resources for multiple servers. Keys stored in a netHSM
keystore are secure because the key material can never be exposed outside of the module.

Access Manager has not been tested with any other HSM products; it has only been tested with the
netHSM module from nCipher.

Figure 6-2 illustrates a simple netHSM configuration with an Identity Server as a netHSM client.
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Figure 6-2 A Simple netHSM Configuration

netHSM Server

Remote File System & Identity Server &
netHSM Client netHSM Client

Access Manager allows you to use netHSM to store and manage the signing key pair of the Identity
Server. You must use the Administration Console to store and manage the other Access Manager
certificates. Access Manager uses the Java Security provider of the netHSM server to interact with
the netHSM server.

This section describes the following about the netHSM implementation:
¢ Section 6.4.1, “Understanding How Access Manager Uses Signing and Interacts with the
netHSM Server,” on page 65
¢ Section 6.4.2, “Configuring the Identity Server for netHSM,” on page 66

6.4.1 Understanding How Access Manager Uses Signing and
Interacts with the netHSM Server

The netHSM server provides a signing certificate that is used instead of the one provided by Access
Manager. Requests, responses, assertions, or payloads can be signed when there are interactions
during single sign-on or during attribute queries between service providers and identity providers
using any of the SAMLI1.1, SAML2, Liberty ID-FF, Liberty ID-WSF, or ID-SIS protocols. For more
information about the services that use the signing certificate, see “Viewing the Services That Use
the Signing Key Pair” on page 79.

Figure 6-3 outlines one of the basic flows that might occur during single sign-on to the Identity
Server when authentication requests have been configured for signing.
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Figure 6-3 Basic Flow for an Authentication Request Using netHSM
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. The user requests the Access Gateway to provide access to a protected resource.

The Access Gateway redirects the user to the Identity Server, which prompts the user for a
username and password.

The Identity Server authenticates the user. If signing is enabled, the payload is signed by the
netHSM server through the Java JSSE security provider.

The Identity Server returns the authentication artifact to the Access Gateway.

5. The embedded service provider of the Access Gateway retrieves the user’s credentials from the

Identity Server.

. The Access Gateway verifies that the credentials allow the user access to the resource, then

sends the request to the Web server.

. The Web server returns the requested Web page.

6.4.2 Configuring the Identity Server for netHSM

The configuration tasks for netHSM are described in the following sections:

*

*

*

*

*

*

“Prerequisites for Using netHSM” on page 66

“Configuring the Identity Server to Be a netHSM Client” on page 67
“Creating the nCipher Signing Key Pair” on page 68

“Configuring the Identity Server to Use the netHSM Certificate” on page 73
“Verifying the Use of the nCipher Key Pair” on page 75

“Troubleshooting the netHSM Configuration” on page 75

Prerequisites for Using netHSM

a
a

An installed and configured netHSM server.

An installed and configured remote file system with the netHSM client.
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O An installed Identity Server, assigned to a cluster configuration.

For instructions on a basic setup that assigns the Identity Server to a cluster configuration, see
“Creating a Basic Identity Server Configuration” in the Novell Access Manager 3.0 SP3 IR2
Setup Guide.

The following instructions describe one way to integrate the Identity Server with a netHSM server.
Other ways are possible.

Configuring the Identity Server to Be a netHSM Client

The following instructions are based on nCipher hardware, but you should be able to adapt them for
your hardware. The instructions explain how to configure the Identity Server so that it can
communicate with both the nCipher server and the remote file system server, how to create a signing
key pair and its keystore, how to copy these them to the Identity Server, and how to synchronize the
changes with the remote file system server.

1 At the Identity Server, log in as root and install the netHSM client software.
The nCipher software installs files in the /opt/nfast directory and creates an nfast user and
group. Check your netHSM documentation for the specific steps.

2 (Conditional) If your Identity Server cluster configuration contains more than one Identity
Server, install the netHSM client software on the other Identity Servers in the cluster.

3 At the netHSM server, configure the server to allow the Identity Server to be a client.
Check your netHSM documentation for the specific steps.

4 (Conditional) If your Identity Server cluster configuration contains more than one Identity
Server, configure the netHSM server to allow the other Identity Servers in the cluster to be a
client.

5 At the Identity Server, enroll the client to use the server:

5a To get the ESN and hash numbers for the enroll command, enter the following command:
/opt/nfast/bin/anonkneti <IP address>

Replace <IP_address> with the IP address of the netHSM server.

5b To enroll the client, enter the following command:
/opt/nfast/bin/nethsmenroll -p <IP address> <ESN> <hash>

Replace <IP_address> with the IP address of the netHSM server. Replace <ESN> and
<hash> with the values copied from the anonkneti command.

6 (Conditional) If the Identity Server and the Administration Console are installed on the same
machine, modify the 9000 and 9001 TCP ports:

6a In a text editor, open the /opt/novell/devman/share/conf/sc.conf file.
6b Change the ports from 9000 and 9001 to another value, such as 9010 and 9011.
The lines should look similar to the following:
<stringParam name="ExecutorPort" value="9010" />
<stringParam name="SchedulerPort" value="9011" />
6¢ Save the changes.

6d Use the following command to restart Tomcat:
/etc/init.d/novell-tomcatd restart
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6e (Conditional) If other Identity Servers in the cluster contain an Administration Console,
repeat Step 6.

7 At the Identity Server, enable the netHSM client so that it uses TCP:

7a Enter the following command:
/opt/nfast/bin/config-serverstartup -sp

7b To restart the nfast client, enter the following command:
/opt/nfast/sbin/init.d-nfast restart
8 Configure communication to the remote file system server. In this sample configuration the

remote file system is installed on a Windows machine and the Identity Server is installed on
Linux.

8a At the remote file system server, enable communication with the Identity Server. For a
Windows machine, enter the following command:
C:\nfast\bin\rfs-setup.exe --gang-client --write-noauth
<address>
Replace <address> with the IP address of the Identity Server.

8b At the Identity Server, enable communication with the remote file system server. For
nCipher, enter the following command:

/opt/nfast/bin/rfs-sync --setup —--no-authenticate <address>
Replace <address> with the IP address of the remote file system server.

8c At the Identity Server, initialize synchronization with the remote file system server. For
nCipher, enter the following commands:
/opt/nfast/bin/rfs-sync —-update
/opt/nfast/bin/rfs-sync —-commit

The first command reads updates from the remote file system server and downloads files
to the /opt/nfast/kmdata/local directory. The second command writes local
changes to the remote file system server.

9 Continue with “Creating the nCipher Signing Key Pair” on page 68.

Creating the nCipher Signing Key Pair

IMPORTANT: Because of Access Manager configuration conflicts, you need to use a netHSM
client other than the Identity Server. The remote file system server is a netHSM client, or if you have
configured another device as a client, you can use that device.

The following commands are specific to nCipher; it does not come with a tool to generate a key pair
and CSR. nCipher also uses a unique keystore of type nCipher.sworld.

nCipher supports both a Windows and an Linux netHSM client.

¢ Ifyou have a Windows netHSM client, the command is located in the following directory:
c:\Program Files\Java\jdkl.5.0 14\jre\bin\java

¢ Ifyou have Linux netHSM client, the command is located in the following directory:
/opt/novell/java/bin/java

To create a new key pair for nCipher:
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1 On a netHSM client, add the nCipher provider to the provider list of the java.security

file:

1a Ina text editor, open the C: \Program Files\Java\jdkl.5.0 14\jre\lib\
security\java.security file.

1b Add the following lines to the top of the list of providers:

security.provider.l=com.ncipher.fixup.provider.nCipherRSAPrivat

eEncrypt

security.provider.2=com

.ncipher.provider.km.nCipherKM

The provider section should look similar to the following:

#

# List of providers and

#

security.

eEncrypt

security.
security.
security.
security.
security.
security.
security.

provider

provider.
provider.
provider.
provider.
provider.
provider.
provider.

1c Save your changes.
2 Add the nfast libraries to the CLASSPATH for Java:
For a Windows client, add the following paths:

.1=com.

2=com.
3=sun.
4=sun.
5=com.
6=com.
7=sun.
8=com.

their preference orders (see above):
ncipher.fixup.provider.nCipherRSAPrivat

ncipher.provider.km.nCipherKM
security.provider.Sun
security.rsa.SunRsaSign
sun.net.ssl.internal.ssl.Provider
sun.crypto.provider.SunJCE
security.jgss.SunProvider
sun.security.sasl.Provider

c:\nfast\java\classes\keysafe.jar;c:\nfast\javalclasses\nfjava.jar
;c:\nfast\java\classes\kmjava.jar;c:\nfast\javalclasses\kmcsp.jar;
c:\nfast\javalclasses\jutils.jar;c:\nfast\javalclasses\jcetools.

jar;c:\nfast\javalclasses\spp.jar;c:\nfast\javalclasses\rsaprivenc

.Jjar;

For a Linux client, add the following paths and export them:

/opt/nfast/java/classes/nfjava.jar:/opt/nfast/java/classes/
kmjava.jar:/opt/nfast/java/classes/kmcsp.jar:/opt/nfast/java/
classes/spp.jar:/opt/nfast/java/classes/rsaprivenc.jar:/opt/nfast/
java/classes/jutils.jar:/opt/nfast/java/classes/jcetools.jar:/opt/
nfast/java/classes/keysafe.jar

3 Create a directory for the keystore and change to that directory.

On a Windows client, enter the following command to create a new key in a keystore:

"c:\Program Files\Java\jdkl.5.0 14\jre\bin\java" -Dprotect=module
-DignorePassphrase=true sun.security.tools.KeyTool -genkey -v
-—alias 0d93 -keyalg RSA -keystore AMstore.jks —-storetype
nCipher.sworld -provider com.ncipher.provider.km.nCipherKM

Enter your values for the following parameters:

Parameter

Description

-Dprotect=module

Only required if you want the keystore to be
module protected.
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Parameter

Description

-DignorePassphrase=true

sun.security.tools.KeyTool

-alias

-keyalg

-keystore

—-sStoretype

-provider

Only required if you want the keystore to be
module protected.

The name of the keytool command

A name that helps you identify the key. In this
sample configuration, the name is 0d93.

The security algorithm.

A name for the keystore. In this sample
configuration, the name is AMstore. jks.

The type of keystore. For nCipher, this must be
setto nCipher.sworld

The name of the providerClass and
providerName. This is the provider that you
added to the java.security file in Step 1.

The tool prompts you for a password for the keypass and the storepass. They must be the same
password if you are going to use card set protection rather than module protection.

The tool also prompts you for the certificate subject name (first name, last name, organization,
organizational unit, locality, state or providence, and country).

To generate a certificate request from a key in the keystore, enter the following command:
"c:\Program Files\Java\jdkl.5.0 14\jre\bin\java" -Dprotect=module
-DignorePassphrase=true sun.security.tools.KeyTool -certreq -alias
0d93 -file cert.csr -keypass mypwd -keystore AMstore.jks -storepass
mypwd -storetype nCipher.sworld -provider
com.ncipher.provider.km.nCipherKM

Enter your values for the following parameters:

Parameter

Description

-Dprotect=module

-DignorePassphrase=true

sun.security.tools.KeyTool

—-certreq

-alias

-file

-keypass

Only required if you want the keystore to be
module protected.

Only required if you want the keystore to be
module protected.

The name of the keytool command

The parameter that makes this a certificate
request.

A name that helps you identify the certificate
request. In this sample configuration, the name
is 0d93.

The name to be given to the certificate signing
request file. In this sample configuration, the
name is cert.csr.

The password for the key. In this sample
configuration, the password is mypwd.
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Parameter Description

-keystore A name for the keystore. In this sample
configuration, the name is AMstore. jks.

-storepass The password for the keystore. In this sample
configuration, the password is mypwd.

-storetype The type of keystore. For nCipher, this must be
setto nCipher.sworld

-provider The name of the providerClass and
providerName.

Take the CSR created in Step 5 to a Certificate Authority. The CA needs to send you a der-
encoded public certificate. The CA also needs to send you the public certificate that it used to
create the certificate and the public certificates for any CAs in the chain.

Load the public certificate of the CA into the keystore by entering the following command:

"c:\Program Files\Java\jdkl.5.0 14\jre\bin\java" -Dprotect=module
-DignorePassphrase=true sun.security.tools.KeyTool -import -alias
publicca —-file certca.cer -keystore Amstore.jks -storetype
nCipher.sworld -provider com.ncipher.provider.km.nCipherKM

Enter your values for the following parameters:

Parameter Description

-Dprotect=module Only required if you want the keystore to be
module protected.

-DignorePassphrase=true Only required if you want the keystore to be
module protected.

sun.security.tools.KeyTool The name of the keytool command

-import The parameter that makes this an import
request.

-alias A name that helps you identify that this is the

public certificate from the CA. In this sample
configuration, the name is publicca.

-file The name of the CA certificate file. In this
sample configuration, the name is certca.cer.

-keystore A name for the keystore. In this sample
configuration, the name is AMstore. jks.

-storetype The type of keystore. For nCipher, this must be
setto nCipher.sworld

-provider The name of the providerClass and
providerName.

The tool prompts you for the keystore password and asks whether you want to trust the
certificate.

8 (Conditional) Repeat Step 7 for each CA in the chain, giving each CA a unique alias.
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9 Import the signed certificated received from the CA by entering the following command:
"c:\Program Files\Java\jdkl.5.0 14\jre\bin\java" -Dprotect=module
-DignorePassphrase=true sun.security.tools.KeyTool -import -alias
0d93 —-file signcert.der -keystore AMstore.jks -storepass mypwd
-storetype nCipher.sworld -provider
com.ncipher.provider.km.nCipherKM

Enter your values for the following parameters:

Parameter Description

-Dprotect=module Only required if you want the keystore to be
module protected.

-DignorePassphrase=true Only required if you want the keystore to be
module protected.

sun.security.tools.KeyTool The name of the keytool command

-import The parameter that makes this an import
request.

-alias A name that helps you identify that this is the

signing key pair from the CA. It needs to be the
same alias you specified when you created the
keystore in Step 4. In this sample configuration,
the name is 0d93.

-file The name of the signing certificate file from the
CA. In this sample configuration, the name is
signcert.der.

-keystore A name for the keystore. In this sample
configuration, the name is AMstore. jks.

-storepass The password for the keystore. In this sample
configuration, the password is mypwd.

-storetype The type of keystore. For nCipher, this must be
setto nCipher.sworld

-provider The name of the providerClass and
providerName.

10 (Optional) To verify that the certificates have been added to the keystore, enter the following
command:
"c:\Program Files\Java\jdkl.5.0 14\jre\bin\java" -Dprotect=module
-DignorePassphrase=true sun.security.tools.KeyTool -list -v
-keystore AMstore.jks -storetype nCipher.sworld -provider
com.ncipher.provider.km.nCipherkKM

The keystore should contain at least two certificates. The certificate that you created should
now be issued by the CA you used, and the public certificate of the CA should be there as the
owner and the issuer.

11 Copy the keystore to the /opt/novell/devman/jcc/certs/idp directory on the
Identity Server.

The keystore is found on the netHSM client in the directory specified by the -keystore
parameter when you created the keystore. See Step 4.
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12 Synchronize the Identity Server with the remote file system server. For nCipher, enter the
following commands:

/opt/nfast/bin/rfs-sync —--update
/opt/nfast/bin/rfs-sync —-commit
13 (Conditional) If the cluster configuration contains more than one Identity Server, complete the

following steps for each cluster member:

13a Copy the keystore to the cluster member. Copy it to the following directory:
/opt/novell/devman/jcc/certs/idp

13b Make sure the nov1www user has at least read rights.

13c Use the netHSM client to synchronize the cluster member with the remote file system
server. Enter the following commands:
/opt/nfast/bin/rfs-sync —--update
/opt/nfast/bin/rfs-sync —-commit

14 Continue with “Configuring the Identity Server to Use the netHSM Certificate” on page 73.

Configuring the Identity Server to Use the netHSM Certificate

1 At the Identity Server, log in as root.
2 Add the nfast jar files to the classpath.

Because the Identity Server runs as a Tomcat service, the following steps explain how to
modify the classpath for Tomcat.

2a In an editor, open the /opt/novell/tomcat4/bin/dtomcati file.

2b To the CLASSPATH="$JAVA HOME"/lib/tools.jar line, add the following
classes from the /opt/nfast/java/classes directory:
nfjava.jar
kmjava.jar
kmcsp.jar
spp.jar
rsaprivenc.jar
jutils.jar:
jcetools.jar
keysafe.jar

Your line should look similar to the following:

CLASSPATH="S$SJAVA HOME"/lib/tools.jar:/opt/nfast/java/classes/
nfjava.jar:/opt/nfast/java/classes/kmjava.jar:/opt/nfast/java/
classes/kmcsp.jar:/opt/nfast/java/classes/spp.jar:/opt/nfast/
java/classes/rsaprivenc.jar:/opt/nfast/java/classes/
jutils.jar:/opt/nfast/java/classes/jcetools.jar:/opt/nfast/
java/classes/keysafe.jar

2c Save your changes.

3 Add the nov1lwww user to the nfast group by entering the following command:

usermod novlwww -G nfast
4 Add the netHSM certificate configuration lines to the tomcat4 . conf file:

4a In a text editor, open the /var/opt/novell/tomcat4/conf/tomcatd.conf
file.

4b Add the following lines:
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JAVA OPTS="S${JAVA OPTS} -Dcom.novell.nidp.extern.config.file=
/var/opt/novell/tomcatd/webapps/nidp/WEB-INF/classes/
externKeystore.properties"

JAVA OPTS="S${JAVA OPTS} -Dprotect=module
-DignorePassphrase=true"

The first line specifies the location of the properties file. You can specify another location.

The second line is required only if you want the keystore to be module protected rather
than card protected.

5 Configure the externKeystore.properties file to use the nCipher key and keystore:

5a

5b

In a text editor, create an externKeystore.properties file in the /var/opt/
novell/tomcatd/webapps/nidp/WEB-INF/classes directory.

If you specified a different location for this file in Step 4, use that location.

Add the following lines:
com.novell.nidp.extern.signing.providerClass=com.ncipher.provid
er.km.nCipherKM
com.novell.nidp.extern.signing.providerName=nCipherKM
com.novell.nidp.extern.signing.keystoreType=nCipher.sworld
com.novell.nidp.extern.signing.keystoreName=/opt/novell/devman/
jcc/certs/idp/AMstore. jks
com.novell.nidp.extern.signing.keystorePwd=mypwd
com.novell.nidp.extern.signing.alias=0d93
com.novell.nidp.extern.signing.keyPwd=mypwd

Enter your values for the following variables:

Variable Value

<provider class> The name of the providerClass. For nCipher, this must be set to
com.ncipher.provider.km.nCipherKM.

<provider name> The name of the provider. For nCipher, this must be set to
nCipherKM.
<keystore type> The type of keystore. For nCipher, this must be set to

nCipher.sworld.

<keystore name> The name you specified when you created the keystore. In this
sample configuration, the name is AMstore. jks.

<keystore pwd> When using module-protected keys, the keystore password must be

null. For example:
com.novell.nidp.extern.signing.keystorePwd=

<key alias> The alias you created for the key when you created the key. In this
sample configuration, the name is 0d93.

<key pwd> When using module-protected keys, the key password must be null.
For example:

com.novell.nidp.extern.signing.keyPwd=

6 To restart Tomcat, enter the following command:

/etc/init.d/novell-tomcatd4 restart
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7 Continue with “Verifying the Use of the nCipher Key Pair” on page 75.

Verifying the Use of the nCipher Key Pair

After you have configured the Identity Server to use the nCipher key pair and have restarted Tomcat,
the metadata of the Identity Server indicates that the nCipher key pair is being used for the signing
certificate.

1

In a browser, enter the following URL:
http://<DNS name>:8080/nidp/idff/metadata

Replace <DNS name> with the DNS name of your Identity Server.

Search for the following string:
<md:KeyDescriptor use="signing">

Copy the certificate text between the <ds :X509Certificate> and </
ds:X509Certificate> tags

4 Paste the text into a text editor.

Delete the <ds:X509Certificate> tag and replace it with the following text:

7 Save the file as a text file with a .cer extension.

8 Open the file in Internet Explorer.

9 View the certificate details.

If the Identity Server is using the nCipher signing certificate, the certificate is issued by your
CA and the name the certificate is issued to is the name you specified for the certificate.

If the Identity Server is using the Access Manager certificate, the certificate is issued by the
Organizational CA and the certificate name is test-signing. For troubleshooting information,
see “Troubleshooting the netHSM Configuration” on page 75.

Troubleshooting the netHSM Configuration

To discover potential configuration errors:

1

Verify that you have not enabled the data encryption of resource IDs. There is a known issue
with this feature and the Apache libraries in a multi-provider environment. Because of this
issue, netHSM is not compatible with encrypting the resource IDs.

1a Inthe Administration Console, click Access Manager > Identity Servers > Edit > Liberty >
Web Service Provider.

1b Click a profile, then check the setting for the Have Discovery Encrypt This Service’s
Resource Ids option.

1c If the option is selected, deselect it, then click OK.
1d Verify that all profiles have been configured so that they do not encrypt the resource IDs.

2 View the nfast log files in the /opt/nfast/log directory.

When there is a port conflict, logfile contains entries similar to the following:
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nFast server: Notice: Using tcp socket local:9000
nFast server: Fatal error during startup: Operating system call
failed: bind tcp socket, Address already in use

For information on how to change the port, see Step 6 on page 67. For other errors, consult the
netHSM documentation.

3 If the nov1www user does not have rights to the cmdadp . 1og and cmdadp-debug. log
files, the Identity Server is halted because it cannot read the keystore. The Health page of the
Identity Server displays the following error:

The following error occurred during the identity server
configuration. Unable to read keystore: /opt/novell/devman/Jjcc/
certs/idp/AMstored5. jks

To correct the error:

3a View the rights for the nfast log files with the following command:
11 /opt/nfast/log

Your listing should look similar to the following:

-rw-r--r-- 1 novlwww nfast 0 Apr 11 11:50 cmdadp-debug.log
-rw-r--r-—- 1 novlwww nfast 134 Apr 11 11:50 cmdadp.log
—rw-r—----- 1 root nfast 43 Apr 11 11:49 debug

—rw-r—----- 1 nfast nfast 5 Apr 11 11:49 hardserver.pid
—rw-r—-—---- 1 nfast nfast 3057 Apr 11 11:50 logfile

If nov1www is not listed as the owner of the cmdadp. 1og and cmdadp-debug. log
files, continue with Step 3b.

If novlwww is listed as the owner of the files with rw permissions, log file ownership is
not the source of your problem. Continue with Step 4.

3b Stop Tomcat with the following command:
/etc/init.d/novell-tomcat4 stop

3¢ Stop nfast with the following command:
/opt/nfast/sbin/init.d-nfast stop

3d Delete all the log files in the /opt/nfast/log directory.

3e Start nfast with the following command:
/opt/nfast/sbin/init.d-nfast start

3f Start Tomcat with the following command
/etc/init.d/novell-tomcatd start

3g Wait a minute, then list the files in the /opt/nfast/log directory.
The nfast client creates the log files and assigns the correct owners and rights.
4 Enable Identity Server logging and view the catalina.out file.
4a In the Administration Console, click Access Manager > Identity Servers > Edit > Logging.
4b Configure the following options:
File Logging: Specify enabled.
Echo to Console: Select this option.
Component File Logger Levels: Set Application to debug.
Trace Logging: Specify enabled.
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Component Content Filters: Select Application.
4c Click OK, then update the Identity Server.

4d Delete the current catalina.out file inthe /var/opt/novell/tomcat4/logs
directory.

4e Restart Tomcat by entering the following command:

/etc/init.d/novell-tomcatd4 restart

4f To tail the catalina.out file, enter the following command:
tail -f /var/opt/novell/tomcat4/logs/catalina.out

4g Search for a list of providers. When nCipher is working, the file contains entries similar to
the following and nCipher entries:
Security Providers:
SUN: 1.42
SUN (DSA key/parameter generation; DSA signing; SHA-1,
MD5 digests; SecureRandom; X.509 certificates; JKS keystore;
PKIX CertPathValidator; PKIX CertPathBuilder; LDAP, Collection
CertStores)
SunJSSE: 1.42
Sun JSSE provider (implements RSA Signatures, PKCS12,
SunX509 key/trust factories, SSLv3, TLSvl)
SunRsaSign: 1.42
SUN's provider for RSA signatures
SunJCE: 1.42
SunJCE Provider (implements DES, Triple DES, AES,
Blowfish, PBE, Diffie-Hellman, HMAC-MD5, HMAC-SHAl)
SundGSS: 1.0
Sun (Kerberos v))
nCipherRSAPrivateEncrypt: 1.008004
RSA private key encrypt handling provider
nCipherKM: 1.008004
nCipher Secure Key Management
BC: 1.28
BouncyCastle Security Provider v1.28
SAML: 1.0
SAML SASL Mechanism

4h (Conditional) If the catalina.out file does not contain any entries for providers,
check for the following errors:

¢ Check the Health of the Identity Server. If the status is red, use the error message to
resolve the issue.

¢ Make sure the nov1www user has read rights to the keystore.

¢ Verify that the externKeystore.properties file has all the required lines
with valid values. See Step 5 on page 74.

¢ Verify that the tomcat4 . conf file is configured correctly. See Step 4 on page 73.
5 Enable netHSM logging.

This logging feature is very verbose. It should be turned on only while you are debugging a
problem. If it is left on, your machine can quickly run out of disk space.

5a To the tomcat4.conf fileinthe /var/opt/novell/tomcat4/conf directory,
add the following line:
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JAVA OPTS=" S JAVA OPTS} -DJCECSP DEBUG=255 —DJCECSP_DEBUGFILE=/
var/opt/novell/tomcat4/logs/nCipher jcecsp.debug"

5b Restart Tomcat by entering the following command:
/etc/init.d/novell-tomcat4 restart

5¢ Look for clues in the nCipher Jjcecsp.debug file.

6.5 Configuring Secure Communication on the
Identity Server

The Identity Server uses the following key pairs for secure communication. In a production
environment, you should exchange the key pairs that are created at installation time with certificates
from a trusted Certificate Authority.

¢ Connector: The test-connector key pair is used when you establish SSL. communication
between the Identity Server and the browsers and between the Identity Server and the Access
Gateway back-channel communications. It needs to be replaced with a certificate that has a
subject name that matches the DNS name of the Identity Server. This task is part of basic setup.
See “Enabling SSL Communication” in the Novell Access Manager 3.0 SP3 IR2 Setup Guide.

¢ Signing: The test-signing key pair is used by the various protocols to sign authentication
requests, to sign communication with providers on the SOAP back-channel, and to sign Web
Service Provider profiles. For more information on the services that use the signing certificate,
see Section 6.5.1, “Viewing the Services That Use the Signing Key Pair,” on page 79.

This certificate can be stored in an external HSM keystore. For information on how to use
netHSM to replace and manage this signing certificate, see Section 6.4, “Using netHSM for the
Signing Key Pair,” on page 64.

¢ Data Encryption: The test-encryption key pair is used to encrypt specific fields or data in the
assertions. For more information on the services that use the encryption certificate, see
Section 6.5.2, “Viewing Services That Use the Encryption Key Pair,” on page 80.

If you are going to use introductions in your federation configuration, you need to set up the
following key pairs:

¢ Identity provider: The test-provider key pair is used when you configure your Identity Server
to use introductions with other identity providers and have set up a common domain name for
this purpose. It needs to be replaced with a certificate that has a subject name that matches the
DNS name of the common domain. For configuration information, see Section 9.4.1,
“Configuring the General Identity Provider Options,” on page 144.

¢ Identity consumer: The test-consumer key pair is used when you configure your Identity
Server to use introductions with other service providers and have set up a common domain
name for this purpose. It needs to be replaced with a certificate that has a subject name that
matches the DNS name of the common domain. For configuration information, see
Section 9.4.2, “Configuring the General Identity Consumer Options,” on page 145.

To enable secure communication between the user store and the Identity Server, you can also import
the trusted root certificate of the user store. For configuration information, see Section 8.1.2,
“Configuring the User Store,” on page 91.

This section describes the following tasks:

¢ Section 6.5.1, “Viewing the Services That Use the Signing Key Pair,” on page 79
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¢ Section 6.5.2, “Viewing Services That Use the Encryption Key Pair,” on page 80
¢ Section 6.5.3, “Managing the Keys, Certificates, and Trust Stores,” on page 80

6.5.1 Viewing the Services That Use the Signing Key Pair

The following services can be configured to use signing:

* “Protocols” on page 79
+ “SOAP Back Channel” on page 79
¢ “Profiles” on page 79

Protocols
The protocols can be configured to sign authentication requests and responses.
To view your current configuration:

1 In the Administration Console, click Access Manager > Identity Servers > Edit.

2 In the Identity Provider section, view the setting for the Require Signed Authentication
Requests option. If it is selected, all authentication requests from identity providers are signed.

3 In the Identity Consumer section, view the settings for the Require Signed Assertions and Sign
Authentication Requests options. If these options are selected, assertions and authentication
requests are signed.

SOAP Back Channel

The SOAP back channel is the channel that the protocols use to communicate directly with a
provider. The SOAP back channel is used for artifact resolutions and attribute queries for the
Identity Web Services Framework.

To view your current configuration for the SOAP back channel:

1 In the Administration Console, click Access Manager > Identity Servers > Edit.

2 Select the protocol (Liberty, SAML 1.1, or SAML 2.0), then click the name of an identity
provider or service provider.

3 Click Access.
4 View the Security section. If the Message Signing option is selected, signing is enabled for the

SOAP back channel.
Profiles

Any of the Web Service Provider profiles can be enabled for signing by configuring them to use
X.509 for their message-level security mechanism.

To view your current configuration:

1 Inthe Administration Console, click Access Manager > Identity Servers > Edit > Liberty > Web
Service Provider.

2 Click the name of a profile, then click Descriptions.
3 Click the Description Name.
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4 If cither Peer entity = None, Message=X509 or Peer entity = MutualTLS, Message=X509 has
been selected as the security mechanism, signing has been enabled for the profile.

6.5.2 Viewing Services That Use the Encryption Key Pair

All of the Liberty Web Service Provider Profiles allow you to configure them so that the resource
IDs are encrypted. By default, no profile encrypts the IDs.

To view your current configuration:

1 In the Administration Console, click Access Manager > Identity Servers > Edit > Liberty >
Web Service Provider.

2 Click the name of a profile.

3 If the Have Discovery Encrypt This Service’s Resource IDs option is selected, the encryption
key pair is used to encrypt the resource IDs.

6.5.3 Managing the Keys, Certificates, and Trust Stores

You can view the private keys, CA certificates, and certificate containers associated with the
Identity Server configuration. Primarily, you use the Security page to add and replace CA

certificates as necessary and to perform certificate management tasks, such as adding trusted root
certificates to a trust store.

1 In the Administration Console, click Access Manager > Identity Servers > Edit > Security.

S Local | Liberty | SAML 1.1 SAML 2.0

Configuration | Qrganization | Roles | Cluster | L | Security

Keys and Certificates

b ltemis)
Certificate

Encryption
5L
Provider

Consumer

2 ltemis]
Trust Store

MIDFE Trust Store
OC5P Trust Store

0K | Cancel | Apply |

2 To view or manage keys and certificates:

2a Click any of the following links:

Encryption: Displays the NIDP-encryption certificate keystore. The encryption
certificate is used to encrypt specific fields or data in the assertions. Click Replace to
replace the encryption certificate.
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Signing: Displays the NIDP-signing certificate keystore. The signing certificate is used to
sign the assertion or specific parts of the assertion. Click Replace to replace the signing
certificate.

SSL: (Required) Displays the NIDP-connector keystore. Click this link to access the
keystore and replace the connector certificate.

Provider: Displays the NIDP-provider keystore. Click this link to access the keystore and
replace the provider certificate used by the Identity Server when it is acting as an identity
provider.

Consumer: Displays the NIDP-consumer keystore. Click this link to access the keystore
and replace the consumer certificate used by the Identity Server when it is acting as an
identity consumer (service provider).

Keystore: NIDP-provider

Keystore name:  MIDP-provider
Keystore twpe:  Java

Cluster name:  Doc

ClusterfConfipuration Members” Keystores

Keystore Hame Type Device

1D Prowider Introductions 5510 Connector  Jawa 10.10.15.45

Certificates
Replace...
[T Certificate  Alias  Subject Replace

[T test-provider tomeat Q=novel, OU=access

Certificate: I

Alias(es): Itomcat

0K | Cancel |

2b To replace a certificate, click Replace, browse to locate the certificate, then click OK.

3 To manage trust stores associated with the Identity Server, click either of the following links on
the Security page:

NIDP Trust Store: The trusted root certificate container for CA certificates associated with
the Identity Server. Click this link to access the trust store, where you can change the password
or add trusted roots to the container. Liberty and SAML 2.0 protocol messages that are
exchanged between identity and service providers often need to be digitally signed. A provider
uses the signing certificate included with the metadata of a trusted provider to validate signed
messages from the trusted provider. To use SSL for protocol messages to be exchanged
between providers, each provider must trust the SSL Certificate Authority (CA) of the other
provider. Well-known CAs should already be trustable, but for those that are not, you must
import the CA for the other provider. Failure to do so causes numerous system errors.

OCSP Trust Store: The trust store for OCSP certificates. Online Certificate Status Protocol is
a method used for checking the revocation status of a certificate. To use this feature, you must
set up an OCSP server. The Identity Server sends an OCSP request to the OCSP server to
determine if a certain certificate has been revoked. The OCSP server replies with the revocation
status. If this revocation checking protocol is used, the Identity Server does not cache or store
the information in the reply, but sends a request every time it needs to check the revocation
status of a certificate. The OCSP reply is signed by the OCSP server. To verify that it was
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signed by the correct OCSP server, the OCSP server certificate needs to be added to this trust
store. The OCSP server certificate itself is added to the trust store, not the CA certificate.

Trust Store: NIDP-truststore

Trust store name:  MNIDP-truststore

Trust store type:  Java

Cluster name: agd?.amlab.net

Cluster Members' Trust Stores

Change Pazzword...

[] Trust Store Hame Type Device

[J Trust stare Java  10.10.16.61

Auto-lmport From Server *x
&dd... | Remowe | P
[] TrustedRoot 4 server 1psons: | L
[ configea

Server Port: | ‘

0K | Cancel |

4 Specify the server IP address and port.

The auto-import displays the certificate chain, which you can select for import.
5 Click OK, then click Close.

6 Restart Tomcat.

The system prompts you with a dialog box to restart Tomcat. This is necessary whenever
security changes are made to the Identity Server.

For more information about enabling security for a basic Access Manager configuration, see
“Enabling SSL Communication” in the Novell Access Manager 3.0 SP3 IR2 Setup Guide.

For additional information about managing certificates, see Part V, “Security and Certificate
Management,” on page 353.
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Defining Shared Settings

You can define shared settings so that they can be reused and are available in any Identity Server
cluster configuration. The settings include:
+ Attribute sets: Sets of attributes that are exchangeable between identity and service providers.

+ User matching expressions: The logic of the query to the user store for identification when an
assertion is received from an identity provider.

+ SharedSecret names: Custom shared secret names that you want to be available when
configuring policies.

¢ LDAP attributes: Custom LDAP attribute names that you want to be available when
configuring policies.

This section describes the settings that can apply to any configuration.

¢ Section 7.1, “Configuring Attribute Sets,” on page 83

¢ Section 7.2, “Editing Attribute Sets,” on page 85

¢ Section 7.3, “Configuring User Matching Expressions,” on page 85
¢ Section 7.4, “Adding Custom Attributes,” on page 86

7.1 Configuring Attribute Sets

Attributes you specify on the Identity Server are used in attribute requests and responses, depending
on whether you are configuring a service provider (request) or identity provider (response).
Attribute sets provide a common naming scheme used in the exchange. For example, an attribute set
can map the Liberty attribute FN (first name) to the equivalent remote name used at the service
provider, which might be Name.

Attributes also can be defined and used in policy enforcement. They can be attributes defined by the
Web Service Profiles, or customized attributes that can be mapped into SAML attributes. You also
map user attributes so that the Identity Server can accept them from SAML.

To create and configure an attribute set:

1 In the Administration Console, click Access Manager > Identity Server > Shared Settings >
Attribute Sets > New.

Create Attribute Set
Step 1 of 2: Name attribute set

set Mame

Firsti-larne]

Select set to use as template

I{NDHE) vI

2 Specify a name for identifying the attribute set, then click Next.
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You can select an existing attribute set that you have created, which you can use as a template
for the new set.

3 To create a set, click New.

Identity Servers |

Create Attribute Set
Step 2 of 2: Define attributes
Mew | Delete 0 ltem(s)

[T Local Attribute maps to Remote Attribute

Mo items
Add Attribute Mapping
Local attribute: | Carnrnon First Mame [Personal Profile] j
Remote attribute: Ifirstnamel {optional)
oK | Cancel |
<< Back | Finish | Cancel |

Local Attribute: A drop-down list of all server profile and LDAP attributes. As an example,
you can select A/ Roles to use in role policies, which enables trusted providers to send role
information in authentication assertions. Customizable attributes can be created and displayed
in this list.

Remote Attribute: The name of the attribute defined at the external provider. The text for this
field is case sensitive. If you leave this field blank, the system sends an internal value that is
recognized between Identity Servers.

For a SAML 1.1 identity consumer (service provider), a name identifier received in an
assertion is automatically given a remote attribute name of sam!: Nameldentifier. This allows
the name identifier to be mapped to a profile attribute that can then be used in policy
definitions.

4 Click OK.
The system displays the map settings on the Define Attributes page, as shown below:

Identity Serwars |

Create Attribute Set
Step 2 of 2: Define attributes

Mew | Delete 1 ltem(s)
I Local Attribute maps to  Remote Attribute

[T Comman First Mame [Personal Profile] - firstname

You can continue adding as many attributes as you need.

5 Click Finish after you created the map.
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The system displays the map on the Attribute Sets page, as well as indicating whether it is in
use by a provider. (See Section 9.8, “Selecting Attributes for a Trusted Provider,” on page 155.)

Identity Servers

Servers WELETEHETIE, TL

Attribute Sets | User Matching E: ons | Custom Attributes

Mew | Delete 1 ltem(s)
I~ Hame Trusted Providers

[~ First Mame i]

7.2 Editing Attribute Sets

You can edit attribute sets that have been created in the system. (See Section 7.1, “Configuring
Attribute Sets,” on page 83.)

1 In the Administration Console, click Access Manager > Identity Server > Shared Settings >
Attribute Sets.
2 Click the name of the attribute set that you want to edit.

First Name

General ﬂiﬂ‘ Usage |

Mew | Delete 1 ltem(s)
[~ Local Attribute maps to  Remote Attribute

[~ Ewery Day Mame [Personal Profile] e First Mame

3 The system displays an attribute set page with the following tabs:
General: Click to edit the name of the attribute set.
Mapping: Click to edit the attribute map.
Usage: Displays where the attribute set is used. Informational only.

4 Click OK, then click Close.

7.3 Configuring User Matching Expressions

One of the user identification methods the Identity Server uses when an assertion is received is to
query the user store based on attributes received in the assertion from the identity provider. You
configure user matching expressions to define the logic of the query. You must know the LDAP
attributes that are used to name the users in the user store and create the user’s distinguished name.

In order to use user matching, you must enable the Personal Profile on the identity provider and the
service provider. See Section 12.2, “Enabling Web Services and Profiles,” on page 174.

1 In the Administration Console, click Access Manager > Identity Servers > Shared Settings >
User Matching Expressions.

2 Click New, or click the name of an existing user matching expression.
Name: The name of the user lookup expression.

3 Click the Add Attributes icon (plus sign), then select attributes to add to the logic group. (Use
the Shift key to select several attributes.)
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User Matching Expression
Mews Lagic Group | Delete 3 ltemis)
I Groups M Add Attributes

" = Logic Group 1 Select the attribute(s) to add to the logic group.
I comman Persanal Title attributes: | |nformal Mame ﬂ
™ common First Name Ewery Day Mame
r Common Personal Title
Commen Last Mame Cormrmon First Narne
I™ Comman Middie Mame Comrmon Last Narme
- Cormmon kMiddle Marme
Legal Mame Legal Name
OR Legal Personal Title hd|
" = Losgic Group 2
I Legal widdle Mame OK | Cancel |

r Legal Fiscal [dentification Type

[o]§ | Cancel | Apply |

4 Click OK.
5 To add logic groups, click New Logic Group.

The Type drop-down (AND or OR) applies only between groups. Attributes within a group are
always the opposite of the type selection. For example, if the Type value is AND, the attributes
within the group are OR.

6 Click the Add Attributes icon (plus sign) to add attributes to the next logic group, then click
OK.

7 Click Finish.

7.4 Adding Custom Attributes

You can add custom shared secret names or LDAP attribute names that you want to make available
for selection when setting up policies.

¢ Section 7.4.1, “Creating Shared Secret Names,” on page 86
¢ Section 7.4.2, “Creating LDAP Attribute Names,” on page 87

7.4.1 Creating Shared Secret Names

The shared secret consists of a secret name and one or more secret entry names. You can create a
secret name only, or a secret name and an entry name. Shared secret names can be created either on
this page or in the associated policy that consumes them.

1 In the Administration Console, click Access Manager > Identity Servers > Shared Settings >
Custom Attributes.

2 To create shared secret names, click New.
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Enter a new shared secret name and, optionally, a secret entry name.
Click OK.

7.4.2 Creating LDAP Attribute Names

LDAP attributes are available for all policies. You can add available attributes here, as well as on the
Policies page. LDAP attribute names can be created either on this page or in the associated policy
that consumes them.

1

2

In the Administration Console, click Access Manager > Identity Servers > Shared Settings >
Custom Attributes.

Click New to add a name. This list is customizable. Examples of predefined LDAP attributes
include:

audio: Uses a u-law encoded sound file, stored in the directory.
businessCategory: Describes the kind of business performed by an organization.
carLicense: Vehicle license or registration plate.

cn: The X.500 commonName attribute, which contains a name of an object. If the object
corresponds to a person, it is typically the person’s full name.

departmentNumber: Identifies a department within an organization.

displayName: The preferred name of a person to be used when displaying entries. Identifies a
name to be used. When displaying an entry, especially within a one-line summary list, it is
useful to use this value. Because other attribute types such as cn are multivalued, an additional
attribute type is needed.

employeeNumber: Numerically identifies a person within an organization.

employeeType: Identifies the type of employee.
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givenName: Identifies the person’s name that is not his or her surname or middle name.
homePhone: Identifies a person by home phone.
homePostalAddress: Identifies a person by home address.

initials: Identifies a person by his or her initials. This attribute contains the initials of an
individual, but not the surname.

jpegPhoto: Stores one or more images of a person, in JPEG format.

labeledURI: Uniform Resource Identifier with an optional label. The label describes the
resource to which the URI points.

mail: A user’s e-mail address.

manager: Identifies a person as a manager.

mobile: Specifies a mobile telephone number associated with a person.

o: The name of an organization.

pager: The pager telephone number for an object.

photo: Specifies a photograph for an object.

preferredLanguage: Indicates an individual’s preferred written or spoken language.
roomNumber: The room number of an object.

secretary: Specifies the secretary of a person.

sn: The X.500 surname attribute, which contains the family name of a person.
uid: User ID.

userCertificate: An attribute stored and requested in the binary form.

userPKCS12: A format to exchange personal identity information. Use this attribute when
information is stored in a directory service.

userSMIMECertificate: PKCS#7 SignedData used to support S/MIME. This value indicates
that the content that is signed is ignored by consumers of userSMIMECertificate values.

x500uniqueldentifier: Distinguishes between objects when a distinguished name has been
reused. This is a different attribute type from both the uid and the unigueldentifier type.

3 To configure 64-bit attribute data encoding, click an attribute’s check box, then click one of the
following links:

Set Encode: Specifies that LDAP returns a raw format of the attribute rather than binary
format, which Access Manager encodes to base 64, so that the protected resource understands
the attribute. You might use base 64 encoding if you use certificates that require raw bites
rather than binary string format.

Clear Encode: Deletes the 64-bit data encoding setting.
4 Click 4pply to save changes, then click the Servers tab to return to the Servers page.
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Configuring Local Authentication

To guard against unauthorized access, Access Manager supports a number of ways for users to

authenticate. These include name/password, RADIUS token-based authentication, and X.509 digital
certificates. You configure authentication at the Identity Server by creating authentication contracts
that the components of Access Manager (such as an Access Gateway) can use to protect a resource.

Figure 8-1 illustrates the components of a contract:

Figure 8-1 Local Authentication

Contracts
q URI URI
N — ¢ ,
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User Store Classes Methods
Local External

¢ User stores: The user directories to which users authenticate on the back end. You set up your
user store when creating the Identity Server cluster configuration.

¢ Classes: The code (a Java class) that implements a particular authentication type (name/
password, RADIUS, and X.509) or means of obtaining credentials. Classes specify how the
Identity Server requests authentication information, and what it should do to validate those
credentials.

¢ Methods: The pairing of an authentication class with one or more user stores, and whether the
method identifies a user.

¢ Contracts: The basic unit of authentication. Contracts can be local (executed at the server) or
external (satisfied by another Identity Server). Contracts are identified by a unique URI that can
be used by Access Gateways and agents to protect resources. Contracts are comprised of one or
more authentication methods used to uniquely identify a user. You can associate multiple
methods with one contract.

You can also use the properties of a class to create custom login pages.

¢ Section 8.1, “Configuring Identity User Stores,” on page 90

¢ Section 8.2, “Creating Authentication Classes,” on page 101

¢ Section 8.3, “Configuring Authentication Methods,” on page 109

+ Section 8.4, “Configuring Authentication Contracts,” on page 111

¢ Section 8.5, “Specifying Authentication Defaults,” on page 113

¢ Section 8.6, “Setting Up Mutual SSL Authentication,” on page 113

¢ Section 8.7, “Creating Custom Login Pages,” on page 114

+ Section 8.8, “Managing Direct Access to the Identity Server,” on page 116
¢ Section 8.9, “Configuring Kerberos for Authentication,” on page 119

¢ Section 8.10, “Configuring Access Manager for NESCM,” on page 130
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8.1 Configuring Identity User Stores

User stores are LDAP directory servers to which end users authenticate. You must specify an initial
user store when creating an Identity Server configuration. This procedure describes how to add an
additional user store to provide load balancing and failover capability. However, you use the same
pages for setting up the initial user store, adding a user store, or modifying an existing user store.

¢ Section 8.1.1, “Using More Than One LDAP User Store,” on page 90
¢ Section 8.1.2, “Configuring the User Store,” on page 91
¢ Section 8.1.3, “Configuring an Admin User for the User Store,” on page 93

¢ Section 8.1.4, “Configuring a User Store for Secrets,” on page 94

8.1.1 Using More Than One LDAP User Store

You can also configure the Identity Server to search more than one user store during authentication.
Figure 8-2 illustrates this type of configuration.

Figure 8-2 Multiple LDAP Directories
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It is assumed that each LDAP directory contains different users. You should make sure the users
have unique names across all LDAP directories. If both directories contain a user with an identical
name, the name and password information discovered in the search of the first directory is always
used for authentication. You select the user store and specify the search order when configuring the
authentication method.

When users are added to the configuration store, objects are created for Access Manager profiles. If
you delete a user from the LDAP directory, orphaned objects for that user remain in the
configuration store. Ensure that you delete those objects as well.

If you add a secondary Administration Console and you have added replicas to the user store of the
primary Administration Console, ensure that you also add the replicas to the secondary
Administration Console.
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All user stores that you add are included in health checks. If health problems are found, the system
displays the user store on the Health page and in the trace log file.

8.1.2 Configuring the User Store

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Local.

2 In the User Stores list, click New.

If you are creating an Identity Server configuration, this is Step 3 of the wizard.

HR User Store
MName: ™ IHR | lser Store
Admin name: ™ |cn=admin,o=nove|l

[Ex: cn=admin,o=novell]

Admin password: ¥ I’“““‘“‘“‘“‘

Confirm password: ™ I“’“’“’“‘

Directory twpe:
N = N N m
LDAP timeout settings Specify server replica information
LDAP Operation: 10000 % Mame: IHP\ User Store
ldle Connection: 15 % IP #ddress: |1 01016750 8 |535

¥ Use secure LDAP connections

- Auto import trusted root
Server replicas

fon timits [ 20 =0
Mew | Delete Connection mit: 20 = 1 ltem(s)
T Hame IP Address
[~ HR User Store 10.10,167.50 Ok | Cancel |

Search Contexts

Mew | Delete IIE 0 ltem(s)
[T Context Scope

Mo items

0K | Cancel | Apply |

3 Fill in the following fields:
Name: The name of the user store for reference.

Admin Name: The distinguished name of the admin user of the LDAP directory, or a proxy
user with specific LDAP rights to perform searches. Administrator-level rights are required for
setting up a user store. This ensures read/write access to all objects used by Access Manager.

For more information about this user, see Section 8.1.3, “Configuring an Admin User for the
User Store,” on page 93.

Each directory type uses a slightly different format for the DN:
+ eDirectory: cn=admin,ou=users,o=novell
+ Active Directory: cn=Administrator,cn=users,dc=domeh,dc=test,dc=com

+ Sun ONE: cn=admin,cn=users,dc=novell,dc=com
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Admin Password and Confirm Password: Specify the password for the admin user and
confirm it.

Directory Type: The type of LDAP directory. You can select eDirectory, Active Directory, or
Sun ONE.

If eDirectory has been configured to use Domain Services for Windows, eDirectory behaves
like Active Directory. When you configure such a directory to be a user store, its Directory
Type must be set to Active Directory for proper operation.

4 Under LDAP timeout settings, specify the following:
LDAP Operation: Specifies how long in seconds a transaction can take before timing out.

Idle Connection: Specifies how long in seconds before connections begin closing. If a
connection has been idle for this amount of time, the system creates another connection.

5 Specify a server replica.

For an eDirectory™ server, it is recommended that you use a replica of the partition where the
users reside. Ensure that each LDAP server in the cluster has a valid read/write replica. One
option is to create a users partition (a partition that points to the OU containing the user
accounts) and reference this server replica.

Name: The display name for the LDAP directory server. If your LDAP directory is replicated
on multiple servers, use this name to identify a specific replica.

IP Address: The IP address of the LDAP directory server.
Port: The port of the LDAP directory server.

Use secure LDAP connections: (Required) Specifies that the LDAP directory server requires
secure (SSL) connections with the Identity Server.

This option must be enabled if you use this user store as a Novell SecretStore™ User Store
Reference in the Credential Profile details. (See Section 12.4, “Configuring Credential Profile
Security and Display Settings,” on page 176.) If you have specified that this user store is a
SecretStore User Store Reference, this option is enabled but not editable.

Connection limit: The maximum number of pooled simultaneous connections allowed to the
LDAP server. Valid values are between 5 and 100.

6 Click Auto import trusted root.
7 Click OK to confirm the import.
8 Select one of the certificates in the list.

You are prompted to choose either a server certificate or a root CA certificate. To trust one
certificate, choose Server Certificate. Choose Root CA Certificate to trust any certificate signed
by that certificate authority.

9 Specify an alias, then click OK.
10 Click OK in the Specify server replica information dialog box.

11 Select the replica, then click Validate to test the connection between the Identity Server and the
replica.

The system displays the result under Validation Status. The system displays a green check
mark if the connection is valid (the IP address and port) and the credentials (admin name and
password). It does not check the certificate.

12 (Optional) To add additional replicas for the same user store, repeat Step 5 through Step 11.
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For load balancing, a hash algorithm is used to map a user to a replica. All requests on behalf of
that user are sent to that replica.

13 Add a Search Context.
The search context is used to locate users in the directory when a contract is executed.

+ [fauser exists outside of the specified search context (object, subtree, one level), the
Identity Server cannot find the user, and the user cannot log in.

+ [fthe search context is too broad, the Identity Server might find more than one match, in
which case the contract fails, and the user cannot log in.

For example, if you allow users to have the same username and these users exist in the
specified search context, these users cannot login if you are using a simple username and
password contract. The search for users matching this contract will return more than one match.
In this case, you need to create a contract that specifies additional attributes so that the search
returns only one match. For more information on how to create such contracts, see Appendix F,
“Authentication Classes and Duplicate Common Names,” on page 719

A search context is required for Active Directory* or Sun ONE*. It is optional for eDirectory
because the entire tree is searched from the root if a search context is not specified.

IMPORTANT: For Active Directory, do not set the search context at the root level by using
the Subtree scope. This setting can cause serious performance problems. It is recommended
that you set multiple search contexts, one for each top-level organizational unit.

14 Click Finish.

15 Add the new user store to the authentication method. See Section 8.3, “Configuring
Authentication Methods,” on page 109.

8.1.3 Configuring an Admin User for the User Store

The Identity Server must log in to each configured user store. It searches for users, and when a user
is found, it reads the user’s attributes values. When you configure a user store, you must supply the
distinguished name of the user you want the Identity Server to use for logging in. You can use the
admin user of your user store, or you can create a specialized admin user for the this purpose. When
creating this admin user, you need to grant the following rights:

¢ The admin user needs rights to browse the tree, so the Identity Server can find the user who is
trying to authenticate. The admin user needs browse rights to object class that defines the users
and read and compare rights to the attributes of that class. When looking for the user, the
Identity Server uses the GUID and naming attributes of the user class.

Directory Object Class GUID Attribute Naming Attribute
eDirectory User guid cn

Active Directory User objectGUID sAMAccountName
Sun One inetOrgPerson nsuniqueid uid

¢ The admin user needs read rights to any attributes used in policies (Role, Form Fill, Identity
Injection, Authorization).

+ [fasecret store is used in Form Fill policies, the admin user needs write rights to the attributes
storing the secrets.
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+ [f a password management servlet is enabled, the admin user needs read rights to the attributes
controlling grace login limits and remaining grace logins.

¢ Ifyou enable provisioning with the SAML or Liberty protocols, the admin user needs write
rights to create users in the user store.

8.1.4 Configuring a User Store for Secrets

Access Manager allows you to securely store user secrets. These secrets can then be used in Form
Fill and Identity Injection policies. Where and how the secrets are stored depends upon your user
store and your configuration:

¢ “Configuring the Configuration Datastore to Store the Secrets” on page 94.

If you want to do minimal configuration, you can use the configuration datastore on the
Administration Console to store the secrets. To increase the security of the secrets, you should
configure the security options.

¢ “Configuring an LDAP Directory to Store the Secrets” on page 96.

If you are willing to extend the schema and add an attribute to your user object on the LDAP
directory, you can store the secrets in your LDAP directory.

¢ “Configuring an eDirectory User Store to Use SecretStore” on page 97.

If your user store is eDirectory and you have installed Novell SecretStore®, you can select to
use the SecretStore on your eDirectory server to store the secrets.

Configuring the Configuration Datastore to Store the Secrets

When you use the configuration datastore of the Administration Console as the secret store, the
nidswsfss attribute of the nidsLibertyUserProfile object is used to store the secrets.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > Web Service Providers.

2 Click Credential Profile.
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Credential Profile

Edit the details about the web service.

mDescriptions | Custom Attribute Mames |

Credential Profile Settings

[T Allow End Users to See Credential Prafile

Local Storage of Secrets
Access Manager confrols the storage and encryption of secrets.

Encryption Password Hash Key:

|Change|t

Preferred Encryption Method:

| Password Based Encryption With MD5 And DES =

Extended Schema User Store References

M e 0 temiz)
[~ User Store

Mo ftems

Remote Storage of Secrets

Movell Secret Store controls the storage and encryption of secrets,

Novell Secret Store User Store References

[ ey 0 ltemis)
[ User Store

Mo items

Kl

OK | Cancel | Apply |

3 Scroll to the Local Storage of Secrets section and configure the following security options:

4
5
6

Encryption Password Hash Key: (Required) Specifies the password that you want to use as a
seed to create the encryption algorithm. To increase the security of the secrets, we recommend
that you change the default password to a unique alphanumeric value.

Preferred Encryption Method: Specifies the preferred encryption method. Select the method
that complies with your security model:

¢ Password Based Encryption With MD5 and DES: MDS5 is an algorithm that is used to
verify data integrity. Data Encryption Standard (DES) is a widely used method of data
encryption that uses a private key.

+ DES: Data Encryption Standard (DES) is a widely used method of data encryption that

uses a private key. Like other private key cryptographic methods, both the sender and the
receiver must know and use the same private key.

+ Triple DES: A variant of DES in which data is encrypted three times with standard DES,
using two different keys.

Extended Schema User Store References: Do not specify a user store reference. When this
option contains no values, the configuration datastore is used to store the secrets.

Click OK.
On the Identity Servers page, update the Identity Server.

To use the secret store to store policy secrets, see Section 30.4, “Creating and Managing Shared
Secrets,” on page 499.
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Configuring an LDAP Directory to Store the Secrets

When you use an LDAP directory to store the secrets, you need to enable the user store for the
secrets. You select the LDAP directory, then specify an attribute. The attribute you specify is used to
store an XML document that contains encrypted secret values. This attribute should be a single-
valued case ignore string that you have defined and assigned to the user object in the schema.

To use an LDAP directory to store secrets, your network environment must conform to the
following requirements:

+ The user class object must contain an attribute that can be used to store the secrets. This
attribute must be a string attribute that is single valued and case ignore.

¢ The user store must be configured to use secure connections (click Access Manager > Identity
Servers > Edit > Local > User Stores > [User Store Name]. In the Server replicas section,

ensure that the Port is 636 and that Use SSL is enabled. If they aren’t, click the name of the
replica and reconfigure it.

To configure the LDAP directory:

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > Web Service Providers.

2 Click Credential Profile.

Credential Profile

Edit the details about the web service.

mmascriptions | Custom Attribute Mames |

Credential Profile Settings

[T Allow End Users to See Credential Profile

Local Storage of Secrets

Access Manager controls the storage and encryption of secrets,

Encryption Password Hash Key:
|Change|t

Preferred Encryption Method:
| Fassword Based Encryption With MD5 And DES j

Extended Schema User Store References

M e 0 kemis)
[~ User Store

Mo ftems

Remote Storage of Secrets

Movell Secret Store confrols the storage and encryption of secrets.

Novell Secret Store User Store References

M ey 0 ltemis)
[T User Store

Mo ftems

[o] 3 | Cancel | Apply |

3 Scroll to the Local Storage of Secrets section and configure the following options:
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Encryption Password Hash Key: (Required) Specifies the password that you want to use as a
seed to create the encryption algorithm. To increase the security of the secrets, we recommend
that you change the default password to a unique alphanumeric value.

Preferred Encryption Method: Specifies the preferred encryption method. Select the method
that complies with your security model:

¢ Password Based Encryption With MD5 and DES: MDS is an algorithm that is used to
verify data integrity. Data Encryption Standard (DES) is a widely used method of data
encryption that uses a private key.

+ DES: Data Encryption Standard (DES) is a widely used method of data encryption that
uses a private key. Like other private key cryptographic methods, both the sender and the
receiver must know and use the same private key.

¢ Triple DES: A variant of DES in which data is encrypted three times with standard DES,
using two different keys.

4 To specify where to store secret data, click New under Extended Schema User Store References
and fill in the following:

User Store: Select the user store where you want secret store enabled.

Attribute Name: Specify the LDAP attribute that you have created to store the secrets on the
selected user store.

5 Click OK twice.
6 On the Identity Servers page, update the Identity Server.

7 To create policies that use the stored secrets, see Section 30.4, “Creating and Managing Shared
Secrets,” on page 499.

For troubleshooting information, see “Troubleshooting the Storing of Secrets” on page 99.

Configuring an eDirectory User Store to Use SecretStore

For Access Manager to use Novell SecretStore, the user store must be eDirectory and Novell
SecretStore must be installed there. When configuring this user store for secrets, Access Manager
extends the eDirectory schema for an NMAS™ method. This method converts authentication
credentials to a form understood by eDirectory. For example, Access Manager supports smart card
and token authentications, and these authentication credentials must be converted into the username
and password credentials that eDirectory requires. This allows the Identity Server to authenticate as
that user and access the user’s secrets. Without this NMAS method, the Identity Server is denied
access to the user’s secrets.

To use a remote SecretStore, your network environment must conform to the following
requirements:

¢ The eDirectory server must have Novell SecretStore installed.

+ When you configure a user store to use Novell SecretStore, the admin user (see Section 8.1.3,
“Configuring an Admin User for the User Store,” on page 93) you have configured for the user
store must have sufficient rights to extend the schema on the eDirectory server, to install the
SAML NMAS method, and set up the required certificates and objects.

¢ The user store must be configured to use secure connections (click Access Manager > Identity
Servers > Edit > Local > User Stores > [User Store Name]. In the Server replicas section,
ensure that the Port is 636 and that Use SSL is enabled. If they aren’t, click the name of the
replica and reconfigure it.
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¢ If you have enabled a firewall between the Administration Console and the user store, and

between the Identity Server and the user store, make sure that both LDAP ports (389 and 636)
and the NCP™ port (524) are opened.

+ Ifyou are going to configure Access Manager to use secrets that are used by other applications,
you need to plan a configuration that allows the user to unlock a locked SecretStore. See
“Determining a Strategy for Unlocking the SecretStore” on page 99.

To configure the user store:

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > Web Service Providers.

2 Click Credential Profile.

Credential Profile

Edit the details about the web service.

mmascriptions | Custom Attribute Mames |

Credential Profile Settings

[T Allowe End Users to See Credential Profile

Local Storage of Secrets

Access Manager controls the storage and encryption of secrets,

Encryption Password Hash Key:
|Change|t

Preferred Encryption Method:
| Password Based Encryption With MD5 And DES |

Extended Schema User Store References

M ey 0 kemis)
[~ User Store

Mo items

Remote Storage of Secrets

Movell Secret Store controls the storage and encryption of secrets,

Novell Secret Store User Store References

M e 0 ltemiz)
[~ User Store

Mo ftems

Ll

[o] 3 | Cancel | Apply |

3 Scroll to the Remote Storage of Secrets section.
4 Click New under Novell Secret Store User Store References.
This adds a reference to a user store where SecretStore has been installed.
5 Click the user store that you configured for SecretStore.
6 Click OK twice.
7 On the Identity Servers page, update the Identity Server.

8 Continue with one of the following:

+ [f other applications are using the secret store, you need to determine whether Access
Manager users need the option to unlock the secret store. See “Determining a Strategy for
Unlocking the SecretStore” on page 99.
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+ To create policies that use the stored secrets, see “Creating and Managing Shared Secrets”
on page 499.

+ For troubleshooting information, see “Troubleshooting the Storing of Secrets” on page 99.

Determining a Strategy for Unlocking the SecretStore

When an administrator resets a user's password, secrets written to the Novell SecretStore with an
enhanced security flag become locked. The Identity Server does not write the secrets that it creates
with this flag, but other applications might:

+ [If Access Manager is not sharing secrets with other applications, the secrets it is using are never
locked, and you do not need to configure Access Manager to unlock secrets.

+ [If Access Manager is sharing secrets with other applications and these application are using the
security flag that locks secrets when a user’s password is reset, you need to configure Access
Manager so that users can unlock their secrets.

If you want users to receive a prompt to for their passphrase when secrets are locked, complete the
following configuration steps:

1 At the Identity Server, configure Tomcat to perform a check to verify if the SecretStore is
locked:

1a In a text editor, open the following file:
/var/opt/novell/tomcat4/conf/tomcatd.conf

1b Add the following command to the end of the file and save your changes:
JAVA_OPTS:${JAVA_OPTS} -Dnids.sscheck=true

1c Restart Tomcat by using the following command:

/etc/init.d/novell-tomcatd4 restart
2 Make sure Web Services Framework is enabled:

2a In the Administration Console, click Access Manager > Identity Servers > Edit > Liberty >
Web Services Framework.

2b In the Framework General Settings section, make sure that Enable Framework is selected.
2c¢ Click OK. If you made any changes, update the Identity Server.
3 Continue with “Creating and Managing Shared Secrets” on page 499.

When the SecretStore is locked and the users log in, the users are first prompted for their login
credentials, then prompted for the passphrase that is used to unlock the SecretStore.

Troubleshooting the Storing of Secrets

+ “Secrets Aren’t Stored in Novell SecretStore” on page 99
+ “Users Are Receiving Invalid Credential Messages” on page 101

¢ “Secrets Aren’t Stored in the LDAP Directory” on page 101

Secrets Aren’t Stored in Novell SecretStore

When you use Novell SecretStore to store the secrets, the schema on the eDirectory server must be
extended, and specific SAML objects and certificates must be created.
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To verify that the schema was extended and the objects were created on the eDirectory server:

1 Open an LDAP browser and connect to the eDirectory server.
2 Browse to the Security container.

3 Look for objects similar to the following:

?

eDirectory Tree

Security

T

AuthorizedLogin Methods  <AffiliateObjectName> Trusted Root

“I§_| “’lﬁ

SAML Assertion )

E’@ Certificates
]

<SAML_Affiliate_Object>

authsamlCertContainerDN
authsamlTrustedCertDN
authsamlValidAfter
authsamlValidBefore

If the schema has been extended correctly, you can find a SAML Assertion object in the
Authorized Login Methods container. The SAML_Assertion object contains an alphanumeric
generated name for a SAML affiliate object. This object has four attributes.

The SAML affiliate object name is used to generate another container in the Security container.
This new container is the <AffiliateObjectName> Trusted Root container that contains public
key signing certificate.

4 Complete one of the following:
+ [f these objects do not exist, verify the following, then continue with Step 5:

¢ The admin user for the user store has sufficient rights to extend the schema and add
these objects to the Security container.

¢ Any configured firewalls must allow NCP and LDAP traffic for the Administration
Console, the Identity Server, and the LDAP user store.

+ [f the objects exist, check for time synchronization problems. For more information, see
“Users Are Receiving Invalid Credential Messages™ on page 101.

5 In the Administration Console, modify the secret store configuration so that it is resent to the
user store:

5a Click Access Manager > Identity Servers > Servers > Edit > Liberty > Web Service
Providers > Credential Profile.

5b In the Remote Storage of Secrets section, remove the user store, then add it again.
5¢ Click OK.
6 On the Identity Servers page, update the Identity Server.
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Users Are Receiving Invalid Credential Messages

The <SAML_Affiliate Object>.SAML-Assertion. AuthorizedLoginMethods.Security object
contains two attributes that determine how long credentials are valid. If your Identity Server and
eDirectory server are not time synchronized, the credentials can become invalid before a user has
time to use them.

Either make sure that the time of your Identity Server and eDirectory server are synchronized, or
increase the value of the authsamlValidAfter and authsamlValidBefore attributes of the SAML
affiliate object.

Secrets Aren’t Stored in the LDAP Directory

1 Open an LDAP browser and connect to the eDirectory server.
2 Browse to the user object.

3 Verify that the user object contains the LDAP attribute that you have specified as the attribute
to store the secrets.

4 If the attribute exists, browse to the schema and verify that the attribute has the following
characteristics:

+ Single valued
¢ Case ignore

¢ String

8.2 Creating Authentication Classes

Authentication classes let you define ways of obtaining end user credentials.Y ou specify the code
(Java class) and properties to be executed to implement a particular authentication type.

Several authentication classes are included with Access Manager to provide a variety of ways to
authenticate end users. Custom authentication classes provided by other vendors can also be
configured to run in the system.

¢ Section 8.2.1, “Creating Basic, Form-Based, or NMAS Authentication Classes,” on page 101
¢ Section 8.2.2, “Creating an X.509 Authentication Class,” on page 104
¢ Section 8.2.3, “Creating a RADIUS Authentication Class,” on page 108

Some classes require additional configuration to enable their use for authentication. See the
following sections:

¢ Section 8.9, “Configuring Kerberos for Authentication,” on page 119

¢ Section 8.10, “Configuring Access Manager for NESCM,” on page 130

8.2.1 Creating Basic, Form-Based, or NMAS Authentication
Classes

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Local > Classes.

Configuring Local Authentication

101



Identity Serwers

Ildendity Provider

General SELEIR Liberty | SAML 1.1 \ SAML 2.0 |

User Stores | Classes | Methods | Contracts | Defaults

Mews | Delete 4 ltem(s) |
T Hame
T HMame/Passwiord - Basic

T Mame/Password - Farm

I Secure Name/Password - Basic

T Secure Mame/Password - Form

The following classes are predefined for Access Manager:

Name/Password - Basic: Basic authentication over HTTP using a standard login pop-up page
provided by the Web browser.

Name/Password - Form: Form-based authentication over HTTP.

Secure Name/Password - Basic: Basic authentication over HTTPS using a standard login
page provided by the Web browser.
Secure Name/Password - Form: Form-based authentication over HTTPS.

2 Click New to launch the Create Authentication Class Wizard.

Identity Serwers | spb-unstable |

Create Authentication Class
Step 1of 2: Specify name and java class.

Cizplay name: IPrDtectedF’wd

Java class: | PasswordClass j

Java class path: com.novell.nidp.authentication.local. PasswordClass

3 Specify a display name, then select a class from the Java class drop-down menu.
The following classes are recommended only for testing purposes:
BasicClass: Uses basic HTTP authentication.

PasswordClass: Passes the user name and password over HTTP in readable text, and uses a
form-based login to collect the name and password.

RadiusClass: RADIUS enables communication between remote access servers and a central
server. For a production environment, use ProtectedRadiusClass. See Section 8.2.3, “Creating a
RADIUS Authentication Class,” on page 108 for configuration steps.

For a production environment, select one of the following protected classes:
X509Class: See Section 8.2.2, “Creating an X.509 Authentication Class,” on page 104.
ProtectedBasicClass: The BasicClass, protected by HTTPS.
ProtectedPasswordClass: The PasswordClass, protected by HTTPS (form-based).

ProtectedRadiusClass: The RadiusClass, protected by HTTPS. See Section 8.2.3, “Creating a
RADIUS Authentication Class,” on page 108 for configuration steps.

NMASAuthClass: The authentication class used for Novell Modular Authentication Service
(NMAS™), which uses fingerprint and other technology as a means to authenticate a user. For
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instructions on using the NMAS NESCM method, see Section 8.10, “Configuring Access
Manager for NESCM,” on page 130.

KerberosClass: The authentication class used for using Kerberos for Active Directory and
Identity Server authentication. See Section 8.9, “Configuring Kerberos for Authentication,” on
page 119 for configuration steps.

Other: Used for third-party authentication classes or if you have written your own Java class.
For information on how to write your own class, see Novell Access Manager Developer Tools

and Examples (http://developer.novell.com/wiki/index.php/
Novell _Access_Manager Developer Tools_and Examples).

To download an authentication class that retrieves the user’s password and injects it into the
user’s credentials when the user authenticates using a non-password method such as X509,
Radius, smart card, or Kerberos, see Access Management Authentication Class Extension to
Retrieve Password for Single Sign-on (http://www.novell.com/communities/node/4556). Such
a class allows you to enable single sign-on with Identity Injection and Form Fill policies that

require the user’s password.

Click Next to configure the properties for each class. The values you enter are case sensitive.

Property Name Class Property Value
Query BasicClass As an example, if you specify the
PasswordClass property value of
ProtectedBasicClass (&(objectclass=person)(email=%EMail
ProtectedPasswordClass Value%)), the %EMail Value% is
replaced with the name entered in the
basic authentication login.
The property value of the Query must
be a valid LDAP query string.
<filename> ProtectedBasicClass The property value for JSP is the

] ProtectedPasswordClass
This property name must be

the name of a new JSP™ file
that includes all the needed
fields for the Query property.
The property value of this
attribute should not include the
. jsp extension of the file. For
example, if you create a new
JSP file named 1ogin2.jsp
then the value of the property
would be 1ogin2.

name of the JSP page you
customized.

For example, if you use
(&(objectclass=person)(cn=%Ecom_U
ser_ID%)(mail=%Ecom_Email%)) as
the Query property value, the system
queries for an object of type person
that contains a cn equal to
Ecom_User_ID from the specified

.j sp file, and mail equal to
Ecom_Email from the same . jsp file.

The .;jsp file for this type of query
must prompt the user for a username
and an email address.

See Section 8.7, “Creating Custom
Login Pages,” on page 114 for more
information.
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Property Name Class Property Value

NMAS_LOGIN_SEQUENCE NMASAuthClass Specify the name of the NMAS Login
Sequence to be used for this type of
authentication.

See Section 8.10, “Configuring
Access Manager for NESCM,” on
page 130.

5 Click Finish.
6 Continue with Section 8.3, “Configuring Authentication Methods,” on page 109.

To use an authentication class, the class must have one or more associated methods.

8.2.2 Creating an X.509 Authentication Class

The X.509 authentication class lets you authenticate users using X.509 certification for mutual
authentication. It also identifies the user in user-stores, employing various user-mapping
mechanisms.

IMPORTANT: If you have installed your Identity Server as a protected Access Gateway resource,
you cannot use the x.509 class for authentication. For more information about this type of
configuration, see “Protecting an Identity Server with an Access Gateway” in the Novell Access
Manager 3.0 SP3 IR2 Setup Guide.

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Local > Classes.

2 Click New.
3 Specify a display name, then choose X509Class from the drop-down menu.

Create Authentication Class
Step 1of 2: Specify name and java class,

Cisplay name: I):EDQ
Java class: [XE09CIass j

Java class path: com.novell.nidp.authentication. local X509CIass

4 Click Next.
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Create Authentication Class
Step 2 of 3: Spacify validations.

Walidations IOCSP—CRL 'l

CRL Validation

[T ihap X800 CRL to LDAP
LDAP URL: |

OCSP Validation
[T Sign OCSP request
[T Use configured OCSP responder URL
URL: |

[T Disable Root Ca revocation check

2 ltemis)
Trust Store
MIDP Trust Store
QC5P Trust Store

<< Back | Mext => | Cancel |

Configure the validation options:

Validations: The validation type. Trust validation occurs if the certificate chain is verified in
the NIDP Trust Store. In addition to usual certificate validations, the Identity Server supports
CRL (certificate revocation list) and OCSP (Online Certificate Status Protocol) validations for
each authentication request.

Access Manager caches CRLs, so the revoked status of a newly revoked certificate is not
picked up until the next cache refresh. For higher security requirements, use OCSP validation
with CRL validation. You can select None, CRL, OCSP, OCSP-CRL, or CRL-OCSP
validation. In a production environment, for highest security, select either OCSP-CRL or CRL-
OCSP validation. The default setting is to check OCSP first, then CRL.

CRL Validation: Checks the CRL. If you enable CRL validations, the CRL distribution point
extension is read out of the user’s X.509 certificate. The CRL distribution point contains URL
where the complete CRL can be found, as published by the certificate authority. The system
performs sanity checks on the CRL itself and then checks to see if the user certificate is in the
revoked list. The system can get the CRL over HTTP and LDAP. If you are not expecting the
distribution point in user certificates, you can specify a value in the LDAP URL to get the CRL.

Access Manager supports two schemes fora URL: http:// and 1dap://.
The CRL is cached until Tomcat is restarted.

OCSP Validation: If OCSP validation is enabled, the Authority Info Access point (AIA) is
read out of the user certificate, which contains the URL for the OCSP responder. A signed
OCSP request for the user certificate is sent to OCSP responder. A signed OCSP response is
received from the responder which has the revoked status for the user certificate. Alternately, if
you are not expecting AIA in user certificate, you can specify a value in the OCSP responder
URL field. The value you enter here overrides any OCSP responder URLSs in a certificate.

Access Manager supports two schemes fora URL: http:// and 1dap://.
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Disable Root CA Revocation Check: Disables whether to check if a certificate authority has
been revoked. This option checks the CRL and OCSP for the trusted root certificate in the
chain. You can enable or disable this option for X.509 user authentication performance.

6 Configure the trust stores:

NIDP Trust Store: This trust store must contain the trusted root certificate of the Certificate
Authorities that signed your user certificates. Click this link to add certificates to the trust store.

OCSP Trust Store: This trust store must contain the signing certificate of the OCSP servers
you want to trust. Click this link to add certificates to the trust store. You must add the signing
certificate, not the trusted root certificate, for this feature to work.

7 Click Next.
8 Configure attribute mappings.

Create Authentication Class

Step 3 of 3: Specify attribute mappings.

[T Show certificate errors

[T Auto Provision X509

Attributes: fwvailable attHbutes:
Subject name -] Directory name =
Email

=/ | Serial number and issuer name
= =
[#] [¥]

Attribute Mappings

Directory name: |sa5AIIDwableSubjemNames

Email; Imail

Sedal number and izsuer name: I

Subject name: |sa5AIIDwableSubjemNames

Use this page to specify attribute mappings for the X.509 authentication class. Subject name is
the default map.

Show certificate errors: Displays an error page when a certificate error occurs. This option is
disabled by default. When troubleshooting mutual authentication, you should enable this
option. It is a good way to gather additional information.

Auto Provision X509: Enables automatic provisioning of users using X.509 authentication.
This option allows you to activate X.509 for increased security, while using a less secure way
of authentication, such as username/password. Extra security measures can even include
manual intervention to activate X.509 authentication by adding an extra attribute that is
checked during authentication.

An example of using this option is when a user authenticates with an X.509 certificate, a
lookup is performed for a matching SASallowableSubjectNames with the name of the user
certificate. When no match is found, and Auto Provision X509 is enabled, the user is presented
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with a custom error page specifying to click a button provide additional credentials, such as a
username and password, or to start an optional Identity Manager workflow. If the
authentication is successful, then the user’s SASallowableSubjectNames attribute is filled in
with the certificate name of the user certificate.

When Auto Provision X509 is enabled, and the attribute that is used for subject name mapping
is changed from the default sasAllowableSubjectNames, ensure that the LDAP attribute that is
used can store string values with a length as long as the longest client certificate subject name.
For example, if you use the LDAP attribute title (which has an upper bound of 64 characters)
the Auto Provision X509 fails the provisioning part of the authentication, if the client certificate
subject name is longer 64 characters. The authentication works if a valid name and password is
given. However, provisioning fails.

Attributes: The list of attributes currently used for matching. If multiple attributes are added to
the list, the user must match only one of the attributes. As soon as a match occurs, the other
attributes are skipped. Use the Up and Down arrows to arrange the order in which the system
processes the attributes.

Available attributes: The available X.509 attributes. To use an attribute, select it and move it
to the Attributes field. When the attribute is moved to the Aftributes list, you can modify the
mapping name in the Attribute Mappings section. The mapped name must match an attribute in
your LDAP user store.

Directory name: Searches for the Directory Address in the client certificate and tries to match
it to the DN of a user in the user store. If that fails, it searches the sasAllowableSubjectNames
attribute of all users for a value that matches. The sasAllowableSubjectNames attribute must
contain values that are comma-delimited, with a space after the comma. (For example,
O=CURLY, OU=0Organization CA or OU=Organization CA, O=CURLY.)

Email: Searches for the email attribute in the client certificate and tries to match it with a value
in the LDAP mail attribute.

Serial number and issuer name: Lets you match a user’s certificate by using the serial
number and issuer name. The issuer name and the serial number must be put into the same
LDAP attribute of the user, and the name of this attribute must be listed in the Attribute
Mappings section.

When using a Case Ignore String attribute, both the issuer name and the serial number must be
in the same attribute separated by a dollar sign ($) character. The issuer name must be in front
of the $ character, with the serial number following the $ character. Do not use any spaces in
front of or behind the $ character. (For example, O=CURLY, OU=Organization
CAS$021C0562C5C4...) The issuer name can be from root to leaf or from leaf to root. The
issuer name must be comma-delimited with a space after the comma. (For example,
O=CURLY, OU=0Organization CA or OU=Organization CA, O=CURLY.)

The LDAP attribute can be any Case Ignore List or Case Ignore String attribute of the user. If
you are configuring your own attribute, ensure that the attribute is added to the Person class.
When using a Case Ignore List attribute, both the issuer name and the serial number must be in
the same list. The issuer name needs to be the first item in the list, with the serial number being
the second and last item in the list.

The certificate number is displayed in Internet Explorer with a space after every fourth digit.
However, you should enter the certificate number without using spaces.

Subject name: Searches for the Subject name of the client certificate and tries to match it to
the DN of a user in the user store. If that fails, it searches the sasAllowableSubjectNames
attribute of all users for a value that matches the Subject name of the client certificate. The
sasAllowableSubjectNames attribute must contain values that are comma-delimited, with a
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space after the comma. (For example, O=CURLY, OU=0Organization CA or OU=0rganization
CA, O=CURLY.)

9 Click Finish.
10 Continue with Section 8.3, “Configuring Authentication Methods,” on page 109.

To use an authentication class, the class must have one or more associated methods.

8.2.3 Creating a RADIUS Authentication Class

RADIUS enables communication between remote access servers and a central server. Secure token
authentication through RADIUS is possible because Access Manager works with Novell Modular
Authentication Service (NMAS) RADIUS software that can run on an existing NetWare® server.
Access Manager supports both PIN and challenge and response methods of token-based
authentication. In other words, RADIUS represents token-based authentication methods used to
authenticate a user, based on something the user possesses (for example, a token card). Token
challenge-response is supported for two-step processes that are necessary to authenticate a user.

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Local > Classes.
2 Click New.

3 Specify a display name, then select RadiusClass or ProtectedRadiusClass from the drop-down
menu.

4 Click Next.

Create Authentication Class
Step 2 of 2: Specify properties.

Mew | Delate || 0 ltemis)
I~ Server

Mo itemns

Port: [ 1812 B

Shared secret: I

Reply time: I 7000 % milliseconds
Resend time: I 2000 % milliseconds

Failed server retry I g % minutes

Jsp: |

r Require passwoard

5 Click New to add an IP address for the RADIUS server. You can add additional servers for
failover purposes.

6 Click OK.
7 Fill in the following fields:
Port: The port of the RADIUS server.
Shared Secret: The RADIUS shared secret.
Reply Time: The total time to wait for a reply in milliseconds

Resend Time: The time to wait in milliseconds between requests.
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Server Failure Retry: The time in milliseconds that must elapse before a failed server is
retried.

JSP: The Java Server Page for the Java program executed by the Web server. Specify the name
of the Java Server Page if you want to use something other than the provided JSP. The default
page is used if nothing is specified.

+ Require Password: Specifies whether to require a JSP password.
8 Click Finish.
9 Continue with Section 8.3, “Configuring Authentication Methods,” on page 109.

To use an authentication class, the class must have one or more associated methods.

8.3 Configuring Authentication Methods

Authentication methods let you associate authentication classes with user stores. You use a
particular authentication class to obtain credentials about an entity, and then validate those
credentials against a list of user stores.

After the system locates the entity in a particular user store, no further checking occurs, even if the
credentials fail to validate the entity. Typically, the entity being authenticated is a user, and the
definition of an authentication method specifies whether this is the case. You can alter the behavior
of an authentication class by specifying properties (name/value pairs) that override those of the
authentication class.

To configure a method for an authentication class:

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Local > Methods.

General SIS Liberty | SAML 1.1 | SAML 2.0

B3 | Metheds | Contracts | Defaults
Mews | Delete 4 ltem(s)
[T MName Identifies User Class
[T MamesPassword - Basic v Mame/Password - Basic
[T MamefPasswiord - Form v Mame/Password - Form
[T Secure Mame/Password - Basic v Secure MamefPassword - Basic
[T GSecure Mame/Password - Form v Secure Mame/Password - Form

2 Click one of the predefined authentication methods, or click New to create one.
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Name/Password - Basic

Display name: INamefF‘assword - Basic
Class: |NamefF‘asswurd - Basic j
¥ Identifies User

User stores: fvailable user stores:
«Default User Stores local
lE‘ lIser Store
MNew | Delete 0 ltem(s)

T Hame Value

Mo ftems

3 Fill in the following fields:
Display Name: The name to be used to refer to the new method.

Class: The authentication class to use for this method. See Section 8.2, “Creating
Authentication Classes,” on page 101.

Identifies User: Resolves to a user in the directory when credentials are provided. If this is not
enabled, only the authentication is validated, such as the authentication of a computer. If
multiple methods identify the user during the user session, all methods that identify the user
must identify the same user in order for authentication to succeed.

4 Add user stores to search.

You can select from the list of all the user stores you have set up. If you have several user
stores, the system searches through them based on the order specified here. If a user store is not
moved to the User stores list, users in that user store cannot use this method for authentication.

<Default User Store>: The default user store in your system. See Section 8.5, “Specifying
Authentication Defaults,” on page 113.

5 (Optional) Under Properties, click New, then fill in the following fields:

Property Name: The name of the property to be set. This value is case sensitive and specific to
an authentication class. The same properties that can be set on an authentication class can be set
on the method. For a list, see Step 4 in Section 8.2.1, “Creating Basic, Form-Based, or NMAS
Authentication Classes,” on page 101.

You can use the method properties to override the property settings specified on the
authentication class. For example, you might want to use the authentication class for multiple
companies, but use a slightly different login page that is customized with the company’s logo.
You can use the same authentication class, create a different method for each company, and use
the filename property to specify the appropriate login page for each company.

The Radius classes have the following additional properties that can be set on the method:

¢+ RADIUS LOOKUP_ATTR: Defines an LDAP attribute whose value is read and used as
the ID is passed to the RADIUS server. If not specified, the user name entered is used.

+ NAS IP_ADDRESS: Specifies an IP address used as a RADIUS attribute. You might
use this property for situations in which service providers are using a cluster of small
network access servers (NASs). The value you enter is sent to the RADIUS server.

Property Value: The values associated with the Property Name field.
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6 Click Finish.
7 Continue with Section 8.4, “Configuring Authentication Contracts,” on page 111.

To use a method for authenticating a user, each method must have an associated contract.
Contracts are assigned to resources, and it is access to a resource that triggers the authentication
process. If the user has already supplied the required credentials for the contract, the user is not
prompted for them again.

8.4 Configuring Authentication Contracts

Authentication contracts define how authentication occurs. An Identity Server configuration might
have several authentication contracts available, such as name/password or X.509, which is used for
mutual SSL authentication between the Identity Server and the Access Gateway. Resources at an
Access Gateway or agent are protected by authentication contracts.

NOTE: You cannot delete a contract if it is in use by an Access Gateway or J2EE agent.

Contracts are executed by the identity provider when authenticating a user. A URI uniquely
identifies each contract, and you can assign authentication methods to each contract. A single

contract can be specified for local logins.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Local > Contracts

2 Click New.

Create Authentication Contract

Configuration

Cisplay name: Iname,r'passwurd

LRI |namefpasswurdfuri

Paszword expiration servlet: I

huthentication Level: IEI

[T satisfiable by a contract of equal or higher level
[ satisAable by External Provider

If you add mare than ane ¥50% methad, anky the first one will be used and it will autormatically be maved to the

tap of the list.
fhethods: fvailable methods:

Mame/Password - Basic ;l Mame/Password - Form ;l
& | Secure Mame/Password - Basic
Secure Mame/Password - Form

] [3]

3 Fill in the following fields:
Display name: Specifies the name of the authentication contract.

URI: Specifies a value that uniquely identifies the contract from all other contracts. For
example, as an identity provider, you might want to publish the details of a contract. In this
case, you can use a URL so that the link resolves to a page. No spaces can exist in the URI
field.
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Password expiration servlet: Specifies a URL to a page where the user can change his or her
password. This applies only to eDirectory servers when the password is expired or within the
grace login period. You must use eDirectory to change the number of grace logins.

IMPORTANT: Failure to specify a value for the number of grace logins causes the contract to
redirect to the password management servlet only when the grace login count has reached 0 and
the password has expired.

The Identity Server needs to read the value of the grace login attribute in order to properly
redirect to the password management servlet. If restricting grace logins is not important to your
security model, enable grace logins and set the maximum to 9999 (the equivalent of infinite in
most environments). For more information, see TID 3465171 (http://www.novell.com/support/
search.do?cmd=displayKC&docType=kc&externalld=3465171&sliceld=SAL _Public&dialog
ID=55170068&stateld=0%200%2055168646).

Access Manager works with any password management servlet, but for an implementation
example, see Configuring Access Manager for UserApp and SAML (http://www.novell.com/
coolsolutions/appnote/19981.html).

Authentication Level: A number you can assign to this authentication contract to specify its
security level or rank. You use this setting to preserve authentication contracts of a higher
security level. When you enable the Satisfiable by a contract of equal or higher level option on
this page, the system uses this value as a reference.

For example, you might create a name/password authentication contract and assign it to level
one. You might also create an X.509 authentication contract and assign it to level two. If a user
supplies the credentials for the X.509 level-two contract, the system does not require the
credentials to satisfy the name/password level-one authentication contract.

Satisfiable by a contract of equal or higher level: Allows the system to satisfy this
authentication contract if a user has logged in using another contract of an equal or higher
authentication level, as specified in the Authentication Level field of an authentication contract.

Satisfiable by External Provider: Enables your server to be authenticated by an external
Identity Server. If your server and an external server are capable of performing an
authentication, they must have the same URI.

Methods and Available Methods: Specifies the authentication method to use for the contract.
You can specify the order in which the methods are executed for login; however, this is not a
graded list, so all the methods you specify are required. Available methods are the
authentication methods you have set up.

If you add more than one X.509 method, only the first one is used and it is automatically moved
to the top of the list.

When choosing a secure method, such as Secure Name/Password, ensure that you have enabled
security for the Identity Server configuration by setting the protocol to HTTPS. See
“Configuring Secure Communication on the Identity Server” in the Novell Access Manager 3.0
SP3 IR2 Setup Guide.

4 Click Finish, then OK.
5 Update the Identity Server and any devices that use the Identity Server configuration.
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8.5 Specifying Authentication Defaults

You can specify default values for how the system processes user stores and authentication
contracts. The default contract is executed when users access the system without a specified
contract, and when the Access Gateway is configured to use any authentication.

Additional default contracts can be specified for each authentication type that might be required by a
service provider. These contracts are executed when a request for a specific authentication type
comes from a service provider.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Local > Defaults

General PS8 Liberty | SAML 1.1 | SAML 2.0

Methods | Contracts | Defaults

Defaults

User Store: (NIl

huthentication Contract: INamefF‘assword - Form j
Authentication Type Default Contract

Name Passward: |<N0ne> j

Secure Name Password: |<1N0n9> j

%50%: [ <None: =

Smart Card: |<N0ne> j

Smart Card PKL |<None> j

Token: |<N0ne> ﬂ

2 Configure the following fields as necessary:

User Store: The default user store for local authentication. If you selected <Default
Userstore> when configuring an authentication method, the system uses the user store you
specify here.

Authentication Contract: The default authentication contract to be used for local
authentication. If you create a new contract and specify it as the default one, ensure that you
update the Access Gateway configuration if it is configured to accept the default (4ny) contract.
See Section 13.4, “Configuring Protected Resources,” on page 207.

Authentication Type: The default authentication contracts to be used for each authentication
type. The identity provider uses the default authentication contract specified here, when the
identity provider receives an authentication request from a service provider for a specific
authentication type.

You must create the authentication contracts prior to assigning them as defaults. (See
“Configuring Authentication Contracts” on page 111.)

3 Click OK.
4 Update the Identity Server.

8.6 Setting Up Mutual SSL Authentication

Mutual authentication is used when a user is issued a certificate from a trusted source. The
certificate identifies the user in some way. To ensure the validity of X.509 certificates, Access
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Manager supports both Certificate Revocation Lists (CRLs) and Online Certificate Status Protocol
(OCSP) methods of verification.

SSL provides:

¢ Authentication and nonrepudiation of the server, using digital signatures
¢ Data confidentiality through the use of encryption
¢ Data integrity through the use of authentication codes

Mutual SSL provides the same things as SSL, with the addition of authentication and
nonrepudiation of the client, using digital signatures.

1 Set up Access Manager certificates for security, and import them into the Access Manager
system. (See Section 24.1, “Creating Certificates,” on page 357.)

2 Create an X.509 authentication class. (Section 8.2.2, “Creating an X.509 Authentication
Class,” on page 104.)

3 Create an authentication method using this class. (Section 8.3, “Configuring Authentication
Methods,” on page 109.)

4 Create an authentication contract using the X.509 method. (Section 8.4, “Configuring
Authentication Contracts,” on page 111.)

5 Update any associated Access Gateways to read the new authentication contract. (Section 13.4,
“Configuring Protected Resources,” on page 207.)

6 Update the Identity Server cluster configuration. (See Section 3.2.1, “Updating an Identity
Server Configuration,” on page 38.)

8.7 Creating Custom Login Pages

You can create custom login pages that refer to the Identity Server. You might want to rebrand the
User Portal, authenticate users with non-default attributes (cn), or authenticate users based on
multiple LDAP attributes. You also might be fronting several protected resources with an Access
Gateway, and you need to create a unique login for each page.

¢ Section 8.7.1, “Modifying the Login Page,” on page 114

¢ Section 8.7.2, “Creating Your Own Login or Error Page,” on page 115

8.7.1 Modifying the Login Page

The following page is the default login page provided by the Access Manager. This page has been
designed for the form-based authentication class.

Access Manager 3.0 Login

Local Login 1‘ ;ﬂ £ ! N

Username:
Password: Login

Access Manager uses a JSP file as the default login page. You must be familiar with customizing
. J sp files when creating custom login pages. The login page is located on the Identity Server in the
following directory:
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/var/opt/novell/tomcatd/webapps/nidp/jsp

You use the property name and values in the authentication classes and methods to customize the
login. (See Section 8.2, “Creating Authentication Classes,” on page 101.).

The Radius and Protected classes also support a JSP property. You can use other classes, but if you
want to create a custom login page, you must select a class that supports the JSP property. You can
add this property to either the class or to the method derived from the class.

Property Names and Values

The default Property Name is Ecom_User ID with a value of cn. You could, for example, change
this to Ecom_User_ID and mail if you want to authenticate by using the user’s e-mail address. If you
want to authenticate with the current username and password credentials, as well as the user’s e-mail
address, you could modify the login page with an additional field in the form. For example:

input type="text" class="smalltext" name="Ecom_User_eMail" size="30"

You could then add an Ecom_User _eMail property name with “mail” as the property value. This is
an example of an AND-based authentication request where you add the username AND user e-mail
AND user password. You can OR fields if you add a Query property with a value similar to

(&(objectclass=person)(cn=%Ecom_User ID%)(mail=%Ecom_User eMail%))).

This entry allows you to add a field to the login page and allow the user to log in with a username or
an e-mail address.

8.7.2 Creating Your Own Login or Error Page

The easiest way to create a new login page is to copy the default JSP page, rename it, and then
modify it to match your requirements.

Login requirements:

¢ Post Action: https://IdentityServerDNS:8443/nidp/app/login
¢ User name input type = “text”: name="“Ecom_User ID”
+ User password input type = “password: name=“Ecom_Password”

¢ Optional input type = “hidden”: name="target” with a value of a destination URL.
The default authentication contract is used if the post comes from an external page.
Logout links:

¢ Identity Server: https://IdentityServerDNS:8443/nidp/app/logout
¢ Access Gateway: https://AGAuthDomain/nesp/app/plogout

The location of the logout page for the Access Gateway:

¢ For the NetWare Access Gateway: sys:tomcat\4\webapps\nesp\jsp\
¢ For the Linux Access Gateway: /var/opt/novell/tomcat4/webapps/nesp/jsp/

To create a custom error page for the Identity Server, you must modify the err. jsp located in the
following directory:
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/var/opt/novell/tomcatd/webapps/nidp/jsp

To create custom error pages for the Access Gateway, see Section 15.5, “Customizing Error Pages,”
on page 256.

See Also

Customizing Error Messages in Access Manger Login Pages (http://www.novell.com/coolsolutions/
feature/19987.html)

8.8 Managing Direct Access to the Identity
Server

Users usually log into the Identity Server when they request access to a Web resource. They are
redirected by the Access Gateway from the resource to the Identity Server to provide the required
credentials for the resource. After they are authenticated, they are not prompted for credentials
again, unless a resource requires credentials that they haven’t already supplied.

However, users can log directly into the Identity Server and access the User Portal, or they can
access information about available Web Services Description Language (WSDL) services. This
section describes how to manage access to these pages.

¢ Section 8.8.1, “Logging In to the User Portal,” on page 116

¢ Section 8.8.2, “Blocking Access to the User Portal,” on page 117

¢ Section 8.8.3, “Blocking Access to the WSDL Services Page,” on page 117

8.8.1 Logging In to the User Portal

Users can log directly into the Identity Server when they enter the Base URL of the Identity Server
in their browsers. For example, if your base URL is http://bfrei.provo.novell.com:8080/nidp,
entering this URL prompts the user to authenticate with the credentials required for the default
contract. If successful, the user is redirected to /nipd/app and the following page is displayed:

Figure 8-3 User Portal

WELCOME: TESTER ™7
7 ‘é\ % HELP LOGOUT
& ‘ N

Home Page

)

Home

[w el

)

Authentications

Federations

)

My Profile
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This User Portal does not contain much useful information for the user unless you have set up
federation or have enabled the Liberty profiles. (See Chapter 10, “Configuring User Authentication
and Federation,” on page 157 and Chapter 12, “Configuring Liberty Web Services,” on page 173.)

8.8.2 Blocking Access to the User Portal

If you do not want users to have access to this User Portal page, you can disable direct login to the
Identity Server by modifying a JSP page.

After a user successfully authenticates to the NIDP server directly, the main. jsp page from
/opt/novell/nids/lib/webapp/jsp is presented to the user. This page builds the portal
page with links to the banner.jsp, nav.jsp, federations. jsp, and home. jsp, which
are in the same directory. The beginning lines of the main. jsp page build an HTTP response
header. Find the following lines in the file:
<%

response.setHeader ("Pragma", "No-cache");

response.setHeader ("Cache-Control", "no-cache");

To avoid building the entire portal page that you do not want the users to access, inject an HTTP
redirect so that users directly accessing the NIDP server are redirected to a page that you want them
to access. For example to redirect users to novell.com, add the following line below the setHeader
command:

response.sendRedirect ("http://www.novell.com") ;
Users are redirected to http://www.novell.com rather than to /nidp/app.

After saving the file, you do not need to restart Tomcat or the NIDP server. The changes should be
effective immediately.

8.8.3 Blocking Access to the WSDL Services Page

Users can access the WSDL service page when they enter the Base URL of the Identity Server in
their browsers with the path to the Services page. For example, if your base URL is http://
bfrei.provo.novell.com:8080/nidp, the users can access the services page with the following URL:

http://bfrei.provo.novell.com:8080/nidp/services

The Services page contains the following information and links:
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Figure 8-4 WSDL Services Page

Access Manager 3.0

& DiscoveryService (View WSDL)
O query
O Meodify
O processRequest
« [DSISAuthenticationProfile (View WSDL)
O query
O QueryOperation
O Modify
O Modifyoperation
& LDAPService (View WSDL)
O query
O QueryDperation
O Modify
O modifyoperation
# |DSISCredentialProfile (View WSDL)
O ouery
O Queryoperation
O madify
O ModifyOperation

System Properties:
Name: axis.EngineConfigFactory
WValue: com.novell.nidp.liberty. wsf.axis.NIDPAxisEngineCon figFactory

Access Manager Home Page

If you do not want your users to have access to this page, you can block access by modifying the
web . xml file in the /opt/novell/nids/lib/webapp/WEB-INF directory. Near the top of
the file, in the context initialization parameters section, add the following lines:
<context-param>
<param-name>wsfServicesList</param-name>
<param-value>full</param-value>
</context-param>

When <param-value> has a value of full, users can access the Services page. To modify this
behavior, replace full with one of the following values:

Table 8-1 Context Parameter Values

Value Description

404 Returns an HTTP 404 status code: Not Found
403 Returns an HTTP 403 status code: Forbidden
empty Returns an empty services list

If the parameter is removed from the file or if you enter an invalid value, the value is interpreted as
full, and users have access to the page.

You need to restart Tomcat for your modifications to take effect:
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/etc/init.d/novell-tomcatd4 restart

8.9 Configuring Kerberos for Authentication

Kerberos is an authentication method that allows users to log in to an Active Directory domain. This
authentication method provides them with a token, which an Identity Server can be configured to
use as a contract. This provides single sign-on for the user between Active Directory and the Identity
Server.

Kerberos authentication is achieved using SPNEGO with GSS-API (JGSS). SPNEGO (RFC 2478 -
Simple and Protected GSSAPI Negotiation implementation in Microsoft* Windows 2000/XP/2k3)
is a GSSAPI mechanism for extending a Kerberos based single-sign-on environment to Web
transactions and services. It lets peers determine which GSSAPI mechanisms are shared and lets
them select one and establish a security context with it. SPNEGO's most visible use is in Microsoft's
HTTP Negotiate authentication mechanism.

The Kerberos module for Access Manager is implemented as additional out-of-the-box
authentication mechanism to securely negotiate and authenticate HTTP requests for protected
resources. This makes it possible to seamlessly authenticate (single-sign-on) to the Identity Server
from enterprise-wide Microsoft Windows Domain Logon.

In situations where the system cannot use the Kerberos configuration, such as if the browser is
trying to authenticate from outside of a firewall and fails, the fallback authentication methods are
NTLM (which Access Manager does not use), then HTTPS basic authentication. This can cause the
system to prompt users twice for authentication. (To disable this in Windows Explorer, click Tools >
Internet Options > Security > Custom Level, then scroll down to User Authentication. Enable
Automatic logon with current user name and password.)

This section explains how to configure Active Directory, the Identity Server, and the Access
Gateway for Kerberos authentication to a protected Web server. Figure 8-5 illustrates this
configuration.
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Figure 8-5 Example Kerberos Configuration
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! <«
Access Gateway

Protected Resource for Web Server
Contract: Kerberos contract

Kerberos requires the following configuration tasks:

¢ Section 8.9.1, “Prerequisites,” on page 120

¢ Section 8.9.2, “Configuring Active Directory,” on page 121

*

Section 8.9.3, “Configuring the Identity Server,” on page 123

*

Section 8.9.4, “Configuring the Clients,” on page 128

*

Section 8.9.5, “Configuring the Access Gateway for Kerberos Authentication,” on page 129

8.9.1 Prerequisites

Kerberos authentication is supported for the following configuration:

¢ Clients must be running Windows XP with Internet Explorer 7. Some minimal testing has been
done with Internet Explorer 6. The Windows Vista* client has had only cursory testing. If you
have problems with the Vista client, please report these problems to Novell.

+ Active Directory must be configured to contain entries for both the users and their machines.
The Kerberos configuration was tested with Active Directory running on Windows 2003

Enterprise Server SP2. The configuration has not been tested with Active Directory running
Windows 2000 Server.
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¢ Your Access Manager components must be running Access Manager 3.0 SP2. The
configuration was tested using the Linux Access Gateway. The NetWare Access Gateway was
not used in the configuration, and therefore not tested for Kerberos compatibility.

¢ Active Directory and the Identity Server must be configured to use a Network Time Protocol
server. If time is not synchronized, authentication fails.

¢ Both TCP and UDP need to be enabled. Kerberos defaults to TCP but only after failing on UDP
(for example with packet-size limitations). This is a limitation with the underlying JGSS layer
which cannot use TCP as the only transport protocol.

8.9.2 Configuring Active Directory

You must create a new user in Active Directory for the Identity Server, set up this user account to be
a service principal, create a keytab file, and add the Identity Server to the Forward Lookup Zone.
These tasks are described in the following sections:

+ “Installing the spn and the ktpass Utilities” on page 121

¢ “Creating and Configuring the User Account for the Identity Server” on page 121

+ “Configuring the Keytab File” on page 122

+ “Adding the Identity Server to the Forward Lookup Zone” on page 123

Installing the spn and the ktpass Utilities

When you install Windows 2003 and Active Directory, the spn and ktpass utilities are not installed
in a default installation. You need both of these utilities to configure the Identity Server for Kerberos
authentication.
1 Insert the Windows 2003 CD into the CD drive.
2 To install the utilities, run \SUPPORT\ TOOLS\ SUPTOOLS .MSI on the CD.
The utilities are installed in C: \Program Files\Support Tools.

Creating and Configuring the User Account for the Identity Server
1 In Manage Your Server on your Windows 2003 server, select the Manage users and computers
in Active Directory option.
2 Select to create a new user.
3 Fill in the following fields:

First name: Specify the hostname of the Identity Server. This is the username. For the example
configuration, this is amser.

User logon name: Specify HTTP/<Identity Server DNS name>.For this example
configuration, your Identity Server has a hostname of amser and a domain name of
provo.novell.com. For these names, you would specify the following for the User Logon
Name:

HTTP/amser.provo.novell.com
The realm is displayed next to the User logon name.

User logon name (pre Windows 2000): Specify the hostname of the Identity Server. The
default value must be modified. For the example configuration, this is amser.

4 Click Next, and configure the password and its options:
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Password: Specify a password for this user
Confirm password: Enter the same password.
User must change password at next logon: Deselect this option.
Password never expires: Select this option.
5 Click Next, then Finish.

This creates the Identity Server user. You need to remember the values you assigned to this
user for First name and User logon name.

6 Right-click the user you just created, then select Properties.

7 Click the Account tab, then in Account Options, select Use DES encryption types for this
account.

Section , “Configuring the Keytab File,” on page 122 explains how to create a keytab file. If
you ever change the encryption type for the Identity Server user, you need to reset the password
for the user and regenerate the keytab file.

8 Click Apply, then OK.
9 Change the password of the user.
After setting up the account to use DES encryption, the password needs to be reset.

10 To set the servicePrincipalName (spn) attribute on this user, open a command window and
enter the following command:
setspn -A HTTP/<userLogonName> <userName>
For this configuration example, you would enter the following command:
setspn -A HTTP/amser.provo.novell.com@REALM.NOVELL.COM amser

This adds the servicePrincipalName attribute to the user specified with the value specified in
the —A parameter.

11 (Optional) Verify that the user has the required servicePrincipalName attribute with a valid
value. Enter the following command:
setspn -L <userName>
For this configuration example, you would enter the following command:
setspn -L amser

Configuring the Keytab File

The keytab file contains the secret encryption key that is used to decrypt the Kerberos ticket. You
need to generate the keytab file and copy it to the Identity Server.

1 On the Active Directory server, open a command window and enter a ktpass command with
the following parameters:

ktpass /out value /princ value /mapuser value /pass value /crypto
value /DesOnly

The command parameters require the following values:

Parameter Value Description

/out <outputFilename> Specify a name for the file, with.keytab as the
extension. For example: nidpkey.keytab
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Parameter Value Description

/princ <servicePrincipalName> Specify the service principal name for the
@<KERBEROS_REALM> Identity Server, then @, followed by Kerberos
realm. The default value for the Kerberos realm
is the Active Directory domain name in all
capitals. The Kerberos realm value is case
sensitive.

/mapuser <identityServerUser>@<AD_DOM Specify the username of the Identity Server
AIN> user and the Active Directory domain to which
the user belongs.

/pass <userPassword> Specify the password for this user.

[crypto DES-CBC-MD5 Specify DES-CBC-MD5. This is the only
cryptology algorithm supported in this release.

/DesOnly N/A This parameter enforces the use of DES
cryptology, and does not require a value.

For this configuration example, you would enter the following command to create a keytab file
named nidpkey:

ktpass /out nidpkey.keytab /princ HTTP/
amser.provo.novell.com@AD.NOVELL.COM

/mapuser amser@AD.NOVELL.COM /pass novell /crypto DES-CBC-MD5 /
DesOnly

Copy the keytab file to the Identity Server.

Copy the file to the default location on the Identity Server:
SLES 10: /opt/novell/java/jre/lib/security
SLES 9: /usr/lib/java/jre/lib/security

Adding the Identity Server to the Forward Lookup Zone

a » O N =

In Manage Your Server on your Windows 2003 server, click Manage this DNS server.
Click Forward Lookup Zone.

Click the Active Directory domain.

In the right pane, right click, and select New Host (A).

Fill in the following fields:

Name: Specify the hostname of the Identity Server.

IP Address: Specify the IP address of the Identity Server.

Click Add Host.

8.9.3 Configuring the Identity Server

You need to configure the Identity Server to use the Active Directory server as a user store,
configure a Kerberos authentication class, method, and contract, create a configuration file, enable
logging to verify the configuration, then restart tomcat. These instructions assume that you have
installed and configured an Identity Server cluster configuration. If you have not, see the Novell
Access Manager 3.0 Installation Guide (http://www.novell.com/documentation/
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novellaccessmanager/installation/data/bookinfo.html) and the Novell Access Manager 3.0 Setup
Guide (http://www.novell.com/documentation/novellaccessmanager/basicconfig/data/
bookinfo.html).

This section covers the following tasks:

¢ “Configuring the Identity Server for Active Directory” on page 124

¢ “Creating the Authentication Class, Method, and Contract” on page 125
+ “Creating the bcsLogin Configuration File” on page 127

* “Verifying the Kerberos Configuration” on page 127

Configuring the Identity Server for Active Directory

You need to either configure your Identity Server to use Active Directory as a user store or verify
your existing configuration for your Active Directory user store.

1 In the Administration Console, click Access Manager > Identity Servers > Edit.

2 Click Local.

3 View your installed user stores.

If you have already configured your Identity Server to use the Active Directory server, click its
name.

If you haven’t configured a user store for the Active Directory server, click New.

4 For a new user store, fill in the following fields. For an existing Active Directory user store,
verify the values.

Name: Specify a name of the user store for reference.

Admin name: Specify the name of the administrator of the Active Directory server.
Administrator-level rights are required for setting up a user store. This ensures read/write
access to all objects used by Access Manager.

Admin password and Confirm password: Specify the password for the administrator of the
Active Directory server and confirm the password.

Directory Type: Select ActiveDirectory.

Search Contexts: For a new user store, click New and specify the context of the administrator
of the Active Directory server. For an existing user store, verify that you have an entry for the
context of the administrator and add one if it is missing.

5 (Conditional) For a new Active Directory user store, add a replica. In the Server replicas
section, click New.

5a Fill in the following fields:

Name: Specify a name of the replica for reference. This can be the name of your Active
Directory server.

IP Address: Specify the IP address of the Active Directory server and the port you want
the Identity Server to use when communication with the Active Directory server.

5b Configure the other fields to fit your security model.
5¢ Click OK.
6 (Optional) Specify values for the other configuration options.

7 To save your changes, click OK or Finish.
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8 Continue with Section , “Creating the Authentication Class, Method, and Contract,” on
page 125.

Creating the Authentication Class, Method, and Contract

1 In the Local page, click Classes > New.

Create Authentication Class

Step 1 of 2: Specify name and java class.

Display name: IKerberDS

Java class: {KerberosClass |

Java class path: com.novell.nidp.authentication . local. KerberosClass

2 Fill in the following fields:
Display name: Specify a name that you can use to identify this class.
Java class: Select KerberosClass.
The Java class path field displays the name of the KerberosClass.

3 Click Next.

Create Authentication Class

Step 2 of 2: Specify properties,

Serdce PAncipal Mame (SPM): |H'I_I'P,-’amser.prwn.nDvell.com
Kerberos Realm: \AD.NOVELL.COM
Jaas config file for Kerberos: |,-’usr,-’lil:u,-"java,f'jre,-"lib,-’sen:uritj,a,-"bcsLDgin.c:u:unf

Kerberos KDC: |m.m.15.?9

User dttribute: |userprincipalname

4 Fill in the following fields:

Service Principal Name (SPN): Specify the value of the servicePrincipalName attribute of the
Identity Server user. For this example configuration, this is HTTP/
amser.provo.novell.com.

Kerberos Realm: Specify the name of the Kerberos realm. The default value for this realm is
the domain name of the Active Directory server, entered in all capitals. The value in this field is
case sensitive. For this example configuration, this is AD. NOVELL . COM.

JAAS config file for Kerberos: Verify the default path. This should be the same path to which
you copied the keytab file (see Step 2 in Section , “Configuring the Keytab File,” on page 122)
and end with the name of the configuration file, bcsLogin.conf.

If you have not created this configuration file, see Section , “Creating the besLogin
Configuration File,” on page 127.

Kerberos KDC: Specify the IP address of the Active Directory server.
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User Attribute: Specify the name of the Active Directory attribute that combines the cn of the
user with the DNS domain name to form its value. It is an alternate name for user login. Accept
the default value unless you have set up a different attribute.

5 Click Finish.

6 In the Local page, click Methods > New.

7 Fill in the following fields:
Display name: Specify a name that you can use to identify this method.
Class: Select the class that you created for Kerberos.

User stores: Move the Active Directory user store to the list of User stores. If you have only
one installed user store, <Default User Store> can be used. If you have multiple user stores, the
Active Directory user store must be in this list (or if it is configured to be the default user store,
<Default User Store> must be in this list).

NOTE: The testing procedure to verify Kerberos authentication is dependent upon having the
Active Directory user store configured as the default user store. See Step 12.

You do not need to configure properties for this method.
8 Click Finish.
9 In the Local page, click Contracts > New.

Create Authentication Contract

Configuration

Dizplay name: IKerberDS_CD ntract

LRI |kerberu:usx’u:u:untra|:t

Pazsword expiration servet: I

Authentication Level: II]

[T satisfiable by a contract of equal or higher level
[ satisfiable by External Provider

If wou add more than one X509 method, only the first one will be used and it will
autamatically be mowed to the top of the list,
Methods: fwailable methods:

kerberos_meth ;l Mame/Fassword - Basic ﬂ
Marne/Password - Form
= | Secure Name/Password - Basic
=|  |Secure Name/FPassword - Form =l

[#[]

10 Fill in the following fields:
Display name: Specify a name that you can use to identify this method.
URI: Specify a value that uniquely identifies the contract from all other contracts.

The URI cannot begin with a slash, and it must uniquely identity the contract. For example:
kerberos/contract

Methods: From the list of Available methods, move your Kerberos method to the Methods list.

You do not need to configure the other contract options.
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11 Click Finish.

12 (Optional) To use the procedure that verifies the authentication configuration, you need to
make the Active Directory user store the default user store. In the Local page, click Defaults.

12a Fill in the following fields:
User Store: Select the name of your Active Directory user store.
Authentication Contract: Select the name of your Kerberos contract.

12b Click OK.

This allows you to log in directly to the Identity Server using the Kerberos contract. If you
have already logged in to the Active Directory domain on the Windows machine, single
sign-on is enabled and you are not prompted to log in to the Identity Server.

13 On the Identity Servers page, click Update.
Wait until the Health icon turns green. Click Refresh to update the page.

14 1If you have Access Gateways or J2EE Agents that you want to configure to use the Kerberos
contract, update these devices so that the Kerberos contract is available.

15 Continue with Section , “Creating the besLogin Configuration File,” on page 127.

Creating the bcsLogin Configuration File

1 Open a text editor.

2 Enter the following lines. The file cannot contain any white space, only end of line characters.
Two lines (principal and keyTab) need to specify unique information for your configuration.
The principal line needs to specify the service principle name for the Identity Server. The
keyTab line needs to specify the location of the keytab file. The following file uses the values
of the example configuration for the principal and keyTab lines. The keyTab and ticketCache
lines use the default path for SLES 10. For SLES 9, you need to use /usr/1ib/java/jre/
lib/security for the path.
other {
com.sun.security.auth.module.Krb5LoginModule required
debug="true"
useTicketCache="true"
ticketCache="/opt/novell/java/jre/lib/security/spnegoTicket.cache"
doNotPrompt="true"
principal="HTTP/amser.provo.novell.com@AD.NOVELL.COM"
useKeyTab="true"
keyTab="/opt/novell/java/jre/lib/security/nidpkey.keytab"
storeKey="true";

}i
3 Save this file with a name of bcsLogin.conft.

4 Copy this file to the location specified in the JAAS config file for Kerberos field of Step 4 in
Section , “Creating the Authentication Class, Method, and Contract,” on page 125.

5 Restart Tomcat. In a command window on the Identity Server, enter the following command.
/etc/init.d/novell-tomcat4 restart

Whenever you make changes to the bcsLogin. conf file, you need to restart Tomcat.

Verifying the Kerberos Configuration

1 In the Administration Console, click Access Manager > Identity Servers > Edit > Logging.
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Enable the File Logging and Echo To Console options.

In the Component File Logger Levels section, set Application to debug.
In the Trace Logging section, select Enabled.

Select Application and Configuration as Component Content Filters:
Click OK, then Update.

View the catalina.out file of the Identity Server. In the Administration Console, click
Access Manager > Auditing.

N o g A OWODN

7a Click General Logging.
7b In the Identity Servers section, click the link to the catalina.out file.
7¢ Open the file in a text editor.

7d Search for Kerberos and verify that a subsequent line contains Commit Succeeded.
For the configuration example, the lines look similar to the following:

principal's key obtained from the keytab

principal is HTTP/amser.provo.novell.com@AD.NOVELL.COM

Added server's keyKerberos Principal HTTP/
amser.provo.novell.com@AD.NOVELL.COMKey Version 3key
EncryptionKey: keyType=3 keyBytes (hex dump)=0000: CB 0OE 91 FB
7A 4C 64 FE

[Krb5LoginModule] added Krb5Principal HTTP/
amser.provo.novell.com@AD.NOVELL.COM to Subject
Commit Succeeded

7e If the commit did not succeed, search backwards in the file and verify the following
values:

¢ Service Principal Name
¢ Name of keytab file

For the example configuration, the file would contains lines with text similar to the
following:

Principal is HTTP/amser.provo.novell.com

KeyTab is /usr/lib/java/jre/lib/security/nidpkey.keytab

7f If you make any modifications to the configuration, either in the Administration Console
or to the besLogin file, restart Tomcat on the Identity Server.

8.9.4 Configuring the Clients

1 Add the computers of the users to the Active Directory domain.

For instructions, see your Active Directory documentation.
2 Log in to the Active Directory domain, rather than the machine.
3 Configure the Web browser to trust the Identity Server:

¢ For Internet Explorer version 7, click Tools > Internet Options > Security > Local intranet
> Sites > Advanced. (For Internet Explorer version 6, click Tools > Internet Options >
Security > Trusted sites > Sites.)
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In the Add this website to the zone text box, enter the Base URL for the Identity Server,
then click Add.

In the configuration example, this is http://amser.provo.novell.com.
Click Close.

For Firefox, in the URL field, specify about : config. In the Filter field, specify
network.n. Double click network.negotiate-auth.trusted-uris.

This preference lists the sites that are permitted to engage in SPNEGO Authentication
with the browser. Enter a comma-delimited list of trusted domains or URLs.

For this example configuration, you would add http://
amser.provo.novell.com to the list.

If the deployed SPNEGO solution is using the advanced Kerberos feature of Credential
Delegation, double click network.negotiate-auth.delegation-uris. This
preference lists the sites for which the browser can delegate user authorization to the
server. Enter a comma-delimited list of trusted domains or URLs.

For this example configuration, you would add http://
amser.provo.novell.com to the list.

4 Click OK. The configuration appears as updated.

Restart your Firefox browser to activate this configuration.

5 In the URL field, enter the base URL of the Identity Server with port and application. For this
example configuration:

http://amser.provo.novell.com:8080/nidp

The Identity Server should authenticate the user without prompting the user for authentication
information. If a problem occurs, check for the following configuration errors:

*

*

Verify the default user store and contract. See Step 12.

View the catalina.out file and verify the configuration. See “Verifying the
Kerberos Configuration” on page 127.

If you make any modifications to the configuration, either in the Administration Console
or to the bcsLogin file, restart Tomcat on the Identity Server.

To verify whether a Kerberos ticket is being sent to the client, download the Kerbtray
Tool (http://www.microsoft.com/downloads/details.aspx?familyid=4E3 AS8BE-29F6-
49F6-85BE-E866AF8E7A88&displaylang=en) and run it on the client workstation.

Enable Kerberos event logging. See How to enable Kerberos event logging (http://
support.microsoft.com/kb/262177/).

Make sure all components have their time synchronized.

8.9.5 Configuring the Access Gateway for Kerberos
Authentication

If you have set up a Web server that you want to require Kerberos authentication for access, you can
set up a protected resource for this Web server as you would for any other Web server, and select the
name of your Kerberos contract for the contract. For instructions, see Section 13.4, “Configuring
Protected Resources,” on page 207.

Configuring Local Authentication

129


http://www.microsoft.com/downloads/details.aspx?familyid=4E3A58BE-29F6-49F6-85BE-E866AF8E7A88&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=4E3A58BE-29F6-49F6-85BE-E866AF8E7A88&displaylang=en
http://support.microsoft.com/kb/262177/

8.10 Configuring Access Manager for NESCM

To use a smart card with Access Manager, you need to configure Access Manager to use the
eDirectory server where you have installed the NESCM method. You then need to create a contract
that knows how to prompt the user for the smart card credentials. The last task is to assign this
contract to the protected resources that you want protected with a smart card. The following sections
describe prerequisites and the tasks:

¢ Section 8.10.1, “Prerequisites,” on page 130

¢ Section 8.10.2, “Creating a User Store,” on page 130

¢ Section 8.10.3, “Creating a Contract for the Smart Card,” on page 132

¢ Section 8.10.4, “Assigning the NESCM Contract to a Protected Resource,” on page 135

¢ Section 8.10.5, “Verifying the User’s Experience,” on page 136

¢ Section 8.10.6, “Troubleshooting,” on page 137

8.10.1 Prerequisites

O Make sure you can authenticate to the eDirectory server using the smart card from a
workstation.

¢ The NESCM method needs to be installed on the eDirectory server and the workstation.
See Installing the Method (http://www.novell.com/documentation/ias303/nescm_install/
data/b7gx5la.html).

¢ The NESCM method needs to be configured. See Basic Configuration Requirements
(http://www.novell.com/documentation/ias303/nescm_install/data/b7tf2gi.html).

+ Provision your smart card according to your company policy.

U Make sure you have a basic Access Gateway configuration with a protected resource that you
want to protect with a smart card. For more information, see the Novell Access Manager 3.0
SP3 IR2 Installation Guide and the Novell Access Manager 3.0 SP3 IR2 Setup Guide.

8.10.2 Creating a User Store

The Identity Server must be configured to use the eDirectory replica where you have installed the
NESCM server method.

¢ Ifyou have already configured the Identity Server to use this replica, skip this section and
continue with Section 8.10.3, “Creating a Contract for the Smart Card,” on page 132.

¢ Ifyour Identity Server is using a different user store, you need to configure the Identity Server.
To configure the Identity Server for the eDirectory replica that has the NESCM method:

1 In the Administration Console, click Access Manager > Identity Servers > Edit > Local> User
Stores > New.
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©

Specify name, administrator, password and search contesxts

Mame: * [NESCM Stare

Admin name: * |cn=admin,o=nove|l

[Ex: cn=admin,o=novell]

ddmin password: © I‘*‘“*’“

Confirm passwaord: i'I“‘“““““"‘
Directory tvpe: IeDireC‘tDl’y ‘I

LDAP timeout settings

LD&P Operation: I 15 % seconds
ldle Connection: I 10 % seconds

Server replicas

Mew | Delete | Walidate 1 Item(s)
I~ Hame IP Address Port Use S5L  Max. Connections Validation Status
[T 161.166.227.3 161.166.227.3 &3¢ v il v

Search Contexts

Mew | Delete |[4]1[8] 0 kemis)

[T Context Scope

<< Back | Finish | Cancel |

On the Create User Store page, fill the following fields:
Name: A display name for the eDirectory replica (for example, nescm _replica).

Admin Name: The distinguished name of the admin user of the directory. Administrator-level
rights are required for setting up a user store.

Admin Password and Confirm Password: The password for the admin user and the
confirmation for the password.

Directory Type: Select eDirectory.
In the Server replica section, click New, and fill the following fields:
Name: The display name for the LDAP directory server (for example, nescm_server).

IP Address: The IP address of the LDAP directory server. The port is set automatically to the
standard LDAP ports.

Click Use secure LDAP connections. You must enable SSL between the user store and the
Identity Server. The port changes to 636, the secure LDAP port.

Click Auto import trusted root.

Click OK to confirm the import.

Select the Root CA Certificate to trust any certificate signed by that certificate authority.
Specify an alias, then click OK.

An alias is a name you use to identify the certificate used by Access Manager.

Click Close, then click OK.

Under Server Replicas, verify the Validation Status.

The system displays a green check mark if the connection is valid.
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11 (Optional) Set up a search context.
12 Click Finish to save the information.

13 Continue with Section 8.10.3, “Creating a Contract for the Smart Card,” on page 132

8.10.3 Creating a Contract for the Smart Card

You need to create a contract that uses the NESCM method. To do this, you need to first create an
NMAS class, then a method that uses that class. The last task is to create a contract that uses the
method. The following sections describe these tasks:

¢ “Creating an NMAS Class for NESCM” on page 132
¢ “Creating a Method to Use the NMAS Class” on page 133
¢ “Creating an Authentication Contract to Use the Method” on page 134

Creating an NMAS Class for NESCM

When you create a class, you can specify values for properties. In the following steps, you specify a
property value that determines the sequence of login prompts that the user receives when
authenticating with a smart card.

1 In the Administration Console, click Access Manager > Identity Servers > Edit > Local >
Classes > New.

Create Authentication Class

Step 1of 2: Specify name and java class.

Display name: |Class-NMAS-NESCM
Java class: ENMASAuthCIass ﬂ

Jawa class path: com.novell.security.nmas.nidp MNMASAuthClass

2 Specify a name for the class Display name (for example, Class-NMAS-NESCM).
3 For the Java class, select NMASAuthClass from the selection list.

4 Click Next.

5 On the Specify Properties page, click New.
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Identity Serwers | WNCIOP o

Create Authentication Class

Step 2 of 2: Specify properties.
Mew | Delete
[T Mame Value

No itemns

Add property

Property Mame: |NMAS_LOGIN_SEQUENCE

Property VWalue: |Enhan|:ed Sman Card

0K Cancel |

<<Back |  Finish |  Cancel |

6 Specify the following values for the property:

Property Name: Specify NMAS LOGIN SEQUENCE

Property Value: Specify Enhanced Smart Card

These values match the method name as displayed in NMAS task > NMAS Login Methods.
7 Click OK, then Finish.
8 Continue with “Creating a Method to Use the NMAS Class” on page 133

Creating a Method to Use the NMAS Class

When creating a method, you can specify property values that are applied to just this method and not
the entire class. In this tutorial, we want the method to use the same login sequence as the class. The
method also allows you to specify which user stores can use the method. For a smart card method,
you need to ensure that the user store or stores specified for the method have NESCM installed.

1 On the Local page for the Identity Server, click Methods > New.

Configuring Local Authentication 133



Create Authentication Method H

Configuration

Display name:  [Method-NMAS-NESCH]

Class: | Class-NMAS-NESCM =l
W' ldentifies User

User stores; fwailable uzer stores;
NESCM Store ~| |«Defautt User Stare> =]
4= | LocalStare

[#][8]

Mew | Delete 0 ltemis)
[T Hame Value

Ma items

<< Back | Finish | Cancel |

2 Specify a Display name (for example, Method-NMAS-NESCM).

3 From the Class selection list, select the class created in “Creating an NMAS Class for
NESCM?” on page 132.

4 1In the Available user stores list, select the user store created in Section 8.10.2, “Creating a User
Store,” on page 130, then click the left-arrow to move this user store into the User stores list.

Leave other settings on this page unchanged.

5 Click Finish.
6 Continue with “Creating an Authentication Contract to Use the Method” on page 134.

Creating an Authentication Contract to Use the Method

Contracts are the element you can assign to a protect a resource. Because NESCM uses certificates,
you should assign only one method to a contract.

1 On the Local page for the Identity Server, click Contracts > New.
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Create Authentication Contract

Configuration

Dizplay name: ICDntraCt-NMAS-NESCM

LRI |nesc:m,-"lest-"uri

Password expiration serviet: I

Authentication Lewel: II]—

[T satisfiable by @ contract of egual or higher level
[T satisfiable by External Provider

If wou add mare than one X509 method, only the first one will
be used and it will automatically be moved to the top of the

list,

fivethods: fwailable methaods:

Method-NMAS-MESCHM ~|  |Mamse/Password - Basic =
Mame/Password - Form
Secure Mame/Fassword - Basic

=|  |Secure Name/Passward - Form =l
(#][8]
copack | Fimish |  Cancel |

2 Specify a Display name (for example, Contract-NMAS-NESCM-UserStorel).
3 Enter a URI (for example, nescm/test/uri).

The URI is used to identify this contract for external providers and is a unique path value that
you create.

4 1In the Available methods list, select the method created in “Creating a Method to Use the
NMAS Class” on page 133, then click the left-arrow to move this method into the Methods list.

All other fields can remain in the default state.
Click Finish, then click OK.
Update the Identity Server by clicking Update.
Update the Access Gateway.

0 N O O

Continue with Section 8.10.4, “Assigning the NESCM Contract to a Protected Resource,” on
page 135

8.10.4 Assigning the NESCM Contract to a Protected Resource

Contracts must be created before they can be assigned to protected resources. The following steps
explain how to assign the NESCM contract to an existing protected resource. If you have not created
a protected resource, see the Novell Access Manager Setup Guide (http://www.novell.com/
documentation/novellaccessmanager/basicconfig/data/bookinfo.html).

1 In the Administration Console, click Access Gateways > Edit > [Name of Reverse Proxy].

The reverse proxy should be configured with a resource that you want to protect with the smart
card.
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2 Click the Protected Resource link for the accelerator where you want to assign the NESCM
contract.

3 To enable the NESCM contract on an existing protected resource, click the Contract link for
that resource, then in the Contract selection list, select the NESCM contract created in
“Creating an Authentication Contract to Use the Method” on page 134.

If the contract is not listed, make sure you have updated both the Identity Server and the Access
Gateway, in this specified order. If you have multiple Identity Server configurations, make sure
that the Access Gateway is assigned to the Identity Server configuration that contains the
NESCM contract (click Access Gateways > Edit > Reverse Proxy / Authentication).

4 Click OK.
5 Click the Access Gateways task, then update the Access Gateway.
6 Continue with Section 8.10.5, “Verifying the User’s Experience,” on page 136.

8.10.5 Verifying the User’s Experience

1 From the smart-card-equipped workstation, browse to and select the URL of the accelerator
where the protected resource requiring NESCM type authentication is enabled.

2 When prompted by Access Manager, enter a username.

Access Manager 3.0 Login

Local Login

Username: |

[0 LIBERTY
HO ALLIANCE

INTERDPERABLE

3 When prompted for the smart card password, enter a password (the smart card PIN).

Enhanced Smart Card x|

Novells NMAS

Modular Authentication Service

0k LCancel

If the Smart Card contains a certificate that meets the defined criteria (in this example, a matching
Subject name and trusted signing CA), the user is now successfully authenticated to the IDP and is
connected through the Access Gateway to the protected resource.
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8.10.6 Troubleshooting

Error Resolution

Authentication fails without Verify that you have configured the class and method correctly. See

prompting the user for the “Creating an NMAS Class for NESCM” on page 132 and “Creating a

token Method to Use the NMAS Class” on page 133

Certificate validation fails Verify that a trusted root object created for the signing CA of the
certificate on the Smart Card exists in the eDirectory trusted root
container
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Configuring Trusted Providers

This section discusses configuring trust so that two user accounts can be associated with each other
without the sites exchanging data. It explains how to set up the trust with internal and external
trusted identity providers, service providers, and embedded service providers (ESPs). Steps for
configuring trusted provider types are similar, and are also similar between the Liberty and SAML
protocols. The interface pages in this section show the configuration of a Liberty trusted service
provider.

¢ Section 9.1, “Understanding the Trust Model,” on page 139

¢ Section 9.2, “Creating a Trusted Provider Reference,” on page 142

¢ Section 9.3, “Reimporting a Trusted Provider’s Metadata,” on page 144

+ Section 9.4, “Configuring General Provider Options,” on page 144

¢ Section 9.5, “Editing a SAML 1.1 Trusted Identity Provider’s Metadata,” on page 146

¢ Section 9.6, “Editing a SAML 1.1 Trusted Service Provider’s Metadata,” on page 148

¢ Section 9.7, “Configuring Common Access Settings for a Trusted Provider,” on page 149

+ Section 9.8, “Selecting Attributes for a Trusted Provider,” on page 155

About SAML and Liberty

For information about how Access Manager uses SAML, see Appendix B, “Understanding How
Access Manager Uses SAML,” on page 699.

For conceptual information about Liberty, see Appendix A, “About Liberty,” on page 697.

For troubleshooting information, see Chapter 38, “Troubleshooting for the Identity Server and
Authentication,” on page 587.

9.1 Understanding the Trust Model

Setting up trust involves system administrators agreeing on how to establish a secure method for
providing and consuming authentication assertions between their Identity Servers. An Identity
Server is always installed as an identity provider, which is used to provide authentication to trusted
service providers and embedded service providers (ESPs).

¢ Section 9.1.1, “Identity Consumer,” on page 139

¢ Section 9.1.2, “Embedded Service Providers,” on page 140

¢ Section 9.1.3, “High-Level Steps,” on page 141

9.1.1 Identity Consumer

An Identity Server also can be configured as an identity consumer (service provider), which enables
the Identity Server to consume authentication assertions from trusted identity providers. Figure 9-1
depicts how two Identity Servers can be configured in a trust model using the SAML and Liberty
protocols to provide authentication for an Access Gateway ESP.
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Figure 9-1 Identity Server Trust
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As an administrator, you determine whether your server is to be used as the identity provider or
service provider in the trust relationship. You and the trusted partner agree to exchange Identity
Server metadata, and then you create references to the trusted partner’s Identity Server in your
Identity Server configuration. You can obtain metadata via a URL or an XML document, then enter
it in the system when you create the reference.

9.1.2 Embedded Service Providers

In addition to setting up trust with internal or external service providers, you can reference
embedded service providers (ESPs) in your enterprise. An ESP uses the Liberty protocol and does
not require metadata entry, because this exchange happens automatically. The ESP comes with
Access Manager and is embedded in the Access Gateway and the J2EE agent. The ESP facilitates
authentication between the Identity Server and the resource protected by the Access Gateway or
agent, as shown in as shown in Figure 9-2.

Figure 9-2 Embedded Service Provider

Payroll Identity Server (IDP)

—
<= «
Trusted ESP - my  Protected

- %I" * Application
- -~ )

Access Gateway

The components in this example reside in the same trust store and represent a typical Access
Manager configuration used within an enterprise.
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9.1.3 High-Level Steps

The following high-level steps describe setting up the trust model between an identity provider and
a service provider. These steps assume that both providers are using the Novell® Identity Server
provided with Access Manager.

1.

Administrators at each company install and configure the Identity Server.

The Identity Server that consumes authentications must be enabled to run as a service provider.
See Section 6.1.1, “Creating a Cluster Configuration,” on page 56. (It is recommended that you
are already familiar with the Novell Access Manager 3.0 SP3 IR2 Installation Guide.)

. Administrators at each company must import the trusted root certificate of the other Identity

Server into the NIDP trust store.

Click Access Manager > Identity Servers > Servers > Edit > Security > NIDP Trust Store, then
auto import the certificate. Use the SSL port (8443) even if you haven’t set up the base URL of
the Identity Server to use HTTPS.

. Administrators must exchange Identity Server metadata with the trusted partner.

Metadata is generated by the Identity Server and can be obtained via a URL or an XML
document, then entered in the system when you create the reference. This step is not applicable
if you are referencing an ESP. When you reference an ESP, the system lists the installed ESPs
for you to choose, and no metadata entry is required.

Create the reference to the trusted identity provider and the service provider.

This procedure associates the metadata with the new provider. See Section 9.2, “Creating a
Trusted Provider Reference,” on page 142.

. Configure user authentication.

This procedure defines how your Identity Server interacts with the trusted provider during user
authentication. Access Manager comes with default basic authentication settings already
enabled. See Chapter 10, “Configuring User Authentication and Federation,” on page 157.

Additional important steps for enabling authentication between trusted providers include:

+ Setting up the necessary authentication contracts. See Section 8.4, “Configuring
Authentication Contracts,” on page 111.

+ Enabling the profiles that you are using. See Section 12.2, “Enabling Web Services and
Profiles,” on page 174.

+ Enabling the Always Allow Interaction option on the Web Service Consumer page. See
Section 12.8, “Configuring the Web Service Consumer,” on page 184.

(Conditional) If you are setting up SAML 1.1 federation, the protocol does not allow the
federation link to be automatically added to the login page. You must manually configure this
setting.

See Section 9.7.1, “Configuring Display and Access Settings,” on page 149. Specify a value for
the Login URL and Destination URL, then select Advertise (Display) on Login Dialog.

For more information, see TID 3247813 (https://secure-support.novell.com/KanisaPlatform/
Publishing/992/3247813 f.SAL _Public.html).
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9.2 Creating a Trusted Provider Reference

The procedure for establishing trust between providers begins with obtaining metadata for the
trusted provider. If you are using the Novell Identity Server, protocol-specific metadata is available
via a URL. Examples of metadata URLs for server 10.1.1.1 would be:

¢ Liberty: http://10.1.1.1:8080/nidp/idff/metadata
¢+ SAML 1.1: http://10.1.1.1:8080/nidp/saml/metadata
¢ SAML 2.0: http://10.1.1.1:8080/nidp/saml2/metadata

The default values nidp and 8080 are established during product installation; nidp is the Tomcat
application name.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
[Protocol].

General | Local ELCHES SAML 1.1 | SAML 2.0

Trusted Prowiders | Profiles | Web Serwices Framework | Web Service Provider | Wb S

ce Consumer | LDAP Attribute Mapping
NEWvEl Delete | Enable | Dizable

[*New ed Metadata Expiration Date

| |dentity Provider

4 ltem(s]

Service Provider Mot specified

-
-

Mot specified

Service Providers

[~ 151155, 167.51 v Mot specified
[T spesoap_group MAG v Mot specified
oK | Cancel | Apply |

2 Click New, then click Identity Provider or Service Provider.
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Create Trusted Service Provider
Step 1of 2: Specify name and metadata

Mame: |sp—LinuxAG

{* Metadata URI
|http:,","1 0.1.1.1:8080/nidpfidfffmetadata

( Metadata Text

{~ Embedded Service Provider

| |

3 In the Name option, specify a name by which you want to refer to the provider.
4 Select one of the following methods to obtain the metadata:

Metadata URL: Specify the metadata URL for a trusted provider. The system retrieves
protocol metadata using the specified URL.

If your Identity Server and Administration Console are on different machines, use HTTP to
import the metadata. If you are required to use HTTPS with this configuration, you must import
the trusted root certificate of the provider into the trust store of the Administration Console.
You need to use the Java keytool to import the certificate into the cacerts file in the
/opt/novell/java/jre/lib/security directory of the Administration Console.

If you do not want to use HTTP and you do not want to import a certificate into the
Administration Console, you can use the Metadata Text option. In a browser, enter the HTTP
URL of the metadata. View the text from the source page, save the source metadata, then paste
it into the Metadata Text option.

Metadata Text: An editable field in which you can paste copied metadata text from an XML
document, assuming you obtained the metadata via e-mail or disk and are not using a URL. If
you copy metadata text from a Web browser, you must copy the text from the page source.

Manual Entry: (SAML 1.1 only) Allows you to enter metadata values manually. When you
select this option, the system displays the Enter Metadata Values page. See Section 9.5,
“Editing a SAML 1.1 Trusted Identity Provider’s Metadata,” on page 146.

5 If you are creating a service provider for an Access Gateway or agent, click the following
option:

Embedded Service Provider: Access Gateway and application server agents (J2EE or
Windows) include an embedded service provider (ESP) that can be trusted by identity
providers. ESPs run in the same enterprise as the identity provider, and are therefore created
and configured in the same directory. The ESP enables all of the single-sign on functionality for
Access Gateway or agent. Installed ESPs are displayed in a drop-down list for you to select as a
trusted entity. You do not need to enter metadata for an ESP; it is automatically generated.

6 Click Next.
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7 Review the metadata certificates, then click Finish.

8 The system displays the trusted provider on the Liberty page.

General | Local SEITESA SAML 1.1 '\ SAML 2.0

Trusted Prowiders | Profiles | Web Services Framework | Web Serwvice Provider | Web Se ansumer | LDAP Attribute Mapping
Meww | Delete | Enable | Disable 5 ltem(s)
T Hame Enabled Metadata Expiration Date
Identity Providers
[~ idp v Mot specified
[T idp-carporate v Mot specified

Service Providers

I~ 10.10.157.30 v Mot specified
[T sp-linuxag v Mot specified
I spesoap_group MAG v Mot specified

9.3 Reimporting a Trusted Provider’s Metadata

You might need to reimport a trusted provider’s metadata if you learn that it has changed, or if you
have changed the base URL of the Identity Server configuration. The steps to do this are similar for
Liberty and SAML protocols.

1 In the Administration Console, click Access Manager > Identity Servers > Edit > [Liberty or
SAML] > [Trusted Provider] > Metadata.

2 Click the trusted provider, then click the Metadata tab.

3 Click Reimport.
Follow the prompts to import the metadata.

4 Specify the new metadata information as described in Section 9.2, “Creating a Trusted Provider
Reference,” on page 142.

5 Confirm metadata certificates, then click Finish.

9.4 Configuring General Provider Options

The following options are global in that they affect any identity provider or identity consumer that
the Identity Server has been configured to trust:

¢ Section 9.4.1, “Configuring the General Identity Provider Options,” on page 144

¢ Section 9.4.2, “Configuring the General Identity Consumer Options,” on page 145

9.4.1 Configuring the General Identity Provider Options

1 In the Administration Console, click Access Manager > Identity Servers > Edit.
2 To specify identity provider settings, fill in the following fields:

Show logged out providers: Displays logged-out providers on the identity provider’s log-out
confirmation page.

Require Signed Authentication Requests: Specifies that for the Liberty 1.2 and SAML 2.0
protocols, authentication requests from service providers must be signed. When you enable this
option for the identity provider, you must also enable the Sign Authentication Requests option
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under the Identity Consumer heading on this page for the external trusted service provider. (It is
possible, however, to configure an identity provider that requires signed requests to function as
an identity consumer that does not sign requests.)

Use Introductions (Publish Authentications): Enables single sign-on from the service
provider to the identity provider. The service provider determines the identity providers that
users are already logged into, and then selectively and automatically asks for authentication
from one of the identity providers. Introductions are enabled only between service and identity
providers that have agreed to a circle of trust, which means that they have agreed upon a
common domain name for this purpose.

After authenticating a user, the identity provider accesses a service at the service domain and
writes a cookie to the common part of the service domain, publishing that the authentication
has occurred.

¢ Service Domain (Local and Common): Enables a service provider to access a service at
the service domain prior to authenticating a user. This service reads cookies obtained at
this domain and discovers if any identity providers have provided authentication to the
user. The service provider determines whether any of these identity providers can
authenticate a user without credentials. The service domain must resolve to the same IP
address as the base URL domain.

For example, if an agreed-upon common domain is xyz.com, the service provider can
specify a service domain of sp.xyz.com, and the identity provider can specify a service
domain of idp.xyz.com. For the identity provider, xyz.com is the common value entered,
and idp is the local value.

¢ Port: The port to use for identity provider introductions. Port 8445 for HTTPS is the
default and must be opened on your firewall. If you specify a different port, you must edit
the Tomcat server XML.

SSL Certificate: Displays the Keystore page that you use to locate and replace the test-
provider SSL certificate for this configuration.

The Identity Server comes with a test-provider certificate that you must replace for your
production environment. This certificate is used for identity provider introductions. You can
replace the test certificate now or after you have configured the Identity Server. If you create
the certificate and replace the test-connector now, you can save some time by restarting Tomcat
only once. Tomcat must be restarted whenever you assign an Identity Server to a configuration
and whenever you update a certificate key store. See Section 6.5.3, “Managing the Keys,
Certificates, and Trust Stores,” on page 80.

3 Click OK, then update the Identity Server.

9.4.2 Configuring the General Identity Consumer Options

1 In the Administration Console, click Access Manager > Identity Servers > Edit.
2 To specify whether the Identity Server also runs as an identity consumer.

If configured to run as an identity consumer, the Identity Server can receive (consume)
authentication assertions from other identity providers.

Enable: Enables this site to function as service provider. This setting is enabled by default.

Require Signed Assertions: Specifies that all SAML assertions received by the service
provider must be signed by the issuing SAML authority. The signing authority uses a key pair
to sign SAML data sent to this trusted provider.
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Sign Authentication Requests: Specifies that the service provider signs authentication
requests to an identity provider for the Liberty 1.2 and SAML 2.0 protocols.

Use Introductions (Discover IDP Authentications): Enables a service provider to discover
whether a user has authenticated to a trusted identity provider, so the user can use single sign-
on without requiring authentication credentials.

¢ Service domain: The shared, common domain for all providers in the circle of trust. This
domain must resolve to the same IP address as the base URL domain. You must enable the
Identity Consumer option to enable this field.

¢ Port: The port to use for identity consumer introductions. Port 8446 for HTTPS is the
default and must be opened on your firewall. If you specify a different port, you must edit
the Tomcat server XML.

SSL Certificate: Displays the Keystore page that you use to locate and replace the test-
consumer SSL certificate for this configuration.

The Identity Server comes with a test-consumer certificate that you must replace for your
production environment. This certificate is used for identity consumer introductions. You can
replace the test certificate now or after you have configured the Identity Server. If you create
the certificate and replace the test-connector now, you can save some time by restarting Tomcat
only once. Tomcat must be restarted whenever you assign an Identity Server to a configuration
and whenever you update a certificate key store. See Section 6.5.3, “Managing the Keys,
Certificates, and Trust Stores,” on page 80.

3 Click OK, then update the Identity Server.

9.5 Editing a SAML 1.1 Trusted Identity
Provider’s Metadata

Access Manager allows you to obtain metadata for SAML 1.1 providers. However, metadata for
SAML 1.1 might not be available for some trusted providers. Therefore, you can enter metadata
manually. The page for this is available if you clicked the Manual Entry option when you created the
trusted provider.

IMPORTANT: The SAML 2.0 and Liberty 1.2 protocols define a logout mechanism whereby the
service provider sends a logout command to the trusted identity provider when a user logs out at a
service provider. SAML 1.1 does not provide such a mechanism. For this reason, when a log-out
occurs at the SAML 1.1 service provider, no log-out occurs at the trusted identity provider. A valid
session is still running at the identity provider, and no credentials need to be entered. In order to log
out at both providers, the user must navigate to the identity provider that authenticated him to the
SAML 1.1 service provider and log out manually.

For conceptual information about how Access Manager uses SAML, see Appendix B,
“Understanding How Access Manager Uses SAML,” on page 699.

1 In the Administration Console, click Access Manager > Identity Servers > Edit > SAML 1.1 >
[Identity Provider] > Metadata.
2 To reimport the metadata from a URL or text, click View, then click Reimport.

The system displays the Create Trusted Identity Provider Wizard that lets you obtain the
metadata. Follow the on-screen instructions to complete the steps in the wizard.

3 To edit the metadata manually, click Edit.
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Supported wersion: I Sakl11 j
Provider I0v: "I

Source D I

MMetadata expiration: I 7]

SAML attribute query LRL: |

Artifact resolution URL: I

Signing Certificates

AttrHbute authority: I Browse... |

ldentity provider: "I Browse...

4 Fill in the following fields as necessary:
Supported Version: Specifies the version of SAML that you want to use.

Provider ID: (Required) The SAML 1.1 metadata unique identifier for the provider. For
example, https://dns.name:port/nidp/saml/metadata.

Source ID: The SAML Source ID for the trusted provider. The Source ID is a 20-byte value
that is used as part of the Browser/Artifact profile. It allows the receiving site to determine the

source of received SAML artifacts. If none is specified, the Source ID is auto-generated using a
SHA-1 hash of the site provider ID.

Metadata expiration: The date upon which the metadata is no longer valid.

SAML attribute query URL: The URL location where an attribute query is to be sent to the
partner. The attribute query requests a set of attributes associated with a specific object. A
successful response contains assertions that contain attribute statements about the subject. A
SAML 1.1 provider might use the base URL, followed by /saml/soap. For example, https://
[dns:port]/nidp/saml/soap.

Artifact resolution URL: The URL location where artifact resolution queries are sent. A
SAML artifact is included in the URL query string. The target URL on the destination site the
user wants to access is also included on the query string. A SAML 1.1 provider might use the
base URL, followed by /saml/soap. For example, https://[dns:port]/nidp/saml/soap.

5 To specify signing certificate settings, fill in the following fields:

Attribute authority: Specifies the signing certificate of the partner SAML 1.1 attribute
authority. The attribute authority relies on the identity provider to provide it with authentication
information so that it can retrieve attributes for the appropriate entity or user. The attribute
authority must know that the entity requesting the attribute has been authenticated to the
system.

Identity provider: (Required) Appears if you are editing identity provider metadata. This field
specifies the signing certificate of the partner SAML 1.1 identity provider. It is the certificate
the partner uses to sign authentication assertions.

6 Click OK.
7 On the Identity Servers page, click Update All to update the configuration.
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9.6 Editing a SAML 1.1 Trusted Service
Provider’s Metadata

Access Manager allows you to obtain metadata for SAML 1.1 providers. However, metadata for
SAML 1.1 might not be available for some trusted providers. Therefore, Access Manager allows
you to enter metadata manually. The page for this is available if you clicked the Manual Entry
option when you created the trusted provider.

For conceptual information about how Access Manager uses SAML, see Appendix B,
“Understanding How Access Manager Uses SAML,” on page 699.

1 In the Administration Console, click Access Manager > Identity Servers > Edit > SAML 1.1 >
[Service Provider] > Metadata.

2 If you want to reimport the metadata, click View, then click Reimport.
Follow the on-screen instructions to complete the steps in the wizard.

3 Click Edit.

Supported version: I Sakdl1.1 ﬂ
Provider ID: "I
Metadata expiration: I =

[T Want Assertion to be zigned

&rtifact consumer URL: I

Post Consumer URL: I

Signing Certificate

Sendce provider: *I Browse. . |

4 Fill in the following fields:

Supported Version: Specifies which version of SAML that you want to use.

Provider ID: (Required) Specifies the SAML 1.1 metadata unique identifier for the provider.
For example, https://dns.name:port/nidp/saml/metadata.

Metadata expiration: Specifies the date upon which the metadata is no longer valid.

Want assertion to be signed: Specifies that authentication assertions from the trusted provider
must be signed.

Artifact consumer URL: Specifies where the partner receives incoming SAML artifacts. For
example, https://[dns:port]/nidp/saml/spassertion_consumer.

Post consumer URL: Specifies where the partner receives incoming SAML POST data. For
example, https://[dns:port]/nidp/saml/spassertion_consumer.

Service Provider: Specifies the public key certificate used to sign SAML data. You can
browse to locate the service provider certificate.

5 Click Finish.
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9.7 Configuring Common Access Settings for a
Trusted Provider

Common access settings for a trusted provider include specifying how to display the provider on the
Identity Server’s login page, and specifying security settings for communication.

¢ Section 9.7.1, “Configuring Display and Access Settings,” on page 149

¢ Section 9.7.2, “Configuring Communication Security Settings,” on page 150

¢ Section 9.7.3, “The Intersite Transfer Service,” on page 151

9.7.1 Configuring Display and Access Settings

You can configure how you want to display the provider on the Identity Server’s login page. The
fields that are displayed on this page vary depending on the protocol and provider type you selected
for configuration.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
[Protocol] > [Provider Name].

2 Click Access > General.

Configuration | Metadata |- 1

General | Attributes | Authentication

Display

Cisplay name: L
lcon URL:
Login URL:

[ tdvertise on Login page

3 Fill in the following fields:

Display name: The display name seen by the end user for this trusted provider. The default
name is the name you entered when creating the trusted provider.

Icon URL: The URL of the icon to display for this trusted provider. If you add an icon, the
system displays the icon as the link, rather than the text in the Display name field.

Login URL: (Displayed for a SAML 1.1 trusted identity provider) The URL required by the
identity provider to authenticate the user from the service provider.

For Liberty and SAML 2.0, a single-sign on URL is automatically generated and can be
displayed on the service provider’s login page as a link to the identity provider. For SAML 1.1,
you must specify an Intersite Transfer Service URL in the Login URL field. For more
information, see Section , “Specifying the Intersite Transfer Service URL for the Login URL
Option,” on page 153.

Destination URL: (Displayed for a SAML 1.1 trusted service provider) This setting is not
currently used and can be left blank.

Advertise on Login page: Displays the identity provider’s link on the Login page when the
user logs directly into the User Portal (...nidp/app).

4 Click OK.
5 Click OK on the Trusted Providers page.

Configuring Trusted Providers 149



6 Click Update Servers on the Servers page.

9.7.2 Configuring Communication Security Settings

You can configure the security settings to control direct communication between the Identity Server
and a trusted provider across the SOAP back channel. These methods apply to the trusted identity
provider and are similar between Liberty and SAML.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
[Protocol] > [Provider Name].

2 Click Access > General.

Security
—S0AP Back Channel Security Method
{* Message Signing
i Mutual S50
i~ Basic Authentication
Send:
Mame: I
Passweord: I
Verify:
Mame: I
Passweord: I
|
oK | Cancel | Apply |

3 Fill in the following fields:

Encrypt assertions: (SAML 2.0 security only). Adds a level of security by encrypting
assertions so that they cannot be meaningfully interpreted at an intermediate entity.

Encrypt name identifiers: (SAML 2.0 identity provider security). Adds a level of security by
encrypting name identifiers so that they cannot be meaningfully interpreted at an intermediate
entity.

The following settings specify how to validate messages received from trusted providers over
the SOAP back channel.

Message Signing: Specifies no security but rather relies upon message signing using a digital
signature.

Mutual SSL: Specifies that this trusted provider provides a digital certificate (mutual SSL)
when it sends a SOAP message.

SSL communication requires only the client to trust the server. For mutual SSL, the server must
also trust the client. For the client to trust the server, the server’s certificate authority (CA)
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certificate must be imported into the client trust store. For the server to trust the client, the
client’s certificate authority (CA) certificate must be imported into the server trust store.

Basic Authentication: Standard header-based authentication. This method assumes that a
name and password for authentication are sent and received over the SOAP back channel.

Send: The name and password to be sent for authentication to the trusted partner. The partner
expects this password for all SOAP back-channel requests, which means that the name and
password must be agreed upon.

Verify: The name and password used to verify data that the trusted provider sends.
4 Click OK.
5 Click OK on the Trusted Providers page.
6 Click Update Servers on the Servers page.

9.7.3 The Intersite Transfer Service

¢ “Understanding the Intersite Transfer Service URL” on page 151
¢ “Using Intersite Transfer Service Links on Web Pages” on page 152

+ “Specifying the Intersite Transfer Service URL for the Login URL Option” on page 153

Understanding the Intersite Transfer Service URL

The Intersite Transfer Service is used by an identity provider to cause authentication to occur at a
service provider that it trusts. The URLSs for accessing the Intersite Transfer Service are different for
each supported protocol (Liberty, SAML 1.1, and SAML 2.0). The Novell Access Manager identity
and service provider components use the following format of the Intersite Transfer Service URL:

¢ SAML 1.1: <identity _provider_base URL>/saml/idpsend?
PID=<service provider_base_URL>/nidp/saml/metadata&
TARGET=<final _destination URL>

¢ SAML 2.0: <identity _provider_base URL>/saml2/idpsend?
PID=<service provider_base_URL>/nidp/saml2/metadata&
TARGET=<final destination URL>

¢ Liberty: <identity provider _base URL>/idff/idpsend?
PID=<service provider_base_URL>/nidp/idff/metadata&
TARGET=<final destination URL>

The <identity _provider base URL> is the Base URL of the identity provider that is providing
authentication, followed by the path to the protocol application being used for federation. Notice
that the path is different for each protocol.

The <service_provider_base URL> is the Base URL of the service provider, followed by the path
to the protocol metadata. Notice that the path is different for each protocol. The scheme (http or
https) in the PID must match what is configured for the Base URL for the service provider.

The <final destination_URL> is the URL to which the browser is redirected following a successful
authentication at the identity provider. If this target URL contains parameters (for example,
TARGET=https://login.provo.novell.com:8443/nidp/app?function_id=22166&amp;Resp 1d=55321
&amp;Resp App_Id=810&amp;security id=0), it must be URL encoded to prevent the URL from
being truncated.
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Examples:

¢ SAML 1.1: https://idp.sitea.novell.com:8443/nidp/saml/
idpsend?PID=https://idp.siteb.novell.com:8443/nidp/saml/
metadata&TARGET=https://eng.provo.novell.com/samll/myapp

¢ SAML 2.0: https://idp.sitea.novell.com:8443/nidp/saml2/
idpsend?PID=https://idp.siteb.novell.com:8443/nidp/saml2/
metadata&TARGET=https://eng.provo.novell.com/saml2/myapp

¢ Liberty: https://idp.sitea.novell.com:8443/nidp/idff/
idpsend?PID=https://idp.siteb.novell.com:8443/nidp/idff/
metadata&TARGET=https://eng.provo.novell.com/liberty/myapp

The Intersite Transfer Service URLSs of third-party identity and service provider implementations
are different than those shown above for the Novell providers. Check the third party documentation
for the URL information.

Using Intersite Transfer Service Links on Web Pages

The Intersite Transfer Service URL can be used on a Web page that provides links to various
protected resources requiring authentication with a specific identity provider and a specific protocol.
Links on this Web page are configured with the URL of the Intersite Transfer Service of the identity
provider to be used for authentication. Clicking these links directs the user to the appropriate
identity provider for authentication. Following successful authentication, the identity provider sends
a SAML assertion to the service provider. The service provider uses the SAML assertion to verify
authentication, and then redirects the user to the destination URL as specified in the TARGET
portion of the Intersite Transfer Service URL.

Below are sample links that might be included on a Web page. These links demonstrate the use of
SAML 1.1, SAML 2.0, and Liberty formats for the Intersite Transfer Service URL:

SAML 1.1: <a href="https://idp.sitea.novell.com:8443/nidp/saml/
idpsend?PID=https://idp.siteb.novell.com:8443/nidp/saml/
metadata&TARGET=https://eng.provo.novell.com/samll/myapp">SAML1
example</a> <br> <br>

SAML 2.0: <a href="https://idp.sitea.novell.com:8443/nidp/saml2/
idpsend?PID=https://idp.siteb.novell.com:8443/nidp/saml2/
metadata&TARGET=https://eng.provo.novell.com/saml2/myapp">SAML2
example</a> <br> <br>

Liberty: <a href="https://idp.sitea.cit.novell.com:8443/nidp/idff/
idpsend?PID=https://idp.siteb.novell.com:8443/nidp/idff/
metadata&TARGET=https://eng.provo.novell.com/liberty/
myapp">Liberty example</a> <br> <br>

Figure 9-3 illustrates a network configuration that could use these sample links.
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Figure 9-3 Using the Intersite Transfer Service URL

Identity Server Identity Server
Site A Site B

E Identity Provider: A !

\ DNS: idp.sitea.novell.com Identity Provider: B

Service Provider: 1
DNS: idp.siteb.novell.com

Access Gateway

Service Provider: 2
DNS: eng.provo.novell.com

— 1 Third Party Server
— Site Z

E Web Server

URL: https://eng.provo.novell.com/myapp

In this example, Site Z places links on its Web page using the Intersite Transfer Service URL of Site
A. These links trigger authentication at Site A. If successful, Site A sends an assertion to Site B. Site
B verifies the authentication and redirects the user the myapp application that it is protecting.

Specifying the Intersite Transfer Service URL for the Login URL Option

The Liberty and SAML 2.0 protocols allow the Identity Server to create single sign-on links on the
Login page for the User Portal (... /nidp/app) when you select the Advertise on Login page option
(see Section 9.7.1, “Configuring Display and Access Settings,” on page 149). The link on the Login
page looks similar to the following:

Figure 9-4 Federated Links on the Login Page

Uzername: ||

Password: | Login

Federated Logins:
Sita A

[1 LIBERTY
B ALLIANCE

INTEROPERABLE
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The SAML 1.1 protocol does not support a single sign-on URL. In order for a link to appear on the
Login page, you must specify a Intersite Transfer Service URL in the Login URL option. Figure 9-5
illustrates a possible configuration that requires the Intersite Transfer Service for the SAML 1.1
protocol.

Figure 9-5 Federated Identity Configuration

Identity Server Identity Server
Site A Site B

Identity Provider: A Identity Provider: B
DNS: idp.sitea.novell.com Service Provider: 1
DNS: idp.siteb.novell.com

Access Gateway

Service Provider: 2
DNS: eng.provo.novell.com

E Web Server

URL: https://eng.provo.novell.com/myapp

If you want a link to appear on the login page that allows the user to log in to Site A (as shown in
Figure 9-4), you need to specify a value for the Login URL option.

Using the DNS names from Figure 9-5, the complete value for the Login URL option is as follows:

https://idp.sitea.novell.com:8443/nidp/saml/idpsend?PID=https://
idp.siteb.novell.com:8443/nidp/saml/metadata&TARGET=https://
idp.siteb.novell.com:8443/nidp/app

The following happens when this link is invoked:

1. The browser performs a Get to the identity provider (Site A).

2. If the identity provider (Site A) trusts the service provider (Site B), the identity provider
prompts the user for authentication information and builds an assertion.

3. The identity provider (Site A) sends the user to the service provider (Site B) using the POST or
Artifact method.

4. The service provider (Site B) consumes the assertion and sends the user to the TARGET URL
(the user portal on Site B).
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9.8 Selecting Attributes for a Trusted Provider

You can select attributes that an identity provider sends and a service provider receives in an
authentication. You can also create attribute sets or select attribute sets that you created globally in
Section 7.1, “Configuring Attribute Sets,” on page 83.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty [or SAML] > [Provider] > Access > Attributes.

Identity Zerwvers b osp-diik B

Corporate IDP

Configuration | Metadata L0CH

General | Attributes | Authentication

attribute set: [ atiributesst] |
Obtain at authentication: tyailable:
;I Cormmaon First Marme ;l
Cornmaon Last Mame
Ewery Day Name
=
[o]4 | Cancel | Apply |

2 To create an attribute set, select New Attribute Set from the Attribute Set drop-down menu.

An attribute set is a group of attributes that can be exchanged with the trusted provider. For
example, you can specify that the local attribute of any attribute in the Liberty profile (such as
Informal Name) matches the remote attribute specified at the service provider.

Specify a set name, then click Next.

On the Define Attributes page, click New.

Select a local attribute.

Optionally, you can provide the name of the remote attribute.

Click OK, then click Finish.

After you select attributes, the system displays them on the Attributes page.

N o a0 bW
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IDP

Configuration | Metadata FLULLH]

General | Attributes | Authentication

sttribute set: | atributeset] =
Obtain at authentication: failable:
Commaon First Mame ﬂ Ewery Diay Mame ;l

Common Last Name

FaE

a =

You can select attributes from the Available Attributes field, and move them to the left side of
the page. If you are an identity provider setting up a service provider, the left side of the page is
used for attributes to be sent in an assertion to a service provider.

If you are a service provider setting up an identity provider, the attributes that you move to the
left side of the page are those you want to be obtained by the service provider during
authentication.
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Configuring User Authentication
and Federation

Configuring authentication involves determining how the trusted service provider interacts with the
trusted identity provider during user authentication and federation. Examples include when
authentication occurs and which authentication contracts to use. You can also configure the
identification methods a service provider uses for provisioning unknown users.

¢ Section 10.1, “Configuring Authentication for a Trusted Identity Provider,” on page 157

¢ Section 10.2, “Configuring User Identification Methods,” on page 159

¢ Section 10.3, “Configuring Authentication for a Trusted Service Provider,” on page 166

¢ Section 10.4, “Configuring User Identification Methods for SAML 1.1 Trusted Identity
Providers,” on page 167

¢ Section 10.5, “Specifying a SAML Audience URI,” on page 169

10.1 Configuring Authentication for a Trusted
Identity Provider

When users authenticate to a service provider, they can be given the option to federate their account
identities with their preferred identity provider. This process creates an account association between
the identity provider and service provider that enables single sign-on and single logout.

1 In the Administration Console, click Access Manager Identity Servers > Servers > Edit >
Liberty [or SAML 2.0] > [Identity Provider] > Access > Authentication.

2 Click Authentication.
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IDP

Configuration | Metadata | 10

General | Attributes | Authentication

|»

Federation I illow users to federate

¥ Allow after authentication

[T &llow before authentication [Select to wiew methods)

Authentication Context  Use Types  se Contracts ™ Do not specify

— Authentication types

Twpes: fvzilable types:
Secure Name Password ;I MName Password
®E09

Smart Card
x| |Smart Card PKI

[0 I

[¥]
— huthentication contracts
Contracts: fvailable contracts:
B = -
4]
[ =
9]
[
0K | Cancel | Apply |

3 Enable the following option:

Allow users to federate: Enables account federation. By enabling this option, you assume that
a user account exists at the service provider and that the account can be associated with a user’s
account at the identity provider. If you do not use this feature, authentication is permitted but is
not associated with a particular user account.

4 Specify when the federation request occurs:

Allow after authentication: Sends the federation request after the user has authenticated
(logged in) to the service provider. When you set this option, users can federate from the
Federations page in the Access Manager User Portal.

Allow before authentication: Specifies whether federation can occur when the user clicks the
login link to the identity provider. Allowing federation in this method means that a user must be
identified at a later time during the federation process. For this reason, when you click this
option, the system displays additional options on the Authentication page, under User
Identification Methods.

These options are discussed in Section 10.2, “Configuring User Identification Methods,” on
page 159.

5 Under Authentication Context, configure the following fields:

Use Types: Specifies whether to use authentication types. Select the types from the Available
types field to specify which type to use for authentication between trusted service providers and
identity providers. Standard types include Name/Password, X.509, Token, and so on.

Use Contracts: Specifies whether to use authentication contracts. Select the contract from the
Available contracts list. For a contract to appear in the Available contracts list, the contract
must have the Satisfiable by External Provider option enabled. To use the contract for
federated authentication, the contract’s URI must be the same on the identity provider and the
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service provider. For information about contract options, see Section 8.4, “Configuring
Authentication Contracts,” on page 111.

Do not specify: Specifies that the identity provider can send any type of authentication to
satisfy a service provider’s request, and instructs a service provider to not send a request for a
specific authentication type or contract.

6 Under the Options heading, configure the following fields, as necessary:

Response Protocol Binding: Select Artifact or Post or None. Artifact and Post are the two
methods for transmitting assertions between the authenticating system and the target system.

If you select None, you are letting the identity provider determine the protocol.

Identity provider proxy redirects: Specifies whether or not the trusted identity provider can
proxy the authentication request to another identity provider. A value of zero specifies that the
trusted identity provider cannot redirect an authentication request. Values 1-5 determine the
number of times the request can be proxied. Select Configured on IDP to let the trusted identity
provider decide how many times the request can be proxied.

Force authentication at the IDP: Specifies that the trusted identity provider must prompt the
user for authentication, even if they are already logged in.

Use automatic introduction: Automatically attempts single sign-on to this trusted identity
provider.

7 Click OK.
8 On the Trusted Providers page, click OK.
9 Update the Identity Server configuration on the Servers page.

10.2 Configuring User Identification Methods

Three methods exist for you to identify users from a trusted identity provider. You can authenticate
users by using the default authentication contract, match existing user accounts, or create new
account with user provisioning. If there are problems during provisioning, you see error messages
with more information.

¢ Section 10.2.1, “Selecting a User Identification Method,” on page 159

¢ Section 10.2.2, “Configuring the User Matching Method,” on page 160

¢ Section 10.2.3, “Defining the User Provisioning Method,” on page 161

¢ Section 10.2.4, “User Provisioning Error Messages,” on page 165

10.2.1 Selecting a User Identification Method

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty [or SAML 2.0] > [Identity Provider] > Access > Authentication.

2 Enable Allow before authentication, then configure user provisioning or account matching as
necessary as described below.
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IDP

Configuration | Metadata 0L

General | Attributes | Authentication

| v

Federation M &llow users to federate

[T allow after authentication

¥ illow before authentication [Select to view methods)

— User Identification Methods

Uzer Provisioning method [undefined) Uzer Matching method [undefined)]

e Prompt user with default contract login _—

[ &llows 'User Provisioning' on login page
e Automatically provision unknown user

* Match existing user account

I Prompt for password on successful match

The system displays the following options on the Authentication page under User
Identification Methods. These options are used to further configure how the service provider
can authenticate an unrecognized user.

Authenticate user with default contract: Executes the default authentication contract.

+ Allow User Provisioning on login page: Provides a button that the user can click to
create an account.

If you are a service provider using Active Directory, ensure that Active Directory is
configured to use a secure port, such as 636, and that the user’s password conforms to the
complexity policy. If you encounter a provisioning error, you must reset the password on
the Windows* machine.

Automatically provision unknown users: Enables a service provider to trust unknown users
that have authenticated to the trusted identity provider. User provisioning is used when no user
account for federation exists at the service provider.

You must click User Provisioning Method to define user provisioning. See Section 10.2.3,
“Defining the User Provisioning Method,” on page 161.

Match existing user accounts: Enables account matching. The service provider can uniquely
identify a user in its directory by obtaining specific user attributes sent by the trusted identity
provider.

You must click User Matching Method to define the match method. See Section 10.2.2,
“Configuring the User Matching Method,” on page 160.

¢ Prompt for password on successful match: (Optional) Specifies whether to prompt the
user for a password when the user’s name is matched to an account, to ensure that the
account matches.

3 Click OK.
4 Click OK on the Trusted Providers page.
5 Click Update Servers on the Servers page.

10.2.2 Configuring the User Matching Method

If you enabled the Match existing user account option when selecting an identification method, you
must configure the matching method.
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Before you begin, enable the Liberty Personal Profile. See Section 12.2, “Enabling Web Services
and Profiles,” on page 174.

1

8
9
10
1"

In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty [or SAML 2.0] > [Identity Provider Name] > Access > Authentication.

Click Allow before authentication.
Click Match existing user account.

Click User Matching Method.

Identity Serwars sp-dl1k Corporate IDF

User Matching Method ?

—Select User Stores to search

User stares: bvailable user stores:

Installed User Store

T+

User fhatching Expression: | <Select User Matching Expression> j

If match not found: IDD nathing j

Select and arrange the user stores you want to use.

Set the matching expression as the default, or click New to create a look-up expression. See
Section 7.3, “Configuring User Matching Expressions,” on page 85.

Specify what action to take if no match is found.

You perform account matching before user provisioning, in order to prevent the creation of
multiple accounts for one user. If no match is found, you can specify whether to:

¢ Do nothing

+ Prompt the user for authentication

+ Automatically provision the user account
Click Finish.
On the Authentication page, click OK.
On the Trusted Providers page, click OK.

On the Servers page, click Update Servers to update the Identity Server configuration.

10.2.3 Defining the User Provisioning Method

If you enabled Automatically provision unknown users when selecting an identification method, you
must define the user provisioning method. This procedure involves selecting required and optional
attributes that the service provider requests from the identity provider during provisioning.

Attribute Considerations

When a user object is created in the directory, some attributes are initially created with the value of
NAM Generated. Afterwards, an attempt is made to write the required and optional attributes to the
new user object. Because required and optional attributes are profile attributes, the system checks
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the write policy for the profile’s Data Location Settings (specified in Liberty > Web Service
Provider) and writes the attribute in either LDAP or the configuration store. In order for the LDAP
write to succeed, each attribute must be properly mapped as an LDAP Attribute. Additionally, you
must enable the read/write permissions for each attribute in the Liberty/LDAP attribute maps. See
Section 12.9, “Mapping LDAP and Liberty Attributes,” on page 184.

To configure user provisioning:

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty [or SAML 2.0] > [Identity Provider] > Access > Authentication.

2 Click Allow before authentication, then click User Provisioning method.

Identity Serwars o sp-dl1k b Corporate IDF b

User Provisioning Method

Step 1of 5: Select required attributes

Required attributes must exist on the service provider when creating a new user account, or the provisioning request fails
and the user account is not created. The available attributes are standard Liberty Alliance attributes.

dttributes:

fvailable attributes:

Infarmal Mame
Job Title

=

Department Name

w2

=
[#][8]

Ewveny Day MName <
Cammaon Personal Title

Comman First Mame

Common Last Marme

Common Middle Mame

Legal Name

Legal Personal Title

Legal First Name

Legal Last Name

Legal Middle MName

Legal Fiscal Identification Tyvpe

Legal Fiscal [dentification Yalue

Diate of Birth

Gender

hdarital Status

Fortrait Image LIRL

Home Fage URL

Mame Pronounced Audio File URL
ey Graeting for Others Audio File LURL

How | YWant to be Greeted Audio File URLx|

3 Select the required attributes from the Available Attributes list and move them to the Attributes

list.

Required attributes are those used in the creation of a user name, or that are required when
creating the account.

4 Click Next.

5 Select optional attributes from the Available Attributes list and move them to the Attributes list.

This step is similar to selecting required attributes. However, the user provisioning request
creates the user account whether or not optional attributes exist on the service provider.

6 Click Next.

7 Define how to create the username.
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Identity Serwars sp -0k Corporate IDP

User Provisioning Method

Step 3 of 5: Define user name creation

Selecting an attribute for the user name segrments from the required attributes list will improve the chances
the new user name will be created,

Maximum length: I 0 % character(s)

o Prompt for user name

o Automatically create user name

Segment 1: I Infarmal Name j Length: I 0 j characteriz)

Junction: I <flone» vl

Segment 2t |Informal Name | Length [0 7| characteris)

[T Ensure name is unique

You can specify whether users are prompted to create their own usernames or whether the
system automatically creates usernames. Selecting an attribute for the username segments from
the required attributes list improves the chances that a new username is successfully created.

Maximum length: The maximum length of the user name. This value must be between 1 and
50.

Prompt for user name: Enables users to create their own usernames.

Automatically create user name: Specifies that the system creates usernames. You can
configure the segments for the system to use when creating usernames and configure how the
names are displayed.

For example, if you are using the required attributes of Common First Name and Common Last
Name, a username for Adam Smith might be generated as A.Smith 02, as shown in the
following illustration:

Segment 2

Segment 1 —— A.Smith_02 Suffix Length

Junction Junction

Use the following settings to specify how this is accomplished:

+ Segment 1: The required attribute to use as the first segment for the user name. The
values displayed in this drop-down menu correspond to the required attributes you
selected. For example, you might select Common First Name to use for Segment 1.

¢ Length: The length of the first attribute segment. For example, if you selected Common
First Name for the Segment I value, setting the length to 1 specifies that the system uses
the first letter of the Common First Name attribute. Therefore, Adam Smith would be
ASmith.

+ Junction: The type of junction to use between the attributes of the user name, such as no
space, or a hyphen, or a period. Adam Smith would display as A.Smith.

+ Segment 2: The required attribute to use as the second segment for the user name. The
values displayed in this drop-down menu correspond to the required attributes you
selected. For example, you might select Common Last Name to use for Segment 2.
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+ Length: The length of the second attribute segment. For example, if you selected
Common Last Name for the Segment 2 value, you might set the length to 4//, so that the
full last name is displayed. However, the system does not allow more than 20 characters
for the length of segment 2.

+ Ensure name is unique: Applies a suffix to the colliding name until a unique name is
found, if using attributes causes a collision with an existing name. If no attributes are
provided, or the lengths for them are 0, and this option is selected, the system creates a
unique name.

8 Click Next.
9 Specify password settings.

10
1"

Identity Serwers B sp-d401k b Corporate [DF B

User Provisioning Method

Step 4 of 5: Define new user password creation

The new user account will not be valid after the initial use if the user is not given the generated password.,

iiin, password length: I 5
Max, password length: I 15

o Prompt for password

M [E

o Automatically create password

Use this page to specify whether to prompt the user for a password or to create a password
automatically.

Min. password length: The minimum length of the password.

Max. password length: The maximum length of the password.

Prompt for password: Prompts the user for a password.

Automatically create password: Specifies whether to automatically create passwords.
Click Next.

Specify the user store and context in which to create the account.

Identity Saruers b sp-d0ik b Corpsrats IDF )

User Provisioning Method

Step 5 of 5: Select User Store where new user account is created

The selected User Store will be the target directory, Specify the directory context where the new user
accounts will be created.

User Store: | Installad User Store j

Context: I [ex, ou=uzers,o=novell]

[T Delete user provisioning accounts if federation iz terminated

User Store: The user store in which to create the new user account.
Context: The context in the user store you want accounts created.

The system creates the user within a specific context; however, uniqueness is not guaranteed
across the directory.

Delete user provisioning accounts if federation is terminated: Specifies whether to
automatically delete the provisioned user account at the service provider if the user terminates
his or her federation between the identity provider and service provider.
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12 Click Finish.
13 On the Authentication page, click OK.
14 On the Trusted Providers page, click OK.

15 On the Servers page, click Update Servers to update the Identity Server configuration.

10.2.4 User Provisioning Error Messages

The following error messages are displayed for the end user if there are problems during

provisioning.

Table 10-1 Provisioning Error Messages

Error Message

Cause

(?)

Username length cannot exceed
characters.

Username 1s not available.

Passwords don’t match.

Passwords must be between (x) and

(y) characters in length.

Username unavailable.

Unable to complete authentication
request.

The user entered more characters for a user name
than is allowed, as specified by the administrator.

The user entered a name that already exists in the
directory.

The user provided two password values that do not
match.

The user provided password values that are either
too short or too long.

The provisioned user account was deleted without
first defederating the user. Remove orphaned
identity objects from the configuration datastore.

IMPORTANT: Only experienced LDAP users
should remove orphaned identity objects from the
configuration datastore. You must ensure that the
objects you are removing are orphaned. Otherwise,
you create orphaned objects by mistake.

Can occur when users are allowed to create
accounts from a service provider’s login page,
when the service provider uses Active Directory for
the user store.

The password provided does not conform to the
Windows password complexity policy in Active
Directory. Ensure that Active Directory is configured
to use a secure port, such as 636, and that the
user’s password conforms to the complexity policy.
If you encounter this error, you must reset the
password on the Windows* machine.
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10.3 Configuring Authentication for a Trusted
Service Provider

After you create a trusted service provider, you can configure how your Identity Server responds to
authentication requests from the service provider.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > [Service Provider] > Access > Authentication.

Configuration | Metadata LIS

General | Attrib uthentication

Authentication response binding: IArTifaCt 'l
Supported identity formats Use Default

Persistent identifier format: 2 [

Transient identifier format: I~ [

¥ se proxied requests

¥ Provide [z covery Services

2 Fill in the following fields as required:

Authentication Response Binding: Specifies whether to use Artifact or Post if the request
from the trusted service provider does not specify a response binding. Select Artifact to
provided an increased level of security by using a back-channel means of communication
between the two servers. Select Post to use HTTP redirection to accomplish communication
between servers.

+ Persistent Identifier Format: Specifies whether to use this format and make it the

default identifier format. A persistent identifier is written to the directory and remains
intact between sessions.

+ Transient Identifier Format: Specifies whether to use this format and make it the
default identifier format. A transient identifier expires between sessions.

Use Proxied Requests: Enables proxying for the service provider. If disabled, no proxying is
allowed.

For example, the service provider can authenticate a user to IDP B through IDP A, when no
trust relationship exists between the service provider and IDP B. This feature is allowed by
default. However, you can disable the service provider’s ability to use proxied requests. In
order to use this, you must specify Silent Login on IDP A.

Proxying can also be used to achieve single sign-on when the trust authentication types and
contracts differ between identity providers, or when identity providers are using multiple
protocols, such as when one identity provider communicates via SAML 2.0, and another uses
Liberty.

Provide Discovery Services: Advertises to the service provider the Web services available at
the Identity Server. This option is required if the identity provider is to provide services to the
service provider.

3 Click OK.
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10.4 Configuring User Identification Methods for
SAML 1.1 Trusted Identity Providers

Two methods exist for identifying users from a trusted identity provider. You can specify that no
account matching needs to occur, or you can configure a match method. You configure a match
method when you want to use attributes from this trusted identity provider to uniquely identify a
user.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
SAML 1.1 > [Identity Provider] > Access > Authentication.

Configuration | Metadata L0000

General | Attributes | Authentication
User [dentification Methods

Do nothing

User Matching methad [defined]

Satisfies contract: | Secure Mame/Fassword - Basic j

2 Configure the following options as necessary:

Do nothing: Specifies that the service provider does not match user accounts. This option
allows you to authenticate the session without identifying a user account.

Match existing user accounts: Authenticates a user by matching a user account. This option
requires that you set up the match method. (See Step 3.)

Satisfies contract: The contract that is satisfied by the assertion received from the identity
provider. Because SAML 1.1 does not use contracts and because the Identity Server is contract-
based, this setting permits an association to be made between a contract and a SAML 1.1
assertion.

Use caution when assigning the contract to associate with the assertion, because it is possible to
imply that authentication has occurred, when it has not. For example, if a contract is assigned to
the assertion, and the contract has two authentication methods (such as one for name/password
and another for X.509), the server sending the assertion might use only name/password, but the
service provider might assume that X.509 authentication took place and then incorrectly assert
it to another server.

3 To configure the match method, click User Matching Method.
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User Matching Method

—5elect User Stores to search

User stores: fvailable uzer stores:

Installed User Stare d —

=]
= =
[#]

Uszer Matching Expression: I Dept_Llzers j
[o]§ | Cancel | Apply |

4 To configure user matching, fill in the following fields:
Select User Stores to search: Select and order the user stores you want to use in the search.

User Matching Expression: Set the matching expression as the default, or click New to create
a look-up expression.

Create User Matching Expression

Specify name and attributes
A user matching expression is a set of logic groups with attributes that uniquely identify a user, The "Type"

designation [AND or OR] applies only between groups, attributes within a group are abways "aND"
comparisons.

Marne: IDept_Users

User Matching Expression
Mew Logic Group | Delete

3 ltemis)
r Groups Type IAND vI {all groups)
" = Logic Group 1

r Legal Mame
AND

" = Logic Group 2
- Department Mame

<< Back | Finish | Cancel |

A user matching expression is a set of logic groups with attributes that uniquely identify a user.
User matching expressions enable you to map the Liberty attributes to the correct LDAP

attributes during searches. You must know the LDAP attributes that are used to name the users
in the user store and create the user’s distinguished name.
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In order to use user matching, you must enable the Personal Profile on the identity provider and
the service provider. See Section 12.2, “Enabling Web Services and Profiles,” on page 174.

5 Click Finish.

6 Select the new expression on the User Method Matching page, then click OK.

7 Click OK on the Authentication page, then click OK on the Trusted Providers page.
8 Update the Identity Server configuration on the Servers page, as prompted.

10.5 Specifying a SAML Audience URI

When an identity provider sends an assertion to a service provider, the assertion can be restricted to
an intended audience. The intended audience is defined to be any abstract URI in SAML 1.1. The
URI reference can also identify a document that describes the terms and conditions of audience
membership.

In the Liberty specification, which uses SAML assertions, the audience is the provider ID. When
you first set up a SAML partnership, adding audience restrictions conditions can add unnecessary
complexity.

1 In the Administration Console, click Access Manager > Identity Servers > [Configuration
Assignment] > SAML 1.1 > [Service Provider] > Access Audiences.
2 Click New.

3 Specify the SAML Audience URI value, then click OK.
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Configuring Communication
Profiles

You can configure the methods of communication that are available at the server for requests and
responses sent between providers. These settings affect the metadata for the server and should be
determined prior to publishing to other sites.

In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
[Protocol] > Profiles.

Artifact Resolution: (SAML 2.0 only) The assertion consumer service at the service provider
performs a back-channel exchange with the artifact resolution service at the identity provider.
Artifacts are small data objects pointing to larger SAML protocol messages. They are designed to be
embedded in URLs and conveyed in HTTP messages.

Login: Specifies whether to support Artifact or Post binding for login. The Artifact binding
provides an increased level of security by using a back-channel means of communication between
the two servers during authentication. The Post method uses HTTP redirection to accomplish
communication between servers.

Single Logout: Enables the identity provider or service provider to accept HTTP and SOAP
requests. Typically, you select both of these options. SOAP is used if both options are selected, or if
the service provider has not specified a preference.

HTTP Redirect: A browser-based method that uses HTTP 302 redirects or HTTP GET requests to
communicate requests from this identity site to the service provider. SAML messages are
transmitted within URL parameters.

Federation Termination: (Liberty only) Specifies whether to use HTTP or SOAP profiles.
Typically, you select both of these options, which enables the identity provider or service provider to
accept both HTTP and SOAP requests. SOAP is the default setting if the service provider has not
specified a preference.

Register Name: (Liberty only) Specifies whether to use HTTP or SOAP profiles. Typically, you
select both of these options, which enables the identity provider or service provider to accept both
HTTP and SOAP requests. SOAP is the default setting if the service provider has not specified a
preference.

Name Management: (SAML 2.0 only) Specifies the binding protocol for the SAML Name
Identifier Management profile. Name management is how the system manages the sharing of
common identifiers for a principal between identity and service providers. When an identity
provider has exchanged a persistent identifier for the principal with a service provider, the providers
share the common identifier for a length of time. When either the identity or service provider
changes the format or value to identify the principal, the system can ensure that the new format or
value is properly transmitted.
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Configuring Liberty Web Services

A Web service uses Internet protocols to provide a service. It is an XML-based protocol transported
over SOAP, or a service whose instances and data objects are addressable via URIs.

Access Manager consists of several elements that comprise Web services:

+ Web Service Framework: Manages all Web services. The framework defines SOAP header
blocks and processing rules that enable identity services to be invoked via SOAP requests and
responses.

¢+ Web Service Provider: An entity that provides data via a Web service. In Access Manager,
Web service providers host Web service profiles, such as the Employee Profile, Credential
Profile, Personal Profile, and so on.

* Web Service Consumer: An entity that uses a Web service to access data. Web service
consumers discover resources at the Web service provider, and then retrieve or update
information about a user, or on behalf of a user. Resource discovery among trusted partners is
necessary because a user might have many kinds of identities (employee, spouse, parent,
member of a group), as well as several identity providers (employers or other commercial Web
sites).

+ Discovery Service: The service assigned to an identity provider that enables a Web Service
Consumer to determine which Web service provider provides the required resource.

+ LDAP Attribute Mapping: Access Manager’s solution for mapping Liberty attributes with
established LDAP attributes.

This section describes the following topics:

¢ Section 12.1, “Configuring the Web Services Framework,” on page 174

¢ Section 12.2, “Enabling Web Services and Profiles,” on page 174

¢ Section 12.3, “Editing Web Service Descriptions,” on page 175

¢ Section 12.4, “Configuring Credential Profile Security and Display Settings,” on page 176
¢ Section 12.5, “Configuring Service and Profile Details,” on page 178

¢ Section 12.6, “Customizing Attribute Names,” on page 180

¢ Section 12.7, “Editing Web Service Policies,” on page 181

¢ Section 12.8, “Configuring the Web Service Consumer,” on page 184

¢ Section 12.9, “Mapping LDAP and Liberty Attributes,” on page 184

For additional resources about the Liberty Alliance specifications, visit the Liberty Alliance
Specification (http://www.projectliberty.org/resources/specifications.php) page.
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12.1 Configuring the Web Services Framework

The Web Services Framework page lets you edit and manage all the details that pertain to all Web
services. This includes the framework for building interoperable identity services, permission-based
attribute sharing, identity service description and discovery, and the associated security mechanisms.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > Web Service Framework.

2 Fill in the following fields:
Enable Framework: Enables Web Services Framework.

Axis SOAP Engine Settings: Axis is the SOAP engine that handles all Web service requests
and responses. Web services are deployed using XML-based files known as Web service
deployment descriptors (WSDD). On startup, Access Manager automatically creates the server-
side and client-side configuration for Axis to handle all enabled Web services. If you need to
override this default configuration, use the Axis Server Configuration WSDD XML field and the
Axis Client Configuration WSDD XML field to enter valid WSDD XML. If either or both of
these controls contain valid XML, then Access Manager does not automatically create the
configuration (server or client) on startup.

3 Click OK.

12.2 Enabling Web Services and Profiles

After a service has been discovered and authorization data has been received from a trusted identity
provider, the Web service consumer can invoke the service at the Web service provider. A Web
service provider is the hosting or relying entity on the server side that can make access control
decisions based on this authorization data and upon its business practices and preferences.

1 In the Administration Console click Identity Servers > Servers > Edit > Liberty > Web Service
Providers.

2 Select one of the following services:

Authentication Profile: Allows the system to access the roles and authentication contracts in
use by current authentications. This profile is enabled by default so that embedded service
providers can evaluate roles in policies. This profile can be disabled. When disabled, all
devices assigned to use this Identity Server cluster configuration cannot determine which roles
a user has been assigned, and the devices evaluate policies as if the user has no roles.

WARNING: Do not delete this profile. In normal circumstances, this profile is used only by
the system.

Credential Profile: Allows users to define information to keep secret. It uses encryption to
store the data in the directory the user profile resides in.

Custom Profile: Used to create custom attributes for general use.

Discovery: Allows requesters to discover where the resources they need are located. Entities
can place resource offerings in a discovery resource, allowing other entities to discover them.
Resources might be a user’s credit card information, a personal profile, calendar, travel
preferences, and so on.

Employee Profile: Allows you to manage employment-related information and how the
information is shared with others. A company address book that provides names, phones, office
locations, and so on, is an example of an employee profile.
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LDAP Profile: Allows you to use LDAP attributes for authorization and general use.

Personal Profile: Allows you to manage personal information and to determine how to share
that information with others. A shopping portal that manages the user’s account number is an
example of a personal profile.

User Interaction: Allows you to set up a trusted user interaction service, used for identity
services that must interact with the resource owner to get information or permission to share
data with another Web service consumer. This profile enables a Web service consumer and
Web service provider to cooperate in redirecting the resource owner to the Web service
provider and back to the Web service consumer.

Click Enable, then click OK.

On the Servers page, click Update Servers to update the Identity Server configuration.

12.3 Editing Web Service Descriptions

All of the Description pages on each profile are identical. You can define how a service provider
gains access to portions of the user’s identity information that can be distributed across multiple
providers. The service provider uses the Discovery Service to ascertain the location of a specific
identity service for a user. The Discovery Service enables various entities to dynamically and
securely discover a user’s identity service, and it responds, on a permission basis, with a service
description of the desired identity service.

1

a b ODN

6

In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > Web Service Provider.

Click the profile or service.

Click Descriptions.

Click the description name, or click New.
Fill in the following fields:

Name: The Web Service Description name.

Security Mechanism: (Required) Liberty uses channel security (TLS 1.0) and message
security in conjunction with the security mechanism. Channel security addresses how
communication between identity providers, service providers, and user agents is protected. For
authentication, service providers are required to authenticate identity providers by using
identity provider server-side certificates. Identity providers have the option to require
authentication of service providers by using service provider client-side certificates.

Message security addresses security mechanisms applied to the discrete Liberty protocol
messages passed between identity providers, service providers, and user agents.

Select the mechanism for message security. Message authentication mechanisms indicate
which profile is used to ensure the authenticity of a message.

+ X.509: Used for message exchanges that generally rely upon message authentication as
the principle factor in making authorization decisions.

+ SAML: Used for message exchanges that generally rely upon message authentication as
well as the conveyance and attestation of authorization information.

+ Bearer: Based on the presence of the security header of a message. In this case, the bearer
token is verified for authenticity rather than proving the authenticity of the message.

Under Select Service Access Method, click either Brief Service Access Method or WSDL
Service Access Method.
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Brief Service Access Method: Provides the information necessary to invoke basic SOAP-
over-HTTP-based service instances without using WSDL.

+ EndPoint URL: This is the SOAP endpoint location at the service provider to which
Liberty SOAP messages are sent. An example of this for the Employee Profile is
[BASEURL]/services/IDSISEmployeeProfile. If the service instance exposes an endpoint
that is different from the logically generated concrete WSDL, you must use the WSDL
URI instead.

A WSF service description endpoint cannot contain double-byte characters.

+ SOAP Action: The SOAP action HTTP header required on HTTP-bound SOAP
messages. This header can be used to indicate the intent of a SOAP message to the
recipient.

WSDL Service Access Method: Specify the method used to access the WSDL service. WSDL
(Web Service Description Language) describes the interface of a Web service.

+ Service Name Reference: A reference name for the service.

+ WSDL URI: Provides a URI to an external concrete WSDL resource containing the
service description. URIs need to be constant across all implementations of a service to
enable interoperability.

7 Click OK.
8 Update the Identity Server configuration.

12.4 Configuring Credential Profile Security and
Display Settings

On the Credential Profile Details page, you can specify whether this profile is displayed for end
users, and determine how you control and store encrypted secrets. You can store and access secrets
locally or on remote eDirectory™ servers that are running Novell® SecretStore®. For general

information about this product, see the Novell SecretStore Administration Guide (http://
www.novell.com/documentation/secretstore33/pdfdoc/nssadm/nssadm.pdf).

For information about creating shared secrets for Form Fill and Identity Injection policies, see
Section 30.4, “Creating and Managing Shared Secrets,” on page 499.

To configure the Credential Profile:

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > Web Service Providers.

2 Click Credential Profile.
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Credential Profile

Edit the details about the web service.

mDescriptions |, Custom Attribute Mames

Credential Profile Settings

[T Allow End Users to See Credential Prafile

Local Storage of Secrets

Access Manager controls the storage and encryption of secrets.

Encryption Password Hash Key:
IChangeIt

Preferred Encryption Method:
| Password Based Encryption With MD5 And DES j

Extended Schema User Store References

M e 0 ltemiz)
T User Store

Mo ftems

Remote Storage of Secrets
Movell Secret Store controls the storage and encryption of secrets,

Novell Secret Store User Store References

M e 0 ltemis)
[T User Store

Ko items

oK | cancel | Apply |

3 On the Credential Profile Details page, fill in the following fields as necessary:
Display name: The name you want to display for the Web service.

Have Discovery Encrypt This Service’s Resource Ids: Specifies whether the Discovery
Service encrypts resource IDs. A resource ID is an identifier used by Web services to identify a
user. The Discovery Service returns a list of resource IDs when a trusted service provider
queries for the services owned by a given user. The Discovery Service has the option of

encrypting the resource ID or sending it unencrypted. Encrypting resource IDs is disabled by
default.

4 Under Credential Profile Settings, enable the following option if necessary:

Allow End Users to See Credential Profile: Specifies whether to display or hide the
Credential Profile in the Access Manager User Portal. Profiles are viewed on the My Profile
page, where the user can modify his or her profile.

5 Specify how you want to control and store secrets:
5a To locally control and store secrets, configure the following fields:

Encryption Password Hash Key: (Required) Specifies the password that you want to
use as a seed to create the encryption algorithm. To increase the security of the secrets, we
recommend that you change the default password to a unique alphanumeric value.

Preferred Encryption Method: Specify the preferred encryption method. Select the
method that complies with your security model:

¢ Password Based Encryption With MD5 and DES: MDS is an algorithm that is
used to verify data integrity. Data Encryption Standard (DES) is a widely used
method of data encryption using a private key.
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¢ DES: Data Encryption Standard (DES) is a widely used method of data encryption
using a private key. Like other private key cryptographic methods, both the sender
and the receiver must know and use the same private key.

¢ Triple DES: A variant of DES in which data is encrypted three times with standard
DES using two different keys.

5b Specify where to store secret data. (For more information about setting up a user store for
secret store, see Section 8.1.4, “Configuring a User Store for Secrets,” on page 94.)

¢ To have the secrets stored in the configuration database, do not configure the list in
the Extended Schema User Store References section. You only need to configure the
fields in Step Sa.

+ To store the secrets in your LDAP user store, click New in Extended Schema User
Store References and configure the following fields:

User Store: Select a user store where secret data is stored.

Attribute Name: Specify the LDAP attribute of the User object that can be used to
store the secrets. When a user authenticates using the user store specified here, the
secret data is stored in an XML document of the specified attribute of the user object.
This attribute should be a single-valued case ignore string that you have defined and
assigned to the user object in the schema

+ To use Novell SecretStore to remotely store secrets, click New under Novell Secret
Store User Store References.

Click the user store that you have configured for SecretStore.

Secure LDAP must be enabled between the user store and the Identity Server in order
to add this user store reference.

5¢ Click OK.
6 Click OK.
7 On the Identity Server page, update the Identity Server.

12.5 Configuring Service and Profile Details

The settings on the Details page are identical for the Employee, Custom, and Personal Profiles. This
page allows you to specify the display name, resource ID encryption, and how the system reads and
writes data.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > Web Service Provider.

2 Click either Custom Profile, Employee Profile, or Personal Profile, depending on which profile
you want to edit.

3 Click the Details tab (it is displayed by default).

Edit the details about the web service.

mﬂescripﬁons \ Custom Attribute Names

General Settings

Display name: |Cust0mtest Profile

¥ Have Discovery Encrypt This Service's Resource Ids

4 Specify the general settings, as necessary:
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Display Name: The Web service name. This specifies how the profile is displayed in the
Administration Console.

Have Discovery Encrypt This Service’s Resource Ids: Specifies whether the Discovery
Service encrypts resource IDs. A resource ID is an identifier used by Web services to identify a
user. The Discovery Service returns a list of resource IDs when a trusted service provider
queries for the services owned by a given user. The Discovery Service has the option of
encrypting the resource ID or sending it unencrypted.

Specify data location settings:

Identity Servers TradingCo-ids

Custom Profile

Edit the details about the web service.

mDescriptions \ Custom Attribute Mames

General Settings

|»

Display name: ICustDm Frofile

™ Hawe Discovery Encrypt This Service's Resource Ids

Data Locations Settings

Selected Read Locations: Available Read Locations:
Configuration Datastore ﬂ El ;l
LOAR Data Mappings =]
Femote Attributes =l =l
[#]
Selected Write Locations: Available Write Locations:
LOAR Data Mappings = =] =
Configuration Datastore
El =

[®][8]

Data Model Extensions

Extend the service data model by defining new data tvpes.

Fxtend the ser . =
«| i B

[o]§ | Cancel | Apply |

The following settings apply only to the Custom, Employee, and Personal Profiles.

Selected Read Locations: The list of selected locations from which the system reads attributes
containing profile data. If you add multiple entries to this list, the system searches attributes in
each location in the order you specify. When a match is found for an attribute, the other
locations are not searched. Use the Up/Down and Left/Right arrows to control which locations
are selected and the order in which to read them. Read locations can include:

¢ Configuration Datastore: Liberty attribute values can be stored in the configuration store
of the Administration Console. If your users have access to the User Portal, they can add
values to a number of Liberty attributes.

+ LDAP Data Mappings: If you have mapped a Liberty attribute to an LDAP attribute in
your user store, the values can be read from the LDAP user store. To create LDAP
attribute maps, see Section 12.9, “Mapping LDAP and Liberty Attributes,” on page 184.

+ Remote Attributes: If you set up federation, the Identity Server can read attributes from
these remote service providers. Sometimes, the service provider is set up to push at set of
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attribute values when the user logs in. These pushed attributes are cached, and the Identity
Server can quickly read them. If a requested attribute has not been pushed, a request for
the Liberty attribute is sent to remote service provider. This can be time consuming,
especially if the user has federated with more than one remote service provider. Remote
Attributes should always be the last item in this list.

Available Read Locations: The list of available locations from which the system can read
attributes containing profile data. Any location in this list is currently not being used.

Selected Write Locations: The list of selected locations to write attribute data to. If you add
multiple entries to this list, the system searches attributes in each location in the order you
specify. When a match is found for an attribute, the other locations are not searched. Use the
Up/Down and Left/Right arrows to control which locations are selected and the order in which
they are selected.

+ Configuration Datastore: Liberty attribute values can be stored in the configuration store
of the Administration Console. The Identity Server can write values to these attributes. If
this location appears first in the list of Selected Write Locations, all Liberty attribute
values are written to this location. If you want values written to the LDAP user store, the
LDAP Data Mappings location must appear first in the list.

+ LDAP Data Mappings: If you have mapped a Liberty attribute to an LDAP attribute in
your user store, the Identity Server can write values to the attribute in the LDAP user
store. To create LDAP attribute maps, see Section 12.9, “Mapping LDAP and Liberty
Attributes,” on page 184.

Available Write Locations: The list of available locations to write attributes containing
profile data. Any location in this list is currently not being used.

6 (Optional) Specify data model extensions.

Data Model Extension XML: The data model for some Web services is extensible. You can
enter XML definitions of data model extensions in this field. Data model extensions hook into
the existing Web service data model at predefined locations.

All schema model extensions reside inside of a schema model extension group. The group
exists to bind model data items together under a single localized group name and description.
Schema model extension groups can reside inside of a schema model extension root or inside
of a schema model extension. There can only be one group per root or extension. Each root is
hooked into the existing Web service data model. Multiple roots can be hooked into the same
location in the existing Web service data model. This conceptual model applies to the structure
of the XML that is required to define data model extensions.

See Appendix D, “Data Model Extension XML,” on page 707 for more information.
7 Click OK, then click OK on the Web Service Provider page.
8 Update the Identity Server configuration on the Servers page.

12.6 Customizing Attribute Names

You can change the display name of an attribute names for the Credential, Custom, Employee, and
Personal profiles. The customized names are displayed on the My Profile page in the User Portal.
The users see the custom names applicable to their language. Custom Attributes are displayed on the
My Profile page in the User Portal in place of the corresponding English attribute name when the
language in the drop-down list is the accepted language of the browser.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > Web Service Provider > [Profile] > Custom Attribute Names.
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Click the data item name to view the customized attribute names.

Identity Servers B TradingCo-ids p Personal Profile b

Informal Name
Create and delete custom names for the attribute Informal Mame .,
Mews | Delete 1 ltem|z)

[T Custom Hame Lanzuage

[ Juan Spanish New Custom Name

Enter a new custom name and language

Custom Marne

IMartin|
Language
I French 'l

ok | close |

Click New to create a new custom name.

Type the name and select a language.

Click OK.

On the Custom Attribute Names page, click OK.
On the Web Service Provider page, click OK.

Update the Identity Server configuration on the Servers page.

12.7 Editing Web Service Policies

Web Service Policies are permission policies (query and modify) that govern how identity providers
share end-user data with service providers. Administrators and policy owners (users) can control
whether private information is always allowed to be given, never allowed, or must be requested.

As an administrator, you can configure this information for the policy owner, for specific service
providers, or globally for all service providers. You can also specify what policies are displayed for
the end user in the User Portal, and whether users are allowed to edit them.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >

2

Liberty > Web Service Provider.

Click the Policy link next to the service name.

Personal Profile Policy

Service Policy Categories

Name

6 ltemis)

All Trusted Providers

Owner

Trusted Service Provider: 10.10,157.30
Trusted Service Provider: 10,15, 167,56
Trusted Service Provider: agdl_group LAG
Trusted Service Provider: nag_group MAG
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3 Click the category you want to edit.

All Trusted Providers: Policies that are defined by the service provider’s ability to query and
modify the particular Liberty attributes or groups of attributes for the Web service. When All
Trusted Providers permissions are established, and a service provider needs data, the system
first looks here to determine whether user data is allowed, never allowed, or must be asked for.
If no solution is found in All Trusted Providers, the system examines the permissions
established within the specific service provider.

Owners: Policies that limit the end user’s ability to modify or query data from his or her own
profile. The settings you specify in the Owner group are reflected on the My Profile page in the
User Portal. Portal users have the authority to modify the data items in their profiles. The data
items include Liberty and LDAP attributes for personal identity, employment, and any
customized attributes defined in the Identity Server configuration. Any settings you specify in
the Administration Console override what is displayed in the User Portal. Overrides are
displayed in the Inherited column.

If you want the user to have Write permission for a given data item, and that data item is used
in an LDAP Attribute Map, then you must configure the LDAP Attribute Map with Write
permission.

4 On the All Service Policy page, select the policy’s check box, then click Edit Policy.

Owner
All Service Policy
Edit Poucyvg 1 ltemis)

" [Edit Palicy Meodify Pelicy Inherited
[T Entire Pg Query Ask me Ak Me Ask M 1 Ask e

Cuery: Alwavs & llow

Query: Mever &llow

Modify: sk me
Madify: Ahaways Allowe
Modify: Mever &llow

Query and Modify Azk me
Query and Modify; Alwavs &llow

Query and Modify; Never Allow

This lets you modify the parent service policy attribute. Any selections you specify on this page
are inherited by child policies.

Query Policy: Allows the service provider to query for the data on a particular attribute. This
is similar to read access to a particular piece of data.

Modify Policy: Allows the service provider to modify a particular attribute. This is similar to
write access to a particular piece of data.

Query and Modify: Allows you to set both options at once.
5 To edit child attributes of the parent, click the policy.

In the following example, child attributes are inheriting Ask Me permission from the parent
Entire Personal Identity attribute. The Postal Address attribute, however, is modified to never
allow permission for sharing.
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Entire Personal Identity

Personal Identity

Edit Policy 12 ltemis)
I~ Policy Query Policy Modify Policy Inherited

[T Informal Name Ask Me Ask Me Ask Me 1 Ask e

[T Localized Infarmal Mame Ask Me Ask Me Ask Me 1 Ask e

[T Entire Common Mame Ask Me Ask Me Ask Me 1 Ask e

[T Entire Legal ldentity Ask Me Ask Me Ask Me 1 Ask e

[T Employment ldentity Ak e Ask e Ak Me 1 Ask Me

[T Postal Addresses Hever Allow Hever Allow  Ask e : Ask e

[T Contact Profiles Ak e Ak e Ack Me 1 Ask Me

[T Internet ldentity Ak e Ak e Ack Me 1 Ask Me

If you click the Postal Address attribute, all of its child attributes have inherited the Never
Allow setting. You can specify different permission attributes for Address Type (for example),
but the inherited policy still overrides changes made at the child level, as shown below.

Postal Addresses

Postal Addresses

Edit Policyw 6 ltem(s)
™ Policy Query Policy  Modify Policy Inherited

[T Address Type Always Allow Always Allow Hever Allow : Hever Allow

[T HickMame Ak Me Ak Me Hever Allow : Never Allow

[T Localized MickNames Ask Me Ak e Hever Allow : Never Allow

[ Comment Ak Me Ak Me Hever Allow : Hever Allow

[T Postal Address Ak Me Ak Me Hever Allow : Never Allow

[T Postal Addresses Extensions Ask e Ak e Hever Allow : Never Allow

The interface allows these changes in order to simplify switching between configurations if, for
example, you want to remove an inherited policy.

Inherited: Specifies the settings inherited from the parent attribute policy, when you view a
child attribute. In the User Portal, settings displayed under Inherited are not modifiable by the
user. At the top-level policy in the User Portal, the values are inherited from the settings in the
Administration Console. Thereafter, inheritance can come from the service policy or the parent
data item’s policy.

Ask Me: Specifies that the service provider requests from the user what action to take.

Always Allow: Specifies that the identity provider always allows the attribute data to be sent to
the service provider.

Never Allow: Specifies that the identity provider never allows the attribute data to be sent to
the service provider.

When a request for data is received, the Identity Server examines policies to determine what
action to take. For example, if a service provider like Digital Airlines.com requires a postal
address for the user, the Identity Server performs the following actions:

¢ Checks the settings specified in A// Service Providers.

¢ [fno solution is found, checks for the policy settings configured for the service provider.
6 Click OK until the Web Service Provider page is displayed.
7 Click OK, then update the Identity Server as prompted.
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12.8 Configuring the Web Service Consumer

The Web service consumer is the component within the identity provider that request attributes from
Web service providers. The identity provider and Web services consumer cooperate to redirect the
user or resource owner to the identity provider, allowing interaction. You can configure an
interaction service, which allows the identity provider to pose simple questions to a user. This
service can be offered by trusted Web services consumers, or by a dedicated interaction service
provider that has a reliable means of communication with the users.

1 In the Administration Console, click Access Manager > Identity Servers > Servers > Edit >
Liberty > Web Service Consumers

The following general settings configure time limits and processing speed:
Protocol Timeout (seconds): Limits the time the transport protocol allows.

Provider Timeout (seconds): Limits the request processing at the Web service provider. This
value must always be equal to or longer than the Provider Timeout value.

Attribute Cache Enabled: A subsystem of the Web service consumer that caches attribute
data that the Web service consumer requests. For example, if the Web service consumer has
already requested a first name attribute from a Web service provider, the Web service
consumer does not need to request the attribute again. This setting improves performance when
enabled. However, you can disable this option to increase system memory.

2 Specify how and when the identity provider interacts with the user:

Always Allow Interaction: Allows interaction to take place between users and service
providers.

Never Allow Interaction: Never allows interaction between users and service providers.

Always Allow Interaction for Permissions, Never for Data: Allows interaction for
permissions, never for data.

Maximum Allowed Interaction Time: Specifies the allowed time (in seconds).

3 To specify the allowable methods that a Web service provider can use for user interaction, click
one of the following options:

Redirect to a User Interaction Service: Allows the Web service consumer to redirect the user
agent to the Web service provider to ask questions. After the Web service provider has obtained
the information it needs, it can redirect the user back to the Web service consumer.

Call a Trusted User Interaction Service: Allows the Web service provider to trust the Web
service consumer to act as proxy for the resource owner.

4 Under Security Settings, fill in the following fields:

WSS Security Token Type: Instructs the Web service consumer/requestor how to place the
token in the security header as outlined in the Liberty ID-WSF Security Mechanisms.

Signature Algorithm: The signature algorithm to use for signing the payload.
5 Click OK, then update the Identity Server configuration as prompted.

12.9 Mapping LDAP and Liberty Attributes

You can create an LDAP attribute map or edit an existing one. Attribute mapping involves
specifying how single-value and multi-value data items map to single-value and multi-value LDAP
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attributes. A single-value attribute can contain no more than one value, and a multi-value attribute
can contain more than one. An example of a single-value attribute might be a person’s gender, and
an example of a multi-value attribute might be a person’s various e-mail addresses, phone numbers,
or titles.

The following fields are common among all attribute maps and are defined here:

Type: Specifies the map type. Access Manager comes with a predefined “one-to-one” mapping type
for the Liberty profiles of Personal, Employee, and General. However, the following sections
describe how to create additional map types:

¢ Section 12.9.1, “Configuring One-to-One Attribute Maps,” on page 185

¢ Section 12.9.2, “Configuring Employee Type Attribute Maps,” on page 188

¢ Section 12.9.3, “Configuring Employee Status Attribute Maps,” on page 189

¢ Section 12.9.4, “Configuring Postal Address Attribute Maps,” on page 190

+ Section 12.9.5, “Configuring Contact Method Attribute Maps,” on page 192

¢ Section 12.9.6, “Configuring Gender Attribute Maps,” on page 193

¢ Section 12.9.7, “Configuring Marital Status Attribute Maps,” on page 194

Name: The name you want to give the map.
Description: A description of the map.

Access Rights: A drop-down menu that provide the broadest control for the page. If you set this to
Read/Write, you can specify rights for individual data items.

In order for user provisioning to succeed, you must select Read/Write from the Access Rights drop-
down menu for any maps that use an attribute during user provisioning.

User Stores: The user store that a map applies to. If a user logs into a user store that is not in the
map’s user store list, that map is not used to read or write attributes for that user.

LDAP Attribute Name: The LDAP attribute name that you want to map to the Liberty attribute.

LDAP Attribute Value: The predefined LDAP attribute values that you want to map to the Liberty
values. These LDAP values are those you want to store in the LDAP attribute for each given Liberty
attribute value. The LDAP attribute map then maps the actual Liberty URI value, back and forth, to
this supplied value. Values must match the attribute as it appears in the directory exactly. For
example, “givenName” must be entered as “givenName” in the text field or the mapping does not
work.

12.9.1 Configuring One-to-One Attribute Maps

A one-to-one map enables you to map single-value and multiple-value LDAP attribute names to
standard Liberty attributes. A default one-to-one attribute map is provided with Access Manager, but
you can also define your own.

An example of a one-to-one attribute map might be the single-valued Liberty attribute Common
Name (CommonName) used by the Personal Profile that is mapped to the LDAP attribute
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givenName. The attribute value CN might be mapped to the LDAP fullName. You can further
configure the various Liberty values to map to any LDAP attribute names that you use.

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Liberty > LDAP Attribute Mapping > New > One to One.

2 Configure the map using the following guidelines:

*

*

*

*

*

*

Mapping Personal Profile Single-Value Data Items to LDAP Attributes
Mapping Personal Profile Multiple-Value Data Items to LDAP Attributes
Mapping Employee Profile Single-Value Data Items to LDAP Attributes
Mapping Employee Profile Multiple-Value Data Items to LDAP Attributes
Mapping Custom Profile Single-Value Data Items to LDAP Attributes
Mapping Custom Profile Multiple-Value Data Items to LDAP Attributes

3 After you create the mapping, click Finish.
4 On the LDAP Attribute Mapping page, click OK.

5 Update the Identity Server configuration on the Servers page as prompted.

Mapping Personal Profile Single-Value Data Items to LDAP Attributes

The data items displayed are single-value Liberty Personal Profile attributes that you can map to the
single-valued LDAP attributes that you have defined for your directory.

Default One-To-One Ldap Attribute Mapping
Personal Profile Single Valued Data Items to LDAP Attributes =)
Data ltem Hame: Ldap Attribute Name: Access Rights:

Informal Mame I I Fead Only j

Every Day Mame Ifu||NEl.mE I Fead Only j

Common Personal Title Ititle I Fead Only j

Commaon First Mame |givenName IRead Only j

Common Last Mame Isn I Fead Only j

Common Atiddle Mame I I Fead Only j

Legal Mame I I Read Only j

Legal Personal Title I I Fead Only j

Legal First Mame I I Fead Only j

Legal Last Mame I I Fead Only j

Legal fliddle Name | [ Fead Only  ~]

Legal Fiscal Identification Type I I Fead Only j

Legal Fizcal Identification Walue I | Fead Only 'l ﬂ

0K

| Cancel |

Mapping Personal Profile Multiple-Value Data Items to LDAP Attributes

Use the fields on this page to map multiple-value attributes from the Liberty Personal Profile to the
multiple-value LDAP attributes you have defined for your directory. For example, you can map the
Liberty attribute Alternate Every Day Name (AItCN) to the LDAP attribute you have defined for
this purpose in your directory.
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Default One-To-One Ldap Attribute Mapping

Personal Profile Multiple Valued Data Items to LDAP Attributes [ |

Data ltem Name: Ldap Attribute Name: Access Rights:

hlternate Every Day Mame I I Fead Onky j

Alternate Department Mames I I Fead Only j

Spoken or Understood Languages I I Fead Only j

Employee Profile Single Valued Data Items to LDAP Attributes

Data Item Mame: Ldap Attribute Name: Access Rights:

Id I I Fead Only j

Date of Hire I I Read Only j

Jaob Start Date I IF’\Eﬁd Oy j

Status | I Fead Cnly j

Tvpe | I Fead Only j

Internal Job Title I I Read Only j

Department IDu I Fead Cnly j =
r r T

oKk | Cancel |

Mapping Employee Profile Single-Value Data Items to LDAP Attributes

Map the Liberty Employee Profile single-value attributes to the LDAP attributes you have defined
in your directory for entries such as ID, Date of Hire, Job Start Date, Department, and so on.

Mapping Employee Profile Multiple-Value Data Items to LDAP Attributes

Map the Liberty Employee Profile multiple-value attributes to the LDAP attributes you have defined

in your directory.

Mapping Custom Profile Single-Value Data Items to LDAP Attributes

Map custom Liberty profile single-value attributes to LDAP attributes you have defined in your
directory. These attributes are customizable strings associated with the Custom Profile.
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Default One-To-One Ldap Attribute Mapping

[ |

Custom Profile Single Valued Data ltems to LDAP Attributes

Data ltem Name: Ldap Attribute Hame: Access Rights:
Customizable 5tring Cne I I Fead Only j
Customizable String Two I I Fead Only j
Customizable String Three I I Fead Only j
Customizable String Four I I Fead Only j
Customizable String Five I I Fead Only j
Customizable String Six I I Fead Only j
Customizable String Seven I I Fead Only j
Customizable String Eight I I Fead Only j
Customizable String Mine I I Fead Only ﬂ
Customizable String Ten I I Fead Only ﬂ

Custom Profile Multiple Valued Data Items to LDAP Attributes

Data ltem Name: Ldap Attribute Hame: Access Rights:
Customizable Multi-Yalued Strings One I I Fead Only j
Customizable dhulti-valued Strings Two | [Read Only I

Customizable String (1 - 10): The Custom Profile allows custom single-value and multiple-value
attributes to be defined without using the Data Model Extension XML to extend a service’s schema.
To use a customizable attribute, navigate to the Custom Attribute Names tab on the Custom Profile
Details page (see Section 12.6, “Customizing Attribute Names,” on page 180). There you can
customize the name of any of the predefined single-value or multiple-value customizable attributes
in the Custom Profile. After you customize a name, you can use that attribute in the same way you
use any other profile attribute.

Mapping Custom Profile Multiple-Value Data Items to LDAP Attributes

Customizable Multi-Valued Strings (1 - 5): Similar to customizable strings for single-value
attributes, except these attributes can have multiple values. Use this list of fields to map directory
attributes that can have multiple values (like SN) to multiple-value strings from the Custom Profile.

12.9.2 Configuring Employee Type Attribute Maps

You can map the LDAP attribute name and values to the Liberty profile values for Employee Type.
This is an Employee Profile attribute. Examples of Liberty values appended to this attribute include
Contractor Part Time, Contractor Full Time, Full Time Regular, and so on.

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Liberty > LDAP Attribute Mapping > New > Employee Type.
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New Employee Type LDAP Attribute Mapping

Specify name, description, user stores and mapping data.

|»

Mame: |Employee|
Description: I
fccess Rights m
User stores: hvailable user stores:
<Default User Store> ;l Installed User Store ;I
= [

Employee Type to LDAP Attribute
LOWP Attribute Name: |

Liberty Profile Values to LDAP Attribute Values
Employee Type Value: LDAP Attribute Value:

Contractor Part Time: ICDntral:tDrPart Time

Contrantar Full Time:  [Drntractar Full Tirms LI

<< Back | Finish | Cancel |

2 Specify a name and description for the map.
3 Choose the type of access rights you want.
Select Read/Write for any attributes used in user provisioning.

4 1In the LDAP Attribute Name field, type the LDAP attribute name that you want to map to the
Liberty Employee Type attribute.

5 Inthe LDAP Attribute Value fields, type your predefined LDAP attribute values that you want
to map to the Liberty Employee Type values.

These are the values that you want to store in the LDAP attribute for each given Liberty
attribute value. The LDAP attribute map then maps the actual Liberty URI value, back and
forth, to this supplied value.

6 Click Finish.
7 On the LDAP Attribute Mapping page, click OK.
8 Update the Identity Server configuration on the Servers page as prompted.

12.9.3 Configuring Employee Status Attribute Maps

You can map the LDAP attribute name and values to the Liberty profile values for Employee Status.
This is an Employee Profile attribute. Examples of the values appended to this Liberty attribute
include Active, Trial, Retired, Terminated, and so on.

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Liberty > LDAP Attribute Mapping > New > Employee Status.
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New Employee Status LDAP Attribute Mapping

Specify name, description, user stores and mapping data.

| v

Name: I
Dezcription: I
focess Rights I Fead 'I
User stores: fwailable uzer stores:
«Default User Storer ;l Installed User Store ;l
&
[ * =

Employee Status to LDAP Attribute
LDAP Attribute Name: |

Liberty Profile Values to LDAP Attribute Values
Employee Status Value: LDAP Attribute Value:

hetive: IAdive
Tral: [Trial

Laid Off: |Laid Off
Retired: IRetired
Stop Pay: IStDp Fan

2 Specify a name and description for the map.
3 Choose the type of access rights you want.
Select Read/Write for any attributes used in user provisioning.

4 TIn the LDAP Attribute Name field, type the LDAP attribute name that you want to map to the
Liberty Employee Status element.

5 Inthe LDAP Attribute Value fields, type the predefined LDAP attribute values that you want to
map to the Liberty Employee Status values.

These are the values that you want to store in the LDAP attribute for each given Liberty
attribute value. The LDAP attribute map then maps the actual Liberty URI value, back and
forth, to this supplied value.

6 Click Finish.
7 On the LDAP Attribute Mapping page, click OK.
8 Update the Identity Server configuration on the Servers page as prompted.

12.9.4 Configuring Postal Address Attribute Maps

You can map the LDAP attribute name and values to the Liberty profile values for Postal Address.
The PostalAddress element refers to the local address, including street or block with a house
number, and so on. This is a Personal Profile attribute.

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Liberty > LDAP Attribute Mapping > New > Postal Address.
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New Postal Address LDAP Attribute Mapping

Specify name, description, user stores and mapping data.

|»

Mame: I
Description: I
Aooess Rights Im
User stores: fwailable user stores:
<Default User Store> ;I Installed User Store ;I
| - =
Mode of Operation:
Mode: | tultiple Ldag Attribute s j

Postal Address to LDAP Attribute(s)

Postal Address Ldap Attribute: |
Postal Code Attribute: |

City Ldap Attribute:

State Ldap Attribute: |
Country Ldap Attribute: I

Specify a name and description for the map.
Choose the type of access rights you want.
Select Read/Write for any attributes used in user provisioning.

In the Mode drop-down menu, select either Multiple LDAP Attributes or Single Deliminated
LDAP Attributes.

Multiple LDAP Attributes: Allows you to map multiple LDAP attributes to multiple Liberty
Postal Address elements. When you select this option, the following Liberty Postal Address
elements are displayed under the Postal Address to LDAP Attributes group. Type the LDAP
attributes that you want to map to the Liberty elements.

Postal Address
Postal Code

+ City

+ State

*

*

+ Country

Single Deliminated LDAP Attributes: Allows you to specify one LDAP attribute that is used
to hold multiple elements of a Liberty Postal Address in a single delimited value. When you
select this option, the page displays the following fields:

¢ Delimited LDAP Attribute Name: The delimited LDAP attribute name you have
defined for the LDAP postal address that you want to map to the Liberty Postal Address
attribute.

+ Delimiter: The character to use to delimit single-value entries. A $ sign is the default
delimiter.

(Multiple LDAP Attributes mode) Under Postal Address Template Data, fill in the following
options:

Nickname: (Required) A Liberty element name used to identify the Postal Address object.
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Contact Method Type: Select the contact method type, such as Domicile, Work, Emergency,
and so on.

6 (Single Deliminated LDAP Attributes mode) Under One-Based Field Position in Delimited
LDAP Attribute, specify the order in which the information is contained in the string. Select 1
for the value that comes first in the string, 2 for the value that follows the first delimiter, etc.

7 Click Finish.
8 On the LDAP Attribute Mapping page, click OK.
9 Update the Identity Server configuration on the Servers page as prompted.

12.9.5 Configuring Contact Method Attribute Maps

You can map the LDAP attribute you have defined for contact methods to the Liberty attribute
Contact Method (MsgContact).

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Liberty > LDAP Attribute Mapping > New > Contact Method.

New Contact Method LDAP Attribute Mapping
Specify name, description, user stores and mapping data.
Mame: I
Dezcription: I
Access Rights Im
User stores: hwailable user stores:
<Default User Stare> ;l Installed User Store ;l

= =

Contact Method to LDAP Attributes
Provider Ldap Attribute: I

Account Ldap Attribute: |

Subfccount Ldap Attribute: |

Contact Method Template Data

Nickname: I

Type: lm

Method: |\foice =l

Technology: I(SeledTechnDIogy) j

2 Specify a name and description for the map.
3 Choose the type of access rights you want.
Select Read/Write for any attributes used in user provisioning.

4 Under Contact Method to LDAP Attributes, fill in the following fields to map to the Liberty
Contact Method attribute:

Provider LDAP Attribute: Maps to the Liberty attribute MsgProvider, which is the service
provider or domain that provides the messaging service.
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Account LDAP Attribute: Maps to the Liberty attribute MsgAccount, which is the account or
address information within the messaging provider.

SubAccount LDAP Attribute: Maps to the Liberty MsgSubaccount, which is the subaccount
within a messaging account, such as voice mail box associated with a phone number.

5 Under Contact Method Template Data, specify the settings for the Liberty attribute values of:
Nickname: Maps to the Liberty attribute Nick, which is an informal name for the contact.
Type: Maps to the Liberty attribute MsgType (such as Mobile, Personal, or Work).

Method: Maps to the Liberty MsgMethod (such as Voice, Fax, or E-mail).
Technology: Maps to the Liberty attribute MsgTechnology (such as Pager, VOIP, and so on).

6 Click Finish.

7 On the LDAP Attribute Mapping page, click OK.

8 Update the Identity Server configuration on the Servers page as prompted.

12.9.6 Configuring Gender Attribute Maps

You can map the LDAP attribute name and values to the Liberty profile values for the Gender
attribute. You can use gender to differentiate between people with the same name, especially in
countries where national ID numbers cannot be collected. This is a Personal Profile attribute.

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Liberty > LDAP Attribute Mapping > New > Gender.

New Gender LDAP Attribute Mapping
Specify name, description, user stores and mapping data.
Mame: I
Description; I
ficcess Rights Im
User stores: hwailable user stores:
«Default User Store s j Ihstalled User Stare d

[~ [

Gender to LDAP Attribute
LDAP Attribute Name: |

Liberty Profile Values to LDAP Attribute Values
Gender Value: LDAP Attribute Value:
fale: IMaIe

Female: IFemale

2 Specify a name and description for the map.
3 Choose the type of access rights you want.
Select Read/Write for any attributes used in user provisioning.

4 In the LDAP Attribute Name field, type the LDAP attribute name that you want to map to the
Liberty element Gender.
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5 Inthe LDAP Attribute Value fields, type your predefined LDAP attribute values that you want
to map to the Gender values.

These are the values that you want to store in the LDAP attribute for each given Liberty
attribute value. The LDAP attribute map then maps the actual Liberty URI value, back and
forth, to this supplied value.

6 Click Finish.
7 On the LDAP Attribute Mapping page, click OK.
8 Update the Identity Server configuration on the Servers page as prompted.

12.9.7 Configuring Marital Status Attribute Maps

You can map the LDAP marital status attribute to the Liberty attribute. The Liberty Marital Status
(MaritalStatus) element includes appended values such as single, married, divorced, and so on. For
example, urn:liberty:id-sis-pp:maritalstatus:single. This is a Personal Profile
attribute.

1 In the Administration Console, click Access Manager > Identity Server > Servers > Edit >
Liberty > LDAP Attribute Mapping > New > Marital Status.

New Marital Status LDAP Attribute Mapping
Specify name, description, user stores and mapping data.
Mame: I =
Dezcription: I
ficcess Rights Im

User stores: bwailable user stores:

<Default User Stare> ;I Installed User Store ;I

| |

Marital Status to LDAP Attribute

LDAP Attribute Name: |

Liberty Profile Values to LDAP Attribute Values
Marital Status Value: LDAP Attribute Value:

Single: ISingle
Mharried: IMarried

Common Law Marriage: |Common Law harriage

Separated: ISeparated

Divarced: IDiVDrCEd

2 Specify a name and description for the map.
3 Choose the type of access rights you want.
Select Read/Write for any attributes used in user provisioning.

4 1In the LDAP Attribute Name field, type the LDAP attribute name that you want to map to the
Liberty element Marital Status (MaritalStatus).

5 Inthe LDAP Attribute Value fields, type your predefined LDAP attribute values that you want
to map to the MaritalStatus values.
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These are the values that you want to store in the LDAP attribute for each given Liberty
attribute value. The LDAP attribute map then maps the actual Liberty URI value, back and
forth, to this supplied value.

6 Click Finish.
7 On the LDAP Attribute Mapping page, click OK.
8 Update the Identity Server configuration on the Servers page as prompted.
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Access Gateway Configuration

This section describes how you configure and manage the Novell® Access Gateway. The procedures
in this section assume that you have already done the following:
+ Installed the Access Gateway. (See Novell Access Manager 3.0 SP3 IR2 Installation Guide).

¢ Logged in to the Administration Console as the admin user. (See “Logging In to the
Administration Console” in the Novell Access Manager 3.0 SP3 IR2 Installation Guide.)

¢ Created an Identity Server configuration. (See Chapter 6, “Configuring an Identity Server,” on
page 55.)

You should be familiar with the steps documented in “Setting Up a Basic Access Manager
Configuration” in the Novell Access Manager 3.0 SP3 IR2 Setup Guide. These guides are designed
to work together.

In the Administration Console when you click Access Manager > Access Gateways, the following
page appears.

Access Gateways

Access Gateway Servers

Mews Cluster,.. | Shutdown | Reboot | Refresh | Actions w

|:| Hame Status Health Alerts Commands 3Statistics Type  Configuration
O 10.10.16.53 Current (=] 0 succeeded Wiew  MetWare Edit
ag4db Update all... (=] 15 Wig Linux Edit

O % 10101645+ Update.., & 7 Monel wiew  Linux

O % 10101646  Update.., ® 8 Monel wigw  Linox

The links on this page allow you to manage the Access Gateways on your network. The following
sections describe these tasks.

¢ Chapter 13, “Configuring the Access Gateway to Protect Web Resources,” on page 199

¢ Chapter 14, “Configuring the Access Gateway for SSL,” on page 239

¢ Chapter 15, “Server Configuration Settings,” on page 251

¢ Chapter 16, “Configuring the Cache Settings,” on page 279

¢ Chapter 17, “Protecting Multiple Resources,” on page 293

For monitoring tasks such as auditing, logging, statistics, health, command status, and alerts, see
Part VII, “Monitoring Access Manager Components,” on page 503.

For information on creating a fault tolerant system, including clustering Access Gateways, see
“Clustering and Fault Tolerance” in the Novell Access Manager 3.0 SP3 IR2 Setup Guide.

For security planning, see Chapter 1, “Security Considerations,” on page 25.

Access Gateway Configuration
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Configuring the Access Gateway
to Protect Web Resources

The Novell® Access Gateway is a reverse proxy server (protected site server) that restricts access to
Web-based content, portals, and Web applications that employ authentication and access control
policies. It also provides single sign-on to multiple Web servers and Web applications by securely
providing the credential information of authenticated users to the protected servers and applications.
The Access Gateway lets you simplify, secure, and accelerate your Internet business initiatives.

A typical Access Manager configuration includes an Identity Server with LDAP directories and an
Access Gateway with a protected Web server. Figure 13-1 illustrates the process flow that allows an
authorized user to access the protected resource on the Web server.

Figure 13-1 Accessing a Web Resource

:

Browser

Identity Server LDAP Directory

< »
< »

YyvYy

o
—o—f " - o~ ©

Access Gateway Web Server Web Page
(with basic authentication)

1. The user requests access to a resource protected by the Access Gateway.

2. The Access Gateway redirects the user to the Identity Server, which prompts the user for a
username and password.

3. The Identity Server verifies the username and password against an LDAP directory
(eDirectory™, Active Directory, or Sun ONE).

4. The Identity Server returns an authentication success to the browser and the browser forwards
the resource request to the Access Gateway.

5. The Access Gateway verifies that the user is authenticated and retrieves the user’s credentials
from the Identity Server.

6. The Access Gateway uses an Identity Injection policy to insert the basic authentication
credentials in the HTTP header of the request and sends it to the Web server.

7. The Web server grants access and sends the requested page to the user.

When you are setting up the Access Gateway to protect Web resources, you create and configure
reverse proxies, proxy services, and protected resources. The following figure illustrates the
hierarchy of these modules and the major configuration tasks you perform on each module.
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Figure 13-2 Access Gateway Modules and Their Configuration Options

Module Hierarchy Configuration Options
Auditing
Console Access

& Access Gateway Cache Lists

Network Settings

< Reverse Proxy SSL Requirements

Listening Address & Port
Authentication Source
Web Servers

Caching

HTML Rewriting

Logging

<> Proxy Service

URLs

Authentication Contract
< Protected Resource Authorization

Identity Injection

Form Fill

This hierarchy allows you to have precise control over what is required to access a particular
resource, while at the same time allowing you to provide a single sign-on solution for all the
resources protected by the Access Gateway. The authentication contract and the Authorization,
Identity Injection, and Form Fill policies are configured at the resource level so that you can enable
exactly what the resource requires. This allows you to decide where access decisions are made:

¢ You can configure the Access Gateway to control access to the resource.

+ You can configure the Web server for access control and configure the Access Gateway to
supply the required information.

+ You can use the first method for some resources and the second method for other resources or
use both methods on the same resource.

This section describes the following tasks:

¢ Section 13.1, “Creating a Reverse Proxy and Proxy Service,” on page 200

¢ Section 13.2, “Configuring a Proxy Service,” on page 204

¢ Section 13.3, “Configuring the Web Servers of a Proxy Service,” on page 205
¢ Section 13.4, “Configuring Protected Resources,” on page 207

¢ Section 13.5, “Configuring HTML Rewriting,” on page 215

¢ Section 13.6, “Configuring Connection and Session Limits,” on page 233

13.1 Creating a Reverse Proxy and Proxy Service

A reverse proxy acts as the front end to your Web servers on your Internet or intranet and off-loads
frequent requests, thereby freeing up bandwidth. The proxy also increases security because the IP
addresses of your Web servers are hidden from the Internet.

To create a reverse proxy, you must create at least one proxy service with a protected resource. You
must supply a name for each of these components. Reverse proxy names and proxy service names
must be unique to the Access Gateway because they are configured for global services such as IP
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addresses and TCP ports. For example, if you have a reverse proxy named products and another
reverse proxy named 1ibrary, only one of these reverse proxies can have a proxy service named
corporate.

Protected resource names need to be unique to the proxy service, but they don’t need to be unique to
the Access Gateway because they are always accessed through their proxy service. For example, if
you have a proxy service named account and a proxy service named sales, they both can have a
protected resource named public.

1 In the Administration Console, click Access Manager > Access Gateways > Edit

The Edit link is either for a single Access Gateway or for a cluster of Access Gateways.

2 Click Reverse Proxy / Authentication.

Authentication Settings

Identity Server Cluster: | [Mone] - |

Reverse Proxy List

Mews,, | Delste | Enable | [Cisable
[] Hame Enabled Listening Address Port
Mo ftems

Serveris) must be updated before changes made on thiz panel will be used. See Configuration Panel for summary of changes.

oK | Cancel |

3 Select an Identity Server Cluster.

Identity Server Cluster: Specifies the Identity Server you want the Access Gateway to trust
for authentication. Select the configuration you have assigned to the Identity Server.

Whenever an Identity Server is assigned to a new trust relationship, the Identity Server needs to
be updated. This process is explained following the step that saves this configuration setting
(see Step 5 on page 205 and Step 6 on page 205).

4 1In the Reverse Proxy List, click New, specify a display name for the reverse proxy, then click
OK.
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Cluster kember: | 10.10.16.60 v

Listening &ddress(es): 10.10.16.60
TCP Listen Options

[] Enable S5L with Embedded Service Provider
[] Enable S5L between Browser and &ccess Gateway

[] Redirect Requests fram Mon-Secure Part to Secure Part

server Certificate: 12
Mon-Secure Port; (30 (Used for Trusted 1DS Communication, HTTP Listening)
Secure Port: 443 {Unused)

5 Enable a listening address. Fill in the following fields:

Cluster Member: (Available only if the Access Gateway is a member of a cluster.) Select the
server you want to configure from the list of servers. The Listening Address(es) and TCP Listen
Options modifications apply to the selected server. Modifications made to any other options on
the page apply to all servers in the cluster.

Listening Address(es): Displays a list of available IP addresses. If the server has only one IP
address, only one is displayed and it is automatically selected. If the server has multiple
addresses, you can select one or more IP addresses to enable. You must enable at least one
address by selecting its check box.

If the Access Gateway is in a cluster, you must select a listening address for each cluster
member.

TCP Listen Options: Provides options for configuring how requests are handled between the
reverse proxy and the client browsers. You cannot set up the listening options until you create
and configure a proxy service. For information about these options, see Section 13.6.1,
“Configuring TCP Listen Options for Clients,” on page 234.

6 Configure the listening ports:

Non-Secure Port: Specifies the port on which to listen for HTTP requests; the default port for
HTTP is 80. Depending upon your configuration, this port might also handle other tasks. These
tasks are listed to the right of the text box.

Secure Port: Specifies the port on which to listen for HTTPS requests; the default port for
HTTPS is 443.

For information about the SSL options, see Chapter 14, “Configuring the Access Gateway for
SSL,” on page 239.

7 In the Proxy Service List section, click New.
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New

Proxy Service Marme: || |

Published DNS Marme: | |

Web Server P Address; I:l

Host Header: | Web Server Host Mame v

'Web Server Host Marne: | |

[Alternate Host Mame)

0K | Cancel |

The first proxy service of a reverse proxy is considered the master (or parent) proxy.
Subsequent proxy services can use domain-based, path-based, or virtual multi-homing, relative
to the published DNS name of the master proxy service. If you are creating a second proxy
service for a reverse proxy, see Section 17.2, “Using Multi-Homing to Access Multiple
Resources,” on page 295.

Fill in the fields:

Proxy Service Name: Specify a display name for the proxy service, which the Administration
Console uses for its interfaces.

Published DNS Name: Specify the DNS name you want the public to use to access your site.
This DNS name must resolve to the IP address you set up as the listening address.

Web Server IP Address: Specify the [P address of the Web server you want this proxy service
to manage. You can specify additional Web server IP addresses by clicking the Web Server
Addresses link when you have finished creating the proxy service.

Host Header: Specify whether the HTTP header should contain the name of the back-end Web
server (Web Server Host Name option) or whether the HTTP header should contain the
published DNS name (the Forward Received Host Name option).

Web Server Host Name: Specify the DNS name of the Web server that the Access Gateway
should forward to the Web server. If you have set up a DNS name for the Web server and it
requires its DNS name in the HTTP header, specify that name in this field. If the Web server
has absolute links referencing its DNS name, include this name in this field. If you selected
Forward Received Host Name, this option is not available.

NOTE: For iChain® administrators, the Web Server Host Name is the alternate host name
when configuring a Web Server Accelerator.

Click OK.

Continue with Section 13.2, “Configuring a Proxy Service,” on page 204 or select one of the
following tasks:

+ For instructions on creating multiple reverse proxies, see Section 17.3, “Managing
Multiple Reverse Proxies,” on page 304.

+ For instructions on creating multiple proxy services for a reverse proxy, see Section 17.2,
“Using Multi-Homing to Access Multiple Resources,” on page 295.
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13.2 Configuring a Proxy Service

A reverse proxy can have multiple proxy services, and each proxy service can protect multiple
resources. You can modify the following features of the proxy service:

+ Web servers

¢+ HTML rewriting
+ Logging

+ Protected resources
¢ Caching

1 To configure a proxy service, click Access Gateways > Edit > [Name of Reverse Proxy] >
[Name of Proxy Service].

R  Web Servers | HTML Rewriting |\ Protected Resources | Logging

Published DME Mame: |a24b.amlab.net

Description:

Cookie Domain: amlab, net v

HTTP Options

Server(s) must be updated before change: made on thiz panel will be uzed.

0K | Cancel

2 Fill in the following fields:

Published DNS Name: Displays the value that users are currently using to access this proxy
service. This DN'S name must resolve to the IP address you set up as a listening address on the
Access Gateway. You should modify this field only if you have modified the DNS name you
want users to use to access this resource.

This name determines the possible values of the Cookie Domain.

Description: (Optional). Provides a field where you can describe the purpose of this proxy
service or specify any other pertinent information.

Cookie Domain: Specifies the domain for which the cookie is valid.

If one proxy service has a DNS name of www.support.novell.com and the second proxy service
has a DNS name of www.developernet.novell.com, the cookie domains are support.novell.com
for the first proxy service and developernet.novell.com for the second proxy service. You can
configure them to share the same cookie domain by selecting novell.com for each proxy
service. Single sign-on between the proxy services is simplified when they proxy services share
the same cookie.
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HTTP Options: Allows you to set up global caching and custom caching options for this
proxy service. See the following:

+ Section 16.2, “Controlling Browser Caching,” on page 282
¢ Section 16.3, “Configuring Custom Cache Control Headers,” on page 283
¢ Section 16.1, “Configuring Global Caching Options,” on page 279

3 Click OK to save your changes to browser cache.

4 Click the Access Gateways link.

=l Access Manager
Owetwiew

Identity Servers
Access Gateways
5L WPMs

JZEE Agents
Certificates

Palicies
suditing

Auditing and Logging

5 To apply your changes, click Update > OK.

Until this step, nothing has been permanently saved or applied. The Update status pushes the
configuration to the server and writes the configuration to the configuration data store. When
the update has completed successfully, the server returns the status of Current.

To save the changes to the configuration store without applying them, do not click Update.
Instead, click Edit. On the Configuration page, click OK. The OK button on this pages saves the
cached changes to the configuration store. The changes are not applied until you click Update
on the Access Gateways page.

6 Update the Identity Server to accept the new trusted relationship. Click Identity Servers >
Update.

7 Continue with one of the following.

+ [fthe Web server that contains the resources you want to protect does not use the standard
HTML port (port 80), you need to configure the Web server. See Section 13.3,
“Configuring the Web Servers of a Proxy Service,” on page 205.

+ Until you configure a protected resource, the proxy service blocks access to all services on
the Web server. To configure a protected resource, see Section 13.4, “Configuring
Protected Resources,” on page 207.

13.3 Configuring the Web Servers of a Proxy
Service

The Web server configuration determines how the Access Gateway handles connections and packets
between itself and the Web servers.

1 Click Access Gateways > Edit > [Name of Reverse Proxy] > [Name of Proxy Service] > Web
Servers.
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Proxy Service '\\"ub LT HTML Rewriting | Protected Resources | Logging

Host Header: Web Server Host Mame %

Web Server Host Name;
[Alternate Host Name)

[ Error on DNS Mismatch (ag45.amlab.net)

[ Enable Farce HTTP 1.0 to Origin
[] Enable Forwarding of Encoding Header

Connect Using S5L
Web Server Trusted Roof:
SSL Mutual Certificate: [El

]

Cannect Port; * 80

TCP Connect Options

2 Specify the host name that is placed in the HTTP header of the packets being sent to the Web
servers. In the Host Header field, select one of the following:

+ Forward Received Host Name: Indicates that you want the HTTP header to contain the
published DNS name that the user sent in the request.

+ Web Server Host Name: Indicates that you want the published DNS name that the user
sent in the request to be replaced by the DNS of the Web server. Use the Web Server Host
Name field to specify this name.

3 Select Error on DNS Mismatch to have the proxy determine whether the proxy service should
compare the host name in the DNS header that came from the browser with the DNS name
specified in the Web Server Host Name option.The value in the parentheses is the value that
comes in the header from the browser.

If you enable this option and the names don't match, the request is not forwarded to the Web
server. Instead, the proxy service returns an error to the requesting browser. This option is only
available when you select to send the Web Server Host Name in the HTTP header.

4 1If your browsers are capable of sending HTTP 1.1 requests, configure the following fields to
match your Web servers.

Enable Force HTTP 1.0 to Origin: Indicates whether HTTP 1.1 requests from browsers are
translated to HTTP 1.0 requests before sending them to the Web server. If your browsers are
sending HTTP 1.1 requests and your Web server can only handle HTTP 1.0 requests, you
should enable this option.

When the option is enabled, the Access Gateway translates an HTTP 1.1 request to an HTTP
1.0 request.

Enable Forwarding of Encoding Header: Determines whether the HTTP 1.1 header is sent
to the Web server:

¢ [fyou enable this option, the entire HTTP 1.1 header is sent to the Web server. If your
browsers are sending HTTP 1.1 requests and your Web servers are HTTP 1.1 compliant,
this is the configuration you should use.
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¢ [fyou enable this option and you have also enabled the Enable Force HTTP 1.0 to Origin
option, a few select fields of the HTTP 1.1 header (such as the content encoding header for
compression) are sent to the Web server. If your Web server is not HTTP 1.1-compliant,
but it can handle a few HTTP 1.1 fields, you should enable this option.

¢ If your Web server can handle only HTTP 1.0 headers, you should not enable this option.

To enable SSL connections between the proxy service and its Web servers, select Connect
Using SSL. For configuration information for this option, Web Server Trusted Root, and SSL
Mutual Certificate, see Section 14.4, “Configuring SSL between the Proxy Service and the
Web Servers,” on page 244.

In the Connect Port field, specify the port that the Access Gateway should use to communicate
with the Web servers. The following table lists some default port values for common types of
Web servers.

Server Type Non-Secure Port Secure Port
Web server with HTML content 80 443

SSL VPN 8080 8443
WebSphere* 9080 9443
JBoss* 8080 8443

To control how idle and unresponsive Web server connections are handled and to optimize
these processes for your network, select TCP Connect Options. For more information, see
Section 13.6.2, “Configuring TCP Connect Options for Web Servers,” on page 235.

To add a Web server, click New in the Web Server List and specify the IP address or the fully
qualifier DNS name of the Web server.

The Web servers added to this list must contain identical Web content. Configuring your
system with multiple servers with the same content adds fault tolerance and increases the speed
for processing requests. For more information about this process, see Section 17.1, “Setting Up
a Group of Web Servers,” on page 294.

To delete a Web server, select the Web server, then click Delete.

This deletes the Web server from the list so that the Access Gateway no longer sends requests
to the deleted Web server. At least one Web server must remain in the list. You must delete the
proxy service to remove the last server in the list.

To save your changes to browser cache, click OK.

To apply your changes, click the Access Gateways link, then click Update > OK.

13.4 Configuring Protected Resources

A protected resource configuration specifies the directory (or directories) on the Web server that you
want to protect. The protected resource configuration specifies the authorization contract and the
policies that should be used to enforce protection. The authentication contract and the policies
(Authorization, Identity Injection, and Form Fill) enable the single sign-on environment for the user.
The type of protections a resource requires depends upon the resource, the Web server, and the
conditions you define for the resource.

You can select from the following types of protection:
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Authentication Contract: Specifies the type of credentials the user must use to log in (such as
name and password or secure name and password). You can select None for the contract, which
allows the resource to be a public resource, with no login required.

Authorization Policy: Specifies the conditions a user must meet to be allowed access to a protected
resource. You define the conditions, and the Access Gateway enforces the Authorization policies.
For example, you can assign roles to your users, and use these roles to grant and deny access to
resources.

Identity Injection Policy: Specifies the information that must be injected into the HTTP header. If
the Web application has been configured to look for certain fields in the header and the information
cannot be found, the Web application determines whether the user is denied access or redirected.
The Web application defines the requirements for Identity Injection. The Identity Injection policies
allow you to inject the required information into the header.

Form Fill Policy: Allows you to manage forms that Web servers return in response to client
requests. Form fill allows you to prepopulate fields in a form on first login and then securely save
the information in the completed form to a secret store for subsequent logins. The user is prompted
to reenter the information only when something changes, such as a password.

These policies allow you to design a custom policy for each protected resource:

+ Resources that share the same protection requirements can be configured as a group. You set up
the policies, and then add the URLSs of each resource that requires these policies.

+ A resource that has specialized protection requirements can be set up as a single protected
resource. For example, a page that uses Form Fill is usually set up as a single protected
resource.

This section describes the following tasks:

¢ Section 13.4.1, “Setting Up a Protected Resource,” on page 208

*

Section 13.4.2, “Assigning an Authorization Policy to a Protected Resource,” on page 210

*

Section 13.4.3, “Assigning an Identity Injection Policy to a Protected Resource,” on page 211

*

Section 13.4.4, “Assigning a Form Fill Policy to a Protected Resource,” on page 213

*

Section 13.4.5, “Assigning a Policy to Multiple Protected Resources,” on page 214

13.4.1 Setting Up a Protected Resource

To configure a protected resource:

1 Click Access Gateways > Edit > [Name of Reverse Proxy] > [Name of Proxy Service] >
Protected Resources.

2 Either click the name of an existing resource or click New, then specify a display name for the
resource.
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Authorization | ldentity Injection | Form Fill

Protected Resource: basic

Description:

Contract: | [Mone] V|

URL Path List

Mew.., | Delete 1 item(z)
[] URL Path

O~

3 (Optional) Specify a description for the protected resource. You can use it to briefly describe
the purpose for protecting this resource.

4 Select the type of contract, which determines the information a user must supply for
authentication. By default, the Administration Console allows you to select from the following
contracts and options when specifying whether a resource requires an authentication contract:

+ None: If you want to allow public access to the resource and not require an authentication
contract, select None.

+ Any Contract: If the user has authenticated, allows any contract defined for the Identity
Server to be valid, or if the user has not authenticated, prompts the user to authenticate,
using the default contract assigned to the Identity Server configuration.

+ Name/Password - Basic: Specifies basic authentication over HTTP, using a standard
login pop-up provided by the Web browser.

+ Name/Password - Form: Specifies a form-based authentication over HTTP, using the
Access Manager login form.

+ Secure Name/Password - Basic: Specifies basic authentication over HTTPS, using a
standard login pop-up provided by the Web browser.

¢ Secure Name/Password - Form: Specifies a form-based authentication over HTTPS,
using the Access Manager login form.

You can configure other types of contracts. For more information, see Section 8.4,
“Configuring Authentication Contracts,” on page 111.

If these default contracts are not available, you have not configured a relationship between the
Access Gateway and the Identity Server. See Section 13.1, “Creating a Reverse Proxy and
Proxy Service,” on page 200.

5 Configure the URL Path.

The default path is /*, which indicates everything on the Web server. Modify this if you need to
restrict access to a specific directory on your Web server. If you have multiple directories on
your Web server that require the same authentication contract and access control, add each
directory as a URL path.

¢ New: To add a path, click New, specify the path, then click OK. For example, to allow
access to all the pages in the public directory on the Web server, specify the following
path:

/public/*
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*

*

To allow access to all the files in a directory, but not to the subdirectories and their files,
specify the following:

/?

/public/?

The /2 allows access to the root directory, but not the subdirectories. The /public/?
allows access to the files in the public directory, but not the subdirectories.

To use this protected resource to protect a single page, specify the path and the filename.
For example, to protect the 1ogin.html page in the /1ogin directory, specify the
following:

/login/login.html

This is the type of URL path you want to specify when you create a Form Fill policy for a
protected resource. The URL Path List normally contains only this one entry. If you have
multiple pages that the Form Fill policy applies to, list each one separately in the list. For
optimum speed, you want the Access Gateway to be able to quickly identify the page and
not search other pages to see if the policy applies to them.

IMPORTANT: URL paths are case insensitive. If your Web server has two paths
(/public/current and /public/Current),a URL pathof /public/current
matches both.

Modify: To modify a path, click the path link, then modify the URL Path.
Delete: To delete a path, select the path, then click Delete.

6 Click OK.

7 In the Protected Resource List, ensure that the protected resource you created is enabled.

8 (Optional) To add policies for protecting this resource, continue with one of the following:

*

*

*

*

“Assigning an Authorization Policy to a Protected Resource” on page 210
“Assigning an Identity Injection Policy to a Protected Resource” on page 211
“Assigning a Form Fill Policy to a Protected Resource” on page 213

“Assigning a Policy to Multiple Protected Resources” on page 214

9 To apply your changes, click the Access Gateways link, then click Update > OK.

13.4.2 Assigning an Authorization Policy to a Protected
Resource

An Authorization policy specifies conditions that a user must meet in order to access a resource. The
Access Gateway enforces these conditions. The policy can specify the criteria a user must meet
either to allow access or to deny access.

1 Click Access Gateways > Edit > [Name of Reverse Proxy] > [Name of Proxy Service] >
Protected Resources > [Name of Protected Resource] > Authorization.
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Authorization Policy List

Manage Policies | Enable | Disable
[] Mame Enabled Policy Container Description

D deny but manaser auth v Mazter_Container

Serveris) must be updated before changes made on this panelwill be uzed, See Configuration Panel for summary of
changes,

0K | Cancel |

The Authorization Policy List contains all the Access Gateway Authorization policies that have
been created on this Administration Console.

2 Select one of the following:
+ To enable an existing policy, select the policy, then click Enable. Continue with Step 4.
+ To disable an existing policy, select the policy, then click Disable. Continue with Step 4.

+ To edit an existing policy, click the name of the policy. Remember that policies can be
assigned to multiple protected resources. If you modify the policy, you are also affecting
how this policy protects those resources. For configuration information, see Section 28.2,
“Creating Access Gateway Authorization Policies,” on page 420.

When you have completed your policy modifications, continue with Step 4.

+ To create a new policy, click Manage Policies. On the Policies page, click New, specify a
display name, select Access Gateway: Authorization as the type, then click OK. For
configuration information, see Section 28.2, “Creating Access Gateway Authorization
Policies,” on page 420.

When you have created your policy, continue with Step 3.
3 To enable the policy you just created, select the policy, then click Enable.

Only the policies that are enabled are applied to this resource. All available Authorization
policies are listed. If you use the same policy for multiple protected resources, use the policy
description field to indicate this.

4 To save your changes to browser cache, click OK.

5 To apply the changes, click the Access Gateways link, then click Update > OK.

13.4.3 Assigning an ldentity Injection Policy to a Protected
Resource

The Web application defines the requirements for Identity Injection. If a Web application has been
configured to look for certain fields in the header and the information cannot be found, the Web
application determines whether the user is denied access, granted access, or redirected. You
configure an Identity Injection policy to inject into the HTTP header the information that the Web
application requires.

1 Click Access Gateways > Edit > [Reverse Proxy Name] > [Name of Proxy Service] >
Protected Resources > [Name of Protected Resource] > Identity Injection.
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Identity Injection Policy List

fhanage Policies | Enable | Disable

[] Mame Enabled Policy Container Description

[] cred ii master_Container

[] custom i mazter_Container

[ s5LWPM Default Master_Container

[] cbm-ii Master_Container
Server(s) must be updated before changes made on this panelwill be used, See Configuration Panel for summary of
changes,

0K | Cancel |

The Identity Injection Policy List contains all the Identity Injection policies that have been
created on this Administration Console.

2 Select one of the following:

¢ To enable an existing policy, select the policy, then click Enable. Only the policies that are
enabled are applied to this resource. Continue with Step 4.

+ To disable an existing policy, select the policy, then click Disable. Continue with Step 4.

+ To edit an existing policy, click the name of the policy. Remember that policies can be
assigned to multiple protected resources. If you modify the policy, you are also affecting
how this policy protects those resources. For configuration information, see Chapter 29,
“Creating Identity Injection Policies,” on page 467.

When you have finished your policy modifications, continue with Step 4.

¢ To create a new policy, click Manage Policies. On the Policies page, click New, specify a
display name, select Access Gateway: Identity Injection as the type, then click OK. For
configuration information, see Chapter 29, “Creating Identity Injection Policies,” on
page 467.

When you have created your policy, continue with Step 3.
3 To enable the policy you just created, select the policy, then click Enable.

Only the policies that are enabled are applied to this resource. All available Identity Injection
policies are listed. If you use the same policy for multiple protected resources, use the policy
description field to indicate this.

4 To save your changes to browser cache, click OK.

5 To apply your changes, click the Access Gateways link, then click Update > OK.

IMPORTANT: If you enable an Identity Injection policy for a protected resource that has been
assigned to use a contract that does not prompt the user for a password and the Identity Injection
policy injects the user’s password, single sign-on cannot be enabled because the password is not
available. To enable single sign-on, you need to use an authentication class that retrieves the user’s
password and injects it into the user’s credentials when the user authenticates using a non-password
method such as X509, Radius, smart card, or Kerberos. For information about such a class and how
to download and configure it, see Access Management Authentication Class Extension to Retrieve
Password for Single Sign-on (http://www.novell.com/communities/node/4556).
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13.4.4 Assigning a Form Fill Policy to a Protected Resource

Some client requests cause the Web server to return a form. Sometimes this form contains a request
to log in. If you create a Form Fill policy, you can have the Access Gateway fill in the form. When a
user first logs in, the Access Gateway prepopulates some fields and prompt the users for the others.
The Access Gateway securely saves the information, so that on subsequent logins, the Access
Gateway can fill in the form. The user is only prompted to fill in the form when something changes,
such as a password expiring.

Form Fill uses two components: the HTML form and the Form Fill policy. The HTML form is
created with HTML tags and consists of form elements such as fields, menus, check boxes, and
buttons. The Form Fill policy is created by specifying the following:

+ Which information is entered automatically and not displayed to the user.

+ Which information is displayed so that the user, at least the first time, can enter the information.

+ What is done with the information (for example, is it saved so that the user doesn't need to enter
it when accessing the form again).

You must create the policy before you can assign it to a resource (see Chapter 30, “Creating Form
Fill Policies,” on page 481). To assign a Form Fill policy to a protected resource:

1 In the Administration Console, click Access Manager > Access Gateways > Edit > [Reverse
Proxy Name] > [Name of Proxy Service] > Protected Resources > [Name of Protected
Resource].

2 Examine the entries in the URL Path List.

Ideally, the URL to which you are assigning a Form Fill policy should be a single HTML page
or a few HTML pages. If at all possible, it should not be a URL that ends in a wildcard (for
example, an asterisk) and therefore matches many pages.

WARNING: When the URL ends in a wildcard, the Access Gateway must search each page
that matches the URL and check to see if it contains the form. This adds extra processing
overhead for all the pages that match the URL, but do not contain the form. For more
information on the performance problems this can cause, see Section , “Creating a Form
Matching Rule,” on page 488.

3 (Conditional) If the URL is not specific, click the name of the path and modify it.
4 Click Form Fill.

Manage Policies | Enable | Dizable

[] Hame Enabled Policy Container Description

[] gimple ff Mazter_Container

Serveris) must be updated before changes made on this panel will be used, 5See Configuration Panel for summary of
changes.

0K | Cancel |

The Form Fill Policy List contains all the Form Fill policies that have been created on this
Administration Console.

Configuring the Access Gateway to Protect Web Resources

213



5 Select one of the following:

+ To enable an existing policy, select the policy, then click Enable. Only the policies that are
enabled are applied to this resource. Continue with Step 7.

+ To disable an existing policy, select the policy, then click Disable. Continue with Step 7.

+ To edit an existing policy, click the name of the policy. Remember that policies can be
assigned to multiple protected resources. If you modify the policy, you are also affecting
how this policy protects those resources. For configuration information, see Chapter 30,
“Creating Form Fill Policies,” on page 481.

When you have finished the policy modifications, continue with Step 7.

+ To create a new policy, click Manage Policies. On the Policies page, click New, specify a
display name, select Access Gateway: Form Fill as the type, then click OK. For
configuration information, see Chapter 30, “Creating Form Fill Policies,” on page 481.

When you have created your new policy, continue with Step 6.
6 To enable the policy you just created, select the policy, then click Enable.

Only the policies that are enabled are applied to this resource. All available Form Fill policies
are listed. If you use the same policy for multiple protected resources, use the policy
description field to indicate this.

7 To save your changes to browser cache, click OK.

8 To apply your changes, click the Access Gateways link, then click Update > OK.

IMPORTANT: If you enable a Form Fill policy for a protected resource that has been assigned to
use a contract that does not prompt the user for a password and the Form Fill policy contains a field
for the user’s password, single sign-on cannot be enabled because the password is not available. To
enable single sign-on, you need to use an Authentication class that retrieves the user’s password and
injects it into the user’s credentials when the user authenticates using a non-password method such
as X509, Radius, smart card, or Kerberos. For information about such a class and how to download
and configure it, see Access Management Authentication Class Extension to Retrieve Password for
Single Sign-on (http://www.novell.com/communities/node/4556).

13.4.5 Assigning a Policy to Multiple Protected Resources

If you have created multiple protected resources that need to be protected by the same policy or
policies, you can use the policy view to assign a policy to multiple protected resources. The one
limitation is that the protected resources must belong to the same proxy service.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > [Reverse
Proxy Name] > [Name of Proxy Service] > Protected Resources.

2 Select the Policy View.
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Policy List

MHame Type Policy Container Used By
Innerweb Identity Injection fAccess Gateway: ldentity Injection Innerweb Third Party, ... (4
Innetrweb Login focess Gateway: Form Fill Inne rweb one

Partners auth hccess Gateway: Autharization Innerweb Partners

Third Party auth hocess Gateway: duthorization Inne rweb Third Party

3 Select the Used By link of the policy you want to assign to multiple resources.

Palicy: Innerweb_ldentity_Injection

Policy Container:  Innerweb

EnablefDizable thiz Policy on the Protected Resources defined for this Proxy Service,

Protected Resource Policy Usape List

Emable | [Dizable
Hame Enabled Description

Human Resources
Innerweb Genetral

Partners

O oo ol

Third Party

The Policy and Policy Container fields identify the policy. The Protected Resource Policy
Usage List displays the protected resources defined for this proxy service and indicates which
resources the policy has been enabled on.

4 To enable the policy for multiple resources, either select them one by one or click Name to
select all of them, then click Enable. To disable a policy for a resource, select the resource, then
click Disable.

5 To save your changes to browser cache, click OK.

6 To apply your changes, click the Access Gateways link, then click Update > OK.

13.5 Configuring HTML Rewriting

Access Gateway configurations generally require HTML rewriting because the Web servers are not
aware that the Access Gateway machine is obfuscating their DNS names. URLSs contained in their
pages must be checked to ensure that these references contain the DNS names that the client browser
understands. On the other end, the client browsers are not aware that the Access Gateway is
obfuscating the DNS names of the resources they are accessing. The URL requests coming from the
client browsers that use published DNS names must be rewritten to the DNS names that the Web
servers expect. Figure 13-3 illustrates these processes.
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Figure 13-3 HTML Rewriting
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Repl <HTML> <HTML>
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</HTML> </HTML>
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The following sections describe the HTML rewriting process:

¢ Section 13.5.1, “Understanding the Rewriting Process,” on page 216

¢ Section 13.5.2, “Specifying the DNS Names to Rewrite,” on page 218

¢ Section 13.5.3, “Defining the Requirements for the Rewriter Profile,” on page 220
¢ Section 13.5.4, “Configuring the HTML Rewriter and Profile,” on page 227

¢ Section 13.5.5, “Disabling the Rewriter,” on page 231

13.5.1 Understanding the Rewriting Process

The Access Gateway needs to rewrite URL references under the following conditions:
¢ To ensure that URL references contain the proper scheme (HTTP or HTTPS).

If your Web servers and Access Gateway machines are behind a secure firewall, you might not
require SSL sessions between them, and only require SSL between the client browser and the
Access Gateway. For example, an HTML file being accessed through the Access Gateway for
the Web site novell.com might have a URL reference to http://novell.com/path/imagel.jpg. If
the reverse proxy for novell.com/path is using SSL sessions between the browser and Access
Gateway, the URL reference http://novell.com/path/imagel.jpg must be rewritten to https://
novell.com/path/imagel .jpg. Otherwise, when the user clicks this link, the browser bounces
between HTTP and HTTPS to establish a new SSL session.

¢ To ensure that URL references containing private IP addresses or private DNS names are
changed to the published DNS name of the Access Gateway or hosts.

For example, suppose that a company has an internal Web site named data.com, and wants to
expose this site to Internet users through the Access Gateway using a published DNS name of
novell.com. Many of the HTML pages on this Web site have URL references that contain the
private DNS name, such as http://data.com/imagel.jpg. Because Internet users are unable to
resolve data.com/imagel.jpg, links using this URL reference would return DNS errors in the
browser.

The HTML rewriter can resolve this issue. The DNS name field in the Access Gateway
configuration is set to novell.com, which users can resolve through a public DNS server to the
Access Gateway. The rewriter parses the Web page, and any URL references matching the
private DNS name or private IP address listed in the Web server address field of the Access
Gateway configuration are rewritten to the published DNS name novell.com and the port
number of the Access Gateway.
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Rewriting URL references addresses two issues: 1) URL references that are unreachable
because of the use of private DNS names or IP addresses are now made accessible and 2)
Rewriting prevents the exposure of private IP addresses and DNS names that might be sensitive
information.

¢ To ensure that the Host header in incoming HTTP packets contains the name understood by the
internal Web server.

Using the example in Figure 13-3 on page 216, suppose that the internal Web server expects all
HTTP or HTTPS requests to have the Host field set to data.com. When users send requests
using the published DNS name novell.com/path, the Host field of the packets in those requests
received by the Access Gateway is set to novell.com. The Access Gateway can be configured
to rewrite this public name to the private name expected by the Web server by setting the Web
Server Host Name option to data.com. Before the Access Gateway forwards packets to the Web
server, the Host field is changed (rewritten) from novell.com to data.com. For information
about configuring this option, see “Configuring the Web Servers of a Proxy Service” on

page 205.

The rewriter searches for URLs in the following HTML contexts. They must meet the following
criteria to be rewritten:

Context Criteria

HTTP Headers Qualified URL references occurring within certain types of HTTP response
headers such as Location and Content-Location are rewritten. The Location
header is used to redirect the browser to where the resource can be found. The
Content-Location header is used to provide an alternate location where the
resource can be found.

JavaScript Within JavaScript*, absolute references are always evaluated for rewriting.
Relative references (such as index.html) are not attempted. Absolute paths
(such as /docs/file.html) are evaluated if the page is read from a path-
based multi-homing Web server and the reference follows an HTML tag. For
example, the string href="/docs/file.html’ is rewritten if /docs is a
multi-homing path that has been configured to be stripped.

HTML Tags URL references occurring within the following HTML tag attributes are
evaluated for rewriting:
action archive background
base borderimage cite
code codebase data
dynscr href longdesc
lowsrc onclick pluginspage
src usemap
References An absolute reference is a reference that has all the information needed to

locate a resource, including the hostname, such as http://
internal.web.site.com/index.html. The rewriter always attempts to
rewrite absolute references.

The rewriter attempts to rewrite an absolute path when it is the multi-homing
path of a path-based multi-homing service. For example, /docs/filel.html
is rewritten if /docs is a multi-homing path that has been configured to be
stripped.

Relative references are not rewritten.
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Context Criteria

Query Strings URL references contained within query strings can be configured for rewriting
on path-based multi-homing proxy services.

Post Data URL references specified in Post Data can be configured for rewriting on path-
based multi-homing proxy services.

13.5.2 Specifying the DNS Names to Rewrite

The rewriter parses and searches the Web content that passes through the Access Gateway for URL
references that qualify to be rewritten. URL references are rewritten when they meet the following
conditions:

¢ URL references containing DNS names or IP addresses matching those in the Web server
address list are rewritten with the Published DNS Name.

¢ URL references matching the Web Server Host Name are rewritten with the Published DNS
Name.

¢ URL references matching entries in the Additional DNS Name List of the host are rewritten
with the Published DNS Name. The Web Server Host Name does not need to be included in this
list.

¢ The DNS names in the Exclude DNS Name List specify the names that the rewriter should skip
and not rewrite.

The following sections describe the conditions to consider when adding DNS names to the lists:

¢ “Determining Whether You Need to Specify Additional DNS Names” on page 218
¢ “Determining Whether You Need to Exclude DNS Names from Being Rewritten” on page 219

Determining Whether You Need to Specify Additional DNS Names

Sometimes Web pages contain URL references to a host name that does not meet the default criteria
for being rewritten. That is, the URL reference does not match the Web Server Host Name or any
value (IP address) in the Web Server List. If these names are sent back to the client, they are not
resolvable. Figure 13-4 illustrates a scenario that requires an entry in the Additional DNS Name List.

Figure 13-4 Rewriting a URLs for Web Servers

Web Servers
Firewall
graphics.com

Browsers
I\I Access
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Request
! P> ! data.com

novell.com

HTML Page: Source HTML Page: Source

<HTML>
<img src=http://novell.com/image1.jpg/>
<img src=http://novell.com/image2.jpg/>
</HTML>

<HTML>
Reply |  <img src=http://data.com/image1.jpg/>
<img src=http://graphics.com/image2.jpg/>
</HTML>
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The page on the data.com Web server contains two links, one to an image on the data.com server
and one to an image on the graphics.com server. The link to the data.com server is automatically
rewritten to novell.com, when rewriting is enabled. The link to the image on graphics.com is not
rewritten, until you add this URL to the Additional DNS Name List. When the link is rewritten, the
browser knows how to request it, and the Access Gateway knows how to resolve it.

You need to include names in this list if your Web servers have the following configurations:

¢ Ifyou have a cluster of Web servers that are not sharing the same DNS name, you need to add
their DN'S names to this list.

¢ [f your Web server obtains content from another Web server, the DNS name to this additional
Web server needs to rewritten.

+ [fthe Web server listens on one port (for example, 80), and redirects the request to a secure port
(for example, 443). The response to the user comes back on https://<DNS name>:443. This
does not match the request which was sent on http://<DNS name>:80. If you add the DNS
name to the list, the response can be sent in the format that the user expects.

¢ [fan application is written to use a private host name. For example, assume that an application
URL reference contains the host name of home (http://home/index.html). This host
name would need to be added to the Additional DNS Name List.

¢ Ifyou enable the Forward Received Host Name option on your path-based multi-homing
service and your Web server is configured to use a different port, you need to add the DNS
name with the port to the Additional DNS Name List.

For example, if the public DNS name of the proxy service is www.mylag.com, the path for the
path-based multi-homing service is /sales, and the Web server port is 801, the following DNS
name needs to be added to the Additional DNS Name List of the /sales service:

http://www.mylag.com:801

When you enter a name in the list, it can use any of the following formats:
DNS name

host name

IP address

scheme://DNS_name

scheme://IP_address

scheme://DNS_ name:port

scheme://IP address:port

For example:
HOME

https://www.backend.com
https://10.10.15.206:444

These entries are not case sensitive.

Determining Whether You Need to Exclude DNS Names from Being Rewritten

If you have two reverse proxies protecting the same Web server, the rewriter correctly rewrites the
references to the Web server so that browser always uses the same reverse proxy. In other words, if
the browser requests a resource using acme.com.uk, the response is returned with references to
acme.com.uk and not acme.com.usa. If you have a third reverse proxy protecting a Web server, the
rewriting rules can become ambiguous. For example, consider the configuration illustrated in Figure
13-5.
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Figure 13-5 Excluding URLs
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server because this Web server has two published DNS names (novell.com.uk and novell.com.usa).
The rewriter could use either of these names to rewrite references to product.com.
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¢ If you want all users coming through novell.com.mx to use the novell.com.usa proxy, you need
to block the rewriting of product.com to novell.com.uk. On the HTLM Rewriting page of the
reverse proxy for novell.com.uk, add product.com and any aliases to the Exclude DNS Name
List.

¢ Ifyou do not care which proxy is returned in the reference, you do not need to add anything to
the Exclude DNS Names List.

13.5.3 Defining the Requirements for the Rewriter Profile

An HTML rewriter profile allows you to customize the rewriting process and specify which profile
is selected to rewrite content on a page. This section describes the following features of the rewriter
profile:

+ “Types of Rewriter Profiles” on page 220

+ “Page Matching Criteria for Rewriter Profiles” on page 221

+ “Possible Actions for Rewriter Profiles” on page 222

+ “String Replacement Rules for Word Profiles” on page 224

¢ “String Replacement Rules for Character Profiles” on page 225

+ “Using $path to Rewrite Paths in JavaScript Methods, Parameters, or Variables” on page 226

Types of Rewriter Profiles
The Access Gateway allows you to define two types of profiles:

+ “Word Profile” on page 221
¢ “Character Profile” on page 221
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Word Profile

A Word profile searches for matches on words. For example, “get” matches the word “get” and any
word that begins with “get” such as “getaway” but it does not match the “get” in “together” or
“beget.”

The Access Gateway has a default Word profile. It is not specific to a reverse proxy or its proxy
services. When you modify its behavior, remember its scope.

If you enable HTML rewriting, but do not define a Word profile for the proxy service, the default
Word profile is used. This profile is preconfigured to rewrite the Web Server Host Name and any
other names listed in the Additional DNS Name List. The preconfigured profile matches all URLs
with the following content-types:

text/html text/javascript
text/xml application/javascript
text/css application/x-javascript

If this default behavior does not match your requirements for a particular page, create your own
Word profile and position it before the default profile in the list of profiles. Only one Word profile is
applied per page. The first Word profile that matches the page is applied. Profiles lower in the list
are ignored.

For information about how strings are replaces in a Word profile, see the following:
+ “String Replacement Rules for Word Profiles” on page 224

+ “Using $path to Rewrite Paths in JavaScript Methods, Parameters, or Variables” on page 226

Character Profile

2

A Character profile searches for matches on a specified set of characters. For example, “top
matches the word “top” and the “top” in “tabletop,” “stopwatch,” and “topic.”

If need functionality not provided by the default profile, create a Character profile. If you create
multiple Character profiles, order is important. The first Character profile that matches the page is
applied. Profiles lower in the list are ignored.

For information on how strings are replaced in a Character profile, see “String Replacement Rules
for Character Profiles” on page 225.

Page Matching Criteria for Rewriter Profiles
You specify the following matching criteria for selecting the profile:

+ The URLSs to match
* The URLs that cannot match

¢ The content types to match
You use the Requested URLs to Search section of the profile to set up the matching policy.

URLSs: The URLs specified in the policy should use the following formats:
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Sample URL Description

http://www.a.com/content Matches pages only if the request URL does not
contain a trailing slash.

http://www.a.com/content/ Matches pages only if the request URL does
contain a trailing slash.

http://www.a.com/content/index.html Matches only this specific file.

http://www.a.com/content/* Matches the request URL whether or notit has a
trailing slash and matches all files in the
directory.

http://www.a.com/* Matches the proxy service and everything it is
protecting.

You can specify two types of URLSs. In the If Requested URL Is list, you specify the URLs of the
pages you want this profile to match. In the And Requested URL Is Not list, you specify the URLs
you don’t want this profile to match. You can use the asterisk wildcard for a URL in the If Requested
URL Is list that matches pages you really don’t want this profile to match, then use a URL in the And
Requested URL Is Not list to exclude them from matching. If a page matches both a URL in the If
Requested URL Is list and in the And Requested URL Is Not list, the profile does not match the page.

For example, you could specify the following URL in the If Requested URL Is list:
http://www.a.com/*

You could then specify the following URL in the And Requested URL Is Not list:
http://www.a.com/content/*

These two entries cause the profile to match all pages on the www.a.com Web server except for the
pages in the /content directory and its subdirectories.

IMPORTANT: If nothing is specified in either of the two lists, the profile skips the URL matching
requirements and uses the content-type to determine if a page matches.

Content-Type: In the And Document Content-Type Is section, you specify the content-types you
want this profile to match. To add a new content-type, click New and specify the name such as
text/dns. Search your Web pages for content-types to determine if you need to add new types.
To add multiple values, enter each value on a separate line.

Regardless of content-type, the page matches if the file extensionis html, htm, shtml,
Jhtml, asp, or jsp.
Possible Actions for Rewriter Profiles

The rewriter action section of the profile determines the actions the rewriter performs when a page
matches the profile. Select from the following:

+ Strip Path Actions

¢ Enabling or Disabling Rewriting

+ Replacing URLSs in JavaScript Variables and HTML Attributes
¢ Replacing URLs in Java Methods
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+ String Replacement

Strip Path Actions: A profile might require the strip path options if the proxy service has the
following characteristics:

¢ [t is a path-based multi-homing proxy.
¢ The Remove Path on Fill option has been enabled.
¢ URLs appear in query strings or Post Data.

If your profile needs to match pages from this type of proxy server, you might need to enable the
Strip Path from Query String and Strip Path from Post Data options.

The strip path options are not available for a Character profile. If the proxy service is not a path-
based multi-homing proxy, the strip path options have no effect.

Enabling or Disabling Rewriting: The Enable Rewriter Actions option determines whether the
rewriter performs any actions:

¢ Select the option to have the rewriter rewrite the references and data on the page.

+ Leave the option unselected to disable rewriting. This allows you to create a profile for the
pages you do not want rewritten.

Replacing URLs in JavaScript Variables and HTML Attributes: The Variable and Attribute
Name list allows you to specify the HTML attributes or JavaScript variables that you want searched
for DNS names that might need to be rewritten. For the list of HTML attribute names that are
automatically searched, see “HTML Tags” on page 217. You might want to add the following
attributes:

¢ value: This attribute enables the rewriter to search the <param> elements on the HTML page
for value attributes and rewrite the value attributes that are URL strings.

If you need more granular control (some need to be rewritten but others do not) and you can
modify the page, see “Disabling with Page Modifications” on page 232.

¢ formvalue: This attribute enables the rewriter to search the <form> element on the HTML
page for <input>, <button>, and <option> elements and rewrite the value attributes that
are URL strings. For example, if your multi-homing path is /test and the form line is
<input name="navUrl" type="hidden" wvalue="/IDM/portal/cn/
GuestContainerPage/656gwmail">, this line would be rewritten to the following
value before sending the response to the client:
<input name="navUrl" type="hidden" value="/test/IDM/portal/cn/
GuestContainerPage/656gwmail">

The formvalue attribute enables the rewriting of all URLSs in the <input>, <button>, and
<option> elements in the form. If you need more granular control (some need to be rewritten
but others do not) and you can modify the form page, see “Disabling with Page Modifications”
on page 232.

This option is not available for a Character profile.

Replacing URLSs in Java Methods: The And JavaScript Method to Search for Is list allows you to
specify the Java methods to search to see if their parameters contain a URL string.

This option is not available for a Character profile.
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String Replacement: The Additional Strings to Replace list allows you to search for a string and
replace it.

When defining a rewriter profile, you should try to put all the string actions into the Word profile.
When a Word profile and a Character profile both match the same URL, you need to ensure that
they do not contain search and replace actions for overlapping strings. The results of such actions
are unpredictable.

For example, if your Word profile has an action to search for Dood1e and replace this string with
Artwork and your Character profile has an action to search for Doo and replace this string with
Zoo, the results are unpredictable. If you place both search and replace actions in the Word profile,
the results are predictable.

For the rules and tokens that can be used in the search strings, see the following:

¢ “String Replacement Rules for Word Profiles” on page 224
+ “String Replacement Rules for Character Profiles” on page 225

For information on how the Additional Strings to Replace list can be used to reduce the number of
Java methods you need to list, see “Using $path to Rewrite Paths in JavaScript Methods,
Parameters, or Variables” on page 226.

String Replacement Rules for Word Profiles

In a Word profile, a string matches all paths that start with the characters in the specified string. For

example:
Search String Matches This String Doesn’t Match This String
/path /path /mypath

/pathother

/path/other

/path.html

You can use the following special tokens to modify the default matching rules:

¢ [w] to match one white space character

¢ [ow] to match 0 or more white space characters

¢ [ep] to match a path element in a URL path, excluding words that end in a period
¢ [ew] to match a word element in a URL path, including words that end in a period
¢ [oa] to match one or more alphanumeric characters

White Space Tokens: You use the [w] and the [ow] tokens to specify where white space might
occur in the string. For example:

[ow]my[w]string[w]to[w]replace[ow]

If you don’t know, or don’t care, whether the string has zero or more white characters at the
beginning and at the end, use [ow] to specify this. The [w] specifies exactly one white character.

Path Tokens: You use the [ep] and [ew] tokens to match path strings. The [ep] token can be used to
match the following types of paths:
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Search String Matches This String Doesn’t Match This String

/pathlep] /path /path.html

/home/path/other /home/pathother

The [ew] token can be used to match the following types of paths:

Search String Matches This String Doesn’t Match This String
/pathlew] /path.html /paths
/home/path

Name Tokens: You use the [oa] token to match function or parameter names that have a set string
to start the name and end the name, but the middle part of the name is a computer-generated
alphanumeric string. For example, the [oa] token can be used to match the following types of names:

Search String Matches This String Doesn’t Match This String

javaFunction-[oa]( javaFunction-1234a56() javaFunction()

javaFunction-a()

String Replacement Rules for Character Profiles

When you configure multiple strings for replacement, the rewriter uses the following rules for
determining how characters are replaced in strings:

¢ String replacement is done as a single pass.

¢ String replacement is not performed recursively. Suppose you have listed the following search
and replacement strings:
DOG to be replaced with CAT
A to be replaced with 0

All occurrences of the string DOG are replaced with CAT, regardless of whether it is the word
DOG or the word DOGMA. Only one replacement pass occurs. The rewritten CAT is not
replaced with COT.

+ Because string replacement is done in one pass, the string that matches first takes precedence.
Suppose you have listed the following search and replacement strings:
ABC to be replaced with XYZ
BCDEF to be replaced with POQRSTUVWXYZ
If the original string is ABCDEFGH, the replaced string is XYZDEFGH.

+ [f two specified search strings match the data portion, the search string of longer length is used
for the replacement except for the case detailed above. Suppose you have listed the following
search and replacement strings:

ABC to be replaced with XYZ
ABCDEF to be replaced with PORSTUVWXYZ

If the original string is ABCDEFGH, the replaced string is PQRSTUVWXYZGH.
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Using $path to Rewrite Paths in JavaScript Methods, Parameters, or Variables

You can use the $path token to rewrite paths on a path-based multi-homing service that has the
Remove Path on Fill option enabled. This token is useful for Web applications that require a
dedicated Web server and are therefore installed in the root directory of the Web server. If you
protect this type of application with Access Manager using a path-based multi-homing proxy
service, your clients access the application with a URL that contains a /path value. The proxy service
uses the path to determine which Web server a request is sent to, and the path must be removed from
the URL before sending the request to the Web server.

The application responds to the requests. If it uses JavaScript methods, parameters, or variables to
generate paths to resources, these paths are sent to client without prepending the path for the proxy
service. When the client tries to access the resource specified by the Web server path, the proxy
service cannot locate the resource because the multi-homing path is missing. The figure below
illustrates this flow with the rewriter adding the multi-homing path in the reply.

Figure 13-6 Rewriting with a Multi-homing Path

Firewall &

Browsers

Access
Gateway Web Server

! &> Q inner.com

novell.com
novell.com/inner

Request

HTML Page: Source HTML Page: Source

<HTML> Reply [ <HTML>
<a href="../inner/prices/pricelist.html" class="ulink"> <+— <a href="../prices/pricelist.html" class="ulink">
</HTML> </HTML>

To make sure all the paths generated by JavaScript are rewritten, you must search the Web pages of
the application. You can then either list all the JavaScript methods, parameters, and variables in the
Additional Names to Search for URL Strings to Rewrite with Host Name section of the rewriter
profile, or you can use the $path token in the Additional Strings to Replace section. This token,
which is a shortcut for the multi-homing path, together with the Strip Path from Query String and
Strip Path from Post Data actions, usually can find all the paths that need to rewritten. If nothing
else, it reduces the number of JavaScript methods, parameters, and variables that you otherwise need
to list individually.

To use the $path token, you add a search string and a replace string that uses the token. For example,
if the /prices/pricelist.html page is generated by JavaScript and the multi-homing path for the proxy
service is /inner, you would specify the following stings:

Table 13-1 Search and Replace Strings

Search String Replacement String

/prices $path/prices

This configuration allows the following paths to be rewritten.
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Table 13-2 Rewriting Strings Sent from the Web Server to the Browser

Web Server String Rewritten String for the Browser
Iprices/pricelist.html /inner/prices/pricelist.html
/prices /inner/prices

If the Strip Path from Query String or Strip Path from Post Data option is enabled, the search and
replace strings allow the following paths to be rewritten.

Table 13-3 Rewriting Strings Sent from the Browser to the Web Server

Browser String Rewritten String for the Web Server
/inner/prices/pricelist.html Iprices/pricelist.html
/inner/prices /prices

13.5.4 Configuring the HTML Rewriter and Profile

You configure the HTML rewriter for a proxy service, and these values are applied to all Web
servers that are protected by this proxy service.

To configure the HTML rewriter:

1 In the Administration Console, click Access Manager > Access Gateways > Edit > [Name of
Reverse Proxy] > [Name of Proxy Service] > HTML Rewriting.

Proxy Service | Web Servers SGILEGETTHL T Protected Resources | Logeing |

Enable HT ML Rewriting
Additional DNS Name List

Mews,, | Delete 0 itemiz)
DS Hame
Mo items

Exclude DN5 Name List

Mew,,, | Delete 0 item(z)
DS Hame
MNa items

HTML Rewriter Profile List

Meww... | Delete | Enable | [Disable [i] 1 item(s)
Mame Enabled Search Boundary
v =
default Wiard =

Server(z] must be updated before changes made on this panel will be uzed.

0K | Cancel
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The HTML Rewriting page specifies which DNS names are to be rewritten. The HTML
Rewriter Profile specifies which pages to search for DNS names that need to be rewritten.

2 Select Enable HTML Rewriting.

This option is enabled by default. When it is disabled, no rewriting occurs. When enabled, this
option activates the internal HTML rewriter. This rewriter replaces the name of the Web server
with the published DNS name when sending data to the browsers. It replaces the published
DNS name with the Web Server Host Name when sending data to the Web server. It also makes
sure the proper scheme (HTTP or HTTPS) is included in the URL. This is needed because you
can configure the Access Gateway to use HTTPS between itself and client browsers and to use
HTTP between itself and the Web servers.

3 In the Additional DNS Name List section, click New, specify a DNS that appears on the Web
pages of your server (for example a DNS name other than the Web server’s DNS name), then
click OK.

For more information, see “Determining Whether You Need to Specify Additional DNS
Names” on page 218.

4 1In the Exclude DNS Name List section, click New, specify a DNS name that appears on the
Web pages of your server that you do not want rewritten, then click OK.

For more information, see “Determining Whether You Need to Exclude DNS Names from
Being Rewritten” on page 219.

5 Use the HTML Rewriter Profile List to configure a profile. Select one of the following actions:

+ New: To create a profile, click New. Specify a display name for the profile and select
either a Word or Character for the Search Boundary. Continue with Step 6.

¢+ Word: A Word profile searches for matches on words. For example, “get” matches
the word “get” and any word that begins with “get” such as “getaway” but it does not
match the “get” in “together” or “beget.”

If you create multiple Word profiles, order is important. The first Word profile that
matches the page is executed. Profiles lower in the list are ignored.

¢ Character: A Character profile searches for matches on a specified set of characters.
For example, “top” matches the word “top” and the “top” in “tabletop,” “stopwatch,”
and “topic.”

If you want to add functionality to the default profile, create a Character profile. It
has all the functionality of a Word profile, except searching for attribute names and
Java variables and methods. If you create multiple Character profiles, order is
important. The first Character profile that matches the page is executed. Profiles
lower in the list are ignored.

*

Delete: To delete a profile, select the profile, then click Delete. Continue with Step 13.

*

Enable: To enable a profile, select the profile, then click Enable. Continue with Step 13.

*

Disable: To disable a profile, select the profile, then click Disable. Continue with Step 13.

*

Modify: To view or modify the current configuration for a profile, click the name of the
profile. Continue with Step 6.

The default profile is designed to be applied to all pages protected by the Access Gateway.
It is not specific to a reverse proxy or its proxy services. If you modify its behavior,
remember its scope. Rather than modify the default profile, you should create your own
customized Word profile and enable it
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6 Use the Requested URLs to Search section to set up a policy for specifying the URLs you want

this profile to match.

Requested URLs to Search

If Requested URL Is

[ Content-Type Header

Mewn,, | Delete 0 itemis)
Include LURL
At
And Requested URL Is Mot
Mewe., | Delete 0 itemis)
Exclude URL
Mo items
And Document Content-Type Header Is
Mewn.. | Delete | Restore Defaults 4 itemiz)

[ textihtml fdefoutd]
[ textixml fdefauis]
[ texticss [defouid]
[ textsjawascript fdefauis]

|:| application fjavascript fodefould)

|:| application fx-javascript idefouis}

Fill in the following fields:

If Requested URL Is: Specify the URLs of the pages you want this profile to match. Click
New to add a URL to the text box. To add multiple values, enter each value on a separate line.

And Requested URL Is Not: Specify the URLs of pages that this profile should not match. If
a page matches the URL in both the If Requested URL Is list and And Requested URL Is Not
list, profile does not match the page. Click New to add a URL to the text box. To add multiple
values, enter each value on a separate line.

And Document Content-Type Is: Select the content-types you want this profile to match. To
add a new content-type, click New and specify the name such as text /dns. Search your Web
pages for content-types to determine if you need to add new types. To add multiple values,

enter each value on a separate line.

For more information on how to use these options, see “Page Matching Criteria for Rewriter

Profiles” on page 221.

7 Use the Actions section to specify the actions the rewriter should perform if the page matches
the criteria in the Requested URLs to Search section.
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[0 strip Path from Query String
[0 strip Path from Post Data
Enable Rewriter &ctions

Additional Names to Search for URL Strings to Rewrite with Host Name
Variable or Attribute Hame to Search for Is

Mew.,, | Delete 0 itemiz)
Variable or Attribute Name
Mo items

JavaScript Method to Search for Is

Mew... | Delete 0 item(s)
JavaScript Method
Mo items

Additional Strings to Replace

String to Search for Is

Mew... | Delete 0 item(s)
Search Replace With
Mo items

Server(s) must be updated before changes made on this panel will be used. See Configuration Panel for summary of changes.

0K | Cancel |

Configure the following actions:

Strip Path from Query String: (Not available for Character profiles) Select this option to
remove the path from the query string. To use this option, your proxy service must meet the
conditions listed in “Possible Actions for Rewriter Profiles” on page 222.

Strip Path from Post Data: (Not available for Character profiles) Select this option to remove
the path from the Post Data command. To use this option, your proxy service must meet the
conditions listed in “Possible Actions for Rewriter Profiles” on page 222.

Enable Rewriter Actions: Select this action to enable the rewriter to perform any actions:

+ Select it to have the rewriter use the profile to rewrite references and data on the page. If
this option is not selected, you cannot configure the action options.

+ Leave it unselected to disable rewriting. This allows you to create a profile for the pages
you do not want rewritten.

(Not available for Character profiles) If your pages contain JavaScript, use the Additional
Names to Search for URL Strings to Rewrite with Host Name section to specify JavaScript
variables or methods. You can also add HTML attribute names. (For the list of attribute names
that are automatically searched, see “HTML Tags” on page 217.)

Fill in the following fields:

Variable or Attribute Name to Search for Is: Lists the name of an HTML attribute or
JavaScript variable to search to see if its value contains a URL string. Click New to add a name
to the text box. To add multiple values, enter each value on a separate line.

JavaScript Method to Search for Is: Lists the names of Java methods to search to see if their
parameters contain a URL string. Click New to add a method to the text box. To add multiple
values, enter each value on a separate line.
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9 Use the Additional Strings to Replace section to specify a string to search for and specify the
text it should be replaced with. The search boundary (word or character) that you specified
when creating the profile is used when searching for the string.

To add a string, click New, then fill in the following:

Search: Specify the string you want to search for. The profile type controls the matching and
replacement rules. For more information, see one of the following:

+ “String Replacement Rules for Character Profiles” on page 225
+ “String Replacement Rules for Word Profiles” on page 224

* “Using $path to Rewrite Paths in JavaScript Methods, Parameters, or Variables” on
page 226

Replace With: Specify the string you want to use in place of the search string.
10 Click OK.

11 If you have more than one profile in the HTML Rewriter Profile List, use the up-arrow and
down-arrow buttons to order the profiles.

If you create more than one profile, order becomes important. For example if you want to
rewrite all pages with a general rewriter profile (with a URL such as /*) and one specific set of
pages with another rewriter profile (with a URL such as /doc/100506/*), you need to have the
specific rewriter profile listed before the general rewriter profile. Only one Word profile and
one Character profile are executed per page. The first one in the list that matches a page is
executed, and the others are ignored.

12 Enable the profiles you want to use for this protected resource. Select the profile, then click
Enable.

The default profile cannot be disabled. However, it is not executed if you have enabled another
Word profile that matches your pages, and this profile comes before the default profile in the
list.

13 To save your changes to browser cache, click OK.
14 To apply your changes, click the Access Gateways link, then click Update > OK.

15 The cached pages affected by the rewriter changes must be updated on the Access Gateway. Do
one of the following:

+ [fthe changes affect numerous pages, click Access Gateways, select the name of the
server, then click Actions > Purge All Cache.

+ [fthe changes affect only a few pages, you can update them from a browser. Access the
page, then press Ctrl+Shift+Refresh to force a refresh of the page.

13.5.5 Disabling the Rewriter

There are three methods you can use to disable the internal rewriter:

+ “Disabling per Proxy Service” on page 232
+ “Disabling per URL” on page 232
+ “Disabling with Page Modifications” on page 232
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Disabling per Proxy Service

By default, the rewriter is enabled for all proxy services. The rewriter can slow performance because
of the parsing overhead. In some cases, a Web site might not have content with URL references that
need to be rewritten. The rewriter can be disabled on the proxy service that protects that Web site.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > [Name of
Reverse Proxy] > [Name of Proxy Service] > HTML Rewriting.

2 Deselect the Enable HTML Rewriting option, then click OK.

3 To apply your changes, click the Access Gateways link, then click Update > OK.

4 Select the Access Gateway, then click Actions > Purge All Cache > OK.

Disabling per URL

You can also specify a list of URLs that are to be excluded from being rewritten for the selected
proxy service.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > [Name of
Reverse Proxy] > [Name of Proxy Service] > HTML Rewriting.
2 Click the name of the Word profile defined for this proxy service.

If you have not defined a custom Word profile for the proxy service, you might want to create
one. If you modify the default profile, those changes are applied to all proxy services.

3 Inthe And Requested URL Is Not section, click New, then specify the names of the URLs you
do not want rewritten.

Specify each URL on a separate line.
4 Click OK twice

5 Inthe HTML Rewriter Profile List, make sure the profile you have modified is enabled and at
the top of the list, then click OK.

6 To apply your changes, click the Access Gateways link, then click Update > OK.
7 Select the Access Gateway, then click Actions > Purge All Cache > OK.

Disabling with Page Modifications

There are cases when the URLSs in only part of a page or in some of the JavaScript or form can be
rewritten and the rest should not be rewritten. When this is the case, you might need to modify the
content on the Web server. Although this deviates from the design behind Access Manager, you
might encounter circumstances where it cannot be avoided.

You can add the following types of tags to the pages on the Web server:
+ Page Tags
¢ Param Tags
¢ Form Tags

These tags are seen by browsers as a comment mark, and do not show up on the screen (except
possibly on older browser versions).

NOTE: If the pages you modify are cached on the Access Gateway, you need to purge the cache
before the changes become effective.
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Page Tags: In the case where you want only portions of a page rewritten, you can add the following
tags to the page.
<!--NOVELL REWRITER OFF-->

HTML data not to be rewritten

<!--NOVELL REWRITER ON-->

The last tag is optional, and if omitted, it prevents the rest of the page from being rewritten after the
initial tag is encountered.

Param Tags: Sometimes the JavaScript on the page contains <param> elements that contain a
value attribute with a URL. You can enable global rewriting of this attribute by adding value to
the list of variable and attribute names to search for. If you need more control because some URLs
need to be rewritten but others cannot be rewritten, you can turn on and turn off the value
rewriting by adding the following tags before and after the <param> element in the JavaScript.
<!--NOVELL REWRITE ATTRIBUTE ON='value'-->

<param> elements to be rewritten
<!--NOVELL REWRITE ATTRIBUTE OFF='value'-->

<param> elements that shouldn’t be rewritten

Form Tags: Some applications have forms in which the <input>, <button>, and <option>
elements contain a value attribute with a URL. You can enable global rewriting of these attributes
by adding formvalue to the list of variable and attribute names to search for. If you need more
control because some URLs need to be rewritten but others cannot be rewritten, you can turn on and
turn off the formvalue rewriting by adding the following tags before and after the <input>,
<button>, and <option> elements in the form.

<!--NOVELL REWRITE ATTRIBUTE ON='formvalue'-->

<input>, <button>, and <option> elements to be rewritten
<!--NOVELL REWRITE ATTRIBUTE OFF='formvalue'-->

<input>, <button>, and <option> elements that shouldn’t be rewritten

13.6 Configuring Connection and Session Limits

The Access Gateway establishes connections with clients and with Web servers. The Identity Server
establishes the session and sets the session timeout. For most networks, the default values for the
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connection and session limits provide adequate performance, but you can fine-tune the options to
match for your network, its performance requirements, and your users:

*

*

*

*

Section 13.6.1, “Configuring TCP Listen Options for Clients,” on page 234
Section 13.6.2, “Configuring TCP Connect Options for Web Servers,” on page 235
Section 13.6.3, “Configuring Connection and Session Persistence,” on page 237

Section 13.6.4, “Configuring the Session Timeout,” on page 238

13.6.1 Configuring TCP Listen Options for Clients

The TCP listen options allow you to control how idle and unresponsive browser connections are
handled and to optimize these processes for your network. For most networks, the default values
provide adequate performance. If your network is congested and slow, you might want to increase
some of the limits.

1

In the Administration Console, click Access Manager > Access Gateways > Edit > [Name of
Reverse Proxy] > TCP Listen Options.

Enable Persistent Connections
TCP Listen Options
Connection Handshake Timeout: |30 Second(s) (1-120)
Keep Alive Interval: 300 Second(s) (0-1440)
Data Read Timeout: [120 Second(s) (1-3600)
Idle Timeout: [180 Second(s) (1-1800)
Retransmit Limit: [8 {150}

Enable Nagle's Algorithm (Fer Coalescing Packets)

$SL Listen Options

[J Enforce 128-Bit Encryption between Browser and Access Gateway
[ Enforce 128-Bit Encryption between Access Gateway and Web Server

Server(z] must be updated before changes made on this panel will be used, S%ee Configuration Panel for summary of changes.

0K | Cancel |

Select Enable Persistent Connections to allow the Access Gateway to establish a persistent
HTTP connection between the Access Gateway and the browser. Usually, HTTP connections
service only one request and response sequence. A persistent connection allows multiple
requests to be serviced before the connection is closed.

This option is enabled by default.
Specify values for the following fields:

Connection Handshake Timeout: Sets a timeout limit for a connecting device that stops
responding after having initiated the TCP handshake process. If an expected handshake
response is not received from the connecting device in this amount of time, an error occurs.
Setting the value lower might help defend against SYN attacks. The timeout can be set from 1
to 120 seconds. The default is 30 seconds.

Keep Alive Interval: Sets the length of time between packets being sent to a connected device
to determine if the connection is still alive. If a response is not received within the Data Read
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Timeout value, the connection is closed. On an idle connection, sending these ping packets
continues until the Idle Timeout value is reached. Setting the value to zero prevents the sending
of keep-alive packets. The value can be set from 0 to 1440 seconds (24 minutes). The default is
300 seconds (5 minutes).

Data Read Timeout: Determines when an unresponsive connection is closed. When
exchanging data, if an expected response from the connected device is not received within this
amount of time, the connection is closed. This value might need to be increased for slow or
congested network links. The value can be set from 1 to 3600 seconds (1 hour). The default is
120 seconds (2 minutes).

Idle Timeout: Determines when an idle connection is closed. If no application data is
exchanged over a connection for this amount of time, the connection is closed. This value
limits how long an idle persistent connection is kept open. This setting is a compromise
between freeing resources to allow additional inbound connections, and keeping connections
established so that new connections from the same device do not need to be re-established. The
value can be set from 1 to 1800 seconds (30 minutes). The default is 180 seconds (3 minutes).

Retransmit Limit: Determines how many times data is resent. When exchanging data, if the
expected acknowledgement (ACK) response is not received, this is the number of times the
device attempts to resend the data before closing the connection. You can set the value from 1 -
50. The default is 8.

Enable Nagle’s Algorithm: Determines whether small buffer messages can be concatenated
into one large message. When this option is enabled, small buffer messages are automatically
concatenated. This process increases the efficiency of a network application system by
decreasing the number of packets that must be sent. Enabling this feature delays data
transmission until a full TCP packet can be sent.

4 On a Linux Access Gateway, you can also configure the encryption key. (For the NetWare®
Access Gateway, the encryption key is set globally for all reverse proxies. See Section 14.6,
“Configuring the Encryption Key,” on page 248.) Select one or more of the following:

Enforce 128-Bit Encryption between Browser and Access Gateway: When this option is
selected, the Access Gateway requires all its server connections with client browsers to use

128-bit encryption. If the encryption key is less than 128, regardless of the cipher suite, the

connection is denied.

Enforce 128-Bit Encryption between Access Gateway and Web Server: When this option
is selected, the Access Gateway requires all its client connections to Web servers to use 128-bit
encryption. If the encryption key is less than 128, regardless of the cipher suite, the connection
is denied.

5 To save your changes to browser cache, click OK.

6 To apply your changes, click the Access Gateways link, then click Update > OK.

13.6.2 Configuring TCP Connect Options for Web Servers

Connect options are specific to the group of Web servers configured for a proxy service. They allow
you to control how idle and unresponsive Web server connections are handled and to optimize these
processes for your network. For most networks, the default values provide adequate performance. If
your network is congested and slow, you might want to increase some of the limits.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > [Name of
Reverse Proxy] > [Name of Proxy Service] > Web Servers > TCP Connect Options.
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Cluster Member: [10.10.16,153 w

thake Outbound Connection Using:

Policy for dultiple Destination IP Addresses: | Simple Failovel ¥

Enable Persistent Connections

TCP Connect Options
Connection Handshake Timeout; 30 Second(s) (1-120}
Keep Alive Interval: 300 Second(s) (0-1440)
Data Read Timeout: 120 Second(s) (1-3600)
Idle Timeout; 180 Second(s) (1-1800)
Fetransmit Limit: |8 {1-50%

Enable Nagle's algorithm

Server(s) must be updated before changes made on thiz panel will be uzed.

OK | Cancel |

2 (Linux only) Configure the IP address to use when establishing connections with Web servers.
Configure the following:

Cluster Member: (Available only if the Linux Access Gateway is a member of a cluster.)
Select the server you want to configure from the list of servers. Only the value of the Make
Outbound Connection Using option applies to the selected server.

Make Outbound Connection Using: (Linux only) Specifies which IP address the proxy
service should use when establishing connections with the back-end Web servers.

3 (Linux only) Select how the Web servers should be contacted when multiple Web servers are
available. Select one of the following:

+ Simple Failover: Allows the next available Web server in the group to be contacted when
the first server in the list is no longer available.

+ Round Robin: Moves in order through the list of Web servers, allowing each to service
requests before starting at the beginning of the list for a second group of requests.

This is the default behavior of the NetWare Access Gateway, and it is not configurable.

4 Select Enable Persistent Connections to allow the Access Gateway to establish a persistent
HTTP connection between the Access Gateway and the Web server. Usually, HTTP
connections service only one request and response sequence. A persistent connection allows
multiple requests to be serviced before the connection is closed.

This option is enabled by default.

5 To modify the connection timeouts between the Access Gateway and the Web servers,
configure the following fields:

Connection Handshake Timeout: Sets a timeout limit for a connecting device that stops
responding after initiating the TCP handshake process. If an expected handshake response is
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not received from the connecting device in this amount of time, an error occurs. Setting the
value lower might help defend against SYN attacks. The timeout can be set from 1 to 120
seconds. The default is 30 seconds.

Keep Alive Interval: Sets the length of time between packets being sent to a connected device
to determine if the connection is still alive. If a response is not received within the Data Read
Timeout value, the connection is closed. On an idle connection, sending these ping packets
continues until the Idle Timeout value is reached. Setting the value to zero prevents the sending
of keep-alive packets. The value can be set from 0 to 1440 seconds (24 minutes). The default is
300 seconds (5 minutes).

Data Read Timeout: Determines when an unresponsive connection is closed. When
exchanging data, if an expected response from the connected device is not received within this
amount of time, the connection is closed. This value might need to be increased for slow or
congested network links. The value can be set from 1 to 3600 seconds (1 hour). The default is
120 seconds (2 minutes).

Idle Timeout: Determines when an idle connection is closed. If no application data is
exchanged over a connection for this amount of time, the connection is closed. This value
limits how long an idle persistent connection is kept open. This setting is a compromise
between freeing resources to allow additional inbound connections, and keeping connections
established so that new connections from the same device do not need to be re-established. The
value can be set from 1 to 1800 seconds (30 minutes). The default is 180 seconds (3 minutes).

Retransmit Limit: Determines how many times data is resent. When exchanging data, if the
expected acknowledgement (ACK) response is not received, this is the number of times the
device attempts to resend the data before closing the connection. You can set the value from 1
to 50. The default is 8.

Enable Nagle’s Algorithm: Determines whether small buffer messages can be concatenated
into one large message. When this option is enabled, small buffer messages are automatically
concatenated. This process increases the efficiency of a network application system by
decreasing the number of packets that must be sent. Enabling this feature delays data
transmission until a full TCP packet can be sent.

6 To save your changes to browser cache, click OK.

7 To apply your changes, click the Access Gateways link, then click Update > OK.

13.6.3 Configuring Connection and Session Persistence

The Access Gateway establishes three types of connections:

* Access Gateway to browser
+ Access Gateway to Web server

+ Browser to Web server

The Access Gateway to the browser connections and the Access Gateway to the Web server
connections involve setting up a TCP connection for an HTTP request. HTTP connections usually
service only one request and response sequence, and the TCP connection is opened and closed
during the sequence. A persistent connection allows multiple requests to be serviced before the
connection is closed and saves a significant amount of processing time. To configure this type of
persistence, see the following:

+ Access Gateway to Browser: Click Access Manager > Access Gateways > Edit > [Name of
Reverse Proxy] > TCP Listen Options and configure the Enable Persistent Connections option.
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+ Access Gateway to Web Server: Click Access Manager > Access Gateways > Edit > [Name
of Reverse Proxy] > [Name of Proxy Service] > Web Servers > TCP Connect Options and
configure the Enable Persistent Connections option.

The persistence of the browser to Web server connection is always enabled and is not configurable.
This feature allows a browser to use the same Web server after an initial connection has been
established. Most Web applications are designed to expect this type of behavior.

13.6.4 Configuring the Session Timeout

When a user logs in and authenticates to the Identity Server, the Identity Server establishes a session
for the user and sets an inactivity timeout for the session. If the user’s session becomes inactivity
and reaches this time limit, the session becomes invalid. If the user tries to access a resource from an
invalid session, the user is prompted to log in again.

The session timeout is a global value, affecting all users who authenticate to the Identity Server and
all resources protected by Access Manager. The default value for the session timeout is 15 minutes.

To modify this value:

1 In the Administration Console, click Access Manager > Identity Servers > Edit.

2 For the Session timeout option, use the up-arrow button to increase the timeout and the down-
arrow button to decrease the timeout.

3 Click OK, then update the Identity Server.
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Configuring the Access Gateway
for SSL

SSL provides the following security features:

+ Authentication and nonrepudiation of the server through the use of digital signatures
¢ Data confidentiality through the use of encryption
¢ Data integrity through the use of authentication codes

Mutual SSL provides the same things as SSL, with the addition of authentication and
nonrepudiation of the client, by using digital signatures.

To ensure the validity of X.509 certificates, Access Manager supports both Certificate Revocation
Lists (CRLs) and Online Certificate Status Protocol (OCSP) methods of verification.

This section describes how the Access Gateway can use SSL in its interactions with other Access
Manager components, how you can enable SSL between an Access Gateway and these components,
and how you can use other options to increase security:

¢ Section 14.1, “Using SSL on the Access Gateway Communication Channels,” on page 239

¢ Section 14.2, “Prerequisites for SSL,” on page 241

¢ Section 14.3, “Configuring SSL Communication with the Browsers and the Identity Server,”
on page 242

¢ Section 14.4, “Configuring SSL between the Proxy Service and the Web Servers,” on page 244
¢ Section 14.5, “Managing Access Gateway Certificates,” on page 247

¢ Section 14.6, “Configuring the Encryption Key,” on page 248

¢ Section 14.7, “Avoiding Non-Secure Cookies,” on page 248

14.1 Using SSL on the Access Gateway
Communication Channels

You can configure the Access Gateway to use SSL in its connections to the Identity Server, to the
browsers, and to its Web servers. Figure 14-1 illustrates these communication channels.

Configuring the Access Gateway for SSL 239



Figure 14-1 Setting Up SSL for the Access Gateway Communication Channels

Identity Server LDAP Directory

I S S

Browser Access Gateway Web Server Web Page

This section only describes how to set up SSL for the Access Gateway communication channels.
The Identity Server needs to be configured for SSL before the Access Gateway can be configured
for SSL. See “Configuring Secure Communication on the Identity Server” in the Novell Access
Manager 3.0 SP3 IR2 Setup Guide.

When the user logs in to the Identity Server, the Identity Server verifies the user’s credentials,
usually with the credentials stored in an LDAP directory, but other methods are available. If the
login is successful, the Identity Server sends an artifact to the browser, and the browser forwards it
to the Access Gateway. The Access Gateway uses the artifact to retrieve the user’s name and
password from the Identity Server. The Access Gateway and Identity Server channel is probably the
first communication channel you should enable for SSL. The Access Gateway uses an embedded
service provider to communicate with the Identity Server. When you enable SSL between the two,
the Access Manager distributes the necessary certificates to set up SSL. However, if you have
configured the Identity Server to use certificates from an external certificate authority (CA), you
need to import the public certificate of this CA into the trust store of the Access Gateway. If you
have set up the Access Gateway to use a certificate from an external CA, you need to import the
public certificate of this CA into the trust store of the Identity Server.

SSL must be enabled between the Access Gateway and the browsers before you can enable SSL
between the Access Gateway and its Web servers. If you enable SSL between the Access Gateway
and the browsers, SSL is automatically enabled for the Access Gateway embedded service provider
that communicates with the Identity Server. After you have enabled SSL between the Access
Gateway and the browsers, you can select whether to enable SSL between the Access Gateway and
the Web servers. By not enabling SSL to the Web servers, you can save processing overhead if the
data on the Web servers is not sensitive or if it is already sufficiently protected.

Whether you need the added security of SSL or mutual SSL between the Access Gateway and its
Web servers depends upon how you have set up your Web servers. If you have configured the Web
servers so that they can only accept connections with the Access Gateway, mutual SSL is probably
not needed. On the other hand, if the Access Gateway is injecting authentication credentials into
HTTP headers, you should enable SSL.

240 Novell Access Manager 3.0 SP3 IR2 Administration Guide



14.2 Prerequisites for SSL

The following SSL configuration instructions assume that you have already created or imported the
certificate that you are going to use for SSL. This certificate must have a subject name (cn) that
matches the published DNS name of the proxy service that you are going to use for authentication.
You can obtain this certificate one of two ways:

¢ You can use the Access Manager CA to create this certificate. See Section 24.1.1, “Creating a
Locally Signed Certificate,” on page 358.

¢ You can create a certificate signing request (CSR), send it to an external CA, then import the
returned certificates into Access Manager. See Section 24.1.2, “Generating a Certificate
Signing Request,” on page 365 and Section 24.5, “Importing Public Key Certificates (Trusted
Roots),” on page 368.

14.2.1 Prerequisite for SSL Communication between the
Identity Server and the Access Gateway

If you are going to set up SSL communication between the Identity Server and the Access Gateway
for authentication and you have configured the Identity Server to use certificates created by an
external CA, you need to import the public certificate of this CA into the trusted root keystore of the
Access Gateway.

1 If you haven’t already imported the public certificate of this CA into the trusted root store of
the Identity Server, do so now. For instructions, see Section 24.5, “Importing Public Key
Certificates (Trusted Roots),” on page 368.

2 In the Administration Console, click Access Manager > Access Gateways > Edit > Service
Provider Certificates > Trusted Roots.

3 In the Trusted Roots section, click Add.

4 Click the Select trusted root(s) icon, select the public certificate of the CA that signed the
Identity Server certificates, then click OK.

5 Specify an alias, then click OK twice.
6 To apply the changes, click Close, then on the Access Gateways page, click Update.

14.2.2 Prerequisites for SSL Communication between the
Access Gateway and the Web Servers

If you are going to set up SSL between the Access Gateway and the Web servers, you need to
configure your Web servers for SSL. Your Web servers must supply a certificate that clients (in this
case, the Access Gateway) can import. See your Web server documentation for information on how
to configure the Web server for SSL.

For mutual SSL, the proxy service must supply a certificate that the Web server can trust. This
certificate can be the same one you use for SSL between the browsers and the reverse proxy.
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14.3 Configuring SSL Communication with the
Browsers and the Identity Server

1 In the Administration Console, click Access Manager > Access Gateways > Edit > [Name of
Reverse Proxy].

Reverse Proxy:

Cluster Member: [10.10.16.46 =
Listening Address(es]: ¥ 10.10.16.45
TCP Listen Options

¥ Enable 551 with Embedded Service Provider
¥ Enable S5L between Browser and Access Gateway

¥ Redirect Requests from Mon-Secure Port to Secure Port

Server Certificate: Iag45_amlab_net IEl

Auto-generate Key

Auto-lmport Ermbedded Service Provider Trusted Root

Mon-Secure Paort: ™ [80 (Redirected to Secure Port)

Secure Port: * I4‘43 {Used for Trusted DS Encryption, HTTPS Listening)

2 Configure the reverse proxy for SSL. Fill in the following fields:

Enable SSL with Embedded Service Provider: Select this option to encrypt the data
exchanged for authentication (the communication channel between the Identity Server and the
Access Gateway). This option is only available for the reverse proxy that has been assigned to
perform authentication.

If you enable SSL between the browsers and the Access Gateway, this option is automatically
selected for you. You can enable SSL with the embedded service provider without enabling
SSL between the Access Gateway and the browsers. This allows the authentication and identity
information that the Access Gateway and the Identity Server exchange to use a secure channel,
but allows the data that the Access Gateways retrieves from the back-end Web servers and
sends to users to use a non-secure channel. This saves processing overhead if the data on the
Web servers is not sensitive.

Enable SSL between Browser and Access Gateway: Select to require SSL connections
between your clients and the Access Gateway. SSL must be configured between the browsers
and the Access Gateway before you can configure SSL between the Access Gateway and the
Web servers.

Redirect Requests from Non-Secure Port to Secure Port: Determines whether browsers are
redirected to the Secure Port and allowed to establish an SSL connection. If this option is not
selected, browsers that connect to the non-secure port are denied service.

This option is only available if you have selected Enable SSL with Embedded Service Provider.
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3 Select the certificate to use for SSL between the Access Gateway and the browsers. Select one
of the following methods:

+ To auto-generate a certificate key by using the Access Manager CA, click Auto-generate
Key, then click OK twice. The generated certificate appears in the Server Certificate text
box.

The generated certificate uses the published DNS name of the first proxy service for the
Subject name of the certificate. If there is more than one proxy service, the CA generates a
wildcard certificate (*.Cookie Domain).

If you have not created a proxy service for this reverse proxy, wait until you have created
a proxy service before generating the key. This allows the CN in the Subject field of the
certificate to match the published DNS name of the proxy service.

+ To select a certificate, click the Select Certificate icon, select the certificate you have
created for the DNS name of your proxy service, then click OK. The certificate appears in
the Server Certificate text box. For SSL to work, the CN in the Subject field of the
certificate must match the published DNS name of the proxy service.

4 (Conditional) If you have selected a certificate in Step 3 that was created by an external CA,
click Auto-Import Embedded Service Provider Trusted Root, click OK, specify an alias name,
click OK, then click Close.

This option imports the public key from the embedded service provider into the trust store of
the Identity Servers in the selected Identity Server Configuration. This sets up a trusted SSL
relationship between the Identity Server and the embedded service provider.

5 Configure the ports for SSL:

Non-Secure Port: Specifies the port on which to listen for HTTP requests. The default port for
HTTP is 80.

¢ If you have selected the Redirect Requests from Non-Secure Port to Secure Port option,
requests sent to this port are redirected to the secure port. If the browser can establish an
SSL connection, the session continues on the secure port. If the browser cannot establish
an SSL connection, the session is terminated.

¢ If you do not select the Redirect Requests from Non-Secure Port to Secure Port option,
this port is not used when SSL is enabled.

IMPORTANT: If you select not to redirect HTTP requests (port 80) and your Access Gateway
has only one IP address, do not use port 80 to configure another reverse proxy. Although it is
not used, it is reserved for this reverse proxy.

Secure Port: Specifies the port on which to listen for HTTPS requests (usually 443). This port
needs to match the configuration for SSL. If SSL is enabled, this port is used for all
communication with the browsers. The listening address and port combination must not match
any combination you have configured for another reverse proxy or tunnel.

6 Click OK.
7 On the Configuration page, click Reverse Proxy / Authentication.

8 In the Embedded Service Provider section, click Auto-Import Identity Server Trusted Root,
click OK, specify an alias, click OK twice, then click Close.

This option imports the public key of the Identity Server into the trust store of the embedded
service provider. This sets up a trusted SSL relationship between the embedded service
provider and the Identity Server.
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The configCA public key certificate of the Access Manager CA is automatically added to the
ESP Trust Store. If you are using Access Manager CA certificates for the Identity Server, you
do not need to import the configCA certificate unless someone has deleted it from this trust
store.

9 Click OK.
10 On the Server Configuration page, click OK.
11 On the Access Gateways page, click Update > OK.
The embedded service provider is restarted during the update.

12 Update the Identity Server so that it uses the new SSL configuration. Click Identity Servers >
Update.

13 Verify that the trusted relationship between the Identity Server and the Access Gateway has
been reestablished.

13a Enter the URL to a protected resource on the Access Gateway.
13b Complete one of the following:

¢ Ifyou are prompted for login credentials, enter them. The trusted relationship has
been reestablished.

¢ Ifyoureceive a 100101043 or 100101044 error, the trusted relationship has not been
established. For information on solving this problem, see “Troubleshooting
100101043 and 100101044 Liberty Metadata Load Errors” in the Novell Access
Manager 3.0 SP3 IR2 Administration Guide.

14 To configure additional security options, continue with one of the following:

¢ Section 14.4, “Configuring SSL between the Proxy Service and the Web Servers,” on
page 244

¢ Section 14.6, “Configuring the Encryption Key,” on page 248
¢ Section 14.7, “Avoiding Non-Secure Cookies,” on page 248

14.4 Configuring SSL between the Proxy Service
and the Web Servers

SSL must be enabled between the Access Gateway and the browsers before you can enable it
between the Access Gateway and its Web servers.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > [Name of
Reverse Proxy] > [Name of Proxy Service] > Web Servers.
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Proxy Service '\\"ub LT HTML Rewriting | Protected Resources | Logging

Host Header: Web Server Host Mame %

Web Server Host Name;
[Alternate Host Name)

[ Error on DNS Mismatch (ag45.amlab.net)

[ Enable Farce HTTP 1.0 to Origin
[] Enable Forwarding of Encoding Header

Connect Using S5L
Web Server Trusted Roof:

]

SSL Mutual Certificate: [El

Cannect Port; * 80

TCP Connect Options

2 To configure SSL, select Connect Using SSL.

This option is not available if you have not set up SSL between the browsers and the Access
Gateway. See Section 14.3, “Configuring SSL Communication with the Browsers and the
Identity Server,” on page 242 and select the Enable SSL between Browser and Access Gateway
field.

3 In the Connect Port field, specify the port that your Web server uses for SSL communication.
The following table lists some common servers and their default ports.

Server Type Non-Secure Port Secure Port
Web server with HTML content 80 443

SSL VPN 8080 8443
WebSphere 9080 9443
JBoss 8080 8443

4 Configure how you want the certificate verified. The Access Gateway platforms support
different options:

4a (Conditional) If you are configuring a Linux Access Gateway, select one of the following
options:
+ To not verify this certificate, select Do not verify for the Web Server Trusted Root.
Continue with Step 9.

+ To allow the certificate to match any certificate in the trust store, select Any in
Reverse Proxy Trust Store for the Web Server Trusted Root. Continue with Step 9.

+ To add a certificate to the trust store for the Web server, click the Manage Reverse
Proxy Trust Store icon. Continue with Step 4c.

4b (Conditional) If you are configuring a NetWare® Access Gateway, all the certificates in
the certificate chain of the Web server must be in its trust store. To add these certificates to
the trust store, click Any in Reverse Proxy Trust Store. Continue with Step 4c.
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4c The auto import screen appears.

Trust 5tore: ag45-proxy-truststore

Trust store name:  agd5-proxy-truststore
Trust store type:  DER

Cluzter name:

Cluster Members" Trust Stores

Change Pazsword. ..

[T Trust Store Hame Type Device
[T Prowy TrustStore DER 10.10.16.45
[T Prowy Trust Store DER 10.10.16 46

Trusted Roots

Add... | Remowve | Auto-lmport From Server..
[~ Trusted Root 4 Auto-lmport From Server i
server IP/DNS: [10.10.15.59 |

server Port: |443

QK | Cancel |

If the Access Gateway is a member of a cluster, the cluster members are listed. The Web
server certificate is imported into the trust stores of each cluster member.

5 Ensure that the IP address of the Web server and the port match your Web server configuration.

If these values are wrong, you have entered them incorrectly on the Web server page. Click
Cancel and reconfigure them before continuing.

6 Click OK.

The server certificate, the Root CA certificate, and any certificate authority (CA) certificates
from a chain are listed.

If the whole chain is not displayed, import what is displayed. You then need to manually import
the missing parents in the chain. A parent is missing if the chain does not include a certificate
where the Subject and the Issuer have the same CN.

7 Specify an alias, then click OK.
All the certificates displayed are added to the trust store.
8 Click Close.
9 (Optional) For mutual authentication, the Access Gateway platforms support different options:

9a (Conditional) If you are configuring a Linux Access Gateway, you need to select the
certificate. Click the Select Certificate icon, select the certificate you created for the
reverse proxy, then click OK.

This is only part of the process. You need to import the trusted root certificate of the CA
that signed the proxy service’s certificate to the Web servers assigned to this proxy
service. For instructions, see your Web server documentation.
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9b (Conditional) If you are configuring a NetWare Access Gateway, the text box displays the
certificate that is sent to the Web server if the Web server requires it. If the Web server is
not set up for mutual SSL, the certificate is not sent.

To set up the Web server for mutual SSL, you need to import the trusted root certificate of
the CA that signed the certificate displayed in the text box. For instructions, see your Web
server documentation.

To save your changes to browser cache, click OK.

To apply your changes, click the Access Gateways link, then click Update > OK.

14.5 Managing Access Gateway Certificates

*

*

Section 14.5.1, “Managing Embedded Service Provider Certificates,” on page 247
Section 14.5.2, “Managing Reverse Proxy and Web Server Certificates,” on page 248

14.5.1 Managing Embedded Service Provider Certificates

The Access Gateway uses an embedded service provider to communicate with the Identity Server.
The Service Provider Certificates page allows you to view the private keys, certificate authority
(CA) certificates, and certificate containers associated with this module. These keystores do not
contain the certificates that the Access Gateway uses for SSL connections to browsers or to back-
end Web servers.

To view or modify these certificates:

1

2

3

In the Administration Console, click Access Manager > Access Gateways > Edit > Service
Provider Certificates.

Configure the following:

Signing: The signing certificate keystore. Click this link to access the keystore and replace the
signing certificate as necessary. The signing certificate is used to sign the assertion or specific
parts of the assertion.

Trusted Roots: The trusted root certificate container for the CA certificates associated with
the Access Gateway. Click this link to access the trust store, where you can change the
password or add trusted roots to the container.

The embedded service provider must trust the certificate of the Identity Server that the Access
Gateway has been configured to trust. The public certificate of the CA that generated the
Identity Server certificate must be in this trust store. If you configured the Identity Server to use
a certificate generated by a CA other than the Access Manager CA, you must add the public
certificate of this CA to the Trusted Roots store. To import this certificate, click Trusted Roots,
then in the Trusted Roots section, click Auto-Import From Server. Fill in the IP address or DNS
name of your Identity Server and its port, then click OK.

You can also auto import the Identity Server certificate by select the Auto-Import Identity
Server Configuration Trusted Root option on the Reverse Proxies / Authentication page (click
Access Manager > Access Gateways > Edit > Reverse Proxies / Authentication). With this
option, you do not need to specify the IP address and port of the Identity Server.

To save your changes to browser cache, click OK.

4 To apply your changes, click the Access Gateways link, then click Update > OK.
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14.5.2 Managing Reverse Proxy and Web Server Certificates

You select Access Gateway certificates on two pages in the Administration Console:

¢ Access Manager > Access Gateways > Edit > [Name of Reverse Proxy]

¢ Access Manager > Access Gateways > Edit > [Name of Reverse Proxy] > [Name of Proxy
Service] > Web Servers

When configuring certificates on these pages, you need to be aware that there are two phases that are
used to push the certificates into active use.

Phase 1: When you select a certificate on one of these pages, then click OK, the certificate is placed
in the keystore on the Administration Console and it is pushed to the Access Gateway. The
certificate is available for use, but it is not used until you update the Access Gateway.

Phase 2: When you select to update the Access Gateway, the configuration for the Access Gateway
is modified to contain references to the new certificate and the configuration change is sent to the
Access Gateway. The Access Gateway loads and uses the new certificate.

14.6 Configuring the Encryption Key

You can specify the size of the encryption key that the Access Gateway requires when it establishes
connections. For the Linux Access Gateway, these options are set per reverse proxy (see

Section 13.6.1, “Configuring TCP Listen Options for Clients,” on page 234). For the NetWare
Access Gateway, these options are set globally for all reverse proxies.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Security
Options.

2 Configure the following fields:

Enforce 128-Bit Encryption between Browser and Access Gateway: When this option is
selected, the Access Gateway requires all its server connections with client browsers to use

128-bit encryption. If the encryption key is less than 128, regardless of the cipher suite, the

connection is denied.

Enforce 128-Bit Encryption between Access Gateway and Web Server: When this option
is selected, the Access Gateway requires all its client connections to Web servers to use 128-bit
encryption. If the encryption key is less than 128, regardless of the cipher suite, the connection
is denied.

3 To save your changes to browser cache, click OK.
4 To apply your changes, click the Access Gateways link, then click Update > OK.

5 To have the Access Gateway apply the changes, you must restart the Access Gateway. On the
Access Gateways page, select the server, click Reboot > OK.

14.7 Avoiding Non-Secure Cookies

An attacker can spoof a non-secure browser into sending a JSESSION cookie that contains a valid
user session. This might happen because the Access Gateway communicates with its embedded
service provider on port 8080, which is a non-secure connection. Because the embedded service
provider does not know whether the Access Gateway is using SSL to communicate with the
browsers, the embedded service provider does not mark the JSESSION cookie as secure when it
creates the cookie. The Access Gateway receives the Set-Cookie header from the embedded service
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provider and passes it back to the browser. Now, there is a non-secure, clear-text cookie sitting in the
browser. If an attacker spoofs the domain of the Access Gateway, the browser sends the non-secure
JSESSION cookie over a non-secure channel where the cookie might be sniffed.

To stop this from happening, you must first configure Access Gateway to use SSL. See

Section 14.3, “Configuring SSL Communication with the Browsers and the Identity Server,” on

page 242. After you have SSL configured, you need to configure Tomcat to secure the cookie:
1 On the Linux Access Gateway machine, log in as root.

Change to the /var/opt/novell/tomcat4/conf directory.

In a text editor, open the server.xml file.

Search for the connector on port 8080.

a A~ ODN

Add the following parameter to this connector:

secure="true"

These lines should look similar to the following:

<Connector port="8080"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enablelookups="false" redirectPort="8443" acceptCount="100"
debug="0" connectionTimeout="20000"
disableUploadTimeout="true" secure="true" />

6 Save the server.xml file.

7 Restart Tomcat by entering the following command:

/etc/init.d/novell-tomcatd4 restart
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Server Configuration Settings

This section describes the configuration settings that affect the Access Gateway as a server, such as
changing its name or setting the time.
¢ Section 15.1, “Viewing and Updating the Configuration Status,” on page 251

¢ Section 15.2, “Changing the Name of an Access Gateway and Modifying Other Descriptive
Details,” on page 252

¢ Section 15.3, “Setting Date and Time,” on page 253

¢ Section 15.4, “Setting Up a Tunnel,” on page 255

¢ Section 15.5, “Customizing Error Pages,” on page 256

¢ Section 15.6, “Configuring Console Access,” on page 261

¢ Section 15.7, “Configuring Network Settings,” on page 263

¢ Section 15.8, “Customizing Log Out,” on page 272

¢ Section 15.9, “Configuring X-Forwarded-For Headers,” on page 273

¢ Section 15.10, “Upgrading the Access Gateway Software,” on page 273

¢ Section 15.11, “Exporting and Importing an Access Gateway Configuration,” on page 274

For logging and audit options, see Section 32.4, “Configuring Access Gateway Logging,” on
page 523 and Section 31.3, “Enabling Access Gateway Audit Events,” on page 510.

15.1 Viewing and Updating the Configuration
Status

1 In the Administration Console, click Access Manager > Access Gateways.

Access Gateways

Access Gateway Servers

Mew Cluster,,, | Shutdown | Reboot | Refresh | Actions w
[[] Hame Status Heatth Alerts Commands Statistics Type  Configuration
FI 10.10.16.53 Current (=] 0 Succeeded Wiew  MetWare Edit
agdR Update &ll., & 15 Vi Linu Edit
O % 10.10.16.45+ Update... & 7 pone View  Linux
OO0 % 10101648  Update,., & 5 ponel View  Linux
2 View the Status column.
Status Description
Current Indicates that all configuration changes have been applied.
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Status Description

Update Indicates that a configuration change has been made, but not applied.
Click this link to apply the changes.

+ All Configuration: You can select to have the server read its
complete configuration file. Depending upon what has been
modified, updating the complete configuration might cause logged in
users to lose data and their connection.

* Logging Settings: When the ESP logging settings have been
modified on the Identity Server, the update option for Logging
Settings is available. The Logging Settings option causes no
interruption in services. When you modify Access Gateway logging
settings, this option is not available because they are considered
configuration settings.

* Policy Settings: If a policy is modified that the server has enabled
for a protected resource and the policy change is the only
modification that has occurred, the update option for Policy Settings
is available. This option causes no interruption in services.

Update All Available when a server belongs to a cluster. You can select to update all
the servers at the same time with the changes, or you can select to update
them one at a time. If the modification is a policy or a logging change, then
use Update All. If the modification is a configuration change that might
interrupt service, we recommend that you update the servers one at a
time.

For more information, see Section 17.4.3, “Applying Changes to Cluster
Members,” on page 308.

Pending Indicates that the server is processing a configuration change, but has not
completed the process.

15.2 Changing the Name of an Access Gateway
and Modifying Other Descriptive Details

The default name of an Access Gateway is its IP address. You can change this to a more descriptive
name as well as adding other details that can help you identity one Access Gateway from another.

1 In the Administration Console, click Access Manager > Access Gateways > [Name of Access
Gateway] > Edit.

Mame: MetiiaresG
Management IP dddrezs: | 10,15.167 .59 % | Paort: 1443

Lacation:

Dezcription:

0K Cancel
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2 Modify the values in the following fields:

Name: Specifies the Administration Console display name for the Access Gateway. This is a
required field. The default name is the IP address of the Access Gateway. If you modify the
name, the name must use alphanumeric characters and can include spaces, hyphens, and
underscores.

Management IP Address: Specifies the IP address used to manage the Access Gateway.
Select one from the list. For information on changing the Management IP Address, see
Section 4.3, “Changing the IP Address of the Access Gateway,” on page 46.

Location: Specifies the location of the Access Gateway server. This is optional, but useful if
your network has multiple Access Gateway servers.

Description: Describes the purpose of this Access Gateway. This is optional, but useful if your
network has multiple Access Gateways.

3 Click OK twice, then click Close.
When you click OK, any changes are immediately applied to the Access Gateway.

15.3 Setting Date and Time

The Date & Time option lets you set the system time for the Access Gateway. The time between the
Identity Server and the Access Gateway must be either synchronized or set to be within 1 minute of
each other for trusted authentication to work.

To configure the date and time options:

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Date &
Time.

Cluster Member: [10.10.16.46 L

Server Date and Time

fhay 9, 2007 1:18 PM Set Date & Time Manually

Metwork Time Protocol

Set Up NTP

Time Zone

Marne: | s ralaska ~
L5 faleutian
L5 farizana
s fCentral
L5 fEast-Indiana
L5 fEastern
L5 fHavuaii
U5 findiana-starke
L5 féichigan

L5 fdountain
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2 (Conditional) If the Access Gateway belongs to a cluster of Access Gateways, select the Access
Gateway from the list displayed in the Cluster Member field. The modifications you make on
this page apply only to the selected Access Gateway.

If the Access Gateway does not belong to a cluster, this option is not available.
3 Fill in the following fields:

Server Date and Time: Displays the current time and allows you to set the current time. Click
Set Date & Time Manually, then select the current year, month, day, hour, and minute.

WARNING: If the date is set to a time before the Access Gateway certificates are valid,
communication to the Access Gateway is lost. This error cannot be corrected from the
Administration Console. You need to correct it at the console of the Access Gateway machine.

+For a NetWare® Access Gateway server, see Section 40.3.3, “Setting the Date and Time at the
Console,” on page 658.

*For the Linux Access Gateway, use the yast command and select System > Date and Time.

Set Up NTP: Click this option to specify the DNS name or IP address of a Network Time
Protocol server. The installation program enters the name of pool.ntp.org, the DNS name of a
public NTP server. To disable this feature, you must remove all servers from the NTP Server
List. This is not recommended.

Time Zone: Select your time zone, then click OK. Regardless of the method you used to set the
time, you must select a time zone.

4 (NetWare only) Configure daylight saving time.
Daylight Saving

¥ Use Daylight saving

OffSEt:II:I'l Vl 00 | (Hour:binute)

Start
sonth: I."U‘.ar j ES | Sunday j Haur: |2 am "l Day af Manth: ISe-:-:un-:I vI
End

sonth: | Mo j Day: | Sunday j Hour: |2 am "l Day af Month: IFirst vI

Configure the following options:

Use Daylight Saving: Select this option to enable daylight saving.

Offset: Select the hours and minutes that daylight saving varies from standard time.
Start: Select the month, day, hour, and day of month when daylight saving starts.
End: Select the month, day, hour, and day of month when daylight saving ends.

To save your changes to browser cache, click OK.

On the Server Configuration page, click OK.

To apply your changes, click Update > OK.

0 N o O

(Conditional) If you changed a NetWare Access Gateway from a time zone that uses daylight
saving to a time zone that does not use daylight saving, you must reboot the Access Gateway.
On the Access Gateway Servers page, select the server, then click Reboot.
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15.4 Setting Up a Tunnel

The tunnel option lets you create one or more services for the specific purpose of tunneling non-
HTTP traffic through the Access Gateway to the Web server. To do this, the non-HTTP traffic must
use a different IP address and port combination than the HTTP traffic.

An Access Gateway usually processes HTTP requests in order to fill them. However, it is not
unusual that some of the traffic coming through the gateway is not HTTP-based. Web servers
sometimes handle Telnet, FTP, chat, or other kinds of traffic without attempting to process it. If your
Web servers are handling this type of traffic, you should set up a tunnel for it.

Reverse proxies and tunnels cannot share the same IP address and port combination. You can either
configure a reverse proxy for an IP address and port or a tunnel for that IP address and port.

To set up a tunnel:

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Tunneling.

2 Click New, enter a display name for the tunnel, then click OK.

[ Enable Tunnel

¥ Tunnel S5L Traffic Only

Published DNS Marme: *l

Cluster Mernber: [10.10.16.46
Listening Address[es):
TCP Listen Options

v 10.10.16.46

Listening Port: * IBD
Connect Port: * I

TCP Caonnect Options

Web Server List

Mewi,, | Delete 0 itemis)
[ Web Server
Mo items

Server(s] must be updated before changes made on this panel will be used, See Configuration Panel for summary of changes.

0K | Cancel |

3 Fill in the following fields:

Enable Tunnel: Specifies that the Access Gateway should set up a tunnel for all incoming
traffic. This option must be enabled to configure a tunnel.

Tunnel SSL Traffic Only: Allows you to configure the Access Gateway to tunnel only SSL
traffic. If this option is selected, the Access Gateway verifies that the address and port being
accessed are actually an SSL Web site. If verification fails, the service tears down the
connection. The SSL port number for the SSL tunnel is specified via the Listening Port and the

Connect Port.

Published DNS Name: Specify the DNS name you want the public to use to access your
tunnel or the virtual IP address assigned to the Access Gateway cluster by the L4 switch. If you
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specify a DNS name, the DNS name must resolve to the IP address you set up as the listening
address for the tunnel.

4 Configure the communication options between the browsers and the tunnel by configuring the
following fields:

Cluster Member: (Available only if the Access Gateway is a member of a cluster.) Select the
server you want to configure from the list of servers. The Listening Address(es) modifications
apply to the selected server. Any other modifications apply to all servers in the cluster.

Listening Address(es): Displays a list of available IP addresses. If the Access Gateway has
only one IP address, only one is displayed. If it has multiple addresses, you can select one or
more addresses to enable. You must enable at least one address by selecting its check box.

TCP Listen Options: Provides additional options for configuring how requests are handled.
See Section 13.6.1, “Configuring TCP Listen Options for Clients,” on page 234. At least one
Web server must be configured before you can modify these options.

Listening Port: Specifies the port on which to listen for requests from browsers. The listening
address and port combination must not match any combination you have configured for a
reverse proxy.

5 Configure the communication options between the tunnel and the Web servers by configuring
the following fields:

Connect Port: Specifies the port that the Access Gateway uses to communicate with the Web
server.

TCP Connect Options: Allows you to control how idle and unresponsive Web server
connections are handled and to optimize these processes for your network. See Section 13.6.2,
“Configuring TCP Connect Options for Web Servers,” on page 235.

6 Specify a Web server to receive the traffic. In the Web Server List section, click New, specify
the IP address or DNS name of the Web server, then click OK.

At least one Web server must be specified in the list before you can save a tunnel configuration.
7 To save your changes to browser cache, click OK.

8 To apply your changes, click the Access Gateways link, then click Update > OK.

15.5 Customizing Error Pages

¢ Section 15.5.1, “Customizing Error Pages for the Linux Access Gateway,” on page 256

¢ Section 15.5.2, “Configuring Error Page Presentation for the NetWare Access Gateway,” on
page 261

15.5.1 Customizing Error Pages for the Linux Access Gateway

With the Novell Access Manager 3.0 SP3 release, the Linux Access Gateway uses the custom error
page template to rebrand and localize the language of error pages that are published to the browser.

WARNING: With the SP3 release, error. jsp files are no longer used to serve error pages. If
you have customized the error pages during the previous release by using the error. jsp file, you
will lose all of your changes. You must now customize your error pages by using the error pages
template. The service-based customizing of error pages is not supported with these SP 3 changes.
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By default, the Linux Access Gateway contains the following files to help customize and localize
the error messages:

¢ The error page configuration file, ErrorPagesConfig.xml

¢ The error page template file, ErrorPageTemplate.htm.en

¢ The error messages file, ErrorMessages.xml.en

NOTE: If you are modifying any of the above files, ensure that you retain the original file names.

The Linux Access Gateway maintains three directories to save files that are used for error page
configuration:

/var/novell/errorpagesconfig/.factory
/var/novell/errorpagesconfig/.backup
/var/novell/errorpagesconfig/current

During the initial installation, the default template files packaged in the build are copied to the
.factory and the current directories. If you have not customized the files in the current
directory, subsequent installations do not overwrite these files.

When the next version of the files is installed, the files in the current directory are copied to the
.backup directory with the format <filename>.oldBuildNo. This ensures that the old build
files and customized files are always available in the . backup directory.

You can customize and localize the error template and the error messages:

¢ “Customizing the Error Pages by Using the Default Template” on page 257

¢ “Customizing and Localizing Error Messages” on page 259

Customizing the Error Pages by Using the Default Template

To customize the default error page template, you must edit the ErrorPageTemplate.htm.en
file as follows:

NOTE: Make sure that you save the ErrorPageTemplate.htm.en file as a backup, before
modifying it.

1 Log into a Linux Access Gateway machine.

2 Openthe ErrorPageTemplate.htm.en file located in the /var/novell/
errorpagesconfig/current directory.

A sample error page template is as follows:

<html>
<head><title>Information Alert</title></head>
<body bgcolor="white"><div align="center"><center>

<table border="0" cellpadding="2" frame height="199"
style="margin-top: lpx; margin-bottom: lpx; padding-top: lpx;
padding-bottom: -lpx">

<tr>

<td height="34" align="center"><font
color="black" face="Arial Bold" size="4">

<b><p align="center"></b></font><font
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face="Intrepid" size="6" color="#000080">
<strong>Information Alert </strong></font>
</td>
</tr>
<tr>
<td height="20" align="center"><img height="8"
width="445" src="<PROXY ADDRESS>/images/
Odyssey LoginHead.gif"></td>
</tr>
<tr>
<td height="24" width="444" bgcolor="white" align="center">
<p align="left">
<b><br><font color="black" face="Comic Sans
MS">Status</font></b>
<font color="#ff0033" face="Comic Sans MS"><b>: </
b></font><font color="black" face="Comic Sans
MS"><ERROR_ STATUS> </font>
</p>
<p align="left">
<font color="black" face="Comic Sans
MS"><b>Description</b></font>
<font color="#ff0033" face="Comic Sans
MS"><b>: </b></font>
<font color="black" face="Comic Sans
MS"><ERROR_DESCRIPTION></font>
</p> <br> <br>
</font></td>
</tr>
<tr><td width="444" height="10" align="center"><img
height="8" width="445" src="<PROXY ADDRESS>/images/
LAP interoperable logo 100.gif"></td></tr>
</table>
</center></div>
</body>
</html>

3 Modify the error page template. You can edit the default template to customize the user
interface, embedded images and to provide localization. However, <ERROR_STATUS> and
ERROR _DESCRIPTION> tags should not be removed because, the following actions take
place when the error page is served to the browser:

¢ <ERROR_STATUS>: When the When the error page is served to the browser,
<ERROR_STATUS> is replaced with the HTTP status code description.

¢ <ERROR DESCRIPTION>: When the error page is served to the browser,
<ERROR_ DESCRIPTION> is replaced with the detailed error description.

If you have changed the images with a new image:
+ All the images must be linked to the <PROXY ADDRESS>/images/ directory.

+ All the images must be copied to Tomcat in the path /var/opt/novell/tomcat4/
webapps/LAGERROR/ images.

If you have changed an image but retained the filename, press Ctrl + F5 in the browser to
refresh the Linux Access Gateway cache.
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4 Save the file.
5 Enter the following commands to restart the machine:

/etc/init.d/novell-vmc stop
/etc/init.d/novell-vmc start

Customizing and Localizing Error Messages

When the Linux Access Gateway serves an error message to the browser by using the Accept-
Language header value received from the browser, it selects a suitable error template and an error
message file. To localize the error messages, you must to do the following:

¢ Localize or customize the error messages in the ErrorPagesConfig.xml file and save it
with the language extension. For more information, see “Localizing and Customizing the Error
Messages” on page 259.

¢ Modify the ErrorPagesConfig.xml file with the header value and the template mapping
information. For more information, see “Modifying the ErrorPagesConfig. XML file” on
page 260.

Localizing and Customizing the Error Messages

The error messages contained in the ErrorMessages.xml .en file can be localized in various
languages and stored as ErrorMessages .xml . <lang>, where <lang> is the fileXn
attribute value. You can also customize the English error messages present in the
ErrorMessages.xml.en file.

NOTE: You cannot customize an error message that is not present in the
ErrorMessages.xml.en file.

To localize the error messages:

1 Loginas root.
2 Openthe ErrorMessages.xml.<lang> file.

3 Copy the error messages that you have localized or customized to within the
<TranslatedMessage></TranslatedMessage> tags. For example:
</Message>

<Message 1d="<ID No>" name="<ERROR MESSAGE NAME>"
enable="yes">

<EnglishMessage>English Message goes here</

EnglishMessage>
<TranslatedMessage>
Localized message goes here
</TranslatedMessage>
</Message>

NOTE: Do not delete the contents within the <TranslatedMessage></
TranslatedMessage> tags from an English file because, the
ErrorPagesConfig.xml file selects the error message within these tags for display.

4 Enter the following commands to restart the Linux Access Gateway:

/etc/init.d/novell-vmc stop
/etc/init.d/novell-vmc start
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Modifying the ErrorPagesConfig. XML file

The ErrorPagesConfig.xml file stores the header value and the template mapping
information. You must edit the ErrorPagesConfig.xml file to provide localization for error
messages in various languages. In the ErrorPagesConfig.xml file, each <Profile>
element corresponds to a template file ErrorPageTemplate.htm.<lang> and a messages
file ErrorMessages.xml . <lang>, where <lang> is the fi1leXn attribute value. For
example, if the £i1eXn attribute value is de, the ErrorPagesTemplate.htm.de fileis
served to the browser.

To map a list of Accept-Language header values to the template, you must add the header value
as the <header> element under the corresponding <Profile> element.

To modify the ErrorPagesConfig.xml file:

1 Log into a Linux Access Gateway machine.
2 Openthe ErrorPagesConfig.xml file located in the /var/novell directory.
3 Add the language information within the <profile> tag as follows:

<ErrorPageConfiguration>

<Profile name = “English” enable = “1” fileXn = “en”>

<header value = “en-us” />
<header value = “en-uk” />
<header value = “en-any” />
<header value = “any” />

</Profile>

<Profile name = “German” enable = “1” fileXn = “de”>
<header value = “de-CH” />
<header value = “de-any” />

</Profile>

</ErrorPageConfiguration>
This file serves the error messages from:
¢ The English profile, if the header value is en-us or en-uk or en-*
¢ The German profile, if the header value is de-CH or de-*
¢ The default profile, if the header value is not any of the above, or if it is defined as any.

When the header value is defined as any, the default profile is served. This profile matches any
header value that did not have a matching profile. For example, if the header value entry is en—
any, and the Accept-Language header value of the browser is en—xyz (for which there is
no proper match), then the profile with the entry en-any would be a match.

If any is used to search for any language-specific files, then the word any must be preceded
by the hyphen (-). For example, you must not specify en—cany as the header value entry to
match en-c* header values.

4 Save the file.
5 Enter the following commands to restart the machine:

/etc/init.d/novell-vmc stop
/etc/init.d/novell-vmc start
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15.5.2 Configuring Error Page Presentation for the NetWare
Access Gateway

The Error Page option allows you to specify how the error pages generated by the NetWare Access
Gateway are published to the browsers.
1 In the Administration Console, click Access Manager > Access Gateways > Edit > Error Page.
2 In the Error Page Language field, select the language in which the error page is published.
3 To save your changes to browser cache, click OK.

4 On the Server Configuration page, click Close, then click Update > OK.

WARNING: The messages are available from Novell in English. To use another language, you
must translate the messages to that language. For information on how to customize the error
messages for a specific language, see “Customizing Error Pages” in the Novell Access Manager 3.0
SP3 IR2 Installation Guide.

15.6 Configuring Console Access

The following options control access to the NetWare Access Gateway console:

¢ Section 15.6.1, “Setting Up an FTP Listening Address,” on page 261
¢ Section 15.6.2, “Enabling Console Access with SSH and Telnet Sessions,” on page 262
¢ Section 15.6.3, “Setting the Password for the admin and config Users,” on page 263

15.6.1 Setting Up an FTP Listening Address

(NetWare only) The Mini FTP option allows you to configure an FTP listening address for
management. If this option is enabled, you can use FTP to upload and download files.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Mini FTP.

Cluster #Member: [10.10.16.60 |

Listening Address(es): & 10.10.16.60
= None

Server(s) must be updated before change: made on thiz panel will be uzed.

0K | Cancel |

2 Fill in the following fields:

Cluster Member: (Available only if the Access Gateway is a member of a cluster.) Select the
server you want to configure from the list of servers. All changes made to this page apply to the
selected server.

Listening Addresses: To enable this feature, select an IP address for FTP listening.
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If the Access Gateway server has only one IP address, only one is displayed for selection. If the
server has multiple IP addresses, you can select one or more.

3 To save your changes to browser cache, click OK.

4 On the Server Configuration page, click OK, then click Update > OK.
When logging in to an FTP session, the username must be config, and the password is empty
unless you have configured a password. If you enable FTP, we strongly recommend that you set up a

password for the config user. See Section 15.6.3, “Setting the Password for the admin and config
Users,” on page 263.

15.6.2 Enabling Console Access with SSH and Telnet Sessions

(NetWare only) The Console Access option allows you to control whether administrators can set up
SSH or Telnet sessions with the NetWare Access Gateway and use command line options to
configure it.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Console
Access.

Cluster Member: [10 10 16 46 |

[ Enable 55H on Server
[T Enable Telnet on Server

Warning: Enabling 55H wrill also open an LOAP listener on port 636 on the server.,
When disabling, a restart of the server is required to fully close the LDAP listener.

Change Password

Consale User: Im
Old Passward: I
Mewy Password: I
Confirm Mew Password: I

Server(z] must be updated before changes made on this panel will be used, See Configuration Panel for summary of changes,

0K | Cancel |

2 Fill in the following fields:

Cluster Member: (Available only if the Access Gateway is a member of a cluster.) Select the
server you want to configure from the list of servers. All changes made to this page apply to the
selected server.

Enable SSH on Server: If this option is selected, SSH is enabled. SSH sets up a secure,
encrypted connection between the Access Gateway and the client. Enabling this option opens
an LDAP listener on the Access Gateway for port 636. Disabling this option does not fully
close the listener. You must restart the Access Gateway to fully close the LDAP listener.

Enable Telnet on Server: If this option is selected, Telnet is enabled.

IMPORTANT: Telnet is inherently insecure. All information is sent in clear text, including
passwords.

3 To save your changes to browser cache, click OK.
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4 On the Server Configuration page, click OK, then click Update > OK.

You can use SSH client software or a terminal window to set up a session. When prompted, log in to
the NetWare Access Gateway as the admin user.

If you enable Telnet, use the client software on your workstation to set up a session. When
prompted, you can log in to the NetWare Access Gateway as either the config or the admin user.

15.6.3 Setting the Password for the admin and config Users

(NetWare only) Access Manager sets up an admin user when you install the Administration
Console, and you are prompted to supply a name for this user. During installation, the NetWare
Access Gateway sets up an admin and a conf ig user, for managing the NetWare Access Gateway
console. These names are not configurable.

The admin user is the NetWare Access Gateway user that has been created for accessing the
machine over SSH. It is assigned a default password of novell.

The config user is the NetWare Access Gateway user that has been created for accessing the
machine over FTP and Telnet. If you enable FTP or Telnet, you should set up a password for the
config user. When an Access Gateway is installed, the config user is not assigned a password.

To set or modify the password for the config or admin user:
1 In the Administration Console, click Access Manager > Access Gateways > Edit > Console

Access.

2 (Conditional) If the Access Gateway is a member of a group, select the server you want to
configure from the list of servers. All changes made to this page apply to the selected server.

3 In the Change Password section, select the Console User, either config or admin.
4 Fill in the following fields:

Old Password: Specifies the current password for the console user. When used in conjunction
with the New Password and Confirm New Password fields, this field allows you to change the
console password. When the admin user was created, it was assigned a default password of
novell. When you install the NetWare Access Gateway, no password is assigned to the
config user. To create a password the first time for the config user, leave this field blank.

New Password: Specifies a new password. The password must be at least six characters long.
Confirm New Password: Retype the new password.
5 To save your changes and have them applied, click OK.

As soon as you click OK, the change is sent to the NetWare Access Gateway and the password
change is applied. The password is not saved to browser cache, and you do not need to update
the Access Gateway configuration.

15.7 Configuring Network Settings

After initial setup, you seldom need to change the network settings unless something in your
network changes, such as you add a new gateway or DNS server. This section describes the
following tasks:

¢ Section 15.7.1, “Viewing and Modifying Adapter Settings,” on page 264
¢ Section 15.7.2, “Viewing and Modifying Gateway Settings,” on page 266
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¢ Section 15.7.3, “Viewing and Modifying DNS Settings,” on page 268

¢ Section 15.7.4, “Configuring Hosts,” on page 270
¢ Section 15.7.5, “Adding New Network Interfaces to the Linux Access Gateway,” on page 272

15.7.1 Viewing and Modifying Adapter Settings

The adapter settings allow you to view the current configuration for the network adapters installed in
the Access Gateway machine and manage the IP addresses that are assigned to them. If you want to
configure an adapter to use more than one IP address, you can use this option to add them.

If you have multiple adapters installed on a Linux Access Gateway machine, you can only configure
ethO during installation. Use the procedure described in this section to configure the others.

To view or modify your current adapter settings:

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Adapter
List.

Cluster Member: [10.10.16.60 =l

Adapter ethO

Mew | Delete

[~ Subnet Subnet Mask  Addresses
10.10.150 256,266.282.0  10.10.16.60
127.0.0.0 2RR.0.0.0 127.0.0.1

Adapter List Options

Speed: IDefault 'I Duplex: IDefault 'I MAT: IDisabled 'l

Custom load parameters: I

Server(s) must be updated before changes made on thiz panel will be uzed, See Configuration Panel for summary of changes,

Ok, | Cancel |

2 (Conditional) If the Access Gateway is a member of a cluster, select the server you want to
configure from the list of servers in the Cluster Member field. All changes made to this page

apply to the selected server.
3 Select the adapter you want to modify, then select one of the following actions:
¢ To add a new subnet to an existing adapter, click New.
+ To delete a subnet, select a subnet, then click Delete. More than one must be configured
for you to delete a subnet.
¢ To modify an existing subnet, click the IP address of the subnet.

4 To configure a new subnet or a new IP address for a subnet, configure the following fields:
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Adapter ethD

Subnet: 10.10.15.0

subnet Mask: *

IP Address List *

Mewe.. | Delete | Change [P Address...

[T IP Addresses
[ 10.10.16.60

Server(s) must be updated before changes made on thiz panel will be used,

0K | Cancel |

Subnet: Displays the address of the subnet that you are modifying. This is empty if you are
creating a new one.

Subnet Mask: (Required) Specifies the subnet mask address for this subnet. The address can
be specified in standard dotted format or in CIDR format

IP Addresses: Allows you to manage the IP addresses assigned to the subnet.
¢ To add an address, click New, specify the address, then click OK.
+ To delete an address, sclect the address, then click Delete.

¢ To change the IP address, see Section 4.3, “Changing the [P Address of the Access
Gateway,” on page 46.

Click OK.
Configure the Adapter List Options.

These options let you change settings for the network adapters on the Access Gateway to
ensure compatibility with an existing LAN. Modify the default settings only if your LAN
requires specialized adapter card changes.

¢ Speed: Select Default, 10 MB, 100 MB, or 1000 MB.
+ Duplex: Select Default, Half, or Full.

IMPORTANT: Some network adapter drivers do not correctly detect duplex settings.
This is a general industry problem with Fast Ethernet technology.

If your Access Gateway isn't performing as expected, check to ensure that the duplex
settings for its network adapters match your network configuration. It might be necessary
to manually configure the duplex settings on both your Access Gateway and your Ethernet
switch or hub.

¢ NAT: Select Dynamic or Disabled.

If the Access Gateway is serving as a router, and your network employs non-unique
private IP addresses, you can configure the Access Gateway to provide Network Address
Translation (NAT) services.

For example, if you have a 10.0.0.0 private network on ethO and a registered public
network such as 130.0.0.0 on ethl, the clients on the private network can access the
Internet through the Access Gateway, provided that the Dynamic option is selected in the
NAT drop-down list for the eth1 adapter.
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The Access Gateway then functions as a network address translator and dynamically maps
the private, non-routable 10-net addresses to the registered public address assigned to
ethl.

IMPORTANT: You cannot configure a reverse proxy on an [P address assigned to an
adapter that has the Dynamic option set for NAT. NAT and a reverse proxy cannot coexist
on the same adapter.

Custom load parameters: (NetWare only) Allows you to specify non-standard load
parameters for a custom driver. If you used the custom driver option during installation and the
documentation for this driver specified some custom load parameters, enter these parameters in
the text box.

7 To save your changes to browser cache, click OK.

8 On the Server Configuration page, click OK, then click Update > OK.

15.7.2 Viewing and Modifying Gateway Settings

The gateway settings display the current gateway configuration that the Access Gateway is using to
route packets. From this page, you can also to configure additional gateways. During installation,
you could specify only a default gateway. You must have at least one gateway defined for the
Access Gateway to function.

The Access Gateway routes requests to specific destinations through these gateways. If a request
could be routed through multiple gateways, the Access Gateway chooses the gateway associated
with the most restrictive mask (the smallest range of destination addresses). The default gateway is
used only when no other routes apply.

Gateways fall within the following three basic groups:

+ Host gateways for specific destination addresses.
+ Network gateways for destination addresses that fall within specific subnets.

¢ The default gateway for destination addresses that aren’t covered by host or network gateways.

The Access Gateway uses additional gateways only when the Act As Router option is selected.
When this option is selected, you can add Host Gateways and Network Gateways. When
configuring a Host Gateway or Network Gateway, you specify the IP address of the host or network
gateway in the Next Hop field. This address must be on the same subnetwork as the IP address for
the Access Gateway.

IMPORTANT: If you enter an IP address that is on a different subnetwork, the Linux Access
Gateway reports this error on the Health page, after the configuration has been applied. The
NetWare Access Gateway ignores the configuration error and does not report it.

To modify your current gateway configuration:

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Gateways.
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Cluster Member: [10.10.16 60 =
" Enable RIP
™ Act as Router
I Enable Gateway Statistics Monitoring

Default Gateway
Mext Hop: |10.10.16.254

ketric: 1

Type: Passive "I

Mews,, | Delete
[T Mext Hop Host Metric Type
Ma ftems

Hetwork Gateway

Mews.. | Delete
[T Hext Hop Metwork Address Mask Metric Type
Mo items

Server(s) must be updated before changes made on thiz panel will be used,

0K | Cancel |

2 (Conditional) If the Access Gateway is a member of a cluster, select the server you want to
configure from the list of servers in the Cluster Member field. All changes made to this page
apply to the selected server.

3 Fill in the following fields:

Enable RIP: (NetWare only) Allows you to turn on the Routing Information Protocol 1.
Through this protocol, the Access Gateway is able to learn routes.

Act as Router: Select this option if the Access Gateway functions as the default gateway for
clients on the network. If you select this option, you can specify additional gateways.

Enable Gateway Statistics Monitoring: Select this option if you want to gather statistics and
monitor the traffic on the gateways.

4 Configure your default gateway, which specifies the gateway to use when no other routes
apply. Configure the following:

Next Hop: The IP address of the gateway.

Metric: A relative number indicating the bias you can add to the normal flow of gateway logic.
Specifying a number higher than 1 makes this resource more expensive and alters the gateway
logic used. Valid numbers include 1 through 16.

Type: Gateways are active if they publish their presence, or passive if they do not.

5 Configure your host gateways, which are the gateways to be used for packets being sent to
specific hosts. When you select New from the Host Gateway list, you are asked for the
following information:
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Next Hop: The address of the host gateway that is to be used.

Host: The IP address of the destination host. Valid addresses cannot be the first or last address
of a class and must be unique.

Metric: A relative number indicating the bias you can add to the normal flow of gateway logic.
Specifying a number higher than 1 makes this resource more expensive and alters the gateway
logic used. Valid numbers include 1 through 16.

Type: Gateways are active if they publish their presence, or passive if they do not.
Click OK when the fields are configured.

6 Configure your network gateways, which are the gateways to be used for packets being sent to
specific subnets. When you select New from the Network Gateway list, you are asked for the
following information:

Next Hop: The address of the gateway that is to be used.

Network Address: The subnet address for the destination IP address range. You can also enter
a specific IP address on a given subnet, and the Access Gateway calculates the subnet address
using the mask.

Mask: The subnet mask for the subnet or IP address above. A valid entry must be at least as
large as a class mask where a Class A mask is 255.0.0.0, a Class B mask is 255.255.0.0, and
Class C, D, and E masks are 255.255.255.0.

Metric: A relative number indicating the bias you can add to the normal flow of gateway logic.
Specifying a number higher than 1 makes this resource more expensive and alters the gateway
logic used. Valid numbers include 1 through 16.

Type: Gateways are active if they publish their presence, or passive if they do not.
Click OK when the fields are configured.
7 To save your changes to browser cache, click OK.

8 On the Server Configuration page, click OK, then click Update > OK.

15.7.3 Viewing and Modifying DNS Settings

The DNS page displays the current configuration for domain name services and allows you to
modify it.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > DNS.
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Cluster Member: [10.10.16 60 =l

Server Hostname: ImS-accessmgH

Domain: Ipruvo.novell.cnm

DHS Server IP Addresses

Mews,. | Delete 1 itemis)
[~ IP Address

™ 10.10.166.1 =

DHS Cache Settings

Megative Lookup: * |12EI {0 - 2600 Second (s1)
Minimum Time fo Live per Entry: |12EI {0 - 3600 Second (1)
Maximum Time to Live per Entny: ™ |168 {01 - 744 Hour {51}
raximum Entries: IEDDD {000 - 100000}

DMS Transport Protocol: I op "l

¥ Monitor DNS Server

Server(s) must be updated before changes made on thiz panel will be used.

QK | Cancel |

2 (Conditional) If the Access Gateway is a member of a cluster, select the server you want to
configure from the list of servers in the Cluster Member field. All changes made to this page
apply to the selected server.

3 Fill in the following fields:

Server Hostname: Displays the unique host or computer name that you have assigned to the
Access Gateway machine. If you modify this name, you need to modify the entry for the
Access Gateway in your DNS server to resolve this new name.

Domain: Specifies the domain name for your network. Your DNS server must be configured to
resolve the combination of the server hostname and the domain name to the Access Gateway
machine. This field assumes you are using dotted names for your machines, such as
sales.mytest.com, where sales is the Server Hostname and mytest.com is the Domain.

DNS Server IP Addresses: Displays the [P addresses of the servers on your network that
resolve DNS names to IP addresses. You can have up to three servers in the list. If you
specified any addresses during installation, they appear in this list. To manage the servers in
this list, select one of the following options:

¢ New: To add a server to the list, click this option and specify the IP address of a DNS
server.

+ Delete: To delete a server from the list, select the address of a server, then click this
option.

¢ Order: To modify the order in which the DNS servers are listed, select the server, then
click either the up-arrow or the down-arrow buttons. The first server in the list is the first
server contacted when a DNS name needs to be resolved.
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4 Configure the DNS Cache Settings. These options allow you to control the refresh of DNS
information. These are all standard DNS options.

Negative Lookup: Specifies how long a failed DNS lookup domain name remains in cache. If
the Access Gateway cannot resolve a domain name, it stores that information in its cache for
the specified amount of time. If the Access Gateway receives requests for that domain name
within this period, it sends a “Bad Gateway” error message to the browser and does not resolve
the domain name again. Valid field values include 0-3600 seconds. The default is120 seconds.

Minimum Time To Live per Entry: Specifies the minimum amount of time that DNS entries
remain in cache before they expire. This is the minimum value the Access Gateway uses
regardless of the value the DNS server returns. Valid field values include 0-3600 seconds. The
default is 120 seconds.

Maximum Time To Live per Entry: Specifies the maximum amount of time that DNS
entries remain in cache before they expire. This is the maximum value the Access Gateway
uses regardless of the value the DNS server returns. Valid field values include 0—744 hours.
The default is 168 hours.

Maximum Entries: Specifies the maximum number of DNS cache entries. When this number
is reached, the Access Gateway deletes old entries to make room for newer ones. Valid field
values include 2000-100000. The default is 5000.

DNS Transport Protocol: Specifies the transport protocol that DNS uses on the network
where the Access Gateway is installed. Valid values are UDP and TCP. The default is UDP.

Monitor DNS Server: (NetWare only) If selected, allows the Access Gateway to monitor
DNS server availability by pinging the configured servers every minute. This ensures timely
handling of DNS requests. You should deselect this item if the Access Gateway accesses DNS
through a connection that is not kept continually open, such as a dial-up phone line or ISDN
connection.

Keep in mind, however, that deselecting this option causes the DNS configuration on the
Health tab to display the following message: " (Passed) Domain and DNS Servers
configured". When this option is enable, the Health tab displays the following message:
" (Passed) Domain and DNS Servers configured and active".

5 To save your changes to browser cache, click OK.

6 On the Server Configuration page, click OK, then click Update > OK.

15.7.4 Configuring Hosts

(Linux only) You can configure the Linux Access Gateway to have multiple host names.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Hosts.
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Cluster Member: [10.10,16.45 v
Host IP Address List

Mew... | Delete

[] Host IP Address Host Hame

[] 127.0.01 localhost

[] 10.10.16.45 a245, ag4k,.amlab. net

Server(s) must be updated before changes made on this panel will be uzed.

0K | Cancel

This page displays a list of host IP addresses.

2 (Conditional) If the Access Gateway is a member of a cluster, select the server you want to
configure from the list of servers in the Cluster Member field. All changes made to this page
apply to the selected server.

3 To add a new host name to an existing IP address, click the name of a Host IP Address.

Host IP Address: 10.10.16.45
Host Mame(s]: ™ |agds

(Place each Host Name on a separate line.|

Server(z) must be updated before changes made on thiz panel will be uzed.

0K | Cancel |

4 1In the Host Name(s) text box, specify a name for the host. Place each host name on a separate
line. Then click OK.

5 To add a new IP address and host name, click New in the Host IP Address List section, then
specify the IP address. In the Host Name(s) text box, specify a host name, then click OK.

6 To delete a host, select the check box next to the host you want to delete, then click Delete.
7 To save your changes to browser cache, click OK.

8 On the Server Configuration page, click OK, then click Update > OK.
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15.7.5 Adding New Network Interfaces to the Linux Access
Gateway

If you add new network interface cards to the Linux Access Gateway machine after installation, you
need to scan for these cards. Then you can configure them.
1 In Administration Console, click Access Manager > Access Gateways > [Name of Server].
2 Click New NIC to scan for new network interface, then click OK to confirm.
You can click the Command Status tab to check if the scan has completed.
3 Click Access Gateways, then click Edit for the cluster or server that has the new card.

4 Click Adapter List. If the server is a member of a cluster, select the cluster member you want to
configure.

The newly added network interface is displayed here.
5 In the newly added adapter section, click New, then configure the subnet mask and IP address.
6 To save your changes to browser cache, click OK.

7 On the Server Configuration page, click OK, then click Update > OK.

15.8 Customizing Log Out

If any of your protected resources have a logout page or button, you need to redirect the user’s
logout request to the Access Gateway logout page. The Access Gateway can then clear the user’s
session and log the user out of any other resources that have been enabled for single sign-on. If you
do not redirect the user’s logout request, the user is logged out of one resource, but the user’s session
remains active until inactivity closes the session. If the user accesses the resource again before the
session is closed, single sign-on re-authenticates the user to the resource, and it appears that the
logout did nothing.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > Reverse