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About This Guide

The purpose of this guide is to provide an introduction to Novell Access Manager and to describe
the installation, upgrade, and removal procedures.

*

*

*

Chapter 1, “What’s New in Access Manager 3.1 SP3,” on page 13
Chapter 2, “Novell Access Manager Product Overview,” on page 17
Chapter 3, “Installation Requirements,” on page 35

Chapter 4, “Installing the Access Manager Administration Console,” on page 51
Chapter 5, “Installing the Novell Identity Server,” on page 61

Chapter 6, “Installing the Linux Access Gateway Appliance,” on page 67
Chapter 7, “Installing the Access Gateway Service,” on page 77

Chapter 8, “Installing the SSL VPN Server,” on page 83

Chapter 9, “Upgrading Access Manager Components,” on page 95
Chapter 10, “Removing Components,” on page 127

Chapter 11, “Migrating from iChain to Access Manager,” on page 133
Appendix A, “Troubleshooting Installation and Upgrade,” on page 175
Appendix B, “Modifications Required for a 3.0 Login Page,” on page 201
Appendix C, “What’s New in Previous Releases,” on page 211

For information about the J2EE Agents, see the Novell Access Manager 3.1 SP3 J2EE Agent Guide.

Audience

This guide is intended for Access Manager administrators. It is assumed that you have knowledge of
evolving Internet protocols, such as:

*

*

Extensible Markup Language (XML)

Simple Object Access Protocol (SOAP)

Security Assertion Markup Language (SAML)

Public Key Infrastructure (PKI) digital signature concepts and Internet security
Secure Socket Layer/Transport Layer Security (SSL/TLS)

Hypertext Transfer Protocol (HTTP and HTTPS)

Uniform Resource ldentifiers (URIS)

Domain Name System (DNS)

Web Services Description Language (WSDL)

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

About This Guide
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Documentation Updates

For the most recent version of the Access Manager Installation Guide, visit the Novell Access
Manager Documentation Web site (http://www.novell.com/documentation/novellaccessmanager31).

Additional Documentation

+ Novell Access Manager 3.1 SP3 Setup Guide

+ Novell Access Manager 3.1 SP3 Administration Console Guide
+ Novell Access Manager 3.1 SP3 Identity Server Guide

+ Novell Access Manager 3.1 SP3 Access Gateway Guide

+ Novell Access Manager 3.1 SP3 Policy Guide

+ Novell Access Manager 3.1 SP3 J2EE Agent Guide

+ Novell Access Manager 3.1 SP3 SSL VPN Server Guide

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

12 Novell Access Manager 3.1 SP3 Installation Guide


http://www.novell.com/documentation/novellaccessmanager31
http://www.novell.com/documentation/novellaccessmanager31

What's New in Access Manager 3.1

SP3

Novell Access Manager 3.1 SP3 provides a number of key enhancements to various components.
These enhancements improve management, enhance security, and add cross-platform capabilities to
major components. These key features include:

*

Secti
Secti
Secti
Secti
Secti

*

*

*

*

on 1.1, “Identity Server Enhancements,” on page 13

on 1.2, “Access Gateway Enhancements,” on page 14

on 1.3, “Administration Console Enhancements,” on page 14
on 1.4, “NAT Support,” on page 15

on 1.5, “LDAP Rebind,” on page 15

1.1 Identity Server Enhancements

+ Federation Enhancements: The following features are enhanced in the SAML and Liberty
protocols:

*

NIDP Principal Consistency: Allows you to set the identity provider session timeout,
configure assertion validity time, overwrite the temporary user, and identify real users. For
more information, see “Configuring Authentication Methods” and “Configuring the
Attribute Matching Method for SAML 1.1” in the Novell Access Manager 3.1 SP3
Identity Server Guide.

Whitelist of Target URLs: Allows you to access only the target URL which is available
in the domain list. For more information, see “Configuring Whitelist of Target URLS” in
the Novell Access Manager 3.1 SP3 Identity Server Guide.

Local Method Execution Post Federation: This feature authenticates the user as the
local service provider after the remote password authentication. This features also
configures the assertion validity time and overwrites the temporary user and real user
identifications. For more information, see “Defining User Identification for Liberty and
SAML 2.0” in the Novell Access Manager 3.1 SP3 Identity Server Guide.

Mapping Between Types and Contracts: The Identity Server is contract-based and this
setting permits an association to be made between a contract and the external provider
assertion. For more information, see “Modifying the Authentication Card for Liberty or
SAML 2.0” in the Novell Access Manager 3.1 SP3 Identity Server Guide.

Password Fetch Class Extensions: The Novell Access Manager supports password
retrieval of the users who are mapped based on the CN of the user object and attribute
value of the user object in different ways. For more information see, “Configuring
Password Retrieval” in the Novell Access Manager 3.1 SP3 Identity Server Guide.

+ SP Brokering: The Novell Access Manager Identity Service acts as a federation gateway or a
service provider broker (SP Broker). This feature is used along with the Intersite Transfer
Service of the identity provider, which enables authentication at a trusted service provider. The

SPB

roker feature helps control the authentication flow between several identity providers and

service providers in a federation circle by allowing the administrator to configure policies that
control Intersite Transfers. For example, an administrator can configure a policy with SP

What's New in Access Manager 3.1 SP3
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Broker that allows only certain users from an identity provider to be authenticated at a given
service provider.For more information, see “SP Brokering ” in the Novell Access Manager 3.1
SP3 Identity Server Guide.

+ A-Select Feature Enhancements: The following sections provides information about A-
Select feature.

+ Defining Session Synchronization for Liberty or SAML 2.0: You need to configure the
properties for the session synchronization between the service provider and the target
identity provider. For more information, see “Defining Session Synchronization for the A-
Select SAML 2.0 Identity Provider” in the Novell Access Manager 3.1 SP3 Identity Server
Guide.

+ Defining Options for Liberty or SAML 2.0: According to Single Logout Profile in
OASIS SAML V2.0 profiles, the session users can use a front channel binding. This
profile is initiated to maximize the successful logout to all users which is propagated by
the session authority. For more information, see “Defining Options for Liberty or SAML
2.0” in the Novell Access Manager 3.1 SP3 Identity Server Guide.

+ Configuring Liberty or SAML 2.0 Session Timeout: You can configure the web.xml
parameter in the ESP (Embedded Service Provider). When timeout is reached, the ESP
creates a SAML 2.0 logout request to remote Identiy Provider over SOAP backchannel.
For more information, see “Configuring the Liberty or SAML 2.0 Session Timeout” in the
Novell Access Manager 3.1 SP3 Identity Server Guide.

1.2 Access Gateway Enhancements

+ Load Balancing Feature: The load balance feature at session level helps you to configure the
web servers at different levels. For more information, see “Configuring Web Servers” in the
Novell Access Manager 3.1 SP3 Access Gateway Guide.

+ Configuring High Availability: The High Availability option of the Linux Access Gateway
helps improve overall reliability. This section provides information on hardware requirements,
configuration details about fresh installation and upgrade scenarios, and functionality details of
the High Availabiltiy option. For more information, see “Configuring the High Availability
Feature” in the Novell Access Manager 3.1 SP3 Access Gateway Guide.

+ Session Stickiness Option: You can use the session stickiness option if multiple Web Servers
are configured for a service. Selecting this option makes the proxy server to use the same web
server for all fills during a session. For more information, see “Configuring Web Servers” in
the Novell Access Manager 3.1 SP3 Access Gateway Guide.

1.3 Administration Console Enhancements

+ Policy View Administrator: A policy view administrator has rights only to view policy
containers. The super administrators can create a special type of delegated administrators called
policy view administrators who can only view the policies in the policy container assigned to
them. They policy view administrators can login to Access Manager with their credentials and
they are allowed to view only the policy containers assigned to them. For more information, see
“Administration Console” in the Novell Access Manager 3.1 SP3 Administration Console
Guide.
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1.4 NAT Support

The Network Address Translation (NAT) protocol maps all the public IP addresses to communicate
with a single private IP address. The network administrators create a NAT table to map the public-
to-private and private-to-public IP address. The IP address can be static or dynamic.

1.5 LDAP Rebind

Once a new LDAP SSL connection is made, it is kept open for reuse. For every new user requests,
the same LDAP SSL connection can be used to rebind to a different user. The connection
establishment overhead for every LDAP request is removed which boosts the performance in slow
links. The maximum number of connections in the pool and the interval for which a connection can
be kept open (LDAP timeout) can be configured.

What's New in Access Manager 3.1 SP3 15
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Novell Access Manager Product
Overview

Novell Access Manager is a comprehensive access management solution that provides secure access
to Web and enterprise applications. Access Manager also provides seamless single sign-on across
technical and organizational boundaries. It uses industry standards including Secure Assertions
Markup Language (SAML) and Liberty Alliance protocols. It has a single console for management
and configuration. To provide secure access from any location, it supports multi-factor
authentication, role-based access control, data encryption, and SSL VPN services.

This section discusses the following topics:

+ Section 2.1, “How Access Manager Solves Business Challenges,” on page 17
+ Section 2.2, “How Access Manager Works,” on page 25
+ Section 2.3, “Access Manager Devices and Their Features,” on page 27

2.1 How Access Manager Solves Business
Challenges

As networks expand to connect people and businesses throughout the world, secure access to
business resources becomes increasingly more important and more complex. Gone are the days
when all employees worked from the same office; today’s employees work from corporate, home,
and mobile offices. Equally gone are the days when employees were the only ones who required
access to resources on your network; today, customers and partners require access to resources on
your network, and your employees require access to resources on partners’ networks or at service
providers.

Novell Access Manager lets you provide employees, customers, and partners with secure access to
your network resources, whether those resources are Web applications, traditional server-based
applications, or other content. If your business faces any of the following access-related challenges,
Access Manager can help:

+ Protecting resources so that only authorized users can access them, whether those users are
employees, customers, or partners.

+ Ensuring that the users who are authorized to use a resource can access that resource regardless
of where the users are currently located.

+ Requiring users to manage multiple passwords for authentication to Web applications.

+ Making sure users have access only to the resources required for their jobs. In other words,
ensuring that your authorization processes and practices match the business policies that define
access privileges to your network resources.

+ Revoking network access from users in minutes rather than days.

+ Protecting users’ privacy and confidential information as they access company resources or
partners’ resources.

+ Proving compliance with your business policies, privacy laws such as Sarbanes-Oxley, HIPAA,
or European Union, and other regulatory requirements.
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The following sections expand on these challenges and introduce the solutions provided by Access
Manager. If you are already aware of the business solutions provided by Access Manager, you might
want to skip to the technical introduction provided in Section 2.2, “How Access Manager Works,”
on page 25.

+ Section 2.1.1, “Protecting Resources While Providing Access,” on page 18

+ Section 2.1.2, “Managing Passwords with Single Sign-On,” on page 19

+ Section 2.1.3, “Enforcing Business Policies,” on page 20

*

Section 2.1.4, “Sharing Identity Information,” on page 21

*

Section 2.1.5, “Protecting Identity Information,” on page 23

*

Section 2.1.6, “Complying with Regulations,” on page 24

2.1.1 Protecting Resources While Providing Access

The primary purpose of Access Manager is to protect resources by allowing access only to users you
have authorized. You can control access to Web (HTTP) resources as well as traditional server-based
(non-HTTP) resources. As shown in the following illustration, those users who are authorized to use
the protected resources are allowed access, while unauthorized users are denied access.

Non-HTTP Services

Protected Web (E-mail, Telnet,
Resources Thin Client, FTP)

&

f

Access Manager

= \[:Illr

Authorized User Authorized User Unauthorized User

Access Manager secures your protected Web resources from Internet hackers. The addresses of the
servers that host the protected resources are hidden from both external and internal users. The only
way to access the resources is by logging in to Access Manager with authorized credentials.

Access Manager protects only the resources you have set up as protected resources. It is not a
firewall and should always be used in conjunction with a firewall product.
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Because not all users work from within the confines of your local network, access to resources is
independent of a user’s location, as shown in the following illustration. Access Manager provides
the same secure access and same experience whether the user is accessing resources from your local
office, from home, or from an airport terminal.

Non-HTTP Services

Protected Web (E-mail, Telnet,
Resources Thin Client, FTP)

S

[

Access Manager

]

Authorized User Authorized User

\
Authorized User

2.1.2 Managing Passwords with Single Sign-On

If your organization is like most, you have multiple applications that require user login. Multiple
logins typically equates to multiple passwords. And multiple passwords mean forgotten passwords.

Authentication through Access Manager not only establishes authorization to applications (see
Protecting Resources While Providing Access above), but it can also provide authentication to those
same applications. With Access Manager serving as the front-end authentication, you can deploy
standards-based Web single sign-on, which means your employees, partners, and customers only
need to remember one password or login routine to access all the corporate and Web-based
applications they are authorized to use. That means far fewer help desk calls—and the reduced
likelihood of users resorting to vulnerable written reminders.
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Authenticate

Access Manager

5

Authorized User

By simplifying the use and management of passwords, Access Manager helps you enhance the
user’s experience, increase security, streamline business processes, and reduce system
administration and support costs.

2.1.3 Enforcing Business Policies

Determining the access policies for an organization is often complicated and difficult, but the
difficulty pales in comparison to enforcing the policies. Your IT personnel can spend hours
attempting to give users the correct access to resources, and hours more retracing their steps to see
why the users can’t access what they should be able to. What’s worse, you might never know about
the situations where users are granted access to resources they shouldn’t be accessing.

Access Manager automates the granting and removing of access through the use of roles and
policies. As shown in the following illustration, users are assigned to roles that have access policies
associated with them. Each time a user authenticates through Access Manager, the user’s access is
determined by the policies associated with the user’s roles.

User Authentication Role Assignment Policy Evaluation Access to Resource
and Enforcement

In the following example, users assigned to the Accounting role receive access to the Accounting
resources, Payroll users receive access to the Payroll resources, and Accounting managers receive
access to both the Accounting and Manager resources.
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Because access is based on roles, you can grant access in minutes and be certain that the access is
consistent with your business policies. And, equally important, you can revoke access in minutes by
removing role assignments from users.

For security-minded organizations, it comes down to this simple fact: you set the policies by which
users gain access, and Access Manager enforces them consistently and quickly. There are no
surprises and no delays.

2.1.4 Sharing ldentity Information

In today’s business environment, few organizations stand alone. More than likely, you have trusted
business partners with whom you need to shared resources in a secure manner. Or, you have
business services, such as a 401k management system, to which you need to provide employee
access. Or, maybe your organization is the one providing services to another business. Access
Manager provides federated identity management to enable users to seamlessly and securely
authenticate across autonomous identity domains.

For example, assume that you have employees who need access to your corporate applications,
several business partner’s applications, and their 401k service, as shown in the following figure.
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Business Partner 401K Service Corporate
Applications Provider Applications
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Access Manager

e

Authorized User

Each identity domain (your organization, your partner’s organization, and the 401k service) requires
an account and authentication to that account in order to access the resources. However, because
you’ve used Access Manager to establish a trust relationship with the business partner and the 401k
service, your employees can log in through Access Manager to gain access to the authorized
resources in all three identity domains.

Access Manager not only enables your employees to access resources from business partners and
service providers, it also lets business partners access authorized resources on your network as if the
resources were part of their own network. Or, if you are a service provider, the same is true for your
customers. The following figure illustrates this type of access.
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In addition to simply linking user accounts in different identity domains, Access Manager also
supports federated provisioning, which means that new user accounts can be automatically created
in your trusted partner’s (or provider’s) system. For example, a new employee in your organization
can initiate the creation of an account in your business partner’s system through Access Manager
rather than relying on the business partner to provide the account. Or, customers or trusted business
partners can automatically create accounts in your system.

Access Manager leverages identity federation standards, including Liberty Alliance, WS-Security
and SAML. This foundation minimizes—or even eliminates—interoperability issues among
external partners or internal workgroups. In fact, Access Manager features an identical configuration
process for all federation partners, whether they are different departments within your organization
or external business partners.

2.1.5 Protecting Identity Information

Whenever you exchange identity information with other businesses or service providers, you must
be concerned with protecting the privacy of your employees, customers, and partners. In fact, it’s an
integral part of trusted business partnerships and regulatory compliance: the ability to establish
policies on the exchange of identity information.

For example, Access Manager enables you to determine which business and personal information
from your corporate directory is shared with others. As shown in the following illustration, you can
choose to share only the information required to establish the account at the service provider or
trusted partner.
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Access Manager offers this built-in privacy protection for your employees, partners, and customers
alike, wherever they are working. With Access Manager in place, your organization can guarantee
user confidentiality. And for federated provisioning, Access Manager adheres to those same policies
and protections.

2.1.6 Complying with Regulations

Regulations can be a hassle, but an agile, automated IT infrastructure substantially cuts costs and
reduces the pain of compliance. By implementing access based on user identities, you can protect
users’ privacy and confidential information. At the same time, you can reduce the amount of
paperwork needed to prove that proper access control measures are in place. Compliance assurance
and documentation is an inherent benefit of Access Manager.

Specifically, Access Manager helps you stay in compliance with Sarbanes-Oxley, HIPAA, European
Union privacy laws and other regulatory requirements—and you’ll find it easy to prove your
compliance. For an internal assessment or an external auditor, Access Manager can generate the
reports you need, turning compliance requirements into opportunities to develop and implement
processes that improve your business practices.
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2.2 How Access Manager Works

Access Manager deployments typically use Identity Servers and Access Gateways to provide
policy-driven access control for HTTP services. For non-HTTP services, Access Manager provides
secure VPN and J2EE Agent components.

Figure 2-1 illustrates the primary purposes of Access Manager: authentication, identity federation,
authorization, and identity injection.

Figure 2-1 Access Manager
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2.2.1 Authentication

The Identity Server facilitates authentication for all Access Manager components. This
authentication is shared with internal or external service providers on behalf of the user, by means of
assertions. Access Manager supports a number of authentication methods, such as name/password,
RADIUS token-based authentication, X.509 digital certificates, Kerberos, and OpenlD. You specify
authentication methods in the contracts that you want to make available to the other components of
Access Manager, such as the Access Gateway.

User data is stored in user stores. User stores are LDAP directory servers to which end users
authenticate. You can configure a user store with more than one replica to provide load balancing
and failover capability.
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2.2.2 Authorization

Authentication is the process of determining who a user is. Authorization is the process of
determining what a user is allowed to do. Access Manager allows you to configure roles and
authorization policies, based on criteria other than authentication, to protect a resource.
Authorization policies are dynamically applied after authentication and are enforced when a user
attempts to access a protected resource.

2.2.3 ldentity Injection

An Access Gateway lets you retrieve information from your LDAP directory, use it to inject
information into HTML headers, query strings, or basic authentication headers, and send this
information to the back-end Web servers. Access Manager calls this technology identity injection
(iChain calls it object level access control). The Web server uses this information to personalize
content, or can use it for additional authorization decisions. Where Web servers require additional
authentication, Identity Injection can also provide the necessary credentials to perform a single sign-
on.

2.2.4 Identity Federation

Identity federation is the association of accounts between an identity provider and a service provider.
As shown in Figure 2-2, an employee named Steve is known as steve.s at his corporate identity
provider. He has an account at a work-related service provider called 401k, which has set up a trust
relationship with his company. At 401k he is known as ssmith_01.

Figure 2-2 ldentity Federation

steve s.
User ID
N
\=—ry Store
ssmith_01 '
=N
401k Servicer Corporate Identity

Provider Server

Steve Smith

As a service provider, 401k can be configured to trust the authentication from the corporate identity
provider. Steve can enable single sign-on and single logout by federating, or linking, his two
accounts.
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From an administrative perspective, this type of sharing reduces identity management costs, because
multiple organizations do not need to independently collect and maintain identity-related data, such
as passwords. From the end user’s perspective, this results in an enhanced experience by requiring
fewer sign-ons.

2.2.5 SSL Renegotiation

SSL renegotiation is the process of establishing a new SSL handshake over an existing SSL
connection. The renegotiation messages (ciphers and encryption keys) are encrypted and then sent
over the existing SSL connection to establish another session securely and is useful in the following
scenarios:

+ When you require a client authentication.
+ When you require a different set of encryption and decryption keys.
+ When you require a different set of encryption and hashing algorithms.

SSL renegotiation is enabled or disabled by the following parameter:
"sun.security.ssl.allowUnsafeRenegotiation.

This is defined in a registry on Windows and a configuration file on SLES.

Registry key on Windows is [HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache
Software Foundation\Procrun 2.0\Tomcat5\Parameters\Java\Options]. (How to set the
registry key)

Value data for the registry key to enable the SSL renegotiation on Windows is:

-Dsun.security.ssl.allowUnsafeRenegotiation=true (procderual format to enable the SSL
renegotiation)

To disable the SSL renegotiation on Windows, remove the following entry:
"-Dsun.security.ssl.allowUnsafeRenegotiation=true"

Configuration file on SLES contains the following parameter:

""/var/opt/novel l/tomcat5/conf/tomcat5.conf"

Value data for the registry key to enable the SSL renegotiation on SLES 11 is:
"JAVA_OPTS=""${JAVA_OPTS} -Dsun.security.ssl._allowUnsafeRenegotiation=true"

To disable the SSL renegotiation on SLES, remove the following entry:
"JAVA_OPTS=""${JAVA_OPTS} -Dsun.security.ssl._allowUnsafeRenegotiation=true"

SSL renegotiation can be initiated either by the SSL client or the SSL server. Initiating an SSL
renegotiation on the client or the server requires different set of APIs.

2.3 Access Manager Devices and Their Features

¢ Section 2.3.1, “Administration Console,” on page 28
+ Section 2.3.2, “ldentity Servers,” on page 28
+ Section 2.3.3, “Access Gateways,” on page 30
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+ Section 2.3.4, “SSL VPN,” on page 31

+ Section 2.3.5, “J2EE Agents,” on page 31

+ Section 2.3.6, “Policies,” on page 31

+ Section 2.3.7, “Certificate Management,” on page 32

+ Section 2.3.8, “Auditing and Logging,” on page 32

+ Section 2.3.9, “Embedded Service Provider,” on page 32
+ Section 2.3.10, “The User Portal Application,” on page 33
+ Section 2.3.11, “Language Support,” on page 33

2.3.1 Administration Console

The Administration Console is the central configuration and management tool for the product. Itisa
modified version of iManager that can be used only to manage the Access Manager components. It
contains a Dashboard option, which allows you to assess the health of all Access Manager
components.

Figure 2-3 Novell Access Manager Dashboard Page

Dalertisy

Primary Console J

The Administration Console also allows you to configure and manage each component, and allows
you to centrally manage resources, such as policies, hardware, and certificates, which are used by
multiple components.

2.3.2 Identity Servers

The Identity Server is the central authentication and identity access point for all other services. It is
responsible for authenticating users and distributing role information to facilitate authorization
decisions. It also provides the Liberty Alliance Web Service Framework to distribute identity
information.
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An ldentity Server always operates as an identity provider and can optionally be configured to run as
an identity consumer (also known as a service provider), using Liberty, SAML 1.1, or SAML 2.0

protocols. As an identity provider, the Identity Server validates authentications against the supported
identity user store, and is the heart of the user’s identity federations or account linkage information.

In an Access Manager configuration, the Identity Server is responsible for managing:

+ Authentication: Verifies user identities through various forms of authentication, both local
(user supplied) and indirect (supplied by external providers). The identity information can be
some characteristic attribute of the user, such as a role, e-mail address, name, or job
description.

+ Identity Stores: Links to user identities stored in eDirectory, Microsoft Active Directory, or
Sun ONE Directory Server.

+ ldentity Federation: Enables user identity federation and provides access to Liberty-enabled
services.

+ Account Provisioning: Enables service provider account provisioning, which automatically
creates user accounts during a federation request.

+ Custom Attribute Mapping: Allows you to define custom attributes by mapping Liberty
Alliance keywords to LDAP-accessible data, in addition to the available Liberty Alliance
Employee and Person profiles.

+ SAML Assertions: Processes and generates SAML assertions. Using SAML assertions in each
Access Manager component protects confidential information by removing the need to pass
user credentials between the components to handle session management.

+ Single Sign-on and Logout: Enables users to log in only once to gain access to multiple
applications and platforms. Single sign-on and single logout are primary features of Access
Manager and are achieved after the federation and trust model is configured among trusted
providers and the components of Access Manager.

+ ldentity Integration: Provides authentication and identity services to Access Gateways that
are configured to protect Web servers, Java* applications, and SSL VPN. The Access Gateway
and other Access Manager components include an embedded service provider that is trusted by
Novell Access Manager Identity Servers.

+ Roles: Provides RBAC (role-based access control) management. RBAC is used to provide a
convenient way to assign a user to a particular job function or set of permissions within an
enterprise, in order to control access. The identity provider service establishes the active set of
roles for a user session each time the user is authenticated. Roles can be assigned to particular
subsets of users based on constraints outlined in a role policy. The established roles can then be
used in authorization policies and J2EE permissions, to form the basis for granting and
restricting access to particular Web resources.

+ Clustering: Adds capacity and failover management. An Identity Server can be a member of a
cluster of Identity Servers, and the cluster is configured to act as a single server.

For an overview of Liberty, see “About Liberty” in the Novell Access Manager 3.1 SP3 Identity
Server Guide.

For an overview of SAML, see “Understanding How Access Manager Uses SAML” in the Novell
Access Manager 3.1 SP3 Identity Server Guide.
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2.3.3 Access Gateways

An Access Gateway provides secure access to existing HTTP-based Web servers. It provides the
typical security services (authorization, single sign-on, and data encryption) previously provided by
Novell iChain, and is integrated with the new identity and policy services of Access Manager.

Figure 2-4 Access Gateway Component
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The Access Gateway is designed to work with the Identity Server to enable single sign-on to
protected Web services. The following features facilitate single sign-on to Web servers that are
configured to enforce authentication or authorization policies:

+ Identity Injection: Injects the information the Web server requires into HTTP headers.
+ Form Fill: Automatically fills in requested form information.

If your Web servers have not been configured to enforce authentication and authorization, you can
configure the Access Gateway to provide these services. Authentication contracts and authorization
policies can be assigned so that they protect the entire Web server, a single page, or somewhere in
between.

The Access Gateway can also be configured so that it caches requested pages. When the user meets
the authentication and authorization requirements, the user is sent the page from cache rather than
requesting it from the Web server, which can increase content delivery performance.

The Access Gateway can be installed as a soft appliance (which includes the operating system) or as
a service (which requires you to provide the operating system). For more information, see Novell
Access Manager 3.1 SP3 Access Gateway Guide
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2.3.4 SSL VPN

The SSL VPN server provides secure access to non-HTTP based applications, such as e-mail
servers, FTP services, or Telnet services. The SSL VPN server is a Linux-based service that can be
installed in two modes:

+ As aresource accelerated by and protected by the Access Gateway, which shares session
information with the SSL VPN server

+ As a stand-alone device with an Embedded Service Provider, which allows the SSL VPN
server to establish its own relationship with the Identity Server.

An ActiveX plug-in or Java applet is delivered to the client on successful authentication. Roles and
policies determine authorization decisions for back-end applications. Client integrity checking is
available to ensure the existence of approved firewall and virus scanning software, before the SSL
VPN session is established.

2.3.5 J2EE Agents

You install and configure the J2EE Agent components only when you need fine-grained access
control to Java applications. Access Manager provides JBoss, WebLogic, and IBM WebSphere
server agents for Java 2 Enterprise Edition (J2EE) application servers.

These agents leverage the Java Authentication and Authorization Service (JAAS) and Java
Authorization Contract for Containers (JACC) standards for Access Manager-controlled
authentication and authorization to Java Web applications and Enterprise JavaBeans*. For more
information about these Java authentication and authorization standards, see the JAAS
Authentication Tutorial (http://java.sun.com/j2se/1.4.2/docs/guide/security/jaas/tutorials/
General AcnOnly.html) and Java Authorization Contract for Containers (http://java.sun.com/j2ee/
javaacc/index.html).

Like the Access Gateway, J2EE Agents are federation-enabled and therefore operate as service
provider agents. As such, they redirect all authentication requests to the Identity Server, which
returns a SAML assertion to the component. This process has the added security benefit of removing
the need to pass user credentials between the components to handle session management.

2.3.6 Policies

Policies provide the authorization component of Access Manager. The administrator of the Identity
Server can use policies to define how properties of a user’s authenticated identity map to the set of
active roles for the user. This role definition serves as the starting point for role-based authorization
policies of the Access Gateway and J2EE components. Additionally, authorization policies can be
defined that control access to protected resources based on user and system attributes other than
assigned roles.

The flexibility built into the policy component is nearly unlimited. You can, for example, set up a
policy that permits or denies access to a protected Web site, depending on user roles (such as
employee or manager), the value of an LDAP attribute, or the user’s IP address.

Each Access Gateway and J2EE component includes an Embedded Service Provider agent that
interacts with the Identity Server to provide authentication, policy decision, and enforcement. For
the Java application servers, the agent also provides role pass-through to allow integration with the
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Java Application server’s authorization processes. For Web application servers, the Access Gateway
provides the ability to inject the user’s roles into HTTP headers to allow integration with the Web
server’s authorization processes.

2.3.7 Certificate Management

Access Manager includes a certificate management service, which allows you to manage the
certificates used for digital signatures and data encryption. You can create locally signed certificates
or import externally signed certificates, then assign these certificates to the trust stores and keystores
of the following components:

+ ldentity Server: Certificates allow you to provide secure authentication to the Identity Server
and enable encrypted content from the Identity Server portal, via HTTPS. They also provide
secure communications between trusted Identity Servers and user stores.

+ Access Gateway: Uses server certificates and trusted roots to protect Web servers, provide
single sign-on, and enable the product's data confidentiality features, such as encryption.

+ SSL VPN: Uses server certificates and trusted roots to secure access to non-HTTP
applications.

+ J2EE Agents: The embedded service providers that Novell provides for the J2EE Agents use
signing and SSL certificates. Access Manager’s certificate management features can manage
certificates for your J2EE application servers if the application server uses one of the supported
keystore types: Java Key Store (JKS) eDirectory, PKCS12 (.pfx), or DER (.cer).

You can install and distribute certificates to the Access Manager components and configure how the
components use certificates. This includes central storage, distribution, and expired certificate
renewal.

2.3.8 Auditing and Logging

Access Manager supports audit logging and file logging at the component level. A licensed version
of Novell Audit is included to provide compliance assurance logging and to maintain audit log
entries that can be subsequently included in reports. Each component creates assurance log entries to
show the effect of each policy statement on each access control decision. Log entries include events
such as notifications pertaining to the operational state of Access Manager components, the results
of administrator and user requests, and policy actions invoked in determining request results.

The Access Manager devices can be configured to send their auditing events to a Sentinel™ or a
Sentinel Log Manager server.

2.3.9 Embedded Service Provider

The Access Gateway, SSL VPN server, and J2EE Agent use an Embedded Service Provider to
redirect authentication requests to the Identity Server. The Identity Server requires requests to be
digitally signed and encrypted and allows only trusted devices to participate. To become trusted,
devices must exchange metadata. The Embedded Service Provider performs this task automatically
for the Access Gateway, SSL VPN server, and J2EE Agent.
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2.3.10 The User Portal Application

The Access Manager User Portal is a customizable application where end users can access and
manage their authentications, federations, and profile data. The authentication methods you create in
the Administration Console are reflected in the Portal.

Figure 2-5 Access Manager User Portal
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Help information for the end users is provided in the user interface. If you know how to customize
JSP* pages, you can customize the portal for rebranding purposes and for creating custom login
pages.

2.3.11 Language Support

The Access Manager software for installation and administration uses English and is not localized.
The Administration Console is also not localized and uses only English. However, the client pieces
of Access Manager are either localized or allow you to create custom pages.

+ The User Portal, which appears when the user logs directly into the Identity Server, is localized
and so is its help file.

+ The SSL VPN client, which displays when the user establishes an SSL VPN session, is also
localized.

The User Portal and the SSL VPN client are localized for German, French, Spanish, Italian,
Japanese, Portuguese, Dutch, Chinese (Simplified), and Chinese (Traditional). The language must
be set in the client’s browser to display a language other than English.
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The Access Gateway and Identity Server, which can send messages to users when an error occurs,
allow you to customize the error pages, but you are responsible for supplying the content of the
customized pages. For information on customizing these pages, see the following:

+ For the Linux Access Gateway Appliance, see “Customizing the Error Pages of the Access
Gateway Service” in the Novell Access Manager 3.1 SP3 Access Gateway Guide.

+ For the Access Gateway Service, see “Customizing the Error Pages of the Access Gateway
Service” in the Novell Access Manager 3.1 SP3 Access Gateway Guide.

+ For the Identity Server, see “Customizing Identity Server Messages” in the Novell Access
Manager 3.1 SP3 Identity Server Guide.
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Installation Requirements

This section explains the requirements for installing the Novell Access Manager. For a list of current
filenames and for information about installing the latest release, please review the Access Manager
Readme (http://www.novell.com/documentation/novellaccessmanager31/accessmanager_readme/
data/accessmanager_readme.html).

Because all the components can be installed on separate machines, the following sections describe
the software and hard