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About This Guide

This guide is intended to help you understand and configure all of the features provided by the
Identity Server.

It is recommended that you first become familiar with the information in the NetIQ Access Manager
3.2 SP2 Setup Guide, which helps you understand how to perform a basic Identity Server
configuration, set up a resource protected by an Access Gateway, and configure SSL.

The setup guide and this guide are designed to work together, and important information and setup
steps are not always repeated in both places.

Audience

This guide is intended for Access Manager administrators. It is assumed that you have knowledge of
evolving Internet protocols, such as:

¢ Extensible Markup Language (XML)

¢ Simple Object Access Protocol (SOAP)

¢ Security Assertion Markup Language (SAML)

¢ Public Key Infrastructure (PKI) digital signature concepts and Internet security

¢ Secure Socket Layer/Transport Layer Security (SSL/TLS)

¢ Hypertext Transfer Protocol (HTTP and HTTPS)

¢ Uniform Resource Identifiers (URIs)

¢ Domain Name System (DNS)

¢ Web Services Description Language (WSDL)

Feedback

We want to hear your comments and suggestions about this guide and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Documentation Updates

For the most recent version of the Access Manager Identity Server Guide, visit the NetlQ Access
Manager Documentation Web site (https://www.netiq.com/documentation/novellaccessmanager32/).

Additional Documentation

Before proceeding, you should be familiar with the NetIQ Access Manager 3.2 SP2 Installation Guide
and the NetIQ Access Manager 3.2 SP2 Setup Guide, which provide information about installing and
setting up the Access Manager system.

If you are unfamiliar with SAML 1.1, see “SAML Overview” (http://www.novell.com/
documentation/saml/saml/data/ag8qdk7.html) on the Documentation Web site (http://
www.novell.com/documentation/a-z.html).
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For conceptual information about Liberty, and to learn about what is new for SAML 2.0, see
Appendix A, “About Liberty,” on page 443 and Appendix B, “Understanding How Access Manager
Uses SAML,” on page 445.

For information about other Access Manager devices and features, see the following:

*

*

*

*

*

*

NetlQ Access Manager 3.2 SP2 Administration Console Guide
NetIQ Access Manager 3.2 SP2 Access Gateway Guide

NetIQ Access Manager 3.2 SP2 Policy Guide

NetlQ Access Manager 3.2 SP2 J2EE Agent Guide

NetlQ Access Manager 3.2 SP2 SSL VPN Server Guide
NetIQ Access Manager 3.2 SP2 Event Codes

NOTE: Contact namsdk@netiq.com for any query related to Access Manager SDK.
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1.1

Configuring an ldentity Server

After you log in to the Administration Console, click Devices > Identity Servers. The system displays
the Identity Servers that can be managed from this Administration Console.

Identity Servers

m Shared Settings

MWew Cluster,.. | Start | Stop | Refresh | dctionse 1 ltemis)
[ Hame Status Health Alerts Commands Statistics Type Configuration
[ 10.10.159.45 Mot Configured ¥ 1} Wie Windoues Mone

A newly installed Identity Server is in an unconfigured state and is halted. It remains in this state and
cannot function until you create a cluster configuration and assign the Identity Server to the new
configuration. The cluster configuration defines how the Identity Server functions in an Access
Manager configuration. You can assign multiple servers to use the same configuration, which enables
failover and load balancing services.

¢ Section 1.1, “Managing a Cluster Configuration,” on page 15

¢ Section 1.2, “Enabling Role-Based Access Control,” on page 27

¢ Section 1.3, “Enabling External Attributes Policy,” on page 27

¢ Section 1.4, “Configuring Secure Communication on the Identity Server,” on page 27

¢ Section 1.5, “Security Considerations,” on page 32

¢ Section 1.6, “Translating the Identity Server Configuration Port,” on page 37

¢ Section 1.7, “Using netHSM for the Signing Key Pair,” on page 42

For information about configuring local authentication options, see the following:

*

Chapter 3, “Configuring Local Authentication,” on page 105

*

Chapter 4, “Configuring Advanced Local Authentication Procedures,” on page 143

*

Chapter 6, “Defining Shared Settings,” on page 179

*

Chapter 15, “Configuring Liberty Web Services,” on page 347

Managing a Cluster Configuration

After you install an Identity Server, you must create a cluster configuration in order to configure the
Identity Server. Even if you have only one Identity Server, you must assign it to a cluster
configuration to configure it. If you have multiple Identity Servers, you can create multiple
configurations and assign different Identity Servers to them as shown in Figure 1-1

Configuring an Identity Server 15



16

Figure 1-1 Identity Server Configurations
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Whether you have one machine or multiple machines in a cluster, the Access Manager software
configuration process is the same. This section describes the following cluster management tasks:

+ Section 1.1.1,
* Section 1.1.2,
+ Section 1.1.3,
+ Section 1.1.4,
+ Section 1.1.5,
+ Section 1.1.6,
¢ Section 1.1.7,
+ Section 1.1.8,

“Creating a Cluster Configuration,” on page 16

“Assigning an Identity Server to a Cluster Configuration,” on page 21
“Configuring a Cluster with Multiple Identity Servers,” on page 21
“Configuring Session Failover,” on page 22

“Editing Cluster Details,” on page 23

“Removing a Server from a Cluster Configuration,” on page 25
“Enabling and Disabling Protocols,” on page 25

“Modifying the Base URL,” on page 26

1.1.1  Creating a Cluster Configuration

This section discusses all the settings available when creating an Identity Server configuration. If you
want a description of just the options required to get a functional configuration, see “Creating a Basic

Identity Server Configuration” in the NetIQ Access Manager 3.2 SP2 Setup Guide.

An Identity Server always operates as an identity provider and can optionally be configured to run as

an identity consumer (also known as a service provider), using Liberty, SAML 1.1, SAML 2.0,
CardSpace or WS Federation protocols. These topics are not described in this section.

In an Identity Server configuration, you specify the following information:

¢ The DNS name for the Identity Server or clustered server site.

¢ Certificates for the Identity Server.

¢ Organizational and contact information for the server, which is published in the metadata of the

Liberty and SAML protocols.

¢ The LDAP directories (user stores) used to authenticate users, and the trusted root for secure
communication between the Identity Server and the user store.

To create an Identity Server configuration:

1 In the Administration Console, click Devices > Identity Servers.

2 Select the Identity Server’s check box, then click New Cluster.
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Selecting the server is one way to assign it to the cluster configuration.

3 In the New Cluster dialog box, specify a name for the cluster configuration.

If you did not select the server in the previous step, you can now select the server or servers that
you want to assign to this configuration.

For more information about assigning servers to a configuration, see Section 1.1.2, “Assigning an

Identity Server to a Cluster Configuration,” on page 21.

4 Click OK.

Create Cluster Configuration

Step 1 of 3: Specify Name and Base LIRL

Mame: *

|idp-curpurate |

(protocol i/ / domain : port £ application)

Base URL: * |http V| o/ ||

8080 |/ |nidp

SSL Certificate: Hot Specified

Limits
LDAP Access:

Default Timeout:

TCP Timeouts

LDAP:
Procy:

Request:

Enabled Protocols

Liberty
] 515

<< Back |

% connections
O] Limit user sessions I:Ilil

O allow multiple browser session logout

AL 1,1 ShnL 2.0
] CardSpace ] w5 Federation

Hext == | Cancel |

5 Fill in the following fields to specify the Base URL for your Identity Server configuration:

Name: Specify a name by which you want to refer to the configuration. This field is populated
with the name you provided in the New Cluster dialog box. You can change this name here, if

necessary.

IMPORTANT: Carefully determine your settings for the base URL, protocol, and domain. After

you have configured trust relationships between providers, changing these settings invalidates

the trust model and requires a reimport of the provider’s metadata.

Configuring an Identity Server
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Modifying the base URL also invalidates the trust between the Embedded Service Provider of
Access Manager devices. To re-establish the trust after modifying the base URL, you must restart
the Embedded Service Provider on each device.

Base URL: Specify the application path for the Identity Server. The Identity Server protocols rely
on this base URL to generate URL endpoints for each protocol.

¢ Protocol: Select the communication protocol. Specify HTTPS in order to run securely (in
SSL mode) and for provisioning. Use HTTP only if you do not require security or have
installed an SSL terminator in front of the Identity Server.

¢ Domain: Specify the DNS name assigned to the Identity Server. When you are using an L4
switch, this DNS name should resolve to the virtual IP address set up on the L4 switch for
the Identity Servers. Using an IP address is not recommended.

¢ Port: Specify the port value for the protocol. Default ports are 8080 for HTTP or 8443 for
HTTPS. If you want to use port 80 or 443, specify the port here.

¢ If you are configuring a Linux Identity Server, you must also configure the operating
system to translate the port. See Section 1.6, “Translating the Identity Server
Configuration Port,” on page 37.

¢ If you are configuring a Windows Identity Server, you must also modify the Tomcat
server.xml file located in the \Program Files (x86) \Novell\Tomcat\conf
directory for Windows Server 2008. Change the ports from 8080 and 8443 to 80 and
443, then restart the Tomcat service.

¢ Application: Specify the Identity Server application. Leave the default value nidp.
SSL Certificate: Displays the currently assigned SSL certificate.

The Identity Server comes with a test-connector certificate that you must replace to use SSL in
your production environment. You can replace the test certificate now or after you configure the
Identity Server. If you create the certificate and replace the test-connector certificate now, you
can save some time by restarting Tomcat only once. Tomcat must be restarted whenever you
assign an Identity Server to a configuration and whenever you update a certificate key store. See
Section 1.4.4, “Managing the Keys, Certificates, and Trust Stores,” on page 30.

For information about how to replace the test-connector certificate, see “Enabling SSL
Communication” in the NetIQ Access Manager 3.2 SP2 Setup Guide.

To configure session limits, fill in the following fields:

LDAP Access: Specify the maximum number of LDAP connections the Identity Server can
create to access the configuration store. You can adjust this amount for system performance.

Default Timeout: Specify the session timeout you want assigned as a default value when you
create a contract. This value is also assigned to a session when the Identity Server cannot
associate a contract with the authenticated session. During federation, if the authentication
request uses a type rather than a contract, the Identity Server cannot always associate a contract
with the request.

The traditional SSL VPN server uses the Any Contract option for authentication. The user is
assigned the timeout value of the contract used for authentication, and not this default timeout
value.

If you want to know what timeout value the SSL VPN user is assigned, you need to select a
contract with the appropriate timeout value. Click Devices > Access Gateways > [Name of
Reverse Proxy] > [Name of Proxy Service] > SSLVPN_Default. The SSLVPN_Default name is
the default name for the SSL VPN protected resource. If you have modified this name, select that
protected resource. In the Authentication Procedure option, select a name/password contract
with the appropriate timeout value.

Limit User Sessions: Specify whether user sessions are limited. If selected, you can specify the
maximum number of concurrent sessions a user is allowed to authenticate.
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If you decide to limit user sessions, you should also give close consideration to the session
timeout value (the default is 60 minutes). If the user closes the browser without logging out (or
an error causes the browser to close), the session is not cleared until the session timeout expires.
If the user session limit is reached and those sessions have not been cleared with a logout, the
user cannot log in again until the session timeout expires for one of the sessions.

When enabled, this option affects performance in a cluster with multiple Identity Servers. When
a user is limited to a specific number of sessions, the Identity Servers must check with the other
servers before establishing a new session.

Allow multiple browser session logout: Specify whether a user with more than one session to
the server is presented with an option to log out of all sessions. If you do not select this option,
only the current session can be logged out. Deselect this option in instances where multiple
users log in as guests. Then, when one user logs out, none of the other guests are logged out.

When you enable this option, you must also restart any Embedded Service Providers that use
this Identity Server configuration.

To configure TCP timeouts, fill in the following fields:
LDAP: Specify how long an LDAP request to the user store can take before timing out.

Proxy: Specify how long a request to another cluster member can take before timing out. When a
member of a cluster receives a request from a user who has authenticated with another cluster
member, the member sends a request to the authenticating member for information about the
user.

Request: Specify how long an HTTP request to another device can take before timing out.

To control which protocols can be used for authentication, select one or more of the following
protocols.

IMPORTANT: Enable only the protocols that you are using.

If you are using other Access Manager devices such as the Access Gateway, SSL VPN, or the
J2EE Agents, you need to enable the Liberty protocol. The Access Manager devices use an
Embedded Service Provider. If you disable the Liberty protocol, you disable the trusted
relationships these devices have with the Identity Server, and authentication fails.

Liberty: Uses a structured version of SAML to exchange authentication and authorization data
between trusted identity providers and service providers and provides the framework for user
federation.

SAML 1.1: Uses XML for exchanging authentication and authorization data between trusted
identity providers and service providers.

SAML 2.0: Uses XML for exchanging encrypted authentication and authorization data between
trusted identity providers and service providers and provides the framework for user
federation.

STS: A security token service that creates digital identities from claims, which can then be used
as a card or a token for authentication.

CardSpace: Uses Microsoft client software that stores a user’s information in a digital identity or
information card, which can then be presented and used as authentication credentials.

WS Federation: Allows disparate security mechanisms to exchange information about
identities, attributes, and authentication.

To continue creating the Identity Server configuration, click Next.

The system displays the Organization page.

Configuring an Identity Server 19



20

Identity Serwers |

Create Cluster Configuration H

Step 2 of 3: Specify Organization

Name: ™ |Digital Airlines
Display name: ™ IDigital Airlines
URL: * Iwww.digitalairlines.c:om

Principal Contact

Company:

First Mame:

Email Address:

|
|
Last Mame: I
|
|

Telephone Mumber:

Contact Twpe: IOther 'l

Use this page to specify organization information for the Identity Server configuration. The
information you specify on this page is published in the metadata for the Liberty 1.2 and SAML
protocols. The metadata is traded with federation partners and supplies various information
regarding contact and organization information located at the Identity Server.

The following fields require information:
¢ Name: The name of the organization.
¢ Display Name: The display name for the organization.
¢ URL: The organization’s URL for contact purposes.
Optional fields include Company, First Name, Last Name, Email, Telephone, and Contact Type.
10 Click Next to configure the user store.

You must reference your own user store and auto-import the SSL certificate. See Section 3.1,
“Configuring Identity User Stores,” on page 106 for information about this procedure.

11 After you configure the user store, the system displays the new configuration on the Servers
page.

Identity Servers

msmred Settings |

Mew Cluster... | Start | Stop | Refresh | Actionze

[] Hame Status  Health Alerts Commands Statistics Type Configuration
idp-corporate Current & a Wigw Edit Delete
[ & 10.10.159.206 Current ) 1] Complete Wi e Lirz

The status icons for the configuration and the Identity Server should turn green. It might take several
seconds for the Identity Server to start and for the system to display a green icon. If it does not, it is
likely that the Identity Server is not communicating with the user store you set up. Ensure that you
have entered the user store information correctly, and that you imported the SSL certificate to the
user store. (Edit > Local > [User Store Name].)
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1.1.2

1.1.3

Assigning an Identity Server to a Cluster Configuration

After you create a configuration, you must assign an Identity Server to it. For clustering, you can
assign more than one Identity Server to the configuration (see Section 1.1.3, “Configuring a Cluster
with Multiple Identity Servers,” on page 21 for the steps to set up a cluster). A configuration uses any
shared settings you have specified, such as attribute sets, user matching expressions, and custom
attributes that are defined for the server.

1 In the Administration Console, click Devices > Identity Servers.
2 On the Servers page, select the server’s check box.
You can select all displayed servers by selecting the top-level Server check box.
3 Click Actions > Assign to Cluster.
4 Select the configuration’s check box, then click Assign.

You are prompted to restart Tomcat. The status icon for the Identity Server should turn green. It
might take several seconds for the Identity Server to start and for the system to display the green
icon.

Configuring a Cluster with Multiple Identity Servers

To add capacity and to enable system failover, you can cluster a group of Identity Servers and
configure them in a cluster configuration to act as a single server. You can also configure the cluster to
support session failover, so that users do not have to reauthenticate when an Identity Server goes
down.

A cluster of Identity Servers should reside behind an L4 switch. Clients access the virtual IP (VIP)
address of the cluster presented on the L4 switch, and the L4 switch alleviates server load by
balancing traffic across the cluster. Whenever a user accesses the virtual IP address assigned to the L4
switch, the system routes the user to one of the Identity Servers in the cluster, as traffic necessitates.

To set up a cluster, complete the following tasks:

[ Install an L4 switch. You can use the same switch for Identity Server clustering and Access
Gateway clustering, provided that you use different virtual IPs. The LB algorithm can be
anything (hash/sticky bit), defined at the Real server level. For configuration tips, see
“Configuration Tips for the L4 Switch ” in the NetIQ Access Manager 3.2 SP2 Setup Guide.

(3 Enable persistence (sticky) sessions on the L4 switch. Normally you define this at the virtual
server level.

(3 Create an Identity Server configuration for the cluster. You assign all the Identity Servers to this
configuration.

¢ See Section 1.1.1, “Creating a Cluster Configuration,” on page 16 for information about
creating an Identity Server configuration.

¢ See Section 1.1.2, “Assigning an Identity Server to a Cluster Configuration,” on page 21 for
information about assigning identity servers to configurations.

(O Ensure that the DNS name of the base URL for the cluster configuration resolves via DNS to the
IP address of the L4 virtual IP address. The L4 switch balances the load between the Identity
Servers in the cluster.

[ Ensure that the L4 administration server using port 8080 has the following TCP ports open:
¢ 8443 (secure Administration Console)

¢ 7801 + 1 (for back-channel communication with cluster members). You need to open two
consecutive ports, such as 7801 and 7802.
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* 636 (for secure LDAP)

+ 389 (for clear LDAP)

¢ 524 (network control protocol on the L4 switch for server communication)
The identity provider ports must also be open:

¢ 8080 (non-secure login)

¢ 8443 (secure login)

* 1443 (server communication)

O3 If you are using introductions (see Section 7.2, “Configuring General Provider Options,” on
page 194), you must configure the L4 switch to load balance on ports 8445 (identity provider)
and 8446 (identity consumer).

(3 To enable session failover so users don’t have to reauthenticate when an Identity Server goes
down, see Section 1.1.4, “Configuring Session Failover,” on page 22.

O To modify the name of the cluster or edit communication details, see Section 1.1.5, “Editing
Cluster Details,” on page 23.

Configuring Session Failover

When you set up an Identity Server cluster and add more than one Identity Server to the cluster, you
have set up fault tolerance. This ensures that if one of the Identity Servers goes down, users still have
access to your site because the remaining Identity Server can be used for authentication. However, it
doesn’t provide session failover. If a user has authenticated to the failed Identity Server, that user is
prompted to authenticate and the session information is lost.

When you enable session failover and an Identity Server goes down, the user’s session information is
preserved. Another peer server in the cluster re-creates the authoritative session information in the
background. The user is not required to log in again and experiences no interruption of services.

¢ “Prerequisites” on page 22
¢ “Configuring Session Failover” on page 23

¢ “How Failover Peers Are Selected” on page 23

Prerequisites

¢ An Identity Server cluster with two or more Identity Servers.

¢ Sufficient memory on the Identity Servers to store additional authentication information. When
an Identity Server is selected to be a failover peer, the Identity Server stores about 1 KB of session
information for each user authenticated on the other machine.

¢ Sufficient network bandwidth for the increased login traffic. The Identity Server sends the
session information to all the Identity Servers that have been selected to be its failover peers.

¢ All trusted Embedded Services Providers need to be configured to send the attributes used in
Form Fill and Identity Injection policies at authentication. If you use any attributes other than
the standard credential attributes in your contracts, you also need to send these attributes. To
configure the attributes to send, click Devices > Identity Servers > Edit > Liberty > [Name of
Service Provider] > Attributes.
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Configuring Session Failover

1 In the Administration Console, click Devices > Identity Servers.
2 In the list of clusters and Identity Servers, click the name of an Identity Server cluster.

3 Click the IDP Failover Peer Server Count, then select the number of failover peers you want
each Identity Server to have.

+ To disable this feature, select 0.

¢ To enable this feature, select one or two less than the number of servers in your cluster. For
example, if you have 4 servers in your clusters and you want to allow for one server being
down for maintenance, select 3 (4-1=3). If you want to allow for the possibility of two
servers being down, select 2 (4-2=2).

If you have eight or more servers in your cluster, the formula 8-2=6 gives each server 6
peers. This is probably more peers than you need for session failover. In a larger cluster, you
should probably limit the number of peers to 2 or 3. If you select too many peers, your
machines might require more memory to hold the session data and you might slow down
your network with the additional traffic for session information.

4 Click OK.

How Failover Peers Are Selected

The failover peers for an Identity Server are selected according to their proximity. Access Manager
sorts the members of the cluster by their IP addresses and ranks them according to how close their IP
addresses are to the server who needs to be assigned failover peers. It selects the closest peers for the
assignment. For example, if a cluster member exists on the same subnet, that member is selected to be
a failover peer before a peer that exists on a different subnet.

1.1.5 Editing Cluster Details

The Cluster Details page lets you manage the configuration’s cluster details, health, alerts, and
statistics.

1 In the Administration Console, click Devices > Identity Servers.

2 Click the name of the cluster configuration.
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Cluster Details: idp-corporate

MHeauh | Alerts | Statistics |

Edit

Mame: idp-corporate

Cluster communication backchannel
Port: Jan]
Encrypt: Mo

Level four switch port translation
Port translation is enabled on switch: Mo

Cluster member tranzlated port:

IDP Failover Peer Server Count

0 Server[s)
Cluster members
Server Version Location Description Type

Select from the following actions:

Details: To modify the cluster name or its settings, click Edit, then continue with Step 4.
Health: To view the health of the cluster, click the Health tab.

Alerts: To view the alerts generated by members of the cluster, click the Alerts tab.
Statistics: To view the statistics of the cluster members, click the Statistics tab.

Modify the following fields as required:

Cluster Communication Backchannel: Specify a communications channel over which the
cluster members maintain the integrity of the cluster. For example, this TCP channel is used to
detect new cluster members as they join the cluster, and to detect members that leave the cluster.
A small percentage of this TCP traffic is used to help cluster members determine which cluster
member would best handle a given request. This back channel should not be confused with the
IP address/port over which cluster members provide proxy requests to peer cluster members.

¢ Port: Specify the TCP port of the cluster back channel on all of the Identity Servers in the
cluster. 7801 is the default TCP port.

Because the cluster back channel uses TCP, you can have cluster members on different
networks. However, firewalls must allow the ports specified here plus one to pass through.
You need to open two ports for each cluster, for example, 7801 and 7802.

¢ Encrypt: Encrypts the content of the messages that are sent between cluster members.

Level Four Switch Port Translation: Configure the L4 switch to translate the port of the
incoming request to a new port when the request is sent to a cluster member. Because the cluster
members communicate with each other over the same IP address/port as the L4 switch, the
cluster implementation needs to know what that port is. The translated port is the port on the
cluster members where other cluster members can contact it. This is the IP address and port
where cluster members provide proxy requests to other cluster members.

¢ Port translation is enabled on switch: Specify whether the port of the L4 switch is different
from the port of the cluster member. For example, enable this option when the L4 switch is
using port 443 and the Identity Server is using port 8443.
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¢ Cluster member translated port: Specify the port of the cluster member.

IDP Failover Peer Server Count: For configuration information, see Section 1.1.4, “Configuring
Session Failover,” on page 22.

5 Click OK, then update the Identity Server as prompted.

Removing a Server from a Cluster Configuration

Removing an Identity Server from a configuration disassociates the Identity Server from the cluster
configuration. The configuration, however, remains intact and can be reassigned later or assigned to
another server.

1 In the Administration Console, click Devices > Identity Servers.

2 Select the server, then click Stop. Wait for the Health indicator to turn red.

3 Select the server, then choose Actions > Remove from Cluster.

For information about deleting an Identity Server, see Section 16.1, “Managing an Identity Server,”
on page 373.

IMPORTANT: When there are only two identity providers in a cluster, then introduce a new identity
provider to the cluster and remove the other identity provider.

Enabling and Disabling Protocols

You can control which protocols can be used for authenticating with an Identity Server configuration.
A protocol must be enabled and configured before users can use the protocol for authentication. For
tight security, consider disabling the protocols that you are not going to use for authentication.

When you disable a protocol, updating the Identity Server configuration is not enough. You must
stop and start the Identity Server.

In the Administration Console, click Devices > Identity Servers > Edit.

In the Enabled Protocols section, select the protocols to enable

To disable a protocol, deselect it.

Click OK.

(Conditional) If you have enabled a protocol, update the Identity Server.

o 00~ W N P

(Conditional) If you have disabled a protocol, stop and start the Identity Server.
6a Select the Identity Server, then click Stop.
6b When the health turns red, select the Identity Server, then click Start.

6c Repeat the process for each Identity Server in the cluster.
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Modifying the Base URL

When you configure an Identity Server, you must carefully determine your settings for the base URL,
protocol, and domain. Changing the base URL invalidates the trust model and requires a reimport of
the provider’s metadata, and a restart of the affected Embedded Service Providers. It also changes the
ID of the provider and the URLSs that others use for access.

When you change the base URL of the Identity Server, you invalidate the following trusted
relationships:

¢ The trusted relationships that the Identity Server has established with each Access Manager
device that has been configured to use the Identity Server for authentication

¢ The trusted relationship that each Access Manager device has established with the Identity
Server when the Identity Server configuration was selected.

¢ The trusted relationships that the Identity Server has established with other service providers.

The sessions of any logged-in users are destroyed and no user can log in and access protected
resources until the trust relationships are reestablished.

To modify the base URL and reestablish trust relationships:
In the Administration Console, click Devices > Identity Servers > Edit.
Change the protocol, domain, port, and application settings, as necessary.

Click OK.
On the Identity Servers page, click Update.
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This re-creates the trusted Identity Server configuration to use the new Base URL and metadata.
5 Restart Tomcat on each Identity Server in the configuration:
¢ Linux Identity Server: Enter one of the following commands:
/etc/init.d/novell-idp restart
rcnovell-idp restart
+ Windows Identity Server: Enter the following commands:

net stop Tomcat?7
net start Tomcat?7

6 For each Access Manager device configured to trust the configuration of this modified base
URL, you must update the device so that the Embedded Service Provider trusts the new Identity
Server configuration:

¢ Click Access Gateways, then click Update for any servers with a Status of Update.
¢ Click SSL VPNs, then click Update for any servers with a Status of Update.
¢ Click J2EE Agents, then click Update for any agents with a Status of Update.
7 For each service provider you have configured to trust the configuration of this modified base

URL, you must send them the new metadata and have them re-import it.

For information about setting up SSL and changing an Identity Server from HTTP to HTTPS, see
“Enabling SSL Communication” in the NetIQ Access Manager 3.2 SP2 Setup Guide.
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Enabling Role-Based Access Control

Role-based access control is used to provide a convenient way to assign a user to a particular job
function or set of permissions within an enterprise, in order to control access. In Access Manager, you
assign users to roles, based on attributes of their identity, and then associate authorization policies to
the role.

For more information about how to create and configure role policies, see “Creating Role Policies” in
the NetIQ Access Manager 3.2 SP2 Policy Guide.

To assign a role to users at authentication, you must enable it for the Identity Server configuration.

In the Administration Console, click Devices > Identity Servers > Servers > Edit > Roles.
Click the role policy’s check box, then click Enable.
To disable the role policy, click the role policy’s check box, then click Disable.

To create a new role, click Manage Policies.
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After enabling or disabling role policies, update the Identity Server configuration on the Servers
tab.

Enabling External Attributes Policy

An External Attributes policy must be enabled and configured before users can use the policy for
fetching the attributes from external sources.

For more information about how to create and configure External Attributes policies, see “Creating
External Attribute Source Policies” in NetIQ Access Manager 3.2 SP2 Policy Guide.

For assigning a policy to users, you must enable it for the Identity Server configuration.
1 In Administration Console, click Devices > Identity Servers > Servers > Edit > External
Attributes.
2 Select the check box against the policy name and click Enable.
3 To disable the policy, select the check box against the policy name and click Disable.
4 To create a new policy, click Manage Policies.

5 After enabling or disabling policies, update the Identity Server configuration on the Servers tab.

Configuring Secure Communication on the Identity Server

The Identity Server uses the following key pairs for secure communication. In a production
environment, you should exchange the key pairs that are created at installation time with certificates
from a trusted certificate authority.

¢ Connector: The test-connector certificate is used when you establish SSL communication
between the Identity Server and the browsers and between the Identity Server and the Access
Gateway for back-channel communications. It needs to be replaced with a certificate that has a
subject name that matches the DNS name of the Identity Server. This task is part of basic setup.
See “Enabling SSL Communication” in the NetIQ Access Manager 3.2 SP2 Setup Guide.

¢ Signing: The test-signing (by default) key pair is used by the various protocols to sign
authentication requests, to sigh communication with providers on the SOAP back channel, and
to sign Web Service Provider profiles. For more information about the services that use the
signing certificate, see “Access Manager Services That Use the Signing Certificate” on page 43.
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This certificate can be stored in an external HSM keystore. For information about how to use
netHSM to replace and manage this signing certificate, see Section 1.7, “Using netHSM for the
Signing Key Pair,” on page 42.

If you want increased security, you can configure signing and encryption certificate for the
service provider. For information, see Section 1.4.1, “Configuring Enhanced Security for Service
Provider Communications,” on page 28

¢ Data Encryption: The test-encryption (by default) key pair is used to encrypt specific fields or
data in the assertions. For more information about the services that use the encryption
certificate, see Section 1.4.3, “Viewing Services That Use the Encryption Key Pair,” on page 30.

If you want increased security, you can configure signing and encryption certificate for the
service provider. For information, see Section 1.4.1, “Configuring Enhanced Security for Service
Provider Communications,” on page 28.

To force the browser connections to the Identity Server to support a specific level of encryption, see
Section 1.5.3, “Forcing 128-Bit Encryption,” on page 34.

If you are going to use introductions in your federation configuration, you need to set up the
following key pairs:

+ Identity provider: The test-provider key pair is used when you configure your Identity Server to
use introductions with other identity providers and have set up a common domain name for this
purpose. It needs to be replaced with a certificate that has a subject name that matches the DNS
name of the common domain. For configuration information, see Section 7.2.1, “Configuring the
General Identity Provider Options,” on page 194.

¢ Identity consumer: The test-consumer key pair is used when you configure your Identity Server
to use introductions with other service providers and have set up a common domain name for
this purpose. It needs to be replaced with a certificate that has a subject name that matches the
DNS name of the common domain. For configuration information, see Section 7.2.2,
“Configuring the General Identity Consumer Options,” on page 195.

To enable secure communication between the user store and the Identity Server, you can also import
the trusted root certificate of the user store. For configuration information, see Section 3.1,
“Configuring Identity User Stores,” on page 106.

This section describes the following tasks:

¢ Section 1.4.1, “Configuring Enhanced Security for Service Provider Communications,” on
page 28

¢ Section 1.4.2, “Viewing the Services That Use the Signing Key Pair,” on page 29

¢ Section 1.4.3, “Viewing Services That Use the Encryption Key Pair,” on page 30

¢ Section 1.4.4, “Managing the Keys, Certificates, and Trust Stores,” on page 30

Configuring Enhanced Security for Service Provider Communications

When a single identity provider authenticates to multiple service providers, all the assertions are
signed by using a common signing key. The assertions are also decrypted by using a common
encryption key. Using a single certificate can lead to a vulnerability for all the service providers.

For example, if the common signing or encryption cert is compromised, the information can be used
on multiple service providers to potentially gather information.

To mitigate this risk, you can use a single signing and encryption certificate for each service provider.

To define signing and encryption certificate for a service provider, see Section 1.4.4, “Managing the
Keys, Certificates, and Trust Stores,” on page 30
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Viewing the Services That Use the Signing Key Pair

The following services can be configured to use signing:

¢ “Protocols” on page 29
¢ “SOAP Back Channel” on page 29
¢ “Profiles” on page 29

Protocols

The protocols can be configured to sign authentication requests and responses.
To view your current configuration:

1 In the Administration Console, click Devices > Identity Servers > Edit.

2 In the Identity Provider section, view the setting for the Require Signed Authentication
Requests option. If it is selected, all authentication requests from identity providers are signed.

3 In the Identity Consumer section, view the settings for the Require Signed Assertions and Sign
Authentication Requests options. If these options are selected, assertions and authentication
requests are signed.

SOAP Back Channel

The SOAP back channel is the channel that the protocols use to communicate directly with a
provider. The SOAP back channel is used for artifact resolutions and attribute queries for the Identity
Web Services Framework.

To view your current configuration for the SOAP back channel:

1 In the Administration Console, click Devices > Identity Servers > Edit.

2 Select the protocol (Liberty, SAML 1.1, or SAML 2.0), then click the name of an identity provider
or service provider.

3 Click Trust.

4 View the Security section. If the Message Signing option is selected, signing is enabled for the
SOAP back channel.

Profiles

Any of the Web Service Provider profiles can be enabled for signing by configuring them to use X.509
for their message-level security mechanism.

To view your current configuration:
1 In the Administration Console, click Devices > Identity Servers > Edit > Liberty > Web Service
Provider.
2 Click the name of a profile, then click Descriptions.
3 Click the Description Name.

4 If either Peer entity = None, Message=X509 or Peer entity = MutualTLS, Message=X509 has
been selected as the security mechanism, signing has been enabled for the profile.
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Viewing Services That Use the Encryption Key Pair

All of the Liberty Web Service Provider Profiles allow you to configure them so that the resource IDs
are encrypted. By default, no profile encry