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About this guide

This guide explains in detail how to install all components of your Sanctuary solution. For a quick setup guide,
consult the printed Sanctuary's Quick Setup and Configuration Guide.

>

Chapter 1: Installing Sanctuary’s Components shows you the basic Sanctuary architecture, security tips,
and guides you through the process of installing the Sanctuary components.

Chapter 2: Installing the SecureWave Sanctuary Database explains how to set up the database needed
by Sanctuary.

Chapter 3: Installing the SecureWave Application Server explains how to set up the component that
serves as a link between the client driver and the database and/or the management console and the
database.

Chapter 4: Installing the Sanctuary Management Console explains how to set up the console used to
administer Sanctuary.

Chapter 5: Installing the Sanctuary Client on your endpoint computers guides you on how to set up the
Sanctuary Client on the computers that will be protected by Sanctuary.

Chapter 6: The Authorization Service Tool explains the setup procedures for the SUS/WSUS (Software
Update Services & Windows Server Update Services) update partner tool used for our Sanctuary
Application Control Suite programs (Sanctuary Application Control Server Edition, Sanctuary Application
Control Custom Edition, and Sanctuary Application Control Terminal Services Edition).

Chapter 7: Using the Key Pair Generator explains how to generate public and private keys before you
deploy the Sanctuary Client to the machines you want to protect.

Chapter 8: Unattended Client installation shows you how to deploy clients silently.

Chapter 9: Using the SXDomain Command line tool explains how to synchronize information between the
SecureWave Sanctuary Database and the domain controller.

Chapter 10: Registering your Sanctuary product explains the Sanctuary licensing model.

Appendix A: Detailed system requirements and limitations details the hardware and software you need for
an optimum operation of the software.

Appendix B: Registry keys provides detailed information about registry key settings for servers and
clients.

Appendix C: Upgrading from old versions explains how to upgrade from a previous version of Sanctuary
Device Control and Sanctuary Application Control Suite.

Appendix D: Installing Sanctuary components on Windows XP SP2/2003 SP1 explains how to configure
this system to work with Sanctuary programs.

Appendix E: Opening firewall ports for client deployment covers how to open the required ports needed
for the client deployment technique described in Chapter 8: Unattended Client installation.

Appendix F: Using the synchronization script for Novell provides a quick setup guide for synchronizing
Novell eDirectory objects to define device/application permissions.

Appendix G: Using Novell shares for your DataFileDirectory undertakes the task of explaining how to set
the data file directory (DataFileDirectory or DFD) in your Novell server.

Appendix H: Installing a Certificate Authority for encryption and TLS Communication describes how to
install a Microsoft Certificate Authority needed for client driver-SecureWave Application Server and intra-

Sanctuary's Setup Guide 4.2.2 5
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SecureWave Application Server TLS communication. This authority is also needed if you plan to centrally
encrypt removable devices (if using Sanctuary Device Control).

Appendix |: Importing file definitions during setup includes necessary information to use the Standard File
Definitions (SFD) for Sanctuary Application Control Suite programs during the setup phase.

Appendix J: Controlling administrative rights for Sanctuary’s administrators describes a file script used to
set and control the rights to administer Organizational Units/Users/Computers/Groups in Active Directory.

Appendix K: Installation checklist contains several tables to guide you through the initial setup process.
The Glossary provides definitions of standard terms used throughout the guide.

The Index of figures, Index of tables, and Index provide quick access to specific figures, tables,
information, items, or topics.

Some of these chapters are only relevant for some programs of our product suite. For example, Appendix I:
Importing file definitions during setup is only applicable if you installed Sanctuary Application Control Suite.

&5 Each chapter has an introduction paragraph explaining to which part of our suite they
correspond.

Product relevance of each chapter

All chapters contain information that is relevant to users of all Sanctuary products, apart from:

>

Chapter 6: The Authorization Service Tool, which only contains information relevant to Sanctuary
Application Control Suite programs (Sanctuary Application Control Server Edition, Sanctuary Application
Control Terminal Services Edition, and Sanctuary Application Control Custom Edition).

Appendix I: Importing file definitions during setup, which only contains information relevant to Sanctuary
Application Control Suite programs (Sanctuary Application Control Server Edition, Sanctuary Application
Control Terminal Services Edition, and Sanctuary Application Control Custom Edition).

Conventions

Notational conventions

We use the following symbols to emphasize important points about the information you are reading throughout

this guide:
Z5 Special note. This symbol indicates further information about the topic you are working on.
These may relate to other parts of the system or be points that need particular attention.
g Time. This symbol indicates the description of ‘short-cut’ or tips that may save you time.

Caution. This symbol means that proceeding with a course of action may result in a risk, e.g.
loss of data or potential problems with the operation of your system.

Typographic conventions

The following typefaces are used throughout this guide:

>

>

>

Italic Represent fields, menu options, and cross-references.
Fixed width  Shows messages or commands typed at the command prompt.

SMALL CAPS Represents buttons you select.

Sanctuary's Setup Guide 4.2.2
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For more information

In addition to the documents and the online help provided with your Sanctuary product, further information is
available on our web site at:

WWw.securewave.com
In this regularly updated Web site, you can find:

> The latest software upgrades and patches (for registered users).

> The very latest troubleshooting tips and answers to Frequently Asked Questions (FAQ).
> Other general support material that you may find useful.

> New information about Sanctuary.

> Our Knowledge Base (KB), with FAQ (Frequent Asked Questions) and practical information of your
everyday use of Sanctuary solutions.

To contact us

If you have a question that is not answered in the online help, documentation, or SecureWave knowledge
base, you can contact your SecureWave customer support team by telephone, fax, email, or regular mail.

Technical Support hours are Monday to Friday, 8:00 to 20:00 CET/CEST in Europe and 8:00 AM to 8:00 PM
ET/EDT in North America.

You can contact our technical support team by calling:
+352 265 364 300 (International),

+1-877-713-8600 (US Toll Free),

+44-800-012-1869 (UK Toll Free)

or by sending an email to: support@securewave.com
Alternatively, you can write to customer support at:

Atrium Business Park
23, rue du Puits Romain
L-8070 Bertrange
Luxembourg

Sanctuary's Setup Guide 4.2.2 7






Chapter 1: Installing Sanctuary’s Components

The information in this chapter is relevant to all Sanctuary products.

This chapter guides you through the procedure for installing the various Sanctuary components. You can find
a complete description of the Sanctuary products in the Sanctuary's Architecture Guide.

Sanctuary architecture

A Sanctuary solution includes the following four main components (for a full description see the Sanctuary's
Architecture Guide):

> One SecureWave Sanctuary Database — This serves as the central repository of authorization
information (devices/applications).

> One or more SecureWave Application Server with one or (optionally) more Data File Directory (DFD) —
This is used to communicate between the SecureWave Sanctuary Database and the protected clients.

> The Sanctuary Client — installed on each computer you want to protect.

> Administrative tools — including the Sanctuary Management Console. This provides the administrative
interface to the SecureWave Application Server. This interface, which can be installed on one or more
computers, is used to configure the solution and perform a range of day-to-day administrative tasks.

An implementation can have more than one SecureWave Application Server and one SecureWave Sanctuary
Database connected over a wide area. This means that Sanctuary can provide a resilient and scalable
solution to your security issues.

The relationship between the Sanctuary components is represented in the following figure:

NDSSynch.vbs

o , SecureWave
synchronization script

Sanctuary
-+ Database (SX)

- .-
I MDAC ‘vaijfC _ optonal
SecureWave SXS (1 or more)
Application

Server (SXS)

\
\

DCOM-RPC R ——
- TCP/IP (TLS as an oplion)
-~ |
DFD [} Data File
Directory™*

Administration tools T TCPIP

(I I
Iy Y
G | B %
* \

*Client drivers can connect
(optionally) to any application

Sanctuary Client

Driver(s)* (SK; server

installed on servers, **Several SXSs can share

desktops, or laptops; !¢ same DFD

depending on the ***The client driver can also

Sanctuary application ce";.mmiga;e 1hru‘tilfgh !hle ey
configure TOXY available]

used)

Figure 1: Sanctuary’s architecture

Z5 We do not describe the installation of Microsoft SQL Server in replication mode in this guide.
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We assume that the TCP/IP protocol is properly configured during the installation process described in this

guide:

Server Workstation

*If the SXS server initiates the

Port * Port communication, it uses
3 port
65129 TCP/IP 33115 Ry 33115 and expects that the
i} e client responds using the

same port. If the client driver

TLS Port & = initiates the communication, it
65229 = uses port 65129 or 65229 (if
(if used) TLS is used).

: : The communication can also
SecureWave Application Co_mputer to protect . yone using the proxy
Server (SXS) using the Sanctuary  server configured for IE (only

Client Driver (SK) through TLS, port 443).

Figure 2: Sanctuary's setup

To install Sanctuary products

Although Sanctuary Software is an extremely powerful security solution, its setup is straightforward. The
installation routine can be broken down into the following stages:

10

1.

10.

Decide whether you are going to use an extra encryption layer for Sanctuary Client Driver -
SecureWave Application Server and intra-SecureWave Application Server communications or not.
If you decide to use it, you need to install a Certificate Authority. This is also needed if you want to
centrally encrypt removable media using Sanctuary Device Control. See Transport Layer Security
on page 12, Appendix H: Installing a Certificate Authority for encryption and TLS Communication on
page 129, and Sanctuary Device Control Administrator's Guide.

Install the SecureWave Sanctuary Database on the computer that is to hold authorization
information for devices and/or executables, scripts and macros. You can find a detailed installation
procedure explanation in Chapter 2: Installing the SecureWave Sanctuary Database on page 17.

Install the SecureWave Application Server on the computer or computers that serve as
intermediates between the Sanctuary Client and the SecureWave Sanctuary Database, distributing
the list of device/software permissions for each client computer and/or User/group. See Chapter 3:
Installing the SecureWave Application Server on page 19.

Install the Sanctuary Management Console on the computer(s) you are going to use to configure
Sanctuary, and subsequently carry out your day-to-day administrative tasks and procedures. See
Chapter 4: Installing the Sanctuary Management Console on page 36.

Generate the key pair that is used to sign/encrypt messages/media. See Chapter 7: Using the Key
Pair Generator on page 59.

Install a Sanctuary Client and test the predefined permissions for devices and/or
executables, scripts or macros. You can install the client on the same machine that you are using
for the SecureWave Sanctuary Database, SecureWave Application Server, and Sanctuary
Management Console (some limitations apply). See Chapter 5: Installing the Sanctuary Client on
your endpoint computers on page 41.

Define some test permissions for devices and/or executable files using the console installed on
step 3 and test these on the client machine. See the Sanctuary's Quick Setup and Configuration
Guide.

Define company’s policies (permissions, rules, and settings). Determining and defining which
users get access to which devices and/or executables, scripts and macros. This step is done before
installing or rolling out any clients. Installing Sanctuary Clients without a good policy definition would
result in a loss of productivity. Consult the Sanctuary Application Control Suite Administrator's
Guide and/or Sanctuary Device Control Administrator's Guide for more information.

Plan the client installation strategy and deploy your clients in production machines to begin
enjoying immediately the benefits of being protected by Sanctuary. See Chapter 8: Unattended
Client installation on page 63.

Define a synchronization schema to be used for your Microsoft Domains or Novell eDirectory
structure. See Chapter 9: Using the SXDomain Command line tool on page 85.
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You can find a detailed explanation of the functions carried out by the various Sanctuary administration
components in the Sanctuary Application Control Suite Administrator's Guide and/or Sanctuary Device Control
Administrator's Guide. We recommend that you read these through thoroughly before starting the implement
Sanctuary products.

At any time after installing the SecureWave Sanctuary Database, SecureWave Application Server, Sanctuary
Management Console, or the Sanctuary Client you can modify or uninstall the components by running their
respective setup.exe files.

If any setup routine stops, (e.g. if a severe error is encountered or if it is canceled by user request) the routine
attempts to clean up and roll back any modifications it made to your computer. It also produces log files
containing the reason why the setup failed. These are placed in % TMP% directory (of the user account who is
doing the installation) and named sxdbi.log, setupcltsu.log, setupsmc.log, setupdb.log, and setupsxs.log. If
your setup fails, and you make a support call to SecureWave, you will be asked to send these files to help us
diagnose the problem.

& You should resolve all hardware conflicts before installing Sanctuary solutions. You can use
Windows’ Device Manager to troubleshoot and fix software-configurable devices. All
hardware devices that use jumper pins or dip switches must be configured manually.

& Itis critical to determine the Policy Definition that is best for your organization. This is where
you define which users get access to which devices and/or executables. This step must be
done before any clients are installed or rolled out. If you install clients without a good policy
definition, this will result in a loss of efficiency or it could prevent users from accessing their
devices. Define policies BEFORE installing any clients!

Ghost image deployment

A common problem that administrators face is how to deploy a ‘standard’ computer to a new user or when
upgrading to new hardware. They normally do this by installing all necessary software on a ‘fresh’ computer
and then use ‘Ghost’ software to create an image of it. The administrator then imprints this image on all new
computers.

The Sanctuary Client can be included in the ‘ghost ‘image. You can do this, using the following steps:

1. Install the Sanctuary Client on the machine to be 'ghosted’, as you would do on any other client
computer.

2. Change all drivers to start on demand mode. To do this, use Regedit to modify the following values
found in HKLM Syst eml Cur r ent Cont r ol Set \ Ser vi ces\ .

scont: Start, REG DWORD = 4
sk: Start, REG DWORD = 4

3. Delete the value 'sk' in the registry key HKLM Syst eml Curr ent Cont r ol Set\ Control \ Cl ass\
{71A27CDD- 812A- 11D0- BEC7- 08002BE2092F}\ Upperfilters.

If this is not done, the client will not boot up.
4. Reboot the computer. The driver is installed but does not run.

5. In HKLM Syst eml Current Cont r ol Set\ Ser vi ces\ sk\ Par anet er s delete ALL entries that
start with '\ Syst emRoot \ SxDat a\. .. "

6. In HKLM Syst em Current Contr ol Set\ Ser vi ces\ sk\ Par anet er s delete the 'Devicelndex'
key

7. In HKLM Syst em Current Cont r ol Set\ Ser vi ces\ scont\ Par anet er s delete the
‘LastSeenComputerName' key.

8. Delete any keys (apart from default) that do not have a value set.

9. Delete all files in the %SystemRoot%\sxdata directory, apart from the public key file, sx-public.key.
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10. Proceed to create the Ghost image from this 'standard' computer.
When deploying the Ghost image:
1. Change the SID (which uniquely identifies the computer) and the name of the computer. This can
be done using Ghostwalker or the freeware SIDchanger tool available from the SYSinternals
website, www.sysinternals.com.

2. Change the starting mode of each driver back to its original state. To do this, use Regedit to modify
the following values found in HKLM Syst em Cur r ent Cont r ol Set\ Servi ces\.

scont: Start, REG DWORD = 2
sk: Start, REG DWRD = 0

3. Restore the registry key value 'sk’ in HKLM Syst em Cur r ent Cont r ol Set\ Control \ C ass\
{71A27CDD- 812A- 11D0- BEC7- 08002BE2092F} \ Upperfil ters.

4. Reboot the ‘new’ computer.

Transport Layer Security

The Transport Layer Security (TLS) protocol (based on SSL — Secure Socket Layers) addresses security

issues related to message interception during communication between hosts. The deployment of TLS, client

and server side, is the primary defense against compromised clients or mixed networks where is possible to

intercept transmitted messages.

TLS has specific advantages when addressing message security issues:

> The identities of peers can be authenticated using asymmetric or public key cryptography, allowing the
safe exchange of encrypted information , coupled with a Certificate Authority (see Appendix H: Installing a

Certificate Authority for encryption and TLS Communication). Clients can verify that the IP address and
name are consistent with the DNS records, inhibiting ‘man in the middle’ and DNS ‘spoofing’ exploits.

> Message’s contents cannot be modified while en route between two TLS negotiated hosts. Either party
has the ability of detecting TLS protocol violations.

However, there are also some disadvantages to using the TLS protocol:

> Cryptography, specifically when it involves public key operations, is CPU-intensive and using TLS may
result in a performance loss. The level of performance loss depends on factors such as your environment,
the total number of permissions required, if you want to use shadowing or not, and so on. Unfortunately, it
is impossible to know beforehand how large the performance loss will be for your particular organization.

> A TLS environment requires maintenance — the system administrator must configure the system and
manage certificates.

You should consider carefully whether your organization needs this extra security, i.e. if your company either
uses sensitive data or has to meet certain security regulations.

Using TLS for client-SecureWave Application Server communication

There are two ways in which a Sanctuary Client can communicate with a SecureWave Application Server. It
can use:

> A Pull operation in which the client driver establishes a connection with the server to:
3 Obtain the most recent permission updates.
. Upload its log files.
. Upload its shadow files.
If using TLS protocol, the authentication and confidentiality of the data exchanged is guaranteed.

> A Push operation in which a SecureWave Application Server establishes a connection with the client to:
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. Request a client driver to perform a scan.

. Request a client driver to upload its log file.

. Request the client driver to upload its shadow files.

. Request a client driver to contact the server to receive the latest permission updates.
. ‘Ping’ a client to update its client list or begin another communication or process.

Push messages are very limited and basic and therefore do not use TLS. SecureWave Application Server
sends a short message informing the client to callback with an ID number, nothing else. This message,
although not encrypted, is signed. The Sanctuary Client Driver then opens a connection channel with the
SecureWave Application Server — either using TLS or not, as defined when installed — and sends back the
ID number. The SecureWave Application Server(s) verify that there is a pending request for this
communication and instruct the client driver what to do next.

The callback message (see also Using TLS for the inter-SecureWave Application Server communication on
page 15) is authenticated using the private/public key pair, which must be generated before installing client
drivers. Messages are signed with the server private key and clients use the corresponding public key to
guarantee that the messages come from genuine servers.

Since the messages exchanged with the server do not contain confidential data, there is no need to encrypt
them, i.e. using TLS for push messages would not provide any significant benefits.

When the communication mode used is TLS, Sanctuary Client:

> Checks that the size of the package received is at least big enough to hold the server signature, rejecting
any packages smaller than this minimum size.

> Rejects packages that are bigger than the maximum allowed size.
> Verifies the signature and integrity of the message, for the packages that have been accepted.

When a client driver receives a valid SecureWave Application Server command, it begins sending back the
requested data through a TLS connection (if configured). This data can comprise:

> Scan results.

> Log files.

> Shadow files.

> Permission updates.

> ‘Ping’ information.
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All communication
between client and
server is signed
when not using TLS
communication

The public key resides
on the client computer
and it is used to verify

signed & encrypted
communication

i

o Port
65129 TCP/IP* 33115
5 >
Eor TLS channel S
65229 %

SXS server

*If the SXS server initiates
the communication, it
uses port 33115 and
expects the client to
respond using the same
port. If the client initiates
the communication, it
uses port 65129 or 65229
(if TLS is used)

All communication
between client and
server is encrypted
when using TLS

communication

Client

Domain Controller &
Certificate Authority

Figure 3: Sanctuary Client: Using the TLS protocol for client-SecureWave Application Server communication

If the program does not auto-generate the required certificate (by attempting to obtain it from the Certificate
Authority) you can either try to import it or generate it with the Wizard. You must ensure that it is signed by a

private key as shown in the following image:

Certificate Ll

General | petals | Certification Path |

:
Cettificate Information

This certificate is i ded for the i 3

o Allows data on disk to be encrypted
+Protects e-mail messages
+Proves your identity to a remote computer

Issued to: Administrator

Issued by: LU

valid from 4/2{2007 to 4/1/2008

[ @ ‘ou have a private key that corresponds ta this certificate, ]

Figure 4: Signed certificate
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Using TLS for the inter-SecureWave Application Server communication

If your Sanctuary implementation contains several SecureWave Application Servers and uses distributed Data
File Directories (DFD), then since confidential information is exchanged between these, it is a good idea to
choose to use the TLS protocol when installing them. For example, if you plan to define read/write shadow
rules (see the Sanctuary Device Control Administrator's Guide for a complete explanation), there could be a
constant flow of shadowed files circulating between them. Using the TLS protocol option assures that data is

encrypted.
DFD [J Data File @ Data File
Directory Directory

Port Port
¢ 65129 TCP/NP 65129
< Port Port *

Optional TLS channel

65229 65229

SXS server 35 Server

All communication
between servers is
encrypted when

using TLS
communication

Domain Controller &
Certificate Authority

Figure 5: SecureWave Application Server: Using the TLS protocol for intra-SecureWave Application Server communication

SecureWave Application Server machines may have multiple DNS names and multiple certificates. The
certificate selected by SecureWave Application Server must match the DNS name used by the Sanctuary
Client and other SecureWave Application Servers when they communicate over secure TLS ports. These
values can be manually overridden by modifying a registry key (see Table 19 on page 100 for more
information).

The value in 'ServerName' can be used to specify a fully qualified DNS name that SecureWave Application
Servers register in the servers table and communicate to client drivers in callbacks. The value
‘ServerCertSerial' is used to specify the serial number of the certificate that SecureWave Application Server
should use for TLS communication. The format of this value is exactly the same as the one that SecureWave
Application Server displays when a certificate is loaded, for example, 3738DCAE0003000001CO0. (The MMC
Certificates snap-in uses almost the same format, except it has blanks after every two digits. These blanks
must NOT be specified for the SecureWave Application Server value.)

Server callback messages (see also Using TLS for client-SecureWave Application Server communication on
page 12) include the server's DNS name and port number(s). This ensures that the client only answers the
particular contacting SecureWave Application Server even if the client has no prior information about it. The
message also includes a timestamp, which prevents the client driver from replying to old requests.
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What is a digital certificate?

A digital certificate is an electronic presentation card that establishes your identity and credentials when doing
transactions over a channel. Certificates are issued by a Certification Authority. They contain, among other
things:

> A digital signature, indicating which certificate-issuing authority generated them. This lets a recipient verify
that the certificate is genuine.

> A public key, to be used for encrypting messages and digital signatures. All messages encrypted using
the public key can be decrypted using the corresponding private key pair (see a complete description on
Sanctuary's Architecture Guide).

Most certificates used today are based on the X.509 v3 certificate standard.

All messages encrypted using the public key can be decrypted using the corresponding private key pair (see a
complete description on Sanctuary's Architecture Guide).

Typically, certificates also contain the following information:
>  Certificate’s version and serial number.

>  Signature algorithm.

> Validity (not before, not after).

> Authority and subject’s ID.

> Digital signature of the issuer, testifying the validity of the binding between the subject’s public key and
the subject’s identifier information.

What is a Certificate Authority?

A Certificate Authority (CA) is an entity that issues and manages certificates in a network. As part of a public
key infrastructure, a CA checks with a registration authority (RA) to verify the information provided by the
requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a
certificate stating that the public key contained in it belongs to the person, computer, or entity noted in the
same certificate. The idea behind this security process is that the user trusts the CA and can verify its
signature and can also corroborate that a certain public key belongs to whoever is identified in the certificate.

You either trust a CA or not. If you trust a CA, this means that you have confidence that it has proper policies
in place when evaluating certificates requests. In addition to this, you also trust that the CA will revoke
certificates that should no longer be considered as being valid, publishing an up-to-date CRL (Certification
Revocation List).
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Sanctuary Database

This chapter explains how to install the SQL Engine and SecureWave Sanctuary Database . Whereas Chapter
1: Installing Sanctuary’s Components provides an overview of the entire setup, this chapter focuses
exclusively on the database requirements. The information in this chapter is relevant to all Sanctuary software
suite products.

é Although you can use Windows XP for the database or/and console, you cannot use it for
the SecureWave Application Server (or client component in the case of Sanctuary
Application Control Server Edition). If you are planning to spread Sanctuary components
among several machines, one of them in an XP operating system — database and/or
management console —, you should read carefully Appendix D: Installing Sanctuary
components on Windows XP SP2/2003 SP1 on page 109 before proceeding

‘\ If you are updating from a previous version of our software or if you already have another
one of our products, you should take a backup of your database before proceeding.

Choosing a SQL engine

The database used by Sanctuary software requires a Microsoft SQL Server database. This can be SQL
Server 2000/2005, SQL Server 2005 Express Edition, or MSDE 2000.

The database server you choose depends on the size of your implementation and which, if any, of these
Microsoft SQL Server databases you are currently using within your organization.

MSDE 2000 and SQL Server 2005 Express Edition are certainly sufficient for installations of up to 200
connected Sanctuary clients when you are using Sanctuary Device Control, or 50 Sanctuary clients when you
are using Sanctuary Application Control Suite. Please note that there are inherent limits when using SQL
Server 2005 Express Edition including:

> 4 GB Database size limit.

> No parallel processing of index operations.
> Only uses up to 1GB RAM.

> Only one CPU, no workload governor.

> No query analyzer.

SQL Server 2005 Express Edition may be an attractive option for sites that do not already use SQL Server. It
is available free of charge, eliminating the expense of purchasing the SQL Server.

We recommend using a full-blown SQL Server at sites in which it is already installed. SQL Server should
always be used for sites serving 200 or more connected Sanctuary clients.

See our online knowledgebase (at www.securewave.com) for advice about which Microsoft SQL Server
database you should choose.

The Sanctuary Setup CD includes an installation of SQL Server 2005 Express Edition.

&5 You can start using SQL Server 2005 Express Edition, and migrate to SQL Server later,
should this be necessary. You cannot create a cluster using SQL Server 2005 Express
Edition.
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25 To successfully install SQL Server 2005 Express Edition you must already have Microsoft’s
.Net Framework 2.0 and Windows Installer 3.1 (or later) installed on your machine.

¢ We strongly recommend downloading and applying the latest SQL Server service packs
from www.microsoft.com before putting the system in production. Make sure you download
the appropriate file. For example, service packs for Microsoft SQL Server cannot be applied
to a MSDE 2000 database.

Before you install

Before you start installing your database engine of choice, you must first check that the computer meets the
minimum requirements. See Appendix A: Detailed system requirements on page 93 for details.

25 You must activate the ‘Server’ service (File and Print Sharing to Microsoft Networks) before

attempting to install SQL Server on your machine. This is particularly important for Novell
users who do not necessary already have this service running on their machines.

Stage 1: To install the SQL database engine

Z5 This procedure explains how to install SQL Server 2005 Express Edition. You can skip this
stage if you already have MSDE 2000 or SQL Server 2000/2005 running on the machine
that you want to host the SecureWave Sanctuary Database.

1. Log on to the computer on which you want to install the SQL Database engine. You must use an
account with administrative rights.

2. Close all programs running on the computer.

3. Insert the Sanctuary CD in your DVD/CD drive and execute run.vbs located in the
\SERVER\SQL2005 folder on the installation CD. The setup starts.

You must have Microsoft Installer v3.1 or later installed on your system. The setup prompts
you to install this if you do not have it.

25
25 If you do not have Microsoft’s .Net Framework v2.0 (or later) installed on your computer, the
following dialog is displayed:

Microsoft SOL 2005 Express Edition installation i

The Microsoft Met Frameswork 2.0 must be present
hefore Microsoft SGL 2005 Express Edition can be installed.
Click OH to install the Met Framewwork.

Figure 6: Installing SQL Server 2005 Express Edition, .Net not available

Click on OK and follow the instructions to install .Net Framework v2.0 (or later).

4. Read the End User License Agreement carefully and, providing you agree with its conditions, select
the accept option and click on NExT and INSTALL to continue the installation.

&5 Make sure that the TCP/IP protocol is enabled for your SQL database. You can use the
‘SQL Server Configuration Manager’tool in the ‘Start = Programs = Microsoft SQL Server
2005’ menu to check or manage protocols.
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Stage 2: To install the SecureWave Sanctuary Database

The Sanctuary database component requires a Microsoft SQL Server database. This can be SQL Server
2000/2005, SQL Server 2005 Express Edition, or MSDE 2000. If a database server is found, the setup adds a

single database called ‘sx’.

1. Log on to the computer on which MSDE 2000/SQL Server is running. The account you use must
have:

e Administrative rights.
e Access to SQL Server or MSDE 2000.
2. Close all programs running on the computer.
3. Insert the Sanctuary CD in your DVD/CD and run SETUP.EXE located on the \SERVER\Ds folder.

4. The Welcome dialog is displayed.

‘4 securewave Sanctuary Database - Wise Solutions Wizard

Welcome to the Wise Solutions Wizard for
SecureWave Sanctuary Database

The Wise Solutions(R) Wizard will install SecuretWave Sanctuary
Database on your computer, To continue, click Mext,

WARNING: This pragram is protacted by copyright law and
international treaties.

Figure 7: SecureWave Sanctuary Database installation: First step
5. Click on NEXT to continue.

‘\ The setup will not generate a log file if it is launched running the db.msi file instead of the
setup.exe file. The log file may be important in case of troubleshooting and when contacting
SecureWave.

6. The next dialog displays the License Agreement.

};E! SecureWave Sanctuary Database - Wise Solutions Wizard

License Agreemenk ‘

Please read the Following license agreement carefully. “s:
LICENSE AGREEMENT -
SANCTUARY PRODUCTS y
This License Agresment ("Agreement”) states the terms
and conditions upon vhich SecureVave S.A. ["Securelave")
offers to license the Sanctuary Products with which this
igreement is distributed (the "Software”). This

igreement legally binds you and SecurelVave, whose
contact information is:

© Laccept the terms in the license agresment

i) I do nok accept the kerms in the license agreement:

[ aBack [ mes ][ cancal |

Figure 8: SecureWave Sanctuary Database installation: License agreement

7. Read the license agreement carefully and, providing you agree with its conditions, select the accept
option and click on NexT to continue the installation process.

If you do not agree with it, click on CANCEL to exit without installing your SecureWave Sanctuary
Database.
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) Securewave Sanctuary Database - Wise Solutions Wizard

Destination Folder

Click Mext ko install to this Folder, or dick Change to install to a different Folder, < "

Ji 7 Install Securew'ave Sanctuary Database to!
J Ci{Program Files)SecuretWave|Sanctuaryl [ chengee |

[T -

Figure 9: SecureWave Sanctuary Database installation: Destination folder

8. Choose the folder in which you want to create the SecureWave Sanctuary Database and click on
NExT. By default, the database is installed in the C:\Program Files\SecureWave\Sanctuary folder.
To choose another location, click on CHANGE and browse to the folder you want.

9. If you already have several instances of the database engine on your computer, you are asked to
select the one you want to use:

‘) secureave Sanctuary Database - Wise Solutions Wizard

Chonse the SOL Server instance in which you want to create the database =
M~
Several instances of M5DE or SOL Server have been detected on this computer.

IF you want to create the sx database in a named instance of SUL Server, enter the name below,

Leave the field blark to creats the database in the default instance.

[ sBad [t ] [ Cancel ]

Figure 10: SecureWave Sanctuary Database installation: Select SQL instance

The setup wizard is ready to start the installation:

P4 SecureWave Sanctuary Database - Wise Solutions Wizard

Ready to Install the Program ‘

The wizard is ready o begin installation, <
Click Install to begin the installation,

IF wou wank to review or change any of your installation settings, dick Back, Click Cancel ko
exit the wizard,

[ cBade [ nstal ] [ Gancel|

Figure 11: SecureWave Sanctuary Database installation: Final step

10. Click on the INSTALL button to perform the setup.

The SQL scripts run and the database is created. This process normally takes less than 2 minutes, depending
on your hardware. Once completed, the final screen is displayed:
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#) securewave Sanctuary Database - Wise Solutions Wizard

Wise Solutions Wizard Completed

The Wise Solutions Wizard has successfully installed
SecursWave Sanckuary Database. Click Finish to exit the
wizard.

Figure 12: SecureWave Sanctuary Database installation: Ending the installation wizard

11. Click on FINISH to close the wizard.

Database clustering

The SecureWave Sanctuary Database is the repository where all permissions and hashes (which define
whether an application or device can be used or not) are stored. As an alternative to installing it on a single
machine, you can choose to install SecureWave Sanctuary Database on a clustered server to provide a fault-
tolerant system, as described below. Once you have at least two servers in a cluster with SQL working, you
can proceed to install the database as described in the previous procedure.

What is database clustering?

A cluster is a group of computers, or nodes, which functions as a single system to provide high availability and
fault tolerance. Database clustering is a failover technology. It ensures that the execution environment and
services move to another computer in the cluster in case of a node failure, maximizing the database

availability. (Database clustering does not provide scalability; It does not focus on performance or distributing
the traffic to different servers.)

Terminology
Cluster: A group of computers configured to work together to serve clients in a similar fashion.
Node: Each server participating in a cluster is called a node.

Maximum # of nodes in a cluster: The maximum number of servers that can form a cluster. This is eight in
Windows 2003 Enterprise, with at most 16 SQL instances.

Heartbeat: The nodes in a cluster remain in constant communication through the exchange of periodic
messages called heartbeats.

Virtual IP (VIP): The client system communicates with the DB server using a virtual IP address. MSCS
(Microsoft Cluster Service) takes care of redirecting the client request to the active server and hence the client
does not have to worry about which server in a cluster is active.

MSCS (Microsoft Cluster Service): A Windows component, which once installed through the Control Panel,
guides you through the steps needed to create a cluster service (cluadmin.exe).

Quorum: Physical disk where all configuration parameters are stocked. Without quorum the cluster cannot
work — it must be a backup.

Failover: Capability to switch, automatically or manually, to a standby computer in a cluster. In normal
situations, one (primary or active) computer provides the service while a second one (failover) is present to run
the services if the primary fails.

Failback: Operation where a cluster is back and running after a failover. Control passes on to the active or
primary computer of a cluster.

&5 The same operating system must be installed on the nodes of a cluster database server.
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Requirements

Database clustering requires:

> Atleast two servers (up to the maximum that the operating system used in the cluster supports).

> Two network adapters per server — one to communicate with clients, the other one to communicate
between the nodes that form the cluster (heartbeat). If only two computers are used, you can join them
using a simple cross-link cable.

> A Shared Disk Array, SAN, or SCSI device to host the database.

> Microsoft Cluster Service (MSCS) to form the cluster. This is provided with Windows Operating Systems.

> One instance of SQL Server 2000/2005, including a SQL server, SQL server agent, and Full text search

service.

To implement a database cluster

1. Define the cluster using Microsoft Cluster Service (MSCS). To do this, you need to name the
cluster, add nodes to it, configure the network interfaces to define those that are public and those
that are private (heartbeat), and, finally, test the cluster configuration.

MSCS provides three cluster models:

>

Single node server cluster — This does not provide failover. This model is mainly used to
organize resources on a server for administrative conveyance.

Single quorum — This is the traditional cluster model. It maintains the cluster configuration
data on a single cluster storage device connected to all nodes. For n-node clusters, the
cluster is active until the last node in a cluster is working. Data is stored on a single cluster
storage device (SCSI etc.). Data synchronization is not required. We recommend that you
use a RAID solution for the cluster storage devices.

Majority node set — Each node maintains its own copy of the cluster configuration data
(quorum). More than half the nodes in a cluster must be running to keep the cluster working.
This configuration is useful if you need to host applications that can failover, but where there
is another, application-specific way, to replicate or mirror data between nodes.

Note that in Single Quorum model, there is only one copy of the database stored on a special hardware disk
and hence issues like data synchronization never occur.

A typical cluster implementation is shown in the following image:

22
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Shared device
(SCSI/Shared disk array/SAN)

//' @ ‘H“
V- Tl

Database Database Server
Server 4%’—' (Active: the one that
(Passive) serves

\ / client’s requests)

Virtual server

VIP

Clients
Figure 13: SecureWave Sanctuary Database installation: Clustering

Every resource group is published in a virtual server, which is accessible to external clients via a unique IP
address and name.

2. Install SQL Server, add this to the cluster to provide failback services, deploy SQL Server to all
nodes and, finally, test your installation.

Items created during the SecureWave Sanctuary
Database setup

During the SecureWave Sanctuary Database installation, the following items are created:

Item Purpose Access
Directory: Contains all SQL scripts needed by the Full control for Administrators
%INSTALLDIR%\DB SecureWave Application Server.
Uninstall registry keys* Helps delete the SecureWave Sanctuary n/a
Database.

*You can block the use of the RegEdit.exe program for all users by using our Sanctuary Application Control Suite.
Table 1: Items created by the SecureWave Sanctuary Database installation

25 The %INSTALLDIR% directory points to the folder where the program was installed. It is usually
C:\Program Files\SecureWave\Sanctuary, but can refer to another folder.
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This chapter explains how to install the SecureWave Application Server on the computers that are going to be
servers for the application. Whereas Chapter 1: Installing Sanctuary’s Components provides an overview of
the entire setup, this chapter focuses exclusively on the SecureWave Application Server. The information in
this chapter is relevant to all Sanctuary software suite products.

When you install the SecureWave Application Server, a number of tools are copied to your hard disk. The
installed tools are:

> The SecureWave Application Server.
> The Key Pair Generator.
>  The SXDomain Tool.

é Although you can use Windows XP for the SecureWave Application Server and/or
Sanctuary Management Console, you should not use it for the SecureWave Application
Server (or client component in the case of Sanctuary Application Control Server Edition). If
you are planning to spread Sanctuary components among several machines, one of which
has an XP operating system please read Appendix D: Installing Sanctuary components on
Windows XP SP2/2003 SP1 on page 109 carefully before proceeding.

Before you install

Before you begin installing the SecureWave Application Server, you must do the following:

> Make sure that the computer meets the minimum requirements (see Appendix A: Detailed system
requirements on page 93 for details).

> Have the database already installed on the computer that is to hold your information (see Chapter 2:
Installing the SecureWave Sanctuary Database on page 17 for details).

> Make sure that Microsoft Data Access Components (MDAC), version 2.6 SP1 or later, is installed.

25 If the server setup cannot find the MDAC component on your computer, it prompts you to
download it from Microsoft web site http://www.microsoft.com/data/. You must restart the
setup after installing MDAC.

MDAC enables computers to connect to SQL Server and SQL Desktop Engine databases.
As MDAC is language-dependent, it is mandatory that you install the correct language
version for your operating system.

Z5 If you experience database connectivity problems when installing the SecureWave
Application Server, re-install MDAC on the computer hosting it.

> Ensure that the TCP/IP protocol is installed. This is required so that the Sanctuary Client running on the
client computer can communicate with the SecureWave Application Server. The setup program does not
check this prerequisite.

> Ensure that the computer on which you want to install SecureWave Application Server has a fixed IP
address. This is recommended as the Sanctuary Client Driver uses this address to connect to the
SecureWave Application Server. You need at least one valid IP address. DHCP (Dynamic Host
Configuration Protocol) and server names can be used, provided that the DNS (Domain Name
Resolution) is set up correctly.
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> Ensure the SecureWave Application Server can do a fully qualified domain name resolution of the clients
it is going to manage. You have to set up the mechanism to translate clients’ names into IP addresses.

>  Create or use an existing account to be used by the SecureWave Application Server servicel. Setup

automatically grant this account the rights to log on as a service2. You MUST use an account with local
administration rights if you plan to use TLS protocol for Sanctuary Client Driver -SecureWave Application
Server or intra-SecureWave Application Server communications. See Transport Layer Security on page
12 for more information.

V% The service account must have the relevant permissions to read domain information, if any,
from the Windows SAM (Security Account Management) database. One solution is to make
the SecureWave Application Server service account a member of the Domain Users group.

&5 If you are installing the program on a computer that is a member of a workgroup (wired to
other computers but not member of a domain) you may need to use an account with
Administrative privileges to connect to the database. Using a non-privileged account
requires that the Setup process adds Access Control Entries (ACEs) for the user and to
several directories as well as granting the account the rights to connect and use the
database.

&5 Setup verifies the specified password/account before proceeding. Setup continues if it fails
to verify the password but will be interrupted, and rollback, if the password cannot be
validated when creating the server service.

> Make sure that the SecureWave Application Server service account has the right to access the database.
If the database and SecureWave Application Server are installed on the same computer, there will be no
need to create such access, as it will be granted by our Setup. However, when the SecureWave
Sanctuary Database and SecureWave Application Server run on two different computers, you must grant
the service account the rights to connect and use the database. You can use the Microsoft SQL Server
Enterprise Manager to grant domain users the right to log in and use the database (available with SQL
Server only). If running MSDE 2000, you will have to use the grantdb.exe command-line application for
every service account you will use. This can be found in the \BIN\TOOLS folder of your SecureWave CD.

&5 grant.exe is not compatible with Microsoft SQL Server 2005 since it does not have the DMO
object activated by default. You must install SQLServer2005_BC.msi, a backward
compatibility package on Microsoft’s Web site, as a short-term solution to this problem.

Z5 SecureWave Application Server uses Windows Authentication mode to connect to the
database. Start the ‘Enterprise Manager’ provided with SQL Server, select your database
server, expand this branch of the tree, and check the ‘Security’ node. This holds the Login
definitions. By default, BUILTIN\Administrators have access. If the SecureWave Sanctuary
Database and the SecureWave Application Server are on the same machine the account
under which the SecureWave Application Server runs is granted access to the database
during setup. If the SecureWave Sanctuary Database and the SecureWave Application
Server are on different machines, you must use grantdb.exe to allow the account to access
the database.

> Get a license for your Sanctuary product. The license information is stored in a file called SecureWave.lic.
Your SecureWave Application Server installation will fail without it. The file contains details of the licenses
you have purchased, for example, the number of server and client copies. If you have purchased one of
our Sanctuary products, this file is sent to you by email. If you are evaluating a Sanctuary product, then
you can obtain an evaluation license by registering on the SecureWave website (www.securewave.com),
selecting the appropriate product page, and completing an Evaluation License Request form. Once you
have a copy of the license file, save it into the %SYSTEMROOT%\SYSTEM32 directory. If your license
has expired, SecureWave Application Server services do not start and a warning message is displayed.

é If you are using more than one SecureWave Application Server the same license file must
be used on all the servers.

1 We will refer to this account as the Service Account
2 User right: Act as part of the operating system.
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> (Optional). Check that the computer(s) running SecureWave Application Server also has a system clock
synchronization mechanism to match that of the computer running the database. You can use Windows
Time Service (W32Time, based on Simple Network Time Protocol or SNTP) to maintain date and time
synchronization for computers running Windows 2000 or later.

> Have a Certificate Authority installed and ready to provide your SecureWave Application Server machine
with a valid certificate if you are planning to use TLS (Transport Layer Security) protocol to communicate
between SecureWave Application Servers (if you are planning to install more than one) and/or
SecureWave Application Server-client driver communications. See Transport Layer Security on page 12
and Appendix H: Installing a Certificate Authority for encryption and TLS Communication for more
information.

‘\ The decision to use or not TLS should not be taken lightly. Once you decide to use TLS for
your client-SecureWave Application Server and/or intra-SecureWave Application Server
communications and install Sanctuary in this mode, it is very difficult to roll this back and you
will need to completely uninstall all Sanctuary’s components and modify registry keys.

To install the SecureWave Application Server

The SecureWave Application Server handles client logons and is the only component that connects to the
database.

1. Log on to the computer that is going to hold the SecureWave Application Server component. The
account you use must have:

e Administrative rights.
e Access to SQL Server or MSDE 2000.
2. Close all programs running on the computer.

3. Insert the Sanctuary CD in your DVD/CD drive and run setup.exe located in the \SERVER\sxs
folder.

The Welcome dialog is displayed.

#) SecureWave Application Server - Wise Solutions Wizard

Welcome to the Wise Solutions wizard for
SecureWave Application Server

The Wise Solutionis(R) Wizard willinstall SecureWave
Application Server on your computer. To continus, dlick Next.

W ARNING: This program is prokected by copyright law and
international treaties.

Figure 14: SecureWave Application Server installation: First step
4. Click on the NEXT button to continue.
‘\ The Setup does not generate a log file if it is launched running the db.msi file instead of

the setup.exe file. The log file may be important in case of troubleshooting and when
contacting SecureWave.

The next dialog displays the License Agreement.
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14 SecureWave Application Server - Wise Solutions Wizard S
License Agreement ‘k
] d the following | ¢ carefuly.
leass read the following license agreement carefuly
LICENSE AGREEMENT -

SANCTUARY PRODUCTS

This License Agreement ("hgreement”) states the terms
and conditions upon which SecureWave 5.A4. {"Secureliave")
offers to license the Sanctuary Products with which this
Agreswent is distributed (the "Software”). This
Agreement legally binds you and SecureWave, whose
contact inforwation is:

© Taccept the kerms in the lense agresment
1do nok accept the kerms in the license agreement

[ cBark [ mextx [ cancel |

Figure 15: SecureWave Application Server installation: License agreement

5. Read the license agreement carefully and, providing you agree with its conditions, select the accept
option and click on NEXT to continue the installation process.

If you do not agree with it, click on the CANCEL button to exit without installing your Sanctuary
product.

If you are using an operating system subject to security changes concerning the RPC (Remote
Procedure Call) protocol (Windows XP SP2 or Windows Server 2003 SP1 or SP2), the registry key
‘EnableAuthEpResolution’ must be changed:

Setup L
Setup has detected that s running on an operating system that
is subject to the securty changes concerming Remote Procedure Calls
that Microsoft intraduced with Windowes KP SP2 and Windowrs Server 2003 SP1
In order to cortinue, Setup has o make RPC calks to the SecursWave Applicalion Server;
this means that a registry value named EnableuhEpResohdion has to

e set before continuing. Detalls sbout this registry value ere provided an
the Microsat web ste.

Do you want Setup to set the EnableAuthEpResolution registry valus now?

Figure 16: SecureWave Application Server installation: RPC warning

See Appendix D: Installing Sanctuary components on Windows XP SP2/2003 SP1 on page 109 for
more information.

The installation program checks for the presence of a valid license file is checked. If the setup
program cannot find one or the file was altered in any way (e.g. due to an email filter introducing
linefeed characters or translating foreign characters), an error message is displayed.

License file verification =

Setup could not find & vaid license Tile
*ou should copy the license file to your system32 directory.
If you don't have a license file, please contact SecureWave:
Phone: +352 265364-11 (Internationall)

Email: suppori@securewave.com

Figure 17: SecureWave Application Server installation: No license found

6. If you have a license file and see an error message, check the name of the SecureWave.lic file and
copy it to the %SYSTEMROOT%\SYSTEM32 folder.

If this does not resolve the problem, check your email client settings or contact SecureWave’s
technical support team to obtain a new license file.

&5 The program refuses to install SecureWave Application Server if it cannot find a valid
license.
é If you are using more than one SecureWave Application Server the same license file must

be used on all your servers.

7. Choose the folder in which you want to install the SecureWave Application Server and click on
NEXT. By default, the database is installed in the C:\Program Files\SecureWave\Sanctuary folder.
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To choose another location, click on CHANGE and browse to the folder you want. Some components
are always installed on the %SystemRoot%\system32 directory and a %SystemRoot%\sxsdata
directory is always created.

] securewave Application Server - Wise Solutions Wizard
Destination Folder
Click Mext to install ko this fialder, or click Change to install to a different folder,
7y Tnstal SecureWame Application Server to:
\-_q C:\Program Flles|SecuretavelSanchuary, | change.. |

[ smeck [ mear || concal |

Figure 18: SecureWave Application Server installation: Destination folder

8. Specify the user account you want to use to run the SecureWave Application Server. Use a domain
account (any domain user, an administrative account is not required) if you plan to use Sanctuary in
a domain environment. Use a local account if you plan to manage several computers in a
workgroup.

‘) secureWave Application Server - Wise Solutions Wizard &8

Enter the Securewave Application Server credentials. &

The SecureW/ave Application Server requires a user account bo run as a service, The account
you specify should have appropriate permissions to request information from the domains and
computers prokected by Sanctuary,

Use "Domain|user_name" synkax For a domain accaunt, "Workstationiuser_name" for a lacal
account.

User Account: Iubadriristrator

Password: AREARAE

[ sBadke [t ] [ Cancel]

Figure 19: SecureWave Application Server installation: Service account

Domain accounts should be entered as DOMAIN\User while local accounts should be prefixed by the
computer name (e.g. COMPUTER\User).

Z5 Setup checks the validity of the password. You must precede the user name with the
domain or workstation name and a backslash (\). The account you enter must have full
access to the database and the computer containing the DataFileDirectory where the
SecureWave Application Server log, shadow and history files are stored.

" Before attempting to connect to a remote server, you must grant the service account the
rights to connect and use the database. You must, therefore, log on to the computer
where the SQL Server or Client is running and grant the user the necessary rights either
by means of the SQL Server Enterprise Manager or using the grantdb.exe utility located
in the \BIN\TOOLS folder of the SecureWave CD. Local users should be mirrored (same
user name and password on both servers).

25 grant.exe is not compatible with Microsoft SQL Server 2005 since it does not have the
DMO object activated by default. You must install SQLServer2005_BC.msi, a backward
compatibility package on Microsoft’s Web site, as a short-term solution to this problem.
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9. Specify the SQL Server instance that SecureWave Application Server should connect to. To do this,
enter the name of the machine, or the virtual server name in case of a cluster server. If the
database does not reside on a default instance, you should suffix the name with a backslash and
the SQL Server instance name where you installed the SecureWave Sanctuary Database (sx)

) secureWave Application Server - Wise Solutions Wizard s

Enter the name of your database server. A

The SecureWave Application Server wil have ko connect to a database server.

The account selected for the SecureWave Application Server must have been granted
access o the sx database (name under which the SecureWave Sanchuary Database is
created in SGL Server) on this server. This can be dane easly using the grantdb.exe tool
located in the Bin Folder of ths CD-ROM.

Pleass enter the name of the computer where the s database can be Found, 1F the
datahase resides in a named instance, use the syntax SERVER|INSTARNCE. You can
leave the field blank to connect ko the default instance on the local computer. If the
database has been installed on a duster, type the name of the wirtual server to connect
to the default instance, or YIRTUALSERYER\INSTANCE to connect to @ named instance,

SECLREWAVEZ|5GL2005|

[ sak [ mmes ][ cancel |

Figure 20: SecureWave Application Server installation: SecureWave Sanctuary Database server location

10. Click on NEXT to continue.

The syntax used to enter the name of your database server depends on where you installed the
SecureWave Sanctuary Database. Here is a summary of the different cases:

SecureWave Sanctuary The SecureWave Sanctuary The SecureWave Sanctuary

Database server Database is created in the Database is created in a
default instance Named instance

The database is on the local ServerName or leave the field ServerName\lnstanceName

computer. blank

The database is on another ServerName ServerName\lnstanceName

server.

The database is on a cluster (local | VirtualServerName VirtualServerName\lnstanceName

or remote).

Table 2: Database server name syntax

11. Choose the folder where you want the SecureWave Application Server log, shadow, or/and scan
files are to be stored. Setup will suggest a directory named DataFileDirectory (DFD) under the
system’s drive root. You should use a permanent network share if you are planning to install more
than one SecureWave Application Server. All servers can optionally write to the same, shared,
directory or you can opt for having different ones for each server (see Figure 1). For evaluation
purposes, use a single DFD in a local directory.

};ﬁ! SecureWave Application Server - Wise Solutions Wizard i

Datafile directory \

Enter the path to the directory where the SecureWave Application -
Server is to store its data files., F T

To keep database performance optimal, the Securetwave Application Server will store data
that is likely to take up some space on a disk directory, This data includes, for example, files
containing scans o shadow data,

You can define several 'data file directories' (DFD) spread ower your network if needed.
Each server can use its own, This improves performance in multi-server installations as it
can be in a lacation that is physically closer or reachable through a high-speed netwark
connection. It also helps spread disk lnad.

IF you plan to share this directory with maore than one SecuretWave Application Server, then
wou must use a netwaork share (2.t Yimyserveridatafiledirectory), as all servers use this
same location.

: Store data files in:
S C/\DataFleDirectory| e
! _
[ eBack [ mes ][ cancal |

Figure 21 : SecureWave Application Server installation: Data file directory
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&5 You can have several ‘data file directories’ (DFD, see Figure 1) defined and spread over
your network to be used by the SecureWave Application Server(s). Each server can use its
own. This improves performance in multi-server installations as each server can be
configured to store its data files in a location that is physically closer, or reachable through a
high-speed network connection. It also helps spread disk load, as each defined directory
only contains part of the files. Note that it is still possible for more than one server to use the
same DFD, all servers can still access all data files — it does not matter if only one or
multiple directories are used, when a server does not find a file in its defined directory, it
requests a copy from a server having access to it.

&\: You should pay special attention to the network share security (ACL) and Directory NTFS

permissions. Limit access to the server service account and optionally to some
administrators. You will also need to consider the members of the ‘Power Users’ group.

12. If you want to change the directory location or if you are installing more than one SecureWave
Application Server, select a shared network folder. To do this, click on CHANGE and locate the path
you want to use for the DataFileDirectory:

K‘J SecureWave Application Server - Wise Solutions Wizard

select datafile directory
Ta select a netwark Falder that is nak mapped to a local drive, enter its UNC

path {like \\serverishare) directly in the Folder name Field. ‘ o
Look in:
£ DataFileDirectory - e
chistoric
Folder name:
Ci\DataFileDirectory!,
[ oK ] | Cancel I

Figure 22: SecureWave Application Server installation: Change destination folder

&5 Always use a Universal/Uniform Naming Convention (UNC) path name, for example,
\\server\volume\directory. Do NOT use a mapped drive.

If you are installing Sanctuary Device Control and do not have a Certification Authority installed, the
following warning message is displayed:

Setup

Setup did not detect any Certification Authority.
Please note that without a Certification Autharity,
the encryption feature of S anctuary Device Control
will not work properly [zee the uzer guide for details)

Figure 23: SecureWave Application Server installation: No Certification Authority found

13. Specify the protocol that SecureWave Application Server should use. You can either choose the
standard one, used to communicate with older clients, or the improved protocol, which includes
optional TLS protocol that only works with the latest client version. Select from the list the type of
client you already have installed. If this is a new installation, select the latest version.
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j@ SecureWave Application Server - Wise Solutions Wizard e
Client versions supported
Specify the mimimunn client version deploved in vour environment.
The server is backward compatible with previous wersions of the client.
It is recommended that you only enable suppart of versions that are deployed in
our environment.,
Client versions: Wersion 4.1 or higher -
[ < Back. ][ Mext = ][ Cancel l

Figure 24: SecureWave Application Server installation: Protocol selection dialog

14. For the rest of the installation, follow flowchart below (especially if you choose the latest version of
the client):

Communication
protocol

Select Protocol Version. Use 3 if this is
a new installation

no

A computer
certificate exists?

h 4
) ) _— Choose among: .
Select if all client-Application Server «  Not generating a certificate Ag:?rrm::lc Setup attempts
(8XS) and infra SXS-SX8 s Manual certificate certicate to request a Failure
communications will be encrypted or — generation certificate from
not: ) o «  Automatic certificate the CA
+  No (integrity is still assured by generation
signing messages)
+  Oplionally (depending of the client M | Success
driver installation parameters) r?ilr"u:t
«  Encrypted (not available if you certilicale
choose an older client version)
A
r Setup could not acquire the certificate. You
You now select a valid existing Failure can continue with the installation but
certificate (from the storeora —————/» — pfencryption will be disabled. Nevertheless,
Mo file) to continue the installation integrity is assured by signing messages with
certificate] a private key.
Success
v
A certificate was successfully selected or
»{acquired. Encrypted communications will
be enabled.
Configure Ports for Encrypted
Y .| Communication and Non-Encrypted
| Communication (depending of previous [
choices)

Continue setup

Figure 25: SecureWave Application Server installation: Protocol selection flowchart
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The following screens may appear, depending of the options selected (as stated in the flowchart
depicted in Figure 25):

‘) Secur eWave Application Server - Wise Solutions Wizard
Server communication protocol

Setup could not find a valid certificate which can be used For enerypted =

communications. P S

Setup did not find a valid certificate. Would you like to acquire a certiicate to
enable encrypted communications?

Mo, continue without encryption but ensure integrity of system
© es, automatically request a certificate

Yes, manually generate a certificate

[sBaste] [extin ] [ Cancel—]

Figure 26: SecureWave Application Server installation: No certificate

1) secureWaue Application Server - Wise Solutions Wizard

Server communication protocol

Setup found a valid certificate which can be used for encrypted communications.. .

Do you wank ko implement encrypted communications between the client and the
server?

Mo, but ensure integrity of system palicy
© es, but allow unencrypted commurications as well

[ <merk | mesem ][ cancel |

Figure 27: SecureWave Application Server installation: Valid certificate, old clients

1) secureWave Application Server - Wise Solutions Wizard
Server communication protocel

Setup could not Find a valid certificate which can be used for encrypted
comunications,

Setup did not find a valid certificate. Wauld you like to acquire a certificate to
enable encrypted communications?
ha, continue withaut encryption but ensure integrity of system
@ Ves, sutomatically request a certficate
Ves, manuslly generate a certificate

[ sBak|[ mewts ][ cance ]

Figure 28: SecureWave Application Server installation: Valid certificate new clients

14 secureWave Application Server - Wise Solutions Wizard
Server communication protocal

Setup could not Find a valid certificate bo be used for encrypted
communications,

4 catifisate was not scquied. If you continue, encryption will be disabled, but
integity of system policy wil be snsured

To retiy certificate setup, select the back button.

[ sbak |[meas ][ cance |

Figure 29: SecureWave Application Server installation: Could not retrieve or generate a valid certificate
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P secureWave Application Server - Wise Solutions Wizard

Server communication protocol ‘

_~
Please specify port(s) for commurication:
Ericrypted Commurication Port: 65229
Mon-Encrypted Communication Port: 65129
[ <ak [ mews [ cancel |

Figure 30: SecureWave Application Server installation: Communication port configuration

b\

You should on/ configure the ‘Communication Port’ fields when the proposed ones are
used by another software application or blocked for security reasons.

b\

The parameters selected in the previous dialogs should also be used if you are installing
more than one SecureWave Application Server. See Using TLS for the inter-SecureWave
Application Server communication on page 15 for more information.

Z5 For a detailed manual tuning, see Table 20 & Table 21 on page 100.

When the Automatic request certificate option is selected, the program attempts to obtain a valid
certificate by requesting it to the Certificate Authority. If this fails, the installation can continue but
communication’s encryption is deactivated. Nevertheless, integrity is assured by signing the messages
with a private key (see Chapter 7: Using the Key Pair Generator on page 59).

If you select the manual option, a new dialog opens where you are invited to select the location where
a valid machine certificate can be found — you must already have a Certificate Authority installed or
the required certificate at hand. See Appendix H: Installing a Certificate Authority for encryption and
TLS Communication on page 129 for more details. The available options are the same ones described
for the client installation (found on page 42).

‘8 securewave Application Server - Wise Solutions Wizard

Server Authentication

Generate a certificate that will be used ko authenticate the serwer machine when
communicating with the clients B
Setup generates a prototype certificate which has to be signed by 2 CA certificate and will
then automatically be stored into the local machine store,

¥ou need ko generate this final certificate and specify which certificate is ko be used to
sign.

Ta generate the final certificate signed by a certificate located in your store, use the
‘Generate certificate signed by certificate located in store’ button. If no appropriate
certificate is present in your store, you can first import an appropriate certificate into your
stare Using the 'Trpart inta stare.,.’ button and then generate the final certficate using the
‘Generate certificate signed by certificate located in store’ button.

To generate the final certificate signed by a certificate located in a file, use the 'Generate
certificate signed with certificats located in file' button.

| Generate certificate signed by certificate lncated instore | | Tmport inka store... |
[ Generate certificate signed by certificate located in File 1 [ Certificate parameters. .. ]
i <Back H Blest | { Cancel 1

Figure 31: SecureWave Application Server installation: Server authentication certificate location

15. Choose which Standard File Definitions files you want to import, if you have a Sanctuary Application
Control Suite (Sanctuary Application Control Server Edition, Sanctuary Application Control Terminal
Services Edition, or Sanctuary Application Control Custom Edition) license. These files contain the
information required by the program to authorize all the OS files. See Appendix I: Importing file
definitions during setup on page 135 for more information. Select the operating systems that you
need (only) and click on NEXxT.
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1) securewave Application Server - Wise Solutions Wizard i
standard File Definitions
Select the Standard File Definition Fle(s) to import inko the SecureWave Sanctuary
Database, according to the Operating Syskems in use in your organization, ‘ )

Standard File Definition files can be used to populate the SecureWave Sanctuary Database with
shat il signatures of Operating Systems and popular applications.

Check the options below ko import: file definitions into the Securewave Sanctuary Database.,
/| Windews 2000 il definitions.
V| windows XP file definitions.

/| windows 2003 Server file definitions.,

Hoke: Impork of file definitions wil take several minutes per Operating System,

<Back [ wexts | [ cancel |

Figure 32: SecureWave Application Server installation: Import Standard File Definitions

Setup is now ready to install the SecureWave Application Server Component.

‘1 securewave Application Server - Wise Solutions Wizard

Ready to Install the Program q

The wizard is ready ko begin installation, =

Click Install ko begin the installation.

I you want ko review or change any of your installation settings, cick Back, Click Cancel ko
et the wizard.

[ «Back [ nstal | [ Cancal |

Figure 33: SecureWave Application Server installation: Final stage

16. Click on INSTALL to proceed. A warning message is displayed if you are not using a fixed IP
address.

Setup gathers information about the domain structure. It retrieves the names of the domain users
and groups from the domain controller. This may take several minutes (up to half an hour),
depending on the size of the domain and connection speed.

) securewave Application Server - Wise Solutions Wizard

Installing SecureYave Application Server ‘

The program Features you selected are being installed. e

& Please wait whils the Wise Solutions Wizard installs Secureiave Application
Server, This may take several minutes,

Status:

Figure 34: SecureWave Application Server installation: Installation

The final dialog indicates when the installation has been successfully completed.
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) secureWave Application Server - Wise Solutions Wizard

Wise Solutions Wizard Completed

The tise Solutions Wizard has successfully installed

SecurstWave Application Server, Click Finish to exit the wizard.

Figure 35: SecureWave Application Server installation: Finishing the installation

17. Click on FINISH to close the wizard.

You should now have a working SecureWave Application Server connected to the SecureWave

Sanctuary Database.

&

After installing the server side components, and before rolling out any client in a working

environment, we strongly recommend to generate a key pair to sign the communication
between server(s) and clients. See Chapter 7: Using the Key Pair Generator on page 59 for
more information.

Items created during SecureWave Application Server

setup
During the SecureWave Application Server installation, the setup creates the following items:
Iltem Purpose Access
Directory: Directory where the SecureWave Application Server | Full control for Administrators.
C:\DataFileDirectory logs, and shadow files are stored.
Directory: Folder where the FileTool, KeyGen, and SXDomain Full control for Administrators,

%INSTALLDIR%\SXTools

auxiliary tools are placed. You can find a full
description of these tools in the corresponding
administrator’s guide and in this setup guide.

Read/Execute for authenticated
users.

Directory:
%INSTALLDIR%\SSF

Contains all SecureWave Application Server EXE
and DLL files.

Full control for Administrators,
Read/Execute for authenticated
users.

Uninstall registry keys* Registry keys created to help delete the n/a
SecureWave Application Server.
Registry keys*: See Appendix B: Registry keys on page 97 for a n/a

HKLM\system\CurrentControl
Set\services\sxs\parameters

complete description.

*You can block the use of the RegEdit.exe program for all users by using our Sanctuary Application Control Suite.
Table 3: Items created by the SecureWave Application Server installation

&5

The %INSTALLDIR% directory points to the folder where the program was installed. It is

usually C:\Program Files\SecureWave\Sanctuary, but can refer to another folder.

36
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Management Console

This chapter explains how to install the Sanctuary Management Console used to configure permissions to all
the devices and/or executables that your organization uses. It is also used to carry out day-to-day
administrative tasks and procedures. The information in this chapter is relevant to all Sanctuary software suite
products.

‘\ You should read Appendix D: Installing Sanctuary components on Windows XP SP2/2003
SP1 on page 109 carefully before installing this component on a computer with this
operating system and service pack.

When installing the Sanctuary Management Console you also install some or all of the following, depending on
the type of license you have purchased:

> The Client Deployment Tool (see Chapter 8: Unattended Client installation on page 63) to deploy clients
silently.

> The Svolbro.exe program (see description in the Sanctuary Device Control Administrator's Guide) needed
for one of our USB key encryption methods.

> The Authorization Wizard (see description in the Sanctuary Application Control Suite Administrator's
Guide) to search for executable files, create their hashes, and include them in the database.

>  The Versatile File Processor Tool (see description in the Sanctuary Application Control Suite
Administrator's Guide) to scan files.

Z5 If you are using Sanctuary Application Control Suite, you should also consider installing the

Authorization Service (see the Sanctuary Application Control Suite Administrator's Guide) to
monitor changes and create updates (using Microsoft’s SUS or WSUS)

Before you install

Before you begin the installation of the Sanctuary Management Console, you must:

> Ensure that the computer(s) meet the minimum requirements. See Appendix A: Detailed system
requirements and limitations on page 93 for details.

>  Ensure that the SecureWave Sanctuary Database and SecureWave Application Server have been
installed, either on this computer or on other computers within your network. Refer to the previous
chapters.

To install the Sanctuary Management Console

To install the Sanctuary Management Console, follow these steps:

1. Log on with an account that has administrative privileges in the computer in which you are installing
the Sanctuary Management Console.

2. Close all programs running on the computer.

3. Insert the Sanctuary CD in your DVD/CD drive and run setup.exe located in the \Server\smc folder.
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) sanctuary Management Console - Wise Solutions Wizard 8

Welcome to the wise Solutions Wizard for
Sanctuary Management Console

The Wwise Solutions{R) Wizard will install Sanctuary
Management Consale on your computer, Ta continue, click
Next.

WwARNING: This program is protected by copyright law and
inkernational treaties.

Figure 36: Sanctuary Management Console installation: First step

The next dialog displays the License Agreement.

! sanctuary Management Console - Wise Solutions Wizard s

License Agreement ‘ !
Please read the following license agreement carefully, -
LICENSE AGREEMENT -

SANCTUARY PRODUCTS

This License Agreement ["Agreement”) states the terms
and conditions upon vhich Securelave $.4. ("SecureWave")
offers to license the Sanctuary Products with which this
hgreewent is distributed {the "Software”). This
Agreement legally binds you and SecureWave, whose
contact informwation is:

e . & oa T
T accept the terms in the license agreement

© I do not accept the terms in the license agreement

Figure 37: Sanctuary Management Console installation: License agreement

4. Read the license agreement carefully and, providing you agree with its conditions, select the accept
option and click on NExT to continue the setup process.

If you do not agree with it, click on the CANCEL button to exit without installing your Sanctuary
product.

&5 The license agreement text is installed with the program. If you want to review it later, select
‘License agreement’ from the START - PROGRAMS = SANCTUARY menu.

5. Choose the destination directory, and other features — making a complete or custom installation.

15! sanctuary Management Console - Wise Solutions Wizard &8
Custom Setup ‘ !
Select the program Features you want installed. .

Click on an icon in the list below to change how a feature is installed.

Feature Description

Sanckuary Management Console
Sanctusry Clisrk Deployment
Authorization Wizard
Securewave File Definitions

This Feature requires 44ME an
wour hard drive, It has 4 of 4
subfeatures selected. The
subfeaturss require 37MB on
vour hard drive,

Install to:

Ci{Program FilesiSecurew avelSanctuary Changees

[Pre— [ rresesm—" | —rr—erre—| ———

Figure 38: Sanctuary Management Console installation: Custom setup
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&5 The Sanctuary Management Console allows you to configure, manage, and monitor
permissions to devices/executables. You use the Client Deployment tool to deploy silently
clients on a group of computers. The Authorization Wizard allows administrators to quickly
identify and authorize executables. File Definitions let you rapidly populate your database
with signatures of all the files needed for running your operating systems.Select the features
you want.

If you decide to modify the default installation location, click on CHANGE and select a local path to install the
components and documentation. By default, the files are copied to the
%ProgramFiles%\SecureWave\Sanctuary\Console directory.

4 sanctuary Management Console - Wise Solutions Wizard

Change Current Destination Folder ! .
Browse bo the destination folder. P
Lok in:

(13 sanctuary - £
(client
(Cmpart
(ETicket
Enldzr name:
cHyPragram FiesiSecurewavel Sanctuary|

Figure 39: Sanctuary Management Console installation: Modify destination folder

6. Click on Ok to continue the installation.

Now Setup is ready to install the files.

14 Sanctuary Management Console - Wise Solutions Wizard

Ready to Install the Program ! .
The wizard s ready to begin installation. P

Click Inskal ko beqin the installation,

TF you wark to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard.

[ <gack [ mnsal ] [ cancel ]

Figure 40: Sanctuary Management Console installation: Ready to install

7. Click on INSTALL to start the installation process. This takes approximately 2 minutes, depending on
the components selected and the hardware used.

8. If the computer is running Windows XP SP2 or Windows 2003 SP1, click on YEs to continue. In this
case, Setup needs to adapt the Windows settings to allow RPC communication between the
Sanctuary Management Console and the SecureWave Application Server. See Appendix D:
Installing Sanctuary components on Windows XP SP2/2003 SP1 on page 109.

Setup Eas

Microzoft introduced important securty changes concerning Remote Procedure
Calls with Windows XP SP2 and Windows Server 2003 SP1.

If you installed your Securewavs Application Server anthis apsrating

system, or a later one which is subject to the same security restrictions,

the management tools will not be able o communicate with the server unless
Setup sets the EnablefuthEpResolution registry value. Details about this
registry value are provided on the Microsoft web ste

Do you want setup to set this registry value?

NBS. Mo I

Figure 41: Sanctuary Management Console installation: Remote Procedure Calls warning
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The final dialog indicates that the installation has been completed successfully:

ﬂ:ﬂ Sanctuary Management Console - Wise Solutions Wizard G

Wise Solutions Wizard Completed
Setup has finished installing Sanctuary Management Cansole.

The Wise Solutions Wizard has successfully installed Sanckuary
Management Consale, Click Finish to exit the wizard.

Figure 42: Sanctuary Management Console installation: Finishing the installation

9. Click on the FiNnisH button to close the dialog and end the procedure.

By default, only users that are members of the Administrators group of the computer running the SecureWave
Application Server can connect via the Sanctuary Management Console. You should define who can manage
and define policies by selecting User Access from the Tools menu of the Sanctuary Management Console.
See the relevant Administrator’s Guide for further information.

&5 If you are installing Sanctuary Device Control, we strongly recommend that you also install
the Sanctuary Client on all computers having the Sanctuary Management Console. If you do
not install it on the administrator’s computer, it is not possible to use media encryption or to
authorize multi-sessions DVDs/CDs with the Media Authorizer. See Chapter 5: Installing the
Sanctuary Client on your endpoint computers on page 41 for more details.

Items created during Sanctuary Management Console
setup

During the Sanctuary Management Console installation, the setup creates the following items:

Item Purpose Access
Directory: Contains all Sanctuary Management Console Full control for Administrators,
%INSTALLDIR%\Console EXE and DLL files. Read/Execute for authenticated users.
Directory: Sanctuary Management Console help files. Full control for Administrators,
%SYSTEMROOT%\Help Read/Execute for authenticated users.
Uninstall registry keys* Registry keys created to help delete the n/a
Sanctuary Management Console.
Shortcuts All Windows’ Start=»Programs menu shortcuts. n/a

*You can block the use of the RegEdit.exe program for all users by using our Sanctuary Application Control Suite
component.
Table 4: Items created by the Sanctuary Management Console installation

&5 The %INSTALLDIR% directory points to the folder where the program was installed. It is

usually C:\Program Files\SecureWave\Sanctuary, but can refer to another folder.
%SYSTEMROOT% is usually C:\Windows.
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your endpoint computers

The Sanctuary Client is the software used to manage the devices and/or applications on the endpoint
computer/servers. This chapter explains how to install the Sanctuary Client on the endpoints you want to
manage when you only have a few computers in your system, or for testing purposes. To deploy our client in
large organizations, or when you cannot visit each computer individually, we recommend using our specialized
software tool, described in Chapter 8: Unattended Client installation.

The Sanctuary Client communicates with the SecureWave Application Server(s) to retrieve application/device
control policies. This is done using a TCP/IP connection with a signed or encrypted communication —
depending on the installation options. If this connection cannot be established using the Fully Qualified
Domain Names (FQDN) or IP addresses, the driver tries to use the Proxy configured for Internet Explorer — if
available — to locate a valid SecureWave Application Server. See Sanctuary's Architecture Guide for more info
on how to configure this proxy connection.

&‘\ Please read Appendix D: Installing Sanctuary components on Windows XP SP2/2003 SP1
on page 109 carefully before installing this component on computers that use this operating
system and service pack. Although you can use Windows XP for the database and console,
you cannot install the Sanctuary Application Control Server Edition client on it. We do not
support Windows XP or Windows 2000 Pro for Sanctuary Application Control Server Edition
(client component).

‘7\: Sanctuary Client is not supported on Windows 2003 Server (32- and 64-bit).

‘7\\ Please disable Windows’ System Restore feature before installing the client. If you try to roll

back to a previous state after installing the Sanctuary Client, the system becomes unstable.
This is a System Restore design limitation since it will not reinstate all files completely. Be
aware that System Restore is not a substitute for uninstalling a program.

System requirements

The system requirements can be divided into what is needed for the overall system and what is needed for
each client computer.

Overall system requirements
Before you install the Sanctuary Client Driver on a client computer, you must:

> Ensure that the SecureWave Sanctuary Database, SecureWave Application Server, and Sanctuary
Management Console are already installed on their respective computers.

> Make sure that the domain information stored in the database is up to date. If necessary, update it using
the Tools = Synchronize Domain Members menu in the Sanctuary Management Console.

> Define the appropriate, or at least minimum, policies that are to be used by the clients. Failing to do so
WILL result in users being denied access to their executable files (event the operating system, blocking
the user from his machine) and/or devices connected to their computers. If you are using Sanctuary
Application Control Server Edition or Sanctuary Application Control Custom Edition, confirm that the
Blocking Mode option is set to Non Blocking Mode, in the Default Options dialog of the console.

> If you have already installed the client driver and want to uninstall/ modify/ repair it, issue an ‘Endpoint
Maintenance Ticket’, using the management console, and copy it to the required directory. Please consult
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your corresponding Administrator’s Guide and Uninstalling the Sanctuary Client on page 50 for more
information. If you are using our client deployment tool, you only need to specify a valid SecureWave
Application Server address from where the ticket is obtained.

> If you are planning to use the TLS protocol for your client driver, have a valid certificate issued by your
Certificate Authority installed and configured (as explained in the Appendix H: Installing a Certificate
Authority for encryption and TLS Communication ).

& The decision whether or not to use encrypted communications (TLS protocol) should not be
taken lightly. Once you decide to use TLS for your Sanctuary Client Driver -SecureWave
Application Server and/or intra-SecureWave Application Server communications and install
Sanctuary in this mode, it is very difficult to roll this back: You must completely uninstall all
Sanctuary’s components and modify registry keys.

Client computer requirements

Make sure that the computer meets the minimum hardware and software requirements. See Appendix A:
Detailed system requirements on page 93 for details.

‘7; If the target computers have been installed using prepared hard-drive images (for example
using Symantec Ghost, Powerquest Driveimage, etc.) please make sure that every machine
has received a different SID (Security Identifiers) and a different name before starting the
deployment. You can use GhostWalker.exe, SidChanger.exe, etc., to do this.

&5 Although the installation dialog only lets you input three SecureWave Application Servers,
you can easily add more if needed. You can also change how the SecureWave Application
Server(s) is selected — round robin vs. random pick. All this is done by modifying certain
registry keys. See Sanctuary Client registry keys on page 102 and Uninstalling the
Sanctuary Client on page 50 for more details. You can push’these modifications to all
clients using Group Policies with ADM templates.

&5 The setup also lets you retrieve a ‘Maintenance ticket’ from the SecureWave Application
Server (see the relevant Administrator’s Guide). This is only done if a communication
between them exists. If the ‘client hardening’is enabled — the uninstall process allows you
to choose how to deactivate it.

To install Sanctuary Clients

The first step in this procedure is to decide whether or not you want to import the company’s permissions and
policies as an independent file during the installation process. If you want to import them during the client
installation, you first need to export them. This export is done to a special file called policies.dat that should be
located in the same directory as the MSI installation file package. The files needed to install the client are
located in the client folder of your installation CD. You can copy them to a convenient location on your hard
disk. You should also include the public key — not the private one — in this directory. Proceed with the
installation steps as described below carefully reading step 7: Providing the SecureWave Application Server
address.

Z5 The policies.dat file should be accessible to the installation program. Be aware that if you

place it in a network share — only valid for Active Directory environments —the computer
account must have access to it through LocalSystem.

See the To export and import permission settings section of the relevant Administrator’s Guide for more
information about how to export your settings to a file.

The policies.dat ‘import file’ is particularly useful when doing client installations on machines that are not
actually connected to the network or that cannot communicate with the SecureWave Application Server.

In the next step you must specify whether or not you are using TLS protocol for Sanctuary Client Driver -
SecureWave Application Server communications. If using TLS, all transmissions are fully encrypted. If the TLS
is not selected, all communications are signed using the key pair previously generated. See Chapter 7: Using
the Key Pair Generator on page 59 for more information about how to create these keys.
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To install the Sanctuary Client Driver on your client computers, follow these steps on each client computer:
1. Log on to the client computer using an account that has administrative rights.
2. Close all programs running on the computer.

3. Select the Client folder on the Sanctuary CD or navigate to the network shared drive where the
Sanctuary Client setup files are located, and run the setup.exe file.

‘ﬂi If you are installing the Sanctuary Client on a Vista machine with Vista’s UAC (User Account

Control) functionality turned on, you must use setup.exe (not Control Panel = Add/Remove
Programs) otherwise the operation will fail.

The Setup program shows the Welcome dialog:

1) sanctuary Client - Wise Solutions Wizard

welcome to the wise Solutions Wizard for
Sanctuary Client

The twise Solutions(R) Wizard will install Sanctuary Client on
wour computer, To continue, cick Nexk,

WARKING: This program is protected by copyright law and
international treaties.

Figure 43: Sanctuary Client: First step

4. Click on NEXT to continue.
& You cannot carry out maintenance if you do not first issue an ‘Endpoint maintenance ticket’

or relax the client security settings using the management console. See Uninstalling the
Sanctuary Client on page 50 for more information.

The next dialog displays the License Agreement. Copyright and international treaties protect
Sanctuary software.

) Sanctuary Client - Wise Solutions Wizard

License (and Ma Contract when appl h

Ploase read the Fallowing agreement carefuly. -

-
LICEHSE AGREEMENT -
SAHCTUARY PRODUCTS
This License Agreement ("Agreement™] states the terms
and conditions upon which SecureWave S.4. ("Securellave’)
offers to license the Sanctuary Products with which this
hgreement is distributed (the "Software”). This
hgreement legally binds you and Securelave, whose
contact information is:
vvvvvvvvvvvvvv 4
1 accept the terms in the license agreement
® Ido not accept the terms in the license agreement

Figure 44: Sanctuary Client: License agreement

5. Read the license agreement carefully and, providing you agree with its conditions, select the accept
option and click on NexT and INSTALL to continue.

If you do not agree with its stipulations, click on the CANCEL button to exit without installing the
Sanctuary Client.

6. Specify whether or not you want the Sanctuary Client Driver to use the TLS protocol to
communicate with SecureWave Application Server (see Transport Layer Security on page 12).
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) Sanctuary Client - Wise Solutions Wizard &8

Encrypted communication Q

Seleck F your SecureWave Application Server is using an encrypted pratocol for

communication with the Sanctuary Client .

If your SecureiWave Application Server is using an encrypred protacol, the client machine
nieeds a certificate for authentication. In case of encrypted communication, please choose
how this certificate wil be generated:

server is using unencrypted protocol
© authentication certificate wil be generated by setup

authentication certificate wil be retrieved from a CA

[-sBacte [ mextar ] [ Cancel]

Figure 45: Sanctuary Client: Communication protocol

You can install the Sanctuary Client installation in one of three modes:

> ‘Server is using unencrypted protocol’ — No TLS.
All communication between Sanctuary Client Driver and SecureWave Application Server(s) is
not encrypted but is signed using the private key. This is, essentially, a legacy communication
protocol and not recommended for high security installations.

> ‘Authentication certificate will be generated by setup’ — Manual mode using TLS
communication.
The administrator generates and provides the machine certificate that is used in all
communications. All communication between Sanctuary Client Driver and SecureWave
Application Server(s) is encrypted. This mode is used when there is no Certification Authority
installed in the network or the CA cannot be reached when doing the client driver installation.
The machine certificate has to be created by a user (usually the administrator) who already
possesses a certificate that can be issued and who trusted as a root or intermediate
Certificate Authority by the SecureWave Application Server. This authorized user has to be
physically present at the machine to create the required certificate.

> ‘Authentication certificate will be retrieved form a CA’ — Automatic mode using TLS
communication.
The program attempts to obtain a valid computer’s certificate by requesting one from one of
the selected Certificate Authorities. This certificate must be able to be issued and the CA
trusted as a root or intermediate Certificate Authority by the SecureWave Application Server.
All communication between Sanctuary Client Driver and SecureWave Application Server(s) is
encrypted. You do not need a Certificate Authority at this point, but it is required when you first
start the client(s), since the program requests a machine certificate. The user who has the
rights to create machine’s certificates does not have to be physically present at the machine to
do the installation if this mode is selected.

You should ALWAYS use automatic mode when your organization has already deployed a Certificate
Authority infrastructure and the SecureWave Application Server and clients are part of it. In this case,
deployment of Sanctuary Client Driver using TLS is completely transparent and requires no additional action.

We recommend you use the automatic mode in preference to all other methods for issuing valid certificates. If
it is not possible to use this mode, then you should use the semi-automatic mode if you are using our Client
Deployment Tool (see Chapter 8: Unattended Client installation on page 63), and manual mode in all other
cases.

Although you can select the port default values, you can always change them, if desired, to fine-tune the
communication protocol by modifying the corresponding registry entries. See Appendix B: Registry keys on
page 97 for more information.

Remember that you require a valid certificate on both machines (the one with SecureWave Application Server
and the one with the Sanctuary Client Driver) in order to use a TLS channel that encrypts all communication. If
you are not using TLS, all data transfer is signed with the private key generated before installing the first client.
See Chapter 7: Using the Key Pair Generator on page 59 for more information about how to create these
keys.

If selecting the second option, you should already have a valid machine certificate (i.e. not one that
is revoked or has expired). The following screen is displayed, as:
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Ej! Sanctuary Client - Wise Solutions Wizard =
Client Authentication q

Generate a certificate that wil be used to authenticate the cisnk machine when .

commuUnicating with the SecureWave Application Server ‘ x

Setup generates a prototype certificate which has ko be signed by a CA certificate and wil
then automatically be stored into the local machine stare.,

¥ou need ko generate this final certificate and specify which certificate is to be used to
sign.

Ta generate the final certificate signed by a certificate located in your stare, use the
‘Generate certificate signed by certificate located in store’ buttan, IF no appropriate
certificats is prassnt in your store, you can first impart an sppropriate cartificate into your
store using the ‘Import inko stare...” butkan and then generate the final certificate using the
‘Generate certificate signed by certificate located in store’ button,

To generate the final certificate signed by a certificate located in & file, use the 'Generate
certificate signed with certificate located in file' button.

[ enerate certificate signed by certificate located instore ] [ Importinta store.. |

[ Generate certficate signed by certficate located in fie | | Certificats parameters... |

[sBade | blot ] [ Cancel ]

Figure 46: Sanctuary Client: Communication protocol

TLS protocol uses a certificate to encrypt messages sent over the channel. In this dialog, you can select the
machine’s certificate location and its parameters. When selecting the computer certificate’s parameters you
can choose the service provider, key length, validity and signature shown below:

Advanced parameters e
Cryptographic service provider
Microsaft Strong Cryptographic Pravider -
Certificate parameters
Key lenath  |204a - Validicy (months) | 12
Signature  |shal (160 bits, OID: 1.3.14.3.2.26) -

l Cancel

Figure 47: Sanctuary Client: Certificate’s parameters

If you select Import into store, Windows’ Certification Wizard opens to allow you to retrieve the computer
certificate. All other options require a valid certificate to exist in a store (special location where the Certificate
authority saves valid certificates) or directly in a file that is imported to the local certificate store. An
administrator can generate a valid one using the MMC console (Start=>Run=>mmc.exe):

Select Certificate £
Select the certificate you want to use to sign the protatype certificate:
Issuedto  Issuedby  Intende.. Friendly... Expirati.. Llocation
[=admin.., LU Encrypti.. Hone 412008 Mot aval...
4 3
[ Ok ] { Cancel i [ Wigw Certificate |

Figure 48: Sanctuary Client: Certificate’s parameters

7. Enter the Server name of at least one SecureWave Application Server on your network. You can
enter up to three server names during the setup and more afterwards in the client registry (see
Appendix B: Registry keys on page 97 for details). The dialog accepts fully qualified domain names
(FQDNSs) or IP addresses. If you are using TLS protocol, you MUST specify fully qualified DNS
names for the servers. You can also proceed without providing a server address.
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) sanctuary Client - Wise Solutions Wizard 8

SecureWave Application Servers “-.

Enter the names or IP addresses of the Securebave Application Servers in your =
organization, -
Click Test bo check the connection with the SecureWave Application Servers.
Click Mext bo continue.

Click Cancel to exit setup,

SErVEr Name.

ServerilameOrIPAddress Fort 65223
{address)

SErver name ServerNameOrIPAddress Port 65229
(address)

Server name

ServertameOrlPAddress Port 65229
{address)

[¥/] Select a server at random to spread the load
A\ Clirtt usas TL5: plaase spaciy full-qualfied DNS names and TLS ports

For the server address
| Tesk

[ ———

Figure 49: Sanctuary Client: SecureWave Application Server name or address

8. Click on the TesT button to check that the Sanctuary Client can establish a connection with the
SecureWave Application Server (s) listed. A test is considered successful if the computer is online,
a SecureWave Application Server could be contacted, and the key pair match is correct. The ports
are different if you are using TLS (65229) or not (65129). If using TLS, there is a REQUEST
CERTIFICATE button that is used to contact the Certificate Authority and ask for a valid computer
certificate.

There are three different cases:

. You specify a correct address for the SecureWave Application Server. This address is
validated and, if correct, the setup continues. All permissions for the client are retrieve form
the server(s) specified in this dialog.

. You specify a momentary unavailable address, invalid address, or no address at all. The
setup continues after warning you. You can use this mode to deploy the Sanctuary Client on
machines that are not currently connected to a SecureWave Application Server, but you
want or need to apply predefined permissions (devices and/or executables) that should be
immediately activated after the setup ends. In this latter case, you also need to generate the
policies.dat file (see your corresponding Administrator’s Guide). If this file is not available,
the default built-in restrictive settings are applied.

. There is a valid server and the policies.dat file exists, policies are imported from this file.

SecureWave Application Import file Resulting action
Server address (Policies.dat)
Valid and reachable Not present The settings are taken from the server.
Valid and reachable Present The settings are taken from
policies.dat.
Valid but not reachable, no Not present The settings are the predefined ones
address provided, invalid (most restrictive — see notes and
address warning below) until a server can be
contacted and the permissions
updated.
Valid but not reachable, no Present The settings are taken from the
address provided, invalid policies.dat file until a server can be
address contacted and the permissions
updated.

Table 5: Server address and import file relationship

By default, the driver randomly chooses an available server to work with. This setting allows the
load to be shared between available SecureWave Application Servers. If a server is unavailable,
the driver picks up another one from the list and tries to connect to it.

You can also choose to contact the servers sequentially in the order you enter them. This setting is
ended for particularly adapted to configurations that have a primary SecureWave Application Server
and a backup one. The driver connects to the primary SecureWave Application Server, that is, the
first one on the list, unless this is not available, in which case the driver tries to connect to the next
one on the list.
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‘7\\ If you are installing Sanctuary Device Control and there is no SecureWave Application
Server to contact or exported policies to use, the most restrictive policies apply. The client
has no permissions at all even when some devices have predefined restricted permissions,
for example, read/write permissions for the PS/2 port. See the Sanctuary Device Control
Administrator's Guide for a list of the predefined permissions when first installing the
program.

‘7\\ If there is no SecureWave Application Server to contact or exported policies to use and you
are installing Sanctuary Application Control Suite, applications are NOT blocked until the first
contact has been established.

9. Choose between spreading the load through all selected servers (random load balancing) and
selecting them in the order provided in the fields. To do this, activate (or deactivate) the Select a
server at random to spread the load option.

10. Click on NexT to proceed. The server address is validated, but you can still continue if it is invalid or
unspecified:

Setup 2

Please erter &t least one valid address or computer name.

Figure 50: Sanctuary Client: No address specified

Setup
Could not connect to server secarvBS129
==Infa; using dstaul public key
==> Failed o resolve server name
Mo import file is provided.
If you continue the clisnt wil start with its detault but restrictive policies

Click "Yes" if you want to continue because the servers wil become available later
Click "Mo" it you weould like to correct the server addreszes or provide an

mport fie.
Nes [

Figure 51: Sanctuary Client: No valid address specified or cannot contact server

Error o

' Could not connect to server lux securewave:5223

==Inifa: using detault public key
==> Failed to resalve server name

Figure 52: Sanctuary Client: Test failed

11. Choose the target directory for the installation (typically the default one) and click on NEXT to

continue.
14 sanctuary Client - Wise Solutions Wizard 2
Destination Folder ! "
Click. Mext b install to this folder, or click Change bo install to a different: folder. ‘ .
7y Install Sanctuary Client to:
\j ci\Program Flles|SecureWayeiSanchusry)
Change«
[ sark [ wextr ][ canel ]

Figure 53: Sanctuary Client: Change the target directory
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12. Choose how the uninstall process is controlled. You can select the first option so that the program

is not listed on Windows’ Add Remove Programs dialog or select the second one to show the
program in the list but not provide a REMoVE button:

) sanctuary Client - Wise Solutions Wizard 28
"add or Remove Programs" list

Configure if and how the product will be displayed in the "Add or Remove

Programs” list F
By default the product wil be listed with a Remave button,

Selsct the "don't display this product” option IF you don't want the product ko be listed,

select the "don't display & Remove button For this product” if you want to sUuppress the
Remove button only,

dont display this praduct

donit display & Remave buttan For this product

[ ocmack [ wet» |[  cancel |

Figure 54: Sanctuary Client: How will the program appear on the Windows’ Add Remove Program dialog

The program is now ready to be installed:

5] sanctuary Client - Wise Solutions Wizard

Ready to install the program

The wizard is ready to begin installation,

Click Install ko begin the installation,

Click Cancel ko exit the wizard,

[ spak [ mnstal ][ cancsl |

Figure 55: Sanctuary Client: The installation process is ready to start

13. Click on INSTALL to proceed. The setup takes about 2 minutes, depending on the hardware in use.

};{j! Sanctuary Client - Wise Solutions Wizard

Installing Sanctuary Client ‘
The program Features vou selected are being installed. ‘ hame
@ Please wait whils the Wise Solutions Wizard installs Sanctuary Client. This

may kake sewveral minukes.
Status:
=

Figure 56: Sanctuary Client: The installation progress

&5

You may also see an error message if you are using Windows XP SP2 and the TCP port
that the firewall blocks cannot be unblocked by the installation program.

14. Click on FiNnIsH to close the dialog and complete the procedure.
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4 sanctuary Client - Wise Solutions Wizard &8

Wise Solutions Wizard Completed

The Wise Solutions Wizard has successfully instaled Sanctuary
lient. Click Finish to exit the wizard,

Figure 57: Sanctuary Client: FINISHING the installation process

15. Reboot your computer when prompted to do so by the Sanctuary Client setup program. To do this,
click on YEs to restart the computer.

:’E‘Sanmlary Client Installer Information i

changes made to Sanctuary Client to take effect. Click

& You musk restart your system for the configuration
Yes ta restart now or No if you plan ta restart later.

Figure 58: Sanctuary Client: Restarting the computer

The following dialog is displayed if the policies file could not be retrieved or initialized. If you choose to
ignore this situation, you risk blocking your machine since the most restrictive of all policies applies —i.e.
no access at all.

The Sanctuary Client Failed to retriewve the current palicies.
This may have been caused by a Failure to communicate with the

SecurstWavs Application Server or ta read fram the policy
impart: file,

IF you would like to retry, please click the "Retry” buttan,
IF you would like to skip the policy retrieval and continue the setup, please click the "Ignore” button.
IF you would ke to sbort the setup, please dick the "Abort" button.

(oot ) [ rewy ) [ 1w ]

Figure 59: Sanctuary Client: No import file and no server address specified

After finishing the installation, you now have all the required components copied in the selected installation
folder, several directories created, and all the required registry keys generated in the client machine.

Device [ Per... [ Shado... [ Copy... |

& Biomeiic Devices More Disabled n.a

Bluetoath Radio Devices None Disabled na

& COM/Serial Ports None Disabled na

2DV

B Flop Security Warning .
Bimac z b )l 2 certiicate f f b | :

8 ha 1 Wou are about ta install a certificate from a certification autharity (CA) claiming to represent:
Fer =2 secuewave
B Mod " o . .

@ v Windows cannot walidate that the certificate is actually from "Securewave'. You shauld confirm its origin by

J Pai contacting "SecureWave", The follawing number will assist you in this process:

s Print
A,l‘ PSs Thumbprint (shal): 8B77F346 3E0DD9ISS 35626004 EEG1DFAZ 2DEA3L2C
= Rem Warring:

@ Rim TF you install this rook certificate, Windows will autamatically trust any certFicate issued by this CA. Tnstaling &
@ 5ma certificate with an Lnconfirmed thumbprinkt s a security risk. IF you click “Yes” you acknowledae this risk.
= Tap
Do you want to install this certificate?

Elser

Wi
i

Computer: LLNSscuremays 0K
User: LUNemil

Figure 60: Sanctuary Client: Certificate generation and installation
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{2 Certification Authority

Fle Action Wew Help

& = @[ E]

[ Certification Authority (Local) Request ID | Requester Mame | Binary Certific
Ele) ?ECWEW&VE E: LLNSECSRYE -—BEGIN CEF
: [ESE LUemil <---BEGIN CEF
% Els Lihjack --—-BEGIN CEF
(12 Failed Requests
(12 certificate Templates

Figure 61: Sanctuary Client: Certificate Authority issued certificates

Unattended installation of the Sanctuary Client

Once you have installed and tested your Sanctuary software configuration on a few computers, you will want
to deploy it on all or most of the computers on your network. See Chapter 8: Unattended Client installation on
page 63 for information about how to do this without having to physically visit each client computer and run the
Setup program.

Uninstalling the Sanctuary Client

At any time after installing Sanctuary Client Driver, you can uninstall it from the client computer. If you used
Group Policy to do an unattended installation, then you can also use Group Policy to uninstall the client(s).

&5 Uninstalling the Sanctuary Client Driver briefly disconnects the computer from the network.

This behavior can cause problems if you are working in a remote connection or doing other
remote tasks.

You can use the Client Deployment Tool to do an unattended install/uninstall of the client package. See Using
the Sanctuary Client Deployment tool to install the Sanctuary Client on page 71.

If the client was installed manually, then select Add/Remove Programs from the Windows Control Panel, and
choose Sanctuary Client Driver from the list of installed programs. The Setup program launches and uninstalls
Sanctuary Client Driver. You must reboot the computer once finished. Remember that this option may or may
not be present, depending on choices you made during the setup process.

Z If a network shared disk was used during the initial installation, and this disk is no longer
available during uninstall, the MSI program may ask specifically for the original setup file
location before it can continue. A workaround solution for this problem is to copy the original
MSI setup file on the local hard drive, then point the MSI uninstaller towards this file. You
can remove the MSI setup file from the local hard drive once the client is deleted.

Since you are now in a highly secure environment, changes to the client and its components have to be done
in an orderly fashion. Even if you are an administrator, the services, registry entries, and special directories of
the client cannot be modified before taking some measures to certify that you have the right to do so.

. Sanctuary Client - Wise Solutions Wizard

Client Hardening Deactivation
Setup detected that the dient hardening Feature is active. Client hardening =
has to be deactivated before setup can continuz. F

You can sither specify an explicit maintenance tickst to be used in order to
deactivate cient hardening or you can make setup contact the SecuretWave
application Servers of this client in order to retrieve  maintenance tickst.
Setup will then Use the mainkenance kckek o automatizally deactivate dient
hardzring.

(%) specify an explict maintenance ticket
O conkact the servers of this client

explicitly specified ticket:

Jed

[ cmack | mew> | [ concal |

Figure 62: Defining from where does the Sanctuary Client Driver gets its maintenance ticket
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To uninstall the client you should either:

> Deactivate the ‘client hardening’ option using the management console.

>  Generate an ‘Endpoint Maintenance Ticket’ that overrules the ‘client hardening option’.

If you chose to create and save an endpoint maintenance ticket, the client will search for it:

> On the same directory where the .msi package resides (‘default maintenance ticket’ called ‘ticket.smt’).

> In the ‘ticket’ directory which is created by the setup during the client installation (‘explicit maintenance
ticket’).

> Request it from a SecureWave Application Server (the user must have valid credentials to do this) if you
are using our client deployment tool.

Please consult your corresponding Administrator’s Guide or help file for a complete description on how to
create an Endpoint Maintenance Ticket.

Load balancing methods

What is load balancing

When you have two or more SecureWave Application Servers in your network, it is necessary to distribute the
processing activity evenly so that the SecureWave Application Servers work in a more or less ‘balanced’ state
and no single server is overwhelmed. Load balancing is especially important when it is difficult to predict the
number of requests that will be issued to a server.

One approach is to use a load balancing technique called round robin, which works on a rotating basis, i.e. in
a loop.

How does round robin DNS works?

When a DNS server that is configured in a round robin fashion receives a request, it resolves the name to one
of the available IP addresses stored in its table in a rotated order. This redirects the request to one of the
SecureWave Application Server in the group.

As an example and using Figure 1 as reference, when the first request arrives at the DNS server, it returns IP
address # 192.168.1.1, the first machine. On the second request, IP address # 192.168.1.2. And so on.
Assuming that we only have three servers defined in the DNS table, on the fourth request, the first IP address
is returned once more.

Using the above DNS round robin schema, all of the requests sent to SecureWave Application Servers have
been evenly distributed among all of the machines in the cluster. All of the nodes in the cluster are exposed to
the clients.

Advantages of DNS Round Robin

Although very easy to implement, round robin DNS has some drawbacks, such as inconsistencies in the
online DNS tables when remote servers are unpredictably unavailable. However, this technique, together with
other load balancing and clustering methods, can produce good solutions in many situations.

The main advantages of DNS round robin are:

> Inexpensive and easy to set up. The system administrator only needs to make a few changes in the
DNS server to support round robin. Clients are not even aware of the load-balancing scheme they are
using.

> Simplicity. You can add or remove servers as you go. All clients are identically installed using only one
DNS alias provided as a SecureWave Application Server. When servers are added or removed, you only
need to edit one DNS table, not to modify registry settings.
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SXS server 192,168.1.1

—(lient’s SXS request=—p=

SXS server 192.168.1.2

Round Robin DNS

SXS server 192,168.1.3

etc.

Figure 63: Round Robin DNS schema

&5 Windows 2000 has some bugs related to DNS round robin. You must apply the latest
patches solves them.
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Items created during the Sanctuary Client setup

When doing a Sanctuary Client installation, the setup creates the following items:

Item

Purpose

Access

Directory:
%INSTALLDIR%\Client

Contains the Sanctuary Client and all
required components.

Restricted access granted to
Administrators and LocalSystem,
read/execute access granted to
Everyone. The security settings are
propagated to child objects.

Directory:
%INSTALLDIRY\Import

Used for a special file that is used to
import permissions. This file is created
by exporting permissions using the
Sanctuary Management Console and
has a two-week validity.

Read/write access granted to
Everyone.

Directory:
%INSTALLDIR%\Ticket

Where the endpoint maintenance ticket
has to be copied in order to relax ‘client
hardening’.

Read/write access granted to
Everyone.

Directory:
%SYSTEMROOT%\SXData

Contains several files that are required
for the program to work.

Restricted access granted to
Administrators and LocalSystem. The
security settings are propagated to
child objects.

Directory:
%SYSTEMROOT%\SXData\shadow

Contains the write/read shadow data (if
necessary and defined by Sanctuary’s
Administrator).

Inherits its security settings from
%SYSTEMROOT%\SXData.

Uninstall registry keys* Registry keys created to help delete n/a
the SecureWave Application Server.

Registry keys*: Registry keys. See Appendix B: n/a

HKLM\system\CurrentControlSet\Servi | Registry keys on page 97.

ces\scomc\parameters

—and —

HKLM\system\CurrentControlSet\servi
ces\sk\parameters

*You can block the use of the RegEdit.exe program for all users by using our Sanctuary Application Control Suite component.
Table 6: Directories created by a Sanctuary Client installation

&

The %INSTALLDIR% directory points to the folder where the program was installed. It is

usually C:\Program Files\SecureWave\Sanctuary, but can refer to another folder.
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Software Update Services (SUS) assists Microsoft Windows administrators with the distribution of security

fixes and critical update releases provided by Microsoft. It distributes official updates to Microsoft Windows

2000, Microsoft Windows XP and Microsoft 2003 computers, including servers and desktops. Using SUS is
equivalent to running Windows Update service within your own network.

Windows Server Update Services (WSUS, previously SUS v2.0) is a new version of Software Update Services
(SUS). WSUS supports updating Windows operating systems as well as all Microsoft corporate software.

The information in this chapter applies only to the Sanctuary Application Control Suite (Sanctuary Application
Control Server Edition, Sanctuary Application Control Terminal Services Edition, or Sanctuary Application
Control Custom Edition).

What is the Authorization Service Tool?

You can use Authorization Service Tool (AuthSrv.exe) to monitor changes on the approved and synchronized
files done by SUS or WSUS, and process them, when needed, using our Versatile File Processor Tool ,
‘FileTool.exe’ (see the Sanctuary Application Control Suite Administrator's Guide for more information). The
aim of this process is to require ‘zero’ administration effort, i.e. all Microsoft Authorized updates and fixes are
automatically approved, their Hash created, and the database updated. See the configuration details in the
Sanctuary Application Control Suite Administrator's Guide.

&5 Notice that we do not support either Outlook Express or Internet Information Server (IIS) as

clients for sending email messages. If there is already an account in these types of clients,
the SMTP IP address is transferred directly to the AuthSrv configuration. Furthermore, the
‘LoadConfiguration’ registry key parameter is always set to ‘3’ (see the Sanctuary
Application Control Suite Administrator's Guide).

&5 SUS does not support Vista.

To install the Authorization Service Tool

The installation of the Authorization Service Tool (AuthSrv.exe) is done through a setup Wizard. To install the
tool follow these steps:

1. Localize and run the installation wizard on the Sanctuary CD (server\AuthSr\Setup.exe). The
welcome screen is shown:

g,
=

o

Sanctuary ization Service - Wise Solutions Wizard

Welcome to the Wise Solutions Wizard for
SecureWave Sanctuary Authorization Service

The Wise: Solutions(R) Wizard will install Securswave Sanctuary
Autharization Service on your computer, To continde, dick
Next.

WARNING: This program is protected by copyright law and
inkernational breaties.

Figure 64: Authorization Service Tool installation: Welcome screen
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2. Click on NexT. The License Agreement is shown.

3. Read the license agreement carefully and, providing you agree with its conditions, select the accept
option and click on NEXT.

If you do not agree with its stipulations, click on the CANCEL button to exit without installing the
Authorization Service Tool.

4. Enter the user's name and password, the SecureWave Application Server IP or name and click on
NEXT to continue.

# Sanctuary ization Service - Wise Solutions Wizard i
SecureWave Application Server
Pleass enter information on your SecureWave Application server <
i ppl -

Please enter information on the user account that has administrative access to your
Securetave Application server, Sanctuary Authorization Service wil run under this account,
Use "Domainiussr_name" syntax For & domain account, “Workstationjuser_name" for a local
account

User name It adrinistr ator

A
Password

Fleass erter the name or IF address of the machine on which your SecursWave Application
Server s installed,

Server name or IP lacalhast
address

[<Back [ bextn ] [ Cancel]

Figure 65: Authorization Service Tool installation: Configuration screen

5. Configure the SUS and Authorization Service options to suit your requirements and click on NExT.

) SecureWave Sanctuary Authorization Service - Wise Solutions Wizard 8

Software Update Services ‘

Setup could nok detect any Windaws Lipdate Services on this machine. <
]
Please specify information on the version you are using. &

content directory:

ionst
histary directary:

Ctiwsus) Change... |

@ Microsoft Software Update Services {SUS version 1,00
Microsoft Windows Server Update Services (WSUS wersion 2.0)

Sanctuary Authorization Service Options
/| Provide information on each scan by e-mail

Use verbose report mode

| Do not automatically start Sanctuary Authorization Service when Setup is finished

[ osgade | omests | [ cancel

Figure 66: Authorization Service Tool installation: Option screen

6. If you selected the e-mail option in the previous step, configure this by completing the
corresponding fields and click on NEXT.

The program creates a test e-mail. If the send action is successfully finished, you get a message informing
you that the test has been sent and everything is working correctly. .

j§5 SecureWave Sanctuary Authorization Service - Wise Solutions Wizard G

E-mail configuration ‘

Please enter your information <
! &~

Sender's mail adress: Securewrave_Authorization_Service

Recipient's mail address:

SMTP server name or IP:

SMTP server pork: 25

Authentication Level: 1 -
User name:

Password:

Use S50 communication between mail client and SMTP server

I Send test mail |

i <Back ] et > ] { Cancel ]

Figure 67: Authorization Service Tool installation: E-mail configuration screen
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7. Accept or change the installation directory (the program proposes c:\Program
Files\SecureWave\Sanctuary) and click on Nexr.

‘}E! SecureWave Sanctuary Authorization Service - Wise Solutions Wizard U

Destination Folder " il
Click Mext to install to this Foldr, or click Change ta install to a different folder,

i Install Secureswave Sanctuary Authorization Service bo:
\j C:\Program Files)SecureWavel3anctuary) ‘ Changess I

[ «Back [ mes ][ Cancal |

Figure 68: Authorization Service Tool installation: Choose installation directory

The final summary screen is shown. You are now ready to install the program.

8. Click on INSTALL, BACK to change options, or CANCEL to stop the setup. You will see the progress
window and the final screen.

9. Click on the FinisH button to close the setup window.

If you did not activate the Do not automatically start the Authorization Service Tool when Setup is finished
option, the program starts once the installation ends.

The tool waits until:

> A change is made in the default update folder by WSUS.

> The administrator approves the updates on the SUS console.
> Each hour.

> Once installed and loaded, you get a screen similar to that of Figure 69 when choosing Microsoft Update
Files in File Group field of the Database Explorer module of the console (assuming you have some
update files ready to authorize):

* Sanctuary Management Console - [Database Explorer] = ]E] ‘_\
L File Wiew Tools Reporks  Window  Explorer  Help s
Control Panel B X || logExplorer T Database Explorer |'_ Exe Explorer | oy Scan Explorer | @ User Explorer 4rx
| | Files Groups
| Modules ¥ [+ 3l
< File Hame | | HEEe [Mlcmsnft Upictate Files v Search
- Tools ¥ [n] File Mame Extens.. Original Path File Group |
= 11097 agentsyr.ene ExE <5FD For windowes <P Familys Microsaft ... |
ﬁ k] agentsvr.exe EXE <SFD for windows =P Familye Microsoft
L Reports * 5520 cifmon.exe EXE <5FD For wWindows <P family: Microsoft ...
’ G454 ctfmon. exe ExE <SFD For windows <P Familys Microzaft
2 7591 cifmon.exe EXE <5FD For WwWindows <P family: Microsoft
Help ¥
|€ |
X || with Search Mask: * *Scanning directory C:ikemp ~
a < Connected to: SECSRY. LU SECUREWAN T | g || with Search Mask: * *Scanning dirsctary <:jemp
ol E 19216611 L iresin199d o || with Search Mask: * *Scanning directary C:itmp|Hotnotss
§ L . . eSS BINES I ] gr | with Search Mask: * *Scanning directory C:\Program Files\NetMeeting
2 S || with Search Mask: = *
= h . w
g : : s
[~ ] >
Ready 12:43:05

Figure 69: Authorization Service Tool initial scan
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Configuring WSUS

Once the Authorization Service Tool has been installed, you must configure the WSUS system since this tool
does not support express installation files. To do this:

1.

2.

4.

Open Internet Explorer with your WSUS server active (http://<server_name>/WSUSAdmin).

On the WSUS console toolbar, click on OpTIONS, and then select SYNCHRONIZATION OPTIONS.

Under the UPDATE FILES AND LANGUAGES section, click on ADVANCED and accept
message by clicking on OK.

Deselect the Download express installation files checkbox.

the warning

Chapter 6: The Authorization Service Tool

If you want to reactivate them, follow the same procedure and click on the Download express installation files

option.

Update Files
You can specify where to store the update files when wou swnchronize. Storing locally requires sufficient disk space.
(*) Store update Files iocally on this server

ation Frorm

Download update files to this server only when updates are approved.
Only infFormation about the updates will be downloaded during synchronization.
& [[] Download express installation files.
Express installation Files provide Faster download and installation on computers, but are larger and will increase
= download times for vour server,
() Do not store updates locally; clients install from Micrasoft Update
5¥n Languages
IF wou are storing update files locally, vou can limik the updates downloaded to your Windows Server Update Services
LasH
server by language.
[
el () Download only those updates that match the locale of this server (English)
al's\l (#) Download updates in all languages, including new languages
2 e | () Download updates only in the selected languages
ex
o i
Curi
14
[ u].4 ] [ Cancel
@ htkp: ffsecsrv W SUSAdmIn Manage /! SynchronizationOptions/Details, aspx 88 Trusted sites
Doni

TyTrsted sites

58

Figure 70: WSUS configuration
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To accompany the Sanctuary Management Console, SecureWave provides the Key Pair Generator. This
utility is used to create a key pair to assure the integrity of the communication between the SecureWave
Application Server and the Sanctuary Client. The information in this chapter is relevant to all Sanctuary
products.

Introduction

The Key Pair Generator is used to create a public and private key pair. The SecureWave Application Server
uses an asymmetric encryption system to communicate with the Sanctuary Client. The SecureWave
Application Server and kernel clients contain a default embedded key pair that is suitable for evaluation
purposes only.

‘7\: In a production environment, you must create your own key pair BEFORE deploying the
Sanctuary Client Driver on the first client computer. This is done using the Key Pair
Generation utility.

If you are using Sanctuary Device Control:

‘ﬂi NEVER change the key pair after adding encrypted removable media in the Media Explorer.
Doing so means that your users will no longer be able to access their encrypted media.

‘7; Never change the key pair during a Sanctuary upgrade when client hardening is switched
on, otherwise your upgrade will fail.

Z5 These keys are used to protect the communication between the SecureWave Application

Server and the client computers. They play also a role in the media encryption process but
they are not media encryption keys.

Z5 We recommend that you install and publish a Microsoft CA on you Active Directory structure
before trying to encrypt a removable device.
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Starting the Key Pair Generator

1. Navigate to the Program Files\SecureWave\ Sanctuary\SXTools directory, found on the machine
where the SecureWave Application Server is installed.

2. Run the keygen.exe tool.

The Key Pair Generator dialog is displayed.

~# Key Pair Generator

Warning

Before continuing, please read the following remarks.

Sanctuary relies on cryptographic methods to prevent tampering with the permissions that
are sent across the network to client computers. Generally, the server will use one key, the
private key (sx-ﬁrivate.key), to sign the data it wishes to send, and clients wil use a
matching key, the public key (sx-public.key), to verify the server's si{\atura. In practice,
the SecureWwave Application Server (SXS) requires not only the private key, but also a copy
of the public key torun,

Far media encrruted prior to changing the keys, it is important to note that all
information will be lost. It wil of be possible to recover any information from the
encrypted media.

If the public keys used by clients do not match the private key used by the server, the
clients wil summarily reject commands from the server; in the case of Sanctuary Applcation
Control, this includes permission ists. In this situation, a Sanctuary Application Control client
may wel prevent af executables from running, including those used during log on.

Changing the keys used by Sanctuary must therefore be planned beforehand; do not
indiscriminately generate and distribute keys. In particular, do sof when rumning KeyGen,
colart Hha rartor ronkaininn CVE ac Hha barmaf drartons s naw bave will fabe affort

Diectoy: ~ Memp
Seed iuylUVI0387887S ecureavel
Key length: bits Create keys Esit

Figure 71: Key pair generation: First step

Generating a key pair

1. Select the temporary directory in which you want to save the private and public key files.

2. Enter any random text into the Seed edit field. This is used to initiate the random number generator.
This field may also be left blank.

3. Click on GENERATE. The key pair is generated. A dialog similar to the following one is displayed:

¥ Key Pair Generator i

i “four key pair has been saved to the files C:itempisx-public key and Ctemp\sx-private key
- l) Please make sure that your private key is not exposed to unauthorized persons.

Figure 72: Key pair generation: Final message

4. Click on Ok.

Deploying the key pair

The key pair can now be distributed. To do this, copy the private key file ‘sx-private.key’ and the public key file
‘sx-public.key’ to the computer(s) running SecureWave Application Server, under the
%SYSTEMROOT%\SXSdata directory. Alternatively, they can also be put on a removable drive or DVD/CD.

On startup the SecureWave Application Server checks for the key pair in the following locations:

1. The directory where the SecureWave Application Server executable is installed (usually
%SYSTEMROOTY%\SYSTEM32).

2. The SecureWave Application Server’s private directory, whose recommended location is
%SYSTEMROOT%\SXSDATA.

3. All removable drives and DVDs/CDs in alphabetical order.

The search stops at the first valid key pair.
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Z5 When a new key pair is generated to replace an existing one, you must restart the
SecureWave Application Server service in order to start using the newly generated keys.
The SecureWave Application Server Service can be started and stopped through the
Windows Services Panel or using a command line (net stop sxs and net start sxs).

&5 If the key pair is not in the %SYSTEMROOT%\SXSDATA directory, physical access to the
servers running the SecureWave Application Server should be strictly controlled because a

rogue administrator could replace the key pair by inserting a removable media with a
different key pair on it.

If SecureWave Application Server starts and cannot find the key, it writes an event to the event log and uses
the default key pair set provided by SecureWave. This message does not correspond to a system malfunction;
it indicates that all components work with default keys. This is not recommended for obvious security reasons.

Warning Properties @@

Ewent
Drate: 1/9/2006  Source: 55 +
Tirme: 10:45:24 AM Category: None
Type: Wwarning EventID: 17 x
User: HeA
Computer: SECUREWANWE
Deescription:
545 was unable to find & valid pai of matching private and public keys. It
iz cumently using a pair of default keys. You should, at pour earliest
convenience, generate and deploy a new key pair, as described in the
manal
For your reference, here is the list of directaries that 5%5 searched
unsuccessiully:
CoAWINDOWS Aspstem32y
C:AWINDOWS Asrsdatal,
D4

Figure 73: SecureWave Application Server did not find the public-private key pair

ONLY the public key file sx-public.key should be deployed to all client computers by means of the Sanctuary
Client setup. You should copy the Client folder from the product media to a network share and copy the sx-

public.key into this folder. Setup will detect that a new public key is present and will copy it to the target
computer.

&5 For machines that already have Sanctuary Client Driver installed, copy the public key file

(NOT the private key file) to the %SYSTEMROOT%\SXDATA directory of the client
computer (typically C:\WINDOWS\SXDATA). Afterwards, logoff or reboot to receive the new
settings signed with the matching key pair.
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Once you have installed and tested your Sanctuary configuration on a few computers and are satisfied that
you can administer it effectively, the next step is to deploy it on all or most of the computers on your network. If
you have a large number of computers to manage, this is made much simpler with an unattended installation.
This is also the easiest way of ensuring that all computers have the correct package. In addition, you can use
our tool to obtain a list of all machines that already have the client deployed.

This chapter explains how to install the Sanctuary Client using MSI technology and optionally Windows
2000/2003 Group Policy. The information in this chapter is relevant to all Sanctuary software suite products.

‘\“l If you prefer to use a different deployment tool, you should be aware that some of them, by
design limitations or errors in their configuration, do not do a completely ‘silent’ installation
and sometimes fail since they are waiting for user input.

‘\ If you are using encrypted communications using the automatic certificate generation mode,
the client deployment task cannot be successfully completed unless you guarantee that the
machine certificate file’s properties (located at %SystemDrive%\Documents and
Settings\All Users\Application Data\Microsoft\Crypto\RSA\MachineKeys) are Full
Control for Administrators and LocalSystem’ (the usual setting).

‘7‘: Sanctuary Client is not supported on Windows 2003 Server (32- and 64-bit) machines.

&< If you are installing Sanctuary Device Control or Sanctuary Application Control Custom

Edition on Windows XP SP2 machines, you need to open certain blocked ports to be able to
do an unattended client installation. See Appendix E: Opening firewall ports for client
deployment on page 115 for more details.

&5 You cannot install Sanctuary Application Control Server Edition client on Windows XP or
Windows 2000 Pro machines.

&5 Although the installation dialog only lets you input three SecureWave Application Servers,

you can easily add more if needed. You can also change how the SecureWave Application
Server(s) is selected — round robin vs. random pick. All this is done by modifying certain
registry keys. See Sanctuary Client registry keys on page 102 and Uninstalling the
Sanctuary Client on page 50 for more details. You can push’these modifications to all
clients using Group Policies with ADM templates.

&5 The client setup package is available for 32-bit and 64-hit operating systems. If you create

an installation package that includes the 32-bit client and try to install it on a machine with a
64-bit OS, the installation will fail and rollback. The same is true the other way around. If you
are working on a mixed environment containing both 32-bit and 64-bit machines, you should
create two distinctive installation packages, one for each type of OS.

Even though you can use other deployment packages to install Sanctuary Client, our specialized silent
unattended installation deployment tool offers you the advantage of doing (among other things):

> Port unblocking.
> Policy import.

> Standalone client installation and licensing.
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> Import client communication layer parameters.

>  Generated public key installation.

> Removal of obsolete data files.

> Client hardening detection and, if required, deactivation.

> Client communication layer's Windows Management Instrumentation (WMI) interface registration.
> Installation of WMI redistributable components.

The installation process is carried out in five stages:

1. The original client driver’s setup MSI file is used as the base for a client deployment. This file is
copied to whatever directory you choose when you first start the Sanctuary Client Deployment tool.
After deciding on a name for your installation package, a new folder is created using this name. For
example, if you want your installation packages to be located in a directory named ‘Deploy’ and the
installation package name is ‘Marketing’, the program places the client MSI file in
C:\Deploy\Marketing\.

2. After modifying the installation options, a new transform file (MST) is created in the installation
package folder.

3. The license, policies (optionally), and public key files are copied (exported) to the same folder
where the MSI and MST files resides.

4. The computer(s) on which the package will be installed are defined.

5. The deployment process is started.

What is an MSI file?

An MSI file is a database with relationally linked tables and a set of files either inside or accompanying it. This
database contains information about what has to be done to the target machine in order to install the
application.

The installation process itself is controlled by a list of 'Actions'. Several such lists are predefined in the MSI
standard. These can be adjusted by '‘Custom Actions’, performing special tasks not covered by the normal MSI
behavior. Custom actions can even launch scripts and executables to perform special installation tasks.

The actual installation process is performed by a special MSI installer service running on the computer.
Because this service runs with system privileges, it has all the rights necessary to perform the installation.
Depending on the local security policy, normal users can be granted the right to make the installer service
install certain packages or even any package the user wants.

Creating a Transform file (MST) for an existing MSI file

Transform files are similar to MSI files but with a different file extension. They alter the installation process in
order to encapsulate a set or required customizations. The contents of both MSI and MST files are merged
together during the installation.

You can create MST files using a third party tool or directly with our Sanctuary Client Deployment tool.

Since there are so many variables to control in the client MSI file, we strongly recommend using the Sanctuary
Client Deployment tool. In addition to the original MSI installation package, you now have an MST file with all
necessary options to install on all your machines.
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Prerequisites for creating a Sanctuary Client Deployment
package

Before you create and install a deployment package, you must meet the following conditions:

> The administrator running the Sanctuary Client Deployment tool must be in the Local Administrators
group on all targeted computers. You can also use the command ‘net use \\<computer>’ to log on as an
administrator.

> You must synchronize the clocks of the different computers. You can use Windows Time Service
(W32Time, based on Simple Network Time Protocol or SNTP) to maintain date and time synchronization
for computers running Windows 2000 or later.

> The operating system where the deployment tool (Deploy.exe) is running must be Windows 2000 or
Windows XP Professional.

> If you are running the deployment tool on Windows XP SP2, check Microsoft Knowledge base article
884020 (http://support.microsoft.com/default.aspx?scid=kb;en-us;884020 — Programs that connect to an
IP address that are in the loopback address range) and, if necessary, install the provided patch.

> The deployment tool does not work under Windows NT4. Sanctuary is not designed to work on this
operating system.

> If there is a firewall between the Sanctuary Client Deployment and the computer where you want to
deploy the Sanctuary Client, open the following incoming ports on the client computers (see Appendix E:
Opening firewall ports for client deployment on page 115):

. TCP 33115.
. TCP: 139, 445 NetBIOS.
. UDP: 137, 138 Browsing.

> You must generate the key pair and have the public key available for the client. You also need the license
file if you want to do a ‘standalone installation’ when using Sanctuary Device Control. If you plan to install
on a client that does not have access to the SecureWave Application Server, you also need to export the
policies to a special file, policies.dat, and place it in the same client installation package.

&5 Installing a client using exported policies works well when policies.dat is placed locally in the

same directory as setup.exe however if it is placed on a share you must change the security
of the share directory so that computer accounts are able to access it.

> If you have already installed the client driver and want to uninstall/ modify/repair it, you must first issue an

‘Endpoint Maintenance Ticket’ and copy it to the required directory. See the relevant Administrator’s
Guide for more information.

To install the Sanctuary Client Deployment tool

The Sanctuary Client Deployment tool is installed, among others tools, when setting up the Sanctuary
Management Console. See Chapter 4: Installing the Sanctuary Management Console on page 37 for more
information.

When considering the choice of the computer on which you install the Sanctuary Client Deployment tool and
from which you start the deployment, consider the following:

> The deployment of the Sanctuary Client on a long list of computers may take some time. You cannot log
off the computer during that period.

> The tool makes significant use of the network resources of the computer on which you are installed.

> You must NEVER interrupt an ongoing deployment.
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To install packages

The installation process is carried out in the following two stages:
1. Create package(s).

The deployment tool allows you to select client installations (from the CD-ROM, LAN, or local drives). It makes
a local copy of the client installation and displays the ‘Options — SecureWave Installation Transform’ dialog so
that you can create an installation transform (.MST) linked to the MSI file.

25 An installation transform is a customization of the installation which predefines settings for

the installed application. Having an installation transform allows the system administrator to
apply identical settings to a group of client computers.

2. Install/Uninstall package.

To do this, select the package and target computer(s) to begin the (un)installation and set the reboot and
configuration options. After this the deployment starts.

The following sections describe the installation process.

To install the Sanctuary Client: MST file generation

1. On the administrator's machine, select Sanctuary Client Deployment from the Start > Programs >
Sanctuary menu. The following dialog appears on first use.

Options

Directory where deployment's copies are stored:
Chdeploy |
aximum number of working threads (default=128) 128

The masimum number of working thieads is reached when 5000
the number of computers is equal or sbove (default=5000];

Figure 74: Sanctuary Client Deployment: First start-up

2. Choose the folder in which you would like to store all the deployment packages. You can modify
this setting by using the Options entry of the Packages menu at a later point in time. Do not change
other settings.

‘7‘: Do not specify the root directory of the system drive or any other directory where existing
files already reside or might be created by other applications.

Z5 If the deployment tool is installed on different machines, you may want to specify a shared
directory where all instances of the deployment tool can access the company packages.

3. Click on OK. The following dialog appears:
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@ sanctuary Client Deployment
Packages Computers Help

Packages
Name Kep  Promess Product [
< »
Computers (0)
Name Doman/wWorkaoup  Promess  Status
4 = »
Hew Package.. | | Add Computer.. |
= 4

Figure 75: Sanctuary Client Deployment: Packages and computers

4. From the Packages menu, select New or click on New PAckAGE (located in the lower part of the
window). The following dialog is displayed:

Hew Package

Source

MSIFile | ChsecurewavehclientsS anctuaryClient msi —|
|

Packsae

Name: SanctuanClient

Directory: C:hdeploysS anctuanClient

—

Figure 76: Sanctuary Client Deployment: New package

button to select an MSI file, typically from the Client folder of the CD-ROM.

5. Click on the ellipsis (
6. Enter the name you want to give to the package.

Do not use numbers in the form ### . ### . ### ### as they are interpreted as an IP address. Make a note of the
directory (which we refer to as the Deployment package folder, C:\Deploy in this example).

7. Click on OK.

The installation files are copied to a subfolder of the destination directory as defined in stepl (C:\DePLOY in our
example). The Options — SecureWave Installation Transform dialog is displayed:

Optiens - Sanctuary Installation Transform B

Enter the name or IP addresses of Secure/ave Application Servers (SK5) in pour organization

Name or IP Poit 66229
Name or IP Part 65229
Name or IP Poit | 66225

Automatic Load Balancing [V TLS Test Connection| | Import publi:kep. |

Set the option below to suppress preventive actions related to the Application Contral
feature
Suppress preventive actions related to the Application Cantrol feature
Select i and how the product will be listed in the "Add or Remove Programs” fist
“teld or Flemave Progiams' lit options
‘@ List the program with a "Remove” bultan
List the program but suppress the "Remove'" button

Do not lst the program

Specily the policy import timeout (in minutes): |20
[
Figure 77: Sanctuary Client Deployment: SecureWave Application Server IP or name
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The two grayed-out options are only valid if you are installing older versions of our client:

> Do NOT VALIDATE NAME OR IP BEFORE INSTALLING. Used to give a Server address or name that
is not currently available but will be accessible afterwards.

> ENABLE WIRELESS LAN PROTECTION. An option available in older clients (v2.8 and before) that
has now been superseded by permissions rules.

On the other hand, the SPECIFY THE POLICY IMPORT TIMEOUT (IN MINUTES) is only available for client
version 3.2 or later.

‘7‘: Although the Client Deployment Tool supports installing an older version of our client on
Windows NT4, the tool itself does not work with this operating system.

8. Click on IMPORT PUBLIC KEY.

9. Select the sx-public.key file located in the %SYSTEMROOT%\SXSdata folder of the SecureWave
Application Server machine.

‘\ If you do not find a sx-public.key file in the %SYSTEMROOT%\SYSTEM32 or the
%SYSTEMROOT%\SXSData (recommended location) folders of the SecureWave
Application Server, this means that your installation currently uses the default keys. You
should not deploy the clients in a production environment without having generated your
own set of keys. See Chapter 7: Using the Key Pair Generator on page 59 for more details.
Bear in mind if you are using Sanctuary Device Control that replacing an existing set of keys
or implementing customized keys in an environment where encrypted media are already in
use prevents access to these media.

Although not recommended, it is possible to deploy the clients on test environments without
a customized set of keys. If you do not want to generate custom keys, simply skip this step.

The Sanctuary Client can now be deployed without specifying a server address(s) that can

immediately be validated. The server at the provided address(s) is contacted during the
actual setup to make sure that the client can communicate with it. If this communication is
not achieved, the installation is aborted unless the ‘Serverless Mode’ option is selected. See
the following step for more information.

10. Enter the fully qualified domain names or IP addresses of the SecureWave Application Server to
which these clients attempts to connect, using the Name or IP fields. If alternative port numbers are
required for these connections, then also type in the modified port numbers.

If you do not specify a fully qualified domain name or address, the installation is done in ‘SERVERLESS MODE’.
While using this mode, the installation routine does not abort if it cannot reach a SecureWave Application
Server. Alternatively, if these fields are not empty, at least one SecureWave Application Server must be
contactable for the installation to continue, the install will rollback if all connection attempts fail.

When installing in ‘Serverless mode’, you can also control policies by first exporting them to a special file
(policies.dat) and you must include the license file. See To install Sanctuary Client on page 42 for details. If
you are planning to do a client maintenance, it is important that the server(s) address are reachable since it is
also used to retrieve the ‘Endpoint Maintenance Ticket' needed to manage the client drivers and its associated
directories and registry keys. Please consult your corresponding Administrator’s Guide and Uninstalling the
Sanctuary Client on page 50 for more information.

The following table shows all the possibilities:

Condition Result
Valid server, no
policies file present
Valid server: a valid
policies file is present
Invalid server, no
policies file present
Invalid server, avalid | Deploy succeeds importing the policies file (as soon as a server becomes

policies file is present | available, it is used as the permissions/authorization source).
No server found, no Deploy succeeds enforcing Sanctuary Device Control permissions

Deploy succeeds using server information.

Deploy succeeds importing the policies file.

Deploy fails.
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policies file present starting with the built-in restrictive policies (a valid Sanctuary Device
Control only license file has to be placed along with the .msi package) =
‘Standalone Installation’.

No server found, a
valid policies file is Deploy succeeds importing the policies file = ‘Serverless Installation’.
present
Table 7: Deployment result depending if server and/or policies file is present or not

When proceeding without specifying any servers, you get the following warning message:

Sanctuary Client Deployment

1\ Mo servers have been speciied, the setup wil nstal the dlert software n a serverless mode
License and policy files should be attached tn that package before deplayment.
Continue ?

Figure 78: Message when installing in ‘Serverless mode’

11. Choose whether to select the Automatic Load Balancing checkbox. If you select this option, the
Sanctuary Client attempts to contact one of the servers listed in a random manner. Alternatively, if
you leave Automatic Load Balancing unchecked, the Sanctuary Client attempts to contact the
SecureWave Application Server in the order in which they are listed.

12. Choose whether or not the client uses TLS protocol to communicate with the SecureWave
Application Server. See Transport Layer Security on page 12 for more information.

13. Click on TesT COoNNECTION to verify the fully qualified domain names or IP Addresses you have
entered. A confirmation or failure dialog box is displayed.

In the case of failure, check the error message for further details about the possible cause of failure (e.g. key
pair mismatch, DNS resolution) and click on OK to continue. Here are some:

Sanetuary Client Deployment A

y\  Fingng securewsve com on port 65229
o) ===Failedtoresolve server name

Figure 79: Message when the connection test fails

Sanctuary Client Deployment

sBCUrEwWave:55129
! == 127.0.0.1:65129: connection Failed {public and private key mismatch),

Do you wank bo continus ?

Yes Mo

Figure 80: Message when the connection test fails (key related)

Sanctuary Client Deployment

() Secure'Wave.com:651293
. ==> Kernel OMNS resolution failed, please use 5 fixed IP address (192.168.1.15)

Figure 81: Message when the Kernel DNS resolution fails

Sanctuary Client Deployment @
= SECUremave65129
\1)) o 127.0.0.1:65129; OK.

Figure 82: Message when the connection test succeeds
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14. Select the options that control how the client driver is shown in the Add or Remove Programs
(Programs and Features in Windows Vista) Windows’ dialog and the policy file timeout. The
following options can be chosen:

>

SUPPRESS PREVENTIVE ACTIONS...: Since the client software depends on the licenses you own, it
is possible to completely block a computer if you do not export correctly the policies
(‘Serverless’ installation) or define them beforehand. This is especially true when installing our
Sanctuary Application Control Suite and not authorizing those files belonging to the operating
system. To avoid this block out, the program first verifies if there is an update from Sanctuary
Device Control to Sanctuary Application Control Suite and that this action does not blocks the
machine. If this is the case, the installation will not proceed and rolls back. Use this option if
you do not want this check done and you are sure that you have correctly defined the policies.

LIST THE PROGRAM WITH A ‘REMOVE’ BUTTON — The program is listed in the ‘Add or Remove
Programs’ (Programs and Features in Windows Vista) Windows’ dialog in the ‘standard’ way,
and it will include a Remove button.

LIST THE PROGRAM BUT SUPPRESS THE ‘REMOVE’ BUTTON — The program is listed in the ‘Add or
Remove Programs’ (Programs and Features in Windows Vista) Windows’ dialog but will not
include a Remove button.

Do NOT LIST THE PROGRAM — The program will not appear in the ‘Add or Remove Programs’
Windows’ (Programs and Features in Windows Vista) dialog.

SPECIFY THE POLICY IMPORT TIMEOUT (IN MINUTES) (only available for client version 3.2 or later) -
set how many minutes should elapse before the program will consider the policy file as out of
date. Type any value between 20 and 600 minutes (10 hours).

15. Click on the OK button to close the dialog.

The new package appears in the Sanctuary Client Deployment packages list:

@ sanctuary Client Deployment vl s
Packages Compulers  Help

Packages

Hame i Key  Progress Product Y
SanctuaryClient ves Sanctuam Client 4

4 ] »
Computers (0]

Diamain A/ ork.aroup Progress Status

l Mew Package... ] l Add Computer... J

Figure 83: Sanctuary Client Deployment: New package

A small file called ‘Sanctuary Client. MST’ is created in the Deployment package folder (C:\Deploy in our
example). Select Options from the Packages menu to check the location of the Deployment package folder on
your installation. The specified directory contains subdirectories corresponding to the packages you have just

created.

You can see the options of each generated package in the main window:

70

Name i Fev Proaress Product Version  Serverls] Last deplopment License Policies  TLS

Sanctuary client old versions  yes Sanctuary Client 422 SecureWave Install -07-11-2007 14h 37m 19 ves no o
SanctuanClent yes Sanctuary Client 422 192.168.1.1:65129 no yes yes
Special package ez Sanctuary Client 422 no no no

Figure 84: Sanctuary Client Deployment: Package option
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&5 If any of the public key, policies file, or license (in the case of an installation without servers),
are not included in the package, they are displayed, as shown above, with an orange
background as a warning. If there is no orange background, the key, policies file, and
license, if applicable, are present and the package is ready to be deployed. We recommend
you do not deploy packages without a public key — or license — in a production network.
The license file is only required when doing a ‘Standalone installation’.

Using the Sanctuary Client Deployment tool to install the
Sanctuary Client

The Sanctuary Client Deployment tool is designed to allow you to silently deploy the Sanctuary Client on a list
of machines. Once the Deployment package has been created, you can start the deployment, using the

following procedure:

1. Select Sanctuary Client Deployment from the Start = Programs - Sanctuary menu.

The Sanctuary Client Deployment dialog is displayed:

@ sanctuary Client Deployment
Packages Computers Help

Parkages

Name | Key  Promess Product
Sanctuiar Clisrt 4

SanctuaryClient no
Sanchuar Cliert 4

Special package na

4 s
Computers (0]

Do ain/workaroup Progress Status

q

Hew Package. Add Computer,
= ———— A

Figure 85: Sanctuary Client Deployment: First screen

Z5 If any of the public key, policies file, or license (in the case of an installation without servers),
are not included in the package, they are displayed, as shown above, with an orange
background as a warning. If there is no orange background, the key, policies file, and
license, if applicable, are present and the package is ready to be deployed. We recommend
you do not deploy packages without a public key — or license — in a production network.
The license file is only required when doing a ‘Standalone installation’.

2. Click on Abb CoMPUTER (located in the lower part of the window) or select Computer = Add from
the menu bar. One of the following dialogs is displayed, depending on your operating system:

2%
Look in: |@ Entire Directory j
Name |_In Folder [«
g SECSRY secure.com/Domain Controllers
gCLIENT secure.com/SALES-OU |
g Clignt2 secure. com/Computers
= Clienta secure. comdComputers
=] Clients secure. comdComputers
(= Clients secure comdComputers
E‘. Cliente secure. com/Computers L‘
Add | Check Mames
<< Type names ed by

Cancel

g
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Figure 86: Sanctuary Client Deployment: Select computer dialog (Sample a)

Select Computers = e
Select this object type:
Computers Object Types...
From this location: -
luSecureave | Lacations..
Enter the object names to select [=xamples]:
|
Advanced... | Cancel
Figure 87: Sanctuary Client Deployment: Select computer dialog (Sample b)
Select Computers B o
Select this object type:
Computerg Object Types.
Fram this location: _
u Securciave | Locations.. |
Comman Queries
Name Starts with + [ Coburmns.. |
Descriplior: | Statts with ~ Fing o |

[ Disabled accounts

Biays e Lt logort g @

[ ancel |

Mame [RDM] Deseription In Folder

Figure 88: Sanctuary Client Deployment: Advanced select computer dialog

Z5 You can also Drag and Drop between the external Microsoft Windows Network (from the My
Network Places icon) selection dialog.

3. Select the domain you want to search and highlight (or enter) the names of the computers you want
to add to the list. You can type in multiple names using a semicolon character ‘;’ to separate

computer names.

4. Once you have selected the computers you want to add to the list, click on OK. The selected
computers are now listed in the Sanctuary Client Deployment dialog, as shown below.

. Sanctuary Client Deployment = = e

Packages Computers  Help

Packages
Hame i Ker  Progess Product Y
Sanctuaryllient no Sanctuam Client 4
Special package no Sanctuary Client 4
[ »
Computers (3]
Name 4 Domaindw/arkaroun Proaress Status
Marketing luSecurew/ ave
Sales luSecureiae
Client0! luSecureiane
4 B »
[ HewPackage...| [ AddComputer | [ Huey| [ nstal | [ Uninstal |
4

Figure 89: Sanctuary Client Deployment: Selected computer(s)
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Z5 If the current or newer version of the client is already installed on a machine you select, it
cannot be re-installed.

5. Choose whether or not the client will be communicating with the SecureWave Application Server(s)
using TLS protocol (see Transport Layer Security on page 12) and select the reboot options.

InstallUninstallReboot’ Options i

When a reboot is needed at the end of a deplayment

Applyto
[¥/| Rreboot after 20/ second(s]

41(3)
Force rebaot even if some applications ars opened © Selection 1]

Message:

Generate Endpaint Maintenance from <5 Server

Cerfficate generation made

V| Use TLS

No cettificate generation
[V] Automatic certificate generation

Semi automatic certicate generation

Figure 90: Sanctuary Client Deployment: Selecting the TLS protocol

To select TLS protocol, right click on a computer name and select CHANGE TLS MobE ((or select it from the
Computers menu).

When selecting the Semi-automatic certificate generation, you have the same options as those described for
the client installation (described on page 42):

> Import — to place the machine certificate in the computer’s store.
> Select — to choose a certificate from the computer’s store.
> Advanced — to set the certificate’s cryptographic signature and parameters.

You must already have a Certificate Authority installed or the required computer certificate at hand. See
Appendix H: Installing a Certificate Authority for encryption and TLS Communication on page 129 for more
details.

Remember that you also need an ‘Endpoint maintenance ticket’ if you are updating clients that require this
type of permissions to be modified or updated. See your corresponding Administrator’s Guide for a full
description.

6. Select a register to install from the Packages list.
7. Optionally select a subset of machines where the package will be installed from the Computers list.
8. Click on INSTALL to start the deployment.

Sanctuary’s administrator can decide to use a policy file, policies.dat, to export permissions to clients that are
not connected, or cannot contact, to a server during the installation. See the To export and import permission
settings section of the relevant Administrator’s Guide for more information about how to export your settings to
a file.

&5 Installing a client using exported policies works well when policies.dat is placed locally in the

same directory as setup.exe however if it is placed on a share you must change the security
of the share directory so that computer accounts are able to access it.

If the exported policy file was created more than a week ago, you get the following message:
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Sanctuary Client Deployment .

[] Package's policies are older than a week.
- Do yiou wank to refresh them?

o

Figure 91: Sanctuary Client Deployment: Refreshing old policies file

You can choose to either refresh the file or deny this request. If you choose to update these
policies, you need to provide a SecureWave Application Server valid address or name:

Set Package Policies i

Enter the name or IP addresses of Secure'Wave Application Server [S5] in your organization

Mameor [P || Poit |B5229

[TestComnection] [\mpmtpubhckay.] [ QK ] [ Cancel l

Figure 92: Sanctuary Client Deployment: Refreshing policies file

A similar scenario happens when you are not using a public key but are using the default one
provided with the installation for testing purposes. Remember that it is not secure to communicate
in a working environment with the default key; You should always generate a key pair when you

install Sanctuary in a production machine. See Chapter 7: Using the Key Pair Generator on page 59
for more information.

Sanctuary Client Deployment '

(] The package you want to install is not associated to a public key,
L) Do you want to install the package with the default public key?

i

Figure 93: Sanctuary Client Deployment: Missing public key during client deployment (1/2)

You can choose not to associate a public key pair with your client deployment (not recommended,
see previous paragraph). If you click on TEsT CONNECTION in the Set Package Policies dialog and
you have not yet generated a public-private key pair, the following warning is displayed:

Sanctuary Client Deployment o

Could net find & public key, using the default public key. The key is reguired for secure communication with SXS
! Touse a custom public key please place the 'sx-public key' file in the same directory with the M3 file

pinging secsry on port 65229
=== Failed to connect to server

Figure 94: Sanctuary Client Deployment: Missing public key during client deployment (2/2)

You can also choose to import the public key — you should already have generated the key pair at this point.
In this case, you should choose the file using Windows’ Open dialog. Remember that you can always select to
keep this file in an external device for added security.
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9. If the installation requires rebooting the client computers, the Install/Uninstall/Reboot Options dialog
is displayed. If this is the case, select the appropriate options and click on OK. These options
correspond to those already selected when creating the package.

InstallUninstall Reboot/ Options. =
When a rehoat is needed at the end of a deploment
Apply to
20
V| Reboot after second(s) A

Force isboat even if some appications are opened © Selection[1)

Message:

Generate Endpoint Maintenance from SXS Server

Cetfificate generation mode
V| Use TLS

No certiiicate generation
V| Automatic certificate generation

Semi automatic certiicate generation

e

Figure 95: Sanctuary Client Deployment: Reboot options

You can choose to require a reboot of the client computers after a defined period. You can also enter a text to
be displayed to your users.

System Shutdown |§‘

This system is shutting down, Pleass save sl

@ wark in progress and log off. Any unsaved
changes wil be lost. This shutdown was
initiated by LUAdministrator

Time befors shutdown:  00:00:27
Messags

Since we did a critical update on your
system, we must force a reboot,

Figure 96: Sanctuary Client Deployment: Forced reboot message

If a subset of machines was selected from the Computers list, the Apply to options allow you to
choose if you want to target only the selected set of computers (Selection) or the complete list (All).

The Test connection with SecureWave Application Servers option allows you to verify that the

SecureWave Application Server defined in the package is up and running before proceeding to the
deployment on the client computers. It is a safe precaution to check this option unless you want to
do an installation with no servers. See To install Sanctuary Client on page 42 for more information.

Specify the server name from where the ‘Endpoint Maintenance Ticket’ can be retrieved. If left empty, you
must copy this ticket manually to the required directory (normally c:\Program Files\Sanctuary\Ticket) before
you can add/modify/delete any client’s component (including directories and registry keys). See Uninstalling
the Sanctuary Client on page 50 and your corresponding Administrator’s Guide for more information.

‘\ If the clients are installed while the SecureWave Application Server are unavailable, they will
not be able to obtain the permissions — unless they are included with policies.dat — and
access to the applications/devices is refused.

&< By default client computers are not rebooted at the end of the client installation to avoid

interference with the users. However, the client installation requires a reboot — even though
the client is installed, it only delivers complete functionality after a reboot. The client un-
installation also requires a reboot — the client driver remains active until the computer is
rebooted.
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&5 If the endpoint maintenance ticket cannot be retrieved from a server, you must copy it
manually to each machine. You cannot modify/change/delete the client components
(including directories and registry keys) if this maintenance ticket is not present (unless you
deactivate the ‘client hardening’ options, see your corresponding Administrator’s Guide for
more information). The client is installed using the ‘Disabled’ option for ‘Client hardening’.

10. Click on OK. The Sanctuary Client Deployment dialog is displayed indicating the progress of each
client installation.

. Sanctuary Client Deployment
Packages Computers  Help

Packages

Mame J Kew  Progess Product y
Sanctuaryllient Ves I |5 anctuam Client 4
Sperial packaoe o Sanciuany Client §
4L ] »
Computers (3]

Name ; Domainfw/okaroun  Proarsss Status
Marketing luSecursWave [ 50 42200 aleady installed. Installation sk
Sales luSecusiaye [E 1 Checking the operating system
Client01 lu.SecursWave [ Checkingthe operating system
4 = ] 3

[ MewPackage.: | [ add Computencs | [ Guew | [ nstal | [ uninstal |

i

Figure 97: Sanctuary Client Deployment: Installation progress

During deployment, the dialog displays the status for each computer. The progress of the deployment is
shown on the status bar, and the color of the progress bar indicates different conditions of the task, as
explained in the following table:

Color
Turguoise
Green
Yellow
Red

| Description
_| Task completed successfully.
I Task in progress with no warning.
|

Task in progress or completed with warnings.
. Task in progress or stopped with an error.
Table 8: Task progress color code

The status column gives you information about the deployment progress for every machine. It reports the error
or the warning message when the deployment did not succeed. If the error message reported does not allow
you to find the cause of the problem (unknown error, hexadecimal error code — often 0x00000643), highlight
the computer in the list and select Open Last Log from the Computers menu — or from the context menu. The
MSI verbose setup log file displayed should contain information about why the setup was aborted and rolled
back. You can contact SecureWave’s Technical Support Department for further help in analyzing the log file.

The dialog also displays a progress bar for the package being deployed. This progress bar has a mix of green,
turquoise, yellow, and red indicating the clients at the various stages of deployment. The progress bar color
changes to Turquoise when all tasks are completed successfully. The dialog eventually has all progress bars
filled with diverse colors depending on the result of the different tasks.

You can also right click on the machine name and use the PROGRESS menu item to view information about the
progress of the deployment:

Computer: 'Securewave’, Status: 2 [enor), Progress: 60% ~

Checking the operating system
Operating sypstem detected is ‘windows %P Service Pack 2.
Checking if the product is already installed..

SU 41.00s installed. Uninstallation starts.

Checking clisnt hardzning.

Creating directary...

Directory “hSecurewave\aDMINELTEMP' exists alizady.
Directory

"8 scuremaverADMINGLTEMP(T1 041366-222F -45BE -BETE-9
84082409906} was created

Copying files...

Copying executable file...

'C:\Program

FileshS ecureh/ave\S anctuan\Consolsh admin Deploy sxe’ ->
WG ecurewaverADMINSATEMP710471366-222E -45BE -B876-9
84082409906} Deploy.exe’ v

A
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Figure 98: Sanctuary Client Deployment: Installation progress dialog

Here are some common mistakes to avoid:

. Trying to deploy a client package with an sx-public.key file that does not correspond to the key on
the SecureWave Application Server (Unspecified error).

. Trying to deploy a package while the SecureWave Application Server is offline or cannot be
contacted (firewall, wrong IP address) or/and you did not export permissions in policies.dat (except
when you are trying to do a ‘Serverless’ installation).

. Trying to deploy a package on a machine where the client has just been removed and the machine
has not been rebooted since. You must reboot the client machines after uninstalling.

When the deployment to a client computer is complete, it displays a System Shutdown dialog if necessary, as
shown below. The message displayed is the one you typed on the Install/Uninstall/Reboot Options dialog.

System Shutdown @

@ Thiz system is shutting down. Please save all

waork in progress and logg off. Any unsaved
changes will be lost This shutdown was
initiated by \SECUREWAdministrator

Time before shutdown: 00:02:38
Message

A new driver has been installediupdated.
Your computer needs to be rebooted

Figure 99: Sanctuary Client Deployment: Shutdown dialog in client computers

Using the command line to install clients
If you already own a software deployment tool that you want to use instead of using our visual interface, follow
these steps:

1. Create a Deployment package.

2. Copy the whole Deployment package folder to a local directory on the server (referred to as
‘Deploy’) from which the client is to be deployed. This directory should include the msi installation
file and the public key file (sx-public.key).

3. Install the Sanctuary Client on a list of computers by using your chosen software deployment tool to
run this command-line:

Msi exec /i "SanctuaryClient.nsi" /gn TRANSFORMS="Sanctuarydient.nst" /L*v
% MP% set upcl t su. | og

25 The command above should be typed all on one line.

Using Windows Group Policy to install clients

You can implement a computer based Group Policy for all computers in the secure.com domain. Group
Policies can be applied to Site, Domains, or Organizational Units, depending your requirements, and the types
of computers they contain.

The following example is used for demonstration purposes only and its application (domain or Organizational
Unit or site) differs according to individual requirements. The Group Policy Management Console (GPMC) has
superseded the Active Directory Users and Computers dialog for Windows XP (see following image).
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- (] Software Settings
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4 Group Policy object(s)

Figure 100: Using the Group Policy Management Console to install Sanctuary Client

Z5 As with all major changes to Group Policy, it is recommended that any new Policy or

changes to existing ones are tested on a development Organizational Unit first before
implementing in a production environment.

Z5 You should define the group policy package with the ‘Run logon script synchronously’ option
activated. This will force a reboot. Beware that the client installation requires an extra reboot.

1. Create a Deployment package.

2. Copy the whole Deployment package folder to a local directory on the server (referred to as
‘Deploy’) from which the client is to be deployed. This directory should normally contain at least one
file with the msi extension, one file with the mst extension, one sx-public.key file, one or several files
with a cab extension and some other files.

3. Select Programs = Administrative Tools menu to display the Active Directory Users and
Computers dialog.

|
42 Active Directory Users and Computers =1 E3
| &5 Console  Window  Help ‘ =& ]
J Action  Miew |J1- #‘ll@|]*ﬁi@fﬁlvg'g
Tree | secure.com 10 ohjscts
[ Active Directary Uisers and Computers [sscsry se | Mame [Tupe [ Description
il o, ([euitin buitinDomain
([camputers Conkainer Default container for upgrad
(& Domain Contrallers Crganizational Unit  Default container For new W
(CdFareignSecurityPrincipsls - Corkainer Defaulk container For securit:
(Lostandraund InstAndFound Default container For orphan
(&2 MKkTG-0U Organizational Uit
(&3 saLES-OU Crganizational Unit
([CA5ystem Cantainer Builtin system settings
((Dusers Container Default container For upgrad
Infrastructure infrastructurelipdate
« [l | |

Figure 101: Deployment package using group policies: Select active directory

4. Right-click on the Domain (or Organizational Unit) and select Properties.

5. Select the GRour PoLicy tab.
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secure.com Properties HE

Genaal | Mansged By | Obiect | Secuiy Group Policy |

& Curent Gioup Policy Object Links for secure

No Overide | Disabled

Group Pelicy Objects higher in the it have the highest priaity
This st abtained fram: secsv. secure.com

New || ega. | e | [

Optiors.. | Delate.. | Propetes | Do |

I~ Black Policy inhieritance

[ ok | cecel | cerp |

Figure 102: Deployment package using group policies: Select group policy

6. Click on New to create a new Group Policy, and click on EDIT.

7. Expand the Software Settings folder.

&# Group Policy [_ O] x|
| action  iew |J & =»

Tree |

[T Deployment of SecureMT clent [sec

=4 Computer Corfiguration
i =0 Software Settings

[ version [ Deployment state [ Auto-install | Upgrade T

[ Administrative Templates

| E-8B 10 Device Policies

= Q User Configuration
-] Software Settings
- Windows Settings
- Administrative Templates

K Bl | 1]
[ [ \

Figure 103: Deployment package using group policies: Software installation

8. Right-click on SoFTWARE INSTALLATION and select New - Package.
9. Browse to Deploy, select Sanctuary Client.msi, and click on OPEN.

10. In the Deploy Software dialog box, select Advanced published or assigned and click on OK.

Deploy Software

Select deployment method:

) Eublished
" Assigned

& Advanced published or assigned

Select this option to configure the Published or Aszigned options,
and to apply modifications to a package.

oK I Cancel

Figure 104: Deployment package using group policies: Deployment type

11. Accept the default name of ‘Sanctuary Client’, click on the Deployment tab and ensure that
Assigned is selected.
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Sanctuany Client Properties E]@
Il General_ Deployment E_Upgrades Categories | Madifications | Security
Deplayment type
( Published
@#Esioned

Deplayment options

Uningtall thiz application when it falls out of the scope of
management

[[] Do nat display this package in the Add/Remave Programs contral
panel
[ Install this application at logon

Installation user interface options

(&) Basic

O Maximurn

Figure 105: Deployment package using group policies: Deployment options

12. Display the Modifications tab and click on Add.
13. Browse to Deploy\Sanctuary Client.mst.
14. Click on Open.
15. Click on OK.
A new computer-based policy, that installs the Sanctuary Client with the configuration settings chosen as

described above, is installed for all computers at boot up time (prior to client logon). A reboot is required after
installation before the software becomes fully effective.

Querying the client status

Once you have installed the Sanctuary Client on some client computers, it is necessary to keep track of where
and which packages are installed.

- Sanctuary Client Deployment Q@f@

Packages Computers Help
Packages
Name i Fey Frogress Product Version
emi no Sanctuary Client 120
t no Sanciuary Client 420
L | | >
Camputers (2]
Hame | Domainfworkgoup  Frogiess Status
SECSRY uSecusave [ indows 2003 Servios Pack 1
SECUREWAVE  luSecuiswave ] ‘windows XP Service Pack 2
£ — . — B
[NewPackage... | [AddComputer.. | [ Quew |

Figure 106: Manage deploy: Query

When you click on the QUERY button, the Sanctuary Client Deployment Tool reports which version of the MSI
package is installed on each computer selected in the list. It also checks if all client drivers are still in place
and running and reports the client operating system and version, if it is using TLS protocol or not, client
hardening status, etc.

25 This allows you to detect, for instance, whether or not a user has the client installed on their
machine but has disabled the drivers.
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Sanctuary Client Deployment menus

Packages Menu

The Packages menu has the following items:

Item Description

New Allows the user to create a new deployment package, using the process
in To install packages on page 66.

Delete Deletes the selected deployment package.

Rename Renames the selected deployment package.

Import public key

Allows the user to choose a public key to be included in the selected
deployment package. The dialog shown in Figure 107 is displayed,
allowing you to select the public key to be added.

Set Licenses

Opens a dialog where you can import a license to include in the
package when it is installed in Standalone mode. This is done so that
the correct options are installed with the client.

Set Policies

Opens a dialog where you can specify a server from where to retrieve
the policies. Policies are exported from this server and placed in a
special file — policies.dat. This file is included in the package. See
Figure 108.

Test Connection

Allows you to verify that the SecureWave Application Server, defined in
the package, are up and running before proceeding to the deployment

on the client computers. It is not available if you choose the Serverless
Mode option.

Install Installs the selected package on all computers in the list. (This performs
the same function as the INSTALL button as described in step 7 of Using
the Sanctuary Client Deployment tool to install the Sanctuary Client on
page 71).

Uninstall Uninstalls the selected package from all machines in the list.

Open last report

Displays a report describing the last install or uninstall, indicating which
machines were modified and status (e.g. whether the install was
successful or not).

Options

Allows you to change the root directory where the packages and the
SecureWave Application Server are stored.
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Table 9: Sanctuary Client Deployment menu: Packages menu

Open

Loakin: | [1f} system32 - Q2 e B
¢} 3com_dmi |} catrootz [ i Microsott [ £} whem
) [f}1025 |.f} com [ f m=nte 1} wins
MyRecert ({21028 |-} contig | mui 7
Documents — ([Tf} 1031 [ f\ehen |y
{1033 |.f} Directx |.{} oabe
= ¢} 1037 dlicache |:fhras
Desktop [ () 1041 | f}drivers | {} ReinstallBackups
[fh 104z |f} export |:fh Restore
[ {1054 |fhiss |{zetup
|} 2052 |} icssemi |.{} shelExt
¥ e [{me 17} zpoal
EREE ¢} smpmgrmt | {hinetsre | husmt
[ f} catroot | .f} Macromed |t} vmm32
My Computer
File name: s public key -
& : r————
‘!! Files of lype: Public key - | Cancel

My Network Open as read-only

Figure 107: Sanctuary Client Deployment menus: Import public key

Set Package Policies

Enter the name or IP addrezzes of Secure'/ ave Application Server (SX5] in your arganization

Marme or IP Port | EG223

[ Test Connection | [ Impoirt public key... ] [ ok ] I Cancel ]

A R -

Figure 108: Sanctuary Client Deployment menus: Set policies
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Computers menu

The Computers menu has the following items.

Item Description

Add Displays a dialog allowing you to add one or more computers to the list of
computers. This is the same dialog as appears when you click on the ADD
COMPUTER button.

Remove Removes the selected computer from the list.

Import Allows you to import a list of computers from an external ASCII or Unicode
text file. The file must be a flat text file with one machine per line. The
machine name is optionally followed by the domain name and separated
from it only by a ‘|’ sign. Every line looks like this:
‘ComputerName|DomainName’.

Export Allows you to export a list of computers selected in the computer list to a
text file. The file produced is a flat text file with one machine per line. The
machine name is followed by the domain name and separated from it only
by a ‘|’ sign. Every line looks like this: ‘ComputerName|DomainName’.

Change TLS When using this menu item, you can control some options governing client
mode installation. See the description of Figure 90 on page 73.
Reboot Forces a reboot of the selected computers in the list of computers. You

can also select here the server from where the ‘Endpoint Maintenance
Ticket' will be retrieved.

Query Performs the same function as clicking on QUERY (see Querying the client
status on page 80). The program queries the client versions and drivers
status for every machine in the list. It also reports the operating system
version and service pack.

Progress details | Displays an additional window providing details of the install / uninstall /
query operation on the selected computers. An example of the progress
window is shown in Figure 109.

Open last log Opens the log of the last installation. An example log file is shown in
Figure 110.

Table 10: Sanctuary Client Deployment menu: Computers menu

Reportis) =l

Computer. ‘securewave’, Status: 2 [erar], Progress: 501
Checking the operating spstem...

Carinot determing the wersion
nebwork path was not found |

Figure 109: Sanctuary Client Deployment menus: Progress detail

B setup.log - Notepad [ (=0E5]
Fle Edt Format view Help

Type: Install|

Directory: <\temp\sd<2

Computers:

Computer: 'MATTSP', status: 2 (error), Progress: 5%

Checkina the operating system.
Cannot determine the version of the operating system: The network Tocation can

Computer: 'SECUREwAVE', Status: 2 (error), Progress: 100%

Checking the operating system

Earamng system detected is windows x

checking i the product is already Sracalled.

Product is not installed

creating director

Failed To creste/iccess directory '\\SECUREWAVE'ADMIN§\TEMP' : The network loca
Failed to create directory ' \\SECUREWAVENABMINS\TEMP\{4DED5B26-768E—4 68C-BBAS
Installation failed. Wo Reboot Required.

Figure 110: Sanctuary Client Deployment menus: Log example
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Help menu

The Help menu has the following items.

Item Description

Help Displays the online help.

About Deploy... Displays a dialog giving copyright and version information about
the Sanctuary Client Deployment tool.

Table 11: Sanctuary Client Deployment menu: Help menu

Context menus
You have two context menus displayed, depending on which panel you right click:
> In the Packages panel the available options are those of the Packages menu.

> In the Computers panel the available options are those found in the Computers menu.

Mew. ..
Delete
Renarne

Import public key...
Sek License. .
Set Policies...

Install
Uninstall

Options...
Figure 111: Package panel context menu

Add...
Remove

Impart..,
Export...

Change TLS mode
Rebaoot
Query

Progress details
©pen last log

Figure 112: Computers panel context menu

The Options Screen

If you select the Options item in the Packages menu, the following dialog appears, allowing you to modify the
Sanctuary Client Deployment options.

Options

Directory where deplogment's copies are stored

C:hdeploy |
Maarimum number of werking threads [default=128) 128

The maximum rumber of warking threads is reached when S0

the number of computers s equal or above [dafaut=5000}

Figure 113: Sanctuary Client Deployment menus: Options screen

The first field lets you choose the folder where you would like to store all the deployment packages.

é Do not specify the root directory of the system drive or any other directory where existing
files reside or might be created by other applications.

&5 If the deployment tool is installed on different machines, you might want to specify a shared
directory where all instances of the deployment tool can access the company packages.

The value of the maximum number of working threads defines the highest number of deployment tasks that
the program can perform in parallel. Choosing a lower value reduces the impact on the computer and network
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performance. Choosing a higher value allows faster deployments — if there are enough computer and network
resources available.

The third parameter defines the number of computers threshold for which the maximum number of threads will
be used. Both parameters are combined to allow you to fine-tune the application performances. The relation
that links both parameters is explained in Figure 114.

r 3

¥

Max threads ‘.

Threads
~

siaindwod jo Jagquinpy

~
S,

Computers

Figure 114: Sanctuary Client Deployment menus: Number of threads vs. number of computers
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line tool

This chapter explains how you can synchronize domain information with that contained in the SecureWave
Sanctuary Database.The information in this chapter is relevant to all Sanctuary products.

Introduction

The SXDomain command-line tool is an alternative to the Add Domain / Synchronize Domain items in the
Tools menu on the Sanctuary Management Console. You can use it to:

> Add new domains to the list of those managed by Sanctuary.

> Add and update information about users, groups and computers in a domain already managed by
Sanctuary.

> Add/synchronize local users and groups.
> Add/synchronize computers that are part of a workgroup.

SXDomain.exe can be found within the C:\Program Files\SecureWave\Sanctuary\SXTools directory (assuming
that you installed the Sanctuary software under 'C: \Program Files\'). Use the command prompt to run the file
from this directory.

The SXDomain parameters

The SXDomain command line should be entered as follows:

SXDomain [-s servernane] domainl [donmai n2 .]
The parameters in this command line are defined below:

Parameter Description

-S servernane The fully qualified domain name or IP address of the computer on
which SecureWave Application Server is running.

- Instructs the utility to read domain names to add or synchronize
from a standard input stream (interactive mode).

-e Instructs the utility to write the domain names that could be neither
added nor synchronized to a standard error stream.

-u username The user name used to authenticate on the remote computer.

-p password Password. SXDomain prompts you for one, if not supplied.

-q Do not prompt for user name or password if cannot authenticate.

donai n The name of the domain(s) or computer(s) that you want to add or
refresh.

Table 12: SXDomain parameters
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S¥S queries the directory
using LDAP

SecureWave
Application
Server (SXS)

Sanctuary

Management

Console

Once synchronized, all
usersiuser groups/

computers are available in .
the console for permission SecureWave
definition
Sanctuary
You can also force an
update using the i Database (SX)

sxdomain.exe utility

Figure 115: Active Directory objects’ synchronization
Examples

For the following examples:
> SXS_SERVERIis the name of the computer running SecureWave Application Server.
> CLI ENT is the name of the computer running Sanctuary Client.

To refresh the domain information for the domain DOVAI N, use the following command.
SXDOVAI N -s SXS_SERVER DOVAI N
To refresh details of the local users of the computer CLI ENT (which can be a domain controller in case it does
not show up after its domain was added):
SXDOVAI N -s SXS_SERVER CLI ENT
To refresh details of the local users of the computer CLI ENT, where CLI ENT is part of a workgroup rather than a

domain. The username and password of the computer’s local administrator should be used in the following
command:

SXDOVAI N -s SXS_SERVER -u usernanme -p password CLI ENT

é Windows XP has by default the ‘Simple file sharing’ option set. This option essentially turns
the computer into ‘anonymous access only’, preventing SecureWave Application Server
from retrieving its local users. If it is set, turn it off using the TooLs = OpTIONS dialog of the
Windows Explorer.

To synchronize a number of domains, you can enter the names into a text file (one name per line of text) and
supply it as input to the utility as shown below.

SXDOVAI N -s SXS_SERVER -i < nydomai ns. t xt

You can also redirect the names of any domain that failed to synchronize to a file by means of the standard
error stream:

SXDOVAI N -s SXS _SERVER -i -e < nydomains.txt > error_list.txt

If you prefer, you can synchronize domains interactively:
SXDOVAI N —i

Type in the name of each domain followed by the ENTER key. Once you are finished, use Ctrl+C to end the
interactive mode and exit to the operating system.
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Scheduling domain synchronizations

You can schedule domain synchronizations with your favorite task scheduler. Here is a procedure using the
Windows Tasks Scheduler.

In the C:\Program Files\SecureWave\Sanctuary\SXTools directory, you should create a batch file sxsynch.bat
containing the following line:

CMVMD / C SXDOVAI N -s SXS SERVER -i -e < nydomains.txt > error_list.txt

The mydomains.txt file holds the names of the domains to synchronize (one name per line of text). The list of
domains that failed to synchronize is redirected to the error_list.txt file.

1. Go to the Control Panel, choose Scheduled Tasks and then Add Scheduled Tasks. The following
screen is displayed.

Scheduled Task Wizard X

This wizard helps you schedule a task for Windows
to perform.

You select the program you want Windows ta un,
and then schedue it for a convenient fime.

Click Next to continue.

Figure 116: Scheduled task: First step

2. Click on NEXT.

3. In the following screen, click on BRowsE and select the sxsynch.bat file:

Scheduled Task Wizard X

Click the program you want Windaws (2 run.
Ta see mare programs, click Browse.

Application Version ~

i) Sanctuary Client Deplopment ~ 3.1.38.0
@ Sanctuary Consols Server Ed.. 3.0.1360
@ 5anctuany Device Consals 311380

[ service Manager 2000.080.20
il Solitaiie 51.26000[x..
@, Sound Recorder 51.2600.0 fx
& cridne CAlibnien R4 2000 NG _
Browse
<Back ) | cancel |

Figure 117: Scheduled task: Select program

4. In the next two screens, choose how often you want the task to be performed:

Scheduled Task Wizard

Type a name for this task. The task name can be
the same name as the program name

|swsynch bat

Perform this task:

£ Daiy

© weekly

£ Monthly

£ e time orly

" when my computer starts
€ ‘whenllag on

<Back b [ camed |

Figure 118: Scheduled task: Select period (1/2)
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Scheduled Task Wizard 3]

Select the time and day you want this task to start

Start time:
6P
Pertorm this kask

+ Ewery Dayp
" ‘Weekdays

" Every 3 __]:'

Start date:

nAg/zo0s

<Back [ News Carcel |

Figure 119: Scheduled task: Select period (2/2)

5. Specify an account that has rights to use the Sanctuary Management Console. This is the account
that runs the sxdomain command:

Scheduled Task Wizard r?‘

Enter the name and passwiord of 4 user. The task wil
run a3 if it were: started by that user

Enfer the user name: | SecureWavehadministrator
Enterthe password: ==
Confiim password, I

IF & password is not entered, scheduled tasks might
ot .

<Back | Heeo | cencel |

Figure 120: Scheduled task: Select account

6. Click on FinisH to end the Wizard:

Scheduled Task Wizard X

You have suceesstully schedued the following task:
suaynch bat

‘wiindows will parform this task:
At 1:46 PM every day, starting 11/18/20058

[~ pen sdvanced propeties forthis task when | click
Finis

Click Finish to add this task to wour Windows schedule.

<Back [ Fiish Concel |

Figure 121: Scheduled task: Ending the wizard

¢ It is important to synchronize domains in order to have fresh’information available. If you do

not do this in a regular basis, you could have bad surprises when some users or domains do
not appear in your database.
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product

This chapter explains what happens when you register your Sanctuary product. It provides examples of
information contained in a typical license file. The information in this chapter is relevant to all Sanctuary
products.

Licensing

Each SecureWave Application Server has a license file that specifies whether you have a valid copy of one or
several of our Sanctuary programs: Sanctuary Application Control Server Edition, Sanctuary Device Control,
etc. Depending on the type of license, your client computers either show or do not show the options
appropriate to each one of the installed programs. The following image was taken in a network that has
Sanctuary Device Control and Sanctuary Application Control Custom Edition installed.

Status...

Deny all applications
Deny all modules
Deny all scripts

Refresh settings
Import settings

Endpoint maintenance. .,

About...
L

Figure 122: Client’s options when several Sanctuary products are installed

If the license information changes, for example when it expires, or a new Sanctuary product is added, the
client is informed and its options changed accordingly.

Obtaining a license

Evaluation license

You can obtain an evaluation license by registering on the SecureWave website www.securewave.com. From
there, select the product page for the Sanctuary product you want, and then select Evaluation Request. Fill out
the Evaluation License Request form. Once your request is approved, you will receive a copy of the license file

— save it into the %SYSTEMROOT%\SYSTEM32 directory.

An evaluation license provides you with the full functionality of Sanctuary software, but with the following
limitations:

> It only lasts one month.

> No more than 10 SecureWave Application Servers can be installed in parallel.

> No more than 100 client computers can be administered.

Full license

When you purchase one of our Sanctuary products, a new license key is sent to you by e-mail. This license
key is specifically configured for the license you have purchased. You do not need to uninstall the software
when switching from an evaluation license to a full license. The SecureWave Application Server uses the new
license file within an hour. If you want SecureWave Application Server to use the new license file immediately,

restart the SecureWave Application Server service on every SecureWave Application Server machine where
the new license file was copied.
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License file location

When you receive the license file, copy it to the %SYSTEMROOT%\SYSTEM32 folder of each computer that
runs SecureWave Application Server. It is not required to be present on client machines.

é If you are using more than one SecureWave Application Server the same license file must
be used on all the servers.

License file format

A Sanctuary license file comprises a series of name and value pairs, one per line. It includes the following
important information:

Key Description of value
ProjectName Identifies the software product for which the license is valid.
ExpiryDate Validity of the license file.
LicensedClients Number of clients that can be registered in the SecureWave

Sanctuary Database. This corresponds to the sum of the number
of computers where Sanctuary Client Driver is used.
LicensedSessions This limits the number of sessions that SecureWave Application
Server allows. Exceeding this limit only causes warnings to be
displayed. A session, in this context, refers to a ‘logon session’.
Such a logon session is created for every interactive logon of a
user on a Sanctuary protected computer. Logon sessions are
also created for services that run under a ‘real’ user account (as
opposed to LocalSystem), and under certain circumstances by
some server programs (mail, web, FTP servers, and so on).
LicensedServers Number of instances of SecureWave Application Server that may
be run at the same time. SecureWave Application Server refuses
to start if it detects a number of already running SecureWave
Application Server instances exceeding this limit.

ProductName The full name of the product for which the license was created.

ClientName The name of the customer to whom the product was licensed.

GeneratedOn The date on which the license was created. This is useful if you
are unsure when to renew your maintenance contract.

Serial# The serial number of this license.

LicensedTo The name and/or email address of the person to whom the

license was issued.
Table 13: License file format

é Modifications to a license file — even just changing or adding a comment or blank line —
could result in refusing access to devices and programs in your client computers.

Every computer protected by Sanctuary Client registers itself in the online table of the SecureWave
Application Server during the boot sequence of the client. Counting these entries gives the number of ‘clients’.
This licensing mode is ideal for corporate environments where there is essentially one user per computer.

In ASP and Terminal Services environments, one computer may support hundreds of users. In these
situations, the license is expressed in terms of ‘sessions’, a session being created when a user logs on and
removed when a user logs off. Inaccuracies are created by services (programs that run unattended in the
background), if the administrator has configured them to run with the identity of a regular user instead of
LocalSystem, and by server software that verifies the identity of its users by simulating a logon. An example
would be IIS with password-protected pages. In addition to that, users may create additional sessions using
secondary logon services (‘runas’ command in Windows 2000/XP/2003).

In either case, SecureWave adjusts the actual license limits to account for these requirements.
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License-related SecureWave Application Server actions
at start-up

On start up, SecureWave Application Server immediately verifies the license file. If any of the following
conditions is true, SecureWave Application Server quits directly:

>  The license is invalid (has been tampered with or is missing).
>  The project name is invalid.

> |tis passed the product expiry date.

> The number of licensed servers has been exceeded.

No other license related conditions cause SecureWave Application Server to refuse to start.

License-related SecureWave Application Server actions
while running

Once every hour, or thereabouts, SecureWave Application Server verifies the license file. This means that an
upgrade to a license is done by simply copying the new license file over the old one.

SecureWave Application Server terminates if the license file is missing, has been tampered with, the project
name is invalid, or the expiry date is exceeded for more than seven days.

If any of the following license-related conditions are true, SecureWave Application Server logs a message
when running interactively:

> The expiry date has passed.

> The LicensedCPUs value is less than the number of processors installed in the computer.
> The IPAddress key does not list at least one IP address belonging to the computer.

> The LicensedClients value has been exceeded.

> The LicensedSessions value has been exceeded.

>  The LicensedServers value has been exceeded.

License-related Client actions

The client applies licensed Sanctuary policies immediately even if they have not been correctly configured or
defined. For example, if no proper application permissions have been set in Sanctuary Application Control
Server Edition, the client blocks all attempt to execute programs in the machine, even the logging program,
with fatal consequences. Not configuring device permissions for Sanctuary Device Control applies the most
restrictive policy, No access to external devices.

An upgrade may surprise your clients when you install a license for several products but only one is active.
The client shows ‘unused’ options.

Likewise, the client ceases to apply Sanctuary policies if not licensed. This only affects customers violating the
license, but this can also be a result of incorrect license management and can represent a security risk for
your organization.
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Appendix A: Detailed system requirements
and limitations

The information in this appendix applies to all Sanctuary software suite products unless otherwise specified.

This appendix specifies the minimum system requirements for the different components used in a Sanctuary
implementation and details the limitations of installing the Sanctuary Client on Terminal Servers and Citrix
environments for some products of our suite.

System requirements

SecureWave
Application
Server

SecureWave
Sanctuary
Database

Administration
Tools

Sanctuary Client

Operating System

Windows 2000
Server (SP4 or
later) or Windows
Server 2003 SP1
or SR2 (32-bit).

Windows 2000
Server (SP4 or
later) or
Professional,
Windows XP
Professional (SP2
or later), Windows
Server 2003 SP1
or SR2 (32-bit) or
Vista (32-bit).

Windows 2000
Server (SP4 or
later) or
Professional,
Windows XP
Professional (SP2
or later), Windows
Server 2003 SP1
or SR2 (32-bit) or
Vista (32-bit).

Sanctuary Device
Control,
Sanctuary
Custom Edition

Windows 2000
Professional (SP4 or
later), Windows XP
Professional (SP2 or
later), Windows XPe
SP2, Windows
Embedded for Point
of Service (WEPOS)
SP2, Windows XP
Tablet PC Edition
SP2 and Vista (32-
and 64-bit versions).

Sanctuary Server
Edition, Sanctuary
Terminal Services
Edition

Windows 2000
Server (SP 4 or
later) Windows
Server 2003 SP1 or
SR2 (32-bit).

Hard Disk Space

40 Mb free disk
space for program
files and 15 Mb for
the installation.

5 Mb free disk
space for program
files, 40 Mb for the
installation, and 20
Mb+ for data
(depending on the
number of users).

140 Mb free disk
space for program
files and 15 Mb for
the installation.

6 Mb free disk space for program files
and 15 Mb for the installation. The local
data requirements depend on whether
you chose to do 'Shadow' or not and
goes from 10 MB to several GB.

Memory 128 MB (256 MB recommended)

Display Not applicable I 1024x768 | Not applicable

File System NTFS

Other MDAC v2.6 SP1 or |Microsoft SQL Adobe PDF Reader | Novell client v4.91 SP2/SP3 or later if
later if you are Server 2000/2005, |v5.0 or later to connected to a Novell environment. A

using Windows
2000. A Certificate
Authority installed
and configured if
TLS protocol is
chosen for intra
Application Server
communication.

Sanctuary's Setup Guide 4.2.2

SQL Server 2005
Express Edition
(needs MS .Net
Framework 2.0), or
MSDE 2000,
MDAC V2.6 SP1 or
later if using
Windows 2000.

consult the on-line
manuals.

communication.

Certificate Authority installed and
configured if TLS protocol is chosen for
Client-Application Server

Daemon Tools and Alcohol cd burning
software are not compatible with
Sanctuary Device Control.
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Using central You need a valid Certificate Authority installed to issue and manage certificates if you want encrypted
encryption or TLS |client SecureWave Application Server and intra-SecureWave Application Server TLS communications.
communication This authority is also needed if you plan to centrally encrypt removable devices (if using Sanctuary
protocol Device Control). If no Certificate Authority is found, you can still encrypt devices (with some limitations)
and the communication channel is assured by signing messages with a private key.

Using Novell You will need the following elements installed on the computer used to synchronize Novell's objects:
Novell (and optionally ZENworks) client v4.91 SP2/SP3 or later, NDAP (for workstation object
synchronization), the synchronization script, an access to Sanctuary's database. We recommend
installing all these components on the same machine as the one used to host the database.
Synchronizing environments running versions of NetWare earlier than 6.5 is not supported. At time of
printing of this document, there is currently no Vista-compatible Novell platform therefore we do not
support Novell environments on Vista.

Table 14: System requirements

Z5 If you are using Sanctuary Device Control and plan to use encrypted devices, you must

have Active Directory and DNS installed and properly configured. The Microsoft Certificate
Authority must be installed, properly configured, and published. See Appendix H: Installing a
Certificate Authority for encryption and TLS Communication.

&5 You can find the NDAP component required for Novell synchronization in the installation CD
or on Novell’s Web site.

‘\ For the database installation, we strongly recommend that you install the latest Service
Packs. You should not bring a database into use without installing at least MSDE 2000 or
SQL 2000 SP4. Otherwise, your database is not protected against the slammer worm.

b\

SecureWave Application Server cannot be installed on Windows XP or Windows 2000 Pro.

You should resolve all hardware conflicts before installing Sanctuary solutions. You can use
Windows’ Device Manager to troubleshoot and fix software-configurable devices. All
hardware devices that use jumper pins or dip switches must be configured manually.

Sanctuary Device Control

Terminal services limitations

The Terminal Services administration mode and the remote desktop functionality allow access to computers
remotely.

Sanctuary Device Control normally applies the permission of the user accessing the device, be it a remote
user or the user working interactively with the computer. This is the case for the device classes for which the
device access is performed in the context of the user who initiated the access: BlackBerry (USB), DVD/CD
(READ access), Com, LPT (NOT when used for printing), Palm OS Handheld Devices (USB), Removable,
Tape, Unauthorized Encrypted Media, Windows CE Devices (USB).

Certain kinds of device access are not performed in the context of the user who initiated the access. Instead, a
proxy that normally has privileged access to the system (a service or a driver) carries them out. DVD/CD
WRITING is one example, there are a few other ones: modems, scanners, smart card readers, printers (either
USB or connected to the LPT port) and unknown devices.

When the Sanctuary Client Driver detects such ‘proxy’ access, it tries to determine the identity of the user who
initiated the access. This is done successfully when there is only one interactive user.

When there is one interactive user and one remote user on the same computer (i.e., when there are more than
one logon sessions with different session IDs), the client cannot determine reliably the identity of the user that
initiated the access. In such conditions and only for the DVD/CD burning, modems, scanners, smart card
readers, printers (USB or LPT) and unknown devices classes, the Sanctuary Device Control denies all proxy
access. This means for example that the users cannot write DVDs/CDs when somebody accesses their
machine remotely even if both the interactive user and the remote user have a Read/Write access to the
DVD/CD drive. The user accessing the machine remotely cannot write DVDs/CDs either.
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The RunAs command limitations

There is a situation similar to the Terminal Services issue when using the RunAs Commands or equivalent.
This type of command is often used in logon scripts. The user cannot be determined when there are active
RunAs logon sessions.

When the Sanctuary Client Driver detects RunAs logon sessions, and only for DVD/CD burning, modems,
scanners, smart card readers, printers (USB or LPT) and unknown devices classes, the RunAs Logon
sessions are mapped to the interactive logon session with the same session ID. Thus, all RunAs processes
have exactly the same access as the interactive user who launched them. Using the RunAs command to
change the level of access to these devices is not possible.

Example 1: Bill has no access to DVD/CD. John has Read/Write access to DVD/CD. If Bill uses a RunAs
command to run the DVD/CD burning software under the credentials of John he cannot create new CDs.
Bill has to log off and log on as John to create new DVDs/CDs. Since writing a DVD/CD requires a proxy, it
is subject to the limitation described in this section.

Z5 Writing a DVD/CD requires a proxy and is subject to the RunAs limitation, whereas reading a
DVD/CD is not.

Example 2: Bill has no access to the Floppy disk drive, whereas John has Read/Write access to it. If Bill
uses a RunAs command to run the Windows File Explorer under the credentials of John, he can read and
write to Floppy disks. Indeed, access to the Floppy disk drive is done without a proxy. The limitation
described in this section does not apply to this device.
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Appendix B: Registry keys
The information in this appendix applies to all Sanctuary software suite products.

SecureWave Application Server registry keys

The following table contains details of each registry key entry used for SecureWave Application Server. All
SecureWave Application Server entries are of type REG_SZ (= string value). The entries in the following table
are found within the following key:

HKLM syst eml Current Control Set\ servi ces\ sxs\ paraneters

é& Keys whose names are marked with an asterisk * should not be modified except under the
supervision of SecureWave Support personnel.

Database connection loss registry keys

The SecureWave Application Server continues to run even if it has an intermittent database connection. It
ignores database connection problems for a certain period of time, retrying connections to the SecureWave
Sanctuary Database until it succeeds. If the problems persist, the SecureWave Application Server stops
accepting client and console connections until it detects database connectivity has been restored.

You can configure the following parameters to determine the exact behavior of the SecureWave Application
Servers if they lose connection to the SecureWave Sanctuary Database:

Key Name Description Default
DbConnectionCount The number of database connections in the connection pool. 20
DbConnectionMaxCount The maximum number of DB connections (if it is less than 40

DbConnectionCount, it will be assumed equal to it)
DbConnectionPoolTimeout | The timeout, in seconds, for connection acquisition from the DB pool. If no 15

connection can be acquired within the timeout, an attempt to grow the pool will
be made. Note that if the pool has reached the maximum number of
connections, no new connections will be created and the wait will be repeated.

DbConnectionString Driver, server, database, and either a trusted connection, or username and See
password. The default value is ‘Provider=sgloledb;Data Source=;Initial description
Catalog=sx;Trusted_Connection=yes;’

DbinitializationDelay* Number of seconds that SecureWave Application Server waits before 300
contacting the SQL Server

DbLossLatency The graceful DB loss period, in seconds, during which the server accepts client | 3600
and console connections after DB loss has been detected (3600 is one hour).

DbPingPeriod The periodicity, in seconds, of DB pinging when the server has stopped 60

accepting client and console connections (60 is one minute).

Table 15: SecureWave Application Server registry keys (Database related)

Log insertion process registry keys

The following table shows all registries that can be modified to fine-tune the endpoint data reception facility
that controls logs and shadow files received from the Sanctuary Client Driver. The endpoint data reception
facility places all incoming data in a staging queue, from which endpoint data batches are generated and
dispatched in a regular fashion, without stressing the database. Advanced configuration parameters are
available to fine-tune batching and dispatching of endpoint data; statistical information is available in the
Windows Application Event Log to help examine and fine-tune the configuration:

Key Name Description Default
edrBatMaxDuration Max batching time per batch, in seconds. If a batch has not reached the minimal 30
number of entries, but exceeded this duration being batched, it will be put into the
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Key Name Description Default
queue.
edrBatMinEntries Minimum entries per batch. A batch will be put into the queue as soon as it has at 10000
least this number of entries, or it has been being batched longer than the max
batch duration (see next).
edrBatThreads The number of batching threads. 2
edrDspPause Successful dispatch mean sleep time, in seconds. Zero by default. Once a 0
dispatcher submits a batch to the DB successfully, it will sleep that long.
edrDspPauseFail Initial unsuccessful dispatch mean sleep time, in seconds. 60
edrDspRetryCount Max number of retries for unsuccessful dispatches. 5
edrDspThreads The number of dispatching threads. 1
edrQuelength The length of batch queue. 3
edrStaPeriod The periodicity of statistical output, in seconds. Zero disables statistical output 43200
(43200 is 12 hours).
edrTmpTimeout Max file slot allocation time, in seconds. When clients upload data, temporary files | 30
are allocated. The temporary directory can contain a limited number of files. If the
directory becomes congested and no more temp files are available, the server will
wait up to this duration for a free temp file slot.
Table 16: SecureWave Application Server registry keys (Log insertion process)
Debugging registry keys
The following registry keys are used to debug SecureWave Application Server:
Key Name Description Default
Debug* If ‘yes’ or ‘1’ and if SecureWave Application Server runs as a service, it attempts to | no
launch a debugger and attach it to itself.
Log file name Gives the name of the log file written if ‘Log to file’ is true. sxs.log
Log to console If ‘yes’ or ‘1’, sends debug messages to the console, if any. no
Log to dbwin If ‘yes’ or ‘1’, sends debug messages to Dbwin32. no
Log to file If ‘yes’ or ‘1’, sends debug messages to the log file (see the Log file name entry). no
LogMonitorDlls Not used for Sanctuary Device Control. Key used by Spread Check. If configured, no
it would also monitor the spread of DLLs that have been authorized implicitly in the
DLL don't care mode. If not configured, only applications and explicitly authorized
DLLs are monitored. See the Sanctuary Application Control Suite Administrator's
Guide for more details.
LogMonitorPeriod Not used for Sanctuary Device Control. Period, in seconds, between two checks. 300
LogMonitorResetOptions Not used for Sanctuary Device Control. Controls whether the global user option is yes
set to blocking mode when the alert is generated, if ‘no’, SecureWave Application
Server only issues a message in the event log, if ‘yes’, it issues the same
message, sets and pushes the option, and then issues another event log message
informing if the set+push was successful.
LogMonitorThreshold Not used for Sanctuary Device Control. Number of distinct users that must execute | 10
the same locally authorized executable for an alert to be issued.
VerboseSyncLogging If set to ‘yes’, the SecureWave Application Server will log all the important no
attributes of the objects that it retrieves during a domain synchronization. In order
to see the results in the SecureWave Application Server log file, the Log to file
value must be set to ‘yes’. If the Log to file value is already set to ‘yes’, you do not
need to restart the SecureWave Application Server service to take the
VerboseSyncLogging Value into account. You should not set this option to ‘yes’
permanently for performance reasons.
Table 17: SecureWave Application Server registry keys (Debugging purpose)
98 Sanctuary's Setup Guide 4.2.2




Appendix B: Registry keys

General registry keys

This registry keys are general ones:

Key Name

Description

Default

AdoVersion*

A string representing the version of ADO objects to use. Default:”. For Windows
2000, try “.2.5". Note that the leading dot must be present, unless an empty string
is given.

Concurrency*

How many running threads are allowed by the IOCP. ‘0’ (zero) means ‘auto’ and is
equivalent to one thread per CPU. Minimum: 0, maximum: MaxThreads.

DataFileDirectory

The base directory under which the SecureWave Application Server stores data
files (log files, for instance). If multiple SecureWave Application Servers are in use,
their DataFileDirectory entries may all resolve to the same directory on disk. This
is the directory created during the Database setup process. All servers can
optionally write to the same, shared, directory or you can opt for having different
ones for each server (see Figure 1).

Products

Internal use. Do not modify.

Table 18: SecureWave Application Server registry keys (general keys)

Security registry keys

These registry keys are related to security configuration and parameters:

Key Name

Description

Default

CertificateQueryPeriod

(optional) Controls the periodicity the SecureWave Application Server checks user’s
certificates published in AD.

180

CommVer

The SecureWave Application Server uses this key to determine which communication
protocol version it should use. ‘0’ (zero) indicates that there are still older version of the
client in use (prior to v3.1) while ‘1’ is used when the installation only has clients v3.1 or
3.2. A value of ‘2’ indicates a client version 4.0, and ‘3’ is used for version 4.1 or greater.

MaxSockets*

The maximum number of TCP connections that are allowed at any one time. The length
of the listen queue backlog imposes an additional constraint. This queue holds
connection requests that cannot be accepted because SecureWave Application Server
is momentarily busy or because it has reached the limit imposed by MaxSockets.
SecureWave Application Server always sets the length of the listen queue backlog to the
maximum (5 on Home/Professional editions of Windows, 200 or more on the Server
editions). Note that this entry does not control connections to the RPC server in
SecureWave Application Server, see ‘MaxRpcCalls’ for that. Minimum: 1, maximum:
50000 (arbitrary). See ‘Port’, ‘TLSPort’, and 'TLSMaxSockets’. See also Table 20 &
Table 21.

5000

Port

The TCP port on which the socket-based SecureWave Application Server listens for new
connections. Minimum: 1, maximum: 65534. This affects only client drivers. The port
used by the RPC server (for administration clients) is controlled by the ‘Protocols’
setting. Minimum: 1, maximum: 65534. Transmissions that do not use the TLS protocol
are always signed. See ‘TLSPort’, ‘TLSMaxSockets’, and 'MaxSockets’.

65129

RpcProtectionLevel

Determines whether the RPC (Remote Procedure Call) server will require RPC clients to
identify (authenticate). Valid levels are:

‘0: Instructs the OS to pick a protection level. At the time of this writing, this is
equivalent to ‘2'.

1" No protection. Should not be used except for testing.

‘2" The client's identity is verified when connecting to SecureWave Application
Server. RPC messages are vulnerable to tampering and man-in-the-middle
attacks.

‘3 For the connection-oriented protocols (TCP, for instance), same as’4’. For

connectionless protocols (UDP), this level ensures that a client's connection
cannot be hijacked at the request level.

‘4’ Examines client credentials not only once per request (like ‘3’) but with every
single packet.

‘5" Like ‘4’, with added cryptographic signing of every packet to defend against
tampering.

‘6" Like ‘5’, but also encrypts data in both directions.

The recommended setting is ‘5’ or more. Note that any setting except ‘0’ requires the
client to be in the same domain as the server, or in a domain that is trusted by the
server's domain.
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Description

Default

SecurelnterSxs

If set to ‘yes’, all inter-SecureWave Application Server traffic is done using the TLS
protocol. Note that SecureWave Application Servers register the fully qualified DNS
name in the servers table (for compatibility with older versions) and, depending on the
communication mode selected, the TLS or the non-TLS port. Servers with different Inter-
SecureWave Application Server modes will not be able to communicate between them -
they should either all have the ‘yes’ or ‘no’ value set for this parameter.

When this value is set to ‘no’, communication is done using non-TLS ports. When setting
this value to ‘yes’, you should also set the number of non-TLS sockets (‘MaxSockets’,
see Table 20 & Table 21) to zero and ‘CommVer’ to ‘3’ (client drivers v4.1 or later) to
obtain the maximum level of security.

no

SndPort

The TCP port on which the Sanctuary Client Driver is expected to listen. If absent or
zero, 33115 is used. Minimum: 1, maximum: 65534.

33115

SxdConnectTimeoutMSec

The time, in milliseconds, that SecureWave Application Server waits for the Sanctuary
Client Driver to accept a TCP connection. It is useful to keep this time as low as
possible, but not so low as to impede connectivity. In a lightly loaded LAN, one second
(1000 ms) should be quite ample. The value should be between 500 and 120,000 ms if it
is out of these limits, the default value (5,000 ms) is used instead.**

5000

SxdPort

The TCP port on which the Sanctuary Client Driver built-in server is expected to listen. If
absent or zero, 33115 is used. Minimum: 1, maximum: 65,534.

33115

TLSMaxSockets*

The maximum number of TCP connections that are allowed at any one time when using
TLS protocol. See description on MaxSockets. Minimum: 1, maximum: 50000 (arbitrary).
See ‘Port’, ‘TLSPort’, and 'MaxSockets’. See also Table 20 & Table 21.

64

TLSPort

The TLS port on which the socket-based SecureWave Application Server machine
listens for new connections. Minimum: 1, maximum: 65534. This affects only client
drivers. Minimum: 1, maximum: 65534. Transmissions using TLS protocol are always
encrypted. See ‘Port’, ‘TLSMaxSockets’, and ‘MaxSockets’.

65229

** See note on next section.
Table 19: SecureWave Application Server registry keys (general registry keys)

The next table describes the configuration rules that follow the TLSMaxSockets and MaxSockets parameters
(as described in the previous table) — see also Table 21:

TLSMaxSockets and
MaxSockets values

Description

TLSMaxSockets > 0

Only TLS connections are available for SecureWave Application Server-

AND MaxSockets = 0 Sanctuary Client Driver communication using the port specified on ‘TLSPort’
TLSMaxSockets = 0 Only non-TLS connections are available for SecureWave Application Server-
AND MaxSockets > 0 Sanctuary Client Driver communication using the port specified on ‘Port’

AND MaxSockets

100

TLSMaxSockets > 0

Both TLS and non-TLS connections are available for SecureWave Application
Server-Sanctuary Client Driver communication using the ports specified on ‘Port
and ‘TLSPort’

Table 20: Configuring MaxSockets and TLSMaxSockets

>0
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Several registry keys (SecurelnterSxs, CommVer, TLSMaxSockets, MaxSockets. Port, and TLSPort) interact
together and some combinations are not valid as shown in the following table:

SecurelnterSxs CommVer

TLSMaxSockets

MaxSockets

Result

Notes

<3

no

0

X

You must set the Non TLS Clients Max
Concurrence field to a value >0 when
selecting an older client protocol.

>0

v

SecureWave Application Server -Client
and intra-SecureWave Application Server
communication will be done using a non-
TLS channel, This is only recommended
when you already have an older installation
and you are updating it.

>0

You must set the Non TLS client Max
Concurrence field to a value >0 since you
did not select the Secure Inter-
SecureWave Application Server option.

>0

>0

<

You should already have a valid computer
certificate. Only used for migration
purposes (updates) and not recommended
for a new installation.

The selected protocol is 3: TLS is a
requirement.

>0

The selected protocol is 3: TLS is a
requirement.

>0

You must first select the Secure Inter-
SecureWave Application Server option.

>0

>0

L % x| %

You should already have a valid computer
certificate. Only used for migration
purposes (updates) and not recommended
for a new installation.

<3

yes

x

You cannot select the Secure Inter-
SecureWave Application Server option
when the TLS Clients Max Concurrence
field is set to a value = 0.

>0

You cannot select the Secure Inter-
SecureWave Application Server option
when the TLS Clients Max Concurrence
field is set to a value = 0.

>0

You should already have a valid computer
certificate.

>0

>0

NN ¥

You should already have a valid computer
certificate. Only used for migration
purposes (updates) and not recommended
for a new installation.

The selected protocol is 3: TLS is a
requirement.

>0

The selected protocol is 3: TLS is a
requirement.

>0

< %%

You should already have a valid computer
certificate.

>0

>0

v

You should already have a valid computer
certificate. Only used for migration
purposes (updates) and not recommended
for a new installation.

Table 21: Configuring SecurelnterSxs, CommVer, TLSMaxSockets, MaxSockets. Port, and TLSPort
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The entries in the table below are found within the following key:

HKLM syst eml Cur rent Cont r ol Set\ Servi ces\ Event Log\ Appl i cati ons\ sxs

Key Name Description Default
EventMessageFile Path and file name of SXS.EXE.
ReportMaxRecords Maximum number of records a report will contain. 10000
ReportGenerationTimeout|Cancel the report generation of a report, if it is not possible to generate it within a 120000

specific time. The timeout is in milliseconds.

ReportThreads Number of threads to use. A default of 0 implies two threads per processor. 0
ReportStoragePath A path SecureWave Application Server will use for temporary storage. sxsdata
TypesSupported Supported message for the event log. 0x10 for AUDIT_FAILURE and 0x08 for Ox1F

AUDIT_SUCCESS (value is of type REG_DWORD). You can combine the values in a
hexadecimal addition. The default value (0x1F) stands for: Register all type of
messages. Other values are:

0x00 Success

0x01 Error

0x02 Warning

0x04 Information

0x08 Success

0x10 Failure

Table 22: SecureWave Application Server registry keys

Sanctuary Client registry keys

The changes to the registry values are only effective after a reboot of the client computer. Sanctuary
Command Control, SCC, is in charge of all communication between server and client(s). Its keys are located
in HKLM syst eml Cur r ent Cont r ol Set\ Ser vi ces\ scont\ par anet ers.

The following table contains details of each registry key entry for SCC (all these entries are of type REG_SZ;
string value):

Key Name Description Default

CertGeneration ‘yes’ means that the client is in ‘automatic’ mode and request the Defined during client
needed certificate. installation.

‘no’ means that the client in ‘manual’ mode, the certificate has to be
generated manually.

Debug Use for debugging purposes. 3 (you must reboot in order
(optional) to make it work).
FirsFServer If this is greater than or equal to the number of IP addresses in the

(optional) list located on the Servers key, Sanctuary Client Driver will use this

value as a zero-based index into the list. If a server cannot be
contacted, the next one is used, in a round-robin fashion.

If the key is missing or has a -1 value, existing servers are randomly
chosen.

HardeningMode Defines the level of permissibility allowed to modify, repair, or disabled
remove the client driver, registry keys, or special directories
(disabled, basic, or extended).

HardeningStatus Defines if the Hardening Mode is taken or not into consideration. inactive

HID\* Internal use. Do not modify.

HistoryPeriodSecs Internal use. Do not modify.

(optional)

ImportDir The directory used to import the policies file. C:\Program Files
\SecureWave

\Sanctuary\Import

LastSeenComputerName|Internal use. Do not modify.

LastShadowUploadTime |Indicates the last time the shadow update was done. The update
consists on copying the file data or name, depending on the
shadowing rule, from the client computers.

LastSxLogUploadTime |Indicates the last time logs were transmitted.

Log file name Gives the name of the log file written if ‘Log to file’ is ‘yes’. ‘scomc.log’
Log to console If ‘yes’ or ‘1", sends debug messages to the console, if any. ‘no’
Log to dbwin If ‘yes’ or ‘1", sends debug messages to Dbwin32. ‘no’
Log to file If ‘yes’ or ‘1’, sends debug messages to the log file (see below). ‘no’
Salt An internally generated 15-byte random value used for protection N/A

purposes. It is calculated when the client driver starts.
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Key Name

Description

Default

Servers

A list of SecureWave Application Server names (FQDN) or IP
addresses, separated by spaces. A port number may be specified
for any server by appending a colon and the port number to the
name/address of the server (e.g. '10.34.22.16:65129
sxs.example.com:65130’).

Those defined during the
client installation.

ServersOverride

Internal use. Do not modify.

ShadowDirHistory Internal use. Do not modify.
(optional)
TicketDir Directory where the endpoint maintenance ticket has to be copied in
order to relax ‘client hardening’.
UseTLS ‘yes’ when TLS is used (all communication is encrypted) Defined during client
‘no’ when TLS is not used (all communication is signed). installation.
Table 23: Client registry keys (1/2)
. The Parameters subentry is used to save different program options. Its keys are located in:

HKLM syst em Current Control Set\servi ces\sk\paraneters

The following table contains details of the major registry key entries for Sanctuary Client Driver.

Key Name Type Description Default value
Enum Subkey Contains device list.
Limits Subkey Copy limit settings (UpdateTime, CachedSize, and so

on).

EventLog REG_DWORD |Internal use. Do not modify.
FileLog REG_DWORD |Internal use. Do not modify.
Classes REG_DWORD |Contains device names and permissions
HistoryPeriodSecs REG_DWORD |Internal use. Do not modify.
ShadowDirHistory REG_BINARY |Internal use. Do not modify.
Debug REG_DWORD |Use for debugging purposes. 3 (reboot to activate)
Security Subkey Internal use. Do not modify.
ComputerName REG_SzZ Internal use. Do not modify.

Table 24: Client registry keys (2/2)
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Appendix C: Upgrading from old versions

The information in this appendix is product specific.

If you are upgrading from a previous version of Sanctuary, you should be aware that the upgrade process
should always be done in the following order:

1.

If you are using any of the programs that form our Sanctuary Application Control Suite, you have to
ensure that the computer and user/group ‘Blocking Mode’ option is set to the appropriate value. If
this is not done, the setup cannot proceed, as it would be classified as an unknown executable that
needs authorization.

Stop the SecureWave Application Server service. This service can be started and stopped through
the Windows Services Panel or using the command line (net stop sxs and net start sxs). The setup
Wizard stops, updates, and starts the service automatically without your intervention only if the
SecureWave Application Server resides on the same machine as the SecureWave Sanctuary
Database. If you are using several SecureWave Application Servers please stop their respective
services manually before proceeding.

&5 We strongly recommend backing up your database before updating Sanctuary.

Update the SecureWave Sanctuary Database in your SQL server (SQL Server 2000/2005, SQL
Server 2005 Express Edition, or MSDE 2000).

4. Update all existing SecureWave Application Server.

5. Update the Sanctuary Management Console.

6. Finally, update the Sanctuary Client(s).

‘\ Old Sanctuary Management Console simply refuses to communicate with a more recent
SecureWave Application Server.

é A Sanctuary Client update requires a reboot.

‘\ Never change the key pair during a Sanctuary upgrade where client hardening is switched
on, otherwise your upgrade will fail.

Z5 If you update from older versions of Sanctuary, but you keep the old clients,
device/application permissions are NOT sent to them. You must consider updating these
older clients as soon as possible. You also lose the added security that new Sanctuary
Client offers against deleting, modifying, or altering its components.

You must stop SecureWave Application Server(s) — using het stop SXS’from the
command-line prompt — BEFORE updating the database.

Z5 If you are planning to keep old clients versions, do not forget to choose the correct
communication protocol supported by your Sanctuary Client when updating your
SecureWave Application Server(s).

&5 You must have a Certificate Authority if you want to take advantage of an encrypted channel

for Sanctuary Client Driver -SecureWave Application Server and intra-SecureWave
Application Server communications.
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To summarize, the upgrade is done in two broad stages:

> First, upgrade all server-side components — during this first stage, the new server-side components have
to work with the old client versions.

>  Second, deploy the new client upgrade packages — the client deployment stage may be organized in
batches and may take several days to complete.

The server-side components have not been designed to communicate with old clients. You should also update
them.

Sanctuary Device Control

Sanctuary installation routines can upgrade from Sanctuary Device Control version 2.8 and above. If you are
running an older version, you should first uninstall the program completely before deploying the new server
and client components.

25 The server addresses you set on the Default Options dialog (Default & Computer options)

are not kept if you are updating from Sanctuary Application Control Custom Edition v2.8.
You should change them back to the correct value after installing this new version. See the
Sanctuary Application Control Suite Administrator's Guide for more information about how to
change these options.

Z5 Since permission’s structure has changed radically from previous versions, your risk not

transmitting them properly to older clients. You should consider an immediate client update
in these cases.

Z5 You may have to manually re-classify some devices in other classes. This is specially true if

the class they belong to has been reclassified or disappear. Please check the Sanctuary
Device Control Administrator's Guide and the readme file for more info.

Sanctuary Server Edition

Sanctuary installation routines support upgrading from SecureEXE 2.7.6. If you have a previous version, you
should first uninstall it completely before deploying the new server and client components.

Upgrading SecureEXE Clients

You can upgrade the SecureEXE Client driver to Sanctuary Application Control Server Edition doing one of
the following actions:

> Running the setup.exe file from the Client folder of the Sanctuary CD-ROM.

‘\ If you are installing the Sanctuary Client on a Vista machine with Vista’s UAC functionality
turned on, you must use setup.exe (not Control Panel = Add/Remove Programs) otherwise
the operation will fail.

> Deploying the Sanctuary Client.msi and a Sanctuary Client.mst files as described in Chapter 8:
Unattended Client installation on page 63.

> After upgrading to a new version of the Sanctuary Client using this method it is important that you reboot
the client machine as network cards may otherwise be disabled.

> Running the Setup in command-line mode. Refer to Chapter 8: Unattended Client installation on page 63
for more information about how to create a transform file (.mst extension):

Msi exec /i "Sanctuarydient.nsi" /qgn TRANSFORMS="Sanctuarydient.nst" /L*v
% MP% set upcl tsu. | og
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Upgrading Server-side components

1. If you have installed the SecureWave Application Server on a different computer than the database,
it is important that you stop the SecureWave Application Server service on that computer before
upgrading:

net stop sxs

2. Run the setup.exe file located in the \SERVER\db folder on the computer where you installed the
SecureWave Sanctuary Database.

‘\ You should do a database backup before proceeding with an update.

3. Run the setup.exe file located in the \SERVER\SXS folder on the computer(s) where you installed
the SecureWave Application Server.

4. Run the setup.exe file located in the \SERVER\SMC folder on the computer(s) where you installed
the Sanctuary Management Console.

&5 It is very important that you upgrade first the database, then the SecureWave Application
Server(s), and finally the Management tools. Furthermore, always upgrade server-side
components before upgrading the clients.

Upgrading from a previous SecureWave Application Server version

If you are upgrading the SecureWave Application Server instead of making a ‘clean’ installation, the dialogs
and steps change from those found in the SecureWave Application Server installation chapter as depicted in
the following steps.

1. Log on to the computer where the SecureWave Application Server component is installed.

2. Close all programs running on the computer and stop the SecureWave Application Server service
(c>Net Stop SXS).

3. Insert the Sanctuary CD in your DVD/CD drive and run setup.exe located in the \SERVER\sxs
folder.

4. The Welcome dialog is displayed informing you that a previous version of the server is already
installed and there is an upgrade.

Welcome to the Wise Solutions Wizard for
SecureWave Application Server

An existing installation of SecureWave Application Server has
been detected on this computer and is going to be upgraded.

WARNING: This program is protected by copyright law and
international treaties.

| Cancel

5. Figure 123: SecureWave Application Server upgrade: First step

6. Click on the NexT button to continue. You are now asked what kind of communication protocol the
SecureWave Application Server should use. You can choose among four: v3.0 or older, v3.1, v4.0,
v4.1 or newer. Choose your option from the list. You can always change this setting later by
modifying the CommVer registry key — see Table 19 on page 100 for more information.
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1% SecureWave Application Server, - Wise Solutions Wizard

Server communication protocol
Specify the version of the communication protocol supported by the Secure\ave
Application Server,
This edition of Sanctusry Uses a superior communication protacal betwssn the
Server and the Client,
I this Server wil only be used to communicate with these enhanced clients, it i
recommended to disable the support of older protacols by the Server.

Specify an older communication protocal version only if older client versions will
conneck ko this server,

Server communication protocol version: | &

[ < Back. ] [ Mext > ] [ Cancel ]

Figure 124: SecureWave Application Server upgrade: Protocol selection dialog

7. The setup program has now all the necessary elements to begin the installation or upgrade
process.

1% SecureWave Application Server - Wise Solutions Wizard

Ready to Upgrade the Program

The wizard is ready to begin installation.

Click Upgrade to begin the installation,

TF you want o review or change any of your installation settings, dick Back, Click Cancel ta
exit the wizard.

[ <Back || Upgrade \[ Cancel ]

Figure 125: SecureWave Application Server upgrade: Protocol selection dialog

8. Click on UPGRADE to begin the process.

9. The program verifies you license and RPC protocol.

&5

Beware that the Sanctuary Client Driver v2.8x communicate with the SecureWave
Application Server through ports 33114 & 33115 while the updated SecureWave Application

Server only uses port 33115. If you do not update all your old client drivers, you should
modify the SxdPort registry key accordingly. See Sanctuary Client registry keys on page 102

for more information.
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on Windows XP SP2/2003 SP1

The information in this appendix is relevant to all Sanctuary software suite products.

By default, Windows Firewall is enabled on computers that are running Windows XP SP2 or Windows 2003
SP1. Windows Firewall closes ports such as 33115, 65129, and 65229 (if using TLS protocol) that are used by
Sanctuary Client Driver and SecureWave Application Server to communicate over TCP. Sanctuary Client
Drivers that are trying to connect to the SecureWave Application Server will not be able to connect until an
exception is set in Windows Firewall.

With these Service Packs, a number of changes have been made in the Remote Procedure Call (RPC)
service that help make RPC interfaces secure by default and reduces the attack surface of Windows XP/2003.
Sanctuary Management Console installed on Windows XP/2003 trying to connect to the SecureWave
Application Server will not be able to do so unless the appropriate options are set.

‘\ Although you can use Windows XP for the database or/and console, you should not use it
for the SecureWave Application Server (or Sanctuary Client in the case of Sanctuary
Application Control Server Edition).

Connection between SecureWave Application Server and
the SecureWave Sanctuary Database

The SecureWave Application Server uses the MDAC (Microsoft Data Access Components) to connect to
SecureWave Sanctuary Database.

ADO (Microsoft ActiveX Data Objects), the technology used by the SecureWave Application Server, relies on
a protocol called Tabular Data Stream (TDS). By default, TDS uses port 1433 for incoming database traffic.

When the SecureWave Sanctuary Database is installed on a Windows XP SP2/2003 SP1 computer, make
sure that the TCP port 1433 is opened. Please refer to Configuring the firewall on page 112 for information
about how to configure Windows XP/2003.

You can preset the TDS port to another one during SQL Server setup (when you select the Select Network
Protocols option). After you have installed SQL Server, you must rerun the setup program and select the
Change Network Support option to change the TDS port.

If you want to use another port instead of the standard one (1433), you need to create an Alias. To do this,
follow these steps:

1. Use the Client Network Utility command found in the Start = Programs = Microsoft SQL Server
menu.

2. The SQL Server Client Network Utility dialog is displayed.
3. Choose the Alias tab.
4. Click on App. The Add Network Library Configuration dialog opens.

5. Type in a name in the ‘Server Alias’ field. If you are using Network Libraries, select the TCP/IP
option.

6. Type in the Server name and change the port in the lower field (Pipe name) located on the right
panel of the dialog (Connection parameters).
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7. Click on OK to close the dialog and accept the new Alias.
During the setup process, you must then provide this Alias instead of the SQL server name.

You can find more details, in the Microsoft knowledge base article ‘How Windows XP Service Pack 2 (SP2)
Affects SQL Server and MSDE 2000’, available at Microsoft's Web site.

Connection between the Sanctuary Management Console
and the SecureWave Application Server

A number of changes have been made in the Remote Procedure Call (RPC) service for Windows XP
SP2/2003 SP1 that help make RPC interfaces secure by default and reduce the attack surface of
Windows XP/2003. The most significant change is the addition of the RestrictRemoteClients registry key.
This key modifies the behavior of all RPC interfaces on the system and, by default, eliminates remote
anonymous access to RPC interfaces, with some exceptions.

The Sanctuary Management Console uses the RPC protocol to connect to the SecureWave Application
Server.

Please note that there have been several important changes concerning the TCP/IP communication protocol,
RPC, firewall, and other points on Windows XP SP2. Please refer to Microsoft's Web site for more information.

Stage 1: Configuring a fixed port on the server

By default, SecureWave Application Server uses dynamic ports for the RPC communication with the
Console. The ports change every time the SecureWave Application Server is started, making it
impossible to configure the firewall.

In order to be able to configure the firewall, it is mandatory to instruct the SecureWave Application
Server to use a fixed port. To do this, open RegEdit and set the following entry:

Key: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\sxs\parameters
Name: Protocols

Type: REG_SZ

Value: ‘ncacn_ip_tcp[1234]

where 1234 represents the fixed TCP port number that you want to use for the communication between
the Consoles and the SecureWave Application Server.

You should restart the SecureWave Application Server for the setting to take effect (net stop sxs and
net start sxs).

Stage 2: Opening the port on the server firewall

On the computer where the console is installed, open the chosen ports on the firewall. If you have the
console installed on Windows XP/2003, see Configuring the firewall on page 112 for more details.

Connecting to the Server using the fixed port

In the Connect dialog of the Sanctuary Management Console, specify the fixed port to use to
communicate with the server, such as secsrv.secure.com[1234].

Connecting using the Endpoint Mapper

If you do not want to specify the fixed port in the Connect dialog of the Sanctuary Management
Console, it is possible to instruct the Console to retrieve the port in use directly from the Endpoint
Mapper on the SecureWave Application Server.

In Windows XP SP2 or Windows 2003 SP1, by default, the RPC Endpoint Mapper interface (port 135)
is not accessible anonymously. This is a significant security improvement, but it changes the task of
resolving an endpoint.
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Currently, an RPC client that attempts to make a call using a dynamic endpoint first queries the RPC
Endpoint Mapper on the server to determine to which endpoint it should connect. This query is
performed anonymously, even if the RPC client call is, itself, done using RPC security.

Anonymous calls to the RPC Endpoint Mapper interface fail by default on Windows XP SP2 or
Windows 2003 SP1 because of the default value for the RestrictRemoteClients key.

This makes it necessary to modify the RPC client runtime to perform an authenticated query to the
Endpoint Mapper. If the EnableAuthEpResolution key is set on the client, the RPC client runtime uses
NTLM to authenticate to the Endpoint Mapper.

Setting the EnableAuthEpResolution Registry Key instructs the Sanctuary Management Console to use
NTLM to authenticate to the Endpoint mapper and obtain what endpoint it should connect to on the
SecureWave Application Server.

You may also experience some authentication problems when running the Sanctuary Management
Console on a computer with Windows XP SP2 or Windows 2003 SP1. The console displays an access
denied popup message even when the correct credentials are specified. To fix this, the following key
must be set on the Windows XP SP2 or Windows 2003 SP1 machines running the Sanctuary
Management Console:

Key: HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows NT\RPC

Name: ‘EnableAuthEpResolution’

Type: REG_DWORD

Value: 0x00000001
and

Name: ‘RestrictRemoteClients’

Type: REG_DWORD

Value: 0x00000000

See http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/sp2netwk.mspx for more
information about these settings.

&5 The Sanctuary Management Console setup prompts you to create this key if it does not
exist.
Z5 Operating systems prior to Windows XP SP2/2003 SP1 do not support the
‘EnableAuthEpResolution’ key.
Summary
Connection string to use in Port to open on the Protocols registry key on the
the Sanctuary Management SecureWave Application SecureWave Application
Console Server firewall Server
MyComputer.MyDomain.com[1 1234 ncacn_ip_tcp[1234]
234]
MyComputer 1234 & 135 ncacn_ip_tcp[1234]
Replace ‘1234’ with the actual port you want to use for the communication between the Sanctuary
Management Console and the SecureWave Application Server.

Table 25: Communication ports in Windows XP
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Connection between the Sanctuary Client Driver and the
SecureWave Application Server

If you install the SecureWave Application Server and the client(s) on different machines, and you have a
firewall between them (including Windows XP firewall, if applicable), the communication between them may be
blocked.

The default ports used for the communication between the drivers and SecureWave Application Server are the
following ones:

> The SecureWave Application Server listens on port TCP 65129 (65229 if using TLS protocol).

>  The Sanctuary Client Driver listens on port TCP 33115.

See the next section, Configuring the firewall, for information about how to configure Windows XP/2003.

&5 The ports used for the communication between the client and the SecureWave Application

Server can be configured. See SecureWave Application Server registry keys on page 97
and Sanctuary Client registry keys on page 102.

Configuring the firewall

With Windows XP SP2, the integrated firewall is enabled by default. You can also activate it on Windows 2003
SP1. Here is a procedure to open a TCP port on the firewall:

1. Click on START, and then click on RuN.
2. In the Run dialog box, type Firewall.cpl, and then click on OK.
3. On the Exceptions tab, click on Abb PORT.

4. In the Port number box, type the number of the port to open (33115, 65129, and 65229 — if using
TLS protocol), and then click on the TCP button.

5. In the Name box, type a name for the port, and then click on OK. The new service is displayed on
the Exceptions tab.

6. To enable the port, click to select the check box next to your new service, and then click on OK.

Z5 The Installation Wizard proposes to open these ports for you during the setup phase even if
they are already opened.
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Another way of configuring your firewall is by using Windows’ Netsh command. To open a port using this
command:

1. Click on START, and then click on Run.

2. In the Run dialog box, type ‘netsh firewall set portopening TCP 33115 SecureWave_33115
ENABLE’, and then click on OK. In this example, we use port 33115. You will also need to open
port 65129 and 65229 (if using TLS protocol).

Port 65129

(and/or 65229 if
using TLS
protocol)

SecureWave Application
Server (SXS)

33115

Client Driver (SK)

Figure 126: Communication ports between SecureWave Application Server and the client driver
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Appendix E: Opening firewall ports for client
deployment

The information in this appendix is relevant to all Sanctuary software suite except for Sanctuary Application
Control Server Edition (as the client cannot be installed on Windows XP, Windows 2000 Pro computers).

Microsoft Windows XP SP2 and Vista enables the Windows Firewall by default. While this firewall
configuration helps secure your system, it can also prevent legitimate software from interacting with the
computer.

Many NetBIOS and DirectHost services, such as our deployment tool, rely upon a combination of TCP and
UDP network ports, specifically TCP 139, TCP 445, UDP 137, and UDP 138. These services are installed by
default on Windows NT 4.0 and Windows 2000 systems, as well as domain-joined Windows XP systems.

With the advent of Windows XP SP2 and Vista these services are, by default, no longer available to remote
systems. This firewall denies access to these services and prevents connections to all network ports. The
defaults settings prevent our installation tool to connect to the remote computers.

With the methods described in this appendix, you can preserve system security while deploying our software
in your organization.

You can apply these necessary firewall settings on a computer-by-computer basis, or via an Active Directory
domain group policy as explained in the following sections.

&5 You should activate the File and Print Sharing to Microsoft Networks’ & ‘Client for Microsoft
Networks’ services in all your machines. These services are used for the Sanctuary Client
deployment, eDirectory synchronization, and if you are planning to install SQL Server 2005
Express Edition.

To manually open the ports on a computer-by-computer
basis

1. Start =2 Settings = Control Panel = Windows Firewall (or click on SECURITY CENTER and then
WiNDows FIREWALL) and go to the Exceptions tab.

On this tab, you can choose to enable the File and Print Sharing services (as well as other listed
services). By enabling File and Printer Sharing services, TCP ports 139 and 445, and UDP ports
137 and 138, you can install our client remotely using our deployment tool, while all other (non-
selected) services are blocked.

If the computer resides on a remote IP subnet, you will need to edit the service and choose Subnet
as the Scope.

2. Click on OK to close the Windows Firewall control panel.

3. Restart the computer to enable these choices.
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To open the ports on a computer-by-computer basis with
a .bat file

Open your notepad or your favorite text processor and type or copy and paste the following lines:

netsh firewall set portopening protocol =UDP port =137
nane=Sanct uary_UDP_137 node=ENABLE profil e=Al Il

netsh firewal |l set portopening protocol =UDP port=138
nane=Sanctuary_ UDP_138 node=ENABLE profil e=Al |

netsh firewal |l set portopening protocol =TCP port=139
nane=Sanctuary_TCP_139 node=ENABLE profil e=Al Il

netsh firewall set portopening protocol =TCP port =445
nane=Sanct uary_TCP_445 node=ENABLE profil e=Al |

Save and run on each machine.

To open the firewall ports via an Active Directory Group
policy

While it is possible to open ports manually in a small network, this can also be achieved in a larger scale by
centrally configuring the Windows firewall using Group Policy. When the XP SP2/Vista machines log on to the
network, they will inherit the customized Group Policies, thus opening the Windows Firewall ports required for
remote deployment. This is the Microsoft recommended method to centrally manage Windows Firewall
settings.

In the following steps, we modify a domain group policy to open the needed ports.
&5 To avoid compatibility problems ensure that the machine has the latest patches and service
packs.
If you are using a Windows Server 2003 with Service Pack 1 computer joined to the domain:
1. Log on as domain administrator.
2. Download and install the .NET framework (required for the next step).

3. Download and install the Microsoft Group Policy Management Console (GPMC) from Microsoft's
Web site.
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To create the Group Policy (GPO):

1. Open the Group Policy Management console (Start = Run = gpmc.msc)

S Group Palicy Management

S File  Action  View Window Help

© -+ fm@E =3

% aroup Policy Management
= 4 Fore:

BREl0 s

+- L[] Sites
(=} eroup Policy Modsling

(& eroup Policy Results

Domains

Contents |

Domain
- s

Current Domain Contraller

SECUIEWAYE. COM

1 objectis)

Figure 127. Open firewall ports: Select domain and forest

2. Select the Forest and the Domain for which you want to create a Windows Firewall Policy.

3. Right-click on the entry for Default Domain Policy and select EDIT.

=i Group Policy Management

S Fle  Action  View Window  Help
€« = m@m) X £
| croue Poicy Hanagement Default Domain Policy
£}, Forest: scurewave.com e " -
£ & tamains pe | Details | Settings | Delegation|
2 29 securemave.com Links
fFault Do cy Display links in this location: [ sesuremave.con =
- &3 Domain Controllers |
,,% Group Policy Obiects The following sites, domains, and OLUs are finked to this GPO
L Filk 3
+_EEELES ers Location ~ Enfoced | LinkEnabled | Path
(23 &roup Palicy Modeling ) secusnave.com Mo Yes securwave cor
(3 &roup Palicy Results
& P & < I >

Security Filtering

The seftings in this GPO can only appl to the folloving groups, users, and computers:

Name
€7 Authentioated Users

[ asa. J [ Pemave

‘WHI Filtering
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T
| <nanes
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Figure 128. Open firewall ports: Edit the Default Domain Policy

This opens a Group Policy window for the selected domain:
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Figure 129. Open firewall ports: Modify file and printer sharing exceptions

4. Expand the Computer Configuration tree and navigate to the Administrative Templates = Network
- Network Connections = Windows Firewall = Domain Profile folder, as illustrated in the previous

figure.

The simplest way to enable the ports used by our deployment tool is to enable the policy Windows
Firewall: Allow file and printer sharing exception.

following dialog appears:

Right-click on Windows Firewall: Allow file and printer sharing exception and select Properties. The

Windows Firewall: Allow file and printer sharing exc... [ |[X]

Setting | Explain
M Windows Firewall: Allow fle and printer sharing exception
© Not Configured
(&) Enabled
©) Disabled
Alow unsolicited incaming messages fram: A
Synta
Tupe ™ to allow messages fiam any network, o
elte type a comma-separated list that containg
any number or combination of thess
IP addiesses, such as 10.0.0.1
Subnet descriptions, such as 10.2.3.0/24
The stiing “lacakubnet” “
Supported on: At least Microsoft Windows <P Professional wih SP2
Previous Seting | [ New Setling |
Lok [ cecel J [ #eeb ]

Figure 130. Open firewall ports: Enable the required ports

6. Choose Enabled and then enter Localsubnet in the Allow unsolicited incoming messages from field.

7. To save these settings click on AppLy and then on OK.

Enabling File and Printer Sharing access opens TCP ports 139 and 445, and UDP ports 137 and 138,

making them available to other

machines on the same local IP subnet. These machines appear

completely blocked for systems outside of the local subnet.

To improve security

To enhance further the security, you can replace ‘localsubnet’ in step 7 of the preceding procedure with the
specific IP address or addresses (comma separated) of the computers allowed to deploy the client.

18
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Appendix F: Using the synchronization script
for Novell

The information in this appendix is relevant to all Sanctuary products. When using Sanctuary Application
Control Server Edition, be aware that the client cannot be installed on Windows XP or Windows 2000 Pro
computers, you will be limited to an installation in a Windows Server 2003.

Introduction

Novell has always been an active part of the network community. Its roots go back to the early 1980s when it
offered a product to share files and printers in a small LAN structure based on PCs. Still going strong today,
Novell networks have the same security and data control problems as all other LAN and WAN products in the
market. Many modern WANs and LANSs share different network operating systems in a heterogeneous
environment that often include Novell as a solution.

In this appendix, we analyze the extra component offered by Sanctuary to synchronize those eDirectory
objects (OU, group, user, and workstations) so that an administrator can manage them and deny/allow access
to I/O devices in a Novell setting.

Z5 You should activate the File and Print Sharing to Microsoft Networks’ service & ‘Client for

Microsoft Networks’ in all your machines. These services are used for the endpoint driver
deployment, eDirectory synchronization, and if you are planning to install SQL Server 2005
Express Edition.

What components are required?

There are four distinct components necessary for the implementation of Sanctuary on Novell systems:
> A Novell server (version 6.5 or later, version 5.x requires SecureWave approval).

> A SQL server that holds the SecureWave Sanctuary Database— it does not need to have a Novell client,
but it may if you are trying to run the synchronization script directly from the server so you do not need to
specify the SQL address, user name and password.

> A Sanctuary’s script file (written in VBScript) provided on the installation CD under the \scripts directory.

> A Windows machine with a Novell client on which the synchronization script is executed. This machine
must already have Novell’'s NDAP ActiveX objects installed. You can find these components on Novell’s
Web site or on your Sanctuary installation CD.

How does the Novell interface works?

Once Sanctuary is installed and configured completely — including the SecureWave Application Server,
SecureWave Sanctuary Database, and Sanctuary Client — Novell’s eDirectory trees are synchronized using
an external script and appear on the Sanctuary Management Console structure so that permissions and rules
can be assigned to explicit objects. This VBScript translates and synchronizes the Globally Unique Identifiers
(GUIDs) of eDirectory objects into the Security Identifiers (SID) used internally by Sanctuary.

The administrator can still use the Synchronize Domain command of the Tools menu (or from the Control
Panel) to synchronize individual machines or Windows domains.
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The administrator must run the synchronization script on a regular basis to synchronize all eDirectory objects.
This can either be done manually or with a scheduled execution:

> In the manual execution, the administrator starts the VBScript by running it directly from the Windows’
Run menu or command window.

> For a scheduled execution, the administrator uses the Windows Task Scheduler Service (AT or WINAT).
Please see Scheduling domain synchronizations on page 87 for an example.

Synchronization script parameters

The script asks for four parameters, only one of which is mandatory:

Parameter Used for Notes
Novell server Novell server’s tree name to be synchronized. Compulsory.
tree name
SQL server The address or name of the SQL server hosting | Optional. If none specified, ‘(local)’ is used. This
address or name | the SecureWave Sanctuary Database. only works when Novell’s client, the

synchronization script, NDAP, and the database
are on the same physical machine.

User’'s name The user’'s name used to log into the SQL Optional. If none specified, a ‘blank’ user is
database. used.

User’s password | The user’s password used to log the user into Optional. If none specified, a ‘blank’ password is
the SQL database. used.

Table 26: Novell script's parameters

The user’s name and password used to connect to the Novell server are those of the logged one. Take into
account that if you do not logon as administrator, you will not have access to some objects of the eDirectory
tree. If the SQL credentials are not specified, the current ones are used instead.

Z5 If you are using Microsoft SQL 2005 you should specify the SQL server (optionally the user
name and password), even if it is local to the machine, as (local)\SQLExpress:
c:\>cscript.exe \path_to_folder\NDSSync.vbs Novell_Server_Tree (local)\SQLEXxpress.

How to use Novell’s synchronization script

Once all the Sanctuary components are installed —the SecureWave Sanctuary Database, SecureWave
Application Server, and Sanctuary Management Console — make sure that the console can communicate
with the SecureWave Application Server and that the administrators can define or modify Sanctuary policies.
Once this done, follow these simple steps:

1. Configure initial policies using the well-known accounts (Everyone, LocalSystem, etc).

2. Deploy Sanctuary Client. The Sanctuary Clients must be able to communicate with the
SecureWave Application Server and they must adhere to the policies that apply to the well-known
accounts.

3. Run the synchronization script, either manually or automatically.

4. Once the script finishes, the account selection dialogs in the console should display the user
accounts, groups, and OUs.

5. Make the changes you want to the Sanctuary policies.
6. Update the clients and check whether they follow the new policies.

Z5 Although any user can start the synchronization process, just like in the Active Directory

case, some eDirectory objects may require additional permissions. This depends on the
organization’s structure and policy. The user must be the database owner or have
insert+delete+update permissions to do the synchronization.

&5 Only user, group, OU, and Organization objects are synchronized. If ZENworks is installed,
Workstation objects are also synchronized.
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Script examples

In this section, we give some typical usage examples. Remember that you can always run the script through
Windows’ Scheduler Task.

1. cscript.exe NDSSync.vbs Novell_server_tree
In this example, we are trying to synchronize objects from the Novell tree called
‘Novell_server_tree’ and place them on the local database SQL server. You will need to run it
directly from the SQL server machine so you need Novell’s client, synchronization script, NDAP and
the database on the same physical machine. You can find these components on Novell's Web site
or on your Sanctuary CD.

2. In the next example, the script is not run locally from the SQL server machine. You need to specify,
besides the Novell server, the emplacement of the database server:
cscript.exe NDSSync.vbs Novell_Server_tree DB_server

3. The next example explicitly sets the user and password to access the table in the database since
they are not the same as the logged user who runs the script:
cscript.exe NDSSync.vbs Novell_Server_tree DB_server Authorized_user User’'s_Password

4. If you want to save the results in a log file, you can use redirection characters:
cscript.exe NDSSync.vbs Novell_Server_tree > log.txt

Z5 Remember that you require Novell’s client, the synchronization script, and NDAP on a
Windows machine.

What can go wrong and how do | fix it?

In this section, you can find a general guidelines to some common errors found when running the script. We
do not include the obvious ones such as not finding the script or using it directly instead of running it through
cscript.exe.

The script is not working or it is missing some objects in the eDirectory structure.

Check that you have the correct permissions for the Novell server you are specifying. If you do not have
administration rights, the script will fail to synchronize all/part of the eDirectory structure.

| get the message ‘DB connect failed’

Check you are specifying the correct SQL server address, user’'s name and password. Ensure the SQL server
is up and running. Check there is a valid connection between your machine and the SQL server (try
troubleshooting using the PING command). Check that the database table (sx) has been correctly installed.

| get the message ‘DBStart failed’

Check you have the correct database rights. You must be a user, or specify the correct one as a parameter,
that has insert+delete+update permissions for the database in order to do the synchronization.

| get the message ‘DBFeedDomain failed’

Several SQL statements failed to execute. Ensure you have the proper rights to insert+delete+update in the
database table.

| get the message ‘DBComplete failed’

Several SQL statements failed to execute. Check you have the proper rights to insert+delete+update in the
database table.

There is no synchronization when running NDSSync.vbs script

If you installed SQL Server 2005 Express Edition with our installation wizard, or manually using the Windows
Authentication mode, you cannot connect to the SecureWave Sanctuary Database machine using credentials
different from those of the system administrator provided as script’s parameters. Login as administrator of the
Database Server machine or enable SQL Authentication for your SQL Server 2005 Express Edition
installation.
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| get the message “ActiveX component can’t create object: ‘NWDirLink.NWDDirCtrl.1’”

Check NDAP is installed on the machine from where you are running the script.

Installing your synchronization script

Please follow these steps to quickly get your synchronization script installation up and running (your Novell
server must be ready before proceeding):

1. Install the database server. This is the first component to install since Sanctuary solution uses this
database to store diverse information. The database is stored in a SQL server (full-blown version or
MSDE 2000, depending on your company’s size). To install the database, see Chapter 2: Installing
the SecureWave Sanctuary Database on page 17.

2. Install the SecureWave Application Server. This provides the interface between the database and
the client component and between the console — used to define/modify/delete/create permissions
and rules — and the database. You need to install at least one SecureWave Application Server.
This can be on the same computer as the database. To install the SecureWave Application Server,
see Chapter 3: Installing the SecureWave Application Server on page 25.

3. Install the Sanctuary Management Console, to manage the definition, modification, deletion, and
creation of permissions and rules. You can install the console in the same machine as the database
and SecureWave Application Server or in a different one. To install the console, see Chapter 4:
Installing the Sanctuary Management Console on page 37.

4. Install a Novell client and our synchronization script on one of your Windows client machines. This
machine must already have Novell's NDAP ActiveX objects installed (available on Novell's Web site
or your installation CD). You can find the necessary synchronization script (NDSSync.vbs) in the
Scripts directory.

25 Windows’ Gateway Services for Netware (GSNW) is not sufficient to run the NDSSync.vbs
synchronization script.

5. Define simple permissions rules for the well-known accounts (Everyone, LocalSystem, etc.) using
the Console installed in step 3. See Sanctuary's Quick Setup and Configuration Guide.

6. Install or deploy the clients through your network to start the protection process. To install a single
client, run setup.exe located in the \CLIENT folder of your installation CD: to deploy several, consult
Chapter 8: Unattended Client installation and Chapter 5: Installing the Sanctuary Client on your
endpoint computers.

&5 If you are installing/uninstalling the Sanctuary Client Driver on a Vista machine with Vista’s

UAC functionality turned on, you must use setup.exe (not Control Panel 2 Add/Remove
Programs) otherwise the operation will fail.

7. Ensure that the clients are communicating with the SecureWave Application Server and the policies
defined in step 5 are enforced.

8. Run the script (c:\>cscript.exe \path_to_folde\NDSSync.vbs Novell_Server_Tree) as an
Administrator on the client machine installed in step 6. You can optionally add the SQL server
parameters to the script: c:\>cscript.exe \path_to_folde\NDSSync.vbs Novell_Server_Tree [<SQL
Server> [<SQL User Name> <SQL Password>]. You can run this script manually from time to time
(if there are not too many changes in your eDirectory structure) or automatically using a scheduler
software application. See an example in Scheduling domain synchronizations.

Z5 If you are using Microsoft SQL 2005 you should specify the SQL server (optionally the user

name and password), even if it is local to the machine, as (local)\SQLExpress:
c:\>cscript.exe \path_to_folder\NDSSync.vbs Novell_Server_Tree (local)\SQLExpress.

9. When the script finishes, open the Sanctuary Management Console. You can now select the user
accounts, groups, workstations, and OUs when defining permissions. Create a simple permissions
rule for a device/application. Send the updates to the client machines.

10. Test the enforcement of the new permissions rule defined in step 9.
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If you use NDSSync.vbs script to connect to SecureWave Sanctuary Database from a

remote computer, SQL Authentication is used. This is also the case when the database and
console are installed on the same machine and you login as a different user. If you installed
SQL 2005 Server Express Edition with our installation wizard, or manually using the
Windows Authentication mode, the login options of the script cannot be used. In this case, it
is impossible to synchronize Novell’s eDirectory using user credentials different from those
of the system administrator of the Database Server machine as NDSSync.vbs script

parameters.

The following table summarizes the previous steps:

Step | Description Purpose Reference
Install the database. Store permissions, rules, and Chapter 2: Installing the
1 settings. SecureWave Sanctuary
Database.
2 Install the SecureWave Application | Interface between database and Chapter 3: Installing the

Server.

clients/console.

SecureWave Application Server.

Install the console.

Manage permissions, options, and

Chapter 4: Installing the Sanctuary

3 rules. Management Console.
Install Sanctuary Synchronization Setup required to run Sanctuary Help file, Administrator’'s Guides,
4 script, a Novell client, and NDAP Synchronization script. Script examples, and Novell's
on a Windows machine. guides.
Define basic permissions. Be sure that everything is working Help file, Sanctuary's Quick Setup
5 correctly by defining some and Configuration Guide, and the
permissions for well-know groups. Administrator’s Guides.
Install clients. Begin the protection process. Chapter 5: Installing the Sanctuary
6 Client on your endpoint
computers and Chapter 8:
Unattended Client installation.
7 Run Sanctuary Synchronization Convey all eDirectory information See Script examples on page 121.
script . to the database.
8 Define new permissions for a Test. Help file and Administrator’s
Novell user in the console. Guides.
9 Proceed to define all of your Protect and enforce company’s

company’s policies.

Table 27: Novell quick guide installation steps
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Appendix G: Using Novell shares for your
DataFileDirectory

The information in this appendix is relevant to all Sanctuary products. If you are using Sanctuary Application
Control Server Edition, be aware that Novell’s client cannot be installed on Windows XP or Windows 2000 Pro,
you will be limited to an installation on Windows Server 2003.

DataFileDirectory access to a Novell share

When installing the SecureWave Application Server, the setup asks for a data file directory where all logs files
are stored. All servers can optionally write to the same, shared, directory or you can opt for having different
ones for each server (see Figure 1). It is possible to define such directory on a Novell server in the same way
as it is done for a Windows server. To do this, SecureWave Application Server must meet two conditions:

> |t/They must be able to have create/read/write/erase access on the Novell share.
> |t/They should have a transparent authentication access to the Novell server.

In this appendix, we explain how to create this shared directory to use transparently in a Novell environment.

Transparent SecureWave Application Server
authentication for Novell eDirectory

Due to the interaction between Novell eDirectory and Microsoft Windows (Active Directory or domain
environment is not required in this case), it is possible to have a transparent authentication for the
SecureWave Application Server.

Window’s user credentials (hame and password) are, by default, passed to Novell. If the same username
(including the same password) exists in Novell, this authentication process is transparent. If this is not the
case, Novell rejects the user for all non-interactive processes. If the process is an interactive one, Novell will
ask for a new authentication through the Novell Client for Windows.

In essence, the process consists in setting an account in Novell’s eDirectory structure with the same name
and password as in Windows (local or domain user). This account is going to be used by the SecureWave
Application Server service.

We make these assumptions in the following procedure (which, of course, differs from your actual Novell
installation):

>  The Novell Server is called ‘BOOGIE’.

>  The Novell Tree is called ‘SecureWave’.

> The Novell Context is called ‘TEST'.

> The Novell shared directory which will be used as DataFileDirectory for Sanctuary is called
‘BOOGIE_MYDATA.TEST:DataFileDir’ (which is located on server BOOGIE (context TEST) hosting a
shared directory (MYDATA) which contains a subdirectory named ‘DataFileDir’).

>  The SecureWave Application Server account used in Windows is called ‘sxs’.

> The shared folder and the ‘sxs’ account should already exist on the Novell eDirectory. Please refer to your

Novell documentation for further information about how to create shares and users in Novell. The ‘sxs’
account on the Novell eDirectory should have, by default, no rights to any files or directories.
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Using Novell v5.0 or later, follow these steps to enable this transparent authentication:

1. Run the Netware Administrator tool — nwadmn32.exe —, located at BOOGIE\SYS\PUBLIC\WIN32\
on the Novell server. This must be run from a Windows machine with a Novell Client for Windows
installed on it and logged on as a Novell administrator.

Now search the user account (sxs) in the root of the context TEST. This account is used to access the
Novell share by SecureWave Application Server, as shown below:

% NetWare Administrator - [TEST (SECUREWAVE)] =0l x|
[E) Qbject View Options Tooks Window Help =l&] x|

|

& eGuidePublicUser
& NFAUUser

£ BOOGIE Backup Job Queue I
[E ADMIN_BOOGIE

BOOGIE_MYDATA

BOOGIE_SYS

[ BOOGIE

+ZIBOOGIE-PS

YZILDAP Server - BOOGIE

YZILDAP Group - BOOGIE

¥ZISAS Service - BOOGIE -
K| d_‘

Tree: SECUREWAVE | admin. TEST

Figure 131: Searching the account that SecureWave Application Server is going to use

2. Open the properties window for user ‘sxs’. To do this, right click on the user and select Details.

B User:sxs

Identiicatian
Login name:  xs TEST Identfication
Given niame: [Ssciuar Servis Accaunt m
Lastname:  [SxS
Fulnsme. | Login Restrictions
R Mot [ | Pt Resicons |

Ottername: | B

. Login Time Fiestictions
=
= £ Hetwork Address
Restriction
Logi Scipt

m

Description

|

Locati

;Da‘tm 3 I :II Intnuder Lockout ﬁ
epartmen

Telephore: | _| Fights to Files and
e Ditectories
Fatmumber. | Bl

Group Membership
SeouiyEqualTs | |

0K | Concel | PageOpions. | hep |

Figure 132: Properties of the Novell account used for the SecureWave Application Server service

3. Click on PAsswoRrD RESTRICTIONS (located at the right panel of this window) and activate the
Require a password option.

Passward Restictions
Identfication
I llows use to shangs password
IV Require a password Enviranment
Minimum passward length 5 T e j
I Esree Periodic passiord changes.
Diays between forced oharass Password Restictions
Diste passiord expies:
| & o | Login Tire Restictions
' =2 =
Netuork Address
Restriction
I™ Fequiie uriaue passiords
I Lt arace [ogins Login Seript
Grace ogins aloped e j
Flematring arace logis e
ights o Files anc
Change Password E
Group Membership
SecutyEquelTe | |

0 | cawel | PaeOgions. | Hes |

Figure 133: Password restrictions windows for the Novell user

4. Click on CHANGE PAsswoRD and enter the same password and name as for its Windows
counterpart.

126 Sanctuary's Setup Guide 4.2.2



Appendix G: Using Novell shares for your DataFileDirectory

Old passward:

New passward:
| Help

oK

Cancel

elel]

Betype new passward:

The paszword change iz effective when OK iz
clicked and cannot be undone from the main dialog.

Figure 134: Change the password for the Novell user

5. Click on RIGHTS TO FILES AND DIRECTORIES (located on the right panel of the properties window), click

on FIND, and select the TEST context:

SearchContext x

Begin search in contest:

I Search entire subtree

Ok I Cancel | Help I

Figure 135: Selecting the context for the user’s rights

You should now see a window similar to the following one:

Rights to Files and Directories -
ol Identification =
olumes: I
i Eind...

EDMIN_BODGIE. TEST e |
EODGIE_My 5 Shw... |

EOOGIE_SvS. TEST

Hide | Login Restrictions I1

Al el DA Pazzword Restrictions I
Type | Molume Hamne [File or Directory Name Add... |
Deiehe | Laogin Time Restrictions I

| Netwaork Address '1

Fathii. Fiestriction
_I_I' _'I Login Script |1
— Riight
¥ Supervisor [V Create ¥ File Scan Intruder Lockout

¥ Fead ¥ Erase ¥ \coess Cortrol Rights to Filez and
5 Directories
I iit= ¥ adify Effective Rights... |
Group Membership I
Security Equal Ta ILI

(04 I Cancel | Page Options... | Help |

Figure 136: User rights for DataFileDirectory

6. Click on the App button and traverse the tree — starting from the context TEST — until you reach

the location of the data file directory object, as show in the next two screenshots.
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x|
Leeallable objects: Browse context;
I I Cancel
Hel|
ADMIN_BODGIE .. - ‘—pl
BOOGIE_MYDATA ADMIN_BOOGIE
BODGIE_SYS P ADusers

%2) Apache Group

#7) apchadmn-Fegisty
[ BOOGIE_MYDATA,
BOOGIE_Sv'5

(2] dirsmldriverset

92 Extend

(25 Movel+Netware & Server+5:

{23 Movel-Netware & User+E50 »
R B e ()

4
LChange Context

Figure 137: Selecting the data file directory location on the Novell file server (1/2)

; x
BOOGIE_MYDATA: BOOGIE_MYDATATEST oK
Available objects: Browse contest: e
I I e
& oo T E
B administrator B2 noo

B administrator
B3 GUID Howto BN datafiledic
B2 history B3 GUID Howle
[ leon B history
(e B2 sxs
BN testhomedis B testhomedirs
[ VOLDATATDF B2 ZENworks
[ Volume_Inventory. himl
[ Volume_nventom.sml
[ Volume_Trustees.sml
B ZEMworks

LChange Contest...

Figure 138: Selecting the data file directory location on the Novell file server (2/2)

Once this directory is selected, give the user the following rights to it:

Right Purpose
READ Needed by SecureWave Application Server for opening shadow files and logs.
WRITE Required by SecureWave Application Server to write to log files.

CREATE Needed by SecureWave Application Server to save fetched shadow files and
create new logs.

ERASE Required by SecureWave Application Server when performing database
maintenance.

MODIFY Needed by SecureWave Application Server when temporary SecureWave
Application Server files are converted into log files.

FILE Required at startup of SecureWave Application Server to enumerate the
SCAN present shadow files and logs.

Table 28: Novell user’s rights
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for encryption and TLS Communication

This appendix explains how to install and set up a Windows Certificate Authority (CA). You need a Certificate
Authority to grant certificates for your client drivers and SecureWave Application Server if you are going to use
TLS protocol for encrypted message communication. You will also need a CA if you are planning to centrally
encrypt removable devices.

Requirements

You must install, publish, and properly set a Microsoft Windows Certificate Authority in order to configure a
specifically managed removable media. The use of encryption to control and manage this feature fully protects
against the intentional or unintentional loss of sensitive data. This section lists all mandatory requirements to
install the CA needed to implement this specific product feature.

&5 If you are planning to install a Certificate Authority on a stand-alone server that is going to be

integrated to your network later, you need to be connected to at least one computer so that
Windows can recognize your network interface connector (NIC).

The Windows Certificate authority is tightly integrated to the Windows Active Directory. In order to use
encryption of removable storage devices, your domain must be configured to use Active Directory.

Integrating DNS with Active Directory

Although it is not a requirement to have the DNS integrated with Active Directory, it is important that the DNS
server be properly configured.

To check if your Microsoft DNS is properly configured and integrated with Active Directory, open the DNS
Management Console and check that the DNS zone contains the *_msdcs’ records. The following screenshot
shows how to check the DNS zone:

1 flo

SECSRY Mame Type Data

et v
j@ vent Viewer [E] kerberos Service Location (SRY) [0](100](58] secerv . secur...

Forward Lookup Zones = i
= _mscos.lu. Securewave (2] dap Service Location (SRY) [01[100][369] secsrv.lusec ..

dc

£ _sites

Figure 139: Verifying the DNS zone

Please refer to the Microsoft's Web site to get more information about how to check the configuration of your
DNS servers.
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Installing the Certificate Services

Communication

If there are no certificate services installed on your network, you should follow this step-by-step procedure for
the installation of the Microsoft Certificate Services.

1.
2.

Log on to one of the Active Directory Domain controllers as a domain administrator.

Go to the Start-> Settings - Control Panel menu.

Click on the Apb orR REMOVE PROGRAMS icon.

Select AbD/REMoVE WINDOWS COMPONENTS located on the left part of the screen.

Select the Certificate Services entry in the list of components and click on NexT.

£

25

= |
Change or

Remove
Programs

Add Mew
Programs

Add/Remove
windows
Components

Add a pragram from CD-ROM or floppy disk

Windows Components Wizard &l

Windows Components
You can add or remave comporents of Windows

To add of remove a component, click the checkbox. A shaded box means that only
part of the companent will be installed. Ta see what's included in a component, click

Detail:.

LComponents:

| (B coessories and Utiities 49ME A
o Appﬁcauun Server 334ME
i

|1 /= E-mail Services 1.1 MB

] @iFow Services: zame ¥

Description: Installs a certification authority (CA) to issue certificates for use with
public key security progiame.

Total disk space required E.2 ME
Detail
Space available on disk: 140944.3 ME

[ < Back ” Hest » I[ Cancal ]

<D ot Floppy
Windows Update

Categories ~|

Figure 140: Adding certificate services

6. Select the Enterprise root CA and click on NEXT.

130

Windows Components Wizard

CA Type
Select the type of Ca vou want to set up.

o} ‘

() Entegprise subordinate C&
() Stand-alone raot CA

) Stand-glone subordinate C4

Description of CA type
The most trusted C4 in an enterprize. Should be installed befare any other Ca,

[[]Use custom settings to generate the key pair and CA cerificate

[ <Back ][ New> | [ Cancal | |

Help

Figure 141: The Windows components wizard (1st page)
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7. Choose a Common name and Distinguished name suffix that will identify this CA and click on NEXT.

Windows Components Wizard

CA Identifying Information
Enter infarmation t identity this CA.

LCommon name for this Ca:
[tadea |

Distinguished name suffix
DC=h,DC=SecueWave ‘

Preview of distinguished name:
Ch=tadcaDC=h.DC=Securdwave ‘

Validity period: Expiration date;

5 |[rems v 5/10/2011 1:50 PM

[ <Back ][ Met> | [ Cowd | [ Heb |

Figure 142: The Windows components wizard (2nd page)

8. Choose an appropriate location for the Certificate Database Settings and click on NExT.

Windows Components Wizard |

Certificate Database Settings
Enter locations for the certificate database, database log. and configuration
information.

Lertificate database:

Wicizasainl

Certificate datsbase log:
| CAWINDDW/Shsystem32\Certlog |[ Browse. .. ]

[ Store configuration infarmation in a shared folder
Shared folder:

[ <Back J[ Mew> ] [ Cowd | [ Heb |

Figure 143: The Windows components wizard (3rd page)

Windows proceeds with the certificate services installation.

Windows Components Wizard

Configuring Components
Setup is making the configuration changes you requested

[=-h Please wail while Setup configures the campanents, This may take
"L)  severs miutes, depencing on he components selscied

Status: Copying files...

(NN A A AN AN RN AN RRANT

Figure 144: The Windows components wizard (final page)
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&5 After installation of the Sanctuary Client on the user’s machine, the user must log on at least

once in order to be able to access any encrypted media for which he was granted access
rights. During this first logon, the user certificate is issued by the Certificate Authority. This
certificate is used by the SecureWave Application Server to deliver per-media rights for
users. The Certificate is stored locally on the user’s machine and additionally published to
the Active Directory.

Vsl Depending on your Active Directory configuration and replication between domain

controllers setting, it may take some time to issue a certificate during the first user logon and
publish it to the Active Directory. During that period, the user is not authorized to access the
media.

&5 You must install a root enterprise level CA. There are two types of enterprise level Certificate

Authority: root and subordinate. In this case, 'root and subordinate' are just Microsoft terms
that identify hierarchy, thus, subordinate cannot exist without root. Since we use Active
Directory (AD) integration, the CA must be able to publish and issue certificates using (AD).
Only enterprise level CA is integrated with AD. The CA software of other vendors that
support AD integration can also be used.

Checking certificates are correctly issued to the users

If a user is denied access to an encrypted medium for which he/she has received proper rights, verify that the
Certificate Authority has correctly issued the certificates for this user. The following is a step-by-step
procedure to check that a user certificate has been correctly issued:

1. Log on to the user's machine.
2. Goto the Start 2 Run menu.
3. Enter mmc.exe in the Open field and click on OK.

4. In the Microsoft Management console, open the File menu and select Add/Remove Snap-in (or
press Ctrl+M).

5. Click on Apb.

6. Inthe Add Standalone Snap-in dialog, choose Certificates and click on Abp.

Eile  Action  Yiew  Favoritgs

e [m B @

Add Standalone Snap-in
Use thiz page to ad:

R nainsacied Available Standalone Snaprins:

Snap-in Wendar

f_ﬁ MET Framework 1.1 Configuration  Microsoft Corporation
e‘EAclwe Directory Domaing and Trusts  Microsoft Corporation
[ Active Directory Sites and Services  Micrsoft Corporation
@Aclwe Directory Users and Comput...  Microsoft Corporation

A ctivel Control Microsoft Corporation
Aulhonzatlon Manager Microsoft Carporation

Certificate Templates Microsoft Corporation

tes Microsoft Carporation
[ Certification Authority Miciosoft Corporation
@ Component Services Microsoft Carporation v

Description Description
The Certificates snap-n allows you to browse the contents of the
certificate storss For yoursell, 5 service, or a computer

L TarTer

Figure 145: The certificate snap-in
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7. In the Certificates Snap-in dialog, choose My user account and click on FiNnisH, CLose and OK.

Certificates snap-in @

This shap-n will alwaps manage certificates for.

() Servics sccount

() Computer account

Figure 146: The certificate snap-in: User account

8. Open the Certificates — Current User of the Personal node. You should see at least one entry with
the Encrypting File System, Secure Email, Client Authentication setting in the Intended purposes
column.

& m® @

(21 Comsale Root Is... Iss... | Expirati... Intended Purposes F

) Certificates - Current User Usar  tades  5/10f2007  Encrypting Fils System, Secure Emai, Cliant Authentication “
= (1 Personal

£3 Certificates

[ Untrusted Certificates

(23 Third-Party Raot Certification J
(23 Trusted People

(13 Certificate Enrollment Requests

Figure 147: The console: Certificate intended purposes

9. Check that the same certificate entry is present under the Certificates — Current User node of the
Active Directory User Object.

i Console] - [Consale Root\Certificates - Current User\ctive Directory User ObjectiCertificates] |:]@E|
By Bl Action View Favorites Window  Help == x|
& = @(m 2

(23 Consale Root ‘ Issu... Iss...  Expirati.. Intended Purposes

(=) Certificates - Current User User  tadea 5/10j2007  Encrypting Fils System, Securs Email, Clisnt Authentication

=1 Personal
(20 Certificates
[ Trusted Root Certification Authc
@[] Enterprise Trust
[ Intermediats Cartification Autha
=[] Active Directory User Ohbject
3 Certificates
&1 Trusted Publishers
& Untrusted Certificates
&[] Third-Parky Raok Certification A
&[] Trusted People
&[] Certificate Enrollment Requests

< |1 | >

Active Directory User Object store contains 1 certificate.

Figure 148: Verifying the user's certificate

If the certificates are correctly issued and present on the user's machine as described above, this user will
be able to access any authorized media for which he has received appropriate permissions.
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Z5 The access permissions to encrypted removable media are retrieved from the SecureWave
Application Server by the client following any of these events:

> The user inserts and accesses an encrypted media.
> The user inserts the encrypted media and then logs on.

It is mandatory that the SecureWave Application Server be online and accessible upon
these events. The received rights and disk encryption keys are cached locally in a protected
area of the hard drive, so that the user will be able to access the encrypted media when his
computer is disconnected from the network.

Checking certificates are correctly issued to endpoint
machines

If you choose to use TLS for Sanctuary Client Driver-SecureWave Application Server or intra-SecureWave
Application Server communications, there should exist issued certificates for each machine that uses this
mode. You can verify if they were correctly emitted by using the procedure described in the Checking
certificates are correctly issued to the users section on page 132. Note that you should select Computer
Account instead of My user account in step 7.
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The information in this appendix applies only to Sanctuary Application Control Suite.

During the installation of SecureWave Application Server, you are offered the opportunity of importing
Standard File Definitions (SFD). These definitions are sets of all the hashes of various operating systems files
supported by Sanctuary. We recommend installing the operating systems/applications that you use. There are
several reasons to do this:

> Sanctuary will know all the files of the operating system. This means you do not have to manually create
File Groups for the operating system files. You only have to add files to File Groups when you authorizing
other applications.

> SecureWave has already classified the operating system files into File Groups. This provides you with a
‘standard’ set of File Groups that can be used as a starting point for further authorizations.

> Importing file definitions makes your life easier when upgrading. As an example, the system already
knows that mfc42.dll is assigned to the ‘Windows Common’ File Group. When you receive a new version
of this file (e.g. when installing an operating system patch), the same File Group is automatically be
suggested in the Assign Files to File Group dialog.

> If you use Standard File Definitions, you can be sure that the operating system files were not tampered
with before you had a chance to add them to the different File Groups using the Console.

> The File Groups created while importing the Standard File Definitions during setup are automatically
assigned to the Groups and Users who are most likely to need them when beginning your authorization
work.

The next table summarizes the list of File Groups created and the users and groups to whom they are
assigned during setup:

File Group Name

Assigned users

16 Bit Applications

Administrators (group)

Accessories

Administrators (group), Everyone (group)

Administrative Tools

Administrators (group)

Boot files

Local Service (user), LocalSystem (user), Network Service (user)

Communication

Administrators (group)

Control Panel

Administrators (group)

DOS Applications

Administrators (group)

Entertainment

Administrators (group)

Logon files Everyone (group)
SecureWave support files | Administrators (group), Everyone (group)
Setup Administrators (group)

Windows Common

Everyone (group)

Table 29: Created file groups and assigned users and groups
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If you do not import the File Groups during the setup but later using the Sanctuary
Management Console, they are not automatically assigned to users.

Importing Standard File Definitions (SFD) can be a time-consuming task. To save yourself

time, only import the ones that correspond to the versions of the operating systems you are
currently using. DO NOT import SFD you do not need/use, they increase the file permissions
packages and, thus, network traffic.

SFD files from older operating system versions are not imported during the installation. They
must be manually imported.
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When installing your SecureWave solution, several Visual Basic Script file tools are provided. These include
Ctrlacx.vbs, which narrows the administrative rights to control organizational units/users/computers/groups for
special users designated as Sanctuary’s administrators.

Ctrlacx.vbs

Ctrlacx.vbs is a Visual Basic Script file that can be used to set, view, or modify the Manage Sanctuary Settings
control rights in the Active Directory. It allows Active Directory administrators to delegate Sanctuary
management for computers, users, groups, and organizational units without entrusting any other tasks (which
is required by default) to them. This script may also be use to show the other control/rights defined in the
Active Directory forest.

You can find Ctrlacx.vbs in the installation folder, usually under the SCRIPTS directory. You can also locate it
on your installation CD.

When Ctrlacx.vbs runs, it creates a special entry in the permissions list of the organization unit called Manage
Sanctuary Settings. This entry only affects Sanctuary Device Control software administrator users and the
devices they control. If you assign this setting to a specific user, who is also a Sanctuary Administrator (as
defined on the User Access Manager dialog of the console), he would only be able to manage the designated
users/groups/computers for which he has rights directly from the Sanctuary Management Console.

You must synchronize with the domain after running Ctlacx.vbs before these rights are activated. To do this,
use the Synchronize Domain Members item of the Tools menu (or from the Control Panel).

Z5 You can only use this tool to create authorizations per forest, not per domain and only those
users assigned as Enterprise Administrators are allowed to create, set or view control rights.

Requirements

You must have the Windows Script Host (WSH, which includes wscript.exe and cscript.exe) interpreter
installed on your system before you can run any VBScript. Some antivirus programs reject the execution of
these types of scripts.

Usage
To use ctrlacx.vbs:

1. Open a command screen (Start = Run = Command) to run the script or execute it directly from the
Run dialog using the following syntax:

cscript Ctrlacx.vbs [-parameter list]>file.txt
where the parameters are explained in the following table.

The previous syntax sends the output directly to a text file specified, in this case, by file.txt. If you want to use
it interactively, utilize the following syntax:

ctrlacx.vbs [-parameter list]
- Or -

wscript Ctrlacx.vbs [-parameter list]

Sanctuary's Setup Guide 4.2.2 137



Appendix J: Controlling administrative rights for Sanctuary’s
administrators

Parameter | Description

-? Displays a brief description of each possible parameter. You must run this
script in interactive mode or from the command line in order to see the text.

-e Enumerate all control access rights. Condensed output.

-V Enumerate all control access rights. Detailed output (verbose).

-gcn Displays a control right by its canonical name (cn).

-S Display SecureWave's Manage Sanctuary Settings rights.

-create Creates or updates SecureWave's Manage Sanctuary Settings rights.

-delete Deletes SecureWave's Manage Sanctuary Settings rights.

Table 30: Ctrlacx script options

Examples

To list all control access rights in condensed mode redirecting the output to MyFile.txt file.
cscript CGrlacx.vbs -e > MyFile.txt

To show the Manage Sanctuary Settings rights interactively.

ctrlacx.vbs -s

What to do after running the script

Once you run the script on a domain machine, you have to assign the delegation rights you just created for
Sanctuary. To do this, follow these steps:

1. Run the script with the -create parameter to generate or update SecureWave’s rights on the active
directory.

2. Open the Microsoft Management Console (MMC) window.

3. Activate the Advanced Features option from the View menu:

< hctive Directory Users and Computers

@ File  Action Window  Help & J

Remove Calumns,.,

[ add

=

B e ——————————— [
[ Lostar  Eiter Options... icturell, .,
ound Default container for orph...
(D nmps g Customize, .. I
22 Progral: otaCo... Quaoka spedfications cont...
(2 System (ProgramData  Container Default location For storag. .,
3 users [Cdsystem Container Builtin system settings

Figure 149: Advanced feature option of the MMC

4. Right click on the desired Organizational Unit (OU) and select Properties from the pop-up menu.
5. Go to the Security tab and click on ADVANCED to open the Advanced Security Settings dialog.
6. Go to the Permissions tab and click on App or EDIT.

7. Select the user or group to which you want to delegate rights, as shown in the following image.
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Figure 150: Select user, computer, or group to which delegate.

8. Click on OBJECT TYPES, select Computers and click on OK to close the dialog
9. Click on the OK button to open the Permissions entry dialog:

ve Directory Users and Computers.
&5 Fle  Action  Wisw  Win
o BB S
& Active Directory Users and
[ saved Queries

= B lu Securewave
(3 Builtin

(23 Computers
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Figure 151: Manage Sanctuary Settings object

Three important objects exist in the Apply onto field of this dialog that are relevant to the Sanctuary settings:
Computer objects, Group objects, and User objects. Figure 3 shows only one of them: Computer objects.

The script narrows the Active Directory rights by creating a special entry in each of the above-mentioned
objects: Manage Sanctuary Settings. If you assign this permission to a user, he/she can only manage the
designated users/groups/computers in the Sanctuary Management Console.

Note the special check box option in the permissions entry: Apply these permissions to objects and/or
containers within this container only. If activated, you will see only the real objects — users or computers from
this OU — in the console and nothing from the child OUs beneath.

The ‘new’ delegated administrator can now manage the objects (users/computers/groups) explicitly assigned
to him.
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Requirements

Before starting to install any Sanctuary products make sure to have the following:
If you are using Windows...

> Active Directory installed and configured within a domain.

>  Configure DNS as AD integrated and create a reverse lookup zone.

—or—

> A workgroup network properly configured.

If you are using Novell...

> NDAP installed on the machine you are going to use to synchronize your eDirectory structure. We
recommend installing it on the same machine as the database server.

>  ZENworks client optionally installed on the client computer.

The SecureWave Sanctuary Database

The database is used to hold permissions, logs, available in-line machines, users, devices, etc. There is only
one database per organization but you can use SQL clustering for disaster recovery purposes.

Software

The Database component requires a Microsoft SQL Server database. This can either be Microsoft SQL Server
2000/2005 or Microsoft SQL Server 2005 Express Edition. If you do not have an SQL server, you can install
Microsoft SQL Server 2005 Express Edition directly from the Sanctuary’s CD.

Hardware

The hardware specifications of the database server should be the following, as a minimum (depending on your
enterprise size and number of clients):

> Memory: 256 MB.

>  CPU: Pentium 3 or 4 processor or equivalent AMD processor.

> HD: 3 GB SCSl or IDE.

> NIC 100 MBits/s.

Network configuration

> Configure your DNS server.

> DHCP server started.

Additional settings

> Change the Event Viewer settings to 1024 KB in size and choose to overwrite events as needed.
>  Change the Performance settings to prioritize for background applications.
Firewall configuration

If you are using Windows XP SP2 or Windows 2003 server SP1 for the database, the firewall may be active
and blocking certain ports needed to communicate with the SecureWave Application Server.
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The SecureWave Application Server

The SecureWave Application Server handles client logons and is the only component that connects to the
database.

Software

> Windows 2000/2003 Server with latest service packs.

> Install Microsoft Enterprise Certificate Authority (root) for central encryption.
>  Adobe PDF Viewer to read the documents.

Hardware

The hardware specifications of the SecureWave Application Server should be the following, as a minimum
(depending on your enterprise size and number of clients):

> Memory: 256 MB.
> CPU: Pentium 3 or 4 processor or equivalent AMD processor.

> HD: 3 GB SCSi or IDE (bigger if you plan to use shadow when installing Sanctuary Device Control and if
the Data File Directory (see Data file directory on page 143) is defined on this machine.

> NIC 100 MBits/s.

The Sanctuary Management Console
The Sanctuary Management Console is the application that you use to administer your Sanctuary suite. You
can install it on as many computers as you want.
25 You must install the client driver in the Sanctuary Management Console machine if you are
planning to encrypt and/or authorize removable media.

Firewall configuration

If you are using Windows XP SP2 or Windows 2003 server SP1 or later for the console the firewall may be
active and blocking certain ports needed to communicate with the SecureWave Application Server.

Sanctuary Client

The Sanctuary Client is the software used to manage the devices or authorize software execution on the
client(s) computer. You can install it individually in each machine to be protected or — in large organizations,
or when you cannot visit each client computer (server) individually — using our unattended client installation
software. You can also use any other software that supports MSI packages to install Sanctuary Clients.

Software

The client requires a Windows XP SP1/SP2,Windows 2000 SP3, or Windows Vista machine. We recommend
defining Windows updates from Windows Server Update Services (WSUS) if you are installing Sanctuary
Application Control Suite.

Hardware

The hardware specifications of the client should at least meet the following ones:
> Memory: 256 MB.

> CPU: Pentium 3 or 4 processor or equivalent AMD processor.

> HD (SCSI or IDE): 10 Mb to install the client and up to 3 GB of free space if you are planning to activate
or not the ‘full shadow’ feature when installing Sanctuary Device Control.

> NIC 100 MBits/s.
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Network configuration

> Select the corresponding DNS server.

> Configure the NIC for receiving IP by the DHCP service.
Additional settings

> If you are using Sanctuary Client in a Novell eDirectory: Install the Novell, and optionally the ZENworks,
client.

> Change the Event viewer settings to 1024 KB in size and choose to overwrite events as needed.
Firewall configuration

Unblock firewall ports as needed to communicate with the SecureWave Application Server. This is particularly
important if you are using Windows XP SP2 or Windows Vista.

License

Each SecureWave Application Server has a license file that specifies whether you have a valid copy of one or
several of our Sanctuary programs, for example, Sanctuary Application Control Server Edition, Sanctuary
Device Control, and so on.

There are two types of license available:

> Evaluation license.

> Full license.

When you receive the license file, copy it to the %SYSTEMROOT%\SYSTEM32 folder of each computer that
runs the SecureWave Application Server. It is not required on client machines.

Private and public keys

Sanctuary provides a utility that you can use to create a key pair that is used to assure communication
integrity between the SecureWave Application Server and the client driver.

In a production environment, you must create your own key pair BEFORE deploying the Sanctuary Client
Driver on the first client computer and after installing your SecureWave Application Server.

Data file directory

When installing the SecureWave Application Server, the setup asks for at least one data file directory where
all shadow and log information is stored. We call it DataFileDirectory or DFD.

A permanent network share should be used when planning to use more than one SecureWave Application
Server, as all servers need to write to the same, shared, directory (several ones can be defined). On the other
hand, for evaluation purposes a local directory is better.

It is possible to define such directory if you are using a Novell server in the same way as it is done for a
Windows server. If your DFD is defined on a Novell server, you should use an account with the same name
and password to access this shared directory.

You should take into consideration the hard disk drive size when defining log options.
SXS account
The SecureWave Application Server service requires a user account to run. Use a domain account (any

domain user, an administrative account is not required) if you plan to use your Sanctuary software in a domain
environment. Use a local account if you plan to administer computers in a workgroup.

Certificate Authority

You must have a Certificate Authority installed and configured if you plan to use the TLS protocol when
installing the client drivers and/or central encryption if installing Sanctuary Device Control. Microsoft's
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Certificate Authority installation is described in Appendix H: Installing a Certificate Authority for encryption and
TLS Communication on page 129.

Implementation actions

To help you to implement Sanctuary, the following table explains the actions required:

# | Action Description

1 | Create devices, media, and The inventory lists all devices and media that you want to control (depending on
software inventory. We provide a which Sanctuary products you bought).
special software tool for you
device inventory, Sanctuary
Device Scanner Tool, in our Web
site.

2 | Write a company policy that The document of the company’s policies lists all the settings that are used to control
defines the permissions, Sanctuary’s installation. It includes permissions and to whom they will be assigned,
shadowing options, encrypted users that will become Sanctuary Administrators, etc.
devices, Sanctuary
administrators/roles, and Add
Domain Global Groups for
Sanctuary permissions and
Sanctuary administrators
(optional).

3 | Plan the architecture of the The resulting document can be a network diagram that reflects the architecture
installation, based on the sizing together with server’'s hostnames and IP addresses.
considerations.

4 | Create a SecureWave Application The SecureWave Application Server is a standard Windows service that runs under
Server service account in your a regular account. It is a good practice to create a new dedicated, domain account,
Domain. for this purpose and set its options to ‘User cannot change password’ and ‘Password

never expires’. This account MUST have local administration rights if you plan to use
TLS for client-SecureWave Application Server or intra-SecureWave Application
Server communications.

5 | (Sanctuary Device Control only!) In case you want to encrypt removable devices such as pen drives, memory sticks,
Install a Microsoft Enterprise and so on, we recommend you install a Microsoft Enterprise Certificate Authority.
Certificate Authority for Encryption | You also need this component if you plan to use TLS protocol for Sanctuary Client
or TLS protocol for client — Driver—SecureWave Application Server or intra—SecureWave Application Server
SecureWave Application Server or | communications (all messages are encrypted). If you do not use TLS protocol, all
intra-SecureWave Application messages are signed using the private key.

Server communications.

6 | Install DBMS: MSSQL 2000/2005 The Database Management System used by Sanctuary is either a Microsoft SQL
or MSSQL 2005 Express Edition. Server 2000/2005 or Microsoft SQL 2005 Express Edition — depending on the

number of clients to be controlled.

7 | Install SecureWave Sanctuary The SecureWave Sanctuary Database is installed and you grant owner rights to the
Database and grant owner rights SecureWave Application Server Service account, before starting the installation of
to the SecureWave Application the first SecureWave Application Server.

Server service account.

8 | Create a Share (DataFileDirectory) | If the sizing analysis has determined that more than one SecureWave Application
for the SecureWave Application Server should be used, you must create a network share (DataFileDirectory - a
Server on a fileserver (required in common repository to all SecureWave Application Servers) before installing the first
configurations with multiple SecureWave Application Server. If you are going to use only one SecureWave
SecureWave Application Servers). | Application Server, this can be local to the machine where the SecureWave

Application Server is going to be installed.

9 | Install the first SecureWave Install the first SecureWave Application Server, taking into account the following:
Application Server. e Use the SecureWave Application Server service account.

e Connect to the DBMS that hosts the SecureWave Sanctuary Database.
e Use the defined Network Share for the DataFileDirectory.

10 | Generate a new key-pair to secure | Once the first SecureWave Application Server is installed, create your own key-pair
the communication between the and implement this key-pair on the first SecureWave Application Server (copy both
SecureWave Application Server keys to the ‘“%SystemRoot%\SxsData’ folder and restart the SecureWave
and the clients. Application Server service).

11 | Install additional SecureWave If more SecureWave Application Servers are needed, you can proceed to install
Application Server and licenses. them following the same steps as for the first SecureWave Application Server. You

need a license for each installation. After each installation, copy your own key-pair,
so that all SecureWave Application Server are using the same ones.

12 | Install the Sanctuary Management | Install the console on the selected machines. Also, install the client on the same
Console. machine(s) if you are using Sanctuary Device Control and you are planning to

centrally encrypt devices and authorize media.

13 | Schedule Domain (and Novell's Schedule a task with the command-line tool ‘sxdomain.exe’ that will synchronize all
objects) synchronization. relevant objects from your domain into SecureWave Sanctuary Database. Create

another task if you are working on a Novell environment (NDSSync.vbs).
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14 | Add devices, media from your If you have planned to assign permissions for specific models or uniquely identified
inventory into the SecureWave media (CD/DVD or Removable devices), add them to the database.
Sanctuary Database (if needed/
wanted) in order to assign
permissions.
15 | Assign permissions and options Assign the permissions for the devices, media, and software to the domain groups.
based on the company policy and Also, define the Sanctuary Administrators.
Devices/Applications inventory and
define the Sanctuary
Administrators.
16 | Install a Sanctuary Client on atest | Install the client software on a test workstation and connect it to the server
workstation. components.
17 | Validate the test client installation Test your installation on functionality, validate the permissions defined in the
and permissions. previous step. If necessary, adapt the permissions and update the Company Policy.
18 | Prepare and test the Sanctuary Prepare the deploy package of the Sanctuary Client software based on the
Client Deployment package. instructions of this Setup Guide and your existing, internal procedures. Check the
public key file, policies exportation data, and MST Installer Transform file.
19 | Deploy the client software. Deploy Sanctuary Client Driver to all client computers. Read the notes regarding

policy exportation.

Table 31: Implementation actions

Installation checklist

# Description Done/ Comments Reference
Resolved
1 Verify the minimum requirements O See Appendix A: Detailed system
for each component. requirements and limitations on page
93.
2 Are you using a firewall or are you O Open needed ports. See Appendix E: Opening firewall
installing the Console on Windows ports for client deployment on page
XP SP2 with the firewall activated? 115.
3 Do all basic protection steps for all O Seal/chassis intrusion protector, See the printed Sanctuary's Quick
your computers? Password protected BIOS, NTFS | Setup and Configuration Guide.
Partition, etc.
4 Decide between using a full-blown O See Choosing a SQL engine on page
SQL Server or the ‘light’ version. 17.
5 Are you installing the SecureWave O Only recommended when testing
Sanctuary Database, SecureWave the product.
Application Server, and Sanctuary
Management Console in the same
physical machine?
6 Install the SecureWave Sanctuary O Install the SQL Server 2005 See Stage 1: To install the SQL
Database. Express Edition or use your SQL | database engine on page 18.
Server.
O Create the ‘sx’ database. See Stage 2: To install the
SecureWave Sanctuary Database on
page 19.
7 Install SecureWave Application O Install MDAC. Microsoft's Web site.
Server. O If doing central encryption or See Sanctuary Device Control
(Are you going to have a single using TLS for your clients, install | Administrator's Guide.
SecureWave Application Server?) a Certification Authority.
O Define a fixed IP for his machine. | Configure DHCP / DNS correctly.
Windows’ manuals or help file, see
Before you install on page 25.
O If installing on a different machine | See Before you install on page 25.
from that of the database, check
that the SecureWave Application
Server has the proper rights to
use the database.
a Check license file. See Before you install on page 25.
O Generate key pair to encrypt See Chapter 7: Using the Key Pair
communication between Generator on page 59.
server(s) and clients (only once).
8 Are you going to have a single O Install the Sanctuary See Chapter 4: Installing the
Sanctuary Management Console? Management Console Sanctuary Management Console on
page 37.
O Synchronize domain members to | See Chapter 9: Using the SXDomain
fill-up the database. Command line tool on page 85.
9 Are you planning to centrally O Install client on Console machine. | See Chapter 5: Installing the

encrypt media? (if using Sanctuary
Device Control)

Sanctuary Client on your endpoint
computers on page 41.
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# Description Done/ Comments Reference
Resolved
O Install Microsoft Enterprise See Sanctuary Device Control
Certificate Authority (optionally) Administrator's Guide. Microsoft’s
on a Domain Controller. Web site.
10 | Are you using TLS for your clients O Install Microsoft Enterprise See Sanctuary Device Control
or intra-SecureWave Application Certificate Authority on a Domain | Administrator's Guide. Microsoft’s
Server communications? Controller. Web site.
11 | Install a single client machine for O Better to do this on a test See Sanctuary's Quick Setup and
testing purposes. machine that you can fully Configuration Guide (printed
control. manual).
12 | Test your installation. O Test device/application denial Consult the Sanctuary's Quick Setup
when accessing a device (e.qg. and Configuration Guide (printed
CD drive). manual).
O Define simple permissions for a
device/application (e.g. CD drive
or Calculator).
O Re-test for the permission
defined in previous step.
O Check different permissions and
options to understand how the
program works.
13 | Deploy clients. O Create MSI installation packages | See To install packages on page 66.
using public key generated on
step 7.
O Do you already have permission | Consult the Administrators’ Guides.
definitions from a
subsidiary/previous Sanctuary
installation? Optionally create
policies.dat
O Assign computers to the See Chapter 8: Unattended Client
installation package(s). installation on page 63.
O Automatically. See Chapter 8: Unattended Client
installation on page 63.
_i O Command line. See Using the command line to
2 install clients on page 77.
o Windows’ group policy. | See Using Windows Group Policy to
install clients on page 77.
14 | Schedule the domain O See Scheduling domain
synchronization process. synchronizations on page 87.
15 | Are you using Novell machines? O Synchronize eDirectory objects See Appendix F: Using the
synchronization script for Novell on
page 119.
16 | Define permissions, rules, and O Consult the Administrators’ Guides.
options according to corporate See also next table.
policies.
Table 32: Installation checklist
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Defining permissions in Sanctuary Device Control

indows CE handheld devices
/ireless NICs (network interface controllers)

[Modems/Secondary network access devices

[Palm handheld devices
Printers (USB)

PS/2 Ports
[Removable storage devices

RIM BlackBerry handhelds
Smart Card readers

[Tape drives
User-defined devices

Biometric devices
JCOM/Serial ports
DVD/CD drives
Floppy disk drives
Imaging devices
LPT/Parallel ports

Permission type Description
Event notification
Permissions (R, R/W, or None)

Root level

Permissions (R, R/W, or None)|l
Online permissions O
Offline permissions O

Scheduled permissions
Temporary permissions
Shadow [

Copy Limit O

Event notification [
Decentralized encryption
File type filtering O

Permissions (R, R/W, or None)|(]
Online permissions O
Offline permissions O

Scheduled permissions
Temporary permissions
Shadow [ (]

Copy Limit

Event notification Ol
Decentralized encryption
File type filtering O

Permissions (R, R/W, or None)|[]
Online permissions O
Offline permissions O

Scheduled permissions

Temporary permissions

Shadow [{{ ]

Copy Limit

Event notification (]

Decentralized encryption
File type filtering

Permissions (R, R/W, or None)|C|l

Online permissions Ol

Offline permissions (]

Scheduled permissions [

[

[

O
D — Il
ool O

]

Device Class level

O
)]

|
O
[ ] ]

O

Device Group level

O

O

[ o o] o o ] o
O

(| (i
(| (i
[
[

[l

Device level

O
O

O

O
O
]|

][]

Temporary permissions
Shadow
Copy Limit
Event notification L
Decentralized encryption
File type filtering O
Permissions (R, R/W, or None)|(]
Online permissions O
Offline permissions O
Scheduled permissions
Temporary permissions
Shadow
Copy Limit
Event notification [
Decentralized encryption
File type filtering O

Computer level

O
|
a
[ ] o]}

O

O ggioonoopaino
O

Computer Group level

O

O
][]
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Permissions (R, R/W, or None))J|O0|O0/OOOOOOoOOoon
Online permissions OoOooooooooooooon
Offline permissions OoOoooooogooooooono
A Scheduled permissions OOoOoOoOoOoOoOo OO Oood
User Group Settings 10 rary permissions Oooooooo ool Ooo
Shadow ool Og O
Copy Limit O O
Event notification ) ) ) ) ) ] ) e )
Permissions (R, R/W, or None))d|00|O0|OO/OOO|OoOOioion
Online permissions OoOooooooooooooono
Offline permissions OoOooooooooooooono
. i Scheduled permissions OO0OoOoOoOoOo0o oo Oo.c
User Specific Settings——¢m5orary permissions Oooooooo oo oo
Shadow ool Og O
Copy Limit O O
Event notification OoOooooooooooooon

Table 33: Defining permissions
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Glossary

ACE

Access Control Entries. An entry in the Access Control List (ACL) that contains a set of access rights and a
security identifier (SID) identifying a trustee.

ACL

Access Control List. A list of security protections that apply to an object (file, process, event, or anything else
having a security descriptor).

ADC
Advanced Data Connector. See RDC.
CAB

File extension for cabinet files, which are multiple files LZx-compressed into a single file and extractable with
the extract.exe utility. Such files are frequently found in Microsoft software distribution packages.

Certificate Authority (CA)
Authority charged of issuing user or computer certificates (among other tasks).
Certificate store

The storage location where Windows locally saves certificates requested by a computer or device. This store
can have several certificates possibly issued by various CAs. If you have the user rights to do so, you can
import or export certificates from any folder or file to the certificate store.

Certificate revocation list (CRL)

A list containing the compromised, revoked, or superseded certificates. The CRL is used during the digital
signature verification process to certificate’s validity using the public key extracted from the same certificate.

Client Computer

The computers on your network that Sanctuary Application Control Suite and Sanctuary Device Control
protects/controls.

Direct cable connection (DCC)

A RAS networking connection between two computers, or between a computer and a Windows CE/PPC-
based device, which uses a serial or parallel cable directly connected between the systems instead of a
modem and a phone line.

DNS
Domain Name System (also Service or Server). A service that translates computer names into IP addresses.

Executable Program

A computer program that is ready to run. The term usually applies to a compiled program translated into
computer code in a format that can be loaded in memory and executed by a computer’s processor.

FAT

File Allocation Table. This defines a reserved zone on a magnetic media containing the list of clusters it
occupies.
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File Group

Organizational groups used to cluster authorized executable files. Files must be assigned to File Groups
before users can be granted permission to use them. You can choose to assign files to File Groups using
several Sanctuary Management Console modules (Database Explorer, Exe Explorer, Log Explorer and Scan
Explorer).

Hash

A complex digital signature calculated by the Sanctuary Application Control Suite components to uniquely
identify each executable file, script or macro that can be run. The hash is calculated using the SHA-1 algorithm
that takes into account the entire contents of the file.

IOCP
1/0 Completion Port.

MDAC

Microsoft Data Access Components. This is required by Windows computers to connect to SQL Server and
MSDE databases.

MSDE
Microsoft SQL Server Desktop Engine. You can use MSDE 2000 with Sanctuary.

MSI

Microsoft's Windows Installer engine (Sanctuary supports MSI from version 2.0 up to v3.1). It is also the
extension of the file used by this component.

NTFS

New Technology File System offers several enhancements and advantages over older FAT systems. These
include an improved architecture, support for larger files, enhanced reliability, automatic encryption/decryption,
change journals, disk defragmenter, sparse file support, improved security and permissions, etc.

Private Key

One of two keys used in public key encryption. The user keeps the private key secret and uses it to encrypt
digital signatures and to decrypt received messages.

Public Key

One of two keys in public key encryption. The user releases this key to the public, who can use it for
encrypting messages to be sent to the user and for decrypting the user's digital signature.

RAS

Remote Access Services is a Windows program that allows most of the available network facilities to be
accessed over a modem link.

RDC

Remote Data Connector. Formerly known as Advanced Data Connector. Technology used in conjunction with
ActiveX Data Objects (ADO) to retrieve a set of data from a database server.

RPC

Remote Procedure Call. A protocol that allows a computer program running on one host to run a subroutine
located on another one. RPC is used to implement the client-server model of distributed computing.

SCC

Sanctuary Command Control. The Sanctuary component that is in charge of all communication between
server and client(s).
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SFD

Standard File Definitions. SecureWave provides a number of pre-computed file hashes for most versions of
Windows Operating Systems, in several languages, and for all the available Service Packs. These are
typically installed during setup, but you can also import new ones.

SID

Security Identifier. This is a unique alphanumeric character string. It identifies each operating system and user
in a network.

SQL Server

The industry standard database server, supported by Sanctuary. Either MSSQL 2000, MSSQL 2005, or SQL
Server 2005 Express Edition, can be used with Sanctuary.

SK

The Sanctuary Kernel Driver, the client component that runs as a kernel driver.

Sanctuary Management Console

The console used to define the device permissions and default options. Its functions are described in your
corresponding Administrator’s Guide.

SuUS

Software Update Services is a tool provided by Microsoft to assist Windows administrators with the distribution
of security fixes and critical update releases.

SecureWave Application Servers

The Sanctuary component that serves as a link between Sanctuary Client and the SecureWave Sanctuary
Database

TCP/IP
The protocol used by the client computers to communicate with the SecureWave Application Server.
TLS

Transport Layer Security. The protocol (based on SSL — Secure Socket Layers) that addresses security
issues related to message interception during communication between hosts.

UAC

User Account Control. A new security component used in Windows Vista that enables users to permform
common tasks as non-administrators, called standard users, and as administrators without having to switch
users, log off, or use the Run As command.

UPC

Universal/Uniform Naming Convention. A path convention that uses a \\server\volume\directory\file convention
instead of arbitrary mapped letters to describe the actual location of a file or directory.

WINS

Windows Internet Naming Service (formerly known as WBEM). A system that determines the IP address
associated with a particular network computer (called name resolution). WINS uses a distributed database that
is automatically updated with the names of computers currently available and IP addresses assigned to them.

WMI

Windows Management Instrumentation. WMI is a set of extensions that provide an operating system
management technology allowing scripts to monitor and control managed resources throughout the network.

WSUS

Windows Server Update Services (previously SUS v2.0) is a new version of Software Update Services (SUS).
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