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About This Guide

This document is for system administrators needing to provide a Data Access Governance solution
for review and certification of users' access to unstructured file system data.

Audience

Administrators should have a working knowledge of application data collection and review processes
in NetlQ Identity Governance as well as a basic knowledge of performing file system permissions
scans in Micro Focus File Reporter.

Feedback

We want to hear your comments and suggestions about this guide. Please use the User Comment
feature at the bottom of each page of the online documentation, or go to www.novell.com/
documentation/feedback.html and enter your comments there.

Documentation Updates

For the most recent version of the Micro Focus Data Access Governance 3.6 Identity Governance
Integration and Administration Guide, visit the Micro Focus File Reporter web site (http://
www.novell.com/documentation/filereporter3/).
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1.1

1.2

Overview

¢ Section 1.1, “Unstructured Data Repositories,” on page 7

+ Section 1.2, “Terminology,” on page 7

Micro Focus Data Access Governance 3.6 extends the existing capabilities of NetlQ Identity
Governance by providing an integrated solution for the collection, review, and certification of user
access in unstructured data repositories.

The Data Access Governance solution is the integration of the following products:

+ NetlQ Identity Governance
+ Micro Focus File Reporter

This integration combines file system security scans in File Reporter with the user access review and
certification processes in Identity Governance.

Unstructured Data Repositories

Unlike structured data repositories (such as databases) that are typically associated with
applications, unstructured data is often associated with projects and workgroups alongside
application data, but outside the control of the applications themselves. This data may live as files in a
network file share, attachments in email, in synchronized cloud-based repositories, or other general
document and file repositories both on and off-premises.

This initial Data Access Governance solution targets CIFS-based file shares such as shares on
Windows server or Network Attached Storage (NAS) devices, with other targets planned for later
releases, including both on-premises and cloud-based data repositories.

Terminology

In NetlQ Identity Governance, a permission represents an application entitlement for review.

In file systems, the word permission is sometimes used to describe an access right that an identity
(user or group) is granted to a file system resource (file, folder, share), such as Read Access or Write
permissions.

To avoid confusion, the terms access and rights are used in place of permission when referring to file
system access in Data Access Governance. For example, the Identity Governance collector used
with File Reporter is referred to as the File System Access collector.

Overview
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Component Integration

+ Section 2.1, “File Reporter Components and Constructs,” on page 9
¢ Section 2.2, “Identity Governance Components and Constructs,” on page 10

File Reporter is responsible for the collection and aggregation of file system access data. File system
rights summary data is calculated for a set of defined Target Paths and stored in tables for use with

Identity Governance.

Identity Governance imports this data via a custom File System Access collector template. In
addition, new Identity Governance Permission attributes are defined to assist with the permission
definitions and associated metadata for use with reviews.

Figure 2-1 Component Integration
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21 File Reporter Components and Constructs

Data Access Governance makes use of the following components in File Reporter:

+ Engine: The File Reporter Engine coordinates and manages the delegation of file system scans
for each scan target based on policy.

+ Scan Processor: The Scan Processor imports file system scan data from AgentFS scan
agents. In addition, it hosts the Job Runner used to process the aggregated file system access
data for use with Identity Governance.

+ AgentFS: Scan agents are used to perform the actual collection of file system metadata for

selected scan targets.

+ Database: The File Reporter database holds all definitions for scan targets, scan policies, as
well as the collected file system scan data and aggregated file system access data for Identity

Governance.

Component Integration
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Data Access Governance also requires a basic understanding of these constructs in File Reporter:

*

*

*

Identity System: For Data Access Governance, an Active Directory identity system is required.
The identity system provides access to the various identities and resources for collection in File
Reporter and for association with Identity Governance.

Scan Targets: Each scan target represents a file share where one or more Data Access
Governance Target Paths exist.

Scan Policies: Scan policies define the type of scan and a schedule for scanning the file system
metadata needed for Data Access Governance.

For more detail on the various File Reporter components and constructs please refer to theMicro
Focus File Reporter 3.6 Administration Guide.

2.2 ldentity Governance Components and Constructs

Data Access Governance uses the following components in Identity Governance:

*

Identity Governance Tomcat Application: This is the primary Identity Governance application
that provides the management interface along with collection and review of defined identity and
application data.

Database: Identity Governance makes use of its own set of databases for management and
storage of collected data.

Collector Templates: Collector templates provide the interface for collection of data specific to
application endpoints. Data Access Governance provides a custom file system access collector
template for use with a File Reporter data store.

Data Access Governance also requires an understanding of the following Identity Governance
constructs:

*

Identity Governance Catalog: The catalog is the set of identities and permissions collected
and curated via Identity Governance.

Identity Sources: These are the sources where identities originate such as Active Directory.

Collectors: Collectors are configured instances of collector templates defined within an Identity
Governance Application or identity source. Collectors are responsible for the retrieval of the
actual data in identity and application endpoints.

Applications: Applications provide context for one or more collectors and generally reference a
specific type of endpoint, such as a database or web service.

Permissions: a permission in Identity Governance is like an entitlement as defined in Identity
Manager and defines a resource right held by one or more identities. Each permission may have
metadata attributes associated with it. Data Access Governance provides a set of custom
Permission Attributes for use with the file system access collector template.

Component Integration
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Conceptual Model

File System Access Permissions in Identity
Governance

For each Target Path defined in File Reporter, the Identity Governance File System access collector
provides three permissions:

+ [Target Path] - Read Access
+ [Target Path] - Write Access
¢ [Target Path] - Full Control

The following table shows the mapping of specific NTFS access mask flags to a corresponding
generic file system access right for use with Data Access Governance.

NTFS Access Mask Flag Data Access Governance File System Access
List Folder / Read Data Read

Read Attributes Read

Read Extended Attributes Read

Read Permissions Read

Create Files / Write Data Write

Create Folders / Append Data Write

Write Attributes Write

Write Extended Attributes Write

Delete Subfolders and Files Write

Delete Write

Change Permissions Change Permissions
Take Ownership Change Permissions

Traverse Folder / Execute File -

Synchronize -

Conceptual Model
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3.2

Virtual Entitlements

Identity Governance Permissions are like Identity Manager's concept of Entitlements. As such, the
review process for these entitlements are binary — “yes,” the user should have the Permission
(Entitlement) or “no,” the user should not. These entitlements are not the actual rights to resources
themselves, but rather a group or role which is directly assigned a set of rights for a resource
represented by the entitlement.

File system rights are not intrinsically as simple:

+ Different rights might exist for the same user on different folders in the hierarchy.

+ The number of discrete file system rights and the combination of those rights for a given file or
folder can be rather extensive.

+ The exact meaning of many file system rights is too in-depth for a business-level review.

To map these low-level file system rights to identities, and not just groups, roles, or entitlements, we
need a way to model those rights as an entitiement construct. Data Access Governance aggregates
any assigned file access rights in the Target Path’s hierarchy into a single set of projected or “virtual”
entitlements represented at the Target Path level. These virtual entitlements are displayed as
Permissions in an Identity Governance review providing a simple binary approval process for Read,
Write and Change Permissions access for each defined Target Path.

Conceptual Model



4.2

4.3

4.4

Requirements

Identity Governance 3.5

For requirements related to Identity Governance 3.5 see the NetlQ Identity Governance User Guide
(https://www.netig.com/documentation/identity-governance-35/user-guide/data/front.html).

File Reporter 3.6

For requirements related to File Reporter 3.6 see the Micro Focus File Reporter 3.6 Installation
Guide.

Licensing

Licensing for Data Access Governance integration is included with the base products.

NOTE: File Reporter 3.6 is licensed as a maintenance update under the File Reporter 3.5 license
scheme. An updated license might be required however to enable Data Access Governance features.
Current File Reporter customers with active maintenance are eligible for this updated license at no
additional cost. To obtain an updated license visit the Micro Focus Customer Center (https://
www.novell.com/cchelp/).

Windows File Systems

Data Access Governance 3.6 provides support for the collection and review of summarized file
system permissions in Windows file systems. General requirements for Windows file system
repositories include:

+ File servers running Windows 2008 R2 or later

+ File servers joined to an Active Directory domain

+ Network Attached Storage (NAS) devices joined to an Active Directory domain

+ Target folders located on an NTFS or ReFS file system or a CIFS share using NTFS-compatible

security

For other requirements specific to Windows file system scans, see the Micro Focus File Reporter 3.6
Administration Guide.

Requirements 13
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5.2

5.3

5.3.1

Configuring File Reporter

Managing File Reporter

You will need to access the File Reporter administrative web interface to set up and manage the
various aspects of Data Access Governance Target Paths. Using a supported web browser, enter the
address for File Reporter and when prompted, log in to the web application using an account that is a
member of the File Reporter Administrators group (typically SrsAdmins) in Active Directory.

For details on accessing and authenticating to the File Reporter web interface, see Launching the
Administrative Interface in the Micro Focus File Reporter 3.6 Administration Guide.

Updating the License (Conditional)

If you are upgrading from File Reporter 3.5, you will need an updated license to enable the Data
Access Governance features. See Section 4.3, “Licensing,” on page 13 and Licensing the Product in
the Micro Focus File Reporter 3.6 Installation Guide for details on obtaining and installing this license.

Performing File System Scans

Data Access Governance relies on data from file system scans in File Reporter to define Target Paths
and to process the aggregated file system access data.

Preparing File Reporter for Data Access Governance Target Paths management and processing
includes:

1. Adding required scan targets.
2. Defining appropriate scan policies.
3. Executing scans based on those scan policies.

Details on each of these steps can be found in the tMicro Focus File Reporter 3.6 Administration
Guide.

The following sections provide a quick-setup guide to configure File Reporter for Data Access
Governance.

Adding Scan Targets

1 In the File Reporter web application, select File Systems > Scan Targets.

Configuring File Reporter 15
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2 Click Add to display the Storage Resource Browser.

Storage Resource Browser

Resource Filter: Apply Filter Refrash
- cctecorg -
[ ict-2016.cctecorg\ADMINS NTES
D Wect-2016.cotecorghCs MNTFS
D Wect-2016.cctecorg\Engineering MTFS
D Wect-2016.cctecorghF3S NTFS
V\cct-2016 cctecorg\Finance NTFS
D YWeet-2016.cctecorgy\METLOGON MNTFS
D Wicct-2016 coctecorg\ReportsS NTES
[[] Wiect-2016cctecorg\SearchResults NTFS
D YWeet-2016 cctecorghSYSVOL MTFS
D Wect-2019 cotecorg\ADMING NTFS
[J Wict-2019.cctecorg\Cs NTFS -

3 Select the Windows file shares to add as scan targets.

Each file share containing a Target Path for Data Access Governance should be added to File
Reporter's scan targets list.
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File system scans are performed for an entire share, but any path under the share may later be
defined for Data Access Governance review.

If you do not see a file share you are looking for, you might need to perform a Rebuild Storage
Resources operation or verify File Reporter proxy user rights. For details, refer to the Micro
Focus File Reporter 3.6 Administration Guide.

4 Click OK to add the selected file shares to the list of scan targets.

5.3.2 Defining Scan Policies

1 In the File Reporter web application, select File Systems > Scan Policies.

CONFIGURATION £ CCTEC\administrator

MAIN  FILESYSTEMS FILE CONTENT GOVERMANCE REPORTS

SCAM TARGETS SCAM POLICIES  SCAM DATA SCANS IN PROGRESS  SCAN HISTORY SCAN AGENTS

-] o 3 Refresh File System Scan Policies

Scan Type Target Paths  Save Previous Schedule Retry Count Retry Interval W

Yes m [Not Scheduled]

2 Click Add to display the New Scan Policy dialog.

Mew Scan Policy

Paolicy Mame Finance - Permissions
Policy Type
ile System
Permissions

Valume Free Space

3 Fill in the required fields.

+ Policy Name: Provide a name for the scan policy.

O@@O

Configuring File Reporter

17


https://www.novell.com/documentation/filereporter-3/pdfdoc/file_reporter_3_6_admin/file_reporter_3_6_admin.pdf#bookinfo
https://www.novell.com/documentation/filereporter-3/pdfdoc/file_reporter_3_6_admin/file_reporter_3_6_admin.pdf#bookinfo

18

+ Policy Type: Select Permissions to configure the scan policy for collecting file system

access data.

4 Click OK to save the scan policy and display the Scan Policy Editor dialog.

Scan Policy Editor

me:* Finance - Permissions

letry Interval: 60 L Minutes

D Weet-2016.cctecorg\Finance

5 Complete the fields:

+ Name: Optionally change the name of the scan policy.

+ Description: Provide an optional description for the scan policy.
+ Retry Count: Specify the number of times to retry on scan failure.

+ Retry Interval: Specify the time to wait between retries.

CAMCEL

+ Previous Scans: Check to save the previous scan when a new scan completes.
6 In the Target Path list, click Add to display the Scan Target Browser dialog.

Configuring File Reporter




Scan Target Browser

Identity System Target Path

finance

\\I:C1-2016-Cdecorg\Fi ki

7 Select each scan target to scan in the list.
8 Click OK to save the list of scan targets.
9 Click OK to save the scan policy.

5.3.3 Executing Scans

1 In the File Reporter web application, select File Systems > Scan Policies.
2 Select each scan policy you want to execute.

3 Click Scan Now.

4 Click Yes in the confirmation dialog to start the scans.

5.3.4 Viewing Scans in Progress

1 In the File Reporter web application, select File Systems > Scans in Progress.
2 View the progress and status for each scan in progress.
3 Click Refresh to see any updated status.

Configuring File Reporter
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5.3.5 View Current Scans List and Scan History

1 In the File Reporter web application, select File Systems > Scan Data.
2 View the status and job details of the completed scans.

3 (Optional) Select File Systems > Scan History to see the history of all scan jobs (both completed
and failed).

5.4 Managing Data Access Governance Target Paths

In the File Reporter web application, Select Governance > Target Paths.

FR MAIN  FILESYSTEMS FILECONTENT GOVERNANCE REPORTS CONFIGURATION & CCTEC\administrator

TARGET PATHS TARGET PATH DATA

@ Add o Edit @ Delete P Process 3 Refresh Data Access Governance Target Paths

Drag & col der h

(W]  starus Target Path Process on Scan Category Identities Last Processed Scan D
2018-11-29 14:00:00

\\cct-2012 cctecorg\Engineering nginecri 2

ID: 984
2018-11-20 14:00:00

O W@ Processin g [Cancel] V\eet-2016 cctecorg\Enginesring O 11,207 o 083 &
2018-11-29 11:36:51

[0  Processe d \icet-2016 cctecorg\Finance O Financial 3 bers 7

Copyright 2018 © Condrey Corporation

541 Adding a Target Path

1 In the File Reporter web application, select Governance > Target Paths.
2 In the Target Paths page, click Add.

Configuring File Reporter



Target Path Editor

arget Fathe* Wioct-2016 cctecorg\Finance

Brow

1]

e

Category Finance

Description Westport branch financial data

Add Cancel

3 In the Target Path Editor dialog, specify the details for the Target Path.

+ Target Path: Click Browse and from the Target Path Browser, select a folder.

+ Process on Scan: Select this option to automatically process this Target Path whenever

new scan data is collected.

Selecting this option will automatically start a job for this Target Path if unprocessed scan
data is available when you save this entry.

+ Category: (Optional) Category name for use with filtering and review processes in Identity

Governance. This field maps to the file system category permission attribute in Identity

Governance.

+ Description: (Optional) Description for this Target Path. This description maps to the

permission description attribute in Identity Governance.

5.4.2 Editing a Target Path

1 In the File Reporter web application, select Governance > Target Paths.

2 Double-click the Target Path to edit or select the checkbox in the Target Path row and click Edit

in the menu.

The same options apply as in Section 5.4.1, “Adding a Target Path,” on page 20 with the notable

exception that once a Target Path entry has been added, the Target Path itself is read-only.

To modify the Target Path itself, you will need to delete the current Target Path entry then add a

new one.

5.4.3 Deleting a Target Path

1 In the File Reporter web application, select Governance > Target Paths.

2 Select each Target Path in the list you want to delete.

3 Click Delete.

Configuring File Reporter

21



4 Review the confirmation dialog, then click Delete.

Performing a delete for a Target Path places a del et e entry in the Scan Processor's Job Runner
queue. The Target Path entries will show as Mar ked f or Del et e until the Job Runner processes
the action.

5.4.4 Processing a Target Path

Target Paths that are configured for Process on Scan will automatically process the Target Path when
new scan data is available.

To manually start processing a Target Path's file system access data:

1 In the File Reporter web application, select Governance > Target Paths.
2 Select each Target Path in the list you want to process.

3 Click Process.

4 Review the confirmation dialog then click Yes to start processing.

54.5 Understanding the Target Path Status Indicators

Status indicators for a Target Path specify the current state of processing, and whether any new scan
data is available for processing.

Icon Status Description
., Scan Data Available New scan data is available for this Target Path but has not yet been
processed.

New Scan Pending Afile system scan was recently imported, but post-import processing such
as group membership calculations are in progress.

Queued The Target Path has been queued for processing file system access data
for associated identities.

Processing Calculation of file system access data is currently in progress for identities
on the Target Path.

<« Q2 & ©

Processed The latest scan data for this Target Path has been fully processed for
collection and review.

Marked for Delete The Target Path has been marked for delete. No further actions can be
taken against this Target Path.

Scan Incomplete The current scan data for this Target Path is missing or invalid.

@

5.5 Reviewing Governance Target Path Data

To review the processed file system access summary data, in the File Reporter administration web
application, from the Governance tab, click Target Path Data.

22 Configuring File Reporter



FR MAIN  FILESYSTEMS FILE CONTENT GOVERNANCE REPORTS CONFIGURATION & CCTEC\administrator

TARGET PATHS TARGET PATH DATA

3 Refresh Target Path Permissions Data

Target Path

Trustee Access Category

v Target Path: \\cct-2016 cctec arg\Finance (3)

v CCTEC\alice Read, Write, Change Permissions Financial

Record ID: 63927 Associated Scan ID: 978

Trustee: Permissions
SAM Account  CCTEC\alice Read, Write, Change Permissions
FDN CN=Alice Donavan,0U=Employees,DC=cctec,DC=org
GuID 234281bb-51bc-4f46-222d-2593667038f4
sip §-1-5-21-2842228899-2166691306-2690483865-4117
> CCTEC\bob Read Financial
3  CCTEC\ejohnson Read Financial

Copyright 2018 © Condrey Corporation

This page presents a view of the data to be collected by Identity Governance.

To see the identities associated with a given Target Path, click the arrow next to the entry in the grid or
double-click the Target Path row.

To see the detail data for a given identity, click the arrow next to the user entry, or double-click the
user entry row.
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6.2

Configuring ldentity Governance

Managing Ildentity Governance

Performing tasks in Identity Governance requires logging in with an account that has the appropriate
authorization assignments.

Identity Governance provides multiple levels of delegation for the tasks defined in this guide, such as
Global Administrator, Data Administrator, and Review Administrator.

For details on setting up the required access to each of the tasks defined in this section, see Adding
Identity Governance Users and Assigning Authorizations in the NetlQ Identity Governance 3.5 User
Guide (https://lwww.netiq.com/documentation/identity-governance-35/user-guide/data/front.html).

Understanding the File System Access
Permission Attributes

The file system access collector template requires the following Permission Attributes.

Display Name Attribute Key Data Type  Description
File System ext _fileSystemAccess string (255)  Access rights string having one of the
Access following values:

+ Read

* Write

¢ Change Permissions

File System Path ext_fil eSystenPath string (2000) Target Path in UNC format such as \\ cct -
2016. cct ec. or g\ Fi nance

File System ext _fileSystenCategory string (255) Optional category name for organization and

Category grouping purposes.

NOTE: This attribute is unrelated to
Categories in Identity Governance.

Each of these attributes play a role in providing organization, filter criteria, and key metadata for use
with reviews in Identity Governance.
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6.3 Configuring Database Connectivity

File System Access data is retrieved from the File Reporter database using an SQL connection
provided by a JDBC driver. Depending on the current configuration of Identity Governance, an
additional JDBC driver file might be required in the Identity Governance Application Server class
path.

If Identity Governance and File Reporter are configured for the same type of database (for example,
both are configured for PostgreSQL), then no further configuration of JDBC drivers is required, and
you can continue with configuration of the File System Access Collector.

However, if both systems are running with different database types (for example, Identity Governance
is configured for PostgreSQL and File Reporter is configured for Microsoft SQL Server), then an
additional JDBC driver might be required.

6.3.1 General JDBC Driver Requirements

Identity Governance 3.5 runs with Java 8. Any additional JDBC drivers installed must be:

¢+ Compiled for Java 8
+ Built for the JDBC 4.2 specification

6.3.2 Configuring Data Access Governance for Microsoft SQL
Server

If Identity Governance is configured for Microsoft SQL Server, no other JDBC dependencies are
needed.

To install the Microsoft SQL Server JDBC driver:

1 Download an appropriate driver from Microsoft.

For a list of supported drivers and databases, see https://docs.microsoft.com/en-us/sqgl/connect/
jdbc/microsoft-jdbc-driver-for-sql-server-support-matrix?view=sql-server-2016.

Generally, you should install the latest version that supports Java 8 with JDBC 4.2.
2 Extract the driver file from the archive, paying attention to find the one built for Java 8.
3 Copy the JDBC driver to the Identity Governance application server's | i b folder.
For installations on Linux, this is in a folder such as / opt/ neti g/ i dm apps/tontat/|lib.
For installations on Windows, this is in a folder such as C: \ neti g\i dm apps\tontat\Iib.
4 Restart the Identity Governance Tomcat service.

For example, with the Microsoft JDBC driver 7.0 archive sql j dbc_7. 0. 0. 0_enu. tar. gz, copy
the included file from sqgl j dbc_7. 0/ enu/ mssql - j dbc-7. 0. 0. jre8. j ar to the application folder
listed above, then restart Tomcat.

6.3.3 Configuring Data Access Governance for PostgreSQL

If Identity Governance is configured for PostgreSQL, no other JDBC dependencies are needed.
To install the PostgreSQL JDBC driver:

1 Download an appropriate driver for PostgreSQL.
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For a list of supported drivers see https://jdbc.postgresqgl.org/about/about.html and https://
jdbc.postgresql.org/download.html.

Generally, you should install the latest version supports Java 8 with JDBC 4.2.
2 Copy the JDBC driver to the Identity Governance application server's lib folder.
For installations on Linux, this is in a folder such as / opt/ neti g/ i dm apps/tontat/|lib.
For installations on Windows, this is in a folder such as C:\ neti g\i dm apps\tontat\lib.
3 Restart the Identity Governance Tomcat service.

For example, download the PostgreSQL JDBC driver file post gr esqgl - 42. 2. 5. j ar and copy it
to the application folder listed above, then restart Tomcat.

6.4 Importing the File System Access Permission
Attributes

1 In Identity Governance select Data Administration > Permission Attributes.
2 Click the Import Attributes link at the top of the page.

3 In the Open File dialog, select the Fi | eSyst emAccess- Per i ssi on- Attri butes. j son file
included in the DAGfolder of the File Reporter ISO.

Identity Governance Boatstrap Admin

Overview Catalog -~ Policy -~  Fulfillment Data Sources Data Administration Configuration

Import Permission Attributes

The selected file contained 3 entities to import

New

The following Permission Attributes do not exist in the system and will be created .

Select the entities to import.

7 Display Name Attribute Key

v File System Access ext_fileSystemAccess
v File System Path ext_fileSystemPath

v File System Category  ext_fileSystemCategory

Updates

Conflicts

4 Review the attributes to import, then click Import.

6.5 Importing the File System Access Collector
Template

1 Verify that the required Permission Attributes have been imported.
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For details, see Section 6.4, “Importing the File System Access Permission Attributes,” on

page 27.

2 In Identity Governance, select Configuration > Application Source Collector Templates.

template dialog.

3 In the Application Source Collector Templates section click + to display the Add new collector

Add new collector template

Template name

File System Access

Description

Permission collector template for File System Access via
File Reporter] p

Type

Permission »

JSON file

Choose File | FileSystemAc... mplate json

Save Cancel

X

4 Fill in the criteria for this template:

*

*

*

Type: Select Permission as the type.

*

Configuring Identity Governance

Template Name: Provide a name for this template. For example, Fi |l e System Access.
Description: Provide an optional description for this template.

JSON file: Click Choose File then select the Fi | eSyst emAccess- Col | ect or -
Tenpl at e. j son file included in the DAGfolder of the File Reporter ISO.




5 Click Save to save the template.

Application Source Collector Templates
These JSON text files are templates for creating new application source collectors. Select the filename to view details
or use the select boxes and action menu to download the template. Add a customized JSON file as a new template
Actions ~ f
Name .~ Description
AD Account Account collector template for Active Directory
AD Permission Permission collector template for Active Directory
CSV Account Account collector template for delimited text file
CSV Permission Permission collector template for delimited text file
* File System Access %>  Permission collector template for File System Access via File Reporter
dentity Manager AE Permission Permission collector template for NetlQ 1DM Advanced Edition
JDBC Account (DB2) Account collector template for DB2 JDBC Driver

6.6 Defining a File System Access Collector

A File System Access collector may be added to a new or existing Identity Governance Application.

To add the collector to a new Application:

1 In Identity Governance, select Data Sources > Applications.

2 Click + to add a new Application source.

3 In the New Application Source form, complete the following fields:
+ Name: Provide a name for this Application. For example, Fi | e System Access Dat a.
+ Description: (Optional) Provide a description for this Application.

4 Select New Application Source > New Collector.

Configuring Identity Governance
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rI\|

File System Access Collector '

File System Access Collector

Collector name

File System Access Collector

Collector template

Collect this data?

Yes |
. 0
Service Parameters ./

Collect Permission

Collect Permission to Holders

File System Access v

This data will be collected ™

This data will be collected

This data will be collected

5 Complete the following fields:

+ Collector name: Provide a name for the collector. For example, Fi | e Syst em Access

Col | ector.

+ Collector template: Select File System Access from the drop-down list.

+ Collect this data: Select Yes.

6 Click Service Parameters.
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Service Parameters

Database Typ

[14]

SQL Server v

Host Server
sgl17.cctec.org

Host Server Port

1433

Database Instance Name
srsdb

User Name
srsreport_user

Password

7 Complete the following fields:

*

Database Type: Select the database type of SQL Server or PostgreSQL used with your
File Reporter installation.

Host Server: Enter the IP address or hostname for the File Reporter database.
Host Server Port: Enter the TCP port for the File Reporter database.

Database Instance Name: Enter the name of the File Reporter database instance.
This will typically be sr sdb.

User Name: Enter the name of a database user with read access to the File Reporter scan
data.

You can use the File Reporter Report user (typically srsreport _user) or any other
database account in the File Reporter Database Report Role (typically srsreport _rol e).

Password: Enter the password for the database user.

Batch Collection Session Timeout: Enter the number of seconds before an idle batch
collection session times out.

The default setting is 60 seconds.

8 Click Test connection to verify the database connection parameters.

9 Click Collect Permission.
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Collect Permizsion This data will be collected
Permission Query | SELECT =
e.id AS entitlement_id, y
Collect Permission Mapped attribute
attributes
Permission ID from | entitlement_id {
Saurce
Permission Name | entitlement t}
Permission Description | description t}
File System Access | permission {}
File System Category category {1
File System Path  target_path {}

10 Complete the following fields:

*

*

*

Permission Query: Use the provided SQL query for collecting File System Access
Permissions from File Reporter.

Permission ID from Source: Use the provided value enti t | ement _i d.
Permission Name: Use the provided value entitl ement.

Permission Description: Use the provided value descri pti on.

File System Access: Use the provided value per mi ssi on.

File System Category: Use the provided value cat egory.

File System Path: Use the provided value t ar get _pat h.

11 Click Collect Permission to Holders Attribute.
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Collect this data?

Permissions to Holders
Query

Collect Permission to
Holders attributes

Permission |D(s) from
Source

Permission Account or
User Mapping

Collect Permission to Holders

Yes (&

SELECT
e.entitiement_id,

b £om

Mapped attribute

entittement_id

trustee guid

This attribute is used to join permissions to a specific account or
identity in the ldentity Governance system. Specify the attribute this
value should match to associate this permission to an identity or
account. For example, if each permission record contained the ID of
the identity with that permission then you would select the User ID
from Source in this field.

This mapping is used for all of the collectors in this Application

Source.

Iviap to attribute
Object GUID

This data will be collected

L |

B

i}

12 Complete the following fields:
¢ Collect this data: Select Yes.
+ Permissions to Holders Query: Use the provided SQL query.

+ Permission ID(s) from Source: Use the provided value enti t| enent _i d.

+ Permission Account or User Mapping: Use one of the following mappings:

Use this value...

to map to this Permissions to Holders attribute

trustee_guid

trustee_fdn

trustee_sid

Object GUID

User ID from Source or any ldentity attribute mapped
to the di sti ngui shedNane attribute in Active
Directory.

Custom Identity attribute mapped to obj ect Si d in
Active Directory.
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741

Collecting and Publishing File System
Access Permissions

Staging File System Access Permissions for review requires collecting and then publishing the
associated data.

Manually Collecting and Publishing File System
Access Data

1 In Identity Governance, select Data Sources > Application Sources.

2 Click the Collect Now L] link for an Application configured to collect File System Access
Permissions from File Reporter.

3 Once collection is complete, click the Publish Now | link for the Application.

For more details on the collection process and scheduling options refer to the NetlQ Identity
Governance 3.5 User Guide (https://www.netiq.com/documentation/identity-governance-35/
user-guide/data/front.html).

Collecting and Publishing File System Access Permissions
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8.1

Performing File System Access Reviews

Once you have successfully collected and published relevant File System Access data from File
Reporter, you are ready to set up and perform reviews in Identity Governance.

Customizing Review Display Options for File
System Access

File System Access Permissions make use of the following custom Permission Attributes:

+ File System Access: One of Read, Write, or Change Permissions
+ File System Path: Target Path in UNC format
+ File System Category: (Optional) Category specified in File Reporter for the Target Path

Each of these attributes are initially configured for use in reviews and searches.
To include these attributes in review display data, configure the display options for reviews:

1 In Identity Governance, select Configuration > Review Display Customization.

Review Display Customization
Select default columns for reviewers per review type

User Access Review (Y

Selected Columns Available Columns
( Type ] Reviewttem || User | Account Description -
7 - 1 . Account Disabled
[ Action* ) | Activity* | © _
@ Last Login Date

| File System Path | | File System Category | Privileged Account

Drag-and-drop to rearrange, add, or remove columns. Columns with a * are required. Account Risk
Available attributes are single valued with limited data types

P e e e Tr chaw abribitec in exnand . Account State
Selected attnibutes appear in reviewer list options. To show attributes in expanded details, set

quick info in the Attributes area Account Type
Permission Cost
Permission Description
Permission Risk
Permission Type

Permission Value

2 In the User Access Review section, select attributes from the Available Columns list and drag
them to the Selected Columns panel.

3 Click Save [i] to commit the changes.

Performing File System Access Reviews
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8.2 Defining a File System Access Review

1 Authenticate to Identity Governance with an account having Review Administrator access.
2 In Identity Governance, select Reviews > Definitions.
3 Click + to add a new Review Definition.

Review Definitions
New Review Definition (Y]

Review Definition
Review type User Access Review v
Name Finance File System Access Review

Description
Reviews access to various file shares and folders for

the Finance department. P

Review instructions

Review the file system access identitifed for each user

and target path. P

4 Complete the following general fields:
+ Review type: Select User Access Review from the drop-down list.
+ Name: Provide a name. For example, Fi nance File System Access Revi ew.

*

Description: (Optional) Provide a description for this review.
+ Review instructions: (Optional) Provide any instructions for this review.
5 Set the scope and filter for User Access Review items as needed.

5a Select Applications: Select the applications containing the File System Access collectors
of interest for review.

5b Click Search 1\ to display the Search for and Select Applications dialog.
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SEARCH FOR AND SELECT APPLICATIONS X
Search for applications
Application Name . Description # Users # Permissions sgy
File System Access 11297 9
15 WS per page
Cancel

5¢c Select one or more applications from the list then click Add.
5d Select Permissions: Select this option to specify which permissions to review.

To select specific permissions:

Click Search !\ to display the Search for and Select Permissions dialog.
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SEARCH FOR AND SELECT PERMISSIONS X
Search for permissions Y %

(] Permission Name ~ Permission Description Application name #Users Jgb

- {?_\

(] Wect-2012.cctec. org\Engineering - Change Permissions File System Access 1

(] Wicct-2012 cctec.org\Engineering - Read File System Access 2

(] Wicct-2012.cctec.org\Engineering - Write File System Access 2

(] Wcct-2016.cctec.org\Engineering - Change Permissions File System Access 482

(] \icct-2016.cetec.org\Engineering - Read File System Access 11296

(] Wcct-2016.cctec.org\Engineering - Write File System Access 483

(] Wicct-2016.cctec.org\Finance - Change Permissions File System Access 1

(] Wicct-2016.cctec.org\Finance - Read File System Access 3

(] \cct-2016.cctec.org\Finance - Write File System Access 1

15 rows per page
Cancel

5e Select one or more permissions from the list, then click Add.
5f To filter by Permission Attributes, select any or all for the permissions that match criteria,

then click Add Condition | .

5g In the drop-down list, select from any of the Permission Attributes, including the custom
attributes defined for File System Access.

Q

as well as permissions that match  any v | of the following selection criteria: L

|Permission Risk v | v X
Permission Cost
Permission Risk
Permission Owners
File System Access
File System Path

Al usi.Flle System Category

Not st

5h For the custom attributes, start typing in the Search for catalog attribute value text box to
find available values.
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For example, if the File System Access attribute is selected, start typing change to see the
value Change Permissions, then press Enter to select it.

Q
as well as permissions that match | any v | of the following selection criteria:

File System Acces v Chal X

Change Permissions

6 Specify other desired criteria for the Review Definition, such as Reviewers, Review Options, and
Default Reviewer Display Preferences.

7 Click Save to commit the changes for the Review Definition.

8.3 Running a File System Access Review

Once you have created a Review Definition, you can initiate the review process itself.

1 In Identity Governance, select Reviews > Review Definitions.

2 Click Start Review to initiate the review.

Identity Governance Alice Donavan ~

Overview Access Request Reviews ~~ Catalog ~~ Policy ~~ Fulfilment -~ Data Sources -~ Data Administration ~~  Configuration

REVieW deﬁnitions + Import Review Definitions
Search for review definitions Q
(m] Review name -~ Review type Review owner Status Next schedule Actions :e:
Finance File Sysiem Access Review  User Access Review  Alice Donavan None Start Review
15 rows per page

javascript:

3 Click Start and Go Live.

4 Once the review is listed as I n Progress, log in to Identity Governance as a user assigned as a
Reviewer in the Review Definition.

5 Select Reviews, then click the review name.
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Identity Governance Eric Johnson +

Access Request  Reviews 1

Reviews
Search review name Q
Review name ‘Your items Your items due .~ Overall status Review Due {é}
Finance File System Access 3—{5 0 submitted / 12270 not reviewed 14 days 0% 14 days
10 rows per page

ig33.cctec.org:8080/#/reviewsMenitor/reviewslnstances/2

The Review Item for File System Access shows the permission listed as the Target Path —
Access such as\\cct-2016. cctec. org\ Fi nance - Change Perm ssions.

The File System Access custom Permission Attributes provide additional criteria for grouping
and filtering within the review itself. For example, to group by the File System Access, right-click
the Show all drop-down and select Group by File System Access.

Identity Governance Erie Johnson

Access Request  Reviews 1

Reviews

Finance File System Access Review 0014 subemitted
User Access Review more
Group by File System Access v p— Q
Change Permissions 1 >
Read >
Write b
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9.1

9.2

Exploring Detailed Access Reports with
File Reporter

The File System Access integration and review criteria that define Data Access Governance provide
a summarized business-level view of file system rights for identities.

To complete fulfilment and change process management, a detailed view of a Target Path's specific
file system rights in the folder hierarchy is often required. File Reporter provides a detailed view of
specific folder access rights for both users and groups and provides details as to whether those rights
are inherited as well as displaying where the rights originate, such as a parent group.

Reviewing Built-in File System Access Reports in
File Reporter

File Reporter provides the following built-in security reports related to detailed folder permissions:

+ Assigned NTFS Permissions

+ Permissions by Path

+ Permissions by Identity

+ NTFS Permissions Comparison

Each of these reports provides a unique perspective on file system access that can assist with
making decisions for changes to users’ folder access.

For details on each of these reports, refer to Permissions Reports in the Micro Focus File Reporter
3.6 Administration Guide.

Creating Custom File System Access Reports in
File Reporter

In addition to the built-in reports, File Reporter provides tools to design and generate custom reports
and report layouts. File Reporter includes a report designer tool as well as a complete reference to
the database schema holding the file system scan data.

For details on using the File Reporter Report Designer, refer to Using Report Designer in the Micro
Focus File Reporter 3.6 Administration Guide.

For details on the custom database schema available, refer to the Micro Focus File Reporter 3.6
Database Schema and Custom Queries Guide.

In addition, Appendix B, “File Reporter Schema Extensions,” on page 49 provides details on
database schema that may referenced in custom queries along with the standard database schema.
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A.2

Collection Strategies

Using a Single Collector

In cases where there are few Target Paths defined or in cases where all Target Paths should be
collected at the same time, use a single File System Access Collector.

Advantages

+ Minimal configuration required
+ Out-of-the-box configuration of collector templates — no custom SQL editing required
+ All Target Path data collected at one time

Disadvantages

+ Larger data sets with a significant number of Target Paths might take longer to collect

+ All defined Target Paths must be collected at the same time

To set up collection of File System Access data using a single collector, simply define the collector in
an application, leaving the SQL query contents with the default values.

Using Multiple Collectors

In cases where separate application scopes are required or when a significant number of Target
Paths has been defined, consider using multiple applications with separate collectors.
Advantages

+ Separate scopes (Applications) might be associated with specific Target Paths

+ Quicker collection times based on scope of each collector

Disadvantages
+ Complex configuration required with multiple collectors defined
¢ Custom editing of collector SQL queries required

To set up multiple collectors, define a separate File System Access collector in each desired
application. To set the scope for each collector, modify the SQL query for both the Permissions and
Permissions to Holders section of each collector's definition, being sure to specify the same
conditions for both queries in the same collector.
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A.2.1 Scoping Collection by Target Path

To scope a File System Access Collector by one or more Target Paths, simply add the appropriate
WHERE condition to the SQL queries in the collector's definition:

For example, to set a File System Access Collector to only include the Target Paths:

* \\cct-2016. cctec. org\ Fi nance

*

\\cct-2012. cctec. org\ Fi nance

In Identity Governance, select Data Sources > Applications.

Select the application containing the File System Access collector to modify.

1
2
3 Select the collector in the application's configuration page to expand its configuration details.
4 Click Collect Permission to expand the permission settings.

5

Modify the Permission Query by adding an appropriate WHERE condition to the query:

SELECT
e.id AS entitlement_id,

.entitlement,

.description,

.permission,

.target path,

.category

FROM ig.dag_entitlements AS e

WHERE e.target_path IN ('\\cct-2@16.cctec.org\Finance',
"\\cct-20812.cctec.org\Finance™)

m m M M M

6 Click Collect Permission to Holders to expand the Permission to Holders settings.

7 Modify the Permissions to Holders Query by adding the appropriate WHERE condition to the
query:

SELECT
e.entitlement id,
e.trustee fdn,
e.trustee guid,
e.trustes_sid
FROM ig.dag entitlement entries AS e
WHERE e.target path IN ('\\cct-2816.cctec.orghFinance",
"\\cct-2012.cctec.org\Finance ')

8 Click save [i] to commit the changes.

A.2.2 Scoping Collection by Target Path Category

46

To scope a File System Access Collector by one or more Target Paths, simply add the appropriate
WHERE condition to the SQL queries in the collector's definition:

For example, to set a File System Access Collector to only include the Target Paths assigned the
Finance category:

1 In Identity Governance, select Data Sources > Applications.

2 Select the application containing the File System Access collector to modify.
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3 Select the collector in the application's configuration page to expand its configuration details.

4 Click Collect Permission to expand the permission settings.
5 Modify the Permission Query by adding an appropriate WHERE condition to the query:

SELECT
e.
e.entitlement,
e.description,
.
e
e

id AS entitlement _id,

permissiomn,

target path,
.category

FROM ig.dag entitlements AS e

WHERE

e.category = 'Finance’

6 Click Collect Permission to Holders to expand the Permission to Holders settings.

7 Modify the Permissions to Holders Query by adding the appropriate WHERE condition to the

query:

SELECT

e.entitlement_id,
e.trustes fdn,
e.trustee_guid,

e.

trustee_sid

FROM ig.dag_entitlement entries AS e

WHERE

e.category = ‘Finance'

8 Click save [i] to commit the changes.

Collection Strategies
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B.2
B.2.1

B.2.2

File Reporter Schema Extensions

Schema Namespace

All File Reporter database objects related to Data Access Governance exist in the i g schema

namespace.

Read access to this namespace and relevant tables and views is granted to the Report Rol e

(typically named sr sreport _rol e) in the database.

Tables

ig.dag_permission_entries

Provides the set of raw aggregated file system access data for use with Identity Governance.

Table B-1 Permission Entries Table Definition

Column Name SQL Server PostgreSQL Notes
Data Type Data Type
id big integer big integer Primary key
scan_id integer integer Reference to srs.scans table
target_path_id integer integer Reference to ig.dag_target_paths
target_path nvarchar(max)  text Target Path in UNC format
target_path_hash binary(20) bytea SHA-1 hash of Target Path
category nvarchar(64) varchar(64) Category assigned to Target Path
trustee nvarchar(256) varchar(256) Trustee name in Dormai n\ SAMAccount Narre format
trustee_fdn nvarchar(256) varchar(256) Trustee full distinguished name
trustee_guid nvarchar(36) varchar(36) Trustee GUID
trustee_sid nvarchar(256) varchar(256) Trustee Security Identifier
aggregate_access_  integer integer Aggregate access mask for this identity and Target

mask

Path

ig.dag_permissions

Provides static table for permissions lookup.

File Reporter Schema Extensions
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Table B-2 Permissions Table Definition

Column Name SQL Server PostgreSQL  Notes
Data Type Data Type
id integer integer Primary key
permission nvarchar(32) varchar(32) One of:
+ Read
+ Write

¢ Change Permissions

access_mask integer integer ACE mask that corresponds to the specific
permission
description nvarchar(128) varchar(128) Description of the permission

B.2.3 ig.dag_target_paths

Provides the set of Target Paths defined for Data Access Governance.

Table B-3 Target Paths Table Definition

Column Name SQL Server PostgreSQL Notes
Data Type Data Type
id integer integer Primary key
target_path nvarchar(max) text Target Path in UNC format
target_path_hash binary(20) bytea SHA-1 hash of Target Path
scan_target_path nvarchar(256) varchar(256) Associated network path from srs.scan_targets
category nvarchar(64) varchar(64) Optional category name
description nvarchar(1024) varchar(1024) Optional description
scan_id integer integer Reference to srs.scans table
scan_time datetime2(0) timestamp UTC timestamp copied from scan_start_time in
without time srs.scans
zone
process_time datetime2(0) timestamp UTC Time when aggregate processing completes
without time
zone
identity _count integer integer Number of processed identities
option_flags integer integer Processing options:
0 = None

1 = Automatic processing after scan

status integer integer 0 = Disabled
1 = Enabled
2 = Marked for delete
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B.2.4

B.3
B.3.1

ig.dag_target_paths_job_queue

Provides the job queue for Data Access Governance Target Path processing.

Table B-4 Target Paths Job Queue Table Definition

Column Name SQL Server PostgreSQL Notes
Data Type Data Type
id big integer big integer Primary key
target_path_id integer integer Reference to ig.dag_target_paths
queue_time datetime(2) timestamp UTC timestamp when job queued
without time
zone
state integer integer 0 = Unknown
1 = Queued
2 = Processing
3 = Canceling
4 = Complete
Views

ig.dag_entitlement_entries

Provides an extended view of permission entries.

This view is referenced by the File System Access Permissions collector in Identity Governance.

Table B-5 Entitlement Entries View

Column Name SQL Server PostgreSQL Notes
Data Type Data Type
entitlement_id nvarchar text Composite "key" composed of:
+ dag_target_paths id
+ dag_permission_entries id
Example: 3-1
trustee_guid nvarchar(36) varchar(36) Trustee GUID
trustee_sid nvarchar(256)  varchar(256) Trustee Security Identifier
trustee_fdn nvarchar(256)  varchar(256) Trustee full distinguished name
target_path nvarchar(max) text Target Path in UNC format
category nvarchar(64) varchar(64) Optional category name
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B.3.2 ig.dag_entitlements

Provides a simple view of mappings between Data Access Governance Target Paths and identities.

This view is referenced by the File System Access Permissions collector in Identity Governance.

Table B-6 Entitlements View

Column Name  SQL Server PostgreSQL Data Notes
Data Type Type

id nvarchar text Composite "key" composed of:

+ dag_target_pathsid

+ dag_permissions id
Example: 3-1
entitlement nvarchar text Composite value consisting of:

+ target_path

+ dag_permissions id

Example: \\server.lab\Share - 3

description nvarchar(1024) varchar(1024) Optional description
target_path nvarchar(max) text Target Path in UNC format
permission nvarchar(32) varchar(32) One of:

+ Read

* Write

+ Change Permissions

category nvarchar(64) varchar(64) Optional category name

B.3.3 ig.dag_permission_entries_view

Provides an extended view of i g. dag_per nmi ssi on_ent ri es and includes data from
i g. dag_t ar get _pat hs as well as the converted string value for the aggregate access mask.

Table B-7 Permission Entries View

Column Name SQL Server PostgreSQL  Notes
Data Type Data Type
id big integer big integer Primary key
scan_id integer integer Reference to srs.scans table
scan_time datetime2(0)  timestamp UTC timestamp copied from scan_start_time in
without time srs.scans
zone
category nvarchar(64)  varchar(64) Optional category name
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B.3.4

Column Name SQL Server PostgreSQL  Notes
Data Type Data Type

target_path nvarchar(max) text Target Path in UNC format

target_path_hash binary(20) bytea SHA-1 hash of Target Path

target_path_id integer integer References ig.dag_target_paths

trustee nvarchar(256) varchar(256)  Trustee name in Donai n\ SAMAccount Nane format
trustee_fdn nvarchar(256) varchar(256)  Trustee full distinguished name

trustee_guid nvarchar(36)  varchar(36) Trustee GUID

trustee_sid nvarchar(256) varchar(256)  Trustee Security Identifier

aggregate_access_  integer integer Aggregate access mask for this identity and Target
mask Path

access_string nvarchar(64)  varchar(64) Converted text for aggregate access mask containing

one or more of the following:

+ Read

* Write

+ Change Permissions
target_path_status integer integer 0 = Disabled

1 = Enabled
2 = Marked for delete

ig.dag_target_paths_view

Provides an expanded view of Target Paths and includes data from job queue as well as
per m ssi ons_st at us from any new scan data referenced in the srs.scans table.

Table B-8 s View

Column Name SQL Server PostgreSQL  Notes
Data Type Data Type
id integer integer Primary key
target_path nvarchar(max) text Target Path in UNC format
target_path_hash binary(20) bytea SHA-1 hash of Target Path

scan_target_path nvarchar(256) varchar(256)  Associated network path from srs.scan_targets

category nvarchar(64) varchar(64) Optional category name

description nvarchar(1024) varchar(1024) Optional description

scan_id integer integer Reference to srs.scans table

scan_time datetime2(0) timestamp UTC timestamp copied from scan_start_time in
without time srs.scans
zone
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Column Name SQL Server PostgreSQL  Notes
Data Type Data Type
process_time datetime2(0) timestamp Time when aggregate processing completes
without time
zone
identity_count integer integer Number of processed identities
option_flags integer integer Processing options:
0 = None
1 = Automatic processing after scan
status integer integer 0 = Disabled
1 = Enabled
2 = Marked for delete
queue_time datetime2(0) timestamp Timestamp when processing job was queued
without time
zone
permissions_status  integer integer Status of membership post-processing on permission
scans:
0 = Unknown
1 = Queued
2 = Processing
3 = Complete
current_scan_id integer integer References srs.scans.id from last processed scan
data
job_state integer integer 0 = Unknown
1 = Queued
2 = Processing
3 = Canceling
4 = Complete
job_num integer integer Count of queued jobs for a Target Path — internal

processing

B.4
B.4.1

Functions

Table B-9 Get Aggregate Access String Function

ig.dag_get _aggregate _access_string

Parameter SQL Server Data Type PostgreSQL Data Type
access_mask integer integer
Return Value nvarchar(64) varchar(64)
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Description:
Converts an aggregate access mask to a string value containing one or more of the following:

+ Read
+ Write
+ Change Permissions

Example:

SELECT ig.dag get aggregate access_string(255)

Returns: "Read, Write"
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