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About This Guide

Novell® Identity Manager 3.6.1 is a data sharing and synchronization service that enables
applications, directories, and databases to share information. It links scattered information and
enables you to establish policies that govern automatic updates to designated systems when identity
changes occur.

Identity Manager provides the foundation for account provisioning, security, single sign-on, user
self-service, authentication, authorization, automated workflows, and Web services. It allows you to
integrate, manage, and control your distributed identity information so you can securely deliver the
right resources to the right people.

This guide provides detailed information on using Designer 3.0 for Identity Manager 3.6.1.

¢ Chapter 1, “Overview,” on page 17

¢ Chapter 3, “Managing Policies with the Policy Builder,” on page 21
¢ Chapter 4, “Using Additional Builders and Editors,” on page 45

¢ Chapter 5, “Using the XPath Builder,” on page 71

¢ Chapter 6, “Defining Schema Map Policies,” on page 77

¢ Chapter 7, “Controlling the Flow of Objects with the Filter,” on page 93
¢ Chapter 8, “Using Predefined Rules,” on page 109

¢ Chapter 9, “Testing Policies with the Policy Simulator,” on page 145
¢ Chapter 10, “Storing Information in Resource Objects,” on page 169
¢ Chapter 11, “Using ECMAScript in Policies,” on page 175

¢ Chapter 12, “Conditions,” on page 189

¢ Chapter 13, “Actions,” on page 233

¢ Chapter 14, “Noun Tokens,” on page 313

¢ Chapter 15, “Verb Tokens,” on page 353

There are additional reference chapters for the pre-Identity Manager Policy Builder:

¢ Chapter 2, “Using the Pre-Identity Manager 3.5 Policy Builder,” on page 19
¢ Chapter 16, “Pre-Identity Manager 3.5 Builders,” on page 375

¢ Chapter 17, “Pre-Identity Manager 3.5 Conditions,” on page 391

¢ Chapter 18, “Pre-Identity Manager 3.5 Actions,” on page 419

¢ Chapter 19, “Pre-Identity Manager 3.5 Noun Tokens,” on page 475

¢ Chapter 20, “Pre-Identity Manager 3.5 Verb Tokens,” on page 501

Audience

This guide is intended for Identity Manager administrators.

About This Guide
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Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of Policies in Designer, visit the Identity Manager Documentation Web
site (http://www.novell.com/documentation/idm35).

Additional Documentation

For documentation on using the Identity Manager drivers, see the Identity Manager Drivers
Documentation Web site (http://www.novell.com/documentation/idm36drivers/index.html).

For documentation on using Designer, see the Designer 3.0 for Identity Manager 3.6.1
Documentation Web site (http://www.novell.com/documentation/designer21/).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.
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Overview

Policies manage the data that is synchronizing between the Identity Vault and the remote data store.
The policies are stored in the policy sets (see “Understanding Types of Policies” in Understanding
Policies for Identity Manager 3.6.) Designer provides a wide set of tools for defining and debugging
policies to control how information flows from one system to another, and under what conditions.
The following sections explain how to use the tools that are provided to help manage the policies:

¢ Chapter 3, “Managing Policies with the Policy Builder,” on page 21

¢ Chapter 4, “Using Additional Builders and Editors,” on page 45

¢ Chapter 5, “Using the XPath Builder,” on page 71

¢ Chapter 6, “Defining Schema Map Policies,” on page 77

¢ Chapter 7, “Controlling the Flow of Objects with the Filter,” on page 93

¢ Chapter 8, “Using Predefined Rules,” on page 109

¢ Chapter 9, “Testing Policies with the Policy Simulator,” on page 145

¢ Chapter 10, “Storing Information in Resource Objects,” on page 169

¢ Chapter 11, “Using ECMAScript in Policies,” on page 175
This section also contains a detailed reference section to all of the elements in DirXML® Script. For
more information on DirXML Script, see “DirXML Script DTD” in the Identity Manager 3.6 DTD
Reference.

¢ Chapter 12, “Conditions,” on page 189

¢ Chapter 13, “Actions,” on page 233

¢ Chapter 14, “Noun Tokens,” on page 313

¢ Chapter 15, “Verb Tokens,” on page 353

There are also reference sections for the pre-Identity Manager Policy Builder:

¢ Chapter 2, “Using the Pre-Identity Manager 3.5 Policy Builder,” on page 19
¢ Chapter 16, “Pre-Identity Manager 3.5 Builders,” on page 375

¢ Chapter 17, “Pre-Identity Manager 3.5 Conditions,” on page 391

¢ Chapter 18, “Pre-Identity Manager 3.5 Actions,” on page 419

¢ Chapter 19, “Pre-Identity Manager 3.5 Noun Tokens,” on page 475

¢ Chapter 20, “Pre-Identity Manager 3.5 Verb Tokens,” on page 501

1.1 Policies

As part of understanding how policies work, it is important to understand the components of
policies.

¢ Policies are made up of rules.

¢ A rule is a set of conditions (see Chapter 12, “Conditions,” on page 189) that must be met
before a defined action (see Chapter 13, “Actions,” on page 233) occurs.

Overview
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¢ Actions can have dynamic arguments that derive from tokens that are expanded at runtime.
+ Tokens are broken up into two classifications: nouns and verbs.

+ Noun tokens (see Chapter 14, “Noun Tokens,” on page 313) expand to values that are
derived from the current operation, the source or destination data stores, or some external
source.

* Verb tokens (see Chapter 15, “Verb Tokens,” on page 353) modify the concatenated
results of other tokens that are subordinate to them.

+ Regular expressions (see “Regular Expressions”) and XPath 1.0 expressions (see “XPath 1.0
Expressions”) are commonly used in the rules to create the desired results for the policies.

+ A policy operates on an XDS document and its primary purpose is to examine and modify that
document.

¢ An operation is any element in the XDS document that is a child of the input element and the
output element. The elements are part of the Novell® nds . dtd; for more information, see
“NDS DTD” in the Identity Manager 3.6 DTD Reference.

¢ An operation usually represents an event, a command, or a status.

+ The policy is applied separately to each operation. As the policy is applied to each operation in
turn, that operation becomes the current operation. Each rule is applied sequentially to the
current operation. All of the rules are applied to the current operation unless an action is
executed by a prior rule that causes subsequent rules to no longer be applied.

¢ A policy can also get additional context from outside of the document and cause side effects
that are not reflected in the result document.
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Using the Pre-ldentity Manager 3.5
Policy Builder

Designer contains two Policy Builders: the pre-Identity Manager 3.5 Policy Builder and the Identity
Manager 3.5 and Newer Policy Builder. The Policy Builders are similar except for the following:

+ You can enable and disable trace only at the driver level in the pre-Identity Manager 3.5 Policy
Builder.
+ The DirXML® Script elements are different between the two builders.
These differences require two Policy Builders. For information on how to use both Policy Builders,
see Chapter 3, “Managing Policies with the Policy Builder,” on page 21, which documents the

Identity Manager 3.5 and Newer Policy Builder. The only difference is an additional icon that
enables # and disables &° tracing on rules, actions, conditions, and tokens.

For a list of the DirXML Script elements for the pre-Identity Manager 3.5 Policy Builder:

¢ Chapter 17, “Pre-Identity Manager 3.5 Conditions,” on page 391

*

Chapter 18, “Pre-Identity Manager 3.5 Actions,” on page 419
¢ Chapter 19, “Pre-Identity Manager 3.5 Noun Tokens,” on page 475
¢ Chapter 20, “Pre-Identity Manager 3.5 Verb Tokens,” on page 501

For a list of the DirXML Script elements for the Identity Manager 3.5 and Newer Policy Builder:

¢ Chapter 12, “Conditions,” on page 189

¢ Chapter 13, “Actions,” on page 233

¢ Chapter 14, “Noun Tokens,” on page 313
¢ Chapter 15, “Verb Tokens,” on page 353

Using the Pre-Identity Manager 3.5 Policy Builder
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Managing Policies with the Policy
Builder

The Policy Builder is a complete graphical interface for creating and managing the policies that
define the exchange of data between connected systems.

¢ Section 3.1, “Accessing the Policy Builder,” on page 21

¢ Section 3.2, “Using the Policy Builder,” on page 23

¢ Section 3.3, “Creating a Policy,” on page 24

¢ Section 3.4, “Creating a Rule,” on page 28

¢ Section 3.5, “Creating an Argument,” on page 33

¢ Section 3.6, “Variable Selector,” on page 35

¢ Section 3.7, “Editing a Policy,” on page 39

¢ Section 3.8, “Viewing the Policy in XML,” on page 42

3.1 Accessing the Policy Builder

There are two different Policy Builders included in Designer 3.0: one that works with the new policy
features for Identity Manager 3.5 and newer, and an older one that does not support these features.
The Policy Builder version is determined by the version of Identity Manager. To set the version of
Identity Manager:

1 Open a project in Designer.

2 Click the Outline tab, then select the Show Model Outline icon &.

3 Right-click the server object, then click Properties.

4 Select the appropriate Identity Manager Version.

When the Identity Manager version is set to 3.5 or newer, the new Policy Builder is available. If the
version is set to anything other than 3.5, the old Policy Builder is available.

The Policy Builder can be accessed from the Model Outline view, from the Policy Flow view, or
from a policy set.

¢ Section 3.1.1, “Model Outline View,” on page 21

¢ Section 3.1.2, “Policy Flow View,” on page 22

¢ Section 3.1.3, “Policy Set,” on page 22

3.1.1 Model Outline View

1 Open a project in Designer.
2 Click the Outline view, then select the Show Model Outline icon &.

3 Double-click a policy H listed in the Model Outline view or right-click and select Edit.

Managing Policies with the Policy Builder
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3.1.2 Policy Flow View

1 Open a project in Designer.
2 Select the Outline tab, then select the Show Policy Flow icon.
3 Double-click a policy in the Policy Flow view.

You can also right-click in the Policy Flow view, select Edit Policy, then select the policy you
want to edit.

3.1.3 Policy Set

1 Open a project in Designer.
2 Click the Outline view, then select the Show Model Outline icon.
3 Select the policy in the policy set, then click Edit the policy.
You can also right-click the policy in the policy set, then click Edit.

(B Policy Set &3 = 0O

Active Directory Driver Policy Sets
K =
= LE’ Input Transformation
H InputTransform
Er| Password{Pubi-3ub Email Motifications
+ LE’ Oukput Transformation
+ LE’ Schema Mapping

(B Filker

To see all of the information in the Policy Builder window without scrolling, double-click the policy
tab so the Policy Builder fills the entire window. To minimize the window, double-click the policy
tab.
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Figure 3-1 Policy Builder Full Screen
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account entitlement: do not match existing accounts

remember relative position in hierarchy

match users based on NT logon name

For information on using the Policy Builder, see Section 3.2, “Using the Policy Builder,” on

page 23.

3.2 Using the Policy Builder

The Policy Builder enables you to add, view, and delete the rules that make up a policy. You can also
use it to import and save policies and rules, and manage XML namespaces. The Policy Builder
contains the “Action Builder” on page 45 and the “Condition Builder” on page 52.

The following tips describe how to perform some common Policy Builder tasks:

Table 3-1 Common Policy Builder Tasks

Tasks Description
+" Disable Disables a policy, rule, condition, or action.
& Enable Enables a policy, rule, condition, or action.

Z Disable Trace
Z%Enable Trace

Z in the tool bar
Z Edit

#KDelete
C%Browse

Disables tracing on a rule, condition, or action.
Enables tracing on a rule, condition, or action.
Enables DirXML Script tracing on the policy.

Edits the name of a rule or edits the description of a
rule.

Deletes a rule or a policy.

Browses a list of values to use when populating a
field.

Managing Policies with the Policy Builder

23



Tasks

Description

2 Add arule
= Import
[Llsave to File
sHDeploy

T Compare

&Policy Simulator
- Edit Namespace
#&XPath Builder

+| Expand

—| Collapse
1+ Move up
4+ Move down

[Hlsave

Policy Description

Adds a new rule or a predefined rule.
Imports a policy from a file.

Saves a policy to a file.

Deploys a policy to the Identity Vault.

Compares the policy in the Policy Builder to an
existing policy in the Identity Vault.

Launches the Policy Simulator and tests the
policies in the Policy Builder.

Adds multiple XML namespaces to the rule or
policy.

Launches the XPath Builder to create XPath
expressions.

Expands all of the rules in a policy.
Collapses all of the rules in a policy.
Moves a rule up in the policy.
Moves a rule down in the policy.

Click the save icon in the tool bar, click File > Save,
or press Ctrl+S to save your work.

Adds a comment to a policy or rule. Comments are
stored directly in the policy or rule, and can be as
long as necessary.

3.3 Creating a Policy

A policy sends data to the connected systems. A policy is created through the policy set.

¢ Section 3.3.1, “Accessing the Policy Set,” on page 24

¢ Section 3.3.2, “Using the Policy Set,” on page 25
¢ Section 3.3.3, “Using the Add Policy Wizard,” on page 26

3.3.1 Accessing the Policy Set

1 Select a driver object from the Qutline view in an open project.
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2 Select the Policy Set tab.

(42 Policy 5et X

Active Directary Driver Policy Sets
dr K =

sFarmation

Propetties | DataFlo

= [E,- Input Tran
H InputTransFarm
H Passward{Pub)-5ub Email Motifications
+ [B Output Transformation
#-( schema Mapping

-2 Filter

3.3.2 Using the Policy Set

The policy set contains a toolbar and a list of policies.

The policy list displays all the policies contained in the selected policy set. During a transformation,
the policies within the list are executed from top to bottom. The toolbar contains buttons and a drop-
down menu that you can use to manage policies displayed in the list, including, editing, adding,
deleting, renaming, and changing the processing order of the policies.

Policy Set Toolbar

The policy set displays a copy of the policy. The buttons on the toolbar are enabled or disabled
depending upon the item you have selected. The different icons are described below.

Table 3-2 Policy Set Toolbar

Operation

Description

& Edit the policy
ar Create or add a new policy to the Policy Set
# Remove and delete the selected policy

= Remove the selected policy from the Policy Set,
but do not delete it

1t Move the policy up the policy chain
I} Move the policy down the policy chain

Launches the Policy Builder.
Launches the Add Policy Wizard.
Deletes the policy from the project.

Removes the policy from the selected policy set
object but doesn’t delete the policy.

Moves the policy up in the processing order.

Moves the policy down in the processing order.

Keyboard Support

You can move through the policy set with keystrokes as well as using the mouse. The supported

keystrokes are listed below.

Managing Policies with the Policy Builder
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Table 3-3 Keyboard Support

Keystroke Description

Up-arrow Moves the selected policy up in the processing
order.

Down-arrow Moves the selected policy down in the processing
order.

Delete Deletes the policy from the project.

Minus Removes the policy from the selected policy set,

but does not delete it.

Plus Launches the Add Policy Wizard.
Ctrl+z Undoes the last operation.
Ctrl+Y Redoes the last operation.

3.3.3 Using the Add Policy Wizard

The Add Policy Wizard launches when you click the Create or add a new policy to the Policy Set
icon in the toolbar. The Add Policy Wizard enables you to do the following:

¢ “Creating a Policy” on page 26

¢ “Copying a Policy” on page 27

¢ “Linking to a Policy” on page 28

To launch the Add Policy Wizard:

1 Select a driver in the Outline view.

2 Select a policy set item in the policy set, then click Create or add a new policy to the Policy Set
ae.

Creating a Policy

1 Inthe Add Policy Wizard, select Create a new policy, then click Next.

You can also add a policy by right-clicking a policy set in the Policy Flow view, selecting Add
Policy, then selecting how to create the policy:

DirXML Script
XSLT
Link To Existing

*

*

*

*

Copy Existing

*

Schema Map (Only displayed, if the Schema Map policy set is selected.)
2 In the Create Policy dialog box, specify a policy name, then click Nexz.

Select Open Editor after creating object to automatically launch the Policy Builder after
creating the new policy.
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Create Policy

i

Specify the name of the new policy and the container where it will
be created.

Palicy Mame:

Policy Conkainer:

Active Directory. IDMDrivers, IDMDESIGNTREE

[] open Editor after creating object.

Accept the default container, or browse to and select the Driver, Publisher, or Subscriber object
where you want the policy to be created.

If a policy is not reused by multiple drivers, you typically create that policy under the driver or
channel that is using it.

This decision depends on how you want to organize the policies. By default, policies are placed
under the container object that is selected in the Outline tab when the Add Policy Wizard is
launched.

For example, if you move to a Publisher object in the Outline tab and then add a policy to a
policy set, the policy defaults to the Publisher container.

You can change this setting if you want to create policies in a different container. For example,
you can set up a policy library, put all of the common policies under this driver, and then simply
reference the policies from the other drivers. That way, the policy is common. If you need to
change a policy, you need to do it only once.

3 In the Select Type dialog box, select the type of policy you want to implement, then click
Finish.

The policy type defaults to DirXML Script. You can select XSLT, if you don’t want to use
DirXML® Script.

If you create a Schema Map policy set, an additional option is available for Schema Map.

The new policy appears in the expanded policy set.

Copying a Policy

1 In the Add Policy Wizard, select Copy a policy, then click Next.
2 In the Create Policy dialog box, provide the necessary policy information, then click OK.

+ Specify a name for the new policy
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+ Accept the default container, or browse to and select the Driver, Publisher, or Subscriber
object where you want the policy to be created.

+ Browse to and select the policy you want to copy, then click Finish.

Copy Policy

Specify the name of the new paolicy, the container where it will be created and
the policy to be copied.

Palicy Mame:
Matching
Policy Container:

Active Directory . IDMDrivers. [DMDESIGRNTREE

Palicy to be Copied:

Matching. Publisher, Active Directory, IDMDrivers, [IDMDESIGHTR ‘ EErES s

[] open Editor after creating object,

Linking to a Policy
1 In the Add Policy Wizard, select Link a policy, then click Next.

2 In the Link Policy dialog box, click Browse to launch the model browser.

Link Policy
Specify the existing policy to link inko the Policy Set,

Palicy to Link:

Browse..,

3 Browse to and select the Policy object you want to link into the policy set, then click OK.

Linking a policy into a policy set doesn’t create a new Policy object. Instead, it adds a reference
to an existing policy. This reference can be to any existing policy within the current Identity
Vault. It doesn’t need to be contained within the current Driver object, but the policy type must
be valid for the policy set that it is being linked to. For example, you can’t link a Schema Map
policy into an Input policy set.

Linking a policy into a policy set is not permitted when viewing all policies.
4 Click Finish to link to the selected policy.

3.4 Creating a Rule

A rule is a set of conditions that must be met before a defined action occurs. Rules are created from
condition groups, conditions, and actions.

Rules can be created in four different ways:

¢ Section 3.4.1, “Creating a New Rule,” on page 29

¢ Section 3.4.2, “Using Predefined Rules,” on page 31

¢ Section 3.4.3, “Including an Existing Rule,” on page 32

¢ Section 3.4.4, “Importing a Policy From an XML File,” on page 32
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3.4.1 Creating a New Rule

When you create a rule, you create condition groups, conditions, and actions. Each rule is composed
of conditions, actions, and arguments. For more information, click the Help icon (Z} when creating
each item. The help files contain a definition and an example of the item being used.

¢ “Creating a Rule” on page 29

¢ “Creating a Conditional Group” on page 30

¢ “Creating a Condition” on page 30

¢ “Creating an Action” on page 31

Creating a Rule

Policy Builder includes a wizard to step you through the process of creating a rule.

NOTE: On any of the wizard dialog boxes, you can click Finish to exit the wizard and create a rule
with the details you have specified to that point.

1 In Policy Builder toolbar, click Rule % .
2 In the Name and Describe Rule dialog box, specify the name of the rule, then click Next.

3 In the Select the Condition Structure dialog box, select the rule’s condition structure, then click
Next.

You can choose OR Conditions, AND Groups or AND Conditions, OR Groups.

4 1In the Define the Condition dialog box, select the condition you want, specify the appropriate
information, then click Next.

Define the Condition

Select the values to complete the syntax of the condition. Yalues with an * are required to be valid,
The First condition is automatically inserted into a new condition group,

Condition 1 of Group 1

Condition | attribute v
Marme * | Givenhame Q;I g“\' .,3‘
Qperatar * | not available w

The icons next to the Name field let you browse the Identity Vault schema, the connected
application schema, or use the Variable Selector to select the appropriate information.

5 In the Continue Defining Conditions dialog box, select the appropriate option, then click Next.

If desired, you can define additional conditions or condition groups before proceeding. For this
example, there is only one condition.

Managing Policies with the Policy Builder
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Continue Defining Conditions? F_

Select whether to continue defining your condition oF proceed ko defining actions For ﬁ
waur Fule,

Select one:
(%) Continue (Define actions For the rule)
") Define another condition in the same condition group

(") Define a new condition in a new condition group

6 In the Define the Action dialog box, select the action that you want, then click Next.
7 In the Continue Defining Actions dialog box, select the appropriate option, then click Next.

If desired, you can define additional actions before proceeding. For this example, there is only
one action.

8 In the Summary page, click Finish to create the rule.

You can expand or collapse the view of the rule by clicking the plus or minus sign.

Summary

The Following is a summary of the new rule ko be created,

Rule Summary

=l Require Users to have Given Mame
= Conditions
=] Group 1
if attribute 'Given Name' not available
=~ Actions
webol)

Creating a Conditional Group

1 In the Policy Builder, right-click the Conditions tab then click Append Condition Group.

You can also right-click the name of the Condition Group, then click New > Insert Condition
Group Before or Insert Condition Group After.

Change the condition for the Condition Groups by clicking the And/Or icon.

% Condition Group 1

v & i attribute 'Given Mame' not available

v & if attribute 'Surname’ not available

" & Condition Group 2

Creating a Condition

1 Right-click the condition, then click New > Insert Condition Before or Insert Condition After.
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Conditions

+* & Condition Group 1

SN i ottribuite 'Given Mame' Dot available

m & Edit... i~ Insert Condition After ...

You can change the condition by clicking the And/Or icon.

Conditions

& Condition Group 1

& i attribute 'Given Mame' not available

v & attribute 'Surname’ not available

% rCondition Group 2

Creating an Action

1 Right-click the action, then click New > Insert Action Before or Insert Action Afier.

Conditions

% Condition Group 1

& i attribute 'Given Mame' not available

E_u/ Insert Action Befare. .,

& Insert Action After, ..

3.4.2 Using Predefined Rules

Designer includes a list of predefined rules. You can import and use these rules as well as create
your own rules.

1 Right-click in the Policy Builder and select New > Predefined Rules > Insert Predefined Rule
Before or Insert Predefined Rule After.

See Chapter 8, “Using Predefined Rules,” on page 109 for more information.

Rules

By &
H & sende

(== Import Policy from File. .. Predefined Rule » "Ej Insert Predefined Rule Before. ..
7 Edi Include I P& 1rsert Predefined Rule After...
7 Edit...

Append Condition Group...
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3.4.3 Including an Existing Rule

Designer allows you to include the rules from another policy.

1 Right-click in the Policy Builder and click New > Include > Insert Include Before or Insert

Include After.
Rules

v 7 i

Rule L4
v & Sende (= Import Policy From File. . Predefined Rule ¢ Manager data store pas:
d TS - s ke ..
Edit... o :
& Ed Append Condition Group. .. &= Insert Include After...

2 Click the Browse icon “4,.
3 Browse to the policy 2 you want to include, then click OK.
4 The field is now populated with the path to the policy. Click OK.

Palicy to Include: | . \PublisheriMatching |

[+]5ek DM relative ko policy: [ Ok l [ Caricel ]

The rule is a link to the original rule. You cannot edit the rule in this location. Access the
original rule to make changes.

Rules

% Require Users to have Given Name

- Include .. Publisher',Matching

3.4.4 Importing a Policy From an XML File

Rules and policies can be saved as XML files. If you have a file that contains a rule or a policy you
want to use, the Policy Builder allows you to import the file.

1 In the Policy Builder, right-click and select Import Policy from file.

Rules

By %

v & se Bs Import Palicy From File..

2 Select one of the two options: Append the rules from the imported policy or Replace the rules
from the imported policy.
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(*)iappend the rules From the imported policy:

(") Replace the rules from the imported policy

Specify the DirkML Script File bo import,

[ 0K, H Cancel ]

3 Click the browse icon and select the file that contains the policy, then click Open.
4 Click OK.

3.5 Creating an Argument

The Argument Builder provides a dynamic graphical interface that enables you to construct complex
argument expressions for use within the Policy Builder. To access the Argument Builder, see
“Argument Builder” on page 47.

Arguments are dynamically used by actions and are derived from tokens that are expanded at run
time.

Tokens are broken up into two classifications: nouns and verbs. Noun tokens expand to values that
are derived from the current operation, the source or destination data stores, or some external source.
Verb tokens modify the results of other tokens that are subordinate to them.

To define an expression, select one or more noun tokens (values, objects, variables, etc.), and
combine them with verb tokens (substring, escape, uppercase, and lowercase) to construct
arguments. Multiple tokens are combined to construct complex arguments.
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Figure 3-2 Argument Builder

Create and edit arguments

Add or remove your components to the expression area to constrock vour argument. Specify component values in the
Editor,

- EXpression @ 7 & Nouns = -

£
Added Entitlement
Associakion
Attribute
Character b

Yerbs & -

E (=
Basefd Encode
Converk Time
Escape Destination DM
Escape Source DN
Jain

Lowercase

Map

Parse DM

% Description )]

£

22 Editor * Required

iconskank text,

For example, if you want the argument set to an attribute value, you select the attribute noun, then
select the attribute name:

1 Double-click Attribute in the list of noun tokens to add it to the Expression pane.

&4 Mouns L

Text -~
Added Enkitlement

Association

Character

Class Mame

Destination Attribute

Cestination DN

Cestination MName

Cocurnenk

Enkitlement b

2 Browse to and select the attribute name in the Editor field.

2 Editor * Required

Marne: *

&

3

Given Mame u@

You can browse the Identity Vault schema or the connected application schema.
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If you only want a portion of this attribute, you can combine the attribute token with the
substring token. The expression displays a substring length of 1 for the Given Name attribute
combined with the entire Surname attribute.

“- Substring(length="1", Attributel"Given Mame"))

& & Attribute"Given Name")
& & Attribute{"Surname")

After you add a noun or verb, you can provide values in the editor, then immediately add another
noun or verb. You do not need to refresh the Expression pane to apply your changes; they appear
when the next operation is performed.

See “Noun Tokens” on page 313 and “Verb Tokens” on page 353 for a detailed reference on the
noun and verb tokens. See “Argument Builder” on page 47 for more information on the Argument
Builder.

3.6 Variable Selector

The variable selector provides a list of variables that you can select and insert into conditions,
actions, and tokens.

@ variable Selector @

Q

Variable Selector

Select a local wariable From the list,

LZW Selector . GCY Selectar

current-node
current-op
current-value
Framids

Policy Scope -~ Driver Scope | Error Variables

7 I (o4 H Canicel ]

¢ Section 3.6.1, “Dynamic Variable Expansion,” on page 36

*

Section 3.6.2, “Accessing the Variable Selector From the Conditions Tab,” on page 36

*

Section 3.6.3, “Accessing the Variable Selector From the Actions Tab,” on page 37

*

Section 3.6.4, “Accessing the Variable Selector From the Argument Builder,” on page 38

*

Section 3.6.5, “XPath Expressions,” on page 39
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3.6.1 Dynamic Variable Expansion

The variable selector allows for the use of dynamic variable expansion in conditions, actions, and
tokens. It is used when the writer of the DirXML script doesn’t know what value to enter during the
design phase, and wants the value to be populated dynamically when the code is run (for local
variables) or when the driver starts (for global variables). Dynamic variables are not used when the
policy needs to refer directly to the variable itself. Instead, they are used when the policy needs to
refer to the value of the variable.

Many actions support dynamic variable expansion in their attributes or content. Where supported, an
embedded reference of the form $variable-name$ is replaced with the value of the local variable
with the given name. An embedded reference of the form ~variable-name~ is replaced with the
value of the global variable name. $variable-name$ and ~variable-name~ must be legal variable
names. For information on what constitutes a legal XML name, see W3C Extensible Markup
Language (XML) (http://www.w3.0org/TR/2006/REC-xml11-20060816/#sec-suggested-names).

If the given variable does not exist, the reference is replaced with the empty string. Where it is
desirable to use a single $ and not have it interpreted as a variable reference, use an additional §$ as
an escape character (for example, You owe me $$100.00).

NOTE: If the global variable doesn’t exist on the driver or driver set, the driver does not start.

3.6.2 Accessing the Variable Selector From the Conditions Tab

1 In the Policy Builder, double-click the Conditions tab.

For instructions on accessing the Policy Builder, see Section 3.1, “Accessing the Policy
Builder,” on page 21.

2 Select one of the following conditions:
+ If Attribute (page 192)
¢ [f Destination Attribute (page 198)
¢ [f Entitlement (page 202)
¢ [f Global Configuration Value (page 205)
¢ [f Local Variable (page 207)
¢ [f Named Password (page 211)
¢ [f Operation Attribute (page 215)
+ [f Source Attribute (page 224)

=3
3 Click the Launch variable browser icon == next to the field where you want to insert a
dynamic variable.

4 Select the variable, then click OK.
Or, for conditions that don’t bring up the Launch variable browser icon:

1 Select one of the following operators:
¢ Equal
¢ Greater than

+ Less than
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*

*

*

Not equal
Not greater than
Not less than

2 Click the Launch variable browser icon next to the field where you want to insert the dynamic
variable.

3 Select the variable, then click OK.

3.6.3 Accessing the Variable Selector From the Actions Tab

1 In the Policy Builder, double-click the Actions tab.

For instructions on accessing the Policy Builder, see Section 3.1, “Accessing the Policy
Builder,” on page 21.

2 In the Do field, select one of the following options:

*

*

*

Add Destination Attribute Value (page 236)
Add Destination Object (page 238)

Add Role (page 240)

Add Source Attribute Value (page 242)
Add Source Object (page 243)

Append XML Element (page 244)

Append XML Text (page 246)

Clear Destination Attribute Value (page 249)
Clear Source Attribute Value (page 251)
Clear SSO Credential (page 252)

Clone By XPath Expressions (page 253)
Clone Operation Attribute (page 254)
Delete Destination Object (page 255)
Delete Source Object (page 256)

Move Destination Object (page 267)

Move Source Object (page 269)

Reformat Operation Attribute (page 270)
Remove Destination Attribute Value (page 273)
Remove Role (page 274)

Remove Source Attribute Value (page 276)
Rename Destination Object (page 277)
Rename Operation Attribute (page 278)
Rename Source Object (page 279)

Send Email from Template (page 282)

Set Default Attribute Value (page 284)

Set Destination Attribute Value (page 286)
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+ Set Destination Password (page 288)

* Set Local Variable (page 289)Set Source Attribute Value (page 297)
¢ Set Source Password (page 299)

¢ Set SSO Credential (page 300)

¢ Set SSO Passphrase (page 301)

¢ Set XML Attribute (page 302)

+ Start Workflow (page 303)

+ Strip Operation Attribute (page 306)

¢ Strip XPath Expression (page 307)

+ Veto If Operation Attribute Not Available (page 311)

3 Click the Launch variable browser icon = next to the field where you want to insert the
dynamic variable.

4 Select the variable, then click OK.

3.6.4 Accessing the Variable Selector From the Argument
Builder

1 In the Argument Builder, select one of the following noun tokens from the Nouns section:
+ Text (page 314)
¢ Added Entitlement (page 316)
+ Attribute (page 318)
¢ Destination Attribute (page 321)
+ Entitlement (page 327)
¢ Generate Password (page 328)
+ Global Configuration Value (page 329)
+ Local Variable (page 330)
¢ Named Password (page 332)
¢ Operation Attribute (page 335)
* Query (page 339)
+ Removed Attribute (page 341)
+ Removed Entitlement (page 342)
+ Source Attribute (page 344)
¢ Time (page 347)
¢ Unique Name (page 348)
+ XPath (page 352)
Or, select one of the following verb tokens from the Verbs section:
¢ Convert Time (page 356)
* Map (page 362)
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2 Click the Launch variable browser icon % next to the field where you want to insert the
dynamic variable.

3 Select the variable, then click OK.

3.6.5 XPath Expressions

Instead of using the DirXMLScript engine to perform the variable expansion, as is the case with
most variable expansion, XPath uses built in XPath functionality and the XSLT processor to do the
variable expansion.

For conditions, actions, and tokens that contain XPath expressions, a single $ sign at the beginning
of the policy denotes a dynamic variable, which is displayed in the Value field. This is also true for
the XPath token in the Argument Builder, and for all actions that contain XPath. This is because in
order to maintain valid XPath, only one $ sign can be used.

The following procedure gives an example of using the variable selector with XPath expressions:

1 In the Policy Builder, click the Actions tab.
2 In the Do field, select the clone by XPath expressions option.
3 After the Specify source XPath expression field, click the Launch variable browser icon &
4 Select an item and click OK.
Only one $ sign is displayed before the policy.

3.7 Editing a Policy

The Policy Builder allows you to create and edit policies. You can drag and drop rules, conditions
and actions. For additional operations, access the Policy Builder toolbar. To display a context menu,
right-click an item.

¢ Section 3.7.1, “Actions and Menu Items in the Policy Builder,” on page 39

¢ Section 3.7.2, “Keyboard Support,” on page 41

*

Section 3.7.3, “Renaming a Policy,” on page 41

*

Section 3.7.4, “Saving Your Work,” on page 41

*

Section 3.7.5, “Policy Description,” on page 42

3.7.1 Actions and Menu Items in the Policy Builder

The table contains a list of the different actions and menu items in the Policy Builder.

Table 3-4 Policy Builder Actions and Menu Items

Operation Description
- Collapse All Collapses all expanded rules.
T, Compare Deployed Policy Compares the policy in the Policy Builder to an

existing policy in the Identity Vault.
E=1Copy Copies the selected item to the Clipboard.
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Operation

Description

Copy and drop

o Cut

# Delete
HDeploy Policy
@ Disable
% Disable Trace
Z DirxML Script Tracing

Drag and drop
& Edit

¥" Enable
& Enable Trace
+| Expand All

=Import Policy from file

@Launch Policy Simulator

Move and drop

I} Move down
1+ Move up
New > Append Condition Group

New > Include > Insert Include Before or Insert
Include After

New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After

New > Rule > Insert Rule Before or Insert Rule
After

@Paste
%-|Preferences

2*Redo
Select
<7 Undo

Select the item, press Cirl, then drag the item.

Cuts the selected item and copies it to the
Clipboard.

Deletes the selected item.

Deploys the policy into the Identity Vault.
Displays a rule, condition, or action as disabled.
Disables trace on the rule.

Enables DirXML Script Tracing on the policy.

Enables you to select an item, then relocate it.
Select the item, then drag it to the new location.

Enables you to edit the selected item. To open the
Rule Builder, select a rule, then click Edit.

Displays a rule, condition, or action as enabled.
Enables tracing on the rule.

Expands all the rules so that you can view the
conditions and actions of each rule.

Imports a policy from the file system and appends it
to the policy, or replaces all the rules of the policy.

Launches the Policy Simulator.

Enables you to select and move an item. Select the
item, then drag it.

Moves the item down in the list of policies.
Moves the item up in the list of policies.

Creates a new condition group after a selected
item.

Creates a new Include before or after the selected
item.

Inserts a predefined rule before or after the
selected item.

Creates a new rule before or after the selected
item.

Pastes the contents of the Clipboard after the
selected item.

Enables you to change how the information is
displayed.

Redoes the previous action.
Click any item to select it.

Undoes the previous action.
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3.7.2 Keyboard Support

You can move through the Policy Builder with keystrokes as well as using the mouse. The supported
keystrokes are listed below.

Table 3-5 Keyboard Support in the Policy Builder

Keystroke Description

Ctrl+C Copies the selected item into the Clipboard.

Ctrl+X Cuts the selected item and adds it to the Clipboard.

Ctrl+V Pastes the contents of the Clipboard after the
selected item.

Delete Deletes the selected Item.

Left-arrow Collapses a rule node.

Right-arrow Expands a rule node.

Up-arrow Navigates up.

Down-arrow Navigates down.

Ctrl+Z Undo

Ctrl+Y Redo

3.7.3 Renaming a Policy

1 In the Outline view, select the policy you want to rename.

2 Right-click and select Properties.

3 Change the name of the policy in the Policy Name field.

1. General

Policy Mame:
4 Click OK.

3.7.4 Saving Your Work

Do one of the following:

¢ From the main menu, click File > Save (or Save All).

*

*

*

Close the editor by clicking the X in the editor’s tab.
Select Close from the main menu’s file menu.
Press Ctrl+S.
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3.7.5 Policy Description

The description fields provide a place to add notes about the functionality of the policy. You can add
a description for the policy and you can add a description for the rule.

1 In the Policy Builder, click Policy Description.

T, 0% Z| @«

E match,Publisher, Active Direckary, Driver Set, Identity vault

Policy Builder for IDM 3.5 and Newer =5 ~  :

- Policy Description

2 Provide a description of the policy.
3 Save the policy by pressing Ctrl+S.

To add a description to a rule:

1 Double-click the name of the rule.

Rules

B f( Require User to have Given Name'

Mo description available

Mame | Require User to have Given Mame

<5pecify Description and Comments =
Description

2 Specify a description of the rule in the Description field.
3 Save the rule by pressing Ctrl+S.

3.8 Viewing the Policy in XML

Designer enables you to view, edit, and validate the XML by using an XML editor. Click the XML
Source or XML Tree tabs to access the XML editor. For more information about the XML editor, see
“The Novell XML Editor” in the Designer 3.0.1 for Identity Manager 3.6 Administration Guide.
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Figure 3-3 View Policy in XML

b Policy Description

Rules

H v

v
B
® v
m

AR ORNSN RN

remember relative position in hierarchy
veto out-of-scope events

match users based on NT logon name
match users based on full name

match everything else

SH Policy Builldde ML Source | XML Tree
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Using Additional Builders and
Editors

Although you define most arguments in the Argument Builder, there are several more builders and
editors that are used by the Condition editor and Action editor in the Policy Builder. Each builder
can recursively call anyone of the builders in the following list:

¢ Section 4.1, “Action Builder,” on page 45

¢ Section 4.2, “Actions Builder,” on page 46

¢ Section 4.3, “Argument Builder,” on page 47

¢ Section 4.4, “Condition Builder,” on page 52

¢ Section 4.5, “Conditions Builder,” on page 53

¢ Section 4.6, “Match Attribute Builder,” on page 55

¢ Section 4.7, “Action Argument Component Builder,” on page 57

¢ Section 4.8, “Argument Value List Builder,” on page 58

¢ Section 4.9, “Named String Builder,” on page 58

¢ Section 4.10, “Condition Argument Component Builder,” on page 59

¢ Section 4.11, “Pattern Builder,” on page 60

¢ Section 4.12, “String Builder,” on page 61

¢ Section 4.13, “XPath Builder,” on page 62

¢ Section 4.14, “Mapping Table Editor,” on page 62

¢ Section 4.15, “Namespace Editor,” on page 67

¢ Section 4.16