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1 OVERVIEW

This user guide provides instructions on how to install ZENworks Mobile Workspace. To facilitate a
smooth installation, it is recommended that you first use the ZENworks Mobile Workspace testing tool to

ensure that your VM and infrastructure are ready.

2 INSTALLATION

To start installation, browse to the location of the installation files on your computer. To run properly,

installation must be started in the privileged mode (as an administrator).

Click on Run as administrator to bypass the security warnings.

| — Application Tools  ZENworkshobileWorkspace-3.14.0-rc-3-Windows -— (] X
Home Share View Manage 0
™ » ZENwaorksMobileWorkspace-3.14.0-rc-3-Windows > v O Search ZENworksMobileWork... 0O
Mame Date modified Type Size
3 Quick access
jdk 28-03-201712:05 File folder
I Desktop : ) ) -
lib -201712:05 File folder
¥ Downloads tools 28-03-201712:06  File folder
=/ Documents [ install 10-03-2017 13:35 ‘Windows Batch File 1KB
| Pictures ¢ | | install.jar 27-03-2017 11:26 JAR File 2,52,720KB
B3 This PC
¥ Metwork
Figure 2-1: Run as administrator
Prerequisites:

The installer will install C++ 2008 redistributable prerequisites (to install SENSE as a service).
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2.1 Language selection

After the prerequisites have been installed, a language selection panel is displayed. Select your language
and click OK.

F1 Language Selection X

Please select your language below

(%) [
=T eng v

Ok

Figure 2-2: Language selection
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2.2 Welcome

The first page gives information about ZENworks Mobile Workspace. Click Next.

ﬁ ZENworks.Workspace

= welcome to the installation of ZENworks Mobile Workspace 3.14.0!
Q This software is developed by:

- Micro Focus <support@microfocus,com >
|!/ The homepage is at: http:/fwww.microfocus.com/

€ quit
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2.3 License
The license page is displayed. Select the “l accept the terms of this license agreement” to continue.

Please read the following license agreement carefully:

ZENworks Mobile Workspace
Micro Focus End User License Agreement

PLEASE READ THIS AGREEMENT CAREFULLY. BY INSTALLING, DOWNLOADING OR OTHERWISE
USING THE SOFTWARE, YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU DO NOT
AGREE WITH THESE TERM3, YOU ARE NOT PERMITTED TO DOWNLOAD, INSTALL OR U3SE THE
SOFTWARE AND YOU SHOULD NOTIFY THE PARTY FROM WHICH YOU PURCHASED THE SOFTWARE ToO
COETAIN A REFUND. THE SOFTWARE MAY NOT BE 30LD, TRANSFERRED, OR FURTHER
DISTRIBUTED EXCEPT AS AUTHORIZED EY LICENSOR.

This End User License Agreement ("Agreement”) is a legal agreement between You
(an entity or a person) and Micro Focus Software Inc. ("Licensor"™). The software
product identified in the title of this Agreement for which You have acguired
licenses, any media and accompanying documentation (collectively the "Software®)
is protected by the copyright laws and treaties of the United States ("U.3.") and
other countries and is subject to the terms of this Agreement. If the laws of
Your country of origin require contracts to be in the local language to he

. ZENworks Workspace

enforceable, such local language version may be obtained from Licensor upon
written request and shall be deemed to govern Your purchase of licenses to the
Software. Any update, mobile application, module or adapter or sSupport release
to the Joftware that You may download or receive that is not accompanied by a
license agreement is Software and governed by this Agreewent. If the Software is
an update or support release, then You must have validly licensed the wversion and

(®) I accept the terms of this license agreement.

() I do not accept the terms of this license agreement.

@ Previous o Quit
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2.4 Setinstallation path

The Installation folder selection screen is displayed. Select the location on your machine where

ZENworks Mobile Workspace should be installed.

Click Browse, or enter the path in the textbox.

@ ZENworks Workspace

E Select ZEMworks Mobile Workspace installation path
C:\ZENworksMobileworkspace)| [= Browse. ..

@ Previous o Quit

If the folder does not exist, a textbox pops up prompting you to click OK in order to create the specified

folder.

Message b4

(.;.-j' The target directory will he created: C\ZENworksMohileWorkspace
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2.5

Synchronization settings

Enter the settings for one of the following infrastructure configurations:

e ZENworks Mobile Workspace with a Microsoft Exchange Server

e ZENworks Mobile Workspace with an IBM Lotus Domino Server

@ ZENworks Workspace

SENSE with a Novell GroupWise server

{0} Enter synchronization settings

LDAP URL:

LDAP base:

Domain name alias *:
Username For LDAP queries:

Password for LDAP queries:

Idap:{ldap.example.com
de=example,dc=com

example.com

Test connection

4@? Previous

© quit
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ZENworks Mobile Workspace with a Microsoft Exchange Server

Active Directory

e , <
== ' B

MS Exchange

v
A

ZENworks Mobile Workspace, when used with your own Exchange server, will synchronize groups and
users from your Active Directory. You will need to enter the following information to accommodate that:

e LDAP hostname (e.g. Idap://Idap.company.local): The internal URL of your Active Directory.

e LDAP base (e.g. dc=company,dc=Iocal): The base of your Active Directory.

e Domain name alias (e.g. microfocus): The SENSE domain that end users may use to login into
the workspace. With the domain “microfocus,” end users will be allowed to login with username
or username@microfocus.

e LDAP Query User: A query user with read rights (Any LDAP account can work as Query user).

e LDAP Query Password: The password of the above query user.
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ZENworks Mobile Workspace with an IBM Lotus Domino Server

AN

I R
s

IBM Lotus Domino

ZENworks Mobile Workspace, when used with your own Lotus Domino server, will synchronize groups
and users from the LDAP server within your Domino environment. You will need to enter the following
information to accommodate that:

e LDAP hostname (e.g. Idap://Idap.company.local): The internal URL of your Lotus Domino server

e LDAP base: Leave blank.

¢ Domain name alias (e.g. company): The ZENworks Mobile Workspace domain that end users
may use to login into the workspace. With the domain “domino” end users will be allowed to
login with username or username@domino.

e LDAP Query User: A query user with read rights (any mail account can work as Query user).

e LDAP Query Password: The password of the above query user.

10 | Page



Installation Guide

ZENworks Mobile Workspace with a Novell GroupWise

Figure 2-3: ZENworks MW with Novell GroupWise

\4

Novell GroupWise

ZENworks Mobile Workspace, when used with your own Novell GroupWise, will synchronize groups and

users from you eDirectory LDAP server. You will need to enter the following information to

accommodate that:

e LDAP hostname (e.g. Idap://edirectroy.company.local): The internal URL of eDirectory server

e LDAP base (e.g. O=microfocus): The base of your eDirectory.

e Domain name alias (e.g. microfocus): The ZENworks Mobile Workspace domain that end users

may use to login into the workspace. With the domain “groupwise” end users will be allowed to

login with username or username@groupwise.

o LDAP Query User: A query user with read rights (Any eDirectory account can work as Query

user).

e LDAP Query Password: The password of the above query user.
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2.6

ZENworks Mobile Workspace URL

This URL allows you to select the external address (or IP) that will be used by ZENworks Mobile
Workspace client to connect to the server. The address must be entered as it will be seen from the
internet. Please see the next page to set the URL according to your network configuration.

&% External address to reach the server:

URL: https: /fmobile.company.com

-@I Previous E-E,—)- Mext @ Quit
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2.6.1 Trusted SSL certificate

To follow best practices, MicroFocus strongly recommend to purchase a SSL certificate from a well-

known certificate authority. This is mandatory to ensure best in class security and user friendliness.

ZENworks Mobile Workspace in front

The presented certificate will be directly installed on ZENworks Mobile Workspace server. You will be
able to provide the certificate in the next panel.

https://mobile.company.com:8443—— P>

ZENworks Mobile Workspace behind a proxy/FW

The presented certificate is installed on a reverse proxy/FW. You will be requested to install a self-signed
certificate in the next panel.

l——https://mobile.company.local:8443—p|

https://mobile.company.com—— p

2.6.2 Internally signed SSL certificate

If you have an internal PKI, you could use your certificate signed by your CA but the CA must be installed
on the device as well. You will be able to provide the certificate in the next panel.
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https://mobile.company.com:8443—— p>

2.6.3 Self-Signed SSL certificate

Self-signed certificates are not accepted by mobile constructor. Therefore, no SSL connection can

established using this method. Use HTTP connection instead.

https://mobile.company.com:8443——p>
E E
n

2.6.4 ZENworks Mobile Workspace Encryption only

For testing or demonstration purposes, it is possible to use ZENworks Mobile Workspace without SSL

connection. Then, only the ZENworks Mobile Workspace encryption will keep your data safe.

o
—
—
=

http://mobile.company.com:8080———— »
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2.7 Import TLS certificate

If you have chosen to expose an HTTPS connection in the previous panel, please provide the SSL
certificate as a PKCS12 file and enter the private key password. If you have chosen to expose an HTTP

connection, this screen will not be displayed and a self-signed certificate will be generated automatically.

i Import certificate for TLS connection

[E select the certificate to import.
C:\Program Files\SENSE] & Browse. ..

ENworks Workspace

Private key's password:

(122)

Import certificate *

-(@I Previous @ Quit
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2.8

Email settings

Enter the settings that match your mail server:

Server type (e.g. Exchange, Office365 or Domino): Select the type of mail server you have
according to the synchronization parameter you used at step 5. If you select Office365, Use
SSL/Bypass SSL - Hostname options will be automatically filled in.

Hostname (e.g. exchange.company.com): The hostname or IP address of your mail server.
Use SSL: Select it if your Exchange server needs to be connected with an SSL connection. For

Domino, please follow instructions in the knowledge base article: Enable SSL Connection

Between ZENworks Mobile Workspace and IBM Domino

Bypass SSL: Bypass SSL must be selected if your mail server does not use an SSL certificate signed
by a trusted CA or uses a self-signed certificate.
Username and password for test: Enter username or password if you want to test the entered

information.

& Enter mail server settings

Server type: Microsoft Exchange v
Hostname: webmail, example.com
Connect using TLS 7 O

@ ZENworks. Workspace

Username For connection kest:
Password for connection test:

Test connection

@ Previous @ Quit
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2.9 Document Server Settings
This screen allows setting of the CMIS connector details:

e Full URL is the location of the CMIS connector information.
e Bypass SSL is used when the connector requires SSL connection, but there are some issues with
certificates.

e You can test your connection settings with the Test Connection button.

{9‘} Document server settings

Document server type: CMIS v
Full URL: http: ffsharepoint.example.com/ _vti_binfc
Always trust TLS connection: J

@ ZENworks. Workspace

Test connection

@ Previous 0 Quit
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Installer Processes

The Pack installation progress bar will appear and complete. When finished, click Next.

@ ZENworks Workspace

# Pack installation progress:

C:\ZENworksMobileWorkspace\derby\bintsetMNetworkClient CP
resources

% Overall installation progress:

1{2

@ Previous ’ MNext
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The processing installer jobs will scroll and finish.

The installation is complete!

F1 zPack - Installation of ZENworks Mobile Workspace - O X

| 4

% Installation has completed successfully.

@ ZENworks. Workspace

4% An uninstaller program has been created in:
C\2ENworksMobileWorkspacelUninstaller

3 STARTING THE SERVER

Once the installation completes, the ZENworks Mobile Workspace server service is configured to start

automatically when your machine boots.

If you open the 'Services.msc' console, you can manually start the ZENworks Mobile Workspace server

without restarting your entire server.
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G Services |L]£-

File Action View Help
e m Bz HE veun
C,g Services (Local)

SENSE-SERVER Name “ Description Status  Statup Type  Log OnAs . ~
4, SENSE-DB SEMSE-DE service  Running  Automatic Local System

Stop the service #3 SENSE-SERVER SENSE-SERVER Running  Automatic Local System

Restart the service £ Server Supports file, prin.. Running  Automatic Local System D
£%, Shell Hardware Detection Provides notificati.. Running  Automatic Local System

Description: W 5 Smart Card Manages access t... Diszbled Local Service |

SENSE-SERVER % Smart Card Nevice Foumera.. Creates software .. Runnina  Manual (Trin.. | ocal Sustemn >

\ Extended /A Standard /

Figure 3-1: starting sense services

Wait until the server starts and then test whether the server is running by going to the web page from
your VM http://localhost:8080/sense/secserver

If you see the login page, well done, your server is working!
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